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Abstract
In a rapidly evolving digital landscape, where information is the currency of progress, universities
play a vital role in fostering innovation, research, and knowledge dissemination. However, this
invaluable role also exposes universities to significant cybersecurity challenges. Cybersecurity is
an increasingly important topic for organisations in all sectors, including universities. As
repositories of valuable research data and other sensitive information, universities are attractive
targets for cyber attacks.

Addressing these challenges is crucial not only to protect intellectual property and sensitive data
but also to maintain the trust and integrity of academic institutions. Despite the importance of
cybersecurity for universities, there is a lack of research on how to effectively implement
cybersecurity policies and practices in this context. The lack of a standardised approach to
cybersecurity can leave universities vulnerable to cyber threats and hinder the sharing of best
practices. This study is expected to identify key challenges and measures for cybersecurity policy
in Dutch universities. It will provide insights into the implementation of effective cybersecurity
policies and contribute to the development of an approach to cybersecurity in the higher education
sector. The research question is: "How should the cybersecurity policies of Dutch universities be
designed to mitigate cyber threats to ensure knowledge security?".

To accomplish this research, a multidimensional approach was adopted. Extensive literature
review provided a foundation for understanding cybersecurity standards and cyber ethics, while
interviews were conducted with various Dutch universities to gain insights into their experiences
and perspectives. Additionally, a comprehensive survey was administered to students and staff
members of Dutch universities, enriching the study with diverse viewpoints. This work aligns with
the objective of examining the quality of decision-making concerning grand societal challenges
within the context of their socio-economic and political environments. It aspires to inform
decision-makers in the public (policy) domain or at the intersection of the public and private
spheres. By shedding light on the barriers faced by universities in implementing cybersecurity
norms, this research aims to contribute to the ongoing discourse on securing knowledge assets in
the face of emerging cyber threats. The thesis is structured as follows: it begins with an
introduction that provides a comprehensive overview of the topic, delineating the problem at hand
and outlining the proposed approach. Subsequently, the literature review section presents the
findings of the extensive research conducted, exploring various subjects such as cybersecurity
standards and cyber ethics, among others. The expected outcomes of this study are an overview
of current cybersecurity challenges for Dutch universities, an understanding of the opinions and
experiences of university staff and students, and recommendations for developing and
implementing cybersecurity policies for Dutch universities.
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Nomenclature
ATPs Advanced Persistent Threats
CSAN Cyber Security Assessment Netherlands
DDoS Distributed Denial-of-Service
DoS Denial-of-Service
GDPR General Data Protection Regulation
HRA Higher Education and Scientific Research Act
IP Intellectual Property
IoT Internet of Things
ISMS Information Security Management System
NSCS National Cyber Security Centre
NIST National Institute of Standards and Technology
SDR Socially Desirable Responding
TU Technical University
UNL Universities of the Netherlands
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Introduction
In recent years, there has been a marked
increase in cyber attacks targeting
universities globally, driven by the allure of
obtaining valuable intellectual property,
groundbreaking research data, and personal
information. The UK's National Cyber Security
Centre (NCSC) has identified the education
sector, notably universities and research
institutions, as principal targets for
cybercriminals (National Cyber Security
Centre, 2021). Given the rapidly evolving
nature of these threats, academic institutions
are in a race not just to safeguard their
technical infrastructure but also to protect
their invaluable knowledge assets. Despite
their diligent efforts, the complex intricacies of
these cyber challenges have raised pertinent
questions: Are current defensive measures
sufficient, or is there a need for specialized
support and resilience measures to further
fortify academic realms?

Maastricht University's experience in 2019
serves as a sobering example. They fell
victim to a ransomware attack in which
hackers encrypted the university's computer
systems and demanded a ransom to make
the data accessible again. The university
ended up paying €197,000 to the hackers to
recover the files (Digitale Overheid, 2020).
Following suit in 2020, the University of
Amsterdam was subjected to a DDoS attack,
crippling essential online services for several
days (NOS, 2021).

Dutch universities, renowned for their
avant-garde research and innovation, are not
impervious to the escalating cybersecurity
challenges. Such incidents accentuate the
vulnerability even of top-tier institutions,
suggesting that amidst the burgeoning
complexity of cyber threats, these institutions
might necessitate specialized support or

resilience measures. Numerous factors
obstruct the seamless integration of essential
safeguards into their policy framework.
Addressing these impediments is crucial to
stave off cyber threats and bolster knowledge
security within the academic sphere. The
European Union Agency For Cybersecurity
(2021) underscores the burgeoning
recognition of the imperative for robust
cybersecurity policies. A more holistic,
systematic approach is indispensable to
ensure the availability, integrity, and
confidentiality of information. Universities are
urged to espouse a multi-faceted approach to
cybersecurity, encompassing technical,
organisational, and human dimensions
(Kraemer et al., 2009).

In today's ever-evolving digital landscape,
there is a heightened risk associated with
knowledge security. Iv-Ho (2022) delineates
knowledge security as an expansive concept
that goes beyond mere technical defenses. It
encompasses the overarching safeguarding
of an institution's intellectual property, which
includes its scientific knowledge, research
outcomes, and innovations. With the steady
increase in sensitive and valuable digital
information that universities develop, utilize,
and store, the associated risks become more
pronounced. These risks not only pose
threats to day-to-day operations but also
jeopardize the achievement of strategic goals.
The primary objective of ensuring knowledge
security is to prevent pivotal technology and
nationally strategic knowledge from falling
into precarious hands. Recognizing this, one
of the cardinal duties of the Dutch
government is to fortify national security, as
stated by the Ministerie van Onderwijs,
Cultuur en Wetenschap (2022). To this end,
additional funds have been earmarked by the
government to bolster knowledge security
within universities, as reported by Ad Valvas
(2022).

8



The multifaceted nature of a university's IT
infrastructure, coupled with varying degrees
of cyber threat awareness among its users
and the ever-evolving cyber threats, creates a
nuanced and complex cybersecurity
landscape. Reinforcing this sentiment,
Dijkgraaf, the Minister of Education, Culture,
and Science, underscored the imperative of
recruiting the right talent and fostering
expertise as pivotal areas requiring
investment (Ad Valvas, 2022).

World-class higher education and science
cannot exist without international cooperation
and scientific talent from around the world
(Nationale Leidraad Kennisveiligheid, 2022).
The basic principle is therefore "open where
possible, protect where necessary”.
Academic freedom and scientific integrity are
core values that form the foundation of
science in the Netherlands. Open science
within Europe is the norm. The cybersecurity
of universities is a crucial component in
ensuring the security of academic research,
which is necessary for addressing global
grand challenges such as climate change,
health, and food security. Protecting research
data and other sensitive information from
cyber attacks is essential to maintaining the
integrity of scientific research, which is a key
driver of global progress. Laws and
regulations address the threats (SURF, 2021).
However, ethical dilemmas arise when
cooperating countries do not respect
applicable fundamental rights and regulations
(Nationale leidraad kennisveiligheid, 2022).

To uphold the reputation and confidentiality of
the university, it's pivotal to recognize the
current vulnerabilities in IT management
systems, as highlighted by assessments like
those by Iv-Ho (2022) and AIVD & MIVD
(2017). These systems, as they stand, fall
short in offering adequate resistance to

advanced cyber threats. Addressing this,
government parties, including Bakker (2022),
advocate for a systematic and comprehensive
risk analysis conducted by impartial external
audit firms. Such a thorough approach
ensures the identification of risks from both
expected and "unexpected" angles. In pursuit
of enhanced security and fostering a culture
of security consciousness, the Universities of
the Netherlands (UNL) is poised to
collaborate with external experts. Ultimately,
the synergy between administrators,
policymakers, managers, and cybersecurity
professionals will dictate the success and
effectiveness of the selected security strategy
(AIVD, 2021).

Grounded in this context, the pivotal research
question is formulated:
"How should the cybersecurity policies of
Dutch universities be designed to mitigate
cyber threats to ensure knowledge security?"
The primary objective of this study is to
dissect the factors that influence the effective
implementation of Cyber Security standards
within Dutch universities. By delving into the
root causes of these challenges, this research
seeks to provide actionable insights and
recommendations. Policymakers and Cyber
Security experts can then utilize these
findings to craft guidelines and interventions
tailored to promote the adoption of best
practices across academic institutions.

The subsequent section delves into a
synthesis of the literature review,
encapsulating discussions on the myriad of
cyber threats, frameworks, prevailing laws
and regulations, and the cyber ethics
embedded within policy analysis. Insights
garnered from interviews with Cyber Security
professionals, as well as survey responses
from university affiliates, will be unpacked to
accentuate their comprehension and
viewpoints on Cyber Security practices in
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academic settings. This investigation
culminates in formulating policy
recommendations tailored to fortifying the
cybersecurity landscape and safeguarding
knowledge within universities.

Theoretical
Framework
To answer the main research question, the
following sub-questions will be considered:

1. What cybersecurity standards apply to
Dutch universities and how is this
reflected in current cybersecurity
policies?

2. What factors stimulate or prevent
universities from implementing Cyber
Security standards and measures?

3. What legal and ethical issues play a
role in drafting and implementing
cybersecurity policy for Dutch
universities?

4. What experiences and opinions do
employees at Dutch universities have
with regard to safeguarding knowledge
security?

The ultimate aim of this theoretical odyssey is
to shed light on how we can leverage theory
to fortify the cybersecurity resilience of
universities against an array of
ever-escalating threats.

Cyber threats
Given the nature of the cyber threat
landscape, it has become increasingly
important for these institutions to adopt and
enforce robust cybersecurity standards (Von
Solms & Van Niekerk, 2013). The
Netherlands is renowned for its high level of
internet connectivity and advanced digital
infrastructure, which, while beneficial, also
places Dutch institutions, including
universities, at risk of cyber threats (Van der
Meulen, 2016). The greatest fear when it
comes to knowledge and information security
arises from cyber threats. Defined as
malicious activities aimed at exploiting

weaknesses in information systems,
networks, and technologies, cyber threats put
institutions like universities in jeopardy,
causing financial harm and damaging their
reputation. The risks that these knowledge
institutions face have the potential to breach
the integrity, confidentiality, and availability of
their systems and data. Cyber threats can
adopt various forms, including but not limited
to phishing attacks to advanced persistent
threats (APTs), malware, denial-of-service
(DoS) and distributed denial-of-service
(DDoS) attacks, ransomware, and threats
related to Internet of Things (IoT) devices. All
of which can profoundly impact knowledge
and information security, leading to data
breaches, reputational damage, financial loss,
and other adversities.

Phishing attacks
Phishing attacks aim to trick users into
revealing sensitive information, often under
the guise of a trustworthy entity. Universities
are particularly susceptible to phishing
attacks due to their diverse user base, with
varying levels of cyber threat awareness.
Attackers often impersonate university
administrators, fellow students, or trusted
external organisations, seeking to obtain login
credentials or other sensitive data from
unsuspecting students and staff (Hadnagy &
Fincher, 2015). These attacks exploit human
error, making them a preferred method for
cybercriminals (Heartfield & Loukas, 2018).
The diverse user base in universities,
consisting of students, faculty, and staff, can
significantly increase the potential for
successful phishing attempts (Jagatic,
Johnson, Jakobsson, & Menczer, 2007). This
emphasizes the importance of user
awareness and education as a primary
defence line against such attacks
(Kumaraguru et al., 2007). Solutions like
multi-factor authentication and artificial
intelligence-based phishing detection systems
could substantially decrease the impact of
phishing attempts within the university
environment (Burnett & Feamster, 2019).
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Advanced Persistent Threats
(ATPs)
APTs are a category of cyber threats wherein
unauthorised users gain access to a network
and remain undetected for an extended
period. APT actors focus on establishing a
long-term presence in their targets' systems
to steal sensitive information (Tankard, 2011).
Universities are attractive targets for APTs
due to the valuable intellectual property they
house. Tankard's (2011) paper discusses
APTs as long-term intrusions into network
systems designed to steal sensitive
information. Machine learning and artificial
intelligence can be leveraged to improve
intrusion detection systems and mitigate the
impact of APTs.

Malware
Malware is any software intentionally
designed to cause damage to a computer,
server, client, or computer network. Various
forms of malware, such as viruses, worms,
and trojans, pose substantial threats to
universities. These malicious programs can
disrupt operations, damage systems, and
lead to data loss (Kaspersky Lab, 2017).

DoS and DDoS attacks
DoS attacks aim to make a system, service,
or network unavailable to its intended users.
In a DDoS attack, the assault comes from
multiple sources, making it difficult to counter
(Yu et al., 2014). Universities, reliant on their
networks for teaching, research, and
administrative purposes, can suffer significant
disruption from such attacks. Yu et al. (2014)
discuss the considerable disruption that DoS
and DDoS attacks can cause, given
universities' reliance on their networks. The
authors suggest that cloud-based solutions
can provide universities with robust and
flexible defences against these attacks.

Ransomware
Ransomware is a type of malicious software
designed to block access to a computer
system or data until a sum of money (ransom)
is paid. Given the valuable data that
universities hold and their reliance on digital

systems, they are prime targets for such
attacks (Cimpanu, 2019). Cimpanu's (2019)
piece rightly asserts that universities are
prime targets for ransomware attacks due to
the valuable data they hold and their reliance
on digital systems. The author suggests
preventative measures and contingency
plans, such as regular system backups and
ransomware-specific response protocols.
However, the article falls short in discussing
the psychological and social engineering
aspects of ransomware attacks, which often
involve manipulating users into opening
malicious emails or files.

IoT-related threats
With increasing numbers of IoT devices used
in universities, new cyber threats have
emerged. These devices, often with
insufficient security measures, can provide
attackers with easy entry points to gain
access to university networks (Roman et al.,
2018).

Cybersecurity Frameworks
In an era where cyber threats are a constant
concern, Dutch universities have turned to
national and international cybersecurity
standards to fortify their defence systems.

Several cybersecurity frameworks are
available for organisations to design and
implement security strategies, assisting them
in better management of security risks, and
enhancing their overall security. However,
these frameworks do not escape criticism due
to their inflexibility and limited focus on
human aspects of cybersecurity. It's essential
to acknowledge that no framework is flawless,
and organisations should select a framework
that best aligns with their specific needs and
objectives.

The cybersecurity measures adopted by
Dutch universities largely follow the
guidelines set out by the National Cyber
Security Centre (NCSC). The NCSC, under
the purview of the Ministry of Justice and
Security, plays a key role in setting the
national cybersecurity guidelines (Gootjes,
Van De Weerd, & Tellegen, 2016). Dutch
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universities are encouraged to follow the
NCSC's guidelines, which include a focus on
risk management, the development of secure
IT infrastructures, and the enforcement of
stringent access controls (Verhoeven, 2019).
The NCSC also provides guidelines on the
reporting of cybersecurity incidents to
facilitate nationwide tracking and response
(NCSC, 2017).

In addition to the NCSC guidelines, Dutch
universities often refer to international
cybersecurity standards such as the NIST
Cybersecurity Framework and the ISO/IEC
27001.

The NIST Cybersecurity Framework,
developed by the National Institute of
Standards and Technology (NIST) in the
United States, provides organisations with a
structured methodology to manage security
risks. The framework encompasses five core
functions: identify, protect, detect, respond,
and recover (National Institute of Standards
and Technology, 2014). While the focus
remains on improving the security of critical
infrastructure, its applications can extend to
other organisations as well. ISO 27001, an
international standard for information security,
outlines a structured approach to manage
information security risks. The framework is
widely applicable and can be used in different
types of organisations, irrespective of size or
sector. The ISO/IEC 27001 is a globally
recognized standard that provides guidelines
for the establishment, implementation, and
maintenance of an information security
management system (ISMS). CIS Controls,
developed by the Center for Internet Security,
includes a structured approach to security risk
management. The framework is based on a
list of 20 best practices that organisations can
use to enhance their security.

The implementation of these standards is
evident in the cybersecurity policies of Dutch
universities. For instance, many universities
have adopted risk management approaches
to cybersecurity, as advised by the NCSC, the
ISO/IEC 27001, and the NIST Framework
(Verhoeven, 2019). Universities have also

enforced more rigorous access controls,
aligning with the NCSC's guidelines.

The organisation SURF, a collaborative
information and communication technology
(ICT) platform for Dutch higher education and
research institutions, has emerged as a vital
influencer within the realm of cybersecurity in
the Netherlands. It extends beyond just
providing a cooperative framework for ICT
facilities; SURF is instrumental in defining and
setting the cybersecurity maturity levels for
universities and other higher educational
institutions.

Establishing a cybersecurity maturity level
provides a clear, structured, and measurable
approach to understanding an organisation's
current cybersecurity status and offers a
pathway for future improvements. The
SURF's maturity model evaluates universities
on numerous aspects including policy,
technology, human aspects, and governance,
thereby providing a comprehensive overview
of the institution's cybersecurity posture
(SURF, 2020). For Dutch universities,
adhering to the SURF cybersecurity maturity
model holds significant importance. Firstly, it
aids in identifying strengths and weaknesses
in their cybersecurity policies and practices,
enabling targeted efforts to address identified
vulnerabilities. Secondly, it promotes an
awareness culture among all stakeholders
(students, faculty, and administration),
underscoring the collaborative role everyone
plays in cybersecurity. Additionally, it supports
compliance with various cybersecurity laws
and regulations, including GDPR and the
Higher Education and Scientific Research
Act, as the model includes measures related
to data protection and privacy. Furthermore, a
study by Van Brakel & Chis (2018) revealed
that there is a direct correlation between the
maturity level of an institution's cybersecurity
framework and its overall reputation. Thus,
aligning with SURF's maturity model also
benefits universities in terms of enhancing
their reputation, fostering trust among
students, staff, and collaborators, and
potentially attracting more funding and
partnerships. Moreover, the continuous
evolution of the model ensures that it keeps
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pace with the dynamic nature of cyber
threats, thereby providing Dutch universities
with a robust, relevant, and up-to-date
framework to navigate their cybersecurity
journeys. In essence, the SURF maturity
model provides a vital tool for Dutch
universities to ensure they are equipped to
manage and mitigate the cybersecurity risks
they face in an increasingly digitised
educational landscape.

Laws and regulations
When implementing cybersecurity measures,
Dutch universities grapple not only with
technical challenges, but also with complex
legal and ethical considerations. These
issues can influence the scope, design, and
execution of cybersecurity policies (Kabay,
2010).

Laws and regulations are of paramount
importance in safeguarding knowledge and
information security. Governments have
implemented various laws and regulations
aimed at the protection of critical
infrastructure, personal data, and intellectual
property. Dutch universities operate under a
legal framework defined by both Dutch and
European Union (EU) legislation.

The General Data Protection Regulation
(GDPR), implemented by the EU, has
wide-ranging implications for data protection
and cybersecurity. Introduced in 2018, the
GDPR is a revolutionary privacy law
implemented by the European Union,
focusing on protecting and empowering all
EU citizens' data privacy. The GDPR
emphasises consent, transparency, and
accountability. It obliges universities to
process personal data securely, disclose the
reason behind data collection, and restrict its
usage to those purposes only. Breaching
these regulations can result in severe
financial penalties. The GDPR has profoundly
impacted how organisations manage data,
prompting the need for significant changes to
information systems, processes, and policies
(Greenleaf, 2018). Universities, as processors
of vast amounts of personal data, must
ensure that their cybersecurity measures

comply with GDPR requirements, including
those pertaining to data breach notification,
data subjects' rights, and data minimisation
principles (Voigt & Von dem Bussche, 2017).

Moreover, Dutch law mandates that
cybersecurity measures should not infringe
upon the rights of individuals. This means that
universities must strike a balance between
ensuring network security and respecting the
privacy rights of students, staff, and
researchers (Van der Meulen, 2016).

In the Netherlands, universities must comply
with an array of laws and regulations related
to cybersecurity policies.

- Higher Education and Scientific
Research Act (HRA):

The Dutch HRA stipulates that universities
have an obligation to maintain an adequate
level of information security and privacy
protection. It emphasises the importance of
having well-structured security and privacy
policies detailing the measures universities
take to secure data. As with the GDPR,
compliance with the HRA is crucial to prevent
financial penalties and reputational damage
(De Hert & Papakonstantinou, 2016).

- Cyber Security Assessment
Netherlands (CSAN):

The CSAN is an annual report issued by the
Dutch National Cyber Security Center
(NCSC) that provides insights into
cybersecurity threats and developments.
Universities are encouraged to use this
document as a guideline to improve their
cybersecurity practices. Despite not being a
mandatory requirement, the CSAN provides
valuable information for improving
cybersecurity resilience and response
(National Cyber Security Centre, 2019).

- Government Information Security
Baseline:

The Government Information Security
Baseline outlines the measures Dutch
municipalities should take to secure their
data. Although initially developed for
municipalities, it also serves as a valuable
guideline for universities to develop their own
security policies. The baseline ensures that
organisations adhere to the same standard of
data protection, thereby enabling a uniform
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approach to information security across the
country (Van den Berg & Van den Hoven,
2013).

- Network and Information Systems
Security Act:

Introduced by the Dutch government in 2018,
the Network and Information Systems
Security Act aims to enhance the security of
network and information systems across the
country. The law requires vital providers,
including universities, to implement
appropriate measures ensuring their network
and information systems' continuity and
reporting any cybersecurity incidents to the
government. The law contributes to a more
resilient and secure digital society by
increasing the responsibility of critical
organisations in managing cyber threats
(Dutch Ministry of Justice and Security, 2018).

These regulations' implementation and
compliance can significantly vary based on
each university's organisational structure,
culture, and resources. Furthermore, as the
cybersecurity landscape is continually
evolving, these regulations should not be
considered as a final destination but rather an
ongoing journey towards achieving
information security resilience (Shackelford et
al., 2019).

Building upon these pivotal observations, we
understand that the quest for cybersecurity in
the higher education sector is far from static.
The digital ethics – a field concerning the
study of how we should act in the digital
realm and the kind of people we should
become (Tavani, 2013) – a vital aspect of this
journey. As we pivot from a focus on
adherence to cybersecurity regulations and
standards, we now turn our attention towards
the role of ethics in cybersecurity, highlighting
its indispensable role in framing responsible
behaviour in the digital world, particularly
within the context of higher education.

Cyberethics
Ethics play a pivotal role in policymaking,
requiring policymakers to consider the ethical
and moral implications of their policy choices,
and the potential impact of their decisions on

individuals and society at large. Policymakers
should align with ethical principles such as
justice, autonomy, non-injury, and
confidentiality.

Research studies have indicated that ethical
considerations in policy making lead to better
decision-making and reduced probability of
unwanted consequences. For instance, a
study by Hillman and Wollman (2016)
showcased that the application of ethical
principles in policy making can contribute to
developing more inclusive policies and
curtailing social inequality. A similar study by
Hudson and McLean (2021) concluded that
the incorporation of ethical principles in policy
making can enhance the safety and security
of citizens.

Policymaking and risk analysis are vital
elements of cybersecurity governance.
Policymakers must contemplate the ethical
implications of cybersecurity policy decisions,
ensuring that such policies do not infringe
upon individual rights, including privacy and
freedom of expression. Risk analysis aids
policymakers in identifying potential threats
and vulnerabilities, enabling the formulation of
effective risk mitigation strategies.

Ethical considerations in cybersecurity
revolve around questions of privacy, freedom
of information, and the boundaries of
defensive measures. Universities must
grapple with how to protect their systems and
data while still maintaining their commitment
to openness and the free exchange of ideas
(Kabay, 2010). Another ethical question
arises in the context of "active defence"
measures or "hacking back". While such
actions might be effective in deterring
attackers, they raise important ethical
concerns and can potentially lead to legal
repercussions (Rowe, 2010). Policymakers
must consider the ethical and moral
implications of their policy choices, and be
aware of the potential impact of their
decisions on individuals and society as a
whole. It is therefore important for
policymakers to be guided by ethical
principles such as justice, autonomy,
non-injury, and confidentiality. Justice means
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that policies should be fair and equal to all
parties involved and that the interests of all
affected parties are weighed when making
decisions. Autonomy means that people
should be free to make their own choices and
that their personal freedom and dignity should
be respected. Non-harm means that policies
should not cause harm to individuals or
society as a whole. Confidentiality means that
personal data and privacy are protected and
that there is transparency about the
processing of personal data.

Scientific studies have shown that
policymakers who are guided by ethical
principles make better decisions and that
there is less chance of unwanted side effects.
For example, a study by Hillman and
Wollman (2016) showed that applying ethical
principles in policy making can help develop
more inclusive policies and reduce social
inequality. Another study by Hudson and
McLean (2021) concluded that applying
ethical principles in policy making can help
improve the safety and security of citizens.

Overall, it can be argued that policymakers
should be aware of the ethical implications of
their decisions and strive to develop policies
that are in line with ethical principles. This can
help increase citizens' trust in government
and can contribute to achieving positive
outcomes for society as a whole.

Protection of privacy
One of the significant ethical considerations
when implementing a cybersecurity policy is
the protection of privacy. Universities handle
vast amounts of sensitive and personal
information, such as student records,
employee details, and research data, which
may be targeted by cyber threats. While it is
imperative for universities to safeguard this
data, they must also respect individuals'
privacy rights (Bennett, 2016). Universities
may need to monitor network traffic to detect
and prevent cyber attacks. However,
indiscriminate surveillance can infringe on
privacy rights. Therefore, universities must
strike a balance between ensuring security
and respecting privacy, adhering to

regulations such as the General Data
Protection Regulation (GDPR) (Hugl, 2011).

Privacy, in a broad sense, is the right to be
left alone, or freedom from interference or
intrusion (Westin, 1967). In the context of
digital privacy, this principle extends to the
realm of digital data, encompassing the rights
and expectations of individuals to control their
personal information collected, used, and
stored in digital formats (Solove, 2008).

Universities are confronted with intricate
digital privacy issues. The various data types
are subject to different legal and ethical
norms surrounding their use and disclosure,
requiring a nuanced approach to their
management (Daries et al., 2014). The need
for robust cybersecurity policies in universities
arises from the necessity to protect this vast
pool of sensitive data from external threats,
such as hackers, and internal threats, such as
inadvertent data breaches by staff or students
(Chen et al., 2019). Such policies often
require a certain level of surveillance and
control, such as monitoring network traffic or
access to certain data (Zimmer, 2010).

The key ethical challenge here lies in the
potential conflict between maintaining security
and respecting privacy rights. Overly intrusive
security measures might be effective in
preventing data breaches but can infringe on
the privacy rights of individuals (Bambauer,
2014). Indiscriminate surveillance, for
instance, could lead to "chilling effects" on
academic freedom, as individuals might
self-censor or avoid certain research topics
for fear of surveillance (Penney, 2017).
Similarly, aggressive data collection for
security purposes could violate the principle
of data minimization, which is enshrined in
privacy regulations such as the GDPR (Hugl,
2011).

Universities must, therefore, carefully craft
their cybersecurity policies to balance the
need for data protection with respect for
individuals' digital privacy rights. This could
include adopting a principle of least privilege
(only granting access permissions necessary
for a role), implementing robust data
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anonymization techniques for research, and
ensuring transparency in their data collection
and use practices (Tavani, 2011).

In essence, digital privacy should not be seen
as an obstacle to security, but rather as an
integral part of a comprehensive and ethical
cybersecurity policy. Universities have a duty
to protect not only their data assets but also
the privacy rights of their community
members.

Fair access
Fair access represents another crucial ethical
issue. Fair access, as the term suggests,
refers to the equitable distribution of
resources and opportunities, ensuring that
every individual has the same chance to use
and benefit from them (Bahl, 2020). In the
context of a university, fair access means
ensuring that every student, faculty member,
and staff has equal opportunity to access and
use the university's digital resources,
including but not limited to educational
materials, research tools, online platforms,
databases, and networks (Weller, 2014).
Unequal access to these resources may lead
to disparities in educational opportunities,
contradicting the university's mandate to
provide an equitable learning environment.

When drafting cybersecurity policies,
universities should aim to protect digital
resources without unnecessarily limiting
access to them. A balance should be
maintained between security measures and
ensuring that the university community has
adequate and equitable access to digital
resources (Johnson, 2015).

The responsibility for ensuring fair access in a
university typically lies with multiple entities.
The university administration plays a
significant role in setting policies that promote
fair access and allocating resources
accordingly. Information technology (IT)
departments are often responsible for
implementing these policies and maintaining
the systems that provide access to digital
resources. Faculty members, for their part,
can help ensure fair access by designing and
delivering their courses in ways that do not

unnecessarily limit the availability of materials
or opportunities based on students' digital
access (Seale, 2013).

Academic freedom is fundamentally about the
freedom to teach, learn, and conduct
research without undue restriction. Ensuring
fair access to digital resources is directly
related to upholding academic freedom. If
access to educational resources and
research tools is unequal, it can inhibit the
ability of certain students or faculty members
to learn, teach, or conduct research
effectively, thus undermining academic
freedom (Karran, 2007). For example, if a
university's cybersecurity policy restricts
access to certain digital resources or online
platforms in an effort to mitigate cyber threats,
it could inadvertently limit academic freedom
by hindering access to educational materials
or tools needed for research. On the other
hand, a lack of adequate security measures
could also undermine academic freedom by
leaving digital resources vulnerable to cyber
attacks that disrupt access or damage the
integrity of the resources (Taddeo & Floridi,
2018). Therefore, universities must carefully
balance the need for cybersecurity with the
principle of fair access to uphold academic
freedom. They should aim to protect digital
resources from cyber threats without unduly
limiting access to those resources. This might
involve, for example, implementing
role-based access controls that limit access
based on a user's role without completely
blocking access to necessary resources, or
providing alternative access options in cases
where certain security measures might limit
access (Johnson, 2015).

Responsible Use
Responsible use pertains to how students,
faculty, and staff use university resources,
including its network and digital assets.
Universities must foster an environment that
encourages ethical and responsible use of
these resources (Siponen, 2000). The
cybersecurity policy should outline acceptable
use policies (AUPs) that define the do's and
don'ts regarding the use of the university's IT
resources. This can help mitigate the risk of
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insider threats, both intentional and
accidental.

"Responsible use" is a term often used in the
context of information technology (IT) and
refers to the proper and ethical usage of
digital resources such as software, hardware,
networks, and data (Siponen, 2000). In a
university setting, responsible use pertains to
how students, faculty, and staff use the
institution's digital resources and network.
This involves following rules and guidelines
set forth by the university in the form of
acceptable use policies (AUPs). These
policies often outline behaviours that are
allowed and disallowed when using the
institution's IT resources, aiming to mitigate
potential cybersecurity risks from both
intentional and accidental misuse (Sasse,
Brostoff, & Weirich, 2001).

Furthermore, responsible use extends to
cyber hygiene practices, like maintaining
strong, unique passwords, not sharing
account credentials, being mindful of phishing
attempts, and ensuring that personal and
university devices are properly secured and
updated. Universities should take proactive
steps to foster a culture of cybersecurity by
continuously educating their community
members about their roles and
responsibilities in maintaining cybersecurity
(Furnell, 2014).

Cybersecurity education and awareness are
key to promoting responsible use.
Universities need to continuously educate
their community members about their roles
and responsibilities in maintaining
cybersecurity (Furnell, 2014).

Intellectual property
Universities are intellectual powerhouses,
producing a plethora of research findings and
scholarly works. Protecting this intellectual
property (IP) is another significant ethical
consideration when formulating a
cybersecurity policy. Cyber threats such as
data theft, corporate espionage, and
plagiarism can compromise the university's IP
(Vacca, 2005).

Intellectual property (IP) refers to creations of
the mind, such as inventions, literary and
artistic works, designs, symbols, names, and
images used in commerce. In a university
setting, IP often includes research findings,
scholarly works, course materials, and
proprietary university technologies (Vacca,
2005). Protecting this IP from cyber threats
like data theft, corporate espionage, and
plagiarism is a significant ethical
consideration when formulating a
cybersecurity policy.

The cybersecurity policy should provide clear
guidelines on protecting IP, including secure
storage and transmission of research data,
and respect for copyright laws and licensing
agreements. It's also crucial to emphasise the
adherence to academic integrity standards
and professional ethics, including avoiding
unauthorised use or dissemination of
scholarly works. Violations of these guidelines
can have serious consequences, such as
disciplinary action, legal penalties, or damage
to the university's reputation (Gopal &
Sanders, 1997).

Safety and security
The primary purpose of a cybersecurity policy
is to ensure the safety and security of the
university's digital assets. This includes
securing the university's network, systems,
data, and user accounts from cyber threats.
But it also includes the physical security of
the devices used to access these resources.

The concept of safety and security in the
context of a cybersecurity policy can be
broken down into two components. The first is
digital security, referring to the protection of
the university's digital assets—its network,
systems, data, and user accounts—from
cyber threats. This involves measures like
using firewalls, encryption, intrusion detection
systems, and regularly updating and patching
systems to prevent attacks and unauthorised
access (Bishop, 2003). However, in their
quest to secure their systems and data,
universities should not overlook the safety of
individuals. This can include physical safety,
like the threat of violence related to
cyberstalking, and psychological safety, like
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ensuring that the university's digital
environment is free from harassment and
abuse (Clement, 2017). The second
component is physical and psychological
safety. This aspect involves safeguarding the
devices used to access digital resources and
ensuring the well-being of individuals in the
university community. For instance, physical
safety might involve measures to protect
against theft of devices or protecting
individuals from potential threats like
cyberstalking. Psychological safety includes
ensuring the university's digital environment is
free from online harassment, bullying, and
other forms of abuse, which can be achieved
by enforcing strict anti-harassment policies
and providing support systems for affected
individuals (Clement, 2017).

Digital privacy and academic freedom
arguably hold the most significant importance
in the context of drafting and implementing a
cybersecurity policy in universities. Both
these factors intertwine deeply with the
university's mandate to uphold the rights of
individuals and to foster a free and equitable
learning environment (Pritchard, 2016).

Academic freedom
Academic freedom is a guiding principle of
higher education that assures faculty and
students can pursue scholarly inquiry without
fear of interference or retribution (Karran,
2007). It encompasses the freedom to
conduct research, teach, publish, and engage
in discourse, unbounded by political, social,
or institutional constraints. Academic freedom
is vitally connected to the pursuit of
knowledge and truth, forming the backbone of
university existence (Fish, 2014). However,
the digital age, with its cyber threats and
security needs, adds a complex layer to
maintaining this freedom.

Cybersecurity policies can, at times, encroach
on academic freedom if they become overly
restrictive, limiting access to certain
information or imposing surveillance that
hinders the free exchange of ideas
(Bambauer, 2014). Conversely, the absence
of a proper cybersecurity infrastructure could
expose academics to threats that may result

in self-censorship due to fear of reprisal,
thereby stifling academic freedom (Taddeo &
Floridi, 2018). Protecting academic freedom,
therefore, is crucial. Cybersecurity policies
must find a balance that enables secure
academic discourse and protects the
academic ecosystem without undermining
academic freedom (Cate, 2015). In essence,
cybersecurity measures should be tools that
safeguard academic freedom rather than
suppress it (Schober, 2020).

Academic freedom refers to the principle that
scholars and researchers should have the
freedom to pursue and disseminate
knowledge without undue interference or
censorship. It is the cornerstone of intellectual
growth and critical inquiry within universities.
When it comes to cybersecurity policies,
academic freedom is paramount because it
ensures that scholars can explore
controversial or unconventional ideas,
engage in open discourse, and challenge
established norms without fear of reprisal or
restriction.
Academic freedom requires universities to
create cybersecurity policies that strike a
delicate balance between protecting sensitive
data and allowing for free and open exchange
of ideas. Policies should aim to prevent data
breaches and unauthorised access to
research data while preserving the right of
researchers to access, share, and publish
their findings without unnecessary obstacles.
This may involve implementing robust
security measures, such as data encryption,
access controls, and secure collaboration
platforms, to safeguard intellectual property
and research integrity.

Digital Privacy
Digital privacy addresses the ethical concerns
surrounding the collection, use, and
dissemination of personal data in the digital
domain (Solove, 2011). Universities handle
extensive personal and sensitive data, and
the potential for privacy breaches or misuse
of this data is a significant concern.

While universities adopt cybersecurity
measures to protect against digital threats,
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these measures can often infringe on
individual privacy. Strategies like monitoring
network traffic and electronic communications
can prevent cyber threats, but these also
intrude into individuals' privacy, creating an
ethical quandary (Zimmer, 2010). Hence,
universities need to craft cybersecurity
policies that respect privacy rights while
safeguarding data.

Respecting digital privacy extends beyond
regulatory compliance, such as adhering to
GDPR. It is essential for fostering trust within
the university community, encouraging open
exchange of ideas, and ensuring the integrity
of research and academic practices (Tavani,
2011; Nissenbaum, 2009). Therefore,
universities must strive to balance the dual
imperatives of data security and privacy
protection.

Digital privacy, as articulated by Westin
(1967), is the freedom from unwarranted
interference or intrusion, extending to
personal data in the digital realm (Solove,
2008). In universities, this principle applies to
the vast array of sensitive data managed by
the institution, including personal data from
students, faculty, and employees (Daries et
al., 2014). Protecting this data is essential,
yet measures taken to ensure this protection
must not infringe on the privacy rights of
individuals (Bennett, 2016). Intrusive
surveillance or aggressive data collection
may not only violate privacy regulations such
as GDPR but also potentially limit academic
freedom by creating a 'chilled' environment,
discouraging research into certain areas for
fear of surveillance (Penney, 2017).

Academic freedom, on the other hand, is the
freedom to teach, learn, and conduct
research without undue restriction. It is
integral to the university's mission to foster
intellectual growth and discovery (Karran,
2007). Without fair and equitable access to
digital resources, this freedom is
compromised, and the potential for learning
and innovation is hindered (Weller, 2014).
Hence, cybersecurity measures must be
balanced so as not to limit access to the

resources needed for education and research
(Johnson, 2015).

For instance, a restrictive cybersecurity policy
might inhibit the sharing of research findings
or scholarly works, limiting the spread of
knowledge within the academic community.
Similarly, a lack of adequate security could
leave resources vulnerable to cyber threats
that disrupt access, undermining the ability to
learn, teach, and conduct research effectively
(Taddeo & Floridi, 2018).

Developing a cybersecurity policy involves
balancing the need for security with respect
for ethical values. Dutch universities must
consider the ethical issues related to the
protection of privacy, fair access, responsible
use, intellectual property, and safety and
security when drafting and implementing their
cybersecurity policies. The importance of
academic freedom and digital privacy in
shaping cybersecurity policies in universities
cannot be overstated. They are fundamental
to the core academic mission and need to be
preserved in the face of digital threats.
Striking a balance between security
measures and these principles is a delicate
but essential task that universities must
undertake.

Digital privacy concerns the protection of
individuals' personal information and their
right to control how it is collected, stored, and
used in the digital realm. In the context of
cybersecurity policies for Dutch universities,
digital privacy is a vital ethical issue due to
the vast amount of personal and sensitive
data that universities collect and process.
This includes student records, research data,
and personal information of faculty and staff.
Respecting digital privacy necessitates the
implementation of strong data protection
measures and adherence to relevant legal
frameworks such as the GDPR.
Cybersecurity policies should outline clear
guidelines on data collection, storage,
access, and disclosure practices to ensure
that individuals' privacy rights are upheld.
Policies should also address issues such as
obtaining informed consent, anonymization or
pseudonymization of data where appropriate,
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and providing individuals with control over
their own personal information.

Protecting digital privacy not only fosters trust
between universities and their stakeholders
but also safeguards individuals' autonomy
and dignity. It allows students, researchers,
and faculty members to engage in academic
pursuits without the fear of their personal
information being exploited or misused. By
prioritising digital privacy in cybersecurity
policies, universities can create a safe and
secure environment that respects the privacy
rights of all individuals involved.

These legal and ethical considerations can
significantly impact how cybersecurity
measures are implemented in Dutch
universities. Moreover, the necessity to
respect privacy rights can limit the scope of
monitoring and surveillance measures that
universities can employ. On the ethical side,
the commitment to academic freedom might
constrain the stringency of access controls
and the extent of data encryption in
universities' systems (Kabay, 2010).

Cybersecurity functions as the backbone of
information and knowledge security,
presenting itself as a vital counterforce
against the significant risk cyber threats pose
to institutions and nations. Structural
methodologies in addressing these risks are
given shape through cybersecurity
frameworks, requiring policymakers to
meticulously ponder the ethical
consequences tied to cybersecurity policy
decisions. Legal frameworks and regulations
become crucial tools to bolster knowledge
and information security. The comprehension
of the nuances of knowledge and information
security, cyber threats, cybersecurity
frameworks, policymaking ethics,, and laws,
and organisations and governments in
devising robust cybersecurity strategies to
shield knowledge and intellectual property.

Methodology
The research design consists of three core
components: a comprehensive literature

review, expert interviews with
cybersecurity-related personnel from Dutch
universities, and an anonymous survey
disseminated among university staff and
students.

Research Approach
The research question necessitated a
mixed-methods approach, combining both
quantitative and qualitative techniques to
glean in-depth and multi-faceted insights. The
employed methods included literature
research, expert interviews and a survey
offering a comprehensive perspective on
cybersecurity policies within Dutch
universities (Creswell & Plano Clark, 2017).

The iterative research approach enabled a
continual refinement of the research,
facilitating adjustments to the research
questions and methods based on findings
(Wynn & Eckert, 2017). An iterative research
approach refers to a research process where
the data collection and analysis are
interlinked. As new information or insights are
gained during the research process, these
are used to refine the research questions or
to inform subsequent data collection (Wynn &
Eckert, 2017). This flexible approach allows
researchers to incorporate new knowledge
and adapt their research methods in
response to emerging patterns or themes.
This way, the findings are continually refined
and the validity of the research is enhanced.
The semi-structured interviews allowed for
flexibility in data collection, enabling the
addition of further questions to gain more
comprehensive insights (McIntosh & Morse,
2015).

Data Collection

Literature Review
A meticulous review of existing literature was
performed to establish the current knowledge
base on cybersecurity implementation in
universities. This review entailed the
examination of academic papers, reports, and
relevant policy documents sourced from
reputable journals and institutional websites.
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Key databases such as IEEE Xplore, Google
Scholar, and Scopus were scoured using
pertinent keywords, including "Cyber
Security," "knowledge security," "universities,"
and "implementation challenges" (Booth et
al., 2016).

Interviews with Cyber Security
Personnel
Cybersecurity personnel, specifically Chief
Information Security Officers (CISO) and
Information Security Officers (ISO) from
various Dutch universities, were interviewed
in a semi-structured format (Appendix A.2:
Interview Questions), and data collected were
securely stored. The participants were
chosen based on their expertise and roles in
developing and implementing cybersecurity
policies within their respective institutions.
The interviews were designed to explore the
firsthand experiences and perspectives of
these experts regarding the challenges faced
in implementing Cyber Security standards
and measures. Open-ended questions
allowed respondents to elaborate on their
insights, experiences, and any suggested
approaches to improve knowledge security
through Cyber Security measures.. The
interview data will be transcribed verbatim
and analysed thematically to derive
meaningful patterns and common themes
related to the research questions.

Survey for University Staff and
Students
An online survey was designed and
disseminated to staff and students from
various Dutch universities to gather a broader
understanding of cybersecurity awareness
and knowledge of security practices. The
survey was designed to be fully anonymous,
ensuring candid responses from participants.
Recruitment of participants was carried out
through multiple channels, including
university websites for staff emails and
personal networks, as well as social media
platforms like Instagram, LinkedIn, and
Facebook.

The survey comprised both closed-ended and
open-ended questions (Appendix B.1:

Questionnaire questions), and data collected
were securely stored. The closed-ended
questions were used for quantitative analysis
and were designed to assess the
respondents' awareness of Cyber Security
policies and their opinions on the challenges
faced by universities in implementing these
measures. The open-ended questions
allowed participants to provide additional
insights and suggestions, and the responses
to these questions will be manually analysed
for thematic content.

Data Analysis
The collected data underwent a rigorous
analysis process. For interviews, a thematic
analysis was conducted to identify patterns
and themes in the responses (Braun &
Clarke, 2006). Thematic analysis is a
qualitative method used for identifying,
analysing, and interpreting patterns of
meaning ('themes') within data (Braun &
Clarke, 2006). This approach allows
researchers to see and make sense of
collective or shared meanings and
experiences. Thematic analysis is flexible in
terms of research framework and can provide
a rich, detailed, yet complex account of data.
Survey data were processed using Google
Forms, where the quantitative data were
analysed via descriptive statistics and the
qualitative data underwent manual thematic
analysis (Evans, 2018).

To integrate quantitative and qualitative
findings, a triangulation method was utilised.
This approach allows the analysis of a single
concept or variable from multiple
perspectives, ensuring a comprehensive
picture of the research subject (King et al.,
1995; Marks, 2007). Triangulation refers to
the use of multiple methods or data sources
in qualitative research to develop a
comprehensive understanding of phenomena
(Marks, 2007). Triangulation can increase the
credibility and validity of research results as
the multiple methods or perspectives keep in
check the biases that may come from using
one particular method, analyst, or source.
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Validity and Reliability
Reliability and validity, key aspects of any
research methodology, were considered
throughout the study. Validity and reliability
are key aspects of quality control in research.
Validity refers to how well a method
investigates what it purports to investigate
(Scholte & Douma, 1999). This encompasses
the accuracy and truthfulness of the findings.
Reliability refers to the consistency and
dependability of the research findings, and is
concerned with the replicability of the
research (Scholte & Douma, 1999). If
research is reliable, the same study
conducted under the same circumstances
should produce similar results. These factors
together provide assurance that the research
findings are sound and accurately reflect the
reality they claim to represent.

The reliability and validity of literature depend
on the quality of the literature sources and the
accuracy of the analysis. It is important to
ensure a comprehensive and diverse
selection of sources, such as scientific
articles, reports, and policy documents, and
to critically assess them for relevance,
reliability, and validity. It is important to ensure
that the experts interviewed are experts in
cybersecurity, universities, and knowledge
security and to carefully analyse the views
and recommendations they share. In addition,
it is essential to ensure that the sample of the
survey is representative of the target
population.

Ethical Considerations
This research adhered to stringent ethical
guidelines to protect participant rights and
confidentiality. All participants provided
informed consent (Appendix A.1: Informed
consent form that needed to be completed by
the interviewees), and data collected were
securely stored and utilised exclusively for
research purposes.

The methodology combined a range of
approaches to deliver a comprehensive
perspective on cybersecurity implementation
within Dutch universities. This methodological

design allowed for the generation of in-depth
insights, leading to robust recommendations
for improving cybersecurity measures.

Results
The results are organised and presented
according to the type of question, which
allows for an efficient analysis and
understanding of the data. Each section
provides a summary of the results, which
offer insights into the prevailing perceptions,
beliefs, and attitudes towards cybersecurity
among the respondents. It is worth noting that
the findings should be interpreted with
consideration of the respondents' diverse
backgrounds and experiences. For those who
are interested in a more granular examination
of the responses, a detailed description is
provided in Appendix A and B.

Re�ection Cyberethics
This section will reflect on the ethical
considerations outlined in the literature
review. The aim is to provide a
comprehensive analysis of potential
guidelines based on these considerations that
could be integrated into policy frameworks.

Privacy
It's abundantly clear that the complex
relationship between cybersecurity and
privacy presents universities with a significant
moral dilemma. Taking inspiration from the
core Dutch values of transparency,
consensus-driven decision-making, and a
steadfast commitment to the well-being of its
people, universities in the Netherlands must
proactively develop a strategy that goes
beyond reactive measures and addresses
upcoming challenges with foresight.

- Uniform Cybersecurity Protocol:
Universities in the Dutch context,
whether they operate independently or
as part of a larger academic
consortium, should consider creating a
collaborative cybersecurity plan. This
approach ensures consistency in
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addressing cyber threats while also
accommodating the specific needs of
each institution.

- Transparant Data-Handling: Following
the Dutch tradition of openness,
academic institutions must be clear in
explaining their approaches to data
collection, retention, and use. Every
stakeholder, including students, faculty,
and external partners, deserves clarity,
not confusion.

- Inter-University Collaboration: Dutch
academic institutions, known for their
collaborative tendencies, should
actively promote knowledge sharing
about digital privacy complexities. This
could take the form of regular scholarly
gatherings or a centralized digital
platform.

- Privacy Audits: Routine privacy
assessments should be implemented
to gauge the effectiveness of data
protection measures. These audits
should include internal evaluations and
third-party reviews to comprehensively
evaluate existing systems.

- Engage the Academic Community:
Fostering dialogue within the academic
community is essential. Incorporating
the concerns and wisdom of scholars
can provide valuable insights for policy
development.

- Dedicated Ethical Committees: It's
crucial to establish specialized groups
that focus on the ethical aspects of
managing digital information. These
entities should provide guidance in
shaping policies, ensuring that privacy
considerations are not overshadowed
by security concerns.

Within the broader context, Dutch academic
institutions demonstrate varying levels of
cybersecurity maturity. Some universities may
be pioneers, seamlessly integrating
cutting-edge technological approaches, while
others may just be starting their cybersecurity
journey. Regardless of their positions, a
steadfast commitment to privacy is
paramount. Thus, the challenge lies not only
in implementing robust security measures but
also in aligning these efforts with an

unwavering respect for individual privacy
rights.

In conclusion, the key is not whether
universities can reconcile cybersecurity with
privacy, but how effectively they can strike
this balance. For Dutch academic institutions,
the solution lies in collaborative partnerships,
complete transparency, and an unwavering
commitment to respecting the sacred nature
of individual privacy.

Fair Acces
The thoughtful discussion surrounding
equitable access to digital resources within
university settings provides deep insights into
the ethical challenges that arise from
integrating technology into education. The
Netherlands, with its commitment to
egalitarianism and equal opportunities, faces
challenges that are both technologically
complex and culturally ingrained.

- Inclusive Digital Design: Universities
should strive to promote an "inclusive
digital design" approach, carefully
creating digital interfaces and tools
with a keen awareness of user
diversity and capabilities.

- Continuous Education & Training: It is
essential for academic institutions to
continually educate and train both
students and staff in emerging digital
tools, ensuring maximum utility for the
entire academic community.

- Regular Evaluation: Periodic
assessments of digital resource
access and usage patterns can reveal
hidden disparities or obstacles.

- Clear Policy Communication:
Institutions must clearly communicate
any access restrictions due to security
requirements and proactively provide
alternative access options when
possible.

- Inter-Departmental Collaboration:
Collaboration between technology
departments and academic faculties is
essential to ensure that cybersecurity
strategies do not inadvertently hinder
educational pursuits.
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- Stakeholder Feedback: Establishing a
responsive feedback channel that
allows the academic community to
share their experiences with digital
resources is of paramount importance.

Responsible Use
The importance of wisely utilizing IT
resources within academic environments is
undeniable. As technology becomes an
integral part of academic pursuits, mastering
the ethical use of these tools becomes an
essential skill for all members of the
academic community.

- Policy on Responsible Use: Every
academic institution must establish a
comprehensive policy outlining the
principles of responsible IT asset
usage, regularly updating it to keep
pace with technological and societal
changes.

- Education & Training: It's crucial to
continually provide education and
training on responsible usage norms
and potential risks associated with
digital recklessness.

- Promotion of Cyber Hygiene:
Institutions should lead in promoting
the importance of cyber hygiene
practices, such as timely software
updates, strong password protocols,
and cautious avoidance of suspicious
online activities.

- Feedback Mechanisms: Establishing
mechanisms that empower students
and faculty to voice concerns related to
digital tool usage can help identify and
address misconceptions or challenges.

- Ubiquitous Responsibility: From new
students to experienced faculty to
administrative staff, everyone should
understand their crucial role in
strengthening the institution's digital
defenses.

Intellectual Property
Protecting intellectual property (IP) within
academic institutions is of utmost concern.
Given the increasing incidents of cyberattacks
aimed at obtaining valuable data and

research findings, safeguarding IP should be
a top priority for Dutch universities. The
importance of research and scholarly
contributions can be immeasurable, and
potential misuse or loss could have
far-reaching academic and economic
implications.

- Robust Storage and Transfer:
Universities should implement
advanced security measures for
storing and transferring research data
and other forms of IP.

- Education and Awareness:
Researchers, students, and staff
should receive regular training on best
practices for safeguarding their
intellectual creations and
understanding the scope and
significance of IP.

- Legal Protections: Universities must
actively pursue patents, copyrights,
and other legal protections for their
intellectual assets.

- Collaboration with External Entities:
Clear agreements must be crafted
when collaborating with industries or
other external entities, ensuring rights
and responsibilities regarding IP are
protected.

- Monitoring and Enforcement: Proactive
monitoring of university IP resources
usage can help swiftly detect potential
breaches. Clear policies and
procedures should be in place for
addressing infringements, including
possible legal actions.

Regarding Dutch universities' stance on IP
protection, a proactive approach is
imperative. It's not only pivotal to safeguard
the invaluable intellectual contributions of the
academic community but also vital to uphold
standards of academic integrity and ethics.

Safety & Security
Ensuring the safety and security of digital
assets within universities is undeniably
crucial. However, in light of the intricate and
ever-evolving digital milieu, the concept of
safety within a university setting must
encapsulate both digital and the physical and
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psychological facets of safety. Dutch
universities, given their eminent role in the
academic and research ecosystem, bear a
unique responsibility to maintain this
multi-dimensional approach to safety.

- Comprehensive Digital Security:
Universities should instate a
multi-layered cybersecurity
infrastructure, encompassing not
merely firewalls and encryption but
also advanced threat intelligence and
response mechanisms.

- Physical Security of Devices: Strict
protocols must be in place for
safeguarding devices accessing
university networks. This includes
measures against theft and routine
updates to preempt security
vulnerabilities.

- Ensuring Psychological Safety:
Universities should strive to cultivate a
digital environment devoid of online
harassment, bullying, and abuse. This
calls for not just technological solutions
but a zero-tolerance policy against
such behavior, backed by educational
initiatives.

- Education and Awareness: Continuous
training and consciousness-raising are
essential for students and staff alike.
They should be cognizant of not only
potential cyber threats but also the
psychological and physical risks
arising from their digital actions.

- Support Systems: Robust support
mechanisms are indispensable for
those targeted by cyber threats,
bullying, or harassment. This ranges
from technical assistance to
counseling services.

In terms of their stance on safety and
security, Dutch universities should adopt a
holistic approach. It's not merely about
safeguarding data and systems but ensuring
the overall well-being and safety of their
community. The academic mission of
universities can only thrive in an environment
where digital, physical, and psychological
safety is assured.

Academic Freedom
In the world of academia, the principles of
freedom in research and education are of
paramount importance. Universities should
provide a haven for open thought, critical
examination, and independent research.
Nevertheless, in this digital era, where
cybersecurity is a prominent concern,
preserving academic freedom becomes more
complex.

- Preservation of Freedom:Universities
must ensure that their cybersecurity
policies do not jeopardize academic
freedom. This means that policies
should not impose unnecessary
restrictions or surveillance that could
hinder free thought and open debate.

- Balance between Security and
Freedom:While universities need to
shield their digital assets from cyber
threats, they must ensure that such
measures don't undermine academic
freedom. This demands a judicious
consideration of which security
protocols are initiated and how they're
deployed.

- Transparency and Dialogue:
Universities should be forthright and
transparent about their cybersecurity
measures, involving faculty and
students in decision-making to ensure
academic freedom remains at the
forefront.

- Education on Cybersecurity and
Academic Freedom: Universities
should offer educational programs and
training that explore the relationship
between cybersecurity and academic
freedom. This will help the academic
community understand how these two
concepts can mutually reinforce each
other.

- Robust Support and Response: Should
breaches or threats arise that
jeopardize academic freedom, robust
response mechanisms and support
networks should be at the ready to
assist affected individuals and
preserve academic integrity.
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At the heart of the academic mission lies a
dedication to the free exchange of ideas and
independent inquiry. As Dutch universities
endeavor towards digital security, their focal
point must remain the protection and
amplification of this fundamental academic
value. Cybersecurity should be perceived as
an instrument serving academic freedom, not
as an impediment.

Digital Privacy
In today's digital era, privacy is of paramount
importance. As the significance of data and
the technologies processing it continues to
grow, universities face the challenge of
protecting the privacy of their community
members while also safeguarding sensitive
information.

- Informed Consent: As universities
amass personal data, they must
ensure unequivocal, informed consent
from the concerned parties. This
dictates that students, faculty
members, and employees be precisely
apprised of what data is collected and
for what purpose.

- Data Minimization and Protection:
Cybersecurity policies should
champion data minimization, where
only essential data is collated and
processed. Moreover, robust
encryption measures and other
security practices should be employed
to guard this data.

- Transparency and Access: Universities
should lucidly convey their data
processing practices, and individuals
should have facile access to their own
data. Clear protocols should also be
established for data correction or
deletion.

- Balance between Security and Privacy:
While warding off cyber threats is
imperative, security measures
shouldn't result in unwarranted
invasions of privacy. This implies that
practices like extensive network
monitoring must be judiciously applied,
striking a balance with individual rights'
respect.

- Education and Awareness: Universities
should commit to training and
awareness initiatives on digital privacy
and cybersecurity. This enables
members of the academic community
to be conscious of their rights and
responsibilities in the digital landscape.

The academic community relies on an open
and secure ambiance for learning and
research. In an era marked by escalating
digital threats and privacy concerns, it's
paramount for Dutch universities to take a
proactive role in safeguarding the digital
rights and freedoms of their community. A
well-considered cybersecurity policy that
centers on digital privacy is essential for
maintaining trust and fostering academic
excellence.

Interview Analysis
In the study at hand, a rigorous six-step
process was employed to conduct the
thematic analysis of the interviews, as
prescribed by Braun and Clarke (2006). This
robust approach ensures the depth and
breadth of participants' insights are
adequately captured, and that the emerging
themes are thoroughly grounded in the data.

In the initial familiarisation phase, the
interview transcripts were read and reread
exhaustively to gain a comprehensive
understanding of the data. This immersion in
the data allows for the identification of
nuanced details and aids in the formulation of
insightful initial observations (Guest,
MacQueen, & Namey, 2012). After that, the
generating initial codes stage involves the
systematic creation of descriptive codes that
encapsulate interesting and research
question-relevant features of the data. The
coding process is a fundamental building
block of qualitative data analysis, as it
organises the data into meaningful and
manageable segments (Saldana, 2016).
Upon completing the initial coding, these
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codes were reviewed, and patterns of broader
meaning were sought. By grouping related
codes, potential themes began to surface.
This stage is pivotal for transitioning from a
fragmented understanding to a more
synthesised interpretation of the data (Nowell,
Norris, White, & Moules, 2017). To ensure the
preliminary themes accurately represented
the collected data, a stringent review against
the full dataset was undertaken. This
occasionally necessitated refining, merging,
or creating sub-themes to better reflect the
nuances in the data (Braun, Clarke, & Weate,
2016). Each theme was then carefully
analysed to capture its essence, allowing for
the formulation of clear definitions and apt
names. The main idea behind this step is to
provide coherent and distinct identities for
each theme, contributing to the clarity of the
results section (Braun & Clarke, 2006). Lastly,
a detailed write-up of the thematic analysis
was performed. For each identified theme,
evidence from the dataset was provided in
the form of illustrative quotes. The analysis
was conscientiously tied back to the research
question and existing literature, providing an
enriched understanding of the study's context
and findings (Nowell et al., 2017). Through
the systematic and iterative process outlined
above, the thematic analysis ensures a
transparent, replicable, and trustworthy
interpretation of the qualitative data derived
from the interviews.

The tables below show how the interviewed
universities responded to these factors:

- Limited Resources: Universities often
have limited resources and budgets to
implement Cyber Security measures.
This may mean that they are unable to
purchase the necessary technologies
or hire staff needed to implement and
maintain Cyber Security measures.

- Complexity: Cyber Security is a
complex field with different
technologies and methodologies that

change regularly. It can be difficult for
universities to keep up with the latest
developments and understand the
complexity of Cyber Security.

- Culture: There may be a culture of
nonchalance toward Cyber Security
within universities. There may be a
lack of understanding of the risks of
cyber threats and the value of
protecting data and systems.

- Lack of priority: Cyber Security can
sometimes be considered a secondary
priority compared to other operational
or educational activities of the
university. This may result in
insufficient resources and priority being
given to cyber security measures.

- Human factor: Cyber Security requires
not only technological solutions, but
also awareness, training and
involvement of staff. It can be a
challenge to involve all staff, students
and researchers within the university in
implementing and enforcing cyber
security measures.

Cyber ethics as it relates to universities deals
with the moral issues and responsibilities
arising from the use of technology and digital
resources within the academic community.
This includes:

- Protection of privacy: Universities have
a responsibility to protect the privacy of
students, employees and researchers.
This means they must take appropriate
technical and organisational measures
to protect personal data from
unauthorised access, loss or theft.

- Fair Access: Universities must ensure
that their technology and digital
resources are available to all students,
staff and researchers in a fair and
equal manner. This means a
commitment to digital inclusion and
accessibility for all.

- Responsible use: Universities should
encourage students, staff and
researchers to use technology and
digital resources responsibly. This
means integrating ethical
considerations into their education and

27



research and establishing guidelines
for the use of technology.

- Intellectual property: Universities have
a responsibility to protect intellectual
property and ensure that students,
staff and researchers comply with
copyright and other intellectual
property laws.

- Safety and Security: Universities have
a responsibility to secure their
technology and digital assets against
cyber-attacks and other threats. This
means taking appropriate technical
and organisational measures to ensure
the integrity, confidentiality and
availability of their data and systems.

As mentioned, two questions were asked
during the interview that asked the
interviewee to estimate by level of both
influence and priority. The various universities
interviewed offered diverse assessments
regarding the factors influencing the
implementation and enforcement of
cybersecurity policy. Notably, culture was the
sole factor universally considered by all
universities as posing (significant) hindrance.
Interestingly, TU3 did not perceive equitable
access as a factor in cyber ethics. All the
universities interviewed assigned the highest
priority to the safety and security factor.

These findings suggest a broad consensus
on the importance of safety and security in
shaping cybersecurity strategies. However,
the range of views on other factors indicates
a complex interplay of influences in the
management of cybersecurity within these
institutions. It also underscores the unique
contextual challenges each university faces in
prioritising and addressing cybersecurity
concerns. The detailed insights from each
interview offer a comprehensive perspective
on the multifaceted nature of cybersecurity
policy implementation in the academic sector.
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Table 1 - Influencing factors cybersecurity policy
Highly
restrictive Restrictive No

influence
Stimulating Highly

stimulating

Limited
Resources

X XXXX X X

Complexity XX XXX XX

Culture XXXXX XX

Priority XX XXXX X

Human
factor

XXXX XX X

Table 2 - Cyber ethics factors
1 -
Highest
priority

2 3 4 5 -
Lowest
priority

Protection of
privacy

XXXXX X X

Fair Access XXXX XX

Responsible
Use

XX XXXX X

Intellectual
property

XXXX XX X

Safety and
security

XXXXX
XX

Legend
TU1

O1

O2

TU2

TU3

O3

O4
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In addition, these are the key findings from the interviews, clustered by theme:

Table 3- Thematic Analysis

TU1 O1 O2 TU2 TU3 O3 O4

Cyber
Security
challenges

Phishing
attacks

Phishing
attacks

Hacks Phishing
attacks

Ransomware

Giftcard scam

Hack of
supplier

Hackers

Pentests

Scans

Red-teams

Phishing
attacks

Long term
spyware

Cyber
Security
standards

SURF

ISO270001

TU specific
ISO
framework

SURF

ISO270001

NIST

CIST

Security by
Design /
Default

SURF

ISO270001

Information-s
ecurity policy

SURF

ISO270001

NEN7510

SURF

NBA
Framework

NIST

SURF

ISO270001

NIST

Own
framework

SURF

ISO270001

Awareness
and
training

No
mandatory
training

E-learning

Newsletter,
Brightspace

Awareness
program

Awareness
office

Awareness
program

Mandatory
training for
staff

Newsletter

Student and
staff portal

Awareness
campagne

Phishing
simulations

No mandatory
training

Online
training for
staff

Collabo-
ration and
partner-
ships

Collaboration
between
universities is
useful

Collaboration
between
universities is
useful

Collaboration
with NSCS

Collaboration
between
universities is
useful

Collaboration
between
universities is
useful

Collaboration
with NSCS

Government
should decide
a minimum
base-line

Collaboration
between
universities is
useful

Collaboration
between
universities is
useful

Collaboration
between
universities is
useful

Sharing of
policies and
measures

Collaboration
with NSCS

Influencing
factors

University
politics

Human
attitude

Autonomy of
faculties

Culture and
human
behaviour

Students are
stimulating

Faculties are
independent
which is
hampering

Culture

Technical
delay
Democratic
decision model

Awareness

Open science

Government
is stimulating

Not willing to
change is
hampering
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TU1 O1 O2 TU2 TU3 O3 O4

Cyber
ethics

Ethics
department

Privacy and
security

Knowledge
security

Fair access -
levels of
assurance

X Ethical board
of faculties

Collaboration
with lawyers

Monitoring and
testing against
privacy

No ethical
objections

Ethical
research

Privacy
department

Future
directions

CIS controls

Create more
awareness

Training by
onboarding

Create more
awareness

Security
Office

Change the
culture

Recruit
knowledgeab
le people

Developing
with the
attacks

Create more
awareness

Change the
culture

Create more
awareness

Implement
new policy

Gain more
knowledge
about cyber
security
Increase
base-line

Being
ambitious in
growing
maturity

Create more
awareness

Increase
security
posture

Access policy
distinction
(priviledge
and
non-priviledge
)

Create more
awareness

Offline
training by
onboarding

Centralisation
of policy -
overarching
approach -
combining
forces

New cloud
services

Create more
awareness

Interview Results
This section presents the results of the
interview analysis. The process of thematic
analysis, as proposed by Braun and Clarke
(2006), was employed to rigorously examine
and distil the interview data into salient
themes. The six-step procedure from initial
familiarisation to a comprehensive write-up,
allowed for an in-depth exploration and
presentation of the participants' perspectives.
It ensured a transparent, replicable, and
trustworthy interpretation of the qualitative
data.

The first section discusses the responses to
two interview questions that asked
participants to assess influence and priority
levels related to cybersecurity policy
implementation. This is followed by the
presentation of additional influential factors
identified by the respondents. The final

section covers themes related to cyber ethics,
as these issues are critical to the academic
community's use of technology and digital
resources.

In�uence and Priority
Assessment
Universities showed varying perceptions of
the factors influencing the implementation
and enforcement of cybersecurity policies. All
universities, however, identified the aspect of
culture as posing a significant hurdle.
Surprisingly, TU3 did not identify equitable
access as a factor within cyber ethics.
Overall, the safety and security factor was
accorded the highest priority by all the
universities.

This consensus on safety and security
underscores its central role in shaping
cybersecurity strategies. The diversity of
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viewpoints on other factors highlights a
complex web of influences in managing
cybersecurity. These factors also indicate the
unique challenges each university confronts
when addressing cybersecurity issues.
Limited resources, complexity, culture,
priority, and the human factor were identified
as significant influencers on the execution of
cybersecurity policies. Each of these factors
represents different challenges to universities,
ranging from financial constraints and
technical complexity to issues with staff
awareness and training. Themes around the
protection of privacy, fair access, responsible
use, intellectual property, and safety and
security were identified in relation to cyber
ethics. Universities have diverse
responsibilities in these areas, which include
not only securing digital assets but also
promoting ethical behaviour within the
community.

Thematic Analysis: Key
Findings
The thematic analysis of the interviews was
conducted using a rigorous six-step process
as proposed by Braun and Clarke (2006). The
results derived from the process, highlight key
findings across seven identified themes:
Cybersecurity Challenges, Cybersecurity
Standards, Awareness and Training,
Collaboration and Partnerships, Influencing
Factors, Cyber Ethics, and Future Directions.

A predominant issue across all universities
was the threat of phishing attacks, further
emphasising the ever-present nature of this
cybersecurity concern. TU1, O1, and TU2 all
mentioned phishing attacks as one of their
main cybersecurity challenges. O2, on the
other hand, cited hacks as their primary
cybersecurity issue. TU3 highlighted a unique
case of supplier hacking, reflecting the
interconnected vulnerabilities that come with
digital partnerships. O3 and O4 reported a
broader spectrum of challenges, including
hackers, pentests, scans, and red-teams. O4
also pointed out the issue of long-term
spyware, demonstrating the diverse array of
threats universities face.

Cybersecurity standards adopted by the
universities show the concerted efforts to
standardise security practices and comply
with international norms. All universities were
found to have implemented SURF and
ISO27001. Notably, TU1 mentioned using a
TU specific ISO framework, showing an
institution-specific adaptation of a standard
approach. TU2 employed a broad suite of
standards, including SURF, ISO27001, and
NEN7510. TU3 employed the NBA
Framework, along with SURF and NIST. O3
employed its own framework, in addition to
SURF, ISO27001, and NIST, indicating a
customised strategy. O4 strictly adhered to
SURF and ISO27001.

Across universities, the emphasis on
awareness and training was highly evident.
TU1, for instance, highlighted the absence of
mandatory training, instead relying on
e-learning and newsletter updates. In
contrast, O1 and TU2 exhibited a more
structured approach to awareness, with the
implementation of formal awareness
programs and mandatory training for staff. O3
and O4 also showed efforts to foster
awareness through online training for staff
and phishing simulations, respectively.

The critical role of collaboration and
partnerships in enhancing cybersecurity
emerged as a common theme. Almost all
universities indicated that collaboration
between universities is useful, emphasising
the importance of sharing knowledge and
practices within the academic sector. Specific
collaborations with NSCS were mentioned by
O2, TU2, and O4.

The interviews unearthed a multitude of
influencing factors that shape the
cybersecurity landscape within these
universities. The nuances were highlighted by
responses ranging from the influence of
university politics and the attitude of
individuals at TU1 and O1, respectively, to the
implications of culture and human behaviour
at TU2. TU3 cited technical delays as a
barrier, while O3 pinpointed the effects of
open science as an influencing factor.
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The importance of ethical considerations was
underscored across all universities. TU1, O1,
and TU2 cited the existence of specific
departments or policies, such as an ethics
department or privacy and security
regulations. TU3 mentioned monitoring and
testing against privacy, highlighting a
proactive approach. O3 showcased a
collaborative approach, with the involvement
of lawyers in ethical matters.

Finally, the interviews highlighted the
envisioned future directions in terms of
cybersecurity for the universities. A common
theme was the emphasis on creating more
awareness, as indicated by TU1, O2, TU2,
and O4. Other directions included
implementing new policies (TU1), recruiting
knowledgeable people (O1), increasing
baseline security (TU3), and distinguishing
access policies (O3).

In summary, these thematic findings highlight
a shared recognition of the importance of
cybersecurity among the universities, along
with their unique challenges and approaches.
Despite the commonalities, there are clear
distinctions in how each institution
experiences and navigates their cybersecurity
landscape, shaped by their unique contexts,
resources, and institutional cultures.

Comparison Technical and
Other Universities
Technical Universities, by their very nature,
possess a concentration on technical,
engineering, and science disciplines. This
distinction might influence their approach,
resources, and perspectives on matters such
as cybersecurity, setting them apart from
institutions with a more generalized or
humanities-centric curriculum. TU’s might
possess different financial, infrastructural, and
human resources dedicated to technical
endeavors, including cybersecurity.
Understanding how these resources are
allocated and utilized can shed light on
potential disparities in cybersecurity
readiness and infrastructure.

Each type of institution might have evolved its
unique institutional culture, reflecting in its
strategies and priorities. Clustering
universities by these categories helps in
discerning overarching patterns, strategies, or
deficiencies prevalent within each group. By
segmenting the universities, one can derive
more granular insights, reducing the potential
noise or outliers that might emerge if all
universities were treated as a homogenous
entity. This refined granularity can, in turn,
lead to more actionable insights and
recommendations tailored for each cluster.
When communicating findings, especially to
policy-makers or institutional leaders, having
a clear differentiation can make
recommendations more palatable and
actionable. It allows for a nuanced discussion
on what might work best for each type of
institution, respecting their inherent
differences and strengths. In essence,
clustering results by differentiating Technical
from Other Universities not only accentuates
the unique challenges and strengths of each
group but also ensures that any subsequent
actions or recommendations are both relevant
and tailored, enhancing the efficacy of
potential interventions.

The 4TU.Federation is a collaborative alliance
among the Netherlands' four premier
technical universities: TU Delft, Universiteit
Twente, TU Eindhoven, and Wageningen
University. Together, they aim to fortify their
national and international standing, ensuring
the cultivation of skilled engineers and
technologists, conducting globally recognized
and socially pertinent research, and fostering
collaborations between research institutions
and industries. (4TU.Federation)

In the preceding sections, we have delineated
the findings from interviews with both
Technical Universities (referred to as TU) and
other universities (referred to as O). The
thematic outcomes reveal shared insights as
well as distinct elements in their approach to
cybersecurity. The contrasts between the
Technical Universities (TUs) and the Other
(O) universities, as illuminated by the
interview outcomes, can be characterized
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based on their perceptions, strategies, and
challenges related to cybersecurity:

Perception of Cybersecurity
Challenges

- Phishing Attacks: Whilst both TUs and
Os recognize the peril of phishing
onslaughts, it is specifically pinpointed
as a primary concern by TU1, O1, and
TU2. Conversely, O2 places a
heightened emphasis on hacking
incidents.

- Unique Challenges: TU3 has broached
a specific issue pertaining to supplier
hacking, possibly suggesting their
expansive digital collaboration
networks. The Os convey a more
comprehensive range of challenges,
as indicated by O3 and O4, ranging
from hacker incursions to penetration
tests and spyware.

Strategy and Standardization
- Standard Implementation: Even though

all universities have adopted SURF
and ISO27001, TUs exhibit a
predilection for customization with
more variance and adaptation. For
instance, TU1 has employed a
TU-specific ISO framework, while TU3
integrated the NBA Framework
alongside SURF and NIST.

- Awareness and Training: TUs display
more heterogeneity in their approach
to training. TU1, for instance,
predominantly relies on e-learning
modules, while TU2 has instituted
formal training curriculums. The Os, as
exemplified by O1, manifest a more
structured approach, mandating
specific trainings.

Collaboration and Partnerships
Both TUs and Os recognize the quintessential
value of collaboration. However, explicit
partnerships with NSCS are predominantly
cited by TU2, O2, and O4, suggesting a
possibly more profound engagement of
technical universities with national
cybersecurity initiatives.

In�uencing Factors
TUs underscore a gamut of both technical
and cultural determinants influencing
cybersecurity, such as institutional politics in
TU1 and technological lags in TU3. The Os,
conversely, like O1, emphasize individualistic
attitudes and broader institutional
determinants like the concept of open science
championed by O3.

Ethics in Cybersecurity
TUs portray a more nuanced and
occasionally proactive stance on ethics, with
structures like specific ethical departments in
TU1 and surveillance against potential
privacy infringements in TU3. The Os tend to
embrace a more collaborative tactic, as seen
in O3, involving legal experts in ethical
deliberations.

Both technical and other universities
underscore the paramountcy of cybersecurity;
however, their methodologies, perceptions,
and challenges differ considerably. Technical
universities, owing to their inherent nature,
seem to embody a more adaptive and
occasionally anticipatory posture, whereas
the other universities lean towards
standardization and concerted collaboration.
These variances mirror their unique
institutional cultures, priorities, and resources.
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Questionnaire Analysis
In total, 88 students or staff members have
responded to the questionnaire of which 80
percent are students and 20 percent are
employees. By having the option to answer
the survey question in the language of choice,
the result is that 78,9% of the respondents
answered in Dutch, the remaining 21,1%
answered in English. The outcomes of the
survey are analysed by classifying them
based on the type of question—multiple
choice, Likert scale, and open-ended
questions. This process allows for a

streamlined, systematic, and comprehensive
interpretation of the collected data, thus
enhancing the validity and reliability of the
results.

Multiple-choice questions
Multiple choice questions provide a set of
predetermined answers to choose from, thus
facilitating a quantitative analysis. The results
can be presented in the form of percentages
or frequencies, offering insights into the
preferred choices among respondents.

Figure 1 - Percentage of Language Figure 2 - Percentage of type responde
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Table 4 - Multiple-choice answers questionnaire

Question Conclusion

Which Dutch university are you affiliated with ? Most of the respondents were affiliated with TU1. It is a diverse
group but not every university has a respondent.

Have you ever personally experienced your data
or information being compromised or stolen at the
university?

Two-thirds have never had experience with stolen information.

Are you aware of the current policies and
guidelines of your university regarding knowledge
security and cyber security?

The majority say they are not aware of the current policy.

What factors do you see as influential in the
implementation and compliance of cybersecurity
measures at the university?

The majority see human factor as influencing factor

Are you aware of what is considered sensitive
information within your university and what is not?

The majority of respondents are not aware of what is
considered sensitive information.

Do you believe that sufficient resources and
support have been provided to students and
employees to help them deal with Cyber Security
issues?

53.3% indicate that enough resources and support have been
made available.

Do you think your university has enough
resources and expertise to effectively implement
Cyber Security?

More than half feel that the university has insufficient resources
and expertise at its disposal.

Has the university provided you with sufficient
information about cyber security and knowledge
security?

Only one-third feel they are sufficiently informed about
cybersecurity and knowledge security.

Has the university provided training or guidelines
for cyber security and knowledge security?

Currently, two-thirds have no training or guidelines.

Would you be interested in participating in training
or workshops on cyber security to enhance your
knowledge and skills in this area?

80% are willing to participate in training or workshops to
improve skills.

Do you believe that mandatory training on Cyber
Security should be offered to students and
employees at your university?

More than 90% think mandatory training should be offered.

Would you feel safer if the university took
additional measures to enhance cyber security?

Nearly 90% would feel safer if the university took additional
measures to improve cybersecurity.
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Likert-scale questions
Likert-scale specifies the level of agreement
or disagreement (Barua, 2013). In other
words, if one chooses 1, the respondent
strongly disagrees with the statement and if
one chooses 5, the respondent strongly
agrees with the statement.

Likert scale questions, on the other hand,
assess the level of agreement or
disagreement with a particular statement.
These questions are typically structured as a

five or seven-point scale, with one end
representing strong disagreement and the
other strong agreement (Allen, I., & Seaman,
C. A., 2007). The responses can be analysed
both individually, to capture specific attitudes
or perceptions, and collectively, to gauge
general trends or consensus. According to
Boone and Boone (2012), Likert scale data
can be analysed using both descriptive and
inferential statistical methods, with mean
scores often used to compare groups or
conditions.

Table 5- Likert-scale answers questionnaire

Question Conclusion

To what extent do you believe Cyber Security
standards/measures should be a priority for Dutch
universities?

The majority think cyber security should be a very high
priority. 13.3% still say very low priority.

To what extent do you think your university invests
adequately in Cyber Security?

More than 50% give this an average score.

To what extent are you aware of the urgency of
Cyber Security and the potential consequences of
a breach in the security of sensitive information?

26.7% have little or no awareness of the urgency and
implications of cyber security.

How skilled do you consider yourself and other
students/staff in recognizing and reporting possible
security incidents or suspicious activity?

Two-thirds consider themselves moderately proficient.

How confident do you feel in your knowledge of
cyber security and taking measures to ensure
knowledge security?

40% give this a score 2 of confidence. No one is very unsure.
The other three scales contain 20% of participants.

How willing are you to participate in Cyber Security
training if it is offered?

40% percent are very willing to participate in training. 26.7%
give this both scores 2 and 3. No one is unwilling.
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Open questions

Open-ended questions allow participants to
respond in their own words. These responses
offer qualitative insights into participants'
thoughts, feelings, and experiences. Such
data can be analysed through thematic
analysis or other qualitative data analysis
methods (Braun & Clarke, 2006).

The open-ended queries yielded several
findings:

1. The majority of respondents
demonstrated an astute awareness of
the myriad types of online threats. The
range of answers was wide, with
predominant concerns centred around
phishing attacks and data breaches.

2. Numerous students and staff members
were uninformed about the university's
current investment in cybersecurity. A
few indicated that the university
actively engages in cybersecurity
measures, noticeable through regular
password update reminders and
monthly communication emails.
However, most respondents were
oblivious to the resources and support
extended to assist in navigating
cybersecurity issues.

3. The majority of participants claimed to
adopt a vigilant role, reporting potential
cyber threats. Conversely, many
appeared indifferent to the importance
of secure data handling when working
with confidential information. A minority
reported data anonymization practices
and prioritised secure storage
locations.

4. According to students and staff, while
there is expertise available, it remains
underutilised, impeding knowledge
transfer.

5. While a portion of respondents could
not pinpoint specific obstacles to
cybersecurity policy implementation,
others highlighted culture and the
human element as significant barriers.
The accompanying rationale was a
lack of understanding of potential
consequences, unawareness, and
ignorance.

6. The respondents suggested that the
university could provide straightforward
information, conduct workshops,
training sessions, or even courses
offering credit points. Hiring proficient
staff to articulate guidelines more
clearly could foster increased
awareness and promote a more open
community.

7. Suggestions to which the students and
staff were open included mandatory
campaigns/seminars, transparent
policies, and threat identification
training, for instance, by disseminating
decoy phishing emails.

Analysis Student vs. Staff
Google Forms is a renowned tool for
collecting responses to surveys and
questionnaires. However, it lacks innate
functionality to segregate responses based
on demographic or other distinctive
characteristics such as 'student' or 'staff'.

The responses harvested from Google Forms
were transitioned to an Excel spreadsheet.
This transition facilitates a more intricate
analysis of the data, given that Excel stands
as a potent instrument for data scrutiny.
Should the survey incorporate a query where
respondents identified their status (be it
student or staff), Excel's filtering mechanisms
or other analytical methods can be employed
to study the responses of these two cohorts
distinctly. Upon exporting the responses into
Excel, the feedback from students and staff
was discerned and examined separately, thus
illuminating the distinctions between the two
groups.
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Questionnaire Results
This section presents the results from the
survey conducted to assess the awareness,
understanding, and practices related to
cybersecurity within the Dutch universities.
The analysis was carried out by categorising
the responses based on the type of
question—multiple-choice, Likert scale, and
open-ended.

The majority of respondents were associated
with TU1, providing a diverse yet not fully
representative sample of all Dutch
universities. The prevalence of personal
experience with data compromise was
relatively low, with two-thirds of respondents
reporting no such incidents.Regarding policy
awareness, the majority of respondents
indicated unfamiliarity with their university's
current guidelines and policies related to
knowledge and cybersecurity. This extends to
the specific classification of sensitive
information, with most respondents
expressing unawareness of what constitutes
sensitive information within their university
context. The human factor emerged as a
predominant influence in implementing and
complying with cybersecurity measures, as
identified by most respondents. Regarding
the provision of resources and support,
53.3% of respondents believed that the
university has provided adequate assistance
for dealing with cybersecurity issues.
However, more than half of the respondents
felt that the university lacked the necessary
resources and expertise for effective
cybersecurity implementation. The analysis
reveals a lack of sufficient information and
training on cybersecurity, with only a third of
respondents feeling adequately informed and
two-thirds stating that they had not received
any training or guidelines. However, a
significant interest in participating in training
or workshops was expressed, with 80% of
respondents indicating a willingness to
enhance their knowledge and skills.
Additionally, over 90% of respondents
endorsed the idea of mandatory cybersecurity
training for students and employees, and
nearly 90% would feel safer if additional

measures were taken by the university to
improve cybersecurity.

Likert scale responses were analysed to
gauge the level of agreement or
disagreement with specific statements related
to cybersecurity.

The majority of respondents strongly agreed
that cybersecurity should be a high priority for
Dutch universities, although 13.3%
considered it to be of very low priority. More
than 50% of respondents felt that their
university's investment in cybersecurity was
average. Awareness of the urgency of
cybersecurity and the potential consequences
of a security breach varied, with 26.7% of
respondents expressing little to no
awareness. Self-perception of skill in
recognizing and reporting security incidents
was moderate among two-thirds of the
respondents. Confidence in their knowledge
of cybersecurity was rated as '2' by 40% of
respondents, with no respondent feeling very
unsure. On the topic of participation in
cybersecurity training, 40% were very willing,
while no one expressed unwillingness.

Open-ended responses offered insights into
the respondents' thoughts and experiences.
Most respondents demonstrated an acute
awareness of various online threats, with
primary concerns around phishing attacks
and data breaches. However, awareness of
the university's efforts and investment in
cybersecurity was notably low. Respondents
claimed to adopt vigilant behaviours such as
reporting potential cyber threats, but a lack of
secure data handling practices was evident.
Barriers to implementing cybersecurity policy
were largely attributed to the human element
and culture, while expertise was perceived as
underutilised. Respondents suggested
various measures for improvement, including
providing clear information, conducting
workshops and training, and hiring skilled
staff. Respondents were open to initiatives
such as mandatory campaigns or seminars,
transparent policies, and threat identification
training.
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Comparison Students and Staff
The survey's results delineate a distinct
discrepancy in cybersecurity awareness and
engagement between the staff and students
within the university.

Foremost, the staff's feedback revealed a
pronounced proficiency in understanding the
intricacies of cybersecurity. Each staff
member exhibited a comprehensive grasp of
the institution's policies and guidelines
pertaining to knowledge protection and cyber
resilience. They unanimously attributed the
human element as a significant determinant
in cyber vulnerabilities, suggesting that
human behavior might, at times, supersede
technological shortcomings in influencing
cyber risks. Notably, challenges were
particularly accentuated in the HR sector,
primarily concerning the safeguarding of
student and employee data. Staff's
recognition of these challenges highlights
their instrumental role in not only being
vigilant but also in fostering this vigilance
within the broader university community.

On the subject of sensitive information, every
staff respondent demonstrated a thorough
understanding of what the institution
classified as such. This deep-seated
familiarity is a testament to the institution's
efficacious endeavors in keeping its staff
well-versed. The findings also indicate the
provision of training to the staff, and a
unanimous inclination among them to partake
in further such sessions. Their unanimous
advocacy for mandatory cybersecurity
training underscores their commitment to
fortifying the university's cyber environment.

To further bolster cybersecurity measures,
staff proffered several recommendations.
These spanned from instituting a robust
contingency framework and amplifying VPN
utilization to instating a more stringent access
control regime. Additionally, there was a
strong call for the provision of clear,
role-specific guidelines and modular courses
to enhance comprehension and
implementation.

Conversely, the student population displayed
a less nuanced understanding of
cybersecurity. This disparity was palpable in
areas such as policy awareness, where the
majority of students indicated a lack of
familiarity as opposed to the almost universal
awareness among staff. Similarly, concerning
the classification of sensitive information, the
majority of students were found wanting in
their understanding, while staff exhibited a
comprehensive grasp. Both demographics,
however, converged on the centrality of the
human factor in cybersecurity compliance.

Further disparities arose when addressing
resources and support. A majority of students
felt underserved in terms of institutional
resources and cybersecurity expertise. While
staff responses did not overtly express this
sentiment, the depth of their feedback
suggested that they might have better access
or visibility to available resources.

In essence, while the staff emerges as
well-versed and deeply integrated within the
university's cybersecurity framework, students
appear to navigate with a lesser degree of
information and resources. This gap in
comprehension and commitment between the
two core demographics underscores the
imperative for the university to redouble its
efforts. By adopting a more holistic approach
that addresses this disparity, the institution
can ensure a universally informed, vigilant,
and cyber-resilient academic milieu.
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Conclusion and
recommendations
This chapter coalesces the diverse threads of
inquiry that have pervaded our discourse.
Drawing from the tapestry of insights
uncovered, this section endeavors to directly
address and provide answers to the posited
sub-questions. Through a meticulous
synthesis of the findings, we aspire to not
only culminate our exploration but also proffer
salient recommendations that emanate from
the same.

Cybersecurity standards
What cybersecurity standards apply to Dutch
universities and how is this reflected in
current cybersecurity policies?

Cybersecurity Standards Adopted by Dutch
Universities:

- National Cyber Security Centre
(NCSC) Guidelines: The NCSC,
overseen by the Ministry of Justice and
Security, is pivotal in shaping national
cybersecurity standards. Dutch
universities widely incorporate its
guidelines which focus on:

● Risk management.
Development of a secure IT
infrastructure.

● Enforcement of rigorous access
controls.

● Reporting of cybersecurity
incidents for nationwide
tracking.

- NIST Cybersecurity Framework:
Developed by the National Institute of
Standards and Technology (NIST) in
the U.S., this framework provides a
systematic methodology to manage
security risks and is characterized by
its five core functions: identify, protect,
detect, respond, and recover.

- ISO/IEC 27001: A globally recognized
standard, it offers a structured
approach to managing information
security risks, highlighting the initiation,
implementation, and maintenance of

an information security management
system (ISMS).

- CIS Controls: Developed by the Center
for Internet Security, it provides a
systematic approach to managing
security risks, emphasizing 20 best
practices for improved security.

- SURF's Cybersecurity Maturity Model:
This model evaluates universities on
aspects such as policy, technology,
human aspects, and governance.
Compliance with this model is
significant as it assists universities in
identifying vulnerabilities, promotes
cybersecurity awareness, ensures
compliance with various laws, and
enhances the university's overall
reputation.

Dutch universities have strategically blended
national guidelines, primarily from the NCSC,
with recognized international standards like
NIST and ISO/IEC 27001, further enriched by
the adoption of SURF's Cybersecurity
Maturity Model, illustrating a comprehensive
and adaptive approach to fortify their digital
landscapes against evolving cyber threats.
The maturity of the involved universities have
integrated risk management into their
cybersecurity strategies, as advocated by
NCSC, ISO/IEC 27001, and NIST. Stringent
access controls, reflecting the guidelines of
NCSC, have been adopted across
universities. TU1 utilizes a specific TU
adaptation of the ISO framework.
TU2 employs a combination of standards
including SURF, ISO27001, and NEN7510.
TU3 integrates the NBA Framework, along
with SURF and NIST. O3, while using SURF,
ISO27001, and NIST, also employs its own
distinctive framework. O4 adheres strictly to
SURF and ISO27001. Besides, with SURF's
maturity model, universities gain an
understanding of their cybersecurity posture.
This aids in strengthening weak areas, fosters
a culture of cybersecurity awareness, and
supports alignment with laws like the GDPR
and the Higher Education and Scientific
Research Act. Institutions see a direct
correlation between the maturity level of their
cybersecurity framework and their overall
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reputation, further motivating adherence to
these standards.

In summary, Dutch universities have
incorporated a blend of national and
international cybersecurity standards,
showing a holistic and comprehensive
approach. While they primarily adhere to
guidelines set by NCSC, there's a prominent
role played by international standards like
NIST and ISO/IEC 27001. The adoption of
SURF's Cybersecurity Maturity Model also
indicates the priority placed on continual
evaluation and improvement in cybersecurity
measures. This multifaceted approach
signifies the dedication of Dutch universities
to safeguard their digital landscapes against
evolving cyber threats.

In�uencing factors
What factors stimulate or prevent universities
from implementing Cyber Security standards
and measures?

Factors influencing the implementation of
cybersecurity standards and measures within
Dutch universities are multifaceted, reflecting
the intricate mesh of organisational, technical,
and human elements inherent to academic
institutions.

Limited resources present a significant
challenge, as universities often grapple with
the dilemma of allocating budgets between
academic activities and cybersecurity. This
constraint can hinder their ability to acquire
advanced technologies and skilled personnel
necessary to enhance their cyber defenses.

The complexity of cybersecurity adds an
additional layer of challenge. As technologies
and methods evolve rapidly, universities may
find it difficult to keep up with the latest
advancements. The dynamic nature of
cybersecurity requires not only technical
expertise but also a deep understanding of its
many intricacies.

The prevailing culture within universities can
have both positive and negative effects. On
one hand, some academic institutions may
not take cybersecurity seriously due to a lack
of understanding about the potential cyber
threats and the importance of protecting data.
This casual attitude can make cybersecurity a
lower priority, possibly overshadowed by
other operational or educational activities. On
the other hand, factors like university politics
and the autonomy of faculties can also
influence cybersecurity practices. For
example, this autonomy can unintentionally
lead to a fragmented approach to
cybersecurity, with each faculty following its
own path, potentially resulting in
inconsistencies.

Additionally, the human factor remains
pivotal. Beyond the sophisticated
technological tools lies the challenge of
fostering awareness, instilling training, and
securing the active participation of the vast
tapestry of university stakeholders, from staff
and students to researchers. This
human-centric approach becomes even more
imperative given the intricacies of university
politics, individual attitudes, and the
democratic decision model that underscores
the governance in such institutions.

However, amid these challenges, there are
also positive factors at play. The spirit of open
science, the proactive approach of some
universities regarding ethical considerations,
and active government support act as
catalysts. Additionally, students often play a
crucial role in advocating for cybersecurity,
emphasizing the importance of strong
defenses. This combination of influencing
factors, both hindering and propelling,
ultimately shapes the cybersecurity stance of
Dutch universities. The responsibility rests on
these institutions to navigate this complex
terrain, finding a balance between challenges
and opportunities, in order to establish a
resilient and robust cybersecurity framework.

42



Legal and ethical issues
What legal and ethical issues play a role in
drafting and implementing cybersecurity
policy for Dutch universities?

Legal and ethical considerations are closely
intertwined when it comes to developing and
implementing strong cybersecurity policies for
Dutch universities. These educational
institutions face a significant challenge, not
only in keeping up with the ever-changing
digital landscape but also in meeting the
stringent requirements set by both Dutch and
European Union legal frameworks.

The European Union's General Data
Protection Regulation (GDPR) plays a pivotal
role in this discussion. Introduced with the
commendable aim of strengthening data
privacy for EU citizens, its profound impact
resonates throughout organizational
structures. Universities, which hold extensive
personal data, face the challenging task of
ensuring strict compliance with GDPR. This
regulation emphasizes the key principles of
consent, transparency, and accountability,
necessitating not only a technological
transformation but also an organizational
culture aligned with these principles.
Compliance entails clear justifications for data
collection, rigorous data protection measures,
and ensuring that data usage aligns with its
stated purpose. The financial consequences
of non-compliance underscore the urgency of
integrating these principles into the core of
institutional practices.

The legal framework for Dutch universities
becomes more comprehensive when
considering domestic laws. The Dutch Higher
Education and Scientific Research Act (HRA)
emphasizes the responsibility of universities
to establish strong digital defenses,
manifested in carefully crafted security and
privacy policies. The Cyber Security
Assessment Netherlands (CSAN) offers
guidance, although it is not mandatory, to
help universities enhance their cybersecurity
resilience.

Additionally, regulations like the Network and
Information Systems Security Act push critical
institutions, including universities, into an era
where digital resilience is of utmost
importance. This requires both robust
protective measures and transparent incident
reporting. The ever-evolving nature of
cybersecurity means that compliance with
these regulations is not just a destination but
an ongoing journey.

However, within this complex legal
framework, powerful ethical considerations
are deeply intertwined. The emerging field of
digital ethics prompts us to reflect deeply on
our moral values in an increasingly digitized
world. Universities, as centers of knowledge
and innovation, stand at the forefront of these
ethical discussions. Their mandate goes
beyond mere legal compliance. Preserving
privacy, ensuring fair and equal access to
digital resources, promoting a culture of
responsible technology use, steadfastly
protecting intellectual property, and
maintaining a strong commitment to digital
safety and security are the pillars of their
ethical responsibility. This comprehensive
duty underscores the need for universities to
take a holistic approach, incorporating ethical
considerations into their core, from
educational methods to research practices.

Universities' perspectives provide a
fascinating insight into the intersection of
these legal and ethical dimensions. There is a
unanimous agreement on the importance of
safety and security, demonstrating a shared
commitment to protecting the digital realm.
However, differing views on other aspects,
such as culture and equitable access,
highlight the distinct challenges that each
institution faces. This diverse array of shared
and individual challenges, shaped by unique
institutional cultures, resources, and
experiences, underscores the need for a
customized approach to cybersecurity. At the
same time, the emphasis on ethical
considerations, whether through dedicated
departments or collaborative efforts with legal
experts, reinforces the idea that cybersecurity
is not only about technological defenses but
also about moral integrity.
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In essence, as Dutch universities navigate the
digital era, they find themselves walking a fine
line. On one side, they are bound by strict
legal requirements, and on the other, they are
guided by deep ethical commitments. The
interplay between these two imperatives will
define the path of their cybersecurity journey
in the years ahead.

Experiences Staff &
Students
What experiences and opinions do
employees at Dutch universities have with
regard to safeguarding knowledge security?

Employees at Dutch universities, as
presented by the survey results, provide a
multidimensional perspective on the state of
knowledge security within these institutions.

Firstly, while most respondents associated
with TU1 had not experienced a direct
compromise of their data, their overall
awareness of the institution's cybersecurity
policies and guidelines was wanting. This
unfamiliarity extended to understanding what
constitutes sensitive information, a
foundational aspect of any cybersecurity
protocol. It's evident that while technical
breaches might not be rampant, the
perceptual and informational gaps pose
significant vulnerabilities. This lack of
familiarity and understanding suggests that
universities may not be effectively
communicating their cybersecurity strategies
and policies or that the information provided
is not accessible or clear to all university
members.

The human factor was recurrently identified
as a significant influence on the
implementation and adherence to
cybersecurity measures. This aligns with
global cybersecurity insights which posit
human error as a primary vulnerability. This
perception also ties in with the emphasis on
the cultural aspect, hinting that behavioural
nuances and entrenched habits might hinder
optimal cybersecurity practices.

On the matter of resources and expertise, the
narrative is dual-faceted. While over half the
respondents felt that the university has been
somewhat supportive in offering cybersecurity
resources, an equally significant majority
believed that there's a dearth of necessary
resources and expertise for effective
cybersecurity practices. This dichotomy
underscores a potential misalignment
between the resources provided by
universities and the actual needs or
expectations of their employees.
Furthermore, the expressed interest in
training, both from a reception and advocacy
standpoint, underscores the collective
appetite for more informed and actionable
cybersecurity practices.

The Likert scale analysis further deepens this
narrative. A significant majority, while
considering cybersecurity as a priority, feel
that the university's investment in the area is
merely average. There's a variance in the
perceived urgency and consequences of
cybersecurity breaches, and the majority's
moderate self-perception of skill in
recognising and reporting security incidents
points towards an environment where
cybersecurity awareness is perhaps not
optimal but not entirely neglected.

Insights from the open-ended responses lay
bare the nature of threats that employees are
most concerned about: phishing attacks and
data breaches, both of which are
predominantly human-centric vulnerabilities.
Their emphasis on the human factor and
cultural barriers aligns with this concern. The
feedback provided, focusing on clearer
information, workshops, hiring skilled staff,
and more, paints a picture of employees who
are acutely aware of the challenges and are
proactively suggesting remedies.

The comparison between students and staff
crystallises the state of cybersecurity within
the university from a demographic standpoint.
Staff, understandably owing to their roles and
longer tenure within the institution,
demonstrate a more comprehensive grasp of
cybersecurity protocols and the institution's
approach towards it. Their understanding of
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the nuances, evident awareness of the role of
human behaviour, and their advocacy for
mandatory training suggests a demographic
that is not just informed but also invested in
enhancing the cybersecurity posture of the
university.

Students, on the other hand, depict a less
informed and less engaged demographic.
Their lack of familiarity with policies and what
constitutes sensitive information, juxtaposed
against the staff's deeper understanding,
delineates a clear need for targeted
awareness and training campaigns.

In conclusion, employees at Dutch
universities, both staff and students,
demonstrate varying degrees of engagement
and understanding of knowledge security.
While the staff emerges as a demographic
that is deeply informed and actively engaged,
students, who arguably represent the future
of the institution, present a clear opportunity
for universities to enhance their cybersecurity

outreach and training. The overarching
sentiment suggests that while Dutch
universities have made strides in
safeguarding knowledge security, there's an
evident need for more targeted and effective
communication, training, and resource
allocation to ensure a comprehensive and
universally resilient cybersecurity framework.

Conclusion

"How should the cybersecurity policies of
Dutch universities be designed to mitigate
cyber threats to ensure knowledge security?"

By embracing a holistic and comprehensive
approach, encompassing technical, human,
and organizational facets, Dutch universities
can effectively mitigate cyber threats,
ensuring the security of their knowledge
repositories and upholding their reputation in
the academic world.
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Policy Proposition
Cybersecurity policy in Dutch Universities

The recent surge in cyberattacks targeting academic institutions has unveiled the vulnerabilities
inherent to Dutch universities. Given the paramount importance of universities as hubs of
knowledge and their reliance on digital technologies, there is an urgent imperative to bolster
cybersecurity measures to safeguard the integrity of academic data and research. This policy
proposal has been crafted to provide a holistic approach to cybersecurity in higher education,
ensuring a secure digital milieu for both students and staff.

Objective:
To devise a comprehensive cybersecurity framework for Dutch universities, targeting the mitigation
of cyber threats and safeguarding academic knowledge integrity.

Target Audience:
This policy proposal has been specifically crafted for Dutch universities. It is designed with the
understanding that while the primary beneficiaries are the universities themselves, its broader
impact will resonate with a multitude of stakeholders. University leadership, academic staff,
students, IT and cybersecurity departments, as well as external collaborators and research
partners, all stand to gain from its successful implementation. Additionally, policymakers concerned
with the larger implications of cybersecurity in higher education will find valuable insights within this
proposal. By bolstering digital defenses and cultivating a culture of cybersecurity, the entire
academic community in the Netherlands will be better positioned against potential threats,
ensuring the safeguarding of academic data and the continuity of academic endeavors.

Proposed Policy Measures:
1. Standardization and Frameworks:
- Mandatory Adoption: All universities are required to adhere to the NCSC guidelines as well

as the stipulations of the GDPR.
- Flexible Integration: Based on institutional needs and infrastructure, supplementary

standards like NIST, ISO/IEC 27001, CIS Controls, and SURF's Cybersecurity Maturity
Model may be incorporated.

- Uniformity: There should be a pursuit of a consistent strategy across all faculties to avert
fragmentation of cybersecurity policies.

2. Financial and Technical Support:
- Budget Allocation: Universities should designate a specific budget for cybersecurity,

prioritizing both technological and human-centric facets of security.
- Technological Enhancements: Invest in cutting-edge cybersecurity technologies and tools to

proactively address threats.

3. Awareness and Training:
- Compulsory Training: Implement mandatory cybersecurity training sessions for all staff and

students to augment awareness and proficiency.
- Communication Strategy: Design a lucid and accessible communication strategy to educate

staff and students on cybersecurity protocols, risks, and best practices.
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4. Legal and Ethical Considerations:
- Compliance Team: Constitute a compliance team to ensure all cybersecurity initiatives align

with national and EU regulations, notably the GDPR and the Higher Education and Scientific
Research Act.

- Ethical Council: Contemplate establishing an ethics council focused on digital ethics,
ensuring that cybersecurity measures incorporate ethical considerations.

5. Feedback and Continuous Evaluation:
- Feedback Mechanism: Establish channels for staff and students to share feedback and

concerns pertaining to cybersecurity.
- Annual Review: Undertake annual cybersecurity evaluations to ascertain the efficacy of the

policy and pinpoint areas for enhancement.

Dutch universities stand at the nexus of knowledge and technology. It is thus paramount for them
to roll out an avant-garde cybersecurity policy that's both proactive and adaptive, taking into
account both technological and human dynamics. By investing in the right technology, fostering
training and awareness, and underpinning solid legal and ethical foundations, Dutch universities
can fortify themselves against cyber threats and secure their intellectual treasury.

47



Discussion
This study has provided a comprehensive
analysis of the state of cybersecurity in Dutch
universities, the application of national and
international cybersecurity standards, legal
and ethical considerations, as well as
recommendations for future action. These
findings have broad implications for both
academia and industry. In academia, these
insights can foster discussions on the balance
between information sharing and knowledge
safety. They can also inform university
policies and guidelines on cybersecurity,
enabling the creation of more secure
academic environments. In the business
sector, especially for companies collaborating
with universities on research and
development projects, understanding the
security landscape is crucial. Companies can
use these findings to assess their risks and
adapt their own cybersecurity measures when
engaging with universities.

Despite its contributions, this study has
several limitations. First, it primarily relies on
publicly available literature, which means that
more recent developments in cybersecurity
threats and countermeasures may not be
included. Second, the study is limited to a
generic discussion of Dutch universities,
without delving into specific institutions or
disciplines. Cybersecurity needs may vary
significantly across different institutions and
academic disciplines, and these nuances are
not captured in this study.

Given these limitations, several future
research directions are suggested. First,
empirical studies examining specific
cybersecurity strategies employed by
individual Dutch universities could provide
more nuanced and actionable insights.
Second, future research could focus on the
intersection between cybersecurity and
specific academic disciplines, such as digital
humanities or data-intensive sciences, which
might have unique cybersecurity needs.
Lastly, longitudinal studies could shed light on
how cybersecurity threats and
countermeasures evolve over time, informing

the development of more dynamic and
adaptable cybersecurity strategies.

Additionally, this study will rely on
self-reported data from interviews and
surveys, potentially introducing response
biases. Some research methods, such as
expert interviews and surveys, can be
time-consuming to conduct, especially when it
comes to reaching a representative sample of
the target population. Besides, surveys rely
on participants' personal opinions and
experiences, which can lead to subjectivity
and limitations in generalising results, such as
social desirability bias, response bias, and
sample bias. In any research endeavor,
particularly those relying on self-reported data
from participants, it is imperative to consider
the potential for response bias, notably in the
form of socially desirable responding (SDR).
Socially desirable responding refers to the
tendency of respondents to answer questions
in a manner that would be viewed favorably
by others, often leading to an over-reporting
of 'positive' behaviors or under-reporting of
'negative' or undesirable behaviors. Given the
nature of this study, which delves into the
realm of cybersecurity awareness and
practices, there is a possibility that
participants might overstate their knowledge
or compliance with security guidelines to align
with perceived institutional or societal
expectations. Such biases could skew the
results, painting a rosier picture of
cybersecurity preparedness than might
actually be the case. It's crucial to recognize
this limitation when interpreting the data and
drawing conclusions, and it underscores the
importance of implementing multiple methods
of data collection or validation when
assessing such subjective areas of inquiry.

To address these limitations, the study will
employ various strategies, such as ensuring
anonymity, using multiple data sources, and
employing a representative sample.
Regarding interviews, finding suitable experts
on cybersecurity, universities, and knowledge
security can be difficult, especially if they are
unavailable due to work commitments or
other reasons.
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In addition, it could be possible that
universities are not willing or able to share
their policy documents and cybersecurity
practices due to security or confidentiality
issues, which can make it difficult to get a
complete picture of Dutch universities'
policies.
The results of the study may be applicable
only to the Dutch context and may not be fully
generalizable to other countries or
institutions. While the study will focus on
Dutch universities, the findings may have
implications for academic institutions globally,
considering the shared nature of
cybersecurity challenges. However, due to
the ever-evolving nature of cybersecurity
threats, the conclusions drawn from this
research are subject to the information
available up to the time of the study.

Furthermore, the study relies on existing data
sources such as policy documents,
cybersecurity reports, and academic

literature, which may have inherent
limitations, such as bias, inconsistency, and
incompleteness. To mitigate these limitations,
the study will conduct a rigorous review of the
data sources and use multiple sources to
triangulate findings.

Despite these limitations, the study aims to
address the research question and contribute
to the understanding of the cybersecurity
policy landscape of Dutch universities. By
acknowledging the limitations, the study can
improve the validity and reliability of its
findings and provide actionable
recommendations for policymakers. While the
challenge of ensuring knowledge safety and
cybersecurity in Dutch universities is
complex, it is an essential endeavour.
Through continued research and dialogue,
universities, businesses, and policymakers
can work together to create more secure
digital landscapes for the pursuit of
knowledge.
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Appendix A: Interview
This appendix provides an in-depth explanation of the interview methodology employed in this
study. It outlines the preparation for the interviews, the structure and design of the questions, and
the technique used for recording and transcribing the interviews. The appendix also details the
approach taken for the analysis of the interview data, including the steps involved in coding and
thematic analysis. By including this information, the goal is to provide transparency and facilitate a
thorough understanding of the processes that led to the research findings.

Appendix A.1: Informed Consent
Prior to participation in the interviews, all interviewees were presented with a clear and thorough
informed consent form, following the ethical guidelines for research. The consent form highlighted
the objectives and methods of the study, emphasising the voluntary nature of participation and
their right to withdraw at any point, without facing any consequences. The form further clarified that
their responses would be anonymized, ensuring that no identifiable information would be linked to
the data used in the final report. Only after providing written consent did the interviewees
participate in the research. This approach ensured transparency, respect for the participants'
autonomy, and adherence to ethical standards throughout the research process.

Please note that there has been a change in the schedule of the researcher's thesis period. As per
the initial plan, the thesis period was expected to end in July 2023. However, it has been extended
and will now conclude in August 2023 (Informed Consent Form - Point 5).

You are invited to participate in the research titled 'An Investigation of Influencing Factors Which Potentially Hamper Universities in the

Adoption of Cyber Security Standards in Their Policy to Ensure Knowledge Security'. This research is conducted by Josephine

Bissumbhar, a Master's student at TU Delft and a graduate intern at Ernst & Young.

The goal of this research is to elucidate these factors by providing recommendations for the implementation of necessary cyber security

measures to limit and prevent cyber threats. It will take approximately 60 minutes. The data will be used for processing the practical

application of cyber security policy of Dutch universities in the study. You are asked to answer questions, estimate factors at certain

levels, and share your own experience/opinion based on experience and expertise.

As with any online activity, the risk of a data breach exists. Attempts will be made to keep your answers confidential and minimise the

risks by anonymizing the data where necessary.

Your participation in this research is entirely voluntary, and you can withdraw at any time without giving a reason. You are free not to

answer questions.

Principal Investigator:

Josephine Bissumbhar

j.s.bissumbhar@student.tudelft.nl

Responsible Researcher:

Pieter van Gelder

p.h.a.j.m.vangelder@tudelft.nl
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PLEASE TICK THE APPROPRIATE BOXES Yes No

A: GENERAL AGREEMENT – RESEARCH GOALS, PARTICIPANT TASKS
AND VOLUNTARY PARTICIPATION

1. I have read and understood the research information dated
[DD/MM/YYYY], or it has been read to me. I have had the opportunity to ask
questions about the research, and my questions have been answered to my
satisfaction.

☐ ☐

2. I voluntarily participate in this research, and I understand that I can refuse
to answer questions and can withdraw from the study at any time, without
having to give a reason.

☐ ☐

3. I understand that my participation in the research involves the following:

- Audio recording for transcription purposes, facilitating easier analysis of
the interview. After transcription, the audio recording will be destroyed.

- During the interview, written notes are taken of the main points of the
answer to the question.

- As far as possible, efforts are made to minimise the personal data
collected.

☐ ☐

4. I understand that my participation in the research is not compensated. ☐ ☐

5. I understand that the researcher's thesis period ends in July 2023. ☐ ☐

B: POTENTIAL RISKS OF PARTICIPATING (INCLUDING DATA
PROTECTION)

6. I understand that my participation entails the following risks:

- Potential digital and/or physical/mental discomforts as a result of
participation in the research.

I understand these risks are minimised by:

- Prior to participation, the nature of the research will be discussed, and
whether the interview takes place physically or mentally.

- Participants have the right to stop the research at any time, without
giving a reason.

- The researcher will be available for questions and any concerns from
the participants during and after the research.

☐ ☐
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7. I understand that my participation means that personal identifiable
information and research data are collected, with the risk that I can be
identified from this.

- The existence of personally identifiable information can lead to
unintentional disclosure of sensitive data, which can harm the
participant's privacy.

- In the event that the collected information is made public, participants
may run the risk of their personal or professional reputation being
harmed.

- If personally identifiable information falls into the wrong hands, it can
lead to identity theft or fraud. Personally identifiable information will be
anonymized or pseudonymized to reduce the chance of re-identification.

☐ ☐

8. I understand that under the General Data Protection Regulation (GDPR),
some of this personally identifiable research data is considered sensitive,
namely:

- Data can be collected and processed that relate to potential criminal
activities with the respective university as the target.

- It is possible that data is collected on the political views of the
participants.

☐ ☐

9. I understand that the following steps are taken to minimise the risk of a
data breach, and my identity is protected in the following ways in case of a
data breach:
- Anonymous data collection: To minimise the risk of identification, data

are collected anonymously at the participant's request. This means that
no direct personally identifiable information will be linked to the collected
data.

- (Pseudo-) anonymization or aggregation: If necessary, the collected
data are pseudonymized or aggregated. This means that personally
identifiable information is replaced with a unique code or that data are
grouped together so that individual identification is no longer possible.

- Transcription: The audio files that are collected are transcribed into text.
This can help further reduce identifiable information and protect the
privacy of the participants.

☐ ☐

10. I understand that the personal information that is collected about me and
can identify me, such as name, position, and any background information will
not be shared at my request.

☐ ☐

11. I understand that the personal data that is collected about me will be
destroyed when I indicate that I want this.

☐ ☐
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C: RESEARCH PUBLICATION, DISSEMINATION AND APPLICATION

12. I understand that after the research, the (anonymized) information will be
used for:

- The researcher's thesis report. Possibly the research results will be
shared with interested interviewees.

- It is possible that the research results will be published. This can
contribute to the broader knowledge in the field and inform the scientific
community about the findings.

☐ ☐

13. I give permission to quote my answers, ideas, or other contributions in
resulting products.

☐ ☐

14. I give permission to use my name, position, and respective university for
quotes in resulting products.

☐ ☐

D: (LONGTERM) DATA STORAGE, ACCESS AND REUSE

15. I give permission for the (anonymized) data that are collected about me to
possibly be archived in the TUDelft Repository so that they can be used for
future research and education.

☐ ☐

Signatures

__________________ ______________________ ________
Participant's name Signature Date

I, the researcher, declare that I have correctly read the information and consent
form to the potential participant and, to the best of my ability, have ensured that
the participant understands what he/she is voluntarily agreeing to.

__________________ ______________________ ________
Participant's name Signature Date

Contact information of the researcher for further information:
Josephine Bissumbhar
j.s.bissumbhar@student.tudelft.nl
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Appendix A.2: Interview Questions
Each interview conducted in this research adhered to a predefined procedure to ensure
consistency and uphold ethical standards. Initially, the informed consent was verbally confirmed by
the interviewees at the onset of the conversation. Subsequently, a written version of the informed
consent statement was sent to the interviewees to ensure they were thoroughly informed about the
nature and objectives of the research. Next, the nature and purpose of the thesis was explained to
the participants, emphasising the value of their contribution towards developing a deeper
understanding of the research topic.

Every interview was structured in three segments. The first segment comprised introductory
questions designed to comprehend the background and context of the interviewees. These
questions enabled us to gain a clear understanding of their experiences and perspectives. The
second segment of the interview was the main section, where the core research questions were
discussed. These questions aimed to elicit detailed and thorough responses that illuminate the
central themes of my thesis. The third and final segment of the interview was dedicated to
concluding questions, where the interviewee's opinion took centre stage. Here, the participants
had the opportunity to freely express their views and beliefs about the subject. These closing
questions served to fully comprehend and document the interviewee's thoughts, which was critical
for the qualitative analysis of the data.

The pre-formulated questions for the interview are shown below. Please note that during the
interview, there is always the possibility to delve deeper into a specific topic or supplement the
provided structure based on the flow of conversation. The aim is to foster a comprehensive
understanding and ensure we cover all relevant aspects of the subject matter.

A) Introductory Questions
1. Could you provide some information about yourself and your role?
2. Has University X ever experienced a cyber attack or unwanted transfer of knowledge?
3. How is the Cyber Security department within University X structured?

a. Is it a separate department?
b. Part of the IT department?

4. What role do the university's executives play in promoting Cyber Security and safeguarding
knowledge protection?

5. Who is the decision-making party regarding which policy changes/measures need to be
taken (who decides what is the priority) and on what basis is this decision made?

a. Who within the university is ultimately responsible for compliance with the Cyber
Security policy and thus for the safeguarding of knowledge security?
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B) Main Part
6. What do you consider to be the trends and developments in the field of Cyber Security that

are relevant for Dutch universities?
7. What are the current cybersecurity standards applicable to Dutch universities and how are

these reflected in the current cybersecurity policy of University X?
8. What are the potential costs and benefits of implementing Cyber Security standards and

measures for the university?
9. What is the budget?

What are the potential (financial) consequences for universities if they do not take adequate
Cyber Security measures?

10.What influencing factors (either encouraging or inhibiting) affect universities in implementing
Cyber Security standards and measures?

11. How do the following factors play a role in the introduction or compliance with Cyber
Security measures?

Highly
restrictive Restrictive No

influence
Stimulating Highly

stimulating

Limited
Resources

Complexity

Culture

Priority

Human
factor

12.What resources are available to the university to assist them in implementing Cyber
Security standards and measures?

13.Are there challenges that the university faces in complying with cybersecurity standards and
policy?

a. If so, which ones?
b. Technical and technological challenges?

14.What legal issues are involved in drafting and implementing cybersecurity policy for Dutch
universities?

a. Legislation and regulation
15.Does the cyber policy take into account cyber ethics?

a. If so, in what way?
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16.How do you prioritise the following cyber ethics topics?

1 -
Highest
priority

2 3 4 5 - Lowest
priority

Protection of
privacy

Fair Access

Responsible Use

Intellectual
property

Safety and
security

17.Are students and employees involved and made aware of the importance of Cyber Security
and knowledge protection? If so, how?

C) Concluding questions
18.Would a collaboration between universities help in addressing common challenges in the

field of Cyber Security?
a. If so, how?

19.Would collaboration between universities and external parties, such as government
agencies or industry experts, promote the implementation of Cyber Security standards?
SURF?

20.Cyber Security policy University X:
21. In short, how can the university ensure that the likelihood of cyber attacks is minimised and

knowledge security is safeguarded?
22. Is the Cyber Security policy publicly accessible?
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Appendix A.3:Interview Transcriptions
The transcription and translation process followed for the interviews is conducted as part of this
research study. The original interviews were held in Dutch and were audio-recorded with the
explicit permission of the interviewees, as granted through the informed consent process. In order
to maintain the integrity and accuracy of the responses, the first step was to transcribe the Dutch
audio recordings verbatim. This transcription process was performed meticulously to ensure that
all details were accurately recorded and the essence of the responses was preserved. Following
this, to make the data accessible to a broader audience and to fit within the context of this
English-language report, the transcriptions were translated into English. This translation was
carried out with utmost care to retain the original meaning and nuances of the interviewee
responses, adhering to the principle of 'equivalence of meaning' rather than literal word-for-word
translation. Please note that while every effort has been made to ensure the accuracy of these
translations, some minor discrepancies may inevitably occur due to the inherent complexities of
language translation.

The transcripted interviews are available upon request for those interested.
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Appendix B: Questionnaire
This appendix offers a comprehensive elucidation of the survey methodology utilised in the current
research. It delineates the formulation of the survey questions, the selection and recruitment of
participants, and the procedure used for collecting and processing the responses. Additionally, it
details the strategy adopted for the analysis of the survey data, including the statistical techniques
used. The purpose of this appendix is to promote transparency and enable a deeper
understanding of the steps that led to the outcomes of this research.

Appendix B.1: Survey questions
These are the questions outlined for the survey. Please note that there is an option for participants
to indicate their preferred language for completion, with both Dutch and English options available.
The objective is to ensure accessibility and comfort for all respondents, allowing them to provide
their insights in the language they are most comfortable with.

1. Are you a student or an employee at a Dutch university ?
a. Student
b. Employee

2. Which Dutch university are you affiliated with ?
a. Delft University of Technology
b. Erasmus University Rotterdam
c. Utrecht University
d. Leiden University
e. Maastricht University
f. Eindhoven University of Technology
g. Wageningen University & Research
h. University of Amsterdam (UvA)
i. University of Groningen
j. Vrije University of Amsterdam
k. University of Twente
l. Tilburg University
m. Other

3. What do you consider the biggest threat to the security of your university in terms of Cyber
Security?

4. Have you ever personally experienced your data or information being compromised or
stolen at the university?

a. Yes
b. No

5. Are you aware of the current policies and guidelines of your university regarding knowledge
security and cyber security?

a. Yes
b. No

6. How do you think your university handles cyber security and ensures knowledge security?
7. What factors do you see as influential in the implementation and compliance of

cybersecurity measures at the university?
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a. Limited resources
b. Complexity
c. Culture
d. Lack of priority
e. Human factor
f. None of all
g. Other

8. To what extent do you believe Cyber Security standards/measures should be a priority for
Dutch universities?

a. High priority (1) - Low priority (5)
9. To what extent do you think your university invests adequately in Cyber Security?

a. Sufficient (1) - Insufficient (3)
10.Are there specific sectors or departments within your university where you believe Cyber

Security poses a greater challenge?
a. Yes
b. No

11. To what extent are you aware of the urgency of Cyber Security and the potential
consequences of a breach in the security of sensitive information?

a. Very aware (1) - Very unconscious (5)
12.What role do you envision for yourself and other students/employees in promoting Cyber

Security within your university?
13.How confident do you feel in your knowledge of cyber security and taking measures to

ensure knowledge security?
a. Highly skilled (1) - Not at all proficient (5)

14.Are you aware of what is considered sensitive information within your university and what is
not?

a. Yea
b. No

15.How do you ensure the security of university data when working with confidential
information?

16.Do you believe that sufficient resources and support have been provided to students and
employees to help them deal with Cyber Security issues? Explain,

a. Yes
b. No

17.Do you think your university has enough resources and expertise to effectively implement
Cyber Security? Explain.

a. Yea
b. No

18.How confident do you feel in your knowledge of cyber security and taking measures to
ensure knowledge security?

a. Very confident (1) - Very insecure (5)
19.Has the university provided you with sufficient information about cyber security and

knowledge security?
a. Yes
b. No
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20.Has the university provided training or guidelines for cyber security and knowledge security?
a. Yes
b. No

21.Would you be interested in participating in training or workshops on cyber security to
enhance your knowledge and skills in this area?

a. Yes
b. No

22.Do you believe that mandatory training on Cyber Security should be offered to students and
employees at your university?

a. Yes
b. No

23.How willing are you to participate in Cyber Security training if it is offered?
a. Extremely willing (1) - Extremely unwilling (5)

24.What measures could your university take to increase the willingness of students and
employees to contribute to the security of sensitive information?

25.Would you feel safer if the university took additional measures to enhance cyber security?
a. Yes
b. No

26.What do you believe are the most important measures that your university should take to
ensure knowledge security and mitigate the threat of cyber attacks?

27.What obstacles do you see in the implementation of Cyber Security standards/measures
within your university?

28.What steps could your university take to facilitate the implementation of Cyber Security
standards/measures?

29.What do you believe are the key aspects that the policy regarding Cyber Security within
your university should focus on?

30.Do you have any suggestions for improving the awareness of Cyber Security among
students and employees at your university?

31.Do you have any suggestions for further improvements or initiatives to strengthen Cyber
Security at your university?
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