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Abstract

Rabobank is currently planning a complete transition of its services to the pub-
lic cloud. Currently there are around 400 DevOps teams that need to make the
transition from deployment on traditional on-premise infrastructure, to deploying
their products to the public cloud. The thesis project investigates what are some
of the biggest challenges in adopting cloud computing technologies in an enter-
prise. Some of these are encouraging the staff to adopt the technology, how to
embed security and compliance to the cloud computing infrastructure and which
services to choose when migrating an on-premise application to Microsoft Azure
Cloud. Investigation has been done on how to better encourage and inform the staff
about the cloud adoption. This is achieved by improving the Cloud Awareness
session (where the employees are informed for the cloud initiatives in the bank)
through implementation of complete CI/CD (Continuous Integration / Continuous
Deployment) pipeline of a .NET Core 2.0 application with modern HTMLS re-
sponsive layout that deploys the web application on Microsoft Azure Public Cloud
and gives recommendations for testing and monitoring. Moreover, the project in-
vestigates what is needed to develop the secure and compliant feature in a huge
enterprise like Rabobank with an example of development an Azure Cosmos DB
feature delivered as a VSTS (Visual Studio Team Services) extension to be used by
the DevOps teams in their CI/CD pipeline. Finally, an analysis is done on the per-
formance, cost and lifecycle management of the same .NET Core 2.0 application
deployed on different service offerings by Microsoft Azure Public Cloud, including
Windows Server virtual machine, Azure Web App Service and Azure Kubernetes
Service.
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Preface

MOTIVATION FOR RESEARCH TOPIC I am writing my master thesis pro-
ject as part of an internship at the Cloud Competence Center within Rabobank,
Dutch multinational banking and financial services company headquartered in Utrecht,
Netherlands, enterprise which employs more than 40.000 people worldwide. Ad-
ditinally, the thesis is part of the EIT Digital Master Programme in Cloud Comput-
ing and Services at Delft University of Technology. Rabobank is currently going
through a process of complete transition of its services to the public cloud. This
means that around 400 DevOps teams will be on-boarded to use the Cloud Com-
puting technologies, primarily Microsoft Azure, and Amazon Web Services (AWS)
in the later stage.

In order for this to happen there are many things that need to be arranged in ad-
vance, so the use of the technologies is done in a controlled environment which is
safe and compliant to the banking industry standards. Many of the applications are
processing very sensitive data that must be suitably protected. For this purpose the
Cloud Competence Center was created within Rabobank.

My task was to address some of the challenges of cloud adoption in a big enterprise
such as Rabobank, with the focus on raising awareness and encouragement of the
affected staff, and dealing with security and compliance by developing out of the
box secure and compliant features to be used by the teams. To address the former
challenge, an investigation has been done on how to better present the advantages
of using the Microsoft Azure Cloud to the DevOps teams on the Cloud Awareness
Sessions held within Rabobank on regular intervals. The current demos in place
were a simple deployment of a single component to the Microsoft Azure Cloud and
did not fully showcase the full potential of the Cloud that can be used by the teams.
For this I have created a demonstration of complete CI/CD (Continuous Integration
/ Continuous Deployment) pipeline of a .NET Core 2.0 application with modern
HTMLS responsive layout.

To address the latter challenge, the thesis investigates what is needed to develop
the secure and compliant feature in a huge enterprise like Rabobank through an
example of development of a feature used by the DevOps teams in a form of VSTS
(Visual Studio Team Services) extension. This feature is Azure Cosmos DB with
the MongoDB APL.

Finally, in the final part of my thesis, an analysis is done on the performance, costs
and life cycle management of the sample NET Core 2.0 application deployed on



different service offerings by Microsoft Azure Public Cloud, including Windows
Server virtual machine, Azure Web App Service and Azure Kubernetes Service.
This has benefits for the bank as it would give overview of the different services
offered, their pros and cons, and will help the decision making process for the ap-
plications that are migrated from on-premise to the cloud without being completely
re-architectured.
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Chapter 1

Introduction

The IT Infrastructure department at Rabobank is currently transitioning towards a
public cloud solution for some of its services using Microsoft Azure Cloud plat-
form. This transition needs to be carried out very carefully on the one hand and
fast enough on the other hand so that the company could maintain the its techno-
logy leadership by utilizing the most recent Cloud Computing technology offerings
and speed up its delivery cycle. This means that around 400 DevOps are affected
of this restructuring and will be on-boarded to use the Cloud Computing techno-
logies, primarily Microsoft Azure, and Amazon Web Services (AWS) in the later
stage. This has a huge impact on the whole organization, starting from spreading
awareness of the capabilities and benefits of the new technology, to implementa-
tion of the whole on-boarding process in a consistent, safe and compliant manner.
The focus of this thesis is to investigate how to raise awareness and encourage the
staff to adopt the cloud technologies by improving the Cloud Awareness Sessions,
that are delivered to the potential clients among the DevOps teams, so they reflect
the benefits and the capabilities of the Microsoft Azure Public Cloud technology.
Moreover, an analysis is done on the performance, costs and life cycle management
of the sample NET Core 2.0 application deployed on different service offerings by
Microsoft Azure Public Cloud, including Windows Server virtual machine, Azure
Web App Service and Azure Kubernetes Service. This has benefits for the bank
as it would give overview of the different services offered and their pros and cons,
and will help the decision making process for the applications that are migrated
from on-premise to the cloud without being completely re-architectured. Finally,
the project investigates how to implement and deliver safe and compliant service
Microsoft Cosmos DB, globally distributed database service, in a form of VSTS
(Visual Studio Team Services) extension ready to use by the DevOps teams in a
release pipeline.



1.1 Problem statement

The product deployment process in the public cloud is different than the traditional
one. Traditionally, development and operation teams were siloed which meant a
clear separation of responsibilities. Development teams are responsible for devel-
opment, integration, testing and releasing of the product while the operation teams
are responsible for deployment and infrastructure management. With the DevOps
way of working, [2.2|development and operations teams are no longer siloed. Some-
times, these two teams are merged into a single team where the engineers work
across the entire application lifecycle, from development and test to deployment to
operations, and develop a range of skills not limited to a single function. DevOps
aims at shorter development cycles, increased deployment frequency, and more
dependable releases, in close alignment with business objectives. Traditionally,
the assumption is that all systems are long-lived. Furthermore, it is assumed that
someone is responsible for the management of the systems (have control what is
installed on it). These days, with Cloud Computing arising, these statements are
no longer true in many cases where deployment happens daily or even few times a
day. The focus of the project is to investigate how to raise awareness and encourage
the staff, affected from the change, by improving the Cloud Awareness Sessions to
reflect the benefits and the capabilities of the Cloud Computing Technology. The
Cloud Awareness sessions are sessions held in regular intervals in the bank, with
the focus to inform the employees, that are affected of the cloud adoption, of cur-
rent developments around Cloud Computing within the bank. The improvement of
this session is done by creating a complete CI/CD pipeline for an .NET Core 2.0
which is an example eCommerce website site based for training purposes described
in chapters 31-35 of The Phoenix Project, by Gene Kim, Kevin Behr and George
Spafford. This application is part of Microsoft Professional Program (MPP) with
DevOps series of online courses available on edX.Moreover, an analysis is done on
the performance, costs and life cycle management of the sample NET Core 2.0 ap-
plication deployed on different service offerings by Microsoft Azure Public Cloud,
including Windows Server virtual machine, Azure Web App Service and Azure
Kubernetes Service. This has benefits for the bank as it would give overview of the
different services offered and their pros and cons, and will help the decision making
process for the applications that are migrated from on-premise to the cloud without
being completely re-architectured. Finally, an investigation is done on how to de-
liver a safe and compliant Cosmos DB VSTS extension to be used by the DevOps
teams that already have access to the Microsoft Azure platform within Rabobank.

Research questions

1. How to raise awareness and encourage the affected staff from Cloud adoption
by demonstration of the capabilities of Microsoft Azure Cloud technology
and Visual Studio Team Services to speed up development and operations
processes.


https://www.edx.org/

2. How to conduct a qualitative and quantitative comparison of the perform-
ance of an sample application deployed on different service offerings by Mi-
crosoft Azure Public Cloud.

3. How to enforce security and compliance controls on using Microsoft Azure
Components. Use case of development of a Visual Studio Team Services
extension, so it can be used in a safe and compliant manner in a CI/CD
pipeline.

The rest of this thesis is organized in the following way:

e Context of the cloud computing technologies, DevOps way of working and
Microsoft Azure Public Cloud technologies

e Literature survey for the challenges of adoption of Cloud Computing tech-
nologies in an enterprise

e Description of the implementation of the CI/CD pipeline for a .NET Core
2.0 web application

e Description of comparison of the performance, costs and life cycle manage-
ment of the sample NET Core 2.0 application deployed on different service
offerings by Microsoft Azure Public Cloud, including Windows Server vir-
tual machine, Azure Web App Service and Azure Kubernetes Service.

e Description of the implementation of the Microsoft Azure Cosmos DB VSTS(Visual
Studio Team Services) extension

e Conclusion and future work recommendations






Chapter 2

Background and concepts

This chapter describes concepts of Cloud Computing, DevOps way of working and
Microsoft Azure Public Cloud that are used throughout this thesis.

2.1 Cloud Computing

The National Institute of Standards and Technology (NIST), which is the official
US-based standards and technology definitions body, has defined Cloud Comput-
ing as the following

Cloud computing is a model for enabling ubiquitous, convenient, on-demand net-
work access to a shared pool of configurable computing resources (e.g., networks,
servers, storage, applications, and services) that can be rapidly provisioned and re-
leased with minimal management effort or service provider interaction. This cloud
model is composed of five essential characteristics, three service models, and four
deployment models.

- The NIST Definition of Cloud Computing by Peter Mell and Timothy Grance
(30]

The model has five essential characteristics:

e On-demand self-service: The ability for companies to allocate required re-
sources by themselves, without involvement from the cloud service provider.

e Broad network access: Being accessible through standard network access
mechanisms, without the need for any specialized infrastructure.

e Resource pooling: The pooling of the various resources to be allocated from
and returned to as needed.

e Rapid elasticity: The pooling of the various resources to be allocated from
and returned to as needed.

e Measured service: The ability to measure exactly what resources are being
used, to monitor and control those services, and to be able to present that
data to the service provider or end-user.



The model has three service models:

e Software as a Service (SaaS): SaaS services use the internet to deliver ap-
plications as cloud-based services. The users can subscribe to the service
and use it directly through the web browser, and do not require any down-
loads or installations on the client side. The users do not have to do any
maintenance since that is responsibility to the service provider.

e Platform as a Service (PaaS): PaaS services provide cloud-based services
that provide resources on which developers can build their own solutions.
These serve as a framework for developers that they can build upon and use
to create customized applications. The service provider manages the funda-
mental operating system (OS) capabilities, servers, storage, and networking
while the developers can maintain management of the applications.

e Infrastructure as a Service (IaaS): IaaS services provide on-demand self-
service highly scalable and automated compute resources like compute, net-
work, and storage infrastructure components. laaS facilities are managed in
a similar way to on-premises infrastructure and provide an easy migration
path for moving existing applications to the cloud. [2.1] [35]

The model has four deployment models:

e Private cloud: Consists of infrastructure used exclusively by one organiza-
tion and can be used by multiple consumers (business units). The private
cloud can be physically located at your organizations on-site datacenter, or
it can be hosted by a third-party service provider.

e Community cloud: Consists of infrastructure used by a specific community
of consumers from organizations that have shared concerns (e.g., mission,
security requirements, policy, and compliance considerations). It can be
owned owned, managed, and operated by one or more of the organizations
in the community, and it may exist on or off premises.

e Public cloud: Consists of infrastructure owned and operated by third-party
cloud service providers and delivered over the Internet. Microsoft Azure is
an example of a public cloud. It exists on the premises of the cloud provider.

e Hybrid cloud: Consists of infrastructure that is a composition of two or more
distinct cloud infrastructures, so organizations can reap the advantages of
both. In a hybrid cloud, data and applications can move between private and
public clouds for greater flexibility and more deployment options. [30]

2.2 DevOps Way of Working

”DevOps is the union of people, process, and products to enable continuous deliv-
ery of value to our end users.
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Figure 2.1: Summary of key differences between the three service models of cloud
computing

You cannot buy DevOps and install it. DevOps is not just automation or infra-
structure as code. DevOps is people following a process enabled by products to
deliver value to end users.”

Donovan Brown, Microsoft DevOps Program Manager

One of the core values of DevOps is a shortened release cycle. On the figure

[2:2] the left chart shows the rate of change for a slow delivery cadence with a long
time between deliveries, with a massive amount of change, including many lines
of code, lots of features, and lots of things that can go wrong.
The goal of DevOps is to create fast delivery cycle, in which there are very frequent
deployments, with less and less change, to ensure that what goes into production
has limited impact and can be tested very specifically, get early feedback learn
and repair quickly. Within a DevOps culture, all team members who are involved
in creating, delivering, and monitoring software, work together closely to deliver
value to consumers at increasing frequencies. There are seven key DevOps prac-
tices:

e Configuration management: management of the configuration of all envir-
onments for an application that is version controlled.

e Continuous integration: the process of automating the build and testing of



code every time a team member commits changes to version control [[18]]

e Continuous deployment: the ability to use the output from CI and then auto-
matically deploy the tested build to different environments [[1§]]

o Release management: the maturation of continuous deployment from just
one environment to the rest of the environments in a pipeline. [[18]

e Infrastructure as Code: enables the automation and validation of the creation
and teardown of infrastructure, such as networks and virtual machines [21]]

e Test automation: the process of executing automated tests as part of the de-
livery pipeline, so we can get an early feedback on the software quality

e Application performance monitoring: measuring the performance and avail-
ability of software to improve stability, detect compliance and risk.

Change
Change

Small
amounts of
code change

pd

Long time Frequent
deployment

Lots of lines
of code

¥
f

Time Time

Figure 2.2: Figure showing the transition from slow delivery cycles to fast delivery
cycles

2.3 Microsoft Azure

Microsoft Azure is Microsofts public cloud offering which enables clients to cre-
ate, deploy, and operate cloud-based applications and infrastructure services. The
platform offers IaaS, PaaS, and SaaS services to clients worldwide. [22]]

Microsoft Azure provides various cloud services across the IT spectrum which
can be organized in several broad categories. [2.3]
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Load Balancer
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Azure DNS
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Figure 2.3: Most popular Microsoft Azure services organized in several broad cat-
egories
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Chapter 3

Literature survey on challenges
of cloud adoption for banks

3.1 Introduction

After the economic crisis of 2008 and the invention of the smartphone, the banks
needed new customer-centric business model since the customer was in control
of which financial institution to choose more than ever before. One of the ways
to achieve this is through the use of cloud computing (CC) technology. Cloud
computing can help banks to deliver innovative customers experiences, have more
effective collaboration and enhance the speed to market, among the other benefits.
(12]

Cloud computing has arrived as a novel I'T paradigm that promises to revolutionize
the way IT services are provisioned and consumed. [36] Kiran Kawatra and al.
state that cloud computing offers a number of benefits to the financial institutions
which are stated in section 3.5

But despite the obvious benefits, the adoption of the cloud technologies was not
as fast as initially expected given the banking industry’s traditional heavy depend-
ence on information technology[10]. The purpose of this literature survey is to
investigate and summarize the factors that affect cloud adoption in banks and other
big enterprises. The analysis is based on the TOE-Framework of Tornatzky and
Fleischer (1990) [34] Most of the analyzed literature either used this model or their
findings fit into the proposed categories of the framework[[12]] [[10] [2] [31] [28]
(277 (38] (33] [5].

The TOE framework identifies three context groups: technological, organiza-
tional, and environmental. The technological context includes the internal and
external technologies that are relevant to the firm which may include both equip-
ment as well as processes. The organizational context refers to the properties of the
organization, such as the size of the firm, degree of centralization, need formaliza-
tion, managerial structure, human resources quality etc. Finally, the environmental
context refers to the industrial environment, such as the competitors, the govern-
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ment policy, the size and structure of the industry[8]].
Reiger et al. conducted expert interviews with senior decision makers from
nine large German banks and summarized their findings in the following figure 31|

Environmental perspective Organizational Perspective

Industry Structure Support from management
- Cloud Computing use Cost Pressure

by compet|t0r§ Business Model and Strategy
Technology-supporting )
Size of the company

infrastructure

- Provider's experﬁse Security and compliance

- Provider’s availability Cloud Computing

- Provider’s location oud Lomp J Competence
Government Regulations - Availability

Cultural Influences De 0 acto
Inflexible Software licenses§

- Internal Resistance

Technological Perspective
Internal Technology

- System type

- Business criticality

- Data sensitivity

- Differentiation and

competitive advantage

External technology

- Market Availability

Figure 3.1: Empirical Results of Framework of CC Decision Factors by Rieger et
al.

This is used as a base for the discussion that follows in the next sections where
the arguments are supported with the findings of several other related studies.

3.2 Technological context

One of the most common motivations to adopt a cloud computing solution is the
improvement of the speed of business value delivery. This is achieved through
shifted responsibility of maintenance and operation of the systems which shortens
the delivery cycle and enables teams to create more business value according to the
customer needs. [12] [2]

Another important reason to adopt cloud solution was the interoperability and port-
ability of information between private clouds and public clouds [28], though an-
other study [38] defined the integration and interoperability more as a challenge
than an opportunity.

Moreover, banks are more eager to first adopt cloud computing solution to less crit-
ical support systems, rather than core business applications in order to avoid risk
and storing sensitive data in the cloud [10].

Complexity and compatibility, unexpectedly, were found not to be significant dis-
criminators. This is primarily due to the fact that most cloud vendors provide ex-
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pertise in forms of consultancy and most cloud adopters deploy hybrid team model
which is a team composed of in-house employees and external consultants [3] [[12]]
[10]] [31]. However, this was seen as a threat by the research of Raza et al. [27]
who interviewed employees facing cloud adoption, if they saw the cloud adoption
as a threat to their job and if they were eager to postpone it, while some [28] do
not have strong opinion for either side and state that it depends on the company
culture.

Low et al. [3] observed that relative advantage had a significantly negative influ-
ence on cloud computing adoption in the high-tech industry. They argue the reason
for this may be that the adoption is seen as too complex, and the price for the
gained relative advantage was too high, observed through the cost of implementa-
tion, gaining the know-how and the organizational change.

3.3 Organizational context

One of the most important factors for cloud computing adoption is the manage-
ment support which is critical for creating a supportive climate and for providing
adequate resources for the adoption of cloud computing technologies. The de-
cisions are often driven by the incentive of cost reduction and the pressure to offer
competitively priced products to their customers. This is discussed and supported
in most of the studies analyzed [10]] [5] [31]] [28] [33].

Another factor that influences cloud adoption is the size of the company. It is ob-
served that bigger company size has a positive correlation with the adoption of the
cloud. This is due to the fact that larger companies have more resources and are
more eager to try out the technologies. Moreover, can afford to invest in devel-
oping in-house knowledge. On the other hand, small companies do not have the
resources to afford a technological switch if they do not use the cloud, but are more
likely to adopt cloud technologies if they are in the start-up phase due to the lower
capital expenditures [10] [31] [5].

Other important components are security and compliance requirements. The banks
are subject to strong regulations and have strong security and compliance require-
ments. For example, data-security and data-protection regulation requirements
are some of the most important factors influencing the decision for cloud adop-
tion. Banks must ensure reliability during disaster recovery and to have clearly set
backup plans. Banks must know where their data resides in the cloud. Distrib-
uted data storage makes the control more challenging and is perceived as a risk
for customers. This is due to introduction of more complicated synchronization al-
gorithms that must persistently hold the application state, and dealing with failure
as something that happens consistently. In case of a failure, one wants the over-
all system performance and state to not be affected and remain consistent. The
security is affected as well as now both the storage sites and infrastructure commu-
nication must be protected [7]. Moreover, banks need to provide evidence of the
state changes for auditing purposes [10] [2].
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Business strategy and business model of the bank also influence the motivation for
cloud adoption. Rieger et al.[10] found that highly specialized businesses are less
likely to adopt cloud solutions.

Finally, the competence of the employees is also seen as an influential factor . The
cloud computing technologies allows the banks to use the expertise of the providers
employees for many of the tasks that were done by the current employees. This can
have a negative impact on the enthusiasm of the employees for cloud adoption and
lead to resistance. [10] [38]

3.4 Environmental context

In the environmental context, competitive pressure and trading partner power are
considered as the most influential factors that lead to cloud adoption. Independent
studies [10]] [5] state that the banks are more likely to adopt CC technologies if
their competition is also adopting it and learn from their experience which serves
as a reference. The trading partners’ power can also have influence which can be
either convincing or compulsory in some cases [Sl]. For example a strategic part-
ner may announce new technology strategy that affects the compatibility with your
internal systems that are using the partners’ technology, so you may be forced to
update you technology or

Government regulations plays a huge role in the adoption of cloud computing tech-
nologies. Both the government, and the banks must have a clear perception how
the laws should be applied in a cloud environment regarding sensitive issues such
as which data and where the data is stored, privacy settings for the consumers,
confidentiality requirements, and other legal consequences [2l]. In the European
Union, this is regulated by the General Data Protection Regulation (GDPR) which
is a regulation in EU law on data protection and privacy for all individuals within
the European Union (EU) and the European Economic Area (EEA). It also states
that personal data must be stored within the region of EU and EEA [29]].

Another major factor is the technology supporting infrastructure. The expertise of
the provider can have a great influence of the decision for adoption. The provider
must understand the banks’ business needs, have a good image, build trust with
handling sensitive data. Another thing that is considered is the location where the
data is being stored and processed, which is strongly regulated in the European
Union(EU) and requires data to reside inside the borders of the EU [10].

The certificates and provider references also play a crucial role in the decision for
adoption of CC since they are of great importance for the bank in terms of compli-
ance to the laws and security requirements, so the quality and implementation of
the certificates is taken very seriously. [10]

Unclear and inflexible software licenses can also hinder the adoption of cloud com-
puting. This is because the existing licenses are usually focused on an internal IT
and are not valid for the resources in the cloud which leads to uncertainty of their
usability. [10]
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Finally, there are other factors that can influence the adoption of the cloud comput-
ing technologies such as the external cultural factors and subjective perceptions.
Another point was the different language between the bank and the provider which
can lead to misaligned perceptions by both parties and influence the decision. [[10]]
[27]

3.5 Perceived risks and benefits

In this section the perceived risks and benefits of using cloud computing techno-
logies are summarized. The findings are similar in all of the studies analyzed and
can be summarized as follows. 3.1][3.2]

3.6 Conclusions

In conclusion, it is very important to clarify the motivations behind the decision to
adopt cloud computing technology. Identification of key concerns for the adoption
which also helps the development of the Microsoft Azure Cosmos DB feature de-
scribed in chapter 5.

Government regulations are an important factor that has a great influence on the
decision of adopting cloud computing technology. This regulations are highly in-
terdependent with other factors like security and compliance and data location.
Another major factor is the perceived financial benefits, which drive the adoption of
CC technologies. This is a great incentive for financial institutions such as banks,
which are profit oriented.

There are also other concerns for the adoption. The major concern is around secur-
ity and the data location. Moreover, strategic dependence was viewed as another
major concern, since it implies less strategic flexibility for the future.

On the other side, there are many benefits, and the cloud computing technology
enables new faster development cycle, encourages innovation and is constantly im-
proving and addressing all of the above mentioned concerns and becomes more
and more mature every day. These benefits encourage massive adoption from both
small and large companies, such as the case with Rabobank.

15



Perceived benefit

Explanation

Cost Reduction

Switching from capital expenditure to oper-
ational expenditure and pay only for the re-
sources you actually use

Business continuity

Improved availability by SLAs and managed
disaster recovery

Business Agility and Focus

Less effort needed for operational tasks and
the focus is shifted to delivering more busi-
ness value by improved velocity

Green IT Lower carbon footprint by using the resources
only when they are needed
Scalability Easy to scale as pool of (almost) infinite re-

sources is available on demand and the scal-
ing can be automated

Development and Testing

Quick and cost-efficient reaction to less-
predictable events and changing customer re-
quirements

Compute Infrastructure

No need for deep analysis of compute needs
as (almost) infinite amount of computing re-
sources is available on demand

Managed Backup

The backup and disaster recovery is directly
managed by the cloud provider and controlled
by SLA

Independence of employees and
reduction of workload

Employees are less dependent of the infra-
structure as this is handled by the cloud pro-
vider, resulting in reduction of workload from
operational tasks

Contractually determined ser-
vice quality (SLA)

Service level agreements are determined in
advance and the cloud provider is responsible
to comply to this

Possibility to use technology and
know-how from the provider

The cloud provider can provide experts that
can train your stuff and share knowledge with
your employees

Table 3.1: Perceived benefits of using cloud computing technology.
(2] [100 [2] [28] [38]
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Perceived risks

Explanation

Performance failure and poor
performance

No control over the the performance of the
whole system since the control is shifted to
the provider

Inappropriate software licensing
and pricing models

Licensing and pricing models are tailor to
cloud components and may introduce chal-
lenge to calculate overall costs for licensing

Limited and standardized func-
tionalities

The functionalities are limited to the offer of
the particular cloud provider

Loss of unique selling proposi-
tion

The unique selling proposition that comes
from the old infrastructure design may be lost
due to standardized offer from the cloud pro-
vider

Strategic dependence from the
provider

The companies become dependent to the
cloud provider where their technology imple-
mentation rests

Lack of strategic flexibility

The strategic flexibility is limited to the ser-
vices that the cloud providers offer

Security risks through employ-
ees

Both internal and cloud provider employees
having some form of access to the technology
you are using may introduce additional secur-
ity risk

Dependence of security imple-
mentation by the provider

The security implementation is dependent of
the cloud provider and you do not have con-
trol over some security policies

Data Segregation and Privileged
User Access

New challenges arise when designing data se-
gregation strategy and restricting access priv-
ileges to users

Violation of government re-
quirements

No control if the cloud provider violates
some of the government requirements or chal-
lenges of implementing some requirements in
a cloud environment

Loss of benefits

Loss of benefits when purchasing in big
quantities from some suppliers (ex. licensing
fees)

Loss of image

Perceived loss of image as the stuff is unable
to develop the needed technologies by them-
selves

Interoperability

Concerns about interoperability of internal
systems with the system provided by the
cloud provider

Changes in the IT Organization

Change of mindset of the employees needed
and change in the processes within the organ-
ization

Table 3.2: Perceived risks of us%gg cloud computing technology.
(107 [2] [28] [38]
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Chapter 4

Implementation of demonstration
prototype

This chapter describes some general possible use cases that can be used as a guideline
to the DevOps teams within Rabobank. This is done in order to improve the Cloud
Awareness Sessions which are held within Rabobank, in which the Cloud Com-
petence Center presents the capabilities of the Cloud Computing technologies, ex-
plains the role of the team, and demonstrates some of the capabilities and how can
this technology can be leveraged. However, the demos only demonstrated very
simple use cases where a single component was deployed in a single environment
in the Microsoft Azure cloud. One of the purposes of this thesis is to investigate
how can this sessions be improved, and in order to do that a better demonstration
use cases were developed. This was needed to improve the perception and demon-
strate the capabilities of the technology better by showcasing complex applications
deployed to the Microsoft Azure Cloud.

The following sections provide descriptions of the use cases of the Microsoft Azure
offerings for PaaS (Platform as a Service), [aaS (Infrastructure as a Service), Con-
tainers, Testing, Application monitoring and feedback loops and the integration of
these services with Visual Studio Team Services (VSTS) which is the CI/CD (Con-
tinuous Integration / Continuous Delivery) tool developed by Microsoft.

The examples were implemented in reference to the instructions in the labs in the
Microsoft Professional Program (MPP) for DevOps.

Prerequisites The following examples are based on a sample application called
Parts Unlimited/ which is a .NET Core + SQL Azure example eCommerce website
site for training purposes for DevOps scenarios described in chapters 31-35 of The
Phoenix Project, by Gene Kim, Kevin Behr and George Spafford. [[11]]
Technologies used in the examples include

e Visual Studio 2017

e Git
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Microsoft PowerShell Azure module

NodelS v6.12.3

Docker

Visual Studio Team Services

Microsoft Azure subscription

4.1 PaaS (Platform as a Service)

This section describes the use of Microsoft Azure PaaS offering, App Service Web
Apps. This is a service that enables you to build and host web applications in
many programming languages without the need to manage the infrastructure. The
infrastructure is managed by Microsoft and it is not visible to the end user. It
offers auto-scaling and high availability, on both Windows and Linux and enables
automated deployments from GitHub, Visual Studio Team Services, or any Git
repo. [23]

Two ways of deploying the application to the Web Apps service are demonstrated.

e Directly from Visual Studio
e Through CI/CD pipeline with Visual Studio Team Services (VSTS)

The preferred and recommended way for Rabobank is automated deployments
through VSTS pipeline for compliance and auditing purposes. Automated deploy-
ments help auditing because every action is logged, stored and can be traced back.
If there is some problem, these logs can be used to determine the cause and the ini-
tiator of the problem by tracing back the actions taken on a resource. The retention
period of the logs is determined by the regulator. For example if some database
gets deleted, the auditor is able to query the logs and trace back the delete action
and the person who initiated it, because for each action, the initiator is also stored
as you are not allowed to do any actions without previous authentication and au-
thorization on the platform.

The infrastructure needed in Microsoft Azure in both cases is provisioned by using
the Azure Resource Manager (ARM) templates, which is the Microsoft way of do-
ing Infrastructure as Code. ARM templates are JSON files that define the resources
you need to deploy for your solution. [[19]

4.1.1 Direct deployment from Visual Studio

One of the options is to deploy the application directly from Visual Studio. To do
this, access to a valid Microsoft Azure subscription is needed as well as proper
configuration of the input parameters.
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This way of deployment takes advantage of the ARM templates, but the deploy-
ment must be initiated manually, changes to configuration can’t be reversed easily
and is in general much more error prone since it is not fully automated.

The things that are needed for this type of deployment are:

1. Microsoft Azure subscription

2. Deploy the PartsUnlimitedEnv project

3. Select the resource group and region for deployment

4. Select the fullenvironmentsetupmerged.json ARM template file

5. Select and edit the parameters file fullenvironmentsetupmerged.param.json
6. Deploy the environment to Microsoft Azure

7. Publish the web application to one or more of the deployment slots

Pointers for choosing values for the parameter can be found in the online manual.
[24]

The deployment creates resources for a Web App with 3 deployment slots, Dev,
Staging and Prod. This can be seen in the Azure Portal, when exploring the re-
source group specified during the deployment. After deploying the ARM template,
the environment is created, but publishing an application to some of the deploy-
ment slots of the Web App is still needed. To do this, publishing of the project
PartsUnlimitedWebsite which contains the web application is done. Publishing the
application as an existing Microsoft Azure App Service is needed, and during the
configuration of the publishing, a specification of the target deployment slot for the
application needs to be configured.

Another useful option is swapping deployment slots which swaps the application
from one slot to another without any need for configuration changes like changing
the connection strings. This is useful when the application is deployed and tested
in Staging and one wants to push it to production.

4.1.2 Deployment with CI/CD pipeline in VSTS (Visual Studio Team
Services

In this subsection a description is made on how to create CI/CD pipeline for the

application PartsUnlimited described in the beginning of this chapter.

Continuous Integration

Continuous integration (CI) is the process of automating the build and testing of
code after every commit done in your version control repository. [18]]
In order to enable Continuous Integration pipeline, one needs to do few things:

1. Import Source Code into your VSTS Account with Git
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2. Create Continuous Integration Build definition
3. Test the CI Trigger in Visual Studio Team Services

Once VSTS account and a project for the application are created, one is able to
create or import an existing code repository by using either the GUI in VSTS or git
command line.

Next, a CI build definition needs to be created. This is done by navigating to the
VSTS project Build hub, and then creating new empty build definition. After this,
in the process heading one needs to choose a build agent queue. Next, one needs
to specify the source repository for the build definition to be the VSTS repository
with the master branch. [4.]

& --- > PartsUnlimitedLab-CI-HOL

Tasks ~ Variables  Triggers ~ Options  Retention History = Summary > Quet
Process
Build process Select a source
== Get sources @
°q PartsUnlimitedLab ¥ master M O Q
VSTS Git GitHub GitHub Enterprise Si
Phase 1 +

2 Run on agent

. . Team project
dotnet restore, build, test and publish

Fo powershell =1 PartsUnlimitedLab v

& Publish Test Results **\testresults.xml .
ot Publish Test Results Repository
. . PartsUnlimitedLab v
f Publish Artifact: drop °
wmmm  Publish Build Artifacts
Default branch for manual and scheduled builds

f Publish Artifact: ARM Templates
W publish Build Artifacts & master v

Figure 4.1: Configuration of the source for the Continuous Integration Build
Pipeline

Finally one needs to add and configure the build tasks. In order to do this one
needs to add a PowerShell task which will build the solution, Publish Test Results
task which executes the tests in the project, and two Publish artifacts tasks, one
for publishing the website artifact that will later be used to deploy the web app
to Azure, and the other for publishing the ARM templates which are needed to
provision the infrastructure in the release definition.

The build script in the powershell task does the following: restore, build, test,
publish, and produce an MSDeploy zip package. [4.2]

The Publlish test results task is configured as in the figure. i.3|

Finally, in the publish tasks we publish the deployment artifacts of the applica-
tion executable and the templates for the infrastructure deployment.

Preferred way to configure the inputs in the tasks is through variables because in
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Process
Build process
Display name *

== Get sources dotnet restore, build, test and publish

J PartsUnlimitedLab ¥ master
Type* @
Phase 1 + File Path
£ Run on agent
X X .. Script Path*  ©
dotnet restore, build, test and publish Qi
P powerShell i build.ps1
& Publish Test Results **\testresults.xml Arguments ©
st Publish Test Results
- $(BuildConfiguration) $(Build.SourcesDirectory) $(build.stagingDirectory)
f Publish Artifact: drop
wmmm  Publish Build Artifacts Advanced v
f Publish Artifact: ARM Templates Control Options

Publish Build Artifacts

Output Variables v

Figure 4.2: Configuration of the PowerShell task for the Continuous Integration
Pipeline

this way one can keep track and change the configurations in one common place
and reuse common configurations. After this is done in the Triggers tab one should
check the Enable continuous integration (CI) option and set it to trigger on the
master branch of the repository.

To check if the setup of the pipeline is successful one can make a new commit and
see if the build succeeds.

Continuous Deployment

Continuous deployment, which typically occurs after continuous integration (CI),
triggers a deployment by using the artifacts of the tested build to different en-
vironments. The goal is to enable the developers just to develop and as soon as
they commit the code, that code is built, tested, packaged, and deployed into an
environment.[[18]] In order to enable Continuous Integration pipeline, few things
need to be done:

e Create a Service Endpoint from VSTS to an Azure Account
o Create a Release Pipeline for the Parts Unlimited Website
e Trigger a Release

To enable our pipeline to interact with Microsoft Azure, a service endpoint needs
to be created in our VSTS account which includes the authentication information
required to deploy to Azure. There are more ways to create Service Endpoint, also
called Service Principal.

After successfully setting up the Service Endpoint, one needs to create the release
definition that will deploy the build artifacts to different environments. An En-
vironment is simply a logical grouping of tasks - it may or may not correspond
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Process Publish Test Results ®

Build process X
Version 2* v

== Get sources
®q PartsUnlimitedLab & master

Display name *

Phase 1 4 Publish Test Results **\testresults.xml
£ Runon agent
Test result format *  ®
g dotnet restore, build, test and publish VSTest
3 PowerShell
& Publish Test Results **\testresults.xml Qi Test results files * @
st  Publish Test Results i **\testresults.xml
f Publish Artifact: drop
mmm  Publish Build Artifacts

Search folder ©®

Publish Artifact: ARM Templates
Publish Build Artifacts

|=

$(System.DefaultWorkingDirectory)

l:‘ Merge test results  ®

Figure 4.3: Configuration of the Publish Test Results task for the Continuous In-
tegration Build Pipeline

to a set of machines. In the Release Definition 3 environments are created, Dev,
Staging and Production corresponding to the deployment slots in the Azure Web
App defined in the ARM template. The ARM Template will be invoked during
the deployment in the Dev Environment before deploying the website to Dev. It
will not be necessary to run any infrastructure tasks during Staging or Production
deployments in this case. [18]]

The first thing that needs to be done is to connect the release definition to build
artifact from the build definition that was created before.

Next 3 environments are defined: Dev, Staging and Production. The Dev envir-

onment consists of two tasks, one to create the needed infrastructure in Azure from
the ARM templates and another task for deploying to Azure Web App.
In the Dev environment a Azure Resource Group Deployment task is added first.
This ensures that the infrastructure needed for the web app deployment is created
in Azure. The most important things to configure are to set Create or Update Re-
source Group Action, set $(ResourceGroupName) variable for the Resource Group
Name, for Template the FullEnvironmentSetupMerged.json file is chosen from the
ARMTemplates build artifacts, and for Template Parameters the FullEnvironment-
SetupMerged.param.json file is selected from the ARMTemplates build artifacts.
Finally, one needs to override the template parameters and have all variables stored
in the Variables section in the project in VSTS. To do this one needs to insert the
following in the Override Template Parameters field:

4.5
Next, in the Variables tab, one needs to set the variables used in the task for
creating the infrastructure in Azure. Next, one needs to add the task Azure App
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All pipelines > % PartsUnlimitedHOLrelease + Release v = View releases -

Pipeline  Tasksv  Variables Retention ~ Options  History

Artifact [ Delete -
Artifacts | + Add Environments | + Add v Build - _PartsUnlimitedLab-CI-HOL

Project* @

% — =

& PartsUnlimitedLab
_PartsUnlimitedLa % Dev 2
b-Cl-HOL R | 1phase, 2 tasks

RERN

Source (build pipeline) * @

PartsUnlimitedLab-Cl-HOL

Default version = @

Latest v

Source alias @

_PartsUnlimitedLab-CI-HOL

Figure 4.4: Configuration of Artifacts source for the Continuous Deployment Re-
lease Pipeline

Service Deploy in order to deploy the web app to Azure on the infrastructure cre-
ated by the previous task. For App Type, Web App is chosen, for App Service
Name the previously defined variable $(WebsiteName) is set, the Deploy to Slot
box is checked, for Resource group name the variable $(ResourceGroupName) is
set, for Slot Dev is entered,for Package or Folder one needs to navigate to the drop
artifact from the build and select partsunlimited.zip. Moreover, the box for Take
App Offline in Additional Deployment Options is checked, which stops the web-
site for deployment period and takes it back online afterwards. All the other fields
are left at their default values 4.6

In the Staging and Production environments only the task Azure App Service
Deploy to deploy the app in the other slots is needed by selectin the respective
deployment slots. Another difference is that pre-deployment and post-deployment
approvals are set for the Staging and Production environment in order to have a
manual approver who double checks the deployments in the Dev, Staging and Pro-
duction Environments in order to avoid any potential issues. This can be set up
by clicking the lightning bolt and user icon and enable the Pre-deployment ap-
provals, and set a user who is responsible for this. In the same way one can set
post-deployment approvals by selecting a user responsible for post-deployment ap-

proval.

Finally, to test the whole pipeline one can create a new commit to the code,
trigger a build, which will trigger deployment to the Dev Environment, which if
successful will create a trigger to send a notification email for the approver to
approve the deployments in Staging and later in Production Environments.

25



Agent phase T

= Run on ager

© Azure Deployment:Create Or Update Reso. o
Azure Resource Group Deployment -

Azure App Service Deploy: $(WebsiteName)
o Azure App Senice Deploy

$(System tory)/_PartsUnlimitedLab-CI-HOL/

$(syst tory)/_PartsUnlimitedLab-CI-HOL,

c ountName in
$(StorageAc ~CdnStorageC ev $(C )-dev -C

Deployment mode * @

Incremental v

Figure 4.5: Configuration of the task for creation of the needed infrastructure in
Azure for the Continuous Deployment Release Pipeline

4.2 Infrastructure as a Service

This section describes the use of Microsoft Azure laaS offering. The use of Infra-
structure as Code(IaC) paradigm is explored, which is s a practice that enables the
automation and validation of the creation and teardown of infrastructure, such as
networks and virtual machines, to help deliver secure, stable application hosting
platforms. [21] This is demonstrated through use of:

e Azure Automation Runbook deployments
o Azure Automation with DSC (Desired State Configuration)
e Deployment of Azure resources with ARM templates

Microsoft Azure has been built to support Infrastructure as Code principles. This
is done with the use of Resource Manager which is the central orchestrator which
works with Azure Resource Providers such as Azure Compute, Azure Storage, or
Azure Network which are responsible for creating the resources orchestrated by
the Resource Manager. This is all done through API (Application Programming
Interface) calls as every Azure component exposes an API. The APIs can also be
invoked cross platform Azure Command Line Interface or Azure PowerShell. After
the creation of the resources deeper integration is done through Azure Automation
and Desired State Configuration (DSC). [21] Infrastructure as Code can also be
used for deploying PaaS services, as described in section 3.1 which uses ARM
templates for provisioning the Web App environment. {.T]

In the following subsections, a description is made for how to create and config-
ure 2 virtual machines (VMs) behind a load balancer and the associated resources
required by the VMs and the load balancer.
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All pipelines > % PartsUnlimitedHOLrelease + Release

meure mpp ssTIGE UepIvy,

ployment process Azure subscription* @ | Manage 2

Free Trial (f4db7015-2635-485f-ade3-9b800f260f3)
Agent phase +
£ Run on agent Apptype* @

%) Azure DeploymentCreate Or Update Reso Web App

App Service name *  ©

A App Serice Depoy:§(WetsiteName) O | swebstonams

Deploy toslot @
Resource group* @

$(ResourceGroupName)

slot* @
Dev

Virtual application @

Package or folder * @

$(System.DefaultWorkingDirectory)/_PartsUnlimitedLab-CI-HOL/drop/partsunlimited.zip

File Transforms & Variable Substitution Options v
Additional Deployment Options ~

Take App Offline @
[] publish using Web Deploy @

Figure 4.6: Configuration of the task for deployment of the web app in Azure for
the Continuous Deployment Release Pipeline

4.2.1 Azure Automation Runbook Deployment

Azure Automation is an Azure service that provides a way for users to automate
the manual, long-running, error-prone, and frequently repeated tasks that are com-
monly performed in a cloud and enterprise environment. [21]]

In order to use Azure Automation, one must have an Automation Account which is
the container where automation artifacts are stored. This can be done through the
Azure Portal.

After this is done one needs to configure the automation assets. First, an upgrade
the Azure Modules is needed, which are part of the Automation account, then one
needs to browse the modules gallery and import the AzureRM.Network module.
Then, one can configure the variables which are persistent values that are available
to all runbooks and DSC configurations that can also be encrypted. The variables
are configured for the virtual machines, resource group name, user name, user pass-
word, and location which will be later used by the runbook.

Next, one needs to create or upload the existing runbook .ps1 [file for provisioning
the environment from the GitHub page of PartsUnlimited . After doing this, one
can start the runbook which provisions the needed resources. [4.9]

4.2.2 Azure Automation with DSC (Desired State Configuration)

One of the principles of cloud applications development is a strict separation of
configuration from code as described in the 12 factor app which has become one
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Pre-deployment conditions
Staging

% Triggers Vv

Define the trigger that will start deployment to this environment

_| % | staging a %
2| 1 phase, 1 task ¢ 2 & Pre-deployment approvals ~ @D :oobied
Select the users who can approve or reject deployments to this environment
Approvers ®
° Stefan Stojkovski X Search users and groups
Timeout ®
30 Days v
Approval policies
D User requesting a release or deployment should not approve

D Skip approval if the same approver approved the previous environment @

Figure 4.7: Configuration of pre-deployment approvals for the task for deployment
of the web app Staging Environment in Azure for the Continuous Deployment
Release Pipeline

of the most common guidelines for cloud app development principles. [37] What
is described in this subsection is the Microsoft Azure approach to enable this prin-
ciple of configuration as code, which is called Desired State Configuration (DSC).
With DSC, one only needs to describe the desired state of the environment with
a simple declarative syntax that has been added into the PowerShell language and
then distribute it to each of the target nodes in the environment. This way the con-
figuration drift is solved by constant checks of the current configuration with the
desired configuration declared in DSC code. DSC provides idempotency, enabling
to reach the desired state by applying the whole configuration, regardless of the
starting state.[21]

Automation DSC in Azure has a simple workflow that consists of:

1. Create a DSC script

2. Upload it to an Automation Account in Azure and compile the script into a
Managed Object Format (MOF) file.

3. Define the nodes that will use the configuration

In our example, a configuration is done so the VMs have IIS (Internet Informa-
tion Services) enabled on them. In order to do this a simple DSC script is created.
Then, upload of the script to the Automation Account is done, under DSC config-
urations blade using the Azure Portal. After doing this, next one needs to compile
the script into MOF file through the Azure Portal. {.10]

The final step needed to be done is to connect the virtual machines to the auto-
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+ Add a variable D Refresh

NAME TYPE VALUE LAST MODIFIED

Location String eastus 6/6/2018, 4:26 PM
Password Unknown (encrypted) FRERERR R RERRRR R 6/6/2018, 4:26 PM
ResourceGroupName String rg1 6/6/2018, 4:25 PM
UserName String Student 6/6/2018, 4:26 PM
VM1Name String vm1 6/6/2018, 4:24 PM
VM2Name String vm2 6/6/2018, 4:24 PM

Figure 4.8: Configuration of variable assets needed to deploy the desired infra-
structure

mation account and specify the configuration settings for each. After this is done
the VMs pull the configuration settings from the Automation Account, apply them,
and regularly check to compare the current state with the desired state and report
the compliance. [4.11]

In order to verify if the configuration has been applied, one can retrieve the IP
address of the load balancer[d.12]from the Azure Portal and check if IIS has already
been installed.

4.2.3 Deployment of Azure resources with ARM templates

In this subsection, it is described how the teams can use ARM templates from

different sources and with different deployment options, to deploy and configure

virtual machines and infrastructure to Azure. This helps the DevOps teams to get

familiar with ARM templates and choose the preferred option for their use case.
The following ways to deploy an ARM template are described:

1. Deploy a QuickStart ARM Template from GitHub

2. Generate an ARM template based on an existing resource group via the
Portal

3. Deploy a template using Powershell that removes all resources in a resource
group

4. Edit and Deploy template via the Azure Portal

5. Deploy ARM Templates using Azure CLI 2.0
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rgl-avsetl Availability set
rgllb Load balancer
rgl1lb-pip1 Public IP address
=] rglvm134433854 Storage account
E.T rglvm1-nic1 Network interface
rglvmi-pip1 Public IP address
=] rglvm251196646 Storage account
E.T rglvm2-nicl Network interface
rglvm2-pip1 Public IP address
&2 rgl-vnetl Virtual network
S vmi Virtual machine
> BGInfo (vm1/BGInfo) Microsoft.Compute/virtualMachines/extensi...
S vm2 Virtual machine
> BGInfo (vm2/BGInfo) Microsoft.Compute/virtualMachines/extensi...

Figure 4.9: Provisioned resources after automated deployment of the runbook. The
figure shows 2 virtual machines, 1 load balancer and other required resources

DevOpsLabs1 - DSC configurations A X
.‘ Automation Account
0 « = Add a configuration [/} Leammore  Jfi§ Browse gallery  {) Refresh
NAME AUTHORING STATUS LAST MODIFIED
S Inventory
LabConfig Published 6/6/2018, 8:11 PM

=) Change tracking
DSC nodes

DSC configurations

Figure 4.10: Compiled and published DSC script in Automation Account ready to
be used by VMs

Deploy a QuickStart ARM Template from GitHub

One of the ways to start and deploy ARM template is to simply start exploring
the ready made QuickStart templates. Once a desired template is chosen, one can
click the button Deploy to Azure and fill in the required parameters according to the
resource that needs to be created. For this one needs an active Azure subscription,
and one can get more information about the other required parameters by reading
the README files provided for each template. In order to verify if the deployment
is successful, one can go to the portal and check if the desired resources have been
created.
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DSC nodes Status Node configuration name VM DSC extension version > 2.70

7 selected v 2 selected v 2 selected v

NAME T STATUS 7. NODE CONFIGURATION 7. LASTSEEN L VM DSC EXTENSION VERSION > 2.70 T

vm1 Compliant LabConfig.WebServer 6/6/2018, 8:36 PM Yes

vm2 Compliant LabConfig.WebServer 6/6/2018, 8:39 PM Yes

Figure 4.11: VMs that have applied the Desired State Configuration and with a
compliant state
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Figure 4.12: The IP address of the Load Balancer

Generate an ARM template based on an existing resource group via the Portal

For every resource that is created, there is the possibility to generate an ARM
template out of it. In order to do this, one should navigate to the targeted resource
and find the Automation Script blade. From there an ARM template is generated
which can either be downloaded or added to library and stored in the Azure account
for future use. The library can be found in the Templates service on the portal.

Deploy a template using Powershell

Another way of deploying an ARM template is through PowerShell.
First, one needs to create a template file. Then run the following script in Power-
Shell on the PC:

#cmdlet to sign in to you azure subscription
Add—AzureRmAccount

#define a variable to point to your template file. You can run
#the command in either line 9 or line 12. If you placed it

#in 'mydocuments’ folder , or some other system defined folder you
#can use the ’getfolderpath’ method as below,

$template = [environment]:: getfolderpath( mydocuments )
+”\ EmptyTemplate . json”
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Figure 4.13: The state after successfully installing IIS, notice the IP address is
same with the IP address of the Load Balancer

# Command to deploy the ARM template

#Replace YOUR-RGNAME with the name of your resource group
New—AzureRmResourceGroupDeployment —ResourceGroupName ’YOUR-RG-NAME’
—Mode Complete —TemplateFile $template —Force

During the script execution there is a prompt to enter Azure credentials, and after
the execution the outcome is that the resource group is still in place, but the re-
sources are removed.

Edit and Deploy template via the Azure Portal

Another option for deploying ARM templates is via the Azure Portal by using the
Templates service, which contains the templates library associated with the profile.
From here one can view, edit and deploy your templates. When certain template
is chosen for deployment, a custom blade appears with the required parameters
defined in the template.

Deploy ARM Templates using Azure CLI 2.0

The advantage of using the Azure CLI is that it can be used by any platform (Win-
dows, Linux or macOS). There are two ways to deploy an ARM template with the
CLI:

e using remote source
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o from local source using separate parameters file

4.3 Testing

In this section it is described how the web app can be tested in production by us-
ing deployment slots and writing automated UI Tests using Selenium. Automated
testing helps developers run tests often, to verify the software quality continuously.
This has various benefits such as obtaining early feedback, shortening the release
cycles, reducing cost, measuring quality continuously, avoiding regressions, ship-
ping high-quality product, and finally, making their customers happy. [20] Unit
testing in the CI/CD pipeline is demonstrated for which there were tests already
present in the project code and are executed as a step for the build. In this section it
is described how to create automated UI tests by using Selenium and also adding a
deployment slot to an Azure Website for deploying new features or enhancements
to the website, as well as adding routing rules to direct traffic to the test site with
PowerShell.

4.3.1 Testing in production

In this subsection it is described how one can test new feature and expose it gradu-
ally to users, so one can make a better decision if one wants to release the feature to
all customers. To demonstrate this the PartsUnlimited app is used which the CI/CD
deployment is described in[4.1] To do this, one first needs to add a new deployment
slot in our Web App Service resource. One can do this by navigating to the App
Service in our resource group, selecting the Deployment Slots tile and adding the
new slot.

The change that is made and tested is a change in the interval of the jumbotron-
carousel which switches the images on the home page by increasing it from 5 to 20
seconds. We do this in the Index.cshtml file in the Home folder under the Views
folder in the PartsUnlimited solution.

After this change the application can be published directly from Visual Studio
by creating deployment profile for the new slot, then publishing it to Azure App
Service.

After the successful deployment of the app with the new feature to the Test slot,
one wants to change the traffic rules to to Direct Traffic to the Test Site with the
help of PowerShell. [20]

4.3.2 Coded Ul Test using Selenium in Visual Studio

In this subsection it is demonstrated how to use automated tests conducted through
the user interface to test components together in scenarios. Coded Ul tests typically
drive the application through its user interface (UI) and include functional testing
of the UI controls. Coded Ul test was created by using The Selenium automation
tools which speaks a language known as Selenese. Rather than issuing Selenese
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}

[@section scripts {

= <script>
$('.carousel’).carousel()

</script>

o
@ woa o

2
13}
5 (@section prebody {

16 [«div class="hero-display™>

= <div id="jumbotron-carousel” class="carousel slide" data-ride="carousel"|data-interval="2000@">
18 <!-- Indicators --»

9 [ <ol class="carousel-indicators">

to="8" class="active"»</1li>
to="1"></1i>
e-to="2"></1i>

#jumbotron-carousel” data-s
#jumbotron-carousel”™ data-s

20

22 <1li data-target="#jumbotron-carousel” data-=s
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Figure 4.14: Changing the interval of the carousel feature from 5 to 20 seconds

directly to the different types of browsers, web drivers are used to perform the
translation.

The Selenium tests are written in Visual Studio 2017. One needs to create a Unit
Test Project and then we need to install several NuGet packages so one can be able
to use Selenium:

e Selenium.WebDriver
e Selenium.WebDriver.ChromeDriver

Selenium.WebDriver.IEDriver

Selenium.Firefox.WebDriver

Selenium. WebDriver.PhantomJS.Xplatform

Then, one needs to write the code for the coded Ul test. What Selenium is doing
is finding the HTML elements and doing different actions with them. The easiest
way to find out the IDs of the UI elements subject to test is by using developer tools
on our browser, hover over the targeted element and the ID is displayed. {.13|

To verify the test, one needs to build the solution, select the tests to run, and
click Run Selected Tests to execute the tests.

4.4 Application monitoring

In this section it is described how one can use out-of-box telemetry for Applica-
tion Insights to gain further insight into how users are behaving towards their web
application, and drill down into performance monitoring data. After release of the
code, one wants to monitor its quality. No matter how much confidence one has
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Figure 4.15: The code for the Selenium Test which is a coded Ul test

in the code, production is the best place to monitor the performance of their ap-
plication since test data does not always represent the production data with high
accuracy. Moreover, the system loads are different, the user base (operating sys-
tems, browsers, or local software) and network conditions also tend to have great
variance and contain factors out of our control. This is why one should implement
a strong feedback loop that can help them deliver better value to their users in all
aspects such as performance, exceptions, usage, user behavior, and user experi-
ence. [14]

In the subsequent subsection it is described how one can take advantage of the
Azure Application Insights to monitor user telemetry, performance and usage ana-
lysis and this chapter is finished with description on how one can implement feature
flags.

4.4.1 User Telemetry and Perf Monitoring with App Insights

In this subsection it is described how, by using the out-of-box telemetry for Ap-
plication Insights, the teams are able to find out how people use the application and
gain insights into the goals that they need to achieve.

To do this, one first needs to set up Azure Application Insights for the PartsUnlim-
ited website backend and frontend which is documented here.

After successfully enabling Application Insights, some scripts were created to gen-
erate requests on the website which can be found in the appendix. Finally, one can
navigate to the Application Insights resource in the Azure Portal and monitor the
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different metrics that it offers:
e Server response time [4.16]
e Page View load time
e Number of server requests over time{.17]
o Ajax call performance

Each of these metrics can be explored even deeper to investigate possible issues
and to react fast to fix them.

Health

Overview timeline
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Figure 4.16: Azure Application Insights overview of the performance metrics of
the web application PartsUnlimited

4.4.2 Creating Custom Telemetry Events

In this subsection it is described how one can create custom telemetry events both
on client side and server side. This types of events can help them understand better
how their users are interacting with the app and what kind of issues they are facing.
To do this one needs to do some changes in the code and then query the logs from
this events to gain deeper insights.
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Figure 4.17: Azure Application Insights overview of the number of server requests
for the web application PartsUnlimited

After data has been generated for the custom events, one can write custom quer-
ies to view the performance metrics and data. This is done from the Azure Portal in
the Analytics part of the Application Insights resource. One can check the events
by simply typing customEvents in the query window. One can also write more
complex queries like:

e Number of custom events in the last couple hours on a line chart 4. 18]
e Top 10 custom events of our application shown in a bar chart[4.19]

e Any other relevant information that we can think of

4.4.3 Feature flag implementation

In this subsection it is described how to implement feature flags. Feature flags give
us the ability to turn features on or off without deploying new code. This enables us
to test our features in production, getting early feedback from subset of our users,
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customEvents
| summarize event_count=count() by timestamp
| render timechart

Completed. Showing results from the last 24 hours. @ stefanpu-Insights (3 00:00:00.666 [Z] 3 records
EZTABLE  .ilICHART Linev Timestamp v Event_countv Sum v Display time (UTC+00:00) v #

Legend®
) event_count

event_count

15:00 18:00 21:00 00:00 03:00 06:00
timestamp [UTC]

Figure 4.18: Azure Application Insights query for number of custom events in the
last couple hours on a line chart

and incrementally enable it for everyone if it is successful. In our project we im-
plement a simple feature flag for phone number validation.

To verify that the feature flag is working, one needs to rerun the website locally,
log in with the credentials in the config.json file, navigate to the new page created
under Profile, View Features and see the active feature flags displayed in a list
which can be turned on or off.

Before turning the feature on, one needs to navigate to Profile, Manage Account,
Add Phone Number and enter an invalid string and click Submit to trigger a valid-
ation error that only displays after the button is pressed. {4.21]

After the feature is turned on, if one navigates to the same page, they can notice
that the placeholder is different to the one before. 4.22]

Finally when one types something incorrect, one sees a red border appearing
around the input and if one clicks submit, a popup appears asking the user to enter
the correct format. [4.23]

4.5 Conclusions

This chapter addresses the challenge of how to raise awareness and encourage the
affected staff from cloud adoption. This is done by demonstration of the capabilit-
ies of Microsoft Azure Cloud technology and Visual Studio Team Services to speed
up development and operations processes. The purpose is to showcase how Cloud
Computing technology integrates into the whole development cycle and speed up
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customEvents

| where timestamp >= ago(24h)
| summarize count() by name

| top 10 by count_

| render barchart

Completed @ stefanpu-Insights (3 00:00:00.696 [5] 9 records
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Legend®
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Remove.Item.11
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Figure 4.19: Azure Application Insights query for top 10 custom events of our
application shown in a bar chart

delivery time. Moreover, it is demonstrated how many of the processes can be
automated which makes the development process stable, predictable, repeatable.
This also encourages experimentation since the risk in this way of developing is
lower because changes can be reverted very easily and there are also many testing
tools to test the outcome of the changes in a similar or same environment before
it is deployed to production. Additionally, Microsoft Azure provides one platform
for the whole lifecycle management from checking in the code, to deployment of
infrastructure, publishing applications and later monitoring and management of the
applications. This enables teams to be more independent and be in complete con-
trol of their products, since once they are on-boarded to the platform, everything
further is self-service. By developing scenarios that fully demonstrate the capabil-
ities of the Microsoft Azure platform, the potential customer teams can get better
insight of all the benefits of the future change that they will face and be more en-
couraged to embrace the technology as early as possible.

However, the scenarios developed cover only a small fraction of the full capabil-
ities of Microsoft Azure and are not a fit for all the workloads developed by the
teams in Rabobank. The idea behind the presentation of the particular use cases
is to familiarize the staff with the way of working, cloud development principles,
and the change of mindset by getting full control and ownership of your product
development, compared with the dependencies and shared responsibility with the
on-premise datacenter team.
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Figure 4.21: Validation before the feature flag is turned on. It only triggers after

the button is pressed

Phone Number

Add a phone number

SUBMIT

Figure 4.22: The look of the new placeholder after we enable the feature flag
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Figure 4.23: Validation after the feature flag is turned on. It triggers a popup
asking the user to enter the correct format after the button is pressed
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Chapter 5

Qualitative and quantitative
comparison of an application
application performance on
various cloud services

This chapter describes the qualitative and quantitative comparison of the applica-
tion deployed on various cloud services including:

e Windows Server Virtual Machine
e Azure Kubernetes Service

e Azure Application Service - Web Application

The motivation behind this comparison is to gain insight into the performance,
cost, ease of deployment and life cycle management of an application deployed
on different cloud services. This insight is used to aid the decision process for
application migrations within Rabobank that would not be rearchitected and will
be migrated in “lift and shift” style. The current Microsoft Azure offerings allow
identical Micosoft Windows Server migration on a virtual machine which is laaS
offering and everything is managed by the end user. Another option is to use PaaS
service and deploy the application on Azure Application Service and have the un-
derlying application managed by Microsoft. The final option is to containerize the
application and have it deployed on Azure Kubernetes Service which is the man-
aged Kubernetes offering from Microsoft Azure. The benefits and drawbacks of
each of these options are further discussed in this chapter.
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5.1 Testing environment and conditions

The deployed application is designed to serve a load of 250 users. The testing was
started with incremental increase of the user load and while testing with different
values, it was concluded that user load of 300 users is stable and can be served as
good reference point to compare the performance of the 3 different deployments.
Moreover, to test the application in a more extreme conditions, performance tests
were done with a user load of 1000 users to monitor the difference in the perform-
ance. The Windows Server was deployed on a virtual machine with 4 virtual cores
and 8 GBs of RAM, with SSD (Solid state drive) storage device. The App Service
Web app was deployed on a virtual machine with 4 virtual cores and 7 GBs of
RAM, with SSD storage device. The Azure Kubernetes Service containers were
deployed each on Azure Container instances with 1 virtual core and 1.5 GBs of
RAM, so a similar infrastructure is used for fair comparison.

To get objective results each test was conducted in different times of the day: morn-
ing, afternoon and evening. Moreover tests were conducted both on days during
the week and on days during the weekends. Each test was executed at least 3 times
under each condition (ex. Day during week, morning, 300 users load). Moreover
the tests were conducted in more than one day both, during the week and during
the weekend. In the beginning, the tests under each condition were conducted up
to 7 times, but it was concluded that there was no notable difference in the res-
ults if conducted 3 or 7 times, so it was decided to conduct each test under same
conditions for 3 times. If the results between testings under same conditions were
variable, then more tests were planned to be conducted, but this was not the case.

5.2 Windows Server Virtual Machine

Azure Virtual Machines (VM) is one of several types of on-demand, scalable com-
puting resources that Azure offers. The typical choice for VM is when one needs
more control over the computing environment compared to the other offers from
Azure. [23]]

5.2.1 Ease of deployment

The deployment of the application on Windows Server requires most effort, since
the person responsible for this first needs to make sure that the proper elements
are installed on the machine and configure and manage everything by themselves.
The responsible person should also create all the virtual networks, network security
groups, storage and OS versions.

5.2.2 Lifecycle management

In terms of life cycle management, again the Windows Server virtual machine re-
quires most effort since this is Infrastructure as a Service offering. This means
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that someone is responsible for updating the operating system with the latest soft-
ware, rotation of the keys and everything else that needs to be configured. Some of
these things can be automated, but the automation scripts still need to be created,
managed and supervised by the staff. For application updates to be without down-
time, one needs to have multiple virtual machines deployed behind a load balancer
and make sure that that the traffic is balanced correctly from the old to the newer
version of the application. This is all manual work that slows down the delivery
process and can be error prone.

5.2.3 Cost

To run the application on a virtual machine we need the following resources:

e Windows Server 2016 virtual machine with size DS2v2 which costs 183
dollars per month

e Public IP address which costs 2.628 dollars per month

e Virtual network which is charged 0.01 per GB, we assume 200GB transfer
of data for 2 dollars

e Managed SSD OS disk 19.71 per month
o Network interface - free of charge
e Network Security Group - free of charge

The estimated total costs are 207.33 dollars per month.

5.2.4 Performance

For this deployment a virtual machine with Windows Server 2016 with 4 virtual
cores and 8 GBs of RAM was used, with SSD storage device. The application was
deployed on IIS (Internet Information Services) server.

The application under the target load of 300 users displayed a stable performance
between 270 and 300 ms response time during weekdays, and between 250 and
320 ms during the weekend days. On average it served around 350000 successful
requests with single digit failed requests.

Under target load of 1000 users, it the average response time increased to around
1500 ms. However the number of successful requests remained stable with around
350000 successful requests, but the number of failed requests increased signific-
antly with around 100000 failed requests on average per each test.
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Figure 5.1: Performance comparison of Windows Server VM. User load of 300
users and 1000 users. Percentage of successful requests under user load of 1000
users.
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5.3 Azure Kubernetes Service

Azure Kubernetes Service (AKS) makes it simple to deploy a managed Kubernetes
cluster in Azure. It takes care of the complexity and operational overhead of man-
aging Kubernetes. Azure handles critical tasks like health monitoring and mainten-
ance. The Kubernetes masters are managed by Azure. As a managed Kubernetes
service, AKS is free - you only pay for the agent nodes within your clusters, not for
the masters. [[17] Azure Container Instances is a serverless way to run a container
in Azure, without having to manage any virtual machines and without having to
adopt a higher-level service. [15]]

5.3.1 Ease of deployment

Since Azure Kubernetes service is Platform as a Service offering, the development
team does not have to manage the machines in the cluster or anything related to in-
frastructure components of the deployed cluster. The cluster is deployed once and
then used as is out of the box. The only configuration that is done is managing the
scaling policies. This can be done manually or by enabling autoscaling functional-
ity based on a certain metric, such as CPU average utilization over certain period
of time. Moreover the Kubernetes engine version update is also managed by Mi-
crosoft and does not cause any downtime for the cluster as it is done incrementally
on the nodes that are part of the cluster.

5.3.2 Lifecycle management

The nodes and all the other infrastructure components related to the cluster are
managed by Microsoft, so there is no need for manual interventions in this term.
The team which uses the cluster is able to trigger update of the version of the
Kubernetes engine and that is done incrementally without downtime. Moreover,
when new application version is released everything can be automated in a CI/CD
pipeline, from building the container to deployment on the cluster in a desired way
(at once or incrementally).

5.3.3 Cost

To deploy an application on Azure Kubernetes service, the following resources are
needed:

o AKS cluster - free of charge

e 2 to 4 container instances which are serverless instances which cost 178.85
dollars per month

e [oad balancer - free of charge

e Managed SSD disk which costs 9.60 dollars per month
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e One node machine which costs 14.60 dollars per month

This totals of 203,05 dollars per month

5.3.4 Performance

For the deployment on Azure Kubernetes Service, 4 Windows containers on the
service Azure Container Instances were used, each with 1 virtual core and 1.5 GBs
of RAM.

The application under the target load of 300 users had a response time of around
260 to 300 ms on average on weekdays. On weekends the performance was vari-
able with 330 ms average in the morning, 230 ms average in the afternoon and 280
ms average in the evening. This variety may be explained due to the serverless
architecture of Azure Container instances, and the different time it takes to spin
up an instance of the container. On average it served around 400000 successful
requests with single digit failed requests.

Under target load of 1000 users, it the average response time increased to around
500 ms during the morning and afternoon on the weekdays and during the whole
day in the weekend. The exception was one evening during the weekdays when
the average response time increased to around 1700 ms on average. The number
of successful requests increased with around 750000 successful requests, and the
number of failed requests increased insignificantly with around 350 failed requests
on average per each test, with exception of the evening of the weekday test with
6000 failed requests on average. [5.2| The reasons for this behavior are unknown, but
one reason may be the noisy neighbor effect which is the effect when a co-tenant
may monopolize bandwidth, CPU, disk 10,and other resources, and can negatively
affect other users cloud performance. [32]
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Figure 5.2: Performance comparison of Azure Kubernetes Service. User load of
300 users and 1000 users. Percentage of successful requests under user load of
1000 users.
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5.4 Azure Application Service - Web Application

Azure App Service Web Apps (or just Web Apps) is a service for hosting web
applications, REST APIs, and mobile back ends. One can deploy applications de-
veloped in their favorite language such as .NET, .NET Core, Java, Ruby, Node.js,
PHP, or Python. The applications run and scale on Windows-based environments.
Web Apps service adds the power of Azure such as security, load balancing, auto-
scaling, and automated management. With App Service, you pay for the Azure
compute resources you use. [26]

5.4.1 Ease of deployment

Since Azure Application Service is Platform as a Service offering, the develop-
ment team does not have to manage the machines in the cluster or anything related
to infrastructure components of the deployed cluster. The cluster is deployed once
and then used as is out of the box. The only configuration that is done is managing
the scaling policies. This can be done manually or by enabling autoscaling func-
tionality based on a certain metric, such as CPU average utilization over certain
period of time.

5.4.2 Lifecycle management

The nodes and all the other infrastructure components related to the cluster are
managed by Microsoft, so there is no need for manual interventions in this term.
Moreover, when new application version is released everything can be automated in
a CI/CD pipeline, from building the code to publishing it to the Web App Service.
Web App Service also offers deployment slots which serve as testing environments
with their own hostnames. After publishing the application to a deployment slot
and you are sure that everything is working correctly, it is easy to swap it with
production. This eliminates downtime when you deploy your app.

54.3 Cost

To deploy the application to Azure App Service we only need App Service Plan
and an App Service. The cost for Azure Application Service - Web Application is
292.00 dollars per month.

5.4.4 Performance

For this deployment a Web App running on Windows was used, with 1 instance
that has 4 virtual cores and 7 GBs of RAM , with SSD storage device.

The application under the target load of 300 users displayed a stable performance
between 950 and 1000 ms response time both during weekdays and weekend days.
On average it served around 200000 successful requests with around 700 failed
requests.
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Under target load of 1000 users, it the average response time increased to around
3700 ms. The number of successful requests decreased to around 170000 success-

ful requests, but the number of failed requests increased significantly with around
18000 failed requests on average per each test. [5.3]
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Figure 5.3: Performance comparison of Azure App Service: Web App. User load
of 300 users and 1000 users. Percentage of successful requests under user load of
1000 users.
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5.5 Opverall performance comparison

In this section side to side analysis is done on all the services in scope of this
chapter. Performance is described under load of 300 users and 1000 users under
comparable underlying infrastructure. Finally some tests were performed with dif-
ferent underlying infrastructure for experimentation purposes.

5.5.1 Weekday vs. weekend days testing, different times of day testing

The testing was done both on days during the week and during the weekends.
There were only 2 notable differences in the performance, and both were con-
nected to the performance of Azure Kuberenets Service. The response time on
weekend morning was around 200ms worse than the rest of the day on the week-
end and the response time on one evening during the weekdays was around 1100
ms worse than the measurements taken during different times of that day. These
performance varieties were not noticed when testing was conducted in the same
time periods under same conditions on other days, but it is left as a reference that
Azure Kubernetes service may have more unpredictable behavior. In the rest of
the chapter, performance is described during the weekday measurements because
of more tests conducted during the weekdays, and no other notable differences
compared with weekend days tests. [5.4]
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Figure 5.4: Comparison of number of successful requests under user load of 300
and 1000 users done in the weekend vs weekday.
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5.5.2 Performance under load of 300 users

The deployed application is designed to serve a load of around 250 users. The load
testing was started with incremental increase of the user load and while testing with
different values, it was concluded that user load of 300 users is stable, the infra-
structure is fully utilized and can be served as good reference point to compare the
performance of the 3 different deployments.

The application deployed on Windows Server Virtual Machine and on Azure Kuberenets
service displayed very similar results in terms of response time with response times
between 250 and 300 ms. The application deployed on App Service : Web Apps
demonstrated much worse performance with response times around 1000ms. [5.3]

Response time, Weekday measurement ,
300 users load, average values
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1 = Morning, 2 = Aftefnoon, 3 = Evening

Figure 5.5: Response time comparison under user load of 300 users.

When it comes to number of successful requests the best performance is achieved
with AKS with around 400000 successful requests on average, followed by Win-
dows Server with around 350000 successful requests on average. The worst per-
formance, was again demonstrated by the Web App service with only around
200000 successful requests or 50% worse performance than AKS. [5.6]
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Figure 5.6: Comparison of number of successful requests under user load of 300
users.

The number of failed requests under the load of 300 users was insignificant as
less than 1 percent of the requests failed on each deployment type.

The results demonstrate that while the response times are similar with AKS and
Windows Server VM, the AKS deployment was able to serve 14% (50k) more
requests than the Windows Server VM. The worst performance measured both in
response time and number of successful requests was demonstrated by the WebApp
with 50% less requests served compared to AKS and 3 times worse response times
than AKS and Windows Server VM.

5.5.3 Performance under load of 1000 users

This test was conducted to serve as a reference how do the deployments on differ-
ent services behave under increased load of 1000 users.

The application deployed on AKS demonstrated best performance in terms of re-
sponse time with response times between 500 and 550 ms. During the testing there
were 2 deployments that varied significantly and this was one evening during the
weekdays with average response times of 1700 ms and one morning during the
weekend with response times of 700 ms. The reasons for this much variation are
not clear since the testing conditions were the same in all of the conducted tests.
The application deployed on App Service : Web Apps demonstrated much worse
performance with response times around 3600 ms. [5.7]
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Figure 5.7: Response time comparison under user load of 1000 users.

When it comes to number of successful requests the best performance is achieved
with AKS with around 750000 successful requests on average, followed by Win-
dows Server with around 350000 successful requests on average. The worst per-
formance, was again demonstrated by the Web App service with only around
170000 successful requests. [5.§]
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Figure 5.8: Comparison of number of successful requests under user load of 1000
users.

The number of failed requests for AKS was around 350, while there was a big
increase in failed requests for the Windows Server VM with around 100000 failed
requests on average. The deployment on Web App service was again with worse
performance with around 170000 failed requests. [5.9]

The results demonstrate that the increased load of users effects the response time
of all deployments that results in longer response times. The best reaction to the
increased load was demonstrated by AKS with only 200 to 250 ms increased re-
sponse time, followed by Windows Server VM with around 1200 ms increase in
response time, followed by WebApp with 2600 ms increase of response time. In
terms of number of successful requests AKS demonstrated increase of this metric
from around 400k to 750k which has a huge significance, while the increase of the
failed requests was insignificant and less than 1% of total requests.

[5.7] The number of successful requests was not affected on the Windows Server
VM, with the deployment serving around 350k successful requests under the in-
creased load. The only change was in the increase of failed requests, which means
that not all users will be served, but the capacity of successfully served users re-
mained stable. ??

The deployment on Web App service demonstrated worst performance with largest
increase of response time and decrease of the number of successful requests. How-
ever, the increase of the failed requests was around 10% of total requests, less than
the percentage of total requests for the Windows Server VM which was around
20%.15.9
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Figure 5.9: Comparison of percentage of successful requests under user load of
1000 users.

5.5.4 Performance under load of 300 and 1000 users with experimental
conditions

In the final phase of the testing, the conditions were changed with a scenario with
2 or 3 instances of Web App service and other deployments under equal condi-
tions. And finally a test with only 1 container instance of AKS, same conditions
for Windows Server VM and 3 instances of Web App service was conducted. The
results are displayed in[5.10} The results show that Web App even with 2 deployed
instances is still not a match to the response times of the Windows Server VM or
AKS (case 1 at figure [5.10). To match the response times of AKS and Windows
server VM, 3 instances of Web App service were needed. (case 3 at figure [5.10).
Moreover the experiment with 1 container instance of AKS deployment demon-
strated much worse performance with response time of around 2500 ms, which
was expected. The final experimental condition was test of user load of 1000 users
in which the AKS cluster demonstrated the best performance again, even though
the Web App service was scaled to 3 instances. The Web App response time de-
creased to 720 ms, but it was still better than the response of the Windows Server
VM at 1440 ms(case 2 at figure [5.10).

The results demonstrate that the WebApp requires 3 times the resources to have the
same response time as the AKS cluster and Windows Server VM. Moreover only
1 container instance on the cluster could not compare with the performance of the
Web App or the Windows Server VM.
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Figure 5.10: Response time comparison under user load of 300 users under exper-
imental deployment conditions.

5.5.5 Coded User Interface testing with selenium

Coded UI tests typically drive the application through its user interface (UI) and
include functional testing of the UI controls. Coded UI test was created by using
the Selenium automation tools suite. The results of the tests demonstrated that all
three application deployments performed equally. This is displayed in figure[5.11]
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Figure 5.11: Results of coded Ul testing using Selenium.

5.6 Conclusions

This chapter described the performance comparison of a sample .NET Core e-
commerce application deployed on 3 different service offerings of Microsoft Azure.
The motivation behind this comparison is to gain insight into the performance, cost,
ease of deployment and life cycle management of an application deployed on dif-
ferent cloud services.

The results showed that Azure Kubernetes service has the best performance both in
terms of response time and number of successful requests. Moreover the increase
of user load had the least effect in the increase of response time and increase of
failed requests, while the number of successful requests also increased. The exper-
imental deployment with only 1 container instance performed poorly compared to
the other services.

The results for the Windows Server VM showed that the deployment performs the
same as AKS in terms of response time under load of 300 users, while the response
time and number of failed requests increases much more when the load is increased
to 1000 users. The load increase, however, did not affect the number of successful
request which remained stable.

The results for the Web App showed that the deployment performs worse among
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the services compared. It has largest response time, with lowest number of suc-
cessful requests served. The experimental testing showed that to achieve the per-
formance of AKS or the Windows Server VM, the Web App needs to be scaled out
to 3 instances. Moreover, the increase of load affected the Web App the most by
increasing the response time and decreasing the number of successful requests.

In terms of costs comparison Web App service is the most expensive with costs of
292 dollars per month, followed by Windows Server VM with costs of 207 dollars
per month, followed by AKS with 203 dollars per month.

The ease of deployment and lifecycle management of AKS and Web App is com-
parable and requires much less effort as it is Platform as a Service offering, com-
pared to Windows Server VM which is Infrastructure as a Service offering and
requires much more management by the end user.

The conclusion would be to choose AKS if one wants partially managed service
as it demonstrated much better performance compared to the other PaaS offer
(WebApp). Moreover, it is worth noting that Windows Server VM demonstrated
comparable performance to that of AKS for 300 users load and worse performance
for the load of 1000 users. If the application needs to scale out the recommendation
would be to choose either AKS or Web App since these services are much easier
to scale. For updates without downtime, the recommendation is to choose one of
the PaaS offerings (AKS or WebApp).

Finally, the shortcomings of these performance comparison need to be mentioned.
The underlying infrastructure used was not identical, but comparable, and this may
have influence on the final results. Moreover, the deployed application is just one
example of an application and not a general rule for performance of all applica-
tions. The applications may vary a lot, from the programming language that they
were written in, to applications that are more compute, memory or I/O operations
intensive and can be optimized to perform best with other underlying infrastruc-
ture. This performance analysis should serve as a reference if you are deploying a
similar type of application.

In the future, more tests can be conducted with various types of applications and
various types of underlying infrastructure to obtain even more detailed results, but
that was not in scope of this master thesis.
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Chapter 6

Security and Compliance:
Developing out of the box secure
and compliant cloud components.
Use case of Azure Cosmos DB

The adoption of the Cloud Computing technologies in an financial institution like
Rabobank has to be done in a very safe, controlled and compliant way. To achieve
this, Rabobank formed the Cloud Competence Center. The team enables DevOps
teams to deliver business value faster using Public Cloud in a safe, controlled and
compliant manner. The team takes care of everything related to management of
the platform like portals, identity, monitoring, governance, networking, automa-
tion, key management and the delivery of Microsoft Azure Services to be used
by the DevOps teams. The services are delivered as Pre-Certified Azure Services
(PreCAS features) in form of a VSTS (Visual Studio Team Services) extensions to
be used in release pipelines. These extensions are:

e Pre-approved: The development and release of the feature is approved by
the stakeholders and the security officer

o Compliant out-of-the box: The feature is compliant to the security and legal
requirements for technology use at the bank

e Reusable at Rabobank: The feature is released as Visual Studio Team Ser-
vices extension, which can be reused by all the teams that work in the bank

e Provide efficiency across the organization: Developing and certifying the
features enables teams to focus on their application development and not
focus on making the infrastructure components compliant, which is done
only once when developing the features.

This thesis investigates how to enforce security and compliance controls on us-
ing Microsoft Azure Components which is explained through the implementation
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of the feature Microsoft Azure Cosmos DB with the MongoDB API. To deliver
this the following steps were conducted:

e Planning and design decisions - Investigate the capabilities of the feature
and decide about the design

e Proof of Concept - Make a proof of concept with the feature on the Azure
Portal in a manual way

o Implementation - Implement the feature design as a VSTS extension

o Testing and evaluation - Test the feature with different parameters and in
different environments

6.1 Description of Azure CosmosDB

Azure Cosmos DB is a Microsoft database offering that provides turnkey global
distribution, elastic scaling of throughput and storage worldwide, single-digit mil-
lisecond latencies at the 99th percentile, five consistency models, and guaranteed
high availability. Azure Cosmos DB automatically indexes all your data without
requiring you to deal with schema or index management. Cosmos DB is a multi-
model service and supports document, key-value, graph, and column-family data
models. [16] The interest of our project is only the MongoDB API. The reason
behind this is that this is the only API that was requested from the DevOps teams
that they would like to use. The features of the CosmosDB service can be divided
in two categories: Control plane and Data plane. Our team is responsible only for
the security and configurations that can be done in the control plane and this is
what is delivered as a final product in form of a VSTS extension. We differentiate
the control plane features as features that are connected to the CosmosDB account
and its configuration, such as account creation, consistency levels etc., while the
data plane features are all the configurations related to data management such as
database and collection creation, sharding, partitioning etc.

6.2 Planning and design decisions

The development process begins with a research of the capabilities of the Cosmos
DB Service. For this the documentation of the Cosmos DB Service was read and
a white board session was organized where the capabilities of Cosmos DB were
presented, explaining what options can be configured with the purpose to made de-
cisions about the design and what should the final extension enable by default. The
design decisions made and the reasoning behind them are explained by category.

Security - Cosmos DB offers default encryption at rest (where the data resides)
with AES and TLS or SSL encryption at transit. Access in the control plane is
restricted with Role Based Access Control which is a common approach in com-
puter systems security where each user is granted certain access rights that they
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can use after they completed their authorization [9]. This prevents unauthorized
access, as well as it prevents access to resources by people in your organization
that should not have access to it. The communication with the data plane is done
with Hmac(hash-based message authentication code) signatures which protect the
data from attackers. This is done through hashing each request with the secret ac-
count key, and the subsequent base-64 encoded hash is sent with each call to Azure
Cosmos DB. Validation of the request is done by the service which uses the correct
secret key and properties to generate a hash which value is compared to the value of
the request. If the two values are equal, the operation is authorized, or otherwise it
fails[3][L6]. What is configurable regarding security is firewall IP whitelisting and
access from Azure virtual networks via Service Endpoints. Together with the team
consisting of the developers, security officer, architect and stakeholder representing
the customers needs, it was decided that this needs to be included as input in the
extension so the DevOps teams may be able to configure this according to the needs
of their application, infrastructure and security assessment. The reason behind this
is that there is no universal IP address (ex. general application gateway), or a pre-
defined virtual network that can be preconfigured and applicable to all of the users
of the feature. Therefore, the users of the feature can configure this according to
their security assessment. Moreover, access from other Azure Public Services can
be enabled or disabled and this is also an input to the extension. The reasoning be-
hind this is the same as for the IP whitelisting, there are multiple use cases for the
customers using the extension, so no single choice should be preconfigured. Re-
garding the security and storage of the keys and connection strings it was decided
to use the Azure Key Vault service modified by Rabobank to do automated key
rotation to enhance security. One of the reasons for using key rotation is because
it is mandated by regulation in the payment card industry data security standard
(PCI DSS) that dictates how credit card data must be secured [[6]. Moreover key
rotation can also be used to revoke old keys that are comprised, or to effect data
access revocation[1]. Finally, it was decided to only enable read access from the
Azure portal, as a general Rabobank policy for all the features. This is done to pre-
vent manual interventions, and every modification is done either through CI/CD
pipeline or the application which is logged and monitored, and can be audited. The
final outcome is allowing input for network access by either IP whitelisting or in-
tegration with vnet service endpoint or allowing access from Azure Services, input
for Key Vault for mandatory storing of keys and connection strings in Rabo com-
pliant way, and restricting access to the Azure portal with only read permissions.

Consistency and replication - Azure Cosmos DB provides five consistency levels:

e Strong: Linearizability. Reads are guaranteed to return the most recent ver-
sion of an item.

e Bounded-staleness: Consistent Prefix. Reads lag behind writes by at most k
prefixes or t interval

e Session: Consistent Prefix. Monotonic reads, monotonic writes, read-your-
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writes, write-follows-reads

o Consistent prefix: Updates returned are some prefix of all the updates, with
no gaps

e eventual: Out of order reads

It was decided to enable this as an input because the teams need to decide it ac-
cording to the business needs of their application. Replication is limited to two
Azure Regions: West Europe and North Europe. The reason for this is that the
data the bank processes should not leave the EU [29] and the general policy of
Rabobank is to deploy everything primarily in West Europe and replicate and do
backups in North Europe. Moreover, it was decided that automatic failover should
be enabled by default in production in order to prevent data loss in case of disasters.
Furthermore, it was decided to note in documentation that the replication implies
additional costs as twice the amount of resources are needed.

Monitoring performance - Through the Azure Portal, there is the possibility to
monitor the performance of the database. The metrics that are being monitored are:
Throughput, Storage, Availability, Latency and Consistency. It was decided that the
teams can have read access to this metrics as they will be useful to determine the
performance of their database. Moreover, there is an option of Data Explorer in the
Portal which allows the user to read the data through the Azure Portal. It was de-
cided that the access to the Data Explorer in the portal should also be configurable.
The reason behind this is that different teams have different needs for read access
for their application and this access may affect the CIA(Confidentiality, Integrity
and Availability) rating on the application. Confidentiality refers to protecting the
information from disclosure to unauthorized users, integrity of information refers
to protecting information from being modified by unauthorized users and availab-
ility of information refers to ensuring that authorized users are able to access the
information when this is needed[4]].

Logging diagnostic logs - Azure Cosmos DB has the possibility to push diagnostic
logs either to an Azure Storage Account, Event Hub or to Log Analytics. After a
discussion with the team responsible for the logging policies of the platform, it
was determined that the logging was already automated by the team and stored
in OMS(Operations Management Suite) Log Analytics. The reason why this is
done centrally is the access restriction to the management subscription and the fact
that there is no RBAC(Role Based Access Control) implemented for Log Analyt-
ics which poses security risks. OMS Log Analytics is the central body where logs
from all of the used components are being stored and processed. This means that
if a user has access to this service, the same user has access not only to the logs of
the components that he is the owner, but to all the logs in the Azure subscription
which poses a security risk.

Backup and restore - Azure Cosmos DB, by default, has 2 available backups,
and snapshots are taken approximately every 4 hours with a 30 days retention
period. This is not configurable at the moment, so no decisions had to be made
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for this. In the documentation of the feature it is noted that there are no incre-
mental backups and no point in time restore are available, so the teams can know
this in advance when making decisions about using the feature. The implications of
this are that there is a risk that some data may be lost, and backup can be done only
to a point of time defined by Microsoft, and not customizable by the user. There
are some backup alternatives like using the Azure data migration tool, export to
JSON through the portal or using Mongo scripts which is mentioned in the docu-
mentation. This has the downside of using a lot of RUs(Resource Units) that are
the measure for the throughput for Cosmos DB, and also a unit for cost charging.
That means that the more RUs are consumed the bigger the costs.

Data plane considerations - Configurations regarding the data plane are not in the
scope of the feature, but it is the responsibility of the team using the feature. In or-
der to help the teams make better decisions about configurations regarding the data
plane, it was decided that links to relevant information are part of the Rabobank
documentation of the feature. Links to resources regarding partition keys, scaling
throughput and storage, indexing policies, cost and performance optimizations are
included.

Other limitations - Access from on-premise development machines and servers
has to be requested separately through the regular process in the bank. This means
that a firewall rule change needs to be requested. Multi-master mode, which is a
configuration where users can write to master nodes in multiple Azure regions, is
disabled by default since it is in Preview mode. This means it is not yet officially
published by Microsoft, but it is published for beta testing by users.

6.3 Proof of Concept

The proof of concept phase involved implementation of the above mentioned design
by manual deployment of resources through the Azure Portal. The purpose of the
PoC was to test one use case and do modifications to it, so that most usage cases are
covered. For this a Cosmos DB account with the Mongo API enabled was created.
The security of the control plane access through the Azure Portal was tested by giv-
ing a user contributor rights and successfully making changes from that user, while
trying to access and make changes to the Cosmos DB from a second, unauthorized
user failed. In order to test the network access policies a database was created,
and a collection which was populated with sample data by a NodeJS application.
Then a modification to the firewall rules was made to allow IP white listing to a
certain machines, and an attempt to connect with a NodeJS app from the allowed
and restricted machines was done. The connection was successful only on the al-
lowed machines, as expected. The access from other Azure services was tested by
deploying the same NodelS app to an Azure Web App Service and successfully
connecting only when this was enabled and failing when this option was disabled.
The virtual network integration was also tested by adding firewall rule to allow ac-
cess to one virtual network, then an attempt to connect to the Cosmos DB was done
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from machines from both allowed and other virtual networks. The connection was
successful only from the machine residing in the allowed network, as expected.
The encryption at transit was tested by monitoring the traffic with the Wireshark
tool and no unencrypted data was detected.

The consistency was tested by enabling all of the consistency levels. The replica-
tion was tested by enabling it in West and North Europe regions in the Azure portal.
The proof of the consistency levels was not tested since it was out of scope for the
proof of concept and there are reliable sources on the Internet have already made
some tests.

Performance monitoring was tested by confirming the access to the metrics in the
portal and stressing the database until it had failed to respond to some requests and
noted that this was shown in the Portal.

Regarding the diagnostic logs, it was confirmed that there is automated creation of
logging account that pushes the logs to Log Analytics in the management Azure
subscription.

The backup and restore functionalities were not tested and were out of scope for
the proof of concept for the same reasons as not testing the consistency levels.
With this, the design decisions were confirmed and the development of the actual
VSTS extension was started.

6.4 Implementation details

In order to create a VSTS extension release task multiple steps need to be taken:
e Step 1: Create the task metadata file

e Step 2: Create the extension maniest file

Step 3: Package the extension

Step 4: Publish the extension
e Step 5: Install and test the extension [[13]]
Moreover, specific to Cosmos DB several things need to be created:
o ARM(Azure Resource Manager) template that describes the resources
e Main script that is called from the extension
e Script for creating the Cosmos DB and related resources
e Script for removing the Cosmos DB and related resources

The technical details of the implementation may be found in the appendix.

The final outcome is a VSTS extension that automates creation and removal
of Cosmos DB and its associated resources [6.3] The network topology is described
in[6.1] The allowed traffic flows are:
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e From Azure Services (public) to Azure Cosmos DB (configurable)

e From Azure Private to Cosmos DB using the virtual network service end-
point. Routing is controlled by the service endpoint routing.

e From on-premises to Cosmos DB over Internet. The consumer needs to re-
quest on-prem firewall rules to connect from an on-prem server to an Cosmos
DB on port 10255. Also it is recommended to enable IP whitelisitng and add
the machine IP to the IP white list.
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Figure 6.1: Network topology of the Azure and on-premise environment for using
Cosmos DB

6.5 Requirements for Security, Service Management Con-
trols and separation of responsibilities

This section describes the internal requirements of Rabobank for each cloud com-
ponent that is developed which are derived either by regulator requirements or
internal company preferred practices.

6.5.1 Security requirements and separation of responsibilities

In the subsequent tables, a summary of the security controls requirements is de-

scribed, including how they apply to the Cosmos DB feature and who is responsible
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Figure 6.2: Final VSTS extension release task for creating Cosmos DB

for each. The controls are divided in Foundation controls[6.1} Standard controls for
CIA(Confidentiality, Integrity, Availability) rated workloads|6.2]and Complement-
ary advanced controls[6.3]

6.5.2 Service management controls requirements and separation of
responsibilities

In the subsequent tables, a summary of the service management control require-
ments is described, including how they apply to the Cosmos DB feature and who is
responsible for each. The controls are divided in Foundation controls and
production controls[6.6]

6.6 Testing and evaluation

Few types of tests were conducted for the extension.

e Extension build, release and publishing
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Figure 6.3: Final VSTS extension release task for removing Cosmos DB

o Installing the extension and deployment in different environments with dif-
ferent configurations

e Manual test of the desired configuration after the resources are allocated

6.6.1 Extension build, release and publishing

After development is finished, the build, release and publish tasks are automated
using gulp.js and PowerShell script. If the tasks succeed, this means there are
no syntactic errors and the extension is successfully published and shared with
Rabobank VSTS environment.

6.6.2 Installing the extension and deployment in different environ-
ments with different configurations

After the extension is published and shared with the Rabobank VSTS environment,
the extension is installed. In order to verify that the customizable configurations
work, several configuration scenarios were deployed automatically through VSTS
release pipeline using the newly created extension and then manually tested. The
customizable configurations that were tested were the combinations of the follow-
ing:

e No firewall rules: All connections allowed

e Firewall rules with enabled or disabled IP whitelisting, with one or more IP
addresses as input, or input in CIDR format

e Firewall rules with vnet inegration enabled or disabled, with one or more
vnets as input
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e Firewall rules with access from Azure Public Services enabled or disabled

e Firewall rules with access to the Data Explorer in the Azure Portal enabled
or disabled

e Write locations: West Europe or North Europe

e Consistency levels: strong, bounded staleness, session, consistent prefix, and
eventual.

Moreover, apart from the configurable configuration, the configuration enabled by
default was tested as well:

e Replication (Geo redundancy) enabled by default

e Automatic Failover enabled by default

e Diagnostic logs automatically pushed to OMS Log Analytics

e Multi Master write mode disabled by default

e Primary Master and Primary Read Only keys are stored in Azure Key Vault

The outcome of the designed testing scenarios is described in
In order to create resources for the desired scenarios a VSTS pipeline which is
using the created task was created.

Figure 6.4: VSTS pipeline for creation of resources to test different deployment
scenarios

6.6.3 Manual test of the desired configuration after the resources are
deployed

After the resources have been deployed, they are subject to manual testing[6.5]

In order to test the firewall settings for IP whitelisting, connection is attempted
to the Cosmos DB from both allowed IPs, that are listed separately or are part of
network listed in CIDR format, and blocked IP addresses. It was confirmed that
the connection was successful from the authorized IPs, and rejected due to lack of
authorization from the other machines as expected.
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Figure 6.5: The resulting resources created from the VSTS pipeline

To test the connection from allowed virtual networks, virtual machines were cre-
ated in both allowed and blocked vnets. The connection to Cosmos DB was suc-
cessful from the machines in the allowed vnets, while the connection was rejected
from the machines in the other vnets or machines residing in the public Internet
that were not in the IP white list.

To test the connection from Azure Public services, a simple Azure Web App writ-
ten in Node.js was deployed and connection was tested from the application that
had the right configuration for the connection string.

To test the access to the Data Explorer, a manual test was done by locating the
desired resource in the Azure Portal and confirming that the access to the Data Ex-
plorer is enabled or disabled accordingly.

To test the write location, the replication configuration and the automatic failover
configuration , a manual test was done by locating the desired resource in the Azure
Portal and confirming that the write region is correct, data is replicated in one more
region depending on the writing region and automatic failover is on by default.

To test the consistency level configuration, a manual test was done by locating the
desired resource in the Azure Portal and confirming that the desired consistency
level is configured. [6.6

To test that diagnostic logs are automatically pushed to OMS Log Analytics ac-
count, a manual test was done by locating the desired resource in the Azure Portal
and confirming that an account for sending the diagnostics is created and con-
figured to push the diagnostic logs to the right place. Then, some events were
triggered and later queried in the OMS Log Analytics Portal to confirm that logs
are being stored.

To test that the primary master and primary read only keys are stored as secrets in
the Azure Key Vault, a manual test was done by locating the desired resource in the
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Figure 6.6: Manual testing of the desired configuration through the Azure Portal

Azure Portal and making sure that the keys are present as secrets in the Key Vault.
To confirm that the key rotation is working, the keys were checked in different
periods of time and compared if they values changed and successfully connecting
to the Cosmos DB with the new keys.

To test that multi master write mode is disabled, a manual test was done by locat-
ing the desired resource in the Azure Portal and confirming that there is only one
write region configured.

To test that the IAM (Identity and Access Management) is working properly an
attempt to access the Cosmos DB through the Azure Portal was done by both au-
thorized and unauthorized users and it was confirmed that only the authorized user
could access the resource.

To test that the appropriate tags are created in each resource, a manual test was
done by locating the desired resource in the Azure Portal and confirming that the
desired tags are present in the resource.

6.7 Conclusions

In conclusion, the above mentioned implementation of Microsoft Azure CosmosDB
as a VSTS extension gives example and answers the question of how to enforce
security and compliance controls in an enterprise environment. This is done by
standardizing the components by:
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stefancosmosdb11-key-primaryReadOnly  Enabled
@ T | stefancosmosdb110-key-primaryMaster V Enabled
3 Disgnoss snd salve prosizms stefancosmosdb110-key-primaryReadOnly  Enabled
stefancosmosab111-key-primaryMaster V Enabled
sermes
stefancosmosdb111-key-primaryReadOnly  Enabled
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Secrets
stefancosmosdb12-key-primaryReadOnly  Enabled
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stefancesmosdb3-key-primaryReadOnly  Enabled
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stefancosmoscb14-key-primaryReadOnly + Enabled
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stefancosmosdb15-key-primanyMaster + Enabled
stefancosmoscb16-key-primaryReadOnly  Enabled
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stefancosmosdb18-key-primanyMaster v Enabled
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SUPPORT + TROUBLESHOOTING
. B il stefancasmosdb19- key-primaryReadOnly  Enzbled
stefancosmosdb199-key-primaryMaster W Enabled

Figure 6.7: Created secrets in Azure Key Vault after deployment

e restricting certain configurations that may introduce risks
e delivering a component that has predictable behavior

e developed according to the security and compliance rules of both Rabobank
and the Dutch government

e itis reusable in VSTS CI/CD pipeline

e can be automated to speed up delivery cycle, providing efficiency across the
organization

Even though this is an example for just one component of the Microsoft Azure plat-
form, the same research, design and development principles can be easily adopted
for developing different Cloud Computing components according to the business
and security requirements in the enterprise. The example implementation can be
used as a reference for both structure and design decisions and the consequences
of those decisions, since many configurations are similar across the spectrum of
Microsoft Azure Cloud Computing platform.

However, one should also be aware that there is no one size fits all solution to a
complex question like Cloud security and compliance, so every use case has to be
assessed separately and designed and developed according to the requirements that
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apply for that case. The implemented methodology should be used as a reference,
but not as a general rule for delivering Cloud components.
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What How Responsible
Azure provided Key | The keys are stored, protected and rotated | CCC and
Management in Azure Key Vault by default Cloud
Provider
Owner of resource | Owner tag is set on resource group level | CCC
must be known and enforced to all resources under a re-
source group during deployment.
Security and Event | Control Plane and Data Plane events are | CCC and
Monitoring and event | logged and sent to log analytics. Cloud
correlation Provider
Platform Security | Activity logs are available and are sent to | Cloud
Monitoring a central Log Analytics workspace. Secur- | Provider
ity Center periodically analyzes the secur-
ity state of the Cosmos DB and gives re-
commendations.
IAM on all accounts Customers are responsible for request- | Consumer
ing the Active Directory groups via IAM | and CCC
(Identity and Access Management) and as-
signing the users to these groups.
MFA on all user ac- | Federated accounts are used to access Cos- | IAM
counts mos DB. MFA is not enabled for all these
account yet. This should be handled as re-
sidual risk.
Platform Activity | Activity logs are available and are sent to | Cloud
Logs a central Log Analytics workspace. Provider
IAM on all resources | Technical groups are created in Azure Act- | CCC
ive Directory and mapped to organiza-
tional groups in on-prem Active Directory.
Periodically assess up- | The Azure provided services, service | CCC
dated Cloud Service | terms and audit reports are periodically as-
Terms and Audit Re- | sessed for new developments.
ports
Identity Threat Protec- | Azure Active Directory groups are used | Cloud Pro-
tion to access Cosmos DB. Azure AD Identity | vider = and
Protection functionality of Azure provides | CCC
Identity Threat Protection. The Azure
Identity Protection is connected to a cent-
ral Log Analytics workspace.
Terms of use for play- | Terms of use for Cosmos DB is an implicit | CCC  and
ground environments | part of this feature description which is re- | Consumer

and cloud features

viewed and approved by GISO. Customers
using Cosmos DB have the responsibilities
for using it in accordance with Rabobank
policies, rules and regulations.

Table 6.1: Implementation of Security Fdundation controls and separation of re-

sponsibilities

CCC = Cloud Competence Center




What

How

Responsible

Only approved and
certified cloud ser-
vices can be deployed

Cosmos DB is an approved and certified
Rabobank Azure Service.

CCC

No direct inbound
traffic from Internet
to Azure  Private

(Perimeter Defense)

When Virtual Network Service Endpoints
are used, direct inbound traffic is not al-
lowed and Cosmos DB becomes part of
Azure private

Infrastructure as Code
(central repository,
code review and
approval, SDL, etc.)

All ARM templates and scripts used in de-
ployment of Cosmos DB and the depend-
ent Azure resources are stored and man-
aged in VSTS. The deployment is done us-
ing VSTS release management.

Vulnerability scanning

Since Azure Cosmos DB is a PaaS, Mi-
crosoft is responsible for vulnerability
management.

OS Threat Protection
and Anti Virus/Mal-
ware scanning

Since Cosmos DB is PaaS, Microsoft is
responsible for implementing this control.
The consumer is responsible for the data
that is stored in Cosmos DB thus re-
sponsible for protecting data against Vir-
uses/Malware that are uploaded to Cosmos
DB.

Implementation of
security functionality
must be validated

The implemented (security) functionality
of the delivered feature is tested by CCC
through multiple scenarios including auto-
mated tests that run every night and con-
nection tests to the Cosmos DB from cus-
tomer perspective.

Declarative configura-
tion management

The configuration of Cosmos DB is done
using an ARM template, i.e. in a declar-
ative way. All configuration changes on
Cosmos DB are done using this template
and no manual changes are possible due
to limited role based access (RBAC) rights
given on the resource.

Connectivity controls
on public end-points

Inbound traffic flows to Cosmos DB are
controlled through white listing allowed
traffic via the firewall on Azure Cosmos
DB. When Cosmos DB is deployed with
virtual network integration, Virtual Net-
work Service Endpoints are used for con-
nectivity control.

Dynamic scaling an-
d/or limits should be
facilitated

Scaling is done in the data plane and is re-

sponsibility of the consumer.
78

Consumer
CCC

Cloud
Provider
Cloud Pro-
vider and
Consumer
CCC

CCC

CCC
Consumer

Table 6.2: Implementation of Security Standard controls for CIA rated workloads
and separation of responsibilities
CCC = Cloud Competence Center




What How Responsible

Encrypt data in transit | All client-to-service Azure Cosmos DB | Cloud
over public and private | interactions are SSL/TLS 1.2 capable. | Provider
interconnections Also, all intra datacenter and cross data-
center replication is SSL/TLS 1.2 en-
forced.

Network segmentation | Cosmos DB supports Virtual Network in- | Consumer
on application tier | tegration. Consumer is able to configure
level at maximum three Virtual Networks dur-
ing deployment.

Encrypt data at rest for | Cosmos DB is encrypted at rest by default. | Cloud
all public services with Provider
Service Level encryp-
tion

Table 6.3: Implementation of Security Complementary Advanced Controls and
separation of responsibilities
CCC = Cloud Competence Center
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What ‘ How Responsible
Cloud adoptions guid- | There is document that provides guidance | CCC
ance is provided and | and links to adopt Cosmos DB in Azure.
available for (poten- | Also, hands on guidance can be provided
tial) Cloud Consumers | by CCC .
Consumption report- | Consumption and cost reports are shown | CCC
ing is available to | in PowerBI for showback. These are up-
support showback or | dated automatically once a day.
cross charging
Subscription Manage- | Subscription limits are checked weekly | CCC
ment is based on capa- | and if needed a request to raise the sub-
city forecasting, limit | scription limit is done through the built-in
monitoring and pre- | request on Azure Portal.
defined adjustments
Cloud Service Terms | Terms of use for Cosmos DB is an implicit | CCC and
and Conditions are | part of the feature description which is re- | Consumer
documented and | viewed and approved by GISO. Customers
accepted (incl.  re- | using Cosmos DB have certain responsib-
sponsibilities) ilities for using it in accordance with Ra-

bobank policies, rules and regulations as

described in the feature description.
IAM controls for the | All changes to the feature (deployment, | CCC
Control Plane are ap- | configuration) is performed through VSTS
plied and managed which has access to Azure using a Ser-

vice Principle account. No other role as-

signments are done on the Cosmos DB re-

source on control plane.
All  resources are | Cosmos DB is tagged with Cost Center | CCC
tagged (e.g. to provide | and Owner tags during deployment. This
reporting and applying | is enforced through Resource Policies on
automation) Resource Group level.
The operations is com- | During the Cosmos DB feature design, the | CCC and
pliant to the Cloud | Cloud Security Control Guideline is con- | Consumer

Security Control

Guideline

sulted for the security measures. GISO
does a security assessment of the fea-
ture based on the Cloud Security Control
Guideline and approve the Cosmos DB
feature description and the implementa-
tion whenever a new (version of a) feature
is released. The security assessment of the
application is the responsibility of the con-
sumer.

Table 6.4: Implementation of Foundation Service Management Controls and sep-
aration of responsibilities part 1
CCC = Cloud C%Qrzpetence Center




What

How

Responsible

Security alerts are
automatically  gener-
ated, correlated and
managed based on
the security incident
response process

Activity logs are sent to a central log ana-
lytics workspace. Policies and alerts can
be defined in Security Center.

CCC

Support is available on | In case the incident is related to the Azure | Consumer
registered incidents. | Cosmos DB, the consumer can contact | and CCC
Alignment to the | CCC using email. Cloud Competence
interfacing processes | Center team has a direct line to the support
on the Cloud Vendor | team at Microsoft.
is established.
Provisioning of plat- | Cosmos DB deployment is done through a | Consumer
form components is | VSTS release pipeline.
managed through a
Release Pipeline
LCM(Life cycle man- | Cloud Competence Center team will mon- | CCC and
agement) changes | itor the changes to the Azure Cosmos DB | Consumer
on platform and fea- | service from the Azure Updates. In case
tures is applied and | Azure Cosmos DB functionality changes
pro-actively managed | thatimpacts the released feature, CCC will
according to  the | create a new version. Consumers using the
roadmap of the Cloud | Cosmos DB will need to follow the sup-
Vendor ported feature releases of the CCC Cos-

mos DB and adapt their application ac-

cordingly.
Performance levels are | Consumers using Cosmos DB are respons- | Consumer

monitored and under-
/over utilized is alerted
upon

ible for performance tuning.

Table 6.5: Implementation of Foundation Service Management Controls and sep-
aration of responsibilities part 2
CCC = Cloud Competence Center
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What How Responsible
A Knowledge Man- | Visual Studio Team Services Wiki is used | CCC
agement environment | to store the feature description of Cosmos
is managed for plat- | DB. The implementation of Cosmos DB
form and product doc- | is documented in templates, scripts and
umentation readme files, which are stored in the GIT
of Visual Studio Team Services .
Health alerts are auto- | Resource health changes of Cosmos DB | CCC and
matically  generated, | are reported in Log Analytics. Consumer | Consumer
correlated and man- | is responsible for the health of the applic-
aged based on event | ation that uses the Cosmos DB.
monitoring.
RTO / RPO require- | The consumer is responsible for the | Consumer
ments are achieved for | backup and recovery of data.
backup and recovery
Disaster Recovery | In case disaster recovery is needed, the | Consumer
scenarios are applied | consumer can use the capabilities that
and frequently tested | Azure Cosmos DB provides for business
continuity and disaster recovery.
(automated) Testing is | Deployment and configuration code for | CCC and
applied on functional | Cosmos DB is tested by the CCC team. | Consumer
and technical level Consumer is responsible for testing the ap-
plication using the Cosmos DB.
IAM controls for the | Azure Active Directory technical groups | CCC
Data Plane are applied | are granted permissions on data plane.
and managed
Policies are defined | Policies on subscription level are defined | CCC
and deviations are | and the deviations are monitored. These
monitored and aler- | are reacted upon on best effort.
ted/reacted upon
Certified Features will | Provisioning of Cosmos DB is fully auto- | CCC
be deployed initiated | mated and offered as self service to the
by consumer requests | consumers. The onboarded consumers get
through  automation | a VSTS service endpoint which uses a ser-
and accessible for | vice principal that is authorized to do the
authorized users provisioning.
Service Requests | Provisioning and deprovisioning of Cos- | CCC
(request  fulfillment) | mos DB are fully automated and offered
on certified products | as self service to the consumers.
are delivered through
automation.
Deployed certified | Deprovisioning of Cosmos DB is fully | CCC

products can be fully
deleted using automa-
tion (e.g. to avoid left
over AD items and
firewall rules)

automated. This task removes also the
keys (Master and Read Only) of the Cos-
mos DB from the key vault leaving no
trace of the (®mos DB account behind.

Table 6.6: Implementation of Production Service Management Controls and sep-

aration of responsibilities

CCC = Cloud Competence Center




# IP Whitelist | Vnet Integ- | Write | Access | Access | Consistency
ration Loca- | to to Data | Level
tion Azure explorer
Public
1 Single IP Multiple W.E. Yes Yes Session
Vnets
2 None Single Vnet | W.E. No No Session
3 None Single Vnet | N.E. Yes Yes Session
4 None Single Vnet | W.E. No No Session
5 Multiple IPs | Multiple W.E. | No No Consistent
Vnets Prefix
6 Multiple IPs | Multiple W.E. Yes Yes Strong
Vnets
7 Multiple IPs | None WE. No Yes Bounded
Staleness
8 Single IP None WE. | Yes Yes Strong
9 None None W.E. | No No Eventual
10 | Single IP None W.E. | Yes Yes Bounded
Staleness
11 | IPs in CIDR | Multiple W.E. Yes Yes Consistent
format Vnets Prefix
12 | Multiple Multiple N.E. No Yes Eventual
IPs / 1IPs | Vnets
in CIDR
format

Table 6.7: Different deployment scenarios used for testing .
W.E. = West Europe, N.E. = North Europe
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Chapter 7

Conclusions and Future Work

7.1 Conclusions

The aim of this thesis was to investigate which are the challenges of Cloud Comput-
ing adoption in an enterprise environment. After conducting the literature survey,
the focus was narrowed down to 3 main scopes of challenges:

e Raising awareness and encouragement of the affected staff from the Cloud
adoption

e Conducting qualitative and quantitative comparison of the performance of
an sample application deployed on different service offerings by Microsoft
Azure Public Cloud which helps the decision process for choosing services
when migrating existing applications

e Enforcing security and compliance controls of the Microsoft Azure Cloud
components in a centralized and reusable way

The thesis was conducted as part of an graduation internship in Rabobank, a Dutch
multinational banking and financial services company, so these general challenges
were addressed according to a use cases within the Cloud Competence Center in
Rabobank.

The challenge of raising awareness was addressed by improving the demon-
stration of the capabilities of Microsoft Azure Cloud technology and Visual Studio
Team Services to the other employees of the bank outside of the Cloud Competence
Center. The purpose was to demonstrate how Cloud Computing technology integ-
rates into the whole development cycle and can speed up delivery time. Further-
more this demonstration includes the automation of many processes while making
he development process stable, predictable, repeatable. This, in turn, encourages
experimentation since the risk in this way of developing is lower because changes
can be reverted very easily and there are also many testing tools to test the outcome
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of the changes in a similar or same environment before it is deployed to produc-
tion enabling the teams to be more independent and be in complete control of their
products.

The challenge of aiding the decision process for choosing services when migrat-
ing existing applications was addressed by conducting qualitative and quantitative
comparison of the performance of an sample application deployed on different ser-
vice offerings by Microsoft Azure Public Cloud. This was done by deploying of
a sample .NET Core e-commerce application on 3 different service offerings of
Microsoft Azure. The analysis was focused on the performance, cost, ease of de-
ployment and life cycle management of the application.

The results showed that Azure Kubernetes service has the best performance both in
terms of response time and number of successful requests. Moreover the increase
of user load had the least effect in the increase of response time and increase of
failed requests, while the number of successful requests also increased.

The results for the Windows Server VM showed that the deployment performs the
same as AKS in terms of response time under load of 300 users, while the response
time and number of failed requests increases much more when the load is increased
to 1000 users. The load increase, however, did not affect the number of successful
request which remained stable.

The results for the Web App showed that the deployment performs worse among
the services compared. It has largest response time, with lowest number of suc-
cessful requests served. The experimental testing showed that to achieve the per-
formance of AKS or the Windows Server VM, the Web App needs to be scaled out
to 3 instances. Moreover, the increase of load affected the Web App the most by
increasing the response time and decreasing the number of successful requests.

In terms of costs comparison Web App service is the most expensive with costs of
292 dollars per month, followed by Windows Server VM with costs of 207 dollars
per month, followed by AKS with 203 dollars per month.

The ease of deployment and lifecycle management of AKS and Web App is com-
parable and requires much less effort as it is Platform as a Service offering, com-
pared to Windows Server VM which is Infrastructure as a Service offering and
requires much more management by the end user.

The conclusion would be to choose AKS if one wants partially managed ser-
vice as it demonstrated much better performance compared to the other PaaS offer
(WebApp). Moreover, it is worth noting that Windows Server VM demonstrated
comparable performance to that of AKS for 300 users load and worse performance
for the load of 1000 users. If the application needs to scale out the recommendation
would be to choose either AKS or Web App since these services are much easier
to scale. For updates without downtime, the recommendation is to choose one of
the PaaS offerings (AKS or WebApp).

The challenge of enforcing security and compliance controls of the Microsoft
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Azure Cloud components in a centralized and reusable way was addressed by use
case of implementation of Microsoft Azure CosmosDB as a VSTS extension. This
was done by standardizing the components by:

e restricting certain configurations that may introduce risks
e delivering a component that has predictable behavior

e developed according to the security and compliance rules of both Rabobank
and the Dutch government

e itis reusable in VSTS CI/CD pipeline

e can be automated to speed up delivery cycle, providing efficiency across the
organization

Even though this is an example for just one component of the Microsoft Azure
platform, the same research, design and development principles can be easily adop-
ted for developing different Cloud Computing components according to the busi-
ness and security requirements in the enterprise. The example implementation can
be used as a reference for both structure and design decisions and the consequences
of those decisions, since many configurations are similar across the spectrum of
Microsoft Azure Cloud Computing platform.

7.2 Future Work

The scope of this thesis was narrowed down to three challenges of cloud adoption
with use cases in the Rabobank enterprise environment. However, one should be
aware that there is no universal solution to all of the challenges and different ap-
proaches may be used in different environments. The described approaches could
serve as a starting point and a reference for solving similar challenges in different
enterprise environments.

For the challenge of raising awareness, the scenarios developed cover only a small
fraction of the full capabilities of Microsoft Azure and are not a fit for all the work-
loads developed by the teams in Rabobank. The idea behind the presentation of
the particular use cases is to familiarize the staff with the way of working, cloud
development principles, and the change of mindset by getting full control and own-
ership of your product development, compared with the dependencies and shared
responsibility with the on-premise datacenter team.

Future work addressing this challenge could be to design more possible scenarios
according to the needs of the development teams and try to identify general pat-
terns that can be reused in other environments.

The performance analysis has its own shortcomings that need to be mentioned.
The underlying infrastructure used was not identical, but comparable, and this may
have influence on the final results. Moreover, the deployed application is just one
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example of an application and not a general rule for performance of all applica-
tions. The applications may vary a lot, from the programming language that they
were written in, to applications that are more compute, memory or I/O operations
intensive and can be optimized to perform best with other underlying infrastruc-
ture. This performance analysis should serve as a reference if you are deploying a
similar type of application.

Future work may include more tests that can be conducted with various types of
applications and various types of underlying infrastructure to obtain even more
detailed results, but that was not in scope of this master thesis. The applications
may be generalized by type and testing can be done to optimize the performance
of the application type on a certain infrastructure. For example there are Virtual
Machines that are standard purpose, compute optimized, I/O operations optimized
and experimentation with these configurations may give better insight on improv-
ing performance and costs savings.

Finally, he challenge of enforcing security and compliance controls was addressed
through the example of CosmosDB implementation. However, one should also be
aware that there is no one size fits all solution to a complex question like Cloud
security and compliance, so every use case has to be assessed separately and de-
signed and developed according to the requirements that apply for that case. The
implemented methodology should be used as a reference, but not as a general rule
for delivering Cloud components.

Future work in this problem domain may include analysis of more Cloud compon-
ents delivered in this way and identifying patterns that can be generalized for use
in different enterprise environments.
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