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Abstract

This paper investigates a hybrid approach to de-
terministic finite automata (DFA) identification by
combining heuristic (EDSM) and exact (reduction
to SAT) methods. The hybrid strategy implies first
partially identifying the DFA heuristically and then
minimizing it with an exact method. Two imple-
mentations of the hybrid approach are tested - one
using binary search on the number of states of the
intermediate model, and one that adjusts the SAT
offset to control its search space. The results ob-
tained on datasets from the STAMINA competition
show that while the hybrid approach reduces the
size of the inferred models compared to EDSM, this
does not necessarily translate to better test perfor-
mance. Nevertheless, the methods used in this work
demonstrate how a hybrid approach can be applied
to infer more compact models in DFA identifica-
tion.

1 Introduction

One of the most well-studied problems in grammatical infer-
ence is DFA identification. A deterministic finite automaton
(DFA) is a model consisting of nodes, transitions, and an al-
phabet, that recognizes a certain regular language. DFA iden-
tification is the problem of identifying (learning) a minimal
DFA that is consistent with a set of labeled examples. The in-
ferred model needs to be minimal due to an important philo-
sophical principal in problem-solving, known as Occam’s ra-
zor, which recommends to search for the smallest possible set
of elements. Generally, DFA identification asks the question:
From which regular language is it most likely that the given
set of labeled examples has been generated? DFA identifica-
tion has many applications across various fields [9].

One practical and increasingly important application of
DFA identification is in the field of software engineering,
where the behavior of software systems can be specified using
finite state machines. However, the process of creating and
maintaining such models proves to be costly and inefficient
and is therefore usually omitted during software develop-
ment. One alternative approach is to derive these finite state
machines by learning them from labeled software execution
traces, generated actively (collecting input/output examples
by interacting with the system) or passively (using already
existing inputs/outputs from the system). This approach is
called software model synthesis [3]. In software model syn-
thesis, deterministic finite automata are usually used to rep-
resent the behavior of a system, and the process of inferring
them is called DFA identification.

Different approaches to DFA identification exist. Nor-
mally, it is done heuristically, which helps to find a "good”
(close to minimal) DFA that is consistent with the data
effieciently. However, there are also exact methods for iden-
tifying minimal DFAs, which could be used to improve the
performance of learning algorithms. The current state-of-the-
art in DFA identification is the evidence-driven state merg-
ing (EDSM) algorithm - a heuristic-based algorithm aiming

to find a local optimum efficiently, that won the Abbadingo
competition in 1997, see [11].

Aside from heuristic-based algorithms, exact methods for
DFA identification are also worth considering. Since the de-
cision version of DFA identification has been shown to be an
NP-complete problem [8], it can be translated into a more
well-studied problem and its solver can be used to obtain a
minimal DFA. Such a translation has been made from DFA
identification into SAT, see [9]. This translation provides us
with a way to find the exact identification of a DFA of min-
imal size, unlike the heuristic methods (e.g. EDSM) which
find a close to minimal DFA. Of course, this comes at the
cost of higher runtime due to the problem being NP-hard.

One way of combining the heuristic methods with optimal
methods is to first partially learn the DFA from the input data
heuristically and then feed the output as an input to an exact
solver such as the SAT one discussed above. This approach
could prove to be more effective in certain situations and im-
prove the performance of DFA learning algorithms, which
raises the question: To what extent and in what ways does
partially learning a model heuristically and then applying ex-
act minimization - based on the decisions already made by
the heuristic - affect model size and test-performance in DFA
identification?

This paper aims to answer the research question through
an experiment, by implementing two variations of the hybrid
approach to DFA identification and comparing their effec-
tiveness against each other and against an entirely heuristic
approach (i.e. EDSM). Our experiments show that while the
hybrid approach manages to noticeably reduce the size of the
inferred models compared to pure EDSM, this does not trans-
late to consistently improving the test performance. Section
2 discusses the ethical considerations related to this work.
In Section 3 the background on which this research is made
is outlined. Section 4 describes in detail the experimental
setup used to obtain the results of this work, while Section 5
presents the results and analyzes the important observations.
Section 6 puts the experiment and the results in a broader con-
text and compares them with previous results obtained with
a similar hybrid approach. Finally, in Section 7, conclusions
are made, and potential future work is suggested.

2 Ethical Analysis

This section discusses the ethical considerations related to
this work.

Applications and impact

The techniques described in this work can be used for gener-
ating deterministic finite automata that act as surrogate mod-
els for software systems. Although this could have beneficial
applications, such as improving software robustness, optimiz-
ing maintenance, or identifying bugs, it could also be misused
for reverse engineering or discovering vulnerabilities in pro-
prietary software. It is therefore important that these tech-
niques are applied responsibly and within legal bounds.

Fairness and Dependability

The methods investigated in this work can be used for gen-
erating models that simulate the behavior of a given sys-
tem. There is a significant possibility that incorrect models -



whether due to sparse data or algorithm limitations - get gen-
erated. This could lead to incorrect interpretations and poten-
tially to safety risks if the models are used in safety-critical
contexts such as finance and healthcare. Therefore, it is im-
portant to validate the correctness of these models, especially
when they are used in safety-critical contexts.

Reproducibility of the experiments

To promote fairness and reproducibility, all datasets
(STAMINA), algorithm configurations, and the software used
are made available. The link to the repository of the used
software (FlexFringe [14]) can be found in the references of
the paper, while the STAMINA datasets can be found in the
repository.

3 Background

In this section we discuss the relevant background in the re-
search area for this project. First, in 3.1 a short explanation
of deterministic finite automata and DFA Identification is pro-
vided. After that, in 3.2, two approaches to DFA identifica-
tion are presented. Finally, a hybrid approach to DFA identi-
fication is introduced in 3.3.

3.1 DFA Identification

A deterministic finite automaton (DFA) is a finite state ma-
chine that recognizes a certain regular language. It consists of
a set of states (including a starting state and accepting states),
a set of transitions between states, as well as an alphabet. The
set of all words that are accepted by the DFA forms its (regu-
lar) language. For a more detailed description, see [13].

DFA Identification is the problem of learning a minimal
DFA from a given set of labeled examples. Usually a set of
positive (accepted) and a set of negative (rejected) instances is
provided as input. Several different approaches to DFA iden-
tification exist, including state-merging ones such as RPNI
[2] and EDSM [11], as well as SAT-based methods [9]. In this
work, we only consider EDSM and a SAT-based approach -
specifically, a hybrid method that combines the two.

3.2 Approaches to DFA Identification

Evidence-driven state merging (EDSM)

Evidence-driven state merging (EDSM) is a heuristic-based
state merging algorithm in the Red-Blue Framework, used for
DFA identification. First appearing in the Abbadingo compe-
tition [11] in 1997, EDSM is the current state-of-the-art in
DFA identification.

The algorithm starts by building an Augmented prefix tree
acceptor (APTA) from the input. An APTA is a tree-shaped
DFA, such that when parsing two different input strings, they
go through the same state in the APTA only if they share the
same prefix until they reach that state. Positive instances end
in accepting states, while negative instances, respectively, end
in rejecting states.

After building an APTA from the input, EDSM starts merg-
ing states heuristically. Due to EDSM being an algorithm in
the Red-Blue Framework, it starts with the root of the APTA
being colored red and all its neighboring states being colored
blue. In the red-blue framework, the red states are states that
are confirmed to be part of the final DFA, while blue states

are candidate states (a state is colored blue once it becomes a
neighbor of a red state). On each iteration two events might
take place - either a blue state is merged with a red state
(only if they are behaviorally equivalent), or a blue state is
promoted to a red state. This process is repeated until no
more blue states are left. EDSM is a specific algorithm that
operates within the Red-Blue Framework. It is also worth
mentioning that for a merge to be possible, it needs to be
consistent. Inconsistent merges are those that merge an ac-
cepting with a rejecting state. A merge may also introduce
nondeterminism (i.e. a state becomes the source of two tran-
sitions with the same label), which is then followed by a de-
terminization process. The determinization process performs
additional merges until there are no non-deterministic choices
left. If the determinization process encounters an inconsis-
tency, the initial merge is not considered possible.

In order to avoid bad merges, a statistical score is com-
puted for each possible merge, and the highest scoring one is
performed. A merge between two states is scored as the evi-
dence supporting their equivalence. When a merge is consid-
ered, EDSM simulates the merge (including the determiniza-
tion process) and determines which states would be merged
as a consequence. For each group (also called an equivalence
class) of states that would be combined into one, the algo-
rithm checks the consistency of their labels. If any class con-
tains both accepting and rejecting states, it is marked invalid
and is given a score equal to —co. Otherwise, the class is
given a score equal to the number of labeled states (i.e. ac-
cepting or rejecting) minus one - subtracting one because the
first label sets the standard. The total merge score is the sum
of the scores of all equivalence classes. This scoring system
favors merges that are backed by more label agreement, im-
proving the chance that early merge decisions are correct, and
the resulting DFA generalizes well.

EDSM is a heuristic algorithm that converges to a local op-
timum efficiently. However, it does not guarantee a globally
optimal (i.e. minimal) inferred DFA.

Reduction to SAT

A different approach to DFA Identification is reducing the
problem to SAT and using a SAT solver to infer a DFA. Un-
like EDSM, the reduction to SAT guarantees finding a mini-
mal DFA that is consistent with the input data. An explana-
tion of SAT, and the proof that it is NP-complete can be found
in [4].

The process of inferring a minimal DFA with a SAT solver
goes through several reductions and adaptations. It is impor-
tant to note that DFA Identification as defined previously is
not exactly the problem that is reduced to SAT. Instead, a
modified version - finding a consistent DFA of fixed size (a
problem shown to be NP-complete [8]) - is used. To ensure a
minimal DFA, this problem is run iteratively with target sizes
k, k+1, k+2, and so on until a solution is found.

The first reduction is from fixed size DFA Identification
to Graph coloring, where the number of colors in the graph
corresponds to the size of the inferred DFA. This reduction is
introduced in [6], where each vertex in the graph corresponds
to a state in the APTA. The vertices are connected with edges
to enforce equality and inequality constraints, with the final



goal being that vertices with the same colors are merged to
obtain the DFA with a given size (the number of colors).

In [9] a compact encoding for a reduction from Graph col-
oring to SAT is proposed. The use of color variables, par-
ent relation variables and accepting color variables allow for
encoding logical dependencies and symmetry braking con-
straints into clauses to form a formula in conjunctive normal
form. This formula is then passed to a SAT solver to try and
infer a DFA.

3.3 A hybrid approach to DFA Identification

As heuristic approaches to DFA identification such as EDSM
opt to find a close to optimal solution efficiently, while ap-
proaches such as reduction to SAT sacrifice runtime to find
the minimal DFA, there also exists the idea to run a heuris-
tic algorithm for a few steps, and then minimize the partially
identified DFA. This approach allows for a SAT solver to be
used on instances that are otherwise too difficult (i.e, too big)
for it to solve in reasonable time. Such an approach called
DFASAT was used in 2012 to win the STAMINA competi-
tion [15]. Due to DFASAT and the STAMINA competition
making the foundations of this work, the most important in-
formation about them is summarized in the remaining part of
this section.

STAMINA competition

STAMINA was a competition aiming to encourage the de-
velopment, improvement, and empirical evaluation of tech-
niques for software model synthesis. Software model synthe-
sis is the problem of inferring models (DFAs) from labeled
software execution traces, that can simulate the behavior of
software systems, see [3].

The setup of the STAMINA competition was as follows.
Each competitor was provided with 100 training sets with
different difficulties. The datasets were generated from ran-
domly generated DFAs, that were aiming to resemble actual
software behavior. There were 20 problem-sets of varying
difficulty, with each set containing 5 hidden randomly gener-
ated DFAs. The varying difficulties were introduced through
different alphabet sizes of the DFAs (50, 20, 10, 5, 2) and
different sparsity levels of the datasets (100%, 50%, 25%,
12.5%). For each training set, each competitor had to train a
model using their technique, and then run the model on the
given test sets. Finally, the competitors had to submit a bit-
string, with each bit indicating whether a trace was accepted
by the model (1), or whether it was rejected by the model (0).

To rank the competing techniques, the organizers of the
competition compared the submitted bit-strings with the cor-
rect bit-strings, and the result was presented using the BCR
score. The BCR score combines the sensitivity SE and speci-
ficity SP. The sensitivity is the proportion of positive matches
that are predicted to be positive, while the specificity is the
proportion of true negatives that are predicted to be negative.
In terms of the sets of true positives (TP) and true negatives
(TN), the BCR score is computed as follows:

_|rP| __ITN| o 2-SE-SP
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In this work we will take inspiration from the STAMINA

SE

competition and adopt a similar approach to comparing DFA
identification techniques.

DFASAT

The STAMINA competition was won by a technique that is
quite similar to the one being used in this work. The win-
ning algorithm was called DFASAT [10], and it combined 5
techniques in order to adjust for the challenging setting of
software model synthesis.

The main idea (also the one being tested in this work) was
to identify a partial DFA by applying EDSM for several it-
erations, and then minimize the remaining model with a SAT
solver. The reason behind this was to reduce the size of the in-
put for the SAT solver. For some instances of the STAMINA
competition, the resulting encoding was too large for the
state-of-the-art SAT solvers, leading to millions of clauses
and an unfeasible problem. It is important to note that the
SAT encoding was slightly adjusted to work with a partially
identified DFA instead of the initial APTA. The set of red
states identified by EDSM was used as a clique of mutually
inconsistent states - states that should not be merged. In the
SAT encoding, each red state was assigned a fixed color us-
ing symmetry braking predicates. This served two purposes:
avoiding the exploration of symmetrical solutions (i.e. equiv-
alent DFAs with permuted colors), and guaranteeing that the
red states remain separate in the final DFA, preserving the
structure learned by EDSM.

Another problem for DFASAT was that the EDSM heuris-
tic is not well suited for software model synthesis. In software
models, there usually exist states that have disjunctive sets of
labels on outgoing transitions. The traditional heuristic would
usually combine these states, which leads to the model having
a very different language. To fix this issue, DFASAT imple-
ments a new heuristic for EDSM which favors the merging of
states with a high degree of overlap in positive fanout. The
positive fanout of a state is the set of symbols of outgoing
transitions that can be activated by an accepting computation.
In addition to this technique, two other techniques are imple-
mented. One is to try different greedy paths by introducing
randomness in the heuristic score, and then selecting the best
one. The other is adding an additional merge restriction - a
merge is not allowed to add a new label to the positive fanout
of a red state. [10]

The final issue for DFASAT was that even with the above
mentioned techniques, it was still unlikely that the inferred
model will be the same as the target machine, due to the
sparseness of the data. This was mostly solved by using an
ensembe technique - generate many different good solutions
to the problem and accept a word when at least 10% of them
accept it. Such ensemble methods are reviewed in [7].

After combining all of these techniques, DFASAT man-
aged to achieve a significant improvement in accuracy com-
pared to purely EDSM, and win the STAMINA competition.
In this work we take inspiration from DFASAT, but we only
consider the first technique - minimizing a DFA that is par-
tially identified heuristically.



4 Experimental Setup

This section describes the experimental setup used to obtain
the results of this work. In 4.1 the software and the datasets
that were used are presented. 4.2 outlines the way STAMINA
datasets were used. Finally, in 4.3 and 4.4 a detailed explana-
tion of the two techniques used to apply the hybrid approach
are presented.

4.1 Software and datasets

To answer the research question - ”To what extent and in what
ways does partially learning a model heuristically and then
applying exact minimization - based on the decisions already
made by the heuristic - affect model size and test-performance
in DFA identification?” - we need a software that is able to
both perform heuristic and exact methods, and chain them
to perform the hybrid approach. Furthermore, we need dif-
ferent datasets with different difficulties and properties such
that we can compare the different methods and draw conclu-
sions about their usefulness. To achieve this, a software tool
called FlexFringe [14], together with the STAMINA compe-
tition training sets were used.

Use of FlexFringe

FlexFringe is “an open-source software tool to learn vari-
ants of finite state automata from traces using a state-of-the-
art evidence-driven state-merging algorithm at its core” [14,
p. 11. Tt can be used to run different heuristic algorithms (in-
cluding EDSM), exact methods, and also chain both. Despite
being able to encode DFA identification into SAT, FlexFringe
does not have a built-in SAT solver. To obtain results for
exact minimization, an external SAT solver needs to be pro-
vided. For this work we use version 4.2.1 of the Glucose SAT
solver [1].

For the hybrid approach (partially identifying the DFA
heuristically and then minimizing) to work in FlexFringe,
there are 3 key parameters that the user needs to set. Two
of them which control at what point the greedy (e.g. EDSM)
merging stops for the problem to be passed to the SAT solver,
and one that controls the size of the minimized DFA.

* The first important parameter is the APTA bound. The
algorithm begins with a large initial APTA, which starts
to become smaller as the greedy algorithm merges
nodes. To stop the algorithm early, the user can set an
APTA bound which, once reached (i.e. the DFA size
becomes less than the bound), stops the greedy merging.

* The second parameter is also used to stop the greedy
merging algorithm early. As mentioned earlier, algo-
rithms such as EDSM operate in the Red-Blue Frame-
work, where red states are states that are guaranteed to
be part of the final DFA. FlexFringe gives the user the
option to specify a DFA bound, which stops the greedy
merging early once the number of red states reaches the
specified DFA bound.

* The third parameter is the SAT offset. If one runs the
hybrid approach with no offset, the SAT solver will
try to merge all remaining non-red states into the red
states. If this is not possible, the result will be an
unsatisfiable problem. FlexFringe gives the user the

option to specify an offset x, which gives the SAT
solver the freedom to search a solution of size up to
the number of red states + x.

STAMINA datasets

As mentioned earlier, the STAMINA competition provided
the competitors with training sets with 20 different character-
istics. There were 5 sparsity levels - 100%, 50%, 25%, 12,5%
- and 5 alphabet sizes - 50, 20, 10, 5, 2. For each combination
of sparsity and alphabet size, 5 different training sets were
generated from 5 different random DFAs with approximately
50 states, resulting in 100 datasets in total. It is important to
note that the sparsity of the datasets was defined by how much
they cover the target DFA. That results in the sparser datasets
having less traces compared to the denser ones.

To try out a DFA identification approach on the STAMINA
datasets, it is not necessary to run it on all 100 datasets. Due
to each combination of sparsity level and alphabet size hav-
ing 5 representations, one could try their approach on 20 out
of the 100 datasets and still get informative results. There-
fore, in this work, we use the datasets that are multiples of 5
(i.e., 5, 10, 15, etc.). For more information on the STAMINA
competition and the datasets used, see [15].

4.2 Use of STAMINA datasets

The goal of this experiment is to showcase how a hybrid ap-
proach (greedy, then exact) performs on the problem of DFA
identification. To be able to assess the performance of such
an approach, the datasets need to be used properly, and a cri-
terion that measures the performance needs to be set.

For this experiment, we are using the training sets from
the STAMINA competition. Unfortunately, the test sets that
were used are no longer available and a model that is trained
on an entire training set cannot be tested. To solve this issue,
each training set is divided into a new training and test set.
To ensure that the test sets give informative results, each trace
needs to be unique, and it should be unseen data to the model.
Therefore, all duplicates in the test sets are removed, along
with all traces that also appear in the training set. This pre-
processing step works well on datasets consisting of a large
number of traces. However, some of the STAMINA training
sets are sparse, which leads to some test sets containing only a
few traces (about 20) after the preprocessing step. This could
lead to results that are highly influenced by the randomness
in the selection of the traces that form the test sets.

To reduce the randomness in the results, we apply k-fold
cross validation on the STAMINA training sets. K-fold cross
validation is a popular technique used in machine learning,
where the entire dataset is split into k subsets, called folds.
Each fold is used once as a test set, while the other k-1 folds
are used as training. At the end, the average result is taken.
As we are taking inspiration from the STAMINA competi-
tion, for this experiment we use the BCR score to measure
the test performance of a model (explained in 3.3). For a
more detailed explanation of k-fold cross validation, see [12].

To balance the size of the training and test sets, an appro-
priate number of folds for k-fold cross validation needs to be
chosen. The two main factors in making the decision were
efficiency and completeness of the model. The more folds we



make, the more models we need to train, which reduces effi-
ciency as the problem is NP-complete. On the other hand, the
more folds we make, the bigger the training sets are, which
improves the completeness of the inferred model. All things
considered, 5-fold cross validation was chosen, as it uses a
large enough proportion of the data as a training set, while
also running in reasonable time (up to 30 minutes per fold).

Two slightly different techniques for applying the hybrid
approach on the STAMINA datasets were tested. One fo-
cused on stopping the greedy merging at different times, and
one focused on stopping the greedy merging at a fixed time.
These two techniques are explained in detail in the following
two subsections.

4.3 Optimal DFA bound search

Saying that we first partially identify a model heuristically
and then minimize it with an exact method is not an entirely
proper definition of the hybrid approach. We still need to
decide when to stop the greedy merging and minimize the
partially identified DFA. In the technique described in this
subsection, the focus is on trying different DFA bounds at
which to stop the greedy merging and find the minimal one
that results in a successful minimization. To ensure efficiency,
we run the SAT solver with an offset of 3.

The main difficulty in the hybrid approach is how to make
sure that the instances passed to the SAT solver are not too
large. To ensure this, we first run EDSM with a fixed APTA
bound of 1500, which ends up with a sufficiently small model
for the SAT solver to minimize. We capture the number of red
states of the partially identified model and perform an entire
run of EDSM, again capturing the number of red states. Since
we know that once a red state is colored red - it stays red, we
can use these two numbers as a lower and upper bound for
the number of red states reached before we stop the greedy
merging and start the minimization process. The reason why
the size of the model inferred with EDSM can be used as
an upper bound is that we know that an exact method will
always find a model with at most the same number of states
as a heuristic method.

Once we have established the lower and upper bounds, we
aim to determine the minimal number of red states within this
range that are reached by EDSM prior to invoking the SAT
solver, such that the problem is satisfiable. It is important to
understand that the SAT solver will not find a solution every
time (i.e., the expression will not always be satisfiable). Since
we are using an offset of 3, the SAT solver will look for a so-
lution of up to the number of red states + 3. If such
a solution does not exist, the SAT solver will return unsatis-
fiable. Intuitively, one would want to iterate from the lower
bound to the upper bound and stop once a satisfiable solution
is found. However, this means that in the worst case all val-
ues would need to be checked. Instead, to find the optimal
number of red states before we switch, we do binary search
between the above-defined lower and upper bound. That way
the search runs in logarithmic time instead of linear, which is
a dramatic improvement in efficiency, given that each run of
the SAT solver could take up to 5 minutes. To make sure that
a run does not take more than 5 minutes and potentially run
forever, a timeout of 5 minutes is set for each SAT solver run.

If a run exceeds the 5 minute mark, it is considered unsatisfi-
able. Additionally, if the difference between the DFA bound
for a certain run and the upper bound of the binary search is
less than 3, the SAT solver is run with an offset equal to 0.
This is done to avoid inferring a DFA that has more states
than the upper bound. For an explanation of binary search,
see [5, pp. 39-411].

To investigate how a different lower bound would affect the
results, the experiment was once executed with a lower bound
found by stopping EDSM with an APTA bound equal to 1000
in addition to the run with an APTA bound equal to 1500.

Example execution

Here is an example execution of this technique. EDSM is run
with an APTA bound of 1500 and the partial resulting DFA
has 40 red states. Then, an entire run of EDSM is performed
and the resulting DFA has 60 states. Therefore, the range of
the binary search is [40, 60], the first run is with DFA bound
equal to 50, and a SAT offset equal to 3. The SAT solver re-
turns satisfiable, the run is successful, and the inferred model
has 53 states. The next run of the binary search is with range
[40, 49], a DFA bound equal to 44, and SAT offset equal to 3.
Depending on whether the run is successful or not, the range
is reduced to either [40,43] or [45,49]. This continues until
the range is reduced to a single integer. The DFA inferred
with the last successful run is returned.

4.4 Optimal offset search

The first technique focuses on running the SAT solver with a
small offset, with the aim of avoiding long runtime. However,
in this way, in most cases the greedy merging makes up most
of the hybrid approach. To limit the greedy merging and make
more use of the SAT solver, in this subsection we propose a
slightly different technique.

The second technique fixes the point at which EDSM is
stopped, and tries different offsets with which the SAT solver
is run. Similarly to the first technique, the greedy merging
is stopped with an APTA bound of 1500, and the number of
red states of the obtained partially identified model is used
as a lower bound, while the number of red states from a full
EDSM run is used as an upper bound. The difference is that
this time the binary search is not on the DFA bound but on
the SAT solver offset. For each run of the binary search, the
SAT offset is set to a certain integer x. Hence, the SAT solver
could find a DFA of up to lower bound + z states. To avoid
runs that take too long (potentially forever) due to excessively
large offsets, the range of the binary search is limited to 12.
In other words, if upper bound — lower bound > 12, a
DFA bound equal to upper bound — 12 is used to stop the
greedy merging, instead of an APTA bound equal to 1500.
Twelve was chosen as an upper bound for the range, since
offsets larger than 12 mostly resulted in timeouts.

Similarly to the DFA bound experiment, to assess how a
different lower bound would affect the results, the SAT offset
experiment was also run with APTA bounds equal to both
1000 and 1500.

Example execution

Here is an example execution of this technique. EDSM is run
with an APTA bound of 1500 and the partial resulting DFA



has 50 red states. Then, an entire run of EDSM is performed
and the resulting DFA has 60 states. Therefore, the range of
the binary search is [50, 60], and the first run is with a SAT
offset equal to 5. The run is successful and the SAT solver
finds a model of size 55. For the next run, the binary search
range is reduced to [50,54], and the SAT offset is equal to
2. Depending on whether the run is successful, the range is
reduced to either [50, 51] or [53, 54]. This continues until the
range is reduced to a single integer. The DFA inferred with
the last successful run is returned.

5 Results

In this section, the results of the experiments described above
are presented and analyzed. Subsection 5.1 discusses the dif-
ferences in the state counts of the inferred DFAs with both
experiments, compared to full EDSM runs. Subsection 5.2
does the same but for the differences in the BCR scores of the
inferred DFAs. The experiments are run on an Acer Aspire
7 laptop with 16 GB DDR4 main memory and a 6-core, 12-
thread Intel Core 17-8750H 2.2GHz with Turbo Boost up to
4.1GHz processor. The full results are provided in Appendix
A.

5.1 Differences in the state counts of the inferred
DFAs

We start by looking at how the state counts of the inferred
DFAs change with the hybrid approach compared to a fully
heuristic (i.e. EDSM) approach. Naturally, the expectations
were that the hybrid approach would find DFAs with smaller
state counts, due to the usage of an exact solver (i.e. the SAT
solver). This hypothesis is confirmed by the experiments.
In Figure 1 we can see how the state counts of the inferred
DFAs with the SAT offset experiment differ compared to full
EDSM runs, while in Figure 2 we can observe the same but
for the DFA bound experiment. The blue lines (circle marker)
show the differences with a lower bound for the search found
by stopping the greedy merging with an APTA bound equal
to 1000, while the orange lines (x marker) show the differ-
ences with a lower bound found with an APTA bound equal
to 1500. Furthermore, in Figure 3, the comparison of the 2 ex-
periments on this metric can be observed (with lower bounds
found with APTA bounds equal to 1500). It is important to
note that the values are an average from 5-fold cross valida-
tion, and hence some are not integers.

In Figure 1 and Figure 2 we can clearly see that stopping
the greedy merging earlier (i.e., obtaining the lower bound for
the search with a larger APTA bound) results in smaller mod-
els. This is expected for both experiments. For the SAT offset
experiment, when the APTA bound is larger, the exact solver
plays a bigger role, which, respectively, leads to smaller mod-
els. For the DFA bound experiment, when the APTA bound
is larger, the range over which to search is bigger, meaning
a satisfiable solution can be found when the greedy merg-
ing is stopped earlier, again leading to smaller models. The
comparison of the two experiments in Figure 3 shows that
the SAT solver experiment infers smaller models on almost
all STAMINA datasets. This is once again expected, as the
SAT solver experiment would always stop the greedy merg-
ing at most as early as the DFA bound experiment. However,

this does not necessarily mean that the SAT offset experiment
would always find smaller DFAs compared to the DFA bound
experiment, as can be seen for the 65th STAMINA dataset.
For some instances, stopping the greedy merging later could
lead to a satisfiable problem with a lower offset, compared
to stopping the greedy merging earlier. On certain datasets,
additional greedy merging might improve the structure of the
residual problem, leading to a satisfiable problem with fewer
states. Nevertheless, we can conclude that while stopping
the greedy merging earlier generally yields better results (i.e.
smaller models), this is not universally true.

Finally, we perform a statistical test to see if there is any
correlation between the dataset characteristics and the effec-
tiveness of the hybrid approach in terms of state counts. For
this purpose we use the SAT offset experiment results (APTA
bound 1500). In Table 1 we can observe how the state counts
of the inferred models change for the different dataset sparsi-
ties when the SAT offset experiment is used instead of pure
EDSM. From this data, we compute the Pearson correlation
coefficient, which is equal to 0.82, as well as the p-value,
which is equal to 0.17. This indicates that there is strong pos-
itive correlation between the sparsity of the dataset and the
effectiveness of the hybrid approach compared to pure EDSM
(i.e., the sparser the dataset, the more effective the hybrid ap-
proach gets compared to pure EDSM). However, since the p-
value is higher than 0.05, this means that the correlation is not
statistically significant, and further experiments are needed to
verify these results. Additionally, the same is done for the
alphabet sizes of the datasets: see the differences in Table
2. From this data we compute the Pearson correlation coef-
ficient, which is equal to 0.78, as well as the p-value, which
is equal to 0.12. Again, this indicates strong positive corre-
lation between the alphabet size of the DFA used to generate
the dataset and the difference in the number of states of the
hybrid approach compared to pure EDSM, but this time in
the other direction (i.e., as the alphabet gets bigger, the SAT
offset experiment gets less effective in terms of how much
it reduces the state counts found by pure EDSM). However,
the p-value is again higher than 0.05, indicating that further
experiments are needed to confirm this correlation.

12.5%
—3.44

100%  50%  25%
—1.44 —145 =25

Sparsity
State count diff.

Table 1: Table representing the average DFA state counts obtained
with the SAT offset experiment compared to pure EDSM, relative to
the sparsity of the datasets.

Alph. size | 2 5 10 20 20

St.c. diff. | —3.83 | —2.81 | —1.75 | —1.55 | —1.1

Table 2: Table representing the average DFA state counts obtained
with the SAT offset experiment compared to pure EDSM, relative to
the alphabet size of the DFAs used to generate the datasets.
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Figure 1: Difference in the (average) number of states of the identi-
fied DFAs with the offset experiment (APTA bounds 1000 and 1500)
compared to full EDSM runs.
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Figure 2: Difference in the (average) number of states of the identi-
fied DFAs with the DFA bound experiment (APTA bounds 1000 and
1500) compared to full EDSM runs.
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Figure 3: Difference in the (average) number of states of the iden-
tified DFAs with both experiments (with APTA bound 1500), com-
pared to full EDSM runs.
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Figure 4: Difference in the (average) BCR scores of the identified
DFAs with the offset experiment (APTA bounds 1000 and 1500)
compared to full EDSM runs.
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Figure 5: Difference in the (average) BCR scores of the identified
DFAs with the DFA bound experiment (APTA bounds 1000 and
1500) compared to full EDSM runs.
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Figure 6: Difference in the (average) BCR scores of the identified
DFAs with both experiments (with APTA bound 1500), compared
to full EDSM runs.

5.2 Differences in the BCR scores of the inferred
DFAs

In addition to the state count differences, the other important
metric on which to assess the results of the two experiments
is the difference in the BCR scores. Similarly to the plots for
the state count differences, in Figures 4 and 5 we can observe
the differences with the full EDSM runs, but this time for
the BCR scores. Figure 4 presents the results from the SAT
offset experiment, while Figure 5 presents the results from
the DFA bound experiment. Once again, the blue lines (cir-
cle marker) show the differences with a lower bound found
with an APTA bound equal to 1000, while the orange lines (x
marker) show the differences with a lower bound found with
an APTA bound equal to 1500. Furthermore, in Figure 6 we
can observe the comparison of the two experiments on this
metric (again with lower bounds found with APTA bounds
equal to 1500).

Unlike the state counts of the inferred models, the BCR
scores do not improve with the hybrid approach. In Figures
4,5, and 6, we can see that not only does the BCR score not
improve consistently compared to full EDSM runs, but it also
does not improve with different APTA bounds or between the
two experiments. However, there are still some interesting
results. As we can see for the 95th STAMINA dataset in Fig-
ures 4 and 5, both experiments have noticeably worse BCR
scores when run with APTA bounds equal to 1500, compared
to when run with APTA bounds equal to 1000. There are
two main circumstances that could lead to such a result. The
first one is that when EDSM is run for longer (i.e. APTA
bound equal to 1000), it could perform merges or promotions



to red states that lead to the inferred model being closer to the
target DFA, despite not having much evidence. This would
naturally lead to better performance on a test set. It is worth
mentioning that it is a lot more likely for this to go the other
way, and EDSM to perform bad merges or promotions due to
having little evidence. The other reason for such a result is
that the SAT solver that was used to run the experiments uses
parallel processing. Parallel processing introduces nondeter-
minism in the search for a satisfiable solution, which could
lead to different results on the same input, and hence occa-
sionally to high BCR differences. To confirm the nondeter-
minism, the SAT offset experiment was run an additional 3
times on the 95th STAMINA dataset, resulting in BCR scores
equal to 53%, 50%, and 54% (compared to the original 44%).

12.5%
+1.7%

100%
+0.62%

50%
—0.6%

25%
+2.18%

Sparsity
BCR diff. (%)

Table 3: Table representing the average BCR accuracy of the SAT
offset experiment compared to pure EDSM, relative to the sparsity
of the datasets.

Alph. size | 2 5 10 20 50
BCR diff. | +0.88% +0.99% —1.05% +0.63% —2.01%
(%)

Table 4: Table representing the average BCR accuracy of the SAT
offset experiment compared to pure EDSM, relative to the alphabet
sizes of the DFAs used to generate the datasets.

In order to see if there is any correlation between the BCR
score results and the characteristics of the datasets, a statisti-
cal test is performed. For this purpose we use the SAT offset
experiment (APTA bound 1500). In Table 3 we can observe
how the BCR scores change for each dataset sparsity when
we use the SAT offset experiment instead of pure EDSM.
From this data, we compute the Pearson correlation coeffi-
cient, which is equal to 0.1, as well as the p-value, which is
equal to 0.9. This indicates that there is practically no cor-
relation. Furthermore, we do the same for the alphabet size:
see the differences in Table 4. Once again we compute the
Pearson correlation coefficient, which is equal to —0.78, and
the p-value, which is equal to 0.12. This suggest strong nega-
tive correlation (i.e. as the alphabet size gets bigger, the SAT
offset experiment gets worse than EDSM), but the p-value is
above 0.05, which means the correlation is not statistically
significant and further experiments would be needed to con-
firm it.

Finally, we perform a statistical test to see if there is any
correlation between the differences in the BCR accuracies ob-
tained with the SAT offset experiment and EDSM, and the
BCR accuracies obtained with pure EDSM. In other words,
does the SAT offset experiment perform better/worse com-
pared to EDSM when EDSM performs well/poorly. We com-
pute the Pearson correlation coefficient, which is equal to
—0.06, as well as the p-value, which is equal to 0.79. These
results indicate that there is practically no correlation.

6 Discussion

The main goal of this experiment was to test how a hybrid
approach (greedy, then exact) performs on the problem of
DFA identification and to assess its usefulness. Two differ-
ent implementations of the exact approach were presented,
both failing to outperform a purely heuristic approach (i.e.
EDSM), despite managing to infer smaller models.

The two implementations of the hybrid approach were
tested on the training sets from the STAMINA competition
[15], which was, in fact, won by a hybrid approach called
DFASAT [10]. DFASAT adopted the same approach as the
one presented in this work: identify the model partially with
EDSM, and minimize with a SAT solver. Nevertheless, it
still achieved significantly better results than the two imple-
mentations of the hybrid approach tested here. The main rea-
son behind this is that DFASAT used four additional tech-
niques in addition to a hybrid approach. As explained in 3.3,
these include a new heuristic for EDSM (more well suited
for software model synthesis), trying different greedy paths,
adding an additional merge restriction, and using an ensemble
method. Adding these techniques to the two implementations
of the hybrid approach presented in this work would poten-
tially improve their test performances.

Despite not improving the performance on the test sets
used in this experiment, the two implementations of the hy-
brid approach give valuable insight into how running the SAT
solver as a larger part of the execution results in significantly
smaller models. If a more powerful machine is available, the
greedy merging could be stopped even earlier, which would
result in even smaller models that generalize the input data
better. To make sure the results that indicate that the hy-
brid approach finds smaller models than EDSM are statis-
tically significant, a Wilcoxon signed-rank test [16] is per-
formed. For this purpose the SAT offset experiment (with
APTA 1500) is used. The test results in p-value equal to
8.8 % 1075, Since this value is less than 0.05, the reslults
are statistically significant.

7 Conclusions and Future Work

This section discusses the conclusions that could be drawn
from this research, as well as the future work that could fol-
low. In 7.1 the work is briefly summarized. Then, in 7.2 the
conclusions that could be made are presented. Finally, in 7.3
we outline the potential future work.

7.1 Summary

The main objective of this research is to observe how a hy-
brid approach (learning a partial model heuristically, and then
minimizing it with an exact method) to DFA identification af-
fects model size and test performance. To achieve this an
experiment was conducted. Evidence-driven state merging
(EDSM) [11] was used as the heuristic method, while reduc-
tion to SAT [9] was used as the exact method. Two different
variations of the hybrid approach were tested. The first one
searched for a minimal point within a given range at which to
stop EDSM before minimizing, while the second one stopped
EDSM at a fixed point and minimized from there. The hybrid



approach used in this work was inspired by a similar approach
called DFASAT [10]

The hybrid approach was tested on the training sets from
the STAMINA competition [15]. K-fold cross validation was
used to reduce the bias in the results, produced by the sparse-
ness of some of the datasets.

7.2 Conclusions

The experiments showed a few interesting results. Despite
the hybrid approach managing to reduce the sizes of the in-
ferred models (compared to purely EDSM), it did not manage
to consistently improve the test performances. This indicates
that even though the hybrid approach puts us one step closer
to achieving the main goal of DFA identification (i.e. finding
the minimal DFA that is consistent with the training data),
other factors play a significant role in the test performances of
the models. These include how well-suited the merge heuris-
tic used for EDSM is, as well as the randomness introduced
by the parallel processing used by the SAT solver.

Despite not getting much information on how the test per-
formances of the models change when the hybrid approach
is applied with different settings, we can draw some conclu-
sions about how the sizes of the inferred models change. We
can conclude that when the exact method makes for a big-
ger part of DFA identification, that almost always results in
smaller models. The earlier we stop the greedy merging (i.e.
EDSM), the smaller the DFAs we obtain are.

7.3 Future work

The implementations of the hybrid approach discussed in this
work are just a foundation of this idea. There are many opti-
mizations that could be achieved, along with additional tech-
niques that could further reduce the sizes of the inferred mod-
els, and improve the test performances.

The implementations of the hybrid approach were run with
thought to the time and hardware available. It would be in-
sightful to see what the model sizes and test performances
would be if the greedy merging was stopped earlier, and a
bigger part of the problem was solved by the SAT solver.
This would of course require a larger computational effort,
and therefore a very powerful machine.

The datasets used for the experiments are particularly de-
signed for software model synthesis [3]. This leads to some
of them being too sparse, which makes it more difficult for
the inferred models to replicate the target DFAs. Future work
could be to generate different datasets from DFAs with dif-
ferent characteristics (e.g. different alphabet sizes, different
model sizes, etc.), and test the hybrid approach on them.

Finally, if we want to further improve the effectiveness of
the hybrid approach on the STAMINA datasets, we could
include the additional techniques in the DFASAT pipeline.
These include a new heuristic for EDSM (more well suited
for software model synthesis), trying different greedy paths,
adding an additional merge restriction, and using an ensemble
method.
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Appendix
A Full results

In this appendix, the results of the experiments described in Section 5 are presented. Table 5 contains the BCR scores for each
algorithm on the used STAMINA datasets. In Table 6 the state counts of the inferred DFAs can be observed.

STAMINA dataset / Algorithm 5 10 15 20 25 30 35 40 45 50

EDSM 0.98 | 097 | 0.52 | 0.39 | 0.67 | 0.61 | 0.49 | 0.50 | 0.62 | 0.53
SAT offset experiment (APTA 1500) | 0.98 | 0.95 | 0.54 | 0.42 | 0.69 | 0.60 | 0.50 | 0.51 | 0.61 | 0.53
SAT offset experiment (APTA 1000) | 0.98 | 0.96 | 0.55 | 0.32 | 0.66 | 0.63 | 0.51 | 0.51 | 0.62 | 0.54
DFA bound experiment (APTA 1500) | 0.97 | 0.97 | 0.53 | 0.38 | 0.67 | 0.60 | 0.49 | 0.48 | 0.62 | 0.54
DFA bound experiment (APTA 1000) | 0.97 | 0.96 | 0.57 | 0.39 | 0.67 | 0.61 | 0.50 | 0.55 | 0.61 | 0.54
55 60 65 70 75 80 85 90 95 100

EDSM 0.52 | 042 | 0.65 | 0.64 | 0.56 | 0.55 | 0.66 | 0.58 | 0.56 | 0.53
SAT offset experiment (APTA 1500) | 0.49 | 0.41 | 0.65 | 0.64 | 0.55 | 0.57 | 0.67 | 0.57 | 0.44 | 0.57
SAT offset experiment (APTA 1000) | 0.52 | 0.43 | 0.65 | 0.66 | 0.54 | 0.57 | 0.67 | 0.57 | 0.54 | 0.53
DFA bound experiment (APTA 1500) | 0.45 | 0.45 | 0.65 | 0.64 | 0.54 | 0.54 | 0.67 | 0.58 | 0.42 | 0.53
DFA bound experiment (APTA 1000) | 0.49 | 0.43 | 0.65 | 0.65 | 0.54 | 0.53 | 0.67 | 0.59 | 0.52 | 0.53

Table 5: Table with the BCR scores for each algorithm on the STAMINA datasets.

STAMINA dataset / Algorithm 5 10 15 20 25 30 35 40 45 50

EDSM 63.6 | 50.6 | 86.8 | 49.8 | 112. | 79.4 | 68.8 | 38.8 | 108. | 68.4
SAT offset experiment (APTA 1500) | 59.6 | 49.6 | 81.5 | 448 | 111.0 | 76.7 | 66.2 | 342 | 108. | 67.6
SAT offset experiment (APTA 1000) | 59.6 | 49.6 | 81.5 | 452 | 111.0 | 76.8 | 66.6 | 354 | 108. | 68.2
DFA bound experiment (APTA 1500) | 60.4 | 50.4 | 84.0 | 47.4 | 111.0 | 77.6 | 66.8 | 34.2 | 108. | 68.0
DFA bound experiment (APTA 1000) | 61.0 | 50.4 | 84.0 | 48.0 | 111.0 | 78.2 | 67.8 | 36.4 | 108. | 68.2
55 60 65 70 75 80 85 90 95 100

EDSM 356 | 25.0 | 49.2 |1 294 | 28.0 | 19.0 | 37.0 | 254 | 154 | 13.6
SAT offset experiment (APTA 1500) | 32.2 | 22.4 | 48.8 | 27.6 | 27.8 | 152 | 35.8 | 244 | 144 | 124
SAT offset experiment (APTA 1000) | 34.4 | 22.6 | 48.8 | 28.0 | 27.8 | 16.0 | 36.6 | 24.6 | 148 | 13.0
DFA bound experiment (APTA 1500) | 33.8 | 23.4 | 48.6 | 282 | 27.8 | 17.4 | 36.0 | 25.0 | 14.6 | 12.4
DFA bound experiment (APTA 1000) | 34.4 | 23.8 | 48.8 | 282 | 27.8 | 17.6 | 36.6 | 25.0 | 14.8 | 124

Table 6: Table with the state counts of the inferred models for each algorithm on the STAMINA datasets.
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