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Abstract

To detect cyber-physical attacks targeted at a water storage unit part of the Water Distribu-
tion Network (WDN), this thesis investigates the use of process data provided by Dunea, a
Dutch drinking water production company, for this purpose.

In order to achieve this, a model-based anomaly detection method is employed. This consists
of deriving an accurate model that represents the nominal dynamics of the system, computing
the residual between the estimation and the measurement and evaluating the residual using
the Non-Parametric Cumulative Sum (NP-CUSUM). Additionally, cyber-physical attacks are
designed to expose the water storage unit, during its draining and replenishing, to the most
extreme attacks that could potentially impact the WDN.

Results show that all designed attacks initiated during the reservoir’s replenishing are detected
within this mode of operation. Regarding the attacks initiated during the reservoir’s draining,
various attacks are detected within this mode, and some attacks are detected afterwards when
the system operates in the replenishing mode. The model-based anomaly detection method
implemented using the process data can detect all the designed and simulated cyber-physical
attacks against the water storage unit.

This thesis’s contributions include developing a benchmark for implementing potential future
anomaly detection methods for Dunea’s and other drinking water production companies’ wa-
ter storage units. Additionally, given the provided process data, a nonlinear hybrid automaton
is created to describe the nominal behaviour of the water storage unit. Lastly, multiple attack
profiles are studied, including their impact on the physical system and effectiveness in evading
detection.
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Chapter 1

Introduction

Industrial Control Systems (ICSs) are crucial components of critical infrastructures that mon-
itor and control industries such as water and power distribution, manufacturing, and trans-
portation. They are essential for society’s functioning, and a failure could have catastrophic
consequences. Incorporating information and communication technology into ICSs has en-
hanced their efficiency and performance, exposing these systems to new vulnerabilities and
threats. According to the British Standards Institution, there has been a noted increase in
the following threats since 2019 [24]:

• Malware infections through internet and intranet channels

• Software and hardware vulnerabilities in supply chain

• Risks associated with internet-connected control components

• Intrusion points through remote maintenance access

• Compromise of extranet and cloud components

Ensuring the safety of ICSs is paramount, as any harmful threats imposed on these systems
can potentially impact people’s lives, the environment and the economy. A survey by IBM
found that manufacturing accounted for the highest share of cyber-attacks worldwide, with
nearly 25% in 2022 and 28% in 2023 [32], [33]. The Center for Strategic and International
Studies tracks major cyber incidents, focusing on attacks against various industrial sectors
[15]. Notable attacks they tracked include:

• In December 2023, Ukrainian state hackers targeted Russia’s largest water utility plant.

• In February 2022, several oil terminals in major ports across Belgium and Germany
were targeted by a cyber-attack.

• In April 2022, hackers attempted to shut down electrical substations in a Ukrainian
energy facility.
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2 Introduction

In 2016, the European Union (EU) introduced the Network and Information Security (NIS)
directive to ensure a high level of cybersecurity across Member States [49]. Apart from the
regulations companies operating within the European Union must comply with, additional
measures are available to strengthen cybersecurity. One such measure is the introduction
National Institute of Standards and Technology (NIST) cybersecurity framework, which is
globally recognised and used to manage and minimise cybersecurity risks. This framework
comprises five core functions: identification, protection, detection, response, and recovery
from cyber-attacks [47].

The examples presented above indicate that it is not a matter of whether your industry will
be targeted but rather when. To effectively mitigate these attacks, detection is necessary.
Therefore, this thesis aims to investigate the detection of cyber-physical attacks aimed at
critical industrial control systems, with a focus on the production and distribution of drinking
water. The importance of this sector arises from its crucial role in human existence, increasing
water scarcity and essentiality for various industrial processes [64].

Detection methods have proven to successfully detect cyber-physical attacks on simulated
medium-sized Water Distribution Networks (WDNs) and scaled-down versions in real-life
testbeds ( [2] - [5], [19], [28] - [30], [38], [41], [44], [46], [48], [52], [55], [57], [59] - [61],
[63], [65]). However, to the best of the author’s knowledge, the development of cyber-attack
detection methods with regard to real-life WDNs is underrepresented in currently available
literature. This led to the formulation of the following research question:

"Can cyber-physical attacks targeted against a real-life Water Distribution Network be
detected by employing a model-based anomaly detection method?"

To answer this research question, three sub-questions are formulated:

1. How can real-time process data be used to create a model representing the nominal
dynamical behaviour of the WDN accurately?

2. How can one develop cyber-physical attacks and evaluate their influence on the WDN?

3. What anomaly detection method could be implemented to detect cyber-physical attacks?

Dunea, a Dutch drinking water company responsible for producing and distributing drinking
water to a large region of the South of Holland, kindly provided its process data for this
research to answer these questions. Dunea should be prepared against unexpected cyber-
physical attacks impacting daily operations. Therefore, it is crucial to simulate these attacks
and develop detection mechanisms to identify and avert such attacks’ catastrophic conse-
quences.

This research will contribute to developing a detection method for practical application in a
real-life water distribution network. In order to create this detection method, a non-linear
hybrid automaton will be derived to describe these dynamics. Subsequently, the designed
anomaly detector will be evaluated by simulating attacks with various attack profiles on the
WDN to determine its effectiveness in detecting anomalies.

The outline of this report is structured as follows: in chapter 2 background information on In-
dustrial Control Systems (ICSs), cyber-physical attacks and detection methods are provided.
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Furthermore, it presents related work concerning detecting cyber-attacks in Water Distribu-
tion Networks (WDNs). In chapter 3, a process description of the WDN is presented, along
with a detailed derivation of the mathematical model describing the nominal dynamics of
the water storage unit. In chapter 4, the design and simulation of the cyber-physical attacks
and the implementation of the anomaly detector are denoted. In chapter 5, the results of
the detection of the simulated cyber-physical attacks are evaluated. Lastly, chapter 6 offers a
definite conclusion of this study, answers the research question and provides recommendations
for future research.

Master of Science Thesis R. Aartman



4 Introduction

R. Aartman Master of Science Thesis



Chapter 2

Cyber-attacks in industrial control
systems

This chapter aims to present comprehensive background information on Industrial Control
Systems (ICSs), cyber-physical attacks, anomaly detection methods, and the relevant litera-
ture on cyber-attack detection within Water Distribution Networks (WDNs). In section 2-1,
literature on ICS is discussed, including the dominant architecture, main components, and
commonly used communication protocols. The vulnerabilities introduced by these develop-
ments, alongside their benefits, are emphasised. In section 2-2, the three primary resources an
attack could exploit and potential areas vulnerable to attacks are outlined. Lastly, section 2-
3 presents the current landscape of intrusion detection systems and discusses the literature
regarding the implementation of anomaly detection methods used to identify cyber-physical
attacks within WDNs.

2-1 Industrial control systems

In the last 50 years, the rise of digital control devices has increased communication between
various components in ICSs. Due to the safety aspects and availability of control operations,
it is necessary to segmentate components within ICSs. A standardised architecture is used as
a framework in the industry to structure these components and their communication. This
architecture, its main components and communication protocols will be described, such as
supervisory control components, Distributed Control Systems (DCSs), Programmable Logic
Controllers (PLCs) and fieldbus protocols. Unfortunately, ICSs have vulnerabilities such as
access critical components, unencrypted communication protocols, and wireless access points.
Malicious attackers can abuse these vulnerabilities, as was seen over the last 10 years with
an increase in malicious cyber-attacks. This section aims to provide dominant architecture
and communication protocols utilised, while highlighting the benefits and drawbacks of the
adaptations that have been made.

Master of Science Thesis R. Aartman



6 Cyber-attacks in industrial control systems

2-1-1 Dominant architecture

This section will provide a more detailed understanding of the complex design of ICSs. The
segmentation employed to structure ICSs and Information Technology (IT) networks, along
with a detailed description of the primary components of the ICS, is given.

Figure 2-1: PERA levels [36]

PERA model

The growing number of components integrated into ICSs and their ability to interconnect
both with each other and with the IT domain has significantly elevated the complexity of
industrial architecture. Therefore, Theodore J. Williams and members of the Industry-Purdue
University developed the Purdue framework for architecture in industrial automation in the
1990s [8]. The model creates a standard for segmentation and hierarchical structure of data-
flows within the network of the ICS. The Purdue Enterprise Reference Architecture (PERA)
model, as shown in Figure 2-1, consists of five levels, ranging from 0 to 4, as in the international
standard, ISA 95 [36]. The PERA levels denote the criticality levels of components within
an industrial enterprise, with level 0 being the most critical and essential for the production
process and safety. The absence of level 3 should not disturb production on its own. Any
levels higher than 3 should not impact the production process.
The framework consists of the enterprise zone, denoted by levels 4 and 5, a Demilitarised
Zone (DMZ) and the manufacturing zone, denoted by levels 0-3. The DMZ establishes a
distinct boundary between the two domains by overseeing traffic and creating a controlled
space for exchanging process data [27]. The enterprise zone is subdivided into two levels:
the enterprise layer for business planning and logistics and the external environment, which

R. Aartman Master of Science Thesis



2-1 Industrial control systems 7

is often the Internet. The manufacturing zone contains levels 0-3, level 0 being the physical
process, level 1 containing the basic control devices, level 2 providing supervisory control, and
level 3 containing devices for operating management. In Figure 2-2, a detailed representation
of the components within the framework is shown. In the following section, a clear description
of the main components of the manufacturing zone will be given. It is noted to the reader
that this is a generalised topology description, and not all industrial control systems will
necessarily have this architecture.

Figure 2-2: Detailed PERA architecture

Main components

The manufacturing zone comprises all essential devices and additional supporting equipment
required for the manufacturing process. Levels 0-2 include critical devices to the overall
manufacturing process. To provide a comprehensive understanding of these devices, a detailed
description of the components at each level will be given.

Level 0 - Physical process Field devices, including sensors, transducers and actuators, use
an industrial protocol such as Modbus or Process Field Bus (PROFIBUS) to communicate
directly with a controller. These sensors measure various parameters such as temperature,
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8 Cyber-attacks in industrial control systems

pressure, vibration and humidity. In contrast, actuators such as valves, pumps, turbines,
burners and compressors influence the process [14].

Level 1 - Safety/ Basic control The primary control components employed in various ICSs
are PLCs and DCSs.

PLCs
Originally, PLCs were designed to replace the electromechanical relays as switching or logic
elements. The PLCs are programmed in ladder logic, which looks like a schematic diagram
of relay logic [8]. A typical PLC consists of a power supply, Central Processing Unit (CPU),
communication interface and Input/Output (I/O) modules(s) [14]. Modern PLCs can perform
binary and analogue I/O and implement Proportional, Integral and Derivative (PID) control
loops [22]. The processor-based system takes inputs from data generation devices, such as
sensors, communicates them with the production via DCS or Supervisory Control and Data
Acquisition (SCADA) devices, and presents the output to Human Machine Interface (HMI)
[39]. The control logic of the PLC is accessible via a programming interface at an engineering
workstation [56].

DCSs
Large, high-value, safety-critical process industries, such as oil refineries, drinking water treat-
ment plants, chemical manufacturing plants and pharmaceutical processing facilities, com-
monly use DCSs [8], [56]. DCSs are control systems in which pre-programmed control actions
mainly occur centrally within the DCS controllers rather than locally near the process. These
functions of the DCS are typically implemented redundantly. However, for functions that
require a very fast response time or autonomy, such as safety systems, local PLCs are still
used, which have a lower computational time than a DCS. Using a HMI in combination with
the DCS allows for live process values to be displayed and set points to be adjusted [22].

Level 2 - Supervisory control HMIs are used in combination with Supervisory Control and
Data Acquisition (SCADA) devices and engineering working stations to perform supervisory
control. In the supervisory control level, components, such as HMIs, are combined with Su-
pervisory Control and Data Acquisition (SCADA) devices to provide operators with necessary
process data and enable supervisory control if required. Furthermore, engineering working
stations can be employed to modify the control law of specific control devices.

SCADA
SCADA is a vital component of ICS, it collects data from control hardware, such as Remote
Terminal Units (RTUs), typically a type of PLC. The data is then transferred to a central
computer facility, where it can be displayed to the operator in either a graphical or textual
format [56]. The SCADA system allows the control system to operate remotely, which is
useful when multiple local control systems are in place. The SCADA system can adjust local
setpoints from a centralised control room [8]. However, it’s important to note that the local
control systems are not dependent on the SCADA system. The local control system will
continue to function if the SCADA system fails. In summary, SCADA plays a critical role
in collecting and transferring data from control hardware to a central location, where it can
be displayed to the operator. While the SCADA system enables remote operation, the local
control systems can function independently of it.

R. Aartman Master of Science Thesis



2-1 Industrial control systems 9

HMI
The HMI is a technology that enables humans to interact with machines or systems. It serves
as a bridge between the user and the machine, allowing the exchange of information and
control commands. The main purpose of this interface is to facilitate effective communication
and control. An HMI typically displays plant processes, providing status information such as
temperature, flow rate, and tank levels [14].

Engineering stations
The engineering workstation is commonly a desktop computer or server hosting the program-
ming software for controllers, like PLC, RTU and applications. This platform can change the
controller logic and industrial applications [14].

2-1-2 Communication protocols

For ICSs to function properly, it’s crucial that devices can communicate with each other.
Traditional wired communication technologies have been paramount in industrial monitoring
and control networks. However, this communication was usually carried out over point-
to-point wired systems. These systems required a huge amount of wiring, which, in turn,
introduced a large number of physical points of failure, such as connectors and wire harnesses.
To overcome these drawbacks, point-to-point systems were replaced with advanced industrial
communication technologies. This section highlights the major communication technologies
utilised in industrial control networks.

Fieldbuses

Originally, information was transferred to the controller analogously. Most analogue instru-
ments used analogue currents within the range of 4 mA to 20 mA or analogue voltage between
0 V to 10 V. For example, in a dimmer switch, 4mA represents off, and 20mA represents on.
The arrival of digital signals in the 1960s introduced digital controllers, transmitting signals
containing binary values [18]. Therefore, it enabled the replacement of multiple analogue
control loops with one single digital controller [22]. This necessitated the development of new
communication protocols that would comply with the digital transition.

The International Electrotechnical Commission (IEC) established Fieldbus communication
protocols in their IEC standard 61158 [35]. Since 1978, the industry has developed endless
fieldbus protocols, including Foundation Fieldbus H1, ContronNet, PROFIBUS, and Modbus.
RS-232, RS-485, and Modbus are the serial communication protocols launched around the
1980s. RS-232 and Modbus were developed and applied to be used for the connection of PLCs
to industrial devices. RS-485 is used within industrial and commercial networks because it
can communicate over longer distances and with multiple devices [8]. In 1986, Siemens
launched PROFIBUS, the first fully digital protocol for powering field devices and supports
communication speeds up to 12 Mbps and 126 addresses/nodes.

While initially designed to replace communication protocols for traditional analogue signals
used at the lowest level of an industrial control system, fieldbus technology has since evolved
significantly. This evolution has introduced additional functionality that can be used across
various levels of the control hierarchy. Consequently, Ethernet has gained prominence with
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10 Cyber-attacks in industrial control systems

connecting fieldbuses to PERA levels two and three devices [8], [22]. Ethernet can connect
thousands of devices to the network, whereas most fieldbuses support communication for only
up to 250 devices.

Industrial Ethernet

Ethernet is a communication technology widely used in both Local Area Network (LAN) and
Wide Area Network (WAN). A LAN is a network of computer routers, switches and firewalls
that covers a limited area, such as the office domain, whereas a WAN is a collection of LANs
or other communication networks [8].

The introduction of switched networks was a significant development that enabled using
Ethernet for industrial purposes. In traditional hub-based networks, signals were transmitted
from one port to all other ports, causing congestion on the physical medium. However,
switched networks only transmit data received on a port in the direction in which the recipient
of the data is located, resulting in a more efficient data transmission process.

For industrial applications such as ICSs Industrial Ethernet (IE) is used, which involves
special cable connectors, making it more reliable when compared to standard Ethernet. The
commonly used IE protocols are PROFINET, EtherNet/IP, EtherCAT, SERCOS III, CC-
Link IE, Modbus TCP/IP and Powerlink [8].

2-1-3 Vulnerabilities

In ICSs, vulnerabilities appear on different levels, posing significant challenges to the availabil-
ity and integrity of industrial processes. At the system and component design level, network
design level, and within security policy, culture, and technical operations, vulnerabilities in-
troduce potential points of exploitation [1]. For the purpose of this thesis, the focus will be
exclusively on the system and component design level and the network design level.

Devices positioned within PERA level one, as illustrated in Figure 2-2, are basic control com-
ponents such as a PLC, RTU and Intelligent Electronic Devices (IEDs). These components
are commonly connected through fieldbus protocols, such as Modbus and PROFIBUS DP,
utilising a client/server communication model. In this model, a client initiates a data request
to a server, which then responds with the requested data. Importantly, bidirectional commu-
nication allows clients to modify server data. Inconveniently, Modbus and PROFIBUS DP
communication protocols lack essential security features such as encryption and authentica-
tion [31]. This vulnerability allows potential malicious actors to gain unauthorised access to
sensitive information by exploiting vulnerabilities in communication cables, posing a serious
threat to the confidentiality and integrity of industrial processes. Moreover, suppose PLCs
or sensors that are part of the safety control system are compromised by malware, hackers,
or human-made errors. In that case, it can lead to potentially catastrophic consequences.

As discussed in subsection 2-1-1 PLCs, SCADA systems, and DCS systems frequently commu-
nicate via an Ethernet communication protocol. Despite the efficiency gains associated with
remote access to field devices, many devices within this network, including switches, routers,
and engineering stations, were not originally designed with cybersecurity in mind. The re-
liance on Ethernet communication introduces a potential gateway for attackers to compromise
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2-2 Cyber-physical attacks 11

these vulnerable devices. Unauthorised access to and control over these critical devices could
result in catastrophic consequences for industrial processes.

Moreover, companies often seek integration within network design between the ICS network
and the office IT network, typically achieved using Ethernet. Wireless physical standards
are also emerging to enhance the integration between Operational Technology (OT) and IT
networks. Using TCP/IP, HTTP, and XML standards has blurred the line between enterprise
and industrial networking [22].

In summary, the existence of multiple vulnerabilities within industrial control systems ne-
cessitates the implementation of comprehensive security measures. Safeguarding data avail-
ability, integrity, and confidentiality is paramount to mitigate the potential risks associated
with unauthorised access and control over critical industrial components. As the integration
between OT and IT networks continues to evolve, the need for addressing vulnerabilities
becomes an ongoing challenge. This demands continuous adaptation and improvement of
security protocols and practices, especially in the OT domain, which involves the physical
world and the safety of humans and the environment.

2-2 Cyber-physical attacks

Companies implementing ICSs enclose two domains: the IT network and the OT network,
with the intermediary DMZ that separates them. The target of a cyber-attack can be a
component in one of these two domains. However, in most reported ICS incidents, the
attackers gain access through the IT domain, then move to OT infrastructure, and influence
the physical process through the communication infrastructure [26]. These attacks are known
as Cyber-Physical Attacks (CPAs), and launching multiple attacks on OT assets can affect
the physical behaviour of the system.

CPAs and faults can be modelled as an external signal influencing the system’s dynamics [21].
However, there is a significant difference between them. Faults do not have a specific objective
to fulfil, in contrast to CPAs that hold a malicious purpose, as pointed out by Teixeira et al.
in [61]. Also, faults are generally considered random, while attacks are usually planned over
time and result from calculations [50][61]. This chapter discusses the different types of CPAs
that ICSs can be subjected to, along with the areas targeted by these attacks.

2-2-1 Categorisation

Cyber-Physical Attacks (CPAs) can be divided into three categories: disclosure, deception
and disruption attacks [17], which can compromise the traditional security goals of integrity,
availability and confidentiality [13].

Disclosure attacks
Disclosure attacks refer to the attempts to gain unauthorised access to sensitive information,
thereby violating data confidentiality [13], [17]. This could involve eavesdropping to obtain
sensory data and control inputs to gain knowledge of the system’s transfer function [61]. It is
important to note that the objective of disclosure attacks is to remain unseen and not disrupt
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12 Cyber-attacks in industrial control systems

the system’s normal operation.

Deception attacks
Deception attacks, often referred to as False Data Injection (FDI), occur when signals deviate
from their actual value. The lack of integrity, i.e. the trustworthiness of data or resources,
will result in deception [42]. Examples include introducing incorrect sensor measurement or
control input or altering the control law [17]. Launching these attacks by compromising the
integrity of sensor and actuator data [48] or by obtaining the secret keys by the sending de-
vices [6]. It should be noted that deception attacks do not hold any disclosure capabilities [61].

Disruption attacks
Disruption attacks involve tampering with information, such as Denial of Service (DoS) or
jamming attacks [17]. Attempting to disrupt the nominal functioning of a system and its
ability to remain accessible and usable upon demand [23]. For instance, if a critical physical
process is open-loop unstable and a DoS attack occurs, the absence of sensor data leads to
an open-loop control problem, which could cause damage to the system and entities around
it [13], [61].

2-2-2 Areas of attack

CPAs can occur at targeted components, such as devices in the physical layer, the PLC or
the SCADA system. Moreover, the attacks can also aim for the communication link between
devices, like the link between a PLC and the physical layer, or the link between PLCs, or the
communication between PLC and SCADA. The multiple attacks are shown in Figure 2-3.

Figure 2-3: Graphical representation of the attack locations.

Figure 2-4 provides a more detailed illustration of potential attacks on the basic control level.
Deception attacks can influence the integrity of the communicated values by injecting biased
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data and creating ũ and ỹ. Disruption attacks can disable the communication between the
actuators and the controller. In addition, the control law of the PLC can be rewritten, or
physical damage can be inflicted on components such as pumps or valves.

Figure 2-4: Graphical representation of attack on basic control level

2-2-3 Man In The Middle attack

Man In The Middle (MITM) attacks are performed at the SCADA client server device end-
point due to their communication protocol giving an easy way in. In this attack, the attacker
can capture the traffic passing through the network, including data transmitted by the tar-
gets. To achieve this, the adversary gains access to a machine connected to a span port or
tricking the switch into becoming a span port [43]. A replay attack is an example of a MITM
attack. A replay attack lies within the plane of disclosure and disruption resources. In replay
attacks, a finite data horizon is recorded during normal conditions and then retransmitted to
the HMI monitors of the operator. This can occur while field devices are either disrupted or
operated at a different setpoint. Another example of a MITM involves injecting false data
into communication signals received while simultaneously jamming other field devices.

2-3 Intrusion detection systems

This section will elaborate on the various intrusion detection methods used to detect cyber-
physical attacks in ICSs. Intrusion Detection System (IDS) are commonly used to identify
malicious attacks against information systems by analysing network protocols and traffic data
[30]. However, in ICSs, data confidentiality is not the highest priority. Instead, the emphasis is
on enforcing security measures that are practical and compatible with the specific operational
needs of the industrial setting [51].
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Compared to conventional information technology, the security protocol applications of ICSs
are simple and do not support encryption. Therefore, the traditional information security
field methods can not be directly applied to industrial control systems security [72]. Addi-
tionally, ICSs differ from traditional information systems as they are directly connected to
the physical world. This makes it challenging for traditional IDS designed for information
to identify attacks against physical processes that do not cause abnormal network traffic or
violate protocol specifications [30].

To address this challenge, anomaly-based intrusion detection can be employed. This involves
defining normal behaviour and flagging any visible deviation from it as either unintentional
faults or intentional attacks. Firstly, the existing fault diagnosis methods are outlined and
then their application to anomaly detection methods for detecting cyber-physical attacks
detection in related work is discussed.

2-3-1 Fault Diagnosis

Fault diagnosis is a process that involves detecting, isolating, identifying and estimating
faults in a system at a given time, assuming knowledge of possible faults [37]. Fault detection
determines the presence of a fault in a given system at a given time, testing the null hypothesis:
H0 : the system behaves nominally. Fault isolation evaluates i faulty hypotheses, Hi : the
system behaves as if the i-th fault is present at a given time. In case H0 and all but one
Hi hypotheses are falsified, then the fault parameters are estimated. If H0 and all Hi are
falsified, then a model of a new fault should be identified.

Change detection methods are utilised to test the null hypothesis, which can be divided into
deterministic and probabilistic tests. An example of a deterministic test is the limit check
of scalar variables, where the minimum and maximum allowed values are known zmin <
z(k) < zmax [37]. However, this method only applies in steady-state, and in some cases, the
deterministic limit is unknown. A probabilistic change detection method commonly used is
the Chi-squared test. This test is used to determine if there is a change in the variance σ of a
normal distributed random variable. It evaluates N samples with a known covariance σ0 and
estimates σ̂1 from samples, described in the following equation:

χ2 = (N − 1)σ̂2
1

σ2
0

. (2-1)

Change detection methods such as limit value check and Chi-squared only focus on separately
evaluating individual measurements or data sets. The previous test does not influence the
next one. Furthermore, the Chi-squared test requires many samples before and after the
change to verify or falsify the null hypothesis with sufficient significance. This leads to a
delay in the detection of anomalies. On the other hand, stateful detection methods employ
the history of the measurements. An example of a likelihood-based methods is the Cumulative
Sum (CUSUM), which uses the log-likelihood ratio of an observation z(i):

s(z) = ln pθ1(z)
pθ0(z) (2-2)
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Where z(i) is a sequence of independent random variables, the probability density function
pθ0 denotes the healthy normal distribution of signal and pθ represents the probability distri-
bution for the attack regarding the hypothesis H1. The CUSUM of the log-likelihood ratio is
described as follows [12]:

S(k) =
k∑

i=1
(s(z(i)) =

k∑
i=1

ln pθ1(z(i))
pθ0(z(i)) . (2-3)

The CUSUM experiences negative drift before the change and positive change after. The
above-mentioned detection methods are signal-based methods that evaluate the signal z(k) in
the presence of a fault. In contrast, model-based detection methods rely on creating a nominal
model rather than nominal features of a system. These methods rely on measurements and
an observer to derive state estimations and compose a residual for analysis. The dynamics of
the physical system can be described by:

x(k + 1) = f(x(k), u(k)) + η(x(k), u(k), k)
y(k) = x(k) + ζ(k),

where η(k) is the model uncertainty and ζ(k) measurement noise. The observer introduced
to compute the residual is denoted as the following:

x̂(k + 1) = f(y(k), u(k)) + Λ|x̂(k) − y(k)|
ŷ(k) = x̂(k)
r(k) ≜ y(k) − ŷ(k),

where Λ is the observer gain that dampens out the output error. If the residual r(k) exceeds
a predefined threshold, a fault is detected [20].

Although fault diagnosis and attack detection in cyber security are related to detecting anoma-
lies, a subtle difference exists. The classical control-theoretic approaches from anomaly detec-
tion deal with independent disturbances, and faults and do not consider colluding malicious
cyber-attacks where multiple variables can be tempered to hide attacks. This is done by
mimicking physical disturbances and faults [54]. Furthermore, model-based detectors are pri-
marily focused on detecting and isolating faults with a specific known structure. This poses
challenges when dealing with adaptive intruders within the system, particularly intelligent
adversarial attackers whose attack signature is unknown [45].

Despite the abovementioned differences, many researchers have applied conventional detection
methods to cyber-physical attack detection. The next section will describe the related work
regarding the development of anomaly detection methods to detect cyber-physical attacks in
WDN.
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2-3-2 Anomaly detection methods

As previously stated, the anomaly detection problem can be divided into three parts. Firstly,
the representation of the physical system must be used to predict or estimate the system’s
outputs. A mathematical model can be derived using historical data and system identification
methods, such as the auto-regressive integrated moving average and linear dynamical state-
space, ARIMA model [30], or the sub-space identification method.

Next, an observer-based method estimates the output and calculates the difference between
the measurement and the estimated output, known as the residual. In research, different
methods have been studied for this purpose.

Amin et al. [7] uses an Unknown Input Observer (UIO) and direct system identification. On
the other hand, Ahmed et al. [3] and Azzam et al. [11] employ a sub-space identification
technique for Linear Time-Invariant (LTI) systems [66] to derive a Kalman filter to estimate
the evolution of the system dynamics. Conversely, Jia and Zhang [38] utilise a Luenberger
observer gain, while Amin et al. [6] employ a bank of Luenberger observers. The dynamical
model of a LTI system can be obtained as a discrete-time state-space model of the form:

xk+1 = Axk + Buk + vk,

yk = Cxk + ηk,
(2-4)

where k ∈ N is the discrete time index, xk ∈ Rn is the state, yk ∈ Rm are the measurement
output, u ∈ Rp denotes the inputs, vk the model uncertainty, and ηk the measurement noise,
assumed to be Gaussian with zero mean and covariances Q and R respectively.

To estimate the state of the system based on the available output yk, a linear filter can be
used with the following structure:

x̂(k + 1) = Ax̂k + Buk + Lk(yk − Cx̂k), (2-5)

with the estimated state x̂k ∈ Rn and observer gain matrix Lk ∈ Rn×m. Defining the
estimation error ek := xk − x̂k. The estimation error will behave according to the following
equation

ek+1 = (A − LkC)ek − Lkηk + vk. (2-6)

In contrast to the Luenberger observer, which is determined such that the estimation error
converges to zero asymptotically limk→∞ ek = 0, in the Kalman filter, the matrix L is designed
to minimise the covariance matrix Pk = E[ekeT

k ] [10]. Verifying that R + CPCT is positive
definite, the estimator gain is

Lk := PCT (CPCT + R)−1. (2-7)

This leads to a minimal state covariance matrix P , with P given by the solution of the
algebraic Riccati equation:

P = APAT − APCT
(
CPCT + R

)−1
CPAT + Q. (2-8)
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The last part of the anomaly detection problem is analysing the residuals. This involves
composing a null hypothesis for the nominal model where no attacks are present and an
alternative hypothesis for the faulty model where an attack has occurred. Hypothesis test-
ing is then conducted based on the residual statistics, which are tested using the methods
described in the previous section. Related work uses static algorithms like chi-squared and
limit-checks to evaluate the residual [3], [11], [38], [60], [69]. [11] uses chi-squared metric:
z(k) = rT (k)Σ−1r(k) and compares it with a threshold τ . Where r(k) is the residual, Σ
is the covariance matrix of the residual under normal conditions, and τ is set according to
a desired false alarm rate. In contrast to Chi-squared, CUSUM also considers the previous
measurements. Therefore CUSUM is broadly used in the literature [6], [16], [44], [48], [65].
Since this method depends on the probability distribution of the considered attack scenario
state, non-parametric evaluation methods are used, such as the Non-Parametric Cumulative
Sum (NP-CUSUM) and F-test. Research shows that the implementation of the NP-CUSUM
independent of the statistics of the model of the attack succeeds in detecting attacks to the
WDN [9], [16] and [30].

Conventional anomaly detection methods only evaluate the magnitude of residuals. In con-
trast, Hu et al. explore other residue characteristics in [29] and [30] to detect stealthy attacks.
In their 2020 paper, [29], they propose a method that uses the permutation entropy to char-
acterise the regularities in the prediction residuals generated during stealthy attacks. This
helps in distinguishing the nonrandom residual series from a random one and identifying the
occurrence of an attack. On the other hand, in their 2019 paper, [30], they compute the
skewness coefficient of the residual. During a false data injection attack, a small portion of
residuals are replaced with average residuals, and the residual distribution becomes right-
skewed or left-skewed. However, these methods still depend on manually setting and tuning
the algorithm parameters, such as detection threshold and residual length, for testing.

Within the studied literature, most model-based detection methods use an observer-based
method. However, Housh [28] proposes a demand estimation method based on the records of
water measurements. They use this as input to simulate the hydraulic laws, calculating and
classifying the errors between the SCADA readings and simulated values. Additionally to
the threshold on the residual, Housh proposes a multilevel approach to record the thresholds
using three moving average filters with lags between 0 and 2. The classification errors include
one outlier vector from each moving average filter and two components that must violate the
threshold.

These methods are model-based approaches. Most industrial control systems, such as power
grids and water distribution networks, are large, complex, distributed control networks. Due
to the complexity and possible nonlinear behaviour, identifying such a system can be chal-
lenging. They often simplify and linearise the system for a given operating point [3], [60].

These conventional detection techniques cannot handle the complex multivariate data streams
generated by modern Cyber-Physical Systems (CPSs). This is because the model-based meth-
ods rely on an accurate representation of the physical system, which can be difficult to achieve
due to the dynamic nature of CPSs. Furthermore, model parameters, such as pipe roughness,
can change over time in real-life applications. In response to these challenges, researchers have
advanced beyond traditional specification or signature-based approaches and turned to the
utilisation of machine learning techniques to leverage the copious amounts of data produced
by these systems. This shift has been exemplified in studies such as [41] and [52].
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2-3-3 Performance metrics

To assess the performance of the methods, the following metrics are often utilised, namely,
Time To Detection (TTD) and Single Classification Rate (SCR) [58].

TTD = t0 − td, (2-9)

Where t0 denotes the time an attack is detected, and td stands for the time at which the
attack was initiated.

To quantify the accuracy of the algorithm True Positive Rate (TPR) and True Negative
Rate (TNR) are computed based on the elements of the confusion matrix [58]. Both rates
combined represent the SCR.

TPR = TP

TP + FN
(2-10)

TNR = TN

TN + FP
(2-11)

SCR = TPR + TNR

2 (2-12)

TP and TN represent the numbers of true positive and true negative time instants, respec-
tively, while FP and FN are the numbers of false positive and false negative instances.

On the other hand, a hypothesis can be falsified incorrectly by enclosing a false positive or
a false negative. The False Alarm Rate (FAR) can be used to tune the parameters for the
anomaly detection methods. This approach was, for example, used in [3] by Ahmed et al.,
where a specified FAR was used to calibrate the detector parameters. The FAR denotes the
ratio of false positives on the total test.
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Chapter 3

Model of the water storage unit

As described in the previous chapter, model-based anomaly detection methods rely on a
representative model and knowledge of the system in healthy conditions. Since the Water
Distribution Network (WDN) is an extensive, complex network in section 3-1, a description
of the distribution system is provided, and the boundaries of the subsystem of the WDN
studied in this research are specified. The model describing the nominal system dynamics
will be based on the laws of physics regarding fluid mechanical systems. In section 3-2 and
section 3-3, the equations of motion for the different modes of operation are derived. Using
the provided process data by Dunea and these equations of motion, the system parameters
are identified in section 3-4 using multiple optimisation methods. Lastly, in section 3-5, the
parameters for the final model are chosen, and a hybrid automaton is used to describe the
system dynamics.

3-1 Fundamentals of the Water Distribution Network

Before a model can be created, it is essential to gain a comprehensive understanding of
the distribution network and the associated processes. This section provides an overview of
the automated process involved in the supply of the produced drinking water to consumers.
Furthermore, a detailed description of the components at the water storage unit of the Leyweg
is presented, along with the data provided by Dunea. Lastly, the fundamentals of fluid
mechanics are provided to lay the groundwork for creating a model to describe the dynamics
of the nominal behaviour of the water storage unit at the Leyweg.

3-1-1 Automated process

Dunea produces drinking water at three production sites in the western region of the South
of Holland: Monster, Scheveningen, and Katwijk. Where the naturally filtered dune water
is pumped out of the soil and post-processed to produce drinking water. Each site has its
designated supply area. This thesis will focus on the supply area Zuid of the production
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site at Scheveningen. To ensure a high quality of drinking water, the objective is to keep
the pumping stations’ production as constant as possible. However, water demand fluctuates
throughout the day as most individuals follow a particular pattern. Therefore, water storage
units are distributed strategically within the supply area to account for changes in consumer
demand.
The pump station’s setpoint is calculated using the capacity of the replenishment reservoirs,
historical demand, the weather forecast, and other inputs. This calculation considers that
every replenishment reservoir is filled and drained within 24 hours.
The reservoirs are drained to supply water during high-demand periods and replenished during
periods of excess produced drinking water. This process is controlled through an automated
operation method called "The Carousel" within Dunea, which can be seen as a centralised
control system.
From 06:00 until 22:00, the temporarily stored drinking water is distributed to the consumers
and visualised in blue in Figure 3-1, where A, B, C and D are the four replenishment reser-
voirs in the supply area. In the case of the supply area Zuid, these will be located at Leyweg,
Zoetermeer, Trekvliet, and Bergsenhoek. The following actions are in order during this time
window:

• If Qout −Qin > 500 m3/h for a time span greater than 120 seconds, a pump at the water
storage unit with the replenishment reservoir containing the highest nominal volume is
turned on.

• If Qout < Qin for a time span greater than 120 seconds, a pump of the replenishment
reservoir with the lowest nominal volume is turned off.

• If the number of pumps in operation exceeds zero at 22:00, the pumps are stopped
gradually.

Figure 3-1: The automated process of the utilisation of the replenishment reservoir. The condi-
tion for the initialisation of the draining is visualised in blue, and the condition for the initialisation
replenishing and increments of the flow rate is denoted in red.

From 22:00 until 06:00, the excess produced drinking water is stored in the reservoir, and the
following actions are in order during this time window:
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• If Qout < Qin for some time greater than 120 seconds, the replenishment of the reser-
voir with the lowest capacity is increased by 250 m3/h until the maximum flow rate is
reached.

• If the reservoir has reached its maximum capacity, the replenishment of that specific
reservoir is stopped.

• If not all reservoirs are full at 06:00, the replenishment of the reservoirs is stopped
gradually

This indicates that within the carousel, there are three modes of operation: conserving water,
replenishing, and draining the reservoirs. As a result, the control of the water storage units
and the communication of their capacity are paramount for the supply of drinking water
to the industry and thousands of households in the South of Holland, as evidenced by this
automated process. Therefore, this thesis will focus on modelling the water storage unit at
the Leyweg to enhance cyber-security against cyber-physical attacks. The following section
will describe the components located at the water storage unit to comprise an adequate model
describing the different modes of operation of the water storage unit.

3-1-2 Water storage unit Leyweg

Figure 3-2: Schematic overview pipework water storage unit Leyweg
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The water storage unit Leyweg consists of the following main components

• Reservoir

• Pump05 and Pump06

• Motor-Controlled Valve (MCV)36 and MCV37

• Flow Controlled Valves (FCVs): MCV34 and MCV35

• Flow sensor

• Pressure sensor

• Level indicators

• Pipelines

The pipelines at the Leyweg water storage unit have multiple cross-sections. In Table 3-1,
an overview of the pipes with the various cross-sections is given. Additionally, in Figure 3-2,
it can be seen that the pipeworks are connected via tees, elbows, and cone-shaped pipes to
connect pipes with different cross-sections.

Pipe diameter (mm) Cross-section (m2)
406 0.134
610 0.290
813 0.519

Table 3-1: Cross-sections of the various pipes in the water storage unit

Two centrifugal pumps can be used to drain the reservoir. Both pumps are the KSB-Omega
250-370 centrifugal pump, which is on/off regulated and operates at a fixed rotational speed.
To replenish the reservoir, FCVs regulate the flow rate. The FCVs are MCVs, which have
a valve angle setpoint that varies based on the desired flow rate, which can be increased
with steps of ≈ 250 m3/h and will at most be 2500 m3/h. The MCVs are butterfly valves
with a diameter of 406 mm, but the vendor of the butterfly valves is unknown. The MCVs
are automatically actuated. In case of any malfunctioning, they can be switched to manual
actuation. MCV34 and MCV35 are utilised for the replenishment of the reservoir. MCV36
and MCV37 function as gate valves between the pumps and the connection to the consumer
network, open to 90 degrees during the draining of the reservoir and delivery to the consumer
network and close to 0 degrees when the draining is stopped.

To summarise, the centrifugal pump, MCV36 and MCV36 are used during the draining of the
reservoir. MCV34 and MCV35 are utilised to regulate the replenishing flow rate. Additionally,
there are flow rate, pressure, and level sensors to monitor the process.
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Data provided by Dunea

There are two resources from which Dunea can extract process data, specifically the data
historian and the Distributed Control System (DCS) system.
Dunea stores the process data within their data historian with a sampling time of five minutes.
Additionally, they can export the data from the DCS system up to eight weeks back with a
sampling time of one minute and up to one day with a sampling time of one second.
The data historian consists of the reservoir volume and flow rate during the draining and
replenishing. The data within the DCS systems contains additional data on the valve angles,
the status of the pumps, pressure and the angle setpoint of the FCVs. It is noted to the
reader that no input signals to the pumps or MCVs are stored.

3-1-3 Basic fluid mechanics

This section explains the fundamental physics concerning fluids in mechanical systems, which
lay the foundation for the dynamics describing the draining and replenishing of the reservoir
at the water storage unit.
The Bernoulli equation, provided in the equation below, is a momentum analysis describing
the relation between pressure, velocity and elevation in a frictionless flow, given the assump-
tions that there is a steady, incompressible and single-streamlined flow [70].

p1
ρg

+ V 2
1

2g
+ z1 = p2

ρg
+ V 2

2
2g

+ z2 = constant, (3-1)

where p denotes the pressure in Pascal, V the velocity in m/s, ρ the densitiy in kg/m3, g the
gravitational constant and z the level in m.
In most mechanical systems, there is no frictionless flow, and pumps and/or turbines are often
included in the system. Therefore, the Bernoulli equation can be extended to the Steady Flow
Energy Equation (SFEE) to describe an open system’s total energy and flows.

(
p1
ρg

+ V 2
1

2g
+ z1

)
in

=
(

p2
ρg

+ V 2
2

2g
+ z2

)
out

+ hfriction + hpump − hturbine, (3-2)

where hfriction is the head loss due to wall friction, hpump is the head added to the system by
the pump, and hturbine is the head extracted from the system. hfriction, hpump, and hturbine

are denoted in meters.
The head loss due to wall friction is approximately proportional to V 2 and can be described
by Equation (6.10) in [70]:

hfriction = f
L

d

V 2

2g
where f = k(Red,

ϵ

d
). (3-3)

The dimensionless parameter f is called the Darcy friction factor, ϵ is the wall roughness, d
is the pipe diameter, L the pipe length, and Red is the Reynolds number. The function k
describing the friction factor depends on the stability of the flow.
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Figure 3-3: Moody chart [53]

The friction factor increases as the roughness of the pipe increases. The formula in Equation 3-
4 for turbulent friction was plotted by Moody into what is now called the moody chart for
pipe friction, shown in Figure 3-3.

1
f1/2 = −2.0 log

(
ϵ/d

3.5 + 2.51
Red · f1/2

)
(3-4)

Red = ρV d

µ
, (3-5)

where ρ is the fluid density in kg/m3, V is the velocity, d is the pipe diameter, and µ is the
absolute viscosity. For laminar flow, the friction factor can be described by: f = Re

64 . The
laminar parabolic flow profile becomes unstable at a Reynolds number of approximately 2300
[70].

In any pipe system, minor or local losses must be considered in addition to the friction
loss calculated for the length of the pipe. These losses occur due to various factors such
as pipe entrance or exit, sudden expansion or contraction of the pipe cross-section, bends,
elbows, tees, and other fittings, valves, whether they are open or partially closed, and gradual
expansions or contractions of the pipe cross-section. The contribution of minor loss to the
overall head loss within a system can be quantified by using the loss coefficient K and can be
described by Equation (6.75) in [70]:

K = hm

V 2/(2g) . (3-6)

A single pipe system can have multiple corners, tees, and valves, contributing to various minor
losses. If the pipes have a constant diameter, these loss coefficients can be summed up into a
total head loss:
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hfricion +
∑

hm = V 2

2g

(
f

L

d
+
∑

K

)
. (3-7)

Adding Equation 3-7 to Equation 3-2 this will give the following equation:

(
p1
ρg

+ V 2
1

2g
+ z1

)
in

=
(

p2
ρg

+ V 2
2

2g
+ z2

)
out

+ hfriction + hpump − hturbine +
∑

hm. (3-8)

In summary, the description of the automated process of the WDN conveyed insights into the
regulation of the draining and replenishing of the reservoirs at the water storage unit. The
water storage units play a pivotal role in ensuring the availability of drinking water. Therefore,
the water storage unit at Leyweg will be the focus of this study. The water storage unit has
three distinct operational modes: the idle state, replenishing, and draining the reservoir. The
provided list of components and their contribution to these modes of operations, coupled with
an understanding of the fundamental fluid mechanics principles, establishes the foundation
for developing a mathematical model to represent the nominal behaviour of the water storage
unit. In the following two sections, the models for the draining mode and the replenishing
mode will be derived.

3-2 Model of the draining mode

As described in subsection 3-1-1, when the reservoir is drained, this can be done by either
one pump or two pumps. Initially, the reservoir is drained employing a single pump, with the
option to subsequently augment the flow rate throughout the day by activating an additional
pump. These pumps operate in parallel, as illustrated in Figure 3-4. Moreover, if the demand
decreases, the number of pumps in operation can be reduced from two to one, or both pumps
can be sequentially shut down at a five-minute interval.

Each pump utilised at the Leyweg follows a set of operational procedures: increasing the
rotational speed, maintaining constant rotational speed and decreasing the rotational speed.
In subsection 3-2-1, the dynamics of the draining process are described, given the pump is
operating at a constant rotational speed. In subsection 3-2-2, the dynamics of the draining
process are discussed while the pump is in operation with varying rotational speeds.

3-2-1 Constant rotational speed

This section defines the system dynamics during the constant rotational speed operation of
the pump. Initially, the fluid mechanics described in subsection 3-1-3 are applied to the water
storage unit, followed by a description of pump dynamics. Finally, the equations of motion
are formulated to characterise the system dynamics during pump operation at a constant
rotational speed.
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26 Model of the water storage unit

Figure 3-4: Overview components of the water storage unit involved in the delivery of temporarily
stored drinking water

Figure 3-5: Simplified schematic representation of the pipework system utilised in the draining
of the reservoir

Fluid mechanics

Considering a simplified schematic of the pipeworks as illustrated in Figure 3-5, the SFEE
can be described as follows:

(
p1
ρg

+ V 2
1

2g
+ z1

)
in

=
(

p2
ρg

+ V 2
2

2g
+ z2

)
out

+ hf +
∑

hm + hpump. (3-9)

Due to the continuity of mass and because water is considered an incompressible fluid, the
continuity equation becomes:

V1A1 = V2A2,
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where A1 >> A2 and therefore V1 << V2 thus V1 can be neglected.

The pipesworks of the water storage unit contain three different diameters, i.e. 406 mm, 610
mm and 813 mm. The cross-sections of the pipes will be denoted by A0.4, A0.6 and A0.8
accordingly. Assuming V1 = 0, continuity of mass:

Q = A0.8 · V0.8 = A0.6 · V0.6 = A0.4 · V0.4 (3-10)

and substituting Equation 3-7 in Equation 3-9 leads to the following equation:

p1
ρg

+ z1 = p2
ρg

+ z2 + Q2

2g

( 1
A2

0.6
+f0.8(Q) L0.8

D0.8

1
A2

0.8
+ f0.6(Q) L0.6

D0.6

1
A2

0.6
+ f0.4(Q) L0.4

D0.4

1
A2

0.4
+ ...

∑
K0.8

1
A2

0.8
+
∑

K0.6
1

A2
0.6

+
∑

K0.4
1

A2
0.4

)
+ hpump,

(3-11)

where L0.8, D0.8, f0.8, K0.8 represent the total pipe length, pipe diameter, friction factor and
minor loss coefficients regarding the pipes with a diameter of 813 mm. The same applies to
the other pipe diameters.

Considering the different cross-sections within the water storage network, for each pipe diam-
eter, the transition velocity from stable to unstable flow is determined for Red,crit ≈ 2300 [70].
Given the fluid properties of water at a temperature of 20◦ Celsius, the fluid’s dynamic vis-
cosity µ will be 1 ·10−3Pa ·s. The critical velocity at which the laminar flow becomes unstable
at the different cross-sections is calculated using Equation 3-5 and denoted in Table 3-2. The
average velocities in the various pipes are computed for one pump and two pumps in oper-
ation. These threshold velocities are lower than the average velocities, indicating turbulent
flow within the pipes.

Unstable flow (m/s) Vavg one pump (m/s) Vavg two pumps (m/s)
A0.4 0.0057 1.96 3.92
A0.6 0.00379 0.86 1.72
A0.8 0.00283 0.48 0.963

Table 3-2: Transient velocity for turbulent flow and average velocities within the pipelines in the
system

Given the turbulent flow, the friction factors can be calculated using Equation 3-4. The
friction factors for the different cross-sections given one pump and two pumps in operations
are calculated for the absolute roughness for commercial steel: ϵ = 5·10−4m [70]. Additionally,
the head loss due to pipe friction is calculated using Equation 3-3 and presented in Table 3-3.
From these calculations, it becomes evident that the friction factors do not differ significantly.
When assuming a friction factor f = 0.019 for all cases, the updated head loss does not change
significantly, as shown in Table 3-3. Therefore, one friction factor will be used throughout
the modelling of draining the water storage unit.

Assuming a single friction factor for all pipes, the following equation describes the system’s
head that the pump is required to generate to achieve a desired flow rate.
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0.25 m3/s 0.5 m3/s

A f hf hf_updated f hf hf_updated

A0.4 0.0217 0.00086 0.00076 0.0216 0.00345 0.00303
A0.6 0.0197 0.00026 0.0002 0.0196 0.00103 0.001
A0.8 0.0185 8.7 · 10−5 8.9 · 10−5 0.0184 3.5 · 10−4 3.6 · 10−4

Table 3-3: Friction factors for the various pipe cross-sections given the average flow rates and
the corresponding head loss and the head loss given a constant friction factor

Hsys =p2 − p1
ρg

+ z2 − z1 + Q2

2g

[
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0.6

+ f

(
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1
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0.4

] (3-12)

Since the flow in the system is turbulent, there will be random, rapidly varying fluctuations
within the velocity and pressure. It is impossible to handle such instantaneous fluctuating
variables with mathematics [70]. Therefore, the average pressure level will be identified using
measurement data.

Assuming there is a constant pressure p2 during the dynamics of the pump being at constant
rotational speed, the equation for Hsys can be simplified to:

Hsys = a1 − z1 + a2 · Q2, (3-13)

where

a1 = p2 − p1
ρg

+ z2,

a2 = 1
2g
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+
∑

K0.4
1

A2
0.4

)

Pump dynamics

The pump curve can describe the delivered head of a pump to a corresponding flow rate. The
pump has a specific characteristic pump curve for each number of rotations per minute. The
intersection of the pump curve and the head demanded of the system expressed by the flow
rate will be the operating point. In Figure 3-6, this is illustrated with Hs being the head
demanded by the system and Hpump the head the pump can generate. Centrifugal pumps
have a certain efficiency, and each pump has its specific pump curve for each number of
rotations. Manufacturers often provide pump curves for different rotational speeds. However,
the available chart only displays an operating range for a different rotational speed than the
ones used by the pumps. Therefore, the shape of the pump curve should be estimated using
measurement data.
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Figure 3-6: Operation point single pump [70]

Considering the pump curve can be described by:

Hpump = b1 + b2 · Q2. (3-14)

It is important to consider that each pump’s efficiency is affected by wear and tear. As a
result, it is necessary to identify the parameters b1 and b2 separately for pumps 5 and 6
operating at constant rotational speed.

Pumps 5 or 6 can operate singularly or simultaneously throughout the draining of the reser-
voir. When both pumps are on simultaneously, the pumps operate in parallel. The pressure
drop over each branch will be the same, and the resulting flows can be added. Figure 3-7
illustrates that when two pumps are combined in parallel, the operating point will shift to a
higher flow rate. It is important to note that when two pumps are operating, the shape of
Hsys will be different compared to when only one pump operates. This is due to the differ-
ences in pipeline length and the number of turns, which result in additional losses caused by
flow diverging and converging.

Figure 3-7: Operation point pumps in parallel [70]
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Equations of motion

Given the system description of the water storage unit and the previously made assumptions.
The following differential-algebraic equation describes the dynamics of draining mode with
pump(s) operating at a constant rotational speed.

ẋ1 = − x2
Ares

(3-15)

g(x1, x2) := (a2 − b2) · x2
2 − x1 + a1 − b1 = 0 (3-16)

y = C

[
x1
x2

]
= I2

[
x1
x2

]
, (3-17)

where the differential state x1 is the water level in m, algebraic state x2 is the flow rate in
m3/s, and Ares is the cross-section of the reservoir in m2.

Using real-time process data of the pumps in operation, the parameters a1, a2, b1, and b2
need to be identified for pumps 5 and 6 in operation singularly and for the pumps in parallel
operation.

3-2-2 Changing rotational speed

If the centralised control system initiates the draining process, the pump’s rotational speed
is increased to its fixed nominal rotational speed. As the number of operational pumps
decreases, the rotational speed of the pump decreases from its constant rotational speed to
zero. Valves are positioned behind the pumps within the pipeworks of the water storage unit
to prevent air from entering the pump. The specific locations of these valves can be seen in
Figure 3-4. MCV36 opens and closes the exit of pump 5 and MCV37 of pump 6.

The following process describes the increase and decrease in the number of pumps in operation
provided by Dunea.
Increasing number of pumps in op-
eration:

Decreasing number of pumps in
operation:

• Opening MCV to 10%

• Starting pump

• Opening MCV to 100%

• Closing MCV to 40%

• Stopping pump

• Close MCV to 0%

In Figure 3-8, the increasing flow rate and valve angle are shown. From this figure, it is
observable that there is a delay between the pump’s starting point and the first nonzero
measured flow rate. This can be explained by the distance between the pump and the flow
sensor and the time needed for the pump to get the rotors moving due to the moment of
inertia. Figure 3-9 shows the decreasing flow rate and valve angle. From this figure, notably,
the closing of the valve influences the flow rate due to increased losses. This shows that the
changing valve angles and the rotational speed of the centrifugal pumps influence the flow
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Figure 3-8: Starting draining of the reservoir. The top graph illustrates the increasing flow rate,
and the bottom graph shows the valve angle. The left vertical line indicates the time instate at
which the valves are opening, and the right line the first moment the pump status is on.

rate during these processes. The closing valves cause head losses in the system, leading to
a decrease in flow rate. MCV36 and MCV37 are butterfly valves, and the following equation
can describe the loss caused by the valve as described in the fluid mechanics by White in [70]:

hvalve = Kvalve(θ) Q2

2g · A2 , (3-18)

where Kvalve is the loss coefficient of the butterfly valve correlated to the valve angles θ. To
help understand this correlation, in Figure 3-10, a graph with the loss coefficients of three
butterfly valve vendors is provided. Here, 0 degrees indicates a closed valve and 90 degrees
signifies an open valve. This graph demonstrates that the loss caused by the valve’s angle
increases when the angle decreases and the valve closes. Additionally, in Figure 3-11, the
pump curve and Hsys for various valve angles are shown. Should the valve angle decrease,
the operating point will shift to the left, leading to an increase in the generated pump head
and a reduction in the flow rate.

For a comprehensive estimation of the impact of the valve loss coefficients on the flow rate, it
is necessary to first obtain a good estimation of the system parameters under the conditions
where the valves are fully open and the pump is operating at a constant rotational speed.
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Figure 3-9: Terminating draining of the reservoir. The top graph illustrates the decreasing flow
rate and the bottom graph shows the valve angle. The left continuous vertical line indicates
the time the valves are closing, and the right continuous vertical line marks the first moment
the pump status is off. The dashed vertical line displays the moment the pump is ramping and
starting to decrease its rotational speed

Figure 3-10: Loss coefficients butterfly valves for three different manufacturers [70]
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Figure 3-11: Operating point with closing valve

In subsection 3-2-1, the pump dynamics are described for a constant rotational speed. Each
pump has its characteristics at specific rotational speeds. In Figure 3-12, the varying pump
curves correlated to the pump’s rotational speed are illustrated. This shows that when the
pump’s rotational speed increases, the operation point will move to the right, and the flow
rate will increase.

Figure 3-12: Centrifugal pump operating points at various rotational speeds [34]
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34 Model of the water storage unit

In the ideal scenario, the dynamics will be modelled such that the rotational speed is the
input of the draining mode. Then, the correlated pump curve will be utilised to estimate the
resulting flow rate. When the signal to start the pump is given, the pump’s rotational speed
will increase accordingly, leading to an increase in the estimated flow rate.
Since these pump curves are not provided, estimating these functions using measurement data
becomes necessary. However, this presents a complex problem for modelling dynamics of a
two-minute time span within the overall average four-hour duration of the draining. Addition-
ally, when the second pump is turned on, there is a transition from the pump characteristics of
the single pump in operation to the pump curve of the pumps operating in parallel. Moreover,
the shape of the Hsys curve is also changing due to the increase in the length of pipelines and
their associated losses.
Hence, based on the available data and information, an ad hoc approach is used to model
the pump dynamics when the rotational speed changes. This approach will be defined in the
following section.

Equations of motion

During the initiation and termination of the reservoir drainage, the flow rate in the water
storage unit is primarily influenced by the pump’s rotational speed and the valves’ angle.
Adding the losses caused by the butterfly valves to the SFEE described in Equation 3-9, the
equation of motion will be

(
p1
ρg

+ V 2
1

2g
+ z1

)
in

=
(

p2
ρg

+ V 2
2

2g
+ z2

)
out

+ hf +
∑

hm + hpump + hvalve, (3-19)

where

hvalve = Kvalve(θ) Q2

2g · A2
0.4

. (3-20)

It is noted to the reader that in Equation 3-9, the minor losses of the open butterfly valve
are incorporated within the term

∑
hm. Therefore, the loss coefficients to be identified will

be the difference between the loss coefficients of the current angle and the open valve.
The dynamics of the angles of the valve whilst opening can be modelled as:

θ(t) =

aopen · t, for t ≤ 90
aopen

0, for t > 90
aopen

, (3-21)

where aopen represents the slope at which the valve is opening. The dynamics of the angles
of the valve whilst closing can be modelled as follows:

θ(t) =
{

90 − aclose · t, for t ≤ 90
aclose

0, for t > 90
aclose

, (3-22)

where aclose represents the slope at which the valve is closing.
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Changing rpm With the absence of the pump curves at different rotational speeds, an ad
hoc solution is constructed to estimate the flow rate during the change in the rotational speed
of the pumps. Considering the ramping up of the pump’s rotational speed, the increase in
the rotational speed will increase the generated head, causing the flow rate to increase.

Figure 3-13: Hydrodynamic performance during low acceleration transient [40]

The increase in rotational speed can exhibit behaviour characteristics of a first-order system,
as illustrated in Figure 3-13. This has an impact on the resultant flow rate as the generated
pump head increases. The resulting flow rate follows the characteristics of a first-order time
delay function at a lower response rate than the increase of the rotational speed. The exact
response rate is dependent on the system specifications. Another possible function to describe
the resulting ramping up of the rotational speed is a time-shifted sigmoid function due to the
slowly increasing slope at the start of the function. This function’s behaviour will mimic the
behaviour of the soft starters used to start the pumps, reducing the inrush current.
However, using these functions to describe the dynamics of the increasing flow rate caused by
the increasing pump head is incomplete due to the MCVs that are opening whilst the pump
head is increasing. Therefore, the following equation is proposed:

Hincrease = a1 + a2 · r(t)2 − z1 (3-23)
Hsys = a1 + (a2 + hvalve(θ)) · Q2 − z1 (3-24)

Hsys − Hincrease = 0, (3-25)

where r(t) is a function describing the increasing dynamical behaviour of the generated head
of the pump, the function r(t) can be described by a first-order time delay or a sigmoid
function, the parameters of which will be identified in the next section.
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The same will follow for the decrease in rotational speed. However, the decrease in the pump’s
rotational speed will happen when the valve angle is around a specific angle, as described by
Dunea. This will probably be internally controlled at the water storage unit. However, there
are no input signals available for this. Therefore, the angle at which the decrease in the
pump’s rotational speed is initiated will be estimated and utilised as an input signal to start
the decrease in rotational speed.

To summarise, two models are derived representing the dynamics of the reservoir’s draining.
Considering the pump operating at constant rotational speed, the parameters will need to be
identified for the pumps operating singularly and in parallel. Regarding the dynamics of the
changing rotational speed, the function r(t) will need to be identified and combined with the
loss coefficients of the valves and the angle at which the decrease in the pump’s rotational
speed is initiated.

3-3 Model of the replenishing mode

Figure 3-14: Overview components of the water storage unit involved in the replenishment of
the reservoir

After characterising the equations of motions governing the draining process, the remaining
mode to be modelled is the replenishing mode. Between 22:00 - 06:00, the flow rate increases
with increments of approximately 250 m3/h during reservoir replenishment by increasing the
angles of MCV36 and MCV37, as shown in Figure 3-14. These processes are automated and
controlled by the method of the previously described carousel. Consequently, the reservoir
with the lowest volume is targeted for the next increase in flow rate. As a result, daily
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variations in flow rate measurements occur, as depicted in Figure 3-15. Therefore, accurate
modelling of this process is essential.
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Figure 3-15: Measured flow rate of the replenishment of the reservoir.

3-3-1 Equations of motion

Figure 3-16: Simplified schematic representation of the pipework system utilised in the replen-
ishment of the reservoir

Considering a simplified schematic of the pipeworks as illustrated in Figure 3-16, the SFEE
can be described as follows :

(
p1
ρg

+ V 2
1

2g
+ z1

)
in

=
(

p2
ρg

+ V 2
2

2g
+ z2

)
out

+ hf +
∑

hm + hvalve_34 + hvalve_35. (3-26)
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Taking into account the various cross-sectional values of the pipes mentioned earlier and
substituting Equation 3-7 in Equation 3-26 leads to the following equation:
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(3-27)

Based on the parallel positioning and equal valve angles, it is presumed that the flow is
evenly distributed, as evidenced by the measurement data and illustrated in Figure 3-18.
Any deviation from this assumption is expected to be minimal, with a maximum variance of
only two degrees. The pipes with a diameter of 406 mm are connected to the valves, with
half the flow rate passing through. As a result, a factor of 1

4 is utilised to adjust the friction
loss and the minor losses for this specific section.

The minimum flow present during the intake process is 250 m3/h ≈ 0.0694 m3/s. The fluid
velocity within the pipe with the largest cross-section will be 0.134 m/s. Referring to Table 3-
3, this means that within every pipe, the flow is turbulent, and Equation 3-4 can be used to
calculate the friction factor. Because of the wide range of velocity the fluid will have during
the intake process, the friction factor needs to be calculated for each time instant and for
every pipe cross-section.

The head loss caused by the butterfly valves MCV34 and MCV35, can be described by the
following equation:

hvalve = 1
4Kvalve(θ) (Q)2

2g · A2
0.4

(3-28)

Where the loss coefficient Kvalve(θ) increases if the valve angle θ decreases, as is shown in
Figure 3-10 in subsection 3-2-2.

The parameters that should be determined are the height of the flow sensor z1, the pipe wall
roughness, ϵ, utilised in Equation 3-4 to calculate the friction factor, the total lengths of the
pipes: L0.4, L0.6, L0.8, the minor loss coefficients: K0.4, K0.6, K0.8 and the loss coefficients of
the butterfly valves MCV34 MCV35.

3-3-2 Setpoint influence

The replenishment model takes the setpoint of the FCVs as input. The valves MCV34 and
MCV35 are flow-controlled valves, receiving setpoints labelled as ams34 and ams35 from the
centralised control unit. As clearly illustrated in Figure 3-17, the setpoints for both valves
are identical. Based on the setpoints, the valve angles increase and decrease by 0.99 degrees
per time step. Figure 3-18 illustrates the setpoints and the valve behaviour, while Figure 3-19
displays the measured angles of MCV34 showing a constant step size, except for the first step.
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Figure 3-17: The setpoint ams34 of MCV34 is plotted in blue and ams35 of MCV35 in red.
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Figure 3-18: The setpoint of the valves is shown in yellow, and the corresponding valve angles
are shown in blue and red for MCV34 and MCV35.
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Figure 3-19: Valve angle of MCV34

In Figure 3-20, it is notable that the setpoint of the valve is decreasing at a higher rate than
the valves actually close.
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Figure 3-20: Closing the valve with a decreasing setpoint visualised in yellow and the measured
valve angles in red and blue regarding MCV34 and MCV35

The graphs above are created using data with a sampling time of 1 second. Eventually, the
intake dynamics will be modelled with data with a sampling time of 1 minute. Therefore, the
valve angle could increase with two steps of 0.99 degrees within a minute. Considering the
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closing of the valves, the angle decreases with approximately three steps of 0.99 degrees within
a minute, thus 2.97 degrees per minute. Given these observations, the following dynamics are
derived to estimate the valve angles of MCV34 and MCV35.

θ(t) =



θ(t − 1) + 0.99, if r(t) − (θ(t − 1) + 0.99) > −0.1
θ(t − 1) + 1.98, if r(t) − (θ(t − 1) + 1.98) > 0
θ(t − 1) − 2.97, if r(t) − r(t − 1) < 4 ∧ r(t) − (θ(t − 1) − 2.97) < 0
0, if r(t) − r(t − 1) < 4 ∨ r(t) = 0 ∧ θ(t) < 6
θ(t − 1), else

(3-29)

Employing the dynamics described in Equation 3-29, the estimated valve angles given the
setpoint with a sampling time of 60 seconds are shown in Figure 3-21. It can be observed
from the graph that the estimated valve angles approximate the measurements successfully.
However, at higher angles, there is a noticeable time lag in the increase of valve angles
between the two measured valve angles. In contrast, the estimated angles increase almost
simultaneously due to the small difference in the initial valve angle.
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Figure 3-21: Simulation estimated valve angles given the valve setpoints. The setpoint is
illustrated in green. The estimated valve angles are shown in red and the measured ones in blue.

3-4 System identification

The dynamics of the water storage unit can be described by three distinct modes: the idle
state, replenishing, and draining of the reservoir. Each mode has its own set of equations of
motion, derived along with the system parameters to be identified. This section outlines the
data and methods used to identify these parameters. The sequential identification process
ensures that the identified parameters can be utilised for subsequent identification tasks.
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Initially, the parameters of the pumps operating at a constant rotational speed during the
draining mode are identified. These obtained parameters are then used to identify the loss
coefficients associated with the closing valves while the pumps operate at constant rotational
speed. Following this, parameters characterising the effects of decreasing rotational speed
and closing of the valves are identified. Thereafter, the parameters of the lower valve angles
during the valve opening and the characteristics of the increasing flow rate due to increasing
pump head are identified. Finally, parameters for the replenishing mode are identified, using
the obtained loss coefficients for the butterfly valves as an initial guess. The performance
of simulations using the identified system parameters will be assessed using performance
metrics such as Variance Accounted For (VAF) and Mean Squared Error (MSE), as described
in Equation 3-30:

MSE = 1
n

n∑
i=1

(yi − ŷi)2, VAF =
(

1 − var(yi − ŷi)
var(yi)

)
· 100%, (3-30)

where n is the number of samples, yi is the i-th measurement and ŷi the corresponding
estimation.

3-4-1 Data for system identification and validation

The volume and flow rate measurements are used to identify the dynamics in the draining
mode while the pump is operating at constant rotational speed. The data utilised for the
training and validation contains a sampling time of 5 minutes. In Table A-1 in the Appendix,
the specific data set utilised is listed. Regarding the data utilised for the identification and
validation of the pumps in operation, singularly, only data is used where no additional pump
has been on within that same period of draining. The available data has been split up such
that there are seven moments for the training data where pumps 5 is on singularly and six
for pump 6. For the validation, there are five and four instants regarding pumps 5 and 6,
respectively. With regards to the data for the pumps operating in parallel, this split has been
made approximately 50% for training and 50% for validation. Providing a balance to train on
a representative sample of data and also validating the identified parameters against a sizable
set. In Figure 3-22, the data used to identify the dynamics of the system parameters when
pump 5 is singularly in operation is shown. The measured flow rate and reservoir volume
correlation are shown in Figure 3-23. The data used for pump 6 singularly and the pumps in
parallel are shown in Appendix A-2-1.

The data used for the system identification of the dynamics in the draining mode while the
pump’s rotational speed is changing are the volume measurements, flow rate and valve angles
of MCV36 and MCV37. Since the duration of the dynamics operating in this mode has a
maximum length of three minutes, the data with a sampling time of one second chosen to
be used for the identification of this part of the dynamics. Dunea kindly provided five data
sets that capture the 24-hour dynamics of the water storage unit. Since the DCS data has
a sampling time of one second, it is important to note that only the most recent 24 hours
of data are available. Regarding the increasing and decreasing rotational speed of the pump,
with the exception of pump 5’s speed increase, two data sets are utilised for the training and
one for the validation. In the case of pump 5’s speed increase, three data sets are utilised. In
Appendix A-2-2, the employed training data is depicted.
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Figure 3-22: Identification data pump 5

The data employed for the system identification of the dynamics in the replenishing mode are
the volume, flow rate, angles of MCV34 and MCV35 and the pressure measurements. The data
is sampled every minute, which is preferred over the sampling interval of 5 minutes. Because
the setpoints of the MCVs can change rapidly within 5 minutes, the data with one-minute
time intervals contains more information. The training data of the flow rate and valve angles
used for the identification is visualised in Figure 3-24. To clarify the behaviour of various
parameters, the data for a specific period is shown in Appendix A-2-3 for the flow rate,
valve angles, volume and pressure. Regarding the training and validation of the replenishing
dynamics, two data sets with approximately the same amount of data points were utilised for
both training and validation. Both data sets consist of multiple weeks of process data and
provide various patterns in valve angles for the training and validation of the parameters.
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Figure 3-24: Training data steady-state flow plotted versus the valve angles of MCV34 in blue
and MCV35 in red
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Figure 3-23: Correlation volume and flow training data pump 5

Data pre-processing

The data provided by Dunea must undergo unit changes in order to be incorporated into the
model. The following unit changes are used:

• Angle from percentages to degrees

• Reservoir volume to water level, taking the bottom of the reservoir as level 0

• Flow rate from m3/h to m3/s

• Pressure from m water column to Pa

The data for the training of the draining at constant rpm with the pumps operating at parallel
is selected by first collecting all the paired indices where the flow rate exceeds 0.33 m3/s.
Subsequently, the beginning of the constant rpm dataset is indicated when the slope falls
below 5.55 · 10−3. Analysis of the measurement data reveals that the slope increases by
approximately 0.037 when the rotational speed is increased. Due to the turbulent flow, the
flow rate can have a minor increase when operating at constant rotational speed; therefore,
the value is chosen to be a positive number and not zero. Lastly, the end of the constant
rpm data set is indicated when the slope exceeds the value of 0.014. Where the decrease in
flow rate during the constant rational speed is approximately between 0 and 0.0055, and the
decrease in flow rate when the pumps decrease their rotational speed is approximately 0.022.

In order to create a training data set with steady state data for the replenishing mode, it has
been chosen to select the data based on the flow measurements. Because the change in valve
angle can delay the measured flow rate, and in the case of higher flow rates, where the volume
of the reservoir is higher, the valve angles are changed to maintain the same flow rate. The
training data set is created by selecting the flow rate measurements based from the provided
process data on whether the slope is less than 0.0055 between two data points, taking into
account fluctuations due to the turbulent flow studied in the measurement data. Moreover,
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the flow rate difference with the data point 5 minutes prior should not exceed 0.014 m3/s, as
this would indicate an increase in flow rate caused by the change in setpoint.

3-4-2 Identification methods

Identifying the system parameters can be seen as a grey box system identification problem.
Since fluid mechanics knowledge provides information on the model structure, only the mag-
nitude of specific parameters needs to be identified. Two algorithms are used to solve this
optimisation problem and estimate the system parameters. One of them is nonlinear least-
squares using the Interior Point (IP) algorithm solving nonlinear least-squares curve fitting
problem, which can be formulated as:

min
θ

||f(x, θ)||22 = min
θ

n∑
i=1

(yi − ŷi(x, θ))2 (3-31)

Additionally, the MATLAB function fmin is used to find the minimum of the following ob-
jective function:

min
θ

f(x) = 1
N

N∑
i=1

||yi − ŷi(x, θ)||2, (3-32)

where ŷ(x, θ) is the estimated output given the optimised parameters θ. The minimisation
problem is solved using the Quasi-Newton numerical optimisation algorithm for the draining
dynamics at constant rotational speed. For the draining dynamics at changing rotational
speed and the replenishment dynamics, the Sequential Quadratic Programming (SQP) op-
timisation method is used because it is an iterative and constrained nonlinear optimisation
method.

The loss coefficients of the MCVs are identified for the angles ranging from 0 to 80 degrees with
intervals of 10. This process involves interpolation to find the loss coefficient corresponding
to the given angle. The commonly used interpolation methods are linear, spline cubic and
modified Akima piecewise cubic Hermite interpolation methods (Makima). The latter two
methods are capable of handling non-linearities.

As the valve angles increase within the specified interval, the loss coefficients exhibit a de-
creasing trend. Therefore, it is essential to ensure that the interpolated loss coefficient values
do not increase with the valve angle. To address this, linear and Makima interpolations are
utilised to determine the system parameters.

Makima is selected alongside linear interpolation due to their differing characteristics. The
aim is to evaluate various interpolation techniques to determine the most accurate approxi-
mation for modelling the system’s nominal dynamics.

3-4-3 Draining mode

Given the derived equations of motion and the provided process data from the water storage
unit of the Leyweg, this section is dedicated to identifying the parameters for the draining
mode. Firstly, the parameters for the dynamics at constant rotational speed need to be
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determined for pumps 5 and 6, both individually and in parallel. Secondly, the ramping
down of the pump will be determined, considering the effect of closing the valves before
the pump is shut down, and subsequently identifying the characteristics of the decreasing
rotational speed. Lastly, the dynamics of the increasing rotational speed will be determined.

Constant rotational speed

Utilising the volume, the flow rate will be estimated, and subsequently, given the flow rate
measurements and estimation, the cost function will be minimised. For all the cases of the
constant rotational speed, the parameters x =

[
a1, a2, b1, b2

]
are estimated to optimise

the cost function to represent the dynamics proposed in Equation 3-15.

The initial parameters utilised are: x0 =
[
20, −10, 5, 10

]
, such that given the range of

the water level, the intersection of the pump curve and Hsys will be around 0.25 m3/s.

Obtained parameters The obtained parameters using multiple optimisation algorithms for
the different scenarios are presented in Table 3-4.

Scenario a1 a2 b1 b2

Pump_005 QN -97.50 87.50 34.95 25.05
Pump_005 IP -95.43 89.56 38.80 28.90
Pump_006 QN -1.07 ·102 97.18 35.497 24.496
Pump_006 IP -1.07 ·102 97.18 35.501 24.499
Parallel QN -18.36 28.36 32.11 22.89
Parallel IP -4.77 41.96 53.98 44.77

Table 3-4: Obtained system parameters pump dynamics constant rotational speed

Validation The pump dynamics and the reservoir’s water level decay given the initial mea-
sured volume as in Equation 3-15 with the identified parameters are simulated, and a mag-
nitude plot is shown in Figure 3-25a, Figure 3-25b and Figure 3-26 for the pumps 5 and 6
singly and combined in parallel, respectively. In Table 3-5, the performance of the estimated
flow rate Q and water level h is provided.

Based on the measurement data and the fundamentals of fluid mechanics, it is evident that
the flow decreases proportionally with the water level. Moreover, the flow rate measurements
exhibit fluctuations due to the turbulent flow, characterised by rapid and random variations
in velocity and pressure. The Figures illustrate that the estimations accurately align with
the average measurements, confirming that the average pressure p2 is accurately identified.
This is evident in the estimation performance for each case and optimisation method, where
the % VAF is significantly high. The estimations utilising the identified parameters with the
two distinct optimisation methods show the same performance, indicating that both methods
have successfully achieved an optimum solution. This lays the foundation for identifying the
remaining dynamics of the draining mode.
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Figure 3-25: Validation pump dynamics at constant rotational speed for the pump’s operation
singularly. The top graphs show the flow rate, and the bottom graphs show the water level. The
measurements are scattered in yellow. The simulated values using the identified parameters using
IP are denoted in blue, and the parameters using Quasi Newton (QN) are in the red dashed line.

07:00 08:00 09:00 10:00 11:00 12:00 13:00

Sep 18, 2023   

0.45

0.5

0.55

07:00 08:00 09:00 10:00 11:00 12:00 13:00

Sep 18, 2023   

0

2

4

6

Figure 3-26: Validation pump dynamics combined in parallel. The top graph shows the flow rate,
and the bottom graph shows the water level. The measurements are scattered in yellow. The
simulated values using the identified parameters using IP are denoted in blue, and the parameters
using QN are in the red dashed line.
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VAF Q MSE Q VAF h MSE h

Pump_005 QN 95.56 % 9.81·10−6 99.95 % 0.0024
Pump_005 IP 95.56 % 9.81·10−6 99.95 % 0.0024
Pump_006 QN 97.22 % 6.15·10−6 99.92 % 0.0062
Pump_006 IP 97.22 % 6.15·10−6 99.92 % 0.0062
Parallel QN 95.92 % 3.05·10−5 99.87 % 0.0073
Parallel IP 95.92 % 3.05·10−5 99.87 % 0.0073

Table 3-5: Performance flow estimation and water level estimation pump operating at constant
rotational speed.

Decreasing rotational speed

During the termination of the pump’s draining, the valve first starts to close, and when the
valve reaches a specific yet-to-be-identified angle, the rotational speed of the pump starts
decreasing. As described in section 3-2-2, two different functions are used to estimate the
decrease in pump head as a response to the changing behaviour of the pump’s rotational
speed. Regarding the decrease of the pump head, the following two equations are used for
the time-delayed sigmoid function and first-order time-delayed function, respectively and are
illustrated in Figure 3-27:

r(t) = K

(
1 − exp t − tpump_off − δ · τ

τ

)
(3-33)

r(t) = K · exp
(−(t − tpump_off )

τ

)
, (3-34)

where the parameter δ in the sigmoid function denotes the shift of the function and is deter-
mined as δ = 8, such that r(0) < 1 · 10−6 and r(0.1) > 1 · 10−4. Furthermore, the parameter
K is determined by the flow rate at the start of the transition from constant to changing
rotational speed. Additionally, tpump_off refers to the time instant where θ(t) < θoff holds
for the first time.

For the identification, the measurement data of the valve angles, flow rate and volume sampled
at one second are used. Firstly, the loss coefficients of the valves while the pump is operating
at constant rotational speed are identified. Consequently, the loss coefficients of the lower
valve angles and the parameters describing r(t) are identified. The following equation denotes
the estimation of the closing of the MCVs:

θ(t) =
{

90 − a · t, for t ≤ 90
a

0, for t > 90
a

. (3-35)

Estimation loss coefficients constant rmp The parameter Kvalve in Equation 3-28 is iden-
tified regarding the estimation of the loss coefficients whilst the pump is in full operation.
The loss coefficients for an array of valve angles are identified, namely:
θ =

[
0, 10, 20, 30, 40, 50, 60, 70, 80

]T
.
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Figure 3-27: The function r(t) for the decreasing pump head modelled as a first-order response
denoted in blue and a sigmoid function in red

The current loss coefficients are estimated using linear interpolation and Makima as an inter-
polation option. Resulting in the following parameters are being optimised for:
x =

[
K0, K10, K20, K30, K40, K50, K60, K70, K80

]T
.

For each parameter xi, the bounds are specified as xlb,i ≤ xi ≤ xub,i The lower and upper
bounds are denoted by:

xlb =
[
0, 0, 0, 0, 0, 0, 0, 0

]T
,

xub =
[
6000, 6000, 6000, 6000, 6000, 6000, 6000, 1000, 50

]T
.

The following constraints are applied to the optimisation problem to ensure the loss coefficients
decrease as the valve angles increase:[
x1 ≥ x2, x2 ≥ x3, x3 ≥ x4, x4 ≥ x5, x5 ≥ x6, x6 ≥ x7, x7 ≥ x8, x8 ≥ x9

]T
.

The parameters are optimised using non-linear least squares with the optimisation algorithm
IP, using the identified system and pump curve parameters optimised by the same algorithm
in the previous section. The other optimisation method is SQP with the MATLAB function
fmincon, using the identified system and pump curve parameters optimised by the Quasi-
Newton optimisation method. Both methods use the same constraints, bounds and initial
guess. The initial guess is:

x0 =
[
1000, 300, 80, 48, 30, 15, 4, 1.5, 0.5

]T
.

The initial guesses of the loss coefficients are chosen by the loss coefficients defined in Figure 3-
10.

Estimation ramping down rotational speed For the estimation of the ramping down process
of the pump dynamics, only the loss coefficients of the lower valve angles are identified,
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together with τ representing the speed of decrease and θoff the estimated angle at which the
pump will be shut down. The identified loss coefficients for the higher valve angles will be
part of the dynamics. The following parameters will be identified:

x =
[
K0, K10, K20, K30, K40, τ, θoff

]T
.

For each parameter xi, the bounds are specified as xlb,i ≤ xi ≤ xub,i The lower and upper
bounds are denoted by:

xlb =
[
0, 0, 0, 0, 0, 0, 10

]T
,

xub=
[
6000, 6000, 6000, 6000, 6000, 1000, 50

]T
,

with the constraints:


x1 ≥ x2
x2 ≥ x3
x3 ≥ x4
x4 ≥ x5

x5 ≥ K50

 .

The obtained parameters for K0, K10, K20, K30, K40 for each optimisation algorithm are
used as initial guesses. For the identification of the characteristics of r(t), the following initial
parameters are used:

[
τ0, θoff_0

]T
=
[
1.5, 29

]T
, where τ0 is determined by the decreasing

flow rate.

Obtained parameters Utilising linear regression, the obtained parameters for the dynamics
of the MCVs are a = 0.6852 and a = 1.0482 for MCV36 and MCV37 respectively. The
validation of the obtained parameters is illustrated in Figure 3-28. Notably, for MCV36, there
is still some unmodelled behaviour of the valve since the valve closes stepwise. This results
in a relatively higher MSE than for MCV37, which can be seen in Table 3-6
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Figure 3-28: Validation slope closing MCVs with the measurements denoted in red circles and
the estimated valve angle obtained by linear regression in blue.
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MCV36 MCV37

SQP_l IP_l SQP_m IP_m SQP_l IP_l SQP_m IP_m
K0 1000 1001 1000 1001 1000 1000 1000 999.98
K10 300 300.17 299.98 300.15 300 300.10 299.99 300.91
K20 80 80.95 80.63 81.63 80 80.56 80.18 45.02
K30 24.05 24.05 24.78 24.79 37.93 29.19 40.07 29.40
K40 10 10.01 10.60 10.60 10.08 12.98 10.90 13.77
K50 2.53 2.53 2.82 2.82 6.13 7.11 7.38 7.25
K60 0.38 0.38 0.58 0.28 4.96 3.74 3.44 3.98
K70 7.59·10−13 1.20·10−7 6.31·10−13 1.26·10−5 1.61 2.62 2.16 2.55
K80 4.06·10−14 3.81·10−8 4.06·10−14 3.32·10−6 1.54 2.15 1.83 2.10

Table 3-7: Obtained parameters identification loss coefficients butterfly valves during constant
rotational pump speed. Here, l denotes linear interpolation, and m denotes maxima interpolation
for the valve’s loss coefficients.

VAF MSE
a36 99.97 % 4.98·10−1

a37 100 % 4.15·10−2

Table 3-6: Performance validation slope closing MCV36 and MCV37

The obtained parameters for the two optimisation algorithms and two interpolation options
for both MCV36 and MCV37 are denoted in Table 3-7. From Table 3-8 and the obtained
parameters, it becomes evident that there is no significant difference in performance between
the Makima and linear interpolation methods. Therefore, only linear interpolation will be
used to identify the remaining parameters of the dynamics describing the rotational speed of
the pumps.

MCV36 MCV37

VAF MSE VAF MSE
SQP_lin 99.05 % 4.42·10−6 96.34 % 1.05·10−5

IP_lin 99.05 % 4.42·10−6 99.08 % 3.66·10−6

SQP_mak 98.94 % 5.51·10−6 96.58 % 9.74·10−6

IP_mak 99.05 % 4.38·10−6 99.13 % 3.39·10−6

Table 3-8: Performance validation loss coefficients butterfly valves during constant rotational
speed.

The obtained parameters regarding the loss coefficients for the angles between 0 and 40 degrees
using linear interpolations and r(t) for the decreasing pump head modelled as a first-order
time delay response are shown in Table 3-9. The obtained parameters regarding the loss
coefficients for the angles between 0 and 40 degrees using linear interpolations and r(t) for
the decreasing pump head modelled as a sigmoid function are shown in Table 3-10.
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MCV36 MCV37

SQP IP SQP IP
K0 1000 1021 1000 6000
K10 307.03 1021 312.10 311.06
K20 49.48 14.89 12.45 18.36
K30 10.01 14.89 12.45 18.36
K40 10.01 11.97 12.45 15.63
τ 134.15 36.47 51.45 45.02
θoff 35 31.05 35 32.08

Table 3-9: Obtained parameters identification loss coefficients low angles and parameters for
r(t) as first-order time delay.

MCV36 MCV37

SQP IP SQP IP
K0 1000 1002 1000 1002
K10 300.96 165.29 298.47 52.92
K20 26.11 24.00 40.36 37.85
K30 22.90 23.98 23.36 26.71
K40 10.02 10.01 14.18 13.56
τ 2.88 2.75 2.57 2.20
θoff 35 34.36 35 34.26

Table 3-10: Obtained parameters identification loss coefficients low angles and parameters r(t)
as sigmoid time delay.

The loss coefficients identified with the provided valve angles and volume, along with the
simulated decrease in pump output using the sigmoid function, are shown for pumps 5 and
6 in Figure 3-29a and Figure 3-29b respectively. Similarly, the identified loss coefficients
simulated with the provided valve angles and volume, along with the simulated decrease in
pump output using the first-order time delay function, can be seen for pumps 5 and 6 in
Figure 3-30
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(a) Estimation flow rate pump 5 using the
identified loss coefficients of MCV36.
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(b) Estimation flow rate pump 6 using the
identified loss coefficients of MCV37.

Figure 3-29: Result flow rate estimation by simulating r(t) as sigmoid function using linear
interpolation for the loss coefficients of MCVs. The left y-axis denotes the flow rate. The
continuous blue line represents the estimated flow rate utilising IP-optimised parameters, while
the dashed blue line represents the estimated flow rate using SQP-optimised parameters. Yellow
circles visually represent the measurements. The right y-axis denotes the valve angle, with orange
the measured valve angle is illustrated.
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(a) Estimation flow rate pump 5 using the
identified loss coefficients of MCV36.
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(b) Estimation flow rate for pump 6 using the
identified loss coefficients of MCV37.

Figure 3-30: Result flow rate estimation by simulating r(t) as first-order time delayed function
using linear interpolation for the loss coefficients of MCVs. The left y-axis denotes the flow rate.
The continuous blue line represents the estimated flow rate utilising IP-optimised parameters,
while the dashed blue line represents the estimated flow rate using SQP-optimised parameters.
Yellow circles visually represent the measurements. The right y-axis denotes the valve angle, with
orange the measured valve angle is illustrated.

The results in Table 3-11 and Table 3-12 show that the IP optimisation method obtains a
higher % VAF in all the cases. Furthermore, the sigmoid function outperforms the first-order
time delay function, as evidenced by both performance metrics and the above figures. The
sigmoid function better fits the data because it accounts for unmodeled dynamics in the
decrease of flow rate. This could be due to the large volume of fluid moving at high velocity,
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MCV36 MCV37

VAF MSE VAF MSE
SQP 92.63 % 3.11·10−4 97.38 % 1.44·10−4

IP 98.58 % 7.54·10−5 97.94 % 1.10·10−4

Table 3-11: Performance validation flow rate estimation using r(t) as first-order time delay.

MCV36 MCV37

VAF MSE VAF MSE
SQP 99.18 % 3.75·10−5 99.53 % 3.03·10−5

IP 99.64 % 1.96·10−5 99.95 % 5.97·10−6

Table 3-12: Performance validation flow rate estimation using r(t) as sigmoid function.

which causes a delay in the reduction of flow rate. Additionally, there are approximately 10
meters of pipeline between the pump and the flow sensor, which further contributes to the
delayed effect of the decreasing pump head (hpump)

Increasing rotational speed

Regarding the case of increasing rotational speed, the following two equations are used to
model the change in the generated pump head: a first-order time-delay function and a sigmoid
function. The equations are denoted below and illustrated in Figure 3-31.

r(t) = K

(
1 − exp

(−(t − tdelay)
τ

))
(3-36)

r(t) = K exp
(

t − tdelay − δ · τ

τ

)
, (3-37)

where δ = 8, K is the flow rate if the pump would be operating at constant rotational speed
for the current volume, and tdelay is the delay in the flow rate measurement given the pump
and flow rate sensor are approximately withing 10-meter distance of each other.
For the estimation of the ramping-up process of the pump dynamics, only the loss coefficients
of the lower valve angles are identified, together with τ representing the response to the input
and tdelay the time delay for the volume of the water to get into motion. The cost function
will be optimised by estimating the following parameters:

x =
[
K0, K10, K20, K30, K40, τ, tdelay

]T
.

For each parameter xi, the bounds are specified as xlb,i ≤ xi ≤ xub,i. The lower and upper
bounds are denoted by:

xlb =
[
0, 0, 0, 0, 0, 0.001, 0

]T
,

xub =
[
6000, 6000, 6000, 6000, 6000, 10, 60

]T
, with the constraints:


x1 ≥ x2
x2 ≥ x3
x3 ≥ x4
x4 ≥ x5

x5 ≥ K50

 .
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Figure 3-31: The function r(t) for the increasing pump head modelled as a first-order response
denoted in blue and a sigmoid in red.

Both methods use the same constraints and bounds. The initial guesses are:

x0_sigmoid =
[
K0, K10, K20, K30, K40, 1.5, 0.02

]T
,

x0_first-order =
[
K0, K10, K20, K30, K40, 3, 10

]T
,

where the parameters for the loss coefficients are denoted in Table 3-7 for the specific opti-
misation method and MCV, the following equation denotes the estimation of the opening of
the MCVs:

θ(t) =
{

a · t, for t ≤ 90
a

90, for t > 90
a

, (3-38)

where the obtained parameter a = 0.6764 for MCV36 and a = 1.0443 for MCV37 using linear
regression.

Simulating the obtained parameters with the validation data for MCV36 and MCV37 the
results are shown in Figure 3-32a and Figure 3-32b respectively. The performance of the
identified slope during valve opening is indicated in Table 3-13. The values for calculating
the performance are up to the first data point where the angle reaches 90. The VAF and the
graphs show that the slopes are estimated accurately. Additionally, the optimised slopes are
very similar to the slopes of the closing valves.

VAF MSE
a36 99.98 % 4.59·101

a37 99.99 % 7.22·101

Table 3-13: Performance slope opening MCV36 and MCV37
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Figure 3-32: Validation slope opening MCVs with the measurements denoted in red circles and
the estimated valve angle obtained by linear regression in blue.

Obtained parameters The obtained parameters for the two optimisation algorithms and
modelling r(t) as a first-order time delay response are shown in Table 3-14. The obtained
parameters for the two optimisation methods algorithms and modelling r(t) as a time-delayed
sigmoid function are indicated in Table 3-15.

MCV36 MCV37

SQP IP SQP IP
K0 1000.00 868.44 1000 1000
K10 300.00 126.69 300 300.10
K20 79.93 59.16 80 80.58
K30 26.82 28.65 37.93 29.59
K40 15.37 14.91 10.08 14.45
τ 4.01 6.19 3.00 6.28
tdelay 10.82 10.75 10 9.90

Table 3-14: Obtained parameters identification loss coefficients low angles and parameter for
r(t) as a first-order time delay to simulate the increasing rotational speed of the pump.

MCV36 MCV37

SQP IP SQP IP
K0 1000.00 999.92 1000 1000
K10 300.01 539.01 300 300.10
K20 80.65 91.88 80 80.57
K30 26.84 29.13 37.92 29.22
K40 15.55 15.13 10.08 13.07
τ 1.40 1.28 1.46 1.48
tdelay 0.02 0.02 0.02 0.02

Table 3-15: Obtained parameters identification loss coefficients low angles and parameter for
r(t) as time delayed sigmoid to simulate the increasing rotational speed of the pump.
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In Figure 3-33, the validation of the flow rate estimation and the increase in pump head for
pump 5 is modelled as a first-order time delay and as a sigmoid function is indicated. This
graph shows that the loss coefficients of the high angles are too low to follow the measurements
correctly. While in Figure 3-34, the validation of ramping up of pump 6 is shown, the graphs
follow the measurements correctly. Hence, the coefficients were optimised accurately. This is
also notable in the identified parameters shown in Table 3-7 for the higher angles, where the
values are approximately 0 for the angles 70 and 80 degrees. Thus, the loss coefficients for
all the angles of MCV36 will be identified together with the parameters for ramping up the
pump’s rotational speed.
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(a) Simulating r(t) for pump 5 as time-delayed
first-order response.

17:24:30 17:25:00 17:25:30 17:26:00 17:26:30 17:27:00

Mar 20, 2024   

0

0.05

0.1

0.15

0.2

0.25

0.3

0

10

20

30

40

50

60

70

80

90

(b) Simulating r(t) for pump 5 as a sigmoid
function.

Figure 3-33: Validation estimation increasing flow rate as a result of the initialisation of pump
5. The left y-axis denotes the flow rate, the continuous blue line represents the estimated flow
rate utilising IP-optimised parameters, while the dashed blue line represents the estimated flow
rate using SQP-optimised parameters. Yellow circles visually represent the measurements. The
right y-axis denotes the valve angle, with orange the measured valve angle is illustrated.

For the identification of the loss coefficients for all the angles, the following parameters are
considered: x =

[
K0, K10, K20, K30, K40, K50, K60, K70, K80, τ, tdelay

]
,

with the constraints:



x1 ≥ x2
x2 ≥ x3
x3 ≥ x4
x4 ≥ x5
x5 ≥ x6
x6 ≥ x7
x7 ≥ x8
x8 ≥ x9


.

For each parameter xi, the bounds are specified as xlb,i ≤ xi ≤ xub,i The lower and upper
bounds are denoted by:

xlb =
[
0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0

]T
,

xub =
[
6000, 6000, 6000, 6000, 6000, 6000, 6000, 6000, 6000, 6000, 60, 50

]T
.
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(a) Simulating r(t) for pump 6 as time-delayed
first-order response.
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(b) Simulating r(t) for pump 6 as a sigmoid
function.

Figure 3-34: Validation estimation increasing flow rate as a result of the initialisation of pump
6. The left y-axis denotes the flow rate. The continuous blue line represents the estimated flow
rate utilising IP-optimised parameters, while the dashed blue line represents the estimated flow
rate using SQP-optimised parameters. Yellow circles visually represent the measurements. The
right y-axis denotes the valve angle, with orange the measured valve angle is illustrated.

Using the initial guess:

x0_sigmoid =
[
K0, K10, K20, K30, K40, K50, K60, K70, K80, 1.5, 0.02

]T
,

x0_first-order =
[
K0, K10, K20, K30, K40, K50, K60, K70, K80, 3, 10

]T
,

where the initial values used for the loss coefficients are denoted in Table 3-7 for the specific
optimisation methods and MCV. The obtained parameter values are presented in Table 3-16.

FOTD Sigmoid
SQP IP SQP IP

K0 1000 1001 1000 1000
K10 300 300.20 300 303.38
K20 80 80.91 80 97.05
K30 24.04 29.82 24.04 29
K40 10 13.79 10.01 12.67
K50 2.53 5.99 2.53 5.35
K60 0.38 2.99 300 4.15
K70 4.13 · 10−6 0.79 4.13 · 10−6 0.71
K80 0 0.12 0 0.30
τ 3 4.05 1.49 0.24
tdelay 10 10.84 0.02 9.0

Table 3-16: Obtained parameters identification loss coefficients low angles and parameter for
r(t) as a first-order time delay and sigmoid function

In Figure 3-35, the estimated increasing flow rate using the obtained parameters for the loss
coefficients across the entire range is presented for r(t) as sigmoid and FOTD.
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(a) Simulating r(t) as a time-delayed first or-
der response
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(b) Simulating r(t) as a sigmoid function

Figure 3-35: Validation estimation increasing flow rate due to the initialisation of pump 5 utilising
the obtained loss coefficients whole range of angles of MCV36. The left y-axis denotes the flow
rate. The continuous blue line represents the estimated flow rate utilising parameters obtained by
the IP algorithm. The dashed blue line represents the estimated flow rate using SQP-optimised
parameters. Yellow circles visually represent the measurements. The right y-axis denotes the
valve angle. With orange, the measured valve angle is illustrated.

The performance of optimising the loss coefficients for the lower angles and the simulation of
the ramping up is presented in Table 3-17. The performance of optimising the higher valve
angles for MCV36 are denoted in Table 3-18. These tables show that the performance of the
parameters optimised by the SQP algorithm was enhanced when all the loss coefficients were
optimised. Overall, there is no significant difference between the performance of the first-order
response and the sigmoid function. This can be explained by the fact that the functions seem
to have similar dynamics since the first-order response has an average identified time delay
of 10 seconds, and the sigmoid function itself only starts increasing after a certain amount of
time and, in the beginning, will encounter some high losses due to the low valve angles.

MCV36 MCV37

VAF MSE VAF MSE
SQP_fotd 99.7 % 4.77·10−5 99.36 % 1.32·10−4

IP_fotd 99.69 % 4.84·10−5 99.86 % 7.15·10−5

SQP_sigmoid 95.42 % 5.12·10−5 99.72 % 3.42·10−5

IP_sigmoid 99.69 % 5.02·10−5 99.70 % 7.65·10−5

Table 3-17: Performance validation flow rate loss coefficients low angles.

To conclude, a mathematical model is developed to describe the dynamics of the water storage
unit’s draining mode, utilising the available data, fluid mechanics, and system identification.
Despite the pump and valve input signals not being available and limited information on
the pump curves, parameter correlations were leveraged to construct a model capable of
accurately capturing the draining mode’s nominal behaviour.
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MCV36

VAF MSE
SQP_fotd 99.51 % 1.00 ·10−4

IP_fotd 99.95 % 9.77·10−5

SQP_sigmoid 99.55 % 9.35·10−5
IP_sigmoid 99.68 % 4.01·10−5

Table 3-18: Performance validation flow rate using the obtained loss coefficients for the whole
range of valve angles.

3-4-4 Replenishing mode

The dynamics of the replenishing mode are identified in this section, utilising the equations of
motions in Equation 3-27 along with measurement data of the pressure, volume, valve angles
and flow rate.

To identify the system parameters, the previously mentioned two algorithms, namely SQP
and IP, are used to optimise the system parameters. Concerning the valve angles, it is notable
from Figure 3-24 that the valve angles never exceed 40 degrees. Therefore, the loss coefficients
will only be identified up to 40 degrees: θ =

[
0, 10, 20, 30, 40

]
.

The parameters to be optimised and their initial guesses are presented in Table 3-19. Where
the length of the pipes and the height of the inlet are guessed based on the provided pipeworks
overview by Dunea. The minor losses and the roughness are based on Tables 6.1 and 6.5 and
Figures 6.20, 6.21 and 6.23 in [70]. Lastly, the guesses for the loss coefficients are based on
the results of the identification in the previous section, and the loss coefficients of the lower
angels are increased, ensuring a low flow rate.

R. Aartman Master of Science Thesis



3-4 System identification 61

x x0

z1 -0.99
L0.4 4.01
L0.6 17.93
L0.8 16.19
Km_0.4 4.17
Km_0.6 4.50
Km_0.8 3.23
ϵ 0.09
K34_0 1.05 · 104

K34_10 1500
K34_20 220
K34_30 80
K34_40 25
K35_0 1.05 · 104

K35_10 1500
K35_20 220
K35_30 80
K35_40 25

Table 3-19: Initial guess system parameters replenishing mode

For each parameter xi, the bounds are specified as xlb,i ≤ xi ≤ xub,i. Let yz denote a row
vector of size z containing all values of y. The lower and upper bounds are denoted by:

xlb =
[
−1, 3, 16, 12, 0, 0, 0, 1 · 10−10, 010

]T
,

xub =
[
1, 8, 20, 20, 5, 5, 5, 0.1, 60000 · 110

]T
,

with the constraints:



x9 ≥ x10
x10 ≥ x11
x11 ≥ x12
x12 ≥ x13
x14 ≥ x15
x15 ≥ x16
x16 ≥ x17
x17 ≥ x18


.

Obtained parameters

The obtained parameters for the different optimisation algorithms and the two interpolation
methods are presented in Table 3-20.
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IP_lin SQP_lin IP_mak SQP_mak
z1 0.983 1 -0.987 0.29
L0.4 3.68 3.96 4.16 3.97
L0.6 18.96 17.92 16.30 17.92
L0.8 15.98 16.19 14.79 16.19
Km_0.4 0.50 3.80 1.91 3.85
Km_0.6 0.68 4.21 1.25 4.25
Km_0.8 1.01 3.14 4.83 3.15
ϵ 0.0011 1 · 10−10 0.013 1 · 10−10

K34_0 1.05 · 104 1.05 · 104 1.05 · 104 1.05 · 104

K34_10 1480 1500 1525.7 1500
K34_20 231.07 219.98 246.23 220.02
K34_30 72.84 79.74 61.67 79.74
K34_40 30.97 24.91 37.22 24.93
K35_0 1.05 · 104 1.05 · 104 1.05 · 104 1.05 · 104

K35_10 1481.7 1500 1522.9 1500
K35_20 225.51 219.98 232.33 220.02
K35_30 77.77 79.75 83.52 79.74
K35_40 29.87 24.91 32.16 24.92

Table 3-20: Obtained parameters using multiple optimisation algorithms and interpolation meth-
ods

The identified loss coefficients are displayed in Figure 3-36 and Figure 3-37 for MCV34 and
MCV35 respectively. For the angles below 20 degrees, the coefficients exhibit negligible dif-
ferences. However, for angles above 20 degrees, the obtained coefficients for both valves
demonstrate variance. Furthermore, the coefficients for the Makima interpolation display
more pronounced disparities compared to those for the linear interpolation. Additionally,
it is worth noting that the coefficients for MCV35 hold minimal discrepancies between the
optimisation algorithms.
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Figure 3-36: Identified loss coefficients for the valve angles of MCV34, where the coefficients
with linear interpolation are shown in blue and with Makima in red. The optimisation method is
illustrated by the continuous line using IP, while SQP is represented by the dashed line.
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Figure 3-37: Identified loss coefficients for the valve angles of MCV35, where the coefficients
with linear interpolation are shown in blue and with Makima in red. The optimisation method is
illustrated by the continuous line using IP, while SQP is represented by the dashed line.

Validation flow rate steady-state data

This section estimates the flow rate using Equation 3-39 with the water level, z2(t), pres-
sure p1(t) and valve angles as input data and the identified parameters ẑ1, ϵ̂, K̂34(θ), 35(θ),
K̂m_0.4,0.6,0.8, and L̂0.4,0.6,0.8 denoted in Table 3-20. Only data points where steady-state flow
rates are measured are considered for the input data.
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m(Q) := p1(t) − p2
ρ · g

+ 1
2g · A2

6
· Q2 − z2(t) + ẑ1 − hf (Q, ϵ̂, L̂0.4,0.6,0.8) − ...∑

hm(Q, K̂m_0.4,0.6,0.8) − hvalves(Q, θ(t), K̂34(θ), 35(θ)) = 0
(3-39)

The results of the estimated flow rate utilising the obtained parameters with linear interpola-
tion of the identified loss coefficients are shown in Figure 3-38 for the valve angles of MCV34
and MCV35. From these plots, it can be observed that the estimated flow rates all lie within
the same region as the measurements. Additionally, for the angles between 28 and 35 degrees,
the IP algorithm results in a higher flow rate than the SQP algorithm. The flow rate per
degree valve angle can vary for measurements and estimations. This can be explained by the
fact that the volumes can differ, the pressure p1 fluctuates, and the flow rate will have small
deviations due to the turbulent flow.
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Figure 3-38: The validation of the flow rate estimated by linearly interpolating the loss coef-
ficients of the valves. The estimation is shown in blue using obtained parameters with the IP
algorithm, while parameters obtained by the SQP algorithm are shown in red. Scattered yellow
dots represent steady-state flow measurements.

The results of the estimated flow rate with Makima interpolation of the identified loss co-
efficients are shown in Figure 3-39 for the valve angles of MCV34 and MCV35. For both
optimisation algorithms, up to 20 degrees, the flow rate is estimated to be higher than the
measured flow rate, and for angles above 35 degrees. For the valve angles between zero and 10
degrees, this can be explained by the fact that due to the pressure of p1 and the low volume
of the reservoir at the starting point of the intake process, the flow rate is estimated higher
since it does not consider that the water is increasing from zero velocity.
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Figure 3-39: The validation of the flow rate estimated by Makima interpolating the loss coef-
ficients of the valves. The estimation is shown in blue using the parameters obtained by the IP
algorithm, while parameters optimised by the SQP algorithm are shown in red. Scattered yellow
dots represent steady-state flow measurements.

Validation flow rate estimation

This section discusses the validation of the estimation of the flow rate using Equation 3-39
with the water level zz(t) and pressure at p1(t) as input for the valve angles for the whole
range of valve angles gives the following results. Based on the previous graphs, it is evident
that the angles of the valves and the resulting flow rate show minimal differences. Hence, in
order to enhance clarity, each flow estimation using the identified parameter is only plotted
against the angles of MCV34. The estimated flow rate given the linear interpolation of the
loss coefficients and the system parameters obtained by the IP and SQP methods are shown
in Figure 3-40. The estimated flow rate given the Makima interpolation of the loss coefficients
and the system parameters obtained by the IP and SQP methods are shown in Figure 3-41.
The performances of the estimations are displayed in Table 3-21. The graphs demonstrate that
the estimations using the obtained parameters follow the measurement accurately between
the angles of 5 and 35 degrees. Besides the previously mentioned, some distinctions are worth
mentioning: the sudden increase around the angle of 20 degrees using the linear interpolation
compared to the smooth transition using the Makima interpolation. The characteristics of the
interpolation methods can explain this. Furthermore, estimations using linear interpolation
show lower flow rate estimations between the angles of 10 and 20 degrees compared to the
Makima interpolation.
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(b) Optimisation employing SQP

Figure 3-40: The validation of the flow rate using the estimated loss coefficients for linear
interpolation and system parameters with respect to the angles of MCV34.
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Figure 3-41: The validation of the flow rate using the estimated loss coefficients for Makima
interpolation and system parameters with respect to the angles of MCV34.

VAF MSE
IP_lin 99.67 % 2.36 · 104

SQP_lin 99.75 % 3.18 · 104

IP_mak 99.67 % 1.58 · 104

SQP_mak 99.54 % 2.59 · 104

Table 3-21: Performance simulating flow rate given volume measurements

Validation replenishing dynamics water storage unit

This section validates the simulation of the water storage unit’s replenishment dynamics. The
following differential-algebraic equations are used to describe the replenishing dynamics:
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ẋ1 = − x2
Ares

(3-40)

m(x) := p1(t) − p2
ρ · g

+ 1
2g · A2

6
· x2

2 + ẑ1 − x1 − hf (x2, ϵ̂, L̂0.4,0.6,0.8) − ...∑
hm(x2, K̂m_0.4,0.6,0.8) − hvalves(x2, θ(t), K̂34(θ), 35(θ)) = 0

(3-41)

y = Cx = I2

[
x1
x2

]
, (3-42)

where the differential state x1 is the water level of the reservoir in m and the algebraic state x2
is the flow rate at the inlet in m3/s, visualised at location 1 in Figure 3-16. Ares is the cross-
section of the reservoir, p1(t) the pressure at the inlet and p2 the atmospheric pressure, A6 the
cross-section of the pipe at the location of the flow sensor, ẑ1 the level of the pipe at the flow
sensor, θ(t) the angle of valves MCV34 and MCV35. p2 is atmospheric pressure, g gravitation
ρ the density of water at a temperature of 20 ◦Celsius, ϵ̂ the identified pipe roughness, the
loss coefficients of the pipes K̂34(θ), 35(θ), the minor losses relative to the different pipe cross-
sections located at the water storage unit K̂m_0.4,0.6,0.8, and the total lengths of the pipes
with the different cross sections L̂0.4,0.6,0.8.

The performance of both the estimation of the flow rate and the estimation of the water level
are shown in Table 3-22. From these metrics, it becomes evident that the estimation of the
flow rate and the water level both have a high %VAF. The MSE of the water level using
makima interpolation combined with both optimisation methods is higher than the linear
interpolation estimations. This can be explained by the fact that the estimations of the flow
rate are similar to or higher than the measurements for the angles up to 20 degrees, as shown
in Figure 3-41.

Flow rate Water level
VAF MSE VAF MSE

IP_lin 99.68 % 2.32 · 10−4 99.79 % 0.0066
SQP_lin 99.74 % 3.20 · 10−4 99.92 % 0.0024
IP_mak 99.76 % 1.54 · 10−4 99.78 % 0.0101
SQP_mak 99.56 % 2.59 · 10−4 99.77 % 0.0129

Table 3-22: Performance estimation replenishment dynamics

Two cases have been highlighted in the following graphs to show the result of simulating the
dynamics of the intake process of the replenishment reservoir.

In Figure 3-42, Figure 3-43 and Figure 3-44, the simulated flow rate and water level and the
input valve angles are displayed for the night of January 23rd and January 24th. Overall, the
flow rate estimations follow the measurement properly, resulting in a fair estimation of the
water level. One thing to point out is the increased water level started to deviate around 02:00;
for estimating the water level using the obtained parameters using the Makima interpolation.
The flow rate estimated using this method was the overall highest estimated flow rate during
the run.
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Figure 3-42: Validation flow rate estimation simulating the intake dynamics of the replenishment
reservoir. The estimation using the optimised parameters with IP and linear interpolation for the
valve loss coefficients is in blue. In red, the estimation using the optimised parameters with
SQPtogether with linear interpolation for the valve loss coefficients. The estimation using the
optimised parameters with IP and Makima interpolation for the valve loss coefficients is in yellow.
In purple, the estimation using the optimised parameters with SQP and Makima interpolation for
the valve loss coefficients. Additionally, the flow measurements are scattered in green.

Jan 23, 23:00 Jan 24, 00:00 Jan 24, 01:00 Jan 24, 02:00 Jan 24, 03:00 Jan 24, 04:00

2024   

1

1.5

2

2.5

3

3.5

4

4.5

5

5.5

6

Figure 3-43: Validation water level estimation simulating the intake dynamics of the replenish-
ment reservoir. The estimation using the optimised parameters with IP and linear interpolation
for the valve loss coefficients is in blue. In red, the estimation using the optimised parameters
with SQPtogether with linear interpolation for the valve loss coefficients. The estimation using
the optimised parameters with IP and Makima interpolation for the valve loss coefficients is plot-
ted in yellow. In purple, the estimation using the optimised parameters with SQP and Makima
interpolation for the valve loss coefficients. Additionally, the flow measurements are scattered in
green.
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Figure 3-44: Valve angle data for MCV34 and MCV35 are used as input for intake dynamics
simulation. The angles are shown in blue and red, respectively.

In Figure 3-42, Figure 3-43 and Figure 3-44, the simulated flow rate and water level and
the input valve angles are displayed for the night of January 22nd and January 23rd. Also,
in this case, the flow rate estimations follow the measurement suitably. Resulting in an
accurate estimation of the water level. The estimated flow rate for the valve angles around
25 degrees, between 00:30 and 03:30, is estimated below the measured data for all methods,
where the estimation using the parameters of SQP_makima performs the best. All parameters
optimised using the different methods have satisfactory performance for the estimation of the
flow rate and water level. However, when considering the combined performance of these
parameters, it is evident that the IP_lin method outperforms the others.
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Figure 3-45: Validation flow rate estimation simulating the intake dynamics of the replenishment
reservoir. The estimation using the optimised parameters with IP and linear interpolation for the
valve loss coefficients is in blue. In red, the estimation using the optimised parameters with
SQPtogether with linear interpolation for the valve loss coefficients. In yellow is the estimation
using the optimised parameters with IP and Makima interpolation for the valve loss coefficients.
In purple, the estimation using the optimised parameters with SQP and Makima interpolation for
the valve loss coefficients. Additionally, the flow measurements are scattered in green.
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Figure 3-46: Validation water level estimation simulating the intake dynamics of the replenish-
ment reservoir. The estimation using the optimised parameters with IP and linear interpolation
for the valve loss coefficients is in blue. In red, the estimation using the optimised parameters
with SQPtogether with linear interpolation for the valve loss coefficients. The estimation using
the optimised parameters with IP and Makima interpolation for the valve loss coefficients is plot-
ted in yellow. In purple, the estimation using the optimised parameters with SQP and Makima
interpolation for the valve loss coefficients. Additionally, the flow measurements are scattered in
green.
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Figure 3-47: Valve angle data for MCV34 and MCV35 are used as input for intake dynamics
simulation. The angles are shown in blue and red, respectively

Utilising measurement data and the principles of fluid mechanics, the estimation of the flow
rate during the replenishment shows good performance when simulated with the valve mea-
surements. The final model will employ the setpoints of the FCVs as input. Estimating
the influence of the setpoint on the angles of the valves and utilising this as input to the
Differential-Algebraic Equation (DAE) with the derived system parameters as a cascade in-
terconnection.
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3-5 Final model

In the previous sections, the mathematical descriptions and parameters necessary to charac-
terise the nominal behaviour of the water storage unit have been provided. The dynamics
describing the replenishing mode are derived, and for the draining mode, the dynamics of
the pumps at constant rotational speed singularly and in parallel also have been specified.
Furthermore, the dynamics change when the pump’s rotational speed increases or decreases.
However, this is only considered when the pumps are on singularly. Thus, remaining with the
last modes of operation to establish a comprehensive model describing the dynamics. These
modes involve the case that one pump operates at constant rotational speed and a second
pump is started, as well as two pumps operating at constant rotational speed and one pump
is stopped and are described in subsection 3-5-1.

Multiple identification methods have been used together with different types of interpolation
to identify the system parameters regarding the various modes of operation. In subsection 3-
5-2, the determination regarding the identified parameters in the final model will be made.

Given that all the modes have been modelled and the final parameters have been chosen,
the final model can be described as a hybrid automaton. A graphical representation of this
automaton is visualised in subsection 3-5-3.

3-5-1 Initialisation and termination of the second pump

When there is an increasing demand by the consumer net compared to the production out-
put, the number of pumps in operation can be expanded, and the draining flow rate of the
reservoir will be increased. When there is a decrease in demand compared to the production
offset, and two pumps are up and running, the second pump can be terminated. In these
cases, the equations of motion described in Equation 3-23 and the functions for r(t) defined
in Equation 3-34 Equation 3-33 for termination and Equation 3-36 and Equation 3-37 for
initialisation can be used to describe the dynamics of the system.

At the initialisation of the second pump the parameter for K in r(t) will be defined by Kdiff

which is calculated as follows:

g2(x1, Kss_parallel, γpar) = 0 (3-43)
Kinit = x2(k − 1) (3-44)

Kdiff = Kss_parallel − Kinit, (3-45)
(3-46)

where γpar indicates the identified parameters for the pumps operating in parallel, as presented
in Table 3-4, to solve g2(·) = 0 and estimate Kss_parallel, which denotes flow rate while the
pumps operate in parallel at a constant rotational speed. Furthermore, a third state will be
introduced to solve for the contribution of the increase in flow rate caused by the increasing
head of the additional pump. The equations of motion for the initialisation of the second
pump are denoted by the following:
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ẋ1 = − x2
Ares

(3-47)

x2 = x3 + Kinit (3-48)
g1(x1, x3, θ) := Hpump_1(Kdiff , x1, γ2) − Hsys(x1, x3, θ, γ2) = 0, (3-49)

where γ2 presents the system parameters for the pump increasing its rotational speed, as
presented in Table 3-16 and Hpump_1(·) denotes the function of the increasing pump head as
described in Equation 3-23 with the corresponding functions Equation 3-36 and Equation 3-37
for r(t).

At the termination of the second pump, the parameter for K in r(t) will be defined by Kdiff

which is calculated as follows:

g2(x1, Kss_one, γ1) = 0 (3-50)
Kinit = x2(k − 1) (3-51)

Kdiff = Kinit − Kss_one, (3-52)

where Kss_one is calculated using γ1, which indicates the parameters for the pump that
remains at constant rotational speed, as presented in Table 3-4 and solve for g2(·) = 0. When
θ > θoff the following equation holds:

ẋ1 = − x2
Ares

(3-53)

x2 = x3 + Kdiff (3-54)
g2(x1, x3, θ) := Hpump_2(x1, x3, γ2) − Hsys(x1, x3, θ, γ2) = 0, (3-55)

where Hpump_2(·) is the identified pump curve for the pump operating at constant rota-
tional speed and γ2 indicate the constant rotational speed parameters of the pump that will
ramp down, as presented in Table 3-4. This changes to the following when θ ≤ θoff where
Hpump_3(·) is the function for the decreasing pump head as denoted in Equation 3-23:

g3(x1, x3, θ) := Hpump_3(Kdiff , x1, γ2) − Hsys(x1, x3, θ, γ2) = 0, (3-56)

where γ2 indicate the parameters of the pump ramping down, as presented in Table 3-7.

In Figure 3-48a, the result of simulating the addition of pump 5 to the pumps in operation is
shown. The graphs show that the estimated flow rate for the pumps operating in parallel is
higher than the measured flow rate. However, when using the average measured flow rate for
Kss_parallel it is evident that the estimated flow rate follows the trend of the measured flow
rate well. In Figure 3-48b, the result of simulating the addition of pump 6 to the pumps in
operation is shown. Similarly, the estimated steady-state flow rate is higher than the measured
flow rate for the pumps operating in parallel. For the estimations of the flow rate, it is notable
that when the flow rate reaches the value of the constant rotational pump speed, a jump is
present. A possible explanation could be the higher loss coefficients for the butterfly valve at
the higher angles. When comparing the values estimated for MCV36 in Table 3-16 with the
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values estimated for MCV37 in Table 3-7 it shows that the loss coefficients for MCV36 are
significantly smaller. This results in a smoother transition to the reference flow rate when
the valves are open at 90 degrees.
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(a) Ramping up pump 5 as the additional
pump.
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(b) Ramping up pump 6 as the additional
pump.

Figure 3-48: Ramping up the additional pump using the parameters optimised using the IP
algorithm and r(t) simulated as First Order Time Delay (FOTD). In blue, the flow rate is shown
where the steady-state flow for the pumps in parallel is estimated, and in red, the steady-state
flow is provided using the average of the measurement data. In yellow, the measured flow rate is
presented.

Using the identified parameters for ramping down the pump’s rotational speed in section 3-4-3
and the provided dynamics above, the transition from two pumps in operation to one pump
in operation is modelled. In Figure 3-49a and Figure 3-49b, the estimation of the ramping
down of pump 6 whilst pump 5 is at constant rotational speed with first order time delay
and sigmoid function as r(t) are shown respectively. From Figure 3-49b, it is notable that the
sigmoid function follows the smooth transition of the decreasing flow rate to the flow provided
by the single pump significantly well due to its characteristics.
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(a) Transition from two pumps operating in
parallel to one using FOTD for r(t).
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(b) Transition from two pumps operating in
parallel to one using sigmoid for r(t)

Figure 3-49: Transition from two pumps operating in parallel to pump 5 in operation by ramping
down the rotational speed of pump 6. The estimated flow rate with Kss_parallel and Kss_one

estimated is shown in blue. In red, the estimated flow rate given the measurements for Kss_parallel

and Kss_one estimated is shown. In yellow, the measured flow rate is presented

At this point, a mathematical expression is derived for each sub-mode of the draining pro-
cess to describe how the reservoir is drained under normal conditions. Combined with the
dynamics for the replenishing mode it is possible to simulate how the water storage unit at
Leyweg behaves over time.

3-5-2 Final model parameters

In section 3-4, the parameters necessary to describe the dynamics for the replenishing and
the draining mode are identified. For the draining mode, the three sub-modes are considered:
increasing rotational speed, constant rotational speed, and decreasing rotational speed.
In all operating modes, a decision must be made regarding the parameters identified by the
various optimisation methods. The parameters chosen will be utilised in the final mode.
Additionally, the interpolation method for the valve loss coefficients needs to be determined
for the replenishing mode. In relation to the changing rotational speed, a decision has to be
made regarding the function used for r(t). It is possible that different types of functions are
used for increasing and decreasing rotational speeds. This can be substantiated by the use
of a physical component, specifically a soft starter, which reduces the inrush current at the
start of the pump.
To summarise, for the draining mode, a decision should be made about the parameters iden-
tified and the functions r(t) within the increasing and decreasing modes. For the replenishing
mode, a decision should be made about the parameters identified and the interpolation meth-
ods used.
A systematic approach determines the best combination for each mode by calculating the
total VAF and MSE scores. In the constant rotational speed sub-mode of the draining mode,
there is no significant difference in the performance between the two optimisation methods as
shown in Table 3-5. Thus, it has been decided that each VAF score will be equally weighted
in the total calculation.
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When considering the draining mode, the parameters identified using the SQP algorithm
with the FOTD and sigmoid function for r(t) during the increasing and decreasing modes are
chosen respectively, taking into account the VAF and MSE. The parameters identified using
the IP algorithm with the Makima interpolation method are selected for the replenishing
mode.

The final parameters used in the model to represent the nominal behaviour of the water
storage unit are denoted in Table A-2 in the Appendix.

3-5-3 Hybrid automaton

The dynamics of the water storage unit can be described by a hybrid automata featuring
three main continuous modes: idle, replenishing, and draining. These modes are depicted
in Figure 3-50 and the transition between them is triggered by the input signals from the
carousel, which serves as the centralised control system.

Figure 3-50: Hybrid automaton dynamics water storage unit

In Figure 3-51, a simplified description of the draining mode and its sub-modes is presented.
Where increasing and decreasing rotational speeds are presented only for a single pump to
show the transitions. The input signal u1 initiates the draining process when one and ter-
minates the draining by the pump when going from one to zero. In the final model, this
model is extended with the increasing and decreasing modes for pumps 5 and 6 separately,
the increasing mode when one pump is already on and the decreasing mode when two pumps
are on. Furthermore, a mode for two pumps operating at constant rotation is present.
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Chapter 4

Anomaly Detection and
Cyber-Physical Attack Strategies

Identifying anomalies involves observing system behaviour and highlighting any unexpected
deviations as anomalies. Faulty components, human errors, or malicious attacks can cause
these anomalies. This chapter employs a model-based detection approach to detect cyber-
physical attacks targeted at the water storage unit. Potential cyber-physical attacks on the
water storage unit are created and simulated to assess the performance of the detection
method.

4-1 Anomaly detection model

In section 2-3, signal-based and model-based anomaly detection methods are described. When
detecting cyber-physical attacks designed to evade detection, a model-based detection method
is more effective than a signal-based detection method. For example, in the case of a replay
attack, where prerecorded process data will be replayed, a signal-based anomaly detection
method will not detect this as an anomaly as the measurements will show nominal behaviour.
Therefore, this study will implement a model-based approach to detect potential cyber-
physical attacks. As mentioned in section 2-3, model-based detection involves three main
components: state estimation, which employs a mathematical model to describe the nomi-
nal behaviour of the system; residual computation, which involves calculating the difference
between the state estimation and measurements; and residual evaluation to detect anomalies
finally. This section introduces the mathematical formulation of the state estimation and
the residual computation, which is discussed in subsection 4-1-1. Furthermore, the method
utilised for residual evaluation, and its implementation are detailed in subsection 4-1-2.

4-1-1 State estimations and residual computation

The states of the nominal physical behaviour can be estimated by employing an observer. The
observer will correct the state estimates if the output estimations deviate from the measure-
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ments. Commonly employed techniques for state estimations in Linear Time-Invariant (LTI)
systems include the Luenberger observer and the Kalman filter. In contrast to the Luenberger
observer, the Kalman filter can be utilised to compute state estimates for systems that involve
process and measurement noise by integrating the statistical model of the noise. Since the
measurements include noise, the Kalman filter will be used for the state estimations.

First, the mathematical notation and the conditions of how the Kalman filter ensures conver-
gence are provided. Thereafter, the practical implementation of the Kalman filter in relation
to the dynamics of the water storage unit is described.

Considering the following LTI system with the state space model:

xk+1 = Axk + Buk + wk, wk ∼ N (0, Q)
yk = Cxk + Duk + vk, vk ∼ N (0, R)

(4-1)

Where xk ∈ Rn is the state, uk the control input, wk ∈ Rn the process noise, which is assumed
to be Gaussian with zero mean and a covariance Q, yk ∈ Rm the measurement, and vk ∈ Rm

the measurement noise, a Gaussian random variable with zero mean and a covariance R. It
is important to note that of the covariance matrices Q and R, at least one should be positive-
definite and the other at least positive semi-definite. The linear system should be detectable
to reconstruct the states, which holds if and only if the unobservable modes are stable [73].

Given the system’s state space model in Equation 4-1, the Kalman filter performs two steps:
the time update and the measurement update [67]. The time update is denoted by:

x̂k+1|k = Ax̂k|k + Buk

Pk+1|k = APk|kAT + Q,
(4-2)

where x̂k ∈ Rn is the state estimate, and Pk ∈ Rn×n is the covariance matrix of the state
estimate. The measurement update with Kk being the Kalman gain is represented by the
following:

Kk = Pk|k−1CT
(
CPk|k−1CT + R

)−1

x̂k|k = x̂k|k−1 + Kk(yk − Cx̂k|k−1)
Pk|k = Pk|k−1 − Pk|k−1CT (CPk|k−1CT + R)−1CPk|k−1.

(4-3)

The Kalman filter is unbiased and has a minimum variance, which means that the Kalman gain
minimises the estimate’s covariance. Given proper system dynamics and noise characteristics,
the estimation will converge to the true state over time.

After providing the theoretical foundations of the Kalman filter, including the mathematical
equations utilised and the conditions for which the filter ensures convergence, the next step
is to apply the Kalman filter to the water storage unit model.

Measurements

One of the Kalman filter’s assumptions is that the measurement noise must be zero mean.
However, in the case of the volume measurements, there is non-zero mean noise.
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When looking at the open-loop simulation of the volume dynamics, there is an increasing
distance between the estimated and measured volumes. This can be seen in Figure 4-1, where
the volume is estimated to be constant when the reservoir is not drained or replenished.

Figure 4-1: Estimated volume in blue and measured volume in red

A possible explanation for the increase in volume could be the backflow of the water in the
pipes after the draining is stopped. The inertia of the water will be high when the draining
is stopped, meaning that water will move out of the reservoir but is being blocked by the
closing valves. However, when estimating the total volume of the pipes between the reservoir
and the valves, this does not add up to the increase in volume. Another explanation could be
that the water’s surface is not homogeneously distributed, especially during draining. This
means that when this process is stopped, there will be some change on the water surface. If
this were visible in the sensor readings, fluctuations with a constant mean would be expected,
and after an hour of draining, the amplitude of the oscillations would be dampened out.
Since these potential physical causes of backflow are negated, it could be that the sensor
is undergoing some systematic error. Ageing and environmental factors can lead to sensors
producing measurement errors. Measurement errors can be categorised as random errors,
such as noise and systematic errors. Systematic errors can be drifting or fixed biases [71].
Drifting refers to the dynamic difference between the measured value of the sensor and the
true values, often caused by changing ambient temperature and time [62]. Since the volume
measurements contain a drift, this drift causing the non-zero mean of the noise must be
estimated since the Kalman filter assumes zero mean noise. Furthermore, by estimating the
drift, the volume estimation will be corrected using an approximation of the actual volume
measurement.

Application of the Kalman Filter

The differential state will be augmented with the state dk to estimate the drift in the sensor’s
measurements and ensure better convergence of the volume estimation. As previously stated,
the dynamics of the water storage unit can be described by a semi-explicit differential algebraic
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equation. Therefore, when applying the Kalman filter to create the state estimations of the
water storage unit, the time update step described in Equation 4-2 will include an algebraic
equation: g(·) = 0, to estimate the flow rate, which then used as an input for the differential
equation.

These adaptations lead to the following expression for the time update:

g(x̂k|k, ẑk|k, θk) = 0[
x̂k+1|k
d̂k+1|k

]
= Ã

[
x̂k|k
d̂k|k

]
+ B̃ẑk|k

g(x̂k+1|k, ẑk+1|k, θk) = 0
Pk+1|k = ÃPk|kÃT + Q

(4-4)

Where Ã =
[
1 0
0 1

]
, B̃ =

[
1
0

]
, C̃ =

[
1 1

]
, θk is the valve angle, ẑk is the algebraic state

defined by solving the equation g(x̂k, ẑk, θk) = 0. Various expressions exist for the function
of g(·) and the definition of ẑk, considering the different operational modes described in
chapter 3. The measurement update step will be implemented with the augmented state
vector as denoted in Equation 4-3.

The augmented state space is unobservable since the observability matrix does not have full
column rank. Since the eigenvalue of the unobservable state is one, this does not ensure
stability and, thus, detectability. Nevertheless, the drift state is modelled to be constant,
showing marginal stability. Thus, it will not exhibit unbounded growth, implying instability
nor asymptotic stability. To ensure convergence of the error dynamics, it is crucial to appro-
priately set the initial conditions for the Kalman filter, and the system model must precisely
capture the noise characteristics. Estimating the covariance matrix of the process noise typi-
cally involves utilising the system model and comparing it to the actual state measurements.
However, in this specific scenario, it is known there is a drift in the measurements, inducing
the actual state measurements to be unknown. Nonetheless, an estimation of the process
noise covariance is made in both states. The reservoir has a cross-section of 1772 m2, and
given the flow measurements, the volume change can be neglected compared to the outflow of
the outlet. Therefore, the process noise covariance will be small, the initial guess is 1 · 10−4,
and the drift covariance is estimated to be 1 · 10−3.

Due to the drift in the volume measurements, it is unlikely to obtain an accurate estimation
for the measurement noise by estimating the covariance of the difference between the mea-
surements and the estimate. Therefore, an initial guess of a covariance of 30 is used. Given
the initial guess for the Kalman filter, the states are estimated and compared with the vol-
ume measurements, composing the residual, which has a covariance of 180. Given the higher

measurement covariance, the Q matrix is updated accordingly to Q =
[
1 · 10−3 0

0 1 · 10−2

]
.

Q is positive semi-definite, and R is positive definite.

The estimated output and volume measurements are shown in Figure 4-2 using the measured
flow rate as input and the designed Kalman filter. The model parameters are estimated using
a sampling time of one second. Since the measurements are sampled in one minute, the update
step is only computed every minute. After interpolating the estimated values to a sampling
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time of one minute, the observer error is calculated and shown in Figure 4-3. These figures
show that the Kalman filter could reconstruct the state estimates, including the marginal
stable unobservable state, and converge the estimated output to the volume measurement.
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Figure 4-2: Measured volume is denoted in blue, and the updated estimated volume using the
Kalman filter is shown in red.
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Figure 4-3: Observer error

The Kalman filter is applied to estimate the volume and the drift present in the volume
measurement to ensure optimal convergence of the state estimates. Combined with the flow
rate estimates by solving the algebraic equation each time step, the water storage unit’s
volume and flow rate residuals can be computed as the following:
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r1(k) = y(k) − ŷ(k)
r2(k) = z(k) − ẑ(k),

(4-5)

where r2(k) is a vector containing the residual of the replenishing and the draining flow rate.

4-1-2 Residual evaluation method

After the residual computation in the previous section, residual evaluation represents the final
step essential for detecting potential attacks. As described in section 2-3, change detection
methods can be deterministic or probabilistic. Deterministic methods, like limit checks, are
straightforward to evaluate and define. However, they only consider the residual at a specific
instant and rely on predefined limits. On the other hand, probabilistic tests, such as t-test
or Chi-squared, utilise the probability distribution of a random variable to detect changes in
mean and variance [25]. The drawback is that many samples are necessary before and after
the change to verify the null hypothesis with good significance, causing a delay in detection.
Detecting cyber-physical attacks within a water distribution network requires minimising the
time needed for detection as much as possible.
Another commonly utilised method for probabilistic change detection is the CUSUM method
[12]. It involves calculating the cumulative sum of the log-likelihood of observations. This
approach enables the detection of change in a shorter period of time compared to methods
such as the chi-squared probability test, making it suitable for detecting cyber-physical attacks
where rapid detection is critical for effective mitigation. The statistical foundation on which
the method is based will be elaborated in the next part.
Considering a sequence of independent random variables z(i), i = 1, 2, ..., k with the proba-
bility density function pθ(z) dependent on θ. To illustrate the theorem, θ is the mean of a
Gaussian distribution. Before an unknown change instant θ is equal to θ0, after which the
parameter will change to θ1, with their corresponding probability distributions pθ0(z) and
pθ1(z) [12]. Given that, for example, pθ0 and pθ1 are two probability density functions of the
Gaussian distributions with the mean µ0 = 0 and µ1 = 2, and with the same variance σ2 = 1.
Take a random sample z = −0.2, the realisation is most often in the neighbourhood of µ0,
leading to pθ0

pθ1
< 1 and therefore the natural logarithm is negative. The log-likelihood ratio

s(z) of an observation z has the following fundamental statistical property that the CUSUM
exploits:

s(z) = ln pθ1(z)
pθ0(z) ,

Eθ0(s) =
∫ ∞

−∞
s(z)pθ0(z)dz < 0,

Eθ1(s) =
∫ ∞

−∞
s(z)pθ1(z)dz > 0.

(4-6)

The CUSUM is denoted by the following equation, as previously described in Equation 2-3:

S(k) =
k∑

i=1
s(z(i)) =

k∑
i=1

ln pθ1(z(i))
pθ0(z(i)) .
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According to the statistical properties described in Equation 4-6, S(k) is expected to exhibit
a negative drift before the change and a positive drift after the change from θ0 to θ1.

The probability distribution of the abnormality should be known to implement the CUSUM.
However, in the case of the cyber-physical attack, with an adaptive adversary possessing sys-
tem knowledge, there will likely be a non-stationary residual z(k). Additionally, if there is a
focus on several predefined anomalies, there is a possibility that the attack will remain unde-
tected. Therefore, in research, a Non-Parametric Cumulative Sum (NP-CUSUM) independent
of the statistical model of a specific anomaly is utilised successfully to detect cyber-physical
attacks on the Water Distribution Network (WDN) [9], [16], [30]. Thus, this non-parametric
change detection method is implemented to detect cyber-physical attacks against the WDN
within this research. The following section describes the mathematical derivation of the
NP-CUSUM and its application with regard to the water storage unit dynamics.

Non-parametric CUSUM

The NP-CUSUM method exploits the fundamental statistical property of the CUSUM as
described in Equation 4-6. Adapting it such that it is independent of the probability pθ. The
expected value of the random process zi(k), is required to be less than zero i.e. E0[zi(k)] < 0
under the null-hypothesis H0, and under H1, it will be greater than zero, i.e., E1[zi(k)] > 0.
To ensure the constraint on the expected value of the null hypothesis holds for the system
under healthy conditions, a small positive parameter bi is introduced such that:

E0 [ni(k)] < 0, where ni(k) = |ỹi(k) − ŷi(k)| − bi. (4-7)

The NP-CUSUM statistic for each sensor i will be:

Si(k) = (Si(k − 1) + ni(k))+ , Si(0) = 0, (4-8)

within the equation, the "+" in the upper right of (a)+ indicates that when a > 0, (a)+ = a;
when a ≤ 0 , (a)+ = 0. The corresponding decision rule is the following:

dN,i ≡ dτ (Si(k)) =
{

H1 if Si(k) > τi

H0 otherwise ,
(4-9)

where τi is the detection threshold, the probability distribution of the residuals is evaluated
to determine the values bi for each parameter. The residuals are denoted ri = |yi(k) −
ŷi(k)|, the probability distribution of the residuals corresponding to the volume, draining and
replenishing flow rate estimations, using the data set listed in the Appendix, are depicted in
Figure 4-4. The probability distribution is visualised using a histogram, and the bin size is
determined by setting the number of bins to 50 for each parameter.

The values for bi are determined by the right endpoint of the bin with the highest probability.
The bin with the highest probability of both flow rate residuals has a probability between 0.8
and 0.9, while the bin with the highest probability of the volume residual has a probability
of 0.5. The expected value for n1, corresponding to the volume, is higher than the expected
value for ni(k) for the flow rates. Therefore, b1 is increased to 0.006, allowing higher residuals
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(a) r1(k) (b) r2(k)

(c) r3(k)

Figure 4-4: Probability distribution of ri(k)

and an expected value of -0.0061. The values for bi and the corresponding expected values
for ni(k) are shown in Table 5-1. With the determined values for bi, i = 1, 2, 3, the constraint
stated in Equation 4-7 will hold.

bi E0[|yi(k) − ŷi(k)| − bi]
i = 1 0.006 -0.0061
i = 2 0.002 -0.0012
i = 3 0.009 -0.0066

Table 4-1: Parameters for bi and the corresponding expected value of ni. Where i = 1 represents
the volume, and i = 2 and i = 3 the draining and replenishing flow rates.

Figure 4-5 displays the result of the NP-CUSUM using data describing nominal behaviour.
The NP-CUSUM shows non-zero values in the case of healthy dynamics, which can be at-
tributed to unmodelled dynamics and model uncertainty. Therefore, a threshold should be
determined below which the NP-CUSUM indicated healthy behaviour and beyond which an
anomaly is detected. In the next chapter, the magnitude of the thresholds will be derived.
Together with the state estimations obtained by the Kalman filter and measurements, the
residuals for the volume and the flow rates are computed. Subsequently, the NP-CUSUM is
applied to evaluate the residuals and detect possible abnormalities. The probability of the
residuals is utilised to determine the values for bi, ensuring that the expected value of ni is
below zero.
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Figure 4-5: NP-CUSUM using measurements of a healthy system

In summary, with state estimations, residual computation and the implementation of the
NP-CUSUM, a model-based anomaly detection method is developed to detect cyber-physical
attacks targeted at the water storage unit.

4-2 Design of cyber-physical attacks

The design of a cyber-physical attack should consider the specific location of the attack and
the intended objective. Considering these factors, it is possible to determine the type of
attack that should be developed to achieve the desired goals. In this research, multiple levels
of an attacker’s effort are explored. The first level involves a replay attack, which can be
carried out without additional system knowledge. This could, for example, be executed by
a random hacker. The second level comprises a more sophisticated attacker that actively
leverages system knowledge to evade detection. As described in chapter 1, it is imperative to
subject the designed detection mechanisms to sophisticated attacks aimed at evading detection
and inflicting harm upon the system. This section depicts the attack specifications and the
algorithms employed to simulate the attacks. It also describes how the physical impact of the
designed cyber-physical attacks is assessed.

Two separate data sets are used to collect input data and replay data for the attacks when
implementing cyber-physical attacks. Both data sets cover at least seven days of data covering
the different demands during the week. The exact data sets used are listed in Table A-1 in
the Appendix.

4-2-1 Attack location

When examining the Industrial Control System (ICS) of Dunea’s WDN, the centralised con-
trol system, referred to as the carousel, serves as the supervisory level control level. It pro-
vides control inputs to switch modes of operation for the water storage units where additional
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controllers are distributed to control the Motor-Controlled Valves (MCVs) and control the
shutdown of the pump when the reservoir is full.

Cyber-physical attacks that could be executed include changing the control logic of a con-
troller, closing a valve, damaging a pump or destroying a sensor. However, physical access
to the water storage unit is needed to carry out these proposed attacks. Another possible
location for an attack is the communication between the supervisory control level and the
water storage unit.

The communication between the supervisory control level and the water storage unit will pre-
sumably be provided via level 2 communication protocols such as Ethernet/IP or Modbus/IP
protocols. While these protocols have enabled communication between level 2 and 3 devices,
they have vulnerabilities. The components, such as switches and routers used in these appli-
cations, are also vulnerable. When a malicious attacker has gained access to the enterprise
network, it can exploit these vulnerabilities, leading to possible disclosure, disruption and
deception attacks targeted at the physical system.

The attack location is selected between the supervisory control system and the Intelligent
Electronic Devices (IEDs) at the water storage unit. The existing communication architecture
enables communication between control components and field devices once access is gained,
which can be accomplished from any location worldwide. This eliminates the necessity for
physical access to the system and makes it a more likely and convenient target for an attack.

Given the attack location, the attack will be executed as a Man In The Middle (MITM)
attack. Since MITM attacks are performed at the Supervisory Control and Data Acquisition
(SCADA) client server device endpoint due to their communication protocol giving an easy
way in. In this attack, the attacker can capture communication traffic passing through the
network, including data transmitted by the targets [43]. Even though the control within
the WDN is regulated utilising Distributed Control System (DCS) components, the MITM
attack can be exploited in the same manner as described above because the vulnerabilities of
the TCP/IP communication protocols between the DCS devices and the Input/Output (I/O)
devices distributed throughout the field can be manipulated as a MITM attack.

4-2-2 Attack objective

The designed anomaly detector should be evaluated against potential cyber-physical attacks
on the water storage unit. The defined attack objectives should cover extreme cases that
could significantly impact the WDN due to the attacks targeted at the water storage unit.

In collaboration with the operators of Dunea, the following two attack objectives are formed:

• Ensuring none to limited water in the reservoir a high demand

• A full reservoir when there is excess produced drinking water

4-2-3 Replay attack

These attack objectives will be carried out through full and empty reservoir attacks as MITM
attacks. An example of a MITM attack is a replay attack, which will be considered the
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first to develop. The replay attack collects a finite horizon of communication data under
normal conditions. After that, the recorded data is transmitted to the Human Machine
Interface (HMI) monitors of the operator, while field devices can be jammed or operated at
a different setpoint. This shows that no prior knowledge of the system is necessary for the
replay attack, matching the first attacker profile.

In terms of the input signals, the full reservoir attack aims to disrupt the communication
signal of the pump initialisation, thereby preventing the reservoir from draining. Conversely,
the empty reservoir attack aims to disrupt the nonzero setpoints of the MCVs communicated
by the centralised control system, thereby preventing the reservoir from replenishing. No
additional logic is needed for the output signals, as the prerecorded measurement data of the
draining and replenishing flow rate, volume, pressure, and valve angles can be replayed at the
start of the attack.

If Dunea had a simple logical data validation system that uses process knowledge, this could
entail validating a flow rate between 0.2 and 0.3 m3/s if one pump is on and a flow rate
between 0.45 and 0.58 m3/s if two pumps are on. Moreover, there is no flow rate when the
pumps are off and the valves are closed, and the flow rate is between the range of 0.065 m3/s
and 0.7 m3/s when the Flow Controlled Valves (FCVs) are open. Additional logic can be
derived for the volume change. Then, if this data validation is in place, the MITM attack
replaying measurements will be easily discovered.
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(a) Flow rate empty reservoir attack. (b) Volume full reservoir attack

Figure 4-6: Replayed volume is denoted in red, and the estimated volume is in blue. The black
vertical line indicates the start of the attack and the red vertical line indicates the instant the
attack is detected by data validation.

From Figure 4-6a, it is notable that shortly after the start of the replay, the attack is detected
by a simple logic check, as the setpoint to the FCVs is zero. The full reservoir is detected
instantly since there is a significant difference between the replayed volume and the estimated
volume, as shown in Figure 4-6b.

4-2-4 Advanced MITM attack

Considering the replay attack can easily be detected by simple logical implementations of
data validation and limit checks, an advanced MITM attack is designed to remain undetected
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whilst accomplishing its objectives and causing as much damage as possible. Due to unknown
control logic, such as the carousel, and the impact of the attack on the water distribution
network, it is not possible to analyse the influence of the water distribution network only on
the water storage unit itself. This means that only an estimation of the time to detection can
be made as other parameters are affected, and changes in control input to the water storage
unit can not be considered. In this section, the design of the advanced MITM attacks is
described, followed by the algorithms developed to create these cyber-attacks.

The design of the attacks

The attack consists of two parts. The first is the disruption of the input signal from the
centralised control system to the water storage unit concerning turning on the pumps or
changing the setpoint of the MCV for the replenishment to a nonzero value.

The second part is where the objective of the attack is obtained and the input signals are not
disrupted any more. As shown in subsection 4-2-3, if the volume estimate deviates significantly
from the measurements, the designed anomaly detector will detect the attack immediately.
However, if false data replace the volume measurements, the physical effect of the attack can
be exploited even further and detection avoided.

In the case of a full reservoir attack, the reservoir will flood, increasing the water level in
the cellar at the water storage unit. Regarding the empty reservoir attack, less water in the
system may cause a pressure drop during the period after. A decrease in pressure drop can
impact the water quality. Due to the varying changes in the setpoint of the MCVs, the chance
of being detected because of the replayed data deviating from the estimated flow rate is higher
than because of the deviation caused by the water pressure due to the high-water level of the
reservoir.

Therefore, for the second part of the attack false data of the volume measurements is calcu-
lated by the real-time flow rate and injected to remain undetected for as long as possible and
increase the damage to the system beyond the attack objective.

Given this design, the following attacks will be launched at the communication of the mea-
surements of the water storage unit to the centralised control system:

• False data injection of the volume measurements

• Replay of the pressure when the system is non-idle

• Replay of the flow rate when the input communication signal is disrupted

• Replay of the valve angle measurements when the input communication signal is dis-
rupted

The replay data is collected via a disclosure attack, where the attacker can eavesdrop and
obtain sensor data. For the water storage unit in draining mode, measurement data of the
draining flow rate is selected in case one pump is on and two pumps are on.

In section A-4, Algorithm 1 describes the algorithm used to simulate the full reservoir attack.
Where u5, u6 are the input signals from the centralised control system, zero off and one on.
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The flags for the pumps are used to indicate which pumps are on. Since the valve angles
of MCV36 and MCV37 are not 0 or 90 the first minute of the dynamics of the pumps being
only in this case the valve measurement is inserted, for the remaining just the value of 90 is
used. Additionally, prevent valve angle insertion below 90 if the replay data set is smaller
than when the pumps are on.

In section A-4, Algorithm 2 describes the algorithm used to simulate the empty reservoir
attack.

To summarise, the replay attack can be executed by eavesdropping the communicated signals
without additional resources. However, these attacks can easily be detected, and the attack
objectives will not be obtained. Therefore, an advanced attack is developed where process
knowledge is utilised, and the attack is dependent on the system’s current dynamics.

4-2-5 Physical impact

The real volume is constant during the disruption of the input signals. Afterwards, when the
input signals are not disrupted any more, the model derived in chapter 3 is used to estimate
the system’s dynamics. However, this is an estimation of the dynamics since the disruption of
the input signals may have led to a change in pressure, and the volume of the other reservoirs
may be different thereby, the control inputs by the carousel could be different as well. The
actual volume is simulated using the estimated flow rates.

The reservoir’s overflow is estimated at 14000 m3, and an internal safety mechanism will stop
the pumps when the reservoir reaches a specified low level, which is estimated at 0.9-meter
water level, resulting in ≈ 1600 m3.
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Chapter 5

Cyber-Attack Detection Results

This chapter presents the result of implementing the anomaly detector designed in section 4-
1 to detect the advanced cyber-physical attacks developed in section 4-2. In section 5-1,
the determination of the thresholds for the Non-Parametric Cumulative Sum (NP-CUSUM)
for each parameter is described. Subsequently, the detection results of the full reservoir and
empty reservoir are depicted in section 5-2 and section 5-3. Lastly, the results are summarised
in section 5-4.

5-1 NP-CUSUM thresholds

The determination of the threshold τ will be a trade-off between the False Alarm Rate (FAR)
and the Time To Detection (TTD), described in subsection 2-3-3. For the magnitudes of τ ,
a FAR of 1% is allowed and calculated using a new data set, different from the data used for
determining bi. The dynamics of the water storage unit are simulated utilising a data set of
18 days as this was the maximum amount of data available. However, in the future, when
larger datasets are obtained, these same thresholds can result in a different FAR. Increasing
the simulation time increases the likelihood of more and higher peaks. However, because the
length of the data set increases, these spikes will not significantly contribute to the whole
data set, making the presence of the spikes less likely. Therefore, the threshold can probably
be lowered to obtain a 1% FAR. To estimate these thresholds for a 1% FAR, the data sets
are extended by repeating parts of the original data set to create a data set of three months
and six months. The corresponding thresholds are shown in Table 5-1 together with the
parameters for bi.

bi τi 18 days τi 3 months τi 6 months
i = 1 0.006 2.94 2.84 2.76
i = 2 0.00195 1.58 1.49 1.46
i = 3 0.009 1.68 1.56 1.51

Table 5-1: Parameters for the NP-CUSUM with 1% FAR
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The results are evaluated for each threshold defined in Table 5-1. The graphs display the
results using the NP-CUSUM with the thresholds τi defined for a FAR of 1% corresponding
to a data set spanning six months.

5-2 Full reservoir attack

The full reservoir attack is launched for the following three cases: (i) with only one pump
turned on, (ii) a varying number of pumps on, and (iii) with two pumps turned on. To
illustrate the effect of the full reservoir attack, the estimated volume, tampered volume mea-
surements, and the actual volume of the attack in case (iii), two pumps turned on are depicted
in Figure 5-1. The reader is referred to Appendix A-5 for the figures showing the attack’s
impact under the other cases. These figures show that the estimated volume follows the tam-
pered volume measurements accurately. Furthermore, the actual volume remains constant
from the start of the attack until the reservoir is replenished, leading to an overflow at 01:04,
resulting in the spillage of 200 m3 of water.
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Figure 5-1: Physical impact of the full reservoir attack, in the case the two pumps are on. The
estimated volume is indicated in blue, the actual volume is in red, and the tempered volume
measurement is in yellow.

In regard to case (i), where a single pump is active, the measured and estimated flow rate
is shown in Figure 5-2. It is important to note the distinction between the measured and
replayed flow rates, emphasising that only the flow rate during the draining process is replayed.
However, the anomaly detector treats both values as measurement data across all the cases.
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Figure 5-2: Flow rates during the full reservoir attack simulated while one pump is on during the
reservoir drainage. The measured replenishment flow rate is indicated in red, the replayed data
sets during the reservoir draining are in yellow, purple and green, respectively, and the estimated
flow rate is in blue. The vertical dashed line indicates the start of the attack, and the continuous
black line indicates the detection of the corresponding replay set.

Figure 5-3 and Figure 5-4 show the NP-CUSUM for the draining flow rate, the volume and
the replenishment flow rate, respectively. From these figures it can be observed that the
replay sets that were not detected during the draining were subsequently detected within a
two-hour time frame during the replenishment phase. For each case, anomalies were detected
during replenishment if not previously identified during draining because the estimated flow
rate is higher than the measured replenishing flow rate. The difference between the real
volume and the estimated volume can explain this. Consequently, a lower volume reduces
counterpressure, resulting in a higher flow rate.

The results of the NP-CUSUM regarding the replenishing flow rate and the volume regarding
the other cases can be found in Appendix section A-5.
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Figure 5-3: NP-CUSUM draining flow rate of the full reservoir attack with one pump on while
draining. The threshold indicated in blue, the NP-CUSUM of the replay sets 1, 2 and three are
in yellow, purple and green, respectively.
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(a) NP-CUSUM volume
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(b) NP-CUSUM replenishing flow rate

Figure 5-4: NP-CUSUM of the volume and replenishing flow rate. The NP-CUSUM of the replay
sets 1, 2 and three are in indicated yellow, purple and green, respectively.

For the case (ii), a varying number of pumps being on, the flow rates are shown in Figure 5-5
and the result of the NP-CUSUM can be seen in Figure 5-6. These figures show that when
the number of pumps is reduced to one pump after draining the reservoir with two pumps, all
three of the replay data sets are detected as the estimated flow rate is significantly lower than
the replayed flow rates. All replay sets are detected within less than an hour’s difference.
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(a) Flow rate with varying pumps during the
full reservoir attack.
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(b) Flow rate with a varying number of pumps
zoomed in on the draining flow rate.

Figure 5-5: The measured replenishment flow rate is indicated in red, the replayed data sets
during the reservoir draining are in yellow, purple and green, and the estimated flow rate is in
blue. The vertical dashed line indicates the start of the attack, and the continuous black line
indicates the detection of the corresponding replay set.
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Figure 5-6: NP-CUSUM draining flow rate of the full reservoir attack with a varying number
of pumps on while draining. The NP-CUSUM of the replay sets 1, 2 and three are indicated in
yellow, purple and green, respectively.

For the case (iii), two pumps being on while draining the reservoir, the flow rates are shown in
Figure 5-7, and the result of the NP-CUSUM evaluating the draining can be seen in Figure 5-
8. From these figures, it can be observed that the replay data sets do not differ significantly
from the estimated flow rates and, therefore do not exceed the threshold. The anomaly is
detected after the disruption of the draining input, leading to an overflow of the reservoir
when entering the replenishing mode.
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Figure 5-7: Flow rate with two pumps on while draining during the full reservoir attack. The
measured replenishment flow rate is indicated in red. The replayed data sets during the reservoir
draining are in yellow, purple and green. The estimated flow rate is in blue. The vertical dashed
line indicates the start of the attack, and the continuous black line indicates the detection of the
corresponding replay set.
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Figure 5-8: NP-CUSUM draining flow rate of the full reservoir attack with two pumps on while
draining. The threshold indicated in blue, the NP-CUSUM of the replay sets 1, 2 and three are
in yellow, purple and green, respectively.

The TTD for each case and the various replay sets considered are denoted in Table 5-2
evaluated by the three different values of the thresholds. From this table, it can be noticed
that the lower values of the thresholds lead to the detection of one of the replay sets concerning
the case of one pump turned on. Furthermore, the lowering of the threshold results in a
reduction of the TTD with a maximum of 9 minutes. The TTD for the cases where two
pumps are turned on, and one pump is turned on, except for replay set number two, varies
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based on the post-draining mode event. In these scenarios, the attack detection occurs upon
entry into the replenishing mode. If this would have occurred three hours later, the TTD
would have been approximately 360 minutes longer.

τ : 18 days 3 months 6 months
Replay set: 1 2 3 1 2 3 1 2 3
Input case:
One 1100 1100 1100 1093 604 1093 1091 593 1091
Varying 164 189 216 157 183 207 153 181 204
Two 1174 1174 1174 1168 1168 1168 1165 1165 1165

Table 5-2: TTD in minutes for the various cases of the numbers of pumps on during the draining
mode for the three distinct thresholds τ defined in Table 5-1.

5-3 Empty reservoir attack

The empty reservoir attack is simulated by utilising three distinct input signals collected from
the data set, which will be disrupted by the Man In The Middle (MITM) attack. Additionally,
four replay sets are employed on the output side to conceal the attack.

To illustrate the effect of the empty reservoir attack, Figure 5-9 shows the volume during
the attack for one of the days. This figure shows that the reservoir is drained to its lowest
level after disrupting the input signal to replenish it. Consequently, the local control system
stops the draining process. The designed attack reaches the empty reservoir in all three input
scenarios. The graphs of the other two scenarios are displayed in Figure A-17 and Figure A-18
in Appendix section A-5.
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Figure 5-9: Physical impact of the empty reservoir attack simulated by the input data set
starting March 16th. The estimated volume is indicated in blue, the actual volume is in red, and
the tempered volume measurement is in yellow.

Master of Science Thesis R. Aartman



98 Cyber-Attack Detection Results

Mar 17, 12:00 Mar 18, 00:00 Mar 18, 12:00

2024   

0

0.1

0.2

0.3

0.4

0.5

0.6

0.7

S
ta

rt
 a

tt
a

c
k

(a) Total overview empty reservoir attack

Mar 17, 22:00 Mar 18, 00:00 Mar 18, 02:00

2024   

0

0.1

0.2

0.3

0.4

0.5

0.6

S
e

t 
1

S
e

t 
2

  
  

  
  

  

S
e

t 
3

S
e

t 
4

(b) Replayed replenishing flow rates with the
vertical lines indicating the detection of the at-
tack.

Figure 5-10: Flow rates during empty reservoir attack simulated by the input data set starting
March 17th. The measured replenishment flow rate is indicated in red, the replayed data sets
during the reservoir replenishment are in yellow, purple, green and light blue, and the estimated
flow rate is dashed in dark blue.

The corresponding results of the NP-CUSUM detector are illustrated in Figure 5-11 for the
volume and the replenishing flow rate. These graphs and the results in Figure 5-10b show
that the anomaly detector can detect the designed empty reservoir attacks. Furthermore, the
detector can detect all the attacks in the three selected input data sets. The corresponding
graphs for the remaining input data sets depicting the NP-CUSUM results for the volume and
flow rate are shown in Appendix section A-5. The time to detection for each input scenario
and the various replay sets considered are denoted in Table 5-3 evaluated for the different
threshold values.

In contrast to the full reservoir attack, lowering the thresholds does not significantly impact
the TTD. This can be explained by the fact that when the estimated flow rate deviates from
the replayed flow rate, the significant difference leads to a steep slope in the NP-CUSUM.
Additionally, replay set 3 is detected last, considering input cases 1 and 2, and replay set 4
is detected last, regarding input case 3. Notably, in all of the cases, the detection times are
close to each other, with some outliers. This can be explained by the fact that the replay
sets start deviating after fifteen minutes, and sets 1, 2 and 3 follow approximately the same
pattern for another twenty minutes.

τ : 18 days 3 months 6 months
Replay set: 1 2 3 4 1 2 3 4 1 2 3 4
Input case:
March 11th 45 46 48 60 44 45 48 59 44 45 47 59
March 15th 114 118 144 125 112 116 142 123 111 115 142 123
March 17th 79 91 99 79 76 89 97 77 74 89 97 77

Table 5-3: TTD in minutes for the attacks considering various input signal scenarios and the
multiple replay sets analysed by the detector with three distinct thresholds τ defined in Table 5-1.
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Figure 5-11: NP-CUSUM of the volume and the replenishing flow rate during the attack simu-
lated by the input dataset starting March 17th. The NP-CUSUM of the replay sets 1, 2, 3 and 4
are in yellow, purple, green and light blue, respectively.

5-4 Summary

To summarise the results of the NP-CUSUM detecting the designed cyber-physical attacks
against the water storage unit. Regarding the full reservoir attack, the NP-CUSUM detected
the attacks during the draining mode where various pumps are on. However, in the attacks
where there is only one pump on, only one of the replay attacks is detected, and in the
case where there are two pumps turned on, none of the replay sets were detected. Although
the NP-CUSUM could not detect these attacks during the draining mode, it succeeded in
detecting them when the system operates in the replenishing mode.

Regarding the empty reservoir attack, the implemented NP-CUSUM detector can detect the
designed attacks regarding the various replay sets and input sets within a range between
44 and 144 minutes. Overall, the designed NP-CUSUM shows promising results for future
implementation for detecting cyber-physical attacks and other anomalies at the water storage
unit.
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Chapter 6

Conclusions and Recommendations

6-1 Conclusion

In this research, a non-linear hybrid automaton is developed to describe the nominal dynam-
ical behaviour of one of Dunea’s water storage units. This is achieved by utilising real-time
process data, process descriptions, and fluid mechanics principles. Despite unavailable input
signals to the pumps and limited information on the pump specifics, a representative model
was successfully derived. This model serves as a foundation for equivalent systems and offers
a systematic approach to creating similar models for different systems.
Subsequently, this model was utilised to implement a model-based anomaly detection method
to detect cyber-physical attacks. Implementing the Non-Parametric Cumulative Sum (NP-CUSUM)
using the expected nominal behaviour to derive a ground truth for the null hypothesis. When
this hypothesis is falsified, it indicates the presence of an anomaly.
The performance of the anomaly detector is evaluated by simulating multiple Man In The
Middle (MITM) attacks. These attacks involved disrupting input signals to the water storage
unit and tampering with output signals to deceive operators. Two specific attack scenarios
were considered: one aimed at maintaining a full reservoir when there is excess drinking water
and another intended to obtain an empty reservoir when there is a high consumer demand.
These attacks were carried out with two distinct attacker profiles in mind: a hacker who has
been informed to record and replay measurement data while disrupting the input and a more
sophisticated attacker aiming to remain undetected by actively understanding the system
dynamics.
The results show that the NP-CUSUM anomaly detector detected all simulated attacks during
the replenishing mode of operation, demonstrating its potential for detecting cyber-physical
attacks. However, the detection of attacks launched during the draining of the reservoir
draining was inconsistent compared to the attacks starting during the replenishing, although
these attacks were eventually detected as the system was operating in the replenishing mode.
A point for discussion is the impact of the designed cyber-physical attacks on the Water
Distribution Network (WDN). This study only assesses the impact on the storage unit, and
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potential effects on the carousel and subsequent control inputs remain unknown. Furthermore,
in the case of a successful empty reservoir attack, Dunea may be unable to meet the consumers’
demand, leading to a decrease in pressure in the network. However, this would be detectable
before reaching critical levels compromising water quality. Dunea has strategically placed
boosters to address pressure decline. Moreover, in the case of the case of a successful full
reservoir attack, excess water in the system can raise pressure to damaging levels. However,
this can be mitigated by flooding the reservoirs and the production reservoir and lowering
the production rate. But to do so, there is a need for interference by the operators, meaning
they first need to be aware of the problem.

The research conducted in this thesis aimed to investigate the detection of cyber-physical
attacks on a real-life water storage unit part of the WDN of Dunea through the utilisation of
real-time process data. The research question addressed is the following:

"Can cyber-physical attacks targeted against a real-life Water Distribution Network be
detected by employing a model-based anomaly detection method?”

The results depicted that the NP-CUSUM anomaly detector effectively detected all simulated
attacks during the replenishing mode. The attacks initiated during reservoir draining were
not all detected during this mode, though they were eventually detected as the system entered
the replenishing phase. In conclusion, real-time process data can be utilised to create a model-
based anomaly detector to detect the designed cyber-physical attacks targeted on the water
storage unit, which forms a part of the WDN of Dunea.

6-2 Recommendations

Several recommendations for future research have been identified based on the research con-
ducted and the conclusions reached.

Attack profiles
In this thesis, two MITM attack profiles are considered. The first one involves disrupting
the input signals of the pump and starting previously recorded data at 06:00. The second
one replays measurement data of the flow rate and pressure only at the time instant when
disrupting the input signals and for the whole duration of the attack injecting false data of
the volume measurements. Considering the second attack profile, the results show that some
replay sets were detected during the reservoir draining. This could be explained by the fact
that the replay sets were collected when the reservoir volume was significantly lower or higher
than the volume at the moment of the attack. Therefore, in future research, if the attack
profiles are extended and attacks enhanced to remain undetected, an improvement would be
to decide which flow rate data set to replay based on the initial volume at the initiation of
the pump.

Concerning detection during the replenishing mode, this may not be effective because the
main reason these attacks are being detected is the difference in valve angles of the replayed
data. Therefore, further research in designing new advanced attacks would have to involve full
knowledge of the system and fluid mechanics to create an attack that will remain undetected
for a longer duration. Future strategies for advanced attacks may involve false data injection
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of flow rate measurements instead of replayed measurements. The attack flow rate would then
be calculated similarly to how the flow rate is estimated right now for the anomaly detector.
Considering the model that is used for this anomaly detector is mainly based on measurement
data, it would be possible for an attacker to exploit it as well. To summarise, to prolong the
duration of remaining undetected, it would be advantageous to continuously inject false flow
rate data during the replenishing and replay flow rate from a substantial set of pre-recorded
data during the reservoir draining.

Increasing detectibility
The anomaly detector is designed to rely on measurement signals to reconstruct the input
signals to the draining mode, as the direct input signals are not available. If an attack disrupts
the input signal to the pump without concealing the attack through data replay, the anomaly
detector may not detect this attack. However, operators would potentially notice such an
occurrence. If these signals become accessible in the future, the detector could potentially
detect these attacks.

The results in chapter 5 indicate that some cyber-attacks initiated to disrupt the pump input
signals while concealing their actions through the replaying pre-recorded measurement data
remained undetected. The passive anomaly detection approach employed to identify these
cyber-physical attacks can be classified as a method that operates in an observable manner.
Conversely, active detection methods increase detectability by introducing an excitation sig-
nal to the system. Watermarking is an active detection method that adds a watermark to
authenticate the communication signals. In future research, this could be applied to enhance
the integrity of the communicated signal, as has been done in [4]. In this work, Ahmed et
al. introduced a physical watermark to the control signals of the WADI testbed, successfully
detecting replay attacks targeted at the WADI testbed.

Anomaly detection
In this thesis, anomaly-based detection methods have been studied for their ability to detect
cyber-physical attacks. An anomaly-based detection method is used to detect every anomaly
in the system, encompassing both faults and cyber-physical attacks. The proposed anomaly
detection would serve as an alarming mechanism in a practical implementation. To act
upon these alarms, a distinct course of action is necessary for each anomaly, and therefore,
faults should be identified accordingly. Possible system faults can be engineered for future
applications to formulate multiple realistic fault models, as demonstrated in a previous study
by Vrachimis et al. in [68]. If the null hypothesis is falsified and none of the other hypotheses
is falsified, this could indicate a cyber-attack or other underlying issue.

Adaptability
Over time, system parameters within the modelled water storage unit might change. These
changes could be attributed to factors such as the replacement of valves, decreased efficiency
of pumps, and the relative roughness of the pipes decrease. As a result, it is necessary to
update the model to maintain an accurate anomaly detector. Updating the model would
require preprocessing the measurement data and optimising all system parameters in the
same sequence as utilised in the thesis. The data preprocessing can be automated, and the
parameter identification codes can be pipelined, thereby minimising the workload involved.

If Dunea intends to create an additional anomaly detector for one of the remaining four water
storage units, the methods outlined in this thesis can be applied, provided that all necessary
input signals and process data are available. To establish a model, it would be necessary
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to identify the system parameters, as the pipework layout may vary, and different types of
pumps could be in use.

From this thesis, it becomes evident that after gaining knowledge of the laws of physics
involved in the Industrial Control System (ICS) and a comprehensive understanding of the
processes and all components involved, an inventory must be made with all the required
data and system specifications needed to derive a representative model. When information
is absent, assumptions or simplified solutions can be employed with system identification.
All the input data to the system is required to model the nominal behaviour of a WDN.
Even though this research demonstrated the possibility of modelling the system dynamics
accurately using ad-hoc solutions, this approach is not ideal.
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Appendix

A-1 Provided process data

Data set Employed for:

07 August 2023 to 05 October 2023 (5 min) Training and validation draining dynamics
at constant rotational speed

24-hour data (1 sec):
22, 23, 26 February 2024 and

19 and 20 March 2024
Draining dynamics while changing rotational speed

29 December 2023 to 23 February 2024 Replenishing dynamics
22 January 2024 to 21 February 2024 bi parameter NP-CUSUM
22 February 2024 to 10 March 2024 Threshold NP-CUSUM
22 February 2024 to 20 March 2024 Kalman filter

10 March 2024 to 19 March 2024 Input signals attack design
20 March 2024 to 17 April 2024 Replay signals attack design

Table A-1: Provided process data by Duna. The data provided is sampled at 1 min intervals
unless it is stated otherwise.

A-2 System Identification data

A-2-1 Draining mode | Contant rotational speed

In Figure A-1 and Figure A-3 the flow rate and volume measurements utilised for the training
of pump 6 and pumps in parallel operating at constant rotational speed are presented respec-
tively. In Figure A-2 and Figure A-4, the correlation between the flow rate and the volume
measurements regarding pump 6 and both pumps operating at constant rotational speed are
depicted, respectively.
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Figure A-1: Training data pump 6
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Figure A-2: Correlation volume and flow training data pump 6
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Figure A-3: Training data pumps in parallel
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Figure A-4: Correlation volume and flow training data pumps in parallel

A-2-2 Draining mode | Changing rpm

In Figure A-5, the flow rate and the valve angles for pump 5 and Motor-Controlled Valve
(MCV)36 when the draining process is terminated is illustrated. In Figure A-6, the flow
rate and the valve angle measurements for pump 6 and MCV37 when the draining process is
terminated is depicted.
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Figure A-5: Training data identification loss coefficients butterfly valve and decreasing hpump

where the upper graphs show the flow rate and the lower graphs show the valve angels of MCV36

In Figure A-7 and Figure A-8, the flow rate and the valve angles of MCV36 and MCV37 are
shown respectively for the increase of the rotational speed of pump 5 and 6 to initiate the
draining process.
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Figure A-6: Training data identification loss coefficients butterfly valve and decreasing hpump

where the upper graphs show the flow rate and the lower graphs show the valve angels of MCV37
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Figure A-8: Training data identification loss coefficients butterfly valve and increasing hpump

of pump 6, where the upper graphs show the flow rate and the lower graphs the valve angles of
MCV37
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Figure A-7: Training data identification loss coefficients butterfly valve and increasing hpump of
pump 5, where the upper graphs show the flow rate and the lower graphs show the valve angles
of MCV36

A-2-3 Replenishing mode

In Figure A-9, Figure A-10, Figure A-11 and Figure A-12 the flow rate, valve angles, volume
and pressure measurements of one day of training data are depicted respectively.
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Figure A-9: Training data of the flow rate replenishing
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Figure A-10: Training data of the valve angles of MCV34 in blue and MCV35 in red
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Figure A-11: Training data of the volume while replenishing the reservoir
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Figure A-12: Training data of the pressure while replenishing the reservoir
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A-4 Pseudo codes attack

Algorithm 1 Full reservoir attack
1: Inputs:

N, u5, u6, flow_replay_two, flow_replay_one, valve_replay
2: Initialize:

i, k, l, flagp5, flagp6, flow, valve_36, valve_37
3: for i = 2:N do
4: if u5(i) = 1 & u5(i − 1) = 0 & flagp6 = 1 then ▷ P5 is started as second pump
5: l = 1, flagp5 = 1
6: flow(i) = flow_replay_two(l)
7: [valve_36(i), valve_37(i)] = [valve_replay(l), 90]
8: l = l + 1
9: else if u6(i) = 1 & u6(i − 1) = 0 & flagp5 = 1 then ▷ P6 is started as second pump

10: l = 1, flagp6 = 1
11: flow(i) = flow_replay_two(l)
12: [valve_36(i), valve_37(i)] = [90, valve_replay(l)]
13: l = l + 1
14: else if flagp5 = 1 & flagp6 = 1 then ▷ Both pumps are on
15: flow(i) = flow_replay_two(l)
16: [valve_36(i), valve_37(i)] = [90, 90]
17: if l ̸= length(flow_replay_two) then ▷ Updating the index of the replay
18: l = l+1
19: end if
20: else if (u5(i) = 1 & flagp6 = 0) | (u6(i) = 1 & flagp5 = 0) then ▷ One pump on
21: if u5(i) = 1 & flagp5 = 0 then ▷ pump 5 is started
22: k = 2, flagp5 = 1
23: flow(i) = flow_replay_one(k)
24: [valve_36(i), valve_37(i)] = [valve_replay(k), 0]
25: k = k + 1
26: else if flagp5 = 1 then ▷ pump 5 is on
27: flow(i) = flow_replay_one(k)
28: [valve_36(i), valve_37(i)] = [valve_replay(k), 0]
29: else if u6(i) = 1 & flagp6 = 0 then ▷ pump 6 is started
30: k = 2, flagp6 = 1
31: flow(i) = flow_replay_one(k)
32: [valve_36(i), valve_37(i)] = [0, valve_replay(k) ]
33: k = k + 1
34: else if flagp6 = 1 then ▷ Pump 6 is on
35: flow(i) = flow_replay_one(k)
36: [valve_36(i), valve_37(i)] = [ 0, valve_replay(k) ]
37: end if
38: end if
39: end for
40: return flow, valve_36, valve_37
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Algorithm 2 Empty reservoir attack
Inputs:

flow_replay, pressure_replay
Initialize:

i, m, N, flag, u_rep, flow, pressure
N = length attack
for i = 2:N do

if urep(i) > 0 & flag = 0 then ▷ Replenishing process is initialised
k = 1,
flag = 1

else if urep(i) = 0 & flag = 1 then ▷ Replenishing process is terminated
flag = 0

end if
if flag = 1 then

if k = length(flow_replay) then ▷ The end of the replay data set is reached
flow(i) = flow_replay(k)
pressure(i) = pressure_replay(k)
m = m + 1

else
flow(i) = flow_replay(k)
pressure(i) = pressure_replay(k)
k = k + 1
m = k

end if
else ▷ After the replenishing, keep collecting the pressure measurements

if m > 1 then
pressure(i) = pressure_replay(m)
m = m + 1

else
pressure(i) = pressure_replay(1)

end if
end if

end for
return u_rep, flow, pressure

A-5 Cyber attack detection results

In Figure A-13 and Figure 5-1 the physical impact of the full reservoir is illustrated. From
these graphs, it can be noted that the simulation of the actual volume exceeds the maximum
volume of the reservoir, leading to overflow.
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Figure A-13: Physical impact of the full reservoir attack in the case where one pump is opera-
tional. The estimated volume is indicated in blue, the actual volume in red, and the the tempered
volume measurement in yellow.
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Figure A-14: Physical impact of the full reservoir attack in the case where varying number of
pumps are operational. The estimated volume is indicated in blue, the actual volume in red, and
the the tempered volume measurement in yellow.

In Figure A-15, the results of the Non-Parametric Cumulative Sum (NP-CUSUM) for the
volume and the replenishing flow rate in the case a varying number of pumps is on are shown.
These graphs show that both exceed the predefined threshold, leading to the detection of the
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attack for all three replay sets during the replenishing mode.
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Figure A-15: NP-CUSUM of the volume and replenishing flow rate in the case a varying number
of pumps is on. The threshold indicated in blue, the NP-CUSUM of the replay sets 1, 2 and three
are in yellow, purple and green, respectively.

In Figure A-16, the results of the NP-CUSUM for the volume and the replenishing flow rate
in the case two pumps are on are shown. These graphs show that both exceed the predefined
threshold, leading to the detection of the attack for all three replay sets during the replenishing
mode. It is noted that the attack is not detected during the disruption of the input signal
but afterwards.
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Figure A-16: NP-CUSUM of the volume and replenishing flow rate. The threshold indicated in
blue, the NP-CUSUM of the replay sets 1, 2 and three are in yellow, purple and green, respectively.

In Figure A-17 and Figure A-18, the physical effect of the empty reservoir attack simulated
by two different input datasets is illustrated. In both figures, it can be seen that the reservoir
volume reaches its low level within an hour of draining. This shows that the objective of the
attack is reached during high demands of the consumer net. Furthermore, it becomes evident
that the estimated volume deviates from the tempered volume. This can be explained by the
fact that the replayed flow rate, which is used to compute the tempered volume, differs from
the estimated flow rate based on the input signals to the valves.
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Figure A-17: Physical impact of the empty reservoir attack simulated by the input dataset of
March 11th. The estimated volume is indicated in blue, the actual volume is in red, and the
tempered volume measurement is in yellow.
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Figure A-18: Physical impact of the empty reservoir attack simulated by the input set of March
17th. The estimated volume is indicated in blue, the actual volume is in red, and the tempered
volume measurement is in yellow.

In Figure A-19 and Figure A-20, the results for the NP-CUSUM of the volume and replenishing
flow rate during the empty attack are shown. In both figures, it is apparent that the designed
detector can detect the launched attacks within a time window of approximately two hours.
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Figure A-19: NP-CUSUM of the volume and the replenishing flow rate during the empty attack
simulated by the input dataset of March 11th. The NP-CUSUM of the replay sets 1, 2, 3 and 4
are in yellow, purple, green and light blue, respectively.
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Figure A-20: NP-CUSUM of the volume and the replenishing flow rate during the attack simu-
lated by the input dataset of March 16th. The NP-CUSUM of the replay sets 1, 2, 3 and 4 are
in yellow, purple, green and light blue, respectively.
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List of Acronyms

CPA Cyber-Physical Attack
CPU Central Processing Unit
CPS Cyber-Physical System
CUSUM Cumulative Sum
DAE Differential-Algebraic Equation
DCS Distributed Control System
DMZ Demilitarised Zone
DoS Denial of Service
EU European Union
FAR False Alarm Rate
FCV Flow Controlled Valve
FDI False Data Injection
FOTD First Order Time Delay
HMI Human Machine Interface
ICS Industrial Control System
IDS Intrusion Detection System
IE Industrial Ethernet
IEC International Electrotechnical Commission
IED Intelligent Electronic Device
I/O Input/Output
IP Interior Point
IT Information Technology
LAN Local Area Network
LTI Linear Time-Invariant
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MSE Mean Squared Error
MITM Man In The Middle
MCV Motor-Controlled Valve
NIS Network and Information Security
NIST National Institute of Standards and Technology
NP-CUSUM Non-Parametric Cumulative Sum
OT Operational Technology
PERA Purdue Enterprise Reference Architecture
PID Proportional, Integral and Derivative
PLC Programmable Logic Controller
PROFIBUS Process Field Bus
QN Quasi Newton
RTU Remote Terminal Unit
SCADA Supervisory Control and Data Acquisition
SCR Single Classification Rate
SFEE Steady Flow Energy Equation
SQP Sequential Quadratic Programming
TNR True Negative Rate
TPR True Positive Rate
TTD Time To Detection
UIO Unknown Input Observer
VAF Variance Accounted For
WAN Wide Area Network
WDN Water Distribution Network

List of Symbols

ϵ Absolute wall roughness (m)
µ Absolute viscosity (Pa · s)
ρ Fluid density (kg/m3)
θ Valve angle (deg)
Ares Cross-section reservoir (m2)
d Diameter (m)
f Darcy friction factor (N)
g Gravitational constant (m/s2)
hfriction Friction head loss (m)
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hpump Pump head (m)
Kvalve Loss coefficient butterfly valve
L Pipe length (m)
p Pressure (Pa)
Red Reynolds number
V Velocity (m/s)
z Level (m)
Q Flow rate (m3/s)
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