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Article

OXFORD
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ABSTRACT

Two approximations for network reliability polynomials, only based upon the knowledge of the degree
vector of the graph, are compared: the first-order approximation by Brown et al. and our stochastic
approximation. Our method is an extension of the connectivity probability of Erdés-Rényi random graphs.
Both approximations are shown to upper bound the actual reliability polynomial and are increasingly
accurate for dense and large graphs. Moreover, the first-order approximation is always sharper or at least as
good as the stochastic approximation, whereas the stochastic approximation is computationally easier. Our
stochastic approximation (2.2) can determine the critical operational probability under which the graph is
disconnected almost surely for any graph and an approximation for the number F; of sets of j links whose
removal retains the graph G connected, which is helpfull because the exact computation of F; is NP-hard.

KEYWORDS: network robustness; node failure; probabilistic graph; reliability polynomial.

1. INTRODUCTION

The reliability of a system or network assesses its ability to remain operational after the failure of
some components [1].In 1956, Moore and Shannon [2] proposed a probabilistic model for network
reliability, where nodes were considered to be perfectly reliable, while links had a certain probability
of failure. Colbourn [3] categorized network reliability into three types: two-terminal reliability,
all-terminal reliability, and k-terminal reliability. The computation of the all-terminal reliability
was proven to be NP-hard [4, 5]. To speed up the computation, reduction techniques that utilize
principles such as the factoring theorem and mincuts have been proposed [6-10]. For series-parallel
graphs, the all-terminal reliability can be computed in linear time [11, 12]. Despite the availability
of these techniques, calculating the network reliability for large networks remains challenging, as
recently overviewed by Brown ef al. [13]. Monte Carlo methods offer accurate estimates of the
network reliability, but suffer from extensive computations [14]. Besides determining the exact
value of the network reliability, many researchers have provided upper and lower bounds [15-18].
In this article, we first introduce in Section 2 a stochastic approximation (2.2) that (i) up-
per bounds the network reliability, (ii) demonstrates high accuracy in estimating the reliabil-
ity polynomial for large and dense graphs, and (iii) allows to deduce an approximation of the
critical operational probability p}; under which the graph is disconnected almost surely for
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any graph of size N. Section 2.3 exemplifies the stochastic method and compares it analyti-
cally with exactly known reliability polynomials of a few graphs. Section 3 extends the perfor-
mance analysis of the stochastic approximation, benchmarked by precise Monte Carlo simula-
tions. In addition, an approximation is found in Appendix B.2 for the number F; of sets of j
links whose removal keeps the graph G connected. The exact computation of F;j is NP-hard
[3-5]. Section 4 explains the first-order approximation of Brown et al. [ 19], derives some properties
and compares the first-order approximation with the stochastic approximation. A key result are the
inequalities in (4.5) that relates the first-order approximation, our new stochastic approximation
and the all-terminal reliability. Moreover, the first-order approximation is shown to be always at
least as accurate as the stochastic approximation. Section 5 summarizes the paper.

2. RANDOM GRAPH ANALOGY AND EXTENSION

A graph G (L, %), in short G, is composed of aset 4" of N = |.#"| nodesand aset £ of L = |.Z|
links. An undirected and unweighted graph with N nodes can be represented by a N X N symmetric
adjacency matrix A. The element a;; of the adjacency matrix A equals a;; = 1 if there exists a link
between node i andj, else a;; = 0.Because self-loops do not affect the network reliability, we exclude
self-loops, implying that A has zero diagonal elements, i.e. ajj = O for 1 < j < N.We call a graph
simple [20] if it is undirected without self-loops.

The network (or all-terminal) reliability is defined as the probability that a network remains
connected if each link is operational with probability p, independent of any other link in the
graph G. We map the network reliability in a given, simple and undirected graph G to a stochastic
setting, where a random graph G is considered. The operational activity of a link is transferred to
a probabilitistic link existence setting: each link in G is transformed to a Bernoulli random variable
with mean p in the random graph G. In other words, the link g, a; = 1 {link between node i and j} inG
is an indicator, implying that the link exists and g; aj = 1 if the link is operational, else G; aij = 0
and the link does not exist, i.e. fails or does not operate. The probability p that the link between
node i and j is operational in G means then that Pr [’E,] = 1] = p. Since any link in the random
graph G is a Bernoulli random variable, the powerful property of Bernoulli random variables that
probablhty equals expectation, i.e. Pr [a,] = 1] =E [al,] holds. The adjacency matrix of G then
equals A= AG,(N) © A, where Ag,(n) is the random adjacency matrix of the Erdés-Renyi (ER)
random graph Gp (N) on N nodes with link density p and A is the adjacency matrix of the given
graph G, while o denotes the Hadamard product [20]. The relation between the degree of a node
in the given graph G and in its random companion G is derived in Appendix A.

The corresponding reliability polynomial is defined [3] as the probability that the random graph
G is connected, given the same operational probability p for all links,

relg (p) = Pr [@ is connected| (2.1)

which is a function of the graph topology (i.e. adjacency matrix A) of the given graph G and of
the operational probability p of each link in G. Let Pr [D = k] be the probability that a randomly
chosen node in the graph G has degree k. The probability generating function (pgf) [21] of the
degree D in the original graph Gis ¢p (z) = E [ZD ] = Z}\Zol Pr[D = j]Z. Our main result here

is an approximation relg (p) for the reliability polynomial relg (p) for large size N of the graph G,

relg (p) = relg (p) = (1 —op (1 —p))N (2.2)

which is derived below in (2.4) and further compared with simulations in (2.4) Section 3. Our new

approximation relg (p) in (2.2) expresses the reliability polynomial of a graph G in terms of the
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degree distribution of G. The reliability polynomial of a graph G can be expressed [3] as

L—N+1

relg (p) = Z F (1 —p)ij_j (2.3)

j=0

where F; is the number of sets of j links whose removal leaves G connected. We deduce from (2.2)
analytic approximations for the coefficients F; of the reliability polynomial (2.3) in Appendix B.2
and list a few instances of F; in explicit analytic form.

2.1 Connectivity and degree in the random graph G

We extend here the analysis of the connectivity in ER random graphs in [21, Section 15.7.5], by
reviewing the interesting relation between the connectivity of a graph, a global property, and the
degree D of an arbitrary node, a local property. The implication {G is connected} = {Dpin > 1},
where the minimum degree is Diyin = min,ji nodes eG D, is always true. The opposite implication is
not always true, because a network can consist of separate, disconnected clusters containing nodes
each with minimum degree larger than 1. For large size N of the graph G and a certain link density
pn which depends on N, the implication {Dpin > 1} = {Gp (N) is connected} is almost surely
(a.s.) correct for ER random graphs. Thus, for a large ER random graph G, (N), the equivalence

{GP (N) is connected} & {Dmin > 1} holds almost surely such that
Pr [GP (N) is connected] = Pr[Dmin > 1] + 0(1),
meaning that the difference between the left- and right-hand sides vanishes as N — o00. The
equivalence is rigorously proved in the book [22, Section 5.3] of van der Hofstad, with references
b
to earlier work, and the error o (1) can be sharpened to O (IOgTN> for some b > 0 by [22,
Equation 5.3.21]. Our main hypothesis here is that we assume, in our random graph companion G of
the given graph G, the validity of
Pr [E is connected] = Pr [Bmin > l] +0(1),

where ﬁmin = Minj o des G D.

The basic law of the degree [20], Zf\]: 14 = 2£, couples the degree d; of nodes to the number
of links L in any graph. For large N and p < 1 in G; however, this dependence is negligibly weak.
Assuming independence, the minimum of independent random variables is [21, Section 6.6]

Pr [ﬁmin > 1] ~ (Pr [B > 1])N = (1 — Pr [ﬁ = 0])N

Invoking (A.3) in Appendix A yields
= N
Pr [Dmin > l] ~ (1 — @D (l —p))
Our hypothesis then leads, for large N, to the approximation of the network reliability
Pr [E is connected] =(1—¢p(1 —p))N +o(1) (2.4)
which, in combination with the definition (2.1) of a reliability polynomial relg (p) , demonstrates
our key approximation relg (p) = (1 — oD (l —p))N in (2.2).1fp = 1,thengp (1 — p) =0ina

o~

connected graph G and Pr [G is connected] = lalmostsurely, whileifp = 0,then¢p (1 — p) =1
and Pr [6 is connected] = 0 almost surely.
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Since the event { ﬁmm >1 } includes the event {6 is connected} (but not vice versa as explained
above), it holds that Pr[ min > 1] > Pr [6 is connected]. Equivalently, the order term o (1) in
(2.4) is non-negative. Consequently, our asymptotic approximation (2.2) upper bounds the actual
reliability polynomial, i.e.

relg (p) < relg (p) (2.5)

and that the accuracy of (2.2) increases with size N. The theory of ER graphs then guarantees that

equality in (2.2), i.e. relg (p) = relg (p) , holds in the limit for graph sizes N — o0. Numerical
computations confirm, for the graphs computed, the upper bound (2.5) and the increasing accuracy
of the asymptotic approximation (2.2) for large graph sizes N.

It is thus quite remarkable that only the degree distribution of a sufficiently large graph G seems
sufficient to conclude about the connectivity of the companion random graph G, in which failures
occur independently per link and with a same Bernoulli distribution with mean p!

2.2 Asymptotic analysis for large N of Pr[G is connected] in (2.4)

‘We write Pr [@ is connected] in (2.4) in terms of py, expressing that p is a function of N, and omit
the order o (1),

Pr [@ is connected] 2 exp (N log (1 — @D (1 - PN)))

Invoking the Taylor series oflog (1 — x) = — Y po ; x—kk for |x| < 1yields

o0

(o (1 — pn))

log (1 —¢p (1 —pn)) = —¢p (1 —pn) — ;

™

and

_ =, (oo (1—pn))
Pr [G is connected] ~ ¢~Non(1-pn) exp | —N E -
— ]
=2

If we denote cy 2 Nop (l — pN), then

> (op (1 - pN >
NY
j=2 :2

can be made arbitrarily small for large N, provided we choose cy = cN# with p < % , where cis a
positive real and constant number. Thus, for large N, we have that

Pr [6 is connected] = N (1+0 (Nzﬁ_l))

which tendsto 0 for 0 < f < % and to 1 for § < 0. Hence, the critical exponent where a sharp
transition occurs is f = 0. In that case, cy = cand Ngp (1 — pN) = ¢, which implies, assuming

that the inverse function z = ¢ 1 (w) of w = ¢p (z) exists, that the critical value of the operational
probability is

pn=1-0p" <1%> (2.6)
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In summary, for N — 00, the network is operational if the operational link probability p exceeds
PN

— 0 £ < pt
Pr [G is connected] — wp=<p i\T
1 if p> p}
For a complete graph, ¢p (z) = E [ZD ] = zN~1 and the inverse function (051 (2) = zﬁ,
Introduced into the critical operational link probability (2.6) yields

1 [
C\NT log & log N logc
Pl*\’fKNZI_<N> =1_eXP<N—1>= N o\ N
logN

which, indeed, agrees with ER random graph theory [21, Section 15.7.4-5] and p, ~ =3 is the
famous critical link density in G, (N) for large N. Our method thus generalizes the phase transition
in the growth process of ER graphs (see e.g. [23]) to the critical operational probability pj; in (2.6)
for any given graph G and sufficiently large N. For operational probabilities p < p};, the graph G
does not function anymore almost surely. In other words, the operational regime for any given graph
G stretches fromp = p}in (2.6)uptop = 1.

2.3 Examples of the stochastic approximation (2.2)
2.3.1 Complete graph
The random graph G associated to the complete graph Ky is precisely the Erdés-Rényi random

graph G, (N) on N nodes with link existence probability p for each link. The definition (2.1) of the
reliability polynomial then reduces to

relgy (p) = Pr[Gp (N) is connected]

which has been computed in the classical paper by Erdds and Reényi [24]. If G, (N, L) is the
Erdés-Rényi random graph on N nodes with precisely L links, they proved that

1 —2x
lim Pr |:G, <N, I:ENlogN + xN:| ) is connected] — (2.7)

N—oo

Ignoring the integral part [.] operator in (2.7) and eliminating x using the number of links L =
%NlogN + xN gives, for large N,

2L

N

Pr[G,(N, L) is connected] ~ ¢ ¢ (2.8)

which should be compared with the exact result,

C(N,L)
N
(®)
where the number of connected random graphs C(N, L) in the class G,(N, L) has been intensively
studied. Gilbert [25] has derived a recursion for C(N, L), which is computed for small N up to

N = 7in [21, Section 15.7.3]. Hence, if the operational probability equals a rational number
p= (II\‘,—) , then the reliability polynomial relx,, (p) is exactly computable by (2.9). The goodness
2

Pr[G,(N, L) is connected] =

(2.9)

of the Erd8s-Reényi asymptotic (2.8) is assessed in [21, Fig. 15.7 on p. 381]. If we replace the average
degree % by p (N — 1), then we find from (2.8), for large N, that

relcy (p) =~ NP (2.10)
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6 - Van Mieghem and Liu

The major interest of (2.10) is that any reliability polynomial relg (p) in a graph with N nodes and
operational probability p is upper bounded by relg, (p)

2.3.2 Crown graph

The crown graph Cry is a complete bipartite graph Ky _5 > on N nodes, with an extra link between
the two nodes in the smallest set. The reliability polynomial of the crown graph Cry is [26]

relery (p) =2 (2= )" 7 =252 (1-p)" )

Each node in the largest set of N nodes has degree 2 and the degree of the two nodes in the

smallest set is N — 1. The degree distribution of the crown graph Cry is Pr[D = 2] = I%

and Pr[D = N—1] = Z.The pgfis pp (p) = Pr[D = 2]p> + Pr[D = N—1]pN ! =

1\%?2 + £pN 1. The approximation (2.2) is

e ()~ (1= N 0= - 5 -

For large N, the approximation for the crown graph Cry is about
30 o)
N N
(pe-m+ Eap - 20
=N 2-p)" (1 NG -»)’ 20 —P)N_1>N

Np(2—p) N p(2-p)

2(1-p)?

~ pN (2 — p)N e p2—p)

The general upper bound (2.5) then illustrates that relc, (p) > relcry (p) , implying, for large
N, the non-trivial inequality

2(1-p)?

pN_2 ((2 — p)N_2 — N2 (1 —p)N_1> < pN (2 —p)N ¢ P@p)

2.3.3 Cycle graph
The reliability polynomial for the cycle Ciy on N nodes is

relcy (p) = pN + NpN_l (1 —p)

The pgf of the degree of the cycle Cy, which is a regular graph with degree D = 2, equals
op (p) = E[pP] = p* and approximation (2.2) is

relcy (p) = (1 - (1 —p)2>N =pN (2 —p)N
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10F  *  relg(p) of cycle graph with 100 nodes /,‘J’
==+ Stochastic approximation of cycle graph with 100 nodes ,/ .
relg(p) of crown graph with 100 nodes /
08k Stochastic approximation of crown graph with 100 nodes /l
’ 4
/ *
=
£ 06/
= *
&
2
< 04} Crown Graph *
= - Cycle Graph ORESER
3]
& /
/ *
' 4
02F rd *
/’/ *
‘s *
e il **
(0.0 | st i e, e e, e s’ kel i e e, e e nmﬂfhm*mmmm*mm***
0.6 0.7 0.8 0.9 1.0

Operational probability p

Figure 1. The reliability polynomials rel; (p) and stochastic approximations for a cycle graphon N = 100
nodes and a crown graph on N = 100 nodes.

Alt text: This figure illustrates the reliability polynomials of a cycle graph and a crown graph, both
containing 100 nodes. The plot compares the exact reliability functions with their stochastic
approximations across different values of p.

which is, after expansion of the binomial,

= relcy (p +PNZ< ) )k

Since all terms in the binomial expansion are non-negative, we clearly observe that our approxi-

mation (2.2) is an upper bound, i.e. relc,, (p) > relcy (p) Additionally, for small p as well as large
operational probabilitiesp — 1, our approximation (2.2) is increasingly accurate. The explicit error

term pN Zi\rzz (IZ) (1 - p)k allows us to compute the operational probability p* that maximizes
the error of the stochastic approximation.

Figure 1 illustrates that the stochastic approximation closely matches the reliability polynomial
relcry (p) of the crown graph, but deviates from the reliability polynomial relc, (p) of the cycle
graph. Since the stochastic approximation relies solely on the degree distribution of the graph rather
than the specific connectivity patterns, two graphs with very similar degree distributions will have
similar stochastic approximations. Both the cycle graph Cjoo and the crown graph Crigo have a
large number of nodes with a degree of two, leading to similar degree distributions. Consequently,
Fig. 1 shows that their stochastic approximations are alike. However, due to the influence of specific
connections, the actual reliability polynomials of the two graphs differ significantly.
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8 - Van Mieghem and Liu

2.4 Subgraph properties of reliability polynomials

A homogeneous ER graph, where each link has the same probability p to exist, tends to a regular
graph when the graph size N tends to infinity and p is kept constant [21, p. 40]. The tight connection
between the stochastic approximation (2.2) and homogeneous ER graphs suggests that the largest
difference relg (p) — relg (p) occurs in dense graphs with low edge connectivity [21, p. 366-
368]. (The edge connectivity equals the minimum number of links whose removal disconnects the
graph.) A typical example are two complete graphs connected by a single link. Here, we explore two
dense subgraphs connected by a few links.

Consider two disconnected subgraphs G; on n nodes and G, on the remainingm = N —n
nodes of a graph G. The adjacency matrix A of G is written in block matrix form

a [ (AG1) ey Buxm }

(B ) (462) s

where the matrix B specifies the links between the subgraph G; and Gj, which we call the
cutset C. In terms of the all-one vector u = [ 11 ---1 ]T, the cutset C consists of Lc =

(uT) Lscm B xmUmx1 links, each with one node in G; and the other node in G,. The two subgraphs
G; and G, are disconnected 1f and only if all links in the cutset C are removed. The event that the
corresponding random graph G is connected consists now of three events

{E is connected} D) {61 is connected} N {62 is connected} N {6 connects 61 and 62} (2.11)

where the event {E connects 61 and 62} means that at least one link in the cutset C must be

operational, given that both subgraphs G and G, are connected. However, the graph G can still
be connected if G1 or/and G2 are disconnected, as e.g. in bipartite graphs where G; and G, are
empty graphs. More generally, suppose that G itself consists of two disconnected subgraphs S; and
S», but each subgraph apart is connected and the cutset C contains a link from a node in S; to anode
in G, and a link from a node in S, to a node in G;. Then, there exists a path between each pair of
nodes in G and G is connected, while G; is not, which explains the included sign 2 in the event
setsin (2.11). Since the links in the subgraphs G 1 Gz and C are all different, the events are mutually
exclusive [21, p. 9], which implies that

Pr [6 is connected] > Pr [@1 is connected] Pr [@2 is connected] Pr [/C\ connects 61 and /G\z]
(2.12)

Given that {G1 is connected} {G2 is connected} the event that at least one link in the cutset is

operational is equivalent to the event that not all links in the cutset C may fail and includes the event
{C connects G1 and Gz}

Pr [6 connects 61 and 62] =1- (l — p)LC

If the cutset contains L links, then the definition (2.1) of the reliability polynomial and (2.12)
leads to

relg (P) > (1 - (1 - p)LC) Pr [61 is connected] Pr [’G\z is connected]

which reduces for each partition of the graph G into two non-overlapping subgraphs G; and G,
connected by L, = 1 link to an equality

relg (p) = p Pr [@1 is connected| Pr [@2 is connected| (2.13)
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10 Stochastic Approximation ettt
*  Monte Carlo simulations
r N p
08F 2pc ]
Bl 3p.
s 4pc
g ]
206 3
>
)
2,
z
Z 04f E
o)
[
02F ]
00 ]
£ | T S S S T S S 1
0.0

Operational probability p

Figure 2. The stochastic approximation (2.2) and Monte Carlo simulations for the class of ER graphs

Gp (N) with N = 200 and critical link density p, ~ IO%N = 0.0265.
Alt text: This figure presents the stochastic approximation and Monte Carlo simulations for Erdés—Rényi
(ER) graphs with 200 nodes. The plot compares the reliability polynomial for different link densities, with

a critical density value of approximately 0.0265, calculated using the formula Pc Log N/N.

Figure 6 below illustrates that the stochastic approximation applied to the entire graph G is
considerably worse than applied to each dense subgraph G; and G, only connected by one link
in (2.13).

In general, m + 1 disconnected subgraphs {Sy,S>,...,Su+ 1} are connected by precisely m
links forming a connected graph G, provided each S; of the individual subgraphs is itself connected,
resulting in

Pr [E is connected] =p"” }";1 Pr [S‘; is connected]

Indeed, each subgraph can be represented in a hierarchical structure (see e.g. [27]) by anode and
m 4+ 1 nodes can always be connected by a spanning tree consisting of m links.

3. PERFORMANCE ANALYSIS OF THE STOCHASTIC
APPROXIMATION (2.4)

The accuracy of our approximation (2.2) is compared with Monte Carlo simulations, based on a
variation of the method in [19], in terms of link density p;, = E([TL)] , where E [L] is the average
number of links. We regard the Monte Carlo simulations as precisezenough to act as a benchmark
for the correct reliability polynomial relg (p)

Figures 2 and 4 demonstrate that the stochastic approximation (2.2) is accurate for the ER
random graphs G, (N) with link density py above the disconnectivity threshold p. as well as for
Barbasi—Albert graphs.

Figure 3 demonstrates, indeed, that the approximation (2.2) becomes increasingly accurate for
graphs with large size N. Random geometric graphs are compared in Fig. $ and indicate that the

stochastic approximation (2.2) is slightly less accurate for low link density.
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1.0F — Stochastic Approximation 7
* Monte Carlo simulations
mm N=10
N=25
0.8-mm N=50 3
N=75
N =100

0.6

041

Reliability polynomial

02r

00

Figure 3. The stochastic approximation (2.2) and Monte Carlo simulations for the class of ER graphs

Gy, (N) with different sizes of N = 10,25, 50, 75 and 100 and critical link density p. ~ lolgVN .
Alt text: This figure shows the stochastic approximation and Monte Carlo simulations for Erdés—Rényi
graphs of different sizes, ranging from 10 to 100 nodes. The plot demonstrates the reliability polynomial

behavior under varying network scales and critical link densities.
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Figure 4. The stochastic approximation (2.2) and Monte Carlo simulations for the class of Barabasi-Albert
graphs with N = 500 and different link densities ppa (kmin) as function of the minimum degree kp;n:
pBa (2) = 000798, ppa (3) = 0.01195, ppa (4) = 0.0159, ppa (5) = 0.01984, and ppa (6) = 0.02375.
Alt text: This figure presents the stochastic approximation and Monte Carlo simulations for
Barabdsi-Albert graphs with 500 nodes. The figure compares reliability polynomial estimates under
varying minimum degree values, ranging from 2 to 6, and corresponding link densities.
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Figure 5. The stochastic approximation (2.2) and Monte Carlo simulations for the class of random
geometric graphs with N = 200 for various link connectivity radius r = 0.11,0.12,0.13,0.14 and 0.15
with corresponding link density p;, = 0.04266, 0.0506, 0.05346, 0.06517 and 0.07839.

Alt text: This figure presents the stochastic approximation and Monte Carlo simulations for random
geometric graphs with 200 nodes. It compares the reliability polynomial estimates for different
connectivity radii (r values) and their corresponding link densities.

For two ER graphs with N = 30 nodes that are connected by Lc = 1 link, Fig. 6 compares, for
different link density py, the stochastic approximation (2.2) for the entire graph with formula (2.13)
that takes the substructure into account and where each subgraph is computed by (2.2). The latter
computation via (2.13) is almost the same as Monte Carlo simulations; their difference on the plot
is not visible.

Figures 7 and 8 assess the stochastic approximation (2.2) for lattices in two and three dimensions.

We observe that, in all simulated graphs, the approximate formula (2.2) upper bounds the exact
reliability polynomial, as anticipated in G Section 2.1.

4. COMPARISON OF THE STOCHASTIC APPROXIMATION AND THE
FIRST-ORDER APPROXIMATION

Brown et al. [19] have introduced their so-called first-order approximation

N

R () =[] —a-p*) (4.1)

i=1
which reflects the probability that none of the nodes in the graph G has inoperational links.
Indeed, all links incident to node i fail with probability f; = (1 - p)di and the complement,
ie. not all links incident to node i fail, has probability 1 — f;. Given that the original graph G is
connected, the event & ={none of the nodes in the random graph G has all links inoperational}
is a sufficient, but not necessary condition for the event {Gls connected} which implies that

Pr[&] > Pr [G is connected]. Hence, the definition of the reliability polynomial in (2.1) indicates
that

(R1)g (p) = rel (p) (42)

Both the first-order approximation (R1)g (p) in (4.1) and the stochastic approximation relg (p)
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. . . I S e
1.0 f — Stochastic Approximation .
[ === Segmented Computation
*  Monte Carlo simulations
Fmmm pc b
08F 2pc 3
F e 3pc
= 4pc
g o 5pc .
206 3
> F
) [
=% [
2 f
£ o04af 3
o) [ ]
Moo ]
02F .
00F s -
N P B B R B B
00 02 04 0.6 0.8 1.0

Operational probability p

Figure 6. Two ER graphs with N = 30 nodes, connected by Lc = 1 link, are, for different link density
pL = kp. with k = {1,2,3, 4, 5}, computed by the stochastic approximation (2.2) for the entire graph and
by formula (2.13), which is close to exact.

Alt text: This figure presents two Erdés-Rényi (ER) graphs, each with 30 nodes, connected by a single
link. The reliability polynomial approximations for the entire graph are compared under different link
densities, showing results from the stochastic approximation and an analytical formula.
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Figure 7. The stochastic approximation (2.2) and Monte Carlo simulations for 2D-lattice width 20 and
different height b = 20, 30,40, S0 and corresponding link density

p = 0.00952,0.00639,0.00481,0.00386 and 0.00322.

Alt text: This figure shows the stochastic approximation and Monte Carlo simulations for 2D lattice
graphs with a fixed width of 20 and varying heights. The graph compares reliability polynomial estimates
for different link densities corresponding to heights ranging from 20 to S0.

in (2.2) are larger than the actual reliability polynomial relg(p). Moreover, both approximations
solely use the degree vector or degree distribution to assess the connectivity of the random graph G.
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Figure 8. The stochastic approximation (2.2) and Monte Carlo simulations for 3D-lattice with width 20
and length 20 for different height k = 2,7, 12, 17,22 and corresponding link density

p = 0.006,0.00197,0.00117,0.00084 and 0.00064.

Alt text: This figure presents the stochastic approximation and Monte Carlo simulations for 3D lattice
graphs with fixed width and length of 20. The plot compares the reliability polynomial estimates for
varying graphs with fixed width and length of 20. The plot compares the reliability polynomial estimates
for varying.

In the sequel, we present an interesting relation between the first-order approximation (4.1) and the
stochastic approximation (2.2).

4.1 Arithmetic-geometric mean inequality
The arithmetic mean over all nodes of the probability 1 — f; is

1 & 1 & p
Pam = KIZ(I —ﬁ):NZ(I—(l_p) )
i=1 i=1
which we rewrite as a sum over the nodal degrees by denoting ; as the number of nodes with degree

n;

jand realizing that Pr [D = j] = 3

N’

1 N-1 ) N-1 )

PAM:Nan<1_(1_p)]): Pr[D=j:|<1—(1—p)})
j=0 j=0

After simplification with Z}V:_Ol Pr[D = j] = 1and (A.3), we arrive at

Pay=1-9¢p(1~p) (43)

The corresponding geometric mean is

Pou = YT, (1 - ) = YL 0 - (1 = p%) (44)
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Comparison of (4.3) and (4.4) with the definitions (2.2) and (4.1) leads to the interesting
observation

(Pam)N = relg (p) and (Peam)™ = (R1)g (p)

Since for any set of positive numbers {by, ., by}, the arithmetic mean is always greater than or
equal to the geometric mean [28], with equality if and only if all b; = b are equal, the first-order

approximation (R;)¢ (p) is smaller than or equal to stochastic approximation relg (p) , resulting in
the key inequality

relg(p) < (R1)g (p) < relg (p) (4.5)

In other words, the first-order approximation (R;)¢ (p) in (4.1) is always at least as accurate as

the stochastic approximations relg (p) in approximating reliability polynomials relg(p) in (2.1).
Only if all nodes in the network G have the same degree, thus only for regular graphs, it holds that

(R1)g (p) = relg (p).

4.2 Probabilistic proof of the inequality (4.5)
and g = 1 — p, we rewrite the first-order approximation (R;)¢ (p) in (4.1)

_ N

WithPr[D = j] =3

as

N N-1 N-1
R)g (p) = [ [ —g%) = [T —gH™ = [T —gHNFPP=
i=1 d=0 d=0

After taking the logarithm of both sides,

N-1

log [(R1)g ()] =N Y _ Pr[D = d]log(1 — q%) (46)
d=0

The definition [21, Equation (2.12) on p. 12] of the expectation E shows that
log [(R1)g (p)] = N-E [log (1 — ¢°)] (47)

or as
M\ N
(R1)g (p) = (eE[1°g<l‘(1‘p) >]) (48)

If g (x) is a convex function on an interval x € [a, b], then Jensen’s inequality [21, Equation (5.7) on
p- 101] for a random variable X € [q,b]isg (E [X]) < E[g (X)]. Since — log x is convex, Jensen’s
inequality states that E [log (X)] < log (E [X]) from which

E[log (1 — q°)] <log (E[1 — q°]) =log (1 — E[q"]) = log (1 — ¢p (q))

Finally, (4.7) is upper bounded by

log [(R1)g (p)] = N.E [log (1 — qD)] < Nlog (1 — ¢p (q))

which is equivalent, with the stochastic approximation (2.2) and g = 1 — p, to inequality (4.5).
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By introducing the Taylor series log (1 —z) = — ) 7, % , convergent for all |[z| < 1, into
(4.6), we obtain

Nl o gk
log[(R)g (p)] =—N > Pr[D=d]y ‘17
d=0 k=1
0 | N-1 N
:_NZEZPr[D:d] (q)
k=1 = d=0

With the definition of the pgf ¢p (z) = E[2°] = Z;V;()l Pr[D = j]Z of the degree D in the
original graph G, another form of the logarithm of the first-order approximation in terms of the pgf
op (z) is

= o ((1-p)"
log [(R1) ()] = ~N ¥

k=1

(4.9)

while the logarithm of the stochastic approximation (2.2) is
. oo 1— k
log [relG (p)] = Nlog (1 — @p (l —p)) = —NZ M
k=1

ensen’s inequality for the convex function g (x) = x* for integers k and positive real x, i.e.
quality g 8 P

o> (¢) =E[4”] = (E[¢°])" = (o0 (9))°

again demonstrates the inequality (4.5).
By invoking the harmonic, geometric and arithmetic mean inequality (C.1), we deduce a lower

bound — log (E [l_qu ]) < E[log(1 — gP)] for (4.7) in Appendix C. However, Monte Carlo

-N
simulations indicate that relg (p) % (E [ﬁ}) , meaning that the lower bound does not
—-r

lead to a tighter upper bound for the reliability polynomial relg (p)

4.3 Comparison of stochastic and first-order approximation

Figures 9 and 10 show the comparison offirst-order approximation (R; ) g (p), stochastic approxima-

tion relg (p) and Monte Carlo simulations on two real-world networks in the Network Repository
[29]. Figure 9 shows that when the variance of the degree distribution in the network is large,
the first-order approximation is significantly smaller than the stochastic approximation. If the
variance var[D] of the degree distribution in the network is relatively small, as in Fig. 10, then
there is no significant difference between the first-order approximation (R;)g (p) and stochastic

approximation relg (p).

Another advantage of the first-order approximation (R;)¢ (p) in (4.1) is the easy extension
to heterogeneous reliability polynomials, where each link I between node i and j has operational
probability p; = pj;,

N d;
(Ri)g ({pii}lgi,jgN) = l_Lzl (1 - ]_Lzl (1 _Pil)>
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Figure 9. The stochastic approximation, first-order approximation and Monte Carlo simulations for
Infect-hyper Network [29].

Alt text: This figure compares the stochastic approximation, first-order approximation, and Monte Carlo
simulations for the Infect-hyper network. The plot illustrates the differences in reliability estimation
methods based on the network’s structure and characteristics.
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Figure 10. The stochastic approximation, first-order approximation and Monte Carlo simulations for
Singapore MRT network [29].

Alt text: This figure presents the stochastic approximation, first-order approximation, and Monte Carlo
simulations for the Singapore MRT network. The plot demonstrates the reliability estimation methods
applied to the public transportation system’s connectivity.

The computational complexity Cgoch Of the stochastic approximation relg (p) =

Nlog(1-9n(1-p)) requires the computation of ¢p(1 — p), which equals Cstoch = O (D), where
Ap is the number of different degrees in the graph. The computational complexity Cyst-order Of
the first-order approximation (R;)g(p) in (4.8) requires the computation of the average over N
nodes and equals Cirst-order = O(N).

If the network has a very large number N of nodes, but only a few distinct degrees .4p, then

the stochastic approximation relg (p) becomes particularly efficient. Therefore, in networks where
Ap <K N, the stochastic approximation requires significantly fewer computational resources,
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resulting in a substantial reduction in computation time and in an increased efficiency. This
computational advantage becomes even more pronounced as the size N of the network grows.

5. CONCLUSION

We have presented and evaluated the accuracy of a simple, approximate formula (2.2) for reliability
polynomials, which can be regarded as an extension of Erdés—Reényi random graphs. The stochastic
approximation is compared with the recently proposed first-order approximation by Brown et al.
[19]. We show that the first-order approximation is always more or at least as accurate as the
stochastic approximation. Both approximations are increasingly accurate for large graphs N and
seems to perform better for graphs with a large link density pr. Just for such dense and large
graphs, computations of the reliability polynomials are demanding. Hence, both degree-based
approximations fill a gap in current reliability theory. Atlast, our stochastic approximation provides
an estimate for the critical operational probability p3; in (2.6) and for the number F; of sets of j links
whose removal retains the graph G connected in (B.11).
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A. Degree ofarandom node in G
The degree Dofa randomly chosen node in G follows from the law of total probability [21, p. 23],

Pr[D=k] =) Pr[D=klD=j]Pr[D=/]
j=0

where D is the degree of random node in G. The conditional probability is

Pr[D=KD=j]= (Dp" (1-p)™"

because a node in G with degree j has j links, that each operate properly with probability p and
the corresponding node in G has j independent Bernoulli links, whose sum is a binomial random
variable [21, Section 3.1.2]. Since G is connected, the minimum degree dyin (G) > 1and the degree
Dofa randomly chosen node in G has the distribution

. N-1 . )
Pr[D=k|= Y Pr[D=j] <;c>pk (1-py* (A1)

j:dmin (G)

We can rewrite (A.1) as

—~ pk = j! j—k
Pr[D:k]:FZPr[Dzj] , (1—py
1 !

<>
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Smce dk = =0 k)' =k we have
r N—1 k k k N-1
Boi=t _ady 24 _ i1
Pr[D—k]—k!ZPr[D—]]dkz T Pr[D =j]=z
j=0 14 j=0 z=1—p
Finally, we arrive at
R k dk
p[D—k =L T & (A2)
k! dZF Z=1-p

Clearly, ¢p (z) = 1 and |pp (2)| < 1for |z| < 1;also ¢p (0) = Pr[D = 0] = 0, which is zero in
a connected graph G. In particular, (A.1) and (A.2) reduce fork = 0to

N—

;..

=jl=9¢p(1—p) (A3)
]=0

where Pr[D = j] =0for0 < j < jmin = Dmin.
Furthermore, the pgf of the degree D in G follows from (A.2) with Pr [ = ]] =0forj> Nas

N-1 i
j 1 dyp (2) j
55) (Z) = [ ] PI‘ = ] Z] —‘ i (pz)]
j=0 j=0 J z=1-p
After invoking Taylor’s theorem f (z) = Z]-:Ojl! dgz(f) _ (z — z0), we find that pgf

¢p (2) =E [zﬁ] of the degree DinGis

95 (2) = ¢p (1 — p + pz)

where the pgf of a link in Gis 9z (z) = 1 — p+ pz. Thus, it holds that 975 (2) = ¢p (92 (2)), which
is an instance of the general formula in [21, (2.79) on p. 31].

B. The approximation (2.2) in polynomial form
B.1 Polynomial forms of (2.3) and (2.2)

We write (2.3) as a pure polynomial in p by using Newton’s binomium,
LNl ) j L-N+1  j . .
=" ) F (- - 1) =" > B (i) (- Fp
=0 p j=0 k=0
L-N+1 j .
=p" > (L) (—1y*p*

j=0 k=0

Reversing the sums yields
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Let! = L — k, then
L L-N+1
el (p) = 3 ZP:( )(1)1“1
I=N—1 j=L—1
Subsequently, let m = L — j to finally obtain,

L

relg (p) = Z rp' (B.1)

I=N-1
where the polynomial coefficient r; equals
: L—m
> =yt ( L I)PL_m (B2)
m=N-—1

The alternative polynomialin g = 1 — p follows similarly as

L—N+1 —N+ L—
relg (p) = Fig (1—q)"~ Z Z( )(—1)"q"
=0 j=0 k=0
L—N+1L—j _],
= ( k )Ff S
j=0 k=0

Letl = k + j,then0 <1 <Land0 <j = I—k <L —N + limpliesthat0 < k <1, so that

L 1
e () =33 (V74T )Ee

1=0 k=0
Hence, the reliability polynomial in terms of g = 1 — piis
relg (1 — q) szq (B.3)

with the coefficient

1 1
_ Nk L—-1+k _ _ \l=n L—n
vz—];( 1) ( ) )Fl—k—g( 1) (1_n>1~“n (B4)

In particular, for p = 1, we know that relg (p) = 1. Thus, for g = 0in (B.3), it follows that
1 = relg (1) = vg = Fp.
Similarly, we write our approximation (2.2) as a polynomialing = 1 —p

1= (- on @) = (1= Doeto -1
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The integer power of a Taylor series f (z) = Y o o fiz* follows as fN(z) = (Zio: ofe zk)N =

N .
Z]‘olo:o e Z;;\?:o nf\rzlfji zZi=11i.After1ettingm = Zf\rzlji withj; > Oforeach1 <i < N, we
obtain

o0

N
A=Y > JIs| = (B.5)
m=0 \ Xy ji=myi=0 =1
Applying (B.S) shows, withfy =1 — Pr[D = 0] = landfy = —Pr[D = k], that

[o.¢]

relg (p) =1+ Z cm q" (B.6)

m=1

where ¢y = 1 and the coefficient ¢,,, form > 0,
N N oy
w= Y [l= Z(,)s[,-,m] (B7)
YR ji=msji=0 =1 =0 J
where the characteristic coefficients, first defined in [30],
k
s[k,m] = Z Hf]t (B.8)
Yy ji=msi>0 =1

are efficiently computed by the recursion

5[1; m] :fm
slkyml =) fnjir stk — 1, — 1] (k> 1)
j=k
m—k+1
= Z fislk—1,m —j] (k> 1) (B.9)
=1

B.2 Estimates for the coefficients F; in (2.3)
Equating corresponding powers in (B.3) and (B.6) yields v, ~ ¢, form > 1,

m
L —

Z (_l)m—n ( n>Fn ~Cm

=0 m—n

Using (i:':l) = % = ({‘::1) and withk = L — n, we have

L k
Z (Dt (L B m>FL—k X o
—I—

m

k
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For an arbitrary g, applying the second binomial inverse pair [31, chap. 2]
1 [k 1. [k L
— — +n
—n =n

yields (withn = L — m and q = L, it holds that ij“:n (ﬁ) (=)™ Fp_; &~ cp_p; next, let
fc = FL—rand g, = cz—p in (B.10))

" (k+L—m
szz< L )cmk (B.11)

In other words, we found an approximation (B.11) for the coefficients F,, of the reliability polyno-
mial in (2.3), whose exact computation was proven to be an NP-complete problem in [4, 5] and

[3].

We compute the approximation (B.11) of F,, for the first few values of m. Form = 1, (B.11)

becomes F; ~ Zi:o (kﬂf*l)cl_k =c¢1+Leyg =ci+Landc; = ZN:O (I;T)s[j, 11=Ns[L,1] =

Nf; = —NPr[D = 1].To shorten the notation, we denote dy = Pr[D = k] and present the list:

Fy ~ L — Nd;

(I;) —di(L—1)N + &2 (f) —daN
F3 ~ (L) —d (L N 1)N +(L—2) (di <N> - d2N> — & (N) + 2dyd, (N> — &N
3 2 2 3 2
()= (7) (4) )
4 3 2 2
+(@L—-3) (—di (N) + 2d1d<N> — d3N>
3 2

N N N
+ d‘{<4) - 3d§d2<3> + (d +2d1d3) (2) — d4N

With current mathematical symbolic programs, such as Mathematica, we can explicitly compute
(B.11) for any desired, finite value of m.

&

23

C. Harmonic, geometric and arithmetic mean inequality

For positive real numbers a1, 4, . . ., ay, the harmonic, geometric and arithmetic mean inequality
is [21, p. 99]

n

=T = (C1)
ZZ:I alk

with equality only if all ; are equal.
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The harmonic mean corresponding to P4y in (4.3) is

P N 1 1
HM = N 1 1 ;
Zi:l 1-f NZ: 1,_ (1 P)d, de —0 al1 (1 p)
. 1
Mo Pr[D=d] —

1-(1-p)*
which is rewritten in terms of the expectation operator as

1

Puy=—F—"—"-—=5
1
E [1—(1—p)f’]

Alternatively, invoking the geometric series yields an expression terms of the pgf ¢p (z) of the
degree,

1 1
p = =
™ 1;1:—01 Pr(D=d] ——— . (1 ) gz_ol Pr[D =d] Z,fio (1 —p)dk
1 _ 1
Zk =0 Zd o Pr[D =d] ((1 —P)k>d > ko ¥D ((1 _P)k)

1

TS (@-p))

Since Pypr < Pgy < Pam by (C.1) and we find, with Pl(\;rM = (R1)g (p) and PXM = relg (p),
that

1

(:[e))

5 = [R)g (p)] < relg (p)

Taking the logarithms,

—Nlog (E [ﬁ}) =< log [(RI)G (P)] = Iog [relG (p):l

then translates, with the expectation forms (4.7) of (R1)¢ (p) and relg (p) andwithg = 1 —p, to

—log <E[1 _quD < E[log (1 — q°)] < log (1 — E[q"])

If we replace the random variable X = 1 — qD , then we find the harmonic, geometric and
arithmetic expectation inequality for any non-negative random variable X:

~log (E[X1]) < E[log ()] < log (E[X]) (C2)
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In summary, the harmonic approximation would be a sharper approximation than (R;) g (p) for the
reliability polynomial relg (p) , if the inequality

willm) e

would hold. Unfortunately, Monte Carlo simulations indicate that the harmonic inequality (C.3) is
violated.

D. Additional example of the stochastic approximation
D.1 Tree graphs

The reliability polynomial for any tree graph T with N nodes and N — 1 links is relr(p) = p™¥ 1.
Although the stochastic approximation (2.2) for any tree T is more complicated than the exact,
simple relr(p) = pN~!, the main purpose here is to compare the goodness of the stochastic
approximation (2.2) with exact results.

In contrast to the actual reliability polynomial relT (p), which is the same for all tree graphs on N
nodes, the stochastic approximation (2.2) of the reliability polynomial of a tree graph with N nodes
varies with the degree distribution D.

Consider two tree graphs T1 and T, on N nodes, where the only difference between the degree
distributions is that the degrees of node i and j of T are d; and d;, while the corresponding degrees
in T; are d; — 1 and d; + 1, and all the other nodes have the same degree. Anticipating the analysis

N

in Section 4, where we show that 1 — ¢p (1 — p) = , the difference

A= (1 —opy, (1 —p)) - (1 — b, (1 _P))
= 5 (0=p* -0 -nf)

from which we conclude that A > 0ifd; > d; + 1, because the function f(x) = x¥, where ks a
positive integer, is monotonically increasing with x in the domain [0, 1]. Hence, relt, (p) > relr, (p)
onlyif d; > d; + 1. We define a tree graph descending restructuring, which disconnects a branch of
anode i with degree d; in a tree graph and connects that branch to another node j with degree d;,
where d; > d]-. The ascending restructuring is defined as the inverse of the descending restructuring.

The argument indicates that the stochastic approximation relr of a tree T’ after an ascending

restructuring is smaller than or equal than relr.
A path graph Py with N nodes can be reconstructed into any other tree graph with N nodes
by multiple ascending restructurings. Thus, the stochastic approximation relp, of path graph Py

with N nodes is larger than rel7 in any other tree graph with N nodes. A star graph K; y_1 with
N nodes can also be reconstructed into any other tree graph with N nodes by multiple descending

restructurings. Hence, the stochastic approximation relk, ,_, of star graph with N nodes is smaller

than rely in any other tree graph with N nodes. In conclusion, it holds for any 0 < p < 1 that

rel, y_, (p) < relr(p) < relpy (p) (D.1)

The stochastic approximation of a star graph with N nodes and a path graph with N nodes are
respectively.

S N—-1 1 2\
relg, y_, (p) = (1 - (-p) -~ (1-p)¥ 1) (D2)
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LOF" +  Reliability Polynomial of Tree Graph
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Figure A1. Comparison of the stochastic approximation relg, _, (p) for the star and relpy (p) for the path

graph with N = 100 and the actual reliability polynomial rel (p)

Alt text: This figure compares the stochastic approximation of the reliability polynomial for a star graph
and a path graph, each with 100 nodes. The plot also includes the actual reliability polynomial for the tree
graph to highlight the differences in approximation accuracy.

and

N-2

N
relpy, (p) = (1 — 1%7 (1-p)— N (1 —p)z) (D.3)

while the actual reliability polynomial of any tree graph with N nodes is relr(p) = p™ 1.
Dividing relg, _, (p) by relr (p) yields

rlioa @ _ (1= 1-p) = (=9 "
relr(p) p p

For large N, we have

- _ N
relg, v, (P) ~ (1 - Nl —p)) _p(l —p+Np>N

rel (p) p Np
N\ =2
2P r
1—p\N 1—p\ 1= 1-p
=p<1+—p) = <1+—p> ’ Ape P
P P
Similarly, we find that
P _ 2\ N
reloy(p) _ (1-5(1-p) = (1-p)
=p
relr (p) p

IN—2—-(N=2)p\V
p( N( )p) ~p(2-p)
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In summary, we arrive at

L —_— N
pe P relp(p) < relr(p) <p (2 —p) relr(p)

Figure A1l shows that stochastic approximation performs best for a star graph Ky —1 and worst

for a path graph Py.
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