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ABSTRACT KEYWORDS
This theoretical paper aims to unravel the psychological mechanisms Terrorism; public
explaining how terrorism threat alerts can lead to public underestima- communication; fear

tion of the risk of a terrorist attack. We discuss, compare and critique management; risk
a large variety of literature from psychology, public administration, ~ Perception; optimism bias
and communication science. We found that throughout the world,

people find threat alerts confusing. We provide an extensive psycho-

logical explanation of how confusion can lead to optimism bias and,

ultimately, to underestimating terrorism threats. Literature suggests

implementing three design elements to reduce the confusion that

current (leveled) threat alerts create: keep it simple, call for action,

and make international agreements for standardization. We discuss

these practical design suggestions and give detailed directions for

future research to assess the impact of terrorism threat alerts

empirically.

Terrorism comes with high societal costs, evoking fear that reduces public well-being
beyond immediate physical and economic consequences (e.g., Breckenridge & Zimbardo,
2007; Frey et al., 2007). Public fear is often a stronger motivation for terrorists than financial
loss or death because it enables them to take over power and obtain their political or
religious goals (Bakker & de Graaf, 2014). More specifically, feelings of fear can disrupt
societies with their impact on public health (e.g., Crijns et al., 2017; Grey & Ropeik, 2002;
Richman et al., 2008), economy (e.g., Fischhoff et al., 2003; Huddy et al., 2005), and politics
(Berrebi & Klor, 2008). In short, fear of a terrorist attack can cause more significant harm
than the actual attack.

Because fear is so disruptive, governments must take counter-terrorism measures to
prevent attacks (e.g., Braithwaite, 2013) and establish an alignment between citizens’ risk
perceptions and the actual risk of a terrorist attack (e.g., Bier, 2001; Tourenq et al., 2017). As
stated differently, citizens need to make an accurate threat assessment and not under-
estimate or overestimate the probability of an attack. Risk literature shows a general social
amplification of risk (Kasperson et al., 2022). More specifically, research demonstrates the
overestimation of becoming a victim of a terrorism attack (e.g., Mueller, 2006) and how this
can lead to psychological distress (Eisenman et al., 2009) and the pressure on governments
to take unnecessarily costly or invasive counter-terrorism measures (e.g., Gierlach et al,,
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2010; Huddy et al., 2005). However, citizens should not underestimate the probability of an
attack either. That is because risk underestimation could lead to a decline in public support
for counter-terrorism measures and, consequently, less compliance (e.g Bos et al., 2001;
Breckenridge & Zimbardo, 2007; Caponecchia, 2012; Heldring, 2004). As a result, govern-
ments need to mitigate the over-and underestimation of risk. One way to do that is with
public communication.

This paper aims to unravel the psychological mechanisms that explain how a specific
form of public communication on terrorism threat (i.e. alerts) influences risk perceptions.
We discuss, compare and critique literature from psychology, public administration, and
communication science. Furthermore, we provide suggestions for future research and share
recommendations on how governments can improve the design of their public commu-
nication to facilitate accurate terrorism risk assessment.

Public communication

Public communication is an essential policy tool to inform about terrorism threats (e.g.,
Breckenridge & Zimbardo, 2007; Crijns et al., 2017; De Graaf, 2011; Grey & Ropeik, 2002;
Heldring, 2004; Rogers et al., 2007; Sorensen, 2004). Worldwide, governments and security
services publish information on terrorism risks, share counter-terrorism activities, and
educate people through press releases, websites, and social media channels. Terrorism
threat communication aims to motivate actors to be alert, take protective measures, report
suspicious events, and cooperate with law enforcement agencies (e.g., Lindell & Perry, 2012;
Mileti & Sorensen, 1990; Morss et al., 2016; Sutton & Kuligowski, 2019; Taylor et al., 2019).
By stimulating these actions, public communication can mitigate the impact of terrorism
threats, but only if it leads to an accurate threat assessment (e.g., Bakshi & Pinker, 2018;
McDermott & Zimbardo, 2007; Shapiro & Cohen, 2007).

Terrorism threat alerts

Most governments use alerts to communicate terrorism threats. The National Coordinator
for Security and Counter-Terrorism (NCTV) in the Netherlands uses an alert system of five
leveled numbers, descending from critical (5) to minimal risk (1) (NCTV, n.d.). The Joint
Terrorism Analysis Centre and the Security Service in the United Kingdom apply a similar
approach (n.d.). The Australian Government’s National Terrorism Threat Level is a scale of
five levels that run from “certain” (red), “expected” (orange), “probable” (yellow), and
“possible” (blue) to “not expected” (green) (ACT Policing [ACT], n.d.).

Another well-known example of a colored, leveled alert system is the Homeland Security
Advisory System (HSAS) of the United States. Until 2011, this system was the most
prominent domestic counter-terrorism tool. Just as the Australian scale, it had five threat
levels: severe (red), high (orange), elevated (yellow), guarded (blue), and low (green)
(Shapiro & Cohen, 2007). The US replaced the HSAS in 2011 with the National
Terrorism Advisory System (NTAS), consisting of only two levels using words. Elevated if
there is credible threat information, but only general information about timing and target.
Imminent if the threat is credible, specific, and impending in the near term. Since 2015,
NTAS has also issued bulletins about trending security issues and the general threat
environment (DHS, n.d.).
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Risk overestimation and underestimation

Regardless of the type of alert communicated, governments must address both the over-
estimation and underestimation of terrorism risk. Much of the existing literature has
focused on the tendency to overestimate such threats (e.g., Kasperson et al., 2022;
Mueller, 2006; Sjoberg, 2005; Sunstein, 2003). For example, research on probability neglect,
a cognitive bias, demonstrates that individuals often discount the low likelihood of
a terrorist attack. In particular, when the potential outcome is emotionally charged, such
as following a personal or collective traumatic experience (Kollmann et al., 2022; Sunstein,
2003). From an evolutionary standpoint, overestimating risk may be adaptive, as it pro-
motes self-protection. This tendency is also strategically exploited by terrorists, who aim to
provoke disproportionate fear and disruption (e.g., Breckenridge & Zimbardo, 2007; Frey
et al., 2007).

While overestimation has received more scholarly and public attention, a growing body
of research indicates that terrorism threat alerts can also lead to the underestimation of risk
(e.g., Caponecchia, 2012; Fischhoff et al., 2003; HMSO, 2006; Liem et al., 2018; Neufiner,
2021; Salmon et al., 2003; Sunstein, 2003). However, there is a notable lack of theoretical
work that explains why, and under what conditions, individuals might underestimate
terrorism threats rather than overestimate them. This gap is especially striking given the
importance of accurate threat perception for effective public safety and policy (e.g., Bos
et al., 2001; Breckenridge & Zimbardo, 2007; Caponecchia, 2012; Heldring, 2004). The
current paper seeks to address this gap by exploring the psychological mechanisms that may
contribute to the underestimation of terrorism risk.

Optimism bias

Some scientific papers mention optimism bias as the underlying psychological mechanism
(e.g., Caponecchia, 2012; Salmon et al., 2003), which is the cognitive tendency to think that
adverse events are less likely to happen to oneself than to the average person (Weinstein,
1980). Decision models, such as the Protection Action Decision Model (PADM), also
acknowledge that psychological processes steer human behavior. Still, they are relatively
silent about the influence of biases, such as optimism bias (e.g., Lindell & Perry, 2012). As
a result, these models do not explain well how optimism bias can lead to risk under-
estimation, especially when people are uncertain about a situation, for example, under
a terrorism threat (Tversky & Kahneman, 1974). Moreover, the papers and models above do
not give a clear overview of factors that trigger the psychological processes leading to
a wrongful assessment of the likelihood of a terrorist attack. In sum, a detailed psychological
analysis of how threat alerts could lead to optimism bias and how governments can apply
these insights to improve terrorism threat communication is lacking.

How terrorism threat alerts can lead to optimism bias

According to action decision models such as the Protection Action Decision Model
(PADM), people go through multiple stages after reading or hearing a threat alert. The
most critical step is understanding the warning (Lindell & Perry, 2012). However, relevant
literature shows that threat alerts are confusing, regardless of whether they exist in numbers,
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colors or words (e.g., HMSO, 2006; Mileti & Sorensen, 1990; Neufiner, 2021; Shapiro &
Cohen, 2007; Taylor et al., 2019). Information-processing theory can help explain how
current threat alerts can lead to confusion.

Information processing

Ample empirical research shows that humans process information via two routes to form
judgments (Evans & Stanovich, 2013). There is a slow, systematic, controlled, and conscious
path and a fast lane based on efficient “mental shortcuts” that are unrelated to the content of
the message and save resources such as time and mental space (e.g., Chaiken, 1980;
Frankish, 2010; Kahneman, 2003, 2011; Petty & Cacioppo, 1986). Judgments made via the
slow path are often stable and reliable (Petty et al., 1995) and are more likely to occur when
readers have the motivation, time, and ability to process the content of a message and
understand it (Chaiken, 1980; Petty & Cacioppo, 1986). In contrast, judgments made via the
fast lane can easily lead to bias, mainly when people must decide about uncertain events
such as terrorist attacks (e.g., Breckenridge & Zimbardo, 2007; Kahneman, 2011; Simon,
1955; Tversky & Kahneman, 1974). Whether people take the slow or fast lane is relevant for
a correct threat assessment.

Public communication officers dealing with threat alerts would presumably target the
slow path over the fast lane to prevent bias. They want people to understand the message
and take appropriate action. Officers could argue that the relevance of an alert like: “The risk
of an attack in or against our country is Level 4 (Substantial): There is a real chance of
a terrorist attack” could motivate citizens to read it; thus, it will trigger slow and conscious
information-processing (Frewer et al., 1999). However, one can also argue that short threat
alerts like the above facilitate the fast lane instead of the slow path. The message lacks
essential information, decreasing understandability and the reader’s motivation to process
the content consciously (e.g., Mileti & Sorensen, 1990; Shapiro & Cohen, 2007). For
example, the alert is silent on the specific risks and the actions people should take. It leaves
the reader with questions such as: What does “a real chance” mean? How severe would this
attack be? Is it likely that an attack will happen in my city? What is expected of me? This
unclarity could demotivate readers to process the alert consciously via the slow path.
Indeed, there is evidence that people find it difficult to understand and act upon warnings.

Confusion

A parliamentary enquiry into the London terrorist attacks on July 7, 2005, concludes that
people find threat alerts confusing (HMSO, 2006). The Intelligence and Security Committee
Report on the enquiry states that a shared understanding of both design and purpose among
users of the alert system is lacking. When officials reduced the national terrorist threat level
from severe to substantial in May 2005 (two months before the attacks), citizens misunder-
stood the alert level. Many believed the reduction meant a drop in alertness, but this
lowering did not imply that. Moreover, practitioners such as ministers found the different
alert state schemes a cause for confusion and did not understand the system behind the
alerts (HMSO, 2006).

Survey research in England and Wales following Storm Doris (i.e., a 2017 winter
storm during which wind warnings were issued) further proves that people find it
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challenging to understand warnings. Only 58% of the survey participants understood
that warnings for strong winds are based on potential impacts. Moreover, the fact that
weather warnings differ for different regions was poorly understood (e.g., Taylor et al.,
2019). A study that interviewed 320 people in Hong Kong to assess their under-
standing of severe weather warnings reported similar findings. When quizzed about
the meaning of different symbols, colors and numbers, most interviewees had only
a fundamental knowledge of what the warnings meant. For example, the color coding
used in rainstorm warnings caused misunderstanding and confusion. People found it
unclear whether amber or red signifies the more significant threat (Wong & Yan,
2002). Finally, a recent review of warning schemes worldwide found that using
different alerts in different countries is confusing. In our globalized world, where
people travel and pick up international news, the different wordings, number of alert
levels, color codes, and pictograms compromise public understanding (Neuflner,
2021).

Third-person effect

Another plausible psychological mechanism that may contribute to optimism bias is the
third-person effect. Initially proposed by Davison (1983), this effect describes the tendency
of individuals to believe that others are more influenced by mass media messages than they
are themselves. In the context of threat communication, individuals can interpret collective-
level warnings (e.g., “our country is a target of a terrorist attack”) as more applicable to
generalized others, such as people in different cities, demographic groups, or social circles,
than to themselves (e.g., Sjoberg, 2005). As a result, their individual-level risk perception
(e.g., “I might become a victim of a terrorist attack”) may be psychologically displaced. This
distancing from personal to collective relevance can foster a sense of invulnerability,
reinforcing the belief that they are safe and thereby contributing to an underestimation of
personal risk. Unlike the confusion mechanism described above, which implies shallow
information processing and reliance on cognitive shortcuts on an intra-personal level, the
third-person effect operates through a social comparison lens, subtly shifting perceived
vulnerability onto others.

Although the third-person effect offers a compelling explanation for the underestimation
of terrorism threats, there is empirical evidence indicating that confusion can lead to biased
risk assessments (e.g., De Vries et al., 2014; NeufSner, 2021; Shepperd et al., 2002; Sutton &
Kuligowski, 2019). Importantly, unlike the third-person effect, which may be more resistant
to change, confusion-based biases are potentially more amenable to intervention through
clear and consistent policy design. For this reason, the present paper focuses on how
confusion contributes to optimism bias and offers practical recommendations for improv-
ing the clarity and effectiveness of threat alerts.

From confusion to optimism bias

As previously explained, a confusing threat alert could decrease a reader’s motivation
to process the content consciously and to pay attention to its message (e.g., Mileti &
Sorensen, 1990; Shapiro & Cohen, 2007). The human brain tends to solve attention
gaps with mental shortcuts in the form of cognitive bias, a systematic but flawed
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thought process causing judgment and decision problems (e.g., Breckenridge &
Zimbardo, 2007; Haselton et al., 2015; Kahneman, 2011; Simon, 1955; Tversky &
Kahneman, 1974).

Mileti and Sorensen (1990), in their comprehensive review of warning systems, empha-
size that individuals often rely on cognitive biases to make sense of ambiguous alerts. While
they highlight that such biases can distort judgment and lead to inaccurate risk evaluations,
they do not specify which particular biases are at play, nor do they elaborate on the
underlying psychological mechanisms. But, regardless of its underlying mechanism, the
most important reason we think optimism is dominant is scientific evidence proving that
this bias has appeared strong for many adverse events, including terrorist attacks.

The first empirical evidence for optimism bias was found in 1980 when psychologist Neil
Weinstein asked a large sample of college students to estimate the difference between their
chances of experiencing future life events and their classmates. He found that for positive
events (e.g., living past age 80), students rated their chances to be significantly above
average. They placed their chances below average for adverse events (i.e., heart attack before
age 40). In later research, Weinstein mentions that optimism bias may particularly arise
when the risk is ambiguous, such as in an unclear threat alert (Weinstein, 1989).

Over the years, more evidence for optimism bias has arisen. First, an online survey of
a representative sample of Dutch citizens (N =1077) showed that respondents estimated
their chance of becoming the victim of a terrorist attack as lower than that of other residents
in their city. In other words, they unrealistically underestimated their vulnerability (Liem
et al, 2018). An Australian online survey demonstrated the same results. Residents of
Sydney (N =164) thought they were less likely to experience terrorist attacks than other
Australians (Caponecchia, 2012). Recent experimental research on samples in the UK and
the Netherlands (N'=6315) provides further evidence for underestimating terrorism risks
(i.e. optimism bias). It demonstrates that people strongly focus on the severity of attacks and
underestimate probabilities (Kantorowicz et al., 2025). Finally, the report on the London
terrorist attacks found that people underestimated the risks, although the authors did not
specifically attribute that to optimism bias (HMSO, 2006).

Neuroscientific research explains that optimism bias is such a strong bias because
positive expectations have evolutionary benefits regarding people’s physical and mental
health (Sharot, 2011; Sharot et al., 2007, 2011). So, from a psychological point of view, an
optimism bias is functional, whether created by unclear information or by another cause. To
protect ourselves from the salience of our mortality, when terrorism threat alerts confront
us with the possibility of an attack, we quickly—and automatically—create an illusion of
invulnerability (e.g., Greenberg et al., 1997; Weinstein, 1989). This form of self-deception
saves cognitive resources (e.g., Bateson, 2016; Johnson & Fowler, 2011; Von Hippel &
Trivers, 2011) and can shield us from depression, negative emotions and (related) health
issues (e.g., Forgeard & Seligman, 2012; Weinstein, 1989).

However, from a rational point of view, an optimism bias is not functional. As said in the
introduction, it would be more serving to overestimate the risk and protect oneself than to
underestimate the risk and do nothing if someone’s life might be in danger (e.g., Aplin &
Rogers, 2020; Forgeard & Seligman, 2012). Indeed, research shows that pessimists, who
overestimate risks, take more self-protective measures than realists or optimists. So, pessi-
mism could certainly spur action. The few articles we found indicated that, in general,
pessimism bias only occurs when it is clear that the danger is inevitable and close (e.g.,
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Dolinski et al., 1987; Huddy et al., 2002; Kantorowicz et al., 2023; Klar et al., 2002; Taylor
et al., 2019).

As stated differently, terrorists can effectively create disproportional fear (i.e., over-
estimation of risk) when explicit and concrete. When communication informs that the
danger is avoidable or at a distance, or it is silent on if, when, and where a possible attack
occurs, as is the case with the current threat alerts, fear is less likely to occur. In contrast,
following the line of reasoning above, unclear terrorism threat communications can lead to
downplaying the risk. In conclusion, current (confusing) threat alerts can lead to under-
estimating terrorism risk and lead to optimism bias.

Threat alert design improvement

Even though optimism bias is functional for daily life, communication officers aiming for
a realistic terrorism threat assessment can regard it as an unwanted design flaw (Haselton
et al., 2015). To prevent optimism bias, the analysis above is conclusive: a threat alert must
be clear (e.g., Bier, 2001; Frewer, 2004; Mileti & Sorensen, 1990; Sorensen, 2004). As
NeufSner points out (2021, p. 2): “If a system is not clear and concise, even a credible warning
might be ignored because the alert is not fully understood by a recipient.”

The Sendai Framework for Disaster Risk Reduction 2015-2030 explicitly states that
information should be understandable for everyone. This framework is the outcome of
stakeholder consultations and inter-governmental negotiations from July 2014 to
March 2015, supported by the United Nations Office for Disaster Risk Reduction at the
request of the UN General Assembly. The framework was adopted at the Third UN World
Conference in Sendai, Japan, on March 18, 2015 (Sendai Framework, 2015). Moreover, in
some countries, clear governmental information is a legal right. For example, in 2010, the
Plain Writing Act (Public Law 111-274) was passed to enhance citizens’ access to govern-
ment information and services in the United States. The law requires that federal agencies
use clear government communication that the public can understand and use the first time
they read or hear it. Therefore, communication officers involved in risk communication
have a moral obligation and sometimes a legal obligation to design terrorism threat alerts
that every citizen can understand.

Literature suggests implementing three design elements to reduce the confusion that
current (leveled) threat alerts create: (1) language simplicity, (2) call to action, and (3)
standardization. We will elaborate on these elements below.

Keep it simple

Scholars and practitioners agree that simple messages use familiar, everyday words, have
a non-ambiguous core message, are in active voice, and are short. These ingredients make it
easier for people to understand information (e.g., De Vries, 2017, 2020; Kayam, 2018;
Neufiner, 2021; Zarcadoolas, 2011). When people understand a threat alert, they process
the message more systemically (i.e., via the slow path), leading to a realistic threat assess-
ment and more stable behavior (e.g., Petty et al., 1995).

Rhetoric expert Orly Kayam suggests that simple messages are low in (1) the average
number of words per sentence, (2) the percentage of polysyllables (words consisting of more
than three syllables) in a sentence, (3) the average number of syllables per word, and (4) the
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average number of characters per word. Thus, a threat alert must contain short, under-
standable words in a short sentence. However, when is a message short enough to be legible
and still informative?

An example that Zarcadoolas (2011) brings up in her (socio)linguistic analysis of simple
messages is the anti-terrorism slogan “If You See Something, Say Something®.” New York
City’s Metropolitan Transportation Authority (MTA) initially implemented this slogan
after the terrorist attacks on the World Trade Center Twin Towers on September 11,
2001. The MTA later licensed its use to the US Department of Homeland Security (DHS).
DHS launched a national campaign in July 2010 to raise public awareness of indicators of
terrorism and terrorism-related crime and to emphasize the importance of reporting
suspicious activity to law enforcement authorities (www.dhs.gov/see-something-say-some
thing) Although the “If You See Something, Say Something®” slogan does not inform people
about a threat level (i.e., it is not a threat alert), it illustrates the power of a message with
a few simple words in a short sentence. Besides its simplicity, the slogan includes a call to
action, an essential ingredient for an adequate warning (e.g., Wong & Yan, 2002).

Call to action

The “If You See Something, Say Something®” slogan urges people to increase their vigilance
and report suspicious events. Clarity about what people need to do in a particular situation
improves perceptions of self-efficacy and effectiveness, which can prevent bias and lead to
appropriate behavior (e.g., De Vries, 2020; Manstead & Van Eekelen, 1998). Suppose there
is little clarity on what behavior is expected, such as in the alert: “The risk of an attack in or
against our country is Level 4 (Substantial): There is a real chance of a terrorist attack.” In
that case, people are uncertain about their ability to take the right action (i.e., a lack of
perceived self-efficacy) or their appraisals of the usefulness of these actions (i.e., a lack of
perceived effectiveness).

A meta-analysis of research on self-efficacy and performance found that calls to action
work best when accompanied by accurate information and clear, concise instructions, such
as the “If You See Something, Say Something®” slogan (Stajkovic & Luthans, 1998). We are
unaware of any peer-reviewed study on the actual effectiveness of this particular slogan, but
there is a reference to Zarcadoolas (2011), Homeland Security’s claims, and news reports
(reason.com/2012/03/19/ten-years-of-if-you-see-something-say-so/). Furthermore,
a survey among a statistically representative sample of the population of the continental
United States emphasizes the importance of telling people what to do in case of a terrorist
threat. The survey findings indicate that people are most likely to prepare themselves if they
know what action to take (i.e., stockpiling supplies, purchasing things to be safer, etc.), and
they perceive these actions as effective and doable (Wood et al., 2012).

Generally, a threat alert must not only be simple, but it also needs to be specific about
what people can do. Without an action perspective, people can quickly process the message
via the fast lane and, consequently, assess a threat wrongfully. To formulate an action
perspective, communication officers must decide what behavior to elicit with a specific
threat alert level. For example, they must be clear on what behavior is expected from citizens
when a threat level is “elevated” and what behavior is expected when the level is “imminent.”
To make threat alerts even more straightforward, governments could consider standardiz-
ing them.
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Standardize threat alerts

Standardization is the third design element that reduces the confusion that current (leveled)
threat alerts can create. Neufiner (2021) found various wordings, numbers, levels, colors,
and pictograms in his review of worldwide warning alerts. This wide range makes it difficult
for citizens to understand the warning and take adequate action. Standardized threat alerts
that are similar in every country increase recognition and can enhance realistic threat
assessment. Survey research on the understandability and usefulness of information about
uncertain events demonstrates that people prefer familiar formats (Taylor et al., 2015).

Standardization is essential because people move quickly across borders for trade, labor,
and leisure, and they can encounter threat alerts in a foreign country. When visitors are
unfamiliar with the threat alerts in the country they are visiting, they presumably do not
process the message well and fall victim to optimism bias instead of taking appropriate
action. For example, a Dutch businesswoman in the United States might not grasp the
severity of an “imminent” threat because she is only familiar with a five-level alert in her
country of residence. In summary, we recommend three core design strategies for improv-
ing terrorism threat alerts: Keep it simple, include a call to action, and standardize alerts
internationally.

Discussion

Drawing on a broad spectrum of literature from various scientific disciplines, this paper
offers a psychological analysis of how terrorism threat alerts may contribute to the under-
estimation of risk. Our findings indicate that, globally, individuals often perceive current
terrorism alerts as unclear or confusing, which can foster an optimism bias in their risk
assessment.

This study is the first to explain why individuals may underestimate terrorism threats,
integrating insights from psychology and communication science with counter-terrorism
management (public administration). Public communication remains an underexplored
area within counter-terrorism research (e.g., Bakker & de Graaf, 2014), and studies speci-
fically examining the psychological dimensions of such communication are even more
limited (Breckenridge & Zimbardo, 2007). However, a psychological lens is crucial for
understanding the decision-making processes that follow the reception of a threat alert.
This is particularly relevant for governments that have a rationalist view of human behavior,
assuming wrongfully that citizens will comprehend the meaning of alerts and respond
appropriately (e.g., Lindell & Perry, 2012; Mileti & Sorensen, 1990; Morss et al., 2016; Sutton
& Kuligowski, 2019; Taylor et al., 2019).

With our theoretical explanation, we contribute to decision models, such as the
Protection Action Decision Model (PADM), that acknowledge psychological processes
but do not explain well how public communication can lead to terrorism risk under-
estimation. However, one of the limits of a literature review is that claims about causal
relations should be taken carefully. While this paper focuses on the role of confusion, an
intrapersonal mechanism, as a cause of optimism bias in response to terrorism threat alerts,
it is important to acknowledge that other psychological processes may also be at play. For
instance, as mentioned earlier, the third-person effect, rooted in social comparison, may
lead individuals to perceive such alerts as more relevant to others than to themselves,
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thereby fostering a sense of personal invulnerability. Moreover, it is possible that additional,
yet unidentified, psychological mechanisms may influence how individuals evaluate perso-
nal risk in response to threat alerts, such as motivated reasoning, where personal motiva-
tions shape the interpretation of information, or even outright denial of the threat.

To better understand the psychological mechanisms underlying optimism bias in
response to threat alerts, future studies could employ randomized experimental designs
that isolate and compare the effects of different mechanisms. For example, the effects of
confusion via variations in wording, numerical presentation, or visual elements. Similarly,
framing alerts to emphasize personal versus collective risk could help isolate the role of
social comparison.

Addressing optimism bias not only improves public responsiveness to terrorism threat
alerts but also strengthens support for more rational and cost-effective counter-terrorism
policies (e.g., Bos et al., 2001; Breckenridge & Zimbardo, 2007; Caponecchia, 2012;
Heldring, 2004). Moreover, it contributes to democratic resilience by enabling citizens to
make more realistic and autonomous assessments of terrorism threats (e.g., Jenkin, 2006).

To reduce confusion in current (leveled) alert systems, our study suggests applying three
core design principles: language simplicity, inclusion of a call to action, and standardization.
While standardization aligns with global frameworks such as the Sendai Framework for
Disaster Risk Reduction (2015), it presents significant challenges. Coordinating across
countries requires consensus on terminology, symbols, and color schemes; elements that
may carry different meanings across cultures (e.g., Wong & Yan, 2002). Randomized
experimental designs, as proposed above, can be used not only to test psychological
mechanisms but also to evaluate the effectiveness of different alert formats across countries.
For example, researchers could systematically vary message length, clarity, use of color, and
inclusion of action prompts to assess which combinations are most effective across diverse
populations. In this design, simplicity and conveying a clear call to action can be assessed.

Generalisability

Our findings have implications that extend beyond the domain of terrorism, offering
insights for improving public communication in a broader range of crisis contexts.
Inadequate risk evaluation following crisis information is not unique to terrorism; rather,
the underlying psychological mechanisms, as discussed in this paper, are broadly general-
izable to other types of crises and disasters. For instance, during the early stages of the
COVID-19 pandemic, ambiguous and inconsistent messaging about risks and conse-
quences may have confused individuals or led them to assume that others, rather than
themselves, were vulnerable. This likely contributed to an underestimation of personal risk
and, consequently, unsafe behavior (Holford et al., 2022; Hopkins et al., 2023), although
there are studies showing it led to overestimation of vulnerability to health risks (Dryhurst
et al., 2022; Simonovic & Taber, 2022).

However, it is important to acknowledge that terrorism possesses psychologically dis-
tinctive features that may amplify or alter these mechanisms. Unlike natural disasters or
pandemics, terrorist attacks are intentional and human-driven, often evoking intense
emotional responses and moral judgments. Their deliberate and symbolic nature, combined
with extensive media coverage, may uniquely intensify both overestimation and under-
estimation of risk. Therefore, while the psychological mechanisms discussed are
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transferable, their expression and impact are likely to vary depending on the nature of the
crisis (e.g., Kollmann et al., 2022).

Sociopolitical dynamics

Beyond individual psychological mechanisms, sociopolitical dynamics can play a critical
role in shaping public responses to terrorism threat alerts. These dynamics refer to the
broader societal, cultural, and political contexts that influence how individuals interpret and
react to risk communications. In societies where terrorism is perceived as a distant threat,
either geographically or culturally, individuals may psychologically dissociate from the
perceived target group, a phenomenon akin to the third-person effect. This distancing
can diminish the perceived need for personal vigilance or compliance with counter-
terrorism measures, thereby reinforcing optimism bias. In contrast, in societies where
terrorism is a more immediate or normalized threat, individuals may overestimate their
personal risk, potentially leading to heightened anxiety and overcompliance.

A key sociopolitical factor influencing these dynamics is trust in the source issuing the
alert. Research consistently shows that trust in institutions such as national governments or
security agencies significantly affects how threat information is processed (e.g., Neufiner,
2021; Stevens et al., 2011; Taylor et al., 2019). High trust can mitigate optimism bias (e.g.,
Bier, 2001; Crijns et al., 2017; Frewer, 2004; Palenchar & Heath, 2007; Rogers et al., 2007;
Sorensen, 2004) by encouraging individuals to engage in systematic processing of even
ambiguous messages (Chaiken & Maheswaran, 1994; Sutton & Kuligowski, 2019). For
example, individuals with high trust are more likely to seek additional information, consult
peers, or explore official channels to clarify the alert’s meaning. Conversely, low trust (or
uncertainty about the source’s identity) can lead to heuristic processing, where individuals
rely on cognitive shortcuts or confirmation bias, potentially reinforcing underestimation of
risk (De Vries et al., 2014; Shapiro & Cohen, 2007; Van Der Does et al., 2021). It is
noteworthy to mention that political ideology can interact with trust and shape risk
perception, emphasizing that the influence of trust is context-dependent mainly
(Dryhurst et al., 2022). These findings underscore the need for culturally and politically
sensitive approaches to threat communication and further support the idea that both
psychological and sociopolitical mechanisms must be considered when evaluating public
responses to terrorism alerts. Although we chose not to include threat-proximity, trust, and
political ideology in our current framework due to their country-specific variability, we
recognize their importance. Therefore, we would recommend incorporating these variables
as moderating variables in experimental research to examine their effect on terrorism threat
perception.

Mobile populations

In the previous section, we discussed cross-national differences in risk perception. It is
equally important to consider how individuals who move across borders, such as
frequent international travelers and expatriates, perceive and respond to terrorism threat
alerts. These populations may be particularly vulnerable to optimism bias due to
unfamiliarity with local alert systems, cultural variations in interpreting symbols and
language, and potential desensitization from repeated exposure to warnings. Such
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mismatches in expectations and interpretations can result in underreaction or inaction
during critical moments. Understanding how mobile populations interpret and respond
to terrorism threat alerts is essential for developing inclusive and effective communica-
tions. To explore these dynamics, future research could include travelers and expatriates
in their sample.

Future research

As outlined above, we recommend data-driven, cross-cultural experimental studies to
advance this field. We propose the establishment of international research consortia,
ideally involving collaboration among universities and institutions across multiple
countries. These consortia could design randomized experiments that systematically
vary key features of threat alerts. Participants would include residents from diverse
global regions, including travelers and expatriates. Experimental manipulations could
involve variations in visual design (e.g., color schemes, numerical formats), message
framing (e.g., emphasis on personal vs. collective risk, inclusion vs. exclusion of action
prompts, or use of simple vs. complex language). To explore individual differences,
surveys could assess potential moderators such as trust in government, country of
residence, political orientation, and prior exposure to terrorism. Mediators might
include perceived clarity, self-efficacy, emotional response, and whether the message is
perceived as personally relevant. The primary outcome variable would be perceived
terrorism risk, with secondary outcomes such as willingness to act on the alert. To
examine how alert effectiveness varies by crisis type, the context of the alert could also
be manipulated (e.g., terrorism, health, weather). Open-ended survey questions or
follow-up interviews could further explore cultural interpretations and uncover addi-
tional mediators and moderators. This line of research would help identify which
components of alert systems are universally effective and which require cultural or
contextual adaptation, ultimately contributing to more standardized and globally acces-
sible threat communication.

Conclusion

This literature review revealed that current terrorism threat alerts can be confusing. As
a result, people might be overly optimistic about the risk of becoming a victim of an attack.
This optimism bias is a problem because it could lead to a decline in support for counter-
terrorism measures and, consequently, less compliance with national policy. To debias
alerts, communication officers need to keep them simple, give a clear call to action, and aim
to make threat alerts the same all over the world. We provide recommendations for that. We
further discussed that experimental research is needed to provide empirical proof for the
causal relations that the current paper assumes, and to reveal the influence of other factors
that influence public responses to terrorism threat alerts. We call out to scholars across the
globe to experiment, bring this research further, and disseminate its findings to relevant
stakeholders within our society. That is needed because public communication is an
essential counter-terrorism instrument to keep the world safe.



CRISIS AND RISK COMMUNICATION 13

Disclosure statement

No potential conflict of interest was reported by the author(s).

Funding

This paper is part of a research project called “Perceived Risk of Terrorism and its Implications for
(Counter-Terrorism) Communication Strategies.” This project has received funding (€ 30,000) from
the Centre for Safety and Security under the Leiden-Delft-Erasmus Strategic Alliance in the
Netherlands.

ORCID

Gerdien de Vries (1) http://orcid.org/0000-0002-9486-7347
Elena Kantorowicz-Reznichenko (%) http://orcid.org/0000-0001-8128-7290
Jaroslaw Kantorowicz (%) http://orcid.org/0000-0002-1186-5427

References

ACT Policing. (n.d.). National security. https://www.police.act.gov.au/safety-and-security/national-
security

Aplin, D., & Rogers, M. B. (2020). ‘Alert not alarm’: The UK experience of public counter-terrorism
awareness and training, with explicit reference to project ARGUS. The Police Journal, 93(3),
167-182. https://doi.org/10.1177/0032258X19851537

Bakker, E., & de Graaf, B. A. (2014). Towards a theory of fear management in the counter-terrorism
domain: A stocktaking approach. ICCT research papers.

Bakshi, N., & Pinker, E. (2018). Public warnings in counter-terrorism operations: Managing the “cry-
wolf” effect when facing a strategic adversary. Operations Research, 66(4), 977-993. https://doi.org/
10.1287/opre.2018.1721

Bateson, M. (2016). Optimistic and pessimistic biases: A primer for behavioural ecologists. Current
Opinion in Behavioral Sciences, 12, 115-121. https://doi.org/10.1016/j.cobeha.2016.09.013

Berrebi, C., & Klor, E. F. (2008). Are voters sensitive to terrorism? Direct evidence from the Israeli
electorate. The American Political Science Review, 102(3), 279-301. https://doi.org/10.1017/
50003055408080246

Bier, V. M. (2001). On the state of the art: Risk communication to the public. Reliability Engineering
and System Safety, 71(2), 139-150. https://doi.org/10.1016/S0951-8320(00)00090-9

Bos, J. G. H,, Van Es, A. M. D., & Vasterman, P. (2001). Cry Wolf: Een fenomeenonderzoek. Instituut
voor Veiligheids- en Crisismanagement en de Universiteit van Amsterdam. (COT/UVA), Den Haag.

Braithwaite, A. (2013). The logic of public fear in terrorism and counter-terrorism. Journal of Police
and Criminal Psychology, 28(2), 95-101. https://doi.org/10.1007/s11896-013-9126-x

Breckenridge, J. N., & Zimbardo, P. G. (2007). The strategy of terrorism and the psychology of mass-
mediated fear. In B. Bongar, L. M. Brown, L. E. Beutler, J. N. Breckenridge, & P. G. Zimbardo
(Eds.), Psychology of terrorism (pp. 116-133). Oxford University Press.

Caponecchia, C. (2012). Relative risk perception for terrorism: Implications for preparedness and risk
communication. Risk Analysis, 32(9), 1524-1534. https://doi.org/10.1111/j.1539-6924.2011.01784.x

Chaiken, S. (1980). Heuristic versus systematic information processing and the use of source versus
message cues in persuasion. Journal of Personality & Social Psychology, 39(5), 752-766. https://doi.
0rg/10.1037/0022-3514.39.5.752

Chaiken, S., & Maheswaran, D. (1994). Heuristic processing can bias systematic processing: Effects of
source credibility, argument ambiguity, and task importance on attitude judgment. Journal of
Personality & Social Psychology, 66(3), 460-473. https://doi.org/10.1037/0022-3514.66.3.460


https://www.police.act.gov.au/safety-and-security/national-security
https://www.police.act.gov.au/safety-and-security/national-security
https://doi.org/10.1177/0032258X19851537
https://doi.org/10.1287/opre.2018.1721
https://doi.org/10.1287/opre.2018.1721
https://doi.org/10.1016/j.cobeha.2016.09.013
https://doi.org/10.1017/S0003055408080246
https://doi.org/10.1017/S0003055408080246
https://doi.org/10.1016/S0951-8320(00)00090-9
https://doi.org/10.1007/s11896-013-9126-x
https://doi.org/10.1111/j.1539-6924.2011.01784.x
https://doi.org/10.1037/0022-3514.39.5.752
https://doi.org/10.1037/0022-3514.39.5.752
https://doi.org/10.1037/0022-3514.66.3.460

14 (&) G.DE VRIES ET AL.

Crijns, H., Cauberghe, V., & Hudders, L. (2017). Terrorism threat in Belgium: The resilience of
Belgian citizens and the protection of governmental reputation by means of communication.
Public Relations Review, 43(1), 219-234. https://doi.org/10.1016/j.pubrev.2016.10.006

Davison, W. P. (1983). The third-person effect in communication. Public Opinion Quarterly, 47(1),
1-15. https://doi.org/10.1086/268763

De Graaf, B. (2011). Why communication and performance are key in countering terrorism. The
International Centre for Counter-Terrorism - The Hague, 2(2). http://dx.doi.org/10.19165/2011.1.
02

De Vries, G. (2017). How positive framing may fuel opposition to low-carbon technologies: The
boomerang model. Journal of Language & Social Psychology, 36(1), 28-44. https://doi.org/10.1177/
0261927X16663590

De Vries, G. (2020). Public communication as a tool to implement environmental policies. Social
Issues and Policy Review, 14(1), 244-272. https://doi.org/10.1111/sipr.12061

De Vries, G., Terwel, B. W., & Ellemers, N. (2014). Spare the details, share the relevance: The dilution
effect in communications about carbon dioxide capture and storage. Journal of Environmental
Psychology, 38, 116-123. https://doi.org/10.1016/j.jenvp.2014.01.003

DHS. (n.d.). National terrorism advisory system (NTAS). https://www.dhs.gov/national-terrorism-
advisory-system

Dolinski, D., Gromski, W., & Zawisza, E. (1987). Unrealistic pessimism. Journal of Social Psychology,
127(5), 511-516. https://doi.org/10.1080/00224545.1987.9713735

Dryhurst, S., Schneider, C. R., Kerr, J., Freeman, A. L., Recchia, G., Van Der Bles, A. M.,
Spiegelhalter, D., & Van Der Linden, S. (2022). Risk perceptions of COVID-19 around the
world. Journal of Risk Research, 23(7-8), 994-1006. https://doi.org/10.1080/13669877.2020.
1758193

Eisenman, D. P., Glik, D., Ong, M., Zhou, Q., Tseng, C. H., Long, A.Asch, S., & Asch, S. (2009).
Terrorism-related fear and avoidance behavior in a multiethnic urban population. American
Journal of Public Health, 99(1), 168-174. https://doi.org/10.2105/AJPH.2007.124206

Evans, J. S. B., & Stanovich, K. E. (2013). Dual-process theories of higher cognition: Advancing the
debate. Perspectives on Psychological Science, 8(3), 223-241. https://doi.org/10.1177/
1745691612460685

Fischhoff, B., Gonzalez, R. M., Small, D. A., & Lerner, J. S. (2003). Judged terror risk and proximity to
the world trade Center. Journal of Risk and Uncertainty, 26(2-3), 137-151. https://doi.org/10.1023/
A:1024163023174

Forgeard, M. J. C., & Seligman, M. E. P. (2012). Seeing the glass half full: A review of the causes and
consequences of optimism. Pratiques Psychologiques, 18(2), 107-120. https://doi.org/10.1016/j.
prps.2012.02.002

Frankish, K. (2010). Dual-process and dual-system theories of reasoning. Philosophy Compass, 5(10),
914-926. https://doi.org/10.1111/j.1747-9991.2010.00330.x

Frewer, L. (2004). The public and effective risk communication. Toxicology Letters, 149(1-3),
391-397. https://doi.org/10.1016/j.toxlet.2003.12.049

Frewer, L. J., Howard, C., Hedderley, D., & Shepherd, R. (1999). Reactions to information about
genetic engineering: Impact of source characteristics, perceived personal relevance, and
persuasiveness. Public Understanding of Science, 8(1), 35-50. https://doi.org/10.1088/0963-6625/
8/1/003

Frey, B. S., Luechinger, S., & Stutzer, A. (2007). Calculating tragedy: Assessing the costs of terrorism.
Journal of Economic Surveys, 21(1), 1-24. https://doi.org/10.1111/j.1467-6419.2007.00505.x

Gierlach, E., Belsher, B. E., & Beutler, L. E. (2010). Cross-cultural differences in risk perceptions of
disasters. Risk Analysis, 30(10), 1539-1549. https://doi.org/10.1111/j.1539-6924.2010.01451.x

Greenberg, J., Solomon, S., & Pyszczynski, T. (1997). Terror management theory of self-esteem and
cultural worldviews: Empirical assessments and conceptual refinements. In M. P. Zanna (Ed.),
Advances in experimental social psychology (Vol. 29, pp. 61-139). Academic Press.

Grey, G. M., & Ropeik, D. P. (2002). Dealing with the dangers of fear: The role of risk communication.
Health Affairs, 21(6), 106-116. https://doi.org/10.1377/hlthaff.21.6.106


https://doi.org/10.1016/j.pubrev.2016.10.006
https://doi.org/10.1086/268763
http://dx.doi.org/10.19165/2011.1.02
http://dx.doi.org/10.19165/2011.1.02
https://doi.org/10.1177/0261927X16663590
https://doi.org/10.1177/0261927X16663590
https://doi.org/10.1111/sipr.12061
https://doi.org/10.1016/j.jenvp.2014.01.003
https://www.dhs.gov/national-terrorism-advisory-system
https://www.dhs.gov/national-terrorism-advisory-system
https://doi.org/10.1080/00224545.1987.9713735
https://doi.org/10.1080/13669877.2020.1758193
https://doi.org/10.1080/13669877.2020.1758193
https://doi.org/10.2105/AJPH.2007.124206
https://doi.org/10.1177/1745691612460685
https://doi.org/10.1177/1745691612460685
https://doi.org/10.1023/A:1024163023174
https://doi.org/10.1023/A:1024163023174
https://doi.org/10.1016/j.prps.2012.02.002
https://doi.org/10.1016/j.prps.2012.02.002
https://doi.org/10.1111/j.1747-9991.2010.00330.x
https://doi.org/10.1016/j.toxlet.2003.12.049
https://doi.org/10.1088/0963-6625/8/1/003
https://doi.org/10.1088/0963-6625/8/1/003
https://doi.org/10.1111/j.1467-6419.2007.00505.x
https://doi.org/10.1111/j.1539-6924.2010.01451.x
https://doi.org/10.1377/hlthaff.21.6.106

CRISIS AND RISK COMMUNICATION 15

Haselton, M. G., Nettle, D., & Murray, D. R. (2015). The evolution of cognitive bias. In D. M. Buss
(Ed.), The handbook of evolutionary psychology: Integrations (Vol. 2, pp. 968-987). John Wiley &
Sons, Inc.

Heldring, M. (2004). Talking to the public about terrorism: Promoting health and resilience. Families,
Systems, & Health, 22(1), 67-71. https://doi.org/10.1037/1091-7527.22.1.67

HMSO. (2006). Report into the London terrorist attacks on July 7 2005. Intelligence and security
committee.

Holford, D. L., Juanchich, M., & Sirota, M. (2022). Ambiguity and unintended inferences about risk
messages for COVID-19. Journal of Experimental Psychology Applied, 28(3), 486-508. https://doi.
org/10.1037/xap0000416

Hopkins, V., Pickup, M., & Matthews, S. (2023). Ambiguous COVID-19 messaging increases unsafe
socializing intentions. Journal of Behavioral Public Administration, 6, 1-14. https://doi.org/10.
30636/jbpa.61.299

Huddy, L., Feldman, S., Capelos, T., & Provost, C. (2002). The consequences of terrorism:
Disentangling the effects of personal and national threat. Political Psychology, 23(3), 485-509.
https://doi.org/10.1111/0162-895X.00295

Huddy, L., Feldman, S., Taber, C., & Lahav, G. (2005). Threat, anxiety, and support of anti-terrorism
policies. American Journal of Political Science, 49(3), 593-608. https://doi.org/10.1111/j.1540-5907.
2005.00144.x

Jenkin, C. M. (2006). Risk perception and terrorism: Applying the psychometric paradigm. Homeland
Security Affairs, 2(6). https://www.hsaj.org/articles/169

Johnson, D. D. P., & Fowler, J. H. (2011). The evolution of overconfidence. Nature, 477(7364),
317-320. https://doi.org/10.1038/nature10384

Kahneman, D. (2003). A perspective on judgment and choice: Mapping bounded rationality. The
American Psychologist, 58(9), 697-720. https://doi.org/10.1037/0003-066X.58.9.697

Kahneman, D. (2011). Thinking, fast and slow. Farrar, Straus and Giroux.

Kantorowicz, J., Kantorowicz-Reznichenko, E., & De Vries, G. (2025). Public perception of terrorism
attacks: A conjoint experiment. Journal of Peace Research, 62(2), 310-327. https://doi.org/10.1177/
00223433231200922

Kantorowicz, J., Kuipers, S., Liem, M., & Boin, A. (2023). Divergent shifts in fear of terrorism. Journal
of Contingencies and Crisis Management, 31(1), 149-155. https://doi.org/10.1111/1468-5973.12422

Kasperson, R. E., Webler, T., Ram, B., & Sutton, J. (2022). The social amplification of risk framework:
New perspectives. Risk Analysis, 42(7), 1367-1380. https://doi.org/10.1111/risa.13926

Kayam, O. (2018). The readability and simplicity of Donald Trump’s language. Political Studies
Review, 16(1), 73-88. https://doi.org/10.1177/1478929917706844

Klar, Y., Zakay, D., & Sharvit, K. (2002). ‘If I don’t get blown up. . .’: Realism in face of terrorism in an
Israeli nationwide sample. Risk, Decision and Policy, 7(2), 203-219. https://doi.org/10.1017/
$1357530902000625

Kollmann, J., Benyamini, Y., Lages, N. C., & Renner, B. (2022). The role of personal risk experience—
an investigation of health and terrorism risk perception in Germany and Israel. Risk Analysis, 42
(4), 818-829. https://doi.org/10.1111/risa.13804

Liem, M. C. A., Kuipers, S. L., & Sciarone, J. (2018). Terroristische Dreiging in Nederland | de
risicoperceptie en mogelijkheden voor risicocommunicatie. WODC.

Lindell, M. K., & Perry, R. W. (2012). The protective action decision model: Theoretical modifications
and additional evidence. Risk Analysis, 32(4), 616-632. https://doi.org/10.1111/j.1539-6924.2011.
01647.x

Manstead, A. S., & Van Eekelen, S. A. (1998). Distinguishing between perceived behavioral control
and self-efficacy in the domain of academic achievement intentions and behaviors. Journal of
Applied Social Psychology, 28(15), 1375-1392. https://doi.org/10.1111/j.1559-1816.1998.tb01682.x

McDermott, R., & Zimbardo, P. G. (2007). The psychological consequences of terrorist alerts. In
B. Bongar, L. M. Brown, L. E. Beutler, J. N. Breckenridge, & P. G. Zimbardo (Eds.), Psychology of
terrorism (pp. 357-370). Oxford University Press.

MI5. (n.d.). Threat levels. https://www.mi5.gov.uk/threat-levels


https://doi.org/10.1037/1091-7527.22.1.67
https://doi.org/10.1037/xap0000416
https://doi.org/10.1037/xap0000416
https://doi.org/10.30636/jbpa.61.299
https://doi.org/10.30636/jbpa.61.299
https://doi.org/10.1111/0162-895X.00295
https://doi.org/10.1111/0162-895X.00295
https://doi.org/10.1111/j.1540-5907.2005.00144.x
https://doi.org/10.1111/j.1540-5907.2005.00144.x
https://www.hsaj.org/articles/169
https://doi.org/10.1038/nature10384
https://doi.org/10.1037/0003-066X.58.9.697
https://doi.org/10.1177/00223433231200922
https://doi.org/10.1177/00223433231200922
https://doi.org/10.1111/1468-5973.12422
https://doi.org/10.1111/risa.13926
https://doi.org/10.1177/1478929917706844
https://doi.org/10.1017/S1357530902000625
https://doi.org/10.1017/S1357530902000625
https://doi.org/10.1111/risa.13804
https://doi.org/10.1111/j.1539-6924.2011.01647.x
https://doi.org/10.1111/j.1539-6924.2011.01647.x
https://doi.org/10.1111/j.1559-1816.1998.tb01682.x
https://www.mi5.gov.uk/threat-levels

16 (&) G.DE VRIES ET AL.

Mileti, D. S., & Sorensen, J. H. (1990). Communication of emergency public warnings: A social science
perspective and state-of-the-art assessment (No. ORNL-6609). Oak Ridge National Lab.

Morss, R. E., Mulder, K. J., Lazo, J. K., & Demuth, J. L. (2016). How do people perceive, understand,
and anticipate responding to flash flood risks and warnings? Results from a public survey in
Boulder, Colorado, USA. Journal of Hydrology, 541, 649-664. https://doi.org/10.1016/j.jhydrol.
2015.11.047

Mueller, J. E. (2006). Overblown: How politicians and the terrorism industry inflate national security
threats, and why we believe them. Simon and Schuster.

NCTV. (n.d.). Terrorist threat assessment Netherlands. https://english.nctv.nl/topics/terrorist-threat-
assessment-netherlands

Neufiner, O. (2021). Early warning alerts for extreme natural hazard events: A review of worldwide
practices. International Journal of Disaster Risk Reduction, 60, 102295. https://doi.org/10.1016/j.
ijdrr.2021.102295

Palenchar, M. J., & Heath, R. L. (2007). Strategic risk communication: Adding value to society. Public
Relations Review, 33(2), 120-129. https://doi.org/10.1016/j.pubrev.2006.11.014

Petty, R. E., & Cacioppo, J. T. (1986). Communication and persuasion: Central and peripheral routes to
attitude change. Springer-Verlag.

Petty, R. E., Haugtvedt, C. P., & Smith, S. M. (1995). Elaboration as a determinant of attitude strength:
Creating attitudes that are persistent, resistant, and predictive of behavior. In R. E. Petty &
J. Krosnick (Eds.), Attitude strength: Antecedents and consequences (pp. 93-130). Lawrence
Erlbaum.

Richman, J. A., Cloninger, L., & Rospenda, K. M. (2008). Macrolevel stressors, terrorism, and mental
health outcomes: Broadening the stress paradigm. American Journal of Public Health, 98(2),
323-329. https://doi.org/10.2105/AJPH.2007.113118

Rogers, M. B., Amlot, R., Rubin, G. J., Wessely, S., & Krieger, K. (2007). Mediating the social and
psychological impacts of terrorist attacks: The role of risk perception and risk communication.
International Review of Psychiatry, 19(3), 279-288. https://doi.org/10.1080/09540260701349373

Salmon, C. T., Park, H. S., & Wrigley, B. J. (2003). Optimistic bias and perceptions of bioterrorism in
Michigan corporate spokespersons, fall 2001. Journal of Health Communication, 8(supl), 130-143.
https://doi.org/10.1080/713851966

Sendai framework for disaster risk reduction 2015-2030 (2015). UN world conference on disaster risk
reduction, United Nations Office for Disaster Risk Reduction. Sendai, Japan. Geneva. https://www.
undrr.org/publication/sendai-framework-disaster-risk-reduction-2015-2030

Shapiro, J. N., & Cohen, D. K. (2007). Color bind: Lessons from the failed Homeland security advisory
system. Quarterly Journal: International Security, 32(2), 121-154. https://doi.org/10.1162/isec.
2007.32.2.121

Sharot, T. (2011). The optimism bias. Current Biology, 21(23), R941-R945. https://doi.org/10.1016/j.
cub.2011.10.030

Sharot, T., Korn, C. W., & Dolan, R. J. (2011). How unrealistic optimism is maintained in the face of
reality. Nature Neuroscience, 14(11), 1475-1479. https://doi.org/10.1038/nn.2949

Sharot, T., Riccardi, A. M., Raio, C. M., & Phelps, E. A. (2007). Neural mechanisms mediating
optimism bias. Nature, 450(7166), 102-105. https://doi.org/10.1038/nature06280

Shepperd, J. A., Carroll, P., Grace, J., & Terry, M. (2002). Exploring the causes of comparative
optimism. Psychologica Belgica, 42(1-2), 65-98. https://doi.org/10.5334/pb.986

Simon, H. A. (1955). A behavioral model of rational choice. Quarterly Journal of Economics, 69(1),
99-118. https://doi.org/10.2307/1884852

Simonovic, N., & Taber, J. M. (2022). Psychological impact of ambiguous health messages about
COVID-19. Journal of Behavioral Medicine, 45(2), 159-171. https://doi.org/10.1007/s10865-021-
00266-2

Sjoberg, L. (2005). The perceived risk of terrorism. Risk Management, 7(1), 43-61. https://doi.org/10.
1057/palgrave.rm.8240204

Sorensen, J. (2004). Risk communication and terrorism. Biosecurity and Bioterrorism: Biodefense
Strategy, Practice, and Science, 2(3), 229-231. https://doi.org/10.1089/bsp.2004.2.229


https://doi.org/10.1016/j.jhydrol.2015.11.047
https://doi.org/10.1016/j.jhydrol.2015.11.047
https://english.nctv.nl/topics/terrorist-threat-assessment-netherlands
https://english.nctv.nl/topics/terrorist-threat-assessment-netherlands
https://doi.org/10.1016/j.ijdrr.2021.102295
https://doi.org/10.1016/j.ijdrr.2021.102295
https://doi.org/10.1016/j.pubrev.2006.11.014
https://doi.org/10.2105/AJPH.2007.113118
https://doi.org/10.1080/09540260701349373
https://doi.org/10.1080/713851966
https://doi.org/10.1080/713851966
https://www.undrr.org/publication/sendai-framework-disaster-risk-reduction-2015-2030
https://www.undrr.org/publication/sendai-framework-disaster-risk-reduction-2015-2030
https://doi.org/10.1162/isec.2007.32.2.121
https://doi.org/10.1162/isec.2007.32.2.121
https://doi.org/10.1016/j.cub.2011.10.030
https://doi.org/10.1016/j.cub.2011.10.030
https://doi.org/10.1038/nn.2949
https://doi.org/10.1038/nature06280
https://doi.org/10.5334/pb.986
https://doi.org/10.2307/1884852
https://doi.org/10.1007/s10865-021-00266-2
https://doi.org/10.1007/s10865-021-00266-2
https://doi.org/10.1057/palgrave.rm.8240204
https://doi.org/10.1057/palgrave.rm.8240204
https://doi.org/10.1089/bsp.2004.2.229

CRISIS AND RISK COMMUNICATION 17

Stajkovic, A. D., & Luthans, F. (1998). Self-efficacy and work-related performance: A meta-analysis.
Psychological Bulletin, 124(2), 240-261. https://doi.org/10.1037/0033-2909.124.2.240

Stevens, G., Agho, K., Taylor, M., Jones, A. L., Jacobs, J., Barr, M., & Raphael, B. (2011). Alert but less
alarmed: A pooled analysis of terrorism threat perception in Australia. BMC Public Health, 11(1),
1-11. https://doi.org/10.1186/1471-2458-11-797

Sunstein, C. R. (2003). Terrorism and probability neglect. Journal of Risk and Uncertainty, 26(2-3),
121-136. https://doi.org/10.1023/A:1024111006336

Sutton, J., & Kuligowski, E. D. (2019). Alerts and warnings on short messaging channels: Guidance
from an expert panel process. Natural Hazards Review, 20(2), 04019002. https://doi.org/10.1061/
(ASCE)NH.1527-6996.0000324

Taylor, A. L., Dessai, S., & De Bruin, W. B. (2015). Communicating uncertainty in seasonal and
interannual climate forecasts in Europe. Philosophical Transactions of the Royal Society A:
Mathematical, Physical and Engineering Sciences, 373(2055), 20140454. https://doi.org/10.1098/
rsta.2014.0454

Taylor, A. L., Kause, A., Summers, B., & Harrowsmith, M. (2019). Preparing for Doris: Exploring
public responses to impact-based weather warnings in the United Kingdom. Weather, Climate, and
Society, 11(4), 713-729. https://doi.org/10.1175/WCAS-D-18-0132.1

Toureng, S., Boustras, G., & Gutteling, J. M. (2017). Risk communication policy design: Cyprus
compared to France and the Netherlands. Journal of Risk Research, 20(4), 533-550. https://doi.org/
10.1080/13669877.2015.1100656

Tversky, A., & Kahneman, D. (1974). Judgment under uncertainty: Heuristics and biases. Science, 185
(4157), 1124-1131. https://doi.org/10.1126/science.185.4157.1124

Van Der Does, R., Kantorowicz, J., Kuipers, S., & Liem, M. (2021). Does terrorism dominate citizens’
hearts or minds? The relationship between fear of terrorism and trust in government. Terrorism
and Political Violence, 33(6), 1276-1294. https://doi.org/10.1080/09546553.2019.1608951

Von Hippel, W., & Trivers, R. (2011). The evolution and psychology of self-deception. Behavioral and
Brain Sciences, 34(1), 1-56. https://doi.org/10.1017/50140525X10001354

Weinstein, N. D. (1980). Unrealistic optimism about future life events. Journal of Personality ¢» Social
Psychology, 39(5), 806. https://doi.org/10.1037/0022-3514.39.5.806

Weinstein, N. D. (1989). Optimistic biases about personal risks. Science, 246(4935), 1232-1234.
https://doi.org/10.1126/science.2686031

Wong, T. F.,, & Yan, Y. Y. (2002). Perceptions of severe weather warnings in Hong Kong.
Meteorological Applications, 9(3), 377-382. https://doi.org/10.1017/S1350482702003110

Wood, M. M., Mileti, D. S., Kano, M., Kelley, M. M., Regan, R., & Bourque, L. B. (2012).
Communicating actionable risk for terrorism and other hazards. Risk Analysis, 32(4), 601-615.
https://doi.org/10.1111/j.1539-6924.2011.01645.x

Zarcadoolas, C. (2011). The simplicity complex: Exploring simplified health messages in a complex
world. Health Promotion International, 26(3), 338-350. https://doi.org/10.1093/heapro/daq075


https://doi.org/10.1037/0033-2909.124.2.240
https://doi.org/10.1186/1471-2458-11-797
https://doi.org/10.1023/A:1024111006336
https://doi.org/10.1061/(ASCE)NH.1527-6996.0000324
https://doi.org/10.1061/(ASCE)NH.1527-6996.0000324
https://doi.org/10.1098/rsta.2014.0454
https://doi.org/10.1098/rsta.2014.0454
https://doi.org/10.1175/WCAS-D-18-0132.1
https://doi.org/10.1080/13669877.2015.1100656
https://doi.org/10.1080/13669877.2015.1100656
https://doi.org/10.1126/science.185.4157.1124
https://doi.org/10.1080/09546553.2019.1608951
https://doi.org/10.1017/S0140525X10001354
https://doi.org/10.1037/0022-3514.39.5.806
https://doi.org/10.1126/science.2686031
https://doi.org/10.1126/science.2686031
https://doi.org/10.1017/S1350482702003110
https://doi.org/10.1111/j.1539-6924.2011.01645.x
https://doi.org/10.1111/j.1539-6924.2011.01645.x
https://doi.org/10.1093/heapro/daq075

