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Summary

Power grids are experiencing a digital transformation through the integration of informa-
tion and communication technologies, such as the Internet of Things (IoT), big data, and
Artificial Intelligence (AI). All of these technologies enhance the operational efficiency
and intelligence of power grids. However, digitalization introduces new vulnerabilities
in power systems, highlighting the urgent necessity of strengthening cyber resilience to
protect the stability and security of power grids against emerging threats. Incidents in
the real world, including the Ukrainian power grid cyber attacks in 2015, 2016, and 2022,
illustrate the imminent threat presented by cyber adversaries utilizing Advanced Persistent
Threat (APT). In contrast to traditional cyber attacks, APTs exhibit more sophisticated
techniques portrayed to their characteristics, including stealthy tactics, prolonged per-
sistence, and exploitative use of zero-day vulnerabilities. Due to the characteristics of
APTs, traditional cyber security measures are inadequate for addressing these challenges.
Motivated by these challenges, this thesis is focused on APT detection and correlation on
cyber-physical power systems.

This thesis starts with an investigation of cyber security in power grids, which is
crucial to formulating effective mitigation strategies. It provides an in-depth analysis of the
cyber threat landscape, system vulnerabilities, state-of-the-art mitigation techniques, and
cyber attack modeling within cyber-physical power systems. Building on this foundation,
the thesis proposes an advanced cyber-physical power system kill chain to overcome the
limitations of existing frameworks for identifying cyber attack stages. The focus of this
research is to address APTs on power grids by targeting three key challenges of APTs (1)
stealthiness, (2) prolonged persistence, and (3) zero-day attack.

APTs stealthiness: APTs are highly stealthy, utilizing advanced methods to evade
detection. They frequently employ concealed attack processes, hiding behind legitimate
traffic to evade traditional security measures such as Intrusion Detection System (IDS)
and firewalls. The stealthy nature of APTs is characterized by infinitesimal anomalies and
insignificant changes compared to legitimate traffic. Consequently, it presents scientific
challenges regarding the necessity for highly sensitive anomaly detection systems.

APTs prolonged persistence: APTs are specifically designed to evade detection for pro-
longed durations, spanning months or even years. To address this challenge, it is crucial to
analyze anomaly correlation over prolonged periods. However, the state-of-the-art anomaly
detection techniques for cyber-physical power systems are predominantly formulated as
standalone solutions, addressing either power system anomalies or cyber anomalies inde-
pendently. These methodologies are constrained in scope as they concentrate on identifying
individual anomaly instances without addressing the interdependencies and correlations
among multiple anomalies across systems in long-terms. Consequently, they are insuffi-
cient for detecting and correlating the lateral movement of anomalies triggered by APTs.
The main scientific challenge at this point lies in the detection of low-frequency, timely non-
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deterministic, and stealthy anomalies, which often evade traditional detection techniques
due to their evasive and intermittent nature.

APTs zero-day attacks: Adversaries often implement zero-day attacks that leverage a vul-
nerability in the communication protocols, software, or hardware that remains undisclosed
to the vendor or the public. Conventional security systems, such as antivirus software,
firewalls, and IDS, rely heavily on signature-based detection, where known attack patterns
are identified using predefined signatures. However, a zero-day attack is a new cyber attack
without a known signature or any preliminary information. From a scientific standpoint,
the challenge of detecting zero-day attacks resulted from the need for anomaly-based de-
tection methods. These methods operate independently from pre-existing attack signatures
or known threat patterns. Unlike signature-based methods, which rely on prior knowledge,
zero-day detection must focus on identifying anomalies from baseline system behavior.

Based on the discussion above, this thesis addresses the aforementioned challenges of
APTs by proposing novel hybrid deep learning models using graph-based deep learning
and semi-supervised learning. In particular, the major contributions of this thesis are
summarized as follows.

Cyber-Physical Power System Model and Advanced Cyber-Physical Power System Kill
Chain: This thesis provides a comprehensive investigation of cyber security in power
systems, with a focus on the evolving cyber threat landscape, system vulnerabilities, and
existing mitigation strategies. It introduces a cyber-physical power system model that
incorporates a cyber range, designed to simulate both attacks and defenses within a high-
fidelity environment. Additionally, it proposes an Advanced Cyber-Physical Power System
(ACPPS) Kill Chain framework. The ACPPS Kill Chain identifies the APT characteristics
that are unique to power systems. It defines and examines the cyber-physical APT stages
spanning from the initial phases of infiltration to cascading failures and a power system
blackout. These elements together are critical for defining and implementing effective
mitigation strategies against APTs on power systems.

Attack Graph Model: For addressing stealthy APTs, this thesis proposes an attack graph
model that leverages a Software Defined Networking (SDN) for online situational awareness
of cyber attacks. The model utilizes a hybrid deep learning approach combining Graph
Convolutional Long Short-Term Memory (GC-LSTM) and Convolutional Neural Network
(CNN) to classify Operational Technology (OT) network traffic as either anomalous or
normal. This advanced deep learning model can detect infinitesimal traffic anomalies,
significantly reducing false positives and false negatives. Furthermore, the proposed
method can accurately identify the specific location of OT anomalies in near real-time,
offering enhanced responsiveness in detecting and mitigating APTs.

APT Spatio-Temporal Correlation: To address the prolonged persistence of APTs, this
thesis proposes an APT spatio-temporal correlation strategy. This approach utilizes a
Cyber-Physical System Integration Matrix (CPSIM) and an Enhanced Graph Convolutional
Long Short-Term Memory (EGC-LSTM) model. The CPSIM matrix constructs a topolog-
ical correlation between cyber and physical system anomalies in Cyber-Physical Power
System (CPPS), while the EGC-LSTM model applies spatio-temporal correlation to predict
subsequent anomalies caused by the lateral movement of APTs. Together, these methods
offer a comprehensive solution for correlating APT activities in both spatial and temporal
domains, enabling effective prediction of lateral movements and enhancing the overall
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defense against persistent cyber threats.
Semi-Supervised IDS for Digital Substations: To address zero-day attacks, this thesis

introduces a semi-supervised intrusion detection system specifically designed for digital
substations. The detection methodology leverages both traffic payload and interarrival
time, which is compiled into a vector that represents the behavioral characteristics of
OT traffic. To enhance the classification performance between normal and anomalous
traffic, the approach incorporates frequency domain characterization of interarrival times
using the FFT and the Kolmogorov-Smirnov test. The semi-supervised classifier is imple-
mented through a combination of Self-Organizing Maps (SOM) and Density-Based Spatial
Clustering of Applications with Noise (DBSCAN), enabling the identification of zero-day
attacks while addressing the challenges posed by imbalanced datasets. This integrated
framework effectively improves the detection accuracy and robustness of the IDS, providing
a comprehensive solution for identifying zero-day attacks in digital substations.
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Samenvatting
Energiesystemen ondergaan een digitale transformatie door de integratie van informatie-
en communicatietechnologieën, zoals het Internet of Things (IoT), big data en Kunst-
matige Intelligentie (AI). Al deze technologieën verbeteren de operationele efficiëntie en
intelligentie van energienetwerken. Digitalisering introduceert echter nieuwe kwetsbaarhe-
den in energiesystemen, wat de dringende noodzaak voor versterkte cyberweerbaarheid
benadrukt om zo de stabiliteit en veiligheid van energienetwerken tegen opkomende
bedreigingen te beschermen. Recente incidenten, waaronder de cyberaanvallen op het
Oekraïense elektriciteitsnet in 2015, 2016 en 2022, illustreren de dreiging van cyberte-
genstanders die gebruikmaken van Advanced Persistent Threats (APTs). In tegenstelling
tot traditionele cyberaanvallen vertonen APT’s geavanceerdere technieken die worden
gekenmerkt door hun onzichtbare tactieken, langdurige aanwezigheid en het uitbuiten van
zero-day kwetsbaarheden. Vanwege deze kenmerken van APT’s zijn traditionele cyber-
beveiligingsmaatregelen ontoereikend om deze uitdagingen te adresseren. Gemotiveerd
door deze uitdagingen richt dit proefschrift zich op de detectie en correlatie van APT’s in
cyber-fysieke energiesystemen.

Dit proefschrift begint met een onderzoek naar cyberbeveiliging in energienetwerken,
wat cruciaal is voor het formuleren van effectieve mitigatiestrategieën. Het biedt een
diepgaande analyse van het cyberdreigingslandschap, systeemkwetsbaarheden, de meest
geavanceerde mitigatietechnieken en de modellering van cyberaanvallen in cyber-fysieke
energiesystemen. Op basis van deze fundering introduceert het proefschrift een gea-
vanceerde kill chain voor cyber-fysieke energiesystemen, om de beperkingen van bestaande
raamwerken bij het identificeren van fasen van cyberaanvallen te overwinnen. De focust
van dit onderzoek is gericht op drie belangrijke uitdagingen van APT’s: (1) zichtbaarheid,
(2) langdurige aanwezigheid en (3) zero-day aanvallen.

Zichtbaarheid van APT’s: APT’s zijn zeer sterk verborgen en maken gebruik van
geavanceerde methoden om detectie te vermijden. Ze maken vaak gebruik van obscure
aanvalsmethoden en verschuilen zich achter legitiem netwerkverkeer om traditionele
beveiligingsmaatregelen zoals Intrusion Detection Systems (IDS) en firewalls te omzeilen.
APT’s worden gekenmerkt door minimale afwijkingen van legitiem netwerkverkeer. Dit
vormt wetenschappelijke uitdagingen vanwege de noodzaak voor extreem gevoelige anoma-
liedetectiesystemen.

Langdurige aanwezigheid van APT’s: APT’s zijn specifiek ontworpen om detectie
gedurende lange periodes, vaak maanden of zelfs jaren, te vermijden. Om deze uitdaging
aan te pakken is het essentieel om anomalieën over langere tijdsperioden te analyseren
en te correleren. De huidige state-of-the-art technieken voor anomaliedetectie in cyber-
fysieke energiesystemen worden echter meestal als standalone-oplossingen geformuleerd
en richten zich uitsluitend op cyber- of fysieke anomalieën. Deze methoden zijn beperkend,
omdat ze zich concentreren op afzonderlijke anomalieën zonder rekening te houden met
de interdependenties en correlaties tussen meerdere anomalieën over langere periodes.



xx Samenvatting

Hierdoor zijn ze onvoldoende om de laterale beweging van anomalieën, veroorzaakt door
APT’s, te detecteren en te correleren. De belangrijkste wetenschappelijke uitdaging op dit
punt is het detecteren van weinig voorkomende, tijdgevoelige en moeilijk voorspelbare
anomalieën.

Zero-day aanvallen van APT’s: Tegenstanders voeren vaak zero-day aanvallen uit die
misbruik maken van een kwetsbaarheid in communicatieprotocollen, software of hardware
die niet bekend is bij de fabrikant of het publiek. Traditionele beveiligingssystemen zoals
antivirussoftware, firewalls en IDS vertrouwen sterk op signature-based – met andere
woorden: de vingerafdruk of blauwdruk van een anomalie – detectie. Een zero-day aanval
is echter een nieuwe cyberaanval zonder bekende vingerafdruk of voorafgaande informatie.
Wetenschappelijk gezien vereist de detectie van zero-day aanvallen anomaliegerichte
detectiemethoden die onafhankelijk zijn van bestaande aanvalsblauwdrukken of bekende
dreigingspatronen.

Op basis van bovenstaande bespreking behandelt dit proefschrift de genoemde uitdagin-
gen van APT’s door een voorstel voor nieuwe hybride deep learning-modellen, met behulp
van op grafen-gebaseerde deep learning en semi-gesuperviseerde leermethoden. De belan-
grijkste bijdragen van dit proefschrift zijn als volgt samengevat:

Cyber-Physical Power SystemModel en Advanced Cyber-Physical Power System Kill Chain:
Deze thesis biedt een uitgebreide analyse van cyberbeveiliging in energiesystemen, met
een focus op het steeds veranderende cyberdreigingslandschap, systeemkwetsbaarheden
en bestaande mitigatiestrategieën. Het introduceert een cyber-fysiek energiesysteemmodel
dat een cyber-range omvat, ontworpen om zowel aanvallen als verdedigingen in een
hoog-realistische omgeving te simuleren. Daarnaast wordt een Advanced Cyber-Physical
Power System Kill Chain (ACPPS kill chain) raamwerk voorgesteld. De ACPPS kill chain
identificeert de kenmerken van Advanced Persistent Threats (APT) die specifiek zijn voor
energiesystemen. Het definieert en onderzoekt de cyber-fysieke APT-fasen, variërend
van de initiële infiltratie tot cascaderende storingen en een volledige stroomuitval. Deze
elementen zijn essentieel voor het definiëren en implementeren van effectieve mitigaties-
trategieën tegen APT’s op energiesystemen.

Aanvalsdiagrammodel: Om verborgen APT’s aan te pakken, stelt deze thesis een aan-
valsdiagrammodel voor dat gebruikmaakt van een Software Defined Network (SDN) voor
online situationeel bewustzijn van cyberaanvallen. Het model maakt gebruik van een hy-
bride deep learning-aanpak die Graph Convolutional Long Short-TermMemory (GC-LSTM)
en Convolutional Neural Networks (CNN) combineert om netwerkverkeer in Operationele
Technologie (OT) te classificeren als abnormaal of normaal. Dit geavanceerde deep learning
model kan uiterst kleine verkeersanomalieën detecteren, waardoor het aantal false positives
en false negatives aanzienlijk wordt verminderd. Bovendien kan de voorgestelde methode
de specifieke locatie van OT-anomalieën bijna real-time identificeren, wat de reactietijd bij
het detecteren en mitigeren van APT’s aanzienlijk verbetert.

APT Spatio-Temporal Correlation: Om de langdurige aanwezigheid van APT’s aan te
pakken, stelt deze thesis een APT ruimte-tijd correlatiestrategie voor. Deze aanpak maakt
gebruik van een Cyber-Physical System IntegrationMatrix (CPSIM) en een Enhanced Graph
Convolutional Long Short-Term Memory (EGC-LSTM) model. De CPSIM-matrix legt een
topologische correlatie vast tussen cyber- en fysieke systeemanomalieën in Cyber-Physical
Power Systems (CPPS). Het EGC-LSTM-model past ruimtelijke-temporele correlatie toe om
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daaropvolgende anomalieën te voorspellen die worden veroorzaakt door de laterale beweg-
ing van APT’s. Deze methoden samen bieden een uitgebreide oplossing voor het correleren
van APT-activiteiten in zowel ruimtelijke als temporele domeinen, waardoor effectieve
voorspellingen van laterale bewegingen mogelijk worden en de algehele verdediging tegen
aanhoudende cyberdreigingen wordt versterkt.

Semi-gecontroleerde IDS voor digitale onderstations: Om zero-day-aanvallen aan te
pakken, introduceert deze thesis een semi-supervised intrusion detection system (IDS)
dat speciaal is ontworpen voor digitale onderstations. De detectiemethode maakt ge-
bruik van zowel de pakketinhoud als de tijd tussen pakketoverdrachten, die worden ver-
werkt tot een vector die de gedragskenmerken van OT-verkeer vertegenwoordigt. Om
de classificatieprestaties tussen normaal en abnormaal verkeer te verbeteren, wordt een
frequentiedomeinkarakterisering van de tussentijden toegepast met behulp van de Fast
Fourier Transform (FFT) en de Kolmogorov-Smirnov-test. De semi-supervised classifi-
catie wordt geïmplementeerd met een combinatie van Self-Organizing Maps (SOM) en
Density-Based Spatial Clustering of Applications with Noise (DBSCAN), waardoor zero-day-
aanvallen kunnen worden geïdentificeerd en de uitdagingen van onevenwichtige datasets
worden aangepakt. Dit geïntegreerde raamwerk verbetert de detectienauwkeurigheid en
robuustheid van de IDS, en biedt een uitgebreide oplossing voor het identificeren van
zero-day-aanvallen in digitale onderstations.
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Ringkasan
Sistem tenaga listrik sedang mengalami transformasi digital. Integrasi antara teknologi
informasi dan komunikasi, seperti Internet of Things (IoT), big data, hingga kecerdasan
buatan (Artificial Intelligence/AI) meningkatkan efisiensi operasional dan kecerdasan
jaringan listrik. Namun, proses digitalisasi ini juga memperkenalkan kerentanan baru
di dalam sistem tenaga listrik. Sehingga, diperlukan peningkatan ketahanan siber untuk
melindungi stabilitas dan keamanan jaringan listrik dari ancaman yang muncul. Beberapa
insiden di dunia nyata, termasuk serangan siber terhadap jaringan listrik di Ukraina
pada tahun 2015, 2016, dan 2022, menggambarkan ancaman nyata dari pihak-pihak yang
menggunakan strategi Advanced Persistent Threats (APTs).

Berbeda dengan serangan siber konvensional, APT menunjukkan teknik yang lebih
canggih sesuai dengan karakteristiknya, termasuk taktik tersembunyi, persistensi jangka
panjang, dan eksploitasi terhadap zero-day vulnerabilities. Karena karakteristik APT terse-
but, langkah-langkah keamanan siber tradisional tidak cukup memadai untuk mengatasi
tantangan ini. Berangkat dari tantangan ini, tesis ini fokus untuk mendeteksi dan men-
gorelasikan APT dalam sistem siber-fisik.

Tesis ini dimulai dengan mengeksplorasi keamanan siber pada jaringan listrik, yang
berguna untuk merumuskan strategi mitigasi yang efektif. Tesis ini memberikan analisis
mendalam tentang lanskap ancaman siber, kerentanan sistem, teknik mitigasi terkini, dan
pemodelan serangan siber dalam sistem siber-fisik. Berdasarkan landasan tersebut, tesis
ini mengusulkan advanced cyber-physical power system (ACPPS) kill chain untuk mengatasi
keterbatasan kerangka analisa yang ada di dalam proses untuk mengidentifikasi tahapan
serangan siber. Fokus penelitian ini adalah untuk menangani APT pada jaringan listrik
dengan menargetkan tiga tantangan utama APT, yaitu (1) tersembunyi, (2) mempunyai
persistensi jangka panjang, dan (3) menggunakan serangan zero-day.

Tersembunyi: APTs sifatnya relatif tersembunyi dan sukar dideteksi. APT kerap meng-
gunakan metode canggih untuk menghindari deteksi. APT sering kali menggunakan proses
serangan yang disamarkan dan bersembunyi di balik komunikasi yang sah untuk menghin-
dari sistem keamanan konvensional seperti Intrusion Detection Systems (IDS) dan firewall.
Sifat tersembunyi APT ini ditandai dengan anomali yang sangat kecil dan perubahan yang
tampaknya tidak signifikan dibandingkan komunikasi normal. Oleh karena itu, hal ini
menimbulkan tantangan ilmiah mengenai kebutuhan terhadap sistem deteksi anomali
yang sangat sensitif.

Mempunyai Persistensi Jangka Panjang: APT dirancang khusus untuk menghindari de-
teksi selama periode waktu yang lama, yang dalam hal ini bisa berlangsung berbulan-bulan
hingga bertahun-tahun. Untuk menghadapi tantangan ini, penting untuk menganalisis
korelasi anomali dalam jangka waktu yang lama. Namun, teknik deteksi anomali terkini un-
tuk sistem siber-fisik sebagian besar dirumuskan sebagai solusi terpisah, hanya menangani
anomali pada sistem fisik atau anomali siber secara terpisah. Metodologi tersebut menjadi
terbatas, karena hanya berfokus untuk mendeteksi anomali individual tanpa mempertim-
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bangkan korelasi dan ketergantungan antar anomali dalam jangka panjang. Akibatnya,
mereka tidak cukup mampu mendeteksi dan menghubungkan pergerakan lateral dari
anomali yang dipicu oleh APT. Tantangan ilmiah utama terletak pada deteksi anomali yang
frekuensinya rendah, waktunya tidak dapat diidentifikasi secara deterministik, dan bersifat
tersembunyi, yang sering kali luput dari teknik deteksi konvensional.

Rentan Terhadap Serangan Zero-Day: Serangan siber sering kali menggunakan seran-
gan zero-day dengan memanfaatkan kerentanan dalam protokol komunikasi, perangkat
lunak, atau perangkat keras yang belum diketahui oleh produsenya atau publik secara
umum. Sistem keamanan konvensional seperti antivirus, firewall, dan IDS sangat bergan-
tung pada deteksi berbasis signature, di mana pola serangan yang diketahui diidentifikasi
menggunakan signature yang telah ditentukan sebelumnya. Namun, serangan zero-day
adalah serangan siber baru tanpa signature yang diketahui atau informasi awal apapun.
Dari sudut pandang ilmiah, tantangan dalam mendeteksi serangan zero-day berasal dari
kebutuhan untuk metode deteksi berbasis anomali. Metode ini bekerja tanpa bergantung
pada signature serangan yang sudah ada atau pola ancaman yang dikenal. Berbeda dengan
metode berbasis signature, deteksi zero-day perlu berfokus untuk mengenali anomali dari
karakteristik dan perilaku sistem dasar.

Berdasarkan pembahasan di atas, tesis ini menghadapi tantangan APT tersebut dengan
mengusulkan model deep learning hibrida baru menggunakan pendekatan graph-based deep
learning dan semi-supervised learning. Secara khusus, kontribusi utama tesis ini dirangkum
sebagai berikut:

Model Sistem Siber-Fisik dan Advanced Cyber-Physical Power System Kill Chain: Tesis
ini memberikan penyelidikan komprehensif terhadap keamanan siber dalam sistem ke-
listrikan, dengan fokus pada evolusi lanskap ancaman siber, kerentanan sistem, dan strategi
mitigasi yang ada. Tesis ini memperkenalkan model sistem siber-fisik yang mencakup cyber
range, yang dirancang untuk menyimulasikan serangan dan pertahanan dalam lingkungan
yang sangat mirip dengan kenyataan. Selain itu, tesis ini mengusulkan kerangka kerja
Advanced Cyber-Physical Power System Kill Chain (ACPPS kill chain), yang mengidentifikasi
karakteristik APT yang unik pada sistem kelistrikan. Kerangka ini mendefinisikan dan
mengaji tahapan APT siber-fisik mulai dari fase awal infiltrasi, propagasi gangguan, hingga
gangguan total. Semua elemen ini sangat penting dalam mendefinisikan dan menerapkan
strategi mitigasi yang efektif terhadap APT pada sistem siber fisik kelistrikan.

Model Attack Graph: Untuk menangani APT yang tersembunyi, tesis ini mengusulkan
model attack graph yang memanfaatkan Software Defined Network (SDN) untuk meng-
hadirkan kesadaran situasional serangan siber secara langsung. Model ini menggunakan
pendekatan deep learning hibrida yang menggabungkan Graph Convolutional Long Short-
Term Memory (GC-LSTM) dan Convolutional Neural Networks (CNN) untuk mengklasi-
fikasikan lalu lintas jaringan Operational Technology (OT) sebagai anomali atau normal.
Model deep learning ini mampu mendeteksi anomali komunikasi yang sangat kecil, se-
hingga secara signifikan mengurangi false positive dan false negative. Selain itu, metode ini
dapat mengidentifikasi lokasi spesifik anomali OT secara langsung, sehingga memberikan
respons yang lebih cepat dalam mendeteksi dan mengatasi APT.

Korelasi Spatio-Temporal APT: Untuk menghadapi tantangan persistensi APT dalam
jangka panjang, tesis ini mengusulkan strategi korelasi spatio-temporal APT. Pendekatan ini
menggunakanCyber-Physical System IntegrationMatrix (CPSIM) danmodel Enhanced Graph
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Convolutional Long Short-Term Memory (EGC-LSTM). Matriks CPSIM membentuk korelasi
topologis antara anomali sistem siber dan fisik dalam Cyber-Physical Power Systems (CPPS),
sementara model EGC-LSTM menerapkan korelasi spasial-temporal untuk memprediksi
anomali berikutnya akibat pergerakan lateral dari APT. Kedua metode ini memberikan
solusi menyeluruh untukmengorelasikan aktivitas APT dalam domain spasial dan temporal,
memungkinkan prediksi pergerakan lateral secara efektif dan meningkatkan pertahanan
terhadap ancaman siber yang persisten.

Semi-Supervised IDS untuk Digital Substation: Untuk mengatasi serangan zero-day,
tesis ini memperkenalkan sistem IDS semi-supervised yang dirancang khusus untuk digital
substation. Metodologi deteksi ini memanfaatkan informasi lalu lintas dan waktu antar
kedatangan (interarrival time), yang dikompilasi ke dalam vektor yang merepresentasikan
karakteristik perilaku lalu lintas OT. Untuk meningkatkan performa klasifikasi antara
lalu lintas normal dan anomali, pendekatan ini mengintegrasikan karakterisasi domain
frekuensi dari waktu antar kedatangan menggunakan Fast Fourier Transform (FFT) dan uji
Kolmogorov-Smirnov. Klasifikasi semi-supervised diimplementasikan melalui kombinasi
Self-Organizing Maps (SOM) dan Density-Based Spatial Clustering of Applications with Noise
(DBSCAN), memungkinkan identifikasi serangan zero-day sambil mengatasi tantangan
data tidak seimbang. Kerangka kerja terintegrasi ini secara efektif meningkatkan akurasi
dan ketahanan deteksi IDS, memberikan solusi menyeluruh untuk mendeteksi serangan
zero-day pada digital substation.
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List of Acronyms
ACPPS Advanced Cyber-Physical Power System

AD Active Directory

AI Artificial Intelligence

AMI Advanced Metering Infrastructure

APDU Application Protocol Data Unit

API Application Programming Interface

APT Advanced Persistent Threat

AUC Area Under the Curve

BCU Bay Control Unit

BMU Best Matching Unit

C2 Command and Control

CB Circuit Breaker

CT Current Transformer

CNN Convolutional Neural Network

COMTRADE COMmon format for TRAnsient Data Exchange

CPPS Cyber-Physical Power System

CPS Cyber-Physical System

CPSIM Cyber-Physical System Integration Matrix

CRoF Control Room of the Future

CSIRT Computer Security Incident Response Team

CVE Common Vulnerabilities and Exposures

CyResGrid Cyber Resilient Grid

DBSCAN Density-Based Spatial Clustering of Applications with Noise

DDoS Distributed Denial of Services

DLL Dynamic Link Library
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DNP3 Distributed Network Protocol 3

DNS Domain Name System

DoS Denial of Services

DPI Deep Packet Inspection

DSO Distribution System Operator

ED Euclidean Distance

EGC-LSTM Enhanced Graph Convolutional Long Short-Term Memory

ENTSO-E European Network of Transmission System Operators for Electricity

FACTS Flexible Alternating Current Transmission System

FCN Fully Convolutional Neural Network

FDI False Data Injection

FFT Fast Fourier Transform

FGraph Forensic Graph

GC-LSTM Graph Convolutional Long Short-Term Memory

GCN Graph Convolutional Network

GConvGRU Graph Convolutional Gated Recurrent Unit

Gmean Geometric Mean

GMM Gaussian Mixture Model

GNN Graph Neural Network

GOOSE Generic Object Oriented Substation Event

GPS Global Positioning System

GRU Gated Recurrent Unit

HD Hamming Distance

HIL Hardware in the Loop

HMAC Hash-based Message Authentication Code

HMI Human Machine Interface

HNSW Hierarchical Navigable Small World

HTTP Hypertext Transfer Protocol

HTTPS Hypertext Transfer Protocol Secure



List of Acronyms xxix

ICCP Inter-Control Center Communications Protocol

ICMP Internet Control Message Protocol

ICS Industrial Control System

IDPS Intrusion Detection and Prevention System

IDS Intrusion Detection System

IED Intelligent Electronic Devices

IoT Internet of Things

IP Internet Protocol

IT Information Technology

KDT K Decision Tree

KM K Means

KNN K-Nearest Neighbors

LRM Long Range Memory

LSASS Local Security Authority Subsystem Service

LSH Locality Sensitive Hashing

LSTM Long Short-Term Memory

MAC Message Authentication Code

MITM Man-in-the-Middle

MLP Multi-Layer Perceptron

MU Merging Unit

MMS Manufacturing Message Specification

MSE Mean Square Error

NGF Next-Generation Firewall

NN Neural Network

OLTC On-Load Tap Changer

OPC Open Platform Communication

OPC UA Open Platform Communication Unified Architecture

OS Operating System

OSI Open Systems Interconnection
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OSINT Open Source Intelligence

OT Operational Technology

PDC Phasor Data Concentrator

PLC Programmable Logic Controller
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Introduction

Power grids are undergoing a digital transformation, integrating advanced technologies
to enhance operational efficiency. However, this digitalization introduces vulnerabilities,
especially from Advanced Persistent Threats (APTs), which employ stealthy tactics, prolonged
persistence, and zero-day attacks. These sophisticated threats surpass the capabilities of
traditional cyber security measures. Motivated by these challenges, this thesis focuses on
addressing APTs in cyber-physical power systems by overcoming three key challenges, i.e.,
detecting stealthy anomalies, correlating prolonged anomalies, and identifying zero-day
attacks. This thesis introduces a Cyber-Physical Power System Model and an Advanced Cyber-
Physical Power System Kill Chain, which map out APT stages from infiltration to system
blackout. To detect stealthy APTs, it proposes an attack graph model using hybrid deep learning
techniques, enabling real-time anomaly detection with minimal false positives. For prolonged
persistence, the study proposes a spatio-temporal correlation strategy with a correlation matrix
and deep learning, predicting lateral anomaly movements across systems. Addressing zero-day
attacks, a semi-supervised Intrusion Detection System (IDS) is developed, integrating traffic
payload analysis, frequency characterization, and unsupervised clustering to detect anomalies.
This thesis contributes innovative methodologies to enhance APT detection and correlation in
power grids, ensuring their security and resilience in the face of evolving cyber threats.
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1.1 Background and Motivation
Power grids are facing a major digital transformation. Advanced technologies are in-
corporated to enhance the monitoring, control, and intelligence of power grids, such as
Operational Technologies (OTs), the Internet of Things (IoT), big data, and Artificial Intelli-
gence (AI). These innovations are essential to build future power systems with enhanced
operational efficiency, intelligence, and resilience. However, this digitalization also exposes
power grids to notable cyber security challenges. The integration of digital technologies
expands the attack surfaces, introducing new vulnerabilities and threats that possibly
jeopardize the security and stability of power systems. The imminence of these threats
has been demonstrated by recent cyber attacks on power grids. This situation highlights
the necessity of enhancing the cyber resilience of power grids to safeguard their digital
transformation.

Table 1.1 shows the incidents of cyber attacks impacting cyber-physical power sys-
tems. These incidents prove that cyber security incidents related to power grids are already
present across the world. On December 23, 2015 cyber attacks were conducted on the power
grid in Ukraine that resulted in power outages, which affected 225,000 customers [8]. More
sophisticated cyber attacks on the Ukrainian power grid followed on December 17, 2016 re-
sulting in a power outage in the distribution network where 200MWof load was unsupplied
[9]. On March 9, 2020 it was reported that the Information Technology (IT) network of the
European Network of Transmission System Operators for Electricity (ENTSO-E) had been
compromised in a cyber intrusion [10]. In late 2022, a cyber attack targeting the Ukrainian
power grids was reported, with evidence pointing to the involvement of the Sandworm
hacker group [11]. The adversaries intend to open the victim’s substation circuit breakers,
resulting in unplanned power outages. Such advanced cyber attacks conducted by powerful
adversaries are a real threat to the security of the modern society. Cyber attacks on power
systems can initiate cascading failures and result in a catastrophic blackout, ending up in a
doomsday scenario. The power outage can disrupt other critical infrastructures, including
water supply, gas networks, telecommunication, transportation, and healthcare services.
Without electricity, hospitals and other critical services are severely affected. A disruption
of service may lead to financial loss, damages, chaos, or even a loss of lives.

Table 1.1: Cyber Attacks Targeting Cyber-Physical Power Systems

Attack Cases Year Impacts

European system operator malware [12] 2003 Loss of control in distribution substations for over three days
Aurora experimental cyber attack [13] 2007 Physical damage to power system generator
USB-drive malware in power plant [12] 2012 Three weeks restart delay to power plant
Ukrainian power grid cyber attack 2015 [8] 2015 Power outage affecting 225,000 customers for 6 hours
Ukrainian power grid cyber attack 2016 [9] 2016 200 MW of load was unsupplied
ENTSO-E cyber intrusion [10] 2020 Undisclosed impact
RedEcho malware intrusion [14] 2020 Two hours power outage
ReverseRat malware [15] 2021 Intrusion on power system operator
KA-SAT attack [16] 2022 Disruption on German windfarm satellite communications
Ukrainian power grid cyber attack 2022 [11] 2022 Power outage

Mitigation of cyber attacks on power grids has been extensively studied in recent years.
Nonetheless, the majority of the existing research is focused on the identification of cyber
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attacks on power grids under False Data Injection (FDI) attack scenarios. These scenarios
focus on analyzing power system measurements to identify anomalies in power grids
[17–24]. However, in the real-world cyber attacks on power grids reported in [8, 9, 11]
are beyond FDI attacks. The real cyber attacks employ Advanced Persistent Threat (APT)
tactics that unfold through multiple stages before achieving their final objective of causing
a power outage. Compared to conventional cyber attacks, mitigating APTs is substantially
more challenging due to their characteristics, including stealthy tactics, prolonged persis-
tence, and exploitative use of zero-day vulnerabilities. Therefore, mitigation strategies for
addressing cyber attacks on power grids must systematically take into consideration the
characteristics of APTs to deliver the most viable solution.

Driven by the critical aforementioned challenges, this thesis intends to advance the
cyber security and cyber resilience of power grids. The underlying philosophy of this thesis
lies in understanding the characteristics of power grid OT and APT cyber attacks. By lever-
aging a comprehensive understanding of both aspects, this thesis proposes APT mitigation
strategies by leveraging the distinctive characteristics of power grids’ OT communication
traffic, which differs from IT traffic. The proposed methods aim to provide power system op-
erators with a near real-time situational awareness, enabling the detection and localization
of system-wide anomalies with precision. Furthermore, the proposed methods allow for the
early identification of APT-related anomalies, facilitating preemptive mitigation measures
before such threats escalate to cause significant operational disruptions or adverse impacts
to power systems.

1.2 Thesis Objective and ResearchQuestions
The primary objective of this thesis is as follows.

Develop APT detection and correlation methods for cyber-physical power systems by
considering APT characteristics, including stealthiness, prolonged persistence, and
zero-day vulnerabilities.

Based on the primary research objective, this thesis formulates several Research Ques-
tion (RQ) as follows.

RQ 1: How to unveil the characteristics of cyber attacks on power grids by considering the
cyber attack taxonomy, impacts, power grid OT vulnerabilities, and network security controls?
How to design a high-fidelity model of the cyber attack on power grids?

• Review of the existing cyber attacks on power grids and their impacts.

• Formulate cyber attack taxonomy on power grids.

• Identify communication protocol and software vulnerabilities of power grids.

• Identify the state-of-the-art network security controls of power grids.

• Design a cyber-physical power system co-simulation by considering attack and
detection capabilities.
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RQ 2: How to identify the stages of APT targeting cyber-physical power systems that incorpo-
rate IT and OT attack stages while integrating the complex operational conditions of power
systems?

• Review and analyze the existing methodologies for identifying stages of cyber attacks
on power grids.

• Formulate an ACPPS kill chain framework to identify stages of APT targeting cyber-
physical power systems that incorporate IT and OT attack stages while integrating
the complex operational conditions of power systems.

• Implement and validate the ACPPS kill chain for the cyber attack use cases on power
grids.

RQ 3: How to detect stealthy APTs on power grids with minimum anomalies and insignificant
changes compared to legitimate traffic?

• Review of the state-of-the-art methods for cyber attack detection in power systems.

• Develop Software Defined Networking (SDN)-based traffic monitoring for power
grid OT networks in digital substations, wide area networks, and control centers.

• Design a deep learning model to learn from spatio-temporal characteristics of OT
traffic throughput using Graph Convolutional Long Short-TermMemory (GC-LSTM).

• Design a throughput time series classifier using hybrid deep learning of GC-LSTM
and Convolutional Neural Network (CNN) for detecting infinitesimal anomalies and
minimizing false positive rates.

• Design an attack graph model for pinpoint anomaly locations in near real-time for
raising operator situational awareness.

• Validate the effectiveness of the proposed method and perform benchmarking with
the state-of-the-art time series classifier deep learning models.

RQ 4: How can cyber and physical anomalies caused by APTs in cyber-physical power systems
be effectively detected and correlated, specifically in the context of prolonged attacks with
non-deterministic temporal anomaly instances?

• Review of the state-of-the-art methods for cyber-physical and spatio-temporal corre-
lation.

• Formulate a cyber-physical system integration matrix (CPSIM) to implement topo-
logical correlation of cyber and physical system anomalies in CPPS.

• Design enhanced GC-LSTM with sequential and neural network filters to predict
anomalies lateral movement resulting from APT attacks.

• Design a resilient associative method based on vector databases and K-Nearest
Neighbors (KNN) to identify unknown attack propagation patterns.
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• Formulate a CPPS log comparator to verify and differentiate between physical power
system anomalies caused by cyber attacks and physical power system disturbances.

• Validate the effectiveness of the proposed methods and perform benchmarking
with the state-of-the-art deep learning spatio-temporal models and vector search
algorithms.

RQ 5: How to detect APT’s zero-day attacks in power systems considering behavioral charac-
teristics of OT communication traffic and limited preliminary knowledge about the attacks?

• Perform experiments and collect data from a cyber attack on a digital substation
using Hardware in the Loop (HIL) setup.

• Analyze the characteristics of OT traffic in digital substations.

• Review of the state-of-the-artmethods for semi-supervised and unsupervised anomaly
detection methods.

• Design a frequency domain interarrival time traffic characterization based on the
Fast Fourier Transform and Kolmogorov-Smirnov for digital substation traffic for
OT traffic.

• Formulate a novel traffic distance similarity vector based on OT traffic quantitative
parameters from traffic payload and interarrival time.

• Design a novel hybrid semi-supervised classificationmodel based on a Self-Organizing
Map (SOM) andDensity-Based Spatial Clustering of ApplicationswithNoise (DBSCAN)
for zero-day attack detection.

• Validate the effectiveness of the proposed methods and perform benchmarking with
the state-of-the-art unsupervised clustering algorithms.

1.3 Thesis Outlines and Contributions
The thesis outline is depicted in Fig. 1.1. Chapter 2 presents the cyber security of the power
system, and Chapter 3 presents the ACPPS kill chain. Chapters 4, 5, and 6 address the
challenges of APTs in power grids based on the APT’s characteristics. Chapter 4 addresses
stealthy attack detection using the attack graph model. Chapter 5 addresses APTs’ long-
term correlation using spatio-temporal APTs detection and correlation. Chapter 6 addresses
zero-day attacks using semi-supervised IDS. Chapters 4 and 5 present wide-area system
anomaly detection, and chapter 6 presents localized anomaly detection in digital substations.
Finally, chapter 7 presents the conclusions and potential future research directions.

The contributions associated with every chapter and RQ of this thesis are summarized
as follows:

1. Chapter 2: Cyber Security of Power System (RQ1)
This chapter addresses the 1st challenge of understanding the characteristics of
cyber security on power grids. This chapter provides a comprehensive overview
of cyber security in power systems, focusing on the challenges and solutions in
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Ch. 1: Introduction

Ch. 2: Cyber Security of Power System

Ch. 3: ACPPS Kill Chain

Ch. 4: Attack Graph Model 

Ch. 7: Conclusions and Future Works

RQ 3

RQ 2

RQ 1

Stealthy APTs detection

RQ 4
APTs long-term correlation

RQ 5
APTs zero-day attacks

Ch. 5: Spatio-Temporal
APTs Detection and Correlation

Ch. 6: Semi-Supervised IDS for 
Digital Substations

localized digital substation
anomaly detectionAPTs in Cyber-Physical Power System

wide-area system 
anomaly detection

Figure 1.1: Thesis outline.

protecting modern power grids. It begins by exploring the digitalization of power
grids, emphasizing the increasing reliance on interconnected OT and IT, which has
expanded the attack surface for cyber threats. Subsequently, this chapter discussed a
taxonomy of cyber attacks which categorizes the types of attacks that target power
grids, followed by a discussion of their impact on system stability and reliability.
This chapter then delves into the vulnerabilities of power grids’ OT, with specific
attention to communication protocols and software application vulnerabilities. To
address these risks, the chapter discusses the role of secure communication protocols
designed to protect OT in power systems and highlights state-of-the-art network
security control measures that enhance the defense against cyber threats. Finally,
it presents a cyber-physical model for simulating cyber attacks and testing the
resilience of power grids in a controlled environment, offering a critical foundation
for developing robust cyber security strategies.
The cyber-physical power system model is composed of a simulation of the power

system as well as an IT/OT simulation. DIgSILENT PowerFactory is used for the
simulation of the power system, i.e., IEEE 39-bus. The power system model provides
circuit breaker status and measurement data of active and reactive powers, voltages,
and currents from busbars, lines, and generators. The implementation of Open
Platform Communication Unified Architecture (OPC UA) facilitates the interfacing
of data exchange between power grids and IT/OT simulation. The implementation of
the IT/OT architecture is carried out through the application of Mininet. Each host
in the IT/OT network, e.g., merging units, intelligent electronic devices, network
switches, routers, databases, etc., are implemented inMininet using containers. Every
container incorporates a tailored application for IT/OT host operations, such as the
acquisition and transmission of measurement data, control setpoints, database access,
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and so forth. The current implementation of Cyber-Physical System (CPS) comprises
27 substations and 210 hosts. A unique application has been tailored for each host
to replicate the CPS of power grid components. At present, the simulation of all 27
substations runs on 50,000 lines of code on 26 Virtual Machine (VM).

Chapter 2 Contributions:
(1) A comprehensive overview of cyber security in power systems, focusing on
the cyber threat landscape, vulnerabilities, and existing mitigation.
(2) A cyber-physical power system model for simulating cyber attacks and
detection in a high-fidelity cyber range environment as part of TU Delft Control
Room of the Future (CRoF) technology center.

2. Chapter 3: Advanced Cyber-Physical Power System Kill Chain (RQ 2)
The cyber attacks on the Ukrainian power grid demonstrate the APT’s real impact
on power systems. However, existing research has not yet covered a thorough
investigation of APT stages on CPPS and their consequences on power system
operation. Several frameworks exist to analyze APT stages in IT systems. Currently,
the analysis of cyber attacks on power grids is primarily performed using the cyber
kill chain [25], CPS kill chain [26], MITRE ATT&CK ICS [27], and SANS ICS [28].
These frameworks are heavily focused on the cyber stages of the attacks and briefly
cover their impact. However, they don’t cover the impact of cyber attacks on the
operation of the physical power system. According to our literature review, there
is no framework that provides a comprehensive analysis of APT stages in CPPS,
including the integrated IT/OT communication networks and impact on power grid
operation, affecting the system stability and causing cascading failures and a blackout.
Therefore, this chapter proposes an in-depth analysis of the capabilities of APTs
on CPPS, considering the integration of the IT/OT system and its impact on power
system operation. Subsequently, this chapter defines the characteristics of APTs
on CPPS and proposes the novel Advanced Cyber-Physical Power System (ACPPS)
kill chain framework. The ACPPS kill chain identifies the APT characteristics that
are unique to power systems. It defines and examines the cyber-physical APT
stages spanning from the initial phases of infiltration to cascading failures and a
power system blackout. The proposed ACPPS kill chain is validated with real-world
APT attacks on the power grid in Ukraine in 2015 and 2016, and cyber-physical
simulations.

Chapter 3 Contribution:
Advanced Cyber-Physical Power System Kill Chain framework for identification
of APT stages on power grids.

3. Chapter 4: Attack Graph Model For Cyber-Physical Power System using
Hybrid Deep Learning (RQ 3)
This chapter proposes the first known Software Defined Network-based online cyber
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attack situational awareness method, i.e., Cyber Resilient Grid (CyResGrid). It is
specifically designed for anomaly detection using communication traffic throughput
in OT networks for stealthy cyber attacks during the early stages of the cyber kill
chain, e.g., network reconnaissance. Therefore, CyResGrid aids operators to locate
and identify power system-wide cyber attacks in near real-time through an attack
graphmap. The CyResGrid is integrated with a hybrid deep learningmodel to classify
the OT network traffic throughput as anomalous or normal. The model combines
GC-LSTM and a deep convolutional network to detect OT network anomalies caused
by cyber attacks. It outperforms existing state-of-the-art deep learning-based time
series classifiers [29, 30], as indicated by Geometric mean and F1 scores. To achieve
this, the proposed method uses GC-LSTM for traffic normalization. Subsequently, to
detect the anomaly, it uses an optimized CNN hyperparameters through Bayesian
optimization. Based on the network throughput monitoring and anomaly detection,
the proposed method creates an attack graph map of power system-wide cyber
attacks, in near real-time.

Chapter 4 Contributions:
(1) Cyber Resilient Grid (CyResGrid) is an SDN-based online cyber attack
situational awareness method.
(2) A hybrid deep learning of GC-LSTM and CNN to classify the OT network
traffic throughput as anomalous or normal.

4. Chapter 5: Spatio-temporal Advanced Persistent Threat Detection and Cor-
relation For Cyber-Physical Power Systems Using Enhanced GC-LSTM (RQ
4)
This chapter proposes a novel spatio-temporal APT detection, correlation, and pre-
diction in cyber-physical power systems. It allows power system operators to lo-
cate system-wide anomalies in near real-time from control centers and mitigate
APTs early before they cause adverse impacts. At substations and control centers,
distributed semi-supervised Deep Packet Inspection (DPI) classifiers monitor OT
communication traffic using SDN-enabled switch. The traffic observation points com-
municate with the SDN controller at the control center to construct a cyber anomaly
graph. This is generated based on the DPI classification results using a Traffic Disper-
sion Graph (TDG) with SDN [5]. The power system graph is constructed based on the
energized power lines in accordance with the status of Circuit Breaker (CB) [31, 32].
The cyber-physical anomaly graph is input into a Cyber-Physical System Integra-
tion Matrix (CPSIM) for spatio-temporal correlation. Subsequently, an EGC-LSTM
model with sequential and neural network filters is used to predict APTs in CPPS.
Furthermore, to identify zero-day APT patterns, this chapter proposes a resilient
associative method based on vector databases and KNN. The method employs a
CPPS log comparator function to verify and differentiate between circuit breakers
opened by operators, faults, and cyber attacks.
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Chapter 5 Contributions:
(1) A novel semi-supervised deep packet inspection method for OT communi-
cation network traffic utilizing the OT homogeneous characteristics based on
CNN and Hamming Distance vector.
(2) A CPSIM that constructs a topological correlation of cyber and physical
system anomalies in CPPS.
(3) Enhanced Graph Convolutional Long Short-Term Memory (EGC-LSTM)
method with sequential and neural network filters to predict subsequent
anomalies resulting from APT attacks.

5. Chapter 6: Intrusion Detection System for Digital Substations using Semi-
Supervised Learning and Traffic Distance Similarity Clustering (RQ 5)
This chapter proposes a novel frequency domain interarrival time traffic characteri-
zation based on the Fast Fourier Transform and Kolmogorov-Smirnov. This method
enhanced statistical-based methods that are unable to adequately discriminate be-
tween normal and anomalous traffic due to the insignificant distinctions between
them. Compared to statistical-based interarrival time, the combination of Fast Fourier
Transform and Kolmogorov-Smirnov is able to improve the accuracy by 26% and F1
score by 41%. This thesis also proposes a novel traffic distance similarity vector of
operational technology communication traffic. The vector is derived from the packet
payload and interarrival time. The vector quantified the packet payload based on
the convolutional neural network and Chebyshev distance and quantified the packet
interarrival time using Fast Fourier Transform and Kolmogorov-Smirnov. Finally,
to identify the anomalies in digital substations, this thesis proposes a novel hybrid
semi-supervised model based on the self-organizing map and DBSCAN. The hybrid
combination of them aims to improve classification performance and address the
imbalanced dataset. Results indicate that the proposed method can identify zero-day
attacks and achieve accuracy and F1 above 95%.

Chapter 6 Contributions:
(1) A frequency domain interarrival time traffic characterization based on the
Fast Fourier Transform and Kolmogorov-Smirnov for improving performance
classification of normal and anomalous traffic.
(2) A traffic distance similarity vector of OT communication traffic derived from
the packet payload and interarrival time.
(3) A hybrid semi-supervised classification model based on self-organizing
map and DBSCAN to identify zero-day attacks and improve the classification
performance of imbalanced datasets.
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Cyber Security of Power

Systems
The digitalization of power grids, driven by ITs and OTs, has enhanced monitoring, control, and
intelligence, improving sustainability, affordability, and resilience. However, it also introduces
cyber security vulnerabilities and threats. This chapter explores the complex landscape of cyber
security in power systems, presenting a taxonomy of attacks with their impacts on system
stability and reliability. The chapter underscores the severe impacts of cyber attacks, ranging
from equipment damage and load loss to cascading failures that could result in catastrophic
blackouts. To address these challenges, a CPPS co-simulation model is introduced, enabling the
simulation of cyber attacks and testing of mitigation strategies in a controlled environment.
The model also supports cyber range applications, allowing for the evaluation of defense
mechanisms and incident response strategies. This chapter concludes by emphasizing the
urgent need for robust, adaptive defense frameworks and comprehensive mitigation techniques
to ensure the cyber resilience of power grids in an increasingly digitalized and interconnected
power systems.

This chapter is partly based on the book chapters � A. Presekal et al. “Cyber Attacks on Power Systems [1],"
and � A. Presekal et al. “Anomaly Detection and Mitigation in Cyber-Physical Power Systems based on Hybrid
Deep Learning and Attack Graphs [3]," in Cyber-Physical Power Systems: Challenges and Solutions by AI/ML, Big
Data, Blockchain, IoT, and Information Theory Paradigms, IEEE-Willey Press, Feb. 2025.
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2.1 Power Grid Digitalization
Power grids are undergoing a fast-paced process of digitalization for enhanced monitoring
and control capabilities and grid intelligence. Infrastructure and participants are enhanced
and supported by ITs. Further integration of digital technologies is vital for the develop-
ment of the future power grid, e.g., next generation OTs, IoT, digital substations, artificial
intelligence, and big data analytics. All this is expected to increase sustainability, afford-
ability, and resilience of the power system. The latter, however, is also challenged by all
these new elements. Opening up the energy system to everyone by means of ITs requires
careful considerations with regard to data privacy and information security in general.
This combined with the trend towards distributed renewable generation, electrification
of virtually all aspects of our lives, and easy market participation for all energy system
participants, the cyber security and resilience requirements of the power grid become
even more critical. The increased digitalization raises questions, especially with regard
to vulnerabilities, threats, and cyber secure operation of the power system. It is well
recognized that IT/OT systems are vulnerable to cyber attacks. Furthermore, the combi-
nation of heterogeneous, co-existing smart and legacy technologies generates significant
vulnerabilities and security challenges. With respect to security of supply and reliability of
the future energy system provision, special attention is needed for new vulnerabilities and
threats that come with digitalization. Accordingly, cyber resilience aspects are critical for a
further power grid digitalization.

Examples of cyber security incidents related to power grids already exist around the
world. On December 23, 2015 cyber attacks were conducted on the power grid in Ukraine
that resulted in power outages, which affected 225,000 customers. More sophisticated cyber
attacks on the Ukrainian power grid followed on December 17, 2016 resulting in a power
outage in the distribution network where 200 MW of load was unsupplied. On March 9,
2020 it was reported that the IT network of the ENTSO-E had been compromised in a cyber
intrusion. Fortunately, the compromised IT network was not connected to any operational
electric transmission system. However, this indicates that interconnected power grids may
become targets. Such laborious cyber attacks conducted by powerful adversaries are a
real threat to the security of the modern society. Cyber attacks on power systems can
initiate cascading failures and result in a catastrophic blackout, ending up in a doomsday
scenario especially if it is considered that the world may experience a global crisis such
as a pandemic. The power outage can disrupt the entire energy chain including water
supply, heating, and gas networks. Without power, hospitals and other critical services are
severely affected. A disruption of service may lead to financial loss, damages, chaos, or
even a loss of lives.

This chapter presents an investigation for understanding the characteristics of power
grid cyber security. This chapter discusses a taxonomy of cyber attacks which categorizes
the types of attacks that target power grids, followed by a discussion of their impact on
system stability and reliability. This chapter then delves into the vulnerabilities of power
grids’ OT, with specific attention to communication protocols and software application
vulnerabilities. To address these risks, the chapter discusses the role of secure communi-
cation protocols designed to protect OT communication networks in power systems and
highlights state-of-the-art network security control measures that enhance the defense
against cyber threats. Finally, it presents a cyber-physical co-simulation model for simulat-



2.2 Taxonomy of Cyber Attacks on Power Grids

2

13

ing attacks and testing the resilience of power grids in a controlled environment, offering
a critical foundation for developing robust cyber security strategies.

2.2 Taxonomy of Cyber Attacks on Power Grids
There are many attack techniques that can potentially be deployed to specifically target
power grids. In this section, we classify such types of attacks into six categories, i.e.,
phishing, malware, network-based attacks, man-in-the-middle, host-based attacks, and
denial of service. Fig. 2.1 shows the taxonomy of cyber attacks on power systems and
Industrial Control System (ICS). We delve in depth into each cyber attack category targeting
industrial control systems and power grids in the following subsections.

Taxonomy Cyber Attacks on 
Power Systems and ICS

Malware Man-in-the-Middle Denial-of-ServiceHost-based
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Figure 2.1: Taxonomy of cyber attacks on power systems and ICS [1].

2.2.1 Phishing
Phishing is a type of social engineering attack exploiting human factors. Phishing attacks
aim to obtain sensitive information or data and deliver malware inside the corporate IT
network, thereby often serving as entry points in the delivery mechanism of sophisticated
cyber attacks. In phishing, attackers pretend to be a trustworthy source, persuading the
victims to carry out certain actions. These could be opening an email, accessing Uniform
Resource Locator (URL) links, downloading files, and unknowingly providing sensitive
information. In this section, our discussion is focused on email phishing attacks. Emails
represent an important individual identity on The Internet and also carry organizational
significance as formal communication channels. Due to these reasons, emails have become
the most dominant phishing media. Attackers can arbitrarily send phishing emails to any
email address, aiming to persuade recipients to carry out further actions, as described
above. These actions may be followed by malicious outcomes such as information breaches,
malware installation, and financial losses.

Spear phishing is a variant of phishing, which targets a specific individual or organiza-
tion. Before launching a spear phishing attack, an attacker gathers detailed information
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about the target. Information gathering can be done via The Internet or social engineering.
Based on preliminary information, the attacker crafts the phishing email content to be
relevant and strongly related to the target, prompting a higher success rate compared
to arbitrary phishing. In general, state-sponsored attackers or cyber criminals are the
ones behind spear phishing attacks. Consequently, spear phishing serves as an important
entry point for advanced persistent threats. For example, in Ukraine 2015, the attackers
pretended to be from the Ukrainian Ministry of Energy, which was strongly related to the
targeted distribution system operators. Hence, the spear phishing campaign was successful
in deceiving the Distribution System Operator (DSO) employees to access the malicious
email attachments, resulting in the installation of malware.

Protection against phishing attacks can be achieved by strong organizational policies
and corporate IT security. This can include verifying and screening email address sources,
URL links, and file attachments in emails. Through such measures, malicious emails
can then be flagged and filtered, serving as the initial line of defense against phishing
attacks. However, the most critical defense method is raising user awareness. With proper
awareness and training, users can recognize phishing emails.

2.2.2 Malware
Malware is a piece of malicious code that exploits software vulnerabilities in a targeted
system. The occurrence of malware-related attacks has been on the rise, especially over the
last decade [33]. There are various types of malware, e.g., ransomware, virus, Trojan, worm,
and botnet, examples of which are presented in Fig. 2.1. Advanced types of malware such as
worms and botnets, owing to their intelligence and controllability, are gaining popularity
as modern cyber attack vectors. Furthermore, given their ability to propagate and spread
independently, they have become the cyber weapons of choice targeting industrial control
systems. Therefore, in this section, we focus on the most well-known examples of worms
and botnets involved in cyber attacks on ICS and power grids, i.e., Stuxnet, BlackEnergy,
CRASHOVERRIDE, and Triton. Table 2.1 shows an overview of the comparison of the
capabilities between most commonly found types of malware in ICS-related cyber incidents.

Table 2.1: Comparison of malware capabilities

No. Capabilities Viruses Trojans Worms Botnets
1 Self-replication ✔ ✔
2 Backdoor ✔ ✔
3 Remote control ✔ ✔
4 Network spread ✔ ✔

Table 2.2 shows a brief history of malware involved in ICS cyber-related incidents
from 1982 to 2017. It can be seen that worms were popular in the early 2000s due to their
capabilities to spread across the network. However, an attacker cannot fully control a worm,
leading to an uncontrollable spread. This may result in loss of stealth and unexpected
exposure and discovery. For example, the Stuxnet worm was originally created only to
target Iranian nuclear reactors. Unfortunately, it ended up spreading across the world [34],
leading to its discovery in 2010. As a result, botnets have become the malware of choice
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in recent years. A botnet can be controlled remotely and acts as a vector for advanced
persistent threats [35, 36].

Table 2.2: History of malware involved in major ICS cyber-related incidents

No. Target Type of Malware (Name) Year
1 SCADA gas pipeline, Siberia [3] Trojan horse 1982
2 SCADA gas pipeline, Russia [3] Trojan horse (Gazprom) 1999
3 Web service RTU, PLC [37] Worm 2002–2003
4 SCADA database [37] Worm (Slammer) 2003
5 SCADA petrochemical plant [37] Worm (Nachi) 2003
6 Train signaling system, USA [3] Virus (Sobig) 2003
7 SCADA automotive manufacturing plants [38] Worm (Zotob) 2005
8 Energy companies [39] Trojan horse (Night Dragon) 2009
9 SCADA nuclear centrifuge [40] Worm (Stuxnet) 2010
10 SCADA reconnaissance [3] Worm (Duqu) 2011
11 SCADA steel mill, Germany [41] Botnet 2014
12 SCADA power grid, Ukraine [42] Botnet (BlackEnergy3) 2015
13 SCADA power grid, Ukraine [43] Botnet (CRASHOVERRIDE) 2016
14 SCADA petrochemical plant, Saudi Arabia [44] Botnet (Triton) 2017

Stuxnet
Stuxnet is a worm discovered in June 2010, designed specifically to target Programmable
Logic Controller (PLC) in industrial control systems. It exploited unprecedented zero-day
vulnerabilities present in the Microsoft Windows operating system, Siemens STEP7 PLC
software, and Remote Procedure Call (RPC) server mechanism. Stuxnet also employed the
rootkit technique to hide from commercial antivirus software. It was later identified as a
state-sponsored and developed cyber weapon to target the uranium enrichment facilities
in Iran. Detailed technical studies about Stuxnet are presented in [34, 45].

Stuxnet spread through three main mechanisms. The initial entry point was via
Universal Serial Bus (USB) flash drives in computers located within the Supervisory Control
And Data Acquisition (SCADA) system. When a USB drive is plugged into a computer,
the Windows operating system will execute autorun.inf or Windows .lnk as an autorun
mechanism. Exploiting this vulnerability, Stuxnet copied itself onto the computer’s hard
drive. The second spreading mechanism was through Windows network shares, wherein
Stuxnet had the capability to duplicate itself into a shared folder on the same network.
Through this mechanism, Stuxnet exploited the Server Message Block (SMB), popularly
known as Samba, which is a protocol for file and folder sharing. The third spreading
mechanism exploited vulnerabilities present in Siemens’ software, i.e., Siemens WinCC and
Siemens STEP7. Stuxnet identified and compromised access to computers that ran Siemens
WinCC. Furthermore, it also replicated itself into WinCC computers via an Structured
Query Language (SQL) injection command. Siemens STEP7 is an application used to pro-
gram Siemens PLCs. Hence, through STEP7, Stuxnet spread into PLC devices as well. If
a computer was running Siemens STEP7, Stuxnet modified the Windows Dynamic Link
Library (DLL) and associated executable files. With this infection, Stuxnet added malicious
code into the PLC devices, allowing complete control over them. In the reported incidents,
it caused centrifuges to spin abnormally, while blindsiding operators.
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Taking a closer look at its structure, Stuxnet mainly consists of two modules, i.e., user-
mode and kernel-mode. The user-mode module has four functions: (i) searching function
for specific targets, (ii) privilege escalation, (iii) malicious code injection into PLC, and (iv)
installation kernel-mode. It is interesting to note, the malware also had a time limit date set
to June 24th, 2012. Hence, it was functional only until that specific date. The kernel-mode
made Stuxnet work on the lower system levels, well below the application level of the
user-mode. By implementing the kernel-mode, Stuxnet was maliciously launched during
every Windows bootup process. This system-level execution made it more persistent and
impervious to antivirus protection. The main functionality of Stuxnet was defined in its
code. However, it was also designed to remotely communicate to the command and control
server. This mechanism allowed adversaries to remotely update the malware. However,
this remote update was never performed, in order to limit the uncontrollable spread of
Stuxnet outside of its designated target.

BlackEnergy
BlackEnergy is a malware, initially identified in 2007 as an Hypertext Transfer Protocol
(HTTP)-based botnet for Distributed Denial of Services (DDoS) attacks. It identified and
targeted multiple file extensions, including Microsoft Office, Java, and executable files.
More specifically, BlackEnergy injected malicious files into the Windows System32 folder
on a target Windows machine. However, its most infamous use was as a weaponized
malware during the cyber attack on the power grid in Ukraine, in December 2015.

In this attack, BlackEnergy3 exploited the SMB protocol to propagate across the IT/OT
networks. SMB was used as the attack vector due to its capabilities to bypass typical
firewalls. Through the infected SMB, BlackEnergy3 replicated across hosts in the IT
network, delivering malicious payloads. In addition, it was accompanied by an RPC to serve
as a backdoor module. This was done to establish a connection between the infected hosts
and the attacker’s Command and Control (C2) server. RPC allowed the malware to receive
commands from the remote C2 server, and relay critical information back. Such advanced
remote capabilities allowed adversaries to perform early reconnaissance using its many
plugins during the attack. These plugins were programmed with many functionalities, such
as executing file operations, i.e., enumerate, execute, download, and overwrite, stealing
credentials, discovering networks, and self-destructing. The self-destruction function
of BlackEnergy3 was executed via KillDisk. Furthermore, BlackEnergy3 also contained
information regarding the current time and location. This allowed it to run malicious
activities during non-peak hours, e.g., at midnight. Overall, with all these capabilities,
BlackEnergy3 has been proven to be a vicious tool for cyber attacks on power grids. Further
detailed investigation of BlackEnergy3 is presented in [46].

CRASHOVERRIDE
CRASHOVERRIDE or Industroyer was the root cause of the cyber attack on the power
grid in Ukraine in December 2016. Its many features such as backdoors, intrusion, and
reconnaissance strategies are quite similar to BlackEnergy3. However, according to its
code level investigations, there is no strong connection between the two malware. It is
very likely that CRASHOVERRIDE was a new type of malware, specifically created for the
Ukraine 2016 attack [47]. It mainly comprised of three components, i.e., backdoor, payload,
and launcher.
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The backdoor of CRASHOVERRIDE can be further subclassified into the main backdoor
and the additional backdoor. The main backdoor served as the main controller, connecting
to a remote C2 server via Hypertext Transfer Protocol Secure (HTTPS). Remote commands
were encapsulated as HTTPS traffic, while source and destination addresses for establishing
connectivity to C2 server were hardcoded. This clearly shows that CRASHOVERRIDE was
created on purpose to specifically target the Ukrainian power grid. Using the backdoor,
attackers could define a specific time to activate the malware allowing them to perform a
multitude of actions. This includes remote control for process execution, switch execution
into a specific user account, download file from C2 server, copy files, start and stop services,
change registry values, and execute shell commands. The additional backdoor was set up
as contingency, in case of a failure of the main backdoor. It was deployed in the form of a
Trojan file disguised as a Notepad executable file. This additional backdoor had a different
configuration and connected to a different C2 server.

The payload component described the payload for specific protocols such as IEC
101, IEC 104, IEC 61850, and Open Platform Communication (OPC). Hence, in order to
craft malicious packets, an adversary must possess proper knowledge about power grid
communication and automation standards. These payloads are typically stored using
the DLL file extension on the Windows operating system. Exploiting such mechanisms,
adversaries saved critical operational data related to network configurations such as Internet
Protocol (IP) addresses and running protocols inside .ini extension files.

In order to carry out the attack, adversaries executed the launcher module that triggered
the malicious payload execution and packet delivery into targeted substations, based on
predefined protocols. These malicious packets were expected to open circuit breakers
and cause a blackout. Finally, to remove all traces of the attack, the launcher module also
executed the data wiper function. Data wipers changed the registry value on the Windows
operating system to make it unbootable and also deleted files on the infected computers.
Subsequently, the data wiper triggered process termination causing the operating system
to crash. Besides these three main components, CRASHOVERRIDE possessed additional
capabilities such as port scanner and Denial of Services (DoS). The port scanner identified
open ports on the target’s IP address. On the other hand, the DoS tool sent malicious
packets to Siemens SIPROTEC devices to make them unresponsive. Such capabilities were
expected to increase the severity of the cyber attack. However, the attack did not work as
expected. One of the probable reasons was the hardcoded nature of CRASHOVERRIDE
that made it less flexible.

Triton
Triton is a botnet that targeted the Safety Instrument System (SIS) from Schneider Electric
at a Saudi Arabian petrochemical processing plant in 2017 [44]. SIS is an automated
mechanism in ICS to prevent operational failures and protect from hazards such as fires
and explosions. Hence, Triton’s objective was to disrupt SIS functioning to allow the
potential occurrence of catastrophic incidents. This malware was an advanced persistent
threat as almost all of its operations were carried out in a stealthy manner. Investigations
shows that Triton is arguably the stealthiest malware targeting ICS to date. Hence, it is very
fortunate that it was uncovered. The Triton attack was exposed because the adversaries
made a mistake in triggering the safety system mechanism, thereby shutting down the
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entire ICS. Otherwise, it is estimated that Triton would have probably remained undetected
with potentially catastrophic consequences.

Triton employed social engineering techniques to gain access to the ICS network.
The plant operators received or downloaded a trilog.exe file. This file pretended to be
a legitimate Schneider Triconex SIS application. The executable file served as a vector
to initiate the cyber attack. The malicious file then injected the Triton payload into the
memory of the Triconex SIS controller. In addition, it also injected two files inject.bin and
imain.bin to the SIS devices. Inject.bin contained payload data for the attack, and imain.bin
became a backdoor for allowing remote execution. To carry out such a major attack,
adversaries had good knowledge of how the SIS system worked. By exploiting the payload
of the SIS protocols and executing remote control, attackers conducted a coordinated attack
on the SIS protection systems. There were three possible attacks performed by Triton. The
first was to shutdown the SIS process itself. The second and third were to reprogram and
persistently maintain the SIS in an unsafe state [48]. It is worth mentioning that there is
no detailed technical information available regarding Triton’s attack process. Nonetheless,
Pinto et al. investigated the technical mechanism of the Triton attack process using a
replicated attack environment [44] where some of the attack stages were simulated based
on assumptions.

2.2.3 Network-based Attacks
The communication network is the backbone for data exchange between connected hosts
in IT/OT systems. Thereby, a successful cyber attack can potentially target multiple aspects
of the communication network, including physical connections, device information, and
protocols in use. Active network reconnaissance and lateral movement are the two most
common network-based attacks.

Network Reconnaissance
Network reconnaissance is the process of discovering information related to the computer
network such as connected hosts, network topology, protocols, applications, and services
running on the IT/OT network. It can also be used to discover vulnerabilities. Attackers
typically employ the Internet Control Message Protocol (ICMP) to identify active hosts
connected to the communication network. Based on a prediction of the range of active
IP addresses in the network, an attacker launches a ping ICMP scan using tools such as
tcpdump or nmap. The scan provides a list of active host IP addresses that responded
to the ping message. This can be mitigated by filtering ICMP packets and discarding
them. Another variant of the attack involves attackers using a Transmission Control
Protocol (TCP) scan by launching TCP sync packets to the list of IP addresses. Active hosts
respond with an acknowledge packet. However, for this attack one also needs to consider
the number of active ports, which is time and resource intensive. Hence, TCP scanning is
more challenging. In any case, as a result of network reconnaissance, attackers can obtain
a list of active host IP addresses connected to the network.

From the list of active hosts, attackers can obtain further details such as the running
services by scanning for active ports. For example, if port 80 is open, it may imply that the
host is running an HTTP service/webserver. If port 25 is open, then the host is probably
running a Simple Mail Transfer Protocol (SMTP) mail server. Taking this further, attackers
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can also find a detailed version of the running applications through host fingerprinting
and obtain potential vulnerabilities. Therefore, in a cyber attack scenario on power grids,
network reconnaissance plays an important role in discovering the target hosts and proto-
cols on the IT/OT systems. For example, in Ukraine 2015, attackers successfully identified
vulnerabilities in the Microsoft active directory server, paving the way for subsequent
access to the OT systems in the control center through login credential theft. Similarly, in
Ukraine 2016, attackers successfully detected active protocols such as IEC 101, IEC 104,
and IEC 61850 used for communication within substations.

Lateral Movement
Lateral movement is the attack process of progressively propagating throughout the tar-
geted communication network. It starts from the most vulnerable host, serving as the entry
point, moving through multiple hosts to reach the final OT target. This attack typically
exploits user login credentials to access various hosts and move laterally within the IT/OT
network. This technique is a common mechanism, often found in advanced persistent
threats. Consequently, lateral movement was heavily employed in the cyber attacks tar-
geting the power grid in Ukraine in 2015 and 2016. In 2015, the attackers’ final objective
through lateral movement was to access the SCADA system in the control center and cause
a blackout. IT/OT network segmentation is one solution to mitigate the lateral movement
threat. However, as seen in Ukraine repeatedly, despite network segmentation, the attacks
were still successful. This is because network segmentation alone cannot guarantee a
complete protection against advanced persistent threats. Hence, power grid operators
must complement network segmentation with additional security controls such as next-
generation firewalls and Intrusion Detection and Prevention System (IDPS) to minimize
the threat of lateral movement.

2.2.4 Man-in-the-Middle Attacks
Man-in-the-middle is a type of cyber attack classified based on the location of the adver-
saries. In this attack, adversaries are located between two or more hosts, allowing them
to maliciously observe and be involved in their communication traffic. In this section, we
focus on potential Man-in-the-Middle (MITM) attacks targeting power grids, which are
classified into five categories, i.e., eavesdropping, spoofing, FDI, replay attacks, and session
hijacking.

Eavesdropping
Eavesdropping, also known as sniffing or snooping, is an attack where adversaries intercept
information transmitted over the network. The main objective of eavesdropping is to inter-
cept and gather information about the contents of the transmitted data. In comparison to
other attacks, adversaries seek to only observe and not change legitimate communication.
To mitigate the threat of eavesdropping, encrypted protocols can be used for communica-
tion. Due to encryption, adversaries or third parties cannot easily decipher the contents
of the transmitted data. However, in a real SCADA system, most of the dataflows are
unencrypted. Moreover, communications between SCADA end devices such as station
control systems, Remote Terminal Units (RTU), protection relays, and Merging Unit (MU)
mainly work based on a broadcast communication mechanism. For example, broadcast
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communication through the Distributed Network Protocol 3 (DNP3) protocol is widely
adopted in SCADA communications [49]. Such broadcast mechanisms are susceptible to
eavesdropping and sniffing attacks. Adversaries can easily intercept communications by
gaining unauthorized access to the OT system and exploiting the vulnerabilities of the
broadcast communication mechanism. Therefore, eavesdropping plays an important role
in an advanced persistent threat, especially during the reconnaissance stage. Hence, it can
be used as a stealthy mechanism to gather network intelligence through passive means
[50]. Valli et al. present a study about eavesdropping attacks targeting smart grids in [51].
The eavesdropping is mainly focused on the Advanced Metering Infrastructure (AMI). AMI
establishes communications through wireless channels between a smart grid operator and
smart metering devices. Adversaries may exploit the vulnerabilities present in wireless
networks to intercept communications and capture transmitted data. Research also shows
that eavesdropping can lead to privacy concerns for smart grid users, as seen in [52, 53].

Spoofing
Spoofing is an active attack where adversaries pretend to be legitimate entities and disrupt
normal communications. Such attacks can be realized through many forms of spoofing
such as emails, website URLs, text messages, Global Positioning System (GPS), and IP
addresses. The most widely researched spoofing attack targeting power grids is based
on GPS spoofing of Phasor Measurement Unit (PMU) data. There are multiple studies in
this direction, as discussed in [54–56]. PMUs provide magnitudes and phase angles of
fundamental power system parameters such as voltages and currents, using a common time
source for synchronization [57]. Hence, GPS spoofing attacks, mainly targeting the timing
signals used for synchronization, may lead to distortion of observed PMU data, which
includes phase angle errors [58]. There are two types of GPS signals widely in use for
civilian and military applications. GPS signals for military purposes are encrypted, while
civilian ones are not. Typical PMUs for power grids function based on civilian GPS signals.
This may allow adversaries to spoof GPS signals by exploiting the lack of encryption and
using a portable device without a direct access to the power grid communication network.
Currently, there are two approaches to mitigate GPS spoofing attacks. The first is through
GPS spoofing signal detection using parameter such as signal to noise ratio [59] and the
second is via anomaly detection in power system measurements.

Another commonly reported type of spoofing attack on power systems is IEC 61850
spoofing. The IEC 61850 standard is a modern power system communications standard
used for substation automation and protection in digital substations. It enables information
exchange through different communication protocols, of which two are of utmost impor-
tance. The Generic Object Oriented Substation Event (GOOSE) and Sampled Values (SV)
protocols are used to communicate critical substation events and measurements within a
substation, respectively. Although it provides increased benefits, IEC 61850 is not cyber
secure. Due to strict operational constraints and timing requirements for power system
protection schemes, the standard does not implement any encryption. This makes it partic-
ularly vulnerable to packet sniffing and spoofing type of attacks. Such types of spoofing
attacks are well reported and have been investigated extensively in literature [60, 61].
Multiple vulnerabilities and exploits, specifically targeting GOOSE and SV protocols are
widely discussed in [62–64].
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The premise of all these discussions is similar. Due to the lack of encryption in IEC
61850, an attacker with access to the substation communication infrastructure can wreak
havoc. By carefully monitoring IEC 61850 traffic via the process and station buses, it is
possible to craft spoofed GOOSE packets that can maliciously open circuit breakers. When
such spoofed packets are sent to a target relay, it is tricked into opening the circuit breaker.
This is successful as the packet is made to appear to be originating from the station or a bay
controller, within the same substation. It is also possible to inhibit protection functionality
of relays due to spoofing of SV measurement data, causing protection equipment to not
operate during a critical fault conditions [65]. The spoofing attack causes a relay to
get blocked from further operations due to multiple concurrent input SV streams. With
the target protection device blocked, other relays in the system may trip during fault
conditions. Such types of spoofing attacks can have disastrous consequences for power
system operation and stability. A well targeted spoofing attack can not only compromise
but also disable equipment and components within a digital substation. Subsequently, this
can instigate major system instabilities, and may even induce cascading failures, due to
the sudden loss of multiple components. In a doomsday scenario, attackers may trigger a
system-wide collapse, i.e., a blackout, by compromising critical digital substations, leading
to catastrophic damages. Nonetheless, such types of spoofing attacks can be mitigated by
adopting proper cyber security measures, as discussed in [66].

IEC 62351-6 is a standard that specifically addresses cyber security of IEC 61850. It
recommends an additional field to the GOOSE and SV data payloads for security-related
information. This field contains a Rivest-Shamir-Adleman (RSA) based digital signature
to ensure payload integrity. Through this mechanism, sending and receiving Intelligent
Electronic Devices (IED) are clearly identified and it becomes impossible to manipulate
the payload. Similarly, the standard also recommends usage of Hash-based Message
Authentication Code (HMAC) using cryptographic algorithms such as SHA-256 to ensure
data integrity of GOOSE and SV frames. Such techniques can prevent spoofing and sniffing
attacks. However, the suggested use of the digital signatures and security based on RSA and
HMAC algorithms comes with associated costs. For protection applications where a 4 ms
or lower response time is strictly required, such measures are unsuitable. This is because,
encryption and decryption are computationally demanding [66, 67]. Furthermore, the
usage of RSA and HMAC-based authentication keys for IEDs and equipment necessitates
a dedicated key management infrastructure within the digital substation. Hence, such
security mechanisms have not gained widespread use, yet.

False Data Injection
The most extensively researched type of cyber attack on power systems is the false data
injection (FDI) attack. An FDI attack operates under the assumption that attackers have
access to the station control systems and RTUs in substations and/or the SCADA mas-
ter in the control center. Consequently, they can inject falsified SCADA measurements,
maliciously introducing correlated and consistent power flow measurements into State
Estimation (SE), aiming to mislead system operators. Nowadays, SE is an integral tool in the
energy management system for contingency analysis, security-constrained optimal power
flow, and pricing calculation algorithms. The critical nature of SE highlights the importance
of making it accurate and secure for power system operation. However, as discussed above,
the SCADA system is vulnerable to FDI attacks. In [68], Liu et al. introduced a class of
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FDI attacks that can perturb the estimated states without being detected by the safeguard
scheme within the SE process. The interesting part of such attack is that the adversary is
assumed to have the knowledge of the targeted power system including the power network
topology and parameters, and thus can exploit such knowledge to systematically generate
multiple FDIs on power flow measurements [69]. It has been illustrated that such FDI
attacks can bring potential economic damages by manipulating the nodal price of market
operations [70] or even physical impact such as a line overload [71]. The FDI attack may
seem difficult to conduct as the adversary needs to be equipped with enough knowledge of
the target power system and vast attack resources to manipulate multiple measurement
data channels. However, the complexity and functionalities of malware in recent cyber
incidents on industrial control systems provide credible means to realize the FDI attack
[72]. Notably, in addition to FDI on state estimation, recent research also considers at-
tack scenarios where other critical applications, e.g., automatic generation control, are
targeted [73]. In addition, studies on power system vulnerability analysis have been carried
out to explore how FDI attacks can achieve the desired targets with incomplete system
knowledge or very few attack resources, using both static and dynamic (time-variant) FDI
strategies [74, 75]. Detection and mitigation techniques at the physical layer of the power
system are proposed in [76, 77] based on both model-based and data-driven detectors from
control-theoretic domains or machine learning areas.

Replay Attacks
A replay attack is a variant of the man-in-the-middle attack where attackers record com-
munication traffic and replay it to mimic legitimate entities. Pidikiti et al. investigated
replay attacks on the SCADA system exploiting IEC 101 and IEC 104 protocols in [78].
These SCADA protocols were originally created without cyber security considerations.
Nevertheless, these protocols do implement a packet checksum mechanism to prevent
replay attacks to a certain extent. However, the size of the checksum is small and limited
by the packet frame size and bandwidth. This condition leads to unreliable checksums to
ensure data integrity. Therefore, this vulnerability can be exploited to launch replay attacks
on SCADA systems. On the other hand, replay attacks in IT systems are more common and
usually prevented by using authentication and secure session mechanisms. For example, a
countermeasure to replay attacks was proposed using Kerberos authentication protocol
[79]. This protocol would force the network hosts to authenticate themselves. After a
successful authentication, a secure session is established between hosts. Such a session is
typically valid only for a limited period of time preventing the reuse of session information.
However, adoption of such prevention mechanisms in OT systems is challenging. For
example, in IEC 101 and IEC 104, the limited packet frame size makes it difficult to add
more data to improve protocol security. In addition to the aforementioned authentication
mechanisms at the cyber layer, research efforts have also been undertaken to study the
replay attack from the perspective of the physical power system layer. Such research is
focused on detection methods to secure the control process of the SCADA system in power
grids [80]. However, it is to be mentioned, there could still exist sufficient conditions under
which plausible replay attacks may remain stealthy irrespective of the detection mechanism
used. This is applicable even to a control-theoretic approach wherein the attacker has
access to all the necessary data channels and executes the replay attack at a suitable time
[81].
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Session Hijacking
Communication sessions are interactive information exchanges between two or more
networked devices for a limited time duration. Typical session establishment is initiated
through authentication between hosts via secure protocols. Therefore, a session hijacking
attack aims to bypass these protocols, allowing adversaries to circumvent authentication
mechanisms and gain unauthorized access to legitimate communications. Kleinmann et al.
presented a study on session hijacking in SCADA systems by exploiting Modbus protocol
[82]. Modbus was originally designed only for serial communications between field devices
in substations. To improve its flexibility, it was later upgraded to implement TCP. This
modification allowedModbus to work on Ethernet connections using IP addresses providing
more data faster. The session establishment in Transmission Control Protocol/Internet
Protocol (TCP/IP) works based on a three-way handshake mechanism. However, TCP/IP is
widely known to be susceptible to cyber attacks including session hijacking [83] and thereby
compromising Modbus as well. Besides session hijacking at the protocol level, hijacking
can also be conducted through web applications or Human Machine Interface (HMI) of
SCADA systems. A successful session hijacking attack allows adversaries to assume the
identity of the compromised devices / users and provides unauthorized access and control
of the OT system. Burgers et al. presented a session hijacking case study and mitigation
techniques for SCADA [84]. This research focuses on session hijacking via web-based
applications, which use login authentication for session establishment.

2.2.5 Denial of Service Attacks
Denial-of-Service (DoS) is a cyber attack with the objective of preventing legitimate access
for users / networked devices to specific system resources such as network connections,
computing capabilities, and application services. The term distributed denial-of-service
refers to a coordinated DoS attack originating from multiple, distributed sources to increase
attack severity and prevent tracking and identification of attackers’ origin. A single DoS
attack can be mitigated by blocking the sole attack source. Conversely, for a DDoS attack,
blocking all attack sources is challenging, making its mitigation difficult. DoS attacks can
further be classified into bandwidth depletion and resource depletion attacks [85]. The
bandwidth depletion DoS attack aims to overload the bandwidth capacity of a target com-
munication network. This can be achieved by either directly flooding the communication
channel with bogus traffic or via third parties, which send multiple legitimate requests at
the same time in an amplification attack. As a consequence, in either instance, legitimate
communication traffic is affected, which significantly reduces the overall network perfor-
mance. The resource depletion attack aims to overwhelm the target’s resource usage, e.g.,
computing resources of a targeted host, by exploiting protocols and known response mech-
anisms. For example, as previously mentioned, TCP/IP implements a three-way handshake
mechanism, allowing two hosts to initiate communication with a preliminary request and
response mechanism. Adversaries may exploit this mechanism by sending a multitude
of malicious requests to the targeted host. Consequently, the targeted host is kept busy
responding to all malicious requests, leading to the disruption of a proper response to
legitimate ones.

DoS attacks can target SCADA systems of power grids. Studies about SCADA suscep-
tibility to DoS attacks are reported in [86, 87]. Petrovic et al. demonstrated DoS attacks
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on SCADA systems using OPNET communication network simulator [86]. The attacks
significantly reduced SCADA network throughput and processing capabilities, directly
affecting power system monitoring and control. Similarly, Kalluri et al. demonstrated
a DoS attack exploiting IEC 104 protocol used in substations, affecting the processing
and communication capabilities of RTUs [87]. Carcano et al. demonstrated a resource
exhaustion attack targeting IEC 62351 [88], highlighting its cyber security shortcomings.
In summary, the DoS attack is a potential threat against data availability in power grids,
as it prevents successful communication of measurements and controls. Attackers can
either jam the SCADA communication channels or compromise field devices and prevent
them from communicating data. They may also attack the routing protocols or flood
the network with bogus traffic [89]. DoS attacks on power systems may be modelled to
analytically study the impact of data absence on power system monitoring and control. By
properly designing DoS attack sequences, attackers can corrupt the normal operation of
controllers and consequently impact power system stability [90, 91]. Mitigation techniques
are discussed in [92].

2.2.6 Host-based Attacks
A host-based attack as the name suggests is an attack targeting various hosts in IT/OT
systems, such as SCADA servers and HMIs, databases, application servers, station control
systems, RTUs, protection relays, and merging units. In this section, we classify host-based
attacks into three categories, i.e., software-based, database, and unauthorised access and
control attacks.

Software-based Attacks
Software-based attacks on power grids exploit vulnerabilities present in software used in
IT/OT systems such as SCADA and energy management systems. Usually, the software
applications and security controls in OT systems inherit the same vulnerabilities present
in regular IT systems. The main issue is that software and security controls of such IT
systems may be patched, and their vulnerabilities may be mitigated more often than in
OT systems. It is more difficult to update the OT systems of critical infrastructures as this
process can affect the normal operation of physical facilities. A disruption of service such
as electricity supply to customers may result in regulatory penalties and financial loss.
Furthermore, extensive commissioning is needed after each update process that prolongs
the voluntary outage for maintenance.

Most SCADA system solutions provided by vendors were developed before the emer-
gence of cyber security concerns [93]. Software vulnerabilities in SCADA systems can be
classified into three categories, i.e., improper input validation, software or source code, and
resources control vulnerabilities [94]. As a result of input validation vulnerabilities, SCADA
software is susceptible to modification attacks such as data injection and buffer overflow.
SCADA source codes have also been found to contain improper security mechanisms and
vulnerabilities such as the null pointer dereference vulnerability [95]. Resources control
vulnerabilities are strongly related to software updates and patches. Corporate IT security
typically pushes software updates and operating system patches over the IT network. How-
ever, SCADA software updates and patching in control centers and substations are more
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difficult to implement. This is due to the blend of state-of-the-art and legacy end devices,
in addition to continuous operational requirements of the SCADA system in production.

In August 2020, nineteen software vulnerabilities were exposed by JSOF, an Israeli cyber
security company. These vulnerabilities, dubbed Ripple20, affected ICS devices using the
proprietary Treck TCP/IP stack software libraries. Two of the most severe vulnerabilities
are related to TCP/IP tunneled packet fragmentation [96] and Domain Name System (DNS)
packet decompression mechanisms [97]. The Treck software library has widely been
adopted in IoT networked devices by several vendors across a whole range of industries
including manufacturing, healthcare, and power grids. It is a cause for serious concern, as
shown in [97], that a specific payload injection could remotely turn off an Uninterruptible
Power Supply (UPS) device. Therefore, we can infer that Ripple20 is a real-world example
of challenges pertaining to updates and security of software in industrial control systems,
further complicated by global supply chains.

Database Attacks
A database is an essential element of the SCADA system as it stores real-time information
from substations along with user access credentials. Zhu et al. categorize a database
attack as an important cyber attack vector targeting SCADA systems [98]. Most common
databases work based on SQL. Thus, one of the popular attacks targeting databases is SQL
injection. This attack exploits input handling of the database system. When a database
cannot correctly parse and handle inputs, it may lead to database access violations and
illegitimate manipulation. In the worst-case scenario, with the breached confidential
database information, adversaries can gain unauthorized control of the SCADA master.
Consequently, databases have proven to be an important attack element in real-world cyber
attacks on power grids. For example, in Ukraine 2015 attack, adversaries gained access
to the control center using stolen credentials from the Windows Active Directory (AD)
database [97]. AD is one of the most critical applications since early 2000 as it offers
flexibility and interoperability of service authentication and authorization. However, a
breach in security measures of AD can lead to a breach of the entire system since AD serves
as the central authentication and authorization point. There are many publicly available
tools to exploit AD security. For example, Mimikatz can be used to exploit AD hashes
and Kerberos ticketing mechanism. Nonetheless, there are counter measures to prevent
cyber attacks targeting AD. One of the options is the application of Microsoft Credential
Guard. Credential Guard is a virtualization-based isolation technology for Local Security
Authority Subsystem Service (LSASS) which prevents attackers from stealing credentials
and prevents hash attacks. Another option is the implementation of tiered (multi-level)
administrator models. The tiered admin model can prevent attackers from gaining top level
privileges in an AD. Another common practice to prevent AD breaches is to implement
secure credential policies. For example, a user has to change passwords periodically and
use strong combination of characters. Multi-level or two factor authentication mechanisms
through mobile phone messages and emails can also be applied to increase the overall
system access security.

Unauthorized Access and Control
Access authorization typically uses an authentication mechanism applied to secure hosts,
software, and web services. Unauthorized access occurs when an adversary gains access
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to the system without legitimate credentials. Hence, unauthorized access and control
can be achieved if attackers circumvent the authentication mechanisms. There are many
techniques to achieve this objective such as credential theft using a keylogger, database
breaches, brute force attacks, and buffer overflows. It is also possible to gain unauthorized
access using penetration testing tools such as Metasploit. This exploits system vulner-
abilities by injecting malicious payloads on the target system. The most basic form of
unauthorized access is achieved through the guest (non-administrator) mode. However, in
this mode attackers’ options are limited. Thereby, to increase attack severity, attackers can
perform privilege escalation and become administrators allowing them complete control
over the compromised system. SCADA systems typically employWindows-based operating
systems. However, Windows is vulnerable to unauthorized access attacks. Thus, Windows
operating systems in IT/OT systems must be regularly updated and protected with fire-
walls and antiviruses. Researchers have also proposed solutions to prevent unauthorized
access in SCADA systems. Taylor et al. proposed a SCADA authentication technique
using a custom key distribution mechanism [99] applicable to DNP3 protocol, to prevent
unauthorized access and control. Similarly, Vaidya et al. proposed an authentication and
authorization for substation level communications [100]. This method implements multi-
level authentication and uses public key certificates to authenticate and authorize access
to the substation automation system. Other approaches to prevent and reduce the risk
of unauthorized access and control include measures such as securing the host operating
systems and implementing security perimeters and IDPS.

2.3 Impacts of Cyber Attacks on Power Grids

Cyber attacks on power grids are considered high impact, low frequency disturbances with
a wide range of effects. These could include, but are not limited to, equipment damages,
loss of load, and power system instability. In the worst case, sophisticated cyber attacks
may also cause system-wide cascading failures, leading to a blackout. Hence, this section
discusses the various potential impacts of cyber attacks on power grids, ranging from
component to system level. Table 2.3 summarizes the known cyber attacks on power grids
and their impact. Four of the attacks shown in Table 2.3 are real, except the Aurora attack.
The Aurora project was an experimental cyber attack that led to the physical destruction
of a 2 MW synchronous generator. This was mainly done as a demonstration to raise
awareness about cyber security and associated threats. The significant cyber attack on
power grids, so far, is the Ukraine 2015 attack. It has been confirmed that this attack directly
led to a power outage, affecting over a quarter-million customers for a duration of over
six hours. Besides the real-world examples of cyber attacks on power grids, research has
also been carried out to investigate the potential impacts of cyber attacks on power system
operation [101–103]. Such empirical studies discuss various cyber attack scenarios and
associated effects. A doomsday scenario would entail a cyber induced cascading failure
culminating in a complete blackout. Hence, the subsequent subsection firstly provides an
overview of the cascading failure mechanism, followed by various cyber attack scenarios
and their impact analysis, as reported in the literature.
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Table 2.3: Summary of known cyber attacks on power grids and their impact

No. Attack Year Category Impact

1 Malware infection of SCADA sys-
tem, Europe [104]

2003 Service disruption Loss of management functions in
substations for three days

2 Aurora experimental cyber attack,
USA [105]

2007 Physical damage Damage to a 2 MW synchronous
generator

3 Power plant malware infection,
USA [104]

2012 Service disruption 3-week restart delay of power plant

4 Cyber attack on power grid,
Ukraine [35]

2015 Service disruption Outage affecting 225,000 customers
for 6 hours

5 Cyber attack on power grid,
Ukraine [43]

2016 Service disruption Outage in distribution network, 200
MW unsupplied load

2.3.1 Cascading Failures
Any major power system blackout is preceded by the phenomenon of cascading failures. A
cascading failure, as the name suggests, is a successive failure of power system elements that
can lead to a complete system collapse, i.e., a blackout. Most cascading failures are initiated
by one or a set of multiple related events. These can include line flashovers, protection
maloperation, human error, etc. Historically, most of these events tend to be caused by
a combination of equipment failures, e.g., ageing equipment, environmental conditions,
and human factors. Depending on the operating state of the system and severity of the
initiating events, the entire power system may enter an emergency state. Without proper
control actions or remedial measures, the system is highly vulnerable to further cascading
effects. In such a case, various outcomes are possible. One such outcome, commonly
observed in historical blackouts such as Italy 2003 and USA 2003 [106] is as follows. Due
to the initial set of events, overloading of parallel transmission lines occurs, to account for
power redistribution. Eventually, these lines are also overloaded beyond their limits and
start tripping, initiating a cascading process of transmission line disconnections. After a
certain time, the effect of these outages is felt on system dynamics. Transient instability
can occur in a matter of a few seconds due to the large disturbances. Generators may lose
synchronism due to sudden loss of transmission lines. This will also affect system voltages,
causing major voltage drops. Consequently, in the case of heavy system loading, voltage
stability problems may also arise. An inability to meet growing reactive power demands
can eventually result in a voltage collapse. If left unchecked, such dynamic phenomena
can result in islanding, i.e., formation of smaller clusters in the system with a mismatch of
supply and demand. Ultimately, the power system reaches a so-called point of no return
[107]. From this point onwards, the entire cascading process is rapid, involving loss of
multiple generator units and loads. This domino effect is uncontrollable, culminating
in a blackout. It is worth mentioning here that such a sequence of events is based on
historical cascading failures and blackouts, involving physical system events. In case of a
well targeted and coordinated cyber attack, the effects can be severely magnified. As shown
in [108, 109] cyber attacks targeting bulk power systems may initiate cascading failures.
A sophisticated cyber attack can target multiple substations, disconnecting many lines
and tampering with control setpoints. As a result, power system instability and associated
phenomena discussed above may be induced much faster. Consequently, in comparison to
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previous blackouts, the point of no return may be reached much sooner in case of cyber
attacks.

2.3.2 Impacts Analysis
As previously mentioned, the physical impact of cyber attacks on power grids is wide-
ranging. There are many empirical studies reported in literature, covering these impacts.
The most reported consequence of a cyber attack on power grid infrastructure is equipment
damage. The Aurora experiment is a good real-world example of such possible effects.
The attack demonstrated how rapid opening and closing of a generator’s circuit breaker
cause an out of phase reconnection and permanent equipment damage. Along similar lines,
[109] extensively discusses switching attacks on generators. This work clearly highlights
how sophisticated cyber attacks can not only disconnect generators and cause equipment
damages, but also initiate cascading failures. By applying a fast, switching attack on a
generator’s main circuit breaker, transient instability can be induced, destabilizing the
entire power grid in a matter of a few seconds. Other possible impacts include damage to
equipment such Flexible Alternating Current Transmission System (FACTS) devices and
On-Load Tap Changer (OLTC) through setpoint modification [110, 111]. These devices
are critical in ensuring voltage stability, and such equipment damage can trickle down
and affect the entire power system. Loss of load is another commonly reported result of
cyber attacks on power grids. If a cyber attack affects the system frequency, automatic
measures such as load shedding are undertaken to preserve system integrity. Additionally,
switching or data modification attacks can directly lead to loss of load [112]. The worst
possible outcome, however, is that of cyber induced cascading failures and a blackout.
As discussed in [108], a cyber attack on multiple substations in any power system may
lead to a blackout. Cyber attacks targeting specific grid components or equipment can
impact power system stability. For example, targeting voltage control mechanisms such
as Static VAR Compensator (SVC) and Static Synchronous Compensator (STATCOM) can
severely affect voltage stability. By carrying out data modification or MITM attacks, as
stated in [110, 111] reactive power compensation is severely affected. As a result, voltages
throughout the system can be influenced. Sustained under voltages can lead to emergency
load shedding, and in the worst case, a voltage collapse. As part of a coordinated effort,
such attacks can induce system-wide cascading failures and even a blackout.

2.4 Vulnerabilities ofPowerGridOperationalTech-
nologies

OT systems have a longer lifecycle than traditional IT systems. IT cyber security is not
covered in this study, as successful cyber attacks aim to gain access and extract digital
information, meaning confidentiality is a major concern. On the other hand, by compro-
mising and manipulating measurements or control commands, the attackers can cause
physical damage, endangering both the operational and human safety of an ICS. In a recent
report by Dragos Inc. published in 2022, the number of critical vulnerabilities on the whole
spectrum of industrial systems has exploded [113]. Focusing on CPPS, the standards based
on which the OT architecture of these systems are designed often lack cyber security
considerations [114, 115]. Additionally, as the life cycle of the power system OT equipment
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is long, newly developed hardware will be implemented partially on substations, while
vulnerable devices will still be present. Two classes of vulnerabilities are identified: the
communication protocols used in CPPS and the software vulnerabilities.

2.4.1 Communication Protocol Vulnerabilities
The standard communication protocols in power systems aim to connect the various
industrial equipment and metering infrastructure to the local control systems and the
control center. These industrial protocols are utilized to define the communication between
the devices in the CPPS. Field devices such as RTUa, IEDs, and MUs are connected through
communication nodes and links to the local SCADA applications for local monitoring and
control. Currently, most protocols are IP-based, using TCP or User DatagramProtocol (UDP)
packets for flexibility of implementation.

The communication between sensors, meters, IEDs, and the SCADA or HMI of a
substation is realized with protocols such as Modbus, DNP3, and IEC 61850. Modbus is a
well-known example of a standard communications protocol that was adopted across a
wide area of industries, including power systems. It is implemented between programmable
logic controllers and HMIs, utilizing the master-slave configuration [116]. The devices can
also be configured to run these roles in parallel. The Modbus protocol works on two types of
communications, serial line and TCP over Ethernet. Notable cyber security vulnerabilities of
this protocol are derived from the lack of security applications, authentication mechanisms,
encryption, and integrity validation [117]. Adversaries can intercept existing Modbus
sessions and replicate the session by analyzing the traffic, making it susceptible to MITM
attacks. Additionally, Modbus can be made more scalable by embedding its frame in a
TCP packet. As a result, Modbus over TCP inherits cyber security issues of TCP [118].
Moreover, the application of Modbus over TCP does not properly implement the TCP
message checksum. Hence, it can be easily intercepted and compromised by a spoofing
attack.

DNP3 is a popular communications protocol used in power systems for SCADA op-
erations. It was introduced to support communications between the control center and
substations. The original objective of DNP3 was to transmit small-sized data packets using
serial RS232 for relatively short-distance point-to-point communications. The protocol
implements four layers from the Open Systems Interconnection (OSI) model, i.e., physical,
data link, transport, and application. The latter variants of DNP3 were extended to work
using TCP and UDP packets over Ethernet. While DNP3 is more reliable than Modbus, it
also consists of vulnerabilities, making it prone to spoofing and distributed DoS attacks.
In [119], 28 possible attack vectors that could target the DNP3 protocol were identified.
Attacks targeting DNP3 can be categorized into the process of interception, interruption,
modification, and fabrication. The protocol is also vulnerable to MITM attacks like packet
sniffing and spoofing attacks. These attacks can result in three types of impact: 1) loss of
confidentiality, 2) loss of awareness, or 3) loss of control. Loss of confidentiality happens
when the attacker successfully intercepts the communication. Loss of awareness occurs
when the control center does not obtain precise and trustful information. The most critical
type of attack is the loss of control, wherein attackers can take unauthorized control of the
system.

IEC 61850 is a modern power system communications standard for substation automa-
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tion and protection, which allows information exchange through several communication
protocols, including GOOSE, SV, and Manufacturing Message Specification (MMS) [114].
Compared to Modbus and DNP3, IEC 61850 Ethernet-based communications provide larger
bandwidth. In this standard, power system communication is mapped into TCP/IP packets
sent over Ethernet and can be applied for local and wide-area communication [120]. For ex-
ample, Routable IEC 61850 was implemented through data encapsulation into TCP packets
[121]. This mechanism facilitates the expansion of IEC 61850 communication beyond the
boundaries of a single substation, enabling its routing across more extensive areas of the
OT networks. IEC 61850 is used to exchange control and measurement packets for local
communication within a substation, between substations, as well as between substations
and the control center. Although IEC 61850 is defined by its high scalability and increased
functionalities, cyber security vulnerabilities are identified. IEC 61850 GOOSE and SV pro-
tocols are identified as vulnerable to spoofing attacks [65, 122, 123]. Additionally, a critical
issue is derived from the problem that encryption measures are difficult to apply due to
the low latency requirements (3-4 milliseconds) for power system protection applications.

The most commonly used standard for establishing communication between the sub-
stations and the control center is IEC 60780-5, as well as IEC 61850. From this category, IEC
60870-5-101 and IEC 60870-5-104 are the most widely used protocols. IEC 101 is a protocol
for basic supervisory control and data acquisition, while IEC 104 has increased performance
due to its network and transport layers, in addition to the application layer protocol [115].
IEC 104 can provide network access to IEC 101 using TCP/IP. Due to the vulnerabilities
in the TCP/IP stack, common vulnerabilities are: i) messages are transmitted in plain text
[124], and ii) lack of authentication mechanism. Thus, cyber actors can perform MITM
attacks by sending malicious control commands or connecting to the network.

To address cyber security issues of the aforementioned standards, IEC 62351 is proposed,
with a goal to enhance confidentiality, integrity, and authenticity. As such, many of the
parts of this new standard are based on IEC 61850 and 60870. IEC 62351 is still in the process
of development. It provides new definitions related to cyber security, like role-based access
control, key management, and security architecture [125]. Some identified vulnerabilities,
described in [126], enable cyber actors to perform replay attacks using GOOSE and SV.
One vulnerability is related to time exchange based on the simple network time protocol.
Security enhancements proposed in IEC 62351 rely on the implementation of cryptographic
measures, such as RSA cryptography. However, entire packets are not encrypted using
RSA, and only the protocol data unit is encrypted. This situation allows attackers to modify
the unencrypted parts. Despite the implementation of IEC 62351, modification of packet
counters and time stamps allows attackers to launch GOOSE and SV-based attacks. IEC
62351 prevents the manipulation of traffic by implementing a Message Authentication
Code (MAC), which is a hash-based authentication to validate the integrity of data. Still,
the attackers can modify time-related information using the vulnerabilities of the data
encryption standard that MAC relies on. Consequently, this can violate the rules of packet
processing, thereby triggering DoS conditions. Besides the possible theoretical exploits
of IEC 62351, there is also an example of a real attack demonstration. Carcano et al.
demonstrated cyber attacks targeting SCADA networks running IEC 62351 [127].

Additional protocols that are employed for measurement and communication in the
power system are IEEE C37.118, IEEE C37.247, and Inter-Control Center Communications
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Protocol (ICCP). IEEE C37.118 defines a mechanism for real-time exchange of synchropha-
sor data and messaging formats, message types, and content [128]. The messaging format,
as well as the requirements for data transfer, are defined by the standard. It uses a universal
time source as a reference and time stamps based on the GPS to provide time-synchronized
measurements of power system parameters from different locations. This feature is crucial
for implementing Wide Area Monitoring Protection and Control (WAMPAC) applications
[129]. Cyber security considerations are mainly due to the lack of security mechanisms like
authentication and encryption [130]. The lack of the aforementioned security mechanisms
enables cyber attackers to manipulate the data packets for MITM attacks or to inject forged
ones. These vulnerabilities can be utilized to target wide-area applications, enabling cyber
actors to indirectly target the physical power system.

The C.37.247 defines the Phasor Data Concentrator (PDC) operation, which is used
to synchronize, process, and transmit the data collected from individual PMUs [131].
Synchrophasor measurements from the distributed PMUs are received in real-time by
the PDCs, which are used to shape the data in a single data stream and transmit it to
higher levels. PDCs are used for timestamp alignment, filtering corrupted or false data,
and maintaining a record of data. Regarding cyber security, the communication links used
for data transmission to/from PDCs are not encrypted. Malicious actors can utilize the lack
of encryption, vulnerabilities that enable access to the configuration and programming
software of the devices, and lack of traffic control to launch DoS, MITM, and time delay
attacks [132, 133].

Finally, ICCP, also known as IEC 60870-6/TASE.2, is a data exchange protocol commonly
used for communication between independent system operators, regional transmission
operators, generators, control centers, and utilities over the Wide Area Network (WAN)
[134]. It facilitates communication between two control centers based on a client-server
model. The vulnerabilities of this protocol are identified in [135] and enable cyber actors
to attack the process control data, the ICCP servers, and server operating systems. These
vulnerabilities mainly exploit the lack of security mechanisms like encryption and au-
thentication. Without those two security properties, many possible exploitations can be
performed over ICCP. Studies showed that security mechanisms can be applied to ICCP
[136]. It can be encrypted and authenticated as secure ICCP. Implementation of secure
ICCP relies on public-key cryptography.

In summary, the protocols employed by CPPS exhibit vulnerabilities to cyber attacks as
a result of inadequate implementation of cyber security measures. The security measures
employed in the field of IT communication protocols primarily rely on the implementation
of cryptographic techniques. Nevertheless, the implementation of cryptography in CPPS
is challenging due to the stringent demands for high availability and low latency. In [137],
the author provided evidence that CPPS face difficulties when attempting to integrate
cryptography into their systems. This is primarily attributed to the substantial amount
of computational time that cryptographic processes demand. Although cryptographic
algorithms like 2048-bit RSA and 1024-bit DSA are considered robust, the processing
time of cryptographic operations respectively entailed a total of 61.04 milliseconds and
14.90 milliseconds. Due to limited time availability, this situation led to the utilization of
cryptographic techniques that offer reduced security and computational requirements or,
in many instances, the complete absence of cryptographic measures.
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2.4.2 Software Application Vulnerabilities
In existing electrical power systems, software technologies for OT are mainly related to
SCADA systems. In the future, this will be integrated with various software functionalities,
i.e., energy management systems and advanced distribution management systems. SCADA
is a control system architecture that consists of interconnected devices controlled by OT
software. The main challenge for a SCADA software system is the regular software updates.
Most of the existing software was created before cyber security issues became a major
concern [138]. In [139], three groups of SCADA software vulnerabilities are identified: 1)
improper input validation, 2) resource control, and 3) software code. SCADA software is
susceptible to input value modification attacks such as buffer overflow and data injection.
With regard to the code itself, OT systems tend to be less secure. This is because OT
software is designed for high availability requirements, with less consideration of regular
updates and security mechanisms.

1. Zero Day Vulnerability 2. Vendor Create Patch 3. Patch Update, 
Remove Vulnerabilities

Vulnerable SafeSafe

Patch Gap

Discover new 
vulnerabilities 

Patch update 
release

Vulnerabilities 
exposed publicly 
and become CVE

Figure 2.2: Lifecycle of a software vulnerability [2].

Resource control vulnerabilities are mainly related to software updates and patch
control mechanisms. Vulnerable software that may have been deployed in the field must
be updated and patched to eliminate vulnerabilities. However, software updates and
patches in OT are challenging and can potentially disturb system operations. Fig. 2.2
shows the lifecycle of a software vulnerability that is applicable to SCADA software.
In principle, software vulnerabilities will always exist. When limited parties identify
these vulnerabilities, it becomes stage one, i.e., a zero-day vulnerability. The zero-day
vulnerability is dangerous when exposed by adversaries. In the second stage, information is
exposed publicly, and software vendors create software updates and patches to address the
vulnerability. After this, it is no longer considered a zero-day vulnerability. For example,
MITRE’s Common Vulnerabilities and Exposures (CVE) lists all the vulnerabilities in
SCADA-related applications [140]. A patch update is released by the vendor to address
specific vulnerabilities. However, as previously mentioned, patch updates in the SCADA
system are quite challenging, and they may be deployed in remote locations [141, 142].
Hence, vulnerabilities in SCADA software are likely to stay present and unaddressed during
the software lifecycle.

An example of the potential impact of the software code vulnerabilities is the Ripple20.
In June 2020, nineteen software vulnerabilities were discovered by JSOF, a cyber security
firm. These vulnerabilities affect devices using the Treck Inc. TCP/IP stack software
library. The vulnerabilities are based on the exploitation of TCP packet fragmentation,
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tunneling mechanism [143], and DNS decompression mechanism [97]. Many networked
devices widely use this software library for the TCP/IP stack across a plethora of industries,
including SCADA, offices, healthcare, etc. By exploiting the vulnerabilities, adversaries
can disrupt the functioning of the devices. An investigation in [97] shows an example
of a malicious payload that can successfully switch off a UPS device remotely. These
vulnerabilities are a significant problem since it is difficult to update software or firmware
in embedded devices. Ripple20 is a real-world example of difficulties performing software
updates for SCADA devices and systems. Legacy SCADA systems can also be integrated
with energy management systems in the future power grid for various advantages.

Future power grid software like energy management systems and advanced distribution
management systems can help achieve more intelligent grid operations. The operation of
the power grid is not only dependent on human operators but also on smart and intelligent
systems. The software can be in the form of AI applications. The implementation of smart
software or AI will advance the digitalization of the overall grid. However, the cyber
security aspects cannot be overlooked. Adversarial machine learning is one such major
potential threat that can fool the AI-based system. In [144] and [145], the authors show how
adversarial machine learning can have adverse effects on the operation of smart software
systems. Such adversarial machine learning may become a new type of threat to power
system software systems in the near future.

2.5 Secure Communication Protocols
In order to successfully mitigate the threat of cyber attacks on power grids, it is important
to first understand the relationship between computer networking and cyber security.
Fig. 2.3 presents the mapping between communication network layers and associated
cyber threats and countermeasures, based on the well-known OSI seven-layer and TCP/IP
four-layer models. The seven-layer OSI abstraction explains the flow of data in computer
networks as bits in the physical layer, frames in the data link layer, packets in the network
layer, Transport Protocol Data Unit (TPDU) in the transport layer, Session Protocol Data
Unit (SPDU) in the session layer, Presentation Protocol Data Unit (PPDU) in the presentation
layer, and finally as Application Protocol Data Unit (APDU) in the application layer. SCADA
communications typically uses APDUs to deliver the payloads, i.e., measurements and
controls. Information exchange and delivery is done either through network layer or data
link layer. Layer 2 communication is limited to the confines of a substation where the data
is exchanged as a frame. Meanwhile, layer 3 communication is used for communication
between the substations and control center. Layer 3 communication uses the TCP/IP stack
and network routing mechanisms to deliver information.

Fig. 2.3 also shows the attack types for each layer of the OSI model and its associated
countermeasures. The physical layer is prone to attacks such as sniffing and signal jamming.
A suitable solution to protect layer 1 is by using physical security such as physical protection
of cable connections.

Information exchange at layer 2 uses physical addresses to identify hosts. This is
typically implemented at substations, employing a broadcast mechanism for information
delivery. Due to this situation, layer 2 communication is prone to spoofing attacks. Attack-
ers can observe all communication traffic in the network and mimic legitimate traffic to
launch a spoofing attack. On the other hand, layer 3 communication works based on IP
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addresses. Unlike layer 2, the network layer is a closed-loop communication from source
to destination using IP addresses and routing mechanisms. This form of communication is
typically used between substations and the control center through a WAN. However, layer
3 is vulnerable to man-in-the-middle attacks. Attackers can perform IP spoofing to mimic
legitimate IP addresses for a successful MITM attack. Layer 4 is the transport layer that
defines communication protocols. Attacks on this layer mainly exploit protocol operations.
For example, TCP sync mechanism can be exploited to launch a DoS sync flood attack.
In order to protect layers 2, 3, and 4, security mechanisms such as network firewalls and
intrusion detection and prevention systems can be applied.
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Figure 2.3: Mapping of OSI layers, cyber attacks and mitigation techniques [3].

For power system communication, typically only layer 7 from the upper layers is
used wherein the APDU stores traffic payload. Layers 5 and 6 are typically not used.
This is due to the limitation of advanced security implementations in the application
layers of power system communications. It is difficult to implement cryptographical
techniques to secure power system communications due to the increased latencies. SCADA
communication in a power system requires low latency and high rates of data exchange.
Hence, communications in the power system are unencrypted and less secure in order
to provide a better communication performance. Due to these limitations, cyber security
of power system communication has become a vital issue. This chapter discusses secure
protocols and security controls for power grids.

There are many standard protocols that have been deployed for power grid operations.
However, the implementation of secure communication protocols poses a challenge in
OT systems, owing to the high-availability requirement. Consequently, security protocols
have been identified to be critical areas requiring significant improvement [146]. We
identified five approaches to improve the security of OT communication protocols. The
first mechanism is achieved through altering the pre-existing protocols. The second
approach involves the integration of established legacy power grid protocols with existing
protocols that offer enhanced security measures. The third mechanism is achieved by
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developing a brand-new protocol. The fourth mechanism pertains to the enhancement
of key exchange, while the fifth mechanism involves the integration of the protocol with
blockchain technology. Fig. 2.4 summarizes the secure OT protocol research directions.

OT Security Protocol 

Research Directions

1. Modification of existing OT protocols

2. Combine existing OT protocols with secure protocols   

3. Creation of brand-new OT secure protocols

4. OT protocols key exchange and management enhancement

5. Integration of blockchain into OT protocols

Figure 2.4: Summary of secure protocol research and classification [3].

The first mechanism proposed an alteration of the existing protocols. The authors in
[147] carried out a study utilizing formal methods to examine potential authentication
vulnerabilities present in DNP3. Upon the identification of vulnerabilities, the authors
subsequently suggested the implementation of security enhancements for the DNP3 secure
authentication broadcast [49]. The conventional implementation of DNP3 employs a
broadcast mechanism for the purpose of verifying the authenticity of communication that
is transmitted between the master and remote station. The default broadcast mechanism
sends information arbitrarily without a well-defined mechanism. This mechanism may
lead to potential vulnerabilities like a man-in-the-middle attack, modification, replay,
and injection attacks. The research in [49] proposes a modification of the DNP3 secure
authentication broadcast message and checks the validity of the established connection. The
proposed solution improves the efficiency and enhances the resiliency of DNP3 broadcast
messages against man-in-the-middle attacks. In [148], the authors describe the Secure
DNP3 protocol with additional authentication mechanism for enhancing communication
integrity. An authentication challenge is issued by the slave when the master station
requests a “write” message. The master station sends an authentication response. The
slave confirms with acknowledgment and response messages. At this stage, it is inferred
that the master station is recognized as a trustworthy and legitimate entity. The authors
in [148] also present the security enhancement of ICCP through the utilization of digital
certificates to improve communication integrity.

In the second direction, there is already research being done with the intention of
using a combination of existing protocols to put the approach into practice. Authors in
[149] proposed the utilization of Modbus communication via Transport Layer Security
Protocol (TLS) Protocol to create a secure communication channel. The Modbus protocol is
a conventional communication standard utilized in power grid systems that lacks security
mechanisms. Meanwhile, TLS is considered a broadly adopted mechanism for facilitating
secure communication through the use of encrypted data. The proposed mechanism
involves the encapsulation and encryption of Modbus information within a TLS packet.
The aforementioned mechanism necessitates the process of encapsulating and subsequently
de-encapsulating data. Therefore, this approach shows that it is possible to implement
power grid communications utilizing pre-existing security protocols.
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Instead of modifying existing protocols, the third direction is to create new protocols
and standards. An example of a new standard is OPC UA, which replaces the previous
versions of OPC through the integration of cryptographic and authentication mechanisms
[148]. Another example is IEC 62351 which aims to mitigate cyber security concerns in
current protocols via the implementation of cryptographic techniques [123]. Nevertheless,
the deployment of cryptographic techniques presents several obstacles. One of the foremost
challenges is related to the distribution of keys. Therefore, it comes to the fourth approach
using key exchange and management enhancement. Key exchange and management have
been identified as a challenge in the SCADA system [150]. Numerous key exchange and
management schemes have been suggested to enhance the security of SCADA communica-
tion. However, a comprehensive solution to this issue cannot be achieved through a silver
bullet solution. The proposed solutions inevitably entail a trade-off between real-time
availability and security. The authors in [151] propose a scheme for the pre-distribution of
SCADA network keys. The secret key is transmitted over the untrusted network using a
pre-distributed matrix-based key. Each device generates unique keys using an algorithm for
key generation based on a preliminary matrix reference. This mechanism prevents a man-
in-the-middle attack against the key. Unfortunately, if attackers successfully compromise a
device, they may still be able to circumvent the secure communication process.

The fifth proposed solution for enhancing security in power grid communications
involves the implementation of blockchain technology. Data in the blockchain is stored
in the form of a chain of information to preserve integrity [152]. The authors in [153]
present diverse potential applications of blockchain technology in the context of power
systems. The primary purpose of blockchain technology is to enhance credibility and
safeguard the confidentiality of transactions within the energy sector. The proposal of
utilizing blockchain technology to enhance the security of message exchange protocols in
ICS was proposed in [154]. It is anticipated that blockchain technology will enhance the
mechanisms for protocol identification, methods for authentication, and chain of encrypted
information. This type of scenario could be appropriate for limited message transmissions.
Nevertheless, the communication traffic of power grids primarily comprises telemetry and
measurement data that exhibit a high volume of traffic. Therefore, the implementation
of blockchain remains challenging and there is currently no practical implementation of
blockchain to improve the security of power grid communication protocols.

To summarize, the implementation of the first and second mechanisms represents a
straightforward approach to promptly enhance the security of power grid communication
protocols. These solutions exhibit a high degree of elegance in addressing deficiencies
pertaining to data encryption and authentication in legacy power grid protocols. Nev-
ertheless, these mechanisms may lack reliability due to the absence of inherent security
within the protocols. The fourth and fifth mechanisms have the potential to serve as
alternative solutions for augmenting the key exchange and authentication aspects of the
protocol. Nevertheless, similar to the aforementioned alternatives, these approaches are not
inherently incorporated within the existent protocols. Therefore, the third mechanism has
the potential to emerge as a viable alternative for enhancing protocol security over a longer
time frame. New security standards, e.g., IEC 62351, provide guidelines and requirements
for implementing security measures to protect the operation and data exchange within
OT systems, including protection against cyber threats and unauthorized access. Unfor-
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tunately, the implementation of new protocols is a time-intensive process. Moreover, the
implementation of new protocols does not always guarantee high reliability and security.
For instance, in [155], it was demonstrated that IEC 62351 is still susceptible to resource
exhaustion attacks.

2.6 Network Security Controls
Security controls are a set of measures and mechanisms that are put in place to ensure the
protection of information systems from potential threats, vulnerabilities, and unauthorized
access. Security controls have been devised with the purpose of reducing potential hazards
and guaranteeing the confidentiality, integrity, and accessibility of both data and resources.
This section discusses the state-of-the-art research conducted on network security controls
for power grids, which are divided into two categories, i.e., firewalls and IDPS. The
summary of network security controls is provided in Table 2.4.

Table 2.4: Summary of network security control applications.

Security Control Methods Protocols References

Firewall

Packet filtering DNP3 [156]
Modbus [157]

Next Generation Firewall / Deep Packet Inspection Not specified [158]
IEC 104 [124, 159, 160]
Not specified [161, 162]
IEC 104 [163, 164]
Modbus [165–167]

IDPS

Signature-based DNP3 [165, 168]
Siemens S7 [169]
IEC 61850 [170–173]
IEEE C37.118 [174]

Anomaly-based and AI-based Not specified [175–192]
IEC 104 [193]
DNP3 [194–196]

2.6.1 Firewalls
The firewall was initially designed to operate predominantly through conventional IT
systems. However, the implementation of a firewall is also a viable measure for enforcing
security controls for power grids. In [156], a proposal was made for a Linux-based firewall
modification intended for use in power grid applications. The Linux operating system
features a firewall application that is configured through the implementation of iptables
rules. Iptables enables the user to designate IP address origin and destination, port, and
packet type for inclusion in either a blacklist or whitelist reference. Furthermore, the
study suggests the utilization of an extra 32 bits of header data derived from the DNP3
protocol. The decision to filter is made using 32 bits of information extracted from DNP3
packets. In [157], another variant with a comparable filtering mechanism was proposed
for the Modbus protocol. In general, implementing security measures based on firewalls
represents a straightforward approach to safeguarding communication networks for power
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grids. The firewall operates on predetermined rules that are hardcoded, and subsequently
applies these rules to filter packets accordingly. Unfortunately, a firewall is considered
inadequate for dealing with advanced cyber attacks. By utilizing advanced methods of
attack, adversaries may circumvent the static firewall rules.

Another type of firewall known as Next-Generation Firewall (NGF) is equipped with
the capacity to perform DPI. DPI enables NGF to not only inspect the header information
of a packet, but also to inspect the contents and contextual information of the packet
payload. Several studies have suggested the utilization of DPI applications for enhancing
security measures in power grids. For instance, the DPI application for IEC 104 protocol
is researched in [124, 159, 160] and other OT protocols in [158]. NGF exhibits superior
performance when compared to traditional packet filtering firewalls. Prior knowledge of
the traffic is a prerequisite for NGF to effectively execute traffic classification and filtering.
Consequently, NGF exhibits limitations in its ability to identify anomalies from new types
of cyber attacks.

2.6.2 Intrusion Detection and Prevention Systems
IDPS is a security mechanism that was specifically developed to identify and counteract any
malicious actions or unauthorized entry attempts that may occur within an IT/OT system.
The operational mechanism involves the monitoring of network traffic, system events, and
user activities with the aim of detecting potential security breaches or policy violations.
In general, there exist two primary classifications of IDPS, namely signature-based and
anomaly-based.

A signature-based IDPS operates by utilizing a predetermined set of information, i.e.,
signatures for known cyber attacks, for classifying the network traffic. Numerous studies
have been carried out related to the utilization of signature-based IDPS in various power
systems-related communication protocols. These include IEC 104 [163, 164], Modbus
[165, 166, 197], DNP3 [165, 168], Siemens S7 [169], IEC 61850 [170–173], and IEEE C37.118
[174]. Additionally, certain implementations have been developed for carrying out general
OT protocols as described in [161, 162].

An alternative type of IDPS runs through the application of anomaly detection tech-
niques. Rather than depending on pre-defined attack signatures, this approach establishes
a standard baseline for typical behavior for the network, systems, and users’ activities.
The system continuously observes network traffic and system events, seeking out any
deviations or anomalies from the normal pattern. An alert is generated if an activity or
behavior deviates significantly from what is considered normal. An anomaly-based IDPS
is an effective method for detecting previously unseen or zero-day attacks and advances
attack techniques.

Statistical analysis, expert systems, and AI are three techniques that can be employed
to identify an anomaly. In recent years, the AI-based technique gained more attention. In
general, AI-based methods can be subdivided into machine learning and deep learning.
Prior studies have proposed the application of machine learning techniques for IDPS in
power grids. The vast majority of the research focuses on IDPS in general and does not
address any specific OT protocols [175–189, 191, 192]. Some of them also implement
anomaly-based IDPS for specific protocols, e.g., IEC 104 [198], IEC 61850 [193].

Deep learning is a subset of machine learning that involves more complex neural
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network layers and higher computing demands. Some of the popular deep learning models
include CNN, Recurrent Neural Network (RNN), Long Short-Term Memory (LSTM), and
Graph Neural Network (GNN). In [195], the authors proposed IDPS based on deep learning
to classify DNP3 traffic. The traffic is classified into four categories, i.e., normal, DoS attack,
unsolicited attack, and cold restart attack. Another example, CNN-based attack detection
for DNP3 protocol was proposed in [194]. More deep learning-based IDPS examples are
provided in Table 2.4. Although deep learning requires more computational resources,
it outperformed traditional machine learning in terms of performance. As a result, the
majority of IDPS research in recent years has focused on applications of deep learning.

2.7 Cyber-Physical Power SystemCo-Simulation and
Cyber Range

2.7.1 Cyber-Physical Power System Co-Simulation
A power grid is an example of critical infrastructure that requires a high level of availabil-
ity. Conducting experiments on actual power grids is a challenging task owing to their
stringent operational requirements. Therefore, CPS modeling and simulation are essential
components of the research. The utilization of CPS modeling and simulation provides
significant importance in the domain of power system resilience research. Many survey
papers concerning the current state of the art in smart grid modeling can be found in
[199–202]. This section focuses on CPS models with cyber security capabilities. The CPS
modeling framework comprises two primary components, i.e., the power systems and
IT/OT systems. Table 2.5 provides a summary of the CPSmodel simulators utilized in power
systems. There are many power system simulators currently available, including but not
limited to Real-Time Digital Simulator (RTDS), OPAL-RT, Typhoon HIL, DIgSILENT Pow-
erFactory, GridLab-D, OpenDSS, Siemens PSS/E, Homer, Cymdist, PSAT, and MATPOWER.
Numerous communication network simulators are also available, including NS-2, NS-3,
OPNET, OMNeT++, NetSim, NeSSi, DeterLab, and Mininet. Therefore, there are numerous
potential combinations of power systems and communication network simulators for the
purpose of modeling the cyber-physical power system.

Table 2.5: Cyber-physical system models for power systems research.

Cyber-Physical System Power System Simulator IT-OT Simulator Protocols

TASSCS [203] Software Based OPNET DNP3, IEC 61850, OPC
UA

SCADASim [204] Software Based OMNeT++ DNP3, Modbus
Washington State University [205] RTDS Mininet, Core IEC 61850, Modbus,

DNP3
DeterLab [206, 207] Software Based Virtual Machine -
ISAAC [208] RTDS Real Hardware IEC 61850, IEEE C37.118,

DNP3
SCEPTRE [209] PyPower, OpenDSS, Power-

World
Virtual Machine -

According to the state-of-the-art literature review [199–202], RTDS has emerged as the
preeminent simulator for power systems. RTDS is a computational tool that enables the
simulation of power systems in real-time, allowing for the accurate representation of the
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dynamic behavior of these systems in synchronization with the actual system time. This
capability is important in the context of testing and validating control systems, protection
schemes, and other applications that require timely execution. In the meantime, for IT/OT
communication networks, the majority of organizations are moving toward adopting a
virtual environment that is based on Virtual Machines. Over the past ten years, there has
been a rise in alternative communication network simulators for the CPS model of power
grids, including OPNET [210–212], OMNET++ [213, 214], and NS2/NS3 [215]. Nevertheless,
the fidelity of these simulators is inferior when contrasted with the virtual environment.

In summary, the communication network simulators utilized for CPS modeling of
power grids can be classified into four different categories. They are 1) code/script-based,
2) software-based, 3) virtualization-based, and 4) real hardware implementation. Fig. 2.5
displays the clustering and categorization for each respective category. In Fig. 2.5, each
category is evaluated according to its scalability and level of fidelity. It would be preferable
for the CPS model to have higher scalability as well as fidelity. The most realistic and least
scalable form of simulation is real hardware. The most scalable simulators, meanwhile,
are code-based simulators. Code-based simulators enable the simulation of a network at a
large scale. However, the code-based needs to specify what constitutes communication
and it requires to manually specify each type of communication functionality in the code.
Furthermore, unlike in a real system, the communication process is not natural. The subse-
quent category pertains to simulators that are based on software. The low scalability and
low fidelity of these particular simulators leave it a less desirable alternative. Considering
the aforementioned factors, it is very likely that the optimal choice for simulation would
be based on virtualization.

NetSim
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OMNET++

NS2 / NS3

Virtual Machine

DETER Lab

Mininet

Real Hardware
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Figure 2.5: Comparison of communication network simulators for CPS modelling [3].

A VM-based simulator is likely to provide an environment that is nearly identical to
that of real hardware. It also can be more scalable than real hardware through hardware
virtualization techniques using hypervisor. For instance, DETERLab is classified as a VM
because it consists of a cluster of VMs. The other option is Mininet, an operating-system
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level virtualization, which works based on the Linux namespace over containerization. In
contrast to VMs, containers employ virtualization to encapsulate the Operating System (OS)
and application dependencies, thereby allowing for the sharing of the host OS kernel across
multiple containers. In summary, it can be concluded that the most suitable alternatives
for communication network simulation are those based on VM and container technologies,
as they offer an optimal equilibrium between scalability and high fidelity.

Physical Hardware

Operating System
(OS)

Physical Hardware

Host Operating 
System

VM 1
OS

VM 2
OS

Physical Hardware

Host Operating 
System

Application (App) App 1 App 2

Container Engine

App 1 App 2

1. Real Hardware 2. Virtual Machine 3. Container

Figure 2.6: Comparison of real hardware, virtual machines, and container-based system [3].

The differences between an application running on actual physical hardware, virtual
machine, and containerization are illustrated in Fig. 2.6. When compared to actual hardware,
VM allows us to run applications in a more isolated manner within the operating system.
This feature enables users to simulate a greater number of virtual environments within the
IT/OT network. However, as illustrated in Fig. 2.6, the VM was required to install the guest
operating system on top of the host operating system. The scenario involving the stacking
of operating systems is known to significantly consume a substantial amount of resources.
To address this challenge, operating system level virtualization through containerization
applications such as Docker and Linux-based namespace have experienced an increase
in popularity in the past few years [216]. One of the reasons for this is that they are
able to deploy applications directly on top of the host operating system by utilizing an
isolation mechanism, which optimizes the utilization of available resources. In addition,
the utilization of containers enables users to emulate a greater number of hosts and larger
networks in comparison to VMs. Due to the aforementioned factors, operating system
virtualization solutions may become the most suitable network communication simulation
tool for modeling power grid CPS. However, the current implementation of power grid
CPS models developed through containerization is limited. It is likely that the number of
implementations will increase in the near future, which will align with the development of
virtualization technology.

Fig. 2.7 depicts an example of CPS co-simulation architecture implemented in Control
Room of the Future (CRoF) technology center at Delft University of Technology. It is
composed of a simulation of the power system as well as an IT/OT simulation. DIgSILENT
PowerFactory and RTDS are used for the simulation of the power system, i.e., IEEE 39-
bus. The power system model provides circuit breaker status and measurement data of
active and reactive powers, voltages, and currents from busbars, lines, and generators. The
implementation of OPC UA facilitates the interfacing of data exchange between power
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grids and IT/OT simulation. The implementation of the IT/OT architecture is carried out
through the application of Mininet. Each host in the IT/OT network, e.g., merging units,
intelligent electronic devices, network switches, routers, databases, etc., are implemented
in Mininet using containers. Every container incorporates a tailored application for IT/OT
host operations, such as the acquisition and transmission of measurement data, control
setpoints, database access, and so forth. The current implementation of CPS comprises
of 27 substations and 210 hosts. A unique application has been tailored for each host to
replicate the CPS of power grid components. At present, the simulation of all 27 substations
runs on 50,000 lines of code on 26 VMs.
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Figure 2.7: CPS architecture in CRoF at TU Delft [3].

In the CPS co-simulation architecture, two distinct types of virtual servers, Windows
and Ubuntu, play important roles to ensure the seamless execution of various applications
in different operating system. The architecture of these servers, as depicted in Fig. 2.8,
demonstrates their specific functions and configurations. Windows VMs are tailored to
support Windows-based applications critical to the co-simulation environment, including
PowerFactory for power system simulation, the PostgreSQL database for data management,
and Power BI for data visualization. On the other hand, Ubuntu virtual machines are
dedicated to running open-source tools that are equally essential to the co-simulation
process. Specifically, Ubuntu VMs host the OPC UA, which facilitates secure and reliable
data exchange between devices, and Mininet, a network emulator used to simulate complex
communication networks in the co-simulation environment. This separation of tasks
ensures that each VM operates optimally within its respective domain. Fig. 2.9 shows
further details the allocation of these virtual machines within the CPS co-simulation,
showcasing how the resources are distributed to achieve an integrated and balanced
computational environment. This allocation strategy highlights the importance of utilizing
specialized virtual environments to address the diverse requirements of power system and
IT/OT network simulations, ensuring a comprehensive co-simulation environment.

In the CPS co-simulation model, the virtual network in Mininet is designed to represent
specific devices within digital substations, such as IEDs and MUs, with each Mininet host
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Figure 2.8: CPPS co-simulation architecture with Windows and Ubuntu servers.
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simulating a specific device. While Mininet is inherently capable of creating virtualized
networks and hosts, additional customization is required to ensure the co-simulation
functions effectively. To address this, a customized application is added to each Mininet
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host, which employs socket programming to enable communication, acting as both a sender
and receiver. This application facilitates seamless data exchange between PowerFactory
(representing the power system) and the control center through the Mininet-based digital
substation. The data flow within the CPS co-simulation is illustrated in Fig. 2.10, which
demonstrates how information is transmitted between components. The exchanged data,
represented as X, includes parameters such as active power, reactive power, generator set
points, and circuit breaker statuses. These parameters are categorized into two groups:
X_res and X_ctrl. X_res refers to the results, which represent actual values derived from
the PowerFactory simulation, while X_ctrl represents control signals that allow changes
to be made to parameters within the PowerFactory simulation. This structured approach
ensures robust and efficient communication and data management within the co-simulation
environment.
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Figure 2.10: Data flow diagram from CPPS co-simulation

2.7.2 Cyber Range for Cyber-Physical Power System
Cyber ranges have emerged as a prevalent approach for evaluating defense mechanisms and
simulating potential attack strategies in the domain of cyber attack and defense simulations
[217]. Typically, cyber ranges have been predominantly utilized in the environment of IT
systems. In order to align with forthcoming power grid operations, it is essential that CPS
models possess cyber range capabilities to enable investigation and assessment of future
power grid cyber security.

In accordance with the CPS model depicted in Fig. 2.7, a cyber range is envisioned to
be incorporated into CRoF technology center at Delft University of Technology. Fig. 2.11
depicts the CPS and cyber range architecture, enabling blue and red teams experiments.
The blue team is typically responsible for safeguarding an organization’s IT/OT assets and
infrastructure, serving as the internal security team or defenders [218]. Their responsibility
entails upholding the security posture of both the IT/OT systems and networks. The blue
team has several key objectives, e.g., system monitoring, defending, incident response, and
cyber security assessment. Meanwhile, the red team plays the offensive or adversarial role in
the cyber range exercise [218]. The red team conducts realistic cyber attacks and attempts to
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get past the organization’s security controls. The main goals of the red team are penetration
testing, vulnerability analysis, reporting and providing security recommendations.
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Figure 2.11: CPS and cyber range architecture of CRoF at TU Delft [3].
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Fig. 2.12 presents the envisioned cyber range architecture with blue and red team’s
instruments for the power grid IT/OT systems in CRoF technology center at TU Delft.
The blue team employs multiple applications to ensure the secure operation of the power
system. These applications include Security Information and Event Management (SIEM),
intrusion detection and prevention systems, SDN, impact analysis and defense against
cascading failures, and power system restoration. Contrariwise, the red team employs
cyber attack tools to execute Open Source Intelligence (OSINT), payload delivery, IT/OT
reconnaissance, lateral movement, response function inhibition, and malicious control. The
red and blue teams are engaged in a cyber range competition to evaluate the capabilities
of power system operators and Computer Security Incident Response Team (CSIRT) to
mitigate the impact of cyber attacks on power grid operation.



2

46 2 Cyber Security of Power Systems

This thesis contributes to the development of CRoF cyber range in the highlighted
components in Fig. 2.12. In the red team part, this thesis contributes to the malicious control,
inhibit response function, lateral movement, reconnaissance, and payload delivery. In the
blue team part, this thesis contributes to the anomaly detection, SDN, and IDPS. The cyber
range is implemented within the CPS architecture depicted in Fig. 2.7 using Mininet. In
this implementation, each Mininet host represents an OT device in substations and control
centers. Within these hosts, individual OT devices are modeled to represent their real-world
functionalities, enabling a high-fidelity environment for cyber security experiments. These
simulated OT devices can be targeted by red team activities during cyber security exercises.
For instance, red team members can perform reconnaissance attacks using tools like Nmap
to probe the simulated OT network and identify active hosts, vulnerabilities, and other
critical network details. Such activities show the methods employed by adversaries in
real-world scenarios, allowing for practical and realistic testing. At the same time, the blue
team is equipped with the capability to monitor network traffic within the OT network
through SDN features integrated into the Mininet environment. This monitoring is crucial
for detecting and analyzing communication traffic, providing insights into potential attacks.
The ability to observe traffic patterns and identify anomalies forms the foundation for
developing and testing IDPS. By leveraging the SDN-based monitoring capabilities, the
cyber range facilitates a comprehensive approach to evaluating and improving the resilience
of CPPS against cyber attacks.

2.8 Conclusion
Power grids are undergoing a fast-paced process of digitalization, opening up the energy
system to everyone by means of ITs. However, future grid digitalization will require careful
considerations with regard to data privacy and cyber security. It is now well recognized
that IT/OT systems are vulnerable to cyber attacks. Hence, cyber resilience requirements of
the power grid are more critical than ever before. The complexity of cyber attacks on power
systems is likely to increase. To improve the cyber resilience of power grids, it is needed to
identify potential threats and IT/OT system vulnerabilities, classify and review major types
of cyber attacks on power grids, analyze their impact on system operation and stability,
and develop mitigation techniques. Hence, this chapter provided the state-of-the-art and
essential knowledge of threats and cyber attacks on power systems. It reviewed major cyber
attacks on power grids and industrial control systems and provided a detailed taxonomy of
cyber attacks. The most common security controls implemented in power grids include
antiviruses, firewalls, network segmentation, and intrusion detection systems. Worryingly,
even these security control mechanisms may be outdated or insufficient. Consequently,
cyber attacks on power grids exploiting various threat vectors can have a catastrophic
impact on system operation. This chapter provided indicative simulation results of such a
hypothetical cyber attack scenario. Results show that sophisticated attacks may not only
cause loss of load, but also induce cascading failures resulting in a blackout. Therefore,
the urgent need of the hour is to develop comprehensive defense, mitigation, and incident
response techniques to enhance power grid cyber resilience. Furthermore, this chapter
also investigates a cyber-physical power system model. The cyber-physical power system
model is composed of co-simulations of the power system as well as an IT/OT simulation.
The co-simulation enables cyber attacks simulation and detection in power grids.
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3
Advanced Persistent Threat

Kill Chain for
Cyber-Physical Power

Systems
Power systems are undergoing rapid digitalization. This introduces new vulnerabilities and
cyber threats in future Cyber-Physical Power Systems (CPPS). Some of the most notable
incidents include the cyber attacks on the power grid in Ukraine in 2015, 2016, and 2022, which
employed Advanced Persistent Threat (APT) strategies that took several months to reach their
objectives and caused power outages. This highlights the urgent need for an in-depth analysis
of APTs on CPPS. However, existing frameworks for analyzing cyber attacks, i.e., MITRE
ATT&CK ICS and Cyber Kill Chain, have limitations in comprehensively analyzing APTs in
CPPS environments. To address this gap, we propose a novel Advanced Cyber-Physical Power
System (ACPPS) kill chain framework. The ACPPS kill chain identifies the APT characteristics
that are unique to power systems. It defines and examines the cyber-physical APT stages
spanning from the initial phases of infiltration to cascading failures and a power system
blackout. The proposed ACPPS kill chain is validated with real-world APT attacks on the
power grid in Ukraine in 2015 and 2016, and cyber-physical simulations.

This chapter is partly based on the publication� A. Presekal et al. “Advanced Persistent Threat Kill Chain for
Cyber-Physical Power Systems," in IEEE Access, vol. 12, December 2024, [4].
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3.1 Introduction
Cyber-Physical Power Systems (CPPS) are critical infrastructures undergoing rapid dig-
italization. Grid digitalization enhances monitoring and control capabilities, as well as
intelligence and advanced analytics. Yet, it also introduces new vulnerabilities and cyber
threats, which increase the risk of cyber attacks on future CPPS. For instance, some of
the most notable incidents include the cyber attacks on the power grid in Ukraine in 2015
and 2016, which employed complex Advanced Persistent Threat (APT) strategies that took
several months to reach their objectives and caused power outages. In December 2015,
a coordinated cyber attack affected the Ukrainian power grid making it inoperable for
several hours [8]. Adversaries initiated the cyber attack from the Information Technology
(IT) network segment. The attack began with a spear phishing email campaign directed at
power system operators. Using a weaponized Microsoft Excel file enclosed in the phishing
emails, adversaries were able to infect the targets with the BlackEnergy3 malware. From
there, they established access to the Operational Technology (OT) network controlling
the electricity distribution system. In this instance, the cyber attack was not discovered
until the attackers took control of the Supervisory Control And Data Acquisition (SCADA)
system via remote desktop sessions and disconnected power lines from the grid. The attack
caused power outages that affected seven 110 kV and twenty-three 25 kV substations. This
incident is acknowledged as the first cyber attack in the world to cause a power outage.
Adversaries carried out a second attack on Ukraine’s power grid in 2016 [219], which
resulted in a lower degree of success and impact in comparison to the incident that oc-
curred in 2015. However, the attackers were successful in implementing more sophisticated
attack methods using malware by exploiting vulnerabilities in the SCADA communication
protocols. In October 2022, Sandworm malware disrupted the OT systems in the Ukrainian
power grid, leading to a power outage [11]. These cyber attacks brought attention to the
fact that the adversaries possessed a comprehensive understanding of the vulnerabilities
present in power system OT networks. This awareness implies they have the potential
to inflict even more catastrophic impacts in future attacks. Furthermore, the examples
serve to demonstrate the pressing nature of cyber attacks on power systems, necessitating
in-depth analysis capabilities of APTs on CPPS and proactive detection and mitigation
techniques.

Due to the aforementioned cyber incidents, cyber security research for power grids is
gaining more attention. Ideally, cyber attacks on power systems are detected and mitigated
in their earliest stages of attack to avoid disastrous outcomes. However, most research
is focused on detecting the physical impact of cyber attacks on power systems [200, 220]
based on anomalies in physical power systemmeasurements, e.g., False Data Injection (FDI).
Detection in CPPS based on the physical impact is only valid in the later stages of a cyber
attack. In the initial stages, the majority of attacks operate in cyberspace without affecting
the physical system. Consequently, the physical impact-based detection is insufficient,
and CPPS must incorporate IT-OT anomaly detection. A study in [221] demonstrates the
significance of both cyber and physical components for detecting attacks on Cyber-Physical
Systems (CPS). The study examines several cyber attack scenarios, including Denial of
Services (DoS) and replay attacks. Nevertheless, the attack scenarios do not correspond to
APTs on power grids, e.g., cyber attacks on the Ukrainian power grid in 2015, 2016, and
2022.
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The cyber attacks in Ukraine indicate the involvement of APTs in targeting the power
grid. APT is a type of complex cyber attack that is orchestrated by well-funded and well-
organized adversaries to obtain critical information from its target and inflict damage to
the infrastructure [222]. The cyber attacks on the Ukrainian power grid demonstrate the
APT’s real impact on power systems. However, the existing cyber security framework has
not yet covered a thorough investigation of APT stages on CPPS and their consequences
on power system operation.

In [223] and [224], the authors use a cyber kill chain framework to analyze the stages
of cyber attack in power systems, which was originally proposed in [25]. The cyber kill
chain was initially proposed to identify stages of cyber attack in the IT system. Therefore,
it does not provide any stages related to the power system. In [225], the stages of cyber
attacks in power grids were analyzed using MITRE ATT&CK ICS [27]. In [226], the stages
of cyber attacks in power grids were analyzed using SANS ICS [28]. The MITRE ATT&CK
ICS and SANS ICS frameworks provide a more comprehensive stage analysis compared
to the cyber kill chain. These frameworks incorporate stages that are associated with the
physical process of the Industrial Control System (ICS). However, both of them do not
include the physical process associated with the power system, i.e., cascading failure and
point of no return.

According to our literature review in [25–28, 222, 227, 228], there is no framework
that provides a comprehensive analysis of APT stages in CPPS. Therefore, in this research
work, we provide an in-depth analysis of the capabilities of APTs on CPPS, considering the
integration of the IT-OT system and its impact on power system operation. We define the
characteristics of APTs on CPPS and propose the first Advanced Cyber-Physical Power
System (ACPPS) kill chain framework that defines and examines the cyber-physical APT
stages on power grids. It offers comprehensive attack stages for a thorough analysis of
APTs on power systems that cause cascading failures and a blackout. Table 3.1 summarizes
the comparison of existing frameworks with ACPPS Kill Chain. This table highlights the
novelties of the ACPPS kill chain in comparison to other frameworks. The proposed ACPPS
kill chain is validated by cyber attack case studies using cyber-physical simulations in the
time domain on the IEEE 39-bus test system.

Several frameworks exist to analyze APT stages in IT systems. Currently, the analysis of
cyber attacks on power grids is primarily performed using the cyber kill chain [25], CPS kill
chain [26], MITRE ATT&CK ICS [27], and SANS ICS [28]. These frameworks are heavily
focused on the cyber stages of the attacks and briefly cover their impact. However, they
don’t cover the impact of cyber attacks on the operation of the physical system. According
to our literature review, there is no framework that provides a comprehensive analysis of
APT stages in CPPS, including the integrated IT-OT communication networks and impact
on power grid operation, affecting the system stability and causing cascading failures and
a blackout. Therefore, in this work, we provide in-depth analysis capabilities of APTs on
CPPS considering the IT-OT system integration and impact on power system operation. We
define the characteristics of APTs on CPPS and propose the first Advanced Cyber-Physical
Power System (ACPPS) kill chain framework that defines and examines the cyber-physical
APT stages on power grids. It offers comprehensive attack stages for a thorough analysis
of APTs on power systems that cause cascading failures and a blackout. The proposed
ACPPS kill chain is validated by cyber attack case studies using cyber-physical simulations
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in the time domain on the IEEE 39-bus test system.
The key contributions of this research are as follows:

1. We define the characteristics of APTs on cyber-physical power systems, which are
different compared to APTs in IT systems and general CPS.

2. We propose the first ACPPS kill chain framework. ACPPS defines and examines
the cyber-physical APT stages on power grids that cause cascading failures and
a blackout. This novel kill chain framework offers more comprehensive attack
stages for a thorough analysis of APTs on power systems and early-stage mitigation
compared to the current frameworks reported in the literature [25–28, 222, 227, 228].

3. We conduct a comprehensive analysis of how ACPPS kill chain is applied to analyze
real-world cyber attacks. The case studies include the actual attacks on the Ukrainian
power grids in 2015, 2016, and 2022 based on publicly available information. In
addition, an experimental case study is also presented to provide a comprehensive
impact analysis in time domain of how cyber attacks on the IEEE 39-bus test system
cause cascading failures and a blackout.

The chapter is structured as follows. Section I is the introduction. Section II describes
the characteristics of APTs on CPPS and compares them with the characteristics of APTs in
IT and CPS. Section III proposes the ACPPS kill chain framework, and Section IV provides
the case study and experimental results. Section V presents the conclusions of the work.
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3.2 AdvancedPersistentThreats onCyber-Physical
Power System

3.2.1 APT Characteristics
The APT terminology was introduced as a name for intrusion activities of APT1 that was
discovered by Mandiant in [230]. This intrusion carries out sophisticated and long-term
attacks against a variety of targets, including government agencies, defense contractors, and
technology companies, primarily in the United States and Canada. The definition of APT
has shifted over time to refer to sophisticated adversaries who target critical information
with the intention to covertly profit from the stolen information [231].

APT implements traditional cyber attack techniques in an organized manner. However,
compared to traditional cyber attacks, APT is different. In [232], the authors identify differ-
ent characteristics among them. Traditional attacks are typically conducted by individuals
who are not well organized. The motive for traditional attacks is to obtain financial benefits
or personal satisfaction. Meanwhile, in APTs, the adversaries are more well-organized
and well-resourced. APTs target specific organizations, e.g., governmental institutions
and commercial enterprises. In terms of attack techniques and strategies, APTs are more
persistent in establishing a foothold in the target.

The National Institute of Standards and Technology (NIST) identifies three characteris-
tics of APTs [233]. First, APTs pursue their goals in a systematic way over a prolonged
period of time. Second, APTs are able to adapt to the efforts that defenders make to endure
security control measures. And finally, APTs are determined to establish a foothold and
maintain the level of interaction with the targeted system to carry out their final objectives.

Table 3.2: Comparison of APT attacks and conventional cyber attacks.

Parameters APT Attacks Conventional Cyber Attacks
Actors Well-organized adversaries Individual, small group
Attack resources Resourceful of tools and funding Limited resources
Motivation Political, cyber warfare, competition Financial benefit, hacktivism, personal satisfaction
Target Governments and enterprise Mainly individual or organization
Attack technique Novel/advanced attack techniques Common attack techniques
Duration Long term Single run, short duration
Adaptation Requires adaptation before final objective Doesn’t require adaptation, objective directly met
Mitigation Hard to mitigate with security controls Can be prevented with typical security controls

In [222], the authors identified three requirements to categorize a cyber attack as an
APT. The first requirement is that the attack is hard to prevent, even by implementing
multiple security controls. The second is that adversaries must adapt to the targeted system
over time. If such adaptability is not necessary for the adversaries, it could mean that the
defense system is not properly implemented. For targets with advanced security measures,
adaptability will allow adversaries to learn about the targeted system’s operation, thereby
increasing the likelihood of successful attacks. The third requirement is that the adversary
exhibits novel attack techniques not commonly implemented in a typical cyber attack.
These requirements clearly distinguish APTs from conventional cyber attacks. With these
requirements, it will be hard for individual adversaries to perform such sophisticated
attacks. Therefore, in general, APTs are conducted by well-organized adversaries with
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a considerable number of resources. Table 3.2 summarizes the comparison of APTs and
traditional cyber attacks based on [222, 232, 233].

3.2.2 APTs in Information Technology Systems
IT is a diverse set of technological tools that are used to transmit, store, share, and exchange
information. In IT systems, the information is predominantly in the form of digital data.
Therefore, APTs in the IT system primarily aim to get access to and exfiltration of digital
information. In [231], the author identified that the main objective of the APT attacks is for
data exfiltration. Data is a valuable asset for governments and enterprises that potentially
can benefit adversaries. Data can be defined as a new form of valuable capital [234]. In [235],
the authors identified that data has social and economic value. Therefore, the exfiltration
of sensitive data potentially can lead to social and economic impacts.

Table 3.3: Cyber attacks targeting IT systems.

Attack Cases Year Impacts
Titan Rain [236] 2003 Espionage cyber attack that led to a data breach
Sykipot Attacks [237] 2006 Sykipot malware stealing intellectual property data
Estonia Attack [238] 2007 DDoS attack led to inaccessible official website
GhostNet [239] 2009 Cyber espionage for stealing confidential information
Shadows [240] 2009 Cyber espionage for stealing confidential information
Operation Aurora [241] 2009 Cyber espionage for stealing confidential information
Night Dragon [242] 2009 Cyber espionage for stealing confidential information
APT1 [231] 2013 Cyber espionage for stealing confidential information
Adobe Data Breach [243] 2013 Data breach on 39 million Adobe software users
Yahoo Data Breach [244] 2013 Data breach on 3 billion Yahoo users
Sony Pictures Hacks [245] 2014 Data breach of Sony Pictures confidential information
OPM Data Breach [246] 2015 Data breach on US Office of Personal Management (OPM)
Uber Data Breach [247] 2016 Data breach on 57 million Uber users
WannaCry [248] 2017 Ransomware encrypted user data causing the data to be inaccessible
Petya/NotPetya [249] 2017 Ransomware encrypted user data causing the data to be inaccessible
Marriott Data Breach [250] 2018 Data breach on Marriott hotel data
RockYou [251] 2021 Data breach on 8.4 billion passwords

APTs typically target the IT systems of organizations or individuals that have access
to valuable information or resources. Examples of these types of organizations include
government agencies, financial institutions, and large corporations. Table 3.3 shows an
example of APT attacks targeting IT systems. These attacks are potentially carried out
by adversaries that are technologically advanced and have access to significant resources,
such as actors representing nation-states or organized criminal groups. The impacts of the
attacks include data breaches, inaccessible resources, and system operation disturbance. In
summary, the impacts of APTs in IT systems lead to digital or cyber impacts and do not
directly affect the physical world.
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3.2.3 APTs in Cyber-Physical Systems
The CPS terminology refers to a system that can interact with humans through a wide
variety of components. This system will possess integrated computational and physical
functionalities. CPS is able to interact with the physical world and expand its capabilities
through computation, communication, and control [252]. In contrast to conventional IT
systems, CPSs exhibit distinct characteristics owing to their ability to interface with the
physical world through sensors and actuators [42]. Consequently, the CPS also can affect
the physical environment through its actuators.

Table 3.4: Cyber attacks targeting cyber-physical systems.

Attack Cases Year Impacts
Siberian Pipeline [253] 1982 Trojan attack led to Siberian pipeline explosion
Salt River Project [253] 1994 Disruption on water treatment facility
Gazprom [253] 1999 Trojan attack led to disruption of gas flow controller
Maroochy Water System [254] 2000 Unintended release of up to 1 million liters of sewage
CSX Transportation [254] 2003 Worm infection led to disruption in railway signaling system
Slammer worm [254] 2003 Worm disabled safety monitoring in nuclear power plant
Zotob Worm [255] 2005 Disruption of manufacturing SCADA system
Stuxnet Worm [256] 2010 Disruption of controllers in Iranian nuclear reactor facility
Steel Mill [257] 2014 Breakdown of the control system in steel mill
Triton [155] 2017 Adversaries took remote control of industrial control system
Colonial Pipeline [258] 2021 Ransomware disrupted the operation of gas pipeline controllers
Ukraine critical infrastructure [259] 2022 Compromised critical infrastructure including nuclear power

plant

Considering the aforementioned physical properties of CPS, APT attacks on CPS can
impact the physical environment. Table 3.4 summarizes the recorded cyber attacks targeting
industrial control systems and their impacts. In general, the impacts can be classified into
two categories, i.e., disruption of operation and physical impacts. The differentiation
between the impacts of attacks on CPS and IT systems is evident when comparing Table 3.3
and Table 3.4. Any attack on CPS will not only result in the loss of data, but it also has
the potential to lead to disastrous events in the real world, e.g., flooding, explosion, or a
blackout.

3.2.4 APTs in Cyber-Physical Power Systems
In addition to the aforementioned attacks on CPS, there are APTs that target CPPS. Table 3.5
summarizes the attacks on CPPS. In 2003, there was the first reported cyber attack through
a malware infection in the SCADA system of a European power grid operator. This caused
a loss of energy management-related functionality in several distribution substations for
three days [104]. Amongst all the attacks in Table 3.5, the most notable ones are the cyber
attacks in Ukraine in 2015, 2016, and 2022. More detailed discussions on Ukraine’s power
grid cyber attacks are given in section IV.

As described in Table 3.5, attacks on CPPS can lead to a physical impact. The impacts
of cyber incidents on power system operations are classified into four categories, i.e., (i)
impact on physical equipment, (ii) impact on the OT communication network, (iii) impact
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on energy management system applications, and iv) impact on data/information [10]. The
attacks with an impact in the first category are the most severe cyber-physical system
attacks, e.g., [8, 219, 260]. This type of attack can directly cause power outages or damage
to insulation, power plants, and transformers. The remaining categories mainly affect the
monitoring and control capabilities of the power grid, which may indirectly also result in a
blackout. Nevertheless, these non-physical impacts are correlated with the initial phase
of cyber attacks, which leads to a more severe impact in later stages. Besides the direct
impact on the physical and digital elements in power grids, there is also the risk of complex
cascading effects on the power system.

Table 3.5: Cyber attacks targeting cyber-physical power systems.

Attack Cases Year Impacts
European system operator malware infection [104] 2003 Loss of control in distribution substations for over

three days
Aurora experimental cyber attack [260] 2007 Physical damage to power system generator
USB-drive malware in power plant [104] 2012 Three weeks restart delay to power plant
Ukrainian power grid cyber attack 2015 [8] 2015 Power outage affecting 225,000 customers for 6

hours
Ukrainian power grid cyber attack 2016 [219] 2016 200 MW of load was unsupplied
ENTSO-E cyber intrusion [10] 2020 Undisclosed impact
RedEcho malware intrusion [261] 2020 Two hours power outage
ReverseRat malware [262] 2021 Intrusion on power system operator
KA-SAT attack [263] 2022 Disruption on German windfarm satellite com-

munications
Ukrainian power grid cyber attack 2022 [11] 2022 Power outage

3.2.5 APT Characteristics in Cyber-Physical Power Systems
In this subsection, we identify the characteristics of APTs targeting CPPS and compare
them with the APTs on IT systems and CPSs. Table 3.6 summarizes the characteristics
of each category. These characteristics are evaluated based on the APT attack cases in
the previous subsections. There are six characteristic categories, i.e., motivation, targeted
asset, attack techniques, direct and indirect impacts, and responses. In general, a CPPS has
similar characteristics as a CPS, with certain notable differences, i.e., attack techniques,
impacts, and response. Our proposed criteria are based on the foundation of power system
operation.

An advanced attack technique on CPPS was presented in [219] through the SCADA pro-
tocol exploit. Although this attack was unsuccessful, other adversaries have already shown
their advanced understanding of CPPS operational communication aspects. However, in
this attack, adversaries did not show sufficient knowledge of power system operation.
Therefore, the impacts of the attack could be mitigated, and the operator could perform
immediate system recovery. In the future, adversaries may have substantial knowledge
of the power system operation. Instead of only performing reconnaissance on SCADA
communication, adversaries may also gather information from power system operations,
for example, by obtaining critical information about power system components, load pro-
files, and physical vulnerabilities of the power grid. Using this information, adversaries
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can optimize their timing and strategies to maximize the attack impact on power system
operation, e.g., cause system instability, cascading failures, and a blackout.

Table 3.6: Comparison of APT attacks in IT Systems, General CPS, and CPPS.

IT General CPS CPPS
Motivation Financial gain, espionage,

or hacktivism
Conflict of interest, cyber
war

Conflict of interest, cyber-
physical war

Targeted assets Data Cyber-physical system
process

Power system operation

Attack techniques Phishing, intrusion,
malware-based, or ran-
somware

Specialized techniques
based on industrial con-
trol operation

Specialized techniques
based on power system
operation

Direct impacts Data losses, data breach System disruption, physi-
cal damage

Disruption, power outage,
physical damage

Indirect impacts Financial losses, reputa-
tional damage, political
implication

Financial losses, reputa-
tional damage, political
implication

Financial losses, reputa-
tional damage, political
implication

Response Patching vulnerabilities,
monitoring network traf-
fic, and restoring data
from backups

Combination cyber and
physical response

Combination cyber and
physical response; need
to consider power system
state for restoration.

Table 3.7: Impacts Comparison of Attacks in IT System, General CPS, and CPPS.

Categories Impacts IT CPS CPPS

Digital impact

Application / service disruption ✔ ✔ ✔
Communication disruption ✔ ✔ ✔
Data loss ✔ ✔ ✔
Data breach ✔ ✔ ✔

Physical impact Physical operation disruption × ✔ ✔
Physical damage × ✔ ✔

Power system impact
Local power system disruption × × ✔
Wide-area power system instability × × ✔
Cascading failures × × ✔

Indirect impact
Financial loss ✔ ✔ ✔
Reputation damage ✔ ✔ ✔
Political implication ✔ ✔ ✔

Furthermore, CPPS has more specific impact categories compared to CPS. The com-
parison of the impact among IT, CPS, and CPPS is summarized in Table 3.7. We identified
three impact levels in CPPS, including local power disruption, wide-area power system
instability, and wide-area cascading failure. A local outage happens when a particular
power grid element is disconnected from the main grid. In general, this does not affect
the main power grid. However, during power system instability, an attack may cause
a wide-area power system to become unstable for a relatively short period of time. In
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this case, there is no significant impact on the power system operation. This impact can
be handled through dynamic response from power system operators. Cascading failure
impacts occur when the power system cannot recover to its normal operational state. This
situation is also indicated by power system instability. However, the remedial actions in the
system are not sufficient to tackle this condition. Therefore, the power system will reach a
Point of No Return (PNR), followed by cascading failures that lead to a wide-area power
outage or even a total blackout [264]. After reaching a PNR, the power system restoration
requires considerable time and effort [265]. A more detailed impact of cyber attacks on
power systems is discussed in section III.

From the above review, we summarize the following key takeaways from the charac-
teristics of APTs on CPPS:

1. Unlike traditional APTs targeting IT systems, adversaries do not only focus their
attention on the cyber components of the CPPS. Adversaries have the potential
to target specific components and specific times within power system operation
to maximize the impact of their attacks. This can be accomplished by gathering
information about critical elements of the power system, power system operational
conditions, load profiles, and other relevant information.

2. The impacts on the power system can be further categorized into more detailed
and complex stages when compared to those observed in general CPS. These stages
include local power outages, power system instability, cascading failures, and a
blackout. This classification shows the wider spectrum of attack impact from APTs
in CPPS.

3. The restoration process on the power system is complex and cannot be performed by
simply restarting the system. The recovery needs to consider many factors, such as
black start generation units, load state, generator condition, interconnectors, and the
condition of the neighboring power grids. The restoration process for a wide-area
power system from a blackout can take several days and even weeks. It is performed
incrementally through sequential remedial actions for each electrical substation,
power plant, and area/region.

3.3 AdvancedCyber-PhysicalPower SystemKillChain
The cyber kill chain is a framework for cyber security investigations and defenses based
on intelligence. It is derived from a military model that was initially developed to identify,
prepare for the attack, engage, and destroy a target. The cyber kill chain is a method that
can be utilized to comprehend better, anticipate, recognize, and fight APTs [25]. The cyber
kill chain framework has seven stages, which correspond to the typical phases of a cyber
attack. These stages are reconnaissance, weaponization, delivery, exploitation, installation,
Command and Control (C2), and actions and objectives. All stages in the cyber kill chain
primarily affect the cyber elements of a system and culminate in the action and objective
phases. In addition, this framework does not cover the subsequent impact on the physical
elements of a system. Consequently, the cyber kill chain framework is inappropriate for
identifying APT stages in CPS.
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An attempt to cover the physical layer of a cyber-physical system was presented in [26]
through the form of a CPS kill chain. This framework is an extension of its predecessor,
and it does so by introducing the perturbation of control and physical objectives. However,
this framework is lacking in specific stages of the attack and cannot capture the whole
process of APT stages. More detailed attack stages on the CPS were proposed by MITRE
in [27]. This framework suggested adding three additional categories for the final stages,
i.e., impacts, inhibit response function, and inhibit process control. However, within the
MITRE framework, the impact part does not cover a comprehensive assessment of the
physical system operation in CPPS. Therefore, in this research, we propose an ACPPS kill
chain framework to provide a comprehensive definition and analysis of APT attack stages
in CPPS.

Attack Stage A
Adversaries prepare the attack

outside the targeted environment 

Attack Stage B
Initial engagement with targeted system 

and access to IT system of the organization

Attack Stage C
Main attack phases aim to discover and 

control IT-OT systems, and preparation of 
cyber attack on power system

Attack Stage D
Engage with physical system
and impede system recovery 
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Cause power system cascading 
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1. External Reconnaissance: gathering information about the target using Open Source
Intelligence (OSINT), social engineering, target profiling, etc.
2. Weaponization: preparing the attack vectors, e.g., malware and malicious files

3. Delivery: sending and installing weaponized malware in the targeted IT system
4. Exploit: executing code and exploiting IT system vulnerabilities
5. Privilege Escalation: gaining unauthorized access through elevated right of the IT system
6. Credential Access: stealing user credentials, e.g., keylogging, credential dumping
7. Defense Evasion: avoiding detection, e.g., disabling security control, masquerading

8. Establish Foothold: ensure persistent access to IT-OT system though backdoors
9. Internal Reconnaissance: gathering information from IT-OT system and performing network 

discovery, e.g., active scanning and host fingerprinting
10. Lateral Movement: exploring IT-OT networks and pivoting through multiple systems, devices 

and account, e.g., session hijacking, internal spear phishing, ingress tool transfer
11. Collection: gathering information and domain knowledge on IT-OT environments and physical 

power system, e.g., process monitoring, screen capturing, protocol sniffing.
12. Exfiltration: extracting, stealing, and transferring  sensitive data from  IT-OT systems

13. Inhibit Response Function and Impair Process Control: disrupting safety instrumental system 
and preventing operator intervention, e.g., modifying firmware,  suppressing alarms, denial of service
14. Unauthorized Control Commands on OT System: sending unauthorized control commands and 

set points to disconnect or damage equipment

15. Cyber Attacks Impact Power System Operation: disconnecting power lines, power plants and 
loads, changing control set points for generators and transformers, damaging power equipment and 
insulation

a) Attacks on Single Location: substation, control centre or power plant
b) Attacks on Multiple Locations: coordinated distributed attacks

16. Induced Power System Events: cyber attack leads to overloaded power lines, under voltages, 
under frequency, power oscillations and power system instability

17. Operator and Automated Remedial Action: Under Voltage Load Shedding (UVLS), Under 
Frequency Load Shedding (UFLS), coordinated damping controls
18. Slow Cascading Failures:  additional failing power equipment or misoperation, cascading outage 

of overloaded lines, wide-area power system instability, system splits up due to stability problems
19. Point of No Return: unmanageable cascading events and their rapid succession
20. Fast Cascade and System-Wide Collapse :

a) Power System Split into Multiple Uncontrollable Islands
b) Significant Imbalance between Generation and Load  Leads to Generator Disconnection

and Frequency Collapse
c) Significant Imbalance between Reactive Power Resources  and Load Leads to Voltage Collapse

21. Blackout: rapid succession of load and generation tripping leads to a blackout

22. Social Impacts: financial loss, damages, chaos, or even a loss of lives

23. OT Recovery and Power System Restoration: prolonged power grid restoration (days-weeks) 
because of damaged OT system / SCADA

Attack Stage F
Social impacts and recovery 

Figure 3.1: Advanced Cyber-Physical power system kill chain framework [4].

Compared to other frameworks, the ACPPS kill chain provides more detailed stages
of cyber attacks on power grids. The comparison between the ACPPS stages with other
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kill chain frameworks is presented in Table 3.1. We divide the CPPS attack process and
impact on power system operation into six stages (A to F). Each attack stage is comprised
of a number of sub-stages that are representative of the different attack techniques. Fig. 3.1
provides a summary of the stages and sub-stages involved in the process. The existing
stages of a cyber attack that have been identified in other frameworks [25–28, 222, 227, 228]
are incorporated into the ACPPS kill chain in stages A, B, C, and D, respectively. The ACPPS
kill chain proposes new sub-stages for the impact stages in E and F. A detailed step-by-step
breakdown of the ACPPS framework development, including theoretical justifications
for each stage, is provided in the following subsection. In the following subsection, the
summary of all ACPPS kill chain stages is depicted in Fig. 3.1, and the flowchart illustrates
the transitions between stages depicted in Fig. 3.2.
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22) Social Impacts: financial loss, damages, 
chaos, or even loss of lives 

Figure 3.2: Flowchart representing sequences of APTs on power grids according to the ACPPS kill chain [4].

3.3.1 Attack Preparation
The first stage of a cyber attack is attack preparation. It is during this stage that adversaries
are preparing for the attack. The attack preparation stage has two sub-stages, namely
external reconnaissance and weaponization. In external reconnaissance, the attacker
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gathers information about the target system from outside. This information is used to
determine target vulnerabilities and strategize the attack on the target. Network scanning,
web scraping, social engineering, and other information-gathering tactics are all examples
of reconnaissance techniques. The external reconnaissance is also associated with Open
Source Intelligence (OSINT), where adversaries collect and analyze open-source data related
to the target [266]. Initial information gathering is crucial for adversaries to profile the
target and determine the next stages of a cyber attack.

The subsequent phase of preparation is weaponization, in which adversaries prepare
the tools for a cyber attack. One of the scenarios for weaponization involves software that
has been identified in [267] and [268]. The purpose of weaponized software is to enable
an attacker to carry out the actions they desire, such as stealing sensitive information,
disrupting operations, or taking control of a target system. This purpose is accomplished by
transforming the software into malicious software, also known as malware. Another study
identified a variant of weaponization, such as weaponization based on artificial intelligence
[269, 270]. The weaponized tools that were prepared in the early stage of the cyber attack
are utilized in the later stages of the attack.

3.3.2 Initial Engagement and IT System Access
Fig. 3.1 shows that the second stage in the ACPPS kill chain is the initial attack. It happens
when the adversaries perform initial engagement with the targeted system and access the
IT system of the organization. In comparison to the previous stage, adversaries in this
stage begin to engage and interact with the target that is initiated through delivery. The
adversaries prepare the weaponized file and then deliver it to the target. Phishing is the
most prevalent technique for cyber attack delivery. The objective of a phishing attack is
to convince the victim to open a malicious email or website that delivers the weaponized
payload. Phishing attacks frequently employ social engineering techniques to make the
message appear legitimate and try to convince the target to click on the malicious link. A
phishing attack can be broken down into a variety of different techniques, such as email,
clickjacking, cross-site scripting (XSS), drive-by-download, JavaScript obfuscation, and
malicious advertisement [65]. Phishing attack primarily focuses on taking advantage of the
target’s lack of awareness in order to successfully install malicious payloads on the system.
This strategy serves as the cyber attack’s entry point to infiltrate the targeted system.

Following successful infiltration through the delivery sub-stage, the exploits sub-stage
takes advantage of a vulnerability in software, hardware, or a system to execute malicious
code and gain unauthorized access. The information on exploits can be obtained from
publicly accessible data sources, including the exploit database [271] and the MITRE
common vulnerability exposure [272]. An adversary may carry out an exploit with a
focus on a zero-day vulnerability in order to increase the likelihood of a successful attack.
Zero-day vulnerability is a type of vulnerability that the vendor is either unaware of or has
not yet patched [273]. Vulnerability is a crucial component in the process of performing
system exploits, as it determines the methodology that is used to carry out the exploit.
For example, Ripple20 vulnerability described in CVE-2020 11896 allows for the remote
execution of code in SCADA devices [143].

There are two sub-stages that adversaries use to obtain unauthorized authority, i.e.,
privilege escalation and credential access. Privilege escalation refers to the process of
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acquiring higher levels of access authority or permissions on a system than those initially
granted to the users. This can be accomplished through the use of a variety of methods, such
as exploiting software vulnerabilities and hooking. In order to elevate privileges, adversaries
exploit software vulnerabilities by taking advantage of a programming error in a program,
service, or operating system. Meanwhile, hooking is a technique used by adversaries to
take advantage of Application Programming Interface (API) functions, which allows them
to elevate privileges and redirect calls for execution. Normally, security permission levels
should restrict those malicious activities. Due to privilege escalation, however, adversaries
can circumvent these restrictions. Once an attacker has gained access to higher levels of
the system, they have a greater chance of being able to perform unauthorized actions, steal
sensitive data, or cause damage to the system. Apart from privilege escalation, credential
access aims to gain access to a legitimate username, password, or other authentication
credentials. Credentials can be retrieved via brute force, password cracking, exploiting
vulnerabilities, etc. With privilege escalation and credential access, adversaries can acquire
administrative control over a targeted system.

Defense evasion refers to a tactic employed by an adversary to circumvent or undermine
security measures in the interest of avoiding detection or analysis. This can be accomplished
through a variety of methods, including the obfuscation of malware code, the utilization
of encryption in order to conceal malicious traffic, or the manipulation of security tools
and monitoring systems. Defense evasion is a core pillar of APTs and other types of
sophisticated cyber attacks. Through the use of defense evasion, it is possible for adversaries
to go unnoticed by the application of a security system, such as a firewall or an intrusion
detection and prevention system.

3.3.3 Main Cyber Attack on IT-OT Systems
The aforementioned initial attack phase is followed by the main attack phase, during which
the adversaries gain substantial authority to accomplish their objectives. In the main
attack stage, the sub-stages involve establishing a foothold, internal reconnaissance, lateral
movement, collecting information, command and control settings, and exfiltration.

During the process of establishing a foothold, the adversaries install a backdoor so that
they can have persistent and sustained access to the target. Techniques for establishing a
foothold include any access or configuration changes made to protect their illegal activity
andmaintain a foothold on systems. Thismay involve replacing or hijacking legitimate code,
firmware, and other system files, as well as modifying the system’s boot process. A backdoor
serves as an entry point in a compromised system that enables adversaries to bypass
security controls. An adversary with a backdoor can perform internal reconnaissance or
discovery on the targeted system. The cyber attack techniques typically implemented in
this sub-stage are network sniffing and enumeration, operating system fingerprinting, and
remote system discovery. Furthermore, internal reconnaissance gives potential attackers
the chance to gather information about the IT-OT system’s behavior, such as its network
topology, security protection, running applications, and so on, in order to formulate their
final attack strategy.

Once an attacker has established a foothold in a network, they may attempt to gain
broader access to other components in the IT-OT system. To achieve this objective, adver-
saries engage in lateral movement sub-stage. In the context of a cyber attack, the term
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lateral movement refers to the process by which an adversary moves from one compro-
mised system to another within a network. This sub-stage is used by the adversary to pivot
to the next point in the environment, thereby positioning themselves closer to the ultimate
objective. From lateral movement and internal, adversaries identify the location of the final
stage of cyber attack.

During the main stage of the attack, the adversary may conduct information collection
and exfiltration. Collection refers to the methods that adversaries employ to obtain domain
knowledge from the targeted IT-OT system. The techniques implemented in collection
sub-stages are process monitoring, screen capturing, and protocol sniffing. The collection
is critical for the planning and execution of attacks in CPPS. Exfiltration is the process of
performing an unauthorized transfer of data from a compromised system or network to
an external location controlled by adversaries. Meanwhile, information collection aims to
obtain valuable information from the system that is being targeted. These two steps have
a strong connection to data breaches because they expose valuable information to third
parties who are not authorized [274]. This type of attack becomes the ultimate objective
of a typical high-profile cyber attack targeting businesses and government institutions.
Nevertheless, this type of attack does not cause any direct physical impact.

3.3.4 Engagement with Physical System and System Recovery
Impediment

In stage D, adversaries start to perform direct engagement with a physical system from
the OT system. In this stage, adversaries inhibit response functions and impair process
control. The first sub-stage aims to impede system recovery before executing the final
attack. The potential techniques implemented in this sub-stage are firmware modification,
alarm suppression, blocking legitimate communication, data destruction, force system
restart or shutdown, and DoS.

Finally, adversaries execute the final stage of the cyber attack through unauthorized
control commands on the OT system. In these sub-stages, adversaries are granted the
ability to exert control over the system by sending the specified control commands. This
attack has the potential to have repercussions for the physical system. For instance, in
[260], the Aurora experiment demonstrated how a cyber attack could be used to maliciously
control a generator. The experiment demonstrates that a 2 MW synchronous generator
can be physically destroyed by malicious control. Another illustration of command and
control is the attack on the Ukrainian power grid, in which the adversaries took control of
the SCADA interface and opened circuit breakers for power lines [8]. The command and
control stages of cyber attacks rarely happen, but when they do, they have the potential to
cause significantly more damage than other types of non-physical cyber attacks.

3.3.5 Power System Cascading Failures and Blackouts
Adverse, unmanaged power system events and disturbances have the potential to result
in cascading failures, ultimately leading to the collapse of the entire power grid. The
root causes of such events are 1) deterioration and aging of power system equipment,
2) insufficient time to take decisive and adequate corrective actions, and 3) a lack of
adequate automated and coordinated controls to take swift and decisive measures [275].
The occurrence of cyber attacks on power grids [8, 219, 276] has raised concerns about the
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potential for such attacks to instigate the final three root causes mentioned earlier. In [275],
the authors comprehensively investigated the analysis of power system impacts caused
by single or multiple events. However, cyber attack factors were not incorporated into
the events themselves. Therefore, in this subsection, the ACPPS kill chain incorporates
an analysis of the possible effects of a cyber attack on the power system. The ACPPS kill
chain classifies the impact stages into seven sub-stages, namely (i) cyber attacks impact on
power system operations, (ii) induced power system events, (iii) operator and automated
remedial actions, (iv) slow cascading failures, (v) point of no return, (vi) fast cascade and
power system-wide collapse, and (vii) blackout. Fig. 3.2 presents a comprehensive overview
of the flowchart depicting the various sub-stages involved in assessing the impacts of cyber
attacks on the power system.

Cyber Attacks Impact on Power System Operations
After adversaries have targeted the physical power system, unauthorized control commands
may affect the physical components. The physical effects include but are not limited to, the
disconnection of power lines, power plants, and loads, the modification of generator and
transformer control set points, and the damage to power equipment and insulation. The
disconnection of the power system components can cause widespread power outages and
disruptions in the electrical supply. By manipulating the control set points for generators
and transformers, adversaries can disrupt the stability and control of the power system,
potentially causing voltage and frequency fluctuations. Cyber attacks may involve the
destruction of power equipment and insulation. Attacks on critical infrastructure compo-
nents, such as transformers and generators, can compromise their integrity and result in
costly physical damage that necessitates repairs or replacements. Insulation damage can
cause faults and short circuits, exacerbating power system disruption.

The cyber attack on power systems may vary with single or multiple targeted locations.
Attacks on a single location target a specific facility within the power system infrastructure.
For example, an attacker may focus on a substation, control center, or power plant. Mean-
while, attacks on multiple locations are coordinated and distributed attacks that aim to
target multiple facilities within the power system simultaneously. The attackers orchestrate
a synchronized assault on various points of the infrastructure to maximize the impact and
spread the disruption across a wider area. The flowchart of Fig. 3.2 compares single (15.a)
and multiple (15.b) location attacks on the power system. As depicted in Fig. 3.2, multiple
location attacks can directly cause wide-area system collapse.

Induced Power System Events
The cyber attacks impact on power system operation has the potential to induce subsequent
power system events. Initial impacts initiate a chain of undesirable events that disrupt the
power system’s normal operation and stability. The induced power system events include
overloaded power lines, under voltages, under frequency, power oscillations, and power
system instability. Overloaded power lines can cause thermal stress, increased line losses,
and even transmission infrastructure damage or failure. Under voltages occur when the
power system’s voltage levels fall below the normal operating range. Under voltages can
result in issues such as decreased efficiency of electrical equipment, malfunctioning of
sensitive electronic devices, and diminished performance of motors and other loads. Under
frequency events refer to instances when the frequency of the Alternating Current (AC)
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power system drops below the standard operating frequency. Under-frequency conditions
can impact power system stability and functionality, and affect the performance of time-
sensitive equipment such as motors and generators. Extended under-frequency events can
result in cascading failures and widespread power outages if not promptly resolved. Power
oscillations are uncontrolled and irregular fluctuations in power flows within a system. The
oscillations may cause system destabilization, equipment strain, and voltage and frequency
instabilities. Power oscillations can degrade power quality and reliability. Overall, induced
power system events resulting from a cyber attack can have severe consequences for the
stability, reliability, and safety of the power grid.

Operator and Automated Remedial Actions
When a power system is subjected to a major disturbance, operator and automated remedial
actions are usually undertaken to mitigate the impact of the event. These actions aim
to maintain system stability, prevent widespread outages, and minimize the impact of
disruptive events. One method of remedial action is Under Voltage Load Shedding (UVLS).
When the voltage levels in the power system drop below a certain threshold, UVLS is
employed to shed or disconnect certain loads to alleviate the strain on the system. By
shedding non-critical loads, UVLS helps to restore and maintain voltage levels within an
acceptable range. This action prevents voltage collapse, reduces the risk of equipment
damage, and ensures a stable and reliable power supply. Under Frequency Load Shedding
(UFLS) is another similar action. In the event of a decrease in the frequency of the power
system, UFLS is activated to shed predetermined loads. By shedding certain loads, UFLS
reduces the demand on the system, allowing it to recover and stabilize frequency levels.
UFLS helps to prevent frequency collapse, maintain system integrity, and avoid widespread
power outages. Coordinated damping controls are a set of automated measures employed
to dampen power oscillations and stabilize the power system. Power oscillations can
occur due to disturbances or imbalances within the grid. Coordinated damping controls
utilize various techniques, such as adjusting generator excitation, modifying power system
stabilizer settings, or implementing supplementary control signals. These actions aim to
counteract power oscillations, enhance system stability, and improve the dynamic response
of the power grid. By implementing operator and automated remedial actions such as
UVLS, UFLS, and coordinated damping controls, power system operators can respond to
critical events or disturbances. Nevertheless, as illustrated in Fig. 3.2, these corrective
measures do not always result in favorable outcomes. Adversaries have the potential to
impede remedial action, resulting in elevated undesirable consequences for the power
system.

Furthermore, electrical power systems are protected by a variety of automated pro-
tection schemes. These protection schemes are implemented on critical components of
the power grid, such as generators, transformers, busbars, and power lines. In case of an
event such as a short circuit, these schemes aim to isolate the affected component or area
on time, thereby safeguarding and ensuring that the equipment will not be stressed or
destroyed and the rest of the system will not destabilize. To achieve these goals, a variety
of protection schemes are implemented and need to be coordinated. This difficult task is
essential as each part of the system needs to be covered by multiple protection schemes.
This is done to ensure that multiple operational aspects are addressed, e.g., frequency and
voltage protection for generators, and to provide proper coverage in case of maloperation
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of one device, e.g., distance protection for power lines. Maloperation or improper tuning of
the protection relays is also an issue that can occur. Potential maloperation of relays needs
to be considered in the protection coordination design. However, as shown in past blackout
in North America in 2003 [277], if the settings are not properly tuned, the protection can
be triggered to trip power lines and generators.

Slow Cascading Failures
When the remedial action fails, power system events from the previous stage enter the
emergency state and lead to slow cascading failure. Cascading failures take place as a
consequence of vulnerabilities in interconnected infrastructures [278]. This is a direct
consequence of the complex system interactions and interdependencies in electrical power
grids. Slow cascading failures are related to additional failing power equipment or malop-
eration, cascading outage of overloaded lines, wide-area power system instability, system
splits up due to stability problems. When there are numerous instances of power equip-
ment failures or operational mistakes within a power system, slow cascading failures may
occur. These malfunctions or failures may involve switches, transformers, generators,
or other crucial components. Maloperation, such as incorrect settings or human errors
in controlling the power system, can also contribute to cascading failures. In the North
American blackout mentioned above, the distance protection of power lines was tripped,
as the low voltages and overload currents were confused for uncleared fault. This was
done as the measured impedance of certain transmission lines fell in Zone 3 of the distance
relay. As a result, the disconnection of additional elements led to the continuation of the
slow cascading failure propagation. Slow cascading failures can result in the instability
of a wide-area power system. This instability refers to a loss of balance between power
generation and consumption, which results in voltage and frequency deviations that exceed
acceptable limits. In some instances, the instability caused by slow cascading failures can
result in the disconnection of power system regions. This occurs when network stability
issues become severe enough to cause a separation between network segments. The split
can disconnect certain regions from the power supply and disrupt the system’s overall
operation.

Point of No Return (PNR)
The power system has the potential to transition from an emergency state to an extreme
state, which occurs upon surpassing the PNR. The PNR represents a crucial point in
a cascading failure scenario that occurs within a power system. The phenomenon of
PNR encompasses a range of intricate and dynamic events including but not limited to
1) the overloading of transmission lines, 2) disconnections of generators, 3) variations in
frequency, 4) instabilities in voltage, and 5) loss of synchronism [74]. The propagation of
cascading failures is significantly influenced by each of these distinct physical phenomena.
At this stage, the situation becomes increasingly difficult to manage, and the sequence of
events rapidly accelerates beyond control. After the PNR, the power system enters into
a fast cascade and system-wide collapse. In a cascading failure, the power system may
divide into uncontrollable islands. This results in system fragmentation and the emergence
of isolated regions or islands with an unreliable power supply. The split may result from
significant disruptions and failures that impede regular electricity transmission throughout
the network.
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Fast Cascade and Power System-Wide Collapse
A fast cascade is associated with a significant imbalance between the power generation
capacity and the power demand in the system. Insufficient generation capacity can cause
generator overload, instability, and disconnection from the system due to high demand. The
disconnection may lead to an imbalance and subsequent frequency collapse, characterized
by a rapid drop in system frequency beyond the acceptable operating range. Fast cascades
are also linked to the inability of a stressed power system to maintain its voltage levels
in the safety margins. Reactive power is essential for voltage stability in power systems.
An imbalance between reactive power resources and demand, as well as limited capability
of transferring the necessary reactive power to the loads, can result in voltage collapse in
multiple areas of the system. Soon after the fast cascade, a power system suffers a blackout.

Blackout
A blackout is a complete and unexpected loss of electrical power over a large area, typ-
ically affecting many customers or an entire region. In [279], the authors identified the
preliminary stages before the blackout, i.e., the contingency condition, power system
problems, protection system trips, and system separation. There are many major power
system blackouts happened in the past. For example, the blackout in Italy 2003 [280], North
America 2003 [277], Europe 2006 [281], India 2012 [282], Turkiye 2015 [283], Ukraine 2015
[8], and United Kingdom 2019 [284]. Those blackouts were triggered by various factors,
and only one of them was triggered by a cyber attack. In [285], the authors identified that
cyber attacks can accelerate cascading failures and blackouts. Therefore, it is necessary
to identify cyber attacks on power grids in the early stage to avoid a blackout and more
severe impacts.

3.3.6 Social Impacts and Restoration
APTs have the potential to bring a variety of consequences, including economic losses
[286]. In addition, cyber attacks on a physical system, i.e., attacks on electrical power
grids, potentially can have more severe repercussions. The reason for this is because
electrical power grids are considered to be a part of the nation’s critical infrastructure.
Power system blackouts can lead to wide-area of social consequences, including financial
loss, damages, chaos, or even a loss of lives. Power supplies are essential to the functioning
of fundamental necessities, such as hospitals, transportation networks, and communication
networks [287]. Disruptions of the power grid can have severe consequences for general
safety, public health, and the economy. According to research, power outages can have
a societal cascading impact, i.e., an increase in the mortality rate [288], disruptions in
transportation [289], and an impact on the economy [290]. Furthermore, these indirect
impacts have the potential to be politically utilized and become the objective of cyber
warfare, as demonstrated by the attack on the Iranian nuclear facility [256] and the conflict
between Ukraine and Russia [291].

Upon the culmination of a cyber attack, the system operator endeavors to restore the
power system to its normal operational state through OT recovery and power system
restoration. The primary objective of OT recovery is to reinstate the OT infrastructure
responsible for monitoring and controlling the power system. The process entails the
identification and removal of any malicious software, the repair or substitution of compro-
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mised hardware, and the reinstatement of the soundness and operability of the OT systems.
This process requires a thorough investigation to understand the extent of the attack, the
vulnerabilities that were exploited, and the impact on the power system’s operational
capabilities. Power system restoration involves bringing the entire power system back to
its normal functioning state after a blackout. It is a complex optimization problem, which
involves advanced coordination across the affected area, as the grid is gradually restored.
As power plants are reconnected to the grid, and the loads need to be gradually restored, the
communication network plays an important role. In the case of cyber attacks, the validity
of the communication system may be compromised. As a result, restoration actions may
be further hindered by unresponsive control systems. Due to power system complexity
[292], to fully recover the power system requires a complex restoration process within
days or weeks. For example, in the North America 2003 blackout that affected 50 million
customers, the full restoration process took 48 hours [277]. Another blackout in Italy in
2003 affected 60 million customers and took 12 hours to fully restore the power system
[280]. Both of the blackouts were caused by a disruption of the physical power system.
The Ukrainian power grids blackout in 2015 was triggered by a cyber attack. This blackout
affected 225,000 customers, and took 6 hours to restore the power grids [8]. Additionally,
in the Ukrainian power grid attack in 2016, the malware that was utilized contained a
module able to launch DoS attack on the IEDs of the targeted substation [219]. Although
unsuccessful, the attack aimed to make the IEDs unresponsive to remote commands from
the system operators, and could delay the restoration of the affected system.

3.4 Advanced Persistent Threats on Power Grids
Case Studies

The digitalization of the electrical power grid has simultaneously introduced the possibility
of cyber attacks on electrical power grids as an imminent threat. The repercussions of
such sophisticated forms of cyber attack, like the APTs, are to be worried about. They
are high-impact, low-frequency events with a wide range of ramifications. It should be
noted, however, that only a small number of actual cyber attacks have been recorded
as deliberately targeting power grids. However, these attacks have shown that they are
capable, and they have given us a glimpse of the potentially disastrous consequences.

In this section, three case studies of cyber attack on power grids, including the real
cyber attacks in Ukraine 2015 and 2016, and a hypothetical cyber attack scenario. The
analysis of the real cyber attacks is based on the reports in [8, 11, 219]. Those reports
analyzed the stages of cyber attacks in Ukrainian power grids in 2015 and 2016 using the
cyber kill chain [25] and SANS Industrial Control System Cyber Kill Chain framework [28].
Compared to the other reports, our survey provides a more detailed cyber attack stage
identification and analysis based on the ACPPS kill chain.

In addition to that, we also present a hypothetical cyber attack scenario that was ex-
perimented with using a co-simulation testbed of CPPS. The experimental cyber attack is
needed because of the limited available information on the physical impact of Ukraine’s
power grid attacks in 2015 and 2016. Therefore, using the experimental scenarios, we simu-
late a more detailed physical impact using CPPS co-simulation. To simulate the cyber attack
scenarios, we implement CPPS co-simulation, which consists of power system simulation
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and OT network simulation environment. The power system simulation is implemented
using DIgSILENT PowerFactory, and the OT network simulation is implemented using
Mininet. Both DIgSILENT PowerFactory and Mininet have been recognized as prominent
power system co-simulation tools. These tools have been implemented in many CPPS
testbeds for industrial and academic purposes [293]. The DIgSILENT PowerFactory is
capable of simulating the power system in real-time using the Root Mean Square (RMS)
dynamic model. Meanwhile, the Mininet implements operating-system-level virtualiza-
tion, which allows the implementation of real communication protocols and cyber attacks.
A more detailed discussion of all cyber attack case studies is provided in the following
sub-section.

3.4.1 Ukrainian Power Grid Cyber Attack 2015
On December 23, 2015, at 15:30 local time, there was a cyber attack on the Ukrainian power
grids. This was the first instance of a cyber attack on power systems that was reported,
and it resulted in a power outage. The attackers were successful in compromising three
different Distribution System Operators (DSOs) SCADA systems, which allowed them to
disconnect a total of seven 110 kV substations and twenty-three 35 kV substations from
the distribution network. The attack was successful and resulted in a power outage that
impacted a total of 225,000 customers [8].

Fig. 3.3 depicts the system that governs the operation of power grids. This system
includes the IT network, the OT network, and the physical power grids. The IT network is
used to assist the operation of the power grid in various ways, including the administration
of resources and assets and office operations. From a topological perspective, the IT
network is connected to both the Internet and the OT network. On the other hand, they are
isolated from one another by means of network segmentation and other forms of security
control, such as a firewall. The goal of network segmentations and security controls is to
strengthen the network’s security measures by separating the different segments of the
network. In the OT network, digital substations are responsible for collecting measurement
data from the substation bays and station control systems. This data includes the phase
angle, active and reactive power, as well as voltage and current magnitude. Afterward, the
measurements are transmitted to the control center in order to provide centralized wide-
area monitoring. Despite the fact that various cyber security safeguards have been included
in the operation of power grids, the cyber attack that happened in 2015 in the Ukrainian
power grid highlighted that the system remains vulnerable and can be compromised.

Table 3.8 gives an overview of the method that was taken during a cyber attack in
Ukraine in 2015. Accompanying Table 3.8, Fig. 3.3 depicts the locations of the different
stages of a cyber attack, each of which is denoted by a number within a red circle. The
adversaries apply APT attack strategies to achieve their goals within a few months prior to
executing their true objective. The adversaries first gain access to the system through the
office network and then go on to the control center and the substations with the intention
of triggering a blackout. The majority of the time, the adversary’s operations remain
undiscovered while operating in a stealthy mode until the last phases of attacks are carried
out.

Before launching the attack, in the preparation stage, adversaries gather the profile
of the target to prepare spear phishing. Spear phishing is accompanied by substantial
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Figure 3.3: Cyber attack on Ukrainian power grids 2015 [4].

Table 3.8: Advanced Cyber-physical system kill chain stages in Ukraine cyber attack 2015.

Stages Sub-stages Ukrainian power grids cyber attack in 2015 processes

A
1. External Reconnaissance Target profiling and gathering information about Ukrainian DSOs
2. Weaponization Prepare BlackEnergy3 malware and malicious Microsoft Excel files

B

3. Delivery Send spear phishing email to DSOs operator pretending as an email from
Ukraine Ministry of Energy with malicious Microsoft Excel attachment

4. Exploit An operator opens the file and exploitsMicrosoft Excel macro’s vulnerability
to get remote access

5. Privilege Escalation Gain unauthorized access to the database
6. Credential Access Get credentials from the active directory
7. Defense Evasion Avoid firewall detection through VPN tunnels

C

8. Establish Foothold Using a backdoor and VPN to maintain its presence
9. Internal Reconnaissance Gather information from the OT network system
10. Lateral Movement Moving between office network, data center, control center, digital substa-

tion
11. Collection Collect information from IT and OT systems
12. Exfiltration Send the data to the C2 server

D
13. Inhibit Response Function and Impair Process Control Telephony denial of service and disable UPS to de-energized control center
14. Unauthorized Control Commands on OT System Control SCADA HMI remotely to switch off the breaker

E

15. Cyber Attacks Impact Power System Operation The breaker on the power grid switched off leading to a power outage
16. Induced Power System Events De-energized several substations
17. Operator and Automated Remedial Action Operator’s initial attempts to recover the power grids failed because of

inhibited response function and impaired process control
18. Slow Cascading Failures Impact on distribution system operator, did not cause cascading failures

and full blackout
19. Point of No Return Not applicable
20. Fast Cascade and System-Wide Collapse Not applicable
21. Blackout Power outages affect 225,000 power grid customers

F
22. Social Impacts Disruption of energy supply during the winter and financial losses
23. OT Recovery and Power System Restoration Operator recovers through manual mode within 6 hours
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information about the target to craft the email and deceive the target. Before sending the
phishing, adversaries also prepare malicious Excel files and BlackEnergy3 malware during
the weaponization. The attack entered the IT network through spear phishing. The attack-
ers specifically targeted three DSOs while impersonating officials from Ukraine’s Ministry
of Energy. The malicious emails, which appeared to come from reliable sources, included a
weaponized Microsoft Excel file attachment. The attackers used macro vulnerabilities in
Microsoft Excel to install malware on the DSO IT network. A macro is a program that uses
Visual Basic Application (VBA) scripts to automate tasks in Microsoft Excel. When the
recipients enabled the macro, the VBA script was executed, resulting in the installation of
BlackEnergy3 malware on the computer.

Following successful installation, the malware established a connection to the attackers’
remote C2 server via IP address 5.149.254.114 and port number 80. The malware was
specifically designed to communicate to the remote IP address and port number controlled
by adversaries. The connection via port 80 appeared to be innocuous. This is due to the fact
that port 80 is a commonly used port for website traffic via Hypertext Transfer Protocol
(HTTP). Therefore, the attackers could remotely control the BlackEnergy3malware through
its connection to the C2 server.

BlackEnergy3 included some functionalities, i.e., network scanner, file stealer, password
stealer, key logger, screenshot capturer, and network discovery. The BlackEnergy3 malware
roles were substantial for the initial and main attack stages. The malware discovered
information about the IT network configuration, such as network segments, network
topology, hosts connected, and so on, by using the network scanner and network discovery
modules. With BlackEnergy3, attackers could also use a key logger to steal passwords,
steal files, and capture screenshots of the targeted computers. This information was critical
for preparing the subsequent attack stages. The attackers sent all of the collected data
directly to the remote C2 server.

The attackers discovered a vulnerable active directory server during the internal recon-
naissance stage, which became a breach point of the IT/OT system. AD is a database service
for IT networked system operations that runs onWindows. An ADmanages a user’s access
permissions by serving as a central authentication and authorization authority for managed
accounts, hosts, and services. With centralized authentication and authorization rather
than segregated services, AD makes IT system operations easier and more flexible. Active
directory databases also store usernames, passwords, and information about hosts and
services. As a result, the AD is a critical point for authentication and security. The attackers
in the Ukraine 2015 cyber attack compromised the AD server to gain login credentials to
the majority of hosts in the IT and OT network. Subsequently, this access is utilized by the
adversaries to perform lateral movement through the IT and OT network, including the
control center.

After gaining access to the control center, the attackers established a Virtual Private
Network (VPN) connection from one of the control center’s computers to a remote location
on the Internet. VPN enabled the attackers to gain access to the targeted computer via
tunnel and encrypted connections. Instead of using a static C2 server with port 80, VPN
allowed attackers to access the computer from anywhere on the Internet. Furthermore, the
VPN enabled the attackers to avoid detection by firewalls and conceal their true locations.
At this point, the attackers had gained complete control and were ready to launch the final
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attack. The attackers, however, remained undetected, carrying out additional actions to
amplify the impact of the cyber attack on the distribution network.

For increasing attack severity, adversaries also impaired legitimate process control
and inhibited response function. The impairment of legitimate process control performed
through substation device firmware modification wiped out the hard disk and disabled UPS.
The adversaries gained access to substations and compromised RTUs and serial-to-Ethernet
converters. A serial-to-Ethernet converter connects substation Ethernet communications,
e.g., IEC 104, to control center serial communications, e.g., IEC 101. These devices depend
on firmware for controlling their processes. The attackers also created malicious firmware
and replaced the legitimate firmware in RTUs and serial-to-Ethernet converters, causing
them to be inoperable upon reboot. In addition, the malicious firmware prevented grid
operators from remotely controlling the substations to perform recovery. KillDisk was
used by the attackers to erase hard drives in the control center computers, causing them
to be unbootable. KillDisk is a part of BlackEnergy3 malware module that deletes data,
registry entries, and system configuration. To prolong the system recovery, adversaries
also disabled UPS in the control center, causing them to be inoperative during the blackout.
For the inhibit response function, adversaries performed telephony denial of service to
make the operator in the control center unable to get information from the outside. After
finishing all preparation stages, adversaries launched the final attack on December 23rd
by opening the circuit breaker, causing an instant power outage. Cascading impact on
the power system was not reported in this attack, but this attack caused a power outage
affecting wide area distribution within 6 hours. As a result, the attackers successfully
carried out one of the two most advanced cyber attacks on power systems to date.

3.4.2 Ukrainian Power Grid Cyber Attack 2016
On December 17, 2016, at 23:53 local time, a second cyber attack on Ukraine’s power
grid took place. This incident was the first publicly reported cyber attack that employed
customized malware to target power systems. The malicious software used in the 2016
attack was named CRASHOVERRIDE or Industroyer. The attack had an effect on the
SCADA system at the transmission level, and it was directed at a single 330 kV substation
as its target. Because of the attack, the distribution network power outage resulted in
a total load of 200 MW unable to be supplied. The attack that took place in 2016 was
significantly more advanced in terms of its technique than the one that took place in 2015.
Fortunately, the damage from this attack was considerably less than the previous one. In
[11], an extensive study of this attack is offered and discussed. Within this sub-section,
we carried out a review of the attack that took place in 2016 employing the ACPPS kill
chain. Table 3.9 provides a summary of the different stages of the attack according to the
ACPPS kill chain. In addition, the study was accompanied by an illustration of the part of
the system that was being targeted, which can be found in Fig. 3.4.

During a few prior months, the adversaries effectively acquired control of the com-
promised hosts in the control center by utilizing techniques associated with APTs. After
that, in the later stages, the adversaries opened circuit breakers and transferred malicious
payloads to substations by exploiting SCADA protocol vulnerabilities. On December 17,
2016, at 23:53 local time, these attacks got underway. The attacks were directed at the
SCADA system at the transmission level. A single 330 kV/110 kV/10 kV substation was
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Figure 3.4: Cyber attack on Ukrainian power grids 2016 [4].

Table 3.9: Advanced cyber-physical system kill chain stages in Ukraine cyber attack 2016.

Stages Sub-stages Ukrainian power grids cyber attack in 2016 processes

A
1. External Reconnaissance Gather information about the targeted system and identifying potential

protocol used in power system operation
2. Weaponization Prepare specific malware to exploit specific SCADA protocols, i.e., IEC 101,

IEC 104, IEC 61850, and Open Platform Communication (OPC)

B

3. Delivery Phishing email targeting Ukrainian power grids operator in January 2016
4. Exploit Exploit MySQL server vulnerability to gain full control to the server
5. Privilege Escalation No information available
6. Credential Access No information available
7. Defense Evasion VPN tunnel used to bypass the firewall and remotely access the compro-

mised servers

C

8. Establish Foothold Maintain adversaries presence using compromised MySQL server
9. Internal Reconnaissance Malware used to facilitate internal reconnaissance
10. Lateral Movement Compromised MySQL server used as pivot point for lateral movement
11. Collection No information available
12. Exfiltration No information available

D
13. Inhibit Response Function and Impair Process Control The wiper in CRASHOVERRIDE module removed files relating to ICS

operations to prevent instantaneous controller recovery and power system
restoration

14. Unauthorized Control Commands on OT System Launched the control command attack on December 17, 2016 at 23:53 local
time

E

15. Cyber Attacks Impact Power System Operation The breaker on the power grid switched off lead to power outage
16. Induced Power System Events The attacks affected the SCADA system at the transmission level focusing

on a single 330 kV / 110 kV / 10 kV substation, resulting in a distribution-
level outage

17. Operator and Automated Remedial Action No information available
18. Slow Cascading Failures Impact on distribution system operator, did not caused cascading failures

and full blackout
19. Point of No Return Not applicable
20. Fast Cascade and System-Wide Collapse Not applicable
21. Blackout Power system outage

F
22. Social Impacts No information available
23. OT Recovery and Power System Restoration The disruption was recovered by system operator using manual mode
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the focus of the attacks, which resulted in an outage at the distribution level. As soon as
they became aware of the irregularity in the system, operators reacted swiftly to the attack
by switching the controls to manual mode. Fortunately, the operator was able to recover,
making this attack ineffective, but it did demonstrate how an advanced protocol exploit
might be used to launch an attack.

The overall impact of the cyber assault in 2016 was significantly less due to a number
of different factors. The fact that the malicious payload injections did not work properly
was the primary cause. It is likely that this was brought about by a manually coded attack
technique that did not perform as intended [219]. The attackers should have approached
the development of the protocol payload module in a methodical manner and provided it
with the relevant testing environment, such as real SCADA devices. Nevertheless, such
instruments are not widely available and are exclusively utilized by operators of industrial
systems. As a result, the developed malware failed to operate in its intended function.
Yet, this attack successfully demonstrates a sophisticated APTs with weaponized malware
and a deep understanding of the targeted power system. These kinds of attacks have the
potential to become more prevalent in the future, which would have a significant adverse
impact on the infrastructure of the power grids.

3.4.3 Ukrainian Power Grid Cyber Attack 2022
In late 2022, a cyber attack targeting the Ukrainian power grids was reported, with evidence
pointing to the involvement of the Sandworm hacker group [11]. The adversaries employ
the OT-level Living off the Land (LotL) technique, which intends to open the victim’s
substation circuit breakers, resulting in an unplanned power outage. Compared to the
attacks in 2015 and 2016, there is not much information available regarding the attack
processes. One reason is that the adversaries employed anti-forensic techniques to hinder
the forensic investigation of the attack processes.

The cyber attack started in June 2022 before leading to a disruptive event on October 10
and 12, 2022. There is no available information on how the intruder accessed the OT system.
The attack exploits the vulnerabilities of MicroSCADA applications to launch malicious
control commands. The malicious control commands successfully open the circuit breakers
causing a power outage. However, the detailed impact on the power system is unknown.
Based on the available information, the cyber attack process can primarily be categorized
using stages C and D of the ACPPS kill chain.

3.4.4 Experimental Cyber Attack
This subsection discusses an experimental case study involving an example of a trans-
mission grid IT-OT network. The topology of the IT-OT network and the transmission
power system is depicted in Fig. 3.5. The power system is modeled and simulated using
DIgSILENT PowerFactory, while the cyber system is emulated through Mininet. It is an
open-source network emulator that allows users to create a virtual network topology using
software-defined networking (SDN) [294]. Furthermore, it implements operating-system-
level virtualization based on the Linux namespace containerization. This allows Mininet
to emulate larger communication networks in comparison to typical virtual machines.
The emulated IT-OT network consists of 27 user-defined substations, 118 measurement
devices, and over 800 data points for the entire simulated power system. SCADA device
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functionality within the network is implemented through custom Python scripts.

The simulated power grid runs a Root Mean Square (RMS) simulation of the IEEE
39-bus test system. The power grid simulation provides time-domain measurement data
from substation bays, e.g., buses, lines, and generators, in the form of active and reactive
power, voltage, and current measurements. All measurement data is then sent from the
substation to the control center. The data is also stored in local databases located within
substations and the control center. Such a cyber-physical experimental setup allows us to
study the impact of cyber attacks on the power system.

In the preparation stage of the attack, the adversaries conduct reconnaissance to gather
information about the target, including email addresses, potential operational protocols of
the system, etc. This initial information is then used to prepare weaponized cyber attack
tools for the later stage of the attack. Subsequently, a weaponized file is then delivered to
the target via phishing emails. It serves as an entry point and backdoor for the attackers to
the targeted system.

From the entry point, the attackers exploit vulnerabilities in the MySQL SCADA
database server in the control center. The vulnerability exploit allows the attackers to
gain administrator privileges and perform credential system theft. To circumvent firewall
detection and secure direct access, attackers enable VPN access from the external network
to the compromised MySQL server. Therefore, the compromised MySQL server acts as a
central attack location during the main attack stages.

From the compromised MySQL server, attackers maintain their presence and launch
the next stages of the attack. This includes internal reconnaissance, lateral movement, data
collection, and exfiltration. During these main stages, the attackers learn the operating
protocols used for communications between the control center and substations. Through
the protocol exploits, the attackers spoof the legitimate control command for opening
circuit breakers, as demonstrated in [65]. As shown in Fig. 3.5, this malicious command
subsequently results in the opening of three circuit breakers in substation 2. Under nor-
mal circumstances, the system operator would quickly recognize the situation and take
immediate corrective action, i.e., the circuit breakers will be closed. In this scenario, how-
ever, in addition to the spoofing attack, the attackers also launch a DoS attack against
the substation. Fig. 3.6 shows the traffic comparison in the substation gateway and relay
before and after the DoS attack at t=10 s. Before and after the DoS, there is a significant
change in substation network traffic. Fig. 3.7 depicts a statistical summary of the traffic
data, including the minimum, median, maximum, first quartile, and third quartile. The
box plot also indicates the variability, spread, and skewness of the data. Meanwhile, the
circles in the plot indicate the outlier data. Furthermore, the attack location is visualized in
Fig. 3.8. In graph-based visualization, red nodes represent the anomalous traffic due to DoS
traffic, and blue nodes represent the normal ones. This graph-based anomaly visualization
is presented based on our previous research in [5]. Due to the DoS attack, timely corrective
actions are made more difficult because commands sent from the control center do not
reach the substation in a timely manner. As a result, system stability is affected, leading to
cascading failures and a power outage. Table 3.10 summarizes the simulated cyber attack
stages based on the ACPPS kill chain.
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Table 3.10: Advanced cyber-physical system kill chain stages in simulated cyber attack.

Stages Sub-stages Relation to experimental cyber attack on power grid processes

A
1. External Reconnaissance Gather information about the targeted system and identify potential com-

munication protocols used in power system operations
2. Weaponization Prepare a malicious script based on reverse shell and a payload for the

circuit breaker attack

B

3. Delivery Phishing email targeting grid operator
4. Exploit Exploit MySQL server vulnerability to gain full control to the server
5. Privilege Escalation Gain admin privilege of SCADA MySQL database
6. Credential Access Perform credential theft of username and password accounts from compro-

mised SCADA database
7. Defense Evasion VPN tunnel is used to bypass the firewall and remotely access the compro-

mised servers using open source VPN

C

8. Establish Foothold Maintain presence using compromised MySQL server
9. Internal Reconnaissance Perform reconnaissance using publicly available tools, i.e., Nmap, Tshark
10. Lateral Movement Compromised MySQL server serves as a pivot point that allows adversaries

to compromise other host within the network
11. Collection From internal reconnaissance phase, adversaries collect samples of commu-

nication packets between control center and substations
12. Exfiltration Send the sample protocol to the external remote host

D
13. Inhibit Response Function and Impair Process Control To prevent the remedial actions, adversaries also launch a DoS attack using

hping3 on the OT communication network
14. Unauthorized Control Commands on OT System Cyber attack is executed to launch the spoofed payload with open circuit

breaker command. The malicious control command open circuit breakers
sent in the substation 2

E

15. Cyber Attacks Impact Power System Operation At time 𝑡 = 10 s circuit breaker on lines 01-02, 02-03, and 02-25 maliciously
disconnected. Synchronous generator G10 disconnects from the main grid

16. Induced Power System Events At 𝑡 +7.184 s over frequency protection of synchronous generator G10 trips
17. Operator and Automated Remedial Action Operator unable to perform system recovery due to DoS attacks
18. Slow Cascading Failures

• 𝑡 +15.111 to 𝑡 +15.233 s : Lines 08-09 and 25-26 in vicinity of attacked
substation are tripped by distance protection

• 𝑡 +15.87 to 𝑡 +17.583 s : Generators G8 and G9 tripped due to Rate
of Change of Frequency (ROCOF) interface protection and discon-
nected. System is now heavily affected

19. Point of No Return Power system enter to critical state and difficult to return to initial condition.
20. Fast Cascade and System-Wide Collapse

• 𝑡 +18.87 to 𝑡 +19.072 s : Under frequency load shedding activated.
Loads in affected area are shed by 6.7%

• 𝑡 + 19.1 s : Line 16-17 trips on distance protection. This line is the
tie-link between two areas

• 𝑡 +19.139 to 𝑡 +19.879 s : Under frequency load shedding activated.
All loads shed by 6.5%. 𝑡 + 20.621 s : Line 03-04 trips on distance
protection. The affected area is completely isolated from the rest of
the grid

• 𝑡 +20.887 to 𝑡 +31.941 s : Frequency of system is still below permis-
sible limits. Under frequency load shedding activated in steps of 5.9%
and 7%. The rest of the system stabilizes

21. Blackout The attack leads to a partial blackout with 12 busbars being de-energized
and a loss of 2285 MW load (37% of total load)

F
22. Social Impacts The power outage causing disruption on wide area electricity consumer.

Consequently, the power outage will disrupt service in various area includ-
ing healthcare, transportation, communication, etc.

23. OT Recovery and Power System Restoration To recover the OT system, the root cause of cyber attack need to be neu-
tralized
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The aforementioned cyber attack leads to the malicious disconnection of lines 01-02,
02-03, and 02-25, as well as a DoS attack that inhibits the system operator’s capacity to carry
out remedial measures. Consequently, the prolonged cyber attack affects the stability of the
power system. After this cyber-induced contingency, the system becomes unstable due to
the loss of three transmission lines and the resulting disconnection of a major generating
unit. As can be shown in Fig. 3.9, for a prolonged period after the attack, the system is
intact, but due to the imbalance between generation and consumption, voltage instability
occurs. This can be seen by the oscillations in the voltage magnitudes measured in the
buses of the system. Due to this imbalance and the limited capacity of the transmission
lines in the vicinity of the attack location to support the power flows, multiple lines are
disconnected by distance relays operating on sustained under voltages and over currents.
A similar phenomenon was also observed during the 2003 cascading failures and blackouts
in North America [295]. A critical line tripped because of incorrect operation of zone 3
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distance protection, which exacerbated the domino effect, contributed to the spread of the
cascading phenomenon, and ultimately resulted in a widespread power outage [277].

targeted substation targeted substation

b) Substation under DoS attacka) Substation under normal operation

Figure 3.8: Graph visualization from attack on substation 2 [4].
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As a result of multiple line disconnections, oscillations are observed between the
generators in the affected area and the rest of the system. This is observed in Fig. 3.10,
where it can be seen that generator 08 is oscillating against generators 04 and 05. The
resulting instability and the absence of remedial actions cause two generators, namely
G8 and G9, to be tripped by their interface protection due to the high ROCOF condition.
As seen in Fig. 3.13, generator 08 is exceeding the ROCOF setting of 2 Hz/s for over 500
milliseconds, which is the protection setting. Now, due to the loss of generation, system
frequency starts plummeting, and emergency load shedding is activated to preserve system
integrity. This is illustrated in Fig. 3.12. Ultimately, the cyber attack led to a partial blackout
with 12 busbars being de-energized and a loss of load amounting to 2285 MW. In Fig. 3.9-
Fig. 3.12, cyber attack action that opens the breaker executed at time 𝜏=10 s. The impacts
of cyber attacks are shown after 𝜏.



3.4 Advanced Persistent Threats on Power Grids Case Studies

3

79

18 20 22 24 26
Time (s)

0

20

40

60

80

100

120

140

160

R
ot

or
 a

ng
le

s 
in

 d
eg

re
es

Generator Rotor angles

Generator 4
Generator 5
Generator 8
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The entire power system comparison before and after the cyber attack and the propa-
gation of cascading events are shown in Fig. 3.13. The left image shows the heatmap of the
voltage magnitudes and lines loading before the cyber attack simulation (𝜏 -1 s), while the
right depicts the outcome after the cyber attack (𝜏+50 s). The middle image depicts the state
of the system at the point of no return. As it can be seen, most of the system is stressed,
with very low voltage levels and overloaded transmission lines. From the simulated cyber
attack, although it was only executed from a single compromised substation, the impact of
the attack is not local. This simulation shows that cyber attacks on power grids can cause
wide-area cascading impacts.

3.4.5 Result and Discussion
Based on the aforementioned cyber attack case studies, the ACPPS kill chain is able to
identify all stages of cyber attacks in power grids. Table 3.11 summarizes all case studies
mapping into all stages of the ACPPS kill chain. ACPPS kill chain can identify more granular
stages of cyber attacks. In the Ukraine 2015 and 2016 case studies, the ACPPS kill chain
was unable to identify some stages. The reason is that there is no available information
associated with the particular stages. For example, neither real case of a cyber attack
provided any information related to the cascading failure or point of no return. These
stages required information related to the power system measurement, and the available
reports in [8, 11, 219] only provided information related to the impact on IT and OT systems.
In the experimental attack, we are able to capture power system measurement data from
the co-simulation. Therefore, the experimental case study provides a more comprehensive
analysis of cyber attacks and their impact on the CPPS.

Compared to other cyber attack stage identification frameworks, the ACPPS kill chain
provides more detailed stages. Table 3.12 summarizes the comparison of the ACPPS kill
chain with other frameworks. The ACPPS kill chain refers to the MITRE ATT&CK ICS
framework as the most comprehensive cyber attack stage identification for the IT and OT
systems. Therefore, from the stages in the IT/OT network, the ACPPS kill chain provides
the same quantity of stages as the MITRE ATT&CK ICS. During the physical stages, the
ACPPS kill chain proposed seven new stages associated with the cyber attack’s impact
on the power system. The ACPSS kill chain also proposed new stages associated with
secondary impact and recovery. Overall, there are 23 stages in the ACPPS kill chain,
which provides nine new stages that are unavailable in other frameworks. Therefore, by
enhancing the granularity of cyber attack stages by a factor of 0.64, the ACPPS kill chain
improves the effectiveness of identifying cyber attack stages in CPPS.

Despite providing a more detailed stage analysis of cyber attacks on CPPS, the ACPPS
kill chain remains inadequate in identifying all stages of an attack, primarily due to the
absence of power system data, as indicated in Table 3.11. A significant factor contributing
to this limitation is the insufficient integration among IT, OT, and physical power systems.
The lack of seamless integration creates silos that hinder comprehensive monitoring and
analysis. Fortunately, the ongoing digitalization of power systems presents a promising
solution to this problem. The convergence of IT, OT, and physical power systems through
digitalization facilitates real-time data sharing and interoperability, which are crucial for
holistic situational awareness and more effective threat detection. This integration not only
promises to fill existing data gaps but also provides a unified platform for implementing
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advanced security measures that can preemptively identify and mitigate sophisticated cyber
threats. Consequently, the ACPPS kill chain could be refined into an innovative framework
for analyzing cyber attacks on CPPS, providing a more comprehensive representation of
the attack stages.

Table 3.11: Summary of ACPPS Kill Chain Implementation for Real Cyber Attack in Ukraine 2015 and 2016, and
Experimental Cyber Attacks.

Stages Sub-Stages Ukraine 2015 Ukraine 2016 Experimental Attack

A. Attack Preparation
1. External Reconnaissance ✔ ✔ ✔
2. Weaponization ✔ ✔ ✔

B. Initial Engagement

3. Delivery ✔ ✔ ✔
4. Exploit ✔ ✔ ✔
5. Privilege Escalation ✔ NA ✔
6. Credential Access ✔ NA ✔
7. Defense Evasion ✔ ✔ ✔

C. Main Attack Phases

8. Establish Foothold ✔ ✔ ✔
9. Internal Reconnaissance ✔ ✔ ✔
10. Lateral Movement ✔ ✔ ✔
11. Collection ✔ ✔ ✔
12. Exfiltration ✔ ✔ ✔

D. Physical System Engagement
13. Inhibit Response Function and Impair Process Control ✔ ✔ ✔
14. Unauthorized Control on OT System ✔ ✔ ✔

E. Power System Impacts

15. Cyber Attack Impacts Power System Operation ✔ ✔ ✔
16. Induced Power System Events ✔ ✔ ✔
17. Operator and Automated Remedial Action ✔ ✔ ✔
18. Slow Cascading Failure ✔ ✔ ✔
19. Point of No Return NA NA ✔
20. Fast Cascade and System-Wide Collapse NA NA ✔
21. Blackout ✔ ✔ ✔

F. Social Impacts and Recovery
22. Social Impacts ✔ NA ✔
23. OT Recovery and Power System Restoration ✔ ✔ ✔

✔ = Available; NA = Not Available

Table 3.12: Comparison of ACPPS Kill with Other Frameworks for Cyber Attack Stages Identification.

Frameworks Number of Stages
IT/OT Physical Secondary Impact and Recovery Total All Stages

Cyber Kill Chain [226] 7 0 0 7
CPS Kill Chain [227] 5 2 0 7
MITRE ATT&CK ICS [228] 12 2 0 14
SANS ICS [229] 5 0 0 5
ACPPS Kill Chain 12 9 2 23

The current version of the ACPPS kill chain only provides the stages of cyber attack
in CPPS and does not quantitively assess every stage of the attack. For future work, it is
possible to provide quantitative stages identification on the ACPPS kill chain. One potential
solution is to integrate AI with the ACPPS kill chain. This is aligned with the state-of-
the-art AI application for cyber security applications [296–299]. With the comprehensive
quantitative matrices and AI application, the ACPPS kill chain can be used to classify
anomalous events into specific stages in the ACPPS kill chain. Furthermore, it is also
possible to predict the potential impact of cyber attacks on power systems to avoid severe
impacts.
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3.5 Conclusion and Recommendations
In this research, APTs to CPPS were investigated. This research presents three parts of
contributions.

In the first part, the chapter identified and compared the characteristics of APT attacks
in IT, CPS, and CPPS. We define the characteristics of APTs on CPPS, which are different
compared to APTs in IT systems and general CPS.

In the second part, we propose a novel ACPPS kill chain framework. ACPPS defines
and examines the cyber-physical APT stages on power grids that cause cascading failures
and a blackout. This novel kill chain framework offers more comprehensive attack stages
for a thorough analysis of APTs on power systems and early-stage mitigation compared to
the current frameworks reported in the literature.

In the third part, this manuscript provides an in-depth analysis of actual and exper-
imental cyber attacks on power grids. The in-depth analysis is performed based on the
proposed ACPPS kill chain on Ukraine’s 2015, 2016, and 2022 cyber attacks and experimental
scenarios.

Overall, this manuscript’s contribution is by enhancing state-of-the-art research com-
prehension of APTs targeting CPPS. It achieves this by introducing a novel framework
of ACPPS kill chain for analyzing these threats and providing practical insights through
both real-world and experimental case studies. Through these contributions, this work
aims to stimulate further research and development endeavors focused on improving the
resilience of CPPS in response to evolving cyber threats. It is important to note that we are
currently living in a world where artificial intelligence plays an increasing role. Therefore,
there is an opportunity for future research on integrating AI with the ACPPS kill chain.
The ACPPS kill chain navigates the stages of cyber attacks in CPPS while the AI helps to
classify anomalous events into the associated ACPPS kill chain stages. This integration
will provide a comprehensive solution for cyber attack mitigation in the earlier stage of the
ACPPS kill chain and prevent more severe impacts. In addition, in the current version, the
ACPPS kill chain does not provide quantitative metrics to evaluate APTs in CPPS. With AI
integration, the ACPPS can provide more comprehensive quantitative evaluation metrics
to predict and mitigate cascading failures and points of no return.
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4
Attack Graph Model For

Cyber-Physical Power System
Using Hybrid Deep Learning

Electrical power grids are vulnerable to cyber attacks, as seen in Ukraine in 2015 and 2016.
However, existing attack detectionmethods are limited. Most of them are based on power system
measurement anomalies that occur when an attack is successfully executed at the later stages of
the cyber kill chain. In contrast, the attacks on the Ukrainian power grid show the importance of
system-wide, early-stage attack detection through communication-based anomalies. Therefore,
in this chapter, we propose a novel method for online cyber attack situational awareness that
enhances the power grid resilience. It supports power system operators in the identification and
localization of active attack locations in Operational Technology (OT) networks in near real-
time. The proposed method employs a hybrid deep learningmodel of Graph Convolutional Long
Short-TermMemory (GC-LSTM) and a deep convolutional network for time series classification-
based anomaly detection. It is implemented as a combination of software defined networking,
anomaly detection in communication throughput, and a novel attack graph model. Results
indicate that the proposed method can identify active attack locations, e.g., within substations,
control center, and WAN, with an accuracy above 96%. Hence, it outperforms existing state-of-
the-art deep learning-based time series classification methods.

This chapter is partly based on the publications 3 � A. Presekal et al. “Attack Graph Model For Cyber-Physical
Power System Using Hybrid Deep Learning," in IEEE Transactions on Smart Grids, Sep. 2023 [5] and � A.
Presekal et al. “Cyber Forensic Analysis for Operational Technology Using Graph-Based Deep Learning," in
SmartGridComm, Oct. 2023 [6].
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4.1 Introduction
Cyber attacks on power grids are high-impact and low-frequency disturbances with a wide
range of consequences. These could include but are not limited to, equipment damage,
loss of load, and power system instability. In the worst-case scenario, cyber attacks and
advanced persistent threats may cause system-wide cascading failures and a blackout.
Therefore, cyber attacks on power grids are severe threats and have already been identified
in the real world. For example, on December 23, 2015, a cyber attack was conducted on
the power grid in Ukraine that resulted in a power outage, affecting 225,000 customers [8].
A more sophisticated cyber attack followed on December 17, 2016, resulting in a power
outage in the distribution network, where 200 MW of load was left unsupplied [9]. The
attackers employed several attack strategies and steps to achieve their objectives. These
can be mapped with the seven stages of the cyber kill chain for an in-depth analysis of such
an advanced persistent threat, i.e., reconnaissance, weaponization, delivery, exploitation,
installation, command and control, and action on objectives [25] as depicted in Fig. 4.1.
However, existing detection methods for cyber attacks on power grids are limited. Most of
them are based on power system measurement anomalies that occur when an attack is suc-
cessfully executed at the later stages of the cyber kill chain, e.g., false data injection [17–24].
In contrast, in the aforementioned cyber attacks in Ukraine, the cyber kill chain lasted for
more than six months between the reconnaissance and command and control stages. The
latter caused power outages in a matter of minutes [8, 9, 219]. Hence, this highlights the ur-
gency of timely early-stage attack detection through Information Technology-Operational
Technology (IT-OT) system anomalies. Physical measurement-based anomaly detection is
only valid for later stages in the cyber kill chain, i.e., command and control and actions
on objectives. Therefore, in this research, we propose an early-stage anomaly detection
method for OT systems. It is implemented in the control center to detect cyber attacks at the
early stages of the cyber kill chain, based on throughput anomalies in OT communication
traffic power system wide.

1. Reconnaissance

2. Weaponization

3. Delivery

4. Exploitation

5. Installation

6. Command and Control

7. Action on Objectives

Impact on IT/OT System, i.e.,
Communication Traffic, etc.

Physical Impact, i.e.,
Power System Operation, etc.

Early Stage
Later Stage

Cyber Kill Chain Stages Impacts

Fig. 1

Figure 4.1: Cyber kill chain stages and impacts [5].

Cyber attack detection on power grids have been extensively studied in recent years.
Nonetheless, the majority of the existing research is focused on the identification of cyber
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attacks on power grids under False Data Injection (FDI) attack scenarios. These scenarios
focus on analyzing power system measurements to identify anomalies in power grids
[17–24]. However, in the real-world cyber attacks on power grids reported in [8, 9, 219]
adversaries did not perform FDI attacks. Instead, in the early stages of the cyber kill chain,
attackers targeted the IT-OT communications. Therefore, in this research, we omit power
system measurements under FDI attack scenarios and focus on the OT communication
traffic anomalies.

There are four major methods reported in the literature for power grid communication
traffic anomaly detection, i.e., signature-based [300], sequence-based [301], rule-based
[302–304], and machine learning-based [305–307]. Recent research shows that machine
learning-based methods are gaining increased attention and provide superior performance
for anomaly detection [308–310]. Therefore, in this work, we focus on machine learning-
based communication traffic anomaly detection. Our proposed model is based on a semi-
supervised learning. It does not use signatures, sequences nor rules for detection and
classification. The proposed model classifies OT network traffic into two categories, i.e.,
normal and anomalous, based on the network traffic throughput. Previous research in this
area is discussed in [305, 307]. In [305], the authors used labeled communication packets
from UNSW-NB15 and IDE2012/16 datasets as inputs to predict the Distributed Denial
of Services (DDoS) attacks. Meanwhile, in [307], the authors use traffic data logs from
Snort to create a sequence-based anomaly detection technique. However, both machine
learning implementations do not use traffic throughput data, which is our research focus.
Furthermore, the vast majority of machine learning-based anomaly detection methods
only focus on IT systems [308–311]. Even though the IT and OT systems of a utility are
integrated, the traffic characteristics are distinct. The network traffic in OT systems is
generated from automated processes with deterministic and homogenous behavior, whilst
the IT system traffic consists of user-generated data with a stochastic behavior [312]. Hence,
the implementation of traffic-based anomaly detection for OT systems is fundamentally
different from that of IT systems.

Amongst the machine learning-based traffic anomaly detection methods, most recent
works use deep learning models that provide a better performance [309, 313]. In [314], the
authors propose a deep reinforcement learning-based method for traffic flow matching
control. They focus on detection of DDoS attacks that systematically trigger considerable
anomalies in traffic throughput. Therefore, this method is not suitable to detect infinites-
imally small changes in OT network traffic throughput, e.g., caused by stealthy attacks
[314]. In [315], the authors used Convolutional Neural Network (CNN) for communication
traffic classification. However, the CNN method cannot detect unknown cyber attacks
because it depends on preliminary traffic data for the training. To address this gap, instead
of using specific labeled data for each attack category, we use the quantitative anomaly.
The quantitative anomaly detection uses the throughput of the OT communication traffic.
The throughput is quantified as a time series to generate a unique waveform pattern as
shown in [316–318]. Therefore, instead of classifying specific attack types or sequences,
in this work we classify the time series traffic flow into two categories, i.e., normal and
anomalous. In other related work, time series-based anomaly detection and classification
were studied in [29, 30, 319, 320]. The state-of-the-art Time Series Classification (TSC)
methods are based on deep learning models, as described in [29, 30]. However, based
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on our experiments, they do not perform well in the detection of stealthy attacks due
to infinitesimally small changes in the traffic throughput. Additionally, these methods
do not perform well due to imbalanced data that is indicated in their F1 and Geometric
Mean (Gmean) scores. Therefore, to address these challenges, we propose a novel hybrid
deep learning model for anomaly detection in power grid OT network traffic. The hybrid
model uses Graph Neural Networks (GNN), Long Short-Term Memory (LSTM), and CNN.
It employs unsupervised learning to learn the complex behavior of OT network traffic
throughput and supervised learning to classify the OT traffic.

GNN-based deep learning models have been implemented for various applications,
e.g., residential load forecasting [321], detection of false data injection [322], road traffic
prediction [323], and road traffic anomaly detection [324]. LSTM has been used to detect
anomalies in Supervisory Control and Data Acquisition (SCADA) systems [325]. This
method can detect anomalies based on temporal features of time series data. CNN has been
proposed to detect anomalies in power system data [326]. It has advantages in learning
spatial features and correlations of the datasets. In this research, we propose the application
of a Graph-Convolutional Long Short-Term Memory (GC-LSTM) to preprocess the data of
OT network traffic and generate traffic predictions. The output from the GC-LSTM is then
used as an input for the CNN-based time-series classification. We generate an attack graph
to identify in near real-time the active cyber attack locations in the power grid.

Network Applications

Routing 
Algorithms

Intrusion Detection and 
Prevention System

Attack Graph 
Model

Load 
Balancer

IT/OT Network

SDN Controller

Applications for SDN

Fig. 2

Figure 4.2: Abstraction layers of SDN architecture [5].

The attack graph provides topological information on the possible attack paths for a
specific cyber attack on a given network. Hence, the attack graph is an important method
to identify vulnerabilities in the system [327]. The knowledge about the attack path is also
crucial to prevent and mitigate cyber attacks. At current, the attack graphs are mostly
constructed based on vulnerability information obtained from network elements [328, 329].



4.1 Introduction

4

89

This type of attack graph is not flexible, because it heavily depends on system vulnerability
data. However, in this research, we propose an alternative attack graph map generation
model, based on the online traffic monitoring in the OT networks of power grids. This
is made possible through the wide deployment of an emergent technology, i.e., Software
Defined Networking (SDN). SDN is a networking paradigm based on network virtualization
and segregation of data and control planes [330]. In the SDN architecture, as seen in Fig. 4.2,
there are three abstraction layers present, i.e., data plane, control plane, and management
plane. The data plane represents locations of conventional communication networks, while
control plane provides controllability over the data plane. Additionally, the management
plane in SDN allows the deployment of network applications, e.g., attack graph model.
Although SDN is an emergent paradigm in the field of computer networking, earlier
research has investigated its implementation in cyber-physical power systems [331–335].
Earlier research has used SDN for anomaly detection based on traffic flow information
[314, 336]. However, these works are not designed to detect anomalies triggered by cyber
attacks in OT networks. In this research, we use SDN to monitor the network traffic
in real-time, originating from the data plane of the OT Wide Area Network (WAN) for
power systems. In summary, a critical examination of related state-of-the-art methods
for communication traffic anomaly detection reveals the following. (1) Existing SDN
applications for cyber-physical systems are not focused on cyber security of OT networks
[314, 332–336]. (2) They are solely based on packet flow rules [336]. (3) They overlook the
cyber kill chain and do not address any type of stealthy cyber attacks [314, 336].

The scientific contributions of this research are as follows:

1. To the best knowledge of the authors, we propose the first known SDN-based online
cyber attack situational awarenessmethod, i.e., Cyber Resilient Grid (CyResGrid). It is
specifically designed for anomaly detection using communication traffic throughput
in OT networks for stealthy cyber attacks during the early stages of the cyber kill
chain, e.g., network reconnaissance. Therefore, CyResGrid aids operators to locate
and identify power system-wide cyber attacks in near real-time through an attack
graph map.

2. We propose a hybrid deep learning model to classify the OT network traffic through-
put as anomalous or normal. Themodel combines GC-LSTM and a deep convolutional
network to detect OT network anomalies caused by cyber attacks. It outperforms ex-
isting state-of-the-art deep learning-based time series classifiers [29, 30], as indicated
by Gmean and F1 scores. To achieve this, we use GC-LSTM for traffic normalization.
Subsequently, to detect the anomaly, we design a deep convolutional network by
tuning the hyperparameters through Bayesian optimization. Based on the network
throughput monitoring and anomaly detection, we create an attack graph map of
power system-wide cyber attacks, in near real-time.

3. As there is a strong need for synthetic Cyber-Physical System (CPS) datasets for
research [53], we create the first synthetic dataset of OT communication traffic
throughput, which is generated through a cyber-physical power system model. To
the best of our knowledge, the majority of the existing datasets are not suitable
for cyber security [337–343]. A cyber-physical system dataset was proposed in
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[344, 345] for intrusion detection. However, the OT traffic data is only in the form of
signature-based logs without detailed traffic information [344, 345]. Therefore, in this
research, we employ a CPS model of the power grid consisting of the physical system
and associated OT communication networks. The model is used to co-simulate the
power grid and OT network, from substations up to the control center. It also has
cyber range capabilities to simulate various cyber attack scenarios. Based on this
model, we generate a synthetic dataset of OT communication traffic throughput for
cyber-physical power system operation under cyber attacks.

The chapter is structured as follows. Section I is the introduction and Section II describes
the methodology proposed in this research, including cyber-physical system model, Traffic
Dispersion Graph (TDG), GC-LSTM, TSC for anomaly detection, and the attack graph
model. Section III provides the experimental results. Section IV presents the conclusions
and future work.

4.2 Anomaly Detection and Attack Graph Model
In this section, the proposed methods for anomaly detection and attack graph modeling are
introduced. Furthermore, we also elaborate on the cyber-physical model that serves as the
basis for the aforementioned methods. Fig. 4.3 summarizes the methodology of anomaly
detection and attack graph creation. The method consists of four steps as follows.
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Figure 4.3: Attack graph creation using CyResGrid method [5].

Step 1: GC-LSTM training and TDG. The normal OT traffic is used to train the GC-LSTM
model for traffic prediction. The process generates a trained GC-LSTM model.
Additionally, the normal OT traffic is used to generate the OT network topology
using a TDG.

Step 2: Deep CNN training. The trained GC-LSTMmodel is used to predict the OT network
traffic. The prediction is then used to train a Deep Convolutional Neural Network for
TSC. This process generates a trained Deep CNN model for OT traffic classification.

Step 3: Online node classification. This step monitors the online OT traffic as input for
node classification. The trained GC-LSTM and Deep CNN are used sequentially to
classify the nodes as normal or anomalous.
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Step 4: Attack graph generation. The node classification results from step 3 in conjunction
with OT graph data from step 1 are used to generate the attack graph visualization.

A more detailed explanation of the method in each step is provided in the following
subsections.

4.2.1 Cyber-Physical System Model
Detailed CPS models are needed for research on cyber security of power grids. They are
used to simulate the power systems along with their associated IT-OT communication
networks and cyber events. The state-of-the-art in smart grid modeling and simulations is
discussed in [200, 346–351]. Hence, as part of our CPS model, we perform a co-simulation
of the power grid and IT-OT systems, as depicted in Fig. 4.4.
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Figure 4.4: Cyber-physical system model of the power grid with IT-OT communication networks [5].

The CPS model provides time-domain measurement data from substation bays, e.g.,
buses, lines, and generators, in the form of active and reactive power, voltage, and current
measurements. All measurement data is then delivered from the substation to the control
center via a WAN as SCADA telemetry. The SCADA data is also stored in local databases
located in substations and the control center. For the cyber system, every node in the OT
network is emulated using operating system-level virtualization. The network connectivity
between substations, WAN, and control center is realized through network virtualization
and SDN. With this configuration, the developed CPS architecture can model and simulate
realistic OT network traffic for the power system.

The OT network is modeled based on custom functions for every device in the commu-
nication network. The measurement devices represent components, such as Merging Units
(MUs), Remote Terminal Units (RTUs), and Intelligent Electronic Devices (IEDs). These
devices perform data acquisition from the power grid, with a SCADA sampling rate of
one sample per second. Legitimate control commands from the control center modify the
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set points for power grid controllers in real-time. For example, a control command can
set a circuit breaker to open or close, set values for voltage, and active power set points
of generator automatic voltage regulators and governors. The measurement values and
control set points are communicated across the OT network using Transmission Control
Protocol/Internet Protocol (TCP/IP) packets.

The CPS model is integrated with SDN capability that creates network virtualization
using virtual switches. Based on Fig. 4.4, the OT and IT networks are present in the data
plane layer of the SDN. Meanwhile, the control and management plane are represented
by the SDN controller. Network virtualization allows the SDN controller to monitor and
control traffic and run custom network applications. Fig. 4.4 depicts how the SDN controller
is applied to the typical SCADA architecture. SDN improves the OT network monitoring
and control by collecting OT communication traffic reports in the control center. The
traffic observation points are visualized as red squares, which are distributed across the
substations and control center. Using these points, we observe real-time OT network traffic
from the control center to detect traffic anomalies for each observation location and create
a power system wide attack graph.

4.2.2 Traffic Dispersion Graph
The TDG is an analytical model for communication traffic monitoring and analysis. The
core idea for TDG is derived from the social behavior of hosts in a network [352]. Therefore,
the flow of OT network traffic is analyzed based on the interactions between all hosts in
the communication network. Based on this analysis, information related to communication
sources and destinations is extracted. Furthermore, TDG represents nodal information
using graph structures. Every host in a network is represented by a single node in a graph.
On the other hand, communication between hosts is represented by connectivity between
nodes, i.e., graph edges. Fig. 4.5. shows the TDG generation processes. Firstly, information
on the IP address source and destination from flowing packets in the network is in the
collected information table. Information about the path between two IP addresses is added
based on prior knowledge of the network topology. The information in the table is then
used to create an individual flow graph. Finally, all individual graph is converged into a
dispersion graph which provides an overall topology of the network.

The TDG has previously been used to analyze communication network patterns. For
example, a research proposed an application of TDG for anomaly detection based on
the degree distribution values of a graph [353]. In our research, the CyResGrid method
uses TDG to generate graph structures of the power system OT network. This includes
a graphical representation of the OT network topology between the control center and
substations. The anomalous nodes in the graph are then detected based on OT network
traffic anomalies. In our model, the CPS topology of a power grid possesses a tree-like
network structure. Fig. 4.6 illustrates the TDG of the OT network that is used in our model,
containing a total of 27 substations and one control center. Every substation consists of OT
devices, e.g., MUs, IEDs, RTUs, etc., and a communication gateway, e.g., router/firewall,
that communicates with the control center.

In this research, the nodes represent traffic observation locations, while edges represent
communication links between nodes. The traffic observation locations are situated in
the Ethernet ports of virtual SDN switches that are directly connected to a host. All
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Figure 4.6: Traffic dispersion graph of 27 substations [5].

measurement data from each substation is sent to the control center via SCADA protocols,
e.g., IEC 104 and DNP3. Thereby, this traffic flow allows the control center to gain a
complete overview of the entire OT network. Using observation locations in the control
center, the dispersion graph determines the nodes that actively communicate measurements.
Also, the dispersion graph can determine unusual behavior, i.e., when a node is not sending
measurement data or sending an abnormal quantity of traffic. In this research, anomaly
detection works based on the total volume of observed network traffic, i.e., throughput,
measured in KiloBytes per second (KBps). Furthermore, the dispersion graph can also
identify unknown nodes with unidentified or unknown sources and destinations of IP
Addresses or MAC Addresses.

4.2.3 Graph Convolutional Long Short-Term Memory
GC-LSTM aims to learn the traffic behavior of the OT network. Two machine learning
models are applied in GC-LSTM, i.e., Graph Convolutional Network (GCN) and LSTM.
GCN processes the OT network topological information expressed as a graph, along
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with localized features from neighboring communication nodes in the spatial domain.
Subsequently, LSTM performs temporal learning based on time-series data of observed OT
network traffic. The combination of GCN and LSTM has the advantage of learning from
both the spatial and temporal domains. Various applications using graph-based spatial and
temporal models were proposed in [321–324]. In this research, we propose a novel method
for nodal feature prediction based on communication network topology and features of
neighboring nodes. CyResGrid proposes an innovative application of GC-LSTM to model
the OT network traffic of the power system. It uses a hybrid combination of unsupervised
and supervised models for OT traffic anomaly detection. The former is based on GC-LSTM
which learns the complex behavior of OT network data and topology. Subsequently, the
GC-LSTM generates traffic for the supervised predictions of the TSCs. The OT traffic model
is then integrated with deep convolutional network-based TSC to generate an attack graph
based on observed anomalies in the communication network traffic.

The graph structure of the OT network topology serves as the main input for GC-LSTM
method. This graph structure is obtained from the TDG. It can be represented as 𝐺 = (𝑉 ,𝐸)
where 𝐺 is the graph, 𝑉 represents the vertices/nodes and E represents the edges/links.
The connection between the nodes in the graph is represented by the adjacency matrix 𝐴.
Elements of the adjacency matrix are represented by 𝐴𝑖,𝑗 where 𝑖 and 𝑗 represent the node
index numbers, such that 𝐴𝑖,𝑗 = 1 when two nodes are connected, and 𝐴𝑖,𝑗 = 0 otherwise.

The GCN function is used to obtain the nodal features as described in (4.1). GCN
operates based on the Hadamard product multiplication (⊙) of the weight matrix (𝑊𝑔𝑐𝑛),
adjacency matrix (𝐴), and node features from the observed traffic data (𝑋𝑡 ). The adjacency
matrix captures information related to the OT network topology. The adjacency matrix (𝐴)
is added with the identity matrix (𝐼 ) to form a modified adjacency matrix (𝐴̂). The data set
(𝑋𝑡 ) is represented as a time series, where the equation considers the single time instant (𝑡)
and total number of time observations, T. The node feature matrix (𝑋 ) contains individual
nodal information (𝑥𝑖), where the total number of nodes is represented by (𝑛). The equation
also considers the number of hops from a communication node to neighboring nodes, i.e.,
k as an exponent of , as explained in [323, 354]. This research uses the maximum number
of hops between each substation and the control center being two, i.e., 𝑘 = 2.

After obtaining the spatial features from the graph convolutional operation, LSTM is
then used to analyze the temporal / time-series features. The LSTM functions and processes
inside an LSTM cell are described in Eqs. 4.2-4.7. There are six main sub-equations in the
LSTM process, including the forget gate (𝑓𝑡 ), input gate (𝑖𝑡 ), output gate (𝑜𝑡 ), internal cell
state (𝑐′𝑡 ), transferable cell state (𝑐𝑡 ), and hidden state (ℎ𝑡 ). The previously calculated nodal
features output (GCNtk) serves as the input for the LSTM cell.

In this work, we consider each substation to have unique characteristics. Given the
communication network traffic data from all nodes that are present in a substation as
(𝑋 ), Algorithm 1 describes how an independent process is performed for each substation
to provide the independent set GC-LSTM models for every substation (𝑠𝑖). During the
training process, this output is compared with the real OT traffic data (𝑋𝑡+1) to update
the weight values in GCN and LSTM. The final output of LSTM predicts the OT traffic in
corresponding nodes represented by (ℎ𝑡 ) in (4.1).
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𝐺𝐶𝑁 𝑘𝑡 ← (𝑊𝑔𝑐𝑛⊙𝐴̂)𝑋𝑡 (4.1)
𝑓𝑡 = 𝜎(𝑊𝑓𝐺𝐶𝑁 𝑘𝑡 +𝑈𝑓 ℎ𝑡−1+𝑏𝑓 ) (4.2)
𝑖𝑡 = 𝜎(𝑊𝑖𝐺𝐶𝑁 𝑘𝑡 +𝑈𝑖ℎ𝑡−1+𝑏𝑖) (4.3)
𝑜𝑡 = 𝜎(𝑊𝑜𝐺𝐶𝑁 𝑘𝑡 +𝑈𝑜ℎ𝑡−1+𝑏𝑜) (4.4)
𝑐̃𝑡 = tanh(𝑊𝑐𝐺𝐶𝑁 𝑘𝑡 +𝑈𝑐ℎ𝑡−1+𝑏𝑐) (4.5)
𝑐𝑡 = 𝑓𝑡 ⊙𝑐𝑡−1+ 𝑖𝑡 ⊙𝑐̃𝑡 (4.6)
ℎ𝑡 = 𝑜𝑡 ⊙tanh(𝑐𝑡) (4.7)

4.2.4 Time Series Anomaly Detection
TSC for anomaly detection was studied in [29, 30, 319, 320]. In this research, we propose
a new method using TSC to detect anomalies in the OT communication network traffic
throughput for power systems. As a benchmark, we focus on state-of-the-art deep learning-
based anomaly detection techniques, i.e., ResNets [355], Inception [30], Fully Convolutional
Neural Network (FCN) [356], and Multi-Layer Perceptron (MLP) [357]. Meanwhile, in our
research, we propose CyResGrid; a hybrid of method for unsupervised and supervised OT
traffic anomaly detection. The unsupervised learning application for time series data was
studied in [358]. We specifically use an unsupervised GC-LSTMmodel to learn the complex
behavior of OT network data and topology. Subsequently, the GC-LSTM generates traffic
predictions as inputs to TSCs.

𝑦𝑙𝑖 = ReLU
(

𝑚−1
∑
𝑗=1
𝑤𝑗𝑦𝑙−1(𝑖) +𝑏

)
(4.8)

𝑥∗ = argmax
𝑥
𝑓 (𝑥) (4.9)
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Figure 4.7: CyResGrid – hybrid deep learning model [5].

We propose a supervised deep convolutional neural network for TSC-based anomaly
detection. The deep convolutional network is based on a multi-layer one-dimensional
convolutional with the ReLU activation function as shown in (4.8). In (4.8), we consider
the number of layers (𝑙), filter size (𝑚), weight (𝑤), and bias (𝑏). This model is trained
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to optimize the performance of classification based on the previous GC-LSTM output.
To formulate our hybrid deep learning model, we perform hyperparameter tuning based
on the number of layers, filters, and kernel size. Bayesian optimization [359] is used to
optimize the deep learning model. The objective function maximizes the deep learning
performance as described in (4.9). Bayesian optimization works based on the surrogate
model and acquisition function. The surrogate model is a Gaussian process that quantifies
the uncertainty of the unobservable region. To achieve the optimum value of the objective
function, we use the Expected Improvement (𝐸𝐼 ) as the acquisition function. Bayesian
optimization performs iterations to obtain a function with the best performance. From the
iterative process, we obtain the best performing deep convolutional network that has 3
layers, 64 filters, and 3 kernel sizes. Fig. 4.7 shows the architecture of CyResGrid hybrid
deep learning model that consists of a GC-LSTM layer, three layers of convolutional neural
network, and one layer of fully connected neural network (dense).

4.2.5 Attack Graph Model
An attack graph is a method to model CPS vulnerabilities and potential exploits. Since
a successful exploit of a vulnerability may lead to a partial or even a total failure of
the CPS, an attack graph is an important tool for vulnerability analysis and mitigation
strategies. Meanwhile, in a communication network, there are many hosts that may become
vulnerable. As a result, the cyber security of the entire CPS cannot only rely on the security
of a single host. Therefore, it is important to locate and identify all vulnerable nodes/hosts
in a communication network as a set of potential threats in the CPS. Subsequently, in
this research, we propose the observation and analysis of anomalous OT traffic behavior
to detect nodes potentially compromised by cyber attacks. The information regarding
anomalous nodes is then used to construct an online attack graph in near real-time for the
entire OT network of the power grid.

Algorithm 1 explains the process of attack graph generation. The OT network traffic
(𝑋 ) is the input for the algorithm. The network traffic from each substation (𝑋𝑛) is used
to predict the OT traffic using GC-LSTM. The GC-LSTM model provides a set of traffic
predictions (ℎ𝑡 ) as outputs. The output from the prediction is then used as input for the
TSC-based CNN. The time series-based anomaly detection is performed for each node (𝑎)
in V. The classifier labels each node as anomalous or normal based on the input OT traffic
prediction. This information is then used to construct the attack graph.

Λ = {{𝑎𝑖, 𝑎𝑖, ∈ 𝑉 }} (4.10)

Λ = {{𝑎𝑖, 𝑎𝑖, ∈ 𝑉 } , {𝑢𝑖 ∉ 𝑉 }} (4.11)

There are two types of attack graphs as described through equations (4.10) and (4.11).
The attack graph type I in (4.10) is constructed based on prior knowledge of the OT
network topology and node classification results. Meanwhile, the attack graph type II in
(4.11) considers unidentified nodes based on the TDG. There are two elements of attack
graph (Λ) type I as indicated in (4.10), i.e., normal nodes (𝑎𝑖), and anomalous nodes (𝑎𝑖).
Both of the nodes are elements of the known nodes (𝑉 ). In contrast, attack graph (Λ) type II
as indicated in (11) contains one extra element of unidentified nodes (𝑢𝑖). The unidentified
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nodes are considered as anomalous since these nodes are not elements of the known nodes
(𝑉 ).

(a) Normal graph,  𝑎୧, ∈  𝑉 (b) Attack graph type I, 𝛬 =  𝑎୧, 𝑎ത୧ , ∈  𝑉 (c) Attack graph type II,   𝛬 = { 𝑎୧, 𝑎̅୧, ∈  𝑉 , 𝑢௜ ∉ 𝑉 }
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Figure 4.8: CyResGrid – hybrid deep learning model [5].

Algorithm 1 CyResGrid Attack Graph Generation
Input: 𝑆{𝑠1, 𝑠2, ..., 𝑠𝑛}; 𝑋 ∈ 𝑠𝑖: Substations traffic data
. {𝑥1, 𝑥2, ..., 𝑥𝑛} ∈ 𝑋 : Nodes traffic data
Output: Λ = {{𝑎𝑖, 𝑎̄𝑖, ∈ 𝑉 }}: Nodes classification as attack graph
for each substation 𝑠𝑖 in 𝑆 do

for 𝑡 = 1 to 𝑇 do
Traffic prediction
𝐺𝐶𝑁 𝑘𝑡 ← (𝑊𝑔𝑐𝑛⊙𝐴̂𝑘)𝑋{𝑥1, 𝑥2, ..., 𝑥𝑛}𝑡

ℎ𝑡 , 𝑐𝑡 = LSTM(𝑋{𝑥1, 𝑥2, ..., 𝑥𝑛}𝑡 ,𝐺𝐶𝑁 𝑘𝑡 ,ℎ𝑡−1,𝐶𝑡−1)
for each node 𝑎 in 𝑉 do

Node classification
𝑎̄𝑖 =∑𝑚−1

𝑗=1 𝑤ℎ−1𝑖,(𝑗)+𝑏

return Λ = {{𝑎𝑖, 𝑎̄𝑖, ∈ 𝑉 }}

Fig. 4.8 depicts an example comparison of attack graph representations of the OT
network under normal network traffic conditions in Fig. 4.8(a) and anomalous traffic in
Figs. 4.8(b) and 4.8(c). The anomalous network traffic conditions are determined based on
observed abnormal node behavior shown in red. Subsequently, these nodes are combined
to form an attack graph (Λ). There are three elements in the attack graph, i.e., normal
nodes (𝑎𝑖), anomalous nodes (𝑎𝑖), and unidentified nodes (𝑢𝑖). The attack graph type I from
Fig. 4.8(b) only classifies nodes as anomalous based on observed traffic from all known
nodes. This notion is represented by a set of attack graphs (Λ) and described through (4.10).
On the other hand, the attack graph type II in Fig. 4.8(c) also considers all unidentified
nodes for the classification of anomalous behavior, as described in (11). The unidentified
nodes (𝑢𝑖) are determined based on unknown sources or destinations address obtained
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from the TDG. The unknown nodes (𝑢𝑖) are assumed to indicate an active cyber attack,
originating from an unlisted host in the known OT network (𝑉 ).

4.2.6 Forensic Graph Model
The aforementioned attack graph model is implemented based on the SDN for enabling
wide area traffic monitoring in near real time. However, this implementation is restricted by
the limited adoption of SDN in the present power system [360]. Therefore, as an alternative,
this section proposed a novel forensic graph model (FGraph). The FGraph analyze OT traffic
throughput based on packet historical data. The methods of the FGraph is the same with
the attack graph. However, instead of using real time network traffic, it is using historical
traffic captured using Wireshark as a .pcap file. Based on the histrical traffic, the FGraph
the traffic as a normal or anomalous.

Network forensics pertains to the acquisition, preservation, and scrutiny of network
data with the aim of identifying unauthorized access and conducting subsequent inquiries
[361]. It is a crucial component of network security, as it enables organizations to quickly
detect and respond to cyber threats. Network administrators typically employ network
traffic analysis tools to perform network traffic forensics, which involves capturing and
analyzing traffic data in real-time or from historical traffic logs. These tools aid in detecting
network anomalies, such as abnormal traffic patterns or unauthorized access attempts, that
may suggest security breaches or malware infections. Wireshark, Tshark, Snort, and tcpdump
are well-known software tools for network traffic analysis. These tools can capture network
traffic data and provide a comprehensive analysis of the data, including the source and
destination of the traffic, traffic type, and any detected anomalies or suspicious activities.

One of the methods to perform a deeper forensic analysis is through network forensic
data visualization [362]. A matrix-based visualization from network forensic data was
presented in [363]. The authors show the visualization summary of network data, e.g.,
IP addresses, ports, NetFlow payloads, entropy of source and destination IP, etc. The
visualizations help to facilitate network traffic analysis and pinpoint anomalies within
the network. An alternative method to visualize the network traffic data is using a TDG.
The TDG is an analytical framework utilized for the purpose of observing and evaluating
communication traffic. The fundamental concept behind TDG is interactions between
hosts within a network [352]. Moreover, TDG employs graph structures to represent
nodal information. Each individual node in a graph represents an individual host within
a network. Conversely, the transmission of information among hosts is denoted by the
inter-connectivity of nodes, i.e., graph edges. Previously, the TDG was utilized to analyze
communication network patterns. For instance, studies in [353] proposed an application
of TDG for anomaly detection, based on graph information from network traffic. As
shown in Fig. 4.9, in this research, we use TDG to generate a network graph topological
representation from recorded OT traffic data.

Besides the aforementioned TDG, we also implement Traffic Pre-Processing (TPP) in
the model for the historical packets. This extracts information from the packets, i.e., nodes,
edges, and time series traffic throughput. Algorithm 2 summarizes the pseudocode of both
TDG and TPP. The input for the proposed algorithm is historical traffic packets (P) captured
using Wireshark or Tshark. TDG processes the OT traffic to extract Graph information
(G) from the packets, including vertices/nodes (V ), edges (E), and the adjacency matrix
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(A). Meanwhile, TPP aims to convert the packets into time series throughput data for each
node (X ). The extracted graph (G) and time series throughput (X ) serve as input for the
subsequent forensic graph stages.
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Algorithm 2 TDG and TPP Processes
Input: 𝑃 : Historical communication traffic packets
Output: 𝐺 = {𝑉 ,𝐸,𝐴}: Graph with nodes, edges, and adjacency
. {𝑥1, 𝑥2,… ,𝑥𝑡} ∈ 𝑋 : Time series throughput data

TDG iteration for each packet p in P
for p in P do

if 𝑣 not in 𝐺{𝑉 } then

add 𝑣 to 𝑉
if 𝑒 not in 𝐺{𝐸} then

add 𝑒 to 𝐸

TPP throughput extraction iteration for each time t in T
for t in T do

for 𝑣 in 𝐺{𝑉 } do

𝑥𝑡𝑣 =∑𝑥𝑣

return 𝐺 = {𝑉 ,𝐸,𝐴} and {𝑥1, 𝑥2,… ,𝑥𝑡} ∈ 𝑋

4.3 Experimental Results
4.3.1 Experimental Setting
All experiments in this research are conducted using the previously discussed CPS model
of the power grid represented in Fig. 4.4. The power system is simulated in real-time using
a Root Mean Square (RMS) dynamic model of the IEEE 39-bus test system in DIgSILENT
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PowerFactory. The CPS model employs OPC UA implemented through Python to interface
the time domain simulation of the power grid and emulated OT communication network.
The OT network emulation is based on Mininet1, which uses the operating-system-level
virtualization. The entire emulated OT network runs on 10 virtual servers and consists of 27
user-defined substations, 118 measurement devices, and over 800 data points for the entire
simulated power system. SCADA device functionality within the OT network is realized
through custom Python code. Therefore, we generate SCADA traffic from substations and
the control center. All OT network traffic is captured using the Linux bwm-ng2 tool and
used as the main dataset for this research. The OT network traffic is measured in KBps.
The observed OT network traffic data under nominal operating conditions is used to train
the GC-LSTM model.

We collect OT network traffic data during various cyber attack scenarios. Two types
of cyber attacks are considered, i.e., DDoS and active reconnaissance, i.e., OT network
scanning. The DDoS attack is launched to target multiple substations and aims to disrupt
the power system operation with a malicious increase of the OT network traffic loading. To
this end, we use the well-known Syn Flood cyber attack vector that exploits vulnerabilities
in the TCP/IP packets to target network hosts [364]. This attack vector is chosen as it can
flood the OT network and cause the targeted hosts to crash. The DDoS attack is executed
using the Linux hping33 tool. The second examined cyber attack scenario is based on OT
network scanning. This attack aims to enumerate active hosts within the OT network.
Network scanning targets IP addresses and ports within a specified range. It is typically
performed during reconnaissance at the early stages of a cyber attack kill chain. In this
work, we conduct a six-level network scanning using nmap, i.e., paranoid, sneaky, polite,
normal, aggressive, and insane. The first two scanning levels are stealthy and used to
evade intrusion detection systems [365]. The scanning intensity determines the number of
packets delivered to the network. For all cyber attack scenarios and simulations, we collect
the observed OT network traffic data into a labeled dataset for deep learning applications.

4.3.2 Network Traffic Prediction
In this research, The GC-LSTM model is implemented using the PyTorch4 library. The
training of the GC-LSTM model is performed using the simulated OT network traffic
dataset. This dataset consists of operational data for 27 substations, resulting in a total of
146 columns and 25 × 104 rows. The number of columns represents the total number of
traffic observation points in the OT network. On the other hand, the number of rows in the
dataset represents the temporal observations. The sampling rate for all observations is 1
sample/second. Therefore, the dataset for normal OT traffic is collected for a total duration
of 25 × 104 seconds. The training was performed using a computer with the following
specifications: Intel® Xeon® CPU 3.60GHz, 64 GB of RAM, and an NVIDIA Quadro RTX
4000 graphics processing unit. During the training process, the OT observation points are
further classified for each individual substation to create 27 independent models of traffic
predictions. The total training time for all 27 substations is 26.5 hours.

1https://mininet.org/
2https://linux.die.net/man/1/bwm-ng
3https://linux.die.net/man/8/hping3
4https://pytorch.org/



4.3 Experimental Results

4

101

Time (s)

Th
ro

ug
hp

ut
 (K

Bp
s)

Fig. 9

Figure 4.10: Comparison of real and predicted traffic under normal conditions [5].

Fig. 4.10 shows the comparison of the real OT traffic under normal conditions and GC-
LSTM predicted traffic in node 2, substation 7. The observed traffic rate is around 197 KBps.
However, occasionally, the real OT traffic slightly increases or drops to zero but we cannot
consider this situation as an anomaly. In distributed communication systems, the zero-value
and variability happen because of the latency and delay that lead to variations in the packet
arrival time. These factors are common phenomena for distributed communications, which
have been studied in [80]. The zero value in Fig. 9 represents zero in Fig. 13. On average,
the observed OT traffic data contains 3.6% of zeroes.

Traffic (KBps)

Fig. 10

Figure 4.11: Histogram of real and predicted traffic under normal conditions [5].

Fig. 4.11 presents the histogram and probability distribution of the real and predicted
OT traffic in node 2, substation 7. Fig. 4.11 shows that the predicted OT traffic is more
concentrated. We also compare the normal and predicted OT traffic for nodes 1 to 5 in
substation 7 as represented in Fig. 4.12. The box plot in Fig. 4.12 shows the statistical
summary from the traffic data including the minimum, median, maximum, first quartile,
and third quartile. The box plot also indicates the variability, spread, and skewness of the
data. The circles in the plot indicate the outlier data. Based on the plots in Fig. 4.10-Fig. 4.12,
the predicted OT traffic has a more concentrated value and fewer outliers compared to
the real data. Therefore, the GC-LSTM performs as a filter to normalize and reduce the
variability and outliers traffic.

Fig. 4.13 shows the comparison of the real and predicted OT traffic during a sneaky
cyber attack. The cyber attack triggers a higher spike in OT traffic. The time series-based
anomaly detection is then expected to distinguish the spikes due to traffic variability and
cyber attacks. Therefore, the GC-LSTM-based prediction is important to normalize the OT
traffic and reduce data variability on the predicted traffic. This is then used to improve the
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Fig. 11

Figure 4.12: Statistical comparison of real (r) and predicted traffic (p) [5].
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Figure 4.13: Comparison of throughput between real and predicted OT traffic for sneaky network scanning cyber
attack scenario [5].

anomaly detection accuracy of TSC.

4.3.3 Anomaly Detection
To perform anomaly detection on the OT traffic, we generate a dataset with network traffic
(𝑋) and labels (𝐿) for univariate TSC. This is depicted in Fig. 4.14. Each column (𝑥𝑛) in the
observed traffic data has one associated label column (𝑙𝑛). A label value of zero corresponds
to the normal operation, while one represents anomalous OT traffic. We simulate two types
of cyber attacks to generate anomalous traffic, i.e., DDoS and OT network scanning during
the reconnaissance stage of the cyber kill chain. The attack scenarios are summarized
in Table 4.1. There are nine variations in the intensity of the communication network
scanning amongst the scenarios. In total, the cyber attacks run for 345,000 seconds, and
data is collected every second to create the dataset, as represented in Fig. 13, from 𝑡 = 1
until 𝑡 = 345,000. This dataset is then used to train 70% and test 30% of the TSC algorithm.

Using the same generated dataset, we compare our proposed CyResGrid method
with four state-of-the-art deep learning-based TSC techniques for anomaly detection,
i.e., ResNets [355], Inception [30], FCN [356], and MLP [357]. These deep learning mod-
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Figure 4.14: Dataset for time series classification [5].

Table 4.1: Cyber Attack Scenarios

Attack Type Intensity Tool Time (s) Duration (s)

DDoS
High hping3 30,000 30,000
Medium hping3 30,000 30,000
Low hping3 30,000 30,000

Reconnaissance

Paranoid nmap 75,000 75,000
Sneaky nmap 50,000 50,000
Polite nmap 40,000 40,000
Normal nmap 30,000 30,000
Aggressive nmap 30,000 30,000
Insane nmap 30,000 30,000

els are chosen as they address the general time series classification problem and are not
domain-specific. This makes them suitable for benchmarking and comparison of various
TSC methods. Additionally, we also combine them with the proposed GC-LSTM method
and test their performances, as summarized in Table 6.2.

In Table 6.2, we classify the cyber attacks into two scenarios. The first is for all combined
attacks, i.e., no. 1-9, and the second only focuses on stealthy attack scenarios, i.e., paranoid
and sneaky attacks no. 10-16. We consider the test dataset as imbalanced because, for
the combined attacks, only 6.4% of the data is labeled as an anomaly. Meanwhile, for the
stealthy attacks, only 2.7% of the data is labeled as an anomaly. Therefore, to evaluate the
anomaly detection performance, we use as metrics the Gmean in Equation (4.12) [366]
and F1 score in Equation (4.13) [367, 368]. From Table 6.2, it is clearly seen that for the
combined attack scenario, CyResGrid provides the best performance with the highest
scores in the Area Under the Curve (AUC), accuracy, G mean, and F1. Meanwhile, for the
stealthy attack dataset, we ignore the MLP method due to its lower performance. For this
scenario, Inception seems to provide the best AUC and accuracy. However, its true positive
rate is significantly low. Furthermore, its F1 and G mean score are amongst one the lowest.
Therefore, we can still conclude that CyResGrid provides the most balanced performance,
even for stealthy attack detection.

𝐺mean =
√
true positive rate ⋅ true negative rate (4.12)
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𝐹1 =
2 ⋅precision ⋅ recall
precision+ recall (4.13)

Table 4.2: Performance Comparison of Anomaly Detection Methods

No Methods AUC TN FP FN TP Accuracy F1 G mean t(s)
Combined attack scenarios

1 ResNet 0.849 82.27 11.32 3.49 2.92 85.19 28.29 15.50 633
2 Inception 0.961 93.50 0.20 4.10 2.31 95.71 51.76 14.68 976
3 FCN 0.955 88.16 5.43 3.92 2.49 90.65 34.76 14.81 1016
4 MLP 0.758 72.22 21.37 4.86 1.55 73.77 10.55 10.57 113
5 GC-LSTM + ResNet 0.974 93.29 0.31 3.27 3.14 96.42 63.77 17.12 1056
6 GC-LSTM + Inception 0.976 92.10 1.49 3.35 3.06 95.16 55.87 16.79 1409
7 GC-LSTM + FCN 0.972 92.28 1.30 3.68 2.73 95.01 52.26 15.87 1342
8 GC-LSTM + MLP 0.937 93.40 0.19 6.13 0.28 93.68 8.14 5.12 765
9 CyResGrid 0.984 93.47 0.13 3.42 2.99 96.45 65.03 17.16 714

Stealthy attack scenarios
10 ResNet 0.863 86.94 12.02 0.96 0.08 87.02 1.26 2.69 91
11 Inception 0.9887 98.93 0.02 1.04 0.0004 98.93 0.09 0.22 224
12 FCN 0.9833 87.82 11.13 1.01 0.02 87.85 0.47 1.58 240
13 GC-LSTM + ResNet 0.9524 89.93 0.02 0.95 0.09 90.02 1.87 2.92 226
14 GC-LSTM + Inception 0.9489 89.96 0.99 0.95 0.10 90.05 1.87 2.92 303
15 GC-LSTM + FCN 0.9491 89.96 0.99 0.95 0.10 90.05 1.87 2.92 304
16 CyResGrid 0.9243 91.15 7.81 0.94 0.111 91.25 2.32 3.08 138

Fig. 14

Figure 4.15: ROC comparison of the deep learning-based TSC [5].

Table 6.2 also indicates that GC-LSTM hybrid models can significantly improve the
performance of deep learning-based classification, as indicated in row number 5, 6, 7, 8,
13, 14, and 15. The performance comparisons are also shown in Figs. 4.15 and 4.15. The
Receiver Operating Characteristic (ROC) curve shows the performance of the classifier.
The hybrid classification integrated with GC-LSTM provides improved result, as seen in
Fig. 4.16, in comparison to the one without GC-LSTM in Fig. 4.15. According to Figs. 4.7-
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4.10, the actual OT traffic data is noisier compared to the predicted one. This condition
leads to better anomaly detection using the hybrid model, as described above.

Fig. 15

Figure 4.16: ROC comparison of the hybrid deep learning-based TSC [5].

4.3.4 Attack Graph Generation and Analysis
As discussed in previous section, the attack graph is modeled by comparing the normal
and anomalous OT traffic. The result of this comparison is then used to determine the
nodal abnormality. The attack graph classifies nodes into two categories, i.e., normal
and anomalous. Anomalous nodes (𝑎̄𝑖) are indicated by red, while normal nodes (𝑎𝑖) are
highlighted in blue.

Fig. 4.17 illustrates the entire attack graph map for online cyber attack identification and
visualization. Fig. 4.17 (a) depicts OT network scanning, originating from the control center
to an OT device in substation 7. Consequently, this leads to the control center, substation 7
gateway, and targeted OT device to be flagged as anomalous, as shown in red. Fig. 4.17
(b) depicts a DDoS attack targeting substations 1-7 that originates from the control center.
The DDoS attack on multiple substation targets triggers widespread traffic anomalies in
substations 1-7, as indicated in red. It is considerably easier to detect a DDoS attack, as
it results in notably increased OT network traffic volume, in comparison to a network
scanning attack. Fig. 4.17 (c) and (d) depict attack graphs for cyber attacks originating from
other sources than the control center. In Fig. 4.17 (c), we highlight OT network scanning
performed by a compromised OT device located in substation 7. The scanning attacks lead
to all nodes in substation 7 being classified as anomalous, except the router gateway. This
scenario is explained as a local cyber attack that occurs in a substation. Finally, Fig. 4.17 (d)
shows OT network scanning by an unidentified node, as indicated by an orange triangle.
The attack source is classified as unidentified because it is not included on the list of known
nodes in the OT network.
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(a) One node scanning (b) DoS attack multi target
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Figure 4.17: Attack graph maps to identify and visualize cyber attack locations [5].

4.3.5 Forensic Graph Generation and Analysis
Experimental Hardware-in-the-Loop Setting
Fig. 4.18 depicts the Hardware-in-the-Loop (HIL) configuration utilized for performing the
Forensic Graph (FGraph) implementation. A Real-Time Digital Simulator (RTDS) is used
to model the physical power system, while IEC 61850 communication is realized between
the RTDS and Intelligent Electronic Devices (IEDs) through a network switch. The IEDs
comply with the IEC 61850 standard, enabling Generic Object Oriented Substation Event
(GOOSE) messaging and Sampled Values (SV) for measurements. During normal operation,
the RTDS sends packets to IEDs periodically. However, under cyber attack scenarios, the
packet rate varies. More details on the cyber attack vector are provided in [65, 122]. Based
on the co-simulation setup and cyber attack scenarios, we collect OT network traffic data
for later analysis using FGraph.

Comparison With Open Datasets
Other than the aforementioned experimental set up, in this work, we also analyze multiple
open datasets, i.e., IEC 61850 [369] and DAPT 2020 [370]. In [369], the authors provide
communication data from a digital substation based on IEC 61850 standard. The dataset
provides OT communication traffic data under normal, disturbance, and cyber attack
scenarios. Normal data is derived from normal trafficwith andwithout variable loading. The
disturbance scenarios include busbar protection, breaker failure protection, and UFLS. The
cyber attack scenarios cover Denial of Service, GOOSE spoofing, merging unit measurement
spoofing, circuit breaker Boolean value injection, and replay attack.
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Figure 4.18: Digital substation experimental setup for OT traffic generation [6].

In [370], the authors generate data based on normal and Advance Persistent Threat
(APT) traffic for a duration of 5 days. The scenarios implement various stages of cyber
attack kill chain, including vulnerability scanning, exploitation, establishing a foothold,
privilege escalation, etc. The experiments incorporate red team and blue team tools, e.g.,
Metasploit and Snort. The NetFlow data collected from the experiment within 5 days
includes source, destination, flow duration, flow bytes, etc. However, the provided NetFlow
CSV data is not suitable for our proposed method of TDG and TCC. Therefore, in this work,
we use the provided raw original source of packet data in .pcap format.

Network Traffic Analysis
Table 4.3 summarizes the network traffic data from the experimental HIL (A), IEC 61850
dataset (B) [369], and APT dataset (C) [370]. Data A and B originate from the substation
models within a local network, which primarily transmits layer 2 broadcast messages
using MAC addresses. Meanwhile, data C is dominated by layer 3 communication using
IP addresses. Data C also indicates that the network is segregated into private and public
networks. Additionally, this data has the most accumulated packet history of 5 days, with
a total size of 17 GB.

Table 4.3: Summary of Network Traffic Data

Parameters A B C

No of Nodes 85 103 786
No of Edges 198 246 821
Traffic duration 30 minutes 150 minutes 5 days
Total packet size 50 MB 100 MB 17 GB

All the aforementioned data is then processed using the forensic graph generation
model. The GC-LSTM generates traffic predictions that serve as a normalization filter.
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Fig. 4.19 depicts a statistical comparison as box plots between normal, predicted, and attack
traffic for all 3 cases. As shown in Fig. 4.19, normal traffic also contains outliers, indicated
by red dots. These outliers can affect classification performance and result in increased
false positives. Meanwhile, in the predicted traffic, the outliers are significantly reduced.
Therefore, GC-LSTM helps to improve the classification accuracy of the CNN time series
classifier.
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Figure 4.19: Statistical comparison between normal, predicted, and attack or anomalous traffic for data A, B, and
C [6].

Anomaly Detection and Forensic Graph
The anomaly detection is performed based on Time Series Classification (TSC) using
CNN. TSC classifies the traffic throughput as normal or anomalous. Fig. 4.20 shows the
performance comparison for each dataset using the Receiver Receiver Operating Charac-
teristic (ROC) curve. Dataset A provides the best result with an AUC score 0.819, followed
by datasets B and C. Results for dataset C show the worst performance as the data contains
more noise compared to the other two datasets.

Fig. 4.21 shows the forensic graph plot for normal and anomalous traffic. The blue node
represents normal traffic, while the red one represents anomalous traffic. Fig. 4.19 a, b, and
c show the graph representation from normal traffic, while the others show the graph under
attack scenarios. The cyber attack scenarios include GOOSE replay attack, reconnaissance,
data manipulation, and foothold establishment. The graph comprises nodes that store data
pertaining to the source and destination IP addresses or MAC addresses, as outlined in the
TDG references [352, 353]. Results from the TDG show the ability to identify anomalous
nodes within the network by tracing them back to their respective IP or MAC address.
The operator utilizes these particular IP or MAC addresses to identify the root causes of
the traffic anomaly. These IP and MAC addresses can potentially be associated with a
compromised host or a host that has been targeted by an attack.
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Figure 4.20: ROC comparison for data A, B, and C [6].

Forensic Graph Result and Analysis
Based on the conducted experiments, datasets A and B provide better anomaly detection
performance, in comparison to dataset C. This is because the first two datasets contain
homogenous OT traffic. Meanwhile, dataset C is IT traffic that has more heterogeneous
characteristics. This characteristic is also shown in Fig. 4.19. Therefore, FGraph is more
suitable for throughput anomaly detection in OT networks.

Compared to the attack graph, the performance of FGraph is lower because the FGraph
input consists of packets captured with Wireshark. Other research has already identified
problems related to Wireshark time inaccuracies [371, 372]. The Wireshark packet times-
tamp is inaccurate because it does not reflect the actual packet arrival or departure time.
In particular, it is dependent on the time necessary for the kernel to process the arriving
packets and access the clock. Regardless of this limitation, FGraph can serve as an alterna-
tive solution for graph-based forensic analysis in power grid OT communication networks.
Although the performance is lower than attack graph, FGraph has more advantages due to
its flexible implementation, as it does not require the deployment of SDN in the OT network.
In addition, FGraph aims to avoid the degradation of the OT communication performance.
Furthermore, with the recorded historical OT traffic, Security Operations Center (SOC) can
perform thorough analyses of the packet payloads to avoid false positives.

4.4 Conclusion
With the ever-increasing threat of cyber attacks on power grids, it is now crucial to
improve attack detection capabilities in OT systems. In this work, we proposed CyResGrid,
a hybrid model of GC-LSTM and a deep convolutional network for anomaly detection in
OT communication networks for power grids. It helps power system operators to localize
and identify cyber attacks in near real-time. GC-LSTM creates OT traffic predictions
based on the spatial and temporal features of the input data. Through its predictions,
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Figure 4.21: Forensic graphs for normal traffic and anomalous traffic [6].

the data variability and outliers are reduced. GC-LSTM also serves as a mechanism to
improve the anomaly detection performance of TSCs. Furthermore, the deep convolutional
network in CyResGrid is designed based on the hyperparameter tunning using Bayesian
optimization. Hence, CyResGrid outperforms the state-of-the-art deep learning-based TSC.
It provides the best detection performance, with the highest accuracy of 96.45%, F1 score
of 65.03%, and G mean of 17.16%, and the lowest false positive rate of 0.13%. Additionally,
for stealthy cyber attack scenarios, i.e., paranoid and sneaky attacks, CyResGrid provides
the best performance indicated by the highest F1 score of 2.32% and G mean score of 3.08%.
Other methods seem to provide higher accuracy and AUC. However, they have a lower
performance to detect anomalies as indicated by the lower TP, F1, and G mean scores. This
classification is then used to generate an attack graph that serves as an online tool for
power system operators to identify and localize active cyber attacks in OT networks of
power systems.

In a future work, we will focus on augmenting the proposed CyResGrid method with
prevention capabilities, in addition to the existing detection features. Subsequently, it can
be integrated with an intrusion detection and prevention system. The developed method
is equally applicable to different OT networks and CPS topologies, besides other cyber
attack vectors, such as malware-based and privilege escalation attacks. Moreover, the
performance of the detection algorithm can further be improved to detect more variations
of cyber attacks with infinitesimally small changes to OT network traffic intensity and
frequency of occurrences.
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5
Spatio-Temporal Advanced

Persistent Threats
Detection and Correlation

Electrical power grids are vulnerable to cyber attacks, as seen in Ukraine in 2015, 2016, and
2022. These cyber attacks are classified as Advanced Persistent Threats (APTs) with potential
disastrous consequences such as a total blackout. However, state-of-the-art intrusion detection
systems are inadequate for APT detection owing to their stealthy nature and long-lasting
persistence. Furthermore, they are ineffective as they focus on individual anomaly instances
and overlook the correlation between attack instances. Therefore, this research proposes a
novel method for spatio-temporal APT detection and correlation for cyber-physical power
systems. It provides online situational awareness for power system operators to pinpoint
system-wide anomaly locations in near real-time and preemptively mitigate APTs at an early
stage before causing adverse impacts. We propose an Enhanced Graph Convolutional Long
Short-Term Memory (EGC-LSTM) by using sequential and neural network filters to improve
APT detection, correlation, and prediction. Control center and substation communication
traffic is used to determine cyber anomalies using semi-supervised deep packet inspection and
software-defined networking. Power grid circuit breaker status is used to determine physical
anomalies. Cyber-physical anomalies are correlated in cyber-physical system integration
matrix and EGC-LSTM. The EGC-LSTM outperforms existing state-of-the-art spatio-temporal
deep learning models, achieving the lowest mean square error.

This chapter is partly based on the publication� A. Presekal et al. “Spatio-Temporal Advanced Persistent Threat
Detection and Correlation for Cyber-Physical Power Systems using Enhanced GC-LSTM," in IEEE Transactions on
Smart Grids, October 2024, [7].
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5.1 Introduction
Cyber-Physical Power Systems (CPPS) are critical infrastructures that have been targeted
by a growing number of cyber attacks in recent years. Some of the notable cyber attacks on
power grids are the cyber attacks in Ukraine in 2015 [8, 9], 2016 [219], and 2022 [11]. These
incidents highlight the imminent threat of cyber attacks on power grids, which had patterns
resembling to APTs. The detection of APTs poses significant challenges owing to their
stealthy nature and long-lasting persistence [373]. The majority of the existing research
on APTs focuses on individual anomaly instances and overlooks the correlation between
them [373–376]. Those studies have highlighted the necessity of anomaly correlation, but
there is still a shortage of research in this area. Furthermore, according to literature studies,
existing research on APTs only focuses on the cyber system [373–376] and omits the APTs
on Cyber-Physical Systems (CPS).

The literature review lists four main methods for detecting power grid communication
traffic anomalies, i.e., signature-based [377], sequence-based [378], rule-based [379, 380],
and machine learning-based [5, 381]. Machine learning-based anomaly detection methods
have gained popularity due to their superior performance [382, 383]. However, machine
learning models need large amounts of data to learn and perform well. Meanwhile, cyber
attack data in CPPS is scarce [382], especially for zero-day attacks. Given this constraint, a
fully supervised machine learning model may not be the best option. Therefore, in this
research, we employ semi-supervised DPI to identify anomalies in OT communication
traffic of CPPS. The technique leverages the advantages of the homogeneous characteristics
of OT network traffic generated from automated processes [384].

Semi-supervised classifiers can be constructed by combining CNN and Hamming
Distance (HD). CNN usually solves supervised classification problems, i.e., intrusion
detection [385]. Integration of the CNN classifier with the HD addresses data dependency in
supervised learning. The HD application for distance metric learning has been proposed in
[386]. CNN and HD generate Gaussian Mixture Model (GMM) vectors for semi-supervised
classification with partial labeling. This GMM classification strategy improves classifier
robustness with scarce labeled data [387–389]. Therefore, this classification method is
suitable for zero-day attacks.

Along with a semi-supervised classifier for anomaly instance detection, system-wide
monitoring is needed to correlate anomalies and track APT propagation. The state-of-the-
art system-wide intrusion detection graphs are only focused on cyber anomalies and omit
physical anomalies [5, 276, 390]. Meanwhile, as demonstrated in [391], combining cyber
and physical anomalies would provide better cyber attack detection on CPS. Our literature
review shows that cyber and physical system-wide anomaly detections in power systems
are not integrated. Existing methods track anomalies using cyber graphs [5] and power
system graphs [392, 393]. In [394], the authors proposed Long Range Memory (LRM) to
correlate anomalies and use this knowledge to predict future attack trends. In [395], the
authors proposed an AI generative model for addressing limited OT traffic and estimating
the CPPS vulnerabilities and potential intrusion likelihood based on anomaly correlation.
Align with our research objectives, these works highlight the necessity of spatial and
temporal correlation for cyber attacks mitigation. Therefore, anomalies must be integrated
and correlated to provide a system-wide visibility for spatio-temporal APT events.

Spatio-temporal correlation for APTs can determine the correlation of the anomalies
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based on spatial and temporal data. Spatio-temporal correlation based on a dynamic
heterogeneous graph network has been proposed to detect and correlate APTs in [396].
Graph representation and natural language processing were used to detect spatio-temporal
APTs [397]. However, these APT spatio-temporal correlation methods only use IT system
logs and are insufficient for the CPPS. Spatio-temporal graph modelling was proposed in
[398] to correlate spatial and temporal features from sensor network measurement data.
This research only focused on sensor measurement anomalies and did not consider cyber
anomaly detection. According to the literature review, graph-based methods are used
to develop state-of-the-art spatial correlations, and temporal machine learning models
like RNN, Gated Recurrent Unit (GRU), and LSTM are used to build temporal correlations.
The LSTM is the most advanced temporal model and performs best. However, LSTM has
limitations when it comes to long-term memory preservation [399]. Therefore, the LSTM
is not optimal for capturing the temporal correlation of APTs with non-deterministic
temporal windows.

In this research, we propose a novel spatio-temporal APT detection, correlation, and
prediction in cyber-physical power systems. It allows power system operators to locate
system-wide anomalies in near real-time from control centers and mitigate APTs early
before they cause adverse impacts. At substations and control centers, distributed semi-
supervised DPI classifiers monitor OT communication traffic using SDN-enabled switch.
The summary of the proposed architecture is presented in Fig. 5.1. They communicate
with the SDN controller at the control center to construct a cyber anomaly graph. This is
generated based on the DPI classification results using a TDG with SDN [5]. The power
system graph is constructed based on the energized power lines in accordance with the
status of CBs [31, 32]. The cyber-physical anomaly graph is input into a CPSIM for spatio-
temporal correlation. Subsequently, an Enhanced EGC-LSTM model with sequential and
neural network filters is used to predict APTs in CPPS. Furthermore, to identify zero-day
APT patterns, we propose a resilient associative method based on vector databases and KNN.
The method employs a CPPS log comparator function to verify and differentiate between
circuit breakers opened by operators, faults, and cyber attacks. The overall processes from
the proposed methods are presented in Fig. 5.2. The scientific contributions of this chapter
are summarized as follows:

1. We propose a novel semi-supervised deep packet inspection method for OT commu-
nication network traffic utilizing the OT homogeneous characteristics. The method
uses a combination of CNN and Hamming distance to generate vectors. The method
identifies zero-day attacks by utilizing semi-supervised clustering on the baseline OT
traffic vectors using a Gaussian mixture model with partial labeling. In addition, the
proposed method is also integrated with software defined networking and traffic dis-
persion graph to facilitate power system-wide OT communication traffic monitoring
in the control center and substations.

2. We propose a cyber-physical system integration matrix that constructs a topological
correlation of cyber and physical system anomalies in CPPS. Control center and
substation OT communication network traffic is used to construct a cyber anomalies
graph. The circuit breaker status is used to construct a power system graph. The
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CPSIM serves as the primary data for the APT spatio-temporal correlation and
prediction processes.

3. We propose a novel EGC-LSTM model with sequential and neural network filters to
predict subsequent anomalies resulting from APT attacks. The proposed EGC-LSTM
uses the Sequential and Neural Network filter to minimize the Mean Square Error
(MSE). Standalone implementation of the Sequential and Neural Network (NN) filter
reduces the MSE by 31% and 35%, respectively. Meanwhile, the integration of both
filters reduces MSE by 97%.

4. We propose a resilient associative method based on vector databases and KNN to
improve the resilience of EGC-LSTM for detection of zero-day attack scenarios. The
vector database of CPSIM allows the proposed model to associate zero-day attack
scenarios with the known attacks using the KNN search.

5. We propose a CPPS log comparator to correlate CPPS information, i.e., operator
activities, OT communication network traffic, COMmon format for TRAnsient Data
Exchange (COMTRADE) information from protective relays, power systemCB status,
and CPSIM. The log comparator enables system operators to verify and differentiate
between physical power system anomalies caused by cyber attacks and physical
power system disturbances.

The chapter is structured as follows. Section II explains the CPPS and cyber threat
model. Section III describes the method for spatio-temporal anomaly detection, correlation,
and prediction. Section IV provides the experimental results. Section V presents the
conclusions and future work.

5.2 CPPS and Cyber Threat Model
5.2.1 Cyber-Physical Power System Model
CPPS models are essential for conducting research on power system cyber security. There-
fore, we model the power system integrated with IT/OT communication networks as
depicted in Fig. 5.1. The CPPS model incorporates SDN functionality to establish OT com-
munication network virtualization through SDN switches in the substations and control
center and SDN controller in the control center. SDN has three abstraction layers, i.e., data
plane, control plane, and management plane. The data plane forwards the OT network
traffic, which is controlled by the control plane. In the management plane, SDN allows
the deployment of custom network applications. The model is built based on our previous
research in [5]. Compared to the previous research, we improved the CPPS model with new
SDN management and control functionalities, i.e., monitor the traffic of SCADA measure-
ments and CB status, collect the summary from the semi-supervised DPI, and deploy TDG.
The CPPS model is used to compute time-domain simulations and generate measurement
data from substation bays, such as busbars, power lines, transformers, and generators. This
data includes measurements of active and reactive power, voltage, current, and circuit
breaker status. The measurements are communicated from the substations to the control
center via a wide area communication network as SCADA telemetry. The SCADA data is
kept in local databases situated within substations as well as the control center. The CPPS
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architecture emulates the OT communication network traffic for power system monitoring
and control.

The OT communication network consists of customized functionalities for each OT
device within the communication network. The measurement devices include MU, RTU,
and IED. These devices collect data from the power grid using SCADAwith a sampling rate
of one sample per second. The control center uses control commands to dynamically adjust
the set points for power grid controllers in real-time. For example, control commands
are used to either open or close circuit breakers for power lines, and change set points
for automatic voltage regulators and governors. The measurement values and control set
points are communicated across the OT network using TCP/IP packets.

5.2.2 Cyber Threat Model for Cyber-Physical Power System
A cyber threat model is a systematic representation of potential security threats and an
analysis of the techniques and pathways that attackers may employ to exploit communica-
tion network vulnerabilities. In this research, the cyber threat model is constructed based
on the cyber attacks on the Ukrainian power grid in 2015 [9], 2016 [219], and 2022 [11].
These attacks resemble APT’s strategies from the early phase of the intrusions until the
power outages in the later stages. In the Ukrainian power grid attack in 2015, the adversary
used spear phishing emails as an attack vector against the distribution system operators.
The phishing emails contained a Microsoft Excel file attachment that was infected with
the BlackEnergy3 malware. Subsequently, adversaries performed stealthy operations in
the IT and OT communication networks while preparing for the final phase of the attack.
During the early attack phase, the adversaries conducted several malicious activities to
intrude from the IT communication network into the control center and substations, i.e.,
reconnaissance, exploit, lateral movement, firmware modification, and command and con-
trol. These activities inevitably caused anomalies in the IT/OT communication network
traffic. However, the absence of an early detection mechanism rendered these activities
imperceptible to the distribution system operators.

In addition to the aforementioned threat posed by external adversaries, there is also
the possibility of an attack from internal actors, known as an insider threat. Insider
threats have different characteristics from external threats. The external threat required a
lateral movement to reach its final objective in a timely fashion. These scenarios provide
an opportunity for the early identification of external threats. However, insider threat
potentially has direct access to the substations and control centers and has the potential to
cause an immediate severe impact. There is also a possibility when the external and insider
threats are combined into more sophisticated and coordinated attack scenarios. However,
modelling the insider threat behavior and integration with the test simulation has been
identified as a notable challenge for anomaly detection [400]. Therefore, in this research,
we omit the insider threat constraint in our CPPS threat model.

Using the aforementioned CPPS co-simulation, our research simulates the early phase
of a cyber attack in the simulated substations and control center, which includes reconnais-
sance, command injection, and malware traffic. The normal and anomalous communication
traffic is then used to train the semi-supervised deep packet inspection. Using a traffic
dispersion graph, anomaly detection also tracks the sources and destinations of anomalous
packets. The graph representation of anomalies is able to track lateral movement processes
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within the OT network from the entry point to the end device that has direct control of
the power grid components. This information is also combined with the CB status of the
power lines and transformers to track anomalies in power system-wide. Subsequently, the
cyber and physical anomalies are used for the spatio-temporal anomaly correlation and
prediction.

5.3 Spatio-Temporal Anomaly Detection, Correla-
tion and Prediction

The cyber-physical power system architecture integrating the power grid, IT/OT communi-
cation networks, and SDN is depicted in Fig. 5.1. The WAN monitoring is enabled based on
data collected in near real-time at substations and control center, i.e., OT communication
network traffic and CB status. Fig. 5.2 shows the integrated processes of the proposed
method for spatio-temporal anomaly detection, correlation, and prediction. Their imple-
mentation in CPS is represented in Fig. 5.1. The OT communication traffic is monitored
locally in all substations and control center on the SDN-enabled switches. The OT traffic is
classified using semi-supervised DPI to determine whether an individual packet is normal
or anomalous. This information is combined with TDG to generate and update in near
real-time as a system-wide cyber anomaly graph. A power system graph is updated in
near real-time based on the CB status. It is combined with the cyber anomaly graph into
CPSIM. The EGC-LSTM runs continuously to predict subsequent anomalies according to
the input from the last four anomalies in CPSIM. To identify zero-day attacks, the resilient
associative method associates the zero-day CPSIMwith the known CPSIM scenarios using a
KNN-based search on the vector database. The CPPS log comparator runs in near real-time
to verify the CB status and distinguish between a CB opened by cyber attacks and physical
power system disturbances.

The proposed method provides three main results, i.e., (i) spatio-temporal APT detec-
tion, correlation and sequence prediction, (ii) identification of zero-day attacks, and (iii)
identification of circuit breakers opened by cyber attacks. A detailed description of the
proposed method and corresponding processes are provided in the following subsections.

5.3.1 Semi-Supervised Learning for Deep Packet Inspection
The DPI uses supervised CNN, HD, and semi-supervised learning based on GMM with
partial labeling. The CNN model performs supervised classification for packet payload
from OT communication network into normal and anomalous. The packet payload is
converted into a 2-Dimensional (2D) data representation as an image. Eq. (5.1) shows the
convolution function from the 2D CNN layer. The * denotes convolution operation, f is
the filter size mxn and, g is the input data size i,j. Bayesian optimization [37] is used to
optimize the CNN model. Between the convolutional layers, CNN uses Rectified Linear
Unit (ReLU) activation function and pooling layer. An activation function is applied to
introduce non-linearity into the model, and pooling layers are used to reduce the size.
In the end part of CNN layers, there are flattening processes and fully connected neural
networks. The flattening layer converts the 2D data into one-dimensional data. The fully
connected neural network allows weight adjustment during the training to produce the
best-fit output. After the fully connected neural networks, a SoftMax function in (5.2) is
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used to classify the output according to a probability distribution.
Typical neural networks use SoftMax to determine the class categories. However, in

our model, we use the SoftMax probability score to generate a vector Φ. The vector Φ in
(5.4) is generated from the combination of SoftMax (𝜎) in (5.2) and Hamming Distance (ℍ)
in (5.3). The ℍ computes the distance between the average normal traffic payload in OT
and other traffic payloads. For normal traffic, the hamming distance will be close to zero
(ℍ≈ 0). Meanwhile, anomalous traffic tends to result in a largerℍ score. The combination
of outputs from CNN and ℍ is then used to generate 2D vectors Φ for semi-supervised
learning.

GMM with partial labeling is used as a semi-supervised learning technique to classify
the 2D vectors Φ. It uses both labeled and unlabeled data to fit the model. The presence of
labeled data facilitates the learning process by enhancing the accuracy of the estimation of
GMM parameters. Eq. (5.5) shows the equation for GMM probability where Φ is the 2D
vector data points, 𝐾 is the number of Gaussian distributions in the mixture, 𝜋𝑘 represents
the mixing coefficient, and N is the probability density function. The presence of a limited
number of labels in the data denotes the presence of a limited dataset that can be used for
anomaly detection. Unlabeled data represents the zero-day attack traffic. By employing
this semi-supervised learning strategy, our model can effectively identify zero-day attack
traffic.

(𝑓 ∗ 𝑔)(𝑖, 𝑗) =∑
𝑚

∑
𝑛
𝑓 (𝑚,𝑛) ⋅ 𝑔(𝑖−𝑚,𝑗 −𝑛) (5.1)

𝜎 =
𝑒𝑧𝑖

∑𝐾
𝑗=1 𝑒𝑧𝑗

(5.2)

ℍ =
1
𝑁

𝑁
∑
𝑖=1

|𝑎𝑖−𝑏𝑖| (5.3)

Φ = ⟨ℍ,𝜎⟩ (5.4)

𝐺𝑀𝑀𝑝(Φ) =
𝐾
∑
𝑘=1
𝜋𝑘𝑁(Φ ∣ 𝜇𝑘 ,Σ𝑘) (5.5)

5.3.2 Cyber-Physical System Integration Matrix
In order to integrate the cyber and physical components of the CPPS as an integrated
graph, we construct the CPSIM. CPSIM is formed by combining the adjacency of the OT
network topology (𝑐) with the power system topology (𝑝). Fig. 5.3 shows the representation
of CPSIM integration. The cyber adjacency matrix shown in the blue area is represented
by 𝑐𝑖𝑗 , where 𝑖 and 𝑗 indicate the element of the matrix. Meanwhile, the power system
adjacency matrix shown in the red area is represented by 𝑝𝑢𝑣 , where 𝑢 and 𝑣 indicate the
element of the matrix. The CPSIM 𝐴𝑐+𝑝 is a combination of cyber and physical elements
with dimensions 𝐴𝑖+𝑢,𝑗+𝑣 . Other than the cyber and physical elements, we introduce a
connection matrix in the yellow area represented by x. This area represents the functional
connectivity between cyber and physical systems. For example, a node in the cyber element
is able to change the physical state of a node in the physical element. The connection
matrix is constructed based on the prior information of control function configuration
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from cyber into the physical system. All information from cyber and physical topology
and connectivity information are integrated into a single adjacency of CPSIM.

The adjacencymatrix fromCPSIM (𝐴) serves as amain reference for the entire cyber and
physical system state in CPSIM (𝐴̄). In the CPSIM, the anomalous elements are indicated by
𝐴𝑖+𝑢,𝑗+𝑣 = 1, and 𝐴𝑖+𝑢,𝑗+𝑣 = 0 otherwise. This reference is then used to track anomalies in
both cyber and power systems. Our model identifies the power system graph by analyzing
the energized lines based on breaker status information. When the circuit breaker is closed,
it indicates a normal condition (0) in the CPSIM. Alternatively, when the breaker is in
the open position, it indicates a potential anomaly state (1) in the CPSIM. Meanwhile, to
identify the anomaly on the OT network, we use the semi-supervised DPI and TDG. The
TDG is utilized to determine the location of OT communication traffic anomalies. The TDG
utilizes graph structures to depict nodal information. Every node in a graph represents a
distinct host in the communication network. The transfer of information between hosts
is shown by the interconnectedness of nodes, specifically, the edges of a graph [353]. By
combining DPI and TDG, we identify the location of anomalies in the OT communication
networks. In the CPSIM record, the cyber anomalous element is recorded as 𝐴𝑖,𝑗 = 1 in the
CPSIM, and 𝐴𝑖,𝑗 = 0 otherwise.

Figure 3
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Figure 5.3: Cyber-physical system integration matrix [7].

5.3.3 APT Spatio-Temporal Correlation
Methods exist in the literature for spatio-temporal correlation, i.e., Graph Convolutional
Gated Recurrent Unit (GConvGRU) [401], Temporal Graph Convolutional Network (TGCN)
[402], and GC-LSTM [41]. These methods can capture the spatial correlation of data using
graph convolution. However, they are not the best-fit solution to achieve optimal perfor-
mance in terms of temporal correlation for APTs. The APTs exemplify non-deterministic
temporal characteristics and typically endure extended time intervals between attack stages.
Meanwhile, the time-series models, i.e., GRU and LSTM, have the limitation to address
long-term temporal correlation [399]. Therefore, in this research we propose an EGC-LSTM
to address the issue arising from the spatio-temporal correlation of APTs. There are three
main improvements in the EGC-LSTM, i.e., Bayesian optimization, sequential filter, and
NN filter. Bayesian optimization aims to optimize the GC-LSTM model architecture [359].
The sequential filter is implemented to reduce the recorded data from CPSIM. The filter
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selectively saves CPSIM data that have distinct values compared to the most recent data in
CPSIM, instead of saving all data indiscriminately. This mechanism enables the GC-LSTM
to prioritize the detection of anomaly changes instead of analyzing the entire data stream.
This mechanism improves the temporal correlation performance. Algorithm 1 shows the
pseudocode of the sequence filter algorithm. This algorithm aims to address the APT
non-deterministic temporal windows of anomaly records in the CPSIM.

Algorithm 3 Sequence Filter
Input: 𝔸 = [ ] : Initialize the log storage for CPSIM
. n = 0 : Nodes traffic data
. 𝐶𝑃𝑆𝐼𝑀𝑡 : CPSIM matrix stream for every time t
Output: 𝔸 = [𝐶𝑃𝑆𝐼𝑀1, ... , 𝐶𝑃𝑆𝐼𝑀𝑛) ]: CPSIM matrix log

Iteration for every CPSIM stream
if CPSIM𝑡 ≠ 𝔸[𝑛] then

𝔸[𝑛+1] == CPSIM𝑡

𝑛 = 𝑛+1 else

continue

return 𝔸 = [𝐶𝑃𝑆𝐼𝑀1, ... , 𝐶𝑃𝑆𝐼𝑀𝑛) ]

The output from the sequence filter serves as input for GC-LSTM that combines Graph
Convolutional Network (GCN) and LSTM. The GCN function is utilized to extract the nodal
characteristics from CPPS elements in CPSIM A as described in Eq. (5.6). GCN operates
based on the Hadamard product multiplication (⊙) of the weight matrix (𝑊𝑔𝑐𝑛), adjacency
matrix (𝐴), and node features from CPSIM A. The adjacency matrix (𝐴) is augmented with
the identity matrix (𝐼 ) to create a modified adjacency matrix (𝐴̃). The equation incorporates
the number of hops from a communication node to neighboring nodes, denoted as 𝑘.
The temporal features are processed using LSTM subsequent to the acquisition of the
spatial features through the GCN. The LSTM input originated from the last four CPSIM
anomalies to predict subsequent anomalies in near-real-time. The operations performed
within an LSTM cell are described in Eqs. (5.7 - 5.12). There are six main sub-equations in
the LSTM process, including the forget gate (𝑓𝑡 ), input gate (𝑖𝑡 ), output gate (𝑜𝑡 ), internal
cell state (𝑐′𝑡 ), transferable cell state (𝑐𝑡 ), and hidden state (ℎ𝑡). The predicted output from
EGC-LSTM (𝑜𝑡) serves as an input for the NN filter in Eq. (5.13). This EGC-LSTM and
NN filter are optimized using a Bayesian optimization for hyperparameters tuning. The
NN filter transforms the EGC-LSTM output into a binary value of 0 or 1 to enhance the
prediction performance of the EGC-LSTM.
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𝐺𝐶𝑁 𝑘𝑡 ← (𝑊𝑔𝑐𝑛⊙𝐴̃𝑘)𝔸 (5.6)
𝑓𝑡 = 𝜎((𝑊𝑓𝐺𝐶𝑁 𝑘𝑡 )+ (𝑈𝑓 ℎ𝑡−1)+𝑏𝑓 ) (5.7)
𝑖𝑡 = 𝜎((𝑊𝑖𝐺𝐶𝑁 𝑘𝑡 )+ (𝑈𝑖ℎ𝑡−1)+𝑏𝑖) (5.8)
𝑜𝑡 = 𝜎((𝑊𝑜𝐺𝐶𝑁 𝑘𝑡 )+ (𝑈𝑜ℎ𝑡−1)+𝑏𝑜) (5.9)
𝑐′𝑡 = tanh((𝑊𝑐𝐺𝐶𝑁 𝑘𝑡 )+ (𝑈𝑐ℎ𝑡−1)+𝑏𝑐) (5.10)
𝑐𝑡 = (𝑓𝑡 ⊙𝑐𝑡−1)+ (𝑖𝑡 ⊙𝑐′𝑡) (5.11)
ℎ𝑡 = 𝑜𝑡 ⊙tanh(𝑐𝑡) (5.12)

𝐸𝐺𝐶−𝐿𝑆𝑇𝑀 = 𝑓 (𝑊𝑜 +𝑏) (5.13)

5.3.4 Resilient Associative Method
To enhance the resilience of EGC-LSTM in handling new or unknown APT patterns, we
propose a resilient associative method by performing a KNN search on a vector database.
Vector databases are specifically designed to store and handle vector data, which consists of
data points defined by arrays or lists of values [403]. Fig. 5.4 represents the vector database
search strategy with KNN. Vector database 𝔸𝑛 represents known historical anomalies
recorded in the CPSIM matrix. There are numerous potential combinations of anomalous
events (𝕌) that may not be included in the existing data𝔸𝑛, i.e., zero-day attacks. Therefore,
to address event detection for zero-day attacks, the KNN algorithm is implemented to
search for the most similar pattern from known data. By implementing this strategy, the
model can identify zero-day anomalies (𝕌) by associating this anomaly with the known
one (𝔸𝑛).

Figure 4

Index Vector

1 𝑉{𝑣1, 𝑣2, … , 𝑣𝑚}

2 𝑉{𝑣1, 𝑣2, … , 𝑣𝑚}

n 𝑉{𝑣1, 𝑣2, … , 𝑣𝑚}

… …

Known Data Vector 

Database (Vn)

Index Vector

1 𝑈{𝑢1, 𝑢2, … , 𝑢𝑚}

2 𝑈{𝑢1, 𝑢2, … , 𝑢𝑚}

∞ 𝑈{𝑢1, 𝑢2, … , 𝑢𝑚}

… …

Unknown/New Data 

Vector (U∞)

U

Query search U on Vn

based on

K-Nearest Neighbours

Nearby related 

vector Vn

Figure 5.4: Vector database query search strategy with KNN [7].
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5.3.5 CPPS Log Comparator
We introduce an innovative circuit breaker log comparator as a multi-log anomaly detection
system for CPPS that specifically targets CB-related events. The breaker log comparator
function is utilized to compare recorded log activities from CPSIM anomaly record (𝔸),
CB of SCADA and substations traffic (ℕ), operator control log (𝕆), power system SCADA
database CB status (ℙ), and relay COMTRADE (ℝ). Fig. 5.5 shows the diagram of the
breaker log comparator. Data 𝔸 originates from the spatio-temporal data of anomalies in
CPSIM. Logℕ is generated by the observed CB control traffic in the OT network. Log 𝕆 is
produced through authorized control operations recorded by the power system operator.
Log ℙ denotes the current state of the CB in the physical power grid. Log ℝ represents
the relay COMTRADE that records transient events in the power system. COMTRADE
data has been used to identify electrical disturbances in power systems based on transient
waveforms [404]. The breaker log comparator utilizes the COMTRADE to differentiate
anomalies in the power system caused by physical system events and cyber attacks.

Figure 5
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Figure 5.5: Circuit breaker log comparator function [7].

Table 5.1 presents the log comparison categories corresponding to the five types of
data logs. The value of 1 indicates the presence of an activity log or anomaly, while the
value of 0 represents the normal operating condition. During normal operation, all log
parameters are indicated as 0. Otherwise, elements of CPSIM (𝔸) records are indicated with
1. The anomalies in CPSIM are subsequently compared with other logs to identify different
scenarios, i.e., system operator performing control actions, physical disturbances, activation
of protection relays, and cyber attacks. For physical disturbances, the COMTRADE data
serves as a primary indicator. Meanwhile, CPSIM (𝔸) serves as a primary indicator for
cyber attacks.

There are four cyber attack scenarios. The first scenario is when the adversaries
compromise the legitimate operator’s control workstation. Therefore, the operator control
log (𝕆) will be indicated by 1. The second scenario is characterized by the adversaries
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executing a spoofed remote control and disguising themselves as a legitimate operator.
It does not originate from the legitimate operator’s control workstation and is indicated
by control log 𝕆. The spoofed controls originate from a compromised device in the OT
communication network that sends malicious breaker control commands. The third attack
scenario occurs when the adversaries compromise a device in the Bay Control Unit (BCU).
Compared to the previous scenarios, this attack does not provide an indicator of a breaker
control command in the network. This is possible due to the position of the BCU devices
that have a direct connection with the power grids. The fourth attack scenario is a cyber
anomaly, which refers to a situation where the cyber anomaly is recorded in CPSIM (𝔸)
and does not have any impact on the power system. This category corresponds to the
reconnaissance phase in the cyber kill chain.

Table 5.1: CPS Breaker Log Comparator Categories

R O A N P Causes Categories

0 0 0 0 0 - Normal operation

1 0 0 0 1
Physical disturbances

Direct response in BCU

1 0 0 1 1 Coordinated protection

0 1 0 1 1 Operator Operator control action

0 1 1 1 1

Cyber attacks

Compromised operator control

0 0 1 1 1 Spoofing attack

0 0 1 0 1 Compromised BCU device

0 0 1 0 0 Preliminary kill chain stages

5.4 Experimental Results
In this section, the experimental results of the proposed methods are presented. This section
provides an overview of the experimental setup, including the cyber-physical power system
co-simulation setup and dataset. Subsequently, two main results are presented in this
section. First, the semi-supervised deep packet inspection is presented to quantitatively
assess the capability of zero-day detection. The experimental results demonstrate the
effectiveness of the proposed method in identifying unknown attacks despite having a
limited amount of training data. This solution intends to address the problem of the limited
availability of the dataset acquired from the OT communication traffic of power grids.
Second, the spatio-temporal anomaly correlation and prediction demonstrate the prediction
performance for subsequent anomalies resulting from APT attacks. The experimental
results present the superiority of the proposed EGC-LSTM in comparison with the state-
of-the-art graph spatio-temporal deep learning models. A more detailed explanation is
provided in the following subsections.
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5.4.1 Experimental Setup
The experiments in this work are performed using the CPPS model of the power grid
represented in Fig. 5.1. The power system is simulated in real-time using a Root Mean
Square (RMS) dynamic model of the IEEE 39-bus test system in DIgSILENT PowerFactory.
The CPS model employs OPC UA to establish a connection between the time domain
simulation of the power grid and simulated IT/OT communication networks. The OT
network emulation utilizes Mininet1 deployed on a total of 10 virtual servers. It consists of
27 user-defined substations, 118 measurement devices, and over 800 data points to emulate
the OT communication network of IEEE 39-bus test power system. The CPPS model
comprises a total of 185 nodes, consisting of 146 OT nodes and 39 physical nodes from
the IEEE 39-bus system. Fig. 5.6 depicts the adjacency matrix representing the connection
between 185 nodes of CPPS that are associated with CPSIM. The nodes that are connected
are represented by the value 1 in the adjacency matrix, whereas the nodes that are not
connected are represented by the value 0. The blue area corresponds to the OT adjacency
matrix, while the red area corresponds to the IEEE 39-bus adjacency matrix. The cyber-
physical control region illustrates the functional connectivity between the OT and power
system, coupling the cyber and physical systems together.
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Figure 5.6: CPPS Adjacency Matrix [7].

The SCADA functionalities in the OT communication network are achieved by im-
plementing customized Python code on each Mininet host. The OT devices include MUs,
RTUs, IEDs, database server, gateway, human machine interfaces, and control center. The
measurement values and control set points are communicated across the OT network using
TCP/IP packets. In this research, we focus on the control traffic associated with CBs control.
As shown in Fig. 5.1, the CPPS model is integrated with the SDN application to monitor

1https://mininet.org/
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OT traffic payload using SDN-enabled switch interfaces. With this capability, the CPPS
model performs traffic monitoring in substations and control center.

From the CPPS co-simulation, the experiment collects two types of data. The first type
of data is network traffic from the OT communication network collected as .pcap files.
The traffic from multiple locations contains the source and destination addresses. This
is processed using a traffic dispersion graph. In addition, the packet payload is classified
as normal or anomalous using semi-supervised deep packet inspection. The second type
of data is the CB status collected from the DIgSILENT PowerFactory simulation, which
represents the status of the power system. Subsequently, both the cyber and physical
system data are combined into the CPPS dataset in the CPSIM. The historical wide-area
CPPS data from the CPSIM is used as input parameters for the EGC-LSTM. The EGC-
LSTM model is implemented using the PyTorch2 and Pytorch Geometric3. Based on this
information, the EGC-LSTM performs spatio-temporal anomaly correlation and prediction.
In this experiment, the EGC-LSTM model combines graph convolution and LSTM with
hidden state vector parameters with the size of 32. Subsequently, the EGC-LSTM uses the
ReLU as an activation function.

5.4.2 Semi-Supervised Deep Packet Inspection for OT Anomaly
Detection

Our research uses OT traffic generated from the CPPS simulation to evaluate the per-
formance of DPI. The simulation in Mininet produced TCP/IP traffic in the OT network.
In the CPPS model, we test several cyber attacks scenarios, i.e., DoS, network scanning,
exploits, and malwares. In addition to the OT traffic generated by our simulation, we verify
the model’s performances by using open OT traffic datasets, i.e., IEC 61850 [6], Routable
IEC 61850 [405], IEC 104 [406], DNP 3 [407], and Modbus [408]. Furthermore, we also
incorporate samples of cyber attack datasets [409] and Industroyer malware traffic samples
[410]. A total of 7.71 GB of .pcap data is collected from the OT traffic samples for the
evaluation of semi-supervised DPI. Fig. 5.7 depicts the statistical distribution of packet size
using a box plot across several OT traffic categories. Overall, the average size of the normal
OT traffic from various protocols is 118.599 bytes, and 304.735 bytes for cyber attacks. In
order to handle the size of the OT traffic, we use a 16x16 convolutional input with a total
capacity of 256 bytes. When the traffic exceeds 256 bytes, the extra bytes are discarded.
Conversely, when the traffic is less than 256 bytes, the remaining spaces are filled with
zeros. The top part of Fig. 5.8 shows the image representation from each tested OT traffic.
This 2D data is used as input for the supervised CNN algorithms.

The outputs from CNN and HD generate vectors for GMM with partial labelling. The
GMM is implemented using the Scikit-learn4 library. The bottom section of Fig. 5.8 depicts
the result from GMM with partial labelling for all protocols. K represents the number of
classes in the GMM classifier. This parameter value is decided based on the number of
classes in the tested dataset. The GMM uses the probability density function of multivariate
Gaussian distribution with a full covariance matrix. The GMM implementation does not
utilize an explicit distance metric, e.g., Euclidean Distance (ED). GMM uses Mahalanobis
2https://pytorch.org/
3https://pytorch-geometric.readthedocs.io/
4https://scikit-learn.org/stable/
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Figure 5.7: Statistical box plot from normal traffic and cyber attacks [7].
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Figure 5.8: OT traffic images representation and the result of Gaussian Mixture with partial labelling for each
protocols [7].

distance to calculate a point’s likelihood for a given Gaussian component. The Mahalanobis
distance quantifies the spatial separation between an individual data point and a given
probability distribution.

In our scenarios, we create a pair of two classes from the normal/baseline OT protocols
with cyber attack traffic. In this experiment, we evaluate the performance of the GMM
with partial labelling with different proportion of training and test data. The labeled data
proportion selection is carried out by running GMM with a variation of the labeled data
proportion between 1% and 30%. As shown in Fig. 5.9, the majority of the tested dataset
only required less than 5% labelled data to achieve the minimum MSE. However, for the
DNP3, it required 19% labelled data to achieve the best performance. This is because of
the DNP3 characteristics, which has more data variation, as shown in Fig. 5.8. In addition,
compared to other datasets, the DNP3 dataset has a substantial amount of DNP3-modified
attack packets, which resemble the normal DNP3 traffic. Therefore, the clustering plot
of DNP3 is different from that of the other protocols. Consequently, to achieve the best
performance for all datasets, the experiment incorporates a 20% proportion of labeled data.

The x-axis represents the probability scores from the CNN, and the y-axis represents
the HD scores. The red dots indicate the cyber attack traffic that is associated with a higher
CNN anomaly probability and HD score close to one. Conversely, the blue dots indicate
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Figure 5.9: Proportion of labeled data impact on the MSE for all protocols [7].

normal OT traffic that has a lower probability of CNN anomalies and a low HD score
nearing zero. Fig. 5.10 depicts the ROC curve from all traffic categories and AUC score.
This plot indicates that the semi-supervised DPI and GMM with partial labelling provides
a good classification performance.

5.4.3 Spatio-Temporal Anomaly Correlation and Prediction
The anomaly detection result generated from the semi-supervised DPI is further processed
using TDG and recorded in CPSIM, together with the CB’s status retrieved from the power
grid. During instances of cyber attacks, the CPSIM matrix will deviate from its normal
state (all zeroes). As the attack progresses, particular elements of CPSIM are shifting to a
value of 1. In the matrix, the value 1 corresponds to traffic anomaly or an open CB in the
power grid. Based on this constraint, the transition on the CPSIM matrix will be varied
depending on the cyber attack scenarios and location.

This research performs 220 cyber attacks scenarios with variation of location and
methods. These scenarios serve as primary data to evaluate the performance of EGC-LSTM.
In addition, we also perform benchmarking with the state-of-the-art graph-based spatio-
temporal deep learning models, i.e., GConvLSTM and GConGRU [401], TGCN [402], and
GC-LSTM [354]. Table 5.2 shows the performance comparison of the tested models based
on MSE. A smaller MSE indicates superior prediction results. Our proposed strategy
with sequence and NN filter reduces the MSE for all models. Table 5.3 shows the average
performance comparison of the five original graph-based spatio-temporal deep learning
models and their variants with Algorithm 1 Sequential and NN filter. Table 5.3 quantifies
the impact of the implementation of Seq. filter, NN filter, and combination of Seq. filter
and NN filter. The standalone implementation of the Sequential and NN filter reduces the
MSE by 31% and 35%, respectively. Meanwhile, the integration of both filters reduces MSE
by 97%. The best MSE of 0.0003 is achieved in the proposed EGC-LSTM that implements
Bayesian optimization, sequence filter, and NN filter. Besides reducing the MSE, as shown
in Table 5.3, the filters also increase the computing time by 1.5 3.7 %.

Fig. 5.11 depicts the sample prediction result from EGC-LSTM for cases 76 and 218.
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Figure 5.10: ROC curve from all traffic categories [7].

Table 5.2: MSE Scores Comparison of Graph-Based Spatio-Temporal Deep Learning Models

Combinations Performance
Parameters

Tested Models

GConvLSTM GConvGRU TGCN GC-LSTM EGC-LSTM

Original
MSE ± SDev 0.055±0.017 0.054±0.018 0.052±0.021 0.045±0.017 0.035±0.014

Time ± SDev 528±112 371±91 253±67 304±84 307±79

+ Seq. Filter
MSE ± SDev 0.034±0.012 0.039±0.013 0.037±0.018 0.034±0.016 0.021±0.011

Time ± SDev 532±118 381±97 259±64 308±81 309±80

+ NN Filter
MSE ± SDev 0.027±0.011 0.037±0.014 0.026±0.011 0.043±0.019 0.023±0.012

Time ± SDev 542±145 378±94 258±66 311±81 323±72

+ Seq. Filter
NN Filter

MSE ± SDev 0.0026 ±0.0012 0.0011±0.0007 0.0016±0.008 0.0019±0.0009 0.0003±0.0002

Time ± SDev 549±127 385±99 257±69 313±83 324±84

In case 76, the cyber attack started from substation 9 and compromised merging unit 9.1.
This MU has the capability to control the CB of the power line between Bus 6 and Bus 7.
During the state n, EGC-LSTM can predict incoming events in n+1 before they actually
happen. In state n+1, the method can predict the circuit breaker that will be affected after
the power line between Bus 6 and 7 is disconnected. For case 218, the cyber attack is
starting from substation 27. Compared to case 76, this scenario shows different highlighted
anomalous locations. In the majority of cases, the breaker opening attack will not trigger
other breakers to open. However, in cases 76 and 218, the opening a few breakers will
trigger more breakers to open due to protection schemes implemented in the IEEE-39 bus
model.
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Figure 5.11: Sample EGC-LSMT Prediction Results from case 76 and 218 [7].

Table 5.3: Performance Comparison of Graph-Based Spatio-Temporal Deep Learning Models with Sequential and
Neural Network Filters

Parameter Original Seq. Filter NN Filter Seq. and NN Filter
Average MSE 0.0482 (+ 0%) 0.033 (- 31%) 0.0312 (- 35%) 0.0015 (- 97%)
Average Time (ms) 352.6 (+ 0%) 357.8 (+ 1.5%) 362.4 (+ 2.8%) 365.6 (+ 3.7%)

5.4.4 Detection for Zero Day Attack Scenarios
Considering the complexity of CPPS topology, there are various possibilities of cyber attacks
scenarios. To address this concern, we implement the resilient associative method of vector
database search using KNN as depicted in Fig. 5.4. To evaluate this method, we generate
20 new scenarios and test several vector search strategies, i.e., KNN [411], ED, K Decision
Tree (KDT) [412], Hierarchical Navigable Small World (HNSW) [413], K Means (KM) [414],
and Locality Sensitive Hashing (LSH) [415]. Fig. 5.12 shows a computation time comparison
with variety of data quantities. Compared to the tested methods, KNN provides the most
stable computational performance. Methods such as KDT, HNSW, and LSH provide a
faster search time. However, these methods need preliminary computation to preprocess
or generate the hash map. Therefore, these methods may not be suitable for fast pace
changing data. Based on the search evaluation, the tested methods find the most related
scenarios from the known scenarios. This strategy will serve as a resilient mechanism in
identifying new possible APT cyber attack scenarios, i.e., zero-day attacks.

5.5 Conclusion
With the growing threat of cyber attacks on power grids, it is now more critical than
ever to strengthen the attack detection capabilities in OT communication networks. It is
important to note that, from 2024 onward, we will be living in a world where AI plays
an increasing role alongside the advancement of AI models, i.e., deep learning, physic-
informed, and generative AI models. In this context, our research aligns with this trend
by proposing AI-based spatio-temporal APTs detection, correlation, and prediction in
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Figure 5.12: Search algorithms computation time comparison [7].

power systems. The implementation of deep learning for intrusion detection systems is
becoming increasingly crucial to address the sophisticated and evolving nature of APTs.
The proposed methods comprise of semi-supervised DPI, CPSIM, EGC-LSTM, a resilient
associative method, and CPPS log comparator. The EGC-LSTM outperforms the state-of-
the-art graph-based spatio-temporal deep learning model with the lowest MSE score of
0.0003. The proposed methods are also capable of identifying zero-day attacks, locating
anomalous elements in the CPPS, and predicting the potential impact of anomalies. In
contrast to most research that emphasizes the physical anomalies that occur during the
later stages of a cyber attack on power systems, the proposed methods have the potential
to detect cyber attacks during the early phases of the cyber kill chain. In addition, AI-based
intrusion detection provides an online situational awareness for power system operators
to pinpoint system-wide anomaly locations in near real-time and preemptively mitigate
APTs at an early stage before causing adverse impacts.

In this work, the methods primarily focus on cyber anomalies that originate from exter-
nal threat actors. The external APT required a lateral movement to reach its final objective
in a timely fashion. These scenarios provide an opportunity for the early identification of
the APT. However, there is also possibly an insider threat that can cause an immediate
impact on the CPPS. Currently, the insider threat constraint is omitted from our objectives.
Therefore, insider threat detection can become a potential future research direction, along
with external threat detection. Furthermore, to enhance the methodology, it is essential
to conduct comprehensive testing of the OT communication traffic by including a wider
range of APT scenarios.
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6
Intrusion Detection System

using Semi-Supervised
Learning and Similarity

Clustering
Cyber attacks on power grids are imminent and potentially have a severe impact, as evidenced
by the cyber attacks in Ukraine in 2015, 2016, and 2022. In response to this challenge, machine
learning-based Intrusion Detection Systems (IDS) have become more prevalent as a potential
mitigation owing to their alignment with the latest advances in artificial intelligence. However,
existing anomaly detection methods for power grid OT are often inadequate, as they primarily
focus on detecting power grid physical anomalies at the later attack stages and suffer from the
scarcity of available data for supervised machine learning. To address these limitations, we
propose a novel semi-supervised IDS specifically for digital substations of the power system.
The proposed detection method identifies the distinctive distance similarity of digital substation
OT communication traffic using Convolutional Neural Network and Chebyshev distance of
packet payloads, and Kolmogorov-Smirnov of packets interarrival time using Fast Fourier
Transform amplitude. Subsequently, these traffic features are combined into a vector and
classified using a novel hybrid semi-supervised SOM and Density-Based Spatial Clustering of
Applications with Noise DBSCAN. Results indicate that the proposed method is can identify
zero-day attacks and achieve accuracy and F1 above 95%.

This chapter is partly based on the publication � A. Presekal et al. “Intrusion Detection System for Digital
Substations using Semi-Supervised Learning and Traffic Distance Similarity Clustering," in IEEE Transactions on
Smart Grids, under review
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6.1 Introduction
Cyber-Physical Power Systems (CPPS) are critical infrastructures that have experienced an
increasing number of cyber attacks in recent years. In December 2015, a highly coordinated
cyber attack had a major impact on the Ukrainian power grid, resulting a power outage for
several hours [8]. In 2016, another cyber attack on Ukraine’s power grid delivered a lower
degree of impact compared with the 2015 attack [219]. The Ukrainian power grid also
experienced a power outage in October 2022 due to the disruption caused by the Sandworm
malware in its Operational Technology (OT) [11]. These incidents emphasize the imminent
threat of cyber attacks on power grids.

Intrusion Detection Systems (IDSs) have emerged as a prominent solution for detecting
anomalies in power grids [416–419], with some of them are focusing on the power grids
digital substations [300, 418–422]. Recent research highlights a growing interest in machine
learning-based IDSs due to their superior performances [422–424]. However, machine
learning models are predominantly based on supervised learning, which requires large
quantities of data to train effectively and achieve optimal performance. This requirement
often contrasts with the limited availability of data [423], especially for zero-day attacks.
Considering this limitation, a fully supervised machine learning model may not be the
optimal choice. Therefore, in this study, we implement semi-supervised learning strategy
to detect anomalies in digital substations of power grids and overcome the challenge of
having limited data available. The technique leverages the advantages of the homogeneous
characteristics of OT network traffic parameters generated from automated processes of
machine-to-machine communications [312].

There are many parameters of network traffic that can be utilized as input features for
an IDS [425]. Among various parameters, some IDSs quantify the traffic parameters as a
distance similarity for anomaly detection [426]. In [7], anomaly detection was performed
using the quantified distance similarity of packet payload. However, the distance similari-
ties derived from packet payloads are inadequate for mitigating spoofing attacks due to
insignificant differences in packet anomalies when compared to legitimate packets. As
an alternative from payload-based anomaly detection, traffic interarrival time parameters
have been extensively studied and implemented for IDS applications [427–430]. Traffic
interarrival time is a relevant approach considering the homogeneous characteristics of
digital substation traffic. Therefore, in this research, we proposed hybrid distance similarity
parameters of digital substation network traffic based on the combination of packet payload
and packet interarrival time.

Digital substation traffic under normal operating conditions is used as a reference point
for anomaly detection. Based on the reference point, the packet payloads are quantified
using CNN and Chebyshev distance. The application of CNN and Chebyshev distance for
the intrusion detection system has been proven separately in [385, 422] and [431, 432]. The
traffic interarrival time statistical features, i.e., mean and standard deviation, have been
used as input features for anomaly detection in [427–430, 433]. However, these statistical
features are unable to adequately discriminate between normal and anomalous traffic due
to the insignificant distinctions between them. Therefore, in this research, we introduce a
novel packet interarrival time signature based on FFT and Kolmogorov-Smirnov. FFTs have
been implemented for anomaly detection owing to their ability to identify anomalies within
both the time and frequency domains of data [394, 434, 435]. Meanwhile, the Kolmogorov-
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Smirnov method has been implemented for anomaly detection based on the statistical
features of the data [436, 437]. In this research, the FFT converts the interarrival times of
traffic into FFT amplitudes. The FFT amplitudes of a particular traffic is compared to the
FFT amplitudes of a baseline traffic using the Kolmogorov-Smirnov in order to calculate
the p-value, which indicates the statistical differences between the two. Subsequently,
the parameters from CNN, Chebyshev distance, and Kolmogorov-Smirnov p-value are
integrated into a three-dimensional vector representing traffic distance similarities.

The vectors representing the normal and anomalous traffic signatures are then used as
input for semi-supervised classification. In this research, we proposed a classifier based
on Self-Organizing Map (SOM) and Density-Based Spatial Clustering of Applications with
Noise (DBSCAN). The application of SOM and DBSCAN for the unsupervised intrusion
detection system has been proven independently in [438–440]. Instead of using the clus-
tering model independently, we proposed a novel hybrid classifier model for improving
the classifier performances. A hybrid machine learning model is an emerging approach
for improving the stand-alone models. With a hybrid model, the implementation of an
algorithm can be strengthened through the advantages of other algorithms [441]. Because
of some partially labeled data included in this process, we consider our hybrid unsupervised
method as a semi-supervised one. SOM can be implemented for unsupervised classification
to reduce data dimensionality and complexity [438, 439]. Subsequently, the DBSCAN is
implemented to enhance the complex data clustering process. The hybrid combination of
SOM and DBSCAN aims to improve classification performance for normal and anomalous
traffic in digital substations.

The scientific contributions of this research are summarized as follows:

1. We propose a novel frequency domain interarrival time traffic characterization based
on the Fast Fourier Transform and Kolmogorov-Smirnov. This method enhances the
statistical-based methods that are unable to adequately discriminate between normal
and anomalous traffic due to the insignificant distinctions between them. Compared
to statistical-based interarrival time, the combination of Fast Fourier Transform and
Kolmogorov-Smirnov is able to improve the accuracy by 26% and F1 score by 41 %.

2. We propose a novel traffic distance similarity vector of operational technology
communication traffic. The vector is derived from the packet payload and interarrival
time. The vector quantifies the packet payload based on the Convolutional Neural
Network and Chebyshev distance, and packet interarrival time using Fast Fourier
Transform and Kolmogorov-Smirnov.

3. We propose a novel hybrid semi-supervised classification model based on Self-
Organizing Map and DBSCAN. The hybrid combination of them aims to improve
clustering performance and address the imbalanced dataset. Results indicate that the
proposed method is able to identify zero-day attacks and achieve accuracy and F1
above 95

4. We propose a digital substation state transition model based on historical records of
traffic distance similarity vectors and power system measurements. The historical
state transition is visualized and analyzed for discriminating against anomalies due
to cyber-attacks and physical disturbances. The visualization helps power system



6

136 6 Intrusion Detection System using Semi-Supervised Learning and Similarity Clustering

operators track the state transition of digital substation traffic and discriminate traffic
anomalies due to faults, reclosure, and spoofing attacks.

The chapter is structured as follows. Section II describes the method for semi-supervised
IDS for digital substations. Section III presents the experimental result, and section IV
presents the conclusion of the research.

6.2 Semi-Supervised Intrusion Detection System for
Digital Substation

This section explains the implementation of IDS for the power system digital substation and
the methodology for the proposed hybrid semi-supervised IDS for the digital substation.
Fig. 6.1 summarizes the model architecture of a digital substation, and Fig. 6.2 summarizes
the overall architecture of the proposed methods. A more detailed explanation of the digital
substation, proposed method, and corresponding processes are provided in the following
subsections.
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6.2.1 Digital Substation Architecture and Cyber Threats
The power grid’s OT communication network consists of several network segments, in-
cluding the control center, WAN, and digital substation [5, 7]. There are two primary
network elements in the digital substation, i.e., the process bus and station bus, depicted
in Fig. 6.1. The process bus connects the high/medium-voltage equipment in the field
to the protection, control, and monitoring systems. In the process bus, MUs digitize the
analog signals from the current transformers (CTs) and voltage transformers (VTs). These
signals are communicated with the Intelligence Electronic Devices (IEDs) in the station bus.
The IEDs monitor the status of circuit breakers, transformers, and other assets, and they
also act on protective relays to isolate faults. Additional systems are present in the digital
substation environment, e.g., Firewall, Gateway, GPS clock, SCADA database, and HMI.

Digital substations retain a critical role due to their ability to directly control physical
power grids. As shown in the Ukrainian incidents [8, 219], the attacks originated from
the IT network segment but only resulted in a disruption once it successfully reached the
digital substation. In the Ukrainian power grid cyber attack in 2016, adversaries exploited
the vulnerabilities of OT protocols in the digital substation to launch a malicious command
for opening circuit breakers [219]. In [65], the authors demonstrated a spoofing attack in a
simulated digital substation that successfully exploited the IEC61850 GOOSE packet for
maliciously opening circuit breakers. These attacks show that existing digital substation
communication lacks security measures.

In this research, we model a GOOSE spoofing attack on a digital substation. We
assume that through lateral movement in the early stage of the cyber kill chain, the
adversaries successfully compromise a workstation in the digital substation. Subsequently,
adversaries launch cyber attacks from the compromised workstation. Workstations for
traffic monitoring are deployed in the process bus and substation bus to identify the
spoofing attack. These workstations can observe all traffic in the process and station buses
via span port. Our proposed IDS for digital substation is implemented using the monitoring
workstations.

6.2.2 Traffic Distance Similarity Vectors in Digital Substa-
tions

OT traffic poses a distinct characteristic in comparison to IT traffic. IT traffic typically
originates from the human user with non-deterministic behavior, which makes it more
heterogeneous. Meanwhile, OT traffic is generated by automated processes and machine-to-
machine communications and is characterized by a greater level of homogeneity. While the
OT traffic tends to be homogenous, this traffic remains poses a certain degree of variations
due to traffic seasonality. Therefore, relying solely on statistical characteristics for OT
traffic characterization is inadequate. In this research, we proposed a novel OT traffic
distance similarity vector based on packet payloads and packet interarrival time.

Packet payload contains data that communicate between nodes in a network. This
work characterized the packet payload using CNN and Chebyshev distance. The CNN
classified the traffic into two classes, i.e., normal and anomalous. The packet payload from
the nominal operating condition serves as a normal class, and the payload from other
packets serves as an anomalous class. Considering the possibility of unknown payloads
from a zero-day attack, in this research, we used a one percent anomalous payload for the
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supervised CNN training. Eq. (6.1) shows the convolutional operation with x as input data
from the packet payload, w represents the convolutional kernel, and 𝑏 represents bias. The
𝑐𝑖𝑛 represents the input dimension, 𝑘 represents the kernel size, and 𝑐 and 𝑗 represent the
index for the input and kernel. The output from the convolution operation (𝑧) serves as an
input for the sigmoid function (𝜎) in Eq. (6.2). The CNN operation in Eq. (6.1) and Eq. (6.2)
produced a vector variable alpha (𝛼). Eq. (6.3) shows the Chebyshev distance equation to
obtain a vector variable 𝛽. This process is based on the input from the packet payload 𝑥
and the average value of the normal traffic payload (n).

𝑧 =
𝑘−1
∑
𝑗=0

𝑐𝑖𝑛−1
∑
𝑐=0

𝑥[𝑖+ 𝑗, 𝑐] ⋅𝑤[𝑗 +𝑐]+𝑏 (6.1)

𝛼 = 𝜎(𝑧) =
1

1+𝑒−𝑧
(6.2)

𝛽 = 𝐷Chebyshev(𝑥,𝑛) = max |𝑥𝑖−𝑛𝑖| (6.3)

𝑇𝑁𝑖 = 𝑡𝑖+1−𝑡𝑖 (6.4)

𝑃 =
𝑁−1
∑
𝑖=0
𝑇 [𝑖] ⋅ 𝑒−𝑗

2𝜋
𝑁 𝑘𝑁

||||

2
(6.5)

𝐷 = max
𝑖

||𝐸𝐷𝐹𝐹 (𝑖)−𝐸𝐷𝐹𝑃𝐵 (𝑖)|| (6.6)

𝜆 =
(
𝑁𝑃 ⋅ 𝑁𝑃𝐵
𝑁𝑃 +𝑁𝑃𝐵

+0.12+
0.11√
𝑁𝑃 +𝑁𝑃𝐵 )

⋅𝐷 (6.7)

𝛾 = 1−𝑝value = 1−
(
2

∞
∑
𝑘=1

(−1)𝑘−1𝑒−2𝑘
2𝜆2

)
(6.8)

Φ = ⟨𝛼,𝛽,𝛾 ⟩ (6.9)

Packet interarrival time (𝑇 ) is calculated based on the individual packet arrival time (𝑡)
for all packet quantities (𝑁 ) depicted in Eq. (6.4). The interarrival time serves as an input
to calculate FFT amplitude (𝑃 ) in Eq. (6.5). The parameters 𝑁 in Eq. (6.5) represent the
sliding window size for all interarrival data (𝑁 ). The FFT amplitude (𝑃 ) serves as an input
for the KS equations in Eqs. (6.6, 6.7, 6.8). In Eq. (6.6), the maximum absolute difference (𝐷)
between the two Empirical Distribution Functions (𝐸𝐷𝐹 ) is based on the calculated FFT
amplitude (𝑃 ) and the baseline FFT amplitude (𝑃𝐵). The value of 𝐷 is then used to calculate
𝜆, which represents an asymptotic approximation formula in Eq. (6.7). Subsequently, the 𝜆
is then used to calculate vector variables 𝛾 based on 𝑝𝑣𝑎𝑙𝑢𝑒 in Eq. (6.8). Finally, all vector
variables are combined into a traffic distance similarity vector (Φ) depicted in Eq. (6.9).
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6.2.3 Hybrid Semi-Supervised Intrusion Detection System
The traffic characterization vector (Φ) serves as input for the hybrid semi-supervised IDS. In
this research, we proposed a hybrid sequential clustering process using SOM and DBSCAN.
Initially, SOM trains a model (𝑔) to find the Best Matching Unit (BMU) depicted in Eq.
(6.10). The best model is represented by the weight (𝑤𝑔 ) with the closest to the vector Φ.
The model with the BMU (𝑔) is used to perform a mapping from the three-dimensional
vector Φ into a two-dimensional vector Ω depicted in Eq. (6.11). The SOM application
aims to reduce data dimensionality and complexity into a lower-dimensional space while
preserving the higher-dimensional structure of the data. Therefore, despite the reduction
in dimensionality, the new vector Ω inherits the features of the payload and interarrival
time traffic characteristics.

𝑔∗ = argmin
𝑔

‖Φ−𝑤𝑔 ‖2 (6.10)

Φ→ Ω𝑔∗ (6.11)

𝑞 = DBSCAN(Ω) (6.12)

𝑞
𝑐𝐵−−→ 𝑞=2 (6.13)

The output vectorΩ from SOM is used as an input for the DBSCAN clustering algorithm
shown in Eq. (6.12). The DBSCAN classifies the data into clusters () with the number
of clusters 𝑞. The proposed IDS is intended to categorize the traffic characteristics into
two classes, i.e., normal and anomalous. However, the DBSCAN algorithm can potentially
generate more than two clusters, which does not align with the intended outcome of two
classes expected by the IDS. In this case, the number of DBSCAN clusters (𝑞) is reduced
into two cluster categories through a mapping depicted in Eq. (6.13). The mapping is
performed based on the baseline data cluster from the normal traffic (𝑐𝐵). Therefore, if a
cluster predominantly contains values associated with a normal class in partially labeled
data, it will be mapped into a normal class. Otherwise, it will be mapped to an anomalous
class. Because of some partially labeled data included in this process, we consider our
hybrid method as a semi-supervised clustering. Based on the aforementioned steps, the
hybrid SOM and DBSCAN process is then used to classify traffic distance similarity vectors
into two classes: normal and anomalous traffic.

6.2.4 Digital Substation Traffic State Transition Model
To comprehensively analyze the cyber-physical system state of digital substations, we
collect historical information on traffic distance similarity vectors and power system mea-
surements depicted in Fig. 6.3. The collected information is then analyzed on a state
transition model based on a time series plot and a 3-dimensional vector plot. The time
series plot presents time series data from distance similarity vectors and power system
measurements. Using the time series plot, this method can show the anomaly correla-
tion between digital substation traffic and power system measurements. Meanwhile, the
3-dimensional vector plot presents the distance similarity vector transition in the digital
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substation. These visualizations aim to help power system operators track the state transi-
tion of digital substation traffic and discriminate traffic anomalies due to faults, reclosures,
and spoofing attacks.
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Figure 6.3: Digital substation cyber-physical system state transition.

6.3 Experimental Results and Discussion
In this section, we present the experimental results of the proposed methods, including a
detailed overview of the dataset used, findings from traffic payload and interarrival time
distance similarity, the performance of a hybrid semi-supervised IDS, and state transition
analysis. The following subsections provide a more detailed explanation of the experimental
results.

6.3.1 Experimental Setting and Dataset
Fig. 6.4 depicts the architecture of a HIL digital substation utilized in our experiments.
The digital substation simulation consists of a power system simulator and OT networks.
The power system simulations were implemented using a RTDS. The OT communications
are implemented using several IEDs and computers. The IEDs implement the IEC 61850
standard, which ensures that the devices can utilize GOOSE messaging and employ SV for
measurements. In this research, we are focusing on the GOOSE protocol, which represents
control functionality to open or close circuit breakers in the simulated power system. In the
simulated cyber attack, the adversaries gained control of a computer in the substation and
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utilized it to carry out the cyber attack. From the computer, the adversary performs several
cyber attack scenarios, i.e., network scanning, simulating malware traffic, and GOOSE
spoofing attacks. During the attack, the IDS monitors the network traffic from the span
port of a switch in the HIL setup. The monitored traffic is used for the implementation of
the proposed hybrid semi-supervised IDS.
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Figure 6.4: Digital substation co-simulation architecture with HIL.

Table 6.1: Comparison of GOOSE Traffic Data

Data No. of IEDs No. of Packets ∑.pcap File Size
A 2 27,259 5.31 MB
B[369] 18 328,017 56.5 MB
C[442] 9 1,048,576 895 MB

The experiment utilizes data derived from the simulation conducted in the HIL simu-
lation setup depicted in Fig. 6.4. This data is denoted as data A and includes the normal
operating conditions of IEC61850 GOOSE traffic from two IEDs depicted in Fig. 6.3. Other
than data A, we also use other GOOSE attack data from the IEC61850 Security [369] and
Power Duck [442]. In this study, these two data are denoted as data B and C. The data
A, B, and C have similarities in the GOOSE communication protocols for both normal
and anomaly conditions. Table 6.1 summarizes the comparison of all data based on the
number of IEDs, the number of GOOSE packets, and the total all .pcap file size. All data
primarily represents the GOOSE traffic under normal and anomaly conditions. Therefore,
in this research, we focus on the characterization of the GOOSE under normal and anomaly
conditions. Other than the GOOSE traffic data, we incorporate data from other types of
cyber attacks, including DoS and network reconnaissance. The DoS and reconnaissance
data are collected from the attack simulation using tools hping3 and Nmap. In addition, we



6

142 6 Intrusion Detection System using Semi-Supervised Learning and Similarity Clustering

also incorporate sample attack traffic from publicly available data in [443]. The total size
for all cyber attacks is 1.5 GB.

6.3.2 Traffic Payload Distance Similarities
The traffic from the three datasets has different average sizes. The average size from the
data A, B, and C are 169.58, 165.31, and 217.02 Bytes. Fig. 6.5 summarizes the traffic size
statistical characteristics in a box plot. From all data, the maximum traffic size is 250
Bytes, originating from data C. The cyber attack data has an average size of 304.74 Bytes.
The different sizes of cyber attacks and the GOOSE lead to inconsistencies in the size
of the payload characterization processes. Therefore, in the experiment, we decided to
standardize the packet size to 256 Bytes to cover all possible GOOSE data sizes. When
cyber attack traffic exceeds 256 bytes, the extra bytes are discarded. Conversely, when the
GOOSE or cyber attack traffic is less than 256 bytes, the remaining spaces are filled with
zeros. This process ensures the consistency of the traffic payload characterization using
CNN and Chebyshev distance. The Chebysev distance calculation is implemented using
Scipy1 library, and the CNN is implemented using Tensorflow2 library.
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Figure 6.5: Comparison of packet size statistical characteristics from data A, B, and C in box plots.

Alternative distance measurement methods for anomaly detection exist beyond Cheby-
shev distance [431, 432]. In the experiment, we also evaluate alternative distance mea-
surement methodologies, including Minkowski [444], Euclidean [445], Hamming [446],
and Jaccard distances [447]. Our experiment evaluates these distance methods across all
datasets utilizing feature selection through a Random Forest [448] and ANOVA test [449].
Upon assessing five distance metrics, the average ranks are as follows: Chebyshev (1.92),
Minkowski (2.19), Euclidean (2.32), Hamming (4.74), and Jaccard (4.83). The overall result
shows that Chebyshev poses the best average rank. Based on this result, our method uses
Chebyshev as the best distance parameter.

Fig. 6.6 shows the scatter plot based on the CNN (𝛼) and Chebyshev distance (𝛽)
for three types of traffic samples. The plot shows that other types of cyber attacks are
significantly different from the GOOSE packets with a higher 𝛼 and 𝛽 score. However,
the GOOSE normal and GOOSE spoofing are relatively the same with zero values for
𝛼 score and scattered values for 𝛽 score. Therefore, the 𝛼 and 𝛽 scores are unable to

1https://scipy.org/
2https://www.tensorflow.org/
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discriminate between GOOSE normal and GOOSE spoofing. This is because the spoofing
attack originated from the normal one, and the payloads from both packet categories
exhibit similarities. Based on the plot, it appears that using CNN and Chebyshev distance
could be effective in discriminating cyber attacks in digital substations. Consequently,
CNN and Chebyshev distance are potentially sufficient to discriminate against other types
of cyber attacks in digital substations including traffic from zero-day attack cases. However,
these parameters are insufficient to discriminate between normal and spoofing GOOSE.
Therefore, more features are needed to identify the distinction between them.
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Figure 6.6: scatter plot based on the CNN (𝛼) and Chebyshev distance (𝛽) for GOOSE normal and spoofing, and
other cyber attacks.

6.3.3 Traffic Interarrival Distance Similarities
Packet interarrival time is the duration between the arrivals of consecutive data packets in
a network. It is an essential measure to analyze the patterns of network traffic, enabling
network performance evaluation, congestion, and the effectiveness of data transfer. In
this research, we use traffic interarrival time to capture the communication signature and
identify traffic anomalies. Fig. 6.7 depicts the plot for visualizing traffic characteristics from
data A, B, and C. The blue area and blue line represent normal traffic. Otherwise, the red
area and red line represent anomalous traffic.

The top row in Fig. 6.7 shows the probability density distribution with the normal
distribution curve for interarrival time. The red and blue area represents the probability
density distribution in a bar chart. Meanwhile, the red and blue lines represent the bell
curve of the data normal distribution. Based on the plot, the interarrival time of the GOOSE
attack tends to be smaller than the normal one. The bottom row in Fig. 6.7 depicts the
FFT amplitude for the traffic interarrival time. The processes of obtaining the FFT power
amplitudes are based on the Eq. (6.4) and Eq. (6.5). Subsequently, this information is then
used to obtain 𝛾 value based on the Kolmogorov-Smirnov process depicted in Eqs. (6.6, 6.7,
6.8).
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Figure 6.7: Characteristic of interarrival time from sample data A, B, and C. The top row plots show probability
density distribution with the normal distribution curve of interarrival time. The bottom row plots show FFT
amplitude for the traffic interarrival time.

6.3.4 Hybrid Semi-Supervised Classifier
The hybrid semi-supervised traffic classifier uses the vector Φ as an input. The visualization
of the 3D vector plot for data A, B, and C is depicted in Fig. 6.8. The blue node represents
normal GOOSE traffic, and the red node represents anomalous GOOSE traffic. Every axis
in the plot represents the vector element of 𝛼, 𝛽, and 𝛾 respectively. As shown in Fig. 6.8,
the normal data is not always concentrated. There is also a possibility where the normal
data is scattered, e.g., data B and C. The data B and C pose more scattered normal data
due to more variability in the normal GOOSE data. For example, data B considers normal
variable loading in the GOOSE traffic, which significantly makes the normal data plot
more scattered. The plot in Fig. 6.8 also shows that the normal GOOSE traffic signature
from different digital substations is unique. Therefore, we propose that this distinctive
signature can serve as a reference point for comparing the anomalous GOOSE traffic and
use this distance similarity parameter to perform a hybrid semi-supervised traffic classifier.
Table 6.2 shows the performance comparison of several clustering methods including KNN
[450], Agglomerative clustering [451], GMM [7, 452], SOM [438, 439], DBSCAN [440], and
our proposed hybrid SOM and DBSCAN. The SOM is implemented using the Minisom3

library, and DBSCAN is implemented using the Scikit-learn4 library.
The top of Table 6.2 shows the performance benchmarking for input 𝜓 = ⟨𝛼,𝛽,𝜏⟩,

3https://github.com/JustGlowing/minisom
4https://scikit-learn.org/stable/
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Figure 6.8: 3D scatter plots for data A, B, and C with the blue nodes represent normal GOOSE and red nodes
represent anomalous GOOSE.

Table 6.2: Performance Comparison of Clustering Methods

Methods Data A Data B Data C Average
Accuracy F1 Accuracy F1 Accuracy F1 Accuracy F1

Input 𝜓 = ⟨𝛼,𝛽,𝜏⟩
KNN 0.5665 0.4959 0.5689 0.4981 0.5755 0.5076 0.5703 0.5005
Agglomerative 0.5815 0.5814 0.5522 0.4543 0.5876 0.5024 0.5738 0.5127
GMM 0.5065 0.4935 0.5061 0.4831 0.5062 0.4867 0.5063 0.4876
SOM 0.8166 0.5649 0.8151 0.5543 0.8171 0.5837 0.8163 0.5676
DBSCAN 0.8459 0.4895 0.8319 0.4842 0.8403 0.4917 0.8394 0.4885
SOM DBSCAN 0.6401 0.6283 0.6288 0.6184 0.6497 0.6363 0.6395 0.6277

Input Φ = ⟨𝛼,𝛽,𝛾 ⟩
KNN 0.5615 0.4595 0.5046 0.4176 0.7368 0.7052 0.6010 0.5274
Agglomerative 0.5477 0.4332 0.8899 0.7675 0.7541 0.7353 0.7353 0.6924
GMM 0.6011 0.5994 0.9394 0.7697 0.7697 0.7910 0.7701 0.7200
SOM 0.8471 0.7582 0.9977 0.9951 0.9999 0.9999 0.9482 0.9177
DBSCAN 0.8424 0.4819 0.9906 0.9086 0.9969 0.6653 0.9461 0.6853
SOM DBSCAN 0.8903 0.8823 0.9942 0.9942 0.9976 0.9976 0.9607 0.9580

where 𝜏 represents Kolmogorov-Smirnov from interarrival time. Meanwhile, the bottom
of Table 6.2 shows the performance benchmarking for the input Φ = ⟨𝛼,𝛽,𝛾 ⟩, where 𝛾
represents the Kolmogorov-Smirnov from the FFT amplitude of interarrival time. From
the result in Table 6.2, the input 𝜓 has an average accuracy of 0.6576 and an average F1
of 0.5307. For the input Φ has an average accuracy of 0.8299 and an average F1 of 0.7452.
Based on these results, implementation of the Kolmogorov-Smirnov from FFT amplitude
of interarrival time improves the accuracy by 26% and the F1 score by 41%.

We evaluate the performance based on the accuracy and F1 score. According to the
result, some methods provide relatively high accuracy. However, the accuracy metric can be
misleading when dealing with imbalanced datasets, as it may produce high accuracy if the
model only correctly predicts the majority class and ignores the minority class. Therefore,
in order to evaluate the overall performance, we determined that accuracy and F1 scores
were equally important. Out of all the methods in Table 6.2 for the input Φ, SOM achieves
the highest accuracy and F1 score as a standalone method, while DBSCAN comes in second.
However, neither of them can provide the best performance compared to our proposed
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method, the hybrid SOM and DBSCAN. On average, the hybrid method is able to result in
an accuracy of 96% and F1 of 95% for input Φ. In Table 6.2 for the input 𝜓, the hybrid SOM
and DBSCAN do not provide the best accuracy. However, it increases the F1 score. From
Table 6.2, overall, the hybrid is able to improve the F1 score. Therefore, the hybrid method
is suitable for addressing an imbalanced dataset.

6.3.5 Digital Substation State Transition Analysis
This section presents the state transition analysis of digital substations based on traffic
distance similarity vectors and power system measurements. The analysis primarily
highlights the state transition between traffic anomalies due to faults, reclosures, and
spoofing attacks. In a digital substation, an anomaly of GOOSE traffic is also possibly caused
by a fault in a power system. When a fault occurs in the power system, the IEDs detect
the abnormal condition. Using the GOOSE protocol, these IEDs send an instantaneous trip
command to the breaker. In this work, we also simulate GOOSE packets due to a fault in
the power system. Fig. 6.9 depicts the comparison of the average value of 𝛼,𝛽,𝛾 under
normal, fault, and spoofing traffic. Fig. 6.10 shows the 3D plots of traffic under normal,
fault, and spoofing. Based on these plots, the traffic from normal, fault, and spoofing show
a distinct characteristic. We implemented the hybrid SOM DBSCAN to classify the data
depicted in Fig. 6.8 into three classes. The result shows that the hybrid SOM DBSCAN
can achieve an accuracy of 0.8889 and an F1 score of 0.8785. Although the result is not as
good as the two-classes classification, this result indicated that our proposed method is
also capable of discriminating fault and spoofing.
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Figure 6.9: Comparison of average value of 𝛼,𝛽,𝛾 under normal, fault, and spoofing traffic.

We conduct experiments for analyzing the performance of the methods under the
state transition from the normal, faults, reclosure, and spoofing attack. The experiments
are conducted using the HIL testbed, while the IEEE 5-bus system utilizes a real-time
implementation and testing of virtualized controllers for software-defined IEC 61850 in
digital substations. Fig. 6.11 and Fig. 6.12 show an overview of the transition from the
simulated scenarios. Initially, the system runs under normal operating conditions. In step
1, at t=1.4 s, a three-phase fault occurs in a connected transmission line. In step 2 at t=1.5 s,
the IED responds to the fault by sending the GOOSE trip command, based on the distance
protection scheme. The trip commend triggers a CB to open and change the CB status from
1 to 0. In a digital substation, the trip command is sent by a protection IED to CB circuit
breakers when a fault is detected. This action isolates the fault, protects equipment, and
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ensures system stability. After the fault is cleared, the IED aims to restore the system state
to the normal operating condition. Therefore, in step 3 at t=5.7 s, the IED sends reclosure
commands to close the CB and change the CB status from 0 to 1. After the reclosure, as
shown in Fig. 6.12, the system returns to the nominal operating conditions. In step 4, at t=9.1
s, GOOSE spoofing packets are injected into the digital substation. The spoofing GOOSE
traffic instructs to open CB. Consequently, this command led to the current anomaly. The
measured current, obtained by the Current Transformer (CT) in the substation, is zero after
the CB opens. Due to the direct connection of the substation to a generator, the voltage is
equal to the generator output voltage.
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Figure 6.10: 3D scatter plots for traffic under normal, spoofing, and faults.
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Figure 6.11: 3D scatter plots for traffic transition from normal operation, faults (1 and 2), reclosure (3), and
spoofing (4).
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Based on the experiment, we analyze the state transition of traffic distance similarities
from different steps shown in Fig. 6.11. The plots show that every step poses different vector
representation values. Therefore, it indicates that our proposed method can distinguish
between normal, faults, reclosure, and spoofing attack. This capability is crucial for the
power system operator to identify the anomalies due to fault or cyber attack. To improve
the confidence of accuracy, the fault can also be detected through measurement anomaly,
as shown in Fig. 6.12. Meanwhile, the confidence level of cyber attack detection can be
improved using anomalies from other cyber attack traffic depicted in Fig. 6.6. Based on
the cyber kill chain and the real cyber attack in Ukrainian power grids, the adversaries
potentially trigger traffic anomalies in the early stage of the cyber kill chain. Therefore,
the early stage anomaly detection in the early stage of the cyber kill chain can improve the
confidence of anomaly detection in digital substations due to spoofing attacks.
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Figure 6.12: Time series plot from the simulated events representing value of traffic vector Φ = ⟨𝛼,𝛽,𝛾 ⟩, circuit
breaker status, current (kA) and voltage (kV).

6.4 Conclusion
In light of the increasing threat that comes from cyber attacks targeting power grids, it
is critical to enhance the capabilities for detecting such attacks in the power grids’ OT
systems. It is necessary to acknowledge that we are now living in a world where AI is
playing an expanding role, particularly with the development of advanced AI models such
as deep learning, physics-informed models, and generative AI models. However, existing
AI-based IDS for power grids are limited in their ability to achieve optimal performance
because of the limited availability and access to the data from the power grid’s OT.

In this study, we introduced an innovative hybrid semi- supervised method to detect
anomalies in power grid digital substations. The proposed method aims to address limited
data availability for AI model training, especially for zero-day attacks. This method
works based on the novel digital substation distance similarity vector, which consists of
traffic payload and traffic interarrival time distance similarities. The experimental results
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demonstrate that our hybrid SOM and DBSCAN algorithm outperforms other clustering
methods, achieving accuracy and F1 score levels exceeding 95% respectively. In addition,
the implementation of the Kolmogorov-Smirnov from FFT amplitude of interarrival time
improves the accuracy by 26% and the F1 score by 41%. The method can also classify normal
faults and spoofing with an accuracy of 0.8889 and an F1 score of 0.8785. In future works,
our proposed methods can be enhanced by incorporating power system measurement
data. This will enable a more thorough evaluation of the cyber-physical power system. In
addition, the traffic distance similarity vector and hybrid semi-supervised model can also
be implemented in other OT communication protocols beyond IEC61850.
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7
Conclusion and Discussion

7.1 Conclusion
This thesis addresses the challenges of the advanced persistent threats on cyber-physical
power systems. To address the challenges, this thesis proposes APTs detection and cor-
relation methods for CPPS by considering APT characteristics, including stealthy tactics,
prolonged persistence, and exploitative use of zero-day vulnerabilities. The thesis is or-
ganized into five chapters with five RQs dedicated to addressing specific challenges. The
detailed results and conclusions from every chapter and RQ are listed below.
Chapter 2 (RQ 1): How to unveil the characteristics of cyber attacks on power grids by
considering the cyber attack taxonomy, impacts, power grids OT vulnerabilities, and network
security control? How to design a high-fidelity model of the cyber attack on power grids?

Chapter 2 investigates the evolving correlation between technology and vulnerability
in power systems, where the drive for efficiency through digitalization comes at the
cost of increased attack surfaces for cyber threats. The investigation results provide a
taxonomy of cyber attacks that are specific to power grids, categorizing a variety of attack
types that threaten the stability and reliability of the system. This chapter also unveils
vulnerabilities in power grid operational technology, specifically targeting vulnerabilities in
communication protocols and software applications that may be susceptible to exploitation.
To address these vulnerabilities, the implementation of secure communication protocols
and advanced network security measures are highlighted as essential to improving the
grid’s resilience against cyber threats. Furthermore, chapter 2 also presents the design
of a high-fidelity cyber-physical co-simulation model for power grids. The co-simulation
model is integrated with cyber range to enable controlled simulations of cyber attacks. This
CPS model integrates digital and physical dimensions, providing a basis for developing
high-fidelity cyber-physical power system simulation. From this standpoint, the proposed
model is fundamental for experimenting with unforeseen cyber threats to power grids. In
summary, chapter 2 serves as a crucial foundation for comprehending the new domain
of cyber attacks on power grids by examining its vulnerabilities, emerging solutions, and
experimental design. The fundamental understanding serves as a compass for directing
research towards viable methods for enhancing cyber security in power grids.
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Chapter 3 (RQ 2): How to identify stages of APT targeting cyber-physical power systems
that incorporate IT and OT attack stages while integrating the complex operational conditions
of power systems?

Chapter 3 presents a novel Advanced Cyber-Physical Power System (ACPPS) kill chain
for identifying APT stages in CPPS. The proposed ACPPS kill chain incorporates IT and
OT attack stages and considers the complex operational conditions of power systems.
There are six major stages in the ACPPS kill chain, including attack preparation, initial
engagement, main attack, physical system engagement, power system impact, and social
impact and recovery. These stages have more detailed substages which consider more
detailed processes in IT/OT and power systems. The key contribution of the ACPPS
kill chain lies in its profound integration of cyber and physical processes within the
power system. This integration transcends traditional boundaries, emphasizing a systemic
perspective where the cyber attack process in the IT/OT can affect power systems in
various spectrums of attack impacts, including power system anomalies, point of no return,
cascading failures, and wide area system backout. Therefore, the ACPPS kill chain enables
power system operators to navigate the complex interaction of cyber attacks within a
cyber-physical power system and facilitate comprehensive interaction with both digital
and physical aspects of system resilience. This chapter marks a pioneering step toward
integrating cyberspace and physical power systems into a unified cyber-physical system. It
highlights a broader perspective on anomalies, considering both cyber and physical aspects.
Additionally, it provides a comprehensive, staged analysis representing the interactions
and processes between the cyber and physical components of power grids. This chapter
reflects the changing paradigm of convergence, where cyber-physical systems transcend
their duality to be regarded as a unified entity.
Chapter 4 (RQ 3): How to detect stealthy APTs on power grids with minimum anomalies
and insignificant changes compared to legitimate traffic?

Chapter 4 presents CyResGrid to detect stealthy APTs in power grids with infinitesimal
anomalies and insignificant deviations from legitimate traffic that implemented using
a SDN. CyResGrid is specifically developed to identify cyber attacks during their early
stages, such as network reconnaissance, by analyzing OT network traffic throughput. It
enables operators to pinpoint and monitor system-wide attacks through an attack graph
map that provides a topological visualization of potential threats in near real-time. The
core of CyResGrid is a hybrid deep learning model, which classifies OT network traffic as
normal or anomalous. This model integrates GC-LSTM with a CNN. The hybrid models
provides superior accuracy in detecting anomalies caused by cyber attacks. The GC-LSTM
initially normalizes traffic data, learning the patterns of OT network throughput. Then, a
finely tuned CNN, optimized via Bayesian methods, detects the OT traffic anomalies. This
combined model achieves high performance and reduces false positive rates. The results are
indicated by enhanced Geometric mean and F1 scores, outperforming state-of-the-art deep
learning-based classifiers. Furthermore, by continuously monitoring network throughput
and mapping detected anomalies on an attack graph, CyResGrid empowers operators to
respond swiftly and effectively addressing the challenge of stealthy APT detection in power
grids. This innovative approach enhances real-time situational awareness, transforming
it into a profound defense against APTs in power grids, particularly in the infinitesimal
anomalies. Through the implementation of a highly sensitive detection system for in-
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finitesimal anomalies, the proposed method enhances understanding of the operational
technology characteristics of power grids and enables the mitigation of stealthy APTs.
Chapter 5 (RQ 4): How cyber and physical anomalies caused by APTs in cyber-physical power
systems can be effectively detected and correlated, particularly in the context of prolonged
attacks with non-deterministic temporal anomaly instances?

Chapter 5 presents a novel spatio-temporal detection and prediction framework that
enables power system operators to locate and respond to anomalies in near real-time.
This method monitor OT communication traffic using distributed semi-supervised DPI
classifiers connected to SDN-enabled switches. Based on this connected architecture, each
observation point provides information to the SDN controller, constructing a cyber anomaly
graph and a power system graph based on circuit breaker statuses. To correlate cyber and
physical anomalies, a Cyber-Physical System Integration Matrix (CPSIM) is used, which
enables spatio-temporal correlation and situational awareness. The EGC-LSTM model
processes these correlations, with sequential and neural network filters predicting potential
APTs propagation. This method extends standalone detection by integrating both cyber
and physical components. A comprehensive understanding of complex cyber-physical
systems is required for addressing anomalies in cyber-physical power systems. In such
interconnected systems, cyber and physical elements cannot be fully separated as they
are interdependent. Furthermore, the AI-based method also provides an online situational
awareness for power system operators to pinpoint system-wide cyber-physical anomaly
locations in near real-time and preemptively mitigate APTs at an early stage before causing
adverse impacts.
Chapter 6 (RQ 5): How to detect APT’s zero-day attack in a power system considering
behavioral characteristics of OT communication traffic and limited preliminary knowledge
about the attacks?

Chapter 6 presents detection strategies for APT’s zero-day attack based on the char-
acteristics of power system OT communication traffic. The OT traffic is characterized
by a distance similarity vector derived from packet payload and interarrival time. The
payload parameters are obtained using Chebyshev distance and CNN. The interarrival
time parameter is obtained using novel time-frequency traffic characterization based on the
Fast Fourier Transform and Kolmogorov-Smirnov. This time-frequency method enhanced
statistical-based methods that are unable to adequately discriminate between normal and
anomalous traffic due to the insignificant distinctions between them. The payload and
interarrival time parameters are combined into distance similarity vectors as an input for
clustering algorithms. Subsequently, a hybrid semi-supervised clustering based on SOM
and DBSCAN is implemented to classify the traffic as normal or anomalous. The hybrid
combination of them aims to improve classification performance and address the imbal-
anced datasets. The findings demonstrate that the proposed method effectively identifies
zero-day attacks while enhancing accuracy and F1 score. This finding aligns with the
needs for zero-day attack detection and the growing cyber threats to power grids. Our
model is intended to mitigate potential future attacks, by providing a proactive strategy
for protecting power grids. This ability to mitigate zero-day threats not only improves
cyber threat intelligence but also substantially strengthens the resilience of power systems
against unforeseen attacks.
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7.2 Discussion and Future Research
This thesis presents scientific advancements in anomaly detection for cyber-physical power
systems by addressing critical limitations in state-of-the-art research. Traditional anomaly
detection approaches primarily rely on signature-based methods and supervised learn-
ing models, which are constrained by their dependence on extensive data availability for
generating signatures or training AI models. These limitations render them ineffective in
detecting zero-day attacks. Additionally, current methods focus on detecting individual
anomaly instances without considering the correlations between them, making them inad-
equate for addressing the nondeterministic nature of APTs. To overcome these challenges,
this thesis introduces a novel approach to anomaly detection rooted in the fundamental
characteristics of OT communication traffic in power grids. By leveraging an in-depth
understanding of OT traffic, our proposed AI-based innovations are capable of identifying
infinitesimal anomalies and detecting zero-day attacks. Furthermore, the thesis pioneers
an innovative method for analyzing the spatio-temporal correlations of anomalies within
cyber-physical power systems. These contributions empower power system operators to
effectively mitigate the challenges posed by APTs, enhancing the overall resilience and
security of modern power grids.

Future research built on this thesis should explore adaptive and real-time solutions
for detecting and mitigating APTs in CPPS under increasingly complex and unpredictable
conditions. One approach entails strengthening the proposed ACPPS kill chain model by
integrating comprehensive insights into human factors, specifically the responses of power
system operators, to improve situational awareness during cyber and physical anomalies.
Future research should also take into account the dangers posed by insider threats, which
are beyond the scope of this thesis. Furthermore, future research can conduct a more
thorough investigation of CPPS, utilizing more power system measurements to capture the
complexities of power system dynamics. These directions will contribute to enhancing the
resilience and security of CPPS, equipping them to better withstand advanced cyber threats.
Finally this thesis highlights the double-edged sword of technological advancement in
power grids. While innovation and digitalization enhance operational efficiency, they also
introduce new risks and challenges. Despite these vulnerabilities, advancing intelligent
power grid technology is essential and must continue. Past cyber attacks on power grids
should be viewed not merely as obstacles but as catalysts for system evolution, offering
valuable lessons for resilience. As adversaries grow more sophisticated, operators must
continually enhance their own capabilities, staying ahead with proactive strategies and
adaptive defenses.

The relevance of this thesis is underscored by the evolution of cyber threats, which have
extended far beyond data breaches in the digital realm to inflict tangible harm in the physical
world. Critical infrastructures, particularly cyber-physical power systems, are increasingly
vulnerable to cyber threats, which can lead to cascading failures, physical damages, and
potentially threaten human life. These imminent threats have been exemplified by a series of
cyber attacks on Ukrainian power grids in 2015, 2016, and 2022, where attackers successfully
disrupted energy supplies and demonstrated the devastating impact of cyber attacks on
critical infrastructure. These events underscore the growing urgency of enhancing cyber
security in critical infrastructure, especially given the evolving geopolitical landscape where
such attacks are leveraged as tools of modern warfare. In this context, the innovations
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introduced in this thesis are not only timely but also essential. This thesis contributes to
society by presenting early-stage attack detection for minimizing the impacts of cyber
attacks on power grids. Ultimately, the findings of this thesis provide relevant solutions
for protecting critical infrastructure, reinforcing its importance in addressing the pressing
global issue of critical infrastructure security.
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