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A Method to Compute the Probability of
Positioning Failure for Vehicles in the Context of
Dependence Between Parameter Estimation and
Statistical Hypothesis Testing

Sebastian Ciuban @, Peter J.G. Teunissen

Abstract—Positioning technologies are widely used in auto-
motive, aviation, rail, and maritime safety-critical applications.
Therefore, the computation of the probability of positioning
failure for vehicles, which is the probability that the position esti-
mator is outside a safety region, is of interest for positioning safety
analyses. Since parameter estimation and statistical hypothesis
testing for model misspecifications are commonly employed
in positioning algorithms, the resulting position estimator is
conditioned on the statistical hypothesis testing outcome. Hence,
the probability density function (PDF) of the vehicle position
estimator that accounts for the dependence between the two
inference concepts should be used in the computations. In this
contribution, we propose a method to compute the probability
of positioning failure using the PDF of the vehicle position
estimator, which accounts for the aforementioned dependence
and is based on rare event simulation techniques, specifically
Importance Sampling and the Cross-Entropy method. We apply
the proposed method to a satellite-based positioning scenario, in
decimeter precision, of an automated vehicle. The results show
that the proposed method enables extensive positioning safety-
analyses giving insights that can be used in the development of
positioning algorithms and deciding whether safety targets and/or
requirements are met. Finally, we discuss some limitations of the
method and propose several further improvements.

Index Terms—Probability of positioning failure, Detection
Identification and Adaptation (DIA), Rare event simulation,
Importance Sampling, Cross-Entropy Method.

I. INTRODUCTION

OSITIONING via Global Navigation Satellite Systems

(GNSS) and/or Terrestrial Networked Positioning Sys-
tems (TNPS) is widely used and of interest, along with
other sensors (inertial measurement units, cameras, LiDAR,
etc.), in several safety-critical applications, such as automotive,
aviation, rail, and maritime [1]-[5]. Based on these positioning
technologies, a vehicle position estimator X € R™ can be
formulated and its probability density function (PDF) fx (z)
can be obtained. Positioning safety analyses often have the
objective to quantify the probability of the event of positioning
failure 7 = {X € B°} with B¢ C R" being the complement
of a chosen safety-region B C R™ [6]. The probability of
positioning failure is expressed as

Pr=PEeB) = B{fg(x)dz. (1)
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Based on (1), positioning safety analyses can be performed,
and the obtained probability can be used to check compliance
with application-specific requirements or guidelines (e.g.,
for automotive [7], or for aviation [6]). Moreover, there is a
wide range of applications in which safety analyses are also
based on the probability of failure, with respect to (w.r.t.)
the events of interest, such as safety analyses for nuclear
power plants, aerospace systems and structural safety [8]-[10].

The computation and analysis of (1) align with the scenario-
based safety assessment framework used for automated
and autonomous vehicles [11]-[13]. In accordance with the
principles of this framework, positioning safety analyses
can be conducted at the design stage of the positioning
algorithms, where decisions are to be made regarding (i)
measurement models, (ii) parameter estimation methods
for the position vector, (iii) statistical hypothesis testing
procedures to accommodate for model misspecifications (e.g.,
outliers or faults in measurements), and (iv) positioning
scenarios for vehicles, among other factors. Since the
vehicle’s position estimator X € R"™ is often an outcome of
parameter estimation and statistical hypothesis testing for
model misspecifications [14]-[17], it is critical to account for
the dependence between the two statistical inference concepts
in the PDF fx(z). Teunissen has introduced a theoretical
framework that rigorously treats this dependence and gives
access to fx (x) in the distributional theory for the Detection,
Identification, and Adaptation (DIA) method [18]. Failing to
account for the dependence between parameter estimation and
statistical hypothesis testing, the computation of (1) can lead
to unrepresentative results (e.g., overly-optimistic [19], [20]).
This type of implications has been recognized in various
other disciplines such as mathematical statistics, biometrics,
econometrics, and signal processing [21]-[26].

To perform positioning safety analyses, one must compute
(1), which is challenging mainly because the PDF fx (z)
is generally multimodal and its integration over the region
B¢ C R™ for n > 1 is non-trivial. Existing methods in the
GNSS positioning literature primarily focus on analytical
upper-bounding techniques of Px based on univariate PDFs
(i.e., when n = 1), which have been developed for civil
aviation applications where the vertical component of the
position estimator is of main interest [27]-[29]. Furthermore,
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recent research explored upper-bounding approaches in
the framework of Bayesian statistics and extreme value
theory [30]-[32]. In the context of positioning safety for
automotive applications, the extent to which the upper-
bound overestimates its actual value when n > 1 (e.g.,
for a two-dimensional position vector) is still unclear or
is not specifically addressed [33]-[35]. Therefore, we turn
our attention to numerical integration techniques, such as
Monte Carlo methods, to compute Px directly without
upper-bounding it, which is a reasonable decision in the
context of scenario-based safety assessments. However, if Pr
is required to be ’small’ (e.g., Px < 10~7) then the standard
Monte Carlo method becomes computationally inefficient due
to the large pseudo-random samples needed to be generated
from the PDF of interest fg(x) [36]. In this situation, one
can apply principles from rare-event simulation [36], [37].
To the best of our knowledge, there is currently a lack of
methods for computing (1) that address the challenges and
shortcomings mentioned above, specifically accounting for
the dependence between parameter estimation and statistical
hypothesis testing. Therefore, we propose a method to
compute (1) which: (i) exploits the structure of fxz(x) by
operating on its conditional components [18] while allowing
the position vector to have a dimension n > 1, (ii) uses
principles from rare-event simulation, specifically Importance
Sampling (IS) and the Cross-Entropy (CE) method, for
computing ’small’ probabilities [37], [38], and (iii) quantifies
the simulation uncertainty of the obtained results. We
demonstrate the applicability of the method in the context of
a GNSS-based decimeter precision level positioning scenario
of an automated vehicle. The chosen scenario serves as an
example and is not restricted to GNSS-based positioning
as other positioning technologies can also be used (e.g.,
TNPS [2]). The methodological framework presented in
this contribution is applicable beyond the automotive field,
such as civil aviation, shipping, and rail. An extensive
and component-wise positioning safety analysis is made
possible for multivariate position estimators of vehicles while
accounting for the dependence between parameter estimation
and statistical hypothesis testing in their PDFs.

This contribution is organized as follows. In Section II
we briefly review the main principles of the distributional
theory for the DIA method to arrive at the expression of
the estimator X € R"™ which captures the aforementioned
dependence (called the DIA-estimator) and at the expression
of its PDF fx (). In the first part of Section III, we formulate
the probability of positioning failure based on fx(z) and
treat it as a rare event simulation problem. The second
part of Section III describes the proposed method for the
computation of (1) based on the principles of IS and the
CE method. In Section IV we apply the proposed method
to carry out a positioning safety analysis for an automated
vehicle whose position vector is determined, at the decimeter
level, based on GNSS. The probability of positioning failure
is computed for a worst-case scenario, in a single epoch
(snapshot) and as a function of the vehcile’s orientation,
based on which conclusions can be drawn whether safety

targets or requirements are met. In Section IV we also discuss
the limitations and potential improvements of the proposed
method. Section V contains a summary and conclusions of
this contribution while suggesting several directions for future
work.

Throughout the paper we make use of the following
notation: an underscore denotes a random quantity (e.g., the
random vector x € R™), fi(x) is the PDF of x, Ey_(x) is
the expectation operator, and Dy (x) is the dispersion or
variance operator. The joint PDF of two random vectors
x € R" and t € R" is denoted fy(z,t). The PDF of
a random vector x conditioned on an event £ is denoted
fxje(x|€). The probability of an event £ is denoted by
Ps = P(£). A projection matrix is denoted as ITn and it
projects orthogonally (w.r.t. some metric) onto the range space
of the matrix A € R™*" (R(A)). For the weighted squared
norm of a vector, we use the notation ||.|[3, = (.)7Q7'(.).
If the squared norm is w.r.t. the identity matrix then it is
denoted ||.||2.

II. REVIEW OF COMBINED PARAMETER ESTIMATION AND
STATISTICAL HYPOTHESIS TESTING

In this section we review the main principles of the
distributional theory for the Detection, Identification, and
Adaptation (DIA) method [18]. Based on these principles, the
PDF of the DIA-estimator, which accounts for the statistical
dependence between parameter estimation and statistical
hypothesis testing, is obtained. This PDF is then used to
formulate the probability of positioning failure in Section III.

Let us assume a random vector of observables (e.g.,
based on the (pseudo)range measurements from a positioning
system) y € R™ which is normally distributed

y~ N (AX, ny) ; (2)

where A € R™*" is the design matrix with rank(A) = n,
x € R" is the vector of unknown parameters, and Qyy, €
R™>™ is the symmetric positive definite variance-covariance
matrix of y € R™ . We consider model misspecifications of
the mean of y (e.g., due to outliers in the observables) as these
are the most common in practice [39]. The following multiple
statistical hypothesis testing problem is formulated,

7‘[0 : Efl (X) = Ax vs. Hi;ﬁo : Efl (X) = AX+ C7b1 (3)

for i € {0,...,k}, where C; € R™*% models the type of
model misspecification, rank([A, C;]) = n + ¢;, and b; € R%
is the model misspecification (e.g., outlier). The redundancy
of Ho is 7 = m — rank(A). The statistical testing procedure
can be designed using the vector of misclosures

Qi = BT QyyB, )

where B € R™*" is a basis matrix of R(A)* (i.e., BTA =
0,-xn). The vector of misclosures provides a measure of in-
consistency between the model under H and the observations,
and has its dimension equal to the redundancy r. Furthermore,
it is possible to link the Best Linear Unbiased Estimators

t= BTXa
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(BLUESs) of x € R™ under the H;-o’s and Ho using t € R”
as follows [18]

Xz‘ _ L, —L; Xo . o Onxr ;0 =10
M - [Ow L, ] [t] it L= {A+cic¢ >0
Vi

4)
where X, = ATy and At = (ATQ}%}A)’1ATQ};},1
from the system of normal equations (ATQA)%, =
ATQ;yl y. The BLUE-inverse of Ci, = BTC; is C:Z =
(CTQn'Cy,)1CT Q. Note that the transformation in (5)
is in block-triangular form and its inverse is simply V;* =

, T
[OI" H . The PDF of [KT ET} > under a H,, is
rXn T
' X; X+ A+Ricaba
o M NN({ B Caba } ©)
Qﬁof(o + L’LQttLlT _LiQtt
_QttL'LI' Qtt ’

where R; = 1,, — C; (BTC1)+BT projects along R(C;)
and onto R(A, QyyB(BTC;)*) with (BTC;)* being a basis
matrix of the null space of C7B. The variance-covariance
Qsoxo = (ATQ}A)™! is the one of %,. For a given #,,
we emphasize the following two-cases for the joint PDF of

B
el Jx, () fe(0)
fzuﬁ( 1) {75 fil(x)fg(t)

which shows that, for 7 > 0, the BLUEs X, and the misclosure
vector t are dependent.

Lifi=0

7
,ifi >0, @

A. Partitioning of misclosure vector space

Partitioning principles are applied to the misclosure vector
space R" to map’ the hypothesis testing problem (3) to a
partitioning problem. A partition of R" can be formulated
based on P; C R”, for i € {0, ...,k} such that U¥_ P, = R"
and P;NP, = {0} for ¢ # I. Hypothesis H,;, for i € {0, ..., k},
is selected as the most likely one if and only if t € P;, leading
to the result of the procedure: X,. The partitions can be defined
as follows

Po={teR" | |3, <X%(r0)},

Pi#o—{fGRT|t§é7)0, Ti:l
€

max
{10k}

®)
Tl} )

where [t]|g,, is the overall model test statistic, X2 (r,0) is
the critical value for a level of significance «, and T, is the
result of the following transformation [39], [40]

Il = CDFXQ(ql,O) (HHCWE”(QQW) ’ (9)

where CDF,2(,, 0)(.) is the cumulative distribution function

(CDF) of X2(q1,0). [Me, tl3, * X*(a.0). M, =
Cy,C{, and T, has a uniform distribution on the interval
[0,1] under Hg. In this way, all T,’s will have the same PDF
under Hg, since the dimension of the model misspecification

b; € R% would generally differ across the alternative hypothe-
ses. Therefore, the maximum among them (L) corresponds
to the most likely H;.o. Note that if the dimension of the
model misspecification is the same across the alternative
hypotheses, then the transformation step in (9) is not needed
and the maximum across |[TIc, t[|3, can be found directly
to obtain L Fig. 1(a) shows partitions obtained for a simple
example. For other types of partitions (e.g., inclusion of
undecided regions when discriminating between hypotheses
is challenging), we refer to [41]. We also mention that the
statistical hypothesis testing procedure can be formulated
equally, based on the residual vector &, = y — AX,, which
gives &, = QyyB Qt_tl t leading to the equality of the quadratic
forms [[&][3,, = [|t[3,, * X2(r,0).

Fig. 1. (a) Partition of R"=2 when A = [1 1 1]7, x € R, Qyy = I3, and
C; = ¢;’s are the canonical unit vectors for ¢ = {1, 2, 3}. The dashed lines
(in cyan) are the spans of the vectors BT c;. (b) Partition of R"=2 along with
pseudo-random samples (’dots’ coloured in orange) generated from fi(¢|H2)
(as an example). Under H2, the samples from f;(t|H2) are shifted away
from the origin along the vector span of BT c.

B. Statistical hypothesis testing decisions and their probabil-
ities

The decision outcome in statistical hypothesis testing is
determined by where the misclosure vector t lands in R”
with partitions P; C R", for ¢ € {0,..,k}. Under H,, the
decision results are: (i) Correct Acceptance (CA) of Hgy when
t € Py, and (ii) False Alarm (FA) when t ¢ Py, or specifically
the FA per alternative hypothesis when t € P; for ¢ > 0. The
probabilities of these decisions are given by

k
Pca =P (t € PolHo), Pea =Y P(t€Pi|Ho),

=1

where P(L S 'Pz"Ho) = Pra,, Pra = Zle Pra, = a is the
level of significance, and Pca + Ppa = 1. Similarly, under
H,, for a > 0, the outcomes of the decisions are: (i) missed
detection (MD) when t € Py, (ii) Correct Identification (CI)
when t € P, , and (iii) Wrong Identification (WI) t € P; for
i ¢ {0,a} (see Fig. 1(b)). The probabilities of these decisions
are given by

Pup, =P (t € Po|Ha), Pcr, =P (t € PalHa),

(10)

k
Pwr = Z P(t € PilHa), ()

i#0,a
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where P (t € P;|H,) = Pwi, and the decision outcome of
Correct Detection (CD) is given by Pcp, = Pcr, + Pwr
fulfilling Pyp, + Pep, = 1. The probabilities in (11) depend
on the unknown model misspecification b, € R9= since

fi(t/Ha) = N (BT Caba, Qut).

C. DIA-estimator and its PDF

The combined parameter estimation and statistical hypothe-
sis testing procedure, in the forms discussed previously, can be
captured by the Detection (D) Identification (I) and Adaptation
(A) procedure, summarized as follows

{if t € Py (no D) — output X, (12)

ift ¢ Py D) = t € Pizo (I) = output %; (A).

The procedure in (12), or any procedure of similar form (e.g.,
[27]), can expressed in terms of the DIA-estimator

_ X
x=<"
Ki?

where the indicator function p;(t) = 1 if t € P; and 0
otherwise. The PDF of X follows from Theorem 1 in [18]

fe(x) = 2{:

i=0 7 Pi

if t € Py compact form
. _—
ifte Pi;ﬁo

%<

k
=Y %p(1), (13)
=0

f&pﬁ (xvt) dt, (14)

which, in general, is a multimodal PDF. The conditional
components of fgz(x) on the testing decisions of CA, FA;,
MD,, CI,, and WI; can be obtained from fx(x|Ho) and
fx (x|H,) for a # 0. The probability of positioning failure
and its conditional components are formulated in Section III,

based on (14), together with the proposed method to compute
them.

D. Remarks on the dimensions of vector spaces

In this subsection we make several remarks about the
dimensionality of the unknown parameter x € R™ and of
the misclosure vector t € R” for GNSS-based positioning
applications. One may not be interested in the complete
parameter vector x € R"™, but only in the components
corresponding to the 1D, 2D, or 3D position. The linear
transformation that gives the desired position components
can be expressed as 0 = H'x € RP with p < n. Further
developments are done in terms of x € R™, however a similar
route would apply also for 8 € R? [18].

The redundancy under Hy, and therefore the dimension
of the misclosure vector t € R", depends on the chosen
positioning technology, like, for example, GNSS. In this case
it depends on the number of observed GNSS satellites, type of
observables, from how many frequencies these observables are
obtained, the number of parameters to be estimated, etc [42].
As we will see in Section IV, in the case of a GNSS receiver
which obtains code-based pseudoranges from 15 GNSS
satellites of two constellations (e.g., 8 GPS and 7 Galileo
satellites) at a single-epoch (snapshot), on a single-frequency,
with the objective to estimate the 3D position vector and

the receiver clock bias, then (i) »r = 15 —4 —1 = 10 if
the Inter System Bias (ISB) is considered unknown, or (ii)
r =15—4 = 11 if the ISB is considered known [42]. If more
than two GNSS constellations are considered, under similar
assumptions, r could reach values around 40.

III. METHOD TO COMPUTE THE PROBABILITY OF
POSITIONING FAILURE AND ITS COMPONENTS

In this section we present the expression of the probability
of positioning failure, its conditional components, and intro-
duce a method developed to compute them. The starting point
is the probability of positioning failure re-expressed from (1)

Pr(b)= [ fu(a)dr

5)

where the dependence on the model misspecifications is ac-
counted in the notation with b = {by,...,by} for ¢ > 0, and
B¢ =R"/B is the complement of the safety-region B C R™.
Applying the law of total probability to (15) yields

() = P ([ fealio)a ) +

Pr|Hi(bi)

with P(Hy) and P(H;), for ¢ > 0, denote the apriori proba-
bilities of the hypotheses. Combining (14) and (16), it follows
that

k
Pr(b) =P(Ho) | D Ep . (1;(x0)[Ho) | +
7=0
k k
D OP(H) [ D Er . (i 0)H) |
i=1 =0

17
where the *joint” indicator function 1,(x,t) = 1if [x” t7]7 €
(B°NP;), and 0 otherwise. The two summations of joint
probabilities in parentheses in (17) are rewritten below, ex-
plicitly incorporating the statistical testing decisions into the
notation,

k k
Z Efs, (L;(x,t)[Ho) = P#|CAPca + ZP}‘|FAJ' Pra;,
=0

Jj=1

k
> Eje . (1(x,t)[H;) = P#MD; Pup, + P#|CL Per, +
=0

k
> Pr|WIL Py, -

J#0,0
(18)
where Pz|E is the probability of positioning
failure conditioned on the testing decision & €
{CA, FA;, MD;, CI;, WL;}. These decompositions are

schematically illustrated as a ’failure-tree’ in Fig. 2, where
Level 1 corresponds to (18) and Level 2 corresponds to (16).
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"""""""""""""""""""""""" Pr(b) [Level 2| Q;OI)A(O G){OTGQOI. The option in (24) is preferred for
P(#o) P(Hs) moderate to high dimension of s; € R+ (e.g., > 5).
Applying the change of variable from (24) to (20) we obtain
I 2 U k .
PriH=>" Ey, (1, (U;'2) [H), (25)
Pca, Pray| -« \Pra, Pmb, / Per) Pwiy Pwi_, =0 P
J
Pr|CA  Pr[FA; Pr|FA;, PzMDj P#|CI, Pr[WI, Pr|WI;_; a LG
where Ut = Xoo MU and the number of
Fig. 2. Representation of Px(b) as a "failure-tree’. Level 1 corresponds to J Orxn Gy

(18) and Level 2 to (16).

The objective of our proposed method is to construct the
’failure-tree’ in Fig. 2 by computing all of the components
from Levels 1 and 2.

A. Computation of Level 1 Components

To illustrate the computational steps for an arbitrary compo-
nent from Level 1, we introduce the following generic notation

Pxr|Ho, if H="Ho
PrlH = . .
Pr|Hi(b;), ifH="H,;forie{l,.. k}.
(19)
From (17) it follows that
Pr|H = ZEf (1,(x, t)|H), (20)
Xj

where X; denotes the 4™ joint-probability component of the
sum. The first step is to reparametrize the components X,
noting that the number of distributional parameters defining
each f; (z,t|H) increases quadratically, up to [(n +r) +
(n+7r)(n+r+1)/2], primarily due to the variance-covariance
matrix. To mitigate this quadratic increase in dimensionality
we start from

F(j] Qu.e = {Qf{oﬁo +LthtL;“F —L;Qt
t] Y *QttLjT Qi

An approach is to apply a change of variable to the expected
values in (20) such that they are expressed w.r.t. PDFs which
have simpler forms (e.g., identity variance-covariance matri-
ces) [43]. Suppose an invertible linear transformation defined
by U; : R+ — R(™+7) applied to (21), which gives the
following pair

.2

5;

Z—US s. =U7lg

J =5 2 = Y =

(22)

One could make use of the readily-available transformation
in the block-triangular form V; in (5) and its inverse to set

I, L, Qsozs Onxr
U, = n ¥ = Q,., = XoXo nxr ’ 23
J |:07’><n I’I":| Q 7 |:0r><n Qtt :| ( )

or proceed with a omne-time Cholesky decomposition of

Qsoxo = Gx,GE, and of Qi = G¢G{ to set
Gyl GL'L, L Opxr
U] B |:0’l“><0n G(j:l ” QZij B 07‘><n I'r ’ (24)
where G_ is already obtained by solving the system of

normal equatlons from (5) by making use of ATQ 1A =

distributional parameters of f, (z[H) is 2(n + r). Note that
the dimensionality of the components S; now increases
linearly rather than quadratically, as was the case for X;
in (20). It is the expression in (25) that is used in the further
developments and analysis.

The second step is to generate /V; independent and identically
distributed (i.i.d.) pseudo- random samples from f, (z|H) to
compute (25) via standard Monte Carlo (MC) [36],

IP;|H:§:O Zn (

Je1

) . (26)

g,
where the underscores in P|H and in S ; indicate that the
quantities have been numerically computed and thus includes
simulation-related uncertainty. For simplicity we consider
N; = N forall j € {0,...,k}. The component-wise mean
and simulation variance (d1spers1on) are [44]

S;(1-S;)
7]\[ .
The results of E¢(.) and Ds(.) correspond to the Bernoulli
distribution. If the objective is to compute a target value

S; = 107 with /Dy (§j|7-l) = 10719, then the required

number of pseudo-random samples would be N = 10*!. This
illustrates the main challenge in rare-event simulation: the
requirement for an extremely large number of pseudo-random
samples to achieve a desired simulation standard deviation.
To tackle this problem, a different approach from the standard
MC method is needed.

Er (S,IH) =8;, Dy (S,|H) = (27)

Importance Sampling (IS) is a reasonable candidate to
be considered as it can achieve simulation variance reduction
without a significant increase of the required pseudo-random
samples [37]. It has found applicability across a wide area
of safety-critical applications, such as reliability analyses
for structures, nuclear power plants, and for computation of
probabilities of collision events in aviation [45]-[47]. Based
on the principles of IS, the expected values in (25) can be
re-expressed as

PrlH = i Ef (]lj (U;lz) £; (2) |H)’

S;

(28)

fo, (2[H)

where £;(z) = ———". The newly introduced PDFs f; (2)

Ji\z) . .
are called IS densities, auxiliar densities, or proposal densities
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[44] [48] A necessary condition for the IS densities is

1;(U; 12)f; (2) # 0 whenever 1 (U ) f2, (2|H) # 0 [48].
leen N = N, for all j € {0,...,k}, i.i.d. pseudo-random
samples generated from the IS densuies fj(z), then (28) can
be computed as

where P | is an unbiased estimator of Pz (b) if the condi-
tions for the IS densities are met [44], [48]. The simylation
variance of the numerically computed j® component S ;18

oy (5 - 2 (0D BOR) -]

which can be used as criteria for the choices of the IS densities
to achieve variance reduction. One can notice from (30)
that the following IS densities are giving exactly zero vari-
ances [37]

(30)

~ ]lj (U]_lz)
f* = =
i) S;

fu, (21P0) o

These theoretically optimal IS densities are the best in a
minimum variance sense. However, as they depend on the
unknown quantities of interest, their use is not feasible in
practice. Instead, one could search within a parametric family
of PDFs (e.g., exponential family) and find the one that
minimizes (30) [44]. We account for the distributional param-
eters in the notation of fj (2;0; ;) and formulate the following
variance minimization problem [49]

- 2
O, =argmin E; ]lj(U (/)

J 5, fi J )fQ (z 9)

Typically there are no analytical solutions to the minimiza-
tion problems in (32), and this can lead to time consuming
optimization algorithms [38]. In [38], Rubinstein proposes
an alternative which is based on finding the IS densities
which minimizes the cross-entropy, or Kullback-Leibler (KL)
divergence, w.r.t. the theoretically optimal IS densities in (31).
The KL divergences are defined as [50]

D(f;.f;) = (W) ~Ef (nFi(6)). G3)

Using the expressions of the theoretically optimal IS densities
from (31), the minimization problem of (33) w.r.t. ©; becomes

(32)

0, =argmin —Ey, (1; (U7'2)n f; (:6;) (1) . (34)
J

Note that the expected values in (34) are now expressed w.r.t.

the original PDFs f, (2|H), which means that the minimiza-

tion problems may be too computationally expensive to be

carried out in the context of rare events since 1; (U;lg) =0

too often. To circumvent this issue, the expected values can

be expressed with respect to newly introduced IS densities
1j(#,0©;) (assumed to be known a-priori) [38]

Jz, (2[H)
fi (113 (Uj Z) fj(Z; @j)

@j =argmax E In fj (z 0, ))
9;
(35)
The stochastic counterpart of (35) can be formulated given ac-

cess N, pseudo-random samples from the a-priori IS densities

fi(2:6;).

@ = argmax— Z]l ( ~150) ) L (;(e))lnfj (Z(e);éj) )

o, Nii

(36)

fzj (Z(e))

fi(29:6;)
convex and differentiable (:)j, the solutions may be obtained
analytically by setting the gradients to zero [38], [44]. A
procedure, known as the Cross-Entropy (CE) method, can
be used to carry out the maximization problems in (36) as
described in [51], [52]. Once Qj are obtained, then N iid.
pseudo-random samples can be generated from fj(z,Qj) to
compute (29).

Li(z0) = . If the objective functions in (36) are

The third step quantifies the uncertainty related to the
simulation. This is achieved by repeating the computations
of the second step Ny, times, each time with a different
set of i.i.d. pseudo-random samples. The results are the
mean values of the components M ; = (1/Nsim) Z}]L"i S&h)
and the empirical standard deviations &;, based on which
E}-|’H = Z?:o M j and its o, are obtained. Some common
example values for N, are 50, 100 [53], [54]. The three-step
procedure to compute the Level 1 components in Fig. 2 is
summarized in Fig. 3.

Components of Pz|H
Xo, X1,..., X
Reparametrization
So, Sty Sk

Step 1

Imi)ortance Sat(;lpliné Lo
Cross-Entropy Method
Formulate : S, S, ..., S'k
Compute : Sy, Sy, ..., S
Steps 2 & 3 1 |

Mean and empirical
standard deviation

(My, 60), (My, 61), .., (My, 6)
]

Computed Pr|H and its oy,

Fig. 3. Summary of procedure to compute Level 1 components in Fig. 2.
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B. Computation of Level 2 Component

Once the Level 1 entries Px|Ho,...Rz|H(bx) and their
simulation standard deviations are obtained, one needs to make
assumptions or have knowledge of the a priori probabilities of
occurrences of the hypotheses P(Hy), ..., P(H)). Assuming
access to their values, then the total probability of positioning
failure can be computed

k
Pr(b) = P(Ho)BrHo + Y _ P(Hi)Pr[Hi(bi)

i=1

(37

and its simulation standard deviation propagated accordingly.
For positioning safety analyses, the maximum of (37) can be
compared against an application specific requirement to decide
whether the requirement is met,

k
mng]_-(b) = P(Ho)Px|Ho + Jmax Zl P(H:)P £ |H;(b;).

(38)

C. Remarks on the family of PDFs to consider for the IS
densities

When choosing the parametric family of PDFs for deter-
mining the IS densities using the CE method, a reasonable
choice is to use the same parametric family as the original
PDFs [51]. For example, if f, (2|#) is a Gaussian PDF, then
choosing ﬁ(z, ©,) from the Gaussian family of PDFs is also
reasonable. However, additional criteria should be taken into
account when choosing the parametric family of PDFs for
the IS densities, such as: the dimensionality of the vectors
of interest (e.g., X € R", t € R"), the characteristics of
the safety (or failure)-regions (e.g., unimodal or multimodal),
simulation time budget [55]-[57] etc. The detailed analysis
of these aspects is beyond the scope of this contribution. In
Section IV, we choose the parametric family of Gaussian
PDFs for IS densities as f, (2|#H) is also a Gaussian PDF
for i € {0, ..., k}. '

IV. POSITIONING SAFETY ANALYSIS FOR AN AUTOMATED
VEHICLE

As an example, to demonstrate the working of the method
we carry out a positioning safety analysis for an auto-
mated vehicle which coordinates, in a local East-North-
Up (ENU) coordinate system, are determined using single-
frequency (code)pseudorange observables in a Differential
GNSS (DGNSS) setting. The GNSS constellations we con-
sider are GPS (G) and Galileo (E), at L1/E1 radio-frequency
(1575.42 MHz). A reference receiver is stationed at an ac-
curately known position which determines the pseudorange
corrections (PRCs) that are transmitted to the automated
vehicle’s rover receiver using a Networked Transport of RTCM
via Internet Protocol (NTRIP) [58]. Depending on the distance
between the reference and the rover receiver, decimeter-level
positioning precision of the rover receiver is achievable [59].
An illustration of the DGNSS setup is presented in Fig. 4.
The index %’ is used to indicate the GNSS constellation (G

GNSS satellite
(51)

-.-
~—
S = g %
Qo> N ’Se,
NS 7N 2y
& 7 N ©, N
o ~
<@g 7 S pe 8
o % s, U,
N > SN :@ O,
e AN ©
N
T <
Reference Rover
receiver receiver
(1) (2)
PRC';;) S

Fig. 4. Pseudorange corrections are determined at the reference receiver
mﬁﬁ = - p?f , where p7'y, is the Euclidean distance. The MSI)’S
are collected by an NTRIP caster which are then distributed to the automated
vehicle’s rover receiver to be applied to p(s2*>. Source: Adapted from [60].

or E). The corresponding linear(ized) DGNSS model is given
by [62]

E AXG - MG ugG Ar
fay Ay.|) Mg ug] [cAt)’

——
Ay Ja Ax

(39)

QA}’AY = blkdiag[QAYGAYGv QA}’EAYE]’

where Ay ~ N(Ejz, (Ay),Qayay) and Jo € R™ ™ is
the Jacobian of the vector function A(.) which links the
unknowns of interest to the nonlinear (code)pseudorange
observables. The components of Ay € R™~ are the observed
pseudoranges from which the Euclidean distances between
an appropriately chosen linearization point and the satellites
are subtracted, and the PRCs are applied via addition. The
PRCs remove most of the satellite orbit errors, the satellite
clock error and satellite code hardware bias, while the
differential delays due to the troposphere and ionosphere are
considered negligible for distances between the reference
and rover receiver up to 10 km [61]. Both the reference
and rover receivers have calibrated the GPS-Galileo Inter
System Bias (ISB) by applying it as an additional correction
to their pseudoranges [62]. The rows of M, € R™+*3
contain the unit direction vectors between the rover receiver
and the satellites, while u, € R™* is the vector of ones.
The unknown parameters are the rover’s ENU coordinate
increments Ar € R? and At € R which represents the
combined differential receiver clock and hardware delay.
The c term is the speed of light in a vacuum. The Jacobian
Ja € R™*™ has rank(Jo) = 4. The variance-covariance
matrix Qay, Ay, = 205*W:1 € R™=*™~ js diagonal where
W. = diaglw,,...,wm.] € R™*™~ is the weight matrix
which components are the elevation-dependent weighting
functions based on [63]. In Qay,Ay,, Oy, is the standard
deviation of the pseudorange observables, in [m], and the
factor 2 is due to the application of the PRCs to the observed
pseudoranges by the rover receiver (assuming the same oy, at
both reference and rover receivers [64]). In this scenario, we
aim for a horizontal positioning precision of approximately
0.5 meters, specified as the 95% circular probability radius.
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To achieve this, we set \/iayG = 0.3 m and \/iayE =0.2 m,
which correspond to positioning precision attainable with
DGNSS [59].

The model in (39) has a total number of m = mg + mg
observables and n = 4 unknowns. The redundancy follows to
be r = m — rank(J5) = m — 4. The estimate X is obtained
from a Gauss-Newton iteration scheme once the stop criterion
is met for Ax [65]. Given that » > 2, we account for
individual outliers in the observations (e.g., due to signal
reflections by local environment near the rover receiver) and
assume that only one observation outlier occurs at a time.
This is the case of datasnooping [66], [67]. The following
statistical hypothesis testing problem is defined

Ho : Ega, (Az) =Jalxvs. H; : Epy, (Ax) = JAAx+¢;b;

(40)
for i € {1,...,k}, where k = m, ¢; € R™ is the canonical
unit vector having one as its i" element and zero elsewhere,
b; € R is the unknown outlier with its size in [m], and
rank([Ja,c;]) = 44+ 1 = 5. Given the misclosure vector
t = BTAy with BTJs = 0,x,, the resulting partitions of
R" for datasnooping, given a level of significance o = Ppy
are

Po={teR" | [[ffg, < Xa(r0)}, @1
Pon={re® g ol = max i} @
where |w;| = H]'_‘[CtjEHQtt is the w-test statistic [68].

We consider the skyplot in Fig. 5 which shows the
positions of the satellites, as observed by the rover receiver,
expressed in terms of their azimuth (w.r.t. the North direction)
and elevation angles (w.r.t. the horizontal plane).

30° . 30°
/ 7‘[1 AN
/e
Y,
300° /
45

[ 'Hg. His 4 ¢

270° 1 90 | 90°
|

240° \

AN d
~ -

210"\ ~—_ _— 150°

180°

Fig. 5. Skyplot view of the rover receiver (vehicle)-satellite geometry. The
eight blue dots are representing the GPS satellites, while the seven orange
ones represents the Galileo satellites and the corresponding H;’s, for 7 > 0.

The satellite geometry contains mg = 8 GPS satellites
(blue) and mg = 7 Galileo satellites (orange) with an
elevation cut-off angle of 10°. The redundancy is » = 11
and the analysis focuses on the 2D position of the vehicle
as the horizontal domain is most relevant. The 2D position

vector is defined as © = H”X where H” = [I; 02x2| and
X = Zf:ol 5 X,pi(t) captures the estimation and statistical
hypothesis testing problem defined in (40)-(42). The PDF of

0 can be expressed as [18]
k=15

mO=3 / g

k=15 (43)

— A Ay .

=2 E (f5, (0+HTLit) (1)),
where the second equality will be used for the visual in-
terpretation of the PDFs. Based on (43), the 2D probability
of positioning failure is formulated with the objective of
computing it using the proposed method from Section III

Pr(b) = " fg(6)do, (44)

for a given safety region B and its complement B¢.

A. Probability of positioning failure for fixed vehicle and
safety-region orientation

In determining the shape and size of the safety region
B C R?, several factors should be considered, such as: (i) the
vehicle’s dimensions; (ii) the road geometry to ensure that
all points § € R? within the set B correspond to the vehicle
staying within its lane; (iii) the minimum required braking
distance depending on the vehicle’s speed; (iv) the proximity
to other traffic participants, among other considerations.
Various studies have proposed different shapes for the safety
region that encompasses the vehicle, such as elliptical or
rectangular forms [7], [69], [70]. For consistency with existing
approaches in the literature, we choose an ellipse to inscribe
the shape of the vehicle which has a length of 4.5 [m], a
width of 1.8 [m], and the orientation w.r.t. the vertical (north)
axis is 45° (as an example).

North-axis [m]

3 2 A 0 1 2 3
East-axis [m]

Fig. 6. Safety-region B C R? inscribing the vehicle (at a single-epoch)
defined in (45).

For a single epoch in time, the safety region can be defined
as (see Fig. 6),

B={0cR®| |0 — Ouecllty, <1}, (45)
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Fig. 7. Components of fg (6|Ho) for Pps = 1073 and Ny =

region B C R? from (45) in relation with each conditional component of fg (6|Ho) (i.e., faica (0|CA) and fajea, (OIFA;) for i € {1, ...,

0.358 —0.259

-1 _ -2 2
where Qi = 0959 0.358 [m~4] and Oy € R

is the true location of the vehicle (set at Oy for this
example). The major-axis of B has a length of 6.36 [m]
with an orientation w.r.t. the horizontal axis of 45°, and the
minor-axis has a length of 2.55 [m]. In the following sub-
sections (A.1 and A.2) we present results from computing the
Level 1 components of E;Wo and of Ef|7-l14 as illustrative
examples. A similar approach is followed for the remaining
fourteen Level 1 entries Px|H; for i ¢ {0, 14}. In sub-section
(A.3) the resulting total probability of positioning failure is
obtained and discussed.

A.l1 Computation of Level 1 Components of Px|Ho

First, we are providing an analysis of the conditional
components of the PDF fg(0|Ho) (i.e., fg,ca (F|CA) and
fajra, (0]FA;) for i € {1,..,15}). Under the event of a
CA testing decision, the PDF fg,c, (0|CA) = f9 (0|Ho) is
a normal distribution, with the precision of the horizontal
position components o . = 0.18 [m], o5 . = 0.20 [m],
and the correlation coefficient is pg = 0.01. Hence, the
contours of fg s (0|CA) are nearly circular. The conditional
PDFs fg5 s, (0|FA;) are obtained from the averaged shifted
functions féo (0 +HTL, L|’H0) for t € P;, which account for
the outcome of statistical testing (see (43)). A closer look into

107 i.i.d. pseudo-random samples drawn from ft(t|Ho). The ellipse represents the safety-

15}.

the shifting term H”L;t will give better insights about the
features of f@\FAi (0|FA;) (e.g., orientation, multimodality).
We re-express the shifting term, for ¢ > 0, as

HTL t - HTQXOXOJAQAyAyCZ (Cj ) =8 (Ct t)

where g; € R? and (¢ t) € R. The angle of R(g;) w.rt.
the horizontal axis is driven by the design matrix Jo and by
QAY*AY* through Qf(of(a' The rows of (HTQ;(O;(O) e R2xn
(variances of the components on East and North directions,
the covariance between them, and their covariances with the
Up component and At) are influencing the orientation of
R(g:) by transforming the scaled rows of Ja obtained from
(JKQK;AYQ) € R™ In turn, R(g;) drives the orientation
of fgiea, (0|FA;). One can relate the satellite geometry
from Fig. 5 with the components in Fig. 7 to identify
which ones present similarities (e.g., in orientation and
shape). As examples, the following ’pairs’ of components
show  similarities:  fgp,, (0|FAs) and  fgp,,, (6]FA10),
f§|FA8 (0|FA8) and f9|FA11 (9|FA11) fQ|FA7 (0|FA7) and
Jajra, (0[FAg), etc. The way (ci t) varies across R(g;), for
t € P;, determines the multimodality of [z, (0|FA;). Take,
for example, fgps, (0/FA1) and fge, , (0[FA12) as they do
not show multimodality due to the reduced influence of the
low-elevation satellites 1 and 12 on the 2D positioning (via

(46)
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the elevation-based weighting in Qay,ay.). The components
fara, (01FA4), fgpa, (0]FAs), and f5p,,, (6]FA11) do not
show multimodality, despite satellites 4, 8, and 11 being at a
rather high elevation, because of their reduced contribution to
the east and north directions. The rest of the components show
multimodality as the corresponding satellites’ contribution to
the 2D positioning is larger due to the rover receiver-satellite
geometry and due to the elevation weighting. By relating
the shape of the safety-region B with these components (see
Fig. 7) it is possible to identify which ones have a small or
large amount of probability density outside B. For instance,
faira,, (0[FA14) is closely aligned with the minor-axis of B
and its modes are the furthest apart, which indicates that it is
one of the components with the largest amount of probability
density outside 5.

Secondly, we compute the Level 1 components corresponding
to Ho using the procedure in Fig. 3

k=15 k=15
PrlHo = > M,[Ho=PcaPr|CA + > Py Br[FA,,
1=0 =1

47
where Pcya is known, since Pcy = 1 — Ppy = 1 — 1073, The
results are obtained over Ny, = 100 displayed in Table 1.

~ TABLEI ~
LEVEL 1 COMPONENTS OF P z|Hg FOR Pps = 1072 AND N; = 10° L.LD.
PSEUDO-RANDOM SAMPLES DRAWN FROM IS DENSITIES. RESULTS ARE
OBTAINED OVER Ngp = 100.

Comp. Value Std.
PcaPr|CA  251-10711 6391014
Pra, Pr[FA; 46310718  1.04-107'4
P, BrIFAz  1.20-10712  2.80.10714
Ppa,BrlFAs  255.10712 5421071
Pea,BrFAs  173.10714  7.76.1016
Pra PrFAs  220.10715  9.42.10717
Pra BrIFAg 44810712 7.25.1014
Pa,Pr[FA7  256-10712  4.40.10714
Pra PrIFAs  4.82-10713  1.04-107 14
P BrlFAg  2.76-10711  3.19.10-13
EFAmE]-“FAIO 1.56-10—14 3.54.10-16
EFAHE]-“FAH 2.38-10"13  6.29.10-15
P Br[FA1z  6.82-1071% 22010715
EFAm@f\FAw 7.95-1014 3.81.1015
Pra PrIFAls  4.86-107° 43610711
EFAU;@]-“FA15 5.29.10~15 1.37.10—16
P|Ho 4.95-107%  4.36-10"!!

The Most Impactful Component (MIC) of Px|Ho is
EFAMEJT|FA14 = 4.86-107? due to two main reasons: (i) the
principal axis of fgp,,, (0|FA14) is the most aligned with
the minor-axis of B (see Fig. 7), and (ii) the two modes of
fajra,, (0/FA14) are most far apart from each other along
the principal axis leading to the most probability density
outside B. Conversely, the principal axes of fg g, (0|FAs5)
and fgp,,, (0|FA15) are the most aligned with the major-axis

of B which leads to the Least Impactful Components (LICs):
Ppa Pr[FA5 = 2.20-10715 and Py, P#|FA;5 = 5.29-10715.

A.2 Computation of Level 1 Components of Px|H14(b14)
We show the results obtained after computing the components
of Pr|H1a(b1s) = Zk 15/\/1 ;| H1a for Ngn = 100 and a
range of values for the size of bj4 to find the maximum
(worst-case size of the outlier). We re-express Px|H14(b14)
in terms of its computed components

Pr|His(b1g) = PMDME}-|MD14 +ECI14E;|C114+
k=15

Z EWli E]—' [WI;.

i#0,14

(48)
where Pyp,, can be computed exactly. The range of values
is chosen between 0 and 2.5 [m] (negative values need not
be considered due to the symmetry of the results). The
objectives in this sub-section are to compute the components
of P|H14(b14), determine the maximum Px|H14(b14), and
the corresponding magnitude of by4. As an example, Fig. 8(a)
shows the individual probabilities Pyp,, and E;|MD14 as a
function of by4. As the outlier by4 increases, the probability
density of fgup,, (//MD14) increases in B while Pyp,,
decreases. Fig. 8(b) shows that after PMDMEﬂMDM reaches
its maximum at 9.42 - 10=* for by4 = 1.70 [m], the decrease
is driven by Puyp,, as its values are significantly smaller than
those of E]_-|MD14.

(a)
100 ] R —
10°F 1
ok ——P;|[MDy, :
> Py
E 0 I ] MD4
= 0 0.5 1 15 2 25
£ b
2 0 T ( ) ! T
g 10 1
10°F
10'10 L
10'15 L 1 T i
0 0.5 1 15 2 25
b14 [m]
Fig. 8. (a) Individual probabilities Pyp,, and ]P’]_-|MD14, (b) Component

Pmp, 4IP’ F\MDM and its simulation standard deviation (Std.) as a function of
bi4.

The behavior of all of the components from (48) is presented
in Fig. 9. For instance, Fig. 9(a) shows that in the case
of the event of Cly4, as byy increases, the component
PCIl 4]P’]_-|C114 exhibits low variation. While bj, increases,
Py, goes toward 1, and IF’}-|C114 stabilizes on the order of
107° for by4 larger than 1.2 [m]. An interesting aspect is
that Pey ,Px[Clis > Pup,,Px[MD14 when byy < 0.46 [m]
despite Py, < Pup,,. Furthermore, this example shows that
Py, Px|Clyy is the MIC of Pz|H14(b14) for by < 0.46 [m],
while for bys > 0.46 [m] the MIC is Pyp,,P-|MD14 until
ECIME}-|C114 and PMD14E}-|MD14 cross again as b4 — oo.
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Components of the probability of positioning failure under #i4
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Fig. 9. Level 1 components of E}-|H14(b14) for range of outliers b14 € [0.0, 2.5] in meters, Ppa = 1073 and 105 i.i.d. pseudo-random samples generated
from IS densities. Curves are mean values obtained based on Ny, = 100. Mean values of components are: (a) under MD14 and Cly4; (b) under WI;

corresponding to GPS satellites (for ¢ € {1, ...,8}); (c) under WI; corresponding to Galileo satellites (for ¢ € {9, 10,11,12,13,15}).

In Fig. 9(b) one can observe that the components under WIy
and WI5 have the lowest values (relative to the curves in
the top and bottom plots of Fig. 9(b)). The main reasons
are: (i) the correlation coefficients between the corresponding
w-test Statistics | Py, w, | = 0.021 and | puyy, ws | = 0.088
are the smallest among all, determining the locations of
the main modes of fgy, (0|Wls) and [y, (0|Wl5) to
vary slowest as bj4 increases; (ii) the least probability
density of fgwy, (0|Wls) and fgy,. (6|WI5) outside B.
For b4 < 1 [m] the separation between the components
Py, P£|WI; for i € {1,2,3,6,7,8} is not significant.
This is due to the probability density of the corresponding
conditional PDFs not varying significantly outside B, and
the separation of the EWIi ’s not being substantial. On the
other hand, the components under WI;, WI,, and WIg show
together a dominant behavior for byy > 1.5 [m] due to: (i)
the correlation coefficients between the corresponding w-test
statistics being the largest, and (ii) the probability density of
the corresponding conditional PDFs being the highest in B°.
The same type of reasoning applies for the components in
Fig. 9(c).

The Level 1 components in Fig. 9 are then used to compute
the function Px|H14(b14) from (48). This function, along
with its simulation standard deviation and maximum (gray
dot), is shown in Fig. 10. The maximum occurs at 1.02 - 1073
for by = 1.7 [m], with its MIC being Pyp,,P»/MDy4. A
similar approach is followed for the computation of other
Level 1 components P |#H;(b;) for i # {0, 14}.

T T T T
10° b
&
B
£
=
£
z
'-g 10
S 1010 = 1
Y Pr|H14(b1g)
Std.
Max.
10-15 1 1 1 1
0 05 1 15 2 25

byy [m]

Fig. 10. Obtained E]_-|'H14(b14) as a function of by4 € [0.0, 2.5] in meters,
its simulaton standard deviation (Std.), and its maximum (max.) at 1.02-10~3.

A.3 Computation of the Level 2 component Px(b) for a
worst-case scenario

The maximum values of Pr|H;(b;) for i > 0 have been
determined and the results are presented in Table II. The
largest three maximum values are given by (in ascending
order) Pr|Hii(b11), Pr|Ha2(b2), Pr|His(bia) as the
corresponding PDFs f5(60|H;), for i € {11,2,14}, have the
largest probability density outside 5.

Finally, to compute the worst-case scenario Pr(b) from
(38), some assumptions are needed for the a priori P(H;)’s
for i € {0,...,15}. Since alternative hypotheses account for
outliers in the pseudoranges at the rover receiver (automated
vehicle), it is reasonable to assume that they primarily occur
due to different signal reflections caused by the surrounding
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B  TABLEI
OBTAINED P ~|Hg AND P ~|#;(b;) FOR % > 0, THEIR MAXIMUM VALUE,
STANDARD DEVIATION (STD.), AND THE SIZE OF THE MODEL OUTLIER
WHERE THE MAXIMUM OCCURS.

Comp. Max. Value Std. b; [m]
Pr|Ho 4.95-107%  4.36-10"11 -
Pr|Hi(b1) 3.56-106¢ 1.94.1078 5.32
Pr|Ha(b)  1.54-107° 7.92.1078 3.66
Pr|Hs(bs)  2.34-10¢ 1.23-107% 2.54
Pr|Ha(bs) 2.67-1078 2.02-10710 1.34
Pr|Hs(bs)  2.18-107% 2.86-10710 1.65
Pr|He(bs)  3.99-10¢ 2.87-108 1.99
Pr|H7(by) 231-10¢ 9.55-107° 1.88
Pr|Hg(bs) 7.44-107% 2.37-.1078 1.71
Pr|Ho(bg)  6.94-10¢ 5.08-108 1.32
Pr|Hio(b1o) 2.76-10~7 8.03-10710 2.60
Pr|[Hi1(b11) 9.83-107¢ 3.62-107% 1.21
Pr|Hi2(b12) 1.16-1077 5.23.10710 339
Pr|His(b13) 6.47-107% 3.76-10710 1.21
Pr|Hia(b1a) 1.02-1073  2.03-1076 1.70
Pr|Hi5(b1s) 6.93-1077  5.61-10"° 1.38

environment (e.g., buildings) [71]. For this analysis, we make
three sets of assumptions ranging from more conservative
cases to more optimistic ones: (Case 1) P(Hy) = 0.8500
and P(H;) = 1072 for Vi > 0, (Case 2) P(Ho) = 0.9850
and P(H;) = 1073 for Vi > 0, (Case 3) P(Ho) = 0.9985
and P(#H;) = 10~* for Vi > 0. The results of the worst-case
P~ (b) for these three assumptions are shown in Table III.

o TABLE 11T
MAXIMUM VALUES OF P~ (b) AND THEIR STANDARD DEVIATIONS (STD.).

Cases P(Ho) Max. Px(b) Std.
1 0.8500  1.07-10"°  2.03-10"8
2 09850 1.08-107%  2.03.1079
3 0.9985 1.12-10-7 2.74-10"10

In the case of the most conservative assumption (P(Hg) =
0.8500), the maximum Px(b) = 1.07 - 1075 £ 2.03 - 1078
can be considered rather large compared to what would be
desired from the precision of positioning at the decimeter
level (e.g. [7]). However, we emphasize that the present
positioning safety analysis is restricted to single-epoch
(snapshot) GNSS-only positioning and it does not consider a
sensor suite for positioning.

A.4 Verification of the results

Using the direct simulation approach based on the standard
MC, as described in the appendix of [72], we verify the
results of Tables II and III using 10° i.i.d. pseudo-random
samples and Ny, = 100. The results are presented below in
Tables IV and V and they agree with the ones from Tables III
and IV (the relative differences are < 20%). A dash *—’ in
Table IV indicates that the target value is around or below
10~® and it could not be computed reliably with 10° i.i.d.

pseudo-random samples and Ng, = 100. Therefore, they are
also not taken into account in the generation of Table V.
To generate these results for verification, we have used
computational resources from the Delft High Performance
Computing Center (DHPC) [73].

TABLE IV
VERIFICATION OF RESULTS IN TABLE VI BASED ON STANDARD MC
APPROACH IN APPENDIX OF [72].

Comp. Max. Value Std. b; [m]
Px|Ho - - -
Pr|H1i(b1) 3.75-1076 2.00-1077 532
Pr[Ha(b2)  1.54-107° 4.21-1077  3.66
Pr|Hs(bs) 2.27-1076 148-1077 254
Pr[Ha(ba) - - -
Px|Hs5(bs) - - -
Pr|He(bg)  4.60-1076  2.20-1077 1.99
Pr|H7(b7)  2.35-1076  1.61-1077 1.88
Pr|Hs(bg) 7.78-1076 2941077 1.71
PrHo(bg)  6.69-1076 250-1077  1.32
Pr|Hio(b1o) 3.40-1077 5.72-107%  2.60
Pr|Hi1(b11) 1.01-107° 3.48-1077 121
Pr|Hi2(b12) 1.20-10~7 3.27-107%  3.39
P |H13(b13) - - -
Pr|Hia(b1a) 1.02-1073 3.26.10F 1.70
Pr|Hi5(b1s) 7.80-10"7 9.27.108 1.38
TABLE V
VERIFICATION OF RESULTS IN TABLE III USING THE VALUES FROM
TABLE IV.
Cases P(Ho) Max. Pr(b) Std.
1 0.8500 1.07-107%  3.35-108
2 09850 1.07-107%  3.35.107°
3 0.9985 1.07-10~7  3.35.10"10

B. Probability of positioning failure for varying vehicle and
safety-region orientation

Although vehicles change their orientation as they
move—for example, when making U-turns, exiting highways,
or turning left or right—over a short time frame (e.g., a few
minutes), we can assume that the receiver-satellite geometry
depicted in Fig. 5 remains constant because GNSS satellites
orbit Earth at altitudes around 20.000 km. This assumption
allows us to focus our analysis on the vehicle’s changing ori-
entation. Therefore, we modify the safety region from (45) to
incorporate dependence on the orientation angle ¢, measured
clockwise relative to the vertical axis,

By ={0 €R? | [|0 = Ounel[&,, <1}, (49)

where Qgi now depends on ¢ and ¢ € [0°, 180°]. The

maximum Eﬂ(b) is computed as a function of ¢ from its

components: P-|H, and ,max leil P-|H;(b;). Fig. 11(a)
k

Lyeeey
illustrates the variations of P-|H, as a function of ¢. As ¢
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Probability of positioning failure as a function of the vehicle’s orientation angle ¢
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Fig. 11. (a) Computed @;H—[o over the angles ¢ with Ng, = 50; (b) Computed max Z’Zl@fﬁ-[-(bi) over the angles ¢ with Ng, = 50; (c)

Computed maximum total probability of positioning failure ]P’]_-(b) over the angles ¢ for the three cases: (i) Case 1 when the a-priori P(*Ho) = 0.8500 and

P(H)_lo 2 fori € {1,..
a-priori P(Ho) = 0.9985 and P(’Hi) =10"% fori € {1,...,15}.

approaches 60°, the components of f5(6|Ho) that are less
aligned with By contribute the most (e.g., see fgpa, (0[FAg),
fora,, (0[FA14) from Fig. 7), reaching a global maximum
of 5.87 - 1077 at ¢ = 60°. For ¢ > 60°, the values of
P-|Ho decrease until ¢ 100°, after which they begin
to rise again, reaching a local maximum of 3.37 - 107°
at Qb = 120° due to f§|FA5 (0|FA5), fE\FAlo (0|FA10), and
f@lFAlr (A|FA15) having most of their probability density
outside Bg. A similar reasoning can be applied to the
behaviour of ,max ZZ 1 P£|H;(b;) in Fig. 11(b).

The results from Fig. 11(a) and 11(b) are combined
with the assumptions made on the a-priori probabilities
P(Ho) and P(#H;) for i« > 0, as discussed previously, to
obtain the results from Fig. 11(c). In the most conservative
case (Case 1), the maximum P ~(b) at ¢ = 130° is 2.04-1075
while for the most optimistic (Case 3) is 2.07 - 1077 (see
Table VI). Considering this is a snapshot positioning scenario
for an automated vehicle with decimeter-level accuracy
and a horizontal positioning precision of approximately 0.5
meters (95% circular probability radius), while accounting
for one-dimensional outliers in the observables, the result in
Case 1 is relatively large.

This type of results helps determine whether the target
requirements or guidelines for positioning safety are met
at a particular time instant. This assessment is based on
the assumed functional and stochastic models in (39), the
receiver-satellite geometry in Fig. 5, the statistical hypothesis
testing procedure in (40)-(42), and the safety-region Bg
defined in (49).

If the requirements or guidelines are not met, adjustments

, 15}, (ii) Case 2 when the a-priori P(#Ho) = 0.9850 and P(H;) = 1073 for i € {1, ..

., 15}, and (iii) Case 3 when the

TABLE VI
MAXIMUM VALUES OF E]_-(b) AT THE WORST-ORIENTATION OF THE
VEHICLE W.R.T. THE SATELLITE GEOMETRY FROM FIG. 5.

Cases P(Ho) Max. Px(b) at ¢ =130° Std.
1 0.8500 2.04-107° 4.52-10~7
2 0.9850 2.04-10-6 4.52-10~8
3 0.9985 2.07-10~7 4.52-10~9

may be needed in various aspects, such as the measurement
setup (including functional and stochastic models), the
definition of the safety region, or the combined approach for
parameter estimation and statistical hypothesis testing. For
example, recent theoretical advancements show how tailored
statistical hypothesis testing can improve the performance of
DIA-estimators [41].

C. Computational resources

To provide context regarding the computational resources
used to carry-out the positioning safety analyses based on the
proposed method, we detail the used hardware and software.
The computations were performed on a laptop Dell Latitude
7440 equipped with a 13th Gen Intel Core i7 processor
featuring 10 physical cores and 16 GB RAM. The operating
system is Windows 10 Enterprise and the programming
language is MATLAB 2024a with the Parallel Computing
Toolbox. The analyses leveraged 8 physical cores of the
processor through MATLAB’s parallel computing capabilities.

For example, the computation time to generate the results
from Table I (components of Pr|Ho) with N; = 10°
(for ¢+ > 0) i.i.d. pseudo-random samples generated from the
IS densities and Ng, = 100 for the simulation uncertainty
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quantification, was ~ 5 minutes. To obtain the results from
Fig. 9 (components of P|H14(b14) evaluated at 10 values
of byy), with Z\Ufi = 10% (for i > 0) i.id. pseudo-random
samples generate from the IS densities and Ng, = 100,
was ~ 50 minutes. For the other alternative hypotheses,
the computations times ranged between ~ 50 minutes and
=~ 150 minutes. Note that these computation times can be
improved if more physical cores are available and by reducing
the number of independent simulation repetitions Ngp, (e.g.,
to 50 [53]). They also depend on the chosen programming
language, code implementation and the configuration
parameters of the CE method. To generate the results from
Table IV and Fig. 11 we have used computational resources
from Delft High Performance Computing Centre (DHPC) [73].

Limitations and potential improvements of the proposed
method

We now turn our attention to limitations of the proposed
method, emphasizing those that, in our opinion, are
particularly relevant to address in future work.

e Dimensionality of b; € R?%: The computation of a
P-|H;(b;), for i > 0, requires assumptions on the values
of b; € RY. Currently, the maximum P |#;(b;) is found
by defining a range for b; € R%, when ¢; = 1, and then
perform the computations (e.g., Fig. 9). This approach
can be computationally too expensive, especially when
q; > 1, as it would require searches over ¢;-dimensional
grids. Therefore, a more efficient approach to find the
maximum P, |#,;(b;) is sought.

« Integration regions B¢ N P;: The expected values in (17)
are integrals over the regions resulting from B¢ N P;
for i € {0,...,k}. A characterization of these regions
by determining, a priori, their number and potentially
their relative ’distance’ (w.r.t. some metric), could offer
insights for better choices of families of PDFs for the IS
densities. In this context, choosing the parametric family
of Gaussian PDFs for the IS density may not always be
appropriate, especially if the dimension of the misclosure
vector t € R" becomes large (e.g., > 40). Once this type
of characterization is done, several approaches can be
tried with respect to the choice of the parametric family
for IS densities [55]-[57].

« Initialization of the CE method: Currently, the distribu-
tional parameters of IS densities are found by solving (36)
using the (multilevel) CE method, as described in [51]
(page 73). In this approach, the initialization parameters
of the CE method, such as (i) initial IS densities to start
the CE method and (ii) number of i.i.d. pseudo-random
samples to be used Ncg, are chosen empirically. To
overcome some of these shortcomings, a Fully Adaptive
Cross-Entropy (FACE) method is proposed in Chapter 5
of [51] .

It is also important to mention that improvements of the CE
method, especially for high-dimensional problems, have been
recently proposed in [74], [75]. Such studies and developments
could also bring benefits in the context of our proposed method
(i.e., solving (36)).

V. SUMMARY AND CONCLUSIONS

The study of the event of positioning failure
F =X € B¢ [6], through computing its probability Px(b), is
of importance for a wide range of safety-critical applications
in automotive, aviation, rail, and maritime domains. In
this contribution, we have proposed a method to compute
the probability of positioning failure and its conditional
components, while accounting for the dependence between
parameter estimation and statistical hypothesis testing. In
addition, our proposed method allows positioning safety
when the dimension of the position vector is larger than
one (i.e., n > 1). The method has been developed based
on principles and techniques from rare event simulation,
specifically Importance Sampling and the Cross-Entropy
method [37], [38]. Three limitations of the proposed method,
along with potential improvements, have also been discussed:
(1) handling the increase in the computation time due to the
dimensionality of the model misspecification b; € R% for
1 > 0, (i1) accounting for the characteristics of the integration
regions B¢ N P; in the choices of the family of PDFs for
the IS densities (other than the Gaussian PDFs), and (iii)
the initialization strategy of the CE method which currently
is empirical. These limitations can be alleviated by recent
advances in the CE method (e.g., [55]-[57], [74], [75]) and
by adaptive versions of it [51]. These topics represent areas
to explore in future work.

The computation and analysis of Px(b) is aimed at the
design stage of positioning algorithms, where decisions are
to be made about (i) measurement models, (ii) parameter
estimation methods for the position vector, (iii) statistical
hypothesis testing procedures to accommodate for model
misspecifications (e.g., outliers or faults in measurements),
and (iv) positioning scenarios for vehicles, among other
factors. This approach aligns with the principles of scenario-
based safety assessment framework which is used or proposed
for studies of automated and autonomous vehicles [11]-[13].
As an example, we have applied the proposed method to
perform a positioning safety analysis, at a single epoch, for an
automated vehicle in the context of decimeter-level precision
GNSS positioning. The method enabled an extensive analysis
of a worst-case scenario with the objective of finding the
maximum Pr(b). Such analyses can be used to decide
whether positioning safety targets or requirements are met.
Although the chosen positioning scenario was centered
in the automotive domain, the method for computing the
probability of positioning failure and its analysis are also
applicable to other safety-critical fields such as civil aviation,
shipping, and rail. Further improvements of the proposed
method can be made based on the existing literature and
recent advances in the CE method, extending the range of
scenarios for positioning safety analyses and development
of positioning algorithms. Moreover, since the dependence
between parameter estimation and statistical hypothesis
testing has been acknowledged across various disciplines
such as mathematical statistics, biometrics, econometrics, and
signal processing [21]-[26], the principles of the distributional
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theory for the DIA method and the proposed method of the
present contribution may also be applicable there, particularly
in the context of linear(ized) functional models.
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