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Federated Learning (FL) is a distributed machine learning paradigm that enables multiple clients 
to collaboratively train a model without sharing their private data. However, its distributed 
nature makes FL vulnerable to Byzantine attacks. Most existing Byzantine-robust FL schemes 
have limitations, such as ineffective defense against well-crafted malicious updates or degraded 
performance in non-independent and identically distributed (non-IID) data scenarios. To address 
these challenges, we propose FedCmp, a robust FL framework with an anomaly detection 
mechanism. Our approach identifies malicious updates by leveraging a significant disparity in 
vote counts between benign and compromised clients. We first propose a clustering strategy 
for update parameters, followed by the implementation of a multi-round voting mechanism to 
accelerate vote accumulation for benign or compromised clients based on parameter diversity. 
Finally, following the majority principle, malicious updates are accurately filtered out without 
compromising the contributions of benign clients. Experimental results demonstrate that FedCmp 
outperforms existing robust FL schemes and maintains high accuracy even in highly non-IID data 
scenarios.

1. Introduction

In federated learning (FL) [1,2], training data (e.g., hospital records [3] or text snippets [4]) stays on local devices, including 
smartphones, sensors, and other edge devices [5]. These devices participate in training a global model by uploading only model 
updates, thereby preserving user data privacy. A well-known FL algorithm, FedAvg [6], enables each client to train a local model for 
multiple epochs using its own data, after which the server aggregates all local models by averaging to construct the global model.

Although FL has several advantages, it is vulnerable to Byzantine attacks. Adversaries can manipulate model updates or train local 
models on poisoned data, either degrading the global model’s accuracy [7,8] or altering its outputs [9--11], potentially leading to 
severe consequences. Therefore, developing effective Byzantine-robust FL schemes is essential for mitigating such threats.

Many studies have focused on enhancing the Byzantine robustness of FL. Some approaches [12,13] rely on auxiliary data collected 
at the server to detect and adjust model updates uploaded by clients. This data can be sourced from either the Internet or directly 
from clients. However, in highly non-independent and identically distributed (non-IID) FL scenarios, Internet-sourced data often has a 
distribution that significantly differs from clients’ data. As a result, it becomes ineffective. For instance, in FL-based mobile keyboard 
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prediction [4], users from different regions exhibit distinct language styles due to cultural differences. Therefore, using text snippets 
with a specific language style to evaluate model updates is unreasonable. On the other hand, collecting data directly from clients may 
violate their privacy, contradicting the fundamental principle of FL.

Instead of collecting data, other robust schemes employ descriptive statistical methods like mean aggregation [14,15] and median

based filtering [16,17], or distance metrics such as cosine similarity [18] and Euclidean distance [19], to identify outliers. However, 
recent attacks [20--22] are able to bypass these defenses by carefully crafting malicious model updates. The key reason for their 
success is that these updates are crafted to blend seamlessly with benign ones, making them undetectable by conventional outlier

based defenses.

Another category of defense mechanisms [23,24] treats model updates with high mutual similarity as potential malicious updates 
and either limits or discards them. However, this approach fails to defend against adversarial updates containing random perturba

tions. These updates may not exhibit high similarity but can still degrade the global model’s performance.

Furthermore, some schemes [16,17] retain only updates or parameters that appear benign. However, these approaches often 
do not align well with real-world FL scenarios. In highly non-IID settings, model updates from different clients often differ signif

icantly. Consequently, these schemes may unintentionally penalize benign clients, leading to suboptimal performance in such FL 
environments.

To address these challenges, we propose FedCmp, a novel Byzantine-robust FL scheme. Previous work has focused on mitigating the 
impact of malicious parameters on model convergence through anomaly detection, but they cannot fundamentally identify malicious 
updates. In contrast, we analyze the distributional differences between malicious and benign parameters, enabling FedCmp to precisely 
identify malicious updates. Specifically, FedCmp leverages the high variance and disorder of hidden layer parameters in model updates 
near the output layer under non-IID data scenarios. By leveraging multiple rounds of voting, FedCmp accurately detects and filters out 
malicious model updates. In each training iteration, the server constructs multiple parameter vectors, each representing parameters 
from a specific dimension of all model updates. These vectors are then clustered, and clients with parameters in the same cluster receive 
a vote. Finally, malicious updates are identified and removed based on clustered voting results. High variance and disorder intuitively 
increase the positional diversity of benign update parameters within the vector. In contrast, although malicious parameters may be 
numerically similar to benign ones, their positions remain relatively fixed. Consequently, one cluster consistently contains the same 
malicious parameters along with varying benign ones. This creates a clear distinction between the votes received by compromised 
clients and benign clients. Leveraging this pattern, FedCmp accurately identifies all compromised clients while aggregating updates 
from benign ones. By effectively utilizing knowledge from all benign updates, FedCmp maintains strong performance, even in highly 
non-IID FL scenarios. In summary, the main contributions of this work are as follows:

• To the best of our knowledge, FedCmp is the first Byzantine-robust FL scheme capable of accurately identifying well-crafted 
malicious updates that resemble and blend in with benign ones.

• We preserve the updates of all benign clients without penalizing their parameters, allowing the Byzantine-robust scheme to 
perform effectively in FL scenarios with highly non-IID client data.

• We design a detection method that leverages parameter diversity to identify malicious updates. It is highly scalable and can be 
seamlessly integrated into any FL framework without modifying the protocol.

• We evaluate FedCmp against five model poisoning attacks on three benchmark datasets and compare it with four state-of-the-art 
Byzantine-robust algorithms. Experimental results demonstrate its superior performance.

The remainder of this paper is organized as follows. Section 2 reviews related work. Section 3 provides background knowledge 
on FL and elaborates on our threat model. Section 4 presents our proposed method in detail. Section 6 summarizes and analyzes the 
experimental results. Finally, section 8 concludes the paper.

2. Related work

In some Byzantine-robust schemes, the server verifies model updates using a collected dataset. FLTrust [27] computes the cosine 
similarity between each client’s model update and the update derived from the server’s dataset, discards those with lower similarity 
and assigns weights to the remaining updates for aggregation. However, due to the discrepancy between the server’s dataset distribu

tion and the highly non-IID client data, FLTrust performs poorly in such scenarios. DiverseFL [12] pre-trains a model for each client 
using their respective data before the FL iteration and uses these models to monitor subsequent training updates. Error Rate-based 
Rejection (ERR) and Loss Function-based Rejection (LFR) [29] eliminate local updates that significantly degrade the global model’s 
error rate or loss, respectively. A common limitation of these methods is their reliance on a external dataset to detect malicious 
updates, which not only risks violating user privacy but also contradicts the core principle of FL—ensuring that training data remains 
on client devices.

Other researchers have adopted outlier detection methods to identify malicious model updates, avoiding reliance on datasets. 
Krum [25] computes the sum of Euclidean distances between each model update and its nearest 𝑛 − 𝑓 − 2 updates, where 𝑛 is the 
total number of clients and 𝑓 is the number of compromised clients. The update with the smallest sum of distances is selected to 
update the global model. To better utilize client knowledge, MultiKrum extends Krum by selecting 𝑐 updates such that 𝑛− 𝑐 > 2𝑓 +2, 
and then aggregates them to update the global model. Trimmed-mean [14] removes the top and bottom 𝑓 extreme values for each 
parameter dimension across all model updates, and then averages the remaining values. Bulyan [26] first selects 𝑐(𝑐 ≤ 𝑛−2𝑓 ) updates 
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Table 1
Comparison of Byzantine-robust FL schemes.

Scheme Strategy Limitation Time complexity Model accuracy (%) 
[14] Mean Requires a certain number of malicious updates 𝑂(𝑛𝑑𝑙𝑜𝑔𝑛) 97.69 
[25] Euclidean distance 𝑚< (𝑁−2)∕2; Ineffective in non-IID scenarios; In

effective against well-crafted malicious updates

𝑂(𝑛2𝑑) 93.98 

[26] Euclidean distance; Mean 𝑚 < 𝑁∕2; Ineffective against well-crafted mali

cious updates

𝑂(𝑛2𝑙𝑜𝑔𝑛+ 𝑛2𝑑) 97.77 

[23] Cosine similarity Ineffective against single malicious updates 𝑂(𝑛2𝑑) 97.81 
[27] Trusted dataset; Cosine similarity Requires a trusted dataset; Ineffective in non-IID 

settings

𝑂(𝑛𝑑) 96.91 

[15] Clustering; Euclidean distance; Median; Clipping Ineffective against well-crafted malicious updates 𝑂(𝑛𝑙𝑜𝑔𝑛+ 𝑛2𝑑) 96.60 
[28] Norms; Clipping Ineffective against well-crafted malicious updates 𝑂(𝑛𝑙𝑜𝑔𝑛+ 𝑛𝑑) 97.68 
[19] Euclidean Distance; Mean Ineffective against well-crafted malicious updates 𝑂(𝑛𝑑) 97.69 
Our Clustering 𝑚<𝑁∕2 𝑂(𝑘𝑛𝑙𝑜𝑔𝑛+ 𝑛𝑑) 97.61 

via MultiKrum, and then applies Trimmed-mean for aggregation. However, recent studies [29,20,21] have shown that attackers can 
craft malicious updates with geometric characteristics similar to benign ones, allowing them to bypass these defenses.

Some methods also leverage similarity metrics to detect anomalous updates. AFA [18] computes a weighted average of all model 
updates and measures the cosine similarity between each individual update and this average, discarding those with abnormal simi

larity. However, the weighted average itself can be influenced by malicious updates, thereby reducing its robustness. FoolsGold [23] 
assumes that malicious model updates exhibit higher similarity to each other than to benign updates, and dynamically adjusts clients’ 
learning rates based on update similarity. Nevertheless, FoolsGold is less effective against adaptive attacks [30] or malicious updates 
that incorporate random perturbations. FPD [24] integrates four types of defense mechanisms to iteratively cleanse and correct local 
model updates. However, its high computational complexity significantly slows down the FL iteration process.

We summarize previous works in Table 1. To address these limitations, we propose FedCmp, as detailed in section 4.

3. System overview

3.1. Federated learning (FL)

Consider a common classification task in a real-world FL scenario. We assume that the system consists of a central server and 𝑁
clients. Each client 𝑛(𝑛 = 1, ...,𝑁) possesses a local training dataset 𝐷𝑛{(𝑥𝑛𝑖 , 𝑦

𝑛
𝑖
)}|𝐷𝑛|
𝑖=1 , where 𝑥𝑛

𝑖
represents the 𝑖𝑡ℎ data sample, and 

𝑦𝑛
𝑖
∈ (1, ...,𝑀) is its corresponding label from 𝑀 classes. The goal of the FL system is to collaboratively train a single global model 𝜃

by solving the following optimization problem:

𝜃 = 𝑎𝑟𝑔𝑚
𝜃
𝑖𝑛𝐺(𝐹1(𝜃), ..., 𝐹𝑁 (𝜃)) (1)

where 𝐹𝑛(𝜃) represents the local optimization objective for client 𝑛, and is defined as follows:

𝐹𝑛(𝜃) =𝐸(𝑥,𝑦)∼𝐷𝑛 [𝑓𝑛(𝜃;𝑥, 𝑦)] (2)

where 𝑓𝑛 represents the empirical loss function on the training dataset 𝐷𝑛 .
𝐺(∙) is a specific aggregation rule. For example, in FedAvg [6], the aggregation function is defined as:

𝐺(∙) =
𝑁∑
𝑛=1 

𝑤𝑛

𝑤 
𝐹𝑛(𝜃) (3)

where 𝑤𝑛 and 𝑤 represent the number of training samples of client 𝑛 and the total number of training samples across all clients, 
respectively. Specifically, in each training iteration, the FL training process can be divided into the following three steps:

• Step I: The server randomly selects a subset of clients and distributes the current global 𝜃𝑡 , where 𝑡 represents the current iteration.

• Step II: Each selected client 𝑛 utilizes its local training dataset to train 𝜃𝑡 using mini-batch stochastic gradient descent (SGD [31]), 
yielding an updated local model 𝜃𝑡+1

𝑛
. Then, the client uploads the model update 𝑔𝑡+1

𝑛
= 𝜃𝑡+1

𝑛
− 𝜃𝑡 back to the server.

• Step III: The server aggregates the received updates and updates the global model 𝜃𝑡+1 = 𝜃𝑡 − 𝛼 ∙𝐺(𝑔𝑡+11 , ..., 𝑔𝑡+1
𝑁

), where 𝛼 is the 
learning rate, and 𝐺(∙) represents the aggregation function defined previously.

3.2. Threat model

3.2.1. Adversary setup

Attacker’s knowledge and capability. We consider an attack model that closely resembles a realistic scenario. Specifically, the attacker 
can compromise any 𝑚 clients out of the 𝑁 clients selected by the server in each iteration, but cannot compromise the server itself. 
For the compromised clients, the attacker has full knowledge of their states and can control them to send arbitrary model updates 
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to the server, whether these updates are carefully crafted, randomly generated, or trained with poisoned data. Regarding the benign 
clients, the attacker is aware of the updates they upload, which enables more potent attacks. The attacker’s goal is to disrupt the 
convergence of the global model as much as possible and degrade its accuracy.

Number of compromised clients. Some Byzantine-robust schemes [25,26] rely on prior knowledge of the number of compromised 
clients to guarantee algorithm convergence; however, obtaining such information is challenging in real-world FL scenarios. Other 
schemes [24,18] impose no assumptions on the number of compromised clients, instead focusing on guiding the update direction 
of the global model. However, these methods may not be suitable for highly non-IID data scenarios. FedCmp makes only a mild 
assumption: the number of compromised clients does not exceed 𝑁∕2, where 𝑁 represents the total number of clients selected to 
participate in training during each iteration.

3.2.2. Defense model

Some previous studies [12,13] require the central server to maintain a dataset. However, implementing this requirement in practice 
is challenging. Collecting data from clients may be hindered by users’ reluctance to upload their private information to the server. 
Although the Internet can also serve as an alternative data collection channel, in practical FL scenarios, clients’ training data is highly 
non-IID, rendering the collected data of limited reference value. In contrast, FedCmp requires the server to access only the model 
updates uploaded by clients in order to identify malicious ones. Beyond this, the server does not require any auxiliary datasets or 
additional information about the clients.

4. Details of FedCmp

4.1. Overview

• Step I: Constructing parameter vectors. The server constructs multiple parameter vectors, each consisting of all parameters in 
a specific dimension extracted from the local model updates uploaded by clients.

• Step II: Voting for clients. Each parameter vector is clustered into two groups, and all clients associated with the parameters 
in one of the clusters receive a vote. After clustering all parameter vectors, the final voting result is obtained.

• Step III: Clustering the voting result. The voting results are further clustered into two groups. Clients in the larger cluster are 
identified as benign, and their model updates are aggregated to update the global model.

4.2. Constructing parameter vectors

FedCmp selects parameters from the 𝑙𝑡ℎ layer of model updates to construct parameter vectors (as detail in subsection 4.3), where 
𝑙 is a hyperparameter that we set. Specifically, the server first generates a parameter set 𝑊 𝑛 for the model update uploaded by each 
client 𝑛:

𝑊 𝑛 = {𝑤𝑛1, ...,𝑤
𝑛
𝐾
} (4)

where 𝑤𝑛
𝑘

represents the weight parameter randomly selected for the 𝑘𝑡ℎ time without repetition. Then, the parameter matrix 𝑊 ∗ is 
constructed using all sets {𝑊 𝑛}𝑁

𝑛=1:

𝑊 ∗ =
⎡⎢⎢⎢⎣

𝑤1
1 𝑤1

2 … 𝑤1
𝐾

𝑤2
1 𝑤2

2 … 𝑤2
𝐾

… … … …
𝑤𝑁1 𝑤𝑁2 … 𝑤𝑁

𝐾

⎤⎥⎥⎥⎦
(5)

where each column is a parameter vector 𝑣𝑘 to be clustered in subsection 4.3.

4.3. Voting for clients

In a general neural network [32], the output layer processes complex features from the preceding layer and flexibly adjusts 
parameter values based on specific task objectives, such as category distinction in classification tasks or numerical prediction in 
regression tasks, to generate the final output. Consequently, from the perspective of parameter distribution, hidden layer parameters 
close to the output layer tend to be more complex and diverse, exhibiting a wider range and greater variance. Furthermore, in non-IID 
FL scenarios, the data distribution varies across clients, leading to significant differences in the distribution of these parameters within 
local models. In summary, within the matrix 𝑊 ∗, the values of benign parameters exhibit a high degree of randomness. For attackers, 
the goal is to generate malicious parameters that resemble benign ones to evade detection. Since malicious updates are not learned 
from data but are instead generated through specific computations, these parameters lack the same distribution characteristics. Based 
on this observation, we design a voting mechanism to identify compromised clients.

The K-Means clustering algorithm [33] partitions data points by computing their distances to cluster centers, ensuring that points 
within the same cluster are as similar as possible while those in different clusters are as distinct as possible. This approach effectively 
captures differences in data point distributions. Given that distinguishing between benign and malicious parameter distributions is 
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Fig. 1. The overall framework of FedCmp. 

crucial, we adopt K-Means as our core clustering algorithm. Each column vector in matrix 𝑊 ∗ is first clustered into 𝛾 groups, which are 
subsequently merged into two clusters, with 𝛾 being a tunable hyperparameter. Clients associated with parameters in the first cluster 
receive a vote. The intuition behind this approach is to mitigate the impact of outliers on the clustering algorithm. In the presence of 
extreme outliers, directly clustering into two groups may result in one cluster containing only a few outlier parameter values, thereby 
undermining the effectiveness of subsequent voting. Conversely, using too many clusters may prevent the clustering algorithm from 
effectively capturing the distributional differences between benign and malicious parameters, thus blurring the boundary in the 
final voting results. Finally, merging into two clusters aims to balance the accumulation of votes while leveraging the distributional 
differences between malicious and benign parameters. By applying clustering algorithms to multiple parameter vectors, we rapidly 
accumulate votes for one group, enabling effective differentiation. Fig. 2 illustrates the clustering of parameter vectors. In Fig. 2a, 
when malicious parameters closely resemble benign ones, the first cluster (represented by circles in the figure) contains both types. 
However, due to the diversity of benign parameters, they are not consistently clustered into the first cluster across different vectors. 
From an overall perspective, this results in benign clients receiving a more evenly distributed share of votes, while compromised 
clients rapidly accumulate votes. In Fig. 2b, when malicious parameters are randomly generated and differ significantly from benign 
ones, the first cluster contains fewer benign parameters, causing malicious ones to appear more frequently in the first cluster across 
different vectors. Therefore, a clear boundary will eventually emerge in the number of votes between benign and malicious clients.

Specifically, in each iteration, the server first clusters each parameter vector in matrix 𝑊 ∗ into {𝐶1,𝐶2, ...,𝐶𝛾}, which are then 
further merged into 𝐶𝛼 and 𝐶𝛽 in order of incremental parameters. The merging strategy is to keep the number of clients in 𝐶𝛼 and 
𝐶𝛽 remains as balanced as possible. Finally, the clients in cluster 𝐶𝛼 receive a vote. After clustering all vectors, the voting result is 
obtained, 𝑖.𝑒.,𝑅 = {𝑟𝑛|𝑛 = 1, ...,𝑁}.

It is important to note that the number of votes a client receives does not directly indicate whether it is malicious, but is solely 
used to differentiate between clients. Therefore, when counting votes based on cluster assignments, benign and malicious clients tend 
to receive votes in a mutually exclusive manner. Nonetheless, both voting patterns contribute to distinguishing malicious clients from 
benign ones.

4.4. Clustering the voting result

The server first clusters the voting result 𝑅 = {𝑟𝑛|𝑛 = 1, ...,𝑁} into two groups, 𝐺1 and 𝐺2, where |𝐺1|+ |𝐺2| =𝑁 . If |𝐺1| ≤ |𝐺2|, 
the model updates from all clients in 𝐺2 are aggregated to update the global model; otherwise, the updates from 𝐺1 are used instead.

An overview of FedCmp is illustrated in Fig. 1, and its pseudocode is provided in Algorithm 1.

5. Performance analysis

Given that FedCmp relies on clustering algorithms, analyzing its time complexity is essential. Let 𝑛, 𝑑 and 𝑘 represent the number 
of model updates, the number of parameter dimensions, and the number of parameter vectors, respectively.

1. Constructing Parameter Vectors: This step involves traversing and slicing operations. Its time complexity is 𝑂(𝑛𝑘).
2. Clustering Parameter Vectors: All vectors are traversed and clustered. The time complexity is 𝑂(𝑘(𝑛𝑙𝑜𝑔𝑛+ 𝑙𝑛)), where 𝑙 represents 

the maximum number of K-Means iterations.

3. Calculating Client Votes: To determine the number of votes each client receives, the clustering results must be traversed. The 
time complexity is 𝑂(𝑛).

4. Clustering Voting Results: Clustering the voting results requires 𝑂(𝑛𝑙𝑜𝑔𝑛 + 𝑙𝑛) time.

5. Merging and Averaging Updates: Finally, merging and averaging the updates has a time complexity of 𝑂(𝑛𝑑).
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Fig. 2. An illustration of different parameter distributions when clustering vectors. The blue dots and red dots represent benign parameters and malicious parameters 
respectively, and the parallel subgraphs represent different parameter vectors.

Algorithm 1 Byzantine-robust federated learning through clustering model update parameters (FedCmp).

Input: Total number of clients 𝑁 ; Total number of iterations 𝑇 ; Total number of parameter vectors 𝐾 ;

Output: Global model 𝜃𝑇 ;

1: for 𝑡← 0 to 𝑇 do

2: Initialize an empty parameter matrix 𝑊 ∗

3: Initialize a voting result 𝑅 with all zeros

4: for 𝑛← 0 to 𝑁 do

5: 𝜃𝑡+1
𝑛

= 𝑆𝐺𝐷(𝐷𝑛, 𝜃
𝑡)

6: Randomly select 𝐾 distinct parameters from the 𝑙𝑡ℎ layer of 𝜃𝑡+1
𝑛

and put them in the 𝑛𝑡ℎ row of the matrix 𝑊 ∗

7: end for

8: for 𝑣𝑘 ∈𝑊 ∗ do

9: Cluster 𝑣𝑘 into 𝛾 groups and then merge them into clusters 𝐶𝛼 and 𝐶𝛽
10: for 𝑛 ∈ 𝐶𝛼 do

11: R[n] += 1
12: end for

13: end for

14: 𝐺1,𝐺2 = 2 −𝑀𝑒𝑎𝑛𝑠(𝑅)
15: if |𝐺1| ≤ |𝐺2| then

16: 𝜃𝑡+1 = 𝜃𝑡 − 𝛼
∑
𝑛∈𝐺1

|𝐷𝑛 | ∑𝑁

𝑛=1 |𝐷𝑛 | 𝜃
𝑡+1
𝑛

17: else

18: 𝜃𝑡+1 = 𝜃𝑡 − 𝛼
∑
𝑛∈𝐺2

|𝐷𝑛 | ∑𝑁

𝑛=1 |𝐷𝑛 | 𝜃
𝑡+1
𝑛

19: end if

20: end for

In conclusion, the overall time complexity of FedCmp is 𝑂(𝑘𝑛𝑙𝑜𝑔𝑛 + 𝑛𝑑). In most cases, the time complexity is dominated by the 
𝑂(𝑘𝑛𝑙𝑜𝑔𝑛) term.

𝑛 is a fundamental parameter in the FL system. In FedCmp, clustering, sorting, and voting operations all depend on 𝑛. A larger 𝑛
results in a significant increase in the computational overhead of clustering. To mitigate this, optimization strategies such as Mini

Batch K-Means or distributed training can be employed to reduce computational costs.

The value of 𝑘 directly influences the number of K-Means clustering iterations. As 𝑘 increases, the number of K-Means executions 
grows, leading to a linear increase in overall complexity. Empirically, the value of 𝑘 influences the disparity in the number of 
votes received by benign and malicious clients. The optimal choice of 𝑘 depends on the specific attack algorithms employed. If 𝑘 is 
too small, the clustering algorithm may fail to effectively distinguish between the two groups, while an excessively large 𝑘 increases 
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Table 2
The default hyperparameters setting.

Hyperparameter MNIST Fashion-MNIST CIFAR10 
The number of iterations (𝑡) 100 100 1000 
The number of clients (𝑛) 50 50 50 
The number of clients selected in each iteration (𝑠) 20 20 20 
The number of compromised Clients (𝑚) 8 8 8 
Batch size (𝑏) 64 64 128 
The number of parameter vectors (𝑘) 40 40 40 
The number of layers selected for parameter selection (𝑙) 6 12 30 
Number of clusters before merging (𝑐) 3 3 3 
Learning Rate (𝛼) 1 0.001 0.01 
Degree of non-IID (𝑝) 1 1 1 

computational overhead. Therefore, 𝑘 can be tuned as a hyperparameter to strike an optimal balance between algorithm performance 
and computational efficiency.

6. Experimental evaluation

6.1. Experimental setup

6.1.1. Datasets

• MNIST [31]. MNIST is a handwritten digit recognition dataset that is widely used in the field of machine learning. It consists 
of grayscale images of handwritten digits from 0 to 9, each of size 28×28 pixels. The dataset includes 60,000 training samples 
for model training and 10,000 test samples for performance evaluation.

• Fashion-MNIST [34]. Fashion-MNIST is an image dataset similar to MNIST, but it features images of 10 different fashion items 
instead of handwritten digits.

• CIFAR10 [35]. CIFAR-10 is a widely used dataset for image classification tasks. It consists of 60,000 color images across 10 
categories, with each category containing 6,000 images. The dataset includes 50,000 training samples and 10,000 test samples, 
with each image being 32×32 pixels in size and comprising three channels: red, green, and blue.

6.1.2. Data distribution

We use the Dirichlet distribution [36] to partition the dataset. In real-world scenarios, data is often non-IID. The Dirichlet dis

tribution helps simulate scenarios in which different clients possess different data categories, making the experiment more realistic. 
By adjusting the distribution parameter 𝛼, we can control the balance of category distribution across sub-datasets. A larger 𝛼 (e.g., 
10) results in a nearly uniform distribution, resulting in a more balanced category distribution across clients. Conversely, a smaller 𝛼
(e.g., 0.1) leads to a more skewed distribution, where each client may only have data from a few categories.

6.1.3. Application scenarios

FL is typically applied in two scenarios: cross-device (e.g., keyboard next-word prediction [3]) and cross-silo (e.g., healthcare 
prediction [4]). In cross-device FL, the number of clients is large, with varying hardware capabilities, data distributions, and data 
quality. During each training iteration, the server randomly selects a subset of available clients to participate in model training. In 
contrast, cross-silo FL involves large institutions (e.g., hospitals [37], banks [38]) as clients. These institutions possess vast amounts 
of data but are reluctant to share it due to privacy and commercial concerns. In our experiments, we simulated a cross-device FL 
scenario.

6.1.4. Model structure

We employ a 6-layer convolutional neural network as the global model for MNIST, and a 12-layer network for Fashion-MNIST. 
For CIFAR-10, we adopt the ResNet-18 architecture [39] as the global model.

6.1.5. Hyperparameters setting

Table 2 shows the default parameter settings for the FL training process. Unless otherwise specified, all experiments use these 
default settings.

6.1.6. Evaluation metrics

• Model accuracy (MA). MA refers to the percentage of samples for which the global model correctly predicts the true labels.

• False negative rate (FNR). FNR represents the proportion of benign updates mistakenly classified as malicious by the algorithm. 
A higher FNR means more benign updates are incorrectly rejected.

• False positive rate (FPR). FPR represents the proportion of malicious updates incorrectly classified as benign by the algorithm. 
A higher FPR means more malicious updates are mistakenly accepted.
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Table 3
The performance of FedCmp under multiple attacks when selecting parameters from different 
layers in LeNet. The results are in the form of ``FNR (%) / FPR (%) / Highest MA (%)''.

Attack The number of layers selected for parameter selection 
1 2 3 4 

Fang 1/1/97.58 5.42/5/97.31 0/0/97.48 0.12/0/97.64 
LIE 0/0/97.42 1.25/1/97.46 0/0/97.47 0/0/97.45 
AGR-tailored 6.83/7/97.58 12.42/16/97.75 7.75/10/97.43 0/0/97.45 
AGR-agnostic 37.42/65/29.63 20.75/33/88.51 18.08/28/96.65 0.83/1/97.56 
Gaussian 0/0/97.47 0/0/97.63 0/0/97.45 0/0/97.48 

6.1.7. Evaluated attacks

• Fang attack [29]. The Fang attack maximizes the directed deviation between the aggregated updates of benign clients and 
those of all clients, including the compromised ones.

• LIE attack [21]. The LIE attack evades detection by robust algorithms by adding carefully crafted noise to model updates.

• AGR-tailored attack [20]. The AGR-tailored attack maximizes the Euclidean distance, in contrast to the directed deviation used 
in the Fang attack.

• AGR-agnostic attack. The AGR-agnostic attack computes the maximum distance among all benign model updates and optimizes 
malicious updates to ensure that their distance from all benign updates does not exceed this maximum value.

• Gaussian attack. The Gaussian attack samples noise from a Gaussian distribution with a mean of 0 and a variance of 1, using 
the sampled noise as malicious parameters to construct model updates.

6.1.8. Evaluated defenses

• FLAME [15]. FLAME first calculates the median Euclidean distance between model updates and clips all model updates to this 
value. HDBSCAN [40] is then used to cluster the model updates based on cosine similarity to obtain a set of benign model 
updates. Finally, these updates are aggregated and noise is added to update the global model.

• FLTrust [27]. FLTrust trains a model on the server to evaluate model updates uploaded by clients. Any model update that is 
not similar to the server update is removed, and the remaining model updates are weighted and aggregated to update the global 
model.

• MoNNA [19]. MoNNA computes the distance between each vector and a reference vector, selects the 𝑘 closest vectors, and 
returns their mean.

• ARC [28]. ARC first calculates the norms of all updates and sorts them in ascending order. Then, 𝑓 updates with the largest 
norms are clipped so that their norms do not exceed a threshold, where 𝑓 represents the number of malicious clients. Finally, 
the mean of the clipped updates is returned.

Additionally, we implemented the widely used FedAvg algorithm [6] as a non-robust baseline for comparison with the robust 
algorithms.

6.2. Experimental results

6.2.1. The impact of selecting parameters from different layers

Table 3 illustrates the impact of selecting parameters from different layers on the model performance of FedCmp when defending 
against various attacks. The model consists of four layers, with the first two being convolutional layers and the last two fully connected 
layers. The fourth layer—the final fully connected layer—contains more stochastic parameters because it is responsible for extracting 
high-dimensional features from the input samples. As a result, when its parameters are used to construct parameter vectors, FedCmp 
is able to accurately identify and eliminate all malicious updates across a range of attack scenarios.

6.2.2. The impact of proportions of compromised clients

Table 4 shows the performance of FedCmp with varying percentages of compromised clients. When the proportion of compromised 
clients is below 50%, FedCmp accurately distinguishes between malicious and benign updates, resulting in both the FNR and FPR being 
close to 0. When the proportion of compromised clients reaches 50% and 100%, FedCmp’s FNR and FPR rise to approximately 50% 
and 100%, respectively. In fact, FedCmp remains effective in distinguishing between updates when the proportion of compromised 
clients is 50% or higher. However, since FedCmp operates without prior knowledge of the attack method, it cannot confidently 
determine which merged clusters contain benign updates. As a solution, FedCmp randomly selects one cluster or chooses the one 
with the majority of updates for global model updating.

6.2.3. The impact of the number of clusters before merging

In Table 5, we examine multiple cases with different numbers of clusters. A value of 2 means that the parameter vectors are 
clustered into two groups without further merging, while a value of 20 means the parameter vectors are clustered into 20 clusters, 
ensuring that after merging, the two resulting clusters contain an equal number of clients. The model achieves the best performance 
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Table 4
The performance of FedCmp under multiple attacks with different proportions of compromised clients. The results 
are in the form of ``FNR (%) / FPR (%) / Highest MA (%)''.

Attack The proportion of compromised clients 
5% 20% 40% 50% 65% 

Fang 1.26/1/97.47 0.13/0/97.85 0.12/0/97.64 60/60/93.99 100/100/18.06 
LIE 0/0/97.55 0/0/97.59 0/0/97.45 54/54/89.89 100/100/74.80 
AGR-tailored 0/0/97.63 0/0/97.64 0/0/97.45 47/47/97.45 100/100/97.42 
AGR-agnostic 8.58/4/97.54 0.69/1/97.43 0.83/1/97.56 54.6/57/54.62 96.29/100/10.09 
Gaussian 0/0/97.57 0/0/97.85 0/0/97.48 54/54/79.55 100/100/11.53 

Table 5
The performance of FedCmp under multiple attacks when using a different number of clusters before merging. The results are 
in the form of ``FNR (%) / FPR (%) / Highest MA (%)''.

Attack The number of clusters before merging 
2 3 5 10 20 

Fang 0/0/97.49 0.12/0/97.64 0/0/97.68 3/2/97.66 1.5/2/97.50 
LIE 0/0/97.71 0/0/97.45 0/0/97.51 0/0/97.64 0/0/97.53 
AGR-tailored 43.25/86/97.78 0/0/97.45 41.17/78/97.28 37.75/66/97.42 36.33/60/97.30 
AGR-agnostic 9.08/13/97.67 0.83/1/97.56 1.42/2/97.68 0.83/1/97.53 0/0/97.48 
Gaussian 0.42/53.13/87.48 0/0/97.48 0.5/5.25/91.16 43.33/73.38/77.46 40.08/76.13/76.48 

Fig. 3. MA of different schemes in defending against various attacks on MNIST. 

when the number of clusters is 3. This is because 3 represents an optimal balance, allowing the clustering algorithm to capture the 
distributional features inherent in the parameter vectors while remaining unaffected by outliers.

6.2.4. Performance comparison against various attacks

Fig. 3 and Fig. 4 present the comparison of MA among various robust schemes when defending against multiple types of attacks on 
MNIST and CIFAR10, respectively. Since MNIST is relatively simple in terms of recognition difficulty, it provides limited opportunities 
for attacks to cause substantial degradation. As a result, the differences in MA among the robust schemes are less pronounced and most 
of them are able to maintain high performance. In contrast, CIFAR10 presents a more complex and challenging learning task, making 
distinctions between the capabilities of different schemes become more evident. The increased difficulty of the dataset amplifies the 
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Fig. 4. MA of different schemes in defending against various attacks on CIFAR10. 

Table 6
Highest MA of different schemes in defending against various attacks on Fashion-MNIST.

Attack Byzantine-robust scheme 
FedCmp FedAvg FLAME FLTrust MoNNA ARC 

No attack 85.73 86.87 86.50 85.06 87.63 87.23 
Fang 86.62 73.19 76.16 76.91 84.62 74.12 
LIE 86.01 67.13 78.21 70.69 78.08 68.41 
AGR-tailored 86.94 10.00 81.60 84.17 86.58 10.51 
AGR-agnostic 87.13 77.38 85.04 82.95 80.25 78.06 
Gaussian 86.61 72.45 85.42 84.23 86.46 86.64 

effects of both the attack strategies and the effectiveness of the defense mechanisms, thereby exposing the limitations or strengths of 
each scheme more clearly.

In the no-attack setting, FedCmp exhibits slightly lower MA compared to other schemes. This is primarily because FedCmp still 
removes a small number of benign model updates as a precautionary measure, even when no malicious updates are present. While 
this conservative approach enhances its robustness and general resilience, it inevitably leads to a slight reduction in accuracy due 
to the exclusion of useful information contributed by benign clients. Interestingly, in the presence of attacks, FedCmp’s MA often 
exceeds that in the no-attack scenario. This is because the presence of malicious updates enables FedCmp to retain almost all of the 
remaining benign updates. As a result, the global model is less affected by adversarial manipulation and can generalize better, leading 
to improved accuracy under attack conditions. Table 6 supplements the experiments on Fashion-MNIST, and the results are largely 
consistent with our analysis.

Overall, in a wide range of attack scenarios, FedCmp consistently outperforms other robust schemes with respect to MA. This 
consistent superiority highlights its strong capability in mitigating the effects of model poisoning attacks and preserving the global 
model’s integrity and effectiveness across varying levels of task complexity.

6.2.5. Performance comparison across different data distributions

Fig. 5 and Fig. 6 illustrate the variation in the highest MA achieved at different values of 𝛼 for different robust schemes defending 
against various attacks on MNIST and CIFAR10, respectively. We consider six values of 𝛼: 0.01, 0.1, 0.5, 1, 5, and 10. Here, 𝛼 = 0.01
corresponds to an extremely non-IID data distribution, where most clients possess samples from only a single class and exhibit 
significant data imbalance. 𝛼 = 1 is a commonly used setting, where clients’ data exhibits a moderate degree of diversity. When 
𝛼 = 10, the data across clients becomes nearly IID, with both the sample counts and label distributions approximately uniform.
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Fig. 5. Variation in highest MA across different schemes defending against various attacks with varying 𝛼 on MNIST. 

Fig. 6. Variation in highest MA across different schemes defending against various attacks with varying 𝛼 on CIFAR10. 

Since MNIST is relatively simple, variations in 𝛼 have minimal impacts on the highest MA, and the performance differences among 
different robust schemes are mainly due to the nature and intensity of the attacks themselves. Under these conditions, FedCmp 
effectively defends against multiple attacks, maintaining a stable and high level of MA. When applied to the more challenging 
CIFAR10, significant performance variation is observed. In particular, when 𝛼 = 0.01, the global model exhibits severe overfitting. 
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Fig. 7. Comparison of computational efficiency. 

This overfitting results from the fact that the global model is updated based on highly biased local data, making it difficult for the 
model to generalize across the entire data space. As a result, all schemes, including FedCmp, suffer a noticeable drop in MA under 
this setting. As the value of 𝛼 increases, the performance of FedCmp improves significantly. With moderate to large 𝛼 values, FedCmp 
not only recovers from performance degradation but also frequently outperforms other robust schemes, even under different attacks. 
This is because FedCmp is able to accurately identify and exclude malicious client updates, thereby preserving the integrity of the 
global model.

Compared to other robust schemes, FedCmp shows clear advantages across all distribution settings. It consistently achieves higher 
highest MA and demonstrates better resilience to both adversarial behavior and data heterogeneity, making it a strong candidate for 
real-world FL applications.

6.2.6. Computational efficiency

Fig. 7 illustrates the average time consumed per training round by different robust schemes when defending against Gaussian 
attack throughout the entire training process. Among them, FedCmp demonstrates relatively lower computational efficiency. This is 
primarily due to its frequent use of K-Means clustering algorithm: in each training round, FedCmp must perform clustering on all 
parameter vectors and determine the voting result. These additional steps introduce overhead, increasing the per-round time cost 
compared to schemes with simpler strategies, such as FedAvg, which only performs averaging. However, this also endows FedCmp 
with enhanced robustness against various attacks.

7. Limitations

Although FedCmp effectively removes malicious updates and maintains high model accuracy against carefully crafted model poi

soning attacks, it still has certain limitations. First, in the absence of attackers, FedCmp may misclassify some benign updates as 
malicious, leading to a slight decline in accuracy. Second, while effective against model poisoning, its defense capabilities remain 
limited when faced with broader threats such as data poisoning and backdoor attacks. Additionally, FedCmp assumes that com

promised clients constitute less than 50% of the total client population. Finally, since FedCmp relies on clustering algorithms, its 
computational overhead can be substantial in large-scale FL scenarios (i.e., with a large number of clients), which may affect overall 
system efficiency. In future work, we aim to address these limitations to further enhance its robustness and practicality.

8. Conclusion

In this work, we propose FedCmp, a Byzantine-robust federated learning (FL) scheme designed to defend against model poison

ing attacks. FedCmp leverages the diversity of model update parameters to filter out malicious updates, regardless of whether the 
malicious updates are carefully crafted or randomly generated. Specifically, FedCmp first clusters model parameters, then assigns 
votes to clients based on the clustering results, and finally identifies and removes malicious updates by clustering the voting outcome. 
We conduct a comprehensive evaluation of FedCmp’s performance. Experimental results demonstrate that FedCmp effectively elimi

nates malicious updates and achieves higher model accuracy compared to existing approaches. Moreover, FedCmp maintains stable 
performance even in FL scenarios with highly non-IID data.
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