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Abstract

The process industry is increasingly oriented towards automation. Use is made of both
automated systems and human operators to control processes. For this control, operators can
use computer systems to execute actions and conduct procedures. Automation of procedures
can improve performance and safety, while reducing workload. Identifying procedures suitable
for automation currently relies heavily on manual inspection and knowledge of operational
staff.

This thesis proposes a method for the analysis of stored process data to identify opportunities
for procedural automation in processing plants. The goal of this analysis is the identification
of action patterns in operator responses to alarms that are predictable. Action patterns which
are predictable can present good opportunities for automation.

The method utilizes the physical layout of the process, combined with a statistical analysis
of events occurring in the event log to identify the relevant events in response to each alarm.
Sequential pattern mining is then applied to those events. This thesis introduces a novel
pattern type called ’independent frequent patterns’ to quantify patterns in response to an
alarm. The pattern mining results are condensed into a value for the predictability of the
response of an alarm.

In order to ensure validity of the patterns resulting from the method, a training and test
set were constructed, consisting of alarms and the response patterns known to be the correct
responses to those alarms. The method was designed using the training set and validated
using the test set, by applying the method to the alarms in those sets and observing if the
correct response patterns were identified. Then, the method was applied to alarms in the
event log of which the correct response was not yet known, to rank those alarms on their
potential for automation.

The thesis is conducted in collaboration with Shell Energy and Chemicals Park Rotterdam,
and the method is applied to data supplied by them. The most common alarm messages
are evaluated for the response pattern required to resolve them, the predictability of that
pattern and the benefit of automating the response. From this, a ranked list of automation
opportunities was constructed, which was then further discussed with operational staff.
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Chapter 1

Introduction

In the process industry it is common for processes to be controlled by both an automated
system and by human operators in parallel [34]. Operators can control the process manually
or via a Human Machine Interface (HMI) and can perform a set of actions in order to maintain
process operating conditions which are safe, reliable, efficient, and ensure profitability of the
process [5,8]. In many industrial processes, actions executed by both humans and automated
systems, as well as process measurements, are logged for later analysis [46].

Errors made by operators can result in dangerous conditions [4]. Performance in both safety
and process efficiency can differ between operators: Although Standard Operating Procedures
(SOP) are often in place, the experience of operators can affect their performance when
executing procedures [59]. The industry has made efforts to further automate and reduce
dependency on human operators [8,17,47]. Improved safety performance [8,58], mitigating
loss of knowledge due to retiring operators [55, 58], and a potential increase of efficiency
[8,17,55,58,59] are most cited as reasons for pursuing further automation.

In the process industry, the focus of automation has broadened from automatically controlling
the plant in steady-state conditions, to include the automation of procedures performed by
operators [59]. Procedures in this context are defined as "A set of operator tasks that are
conducted in a set way time-after-time to achieve a certain goal such as starting or shutting
down a unit or making a product" [59]. Operators perform many procedures during their work,
with varying frequency. Such procedures can have the goal to correct erroneous behaviour,
e.g. making the plant return to its proper operating point after an error occurred, moving the
plant towards new operating conditions, or shutting down a plant. In the process industry, the
implementation of computerized systems to execute sequential tasks is known as procedural
automation [58].

With many procedures in place, choosing which procedures to automate is a problem requiring
the consideration of multiple aspects, including productivity, reliability, safety and cost of
potential solutions [6]. Finding suitable procedures to be automated and finding methods
to automate them is an ongoing topic in research, not only in industry [55,59], but also in
business [2, 28], and healthcare [63].
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2 Introduction

Research Question and Scope

The digitization of industry has led to the gathering of large amounts of process data [46,47].
While in the past operators and engineers relied on their knowledge and experience to choose
which procedures to automate, recent studies propose the use of this stored process data
to study the efficiency of their processes and procedures, to identify gaps in their standard
operating procedures and to measure operator capability [55].

The research objective of this thesis is to find a method for leveraging stored process data for
the identification of procedural automation opportunities in processing plants. The formula-
tion of this research objective originates from Shell Energy and Chemicals Park Rotterdam, a
processing plant in the Netherlands, where the research was proposed as a graduation project.

The primary focus of this research is to identify series of actions executed by operators whose
execution exhibits a level of predictability, where predictability is the degree to which the
operator actions in response to an alarm can be anticipated or foreseen based on the patterns
observed in the event logs. Based on this proposal, the following research question was
formulated:

"How can commonly occurring action patterns of operators in response to alarms
in processing plants be extracted from stored process data for the identification and
prioritization of procedural automation opportunities, considering the predictability
of those patterns, their frequency, and the potential benefits of their automation?”

This research question is addressed through the development of a method which identifies
predictable action series in the responses of operators to alarms, and which assesses those
responses regarding their potential for automation. This method is subsequently tested and
applied to the stored data within the Shell Energy and Chemicals Pakr Rotterdam. Based
on this assessment, a list of procedural automation opportunities is made.

In Figure 1-1, a schematic overview is shown illustrating the interactions between operators,
the control system, and the plant. As per the research question, the goal of this research is
to identify the actions performed by operator in reaction to alarms being annunciated by the
control system.

Document structure

In Chapter 2, the methodology for answering the research question is further outlined. Chap-
ter 3 provides background information necessary for the results presented in later chapters.
This includes key terminology, and findings from earlier research. The method developed to
identify predictable patterns in plant data is explained in Chapter 4, where it is also explained
how this method was conceived. Chapter 4 provides a detailed explanation of the method
developed for identifying predictable patterns in plant data and presents the process through
which this method was conceived. In Chapter 5, the patterns generated by the method are
presented, after which they are evaluated based on their predictability, frequency, and poten-
tial benefit of automation. This evaluation leads to a ranked list of procedural automation
opportunities. In Chapter 6, the results of this thesis are summarized, the contributions are
stated, and recommendations for future work are made.
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Figure 1-1: A schematic overview illustrating how operators interact with the control system,
which interacts directly with the plant. The plant receives control signals from the control system,
and supplies measurements to it. The Control system supplies operators with all information
necessary, such as measurements and current control settings, and it annunciates alarms to the
operators in case measurements are outside of their operating window. Operators can perform a
number of actions to interact with the control system, and thereby change the operational mode
of the plant, or resolve alarms.
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Chapter 2

Methodology

The research topic of this thesis arose from a graduation project offered by Shell Energy
and Chemicals Park Rotterdam. This research was conducted with their collaboration. The
project description is to design a method for the identification and framing of opportunities
for further procedural automation for the continuous process operations in the refinery of
Shell Energy and Chemicals Park Rotterdam. Namely, the Hydrogen Converter (Hycon)
and Solvent De-Asphalter (SDA) plants was investigated, overviews of which are shown in
Appendices A and B respectively.

The rationalization for this project is that further automation is key in freeing operation
manpower while being faced with shortage. Furthermore, automation can increase the reli-
ability of tasks which are critical or complex. Procedural automation being the automation
of tasks in processes otherwise being performed by humans offers the potential to fulfill those
goals. As such, the method designed should identify automation opportunities based on the
frequency, complexity and criticality of the tasks being performed.

The relative frequency and complexity of procedures will be based on both an analysis of
historical data, and from conversations with operational staff in the refinery. The criticality
of procedures is based on documented approaches for those procedures, and from conversations
with operational staff.

2-1 Research goal

The main research goal of this thesis is designing a method to analyze historical data of
the chemical plants in Shell Energy and Chemicals Park Rotterdam and to find automation
opportunities. With this research goal, a literature study was conducted as a starting point
for the thesis. In this, previous works were studied for methods which can be useful to the
identification of automation opportunities in industry.

From this literature study, it was found that searching for frequently occurring patterns in
the event log of operator actions could be a promising method to find actions which can be
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6 Methodology

automated using procedural automation. It was found that pattern recognition on alarms
was attempted in previous works, but not in combination with operator actions with the
goal of finding automation opportunities. Based on this, the research question stated in the
introduction was introduced. This literature study was submitted as a previous deliverable.

2-2 Research plan

Based on the research question and literature study, a plan was made for the thesis research.
First, the historical data of a part of the refinery will be analyzed for patterns which occur in
the data. Those patterns are further analyzed for their complexity, their frequency and how
predictable their occurrences are. Next, those measures are combined with the criticality of
the alarms that they are in response to. This is explained in Chapter 4.

Combining those figures, a list is made of the alarm response patterns which present the most
interesting automation opportunities. This is explained in Chapter 5. The most interesting
automation opportunities are then discussed with operational staff to find the alarm responses
that are deemed most useful to automate.

As a proof of concept, one of the alarm responses resulting from the list and discussions with
operational staff is chosen and a functional description for applying procedural automation to
this alarm is written. The results from the analysis of the historical data is also used in this
step. Since this shows patterns of previous responses of human operators to those alarms,
those patterns can be used as a starting point for writing a functional description.

2-2-1 Training and test sets

In order to design a method that can uncover relevant patterns from the dataset, it was found
that a test set should be available to determine if found patterns are correct. This test set
should consist of patterns which are known to be present in the dataset, and of which it is
known when those patterns occur.

One clear type of pattern that is available in the data is the response of operators to alarms. A
big advantage of such type of patterns is that it is easy to identify when those patterns should
occur, being after the alarm is annunciated. Alarm annunciations and their time stamps are
readily available in the dataset.

It was furthermore found that alarms could be interesting opportunities for procedural au-
tomation. This would be the case if we could prevent the alarm from annunciating by au-
tomating the response before the alarm threshold is reached. In such cases the workload of
operators can be decreased, and the amount of upsets occurring in the plant can be reduced.
A training and a test set were constructed. Both sets consist of alarm tags and sequences of
the operator’s responses to each of those alarms.

2-2-2 Building the method

The first step in the research project is to build a method which can uncover the operator
responses to the alarms in the training set and test set. This is explained in Chapter 4, and
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2-2 Research plan 7

makes use of Sequential Pattern Mining (SPM) algorithms. It should be noted that a large
advantage of such algorithms is that a measure showing how often a particular pattern is
performed in response to an alarm, proportionally to how often that alarm is annunciated,
is returned. This measure is called the support of a pattern, and can be used to assess how
predictable the response to a particular alarm is.

The training set is used to test each individual part of the algorithm while designing the
method, while the test set is used in the end to determine if the method correctly finds the
response to alarms it has not seen before.

The method consist of multiple parts. Using the training set while programming each part
ensures that it is known what the outcome of each particular part should be, allowing for a
more effective programming process. The test set is used to prevent over-fitting the method
to the training set, since the test set is used to check if the method also gives correct results
on alarms that were not yet seen during programming. If the correct responses to those new
alarms can be found, it is assumed that the method will also find correct responses to other
alarm tags that were not seen before. This is illustrated in Figure 2-1.

The method is programmed in Python 3.10, using various additional packages, including
Numpy [30], Pandas [41], and Scipy [53].

2-2-3 New alarms

When the method is able to return the required patterns for each alarm in the training
and test set to a satisfactory degree, the method can be applied to the other alarms which
the method has not yet seen before, to obtain response patterns, and their predictability
and complexity. Since only the alarms with a large amount of annunciations are considered
interesting as automation opportunities, the method is applied to the 500 alarms which are
annunciated most often in the plant. This also reduces the processing time that the method
requires.

2-2-4 Comparing automation opportunities

The responses to the different alarms are ranked as automation opportunities. This is based
on the degree of predictability of the response, the amount of times this alarm is annunciated,
the ‘importance’ of the alarm. This is further shown in Chapter 5.

Once this list is generated, the alarms showing the most promising automation opportunities
are chosen. Those opportunities are discussed with operational staff of the plant in order to
determine how successful the method is in finding procedural automation opportunities. As a
proof of concept, one of the automation opportunities is chosen and a functional description
is written for its procedural automation.

Master of Science Thesis C.H.C. van der Hoorn
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Figure 2-1: Figure showing an overview of the research plan. The research plan is broken up

into four steps:

In step 1, the algorithm is designed using the alarms of the training dataset, designing each part
such that it returns the required output, resulting in the known operator responses of those alarms.

A more detailed overview of the algorithm is given in Figure 4-4.
In step 2, the algorithm is tested on the alarms of the test dataset, to determine if it returns the

correct operator responses for alarms it has not yet seen before.
In step 3, the algorithm is applied to the set of of most often occurring alarms. Of these alarms,

it is not known yet what the correct response is.
In step 4, the resulting list of alarms and the predictability of their responses is analyzed to find

the most suitable automation opportunities.
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Chapter 3

Literature background

This Chapter provides the background information necessary for the results presented in later
chapters. First, key terminology is introduced which is used throughout this thesis. Then,
the findings of earlier research which are used in this thesis are introduced and elaborated
upon. These concepts are referred to in later Chapters.

3-1 Terminology

Specific terms and concepts are used in literature relating to procedures and their parts.
Because the use of terms can differ between cited resources, an overview of terms used in this
thesis review is given below for clarity.

Events An Event is an instantaneous occurrence which changes the process from one mode
to another. In the context of the process industry, an event is associated with a tag. A tag
is an identifier which references a specific item, component, piece of equipment, or process
in the plant. All events have an activity associated with them, indicating how an operator
interacted with the tag. The tag and activity of each event are logged, as well as the time at
which an event occurred. Examples of events are incoming alarms, operator actions performed
manually by operators, actions performed by operators via a Human Machine Interface (HMI),
actions performed automatically by an automated system, or system messages [17].

An Event is represented by e = (t,v,a) € FE and has several attributes: a time stamp ¢ € R,
a tag v € V, an activity a € A,

V represent all possible tags. A, represents all possible activities for tag v. For example, for
an alarm with tag vy, the set of possible activities A,, is equal to

{Alarm-Unack, Alarm-Ack, Alarm-Rtn-Ack, Alarm-Rtn-Unack}

Where an alarm can be raised, can be acknowledged, and can return to the normal state both
after being acknowledged or after not being acknowledged yet.

Master of Science Thesis C.H.C. van der Hoorn



10 Literature background

Event logs The event log of a process £ C FE is the database in which all events that
have occurred have been saved. Depending on the processes, manual actions of operators
in the field or communication activities between operators may or may not be stored in the
event log [31]. It’s important to consider that these specific activities will not be available
for analysis when reviewing the event log. This restricts the type of sequences that can be
analyzed solely from the event log.

Sequences A sequence s € S is a sequential collection of a finite number of events e, and is
denoted as follows:

s=<e1,e9,...,ep > (3-1)

This follows the notation used in publications in the field of Sequential Pattern Mining (SPM),
such as [25]. The sequence database S is the set of all sequences found in an event log:

S:{Siisi =< €1,€2,...,€g >,€j6£Vj,} (3—2)

Each event can only occur in one sequence of the event log, and as such s;Ns; = 0, s;, s; inS.
There are several methods for constructing the sequence database from the event log, some
of which are shown in Section 3-2-2. The method designed specifically for this thesis is shown
in Chapter 4.

Subsequences A sequence s, is a subsequence to sequence s, if and only if sequence s, is

contained in sequence s,. Sequence s, =< aq,as,...,a, > is contained in sequence s, =<
bi,ba,..., by > if and only if integers 1 < 41 < ip < --- < 4, < m exist, such that a1 =
bi,, a2 = biy,...,an, =b;, . This is from here on out denoted by s, C s [25].

As an example, s, =< a,b,d > is a subsequence of s, =< a,b,¢,d >, while s, =< a,¢,b > is
not.

Patterns In the current context, a pattern is a sequence of events which occur a minimum
amount of times in the sequence database S. This is the definition as used in the field of
SPM [25]. While patterns are also called frequent sequence in literature [25], the term pattern
is used throughout this document.

A sequence of events is said to be a pattern p if, and only if, sup(p) > minsup, where sup(p) is
the amount of sequences s € S of which p is a subsequence, and where minsup is a threshold
set by the user of the algorithm [25].

The set P is the set of all patterns in a sequence database S:
P={p:|{s:s€S,pC s} > minsup} (3-3)

To give an example, Table 3-3 shows a sequence database S and the resulting pattern database
P, where each pattern p is a subsequence to at least minsup = 2 sequences in S.
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3-2 Alarm reduction 11

3-2 Alarm reduction

In the process industry, operators are alerted of potentially problematic process conditions
by alarms, for example when normal operation limits are exceeded [50]. However, there are
alarms which are not useful or are redundant, e.g. because they are repeated excessively in a
short amount of time - called alarm chattering - or otherwise supply no new information to
the operator. Such alarms are known as nuisance alarms [39]. Alarm floods occur when many
alarms sound in rapid succession, often as consequence of each other [36]. A large amount of
alarms can overwhelm an operator, reducing their ability to properly control the process.

Various methods of reducing nuisance alarms in industrial applications have been researched
and proposed. Simpler methods focus on individual alarms, while more complex methods
target instances of multiple alarms occurring in succession. The latter do, for example, so
by finding patterns (as described in the previous Section) in the incoming alarms. The
application of this to alarm floods is described in this Section. Further elaboration on SPM
and its implementation is elaborated on later.

3-2-1 Alarm deadbands and time-delays

Chattering or repeating alarms are alarms which repeatedly make the transition between
alarm and non-alarm states. Chattering alarms are the most common nuisance alarms en-
countered in industrial plants [56]. Methods for reducing such alarms is a topic of active
research.

In [32], a method which uses deadbands is shown. Once a measurement is in the alarm
state, an alarm deadband requires the measurement to move an additional amount back
into nominal operating conditions before the alarm will clear. This will reduce repeating of
alarms for measurements which fluctuate around the alarm threshold. A different method to
reduce alarms is by setting a minimum time during which the measurement must be outside
of nominal operating conditions before an alarm will sound. This method is referred to as
time-delay [7]. Both methods can be useful in reducing repeated alarms and events which
need to be considered in searching for frequently occurring sequences.

3-2-2 Sequence mining

The deadband and time-delay methods described above consider each alarm individually.
They do not reduce alarms during alarm floods in the case alarms are a consequence of each
other. Alarms which are highly predictable are assumed to not supply new information to
operators, and preventing them from annunciating can reduce the mental load on operators
[36]. Industrial companies still rely mostly on expert consultation to find patterns when
attempting to reduce alarm floods. Using data mining techniques to detect patterns in alarm
floods is proposed to be used to find predictable alarms [14,16, 36].

In [36] the similarity between sequences of alarms is measured using the Smith-Waterman
algorithm to calculate a similarity index between different alarm flood sequences. This allows
for similar patterns to be identified without them needing to be exactly equal. Such similarity
measures can be used for clustering of similar sequences. Methods for measuring similarity
between sequences are shown in Section 3-7-1.

Master of Science Thesis C.H.C. van der Hoorn



12 Literature background

In [14], sequential pattern mining is applied to alarm data in order to find sequences of alarms
which are related to one another, with the goal of reducing alarm floods. Sequential Pattern
Mining is further explained in Section 3-6 The authors use a dataset of alarm data of a vinyl
acetate production unit, which they made available online.

The authors of [16] recognize that while finding frequently appearing patterns in industrial
alarm data is possible, many spurious sequences may be generated. In [16], the sequence
mining algorithm from [14] is enhanced by using hierarchical constraints which arise from the
physical topology of the process, as is explained in Section 3-3.

3-3 PEFS linking

Process Engineering Flow Schemes (PEFSs) are diagrams of the physical layout of the process,
showing piping and process equipment together with the instrumentation and control devices
of a process. As such, a PEFS shows which measurement equipment is closely related in the
physical process. This is one rule on which it could be assumed that two alarms have the
same cause, and as such can be together in the same sequence. For example, if two pressure
alarms have a physical process path connecting them, and sound a low alarm in a short time
interval, they may be likely to have the same cause [50]. In [50] it is proposed to make use of
PEFSs to infer relationships between alarms and thereby reduce the number of annunciations
in an alarm flood.

Grouping alarms based on PEFSs is done in [50] by comparing alarms based on a combination
of up to four properties. First, the alarm type is taken into account. Second, the time frame
of two alarms is considered, taking into account that a process has dynamics such that two
related alarms may not have the exact same time stamp. Next, the alarm status may be
used when applicable: E.g. in the case of two related temperature alarms, it is likely that
both give a high status. It is however unlikely that one alarm gives a low and the other a
high status. Fourth, the connection type between two alarms is taken into account, which
can either be physical connections via pipes and equipment, or connections through signals
from the process control system. Equipment among the path between alarms may break the
connection: E.g. a pump can divide the process into two zones between which pressure alarms
may not be related.

In addition to analyzing alarms, this approach has the potential to incorporate operator
actions of a process for preprocessing event data. Sequential pattern mining techniques - as
explained in Subsection 3-6 - can then be enhanced by decreasing the amount of irrelevant
frequent patterns that appeared by chance, and thereby reducing the amount of noise in
the data. Since the processes in Shell Energy and Chemicals Park Rotterdam involve many
different events and alarms, applying this method proved to be effective. The results are
shown in Section 4-4.

3-4 Chi-squared test

In addition to the PEFS linking method outlined in the previous Section, a secondary ap-
proach to minimize the number of tags considered during the SPM step is used. This is shown
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Figure 3-1: A part of an example PEFS showing two alarm tags marker in red which are physically
connected via piping and equipment [20]. The method in [50] assumes that these alarm tags are
more likely to be related than tags which are for example not on the same PEFSs.

in Section 4-4, and relies on the utilization of the Chi-Squared test of independence. This
test is introduced here.

The Chi-Squared (x?) test of independence is a statistical method used to determine if the
occurrence of two categorical variables is independent among a sample distribution [64]. As
an illustrative example, the Chi-Squared test can determine if the the political choice of a
sample population is statistically significantly correlated with their gender.

Categorical variables In the Chi-squared test, the observed frequencies of categorical vari-
ables from a number of samples are analyzed in order to determine if a statistically significant
correlation between different categories of the samples is present.

For the illustrative example, a sample dataset of the political choice of 1000 people is given.
Each person is either male and female, and can vote for either party A or B. The data is
formatted in what is named a contingency table, shown in Table 3-1.

Table 3-1: Contingency table of the sample dataset, showing the political choice and gender of
a population of 1000 people.

Party A Party B | Total
Male 295 251 546
Female 275 179 454
Total 570 430 1000

Hypotheses The Null Hypothesis Hy in the Chi-Squared test states that the categorical
variables are independent, meaning that the category of one of the variables in an observation
does not provide any information about the category of the other variable. In terms of
illustrative example, the Null Hypothesis would imply that gender and preference between
the two political parties is not proven to be correlated.
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The alternative Hypothesis H; states that there is an association between the two variables.
In the illustrative example, it would imply that gender and preference between political parties
is are related.

p-value Prior to conducting the Chi-Squared test, a significance level denoted as the p-value
is chosen. The p-value represents the probability of observing an outcome at least as extreme
as the outcome observed, while assuming that the null hypothesis holds true.

The Chi-Squared test results in a p-value, indicating how likely the resulting observations
would have been under Hy. If the resulting p-value is small, it suggests that the observed
data are highly unlikely to have occurred if the null hypothesis were true. Before conducting
the Chi-squared test, a significance level must be chosen such that if the resulting p-value is
above this value the Null Hypothesis is accepted, otherwise it is rejected. For the example,
significance level a = 0.05 is chosen, a commonly chosen value.

Expected frequencies The next step in the Chi-Squared test is determining what the ex-
pected frequencies of each of the categories are under the assumption that the categories are
independent [64]. If O; ; represents the amount of observations that fall in category ¢ for the
first variable and in category j for the second variable. Then the total count for category
in the first variable is T, = 3~ O; j, the total count for category j in the second variable is

J
T; = > 0;; and the total amount of observations is T =} O; ;.
2; .3
Using this notation, the following Equation shows the expected amount of observations which

fall in category ¢ for the first variable and in category j for the second variable, under the
assumption that categories are independent.

E;; = (3-4)

Returning to the example, the following Table 3-2 shows the expected count for each com-
bination of categories. It can be seen that the male to female proportion is equal for each
political preference. Furthermore, the Party A to Party B proportion is equal for each gender.
This is expected if the gender and political preference were independent [64].

Table 3-2: Expected counts for each of the categories of the example data set, under the
assumption that the categories are independent.

Party A Party B | Total
Male 311.2 234.8 546.0
Female 258.8 195.2 454.0
Total 570.0 430.0 1000.0

Chi-squared statistic The Chi-Squared value is calculated based on the observed and ex-
pected counts of the sample. The following Equation gives the Chi-Squared value, which for
the example dataset results in x? = 4.33.
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Oij — Eij)*
ngz( i )

T/’j

(3-5)

The further the observed counts lie from the expected counts, the larger the Chi-Squared
value is. The Chi-Squared value is then translated to a p-value by using the Cumulative
Distribution Function of the Chi-Squared Distribution, shown in Equation 3-6. In it, d is
called the degrees of freedom, which depends on the amount of categories for each variable:
d = (Nrows — 1) (Mcols — 1) [64].

F(z,df) = V(SJS)) (3-6)

T(z) = /O T ety (3-7) ~(s, @) = /0 Cptetay (3-8)

['(+) is the gamma function shown in Equation 3-8, and (-, -) is the lower incomplete gamma
function shown in Equation 3-7. The p-value is calculated according to the following equation:

p-value = 1 — F(x?, df)

For the example dataset, with x? = 4.33 and df = (2—1)(2—1) = 1, this results in a p-value
of 0.0374. This means that, if the null hypothesis were true, the probability of obtaining
these or more extreme observations is 0.0374. With the significance level o = 0.05, the null
hypothesis is rejected, and it is concluded that a correlation between gender and political
preference can be found in this data.

3-5 Sequence extraction

Depending on the system, £ contains all events of the process over a long time period, without
identifiers indicating which events are associated with which abnormalities [31]. Before the
process can be analyzed using Sequential Pattern Mining (SPM) (described in the next Sec-
tion) it is required that separate sequences within event log £ are generated. This separation
must be performed in a manner that splits the event log into sequences of which the events
occurred in relation to each other. In the context of procedural automation, such sequences
are events which were all related to the same procedure. For example, an incoming alarm
and all the following actions required to resolve this alarm. Separating the event log into
sequences is a recognized problem in literature [1,29,31,54]. Multiple methods have been
proposed to separate event logs under different assumptions.

In [17], [15], and [1] a similar method is used. The method is based purely on the moment
events occur. In Figure 3-2, this method is illustrated.

First, the log is segmented into operator action series using a segmentation window of prede-
termined length 7. If two events e; and eg are operator actions, and |t; —ta| < , then e; and
eo are said to be coherent. Between coherent operator action series there is a period without
any operator actions longer than the segmentation window. Second, a trace window of length
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Temporal segments not containing Temporal segments containing
operator actions operator actions

Time

Event trace
No operator action for No operator action for
longer period than longer period than
segmentation window segmentation window

Figure 3-2: The segmentation of an event log into sequences of alarms and operator actions
using a temporal method [17].

o is used to determine what alarms and events lead up to the action series of the operator,
and what the effect of the operator actions is. If |t} —t2| < o, then events e; and ey are in the
same trace. As such, all actions within the operator action series, and all alarms and events
outside of the action series but within the trace window are combined to form a single ’event
trace’: a single sequence of events assumed to belong together. This is illustrated by the red
line in Figure 3-2. The length of both the segmentation and trace window depends on the
process and is determined based on knowledge of process engineers [17].

In [31], sequences are constructed from an event log by simply assuming that a sequence starts
with an incoming alarm and ends when this alarm is no longer active. Furthermore, a manual
selection of events that will be used for the analysis is made by using process knowledge. The
log is split into these different sequences under the further assumption that sequences are not
overlapping in time and that no two sequences share any events.

In Section 4-5, the method sequence extraction designed for this thesis is introduced, which
combines elements from the methods described above.

3-6 Sequential pattern mining

Sequential Pattern Mining (SPM) is a data mining technique which aims to discover patterns
of events or items within a dataset. As was stated in the beginning of this Chapter, a pattern
is a sequence of events which occur a minimum amount of times in the sequence database.
Multiple types of patterns exists, the most important of which are explained in Subsection
3-6-1. By analyzing the sequence database and searching for patterns, SPM can uncover
insights in underlying trends, dependencies, and behaviors present in the data.

This technique finds applications in various fields, such as market basket analysis, customer
behavior analysis, process optimization, and recommendation systems [12,25,40,48]. events
and items can be actions performed by users over time, purchases made by customers, or
interactions in a process. This can enable businesses and researchers to make decisions based
on discovered patterns in the sequence database [25].
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Table 3-3: List of sequences and list of corresponding patterns with minsup = 2. The patterns
are labeled closed (C) or maximal (M) where applicable.

(b) The resulting pattern database P, re-
sulting from sequence database S.

Pattern | Support | Type

<a> 3 C
(a) An example sequence database S. <a,b> 2

<a,b,d> | 2 C.M
Sequence number ‘ Sequence <ac> 3 C
L <a,b,c,d> <acd> | 2 M
2 <a,c,b,d> <a,d> 9
3 <a,c,f,g.e> <b> 9

<b,d> 2

<c> 3 C

<c,d> 2

<d> 2

As stated in a Section 3-2, [14] and [16] utilize Sequential Pattern Mining in order to find
sequences of alarms which are related to one another, with the goal of reducing alarm floods.
By finding patterns in alarm data, the authors attempt to identify alarms of which their
annunciation can be predicted based on alarms which occurred earlier. In such cases, it
is possible that operators already expect those alarms to annunciate, meaning that their
annunciation adds little information. Suppressing those alarms can therefore reduce nuisance
alarms in alarm floods.

Objective The objective of applying this algorithm is to find patterns in the actions of
operators which are highly predictable. In this context, that translates to patterns that have
a high support [33]. In this thesis, Sequential Pattern Mining will be applied to both alarm
events and operator action events of a processing plant. The method of doing so is explained
in Chapter 4.

Various algorithms exist for the mining of patterns [22,23,25]. The differences in algorithms
are among the types of patterns that are found, as described in Subsection 3-6-1, and their
search strategy. Two different algorithms are explained in Subsection 3-6-2.

3-6-1 Pattern types

In the context of SPM multiple pattern types exist. Some popular pattern types are frequent
patterns, closed frequent patterns, and maximal frequent patterns [3,26,57]. These pattern
types are explained below. An example database and an overview of different pattern types
resulting from that database are shown in Tables 3-3a and 3-3b respectively.
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Frequent patterns

The most basic type of sequential patterns are frequent patterns. These are any sequence of
events which occurs at least in a minimum amount of sequences in the sequence database.
The amount of times a pattern occurs is called the support of the pattern, while this minimum
amount is called the min supp [25].

Closed frequent patterns

Closed sequential patterns are patterns which are not strictly included in longer patterns
having equal frequency. In Table 3-3b, such patterns are marked with a "C".

While the set of closed frequent patterns is smaller than the set of frequent patterns, the
complete set of frequent patterns can be derived from all closed frequent patterns, and vice-
versa. As such, the set of closed frequent patterns can serve as a smaller representation of
the set of all frequent pattern [9].

Maximal frequent patterns

"A maximal sequential pattern is a closed pattern that is not strictly included in another
closed pattern." [26]. This means that removing any closed pattern that is a subsequence
of another closed pattern from the pattern database results in the set of maximal frequent
patterns.

The set of closed frequent patterns cannot be derived solely from the set of maximal frequent
patterns, since it is not known what the supports are from the patterns which are subsequences
of the maximal frequent patterns.

3-6-2 Sequential pattern mining algorithms

Three algorithms are shown below, which respectively mine either Frequent Patterns, Closed
frequent Patterns, or maximal frequent patterns.

Apriori Algorithm

The Apriori Algorithm as shown in [3] presents a basic approach to mining all frequent
patterns from a sequence database. The algorithm is explained below and pseudo code is
presented in Algorithm 1. The set Py is the set of all frequent patterns of length k.

First, the set P, which is equal to the set of frequent events, is extracted from the sequence
database S. A frequent event e € Pj is an event which occurs at least minsup amount of
times within the sequences in the sequence database:

Py ={e;:|sj: 85 €S| > minsup,s; € S}
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Logically, only events which occur at least minsup times can occur in a frequent pattern.
Next, all frequent events that were found are extended by combining them again with all
frequent events to form a candidate patterns c:

Co={<e,e> Veec P}

It is then checked for each candidate pattern cs if it is frequent in the sequence database S,
i.e. if it occurs at least minsup times. If not, the pattern is ignored. If a pattern is frequent,
it is added to a list of frequent sequences Ps. This process of extending patterns with new
events to create candidate patterns is recursively performed until no new frequent sequences
can be found:

C’k:{<pk,1,e> YV pr € Pr_1, eEPl},k#l

Py, = {c € Cj : ¢ > minsup}

Pseudo code for the Apriori Algorithm is shown in Algorithm 1, and was adapted from [3].
This type of method is referred to as a candidate generation-and-test approach, and is found to
become slow for larger datasets [45]. Other algorithms were designed to improve performance
on larger datasets, and are presented below. Furthermore, the Apriori Algorithm returns
all frequent patterns, while the algorithms below are designed to return only closed frequent
patterns or maximal frequent patterns.

Algorithm 1 Pseudo code for the Apriori Algorithm, adapted from [3]

Py ={e;:|sj: 85 € Sj| > minsup,s; € S}
for (k=2, L1 #0,k++) do
for (i =0,i < |Lg_1|,7++) do
for (j=0,j<|Li],j++) do
C.append(< p;, ej >)
Lp=10
for all (c € Cy) do
for all (s € S) do
if ¢ € s then
c.count++
if c.count > minsup then
Ly.append(c)

BIDE+

While the Apriori Algorithm finds all frequent patterns, the BIDE+ algorithm discovers closed
frequent patterns [57]. Mining closed frequent sequences instead of all frequent sequences has
been found to result in more efficient algorithms [43, 61, 62]. Furthermore, the set of all
frequent patterns can be compressed to closed frequent patterns without any information

Master of Science Thesis C.H.C. van der Hoorn



20 Literature background

loss, and the set of frequent patterns can again be derived from the set of closed frequent
patterns [60].

The BIDE+ algorithm was introduced in [57]. The authors recognize that algorithms such
as the Apriori Algorithm have poor scalability in the number of frequent patterns, since the
large number of frequent patterns and candidate patterns occupy a large amount of memory,
while also resulting in a large search space for the checking of candidate patterns.

The BIDE+ algorithm is similar to the Apriori Algorithm, but employs various strategies
to improve efficiency. First, while the Apriori Algorithm grows each frequent pattern with
all frequent events, the BIDE+ algorithm grows a pattern only with events which are locally
frequent in that pattern. An event e; is locally frequent in a pattern p with sequence database
S if the event occurs in at least minsup amount of sequences times after the pattern p:

e ={e:|{s:<p,e>Cs,sec S} >minsup}

For each candidate pattern p., it must be checked if the sequence is closed. This is simply
done by checking if there are locally frequent events e; which have a larger support than the
pattern p.. If there are, the pattern is not closed. If there are not, the sequence is closed.

In order to reduce the amount of times that the above operations need to be executed,
patterns which cannot be extended to form closed sequences are identified by further analysis
of the locally frequent events, and they are not further investigated, resulting in an algorithm
which finds closed frequent patterns efficiently for lower support values. Furthermore, BIDE-+
demonstrates linear scalability in both runtime and memory usage as the number of sequences
in the sequence database increases [57].

VMSP

In [26], an algorithm called VMSP (Vertical mining of Maximal Sequential Patterns) is pro-
posed to mine only the set of maximal frequent patterns, whose meaning was explained in the
previous Subsection. It is similar to the Apriori Algorithm, but instead of keeping a list of
all patterns that can be found in the database, a structure Z is kept. This structure contains
all maximal patterns found up until now. When a new pattern s, is generated and found
frequent, it is compared with each maximal pattern s, € Z to determine if a pattern s; exists
such that s, is contained in s;. If this is the case, then s, is not maximal and is not inserted
in Z. If this is not the case, then s, is maximal up until this point, and is inserted in Z. When
a new s, is inserted in Z, then the pattern s, is again compared with each pattern s, € Z,
each s, which is contained by s, is removed from Z. [26] proposes several optimizations to
reduce the amount of comparisons that need to be made.

3-7 Sequence clustering

As shown in the previous Section, applying Sequential Pattern Mining (SPM) to a sequence
database results in a list of patterns that are present in the database. As stated before, the
support of a pattern is in this context a measure for its predictability.
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The response of an alarm which consists of a small set of very similar patterns can still be
suitable for automation. This is because automating a response consisting of very similar pat-
terns is generally less complex than automating responses that involve significantly different
patterns [55].

As such, it was found that if an alarm has several responses which are very similar, their
predictability should be based on the combined support of those patterns. For instance, two
patterns which differ only with the order of two events being switched should not diminish
the overall predictability of the resulting responses, since some operators may prefer to do
perform one action first, and others may prefer to perform another first. The supports of
these closely related patterns should be combined to form a single measure of predictability.
This ensures that the overall predictability metric encompasses all relevant patterns. this is
further explained in Section 4-7.

In the subsections below, several methods for comparing sequences are shown. These methods
will be considered for the combination of the support of similar patterns in Section 4-7.

3-7-1 Sequence similarity

The Needleman-Wunsch and Smith-Waterman algorithms are a dynamic programming algo-
rithms for the alignment of sequences [38,52]. An inherent feature of both methods is that they
result in the optimal alignment of various sequences, meaning that sequences are arranged
such that they are as similar as possible, as is shown in Table 3-4b. The Needleman-Wunsch
algorithm is explained here. The algorithm guarantees an optimal alignment by considering
possible alignments and efficiently calculating the scores using dynamic programming. It is
commonly used in bio-informatics to align pairs of sequences, such as DNA or protein se-
quences. It aims to find the optimal alignment by maximizing a similarity score based on
specific match, mismatch, and gap penalties.

Table 3-4: An example of a Needleman-Wunsch [38] scoring table in which two sequences are
aligned, and their alignment is scored. The alignment score is equal to the value in the bottom
right of the table, resulting in an alignment score of 11. .

(a) The scoring table for the Needleman-
Wounsch sequence allignment method.

sequence 2 o .
bod ¢ (b) The two original sequences and their re-
~ a ¢ g sulting alignment resulting from the scoring
-0 -1 -2 -3 -4 -5 -6 table.
aj-l-2 10 -1 -2 -3 Original Seqs. | Alligned Seq.
bl-2 1 4 3 2 1 0
— Seq A avbadae)fvg a7ba'7d7e7fag
g ¢|5 0 3 2 1 0 Seq. B | a,b,e,de,f a,b,c,def
% d _4 _1 2 5 4 3 2 q' 777777g 77777?g
S e|l5 2 1 4 7 6 5
“ f}l6 -3 0 3 6 9 8
g|-7 4 -1 2 5 8 11

The algorithm makes finding the optimal alignment a dynamic programming problem in the
form of a scoring matrix, such a matrix is shown in Table 3-4a. The matrix is initialized
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with scores for aligning gaps and the first sequence against the second sequence. Then, for
each cell in the matrix, the algorithm calculates the score based on three possibilities: a
match/mismatch, a gap in the first sequence, or a gap in the second sequence.

To compute the score for each cell, the algorithm considers the scores from adjacent cells
and determines if a match/mismatch or gap penalty results in the largest score. This process
continues until the entire scoring matrix is filled, after which the path resulting in the highest
alignment score is chosen. This is shown in Table 3-4.

3-7-2 Damerau-Levenshtein

The Damerau-Levenshtein [37] method compares two sequences by finding the shortest path
to change the first sequence into the second. The algorithm allows for removal, addition,
substitution and swapping of characters (or events) in the sequence. The amount of operations
required to change one sequence into the other is called the edit distance d.. The lower the
edit distance, the more similar the two sequences are.

In Table 3-5, the steps to change sequence A into sequence B are shown. The edit distance is
in this case d. = 3.

Table 3-5: An example of the steps for the Damerau-Levenshtein algorithm, the steps for chang-
ing a sequence A into a sequence B are shown, resulting in an edit distance d. of 3.

Description | Sequence
Sequence A <a,b,c,d,e, f>
Step 1 | Remove f <a,b,c,d, e >
Step 2 | add ¢ <a,b,c,d,e, g >
Step 3 | swap cand d | < a,b,d,c,e,g >
Sequence B <a,b,d,c,e, g >

3-7-3 PCA

Principal Component Analysis (PCA) is a technique to reduce the dimensionality of large
data sets. The method transforms data represented by a large set of parameters into a a
dataset represented by fewer parameters, in a way that the maximum amount of information
is preserved [27].

PCA attempts to find directions (called principal components) that maximize the variance
of the data in a limited dimensional space, and to project the original data on that space.
The first principal component is the direction that accounts for the most variance, the second
principal component is the direction that accounts for the second most variance, and so on.
By doing this, PCA can capture the main patterns and structures of the data, and project
those on a lower dimensional space, while discarding potential noise and redundancy [27].

In order to apply PCA, each observation in the data must be in the form of a vector of equal
length containing numerical data. In the bio-informatics field, use is made of PCA [44] to
cluster similar DNA sequences together [35]. DNA sequences consist of letters A,C, G, T,
and gaps —, and have the following form:
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Sdna < C,G, ..., T >

Such sequences are not vectors containing numerical data, but rather sequences of categorical
data. In order to use PCA, they must first be transformed. In [35], the letters are first
one-hot encoded [27], where each letter or gap is turned into a vector: A = [1,0,0,0,0],
C =10,1,0,0,0]. Each sequence is then turned into a vector by combing the one-hot encoded
letters, each of those vectors represents a single observation for the PCA algorithm:

ugmz[ocooooo100...00010]
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Chapter 4

Response pattern searching algorithm

In this Chapter, the results to the research question “How can patterns in actions of oper-
ators in a processing plant be extracted from stored process data for the identification and
prioritization of procedural automation opportunities, considering the predictability of those
patterns, their frequency, and the potential benefits of their automation?" are presented. A
method was constructed which analyzes alarm responses of operators one by one, giving the
most common operator response to each alarm as an output. There are multiple steps to
this method, First, the operator actions which are likely to be relevant to the resolving of the
alarm are determined, then sequences of operator actions after alarms occur are extracted
from the event log. After this, patterns in those sequences are found. Those patterns are
analyzed for the most relevant responses per alarm. Finally, the different alarm responses
are compared in order to find those responses which are most suitable to be automated. The
following section will first present the event logs named in the research question. In Section
4-2, the training and test datasets are explained. In the Sections thereafter, the method is
explained. For each of the steps in the method, the results of an example alarm are shown.

4-1 Data set

An event log £ is assumed to be the collection of events recorded by the control system of
the process plant, containing all alarm annunciations, and all actions performed by operators.
An event is represented by e = (t,v,a) € E and has several attributes: a time stamp ¢t € R,
a tag v € V, and an activity a € A, where the set of possible activities A, depends on tag v.
For example, alarm events are all events directly associated with alarm tags. The activities
for those alarms are shown in Table 4-1.

The log available for this project consists of the events of the Hydrogen Converter (Hycon)
and Solvent De-Asphalter (SDA) in the Energy and Chemicals Park Rotterdam of Shell.
Overviews of both plants are shown in Appendices A and B respectively. The data was
recorded over the period from 2019-12-08 to 2023-03-23 and supplied by Shell.
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Table 4-1: All possible activities a € A, when v is an alarm tag.

Activity ‘ Description

Unack_Alm | Alarm is sounded and is not yet acknowledged

Unack_Rtn | Returned to normal, without having been acknowledged by operator
Ack_Alm Alarm was acknowledged by the operator

Ack_Rtn Returned to normal, after having been acknowledged by operator
Ranked list of alarm occurrence count Ranked list of action occurrence count
for all alarms in event log for all actions in event log
8000 1 17500 -
7000 1
15000 4
6000
o = 12500 4
5 5000 Z
° o 10000 |
£ 4000 5
3 5 7500
g 3000 g
5000 |
2000 1
1000 4 2500 4
0 T T T T T T 0 T T T T T T
0 20 40 60 80 100 0 20 40 60 80 100
Alarm rank based on Occurrence count Action rank based on occurrence count
Figure 4-1: Total occurrence count per Figure 4-2: Total occurrence count per
alarm for the 100 most occurring alarms. action for the 100 most occurring actions.

There are 2266 different alarms in the supplied event log. In Figure 4-1 the total occur-
rence count of the 100 most frequently occurring alarms is shown. Action events are actions
performed by operators via a Human Machine Interface (HMI). Those actions can change
parameters in the control system of the plant. The set of all actions in the event log is much
larger than the set of all alarms: there are 28646 different actions in the event log. In Figure
4-2, the occurrence counts for 100 most frequently occurring actions are shown.

4-2 Training and Test Data Set

As stated in Chapter 2, a training and test data set were constructed to be used for designing
and testing the algorithm. Each of these sets consists of the alarm tag which have a reference
operator response which is known to be the required response to resolve those alarms. The
sets were constructed by using plant documentation and by consulting with operational staff.

The algorithm is developed such that by using a particular alarm tag as an input, an operator
response is given as the output. Using the training set, it can be tested if the algorithm
correctly performs each step such that for an alarm in the training set, the correct output is
given, eventually leading to the reference operator response. This allows for a more targeted
approach while designing the algorithm, and allows the quality of the results to be determined.

The test set is then used in a similar fashion to test if the method works sufficiently well after
being finished. From this it is assumed that the method also works on alarms which were not
yet seen during the design of the algorithm. This allows the algorithm to be applied to the
entire alarm database, resulting in operator responses and their predictability.
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Vibriation measurement of fan 200XT0215 and Qutput of fan motor 200PV0090R over time.
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Figure 4-3: The vibration measurements 200XT0215 of the K2011H fan, and the output of fan
motor 200PV0090R over time. In the time range, an occurrence of the 200XT0215 measurement
exceeding its alarm limits occurs, and subsequent operator actions can be identified.

Reference Operator Responses

For 20 alarms, the responses of operators to resolve those alarms were documented. In based
on documentation and on consultation with several operators, these alarms were chosen and
their respective operator responses were formulated. In Appendix C, the alarm tags and
responses are shown.

In Table 4-2, an example is shown of alarm "200XT0215.HIABS'. This is an alarm that
annunciates when large vibrations are registered in one of the fans in the plant. In the
documentation of the plant, a description on possible methods for resolving this alarm is
presented to operators. The described response for this particular alarm is "Reduce the speed
of the fan if possible and see if this reduces vibrations." [19]. In Figure 4-3, a occurrence of
this procedure is shown. At around January 7th 15:00, the vibration measurements exceed
their limits, and an alarm is annunciated to the operator. The operator subsequently takes
the 200PVO0O090R fan in manual control, and gives it a lower output. Some time later, around
Jan 7th 23:00, the fan is placed back into automatic control.

4-3 Method Overview

In this section, an overview of the method for extracting patterns in the alarm response of
operators is presented. The found patterns are then further analyzed for the alarms whose
responses yield the best automation opportunities. The different stages of the method are
shown, it will be explained how they were designed, and the analysis results are shown for
example single alarms.

The method of analyzing a particular alarm consists of multiple different stages. In Figure
4-4, an outline is shown of these different stages. Starting with the alarm and event logs, first
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Table 4-2: Table showing the known alarm response to alarm "200XT0215.HIABS". a) the alarm
is annunciated by the system, b) the alarm is acknowledged by the operator, c) the fan controller
("200PV0090R") is taken into manual operating mode, allowing the operator to manually change
its workload. d) The operator reduces the fan workload. e) The alarm is resolved. f&g) the
fan is taken back into automatic operating mode, where the Distributed Control System (DCS)
determines its workload.

ID | Event

a 200XT0215.HIABS.UNACK ALM
b 200XT0215.t0ACK

¢ 200PV0090R.MA

d | 200PV0090R.OUT.DEC

e 200XT0215.HIABS.ACK_RTN

f 200PYO0090R.__1.BI0O7.toSet

g 200PYO0090R_ I.BIO7.toReset

the event tags relevant for the response of a particular alarm are determined, as is explained
in Section 4-4. Next, sequences of the relevant events are extracted from the event log by
following a time frame after annunciations of the alarm , as is explained in Section 4-5. A
pattern recognition algorithm is then applied to the found sequences, to identify common
patterns in the responses of operators to the alarm, the application of this algorithm is shown
in Section 4-6. The results from applying this algorithm are then further processed to obtain
the most relevant patterns for each alarm in Section 4-7 The different alarms are ranked based
on their patterns and other parameters to find the most suitable responses to be automated,
which is shown in Chapter 5.

4-4 Event Reduction

In the pattern recognition stage, the amount of different types of events being considered is
important to both the quality of the results and the time it takes the algorithm to produce
those results [11]. As stated in Section 4-1, the complete set of events possible in a chemical
plant is large with over 30000 different event types. Instead of analyzing the entire event log
of a chemical plant, it is needed to make a smaller selection by only using the events which
are likely to have been in response to an alarm are considered. The search space for the
algorithm is first reduced by constructing a set of events which a are likely to be important
to the response of the alarm.

This reduction is performed in two stages. First, only the event tags associated with equip-
ment that is physically related to the original alarm tag is selected, by searching the PEFSs
of the process. Then, only the events which are likely to be related to the alarm based on the
time at which they are occurring are kept. The stages are further explained in the following
subsections.

4-4-1 PEFS Linking

The PEFSs of a process show how substances in a process flow between different pieces of
equipment, and how the equipment is connected. A PEFS also indicates which PEFSs are
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Figure 4-4: An overview of the method for the analysis of a single alarm tag: The event log is
filtered by retaining only the events e whose tags v are linked to the alarm tag via the Process
Engineering Flow Schemes (PEFSs). Next, sequences of events after the occurrence of an alarm
are extracted from the event log and stored in the sequence database. Sequential pattern mining
is applied to the sequence database in order to find all patterns which occur within the sequence
database. The found patterns are then clustered based on similarity, and only the most relevant
alarm responses are kept and returned.

Master of Science Thesis

C.H.C. van der Hoorn



30 Response pattern searching algorithm

PEFS PA
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Figure 4-5: An lllustration of searching for equipment tags v that are linked via PEFS to alarm
tag A. The set V4, consists of all event tags v which are present on the PEFS linked to p4 in
at most n steps, denoted by P 4 1,(n)

connected to it. In [50], use is made of PEFSs to infer relationships between alarms, for
the analysis of alarm floods. Under the assumption that alarms can be often be resolved by
interacting with equipment which exists on the same or connected PEFS, this is extended
to include operator actions in this thesis. This assumption was made after discussing with
operational staff within Shell Energy and Chemicals Park Rotterdam. This assumption was
furthermore confirmed by the test dataset in the next Chapter, where all event tags in the
known responses of the test alarms are indeed found on either the PEFS of the alarm tag, or
a PEFS directly linked to it.

In Shell Energy and Chemicals Park Rotterdam, PEFSs are available for the processes and
are digitized such that a database exists containing which event tags are present on each
PEFS. Furthermore, each PEFS shows what other PEFSs are linked to it. This database
was utilized to make a selection of event tags to be considered in later stages of the alarm
response analysis. This is illustrated in Figure 4-5.

First, an alarm tag A is chosen, after which the PEFS database is searched for the PEFS p4
on which the alarm tag is present. Next, a search is performed for all PEFSs p € P4 1)
which are linked to PEFS pa. Here, P4 1, are all PEFSs linked to p4 in at most n steps.
P 4,1(2) would thus be all PEFSs linked to PEFS p4 by at most two steps. Finally, all event
tags v which are present on PEFSs P4 1, are said to be linked to alarm tag A in n steps,
and are denoted by set V4 5,

Results for Example Alarm

For the example alarm "200XT0215.HIABS" introduced in Subsection 4-2, the resulting
PEFSs for n = 1 are shown in Table 4-3a. In total, 383 event tags are found, a selection
of which are shown in Table 4-3b, where the event tags in the known response are shown in
bold. The original database contained 13139 tags, using the PEFS linking method, a 97%
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Table 4-3: a) Overview of all PEFSs linked to alarm tag "200XT0215, b) Selection of event
tags on the different linked PEFSs.

(a)
Set PEFS (b)
P200x70215 R-0848633 PEFS Event tag

Paooxro21s,0(1) | R-0848630 R-0848630 200FB0037
R-0848632 R-0848633 200PV0090Q
R-0848634 R-0848633 | 200PVO0090R
R-0848656 R-0848633 200PY0090Q
R-0848657 R-0848633 | 200PYO0090R
R-0848659 R-0848633 200XT0214
R-0848664 R-0848633 | 200XT0215
R-0861396

reduction in the amount of event tags was thus made. Although for this particular example
all relevant tags can already be found on the PEFS on which the alarm tag can be found,
this is not the case for all alarm tags.

4-4-2 Tags Correlated with Alarm

To further decrease the size of the set of events considered, a metric is introduced to determine
if the occurrence of an event tag is correlated to the annunciation of an alarm. This is
determined by comparing the amount of times the event tag occurs in a window of time after
an alarm occurred, and the amount of times that event tag occurs in the entire dataset. The
method was constructed under the assumption that actions which are performed in response to
a particular alarm will occur relatively often in a time window after the alarm is annunciated
than events which are unrelated to that alarm.

Time Window

The windows in which an event e = (¢,v,a) needs to occur to be counted as occurring in
response to an alarm A are denoted as T4 ;. They are constructed by taking the time ¢ ; at
which an alarm is sounded for the i —th time, (a = Unack Alm) until time t; ; + T}, where t; ;
is the time at which the alarm returns to its normal state after having been acknowledged (a =
Ack__Rin) and Tj is a trailing window. As such, event e should occur at time tg <t < (t;+71})
in order to be in the window for alarm A.

This is illustrated in Figure 4-6. The implementation is similar to the implementation shown
in [14]. However, a trailing window of fixed size is used, instead of extending the trailing
window for every new event that occurs in it. The latter method was found to result in alarm
windows that were too long in this dataset, because of the high frequency at which events are
executed by operators.

The amount of events with tag v occurring within the windows of alarm A is from here on
out denoted as |e, 1, |, while the amount of events with tag v outside the windows of alarm A
is denoted as |e,,0,|. The total amount of occurrence of events with tag v is denoted as |e,]|.
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Figure 4-6: Time window used for extracting sequences of events from the event log. The red
part denote the annunciation of the alarm in question, while the green part denotes the alarm
being resolved. The yellow parts denote other events occurring, and the blue parts denote no
events occurring.

In the context of finding relevant events for an alarm (Section 4-4), the tags of the events within
the window are simply counted. In the context of sequence extraction (Section 4-5), the events
within the window are combined into a single sequence and placed into the sequence database.

To determine if the occurrence of an event tag is correlated to the recent annunciation of an
alarm, a number of different methods can be used. Two different methods were considered
and tested. The results are compared in Table 4-4.

Occurrence Ratio

The simplest method is to consider the occurrence ratio r between the amount of events with
tag v occurring within the alarm windows of alarm A and the total amount of occurrences of
events with tag v:

r = ‘e‘:ff’ (4-1)
v

An event tag v which is correlated to the occurrence of alarm A would be expected to occur
more often in the time windows after the alarm annunciations, and as such have a higher
occurrence ratio r. A selection of the results for alarm 200XT0215 can be seen in Table
4-4. The three event tags that are required for the reference operator response to alarm
200XT0215 have an occurrence ratio higher than most other event tags: They are all in the
top 7 out of 383 event tags.

Chi-Squared

A second method based in statistics is to assess the probability of observing the distribution
of |eyr,| and |e, 0,| via the Chi-Squared test. This gives a value for the probability of the
observed distribution occurring, under the assumption that the event tag is not related to the
alarm. If this value is small, it is unlikely that the alarm and the event tag are not related.
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The frequency of stochastic events within a time interval conforms to a Poisson Distribution,
under the assumption that the time interval is independent of the occurrence of events. The
Poisson Distribution is characterized by its Probability Mass Function (PMF) shown in the
following equation, where P(x) is the probability of 2 occurring, & is the amount of occurrences
within a window, and X is the average rate at which event occur per window length [13].

A=A

P(X = k) = =

(4-2)

If an event tag v is not correlated to an alarm A, the assumption can be made that the
occurrences of event tag v follow a Poisson Distribution with respect to the alarm windows
of alarm A. In order to test this assumption, the Chi-Squared test can be used to find the
probability of the observed distribution occurring under the hypothesis that the event tag v
is not correlated to alarm A. If this distribution is found the be very unlikely, the hypothesis
can be rejected, and event tag v and alarm A are assumed to be related. The Chi-Squared
test was introduced in Section 3-4.

The Chi-Squared test compares the observed amount with the expected amount of occurrences
in and out of the alarm window of alarm A. For a Poisson process, the expected amount of
occurrences E[Nr] of event e within a window of length 7' is given as:

E[Ng] = AT (4-3)

where lambda is the rate in the PMF given in equation 4-2 [13]. For an event tag v, the
rate of occurrence \ is equal to the total amount of events with that tag |e,| occurring in the
database, divided by the total length of time T that the database covers [13]:

lew]

Ay =
Tr

(4-4)
If ey, 4, are all occurrences of event tag v, inside alarm windows of alarm A, the expected

amount Ef|e, 4,|] is equal to the sum of expected occurrences of all separate alarm windows
TA m

EHeU,AJHZZ NTAz Z/\TAz:/\ZTAz— A_| v| Tr (4-5)
=0

In which n is the total amount of alarm windows for alarm A, and T4 is the total amount of
time covered by the alarm windows for alarm A. Similarly, the expected amount of events with
event tag v outside of the alarm windows is proportional to the amount of time not covered
by the alarm windows. This results in the following equations for the expected amount of
event with tag v occurring within and outside of the alarm windows of alarm A, assuming

that the event tag v and alarm A are not correlated:
T Tr —Ta
Ty
By formulating a null-hypothesis stating that the occurrence of events with tag v are uncor-
related to alarm A being (recently) annunciated, a Chi-Squared test can be used to test if

Bllev,a |l = leol 7~ (4-6) Eflev,a0ll = lev] (4-7)
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Table 4-4: A Comparison between metrics for different event tags for alarm 200XT0215.HIABS.
The operator actions in the known alarm response are shown in bold. The event tags are sorted
on their Chi-Square score. For this alarm, the relevant event tags are in the tags with the largest
Chi-Square value.

Alarm Ratio Chi-Squared
200PVO0090R 0.39 3065
200XT0215 0.62 5500
200PYO0090R_1 | 0.34 670.6
200PV0090Q 0.22 628.9
200PV0090A 0.14 345.1
200PV0090C 0.15 287.7
200PC0090 0.07 219.1
200PV0090K 0.14 206.2
200PY0090Q I 0.21 205.5
200XT0214 0.62 185.0
200PY0090A T 0.16 150.7

this hypothesis holds for a certain p-value [64]. If the hypothesis does not hold, the event is
assumed to be correlated to the alarm, and is used in further analysis.

=y (0i = E)* _ (leva,] — Ellev,a, )’ L Uevaol = Ellev,a0))* (4-8)
E, I I

In Table 4-4 the results for different event tags in response to alarm 200XT0215. HIABS are
shown. The Table shows the 10 event tags with the largest Chi-Square. Based on the Chi-
Square test, those event tags are the most likely to be correlated to alarm 200X T0215. HIABS.
In the Table, it can be seen that the tags present in the reference operator response to example
alarm 200XT0215.HIABS have the 3 largest Chi-squared values, out of a total of 383 tags
found by linking the PEFS method. This indicates that the observed distribution of those
tags has the smallest probability of occurring under the assumption that they are unrelated
with the alarm.

Based on the results shown in Table 4-4, and from results of other alarms considered, the Chi-
Squared method is determined to be the most effective. In order to implement this method,
the n, event tags with the largest Chi-Square value are chosen as the relevant event tags for
an alarm, where n, should be chosen by the user of the method. Those event tags are kept
in the resulting event log for further analysis.

This approach was designed for this thesis, and is novel in the context of analyzing actions
performed by human operators in the process industry. In the results of the training and test
dataset of different alarms (shown in the following Chapter) the Chi-Squared test is able to
determine the events which were indeed performed in response to the different alarms.

4-4-3 Resulting Event Log

For example alarm 200XT0215.HIABS, initially starting with 13139 different event tags in
the event log, selecting the event tags linked by PEFSs reduced this to 383 different event

C.H.C. van der Hoorn Master of Science Thesis



4-5 Sequence Extraction 35

tags. The Chi-Squared test reduces this to a number of event tags which can be decided
by the user of the method. From the results from the test-database in Chapter 5, it was
determined that 30 is a suitable amount of event tags to be used for this step.

Comparison of Computational Performance

It is possible to directly use the Chi-Square in order to find the n most likely alarms, with-
out first selecting events which are linked via PEFSs. From a comparison between the two
methods, it was found that while the resulting tags were equal, preselecting the event tags
with the PEFSs, and then analyzing only their Chi-square values is computationally faster
than applying the Chi-squared test to all event tags. For alarm 200X7T0215.HIABS, both
methods were tested on the system described in the methodology for 10 runs. The former
method took on average 5.71 seconds for finding the event tags on the PEFS and then finding
their Chi-Square values combined. The latter takes on average 85.6 seconds for finding the
Chi-Square values of all event tags. As such, the faster combination of both methods is chosen
for the alarm analysis method.

4-5 Sequence Extraction

In Section 4-6, patterns will be mined from the responses of operators to alarms. As explained
in Chapter 3, a pattern is a sequence of events which occur a minimum number of times in a
sequence database. As such, a sequence database first needs to be extracted from the event
log for use in the pattern mining algorithm. Each sequence consists of a number of events
occurring within a specific time window. The extraction of that database is explained in this
Section.

In order for the database to be used for pattern mining, several considerations need to be
made. Extracting sequences involves defining a time frame following an alarm to capture
subsequent events that contribute to the operator’s response to the alarm. It must be ensured
that each event occurrence only appears one sequence, to avoid the occurrence being over
represented in the pattern mining results.

Alarm messages that are resolved without any operator intervention are considered chatter
and are perceived as extraneous noise, as is explained in Subsection 4-5-3. Operator actions
that are directly repeated within a sequence are reduced to a single occurrence of that operator
action. This was done in order to shorten the event sequences while preserving all information.
This is explained in Subsection 4-5-4

4-5-1 Sequence Window

A sequence consists of all relevant events (resulting from the methods presented in the previous
Section) which occur in a time window. In order to construct the sequence database, the same
time windows are used as described in Subsection 4-4-2. Each window T4 ; in the analysis of
alarm A spans from to; to t1; + T3, where tp; is the moment of annunciation of the alarm,
t1, is the moment it is resolved, and 7} is a trailing window for which the length needs can
be chosen by the user of the method. This is illustrated in Figure 4-6: As indicated in the
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Figure 4-7: Figure illustrating the possible over representation of events when extracting se-
quences from the event log, and the solution to this problem.

image, certain events are counted in both alarm windows when the trailing windows are used
as explained above.

4-5-2 Preventing Over Representation of Events

To ensure the accuracy of the extracted sequences and the resulting patterns, it is essential
that each relevant event appears in no more than one sequence of the sequence database. If a
single event or a number of sequential events are counted in multiple sequences, the results of
Sequential Pattern Mining (SPM) will be distorted and those events will be over represented.
If a number of sequential events are counted in multiple sequences, those can erroneously be
seen as a pattern. This is illustrated in Figure 4-7. As indicated in the image, certain events
are counted in both alarm windows when the trailing windows are used as explained above.

To prevent events from being over represented, each event should only be assigned to a single
sequence. Therefore, the alarm windows T4 ; should not be overlapping. In order to achieve
this, each instance ¢ of alarm A is given its own trailing window 7 ;, as shown in equation
4-9, in which min(-,-) is the smaller of the two arguments. The individual trailing windows
are thus shortened such that none overlap with the next instance of the alarm annunciating.
In Figure 4-7, this is illustrated with the Altered Trailing window for Ta .

Ti; = min(T}, toi41 —t14) (4-9)

In Table 4-5, a selected portion of the event log of events relevant for the example alarm
200XT0215.HIABS is shown, together with the resulting assignments with and without the
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Table 4-5: Comparison of results for extracting sequences from a selection of the event log of
alarm 200XT0215.HIABS with and without the alteration of the trailing window T;. Without
alteration, some events are represented in both sequence 1 and sequence 2, possibly resulting in
over representation of those events in the SPM step.

Without Alteration | With Alteration
Time stamp Event Seq. 1 Seq. 2 Seq. 1 Seq. 2
0:00 200XT0215.HIABS.UNACK_ALM | X X
0:00 200XT0215.toACK X X
0:00 200PV0090R.MA X X
0:01 200PVO0090R.OUT.DEC X X
0:02 200PVO0090R.OUT.DEC X X
0:02 200XT0215.HIABS.ACK__RTN X X
1:02 200PV0090R.OUT.INC X X
1:06 200PY0090R__I.BI0O7.toSet X X
1:06 200PY0090R_ I.BIO7.toReset X X
1:08 200XT0215.HIABS.UNACK_ALM X X
1:08 200XT0215.toACK X X X
1:08 200PVO0090R.OUT.DEC X X X
1:10 200XT0215.HIABS.ACK__RTN X X
3:02 200PVO0O090R.OUT.INC X X X
3:02 200PY0090R__I.BI0O7.toSet X X X
3:02 200PYO0090R_ I.BIO7.toReset X X X

trailing window alteration. From the table, it can be seen that the method without alteration
of the trailing window 7T} splits the event log into two sequences, where some of the events
are counted in both sequence 1 and 2. The method with alteration splits the event log into
two sequences, both containing the pattern of interest, and no events overlapping.

4-5-3 Removing Trivial sequences

When extracting sequences in the manner described above, a number of trivial sequences
resulting from alarm chattering may be included. A sequence is considered to be trivial when
no operator action was necessary to resolve the alarm. This is the case when the only operator
action occurring during the annunciation of the alarm was the acknowledgement of the alarm.
There can however be events included in the trailing window after the alarm was resolved.
An example of such a sequence is shown in Table 4-6.

Leaving such sequences in the sequence database would result in the events occurring after the
alarm was resolved to be included in the pattern mining stage. Since those actions were not
performed by the operator to resolve the alarm, they are regarded to be noise and should not
be included in the sequence database. Furthermore, such sequences can distort the support of
patterns in the database. The support is the percentage of sequence in which a pattern shows
up. By leaving trivial sequences in the sequence database, the total amount of sequences in
the database will be higher, meaning the support value will be distorted.

Finally, sequential pattern mining can be computationally expensive, and its computational
cost increases as the amount of sequences increases. Removing trivial sequences of which
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Table 4-6: A sequence of events resulting from an alarm chatter, where no intervention of the
operator was needed to resolve the alarm.

Time Stamp Event

2023/3/13 14:52 | 200XT0215.HIABS.UNACK__ALM
2023/3/13 14:53 | 200XT0215.t0ACK

2023/3/13 14:54 | 200XT0215.HIABS.ACK_RTN
2023/3/13 15:04 | 200XT0215.HIABS.UNACK_ALM
2023/3/13 15:04 | 200XT0215.t0ACK

2023/3/13 15:06 | 200XT0215.HIABS.ACK_RTN
2023/3/13 15:07 | 200XT0215.HIABS.UNACK__ALM
2023/3/13 15:07 | 200XT0215.t0ACK

2023/3/13 15:11 | 200XT0215.HIABS.ACK_RTN
2023/3/13 15:12 | 200XT0215.HIABS.UNACK__ALM
2023/3/13 15:13 | 200XT0215.t0ACK

2023/3/13 15:14 | 200XT0215.HIABS.ACK_RTN

Table 4-7: Table presenting a sequence containing repeated events. The operator action
200PV00090R.OUT.DEC, which decreases a fan speed is repeated four times.

Time Stamp Event

2022/12/23 18:05 | 200XT0215.HIABS.UNACK__ALM
2022/12/23 18:06 | 200XT0215.t0ACK

2022/12/23 18:06 | 200PV0O090R.MA

2022/12/23 18:06 | 200PV0090R.OUT.DEC
2022/12/23 18:06 | 200PV0090R.OUT.DEC
2022/12/23 18:06 | 200PV0090R.OUT.DEC
2022/12/23 18:06 | 200PV0090R.OUT.DEC
2022/12/23 18:07 | 200XT0215.HIABS.ACK_RTN
2022/12/24 03:22 | 200PY0090A__I.BI07.toSet
2022/12/24 03:22 | 200PY0090A_I.BIO7.toReset
2022/12/24 03:22 | 200PY0090R__I.BI07.toSet
2022/12/24 03:22 | 200PY0090R.__I.BI0O7.toReset

it is known that they contain no relevant patterns decreases the search space makes the
sequential pattern mining stage less computationally expensive. For those reasons, all such
trivial sequences are removed from the sequence database before continuing with the SPM
step.

4-5-4 Removing Repeating Events

During operation, operators may repeatedly perform certain actions. For example, they may
increase a set point of a controller value in a number of steps. In order to decrease the amount
of different events, an actions which changes a set point is appended with either the ".INC"
or "DEC" suffix, and the exact value to which the set point is changed is ignored. Repeated
changes in set point will result in a sequence as shown in Table 4-7.

Repeated actions increase the length of sequences. As the number of repetitions increases, the
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length of the sequences grows, making the search space larger and more complex, resulting
in more computational cost in the sequential pattern mining algorithm.

Repetition of an action also introduces redundancy and noise in the patterns. The presence
of repeated actions can overshadow other important patterns or distort the overall sequence.
It becomes challenging to distinguish between meaningful repetitions and noise, making it
harder to identify significant patterns. Furthermore, repeated actions will be present more
frequently in the sequence database, meaning that the support for such actions is distorted.
For those reasons, repeated actions are regarded to be noise, and are removed from the
sequences.

4-5-5 Results for Example Alarm

For the example alarm 200X7T0215, 84 sequences were found over a period of 3 years. The
average sequence length is 15.6 events. The largest sequence has a length of 64 events. By
manual inspection, 17 instances of the reference operator response are found in the data.

4-6 Sequential Pattern Mining

Because of the complexity of plants in the process industry, multiple alarms can be annunci-
ated simultaneously or in quick succession. As such, any sequence in the sequence database
of a particular alarm may contain events which were not in response to that alarm. However,
patterns which occur in a large amount of sequences in the sequence database are more likely
to have been the response of operators to the alarm. In order to find those operator responses
to an alarm, patterns are mined from the sequence database. As explained in the literature
review in Chapter 3, a pattern p is any sequence of events e which occurs at least a minimum
amount of times as a subpattern of the sequences in sequence database S4. This minimum
threshold is called the minimum support. An example was presented in Chapter 3, in Table
3-3.

Pattern mining is specifically designed to discover meaningful and previously unknown pat-
terns in large datasets [14]. As such, pattern mining is suitable to automatically find patterns
which are not easily found through a simpler analysis method or manual inspection. This
capability is valuable in understanding how operators respond to alarms over time, and for
identifying common response sequences.

4-6-1 Patterns Types

As was explained in the previous Chapter, research in pattern mining has resulted in a range
of pattern mining algorithms with different characteristics and capabilities [25]. Some of these
algorithms represent enhanced versions of their predecessors, aiming to improve efficiency and
scalability, optimizing the algorithms’ execution time or memory usage, making them more
suitable for mining patterns from larger datasets [57]. Different pattern mining algorithms
target the discovery of different pattern types. The proper pattern type should be chosen and
depends on the goal of the analysis [25].
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Table 4-8: Table with a comparison of the support values for a selection of patterns resulting
from the sequence database of example alarm 200XT0215.HIABS. The table shows that for the
longest pattern in the pattern database, the support values are all the same. When counting all
patterns, patterns will have support larger than or equal than the frequent patterns they are a
subsequence of. The column with closed frequent pattern support show that a pattern is not
counted if its support is equal to a that of pattern of which it is a subsequence. Since patterns 2
to 6 are subsequences of sequence 1, their support is O for when counting maximal sequences.
In  order to maintain legibility, the letters map to the following events:
a) 200XT0215.HIABS.UNACK_ALM, b) 200XT0215.toACK, <c) 200PVO090R.MA,
d) 200PVO090R.OUT.DEC, e) 200XT0215.HIABS.ACK_RTN, f) 200PY0090R_1.BI07.toSet,
g) 200PY0090R_I.BI07.toReset

Support
# | Pattern length | All Closed Max Independent
1 | abedefg |7 17 17 17 17
2 | a,b,c,d,e 5 32 32 - 15
3 | a,b,c,d 4 32 - - -
4 | a,b,c 3 43 43 - 11
5 | ac 2 46 46 - 3
6 |c 1 46 - - -

In Sequential Pattern Mining (SPM), the support of a pattern is a primary indicator for its
relevance. Therefore, patterns which are more meaningful should have a larger support than
those which are not meaningful. Below, the pattern types introduced in the previous Chapter
are again named, and their suitability for the goal in this thesis is discussed. Furthermore, a
novel pattern type, designed specifically for this thesis is introduced. In Figure 4-8, the differ-
ent pattern counts of different patterns in the sequence database of alarm 200HY0037.LOABS
are shown. The reference operator response for this alarm is 4 events long.

Frequent Patterns

The most basic approach is to find all frequent patterns in the sequence database which occur
at least the minsup amount of times. The result from this approach is illustrated in Table 4-8.
This method results in a very large amount of patterns, where every subsequence of larger
patterns is also counted as a distinct pattern. If those smaller patterns have the same support
as larger patterns, they do not supply any new information: Their support could already be
derived from the larger pattern’s support [9]. This makes finding the most relevant response
to an alarm difficult, since shorter subsequences will inherently have at least the same support
as the sequences they are contained in, and possibly a larger support. As such this approach
would be biased towards short sequences, which is not desirable in the context of finding
response patterns to alarms. This is also shown in Figure 4-8, where the shortest patterns
have the highest support, this is the case for any sequence database.

Closed Patterns

A different approach is to search for closed frequent patterns. A closed frequent patterns is
a pattern that is not strictly included in another pattern with the same support [26]. This
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approach greatly reduces the resulting amount of patterns by removing any pattern which
is a subsequence of another pattern with the same support. However, this does not simplify
the process of finding the most relevant response to an alarm, since shorter patterns will
inherently have either a support of zero, or a larger support than sequences that they are a
subsequence of. This means that this method is still biased towards shorter sequences, as is
shown in Figure 4-8.

Maximal Patterns

"A maximal pattern is a closed pattern that is not strictly included in another closed pattern."
[26]. Thereby, any closed frequent pattern that is a subsequence of another closed frequent
pattern in the pattern database is removed. This greatly reduces the amount of resulting
patterns. However, this method will remove any pattern which is a subsequence of a larger
pattern, even if the larger pattern has a much smaller support than the smaller pattern.
As such, this method favours larger patterns. The largest patterns are not necessarily the
response that is searched for as reference response. As is shown in the example in Figure 4-8,
the pattern with the highest support in the maximal patterns is of length 5, with a support of
25. The true reference pattern is of length 4, of which there are 37 instances in the sequence
database.

Independent Patterns

In order to remedy the problems of the pattern types named above, a novel method of counting
pattern support is proposed in this thesis. The goal of this method is to find the patterns
which are the most relevant to the solving of the alarm, without being biased towards shorter
or longer sequences. Because shorter closed frequent patterns can act as building blocks of
longer patterns, the sequences in which the longer closed pattern occurs are counted towards
the support of both the longer and shorter closed pattern. As such, a pattern which is a
subsequence of a larger pattern is likely to appear more frequently in the closed pattern
database than the larger pattern. It is therefore hard to identify the most relevant pattern.
In order to solve this problem, a new pattern type is proposed, where the support of each
pattern is calculated differently than for previously proposed patterns types.

By analyzing the pattern databases resulting from the test alarms, the insights were gained
that a sequence containing the reference operator response will likely also contain other events
in it. Furthermore, a pattern which is a subsequence of a larger pattern that appears less
frequently when considered independently (in sequences where it is not a subsequence of the
larger pattern) than the larger pattern itself is likely to be less significant than the larger
pattern.

In order to find the most relevant patterns under these insights, only independent occurrences
of patterns are kept. Here, an independent occurrence is any occurrence of a pattern which
was not already counted as an occurrence for a larger pattern of which the smaller pattern is
a subsequence.

In order to achieve this, the support of sequences in the closed pattern database is altered
by systematically reducing the support count of smaller subsequences that were already ac-
counted for in longer patterns: If a pattern p; is supported by sequences si, so, and s3 and
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if a smaller pattern po C p; is supported by sequences s, s2, s3, and s4, then the pattern po
is said to now be independently supported only by sequence s4. As such, the new support for
the sequence is 1.

A pseudo algorithm for this systematic approach is shown in Algorithm 2. A Python imple-
mentation of this algorithm was written for this Thesis, and is shown in Appendix D.1.

In Table 4-9, an example closed pattern database is shown, with the resulting independent
pattern database. Furthermore, in Figure 4-8, the maximum independent pattern support
for the length of each pattern length is shown for alarm 200HY0037.LOABS from the test
database. The known correct response for this alarm is a pattern of length 4. Only when
independent patterns are used, does the correct pattern have the highest support.

Since closed frequent patterns are needed to find the independent frequent pattern, an algo-
rithm should be chosen to find the closed frequent pattern. For this, the BIDE+ algorithm
introduced in Section 3-6 was chosen, since this algorithm was faster than other options when
tested on the different alarm sequence databases. The algorithm is furthermore suited for
mining large databases with low support [57]. A Python implementation of this algorithm
was written to use in this thesis, but a readily available implementation written in Java was
tested to be faster, and therefore used instead [24].

Algorithm 2 Pseudo code for the algorithm for finding the set of independent
frequent patterns P; and their support, starting with a database P containing
all closed frequent patterns. A Python implementation is shown in Appendix D.

Po = set of closed patterns
S = Sequence Database

Pr=90 > Initialize set of independent patterns
for (p € Pc) do > For each pattern in the closed pattern database
Sp={seS:pCs} > Initialize independent support as closed sequence support

P, ={ps :pC ps,ps € P} > Identify patterns containing the current pattern
for (ps € Ps) do > For each supersequence
Sp, ={s€S:ps C s} > Find all sequences that support the super sequence

Sp = 5Sp \ Sp, > Remove those sequences from the sequences supporting p

if |.Sp,| > minsup then > If the independent support > minsup,
Pr=PrJ (p,|Sp,1) > add the pattern and its support to Py

4-6-2 Results for Example Alarm

Analyzing the sequence database of example alarm 200XT0215.HIABS described in Section
4-5 using the independent pattern type results in 35 different patterns, ranging from 4 to 7
events in length. In Figure 4-9, the distribution of the resulting pattern lengths and their
support values are shown. The independent pattern with the largest support is the reference
operator response shown in Table 4-2 with 17 occurrences.

Further inspection shows that a different pattern with a high support is similar to this pattern,
with the 200PV0090R.OUT.DEC event replaced for 200PV0090R.OUT.INC. In this pattern,
the operator responded by increasing the fan speed instead of decreasing it. After consulting
with operational staff, this was found to be indeed be a valid response: The fan has a workload
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Comparison of the maximum support counts per pattern
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Figure 4-8: Comparison of the results of applying different pattern mining algorithms to the
sequence database of alarm 200HY0037.LOABS with a minimum support of 10%. Four pattern
types of patterns were mined, resulting in all patterns, closed patterns, maximal patterns and
independent patterns. The reference operator response is of length four. The pattern of length
four with the highest support is the reference pattern for each pattern type, except in case of
the maximal sequences, where the reference pattern was absorbed by a larger pattern. Only in
case of the newly proposed indepent patterns is the reference pattern the pattern with the largest
support.

Table 4-9: Comparison of a selection of closed and independent patterns and their counts arising
from an example sequence database for minsup = 2. The example was adapted from [23]. Note
that the sequence < a,b > is only independently supported by sequence 5, and as such does not
meet the minsup threshold.

(a) Sequence Database

ID | Sequences
<a,c,b,g,f>
<a,c,b,f>
<a,b,e,f>
<g,a,b,f>
<a,f,b>
<e,a,f>

ST W N

(b) Closed Patterns
(c) Independent Patterns

ID | Pattern Support | Sequences

ID ‘ Pattern ‘ Support ‘ Sequences

1 <a,c,b,f> | 2 1,2 1 <a,c,b,f> | 2 1,2
2 <a,b,f> 3 1,234

2 | <abf> |2 3,4
3 | <af> 3 1,2,3,4,5,6 3 | care 5 56
4 | <ab> |3 1,2,3.4,5 | ’
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Figure 4-9: Scatter plot showing the different support values for the independent patterns mined
from the sequence database of alarm 200XT0215.HIABS

at which resonance occurs. In order to steer the fan away from this workload, an operator
can either increase or decrease the fans speed.

Apart from the main response, deviations from expected patterns can thus be detected. In
the context of operator response to alarms, this allows for the identification of both common
response patterns and exceptional response scenarios. By analyzing both frequent and rarer
patterns, insights can be gained into the typical behaviors of operators as well as unusual or
abnormal response patterns that may be useful to inspect further.

4-7 Combining similar patterns

The SPM step results in a list of response patterns found in the sequence database S. For each
pattern, its independent support is given in the pattern database P. In order to determine
how suitable the response of an alarm is to automate, it should be determined how predictable
the response of that alarm is. As stated before, the predictability is the degree to which the
operator actions in response to an alarm can be anticipated or foreseen based on the patterns
observed in the event logs.

For example, in Table 4-10, two different patterns are shown, where the first is the most
frequently occurring pattern in response to alarm 200XT0215.HIABS, and the second is a
very similar pattern, with only the action of setting the controller in manual mode is missing.
Such a pattern could arise if the controller was already set in manual mode. Instead of using
only the support value for the first pattern, it was found that combining the two patterns
yielded results better representing the predictability of the response pattern.

In order to extract a single predictability value from the pattern database, the support of
very similar patterns should thus be combined. If a single alarm can be resolved by a small
number of response patterns which are very similar, the alarm response can still be suitable
for automation, since automating a procedure consisting of very similar responses is generally
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Table 4-10: Comparison of two patterns in response to the alarm 200XT0215.HIABS

ID | Pattern

200XT0215.HTABS.UNACK__ALM, 200XT0215.toACK, 200PV0090R.MA, 200PV0090R.OUT.DEC,
200XT0215.HTABS.ACK__RTN, 200PY0090R_ I.BI07.toSet, 200PY0090R_ I.BIO7.toReset
200XT0215.HTABS.UNACK__ALM, 200XT0215.toACK, 200PV0090R.OUT.DEC, 200XT0215.HIABS.ACK_RTN,
200PY0090B_ I.BI0O7.toSet, 200PY0090B_ I.BIO7.toReset

less complex than automating procedures that involve significantly different patterns [55],
as was also explained in Chapter 3. Various methods of combining similar patterns were
investigated, and are explained below.

4-7-1 PCA

First, it was attempted to project the different patterns on low dimensional plane using
Principal Component Analysis (PCA) (see Chapter 3), and then clustering the resulting
groups of patterns in that sub space. Clustering sequences using PCA is done in the bio-
informatics field for the clustering of DNA sequences [35]. It was however found that this
method requires longer sequences than the patterns found in the responses of alarms. For
example, in [35] DNA sequences of lion species are clustered, which consist of DNA sequences
with lengths of around 1700 letters. The average pattern found in the responses of alarms
is only around 6 events long. Using PCA on alarm response sequences did not result in
meaningful clusters for the different patterns.

4-7-2 Similarity scores

As was shown in Section 3-7, various methods exist to directly compare two sequences,
and thus two patterns. The Needleman-Wunsch [38] method and the Smith-Waterman [52]
method use dynamic programming to first find an optimal alignment of for two sequences,
and then compare how similar the sequences are.

The Smith-Waterman method was used in the context of mining alarm sequences in both [12]
and [36]. Both works used this method to compare alarm flood sequences. In [42] the
Needleman-Wunsch algorithm is also used in the context of alarm floods.

It was however found that both methods were less suited for finding the similarity between
two response patterns to alarms. This is because both methods do not account for the order
of elements in sequences to be switched. It was found that some operators may prefer to
perform one action first, while others may prefer to perform another first, in otherwise the
same alarm response. Accounting for this is thus needed.

Both algorithms realign the events by creating gaps, but maintaining the original orders. To
illustrate this, the example in Table 4-11 was constructed. In pair 1, the sequences are equal,
except for 2 events being switched. This results in an alignment score of 2. In pair 2, the
sequences differ more, but the alignment score is also 2.
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Table 4-11: Results of alignment of pairs of sequences via the Smith-Waterman method with
match score 1, mismatch score -1, and gap score -1.

Pair  Original sequences  Aligned sequences | Alignment score
1 <A B,DCE> <AB,—,DCFE> 2
<A B,C,D,E> <AB,C,D,— F>
9 <AB,C/,D,E> <AB,—C,DFE> 2
<ABFCE> <ABFC —FE>

4-7-3 Edit Distance

The Damerau-Levenshtein [37] method finds the shortest path to change one sequence into the
other, allowing for removal, addition, substitution and swapping of characters. The amount
of operations required to form one sequence into the other is called the edit distance. (See
Subsection 3-7-1). By allowing characters (or events) to be swapped, the disadvantage of the
similarity methods is remedied. In Table 3-5, in Chapter 3, an example is shown of the edit
distance of two sequences.

For the predictability value, the supports of patterns with an edit distance d. smaller than
some user defined maximum edit distance m,, are combined into a single predictability figure.
For this, the total support is divided by the amount of non-trivial sequences of alarm, as shown
in the following equation, where > supp; (4.<m 4.) s the sum of the independent support of
all patterns with edit distance d. smaller than mg, and N, is the amount of non trivial
sequences.

2. SUPP; (d,<my,)
Nnt

(4-10)

pred =

Results for example Alarm

In Table 4-12, an example is shown for alarm 200PC0081.LOOUT, the total support becomes
the sum of all independent support values. For this alarm, that results in

19412410+ 10
pred = i 1—53 * =0.51 (4-11)

Table 4-12: Example of the most frequent response pattern to alarm 200PC0081.LOOUT, and
the other found patterns which have an edit distance of 1 from the most frequent pattern.

Pattern Ind. Supp | Edit dist.
Most freq, 200PC0081.LOOUT.UNACK__ALM, 200PC0081.toACK, 200FC0040.SPT.DEC, 19 0
200PC0081.LOOUT.ACK_RTN
200PC0081.LOOUT.UNACK__ALM, 200PC0081.toACK, 200FC0040.SPT.DEC, 12 1
Similar 200PC0081.LOOUT.ACK__RTN, 200FC0003.SPRAMP.toSet
200PC0081.LOOUT.UNACK __ALM, 200PC0081.toACK, 200FC0040.SPT.DEC, 10 1
200PC0081.LOOUT.ACK_RTN, 200FC0040.SPT.INC
200PC0081.LOOUT.UNACK__ALM, 200PC0081.toACK, 200FC0040.SPT.DEC, 10 1
200PC0081.LOOUT.ACK__RTN, 200FC0040.SPT.DEC
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Chapter 5

Testing and Application of Algorithm

The results of the testing and application of the algorithm from Chapter 4 are shown. First,
the results from the training set, and the algorithm parameters resulting in those results
are presented. Next, the results on the test-set for verification of the algorithm are shown.
Finally, the results from applying the algorithm to the set of unseen alarms are presented.

5-1 Training Alarm Set

In Table C-1 of Appendix C, the set of training alarms is shown. As explained in the Method-
ology, this set results from an analysis of the documentation of the plant of interest, and
discussions with operational staff. Some of the alarms in the training set were shown in the

previous Chapter.

Table 5-1: Results of applying the algorithm on the training set, with the support value for the
most frequently found pattern. For each alarm, the reference pattern shown in Table C-1 was

found.

Non trivial

Alarm Sequences Support
15TC404.LOABS 256 0.17
15TC410.HIOUT 154 0.18
15TT406.LOABS 198 0.15
17PC055.HIABS 48 0.15
17PC149.LOABS 54 0.2
200HY0037.LOABS | 157 0.24
200PC0081.LOOUT | 105 0.18
200XT0200.HIABS | 91 0.16
200XT0215.HIABS | 85 0.2
210PT0010.HIABS | 78 0.18
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Table 5-2: The user-definable parameters used in the algorithm presented in Chapter 4 and the
values chosen. T; is the maximal length of the trailing window in the alarm windows. minsup
is the minimum support a pattern should have, here shown in a percentage of the amount of
sequences in the sequence database. n, is the maximum amount of relevant tags resulting from
the Chi-Squared test. mg, is the maximum edit distance allowed for a pattern to be considered
similar to the most frequent pattern.

Parameter Value
T; 12 hours
minsup 8%
Ny 30
mgq, 1

The algorithm is able to identify all required operator responses, as indicated by the results
in Table 5-1. The algorithm makes use of a number of parameters that can be chosen by
the user of the algorithm. Those parameters are: the number of relevant tags n, (Subsec.
4-4-2), the max. length of trailing window T} (Sec. 4-5), the minimal support of patterns
minsup (Sec. 4-6), the maximum edit distance mg, (Sec. 4-7 In order to uncover the operator
responses in the training set, the parameters need to be properly tuned. The resulting values
for the parameters are shown in Table 5-2.

Finding the parameters was carried out manually. For each step, the results were inspected
for various parameter values. As will be noted in the recommendations for future work,
finding those parameters could be performed using an optimization scheme [49], where the
cost function is based on the amount of correct response patterns found for each alarm.

5-2 Test Alarms

In Table C-2 in Appendix C, the set of test alarms is shown. The set of test alarms is used to
evaluate the performance of the method on alarms which were not seen before by the method,
and were not used for its design or tuning. It was tested if the algorithm can find the reference
patterns as the most frequent patterns, without relying on the reference pattern being similar
to the most frequent pattern. If that was not the case, it was then inspected if the pattern
was present in one of the similar patterns.

In Table 5-3, the results are shown. In the table, it can be seen that for most test alarms, the
found operator response is equal to the reference response. There are two alarms for which
this is not the case. For the alarm 15YB020.LLABS, the most found pattern is a response in
which the operator simply mutes the annunciation of the alarm, this pattern is too different
from the reference pattern to find the reference pattern in the similar patterns. The reference
pattern was however present in the patterns database, with the support shown in the Table.
For the alarm 15TT407.LLABS, the most frequent pattern is very similar to the reference
pattern, but contains an extra operator action.

Since most of the reference patterns are correctly identified, it was found that the results were
sufficient to continue with other unseen alarms in order to find the most predictable alarm
responses.
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Table 5-3: Table presenting the results of the method applied to the test set. From the table,
it can be seen that most of the reference responses are found directly as the most occurring
independent frequent pattern. Two alarms are not directly found as the most frequently occurring

pattern.
Alarm Non trivial | Most frequent | In similar | Support of
Sequences | pattern? Pattern Ref. Pattern
15FC046.LOABS 85 Yes 0.11
15TC321.LOABS 90 Yes 0.19
15YB020.LLABS 240 No 0.10
16FC073.LOABS 187 Yes 0.13
200HY0029.LOABS | 87 Yes 0.16
15TT407.LLABS 657 Yes 0.16
200XT0203.HIABS | 15 Yes 0.20
200XT0206.HTABS | 263 Yes 0.30
200XT0210.HIABS | 87 Yes 0.14
230TC0001.HIABS | 121 Yes 0.11

Predictability

Predictability of the 400 most frequent alarms in the event log,

ordered by predictability

100

150 200 250 300
Alarm Index

350 400

Figure 5-1: Graph presenting the predictability value for the 400 most frequent alarms.

5-3 Analyzing unknown alarms

The tested algorithm for obtaining predictability values for the response patterns to alarms
can now be applied to alarms for which the correct response pattern is not known. The

algorithm was applied to the 400 most frequent alarms in the dataset. The amount of annun-

ciations for the first 100 of those was shown in Figure 4-1.

The resulting predictability values for the 400 most frequent alarms are shown in Figure 5-1.
From the plot, it can be seen that a small number of alarms are significantly more predictable

than other alarms.
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Figure 5-2: Scatter plot of the analysis of the different alarms, horizontal axis indicating the
amount of non trivial alarm occurrences, vertical axis indicating the predictability of the alarm
response. The location of alarm 210PT0010.HIABS and of alarm 10PC018.HIABS are shown.
The size of each alarm marker indicates the score it received when comparing automation oppor-
tunities.

5-4 Identifying automation opportunities

Once the algorithm was applied to the 400 most frequently occurring alarms, a ranked list
was made based on the results. This list is constructed based on the amount of times the
alarm occurs, the predictability of the response pattern, and the priority level of the alarm.

The priority of the alarm is an indication for how long operators have before they must act
to resolve an alarm from the start of annunciation. The priority is split into three levels: 1,
2, and 3, where level 1 is the highest priority, with the shortest allowable response time. The
priority level of each alarm is directly based on documentation of the plant being analyzed.

The amount of non trivial occurrences was chosen instead of the total amount of alarm
annunciations, because counting all occurrences of an alarm will also count the times it
chatters. Using the non trivial sequences gives a relevant figure for the amount of times an
alarm necessitates a response.

In Figure 5-2, the results for the 400 alarms are shown, where the horizontal axis indicates
the amount of non trivial occurrences (see subsection 4-5-3) and the vertical axis indicates

the predictability value (see subsection 4-7).
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5-4-1 Ranking the alarms

The rank of each alarm is based on a score, which combines the occurrence count, the pre-
dictability and the priority of the alarm. This is done by the following equation, which will
be further explained below:

score = pred? x /Ny * (4 — prio) (5-1)

In which pred represents the predictability value for the alarm response, N,; represents the
amount of non-trivial occurrences of the alarm, and prio represents the priority level of the
alarm from 1 to 3.

This scoring equation was devised through an iterative process, attempting to combine the
three terms in a manner which results in a fair evaluation for automation opportunities.
Alarms which present good automation opportunities are, as stated in previous Chapters,
alarms which have a predictable response so that their automation is feasible, and occur
often enough and have a large enough priority to justify their automation.

After starting with the multiplication of all terms: score = pred* Ny (4— prio) the quadratic
term for the predictability was added after observing that the predictability term needed to
be more significant. The square root was added after observing that the outcomes were too
heavily skewed towards alarms with high occurrences, causing the predictability term to still
be underrepresented. It’s should be noted that individuals have the flexibility to formulate
their own scoring equations, tailoring them to accentuate the importance of any of the terms.

The equation shown above was applied to all 400 of the most frequent alarms. In Figure
5-2, the size of each alarm marking indicates its score relative to the other alarms. A larger
marker indicates a higher score.

The top 10 alarms with the highest score are shown in Table 5-4. In the table, the values
of the different metrics are shown, as well as the score that results from equation 5-1. A
brief description is shown for each tag. Tags starting with a 1 are present in the Hydrogen
Converter (Hycon) shown in Appendix A. Tags starting with a 2 are present in the Solvent
De-Asphalter (SDA) shown Appendix B. The impact is divided into three categories: potential
trip, sub optimal performance and equipment damage. Note that the priority and the impact
are not always proportional in severity. The priority indicates how much time an operator
has before he must act, while the impact indicates what the potential consequence is if the
operator does not successfully resolve the situation.

5-4-2 Inspection of the ranked alarms

The different alarms in Table 5-4 were discussed with operational staff in the refinery. In
those discussions, it was discussed which alarms would be good opportunities and which
alarms would not be.

Certain alarms, namely the 10PY22/.HHABS, 10PT224.HHABS, and the 13LC040.HIABS
alarms are already associated with automated procedures. The first two are alarms indicating
that certain filters are ready to be cleansed. The cleansing of those filters is performed via
an automated procedure. The third is an alarm which indicates that the level in a vessel of
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Table 5-4: Table presenting the 10 alarms with the highest scores resulting from equation 5-1.
A brief description of each tag and the potential impacts associated with the alarms are shown
in the left most columns [21].

Alarm Occ. Pred. Prio. Score Tag Description Potential Impact
Measure bottom temperature . .
15TT407.LLABS 657 0.518 1 20.63 of C1505 Condensor Potential trip
10PY224. HHABS 290 0.607 2 12.55  Cleanse frequency filters Sub optimal performance
13LCO40.HIABS | 93 0.656 1 12,45  Level measurement transport g 11 e formance
oil supply
200XTO0206.HIABS | 263  0.578 2 10.84 xcfziums vibration levels Equipment damage
210PT0010.HIABS | 78 0.603 1 9.63  Measures pressure in Potential trip
transfer pipeline
17PCI15.HIABS | 55  0.655 1 955  Controls flue gas to furnace ) tip
burners
10PT224. HHABS | 539  0.451 2 9.44 x:j‘:;”es pressute ovet Sub optimal performance
Controlling washing oil .
10FC047.LOABS 56 0.643 1 9.28 Equipment damage
to heat exchanger
Controls temperature in
15TC404.LOABS 256 0434 1 9.04 condensor by flow to heat Sub optimal performance
exchanger
10PCOIS.HIABS | 106  0.528 1 gg ~ Controls suction pressure Potential trip
in compressor stage

transport oil (oil used for the transport medium for catalyst) exceeds the designated range.
The operators intentionally allow the vessel to be filled beyond this range as they require a
larger quantity of transport oil for a specific automated procedure. As such, none of the three
alarms was deemed interesting as a further automation opportunity.

The 15TT407.LLABS, the 17PC115.HIABS, and the 15TC404.LOABS alarms are all associ-
ated with equipment which is directly connected to distillation columns. Distillation columns
are complex pieces of equipment in the process industry with complex dynamical proper-
ties [51]. Therefore, the operational staff advised against correcting deviating behaviour us-
ing automated procedures. Other control methods, such as Model Predictive Control (MPC)
were deemed more appropriate.

For the 200XT0206.HIABS and the 10FC047.LOABS alarms, the conclusion is that their
impact is not severe enough to justify their automation of the response. The first is a vibration
alarm on a fan (the alarm is part of the test set). The second is a flow alarm to a heat
exchanger.

The 210PT0010.HIABS and the 10PC018.HIABS alarms were indeed deemed as interesting
automation opportunities. The operational staff agreed that the required response to resolve
the situation causing such alarms is relatively clearly defined, and they are relevant enough
to be automated. In the next Section, these two alarms are further discussed, as well as the
situations leading to these alarms and the possible automated resolving of those situations.
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5-5 Proposal for automation opportunities

As explained in the previous Section, alarms 210PT0010.HIABS and 10PC018.HIABS are
two alarms which scored high on the ranked list for automation opportunities. Operational
staff agreed that these alarms can be good automation opportunities, as they are relatively
straightforward to resolve, and influence few other installations.

5-5-1 210PTO0010.HIABS

The 210PT0010 is a Pressure Transmitter in a pipeline in the solvent storage system of
the SDA, shown in Figure 5-3. The solvent storage is schematically shown in Figure B-1 in
Appendix B, where "solvent surge" is the same vessel as the V2002 in Figure 5-3. Alarm
210PT0010.HIABS annunciates when the pressure in the pipeline between vessels V2101/2
and V2002 becomes too high. If the pressure in this pipeline increases beyond a certain
threshold, the pressure relieve valve will open, and excess pressure will be relieved by disposing
solvent via the flare. This situation should be prevented for environmental and efficiency
reasons.

Figure 5-3: Overview of the solvent storage system in the SDA, of which 210PT0010 is a part.
Various relevant tag numbers are highlighted.

In Table 5-5, the most frequent response pattern in response to alarm 210PT0010.HIABS
is shown, along with the response patterns which have an edit distance of d. = 1. All of
the patterns increase the output of 200FC0078, thereby increasing the flow to vessel V2002,
which reliefs pressure and resolves the alarm. In the documentation of Shell, this is also the
suggested solution [21]. In Figure 5-4, an occurrence of the pressure alarm 210PT0010. HIABS
annunciating, and the alarm being resolved by increasing the flow in the 200FC0078 is shown.

Other tags are also used in the patterns after the alarm has been resolved, namely the
200LC0017, and the 200FC0049. Both tags are shown in Figure 5-3.

The 200LC0017 is the level controller in the V2002. If more flow is supplied to the vessel,
the level in the vessel will change. 200FC0049 controls the flow of purge gas out of the
V2002. Purge gas is an inert gas present in a vessel to prevent the formation of an ignitable
atmosphere. If a flow of gas is directed from V2101/2 towards V2002, the purge gas flow
may need to be increased to prevent pressure build up in the V2002. As such, the patterns
found for this alarm were found to be valid responses to the alarm, confirming the solution in
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Table 5-5: Table showing the most frequent response pattern to alarm 210PT0010.HIABS, and
the patterns which have an edit distance d. of 1 from this pattern.

Response Pattern Supp. Edit Dist.
highest supp. 210PT0010.HIABS.UNACK__ALM, 210PT0010.t0ACK, 200FC0078.OUT.INC, 14 0
210PT0010.HIABS.ACK__RTN, 200FC0078.0UT.DEC
210PT0010.HIABS.UNACK __ALM, 210PT0010.t0ACK, 200FC0078.OUT.INC, 12 1
210PT0010.HIABS.ACK_RTN, 200FC0078.OUT.INC, 200FC0078.O0UT.DEC
d, <1 210PT0010.HIABS.UNACK__ALM, 210PT0010.toACK, 200FC0078.OUT.INC, 10 1
210PT0010.HIABS.ACK_RTN, 200FC0078.0UT.DEC, 200LC0017.SPT.DEC
210PT0010.HIABS.UNACK __ALM, 210PT0010.t0ACK, 200FC0078.OUT.INC, 9 1
210PT0010.HIABS.ACK_RTN, 200FC0078.0UT.DEC, 200FC0049.SPT.INC
210PT0010.HIABS.UNACK__ALM, 210PT0010.toACK, 200FC0078.OUT.INC, 9 1
200FC0078.0UT.DEC, 210PT0010.HIABS.ACK__RTN, 200FC0078.OUT.DEC
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Figure 5-4: Graph showing the trend of the 210PT0010 measurement. On the left y-axis, the
range for this measurement is are shown. On the right y-axis, the range for the flow through the
200FC0078 is shown. Both the set point and the measurements for this flow are shown in the
graph. An occurrence of of the high pressure alarm is shown, as well as the resolving of that
alarm using the flow controller.
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the documentation, and identifying extra steps that need to be taken into account to ensure
proper operation.

This can be a straightforward procedure to automate. It would prevent operators from having
to increase the flow in the 200FC0078 themselves. Additional investigation is however needed
to understand in what situations two other equipment tags need to be operated. For this, the
data resulting from the analysis in this thesis can be used.

5-5-2 10PCO018.HIABS

The 10PC018 is a Pressure Controller in the Fresh Gas Compressor K1001A, shown in Figure
5-5. This compressor is part of the Hycon plant, and is shown in Appendix A on the top of
Figure A-1. The 10PC018 controls the pressure in the pipeline before compressor stage 2 of
this compressor bank.

The most frequent pattern in the sequence database for alarm 10PC018.HIABS is shown in
Table 5-6. The similar patterns with an edit distance d. = 1 from the most frequent pattern
are also shown in the Table.

Table 5-6: Table showing the most frequent response pattern to alarm 10PC018.HIABS, and
the patterns which have an edit distance d. of 1 from this pattern.

Response Pattern Supp. Edit Dist.
Highest supp. 10PCO018.HIABS.UNACK__ALM, 10PC018.t0ACK, 10HC055.0UT.INC, 18 0
10PCO018.HIABS.ACK__RTN, 10HC055.0UT.DEC
10PC018.HIABS.UNACK__ALM, 10PC018.toACK, 10HC055.0UT.INC, 10 1
de <1 10PCO018.HIABS.ACK__RTN
10PCO018.HTIABS.UNACK__ALM, 10PC018.toACK, 10HC055.0UT.INC, 9 1
10PCO018.HTIABS.ACK__RTN, 10HC055.0UT.DEC, 10HC055.0UT.INC

All of the patterns make use of the 10HC055 tag in order to resolve the alarm. The location
of this tag is shown in Figure 5-5, along with other relevant tags. The tag represents a bias
which is applied to the 10FC055 output. In Figure 5-6, the effect of increasing the bias can
be seen. If the output of Flow Controller 10FC055 is increased, its corresponding valve is
opened further, resulting in more gas flowing through the compressors. This increase in flow
results in a smaller pressure difference in each compressor stage. The bias thus allows an
operator to decrease the pressure 10PC018 by increasing the bias 10HC055.

The Shell documentation gives a different solution for the resolving of the alarm however,
by using the 10PC018, 10PC200 or 10PC203 tag [21]. After closer inspection of the found
patterns, it was found that those tags are in fact rarely used to resolve this alarm, instead
the 10HC055 tag is used as stated above.

In order to automate the response to a high value in 10PC018, a closer examination is re-
quired of the situations in which specific actions are chosen. While additional investigation is
required, the analysis presented in this thesis offers valuable insights and data that can help
in this analysis.
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Figure 5-5: Overview of compression stages in the Hycon, of which 10PC018 is a part. Various
relevant tag numbers are highlighted.
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Figure 5-6: Graph showing the trends of various values relevant for the I0PC018 alarm. On the y-
axis, the range for the value of 10PC018.MEAS is shown, this concerns the pressure measurement
in bar gauge. The ranges for the other values are omitted, because plotting them would make the
graph cluttered. The relative trends of those values can however be discerned. The time range on
the y-axis was chosen such that an alarm occurrence of alarm 10PC018 was present in the data.
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Chapter 6

Conclusions and Recommendations

6-1 Project Summary

This thesis proposes a method for the analysis of stored process data to identify opportunities
for procedural automation in processing plants. This method was designed to answer the
following research question:

"How can commonly occurring actions patterns of operators in response to alarms
in processing plants be extracted from stored process data for the identification and
prioritization of procedural automation opportunities, considering the predictability
of those patterns, their frequency, and the potential benefits of their automation?”

The most effort was directed to designing the method for determining the predictability of an
alarm response. The resulting method utilizes the physical layout of the process, combined
with a statistical analysis of events occurring in the event log to identify the relevant events
in response to each alarm. Sequential Pattern Mining is then applied to those events. The
pattern mining results are condensed into a value for the predictability of the response to an
alarm.

In order to ensure validity of the patterns resulting from the method, a training and test
set were constructed, consisting of alarms and the response patterns known to be the correct
responses to those alarms. The method was designed using the training set and validated
using the test set, by applying the method to the alarms in those sets and observing if the
correct response patterns were identified. Then, the method was applied to alarms in the
event log of which the correct response was not yet known, to rank those alarms on their
potential for automation.

The thesis was conducted in collaboration with Shell Energy and Chemicals Park Rotterdam,
and the method is applied to data supplied by them. The most common alarm messages are
evaluated for the response patterns required to resolve it, the predictability of those patterns

Master of Science Thesis C.H.C. van der Hoorn



58 Conclusions and Recommendations

and the potential benefit of automating the response. From this, a ranked list of automation
opportunities was constructed, which was then further discussed with operational staff.

Two alarms were identified that presented interesting opportunities for automation. The
analysis also allows for a comparison between the found responses to alarms and the responses
that are described in plant documentation.

The method was written such that it is easily applicable to datasets of other plants, provided
that all required data is available: an event log containing both alarms and operator actions,
and Process Engineering Flow Schemes (PEFSs) containing the physical layout of the process.
It is however recommended that the parameters used in the method (Table 5-2) are tuned to
each new plant, using a training and test set consisting of alarms of that plant.

6-2 Contributions

To the best of the authors knowledge, this thesis is the first work in literature that designs a
method specifically to find automation opportunities based on the analysis of plant data. The
method for identifying automation opportunities designed in this thesis consists of multiple
parts. The following contributions were furthermore made during the design of this method:

o First, a statistical method for determining which event tags are relevant to the resolving
of a specific alarm was developed, based on the Chi-Square test. This allows the method
to only include a selected set of events in the pattern mining step, reducing noise of
unrelated events and reducing computational time in the pattern mining step.

e Next, a novel pattern type called 'independent frequent patterns’ was introduced to
quantify patterns in response to an alarm: A pattern that occurs a minsup amount of
times as an independent occurrence. An independent occurrence is any occurrence of a
pattern which was not already counted as an occurrence for a larger pattern of which
the smaller pattern is a subsequence.

This pattern type gives a better indication of how often a particular response pattern
resolves an alarm and reduces the disadvantages of other pattern types, which are either
biased towards very short or very long sequences.

o A single value for the predictability of an alarm response was condensed from the result-
ing pattern database. By finding the edit distance between the most frequent pattern
and all other patterns, similar response patterns were combined.

¢ Finally, a method was designed to rank automation opportunities based on the results of
the analysis of the event log. This method ranks the alarms based on their occurrence
frequency, predictability, and their priority. While this method gives a good initial
ranking to determine which alarms are interesting to analyse further, it must be noted
that conversations with operational staff remain important to understand if those alarms
are indeed good automation opportunities.
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6-3 Discussion and recommendations for future work

The results of this research show that an analysis of the data of a plant is a promising approach
for the identification of automation opportunities in the response of operators to incoming
alarms. It was however found that discussions with operational staff of the plant remain
necessary for the final choice in what alarm responses are suitable for automation.

The current method focuses solely on alarms. This choice was made because incoming alarms
supply a clearly defined moment at which operators are expected to start their response,
and alarms often have a clearly documented expected response. Applying a pattern mining
algorithm to an event log with the goal of finding general procedures which are interesting
may however yield interesting results. It is in that case recommended that such a method is
applied to a plant of which it is known that certain action patterns regularly arise, such as
plants which produce in batches.

The chi-square test for finding relevant event-tags for each alarm shows good results. All
tags in the training and test sets being among the event tags rated most likely to be relevant
to the response of a particular alarm. The p-values resulting from the Chi-Square test are
however extremely low. As such, there may be more appropriate statistical test methods for
finding the event tags which are more likely to be relevant to an alarm.

Using the edit distance to compare the most frequent pattern to the other patterns showed
promising results. It is however possible that a group of patterns which among themselves
are very similar, but are all very different from the most frequent pattern, have a combined
support that is higher than that of the frequent pattern. In such cases, that group of patterns
will not be counted towards the predictability, since they are not similar enough to the most
frequent pattern. A brief investigation was done in other clustering methods that may be able
to better combine supports of similar patterns. From this, the use of Laplacian Eigenmaps [10]
seems like a promising option to device such a scheme, and as such may be worth further
exploring.

As stated in Chapter 5, the choice of parameters was performed by manual inspection of the
results for different choices for the parameters. Using the training set, it is possible to design
an optimization scheme that searches for the optimal value for each parameter. Here, the
optimal value should be such that the support for the reference pattern for each alarm is as
large as possible, while being the largest support out of all patterns. For such methods, it is
however important that the set which is used for the optimization contains enough example
patterns [27].

The amount of reference responses to alarms in the training and test set is currently limited
to 10 in each set. This choice was made, because finding such reference responses was a
time consuming task, and this research project was on tight schedule. In future research,
such sets can be expanded to contain more examples. This is especially recommended if the
optimization based approach to finding parameters explained above is used.
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Appendix A

Hycon Overview
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Figure A-1: Overview one of the Hydrogen Converter (Hydrogen Converter (Hycon)) plant [18],
showing part where hydrocarbons are cracked into smaller molecules using hydrogen, takes feed

from Solvent De-Asphalter (SDA).
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Figure A-2: Overview two of Hydrogen Converter (Hycon) plant [18], showing part where feed
from the cracker is being separated into various different products.
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SDA Overview
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Figure B-1: Overview of Solvent De-Asphalter (SDA) plant, which creates De-Asphalted Oil
(DAO) as feed for the Hydrogen Converter (Hycon) [18].
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Appendix C

Operator Response Reference Sets

Table C-1: Training set of reference operator responses for a number of alarms.

Alarm Reference Response Pattern

15TC404.LOABS 15TC404.LOABS.UNACK__ALM, 15TC404.t0ACK, 15TC404.SPT.INC, 15TC404.LOABS.ACK_RTN
15TC410.HIOUT 15TC410.HIOUT.UNACK__ALM, 15TC410.t0ACK, 15TC410.SPT.DEC, 15TC410.HIOUT.ACK_RTN
15TT406.LOABS.UNACK_ALM, 15TT406.toACK, 15TC404.SPT.INC,

15TT406.LOABS.ACK_RTN, 15TC404.SPT.DEC

17PC055.HIABS.UNACK _ALM, 17PC055.t0ACK, 17PC055.0UT.INC,

17PC055.HIABS.ACK_ RTN, 17PC055.0UT.DEC

y 17PC149.LOABS.UNACK__ALM, 17PC149.toACK, 17PC149.SPT.INC,

17PC149.LOABS 17PC149.LOABS.ACK__RTN, 17PC149.SPT.DEC

200HY0037.LOABS | 200HY0037.LOABS.UNACK__ALM, 200HY0037.toACK, 200FC0037.SPT.INC, 200HY0037.LOABS.ACK_RTN
200PC0081.LOOUT | 200PC0081.LOOUT.UNACK__ALM, 200PC0081.toACK, 200FC0040.SPT.DEC, 200PC0081.LOOUT.ACK_RTN
200XT0200.HIABS.UNACK__ALM, 200XT0200.toACK, 200PV0090A.MA, 200PV0090A.OUT.DEC,
200XT0200.HIABS.ACK__RTN, 200PY0090A_ 1.BI07.toSet, 200PY0090A_I.BIO7.toReset
200XT0215.HIABS.UNACK__ALM, 200XT0215.toACK, 200PV0090R.MA, 200PV0090R.OUT.DEC,
200XT0215.HIABS.ACK__RTN, 200PY0090R_ I.BIO7.toSet, 200PY0090R,_ I.BI07.toReset
210PT0010.HIABS.UNACK__ALM, 210PT0010.t0ACK, 200FC0078.OUT.INC,

210PT0010.HIABS.ACK_RTN, 200FC0078.0UT.DEC

15TT406.LOABS

17PC055.HIABS

200XT0200.HIABS

200XT0215.HIABS

210PT0010.HIABS
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Operator Response Reference Sets

Table C-2: Test set of reference operator responses for a number of alarms.

Alarm

Reference Response Pattern

15FC046.LOABS

15FC046.LOABS.UNACK __ALM, 15FC046.toACK, 15FC046.0UT.INC, 15FC046.LOABS.ACK_RTN

15TC321.LOABS

15TC321.LOABS.UNACK_ALM, 15TC321.toACK, 15TC321.SPT.INC, 15TC321.LOABS.ACK_RTN

15YB020.LLABS

15YB020.LLABS.UNACK__ALM, 15YB020.toACK, 15FC016.SPT.INC, 15YB020.LLABS.ACK_RTN

16FC073.LOABS

16FC073.LOABS.UNACK__ALM, 16FC073.toACK, 16FC073.SPT.INC,
16FC073.LOABS.ACK_RTN, 16FC073.SPT.DEC

200HY0029.LOABS

200HY0029.LOABS.UNACK __ALM, 200HY0029.toACK, 200FC0029.SPT.INC, 200HY0029.LOABS.ACK_RTN

15TT407.LLABS

15TT407.LLABS.UNACK ALM, 15TT407.toACK, 15TC404.SPT.INC, 15TT407.LLABS.ACK_RTN

200XT0203.HIABS

200XT0203.HIABS.UNACK__ALM, 200XT0203.toACK, 200PV0090D.MA, 200PV0090D.OUT.DEC,
200XT0203.HIABS.ACK__RTN, 200PY0090D_I.BI07.toSet, 200PY0090D I.BI07.toReset

200XT0206.HIABS

200XT0206.HIABS.UNACK_ALM, 200XT0206.t0ACK, 200PV0090G.MA, 200PV0090G.OUT.DEC,
200XT0206.HIABS.ACK__RTN, 200PY0090G_ I.BI07.toSet, 200PY0090G_ I.BIO7.toReset

200XT0210.HIABS

200XT0210.HIABS.UNACK__ALM, 200XT0210.toACK, 200PV0090L.MA, 200PV0090L.OUT.DEC,
200XT0210.HIABS.ACK__RTN, 200PY0090L_ I.BI0O7.toSet, 200PY0090L_ I.BIO7.toReset

230TC0001.HIABS

230TC0001.HTABS.UNACK __ALM, 230TC0001.toACK, 230TC0001.SPT.DEC, 230TC0001.HIABS.ACK_RTN
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Appendix D

Independent Pattern Mining - Python

Code Listing D.1: Python Code for the function which mines independent patterns from a
closed pattern database. The function starts with the closed pattern database shown in Table
4-9b, and returns the independent patterns shown in Table 4-9c for minsup = 2. In Algorithm 2,
the pseudo code of this algorithm is shown including comments.

# subpat function: returns True if [small] is a subpattern of [largel]
def is_subpat(small, large):

it = iter(large)

return all(any(c == ch for ¢ in it) for ch in small)

# mine the independent patterns and their supports
def mineIndependent (P_C,minsup):
P_.I = list()

for pat_id, (pattern,supporting_seqs) in enumerate(P_C):
S_p = supporting_seqgs.copy()
P_s [p_c_id for p_c_id in range(O,pat_id) if is_subpat(pattern, P_C[
p_c_idl[0]1)]

for p_s in P_s:
S_Ps = P_Clp_s][1]
S_.p = S_p.difference(S_Ps)
if (len(S_p) >= minsup):
P_I.append((pattern,S_p))
return P_I

# start with closed pattern databsae:
P.C=1[

(["a","c","b","£"], {1,2}),
(f"a","o","f"1, {1,2,3,41}),
(["a","£"], {1,2,3,4,5,6}),
(["a","b"], {1,2,3,4,51)]

P_I = mineIndependent (P_C,2)
print (P_I)
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Notation Description

MINSUP

2 Q 3

[

A set of candidate patterns
The set of all possible events

The set of all patterns found in the sequence
database

The set of sequences of events

A database with al maximal patterns found
Set of all positive real numbers
The set of actions for event tag v

The database with all occurred events

A set of PEFSs p

The set of all possible tags

Minimum support of a sequence to be consid-
ered a pattern

The mathematical representation of a PEFS
A segmentation window

A trace window

The action of an event

A candidate pattern
The edit distance allowed for a pattern to be
named a similar pattern.
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76 Glossary
Notation Description Page
List
e A single event, consisting of a time stamp ¢, 9, 10,
a tag v, and an activity a: e = (¢,v,a) 15, 16,
18, 19,
25, 29,
31, 39
P A pattern, or frequent sequence, in the pat- 10, 19
tern database
s A sequence of events 10, 18-
20
t The time stamp of an event 9, 15,
16, 25,
31, 76
v The tag of an event 9, 25,
29, 31—
33, 76
closed frequent pattern A pattern that is not strictly included in an- 17-19,
other pattern with the same support 40-42
event A discrete occurrence representing either an 10, 16,
alarm or an operator action. 17, 41
event log The plant log containing all events occurring 10, 34
over a time period
event tag A label given to an action or alarm for the 28, 30—
identification of the equipment it is associated 32, 34,
with. 35
frequent pattern A pattern that occurs a minimum number of 17-20,
times in the sequence database. 40
independent frequent pattern A pattern that occurs a minsup amount of 42, 49
times as an independent occurrence.
maximal frequent pattern A closed pattern that is not strictly included 17-20
in any other closed pattern
min supp Minimum support of a sequence to be consid- 18
ered a pattern
non trivial sequence A sequence resulting from an alarm window 50
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that contains operator actions between the
alarm starting and stopping to annunciate.
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7

Notation

pattern

pattern database

predictability

procedural automation

reference response

sequence

sequence database

sequential pattern mining
subsequence

support
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Description

A sequence occurring a set minimum amount
of times in a database.

A database containing all pattern found in the
sequence database.

The degree to which the operator actions in
response to an alarm can be anticipated or
foreseen based on the patterns observed in the
event logs

The automation of procedures within a pro-
cess industry plant

The pattern that is, based on documentation
and consult with operational staff, the ex-
pected response to an alarm

A number of events occurring sequentially.

A database containing all sequences extracted
from the event log

The searching of patterns in a sequence
database
A sequence contained by another sequence

The amount of sequences in the sequence
database containing a specific pattern
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DAO
DCS

HMI
Hycon

MPC
PCA

PEFS

PMF

SDA

SOP
SPM

Description

De-Asphalted Oil
Distributed Control System

Human Machine Interface
Hydrogen Converter

Model Predictive Control
Principal Component Analysis

Process Engineering Flow Scheme

Probability Mass Function

Solvent De-Asphalter

Standard Operating Procedure
Sequential Pattern Mining
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