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Abstract

DelFFi is a CubeSat mission with the objective to demonstrate formation flying and explore
the composition of the upper atmosphere. The research performed in this master thesis
focusses on the development of the system architecture of the Command and Data Handling
Subsystem of the two identical satellites. Specifically three questions are answered: What is
the current status and what work is remaining? How can system modes and states be defined
for the system architecture of a CubeSat? Finally, what are the possibilities to include error
detection and handling on a nanosatellite.

The Command and Data Handling Subsystem consists of two general components: Hardware
and Software. Analysis shows that the hardware components are close to a mature Technical
Readiness Level (TRL) between four and nine. Conversely, the development of the on-board
software is at an early stage of development with a TRL for most items equal to, or below,
three.

As a consequence of the second research question, this work attempts to determine what the
system is performing at certain moments in time by defining system phases, modes and states.
On the basis of academic and industry literature, a 6-step system engineering methodology
has been developed in this thesis for the application to CubeSat missions. Beginning from the
mission objectives, the operational stakeholders and their uses cases, a top-down flow allows
the definition of the system modes and corresponding states. Implemented for DelFFi, a total
10 modes and 33 states have been defined.

One special mode is the safe mode, which assures the survival of the satellite in non-nominal
conditions. The spacecraft transition into this mode by ground command or autonomously
due to Failure, Detection, Isolation and Recovery procedures(FDIR). On the basis of anal-
ysis into the different CDHS configuration items FDIR procedures have been implemented
successfully into the DelFFi software architecture.

To summarize the research performed within this thesis successfully furthered the system
architecture of the DelFFi CDHS by defining the System Modes and Phases and implementing
FDIR procedures.
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Preface

About 10 months ago, in a place not too far away, I completed my internship in the Operations
and System Engineering of BepiColombo. The time in the project showed me that for my
career in space, I want to work in the area of Operations Engineering.

Returning to Delft, I decided to write my literature study about the Command and Data
Handling Subsystem of a CubeSat mission named DelFFi. The topic was exciting as the
CDHS controls and operates a spacecraft and can be considered to be the electronic brain of
satellite. Following an 8 week study of the different technologies and concepts used, the next
step was to continue the development of the system architecture for DelFFi. This document
summarizes the work and research performed from mid of November 2014 to June 2015.

A section focusses on the concept of operations for the CDHS, allowing me to gain further
experience in the operational planning of a space mission. Within my research I had the
opportunity to define system modes, phases and states of the mission. The second part
focusses how failures can be handled and gave insight into the software and hardware level
interactions of the CDHS.

The work and research performed allowed me to gain understanding of an important field in
the development of spacecraft, which is not directly taught as part of the Space Engineering
master. With the experiences from a large interplanetary probe and a challenging CubeSat
mission I feel prepared to work on future space missions.
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Chapter 1

Introduction

Following from the heritage of Delfi-C3 and Delfi-n3Xt, DelFFi is the third CubeSat project
developed at the Faculty of Aerospace Engineering in Delft. The DelFFi mission has the ob-
jective to give students hands-on experience, perform measurements of the upper atmosphere
within the QB50 network and demonstrate formation flying with two identical CubeSats:
Delta and Phi. A general discussion about the DelFFi mission can be found in chapter 2.

The research objective for the master thesis is to further develop the CDHS system architec-
ture of a CubeSat formation flying mission, by developing a top-down methodology for the
determination of the system modes and implementation of a Failure, Detection, Isolation and
Recovery procedures within the constraints of a CubeSat.

This thesis focuses on the advancement of the system architecture of the Command and Data
Handling System (CDHS). The research objective is to further develop the CDHS system
architecture of a CubeSat formation flying mission, by developing a top-down methodology for
the determination of the system modes and implementation of a Failure, Detection, Isolation
and Recovery procedures within the constraints of a CubeSat. The research objective and
expanded research question are detailed in section 1-2 and the evolution of the project in
section 1-3.

The CDHS, which can be considered to be the electronic brain of the satellite, allows for
autonomous operations of the system. Prior work by Remco Schoemaker and Gang Liu
defined the format of the telemetry and began the development of the software architecture.
The On-board Computer (OBC) has been developed by Nuno dos Santos and is currently
undergoing initial testing. The current status and a general introduction into the different
CDHS components of DelFFi is discussed in chapter 3.

At the beginning of the research, it became apparent that within the DelFFi project the
terms system modes and states are not well defined. Consequently, the need and motivation
arose to derive the system modes and states for the DelFFi mission. Research into definitions
of system modes, in academic literature and engineering standards, showed that the process
of defining modes and states from the mission objective of a Spacecraft (S/C), is currently
not well defined for CubeSats. Chapter 4 develops, on the basis of literature, a top-down
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2 Introduction

methodology to determine the system modes and states for a CubeSats. From the DelFFi
mission objectives 10 system modes and 33 supporting states are implemented in the the
system architecture of the CDHS.

A part of the research objective is to answer how to implement Failure, Detection, Isolation,
Recovery (FDIR) procedures into a CubeSat, such as DelFFi. A part of failure mitigation
is to include FDIR procedures into the software routines of the S/C. Implementation of
FDIR procedures are important as the subsystem forms the interface between the different
subsystems of the S/C and the operations team on-ground. With this function in mind, failure
events are identified and analysed on the bases of the configuration items. The definition and
implementation of FDIR procedures is discussed in chapter 5.

On the basis of the discussion in chapter 3, 4 and 5, conclusions are provided in chapter 6
and recommendations for the future work within DelFFi and possible future Delfi mission are
provided in chapter 7.

1-1 Research Motivation

The idea to continue the development of the CDHS subsystem was first discussed in August
2014 as a follow up to the work performed by Remco and Gang. At the time the development
and testing part of the DelFFi project was planned to be finished in September 2015. Thus
from the project perspective there was the need to move the development of the CDHS in
software and hardware from conception to implementation and testing. The original work
packages included support in the programming of the OBC and preparing and executing tests
with the Engineering Model (EM) and Flight Model (FM). For various reasons, of which some
are detailed in sectionl-3, the project had to evolve.

The need to define system modes arose as part of the work in the definition of the on-board
software. After many discussions, it became apparent that definition of these modes needs to
be based on a methodology and move away from an arbitrary selection that varied between
the different subsystems. This originally small part of the project grew to be a major part of
the work performed. In the discussions about the system modes, a safe mode for the system
was defined. This escalated into an investigation of how to enter the safe mode and how to
react to failure events on the CDHS. Both discussions were required for further developing
the system architecture and will form the backbone for the future work on the subsystem.

1-2 Research Objective and Questions

Within this section the formal research objective and research questions is presented and the
questions which will be answered in the subsequent chapters are derived. For defining the
objective first the context and scope needs to be established.

Context for the MSc thesis can be can be described from two perspectives. One is the
educational place in the MSc curriculum at the TU Delft. The thesis is located at the end
of the master degree, in which the student is expected to combine and expand knowledge in
a specific field and perform research to contribute to the standing body of knowledge. The
thesis work itself is also within the context of the DelFFi project.

Frederik Brauer Master of Science Thesis



1-3 Project Planning and Evolution 3

Scope is defined by the time and topic constraints. A satellite project such as DelFFi
is a complex project which requires expertise in different fields, from mission planning to
the design of the CDHS. While compared to the larger satellites the complexity is limited,
dedicated engineers for the different subsystems are still needed. In combination with time
constraint, this means a single engineer or MSc student can only work on a limited set of
work packages. For this thesis, the work packages would be to continue the definition of the
system architecture by developing the system modes and the FDIR procedures. The time
constraint is defined by the 42 assigned ECTS, which correspond to approximately 7 months
of full-time work.

Hence from context and scope the research objective can be derived:

The research objective for the master thesis is to further develop the CDHS system architec-
ture of a CubeSat formation flying mission, by developing a top-down methodology for the
determination of the system modes and implementation of a Failure, Detection, Isolation and
Recovery procedures within the constraints of a CubeSat.

From the objective the research questions to be answered are listed below. The first question
complex is mainly answered in chapter 3, the second in chapter 4 and the third in chapter 5.
Finally, general conclusions and recommendation on the basis of these questions are provided
in chapter 6 and 7.

1. Command and Data Handling System of DelFFi

(a) What is the current development status of DelFFi?

(b) What improvements can be identified for future Delfi missions?
2. System Phases, Modes and States

(a) How are States and Modes defined in academia and industry?

(b) What general approach can be used to develop Modes and States from the objec-
tives of a CubeSat mission?

(¢) What are the system phases, modes and states for DelFFi?
3. Failure, Detection, Isolation, Recovery for DelFFi

(a) How are FDIR procedures implemented on traditional spacecraft?

(b) Which failure analysis methodology can be used to identify failure events of the
DelFFi CDHS?

(c) How can a FDIR procedure be implemented for DelFFi?

1-3 Project Planning and Evolution

The thesis proposal developed as part of [1] differs from the research performed within this
document. There are several reasons which required the evolution of the project. In the
beginning of the project, it was expected that a dedicated embedded systems programmer
would be available for the implementation of the software architecture.
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4 Introduction

Furthermore, it has been expected that most hardware, or subsystems, would be available in
March 2015. This resulted in the original plan to perform testing between the CDHS and
its interfaces. At the end of the project only the Flux-(Phi)-Probe-Experiment (FIPEX),
prototypes of the OBC and, Daughter Board (DRB) are available.

As a consequence, the focus on the development of the software architecture moved from
implementation and testing of the DelFFi satellites to a system engineering discussion of
states and modes and a concept for the implementation of FDIR procedures. Figure 1-1 shows
the activity flow of the project. The performed research started to deviate from the original
planning in January after the baseline definition. At the time it was assumed that in February
a programmer would be available for implementing of the On-Board Software (OBSW), and
a baseline had to be established that would allow testing of the CDHS engineering model.
However this was not possible which forced the project from practical implementation to a
more system engineering focused discussion. The need for the development of a methodology
for system modes arose and became the major part of the discussion within this document. A
common item in the original planning and the evolved project is the discussion on the FDIR
procedures. In figure 1-1 the general flow of the project is presented, with the originally
planned items shaded in grey.

Literature Study —»  Thesis Kickoff Activity and ICD ontinued D
Defintion

System Phases,
Baseline Methodology Modes and States Reporting and

N " > — T FDIR — y
Functionality Development application to Graduation

DelFFi

Operatioal Mode CubeSatTesting | |  Engineering |

Defintion _ﬂ Methdology _k Model Test |

Figure 1-1: Project Timeline

1-4 Thesis Outline

This thesis presents the current status of the DelFFi Command and Data Handling System
with a specific focus on the development of the system modes, phases and states and the
implementation of FDIR procedures. Chapter 2 provides a summary of the DelFFi mission,
followed by 3 which provides background on the components of the CDHS and summarizes the
current development status. In chapter 4 a methodology is developed to determine the system
modes and states of a CubeSats. Continuing is chapter 5, which discusses the implementation
of FDIR procedures. Chapter 6 provides the conclusions to the research, followed by the
recommendations in chapter 7.
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Chapter 2

DelFFi Mission

QB50 is an international project under the leadership of Van Karman Institute (VKI) to
research composition of the upper atmosphere. The plan is to launch around 50 CubeSats
in 2016/2017 which allow ,after dispersion, to map the atmosphere over the whole globe
providing unprecedented temporal resolution. Delft University of Technology (TU Delft) is
contributing to the mission with two satellites, Delta and Phi, with the mission statement:

The DelFFi mission shall demonstrate autonomous formation flying and provide enhanced
scientific return within QBS50 from 2015 onwards, by utilizing two identical triple unit Cube-
Sats of TU Delft which further advance the Delfi n3Xt platform. [2]

The functions and specifications of a spacecraft are defined by its requirements, which are
documented for DelFFi in [3].

2-1 Objective

From the mission statement two objectives can be identified: Formation Flying using two
CubeSats and the providing scientific return in the scope of the Atmospheric Research Net-
work (QB50) mission. Within this section first the QB50 science objective is discussed in
section 2-1-1, followed by a discussion on the formation flying objective in section 2-1-2

2-1-1 QB50

The scientific objective of QB50 is to explore the upper atmosphere between 200-380 [kmy],
which currently can only be measured using sounding rockets. 50 CubeSats will be used to
map the upper atmosphere, each equipped with one of two instruments.[4] For Delft Formation
Flying Experiment (DelFFi) the Flux-(Phi)-Probe-Experiment (FIPEX) instrument, devel-
oped by Technische Universitt Dresden, has been to chosen to be carried on Delta and Phi.
The instrument has the capability to measure the molecular gases in the upper atmosphere,
with the working principles published in [5].
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6 DelFFi Mission

Figure 2-1: FIPEX Payload (from [6])

2-1-2 Formation Flying

Following the development of Delfi C3 and Delfi n3Xt the DelFFi satellites have the objec-
tive to demonstrate formation flying capabilities with CubeSats. The objective requires the
development of formation flying concepts and a propulsion system.

Concept

An initial study about using formation flying has been performed by [7] and further refined in
[8]. The initial study describes the basis for the mission objectives. Both satellites after being
released from the Spacecraft (S/C) will begin to drift apart due to an initial velocity and drag
differential. For keeping a formation both DelFFi satellites require propulsion capabilities to
maintain a separation distance of 1000 [km]. The initial study describes the control of a
formation using relative inclination and eccentricity vector control. Different scenarios have
been developed for the formation flying operational concept, which are shown in figure 2-1.
Currently the implementation of formation flying is developed and will be published in the
future in [9].

Propulsion

A integral part of formation flying is the capability to change the orbital elements of both
Delta and Phi. For DelFFi a MEMS resistor-jet thruster is developed on the research of [10],
of which the current design is shown in figure 2-3.

2-2  Overview of Subsystems

A general overview of one of the DelFFi satellites is shown in figure 2-4. For power generation
two solar array wings are mounted to the triple unit CubeSat structure which transfer power
to the Electronic Power System (EPS) and battery board. This subsystem is a Commercial
off the Shelf (COTS) product from GOMSpace. The payloads for the mission are the FIPEX,
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board Onboard  TLE uploaded to 1 s/c Single thruster 1 s/c, onboard
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1 JNELE Onboard  TLE uploaded to 2 sfc Single, dual 2 s/c, on-board
onboard thrusters guidance, U/Lto 2 s/c

5. Distributed
coordinated

6. Onboard On-board  Relative TLE computed  Single, dual 2 s/c, on-board
ISL-based onboard, relayed via thrusters guidance, U/L and D/L

relay ISL for 1s/c

7. Distributed

coordinated

ISL-based

8. Full - Determined onboard Single, dual 2 s/c, on-board
autonomous by relative navigation thrusters guidance, relative
formation RF payload navigation RF payload

flying

Figure 2-2: Formation Flying Concepts(from [8])

Figure 2-3: Thruster Prototype
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8 DelFFi Mission

the propulsion systen and GAMALink. Communication to ground is achieved by the TRXUV
transceiver and AntS antennas acquired from Innovation Solutions in Space (ISIS). For achiev-
ing the mission objectives the attitude of the S/C needs to be stablized which is achieved by
the in-house developed Attitude Determination and Control System (ADCS). The Command
and Data Handling System (CDHS) consists of a non-redundant On-board Computer (OBC),
the Daughter Board (DRB), the memory storage and the data buses. A more extensive discus-
sion on the Command and Data Handling System is provided in chapter 3 of this document.

-
Solar Array Wings
L ‘N

RW - Assembly

Figure 2-4: DelFFi Subsystem Overview
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Chapter 3

Command and Data Handling of
DelFFi Overview

Within this chapter an overview of the current state of the Delft Formation Flying Experiment
(DelFFi) Command and Data Handling System (CDHS) is provided. In the beginning, prior
work is detailed in section 3-1, followed by a general overview of the subsystem and its
components in section 3-2. Section 3-3 introduces the current software architecture. Finally
the open work packages for development of the subsystem in general are detailed in 3-3. Parts
of the discussion have been adapted from prior work of the author in [1].

The CDHS can be divided into two components: hardware and software. Hardware is con-
sidered to be every physical component of the systems including, but not limited to, the
On-board Computer (OBC), peripheral Memory and interfaces to other subsystems. The
software components consists of the On-Board Software (OBSW) and the supporting drivers.

3-1 Prior Work

The definition of the system architecture of the DelFFi CDHS is performed on the basis of
heritage from Delfi-n3xt and C3 and work performed by prior students and staff members.

Flight Heritage

The experience from Delfi-n3xt and Delfi-C3 form the basis for the development of the CDHS.
The non-redundant Main Computing Unit / Microcontroller (MCU) for DelFFi has been
selected on the basis flight-heritage from both predecessors and the required use of Commercial
off the Shelf (COTS) components.[11] More information is provided in section 5-3-1. Similarly
the Inter-Integrated Circuit (I2C) bus has been selected for available experience within the
team and available COTS components. A detailed discussion on the lessons learnt from
Delfi-C3 and Delfi-n3xt is provided in 5-2-3.
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10 Command and Data Handling of DelFFi Overview

Prior students and staff

The development of a space system is a project which needs the expertise of different fields
of engineering. For the discussion within this document research performed in [12] has been
used, which contains the lessons learnt from Delfi-n3xt, a requirement analysis for the DelFFi
CDHS and the definition of the telemetry packages.

The software architecture on the basis of Delfi-n3xt has been defined by a former staff member.
Research performed within this discussion has been implemented into the system architecture
and new versions of the activity flows and Interface Control Document (ICD) have been
released to the team.

3-2 Subsystem Overview

An overview of the hardware part or physical layer of the CDHS is shown in figure 3-1.
As shown in the figure the hardware components of the CDHS are the OBC, the Daughter
Board (DRB) the peripheral memory and the data interfaces to the different subsystems. The
software component of the CDHS is explained in section 3-3.

[ e |
ADCS FIPEX
EPS CDHS
AntS OBC
+DRB Mem1
GAMA
LINK Mem?2
uPsS
Mem3
TRXUV

Figure 3-1: DelFFi CDHS Hardware Overview

3-2-1 MSP430F2418

The On-board Computer used on DelFFi is the MSP430F2418 built by Texas Instruments
and is housed on a custom Printed Circuit Board (PCB). Detailed specification of the MCU
can be found in the corresponding data sheet [13]. Summarizing the processor is a 16 bit
architecture with a frequency of 16 [Mhz| and 116 [KB] Flash and 8[KB] RAM. A sketch of
the OBC is shown in 3-2.
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FIPEX UART
Interface UART.

Memory

SPI

PCLO4 Connector to other subsystems

Universal Time

8Mhz Crystal MSP430F2418
Z Lrysta Counter

12C

Buffer

Daugther Board

To Solar Array
To Ants Deployment

Mechanisms

Figure 3-2: OBC PCB Overview

3-2-2 Memory

The peripheral memory, developed within [14], is required to store results of the Science
Unit (SU) and for history playback of the Telemetry (TM). An image of the hardware
component is shown in figure 3-3.

Figure 3-3: DelFFi Memory and OBC

3-2-3 Daughter Board

The daughter board is a dedicated MCU which has the objective to control the deployment
of the appendages.The current prototype is shown in figure 3-4.
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Figure 3-4: DRB Prototype
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3-2-4 UART

On DelFFi the SU Flux-(Phi)-Probe-Experiment (FIPEX) requires to be connected to the
CDHS via a Universal Asynchronous Receiver/Transmitter (UART) interface.[6] UART is the
hardware part which translate from serial to parallel and vice-versa.

Connections with UART require one wire for the transmission of data. Data is transferred by
pulling down the line to send data. A transmission initiates with a start bit, which is followed
by 7 data bits. For the communication between CDHS and FIPEX no parity bit is required.
[6] The transmission is ended using a stop bit. This means of the 10 bits transferred in a
transmission 7 bits contain data. After the stop bit a new transfer can directly be initiated.

3-2-5 12C

The 12C data interface has proven flight heritage within the Delfi project and many more
CubeSat missions. Originally been developed by Phillips, it consists for DelFFi of a Master,
the OBC, and slaves, every other subsystem except the FIPEX. The connection between the
master and slaves is established using a Serial Clock Line (SCL) and a Serial Data Line (SDA).
On previous Delfi satellites, the Delft Standard System Bus (DSSB) has been implemented
to mitigate some of the known problems of 12C bus.(See 5-5) For easier implementation of
COTS components the DSSB has not been implemented. A schematic of a 12C single master
system is shown in figure 3-5.

Data Transfer principles

12C requires all slaves to have a unique address on the bus. An address consists of 7 bits,
which allows to connect a maximum of 112 devices to the I12C bus with some of the addresses
reserved.

Two kind of data operations are possible using 12C: read and write operations. In both cases
the transfer begins with the start condition and ends with a stop condition issued by the
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Figure 3-5: 12C setup (from [15])

master device. The start condition is initiated by the master pulling down the SDA line while
the SCL is high and ends if the SDA is released while the SCL is high as well. This is shown
in figure 3-6. After the master device issues a start condition all slaves listens for the address.
The following bit indicates if the master wants to read, logical 1, or write, logical 0 from the
slave device. The addressed slave responds by sending an acknowledge (ACK) bit by pulling
down the SDA.

F——n

| -

} / : SDA

| |

I ! -

/ | | scL
P

START condition STOP condition

Figure 3-6: 12C Start and Stop Condition (from [15])

For writing the master sends a data byte (8 bit), after each byte the slave has to send an
ACK bit. This is continued until all data is transferred and the master sends the stop bit.
Such a transfer is shown in figure 3-7.

‘ s | SLAVE ADDRESS ‘ RIW ‘ A ‘ DATA ‘ A ‘ DATA ‘A/f«| P ‘

‘ \— data transferred J

‘0" (write) (n bytes + acknowledge)
D from master to slave A = acknowledge (SDA LOW)
A = not acknowledge (SDA HIGH)
D from slave to master S = START condition

P = STOP condition

Figure 3-7: 12C Write (from [15])

The reading process is similar to the writing process. After the master address the slave it
will sent a logic 1 to indicate it wants to read from the slave. The slave will then sent an
acknowledgement bit and begin sending data to the master. The master will confirm the
reception of the data byte with an ACK. If the data transfer is complete instead of an ACK
the master will sent the stop condition. The process is shown in figure 3-7.
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1
‘ ] ‘ SLAVE ADDRESS | RW ‘ A ‘ DATA | A | DATA ‘ A | P |

‘ data transferred

(read) (n bytes + acknowledge)
|:| from master to slave A = acknowledge (SDA LOW)
A = not acknowledge (SDA HIGH)
D from slave to master S = START condition

P = STOP condition

Figure 3-8: 12C Read (from [15])

12C Addressing

The first part of a data transmission is the address of the slave device. In the 12C protocol 2
addressing schemes can be used depending on the amount of devices connected.

1. 7 bit

2. 10 bit

The 7-bit scheme allows to connect up to 127 devices and with 10 bit 1024 devices are
possible. Not all addresses can be used, as some are reserved for special purposes. In table
3-1 all reserved addresses are shown. As a consequence the 7 bit addressing allows for a
total of 112 different addresses. Currently for DelFFi 10 devices are connected using the 12C
interface: ADCS, OBC, EPS, 2 addresses for TRXUV, uPS, GAMALINK, 2 addresses for
the AntS and 1 for the DRB.

Table 3-1: 12C reserved addresses (adapted from [16])

10 Bit Addresses Purpose
0000000 0 General Call
0000000 1 Start Byte
0000001 X CBUS Addresses
0000010 X Reserved for Different Bus Formats
0000011 X Reserved for future purposes
00001XX X High-Speed Master Code
11110XX X Reserved for future purposes
11111XX X Reserved for future purposes

Of the 112 possible addresses, 10 have to be selected for the DelFFi subsystems. The possi-
bilities to assign the I12C addresses are as follows:

1. Sequentially
2. Randomly

3. Bit-Spaced
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Figure 3-9: Number of 12C Addresses to Minimum hamming distance

Addresses, as shown in the table, are expressed in binary. It is important to be able to
differentiate between addresses during testing and to reduce possible errors due to bit-flips
caused by radiation events. This means an address written in binary should have at least a
2 bit different to all other addresses on a data bus. This assures that a single bit-flip, caused
by a radiation events (see 5-2-2), cannot change an address to a other defined address.

From a mathematics perspective bit-spacing can be described by the hamming distance. This
distance is, if the binary number is used as coordinates for the corner of a n-dimensional cube,
the minimum required amount of edges of a path connecting two vertices. The method was
first published by [17]. However for small binary number a computer can be used to compare
the numbers position by position using XOR logic.

Comparing bit spacing to the sequentially and randomly it has the advantage of assuring that
each selected address is clearly identifiable during testing and reduces the possible impact of
bit flips. The two major disadvantages of bit-spacing is that the amount of addresses is limited
and that COTS components can require specific addresses, hence further reducing the list of
possible addresses. A shared disadvantage with random selection is that logic of assigning
the addresses is not directly obvious. Summarizing as the bit-spacing increases the reliability
and tolerance towards radiation effects it has been selected for defining the 12C addresses of
DelFFi.

A Matlab script is used to create a list of addresses based on the possible 112 addresses. The
difference in minimum bit spacing is shown in 3-9. Important to note is that the amount of
the addresses depends on the first assigned address, with 8 (0001000) being used for DelFFi.

For DelFFi the main bus requires 10 addresses to communicate with all subsystems. As a
consequence it is possible to use a bit-spacing of at least 3 bits which is shown for DelFFi in
table 3-2.
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16 Command and Data Handling of DelFFi Overview

Table 3-2: Assigned 12C addresses for DelFFi

Subsystem | Address [dec] | Address(bin) | Address(hex)
ADCS-MB 008 0001000 08
OBC 015 0001111 F
EPS 017 0010001 11
TRXUV1 022 0010110 16
TRXUV2 034 0100010 22
uPS 037 0100101 25
GAMALINK 059 0111011 3B
AntS 060 0111100 3C
AntS 067 1000011 43
DRB 068 1000100 44

3-3 Software Design and Architecture

The OBSW is an important of the development of the CDHS. It can be divided into a service
layer, commonly known as drivers, and an application layer. Interaction between the two is
shown in figure 3-10.

Firmware / Application Layer — O BSW LOO p l

S
-
[

Service Layer / Drivers —

12C Driver
UART Driver
Memory Driver
RTC Driver

e 8VIhz Crystal Driver

| ' ' :

Physical Physical Physical Physical Physical
| ion il ion Il ion Il ion | ion

Hardware / Physical Layer —|

Figure 3-10: CDHS Layers

The focus of the research within this document is on the application layer architecture of the
OBSW, which is defined on the basis of Delfi-n3xt and prior work. The main flow of the
software is shown in figure 3-11.

3-4 Development Status

The development process of a space system can be divided into different phases. Following
the classification of [18] a project starts in phase 0 in which the mission is defined. This
is followed by phase A and B in which the general system architecture of the spacecraft is
developed. For DelFFi summaries of the development activities can be found in [11] and [8].
The major design and implementation work is performed within phase C which is ended by
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18 Command and Data Handling of DelFFi Overview

the critical design review. The DelFFi project as a whole is considered to be phase D which is
focused on the verification and implementation of the design. However with regard to section
3-5 the CDHS can be considered to be in phase C. An overview is shown in figure 3-12.

DelFFi Launch De-orbit

| | |

Phase 0 | Phase A | Phase B | Phase C | Phase D | Phase E | Phase F

Figure 3-12: DelFFi Project Status

3-5 Remaining Work

The discussion in section 1-2 and 1-3 and the discussion within this chapter showed the status
and challenges in the development of the CDHS. A technical risk analysis performed (See
appendix D), showed that the Technical Readiness Level (TRL) of the hardware components
ranges between 4 and 9. Opposite the TRL of the OBSW is mainly 3 and lower. Identified
work packages for the further development are:

1. Increasing TRL of hardware components to 7+

2. Increasing TRL of software components to 7+

(a) Definition and Implementation of the Application Layer for OBC and DRB
(b) Definition and Implementation of the service layer for OBC and DRB

(c¢) Integration FDIR procedures into the current architecture
3. Update and maintenance of relevant ICD
4. Engineering Model Testing
5. Improvement of the subsystem with test results
6. Flight Model Testing and Qualification
It has to be noted that the research performed within this document increases the readiness
level of item 2.a and 2.c, but more work is required especially for the implementation of the

software. Many of the items are currently on hold and more man power is needed to bring
the development of the CDHS to a successful end.
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Chapter 4

Operational Modes and States for
CubeSats

For developing the system architecture of the DelFFi Command and Data Handling System
(CDHS) an important task is to define the operational concept of the mission. For the CDHS
development this implies to define what the capabilities (modes), physical configurations
(states) of the system are at different point of times (phases). Thus the question to be
answered in this chapter can be summarized as follows: Can Systems Engineering literature
and industry standards be used to develop a methodology for determining the different phases,
modes and states of a CubeSat mission and how can it be implemented for Delft Formation
Flying Experiment (DelFFi).

The first section, 4-1, discusses the research approach for developing this methodology. In
section 4-2 literature from industry and academia is reviewed and different definitions of
modes, states and phases are examined. Followed by section 4-3 in which the methodology
is developed and applied to DelFFi. The last section, 4-4, discusses the limitations of the
developed methodology and provides conclusions and recommendations for further research.

4-1 Research Approach

Within this section the general system engineering research approach for the definition of
the phases, states and modes is explained. According to [19] there is no need for a unique
definition of the term Systems Engineering. Different definitions allow the use of different
implementations from individuals, organizations and application areas.

While a general definition for the field of Systems Engineering (SE) might not be possible or
useful, the terms are used within the development DelFFi and for Spacecraft (S/C)/CubeSats
in general. As a consequence there is a need to define these terms such that every project
member understands how these terms are defined and used within the project. The general
approach for the research is laid out in the following paragraphs.
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20 Operational Modes and States for CubeSats

Question The research questions for this chapter are summarized as follows: Can different
Systems Engineering tools be used to develop a methodology for determining the different
phases, modes and states of a CubeSat mission and how can it be implemented for DelFFi?
Thus the research should result in a methodology which is applicable for any CubeSat mission,
including DelFFi. The need to answer the question arose from discussion within the DelFFi
project how to define and determine the modes and states of the mission.

Observe For developing a methodology it is important to first answer how are phases, modes
and states defined within the industry and academia? By reviewing industry standard and
textbooks, approaches and definitions can be analysed and adapted for the formulation of the
hypothesis.

Form Hypothesis From the observation a general approach for the definition of system
phases, modes and states of CubeSats can be adapted and formulated. In the scope of this
work only a hypothesis can be made as a suggestion to the DelFFi project and for future
reference in other projects.

Perform Experiment The experiment, applying the methodology on DelFFi, is combined
in the formulation of the hypothesis. This approach has been chosen to reduce the amount
of iterations needed and to discuss the hypothesis on a real project instead of using arbitrary
examples.

Documentation The detailed analysis is documented in this document. Additionally a
abstract will be submitted to a conference at a later stage, which will focus on how to use
the methodology as part of the development process of an university CubeSat.

4-2 Literature Review

This sections presents different definitions of system modes and states. The analysed literature
is a limited selection of relevant information from 2 source rubrics: industry standards and
general systems engineering literature. The selection rationale is first to try to identify if
there are standards within the industry which define system modes and states. Followed
by research into educational system engineering literature and how it defines the distinction
between the terms. The selection of material is based on ease of access, not restricted by a
payment, and ease of finding using an web-based search engine.

The question to be answered in this section is: How are phases, modes and states defined in
industry and academia?

4-2-1 Standards

As first step it is investigated how modes and states are defined in engineering standards. A
standard defining states and modes, from the field of software engineering, is MIL-STD-498.
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The reasons this standard is analysed within this discussion is due to the major software
component of the subsystem. The standard defines the terms mode and states as follows:

If the system is required to operate in more than one state or mode having requirements
distinct from other states or modes, this paragraph shall identify and define each state and
mode. Examples of states and modes include: idle, ready, active, post-use analysis, training,
degraded, emergency, backup, wartime, peacetime. The distinction between states and modes
is arbitrary. A system may be described in terms of states only, modes only, states within
modes, modes within states, or any other scheme that is useful. [20]

In MIL-STD-498 modes and states are considered to be arbitrary distinction and the standard
is not further used. In the space industry standards are defined by for example the European
Cooperation for Space Standardization (ECSS) and specific for the CDHS by the Consultive
Committee for Space Data Systems (CCSDS). Within documents from both organizations
system modes and states are used to describe and define aspects of systems. However no
direct definition for either modes or states has been found within the released documents

from ECSS and CCSDS.

4-2-2 Systems Engineering Literature

As the definition in MIL-STD-498 is ambivalent and no definition is provided by dedicated
space standards, the next step is to investigate definitions within dedicated system engineering
literature. A definition is provided by [21]:

A system mode is defined to be a distinct operating capability of the system during which
some or all of the system function may be performed to a full or limited degree. Modes are
the functions of the system. [21]

Thus the author links system modes to the capabilities and functions of a system. Furthermore
the author defines a system state to be:

State of a system is defined to be a static snapshot of the set of metric of variables needed to
describe fully the systems capabilities to perform the systems function. The state of a system
is the long list of variables, aka state variables.[21]

The difference between the two definitions is that modes are based on the functions and
capabilities of a system and states are a physical representation of the system expressed by a
set of state variables.

The systems engineering textbook [22] has a dedicated discussion on how to define system
modes and states in general. It defines a system mode to be:

"An abstract label applied to a collection of system operational capabilities and activities fo-
cused on satisfying a specific phase objective” [22]

Similar to the definition of system modes by [21], both authors define system/operational
modes to be related to the capabilities of a system. Furthermore states are defined by the
author as:
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"The operational or operating condition of a SYSTEM OF INTEREST (SOI) required to safely
conduct or continue its mission. For example, the operational state of an aircraft during take-
off includes architectural configuration settings such as wing flap positions, landing gear down,
and landing light activation." [22]

The author of [22] proposes a process for determining states and modes, starting by defining
the system phases. A mission can be divided into 3 abstract phases of operation: The pre-
mission-phase, the mission phase and the post-mission phase. These phases can be further
differentiated into sub-phases if required.

After defining the phases the author proposes to assign the use-cases of a system to the three
general phases. A use case of a system is defined by the author to be how the user will
operate the system to achieve a defined outcome. In case the use cases have shared objective
or outcome it is possible to cluster these into system modes.

With the defined sets of modes it is important to determine how the system transits from
one mode to the other. Pre-defined events and conditions are used to initiate a transition
from one mode to the other. Such a trigger event can be initiated externally, for example by
ground, or predefined conditions, such as drop to a safe mode.

Both examples from system engineering showed that modes are related to the capabilities and
use cases of a system. They express what a system should achieve and how it can be utilized.
Both authors define states to be a physical representation of a system. Within [22] a general
approach is described of how to define phases, modes and states.

4-2-3 Conclusions

The question to be answered in this section is how system modes, states and phases are
defined within academic literature and standard. A review of space standards from ECSS
and CCSDS shows that are no definitions available from these organizations. A standard used
within software engineering, MIL-STD-498, provides only an arbitrary distinction between the
terms.

Within the investigated SE literature different ,albeit similar, definitions are found for phases,
states and modes. System modes are commonly defined to be a expression of the required
capabilities and use cases of a system. The transition from one mode to the other is defined
by entry and exit criteria.

A state is defined to be the physical representation of a system at certain point of time. This
means a state express all physical system characteristics such as active subsystems, received
power and used bandwidth.

Finally phases are defined to be an expression of the life cycle of the system. Following the
discussion in [22] 3 phases for every project can be identified. These are the pre-mission,
mission and the post-mission phase. It is possible to divided these phases further into sub-
phases.

Answering the question shows that general systems engineering literature provides definitions
and approach, which can be used to develop a specialized methodology for CubeSats. In
the following discussion the methodology as proposed by [22] is adapted to CubeSats and
implemented for DelFFi.
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4-3 Methodology for CubeSat System Phases, Modes and States

Section 4-2 concluded with a description of how modes, states and phases are defined within
literature. From the general methodology, as described in [22], a series of steps is developed
of how to define system modes, states and phases for a CubeSat program. A general flow
down of this process is shown in figure 4-1.

First the different stakeholders of a project need to be analysed. From the identified oper-
ational stakeholders and the mission objectives use cases and phases of the mission can be
defined. With the use cases assigned to the system phases, it is possible to identify the system
modes. The final steps are the definition of the system mode transitions and the definition of
the system states. For further improvement the results of the process need to be iterated and
discussed with other team member to create a definition of system modes, states and phases
which is accepted by all team members. The results of this research have been presented to
the DelFFi team on the 17th of April and are planned to be implemented in the project.

The question to be answered in this section is how can the common core of the definitions
found in section 4-2 and the approach as discussed in [22] be used to define system phases,
modes and states of a CubeSat and be implemented for DelFFi?

\

Operational
Stakeholder

Use Case Phases

Mode
Identification

]

Mode
Transition

]

State
Definition /

Figure 4-1: Development Flow down for the definition of System Phases, Modes and States

Requirements

4-3-1 Stakeholder Analysis

For starting the process it is proposed to determine the stakeholders of the system. The aim
of the analysis is to identify actors, which have an operational influence on the system. By
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identifying the actors the use cases can be determined in section 4-3-3. A tool to determine
the stakeholder is an exploration tree. Such a tree is shown for the DelFFi mission in figure4-2.

Stakeholders

k. 4

TU Delft QB50 Suppliers Regulatory Bodies

. Staff | Consortium | » Tekever | » ITU

Ministerie van

- Students > VKI ™ 1515 ™ Economische Zaken

— Institution —» TU Dresden o GOM Space “»  Agentschap Telecom
Legend
Stakeholder A Active & Operational Stakeholder A Passive & Operational
Stakeholder A Active Stakeholder A Passive

Figure 4-2: Stakeholder Exploration tree

The figure differentiates between active and passive stakeholders. An active stakeholder
interacts with system directly and passive are influencing the system not by standards or
regulations. Furthermore, stakeholders further differentiated into if a stakeholder has impact
on the operations of the spacecraft. This limits the analysis to stakeholders who interact or
influence the system during the operations of the system. For example component suppliers
are active, but in most cases, except for technology demonstration, do not influence the system
during the operations.

4-3-2 System Phase definition

The second step is to define the system phases of the mission. Information used are taken
from general discussion about the spacecraft life-cycle [18], mission objectives (see [7] and
[11]) and regulations. The relation between project phases and system phases are shown in
in figure 4-3.

The pre-mission phase can be divided to on-ground and Launch and Early Operation Phase
(LEOP). The start of the system phases is the first assembly of the majority of spacecraft
components, in general the first full engineering flat-sat test, which occurs in phase D of the
project and ends after the conclusion of LEOP.
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| DelFFi | [ Launch | [ De-orbit

Project Lifecycle || Phase 0 | Phase A | Phase B| Phase C | Phase D | Phase E | Phase F

Pre-Mission Mission Post-Mission

Figure 4-3: Project Phases and System Phases

Following is the mission phase, which begins when the system is commissioned and can
be divided into several sub phases. For example a mission could have a cruise phase and
observation phase. A more interesting case if the satellite has several objectives in Earth
orbit, such as DelFFi which has to demonstrate formation flying and observation of the
upper atmosphere (see chapter 2). The challenge for DelFFi is if the objectives are mutually
exclusive or can be achieved simultaneously. There are two general approaches: one is to
define the phases depending on the active science payloads, hence using a more bottom-up
approach or defining the phases based on the primary objective.

For determining which of the two approaches to use, a first step is to estimate the durations
of the different phases. A major consideration to take into account for DelFFi is the time
needed for both S/C to reach the required 1000 [km] separation distance.

DFF-MIS-X-XX: The formation flying shall be demonstrated after the nominal along-track
distance is no less than 1000 km. [3]

The time for reaching the distance can be estimated using equation 4-1.

tsep - Ssep (4_1)
Vdif f

The term sgep is the required separation distance between the two S/C and wvg;¢s is the
absolute velocity differential in along track direction. In an early mission analysis [11] the
value of 1 ["*] is considered. However [23] shows that the deployer used for Atmospheric
Research Network (QB50) can provide a AV of upto 2. Assuming a ejection in opposite
directions the maximum possible AV is 47*. This gives a possible range of velocities of 3 7,
however as the deployment can be tuned a velocity differential of 17} is assumed as nominal
value.

Using both values the expected time before reaching separation distance is within a range
of minimal 2.8 and nominal 11.6 days. This estimation assumes linear motion, although
the differences in along-track velocity will result in small differences in the eccentricity of the
orbits. For longer time spans this estimation might not be valid and numerical simulations
should be used.

With reaching the along-track separation of 1000 [km] a drift-stop manoeuvre has to be
performed. [7] According to [24] the propulsion system on both spacecraft should provide
a mission AV of 157. Assuming the expected velocity difference and a margin, 13.97 will
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m

remain for formation keeping. With the required AV of 0.15 &y [7] a formation flying time

of 92 days is possible, with a minimum of 70 days for the maximum velocity differential.

The following step is to determine the remaining time before re-entry into the atmosphere. A
first order approximation can be achieved by determining the ballistic coefficient, the expected
solar activity and the use of standard tables.

M

B = A (4-2)
1 n

A= 3 ; S (4-3)

In equation 4-2 5B is the ballistic coefficient, Cy the drag coefficient and A the surface area in
flow direction assuming a free tumbling S/C. The variables denoted with S are the areas of
the different surfaces of the S/C with the dimensions given in [25]. Both [7] and [26] estimate
the drag coefficient of a S/C to range between 2.2 and 2.3.

1
= 5[
= 2% 0.0825[m] % 0.317[m)] + 2 % 0.0825[m] % 0.317[m] + 0.1[m] # 0.1[m] ~ (4-4)
= 0.11[m?]

A 4Sbodywalls + 4Swings + 2Stop/bottom]

The mass, M, of one of the S/C is 3.639 [kg][27], resulting in a ballistic coefficient of 14.4
[%] for a free tumbling spacecraft. For achieving the mission objective the DelFFi satellites
are required to point in velocity direction, which reduces the area in the flow to 0.01 [m?],
resulting in a ballistic coefficient of 158.2 % Furthermore the predicted solar activity for a
mission in 2016 shows that the solar activity is near its cycle maximum. [28] On the other
hand the current cycle is weaker, as shown in 4-4.

Finally the table shown in 4-5 can be used to determine the orbital decay. The reference
[29] has been published in 1999 with a normal solar cycle. Contrary the current solar cycle
has a smaller amplitude and it is assumed that the orbital life time is half the value of min
and max. In case the for a 300x300 orbit this coincides with a mission time as discussed in
[11] and formation flying can be tested for most of the mission duration. However for orbits
which are higher, the propellant on-board will be depleted and the formation flying will not
be possible for the full mission duration.

Mission Analysis shows that the time for both S/C to be separated by 1000 km is within
the range of 3 to 12 days depending on velocity differential after ejection from the launcher.
For determining the required manoeuvre the position and velocity of the S/C needs to be
known. According to [11] this can be achieved with the use of Two-Line Element (TLE)
with an uncertainty of less than 1 [km] [30]. As a consequence the uncertainty in velocity
should be negligible. A more severe issue is the matching of TLE to corresponding CubeSats.
Shortly after deployment it might not be possible to discern which TLE element belongs to
which CubeSat. It is proposed to further investigate this in scope of the formation flying
development and add a requirement.
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Cycle 24 Sunspot Number Prediction (2015/03)

Hathaway NASA/ARC

Figure 4-4: Past Solar Activities and Predictions (from [28])

ORBIT DECAY RATE ESTIMATED ORBIT LIFETIME
Solar Min | Solar Max | Solar Min | Solar Max | Solar Min | Solar Max | Solar Min | Solar Max
Alt | 50 kg/ m2 | 50 kg/ m2 | 200 kg/ m2|200 kg/ m2| 50 kg/ m2 | 50 kg/ m2 | 200 kg/ m2 | 200 kg/ m?2
(km) (kmfyr) | (kmfyr) | (kmiyr) | (kmiyr) | (days) (days) (days) (days)

0 3.82x1013 [3.82x1013 |9.55x1012 |9.55%1012 0.00 0.00 0.00 0.00
100 |1.48x107 |1.64x107 [3.70x106 |3.96x106 0.08 0.06 0.06 0.06
150 5.30x104 |6.58x104 [1.32x104 |1.57x104 0.24 0.18 0.54 0.48
200 575x103 [1.14x10% [1.44x109 |2.67x102 1.65 1.03 5.99 3.6
250 1.08x10% |3.45x103 [2.72x102 |7.99x102 10.06 3.82 40.21 14.88
300 2.67=x102 |1.29x103 |6.67x101 |2.95x102 49.9 11.0 196.7 49.2
350 7.64x101 |5.44x102 [1.91x101 [1.23x102 195.6 30.9 615.9 140.3
400 2.40x101 [2.48x102 |B.01x100 |5.50x101 552.2 774 1024.5 346.9
450 8.12x100 |1.19x102 |2,03x100 [2.60x101 872 181 1,497 724
500 2.97x100 [5.95x101 |7.42x10-! |1.28x10! 1,205 383 2377 3,310
550 1.20x100 |3.07x10" |3.01x10-! |6.53x100 1,638 801 5,470 4,775
600 5.60x10-" |1.63x101 |1.40x10-" [3.41x100 2,580 3,430 14,100 13,400
650 |3.05%10-! |8.83x100 |7.64x10-2 [1.83x100 5,560 4,550 28,500 27,900
700 1.92x10-1 [4.92x100 |4.81x10-2 |1.00x100 13,400 12,600 53,400 52,700

Figure 4-5: Satellite Orbit Decay reference table (from [29])
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Consequently the LEOP phase is constrained to 12 days, followed by the start of the mission
phase. The DelFFi requirements [3] include the definition of a phase:

DFF-MIS-X-XX: Between LEOP and formation flying, there shall be a formation acquisition
phase leading to the desired formation geometry [3]

It is proposed to delete this requirement, as it is the only requirement relating to a phase of
the mission. However if a detailed sub-phase planning is required, formation acquisition can
be assigned to the pre-mission phase.

Finally formation flying is a continuous process and experiment can not be stopped and
continued at a later time. Thus the first phase in the mission phase is designated the nominal
operations phase. This means that both mission objectives, atmospheric measurements and
formation flying, can be achieved at the same time. First order analysis shows formation
flying is limited to a maximum of 92 days, which for the original assumed orbit is close to the
expected life time.

CubeSats, such as DelFFi, are using launch ride-shares, which implies that there is an uncer-
tainty about the orbit parameters. Thus the orbital lifetime of both, Delta and Phi, can be
significantly longer than the maximum possible time for formation flying. As a consequence
an extended operation phase is planned after the end of the formation flying. The length of
this phase is dependent on the re-entry and the continued interest in operating the S/C.

Concluding the approach of defining 2 distinct phases is chosen. The first phase nominal
operations will achieve both mission objectives, while the second extended operations will be
limited to the operation of the science payload.

In the post-mission an End of Life phase is scheduled which covers the time from decom-
missioning to the de-orbiting of the S/C. A reason for deactivating the satellites before
de-orbiting can be the regulations to insure the satellites while active. [31]

A summary of all system phases is shown in 4-1. The first three phases are defined using
project planning.
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Table 4-1: DelFFi Mission Phases
Archetype Phase Subphase Time span Description
Pre-Mission
System Development | From 2013 to | Phase A-C of the
01.05.2015 project,  development
of the different subsys-
tems.
Testing From 01.05.2015 to | Testing of the inte-
[tbd] grated satellites
Delivery/Prelaunch | [tbd] to 2016/2017 Delivery to Launch
provider,  Integration
into CubeSat deployer
and transport to the
launch site
LEOP 11 days Launch and commis-
sioning of the S/C
Mission
Nominal Operations | 92 days Time for fulfilling for-
mation flying objective
Extended Operations | 0 to[TBD] Possible continued op-
erations of S/C and sci-
ence payload.
Post-Mission
End of Life [TBD] Time after decommis-

sion of the two satellites
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4-3-3 Use-Case Definition

Following the definition of stakeholders in 4-3-1, the use cases of the different stakeholders
can be identified and assigned to the defined phases.

According to [22] a use case can be defined to be the expression of how a user wants to exploit
a system to achieve a desired outcome. Furthermore an actor on a system is defined by Unified
Modeling Language (UML) to be an entity which interacts with the system but is not part
of it. An actor can be entities from organization level, for example ESA, to personal, such
as an operator but also can be other systems, unauthorized users, threats or environmental
conditions. The first step in defining the use cases is to identify the actors in the system from
the stakeholders. Actors can use, or operate the system, to achieve a desired outcome. The
defined operational stakeholders in 4-2 are actors on the system

Additionally to the operational stakeholders actors can be other systems acting on the system,
for example a ground segment on a spacecraft, environmental effects and regulatory bodies.

For DelFFi the actors, determined from the operational stakeholders, are: TUD Staff, TUD
Students, QB-50 VKI and QB50 TU Dresden. Further stakeholders taken into account are
regulatory bodies, which the main in case of DelFFi are the International Telecommunication
Union (ITU) and the Dutch government.

The operational stakeholders want to operate the system to achieve a certain use or outcome.
Corresponding use cases can be derived from the objectives and needs of the stakeholders.

TUD Students have the main objective to use the system to graduate from university by
performing research and documenting it in thesis and academic publications. For achieving
these use cases, the system needs to be designed, qualified, commissioned and operated.

TUD Staff uses the system to teach and educate students on a real space system. Next to
the education use case the actor uses the system for research which includes the publication
of papers. For the education and research the actor has the wished outcome of a designed,
qualified, commissioned and operated spacecraft. The mission objectives of the system are
defined by this actor in [11].

QB50 VKI As initiator of the QB50 project Van Karman Institute (VKI) wants to use
the system to perform a atmospheric research and facilitate the development of CubeSats at
universities. [32]

QB50 TU Dresden As system developer of the scientific payload FIPEX the actor uses the
system to perform atmospheric research.

The identified operational use cases of the system can be collected in a table, which is shown
for DelFFi in table 4-2.

Following the interaction between the use cases and different actors can be mapped using a use
case diagram on the basis of UML. Such a diagram is shown in figure 4-6 for DelFFi. Within
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Table 4-2: DelFFi Operational Use Cases

Use Case Description

Design/Qualify Satellite Assuring on-ground that all subsystem full fill
the requirements (verification) and work as in-
tended (validation).

Commission Spacecraft Prepares the spacecraft for the achieving the
main mission goals and validating all subsystem
in orbit. Includes use cases such as deploy ap-
pendages and detumbling.

Perform S/C operations Operating the spacecraft(s) from ground seg-
ment to execution of the on-board software.
Perform formation flying Controls the distance between the two CubeSats

Delta and Phi. Includes the use cases of perform
orbital manoeuvres and control formation.
Take Atmospheric Measurements | Operate  the  Flux-(Phi)-Probe-Experiment
(FIPEX) payload and transmit science data to
the ground.

Perform Error Handling In case of detecting conditions outside the oper-
ational envelope start mitigation measures.

the figure the relation between actors and use cases has only been indicated for TUD-staff
and students for better readability.

Use cases can include and extend other use cases, with difference that the former is a sub use
case which is always part of the upper level use case and the latter a possible sub use case
which is not strictly necessary. For example a sub use case of "perform spacecraft operations"
could be "execute on-board software", which has a possible extension with "perform error
handling".

The next step is to assign the use cases to the system phases. In general all activities/uses of
the system which are required for preparation to achieve the mission are assigned to the pre-
mission phase, all use cases related to the achieving the mission of the system are allocated to
the mission phase and finally all use case after completing the mission objectives are allocated
to the post mission phase. The allocation can be documented in a table as shown in table
4-3.

4-3-4 System Mode ldentification

With the defined use cases in 4-3-3 the system modes can be determined. A mode is the
expression of a capability of the system. It can be expressed by a single use case or a
combination of different use cases which share are a capability or outcome. Modes are limited
to a archetypical phase, hence use cases in pre mission and mission can not be combined into
a single mode but are separate for each archetypical phase. A tool which can be used is a
phase - use case diagram in which the different use cases can be visually grouped into modes.
For DelFFi this diagram is shown in figure 4-7
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uc DelFFi Use Case diagram)
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Figure 4-6: DelFFi Use Case Relation Diagram

Table 4-3: Use Case P

hase Assignment

Pre-Mission Use Cases
System Development | Educate Students, Perform
Research, Design/Qualify
Satellite
Testing Design/Qualify Satellite
Delivery
LEOPS Comimission Spacecraft
Mission
Science Observation | Take atmospheric measure-
ments, Perform S/C opera-
tions
Formation Flying Perform Formation Flying,
Perform S/C operations
Post-Mission
End of Life
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The modes can be collected into a table, as shown for DelFFi in 4-4. In the table the main
characteristic of each mode is described.

Table 4-4: DelFFi System Modes

Phase Mode Description
Pre Mission Testing Test Mode use on ground for qualification of
the satellite.
7777777777 Delivery/Pre-launch | Off | Mode used from storage till separation dis- |
tance from the launch vehicle
| Leop | Off | Identical to Off in Delivery/Pre-launch |
Wait Waiting for sufficient separation distance

Deploy Deployment of the S/C appendages
Detumble | Reducing S/C roll rates in xyz and Veloc-
ity pointing
Main-LEOP | Commissioning of payloads and drift wait
Mission Nominal Operations Main Routing operations of the S/C and pay-
loads
Thrust Used for the capability to perform and
prepare for orbital manoeuvres.

Safe In case of failures the spacecraft is secured
to allow recovery using FDIR or on ground

Extended Operations Main Same as in Nominal Operations
Thrust Same as in Nominal Operations
Safe Same as in Nominal Operations
Post End of Life EOL No emission of radio signals

4-3-5 System Mode Analysis and Transition Definition

With the determined modes in 4-3-3 two more steps are required to complete the definition
of the system modes. First the identified modes need to be analysed and iterated with the
system states (see section 4-3-6) and secondly the transition between the different modes
needs to be defined.

Mode Transitions

The different modes in a phase will form a network from which it is possible to transition from
one to the other. For the LEOP sub phase this is shown in figure 4-8 and for the nominal
and extended mission in 4-9.

For documentation all modes and their corresponding entry and exit criteria for DelFFi are
summarized in the following discussion.
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LEOP

Launch/
Delivery Deploy
D bl Science
etumble . Observation
Safe - LEOP
Figure 4-8: System Mode with activation and exit criteria.
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Figure 4-9: System Mode with activation and exit criteria.
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System Mode - Test

Phase(s) Testing
Main Capability | Allow verification and validation of system design
Duration [TBD] days

The main use case of the test mode is to allow the qualification of the system on ground. In
general there are several stages in testing from single subsystem test during development in
phase A to C to integrated satellite tests in phase D. [18] From a system perspective test mode
starts when the S/C transitions from the system development phase to the testing phase. The
activation and exit criteria are shown below.

Transitions to Activation Criteria Exit Criteria
Off Mode User defined User defined

In section 4-3-6 no states for this mode are defined, as the physical configuration of the system
might vary during testing.

System Mode - Off

Phase(s) Delivery /Prelaunch and LEOP
Main Capability | Do not interfere with storage, deployer and launcher
Duration [TBD] days

The off modes full fills the requirement for storage of the S/C on ground and during launch.

Transition to Activation Criteria Exit Criteria
Wait User defined Power switched on

During storage and launch the S/C needs to be inactive, hence powered down. A single state
is required for this mode.

System Mode - Wait

Phase(s) LEOP
Main Capability Do not interfere with launcher and QB50 deployment sequence
Duration 20+ [s]

The wait modes is required by regulations from the launch provider. After ejection from the
launch dispenser, both S/C have to remain in wait mode for at least 20 seconds, assuming
a launch by the Europeanized Soyuz [33]. Due to the deployment of upto 50 CubeSats by
QB50 and possible primary payloads a higher wait time might be necessary to ensure sufficient
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distance. This is dependent on the deployment strategy and is outside of the scope of this
discussion.

Transition to Activation Criteria Exit Criteria
Deploy Power switch = on Software Counter reaches T =
20s + x

After ejection from the deployer, the power switch of the Electronic Power System (EPS) is
turned on and the S/C is powered. The On-board Computer (OBC) will boot and countdown
the wait time before sending commands to any other subsystems.

System Mode - Deploy

Phase(s) LEOP
Main Capability | Deploying of all appendages of the S/C
Duration [TBD] [min]

After the separation from the launch vehicle and waiting for sufficient time the first objective
is to deployment of the appendages to allow communication with the ground and deployment
of the solar cells on the wings. The duration needs to be determined by analysing the time
required to wait after each deployment. An important factor is the order of deployment.
There are 2 factors to be considered: the need to establish ground link and the movement of
the appendages during deployment.

The power budget (see appendix C-1) shows that 3.9 [W] are available before deployment of
the solar panels, assuming one panel in the sun. [34] For ground link the communications
system needs to active in the transceiver sub mode which results in a power consumption of
2.25 [W]. If only uplink, to command to retry deployment, is required the power demand is 0.6
[W]. This shows that it is possible to have an established ground-link without the deployment
of the solar array wings.

For the movement of the appendages the dynamic range of antennas is shown in figure 4-10.
The figure shows that both appendages are within their respective dynamic ranges. As the
antennas are more flexible, it is advised to first deploy the solar panels and confirm and provide
sufficient time to get into their final position and in a second step deploy the antennas. Due
to their length and thinness the antennas are more flexible. Additionally their shape provides
stiffness in the z-direction of the spacecraft and oscillation in z should be significantly lower
than in x/y. This needs to be confirmed by analysis or testing.

According to [35] the deployment of each antenna has duration of 4 [s]. The time needed for
deployment of the wings is to be determined in further analysis.
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Figure 4-10: Dynamic Movement Range Antennas with indicated Solar Panel Deployment
(adapted from [35])

Transition to Activation Criteria Exit Criteria
Detumble Software Counter reaches T = | Deployment confirmed
20s + x
User commanded

The deployment mode will have two distinct states: the first is the deployment of the solar
panels and the second is the deployment of the antennas. An argument can be made to
include a wait mode, in case not all deployments can be confirmed.

System Mode - Detumble

Phase(s) LEOP
Main Capability | Reduction of initial tumble rates
Duration 0.5 days

After deployment from the launcher, both S/C will have an initial spin rate. According to

[36] the S/C shall be able to recover from an initial spin rate of = 50 [deg] and recommends

deg
S

Control System (ADCS) design assumes to be able to detumble from * 45 [%], which is
slightly below the requirement from QB50. (See [37] and Appendix A-1). It is assumed that
detumbling of the satellites is completed within 6.75 orbits corresponding to 0.42 days.

to plan for non-nominal spin of up to & 90 [*2]. The current Attitude Determination and
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Transition to Activation Criteria Exit Criteria
Main-Leop Confirmed deployment Angular velocities below 1 %
User commanded User commanded

The detumble mode has several supporting states, in general there will be distinct states for
eclipse and sun and states depending on the design of the ADCS.

System Mode - Main-LEOP

Phase(s) LEOP
Main Capability | Preparing the satellites by commissioning and in-situ testing of
the subsystems

Duration 11.6 days

After completion of detumbling, the final objective within the LEOP phase is to commissioning
the S/C in orbit before the formation stop manoeuvre has to be performed. These activities
can include the dry tests of the propulsion system, testing of the science payload and the
testing of up- and downlink to earth.

The duration of this mode is limited by time required to detumble and the required time before
the formation acquisition manoeuvre can be performed. Assuming 17 velocity differential
the duration of the mode is 11.5 days.

Transition to Activation Criteria Exit Criteria
Main Confirmed Detumbling User Commanded
User commanded

As the mode is used to test all aspects of the spacecraft, different states are required to
allow in-situ testing of each subsystem. Also the mode ends with the formation acquisition
manoeuvre which needs to be supported by the corresponding propulsion states.

System Mode - Main

Phase(s) Nominal and Extended Operations
Main Capability Operation of S/C and payload
Duration 92 days + X

In the main mode during nominal and extended mission the uses cases are the standard S/C
operations and the utilization of the payloads. According to [36] there are observation periods
in which FIPEX payload needs to be active. For completing the formation flying objective
in the nominal operation phase, the ADCS is executing the formation flying algorithms. [9].
Furthermore it is possible to operate the GAMALINK payload as inter-satellite link between
both S/C. The mode can within the mission phase transition to the thrust mode and the
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safe mode. As a consequence its duration is dependent on the number thrust manoeuvres in
nominal phase, possible safe mode drops and the time to de-orbit or decommissioning of the
satellite.

Transition to Activation Criteria Exit Criteria

Thrust Completed Thrust User Commanded

Safe User commanded(from Main- | Thrust Commanded
LEOP)

EOL User commanded(from Safe ) Safe Mode Drop

The main mode is supported by several states to allow the successful operation of the different
payloads. This includes differences in sun and eclipse, operation of FIPEX and GAMALINK
in different configurations and the execution of formation flying algorithms

System Mode - Thrust

Phase(s) Nominal and Extended Operations
Main Capability | Perform orbital manoeuvres
Duration 0*(tpreheat+tthrusting [Min]

For achieving the objective of formation flying the S/C needs to able to perform thrust
manoeuvres. The required thrust time is determined by the Formation Flying (FF) algorithms
in main mode. Upon calculating a orbital manoeuvre the algorithms will define a set time and
further variables. If the time is reached the main mode will autonomously transition to the
thrust mode. The duration of a thrust mode instance is defined the time required to pre-heat
the propulsion system and the maximum thrust time allowed by the ADCS. Currently these
times are analysed from a propulsion system and formation flying concept perspective.

Transition to Activation Criteria Exit Criteria

Thrust Completed Thrust User Commanded

Safe User commanded(from Main- | Thrust Commanded
LEOP)

EOL User commanded(from Safe ) Safe Mode Drop

The states relating to the thrust mode are dependent on the design of the subsystem. For the
moment 3 states are assumed, the first is pre-heating the chamber, the second is the actual
firing and third is a measurement mode to create data for analysis.

System Mode - Safe

Phase(s) Nominal and Extended Operations
Main Capability Securing the satellite after a failure or
Duration NA
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Safe Mode is used on most S/C to secure the system in case of a failure or a condition outside
the normal mission envelope is detected. For example the Rosetta probe dropped into safe
mode due to faulty star sensor detections. [38]. In the case of DelFFi it has to be determined
which system are critical in the recovery process and which can be deactivated. An extensive
discussion can be found in section 5-7. The duration of the mode cannot determined, as it
is dependent why the S/C transitions into the mode and how fast it can be recovered from a
failure event. The mode is additionally required by the FDIR-01 and FDIR-05 requirements.
(See 5-1-3.)

Transition to Activation Criteria Exit Criteria
Main Safe Mode drop detected Detumbling Confirmed
User Commanded

The safe mode states are defined within the Failure, Detection, Isolation, Recovery (FDIR)
discussion. In total 4 states have identified to be required for DelFFi.

System Mode - EOL

Phase(s) End of Life
Main Capability | Do not interfere with other S/C
Duration After conclusion of extended operations to re-entry

After conclusion of the extended operations the S/C is decommissioned.

Transition to Activation Criteria Exit Criteria
Main User Commanded User Commanded
User Commanded

The post-mission state of the DelFFi satellites is to turn off the transmitting of telemetry
to ground and any non-essential subsystem. Remaining would be the EPS, OBC and the
receiver, allowing a possible reactivation at a later point of time.

4-3-6 State definition

Every mode will have a set of possible system states. The required states for each subsystem
are discussed in section 4-3-5. As a state is the physical representation of a system, the set of
states should describe all possible physical configurations. However this would create several
dozen states taken into account the different ADCS components which are active at different
times. A compromise is to define a system state as set of subsystem modes.

Subsystem Modes

For using subsystem modes to describe the system state, the first step is to define all pos-
sible subsystem modes. This shown in figure 4-11, which lists the defined modes from each
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subsystem, the power consumption and source of the information. It has been chosen to use
excel to collect the subsystem modes for improved sharing within the team.

Not included in the states are the different telemetry modes which can be defined on the
basis of FlexTLM developed by [12]. The reason for not including is that at the current state
of the project the required telemetry from each subsystem and the communication link to
earth needs to be further analysed. If these modes should be implemented, it is proposed to
indicate as CDHS subsystem mode.

State Definition

With the determined subsystem modes the system states for the different system modes can
be defined. Figure 4-12 shows the states for the pre-mission phase. The test system mode
is excluded as the physical configuration of the system can change from day to day. For
the mission phase the system states are shown in 4-13, compared to Main-LEOP, the thrust
states are separated into the thrust mode. Additionally depending on the sub-phase, velocity
pointing can include formation flying. The singular post-mission mode is included in figure
4-13.
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4-4 Conclusion and Recommendation

The summarized research question of this chapter is how can the system modes and states be
defined for the system architecture of a CubeSat CDHS?

A survey into industry standards and scientific literature showed that no dedicated methodol-
ogy for defining system modes is available for CubeSats. The research performed within this
chapter develops a top-down methodology for CubeSats from a general approach discussed in
literature. In total 6 steps are required to define the system modes and states of a CubeSat..

1. Operational Stakeholders: Explore project stakeholders and determine which have
an operational impact.

2. System Phases: Define and analyse System Phases from the mission objectives.
3. Use Cases: Identify use cases of the operational stakeholders.

4. Mode Identification: Assign use cases to system phases and combine shared outcome
and capabilities to System Mode.

5. Mode Analysis and Transition: Analyse system modes and define activation and
exit criteria for mode transition.

6. System States and Subsystem Modes: Define System States by determining sub-
system modes and assigning them to system modes.

For step 1 the concept of operational stakeholders has been developed as part of the research.
A S/C has many stakeholders, but after launch only a few are using the system. Thus for
a more effective analysis, it is important to limit it to the stakeholders who are influencing
system during its operation.

A second concept introduced is to define system modes as the summary of subsystem modes.
The definitions provided by literature define a system state to be the list of state variables. By
using subsystem modes to define a state, it allows other subsystem to develop the hardware
configuration for the required use-case independent from the CDHS. This is especially for
university developments, with a high turn-over in engineers/students working on the project,
of advantage as it decouples some of the work while still allowing capture the operations of
the spacecraft as a whole.

For CubeSats the process might seem complex as a set of modes, can be defined on the basis
of experience from prior missions. However the approach used, includes analysis which can
be used to define the concept of operations and by thorough analysis can remove the risk of
overlooking modes or phases. This can lead to a more structured approach in developing the
software architecture.

The results of application of the methodology is mission specific. For example a mission
with a singular objective will have a reduced set of modes and might chose for a bottom-up
approach. From academic point of view the methodology used has been applied to DelFFi
only. For improved verification the methodology should be applied to CubeSats projects and
compare if the used approach is applicable and usable by other engineers. A challenge is
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the uniqueness of each space mission, which will lead to different choices in the development
process of the operational concept. Validation of the approach is possible by implementing
the proposed phases, modes and states into the software of the DelFFi satellites.

Concluding the engineering task of defining the phases, states and modes of DelFFi has been
achieved by using the developed methodology. In total 10 system modes have been defined:
Test, Off, Wait, Deploy, Detumble, LEOP-Main, Main, Safe, Thrust and EOL. These modes
are supported by 33 system states.

For the future it is recommended to iterate over the different steps and further develop the
diagrams used to improve the clarity of presentation. The methodology should be applied to
different projects in the past and compare results with the developed methodology to decision
made by the teams. Another recommendation would be to discuss the topic with experienced
systems engineers and include their feedback. Final recommendation would be to apply the
methodology to large space projects and identify what changes have to be made to have a
general validity of the approach for space systems.
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Chapter 5

Failure, Detection, Isolation and

Recovery Concept for the DelFFi
CDHS

In chapter 4 a safe mode is identified on the basis of the DelFFi use cases. The main use
and characteristic of this mode is to transition the spacecraft into a configuration which
reduces the impact of a failure event. Thus the Spacecraft (S/C) is required to detect when
a transition from the main mode and execution of the science objectives to the safe mode
is vital. From a research perspective the questions to be answered in this chapter are what
is the general implementation of Failure, Detection, Isolation, Recovery (FDIR) procedures
in the space industry, how can failure events be identified and how can FDIR procedures be
implemented in Delft Formation Flying Experiment (DelFF1i).

A discussion into the general implementation of FDIR procedures can be found in section
5-1.Failures are events during the operations of the S/C which can reduce the capabilities
of the system. Methodlogies to determine and map possible failure events are discussed in
section 5-2-5. The implementation of FDIR procedures is discussed in section 5-3 to 5-7.
Section 5-9, provides conclusions to the research questions and recommendations.

5-1 Failure, Detection, Isolation, Recovery Overview

For answering the research question of this chapter the first step is to investigate how FDIR
concepts have been implemented in past S/C. For implementing a FDIR it is important to
know what failures of the subsystem are possible. Different methods for the failure analysis
of a system are presented in section 5-2-5 and a method is selected and applied to the DelFFi
Command and Data Handling System (CDHS).
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5-1-1 FDIR Concepts as used in Industry

The FDIR ,according to [39], is implemented in large S/C by monitoring, using dedicated
microcontroller, variables and verifying that they are within their defined thresholds. De-
pending on the severity and sensitivity of these thresholds a failure event can be detected,
if a threshold is exceeded or multiple times. After detection the failure event is isolated by
activating redundancy system or transferring the S/C into a safe mode. Depending on the
severity of the failure and the required autonomy the S/C can recover autonomously.

According to [40] FDIR begins with the detection of failures by constant monitoring of the
system and unit-level. This includes similar as the description in [39] checks if parameters
received via On-Board Telemetry (OBTM) are within the predefined ranges and if transitions
between modes were executed correctly. After a failure is detected there are two possibilities
for isolation and recovery. The first is to turn off the affected subsystem and start using the
redundant system. The second is to transfer the S/C into a safe mode/state.

As an implemented FDIR system can save a mission from a critical failure event research has
been performed for S/C. There are two studies facilitated by ESA, Advanced FDIR[41] and
Smart FDIR[42].

Advanced FDIR uses for the detection of failure events Kalman filtering and residual analysis
to predict the condition of the spacecraft in the future. Furthermore the study proposes
the use of parity-vector methods and voting techniques to compare the data from different
sensors. Finally on-board simulations are used to compute expected values. The next step is
the analysis of the failure, this done by Bayesian networks and model-based diagnosis with
causal networks. With identification of the failure the S/C is brought into a safe configuration
to isolate the failure and no further harm the system and operations. Traditionally this is
done by using a safe mode, which assures survival but can prohibit the fulfilment of mission
objectives. The study proposes that the FDIR transitions the S/C into a state which isolates
the failure but allows to keep the maximum amount of capabilities. This requires that the
FDIR knows all possible configurations and can transition autonomously between the modes
and states. [41] The second study, Smart FDIR [42], mainly discusses the application of
artificial intelligence in the form of models. These models are used to identify the failure and
optimize the transition from a failure state to a safe configuration.

5-1-2 FDIR for CubeSats

The discussion in section 5-1-1 focusses on the implementation of FDIR procedures in large
S/C. Compared to CubeSats, such as the DelF'Fi satellites, the CDHS consists of multiple
processors with dedicated task, of which one is used for FDIR. With the higher processing
power and significant man power to develop software it is necessary to adapt the FDIR
procedures, as described in [39, 40, 41, 42], for CubeSats.

A CubeSat mission which aims to demonstrate novel CDHS implementations for large satel-
lites is ESA’s OPS-Sat. This mission requires the CubeSat to emulate the CDHS of large
spacecraft and has accordingly increased processing and power resources, 500 [Mhz| and
peak power of 30 [W]. With the mission objective to test different novel On-Board Soft-
ware (OBSW) concepts, independent FDIR capabilities from the Main Computing Unit /
Microcontroller (MCU) are required to return the S/C to a safe state. [43] this shows that
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a traditional FDIR can be implemented into a CubeSat. On the other hand for university
projects the development resources are limited and adaptions have to be made. In the past
CubeSat FDIR procedures have been implemented in the development process by including
redundancies and software which is able to switch between different components.

By investigating the different failure events of DelFFi a systematic implementation approach
can be developed. In previous Delfi missions FDIR characteristics and functions, such as no
single point of failure in Delfi C3 or the custom Delft Standard System Bus (DSSB) for the
Inter-Integrated Circuit (I12C) bus in Delfi-n3xt, have been applied. The aim of this chapter
is to develop FDIR functionalities and procedures for the current design of the DelFFi CDHS.
The flow-down of development activities is shown in figure 5-1.

Failure Identification for DelFFi COHS

Detection in Configuration Detection in Configuration
ltem A Item B

' '

Isolation Isolation

Autonomous Recovery Ground Recovery

Figure 5-1: Development Methodology for the DelFFi CDHS

5-1-3 Requirements related to the FDIR for DelFFi

The capabilities of the DelFFi FDIR procedures are defined by the DelFFi system require-
ments. Note the requirement document [3] does not provide unique numbers for all require-
ments and the missing position in the ID are denoted with X. For the subsequent discussion
in this chapter the requirements are assigned an unique ID.

DFF-SAT.2.6-X-XX: The CDHS shall monitor all critical subsystem parameters and have the
capability to switch all subsystems to safe mode.

FDIR-01 This requirement defines that CDHS needs to be able to react to faults/failures in
the critical subsystems. Critical subsystems are assumed to be CDHS, TRXUV, ADCS and
the Electronic Power System (EPS). The Safe mode is not defined within the requirements.
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DFF-SAT.2.6-X-XX: The CDHS shall have various degrees of autonomy.

FDIR-02 This requirement defines that both S/C should be to operate autonomously. This
requirement is applicable to the CDHS as whole, but does not further define the degrees of
autonomy.

DFF-SAT.2.6-X-XX: The CDHS shall implement a failure recovery approach for invalid or
missed TCs.

FDIR-03 The CDHS should be able to verify if a command uploaded to the S/C is valid and
transferred completely. It is assumed that valid ommand should be executable and should
not lead to a critical failure event.

DFF-SAT.2.6-X-XX: CDHS shall be capable of error detection and rejection of corrupted
data

FDIR-04 This requirement is mainly related to detecting errors or faults in the data. It is
assumed that all data (housekeeping, payload, software and variables) is specified.

DFF-SAT.2.6-X-XX: The CDHS shall have a fault-tolerance mode that can be set by TC.

FDIR-05 The CDHS should support a safe-mode which can be set via telecommands.

DFF-SAT.2.6-X-XX: The CDHS shall attempt to detect, in selected processes, faulty pro-
cessing results.

FDIR-06 The selected processes are not defined, making the requirement ambigous. For the
discussion the requirment is asssumed to be related general error detection and the processes
related to the execution of the OBSW and incoming OBTM.

DFF-SAT.2.6-X-XX: The OBSW and mission support software shall protect itself against
infinite loops, computational errors and possible lock ups.

FDIR-07 This requirement is formulated too broad and requires specification of events which
have to be handled for OBSW and mission support software separately. For the discussion it
is assumed that the requirement defines failure events should be handled by the CDHS.
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5-2 Failure

The first step in the development of a FDIR is the identification of possible failure events. In
this section first the technical risks are identified, 5-2-1, followed by a discussion on the lessons
learnt from Delfi n3xt and Delfi C3, subsection 5-2-3 and a discussion on the methodology used
for identifying failures in subsection 5-2-5. The selected methodology is applied to DelFFi in
5-2-6.

5-2-1 Risk Assessment

Before investigating the failure events it is important to identify and quantify the riskof a
system. During the early phases of the project a system-level analysis has been performed
[44] which identified the programmtic risks of the DelFFi program.

A template for risk management of the different DelFFi subsystem has been developed by
S. Kuijk. The main conclusion, in terms of programmatic risk, for the CDHS is that the
current development status of the software is low and major efforts have to be made in the
development. A more detailed overview of the current development status can be found
in chapter 3 and the risk assessment in appendix D. The assessment at the current state
mainly discusses development risk and will require updates with identified technical risks in
the future. The basis for determining the technical risks can be the discussion in this chapter
and lessons learnt from prior Delfi missions.

Furthermore the design choice of having a non-redundant On-board Computer (OBC) implies
a increase risk. Flight heritage of the MCU and the need to use Commercial off the Shelf
(COTS) components required to accept the risk. A more detailed discussion about the OBC
can be found in section 5-3-1.

From past experiences, see section 5-2-3,the 12C data bus is less reliable compared to the MCU.
Contrary to the failure of the OBC, I2C related risks can partly be mitigated by using 12C
buffer, powercycling of the subsystems and fine-tuning the system during the test campaign.
The following section, 5-2-3, identifies general failure sources from previous missions and the
space environment.

5-2-2 Space Environment

The environment in Low Earth Orbit (LEO) poses unique challenges to a system which differ
from the surface of the Earth. European Space Agency (ESA) defines 4 main environmental
effects: Radiation, Plasma interaction, Micro-Particle and atmospheric effects. [45] Effects
of Plasma, Micro-Particle and atmospheric effects are outside of the scope of this document.
The major influence on the CDHS are radiation effects. An umbrella category are Single
Event Effect (SEE) of which two are further explained below. During the lifetime the Total
Ionization Dose (TID) is increasing and can lead to degraded performance or failures if it
exceeds the limit of a component. [46]

Single Event Upset (SEU) is also known as bit-flip. It is the effect when a charged particle
hits a components and changes its state. On a S/C this can result that a memory location
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Figure 5-2: Delfi C3 (left) and Delfi - n3Xt (right) (adapted from [2])

changes it value from 0 to 1 or vice versa. During the transfer of data using the on-board
data buses errors can be introduced.

Single Event Latchup (SEL) is an event in which radiation introduces a high current. It
can damage the electronics of a S/C or result in locked data bus.

5-2-3 Lesson Learnt

The DelFFi CDHS is based on the flight proven heritage from Delfi n3Xt and Delfi C3. A first
step is to investigate the lessons learnt in the development and operations of the predecessors.
In the past decade many more CubeSats have been launched and operated. However reporting
of failures in CubeSat is rare, as a CubeSat project is used to improve the reputation of a
university. Currently unpublished research tries to investigate common failure causes of a
satellites. Both satellites are shown in 5-2.

Delfi C3

The lessons learned from DelFi-C3 are discussed in the internal project document [47]. For
the CDHS these are shortly summarized in the following discussion. The microcontroller
which has been implemented on the different subsystems had issues with programming and
verification of its software. The development also showed that a custom Printed Circuit Board
(PCB) for the OBC has the possibility to reduce costs and compatibility issues compared to
the use of the COTS FM-430 board.
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The lessons learned from the use of the I2C are that for a reliable data connection, in terms
of bit-error-rate, the clock speed should be at maximum 10 percent of the slowest micro-
controller implemented in the system. Additionally the idle times between transmissions on
the bus should chosen such that the micro-controller on the subsystems can detect their ad-
dress on the I2C bus. In the transmission of data between the different subsystems parity bits
have been included, however post launch analysis showed that this decreased the reliability
of the system. Other issues in the I12C interface are the capacitance of the nodes, impedance
of unpowered nodes and possible crosstalk.

The CDHS of Delfi-C3 included an backup mode in case the OBC fails during the mission.
However, the development of this mode used significant amount of time resources which could
have been spent on increasing the reliability of system in general by ,for example, including
a redundant OBC. The report included suggestions for the operations and frame generation.
In the telemetry it should be assured that error states can be detected without confusing with
real data. Another suggestion is to include a time stamp in the telemetry and not rely on a
boot counter. The last advice given in the report is that all states of the system should be
defined and not limited to the activity flows.

Delfi n3Xt

Lessons learned CDHS of Delfi n3Xt are reported in [12]. For the operations of the satellite
during Launch and Early Operation Phase (LEOP) a mission control room was used in which
specialist could monitor the performance of the different subsystems on-board. After the
LEOP the satellite has been controlled by radio operators in shifts.

One of the issues encountered in the operations of the satellite has been a regular reboot of
the OBC. From the received telemetry no root cause could be determined. A problem has
been that insufficient information about 12C recovery was included in the telemetry. The
suggested cause of the reboot is a possible lock-up of the 12C bus.

For preventing infinity loops switch counters are included in the Delfi-N3XT code were in-
cluded. For the S-band transceiver it was observed while telemetry indicated that the switch
counter had the value 0, it had to be set to 0 by ground before it turned on again. The
suggested cause is an error in the software or a bit flip, however in general it can be said that
the switches worked to prevent infinity loops.

A proposal for DelFFi is to include the possibility to update the software. This could help
in case of errors in software and algorithms in the different subsystem is detected. Hence
it is suggested that is possible to update parameters of the subsystem software, such as the
pressure range of the propulsion subsystem.

5-2-4 CubeSat Failure Cases

Research on the reliability of CubeSats by [48] showed that the failure of a CubeSat CDHS
can directly be related to 7% of CubeSat failures. Furthermore 45 % of the CubeSats in
the study are considered to be failed as no contact could be established. There are multiple
causes, it can be assumed that CDHS failures are contributing to the percentage.
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Within [49] the reliability of Data Buses and Power Buses are analysed from previous mis-
sions. The data has been collected using a questionnaire sent to various missions. The main
conclusion for the reliability of the 12C databus is that due to the connection of many nodes
and long-wiring distances bus lock-ups and performance, bit-error rate and data rate, occur.
These failure cases are mitigated using bus-lockup protection, watchdog circuitry and layering
of data buses.

5-2-5 Methodologies

There are quantitative and qualitative approaches used within the space sector to map and
assess failure events. Within this section Fault-Tree Analysis (FTA), Failure Mode and Ef-
fect Analysis (FMEA) and Configuration Tree Analysis (CTA) are discussed. The selected
methods are not a complete list but have been selected from advised methods from National
Aeronautics and Space Administration (NASA) and ESA. CTA is not a formal method
defined by a agency or industry, but is defined for the use within this project.

Qualitative is the evaluation of system using inherent characteristics of a system. In the
context of failure analysis, this means failures are analysed by the required events leading to
a failure, without specifying the probability of these events.

Quantitative methods are used if failure cases need to be evaluated in terms of their prob-
ability to occur. This can be used to determine which failure cases are realistic and need
mitigation and which are deemed unlikely to occur during the mission time.

Fault Tree Analysis

The method of Fault-Tree Analysis has been developed in the early sixties of the last century
and has been used in organizations such as NASA. It is a technique in which an undesirable
event is specified and the system is analysed to identify all realistic path for this result to
occur. A general fault events for DelFFi is shown in 5-3.

It is possible to evaluate a fault tree qualitative and quantitative. As shown in the figure a
tree consists of events and gates. An event is an undesirable outcome and a gate expresses the
relation between events and lead to a higher level event. It can be expressed in logic operators
such as "and" and "or" It is possible to use both qualitative, by identifying the single points
of failures, and quantitative, by defining the probabilities of an event to occur.[50].

If a fault-tree is to be used for a CubeSat or spacecraft in general the first step is to create
a qualitative model flowing from a high level undesirable outcome to component level. This
can than be used to identify the critical points of the design, which can be improved or need
to be monitored by the detection part of the FDIR. In general the most unwanted failure
event of a space system is the loss of signal. For example DelFi n3Xt could not be contacted
or operated after the signal was lost and the mission is considered completed.[51]

For CubSats a fault-tree analysis has been implemented on DelFi-C3. The internal document
[52] showed that it is possible to implement a fault-tree for CubeSat and provides suggestions
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Figure 5-3: DelFFi System level Fault-Tree

and recommendations to construct such a tree. Furthermore the authors recommend to start
creating a fault-tree in the conceptual design phase and assign the task to the lead system
engineer of the project. For a complete fault-tree a input from all subsystems is needed and
a workload of 2 man-weeks is expected to create such a model with sufficient documentations
and prior knowledge.

Failure Mode and Effect (Criticality) Analysis

A different method is Failure Mode and Effect Analysis which was developed in the 1960s.
[50]. Opposite to the failure-tree method it is developed from the use cases of the system.
The first step is to define the system and its corresponding use-cases, following a process as
discussed in section 4-3-3. For each function or use case all possible failure modes have to
be identified and the consequences of such a failure evaluated. This method would have the
advantage of using the prior developed use cases and expand on their analysis.

Depending on the analysis of each failure mode a severity rating is assigned. Furthermore each
failure mode is investigated using root-cause analysis to find all causes which can lead to the
failure mode. Consequently each failure mode is analysed on the frequency of its occurrence.
This shows similar to fault-tree the process is both qualitative, by defining the failures modes
on the basis of use cases, and quantitative by determining the different ratings.

Continuing for each failure cause the current control has to be identified. Control defines how
a failure mode is currently mitigated and rated of how good it is at detecting the failure event.
The rankings can be combined into the risk priority number (severity x frequency x detection)
and criticality number (severity x frequency). This can be used to identify parts of the system
which need to be improved in the design process or mitigation measures implemented as part
of the FDIR procedures. An example by NASA is shown in table 5-4. [53]

The difficulty in applying FMEA to a project is that requires the full investigation of all
possible failure modes and all possible failure causes. In comparison FTA only specifies to
identify realistic events. A challenge in FMEA is the assignment of rankings, these should be
on the basis of a quantitative analysis and evaluated using tools such as Analytical Hierarchy
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Figure 5-4: Failure Mode Effect Analysis Example (from [53])

Process to reduce the subjectivity of the system designer. For a CubeSat project the work
required to create a full FMEA has been found by [54] to be outside of the scope of a university
project.

Configuration Tree Analysis

A different option is the use of a configuration tree analysis. This approach has been developed
as the effort for both FTA and FMEA is estimated to be outside of the scope of this document.
Compared to FTA and FMEA the focus is not on the events leading to a catastrophic failure
of the S/C but on possible failures of the different configuration items of a system. For every
configuration item possible failure cases are analysed and investigated. This has advantage
that failures are identified which will not necessarily lead to a catastrophic failure but decrease
the performance of the satellites.

With the differentiation between the configuration items team member can focus a local
FDIR procedure implementation. An example of such a tree for DelFFi is shown in 5-5. It
is important to note that failures assigned to configuration items are not quantified for their

probability of occurrence, but only qualitative assessed if it is possible to mitigate them using
a FDIR.

Conclusions

The discussion on the methodology shows that FTA and FMEA are commonly used within
the aerospace industry. In general FMEA is the more complex, as it requires understanding of
critical and non-critical failure modes and the assignment of weights on the basis of analysis.
FTA focusses on determining which failure events can lead to a Loss of Signal (LOS) or Loss of
Mission (LOM). It has the advantage that it can be used qualitatively and can be augmented
with quantitative analysis. According to documentation of Delfi C3 the creation of FTA for
a system requires at least 2 weeks with sufficient documentation.
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Figure 5-5: DelFFi Configuration Tree, excluding ground segment

Both FMEA and FTA focus on a system level wide analysis of the S/C. In comparison CTA
only assigns failure events to configuration items. The disadvantage of the method is that
it does not map the relation between different events and does not define the probability of
occurrence.

For the further discussion CTA is used to determine FDIR procedures. The main argument
is that the time required to perform a full analysis using FTA and FMEA is outside of the
scope of this document. From an information content perspective both FTA and FMEA are
superior.

5-2-6 DelFFi CDHS Failure Analysis

Within this document only the configuration item relating to the CDHS are considered, which
are shown in figure 5-6. Items which are shaded grey in the figure are not considered further
in the development of the FDIR procedures.
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Figure 5-6: DelFFi Configuration Tree for lower level CDHS (Input adapted from [3])
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5-3 Main Computing Unit / Microcontroller

This section discusses possible FDIR implementation for failure events of the MCU on the
basis of the requirements: FDIR-06 and FDIR-07.

5-3-1 Failure

Two identical MCU (MSP430F2418) are implemented on the OBC and the Daughter Board
(DRB). The Random Access Memory (RAM) and Flash memory of both MCU can experience

changes in memory locations due to SEU. Further failure events can occur due to design flaws
on the PCB and inherent to the MCU.

For the MSP430F2418, the microcontroller used on DelFFi, the radiation tolerance has been
tested by a former team member. According to [8] the MSP430 series is performing up to a
TID of 37 [kRad], allowing a minimum orbit life time of 5 years. Delfi-C3, using a similar
MCU, continues to operate 7 years after launch. Thus with the performed radiation testing

and flight heritage of Delfi-C3 failure event due to radiation are not likely to occur during the
lifetime of the S/C.

In case of a radiation event, further discussed in section 5-3-1, there are three possible effects
on the RAM and Flash memory of the MCU. The first is a change in value of a memory
location, for example the deployment variable is changed from to 0. The impact of this event
depends on the affected variable affected. A second possibility is a change in the programming
of the OBSW. If such an event occurs on the Flash memory, the OBSW is permanently altered
and can lead to a loss of mission. Finally, a change in an unused memory cell, does not have
an impact on the operations of the S/C.

5-3-2 Detection

A change in the OBSW can result in a locked MCU by entering a or getting stuck. As a
consequence the EPS watchdog timer expires, as it receives no I12C communication and starts
a general power cycle of the system. In case of a changed variable or programming in the
RAM the reboot will resolve failure event. This can be detected by ground by an increase
of the boot counter parameter. In case of a change in the flash memory, a failure event can
lead to a LOS as the faulty programming is continuously loaded into the RAM. If telemetry
is received this failure event can be detected by a constantly increasing boot counter.

FDIR-06 and FDIR-07 require the CDHS to be able to detect faulty processing results and
protect itself against infinity loops, computational errors and lock ups. Both requirements are
difficult to meet within the current architecture of the CDHS. For detecting faulty processes
and computational errors a voting logic using independent processor needs to be implemented.
Thus both requirements need to be modified for the future development process.

5-3-3 Isolation and Recovery

A critical failure event on the MCU, due to radiation or a flaw of the design, cannot be
isolated as no redundancy is implemented and the OBSW cannot be updated in-situ. Thus
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implementation of a watchdog timer for OBC would not allow isolation or recovery of the
system. Note that an infinity loop, caused by changes in RAM, which constantly requests
data from the EPS is a critical failure, as the EPS watchdog is not triggered. If testing and
further analysis shows that this failure is likely to occur within the lifetime of the spacecraft,
an implementation of the OBC watchdog might be required.

For changes which do not affect the instructions of the OBSW it is possible to recover the S/C
using parameter update telecommands. The analysis of such an event needs to be performed
by operation team on-ground.
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5-4 Peripheral Memory

This section discusses failure events related to the external or peripheral memory of the
CDHS. FDIR-04 requires that the CDHS is capable of handling corrupted data.

5-4-1 Failure

The payload data is stored on 3 16[GB] memory cards. Similar to RAM and Flash on the
MCU radiation effects can change the value of a memory location. A fault tolerant system
for the data storage on-board of DelFFi has been developed by [14]. According to the author
up to 3 SEU are expected to occur every second and proposes the use of a triple redundant
memory.

A layout of the system and connection to the OBC is shown in figure 5-8 and its breadboard
implementation in figure 5-7 . The memory cards are connected, as shown in the figure 5-7,
to the OBC using the Serial Peripheral Interface (SPI) bus.

Figure 5-7: Memory Breadboard Implementation

CLK ol
Master SE =+l oz Slave 1
MISO * 1 MISO SD card
Microcontroller "
(MSP430F2418) cs1 s
cs2
Cs3 CLK

wos:  Slave 2
mso  SDcard

SPI pins description:

- CLK: Clock signal

- MOSI: Master output, slave input
- MISO: Master input, slave output
- CS: Card select (inverted)

wos:  Slave 3
MISO SD card

| CS

Figure 5-8: Connection Memory to OBC (From [14])
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For radiation events internal error correction is used. Furthermore with the triple redundant
memory cards a voting logic is implemented as shown in figure 5-9.

File system (FAT32)
THR voter
Software
| Card driver Card driver | Card driver
Hardware Card 1 Card 2 Card 3

Figure 5-9: Memory Voting (From [14])

5-4-2 Detection, Isolation, and Recovery

For the development of the FDIR procedures the peripheral memory is not further considered.
Following that failure handling is implemented in hardware and the service layer and that
no critical information is stored in the peripheral memory. Thus possible corruption can be
detected and handled on-ground. FDIR-04 requires the handling of corrupted data. A design
option is to include parity bits in the intra-satellite data transmission. Based on experiences
from Delfi-C3, see 5-2-3, no parity bits for have been included.
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5-5 12C

This section describes the FDIR implementation for the I2C data bus configuration item. Past
experiences showed that the 12C data bus experiences lock ups during the mission. Thus the
proposed implementations are part of FDIR-07. The general concept of I12C transfers is
explained in section 3-2-5.

5-5-1 Failure

A detailed description of the I2C failure cases is provided in [15] and summarized in appendix
B. 12C failure events can be divided into 2 categories. The first is the the effect of radiation
and other subsystem on the quality of the data transferred. FDIR-04 requires the detection
and rejection of corrupted data. A measure of data quality is package error rate, which can
be calculated by 5-1. FDIR-04 ambiguousness can be improved by specifying the required
package or bit error rate.

pp=1-(1—pe)" (5-1)

The second category are failures, see below, which lock-down bus such that no data trans-
mission is possible.

R/W bit failure

Stop Condition

Slave misses Clock Pulse

Low Serial Clock Line (SCL)

Low Serial Data Line (SDA)

5-5-2 Detection

During the flight the main loop of the OBSW is executed. Between the physical and the
application level the service layer is the driver for the data going through the 12C bus. A
graphical representation is shown in 5-10.

Using the knowledge of failure events of the 12C bus, detection procedures can be implemented.
Additionally 12C failure events can be divided into general three major rubrics: Received Not
Acknowledged (NACK), SDA low and SCL low.

From the identified critical failure events Read/Write bit is resolved by the master being
able to recognize an NACK, which is the case for the OBC used for DelFFi. The stop
condition is resolved by performing the following I2C operation. However the slave missing
the clock pulse can lead to a locked bus and remains a critical failure case. It is detected by
monitoring the SDA line which remains at logic 0. The other critical failures of the 12C bus
are detected similarly with monitoring the SCL and SDA. An overview of the failures and
the corresponding detection is shown in table 5-1.
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Figure 5-10: 12C Data Flow

Table 5-1: 12C Detection
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The implementation of the I2C FDIR component is shown in figure 5-11. As shown in
the figure the first block contains the addressing of a subsystem. In case the subsystem
acknowledges the master, the transfer commences and all variables are reset. In case a
NACK is received the CDHS sets I2C__ error__ flag for the transmission. This flag can be in
co-operated in the telemetry. If the NACK case is not applicable, the CDHS has to check
if the SDA is pulled low and in sent 9 clock pulses. For the cases of a low SCL and SDA
it is proposed to include bus_ lockup__ flag in the telemetry and abort the execution of
any orbital manoeuvres as long the flag is active. Furthermore lock_ up__ counter has been
introduced, which if exceeded a value which multiple times of the EPS watchdog, will transfer
the spacecraft into the safe mode. Safe mode transitions are further discussed in section 5-7.
The implementations of flags relating to the I2C has been a recommendation of the lessons
learnt from Delfi n3Xt, as documented in 5-2-3 and [12].
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A 1
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Figure 5-11: 12C Detection Activity Flow implementation

5-5-3 Isolation

The majority of the subsystems is connected to the OBC via the I2C interfaces. In the case of
a locked bus no communication is possible. On the EPS a I2C watchdog timer is implemented,
which power cycles the S/C if "no meaningful 12C communication" is received. [55]

From a mission objective and operations perspective it is important to communicate to ground
that the execution of the formation flying commands is not possible. The current planned
implementation of the formation flying is shown in figure 5-12. At this stage of the project
this risk could be mitigated by implementing a timer on the uPS, which would allow the
autonomous execution of the thruster.

5-5-4 Recovery
For a locked-up bus the satellite will recover autonomously due to power-cycle initiated by the
watchdog timer on the EPS. The time limit before confirmed lock-up needs to be determined

during testing. After the power-cycle the OBC will reboot and resume nominal operations.
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Figure 5-12: DelFFi Formation Flying Data Flows

If lock-ups continue to occur the spacecraft will transition into the Safe mode. If formation
flying manoeuvres are planned during lock-up, ground control needs to upload new scripts
or autonomous execution on Attitude Determination and Control System (ADCS) and the
propulsion system needs to be implemented.
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5-6 Universal Asynchronous Receiver/Transmitter (UART)/Flux-
(Phi)-Probe-Experiment (FIPEX) and Interface

This section discusses the implementation of FDIR procedures for the UART connection to
the Science Unit (SU) The discussion follows the error handling procedure as defined by the
producer of the SU. The discussion in this section is related to requirement FDIR-01 and
FDIR-02.

5-6-1 Failure

Failure events of the UART interface are not considered critical as a failure of the connection
will allow continued operation of the S/C.

5-6-2 Detection

The failure detection for the FIPEX payload and the UART interface are treated combined.
Similar to 12C the communication, as shown in figure 5-13 is handled by the UART service
layer.

«——Sent Commands

Provide Packages—»
FIPEX UART Service Layer OBSW

Figure 5-13: UART Data Flow

For the use of commands scripts the error handling is defined within the activity flows.
However for the FDIR procedures it is proposed to create an encapsulated error handling on
the basis of [6]. There are two cases to be considered, reception of an error indication from
the payload and no response from the science unit. A possible implementation is shown in
5-14.

5-6-3 Isolation and Recovery

The isolation of failure events is defined by [6] as turning off the SU. The isolation process is
shown in the ERROR block in the activity flow as shown in figure 5-14. As a consequence no
further handling of a failure event is needed on-board and the failure of the SU is reported via
the telemetry to ground. Upon reception of the telemetry ground is in charge of the recovery
by analysing the telemetry received prior to the Error message. If no recovery strategy can
be developed the system developer can be contacted.
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5-7 On-Board Software

The discussion in this section, relating to the on-board software, is related to requirements
FDIR-01, FDIR-03, FDIR-04, FDIR-05 and FDIR-06. While prior sections discussed FDIR
software implementations for 12C and UART, a focus in this section is on software flaws,
Telecommand (TC), OBTM and downlinked telemetry. In this section failure event which
occur on other subsystem are linked to the FDIR procedures of the CDHS.

5-7-1 Failure

Criticality it defined by effects the failure sources have on the execution of the software and
state of the satellite. Software bugs which would lead to a general failure of the CDHS
are considered to be detectable during testing and mitigated during the development of the
OBSW. However, absence of software flaws cannot be assumed in the flight firmware. [56] A
detailed discussion on failure events is provided in the detection section.

5-7-2 Detection

The detection of failure events can be divided into the four previously mentioned categories,
which are discussed separately.

Telecommands

FDIR-03 prohibits the execution of invalid or sent erroneous commands. The CDHS of DelFFi
accepts 5 kinds of TC of which updates to volatile and non-volatile parameters andI2C pass-
through commands are important for the development of FDIR procedures. Critical subsys-
tems for the operations of the S/C are the EPS, CDHS and the TRXUV. Their corresponding
12C addresses are provided in 5-2. Missed TC can be detected by ground by analysing the
received Telemetry (TM).

A list of prohibited commands and parameters is defined in the following paragraphs. Invalid
commands or wrongly addressed, are non-critical, resulting in a time-out of the I2C bus or
the transmission of NACK from the addressed subsystem.

Table 5-2: 12C Addresses of critical Subsystems

Subsystem Address
dec bin hex
EPS 17 | 0010001 | 11

OBC 15 | 0001111 | F
TRXUV | 34 | 0100010 | 22

EPS With the EPS it is possible to control the power supply of the different subsystem.
Depending on the operations payloads such as the SU or propulsion system might be turned
on or off. However the three critical subsystems should not be allowed to be turned off at
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any time during the mission. Note the EPS is powered constantly by the solar arrays and the
battery and OBC and TRXUYV might be power-cycled in case of a timed-out EPS watchdog
timer. The prohibited commands for the EPS are shown in table 5-3. The channels on are
not yet defined, requiring the arguments of the commands to be defined at a later stage.

Table 5-3: Forbidden 12C commands for EPS

Name Hex Bytes Note
SET__Output 00001001 1 See EPS 12C for selection of channels
SET SINGLE OUTPUT | 00001010 4 Allows setting of only 1 channel

TRXUV According to [57] it is not possible to turn, using 12Ccommands, the receiving
functions off. TC restriction prohibit the execution of a ground sent command. A non-
critical option is to reset the micro-controller of the receiver and turn off the transmitter.
This functionality is required for power cycling and at the end of life of satellite due to
regulations, see section 4-3-2.

OBC Changes to the OBC are made by updating parameters in the volatile RAM or non-
volatile Flash memory of the MCU. A critical value is the operational mode, in specific the
wait mode which is active after deployment of the satellite. It is possible that by accident the
spacecraft is returned to the wait state.

Implementation The detection of forbidden 12C commands and changing of the operational
mode to "wait" is shown in 5-15. For I12C pass-through commands the first check is if the EPS
is addressed, followed by a check if the commands are forbidden. In case an error flag for the
EPS will be set, such that ground control can recognize the error in the uploaded commands
and adapt it in future uploads. For the OBC a check for the wait mode is included, and if
triggered an error flag is set.

On-Board Telemetry

The OBC can only detect failure events of the S/C as part of the incoming data from other
subsystems. A failure in one of the other subsystem can require a system wide response of the
CDHS. An overview of which transmitted parameters can indicate a failure is shown in table
5-4. Note that only subsystems are mentioned which have telemetry fields which can be used
for the detection of a failure. Furthermore, a failure event can be detected if a subsystem is
not replying to queries from the OBC.

The failure detection with the on-board telemetry is proposed to be implemented within the
collection of the telemetry for downlink. The implementation is shown in figure 5-16.

Software Bugs

The majority of Bugs should be detected during the ground testing of the satellite. Thus all
remaining bugs of the software should not lead to a critical failure of the system. Furthermore
any detection of such a bug needs to be performed on-ground on the basis of received telemetry.
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Figure 5-15: Telecommand Failure Detection

Table 5-4: OBTM Failure Detection Parameters

Subsystem Parameter Description
EPS Thattery Temperature of the battery
EPS Lswiteh Current, can be used to detect

over-current and power con-
sumption by system

ADCS

Subsystem Mode

Safe Mode / No RW / Detum-
ble

GAMALink

Error Code

Error Code specified by ICD
[58]

uPS

Subsystem Mode = Error | Error Code provided by Sub-

System
Acquire Data Package (X)

Set CommStatus Failure Detection Store the data to
Package—¥» Microcontroller X ———3 Check —» the  —

to ‘succesful” BufferDataCollect

Get Read
——» Microcontroller X Power status n— Microcontroller X
Power status Data Package

Set CommStatus Store pseudo data
TimeOut—» X (OxFE) to the ——»

to ‘failed” BufferDataCollect

Off.

]
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Figure 5-16: OBTM Failure Detection
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Table 5-5: Error Flags in the telemetry

Bit Location Flag Section
1 Bus_ Lock  Up 3-2-5
2 I2C  error 3-2-5
3-10 Lock__ up __ counter | 3-2-5 / 5-7
11 FIPEX _ERROR 5-6
12 OBC_ Error 5-7
13 EPS Command 5-7
14 T Warn 5-7
15 FDIR Override 5-7

Downlinked Telemetry

During the operation of the satellite it is possible that failure events are detected due to
the downlinked telemetry. These error might be known from testing of the Engineering
Model (EM) and Flight Model (FM) or require the analysis of the operation team. For the
scope of this discussion it is assumed that detection occurs on-ground. In the defintion of
the FDIR procedures error flags have been introduced into the activity flows of the OBSW.
These flags are proposed to be downlinked as part of the normal telemetry. An overview of
the flags is shown in table 5-5.

The flags are added to the Flextlm package OBC__ Err as shown in figure 5-17. Currently
there are 7 flags defined with each can have the value true, hence logic one and false, logic 0.
This means for the currently defined flags 7 bits are required. Furthermore a lockup counter
for the 12C data interface is included, with 8 bit assigned, allowing a maximum value of 255.
As future developments might add more flags 49 bit are kept as a reserve.

The OBC__ Err package is currently not part of the general downlink. However as the size of
64 bit is only 3% of the maximum package size in [12] it is assumed that it can be added to
downlinked telemetry.

Value Desired update frequency [Hz] _Average total bit size [1/s]
Packet group FlexTLM packet _ Descripti Parameter Bit size Unit Minimum  Maxi Transfer function Minimum_|Normal Maxi Minimum_Normal
ETC Time Tag 2 s o .5 " [vakue] - 0.1 1 1 1 3200 3200 3200
Boot counter | 16 - o 165535 Ivake] I 1 1 1600 (1600 16.00
OBC basic parameters OBC_BASIC Frame counter 31 o 2156109 [vahe] 1 1 1 31.00 3100 31.00
oBC 1 s c 1 1 1 100 100 100
OBC 2 s c 1 1 1 100 100 100
OBC reserved OBC_RESERVED _ Reserved for switch cou similar 50 1 1 1 5000 5000 50.00
Mode 1 1 1 1 100 100 100
oBe Battery bus voltage 8 v I 1 1 8.00 800 800
Battery bus current 8 A 1 1 1 8.00 800 800
Whole Orbit Data (NOD) |OBC_ WOD 3V3 bus current 8 A 1 1 1 8.00 800 800
SV bus current 8 y 1 1 1 8.00 800 800
OMMS 8 “c 1 1 1 8.00 800 800
EPs 8 “c 1 1 1 8.00 800 800
battery 8 c 1 1 1 8.00 800 800
Feedback  OBC_TCFB  Telecommand feedback s - 1 1 1 18 128 18
i ion | OBC_ERR FDIR Flags 7 1 1 1 7 7 7
Lock_Up_Counter 8 1 1 1 8 8 8
Reserved Space "a9 1 1 1 49 49 a0
0 v s v o
380 380 380

Total

Figure 5-17: OBC FlexTLM Packages
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5-7-3 lsolation

In comparison to the I2C, MCU, UART and Memory the isolation and recovery possible for
failure events in the OBSW. The fist step is to investigate which subsystems are critical for
the survival of the spacecraft and how much autonomy is needed. An overview for DelFFi is
shown in figure 5-18.

Criticality Subsystems ARuet?):i;ify
Level O CDHS Comms EPS
Level 1 ADCS
Level 2 FIPEX uPS GAMALINK

Figure 5-18: DelFFi Criticality and Autonomy Matrix

Ground Commands

For errors in the TC the isolation is combined with the detection. This is shown in figure
5-15. No further action is required.

On-Board Telemetry

Figure 5-18 shows the degree of autonomy required related to the criticality of the subsystems.
A failure in the payloads (level 2) can be isolated by turning of the subsystem.

For the critical subsystems EPS provides informations which can be used in the development
of FDIR procedure. The variable Ty, is related to the thermal control of the S/C. Prior
research proposes to include a heater on the batteries. [59] If the temperature on the batteries
is outside of the qualification range lasting damages to the battery can occur. A mitigation
possibility is to turn on and off the battery heater using automatic control implemented on
the EPS and us FDIR procedures as second safe-guard to ensure the survival of the missions.
The maximum power consumption of the heater is 7.2 [W], requiring a safe state to support
the power consumption. More analysis into the thermal control and power budget of the S/C
is required to determine if this is necessary. Currently a warning flag has been included in
the TM transferred to ground.

The Igtcn parameters from the EPS provides the current consumption of each load channel.
It can be used to monitor over-current conditions and the power consumption. A simplified
layout of the EPS is shown in figure 5-19. The power, P.,,s consumed by the spacecraft can
be calculated using equation 5-2.

3 6
Pcons = Z Iswitchi?)gv + Z IswitchiSV (5'2)
=1 =4
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The subsystems of the S/C are protected from over-current events using load switches im-
plemented on the hardware level of the OBC. With the information provided by the EPS an
additional software -side protection can be implemented. In case the current in one of the
load-lines exceeds the limit it is power-cycled and if the error cannot be resolved turned off.
This isolation procedure is implemented for subsystem criticality level 1 and 2.

By monitoring the power provided to the subsystems, non-nominal conditions can be detected
by comparing to expected values. If these limits are exceeded the spacecraft is transitioned
into a safe state.

Iswitchl

A — l_
switch2
Solar Cells and Batteries Power Conditioning 3.3V A — | .
switch3
A —
Iswitch4
|
switchS
Power Conditioning 5V A 4
Iswitch6
A —

Figure 5-19: Simplified EPS layout (adapted from [55])

The ADCS is critical as the mission objectives require velocity pointing within 5 degree [3].
If this limit is exceeded the satellite needs to perform detumbling during which the operation
of formation flying and FIPEX payload is not possible. It is hence proposed to defined 3 safe
modes states relating to the failure states of the ADCS.

Safe Mode State Detumbling The mission objectives of Formation Flying and the opera-
tion of the SU require the S/C +7Z axis to be aligned with velocity vector. [36]. The spacecraft
should enter the nominal and extended mission phase in a detumbled state. However due to
natural perbutations the S/C drifts from the required attitude and requires further detum-
bling. This is defined by the requirement (DFF-SAT-2.2-X-XX) below:

DFF-SAT-2.2-X-XX: Detumbling mode is activated when the S/C rate is above 1A%/s. The
ADCS shall use rate estimates and actuators to reduce the rate below 1A7/s.

Safe Mode State Safe Mode ADCS A a safe mode has been defined as subsystem mode
for the ADCS. In case this mode is active no attitude actuation is performed and the the
attitude of the satellites will begin to drift. This means the operation of payloads is not
possible.

System Safe Mode State RW For formation flying the use of Reaction Wheels (RW)
is required. It is not possible to counter the torque created by misalignments solely with
magnetotorquers. [37]. In case a failure of the RW is detected the execution of thrust
commands needs to stopped.
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For error codes provided by the payloads GAMALink and the uPS, the failure is isolated by
turning the subsystems off. The impact on the formation flying needs to be investigated. The
error handling of the FIPEX payload is discussed in 5-6.

Software Bugs

If software bugs are detected by ground after launch of the S/C it possible by selecting a
different operational mode to skip the bug. In case the bug is caused by faulty parameters
these can be updated by ground with a correct value.

Downlinked Telemetry

In case failure events are detected on ground, FDIR-5 requires the S/C to able transition into
a general safe state. Figure 5-18 shows that the CDHS, EPS and the Comms are considered
to be required for the survival of the S/C. Thus general safe mode state is define with these
subsystems are active only.

Isolation Implementation

Within this section the implementation of the FDIR procedures into the states diagram and
activity flows is discussed.

Implementation State diagram The definition of the system states is shown in 5-20. Three
safe system states are defined on the basis of ADCS failures. Additionally another state is
defined to allow ground to move the S/C into a general safe configuration by TC or if a safe
mode transition is activated if power, current and 12C lock-up limits are exceeded.

Implementation Activity Flows As shown in figure 5-16 the failures detection for OBTM
is included in the collection of telemetry. Within the block: "FDIR Detection Check" the
isolation of the failure event is included. An extended view of the software block is shown in
figure 5-21.

5-7-4 Recovery

There two possibilities for recovery, ground based and the autonomous recovery on-board.
The OBC can only detects the error states from other subsystems. An exception is safe mode
state for detumbling, which does not required ground in the loop. An overview is shown in
figure 5-22.

The activity flows for the safe mode, including the recovery for detumble is shown in figure
5-23. An important observation is that only the detumble safe state allows an automatic
return to the main mode.
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Detumble ADCS Safe RW-Offline

States:
Standby
Error
Science
Health Check
Measure
uPS+ Pre-heating
Thrusting
Transmitting (S-Band) _ADV
Recieving(S-Band) ADV
Transmitting(UHF)_COMP
Transmitting (VHF)_COMP
Storage

EPS board

Battery board (active heater)
Battery board (no heater)
Off
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Thrust Control

Receiver

Transmitter
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Deployment SP
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Deployment Antennas
Standby

Testing
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Figure 5-20: Safe Mode States

5-8 Deployment FDIR

For the deployment of the appendages three failure events have to be taken into account. The
first is the failure of the local MCU, second is a stuck bus and third is missing confirmation
of the deployment by the OBTM. The following sections will discuss the implementation of
FDIR procedures for the deployment of the antennas in 5-8-1 and the deployment of the solar
array wings in 5-8-2 using the DRB.

The deployment is treated separately as the duration of the system phase is significant shorter
than Detumble, LEO, nominal and extended mission.

5-8-1 Antenna Deployment

For the antenna board, AntS, all three failures can be handled by the FDIR of the S/C. The
subsystem has two redundant micro-controllers which are able to perform the deployment of
the antennas. Furthermore feature of the chosen antenna system is a subsystem mode which
automatically deploy the antennas.[35]. The status of the antennas is requested every second
using the "Report Deployment status" I12C command. As soon as the deployment of all 4
antennas is confirmed the satellite transitions into the detumble mode.

In case no deployment is confirmed, the OBSW, will continue to request the deployment
status from the antenna board. If this situation occurs deployment of the antenna could have
failed or a false negative is detected. In the first case, which is detected by ground if no
telemetry is received from the S/C, the operations team can issue commands to retry the
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Figure 5-21: Safe Mode Isolation Activity Flows
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Figure 5-23: Safe Mode Activity Flows
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deployment. For the second case, a time-out is implemented which transition the S/C into
detumble mode. The activity flow is shown in figure 5-24.

Send “Arm® Add 1 to
| Command to AntS sntennz.deploycol—— &
Twia [2C unter
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Figure 5-24: Antenna Deployment Activity Flows

5-8-2 Solar Array Deployment

The activity flows for the deployment of the solar array wings are shown in figure 5-25.
Opposite to the discussion for the antenna deployment, section 5-8-1, no FDIR procedure are
implemented. The first reason is that the satellite during deployment and the detumble phase
is not dependent on the extra power created by the wings. Thus in case the deployment fails,
or the I2C commands are not received by the DRB |, these can be resent by ground at a later
stage. Second reason is that the implementation of the deployment sequence on the DRB is
not finally defined.
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Figure 5-25: Solar Array Wings Deployment Activity Flows

5-9 Conclusions and Recommendations

The investigation in section 5-1 gave a general overview over Failure, Detection, Isolation,
Recovery procedures in a S/C. It showed that FDIR procedures are implemented into large
spacecrafts. Current developments, as described in [41, 42] and relevant literature, shows that
the implementation on large satellites is highly complex and outside of the capabilities and
resources available for the development of a CubeSat within a university setting.

For understanding which failure events can occur different methods can be applied to the S/C
or a single subsystem. The standard methods within the space industry, Fault-Tree Analysis
and Failure Mode and Effect Analysis, can relate single failure events and determine the prob-
ability of occurrence. However for the discussion within this document the required analysis
was considered to be outside of the scope. For defining the areas where FDIR procedures
can be implemented on the DelFFi CDHS the CTA method is used. The method allows
to assign failure cases to the different configuration items and allows the compartmentalized
development of the FDIR.

The question how can a FDIR be implemented for the DelFFi CDHS within the constraints
of a CubeSat is answered in the following paragraphs. On the basis of the CTA configuration
items are selected which allow for implementation. For the DelFFi CDHS these are the MCU,
the external Memory, the 12C and UART data buses and the OBSW.

The MCU is, assumed on the experience from Delfi n3xt and C3, considered to be unlikely
to experience a critical failure event during the mission. In case of a failure any detection,
isolation and recovery has to be performed by ground control.

A triple-redundant external memory has been developed by a former student [14]. The data on
the external memory is not critical to the operations of the S/C and internal error correction
is implemented. Thus the configuration item is not considered critical. In case there is a
failure event it has to be detected by ground and possible mitigation measures implemented.

In past mission the I2C data bus has been identified as source of failure which can lock the
satellite data bus. Lessons learnt from prior missions, section 5-2-3 and research performed by
[49] showed that failure events related to the I2C data bus need to be handled. The formation
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flying objective of the mission requires that the thruster is activated at a certain time. In case
of a locked-up bus this is not possible and needs to be reported to ground. Lessons learnt
showed that more information is required about the behaviour of the I2C bus in flight. Hence
flags indicating the bus status are implemented into the OBSW.For the UART bus the FDIR
logic follows the procedure as defined by [6].

A major configuration item of the CDHS is the OBSW. For the discussion the item has been
further divided into 4 distinct areas: Telecommands, OBTM, Software Bugs and Telemetry.
TC can be detected by checking the upload for forbidden commands. Any command is
considered prohibit if it would lead to a loss of signal of the S/C, such as turning off the
TRXUYV. The on-board telemetry provides informations of the different subsystems to the
OBC, which if a failure is detected can autonomously react to it. For non-critical systems,
such as the payloads, the respective subsystems are turned off. For cases which are critical to
the mission objectives the spacecraft can be transferred into the safe mode. Possible software
bugs need to be detected during testing of the spacecraft. The OBSW prepares the telemetry
which is to be downlinked to earth. The operations team can decided if a failure event
occurred on the basis of the transferred telemetry and can transition the S/C into a safe state
with only OBC, TRXUV and EPS active. A recommendation from the lessons learnt of Delfi
n3xt is the inclusion of boot loaders into the OBSW. With the ability to upload new software
more recovery options are available for the ground team and capabilities of the satellite can
be improved in-flight. However, this would require more powerful computational abilities as
currently implemented on DelFFi.

Concluding the discussion showed that it is possible to systematically develop a FDIR for a
CubeSat. While the discussion focusses on the CDHS, a similar method can be used for other
the subsystems of a CubeSat.

The developed FDIR are partially compliant with the defined DelFFi requirements, see table
5-6. Following the initial analysis following recommendation relating to the requirements can
be made. For FDIR-01 critical subsystem parameters have been defined within the discussion,
yet it is inherently not possible to switch all subsystem to safe mode. All developed FDIR pro-
cedures are compliant to FDIR-~02 as the requirement is defined too generally and is applicable
to every system which is not operated by hand. The OBSW is partial compliant to FDIR-03,
the developed FDIR prohibit the execution of TC which could lead to a critical failure. On
the other hand the designed procedures do not verify if a TC is transferred completely. As a
consequence the design of the OBSW is currently non-compliant and the requirement needs to
be reviewed or these functions be implemented into the software architecture. The peripheral
memory is compliant to FDIR-04, per contra both interfaces and the OBSW are currently
non-compliant and require an analysis into the requirement. Implemented FDIR procedures
are fully compliant with FDIR-05. Analysis showed that both FDIR-06 and FDIR-07 are
defined too broad to be implemented into a CubeSat. As a consequence the developed FDIR
procedures are non-compliant and thus require rework of both requirements
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Table 5-6: DelFFi FDIR Procedures Requirements Compliancy Table

Maln Computing Unlt

Perlpheral Meamory

13¢ Interface

FDIR-01

UART Interface + FIPEX

Comphant

Non-Compliant
NC/RR Non-Compliant, Requirement Review
NA Not Applicable

FDIR-03 NA

FDIR-04 NA NC/RR NC/RR NC/RR
FDIR-05 NA NA NA NA

FDIR-06 NC/RR NA NC/RR NA NA
FDIR-07 NC/RR NA NA NA NA

As recommendation results from testing of the engineering model have to be taken into
account. This can include new failure events which are not treated or parts of the FDIR
which are never triggered. There might also be the case that the FDIR is too sensitive and
introduces new failures to the system. For future Delfi programs it is proposed to begin
failure analysis of the chosen design in phase 0/A by creating a FTA. This would support
the risk management and focus the developments on areas which are lacking. For a more
complete understanding FMEA can be used on the basis of the determined use cases. Finally
the FDIR procedures should be part of the system architecture definition from the first day
of the system definition. The approach chosen in the discussion was to surgically add FDIR
blocks to already defined software which can be improved by developing the system with a
FDIR in mind.
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Chapter 6

Conclusions

The objective of the research was to continue the development of the CDHS system architec-
ture of DelFFi by developing a methodology to determine the system modes and implement-
ing Failure, Detection, Isolation, Recovery procedures into the software architecture for the
DelFFi Command and Data Handling System (CDHS). Within this chapter, the conclusions
of the thesis work in support of the research objective are presented.

The first set of research questions discuss the current development status of DelFFi and what
improvements can be made in future projects. A summary of the current development status
of the different components is provided in figure 6-1.

System
Design

System
Verification

Deli\;ery
to ISIS

Today

i
I
End of Design EM Test Flight

Phase Model Test

Figure 6-1: System Development Status (Nested V-diagrams adapted from [60])

The figure shows that the hardware implementation of DelFFi is currently progressing with
the two main components Daughter Board (DRB) and On-board Computer (OBC) at least
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in prototype stage and undergoing early testing. It hence can be concluded that the hardware
for the CDHS is nearing the end of the design phase with a Technical Readiness Level (TRL)
at least 4. Currently, the software of the CDHS is partly defined in the activity flows created
by prior team members on the basis of Delfi - n3Xt and augmented by the research performed
within this document. For the service layer of the On-Board Software (OBSW), some drivers
are available which currently are used to test the OBC. Within this thesis the software
architecture has been further developed, but cannot be considered to be complete. Thus, the
next steps are to complete the definition of the software and begin coding. These activities
will require significant resources in terms of manpower and time. Improvements for future
CDHS are identified in chapter 7.

During the development of the software architecture a question within the team arose: What
are the system modes of the DelFFi satellites? Within chapter 4, on the basis of relevant
literature in industry standards and academia a 6-step methodology was developed:

1. Operational Stakeholders: Explore project stakeholders and determine which have
an operational impact.

2. System Phases: Define and analyse System Phases from the mission objectives.
3. Use Cases: Identify use cases of the operational stakeholders.

4. Mode Identification: Assign use cases to system phases and combine shared outcome
and capabilities to System Mode.

5. Mode Analysis and Transition: Analyse system modes and define activation and
exit criteria for mode transition.

6. System States and Subsystem Modes: Define System States by determining sub-
system modes and assigning them to system modes.

The methodology has been implemented for DelFFi and a set of 10 modes have been defined:
Test, Off, Wait, Deploy, Detumble, LEOP, Main, Thrust, Safe and EOL. These modes are
supported by 33 system states.

Two important concepts have been developed as part of the methodology. The first is to
limit the analysis required by defining operational stakeholders. A space mission can have
many different stakeholder, of which only a few have influence on the operations or use of
the system in orbit. A second recommendation is to define the system modes and states no
later than in phase B of the project. By phase B, hardware configuration of the spacecraft
is not yet fully determined, however the use cases or functions of each required subsystem is
known. Consequently, a system state in the methodology developed in this thesis is defined
to be a set of subsystem modes. This allows subsystems to be developed more independently
and reduce the required number of interface updates. This is especially useful for university
projects where team members are fluctuating and resources for staff are limited

In conclusion the development of this methodology showed that it is possible to determine
system modes using a top-down methodology. The findings of the discussion will be submitted
as an abstract to a conference which will give other teams the chance to use and verify the
developed methodology.
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Chapter 5 developed an implementation approach for a Failure, Detection, Isolation, Recovery
(FDIR) procedures for the DelFFi CDHS. Within the chapter an overview of how FDIR is
implemented in large satellites is given and what the challenges are for the implementation in
CubeSats. It can be concluded that due to the limited resources on a CubeSat, the concept
and implementation will need to be changed compared to larger satellites. The research
question addressing what FDIR, procedures are, has been answered and it can be concluded
that, independent of the size of the Spacecraft (S/C), the FDIR will improve the reliability
of a space system.

An important part of the FDIR is to determine what failures are realistically possible. There
are several different methods available of which Fault-Tree Analysis (FTA) and Failure Mode
and Effect Analysis (FMEA) have been investigated more closely for the use on CubeSats.
Analysis showed that both methods help to map and assess possible failure events and allow
the ranking of these using quantitative analysis. For discussion within this thesis, due to
time limitations, both methods are considered outside of the scope of the DelFFi project and
a third method, Configuration Tree Analysis (CTA), was analysed. The CTA method only
assigns known failures to the different configuration items, but does not map the relation
between the various failures and the paths that can lead to failure. This is advantageous for
developing an FDIR for a CubeSat subsystem as it allows the division of the work to the
individual configuration items.

Using CTA, five areas have been identified which are investigated further: Main Computing
Unit / Microcontroller (MCU), Memory, the I2C and UART data buses and the OBSW. For
every item, first, possible failure events were analysed and on the basis steps for detection,
isolation and recovery were defined. In the process, the software architecture definition of the
DelFFi CDHS was expanded to include error handling on the basis of requirements.

Part of the objective was to develop the FDIR of the DelFFi CDHS. In this thesis the FDIR
procedures have been developed upto the definition within the activity flows. Remaining
work is the actual implementation into software and creating manuals for handling on-ground.
Another open point is the development of a full operations concept, which defines how non-
nominal situations relating to missions objectives are dealt with.

The research within thesis this successfully developed the missing steps between the mission
objectives and the system modes and states of a CubeSat. Furthermore the research shows
that it is possible to develop FDIR procedures within the constraints of a CubeSats. Not only
has this work progressed the DelFFi project status, but it has been identified to be beneficial
for other CubeSat teams to implement as well.
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Chapter 7

Recommendations

The conclusions provided in chapter 6 showed which components of the research objective
have been achieved and how the research questions have been answered within this document.

A remaining research question is: What improvements can be identified for future Delfi
missions or an evolution of DelFFi? This question can be answered on the basis of the
discussion within this document and more general programmatic problems.

In section 1-3, reasons have been given why the thesis project had to evolve. For the future of
the DelFFi program it is recommended that the planning used within the project is updated
constantly, to reflect the true status of the project, and is kept realistic.

Additionally, the work within this project showed that satellite projects need specialized
engineers. The systems engineering analysis of the Command and Data Handling System
(CDHS) within this document can form the basis for future development. However for the
actual implementation into code a software engineering student or professional should be
acquired by the project.

A final point from the project perspective is that the speed of decision making needs to be
improved. If decisions about designs, are faster, the amount of evolutions required in thesis
work from different students decreases and the project can move at a faster pace.

From the hardware perspective several recommendations can be made. The Main Computing
Unit / Microcontroller (MCU) has proven flight-history from Delfi-n3Xt and Delfi-C3. How-
ever compared to missions such as Ops-Sat the capabilities are significantly lower. Within the
prior literature study the CDHS implementation of different CubeSat has been discussed and
it is observed that On-Board Software (OBSW) is built on the basis of Real-Time Operating
System (RTOS) and supports the use of boot-loaders. Two examples are the UWE series of
satellites and ESTCube-1. An RTOS will require more resources, in terms of memory and
processing power, to be implemented and hence increases the demand of power to be supplied
to the CDHS. However, with a more capable MCU improvements in the development process
of the OBSW can be made, as students from electrical and software engineering might be
more interested to work on the project and the development of software can be more easily
divided between several engineers.
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A second point for recommendation is the data bus in future DelFFi satellites. All Delfi
satellites use the Inter-Integrated Circuit (I12C) standard for the transfer of On-Board Teleme-
try (OBTM). Research by Jasper Bouwmeester showed that most CubeSats which implement
12C experienced failure events and mitigation measures needed to be taken. Within DelFFi,
all subsystems, except the Science Unit (SU), are connected using one I12C bus. This means
that a locked bus will prohibit any communication with other subsystems. A mitigation ap-
proach would be to layer the subsystem in different bus networks. DelFFi could be divided
into three networks: EPS+TRXUV+DRB+AntS / ADCS+uPS / GAMALink. In case a
failure event occurs in the bus which is not connected to Electronic Power System (EPS) the
subsystem can be power cycled without relying on the EPS watchdog. Furthermore prior
work by Remco Schoemaker showed that it is possible to include a Bluetooth chip on a Cube-
Sat. A research opportunity would be to move from wired data interfaces, using 12C, to a
wireless CubeSat design using Bluetooth.

The methodology developed in chapter 4 for determining System Modes and States leads
to several recommendations for DelFFi and further research. From the research objective a
methodology has been developed and applied to the DelFFi mission. For better verification
this methodology has to be applied to different projects and performed by different persons.
On the basis of this feedback the method can iterated and improved. A first step in this
direction will be a possible publication and a possible exchange with a CubeSat project in
Costa Rica. For DelFFi and future Delfi programs, the main recommendation is to keep the
mission analysis up-to-date and use the methodology developed in this thesis to determine
the system phase and modes at an earlier stage in the project.

From the discussion of the Failure, Detection, Isolation, Recovery (FDIR) several recommen-
dations can be drawn. First is to use failure-analysis methods such as Fault-Tree Analy-
sis (FTA) and Failure Mode and Effect Analysis (FMEA) on a system level to identify critical
functionalities of the system. Furthermore, the technical risk analysis performed identified
the development status of the OBSW as a critical item for the project. As a consequence,
a focus on the implementation of OBSW should made. The FDIR has been developed at
a late stage in the project life cycle, in the the future it would be advisable to include the
considerations made in chapter 5 at an earlier stage of the design process. Finally the FDIR
has been implemented within architecture definition, but as the rest of the OBSW needs to
be implemented as actual code and verified by testing.

With the results of the research performed within this thesis and the recommendations made
in this chapter, future Delfi missions can be developed more systematic and the reliability of
the satellites increased.
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Emails

Appendix A

A-1 Detumble

Detumble mode time

Detumble mode time

Emails

https://webmail.tudelft.nl/owa/?ae=Item&t=IPM.Note&id=RgAAAA...

morteza989@gmail.com on behalf of Morteza [m.haghayegh@student.tudelft.nl]

Sent:10 April 2015 11:00
To: Frederik Brauer

Dear Fred Bréauer,

Attached to this email you can find the table which shows the amount of orbits needed to detumble.
For each case the timing sequence of the ADCS has been changed and the initial angular velocity
represents the initial angular velocity for which the satellite can still be detumbled for that specific
case. For the DelFFi mission case E has been chosen as the most feasible where we would expect an
initial angular velocity of 45 deg/s in all three axis. In this case the satellite would be detumbled within

6.75 orbits.

Table 9: Overview of the cases for determining the optimal timing sequence interval

Case Sensor Algorithm Actuator Hold Total Wy nr. of orbits
A 0.1s ~0s 148 058 28§ 10 deg/s 1
B 0.18 ~0S 18 0.4 1.5S 15 deg/s 1.25
C 018 ~0s 058 03s 09s | 25deg/s 1.75
D 018 ~0s 0.2s 03s 06s | 35deg/s 3
E o1s ~0s 0.1s 03s 05s | 45deg/s 6.75
F 0.18 ~0s 01s 0.2s 04s | 55deg/s 6.25
G 0.1s ~0s 0058 005s o02s | 110deg/s 115
H 0.05 s ~0s 0.05 S ~0s 0.1s | 190deg/s 31

Kind regards,

Morteza Haghayegh

Space Systems Engineering - DelFFi ADCS
Aerospace Department - TU Delft

E: m.haghayegh@student.tudelft.nl

T: +31 15 278 7586

Frederik Brauer
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12C Failure Cases

| Failure

Cause

| Impact

Start condition failure

Bit flip on SDA or SCL

Slave does not notice
start condition and
does not acknowledge
the data transfer

Slave Request failure

Bitflip on SDA

Slave device does not
ACK when it missed

start condition

R/W bit failure

Bitflip on SDA

Master and Slave are
waiting for ACK and
may enter into a infinite
loop

Slave acknowledge failure

Bitflip on SDA

Master reads ACK/-
NACK while the slave
is not present and vice-
versa.

Data byte failure

Bitflip on SDA

A bitflip occurs on the
ninth clock pulse which
results the Master will
read a sequence of ones.

Stop condition failure

Stop condition not rec-
ognized

The slave misses the

stop conditions and
continues writing on
the bus.

Slave misses clock pulses

Bitflip on SCL

The slave and the mas-
ter get of syne resulting
in the SDA line being

low indefinitely

Data line pulled low indefinitely

Electrical short, lockup
in the controllers

SDA pulled down indef-

initely

SCL pulled low indefinitely

Short, Clock stretching,
latch-up in 12C con-
troller

SCL pulled down indef-

initely

Frederik Brauer
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C-1

Power

Budgets

DelFFi Power Consumption Breakdow
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Technical risk assessment: CDHS

Description: This document contains the risk management of CDHS of the DelFFi program
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1 Introduction

Within this document a high-level risk assessment of the Command and Data Handling Subsystem is performed.
The aim is to identify the risk in the current development status. In chapter 2 a subsystem overview is provided
with the corresponding TRL for each configuration item. Chapter 3 identifies the programmatic risks of the
subsystem, which are mapped in chapter 5 in a risk map. Finally chapter 6 proposes mitigation for the identified

risks.
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2 System description

¢

Hardware

[ I
CDHS.h2
DGTB
a5

1
CDHS.h3
Memory

Cards

4

N -

TRL4-6

TRL7-9

CDHS.h1.1 CDHS.h1.2
] 9 N 9
[ CDHs.h12 | CDHS.h2.2 i
L Universal Time L 4 Deployables
Clock SP
9 6
CDHS.h1.3 PCB CDHS.h2.3
— Design —{ OBC Interface
4/5 9
- CDHS.s1.3.1
‘;'ﬂj":t;‘olt: CDHS.h2.4 DEbUES UART
i {— AntS Interface
9 9
CDHS.h1.5 CDHS.h2.5 ]
{——— FIPEX Interface L~ PCB Design
a/s 4
CDHS.h1.6 ]
——| DGTB Interface
9
CDHS.s1.3.4 CDHS.52.3.4
SPI Drivers Debug LED
a drivers.
9
CDHS.51.3.5
ETC Drivers
5
CDHS.s1.3.6
SD‘Card
Drl:ers
CDHS.s1.3.8
DRB Interface
+Load
Switches
5
Table 2-1: Components
Hardware:
ID Description TRL
CHDS.h1. OBC 4/5
CDHS.h1.1 Microcontroller 9
CDHS.h1.2 Universal Time Clock 9
CDHS.h1.3 PCB Design 4/5
CDHS.h1.4 Bluetooth Module 9
CDHS.h1.5 FiPEX Interface 4/5
CDHS.h1.6 DGTB Interface 9
CHDS.h2. DGTB Board 4/5
CDHS.h2.1 Microcontroller 9
CDHS.h2.2 4 Deployable solar panels 6
CDHS.h2.3 OBC Interface 9
CDHS.h2.4 Antenna Board Interface 9

©2013. All rights reserved. Disclosure to third parties of this document or any part thereof, or the
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CDHS.h2.5 PCB Design 4
CHDS.h3. Memory Cards 4
Software
ID Description TRL
CDHS.s1. Software OBC 2
CDHS.s1.1 Application Layer OBC 2
CDHS.s1.2 Hardware abstraction layer 3
CDHS.s1.3 Service layer OBC
CDHS.s1.3.1] Debug UART 5
CDHS.s1.3.2] FIPEX UART + Load switches +Monitoring 2
CDHS.s1.3.3] I2C Drivers 2
CDHS.s1.3.4] SPI Drivers 4
CDHS.s1.3.5] ETC Drivers 5
CDHS.s1.3.6] SD Card Drivers (includes load switches) FDIR 4
CDHS.s1.3.7] Bluetooth drivers — UART +load switches 2
CDHS.s1.3.8] DRB Interface + load switches 5
CDHS.s2. Software DGTB 2
CDHS.s2.1 Application layer DGTB 2
CDHS.s2.2 Hardware abstraction layer 2
CDHS.s2.3 Service Layer DRB 2
CDHS.s2.3.1] Deployment Solar Panels 2
CDHS.s2.3.2] AntS interface 2
CDHS.s2.3.3] Debug UART (see above) 2
CDHS.s2.3.4] Debug LED drivers 9
Total system
ID Description TRL
CDHS CDHS 2
Table 2-2: Changelog component table
Changelog Component ID | Description
date
3 Risk identification
Table 3-1: Risk identification
ID Owner
RI.CDHS.1. | Description Lacking resources in Software development F Brauer
Likelihood 5 | Currently Occurring
Consequence | 5| Without software the S/C cannot fly
Status Ongoin:
RI.CDHS.2. | Description Lacking resources in Hardware development
Likelihood 2 | Possible lack in the future
Consequence | 5| Without hardware the S/C cannot fly
Status Ongoin:
RI.CDHS.3. | Description Not meeting performance specifications and requirements
Likelihood 4
Consequence | 2
Status Ongoing
©2013. All rights reserved. Disclosure to third parties of this document or any part thereof, or the DFF-TUD-TN-XXXX-[1.1] Risk
use of any information contained therein for purposes other than provided for by this document, is assessment CDHS

not permitted, except prior and express written permission of Delft University of Technology.
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4 Risk map
Table 4-1: Risk ma
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A
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5 Mitigation

Table 5-1: Risk mitigation table

ID Mitigation plan

RI.uUPs+.1. | Inform project management

RI.uPs+.2. | Inform project management

RI.uPs+.3. | Revise and redefine conflicting and ambiguous requirements and specifications

©2013. All rights reserved. Disclosure to third parties of this document or any part thereof, or the DFF-TUD-TN-XXXX-[1.1] Risk
use of any information contained therein for purposes other than provided for by this document, is assessment CDHS
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6 Conclusion and recommendations

The main identified risk is the development of the on-board software. It is advised to inform project
management and increase the resource in the area.

©2013. All rights reserved. Disclosure to third parties of this document or any part thereof, or the DFF-TUD-TN-XXXX-[1.1] Risk
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