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Abstract

Most classical Byzantine agreement protocols between n nodes offer a fault tolerance
t of up to t < n/3. Quantum fault-tolerant consensus protocols have been proposed
that achieve a tolerance of ¢ < n/2 and are therefore worth studying. In this paper,
we assess the failure probability of a previously proposed quantum-aided weak broad-
cast protocol and how it is affected by a physical error source. Specifically, we study
the effect of measurement error noise. We simulate the protocol as-is on a four-node
quantum network composed of NV-center devices, both with zero and with one faulty
node. We then apply a measurement error noise model and compare the failure prob-
ability with the noiseless version. The noise "strength" is also varied in order to assess
whether the failure probability can be reduced using improved hardware. We show
that measurement errors have a significant negative effect on the failure probability of
the protocol. In fact, even with 10x improved hardware parameters, the protocol does
not achieve an acceptable failure probability.

1 Introduction

Distributed and multi-agent systems often need the participating nodes to reach consensus
on a certain value. From blockchain to distributed databases|[16], the operation of these
systems relies on consensus algorithms, such as Byzantine agreement. A recurring issue in
these agreement protocols is fault tolerance, or Byzantine Fault Tolerance (BFT) in the case
of Byzantine agreement. Byzantine fault refers to a condition in which some components of
a distributed system behave inconsistently, perhaps acting maliciously, exhibiting different
symptoms to different observers. BFT in turn refers to the ability of a system to reach
consensus in spite of the occurrence of Byzantine faults.

Let n be the number of components in the system and t the maximum number of compo-
nents exhibiting Byzantine fault. Classical implementations of fault-tolerant protocols have
been developed which allow up to t < n/3 faulty components|[7]. Building upon the ideas
of the classical implementation, a quantum-aided "weak broadcast" protocol has been pro-
posed[4], which relies on a four-qubit singlet state. This Weak Broadcast Protocol (WBC)
offers higher tolerance, namely ¢ < n/2, making it an attractive alternative to the classical
implementations.

Subsequent analysis was carried out by Guba et al.[8], which focuses on determining
optimal values for the various parameters of WBC. However, little emphasis is placed on
evaluating the effect of "noise" on the failure probability of the protocol. In particular, the
authors study the effect of physical errors, but do not differentiate between the different
sources of noise. Additionally, the authors study WBC and this generalized notion of noise
using analytical methods and Monte-Carlo simulations, but no attempt is made to simulate
the behaviour of the protocol in an actual quantum network. The paper does mention the
use of IBM Q and IonQ hardware, though only for the creation of the four-qubit state on
which the protocol is based. The goal of this paper is therefore to assess how WBC would be
affected by a certain source of noise, namely measurement errors, in the quantum network.
Specifically, we ask the question: "How is the failure probability of the quantum Byzantine
agreement protocol influenced by measurement errors?".

The main contribution of this paper is answering this research question by simulating
WBC on a four-qubit quantum network, implementing a noise model to mimick measurement
errors and analysing its effect on the failure probability of the protocol.

The structure of the paper is as follows. Section 2 provides background information
and describes the methodology used to simulate WBC. In Section 3, the measurement



error noise model is explained in more detail. Assumptions about the noisiness, or lack
thereof, of the various operations of the network are also discussed. In Section 4, the
specific simulation setup is described, including the model parameters, the sampling method
and the output to be used for data analysis. Results are then produced by running the
simulation according to this specification and conclusions are drawn regarding the failure
probability of the noisy protocol. In Section 5, the results obtained previously are discussed
and compared to the analytical results of [8]. The effects of the noise model are also explained
qualitatively. Section 6 focuses on the ethical aspects of the research and the reproducibility
of the simulated results. Lastly, Section 7 answers the research question based on the
conclusions drawn in Section 4. Recommendations for further research are also provided in
this section.

2 Background

In this section we provide the background information necessary to understand the operation
of the quantum-aided Weak Broadcast Protocol with and without noise, as well as the
foundations it is based on.

2.1 Quantum Computing Basics

In contrast to classical computers, which are based on bits (a unit of data with value 0 or
1), quantum computers rely on qubits. A qubit is the basic unit of quantum information. It
does not have a discrete value. Instead, it exists in a "superposition" of 0 and 1, denoted as
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In order to extract a classical value from a qubit, we need to measure it. Specifically, we
measure it in the computational basis {|0),|1)}, where
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For the general single-qubit state |1)) of Eq. 1, this measurement has probability |a|?
of producing the value 0 and probability |3|? of producing the value 1. Since these are
probabilities it holds that |a|?> + |3|?> = 1. The process of measuring a qubit immediately
collapses it, meaning it is no longer in superposition, but either |0) or |1).

Similarly to the classical logic gates, quantum gates can be used. Quantum gates are
represented as 2" x 2" unitary matrices that act on the states (qubits) to perform transfor-
mations. A quantum system can consist of multiple qubits. The protocol described used in
our research relies on a four-qubit state. The qubits of a system and the gates applied to
them are referred to as a quantum circuit.

Depending on the configuration of the quantum circuit, the qubits of the quantum system
might become entangled, meaning that the probability of measuring 0 or 1 for each qubit is
not independent. Instead, the measurement of one qubit provides information on the state
of all the others, as the qubits are statistically correlated in a way that cannot be explained
by classical means[2].

Consider now a scenario where a sender needs to send quantum information to a receiver
over a network. Specifically, suppose the sender wants to send the qubit state of Eq. 1. This
entails passing on information about a and S to the receiver. There exists a theorem in



quantum mechanics which states that you cannot simply make an exact copy of an unknown
quantum state. This is known as the no-cloning theorem[15]. As a result of this we can
see that the sender cannot simply generate a copy of |¢) and give the copy to the receiver.
We can only copy classical states (not superpositions). However, by taking advantage of
two classical bits and an entangled qubit pair, the sender can transfer its state |¢) to the
receiver. We call this teleportation because, at the end, the receiver will have |[¢)) and the
sender will not anymore[l]. In practice, teleportation is achieved by first creating an EPR
pair shared between the sender and the receiver. An EPR pair is a maximally entangled
two-qubit system, where the basis vectors are defined in terms of the computational basis
as the four Bell states[11, 10]:
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Suppose we choose the EPR pair in our teleportation procedure to be [¥~) from Eq. 3.
The combined system of the state to be teleported |¢) and the EPR pair is then

%(|0123> — [1023)) = %
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The subscripts {1,2, 3} here label the three qubits in the system, with 1 being the qubit
to be teleported, 2 the sender’s EPR qubit and 3 the receiver’s EPR qubit. The state of Eq.
4 can also be expressed in terms of the four Bell states (Eq. 3), giving us
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The sender performs a measurement on qubits 1 and 2 in the Bell basis (Eq. 3). It
follows from Eq. 5 that the four possible measurement outcomes for qubits 1 and 2 are
equally likely. Depending on the outcome, qubit 3 ends up in one of the following states:
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To complete the teleportation, the sender sends the outcome of the measurement to the
receiver through a classical communication channel. The receiver then applies the correct
quantum gates to bring qubit 3 to the the state of Eq. 1. Thus, qubit 1 collapses into some
state and qubit 3 ends up in qubit 1’s original superposition. This quantum teleportation
protocol was first described by Bennett et al[3].

Another mathematical tool we will use in our simulation is Positive Operator-Valued
Measure (POVM) measurement. POVM measurement is a formalism that is well adapted
to the analysis of measurements where the main interest is the probabilities of the respective
measurement outcomes and not the post-measurement state of the system[10]. Such is the
case in our research, as our quantum system is measured only once and we do not interact
with it after measurement. POVM measurement is defined by a set of Kraus operators
{My, M1, ..., M,,_1} where n is the number of basis elements of the measurement. In our
case, we are measuring in the computational basis {|0),|1)} so the set of Kraus operators
consists only of My and M;. Kraus operators are 2™ x 2" matrices where m is the number of
qubits in the system. A key property of Kraus operators is that they satisfy the completeness
condition[2]:

> MM =1 (7
After performing a POVM measurement on a state p, outcome 4 is observed with prob-
ability|[2]:

Pr(i) = Tr(M;pM;) 8)

Here, the state p is expressed as a density matriz, which allows us to describe not only
pure, but also mized states. A pure state is a quantum system whose state |¢)) is known
exactly. We can also describe systems whose state is not completely known. In such a
system, the set of possible states paired with the probability of each state being the state of
the system is called an ensemble of pure states. Following this definition, a mixed state is a
mixture of the different pure states in the ensemble. A pure state [¢)) can be expressed as a
density matrix by taking the outer product with itself[10]:

p =) 9)

For a more detailed explanation of these and other quantum computing principles, refer
to the textbook by Nielsen and Chuang[10].

2.2 The Weak Broadcast Protocol

The protocol we will be studying is described in [8]. It consists of 3 nodes, a sender (S) and
two receivers (Rp and R;p). S selects a value x5 € {0,1} and the nodes attempt to reach
consensus on x,. The term "weak broadcast" refers to the fact that after termination, the
nodes will either all agree on x,, or choose to abort. We will denote this protocol as Weak
Broadcast Protocol (WBC). The basis for WBC is the four-qubit singlet state:

1
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This is an entangled state which, after measurement, produces one of the six possible
four-qubit outcomes according to the probabilities shown in Table 1.



Outcome | Probability
0011 1/3
0101 1/12
0110 1/12
1010 1/12
1001 1/12
1100 1/3

Table 1: The probability of observing each of the six valid four-qubit outcomes after mea-
suring each qubit in Eq. 10

The four qubits are distributed as follows: S keeps the first two qubits, Ry receives the
third and R; receives the fourth. The distribution of the qubits is achieved through quantum
teleportation. The nodes then attempt to reach consensus based on the measurement values
of their individual qubits. Specifically, they asses whether the measurement statistics of
their qubits are consistent with the expected statistics according to the probabilities of
Table 1. A direct result of this evaluation method is that the more times this measurement
and evaluation process is performed, the higher the chances of success (consensus or correct
detection of faulty nodes). Thus, the nodes base their decisions on not one, but m € Z*
four-qubit states. In order to reduce overhead - measured qubits require less overhead than
qubits still in superposition - we create and distribute the m states sequentially. The protocol
is also defined by two more parameters, 0 < p < 1/3 and 1/2 < A < 1. It is shown in [§]
that the protocol performs best when these parameters are kept close to their upper bounds.
In order to produce consistent results and graphs comparable to those presented in [8], we
choose = 0.272 and A = 0.94. The exact steps performed by the nodes in order to achieve
weak broadcast are as follows:

1. Invocation Phase: S decides on a value x,, which it sends to Ry and Ry as xg = x,
and z1 = x, respectively. S then creates the state in Eq. 10 and sends the third and
fourth qubits to Ry and R; respectively using quantum teleportation. All of the nodes
measure their qubits and store the result. The creation, distribution and measurement
process is repeated m times, so that each node has a list of m measurements. For each
measurement pair (¢;,0,¢.1), 0 <4 < m in S’s measurement list, S adds 4 to its check
set og if ¢i,0 = ¢i1 = xs. This check set is then sent to both receivers. Now each
receiver has a measurement list M;, a bit value z; and a check set o;.

2. Check Phase: Both receivers check the data received by S. For each index ¢ in oy,
R; checks that M;[i] # x; (Consistency Condition). R; then checks that |os| > T =
[ -m] (Length Condition). If any one of the two conditions is violated, Ry sets its
output value value to "abort", yo =1, while R; sets an intermediate value to "abort",
11 =L. Otherwise yo = z¢ and 41 = z7.

3. Cross-calling Phase: Ry sends yg and oy to R;, which receives them as yg; and pgy
respectively.

4. Cross-check Phase: Ry evaluates the following three conditions: (i) Confusion Condi-
tion: yo1 # U1 Ayo1 L Ag1 #L. (ii) Length Condition: |po1| > T = [p-m]. (iii) Con-
sistency Condition: |Li| > AT + |po1| — T,where Vi € po1 (M1[i] # yo1 < Mi[i] € Lq).
If all of the above conditions hold, then R; sets its output value to y; = yg1, otherwise
Y1 =Y1-
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Figure 1: Loop Circuit, the quantum circuit used to create the state from Eq. 10. The
fractions shown in the figure correspond to -0.73304, 2.67908 and 1.5708|8§]

3 Methodology

In this section, we describe the methodology used to simulate the protocol in a quantum
network under the influence of measurement errors. Specifically, we explain the creation
of the four-qubit state and the Python implementation of our simulation. We also discuss
quantum device specifics and define our noise model.

3.1 Qubit State Creation

There are many ways to create the four-qubit state described in Eq. 10 using a quantum
circuit. In our research, we do not concern ourselves with errors produced when applying
different gates, so the exact layout of the circuit is irrelevant, as long as the state in Eq.
10 is produced. For the purposes of this simulation, we chose the Loop Circuit proposed in
[8]. The circuit consists of H, CNOT, Rz and Ry gates. The exact layout of the quantum
circuit is shown in 1. The protocol does not specify who is responsible for creating the state
of Eq. 10. For the purposes of this research it is irrelevant, since no measurement occurs
during the creation of the state. Thus, we assume that the state is created by S.

3.2 Simulation and Device Specification

WBC was implemented using SquidASM. SquidASM is a simulator based on NetSquid that
can execute applications written using NetQASM][13]. For the purposes of the simulation,
the three nodes (S, Ry, R1) were configured as quantum devices based on nitrogen-vacancy
(NV) centers in diamond. The motivation behind this choice is two-fold. Firstly, NV centers
in diamond are particularly well suited for the realisation of quantum networks due to their
long decoherence times, even at room temperature[6, 14]. Secondly, NV centers are an
important area of research at QuTech, especially in the Quantum Internet Division|[12].
This will make this simulation more compatible with current QuTech research.



3.3 Noise Model - Measurement Errors

In this section, we present the approach that is used to simulate the effect of measurement
errors. As mentioned in Section 3.2, we model S, Ry, R1 as NV center devices. To do this, we
use NetSquid’s NV configuration, described in [5]. In this configuration, the measurement
of a qubit is modeled as a POVM measurement with the Kraus operators

- e[

As mentioned in Section 2.1, when performing this POVM measurement on a single qubit
|b) = «@|0) + B|1), the probabilities of producing a 0 or a 1 (Pr(0) and Pr(1) respectively)
are:

Pr(0) = Tr(Mo|)) (W| M) = o® fo + B*(1 — f1)
Pr(1) = Te(Mi[) (| M]) = o®(1 — fo) + B2 f1

In essence, the result of this measurement operation is that a measurement outcome 0
has probability 1 — fo of flipping to a 1, while a measurement outcome 1 has probability
1 — f1 of flipping to a 0. To see an example of how a faulty measurement can affect the
failure probability of the protocol, consider the following run (for a full description of the
protocol see Section 2.2):

(1)

1. Invocation Phase: S wants to send xs = 1, which it sends to both receivers. S
then creates the four-qubit state and sends the third and fourth qubits to Ry and
Ry respectively using quantum teleportation. All of the nodes measure their qubits
and store the result. The creation, distribution and measurement process is repeated
m times, so that each node has a list of m measurements. We assume that no error
occurred during S and Ry’s measurements. However, the kth measurement of R
exhibited a measurement error, causing the outcome to be flipped from a 0 toa 1. .S
sends its check set to both receivers. Now each receiver has a measurement list M;, a
bit value x; and a check set o;.

2. Check Phase: Both receivers check the data received by S. Ry’s measurements were
all correct (no errors occurred), so it successfully verifies the Consistency and Length
Conditions and sets yg = 1. Ry checks the Consistency Condition. When checking
index k, it is expecting to find a measurement outcome 0 in the measurement list.
However, since the outcome was flipped, a 1 is found instead. This violates the Con-
sistency Condition and R; sets 7 =1. The Length Condition check is unaffected, but
the previous violation is enough for R; to abort.

3. Cross-calling Phase: Ry sends yo and o to Rj, which receives them as yp; and po1
respectively.

4. Cross-check Phase: R evaluates the Confusion, Length and Consistency Conditions.
The Length Condition remains unaffected. The Consistency Condition happpens to
be satisfied since it is more "lenient" than the one in the Check Phase. However, the
Consistency Condition is violated, since y; =1.



These events result in a failure of the protocol, since R; chose to abort even though no
other nodes exhibited faulty behaviour. In a more general sense, measurement errors cause
the protocol to fail more because they alter the outcome statistics (see Table 1), on which
the Conditions of WBC are based.

4 Experimental Setup and Results

In this section we present the experimental setup and derived results. First we simulate the
WBC protocol described by Guba et al.[8] with no added noise and compare our produced
failure probability. Subsequently, we will introduce "measurement error" noise and study
its effect on the failure probability. Interested readers should be able to reproduce our
experiments and obtain the same results. For all the experiments described below, the
software versions used are as follows: Python 3.11.4, SquidASM 0.13.4, NetQASM 2.0 and
NetSquid 1.1.8.

4.1 Experiment 1 - Noiseless WBC

In this experiment, we simulate WBC exactly as described in Section 2.2, with no added
noise. The goal of this experiment is to assess whether our simulated three-node network
behaves similarly to the Monte-Carlo simulations in [§8]. In particular, we are interested
in whether our failure probability matches the upper bounds calculated by the authors. In
order to achieve this, we vary m in [10, 400] and plot for each m value, both the upper bound
calculated by Guba et al.[8] and the actual failure probability achieved by our simulation.
In order to produce meaningful results, the simulation is repeated N = 100 times, the total
number of failures Ny is counted and the failure probability is calculated as %

Part of the experiment is assessing the failure probability for each possible case of Byzan-
tine Fault with tolerance t < n/2. In a three-node network, this allows for up to one faulty
node. Thus, we repeat the simulation process described above three times, once for the case
of no faulty nodes, once for the case where S is faulty and once for the case where Ry is
faulty. R; never sends messages to the other nodes, so being faulty has no effect on the
failure probability and we do not need to consider this case.

For the purposes of the simulation, specific behaviour has to be implemented for each
faulty node. To that end, detailed strategies are proposed by Guba et al.[8] for both the S
faulty and the Ry faulty case. These strategies dictate which indices the faulty node will
include in its check set (see Section 2.2) and aim to maximise the failure probability of the
protocol, constituting a "worst-case scenario". They are defined by a domain, which is the
set of measurement values for which the strategy can be employed. In our simulation, we
utilize the same strategies.

For each case (no faulty, S faulty and Ry faulty) the definition of failure is different. For
the no faulty case, we assume success only if tg = yo =y; =0 or zg = yp = y1 = 1 and
every other outcome is assumed to be a failure. If S is faulty, there are two events that are
considered a failure of the protocol: (i) The measurement values of the m states are not in
the domain of S’s strategy. (ii) Ry outputs yo = 0 while Ry outputs y; = 1. If Ry is faulty,
the failure cases are: (i) The measurement values of the m states are not in the domain of
Ry’s strategy. (i) Rg’s output value does not match S’s output value.



4.2 Experiment 2 - Noisy WBC

In this experiment, we expand upon Experiment 1 by incorporating measurement error
noise into our simulation. Specifically, we use an NV center configuration with fy = 0.95
and f1 = 0.995 (see Section 3.3). These values are representative of near-term hardware,
meaning they are defined as expected to be achieved in the near future by NV hardware[5].
We then follow the same procedure described in Section 4.1 with the same parameters
m € [20,400] and N = 100. We again simulate each faulty case by following the same faulty
strategies.

The authors of [5] also provide a function to calculate "improved" parameter values.
Here, "improved" means the predicted value of a parameter supposing that all hardware
parameters are improved by a factor of k. With that in mind, we repeat the noisy simulation
with 3z and 10z improved (fo, f1), corresponding to (fp = 0.983, f1 = 0.9983) and (fy =
0.995, f1 = 0.9995) respectively.

4.3 Results - Experiment 1

The failure probability achieved by the simulated protocol is shown in Fig. 2 along with the
upper bounds calculated by Guba et al.[8]. It can be observed that the failure probability
follows the same trend as the upper bound (tends to 0 as m tends to infinity). Furthermore,
the individual probabilities for each m value are match the corresponding upper bound with
small deviations. This observation can be made in all three cases.

4.4 Results - Experiment 2

The failure probability achieved by the simulated protocol with the addition of measurement
error noise is shown in Fig. 3 along with the upper bounds calculated by Guba et al.[8].
Specifically, Fig. 3 shows the failure probability achieved using the three different parameter
types, namely near-term, 3z improved and 10z improved. It can be observed that for the
no faulty and the Ry faulty case, the failure probability does not follow the trend of the
upper bounds for any parameter type. In fact, it is increasing instead of decreasing w.r.t.
m. The improvement factor k¥ does have an effect on the failure probability, with each
larger improvement factors producing generally fewer failures. The lowest achievable failure
probability in the no faulty case is py = 0.25 for m = 40,k = 10, while for the Ry faulty
case it is py = 0.21 for m = 110,k = 10. In the S faulty case, the failure probability is
similar for every parameter type with no discernible "winner". For both the near-term and
the improved parameters, the failure probability roughly follows the decreasing trend of the
upper bounds and seems to converge to 0. However, much larger deviations are observed
compared to the noiseless results of Experiment 1 (see Fig. 2).

5 Discussion

In this section, we analyze how the noise affects the failure probability of the protocol.
In Section 4.3 we saw that the failure probability of our implementation of the protocol
closely follows the theoretical upper bounds calculated in [8]. This is a good indication that
our baseline model is correct, in the sense that it operates as described by Guba et al.[8].
In Section 4.4 we observed that by adding measurement error noise, the reliability of the



No Faulty

1.0
0.8
>
5 0.6
©
-5 o Upper Bounds
o x  Simulation
g 0.4 i
B |t
0.2 i
o
Fiiou
XIL
00 AN Petigotbanusnbatbantbonstos
50 100 150 200 250 300 350 400
Number of four-qubit singlet states, m
10 S Faulty
0.8 + +
o
A
806
©
g + o Upper Bounds
% . i + = Simulation
L o4 i
= o
0.2 o % o + +
$1o0 4o t fod
0.0 d ¥ ?*34'2’9&3339,,'.
50 100 150 200 250 300 350 400
Number of four-qubit singlet states, m
10 RO Faulty
0.8
>
Z 0.6
©
g + o Upper Bounds
= i + x  Simulation
o4
3 e
) ht f
0.2 ° $
PE b +
? ? 4o * 4 & g
00 % LER R A EFIEIE I

50 100 150 200 250 300 350 400
Number of four-qubit singlet states, m

Figure 2: The failure probability achieved by our simulation for each faulty case in compar-
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protocol changes drastically. In particular, we saw that the failure probability changed from
a decreasing to an increasing trend in the no faulty and the R, faulty case.

In order to evaluate the reliability of WBC, we first consider the near-term parameters. In
the Ry faulty case, even if we base our conclusions on the lowest observed failure probability
(py = 0.55 for m = 40), the protocol is expected to fail the majority of the time. In the
no faulty case, the failure probability is even higher, with the lowest observed value being
ps = 0.81 for m = 20. For the improved parameters, the reliability is slightly improved,
with the failure probability reaching py = 0.21 for m = 110 with 10z improved parameters
in the Ry faulty case and py = 0.25 for m = 40 with 10z improved parameters in the no
faulty case. In the S faulty case, we observed the same declining trend as in the noiseless
simulation. This is because, as shown in Section 3.3, Consistency Condition violations
constitute a very common effect of the measurement errors. In the S faulty case, detection
of a Consistency Condition violation is considered a success, thus resulting in reduced failure
probability. This does not negate the high failure probability in the other cases, since in
a real scenario no assumptions could be made regarding which node is more likely to be
faulty. Whether a specific failure probability value is considered acceptable for a consensus
protocol depends greatly on the context in which it is used. Nevertheless, failure probability
of that magnitude observed in the no faulty and Ry faulty cases would not be acceptable
for most reliable protocols.

Based on our results, we can conclude that measurement error noise has a significant
effect on the failure probability of WBC. In its current specification, the protocol would not
succeed with an acceptable probability if it were implemented on real NV-based hardware
within a reasonable time frame after the publication of the present research. In order
to reduce the failure probability of WBC, we considered improved hardware parameters.
However, our results also leave room for improvements to the protocol itself. The study of
such possible improvements is outside the scope of this work.

6 Responsible Research

In this section, we reflect on and address ethical aspects of our research, as well as the
reproducibility of our experiments and results. Regarding ethical concerns, the entirety of
our data is derived either from [8] or from our own simulations. Therefore, we do not expect
any privacy or data collection concerns.

Throughout this research, great importance has been placed on ensuring the reproducibil-
ity of our data. To that end, we have reported all the necessary software tools, including
the versions used in our implementation (see Section 4). Furthermore, the full Python im-
plementation has been uploaded to GitHub (see Section 8). In Section 4, we have aimed to
include extensive details regarding the simulation setup, as well as all the relevant parameter
values. Thus, we expect that any motivated reader is able to recreate our WBC implemen-
tation and, supposing that the same simulations are run, produce the same results. It is
important to note that if the same setup is implemented using different software tools, for
instance a different quantum network simulator, it is not guaranteed that the exact same
outcomes will be observed. This is because the resulting failure probability depends on
the NV center implementation of the given simulator. Nevertheless, Section 2.1 describes
the mathematical tools used to design the simulated quantum network, including the tele-
portation and measurement procedures. This would allow motivated readers to implement
their own quantum simulation with the same behaviour without the need to use the exact
software libraries used in this work.
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7 Conclusions and Future Work

In this work, we simulated the Weak Broadcast Protocol proposed by Fitzi[7] on a three-node
quantum network. We showed that the simulation produces the results predicted by Guba et
al.[8], when using the same parameters as the ones used by the authors. We then introduced
measurement error noise of three levels, one corresponding to near-term hardware, one with
3z and one with 10z improved hardware parameters. Through these "noisy" simulations,
we showed that measurement error noise has a significant effect on the failure probability of
WBC. We concluded that the protocol would not succeed with an acceptable probability if
it were implemented on real NV-based hardware within a reasonable time frame after the
publication of the present research.

The results obtained throughout this research were focused on answering our research
question. However, our work produced several intriguing questions that are worth exploring
by future researchers. Firstly, the concept of physical noise was intentionally restricted to
measurement errors. While this allows us to study the effect of this particular phenomenon,
it does not produce a complete view of the protocol’s behaviour on real devices. It would
therefore be worthwhile to test WBC on a more generalized simulation model. Certainly,
technological means permitting, it would be more valuable still to evaluate the protocol
on an actual three-node network composed of real NV devices. Another factor that could
affect the performance of the protocol is the number of nodes in the network. In this work,
we based our results on a three-node network. If this quantum-aided WBC protocol is to
be implemented in larger quantum networks, simulating with more nodes would provide
valuable insight. This would, however, require modification of the steps described in Section
2.2 to extend the protocol to more nodes. Lastly, in this work we simulated the weak
broadcast protocol introduced by Cabello[4|, which is just one member of the family of
weak broadcast protocols. Other similar protocols might produce different results, but more
research is needed to confirm this.

Reflecting on our experimentation, we note that long simulation times constituted a
major hindrance to productivity. Our simulation, when implemented using the software
versions mentioned in Section 4, required several hours to complete for the three faulty
cases when running on a commercial laptop with 8 CPU cores. Small tests showed that this
time scales roughly linearly w.r.t. the number of samples. This would mean that running
the simulation with increased sample count to reduce statistical error might require multiple
days to complete. Therefore, we would encourage future researchers to consider using a High-
Performance Computing (HPC) system to run similar simulations. The main advantage of
the HPC system over a commercial computer would be the significantly increased core count,
which could provide a major speedup to our multi-threaded approach (see Section 8).

8 Simulation Code

The Python implementation of our simulation is available on GitHub|[9]. Interested readers
are encouraged to replicate our findings and expand on our work.
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