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Abstract—Employing blockchain and privacy-enhancing tech-
nologies, MedTech Chain promises an authenticated, decen-
tralised, secure, and privacy-preserving environment for the real-
time research and monitoring of medical device data. Through
its querying functionalities, the platform can provide valuable
insights for threat intelligence, medical research and hospital
management. To our knowledge, the approach is among the first
to employ e-differential privacy in the context of medical device
data. The current work details the framework’s functionality and
demonstrates a negligible time overhead induced by e-differential
privacy to data analysis.

Index Terms—blockchain, healthcare, security, privacy, IoT,
networked medical devices, c-differential privacy, Hyperledger
Fabric

I. INTRODUCTION

Recent technological advancements have revolutionised the
healthcare sector. However, they have also introduced signifi-
cant security and privacy challenges. While offering innovative
solutions, networked medical devices have expanded the threat
landscape, making the healthcare infrastructure increasingly
vulnerable to cyberattacks [1], [2]. In this context, developing
methods for protecting medical devices is needed to ensure
the security of both patients and healthcare facilities.

Nonetheless, addressing cybersecurity threats relating to
networked medical devices is particularly difficult [1], [3].
One major challenge is the absence of effective methods for
gathering comprehensive data on medical infrastructure, which
is essential for cyber threat intelligence [4]. Even more, the
various kinds of medical devices prevent consistent security
measures over the entire healthcare network [5]. Consequently,
there is a need for advanced solutions enabling the research
of networked medical devices with a focus on improving the
security of medical infrastructure.

Current solutions fail to address the challenges of monitor-
ing and securing medical device infrastructures. They primar-
ily rely on manual data collection and monitoring, inefficient
for the large-scale and diverse nature of modern medical
environments [1]. Centralised data repositories have been

* This work is supported by the European Union’s Horizon Europe research
and innovation programme under grant agreement No. 101094901 (SEPTON).

attempted to manage medical device data. Still, these systems
are vulnerable to single points of failure, cyberattacks, and
regulatory compliance and privacy issues, making managing
and securing sensitive information difficult [4]. Despite these
efforts, the lack of decentralised and privacy-preserving solu-
tions has limited the effectiveness of research and monitoring
of networked medical devices.

To improve the security of networked medical devices,
MedTech Chain focuses on medical device data analysing
tools. Device data provides insights into device behaviour,
aiming to identify and mitigate cyber threats more effec-
tively [6]. By leveraging blockchain and privacy-enhancing
technologies, MedTech Chain provides a decentralised, secure,
and privacy-preserving platform for real-time research and
monitoring of medical device data. The platform is built using
Hyperledger Fabric, an open-source permissioned blockchain
framework for enterprise-grade applications. Its modular ar-
chitecture allows the customisation of various components,
making it suitable for healthcare environments. Additionally,
the platform employs e-differential privacy [7], which adds
controlled noise to data queries to protect sensitive information
while allowing aggregate data analysis. These technologies
collectively enable MedTech Chain to enhance threat intelli-
gence, medical research and hospital management by provid-
ing authenticated access to aggregated medical device data.

The platform’s vision is supported and aligns with initiatives
like the SEPTON project, which aims to develop a secure data-
sharing platform for cyber threat intelligence and statistical
analysis on medical devices. Integrating MedTech Chain with
SEPTON to securely manage medical device data will sup-
port the latter’s efforts to enhance cybersecurity and privacy
in healthcare. This collaboration ensures that both projects
can achieve their shared objective of safeguarding healthcare
infrastructure by enabling an efficient research environment of
networked medical devices.

II. THE MEDTECH CHAIN SYSTEM

A. Architecture

The MedTech Chain architecture involves healthcare facil-
ities/hospitals and a semi-trusted organisation, the MedTech

Authorized licensed use limited to: TU Delft Library. Downloaded on February 05,2025 at 11:07:55 UTC from IEEE Xplore. Restrictions apply.



orderer B o

_________________________ Ty raft

I‘ endorser Y - ér}.%;

: @ ............... L N oerer

W i

i @ orderer i H ledger @

i (11) E N gi D, oo

i 9| |differential 1 | H

i privacy 1 (6)§

= (12) NN T A

a2 e N\ / :

i = query & ?:\ _)/ i

i (8) researcher ¥ ®) i

H O 1 4 H

! MedTech Chain | E (4) @) Comm'tterAi

N ——— - 4 : :
i B i
i _/(1) . endorser A i
o) i
i @ v Hospital A |

Fig. 1. MedTech Chain architecture based Hyperledger Fabric, comprising
three kinds of nodes: endorser peers, committer peers and orderers. The
endorsers verify the submitted transaction’s validity. The orderers place the
valid transactions to a new block in order. The committer peer verifies block
validity and commits the transaction on the ledger within a block.

Chain Organisation. Hospitals provide device data, while the
MedTech Chain Organisation enables researchers to query it.

1) Hospital Organisations: The current use case considers
two types of medical devices—portable and wearable—whose
data is stored on the ledger. Each hospital deploys collectors to
bridge devices and the blockchain, as shown in Figure 1. Col-
lectors gather and process device data (step 1), then regularly
submit blockchain transactions with new/updated data. The
transaction flow follows: an endorser validates the transaction
(steps 2 and 3). If valid, it is submitted to the ordering layer
(step 4). Ordered transactions are then submitted within a
block to the committer, appending it to the blockchain (steps
5 and 6). The ledger state modification becomes visible to the
entire MedTech Chain network (step 7).

2) MedTech Chain Organisation: The MedTech Chain Or-
ganisation, highlighted in the blue frame in Figure 1, is a semi-
trusted entity facilitating medical device research. Researchers
submit queries through the user application (step 8). The
application translates the query into a transaction evaluated
by an endorser (step 9). This read-only transaction does not
need to be submitted to the ordering layer. During evaluation,
the invoked smart contract reads the ledger’s state (step 10),
runs the query, applies e-differential privacy, and returns the
result to the application (step 11). The result is then returned
to the researcher (step 12).

B. Queries

By interacting with the user application, researchers can
currently perform three types of privacy-preserving queries on
wearable and portable devices data. Firstly, they can retrieve
counts of devices filtered by hospitals, period, and other
dynamic filters such as operating system versions. Secondly,
they can count devices grouped by specified properties, such
as medical speciality, with filters like hospital or time frame
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Fig. 2. Graphical Interface for the Count All Query

applied. The result is visualised as a histogram (see Fig-
ure 2), yet the design allows for easy extension to other plot
types. Lastly, similar to counting, researchers can calculate the
average of specific properties of devices with various filters
applied. Nevertheless, the system’s modular design allows for
the easy addition and extension of queries.

C. Implementation
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Fig. 3. System Implementation

MedTech Chain operates on a permissioned blockchain
network built using Hyperledger Fabric. The network’s permis-
sioned nature is reinforced by Membership Service Providers
(MSPs), which manage identities and authenticate members.
Hyperledger Fabric’s channel architecture enables transactions
and communications among participants within isolated chan-
nels. Though the current implementation of MedTech Chain
uses a single channel, such features allow the development of
more complex use cases.

The implementation of MedTech Chain is illustrated in
Figure 3. The prototype involves hospitals and the MedTech
Chain Organisation, each with one orderer and a peer node
that acts as an endorser and committer. Each hospital and
the MedTech Chain Organisation separates their peers and
orderers into distinct Hyperledger organisations. Peers can run
two transactions (bundled as “medtechchain chaincode”): cre-
ating device data assets and querying aggregated device data.
These contracts include checks to ensure that only authorised
submitters can query (i.e., MedTech Chain Organisation) or
create assets (i.e., hospitals). The network configurations are
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set to default, and the network is configured to use TLS during
communication.

The platform ensures hospital privacy by using e-
differentially private queries. All implemented queries are
anonymised with the Laplace mechanism, applying noise
directly to the query results within the smart contracts. For
grouped counting, a different noise value is added to each
count individually. Also, the e value for the noise is config-
urable, allowing for adjustable privacy levels.

The user application is a semi-trusted service accessible
only to registered users like researchers and administrators.
For researchers, it provides an interface for efficient interaction
with blockchain-stored data through queries. Administrators
can manage user accounts through an interface that allows
researcher account creation, modification, and revocation.

Implementation-wise, both the user application and collec-
tors are built with Java Spring Boot, which handles process-
ing requests from users (admins or researchers) or devices,
respectively, and submitting the corresponding blockchain
transactions. The user application also provides basic user
management, with a PostgreSQL database storing user account
data. The user interface is a React application that communi-
cates with the backend of the user application using HTTPS
and maintains user sessions using JSON Web Tokens.

III. DEMONSTRATION

The current experiment computed the overhead induced
by e-differential privacy on MedTech Chain’s queries. The
demonstration infrastructure comprised the MedTech Chain
Organisation and three hospitals. To facilitate deployment, all
prototype services were containerised using Docker. For this
experiment, the entire infrastructure was deployed on an AMD
EPYC 9334 32-core server with 128 CPUs operating at a
minimum 1.5 GHz frequency, with 32 cores per socket.

Additional tooling was used to visualise the blockchain.
Blockchain Explorer? is a user-friendly web application that
allows to view/query blocks, transactions and associated data,
network information, transactions, and any other relevant
information stored in the ledger. This helped with observing
the state of the blockchain.

Initially, the blockchain had to be populated with device
data. For demonstration, the collectors of each hospital were
mocked to submit device data asset creation transactions to
the blockchain regularly. The collectors were left to run until
they created approximately 10,000 device data assets.

Next, the blockchain was issued with query transactions.
The contracts were configured to both enable or disable
differential privacy. In each case, 1000 test queries were
evaluated, and their computational time was recorded. Query
time is measured as the average time of each test query sent
in each case. Table I shows the time to process a query with
and without applying differential privacy.

When differential privacy is applied, the query processing
recorded a time overhead of 0.172 ms. While the overhead is
negligible, differential privacy greatly improves data privacy.

Zhttps://blockchain-explorer.readthedocs.io/en/main/introduction.html

TABLE I
QUERY EXECUTION TIME

Query Response Time
243.103 ms
243.275 ms

DP not applied
DP applied

IV. IMPACT ON THE INFORMATION FORENSICS AND
SECURITY COMMUNITY

MedTech Chain balances data utility and privacy, ensuring
compliance with privacy regulations while fostering a trust-
worthy collaborative research environment that is valuable
for various users. Furthermore, the monitoring of device data
across the healthcare network, such as framework version of
medical devices, allows to aid risk management and provide
a clearer vision over the cyber threat intelligence landscape.
Its design and implementation significantly advance the secure
and private analysis of medical device data, aiming to improve
healthcare security.

V. CONCLUSION

This paper presented MedTech Chain, a blockchain-based
platform for secure and privacy-preserving research on net-
worked medical device data. The platform uses blockchain
technology to ensure data integrity and transparency while
leveraging e-differential privacy to protect data during analysis.

MedTech Chain supports functionalities like counting, aver-
aging, and grouped counting with multiple filters over device
data. These functionalities are embedded in smart contracts,
applying differential privacy with a negligible overhead of
approximately 0.2 ms, ensuring privacy without compromising
individual data entries. The source code is available here®.
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