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2. ASCE
Quantitative Assessment on the Misuse Risk of

Intelligent Connected Vehicle Data

Yi Lu'; Hao Li, Ph.D.%; Huizhao Tu, Ph.D.3; Jian Liu%;
Yufei Yuan, Ph.D.%; and Hans van Lint, Ph.D.®

Abstract: The operation of intelligent connected vehicles (ICVs) is fundamentally data-driven, continuously generating massive amounts
of data. Given the significant value of ICV data to enterprises, industries, and nations, promoting data openness and sharing has become
essential. However, such data often contain sensitive information, and its misuse can threaten individual privacy, corporate security, and even
national interests. To address this dilemma, this paper develops the misuse risk score (MR-score), a novel quantification model and associated
evaluation method for assessing the risk of ICV data misuse. The MR-score is constructed based on three core properties of ICV data:
sensitivity; scale; and identifiability. The sensitivity score, information quantity, and identifiability factor are designated as the corresponding
evaluation indicators, and systematic approaches for their quantification are proposed. The analytic hierarchy process is employed to measure
the sensitivity score. Information entropy is adopted to evaluate the information quantity. A combination of k-anonymity-based and damage
source determination-based methods is utilized to estimate the identifiability factor, considering data incompleteness, imprecision, and in-
validity. Two empirical ICV data sets are utilized, and comparative analyses are conducted to demonstrate the effectiveness of the MR-score in
capturing misuse risks. Higher MR-scores correspond to greater risk. The model captures the joint influence of all three data properties and
reveals the marginal diminishing effect of data scale on misuse risk. This work offers valuable tools for data owners and regulatory agencies to
prioritize critical data sets, implement targeted data protection measures, and enable secure data circulation while maximizing the value of

ICV data. DOI: 10.1061/JTEPBS.TEENG-9361. © 2025 American Society of Civil Engineers.

Author keywords: Intelligent connected vehicle (ICV) data; Data misuse risk; Data sensitivity; Data scale; Data identifiability.

Introduction

The intelligent connected vehicle (ICV), which deeply integrates
automotive systems with information technologies, communications,
and artificial intelligence, represents the future trajectory of automo-
tive technology and industry (Fei et al. 2024; Jin et al. 2024; Tu et al.
2024). The development, deployment, and assessment of ICV’s
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functionalities rely on massive data while simultaneously generating
substantial data volumes.

ICV data encompass diverse categories across five dimensions:
basic vehicle properties; operational status; environmental perception
outputs; object recognition results; and occupant-related information
(Mlada et al. 2022; Vanis et al. 2022). It exhibits distinguished char-
acteristics: (1) high risks in use: in general ICV data sets may contain
private and sensitive information, particularly information on geo-
location, vehicle operation, and infrastructure-related data, of which
the misuse could result in serious consequences such as privacy
breaches, exposure of ICV’s technique functions, or systemic vul-
nerabilities (Elrose et al. 2022; Zhou et al. 2022; Almaskati et al.
2024); (2) high diversity in data sources: the data attributes con-
tained in ICV data sets across the five aforementioned dimensions
are collected from different sources, for instance from vehicle-
mounted sensors (LiDAR/cameras), in-vehicle networks (CAN/
Ethernet), V2X communication systems (C-V2X/5G), cloud-based
services (HD mapping platforms), etc. It leads to diversity in data
features like data types, data formats, etc., which results in difficulty
in data assessments; (3) high diversity in data contents: besides the
data describing the target ICVs, the data set might contain many at-
tributes of infrastructure (e.g., road topology), environment (weather
conditions), etc. Its misuse risks may depend on different data reg-
ulations and data freshness; (4) massive volume: due to the continu-
ous movement of ICVs, the dynamic motion records, including
velocity, acceleration rates, real-time locations, etc., lead to an exten-
sive number of records per vehicle and a massive-volume data set.

These characteristics reveal a practical dilemma in ICV data
governance. Insufficient safeguards may result in the unintended
exploitation of critical data elements, compromising individual
privacy, corporate security, or even national interests. Conversely,
excessive protection of high-value ICV data may incur substantial
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storage costs and administrative burdens, while impeding data
sharing and contradicting national strategies that promote data cir-
culation, potentially constraining industry growth (DAMA 2017).
This dilemma underscores the need for developing robust ICV data
misuse risk assessment frameworks that strike a balance between
security and openness (CEN 2016; Usmonov 2024).

Existing studies have conducted quantitative risk assessment
methodologies across various domains, including personal data
(Vavilis et al. 2016; Laurie et al. 2017; Mlada et al. 2022; Soussan
and Trovati 2022), corporate information (Soomro and Ahmed 2013;
Corallo et al. 2020), government records (Akanfe et al. 2020), etc.
Some measurement approaches have been introduced, such as infor-
mation security risk assessment (ISRA) (Wangen 2017; Gozhyj et al.
2020; Shaikh and Siponen 2023), financial impact modeling (Wang
et al. 2019; Corallo et al. 2020), and specialized scoring systems,
including M-score (Harel et al. 2012; Vavilis et al. 2014), L-severity
(Vavilis et al. 2016), TKL-score (Eng and Stroulia 2021), risk-score
(Mlada et al. 2022), etc., which can quantitatively reflect data misuse
risk by certain scores. Despite these advancements, the specific quan-
tification of ICV data misuse risk remains unexplored in current
literature.

Given the unique characteristics of ICV data that distinguish it
from other domains studied in the literature, existing data misuse
risk quantification methods cannot be directly applied. Therefore,
this study proposes a specific approach for assessing and quantify-
ing ICV data misuse risk, with consideration of its distinct features:
(1) massive data volume: ICV data sets may contain an extensive
number of records per vehicle due to continuous spatiotemporal
movements (e.g., velocity, real-time locations), necessitating spe-
cialized methods to quantify the data scale; (2) diverse and under-
explored attributes: with over 200 distinct attributes, most of which
lack established sensitivity assessments, ICV data demand dedi-
cated research to assess the potential risks and sensitivities; and
(3) dynamic versus static data: unlike conventional data sets that
primarily capture static characteristics and identity information
(Yu and He 2021; Soussan and Trovati 2022), ICV data encom-
passes static features (e.g., vehicle exterior) and dynamic infor-
mation (e.g., real-time motion status, environmental perception)
(Vemou and Karyda 2018a; Sudhakar and Rao 2020). This re-
quires novel identifiability assessment methods that accommodate
dynamic attributes.

This study makes contributions in multiple dimensions: (1) de-
veloping a novel quantification model and associated evaluation
method, misuse risk score (MR-score), for assessing ICV data mis-
use risks, which enables comprehensive evaluation across key data
properties: sensitivity, identifiability, and scale; and (2) designating
suitable indicators and systematic approaches to measure the three
key data properties considering the distinguished ICV data char-
acteristics. Sensitivity scores across ICV data attributes are quan-
tified. A novel identifiability evaluation approach that integrates
k-anonymity and critical damage source determination is developed.
These contributions support data governance by enabling stakehold-
ers to identify critical data sets, formulate protection strategies, es-
tablish storage/sharing protocols, and implement access controls.
These advancements facilitate secure data ecosystems while pro-
moting efficient circulation and maximizing the utility of ICV data
assets.

The structure of the paper is as follows. The literature review
summarizes existing studies relevant to ICV data misuse risk. The
methodology section introduces the proposed MR-score frame-
work for risk quantification. The section of applications illustrates
the implementation of this framework using two real-world data sets
collected by an automotive technology enterprise in Shanghai. The
discussion section interprets the key findings, and the conclusion
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section provides a summary of findings and outlines future re-
search directions.

Literature Review

This section presents a systematic review of the concept of data
misuse, the quantification methods for data misuse risks, and the
properties that affect risk. It further identifies limitations in existing
research, which will be explicitly addressed in this study.

Data Misuse

Data misuse is a broad concept encompassing potential causes of
cybercrime, data damage, and data leakage, among others (Furnell
et al. 2020; Wang et al. 2024). Data misuse can trigger adverse con-
sequences for its owners or the entity described by the data, includ-
ing individuals, enterprises, and even nations (Jung 2021).

For individuals, the misuse of personal data violates a person’s
privacy (Alkhalil et al. 2021; Chua et al. 2021; Jain et al. 2021;
Hysa et al. 2023). Specifically, vehicle identification information
in ICV data is closely related to personally identifiable information,
and its misuse will cause privacy breaches (Rannenberg 2016; Chah
et al. 2022; Vanis et al. 2022; Matin and Dia 2024).

The misuse of corporate information has adverse consequences
for enterprises. Martin et al. (2017) revealed that such misuse will
reduce customers’ trust in an enterprise. Park et al. (2016) illus-
trated that technical information breaches can cause significant fi-
nancial losses, especially for innovation-driven enterprises, due to
the leakage of trade secrets and intellectual property. At the national
level, the misuse of critical technical data, e.g., information on au-
tomobiles, communications, and artificial intelligence, can under-
mine industrial development and even harm national economic
interests (Dolzhenkova et al. 2020; Vatanparast 2020).

Quantification of Data Misuse Risks

As a vital indicator of data security, data misuse risk describes the
severity of potential harm to the data owner or the entity described by
the data as well as the probability of such harm occurring (Ethicist
2015; Martin et al. 2017; Solove and Citron 2018; Jung 2021).
Ahmad et al. (2014) proposed the threat score to assess data mis-
use risk by considering the probability of insider employees work-
ing errors for enterprises, but the severity of misuse was not taken
into account. In contrast, Corallo et al. (2020) and Wang et al.
(2019) assessed the impact of data misuse on enterprises based on
financial loss measurement, which does not reflect the probability
of misuse occurrence.

Additionally, the ISRA method was proposed, which assesses
data misuse risk by combining the likelihood of a data misuse event
and the resulting loss to the owners (Shameli-Sendi et al. 2016;
Wangen et al. 2018; Landoll 2021). ISRA assesses data misuse risk
from a macro perspective. Specifically, it multiplies the vulnerabil-
ity magnitude of the data security system, the frequency of events
that can probably cause data misuse, and the value of data assets
(Yang 2022; Zhou et al. 2022).

However, identifying all the factors that cause data vulnerability
is complicated, and the frequency of historical events may be
unavailable. Thus, some quantitative methods for data misuse risk
assessment were developed based on three properties of data: data
scale; data sensitivity; and data identifiability (Zardari et al. 2014;
Laurie et al. 2017; Ormerod 2019; Nayak and Ojha 2020; Reyes
et al. 2022). These properties characterize three essential aspects
related to data misuse risk: the amount of critical information that
could be disclosed through the data set; the likelihood of critical
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information being identified and further misused; and the impor-
tance and criticality of the misused information to its owner.

Harel et al. (2012) developed the M-score to estimate the misuse
risk of a personal data set by multiplying indicators of data scale,
data sensitivity, and data identifiability. Vavilis et al. (2016) argued
that M-score only accounts for the sensitivity of personally identifi-
able information without considering its counterparts of other attrib-
utes. Therefore, L-severity was further proposed based on M-score by
assigning an accurate sensitivity score to each data attribute in the
healthcare domain and summing the sensitivity scores of all the con-
tained attributes when assessing the data set misuse risk. Eng and
Stroulia (2021) further pointed out that M-score and L-severity can
only reflect the identifiability of personal identity information
rather than sensitive attributes. Thus, the authors developed the
TKL-score, which considers the recognizable likelihood of sensi-
tive attributes in a personal data set. However, it was also pointed
out that the misuse risk assessment based on TKL-score is unsuit-
able for dynamic data sets, such as ICV data.

Moreover, the principle of multiplying indicators across data
properties was also adopted in the development of risk-score, which
assesses the misuse risk of personal data in autonomous vehicles
(Mlada et al. 2022). However, the risk-score remains underdeveloped
due to two major limitations: it overlooks other dimensions of ICV
data attributes (e.g., basic vehicle properties and operational status);
and only considers data scale and sensitivity without incorporating
data identifiability. Consequently, data sets with identical data sen-
sitivity and scale but differing identifiability are assigned the same
misuse risk. Lower identifiability, which implies that critical infor-
mation is less likely to be identified, might lead to reduced risks.
However, this effect cannot be assessed and quantified by risk-score.

Quantification of Data Properties

As previously introduced, data misuse risk is generally quantified
based on three data properties: data sensitivity; data scale; and data
identifiability (Vemou and Karyda 2019). However, different quan-
tification methods have been adopted, significantly impacting mis-
use risk assessment results (Yang et al. 2018; Rios et al. 2020).

Quantification of Data Sensitivity

Data sensitivity refers to the perceived importance of information
and its critical degree to the data owner or the entity being described,
normally measured by the indicator of sensitivity score (Harel et al.
2012; Vemou and Karyda 2018a). The calculation of sensitivity
scores should consider the affected entity (e.g., a person, an enter-
prise, or a nation), scope (e.g., the number of people), type (e.g., fi-
nancial loss, reputational damage), and degree (e.g., slight harm,
moderate harm, severe harm) when the data are misused (Wagner
and Boiten 2018; Gupta and Singh 2019; Gupta et al. 2022). Expert
judgment is widely regarded as a practical approach for quantifying
sensitivity scores through methods such as using the analytic hi-
erarchy process (AHP) model, sensitivity ranking, multiple linear
regression, etc. (Park et al. 2016; Guo et al. 2021; Kuzminykh et al.
2021; Nugraha and Martin 2022). Although some studies have
qualitatively classified the ICV data into different sensitivity de-
grees (CAAM 2021; Ministry of Transport 2023), no research has
yet quantified sensitivity scores for ICV data, which contains over
200 attributes with different sensitivity degrees.

Quantification of Data Scale

Data scale refers to the amount of information that can potentially
be exposed (Hilbert 2015; Wagner and Boiten 2018). Larger-scale
data sets imply broader involvement of described entities and
greater potential for sensitive information disclosure (Borek et al.
2013; Miller 2013; Haley 2020). One direct indicator for measuring
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the data scale is the number of records in the data set (Haycock et al.
2019; Algarni et al. 2021), under the assumption of a linear relation-
ship between record quantity and risk. However, Algarni et al. (2021)
pointed out that, in a massive-scale data set, the average misuse risk
of each record may marginally decline compared to a small-scale
data set.

Information quantity is another applicable indicator of data scale.
Data are the carrier of information, and its misuse risk depends on
the quantity of information contained in the data set (Shen et al.
2019). Thus, the information quantity can be used to measure the
data scale (Li et al. 2017, 2021). Shannon (1948) proposed that in-
formation entropy reflects the quantity of information. It represents
the mathematical expectation of the information quantity generated
by the data source after eliminating the redundancy of a data set
(Zhang and Deng 2021).

The widely adopted calculation method of information entropy
is marginal entropy, which relies on the number of elements or re-
cords (Zurek 2018). It is suitable for data sets where the attribute
columns are independent, and repeated values within the same col-
umn cannot contribute extra information. However, it is sometimes
inapplicable to ICV data. For example, attributes such as velocity
and acceleration describe motion status, and their interpretability
depends on the consistency of the described entity. Moreover, iden-
tical values of these attributes may carry different meanings when
recorded at different time points. All the aforementioned are un-
quantifiable by the marginal entropy. Thus, ICV data sets require
attribute-specific approaches for calculating information quantity.

Quantification of Data Identifiability

Data identifiability reflects the degree to which information can be
fully recognized and further exposed through the data set (Vemou
and Karyda 2018b; Bos 2020; Schlackl et al. 2022). Higher iden-
tifiability increases the potential harm in cases of misuse (Notario
et al. 2015; Wagner and Boiten 2018). Common approaches to
quantify data identifiability include the k-anonymity-based method
and the [-diversity-based method.

The k-anonymity-based method quantifies data identifiability
by quantifying the extent to which the identity information in a data
set can reveal an entity, typically measured by the anonymity level
(Vartanian and Shabtai 2014; Esmeel et al. 2020; Chen et al. 2023).
Specifically, the data identifiability is quantified as the reciprocal of
the number of entities associated with a given identity attribute
(Sriramoju et al. 2014; di Vimercati et al. 2023). As the k-anonymity-
based method can only measure the identifiability of identity in-
formation (Li et al. 2019), the [-diversity-based method is further
proposed. It quantifies data identifiability through the probability
that the sensitive attributes can be associated with a specific entity,
which is approximated by the reciprocal of the [-diverse value
(Eng and Stroulia 2021).

However, the sensitive attributes of ICV data are mainly ICVs’
technical information. Their identifiability should be evaluated
based on the extent to which the data accurately reflect ICVs’ static
and dynamic technical features rather than the association with spe-
cific vehicles (Gao et al. 2024). Besides, these dynamic sensitive
attributes are recorded in real-time by ICVs’ on-board sensors and
change with their spatiotemporal motion. Their identifiability is
compromised primarily by data quality problems arising from re-
cording errors, such as incompleteness, imprecision, and invalidity
(Keenan Dworak-Fisher et al. 2020; Zhao et al. 2023; Ma et al.
2025). Therefore, the two methods can hardly assess the identifi-
ability of the dynamic attributes in ICV data.

In this context, some studies measure data identifiability by
determining the damage sources that impair data integrity, validity,
and precision (Jin et al. 2012; Zhang et al. 2018; Gao et al. 2024).
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The possibility of accurately identifying the data decreases as the
extent of damage from these sources increases (Richardson and
Smith 2015; Zhang 2018; Zheng et al. 2021). Thus, the damage
source determination-based method is feasible for evaluating data
identifiability for ICV data. However, systematic judgment criteria
for identifying damage sources in ICV data sets have not yet been
established and require further investigation. In addition, specific
quantitative methods should be developed to support the identifi-
cation of damage sources.

Overall, existing studies suggest that the misuse risk of a data set
could be assessed based on three key properties: sensitivity; scale;
and identifiability. However, current research lacks methods to spe-
cifically quantify these properties for ICV data in the following
aspects: 1) the sensitivity of over 200 attributes in ICV data sets
remains unquantified; 2) appropriate approaches for measuring the
data scale not only for attributes with dependent features but also
with independent features in ICV data sets are still underdeveloped;
and 3) methods for identifying damage sources that affect dynamic
attributes such as location, velocity, and acceleration remain under-
explored. This study aims to address these gaps and develop a sys-
tematic methodology to quantify the three properties and the misuse
risks of ICV data sets.

Methodology

In this section, the ICV data misuse risk quantification method,
MR-score, is proposed and established based on data sensitivity,
data scale, and data identifiability, as mentioned in the previous
section.

Description of ICV Data Sets

For an ICV data set D with n records and m attributes, each record
consists of m elements corresponding to different attributes. An
element in D can be represented as d;;(i € [1,n], j € [1, m]). More-
over, a record r; in the data set can be represented as

r; = (dy.dp.dp, ... dip) (1)
Similarly, an attribute column ¢; in the data set can be denoted as
Cj: (d1j7d2j7d3j’ ...,dnj)T (2)

Further, in an ICV data set, the types of data include identity and
descriptive data (Mazilu 2020). The identity data are called the
“identifiers.” It directly describes an ICV’s identity that can distin-
guish it from others (He et al. 2022; Lu and Song 2024), such as
VIN codes and vehicle ID (Zhao et al. 2019). The descriptive data
are called the “descriptors.” It describes the ICV’s status, phenom-
ena, characteristics, or other correlated information (Vimercati and
Foresti 2011; Nassaji 2015). Subsequently, descriptive data are
further classified as static descriptive data and dynamic descriptive
data (Stock and Guesgen 2016).

Static descriptive data illustrate the properties of entities
(e.g., ICVs’ shapes and colors) defined as “static descriptors.” It
is unchanged in the short term (generally in one day for ICV data)
(Gémez Losada 2017). Meanwhile, the dynamic descriptive data
in the ICV data set is generated from the ICV’s spatial-temporal
movement, referred to as “dynamic descriptors” (Scholtes et al.
2021). Dynamic descriptors in an ICV data set can be the vehicle’s
operating time, operating status, environmental perception results,
and entity recognition results, which are meaningless when the en-
tity identifiers are unknown (Gémez Losada 2017).

In this situation, c;-" denotes the column of identifiers. More-

over, the column of descriptors is denoted by c;i", and, specifically,
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the attribute columns for static and dynamic descriptors are further
represented by ¢3% and ¢{%, respectively.

Formulation of Misuse Risks of ICV Data

A method is proposed to quantify ICV data misuse risk, namely,
MR-score. It measures the misuse risk of ICV data based on its
properties, including ICV data sensitivity, scale, and identifiability.
The data misuse risk in relation to these properties is formulated
in Eq. (3)

MR-Score = S x I x IF (3)

where S, 1, and IF, correspondingly, = data sensitivity, data scale,
and data identifiability. Considering ICV data characteristics, this
study proposes sensitivity score, information quantity, and identi-
fiability factor as indicators to quantify the data sensitivity, scale,
and identifiability, respectively. Specifically, the ICV data sensitiv-
ity, indicated by sensitivity scores, is measured and obtained by
using the AHP model. Information entropy is adopted to measure
information quantity rather than the traditional method of using the
number of records, because ICV data are dynamic with a massive
amount (Eng and Stroulia 2021). k-anonymity-based and damage
source determination-based approaches are utilized to measure the
ICV data identifiability of the columns of identifiers and descrip-
tors, respectively.

Further, considering the variations in value types (e.g., characters,
floating-point numbers, integers, etc.) and data types (e.g., identifiers
and descriptors) as well as differences in their sensitivity and data
scale, each attribute column is taken as the basic unit for estimating
the MR-score of an ICV data set. The misuse risk for each attribute
column is calculated individually and then summed to obtain the
misuse risk of the whole data set. The MR-score for a column c;
based on Eq. (3) is formulated as

MR-Score(c;) = S(c;) x I(c;) x [F(c;) (4)

where S(c;), I(c;), and IF(c;) = the sensitivity score, information
quantity, and identifiability factor of column ¢; in an ICV data set,
respectively. After the MR-scores for all columns are obtained, the
overall MR-score of data set D can be calculated by Eq. (5)

m
MR-Score(D) = Z MR-Score(c;)
j=1
m
= (S(ej) x I(¢;) x IF(c;)) (5)
=1
This column-based summation is theoretically justified and
widely adopted. Theoretically, each attribute column represents an
independent vector for data misuse, characterized by sensitivity,
scale, and identifiability. The cumulative risk model assumes addi-
tivity: data sets with more high-risk attributes inherently carry greater
total risk, which is a principle widely adopted in privacy impact as-
sessments to reflect risk accumulation across information dimensions
(Vavilis et al. 2014; Eng and Stroulia 2021). A larger MR-score (c;)
or MR-score (D) means higher misuse risks for column data ¢; and
data set D, respectively.

Quantification of MR-Score

Data Sensitivity
The sensitivity of an attribute column is measured by the sensitivity
score, S(c¢ j), which reflects the unit loss expectancy of an attribute
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Table 1. Definition of each relative sensitivity

Relative sensitivity Definition

Equally sensitive
Moderately more sensitive
Strongly more sensitive
Very strongly more sensitive
Extremely more sensitive
,4,6,8 Intermediate values between adjacent scale values

N O 3 N W=

column in the ICV data set. Its value range is usually within [0, 1]
(Wang et al. 2018; Guo et al. 2021).

CAAM (2021) summarizes 223 ICV data attributes and, based
on the practical context of the ICV industry, classifies them into five
sensitivity degrees (SDs), ranging from 1 to 5. A higher degree
means that the data managers and owners believe the attributes of
belonging are more critical and important. Attributes belonging to
the same SD can be assigned the same sensitivity score and vice
versa (Gupta et al. 2022). S(c;) equals the sensitivity score of SD,
(x=1,2,3,4,5) if attribute j belongs to SD,, as shown in Eq. (6)

S(c;) = S(SD,), V¥ ¢; €SD, (6)

Normally, sensitivity scores for each SD are determined through
expert scoring. Due to the complexity of attributes in ICV data for
each SD and the variability in expert judgment standards, it is dif-
ficult for experts to value the sensitivity of all SDs directly. In this
case, AHP is applied to obtain the relative weight of sensitivity of
different SDs, denoted as w, (Lee 2014), and experts’ pairwise com-
parisons with the scale of nine levels are initially conducted (Li et al.
2013; Lee 2014; Attaallah et al. 2022). The definition of each rel-
ative sensitivity is given in Table 1.

The relative weights are subsequently transformed into sensitiv-
ity scores (Wang et al. 2018). First, the experts invited to participate
in this study were to score only for SDs, the highest sensitivity de-
gree. The value scoring range is [0, 1], and the average scoring re-
sults will be assigned to the value of SDs. After that, the sensitivity
scores of other sensitivity degrees can be calculated by Eq. (7)

S(SD,) = K—S % S(SDs) (x =1,2,3.4.5) (7)

Data Scale

As illustrated in the quantification of data scale part in the literature
review, the data scale of an ICV data set is quantified in terms of
information quantity through the application of information entropy.
For a single attribute column ¢; with n elements {d; j|i =1,2,3, ...,
n}, the marginal entropy, H(c;), is defined by Eq. (8)

n

=Y p(d;)log,p(d;) (8)

i=1

where p(d;;) = the probability of obtaining the element d,;;

b = the base of the logarithmic formula, equaling 2 when the unit
of measurement for information entropy is bits. Additionally, the in-
formation entropy is the average information quantity after eliminat-
ing the redundancy of a data set (Shannon 1948).

Further, conditional entropy should be adopted when the infor-
mation entropy of an attribute column relies on its counterpart in
another column. The ¢; and ¢, are two attribute columns in the data
set. The conditional entropy of ¢, based on ¢, H(c,|c;), is defined
in Eq. (9) when the information quantity of ¢, is unknown, while its
counterpart in ¢; has been measured
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Hlegley) == > ol

di,€c, dijec;

I/s 1q 10g2p(d1q|dt/) (9)

where p(d;;, d;,) = the joint probability of obtaining the element d;;
and d;,; and p(d |d;;) = the conditional probability of obtaining the
element d;, based on its counterpart for d;;.

Two calculating scenarios are established to ease the informa-
tion entropy measurement for attribute columns with different data

types.
Scenario 1: When the information quantity is quantified for

columns c;d and cj-de, the marginal entropy is employed, and the
column of identifiers is adopted as the computed object for the mar-
ginal entropy. This is because the column of identifiers still has
practical significance. For example, a column of vehicle ID num-
bers contributes to the ICVs’ identification information. Besides,
the significance of the static descriptors depends on the entity. They
are still meaningful even if the values are repetitive for different
entities. The information it provides is the static properties of differ-
ent vehicles (Sudhakar and Rao 2020).

In this case, the information quantity is calculated through
Eq. (10), derived from Eq. (8). The result is represented as
I ( 4) and I(c “de) respectively, and dﬁ? denotes an element in the

colurnn c_]
Zp (di)log,p(did)  (10)

Scenario 2: The dynamic descriptors, i.e., velocity, acceleration,
etc., are informative only when they describe the changes in motion
status for the same entity. In this case, the conditional entropy mea-
sures the information quantity for cj!de (Stock and Guesgen 2016).

Although identical values may appear in these columns for the
same entity, they correspond to different motion states at distinct
time points. They thus cannot be treated as identical elements.
Therefore, the column of vehicle operating time, c‘/-""e, is adopted

to distinguish the different dynamic descriptors in c?de because of

its uniqueness, and cid specifies the specific entity. The information

quantity of ¢§%, /(¢ dde) is computed through the conditional en-
tlme id H

tropy of ¢;™ based on ¢/, according to Eq. (11)

I(che) — ( t1me|c )

oy v

dumeec fime did

dume d’d)logzp (dﬁijme ‘d’d (l 1)

i €Cia

Data Identifiability
As discussed in the literature review, the evaluation of identifiabil-
ity should focus on whether the data accurately reflects ICVs’ static
and dynamic technical features. Therefore, this study employs two
distinct methods to estimate data identifiability, measured by the
identifiability factor, separately for identifier and descriptor columns.
1. Identifiability factor of identifier elements
The k-anonymity-based method is adopted to quantify the
identifiability factor for identifier columns because of its effec-
tiveness in assessing identity disclosure (Li et al. 2019). The
k-anonymity-based method quantifies the identifiability factor
by the reciprocal of the number of possible vehicles that share
the same identifier value. Specifically, when the number of ve-
hicles can be revealed is k through the value of an element, df;’ s
in the column of identifier, its identifiability factor equals 1/k,
as shown in Eq. (12)
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Table 2. Examples of measurement of the identifiability factor for Table 4. Examples of imprecise data

Identifiers Precise data Examples of
Number of possibly Identifiability Requirement of velocity precision example imprecise data
ID number identified vehicles (k) factor A .
ccurate to three decimal places 56.725 56.7
Shanghai A #1234 34 1/34 — — —

IF(d) = ¢ (12)

Table 2 illustrates a measuring case involving the identifi-
ability factor of a vehicle license plate ID containing a gable
character *. According to Ministry of Public Security (2018), a
valid vehicle license plate ID consists of numbers from 0 to 9
or English letters other than O or I. In this case, the number
of possibly identified vehicles, i.e., k = 34; the corresponding
identifiability factor should be 1/34.

2. Identifiability factor of descriptor elements

The quantification of descriptor identifiability is grounded
in the determination of the damage source responsible for its
degradation within the ICV data set, predominantly including
the damage of completeness (Keenan Dworak-Fisher et al.
2020), precision (Schlackl et al. 2022), and validity (Shaikh and
Sasikumar 2015). Accordingly, the three damage sources, namely,
incompleteness, imprecision, and invalidity, are defined, and
corresponding judgment criteria and quantification methods
are established.

The identifiability factor of a descriptor element dfje ,
tifiability factor with respect to the damage source z, is ex-
pressed as [F Z(d?}" ), where z could be 1, 2, and 3, indicating
incompleteness, imprecision, and invalidity, respectively. The
overall IF z(df’j") is calculated through Eq. (13) by comprehen-
sively integrating the identifiability factors associated with all
three damage sources

IF(d;?;) =1IF, (d;’;) X 1F2(d;’;) X 1F3(d;¥f) (13)

its iden-

* The damage source of incompleteness
Completeness refers to whether all the data an element
should have is entirely recorded (DAMA 2017). One situa-
tion of incompleteness is value missing, and Table 3 presents
an example. An element is missing in the velocity attribute
column.
When the value is missing, its identifiability factor value
equals zero, as formulated in Eq. (14)

d
IF,(df)
{O the issue of incompleteness exist

(14)
1 the issue of incompleteness does not exist

* The damage source of imprecision
Imprecision mainly occurs in the numerical ICV data. For
example, velocity values should be recorded with a precision

Table 3. Example of data value missing

Position time Subject vehicle ID Velocity (km/h)
11/12/2022 11:15:32 Shanghai #*###* 56.725
11/12/2022 11:15:33 Shanghai *###* 56.732
11/12/2022 11:15:34 Shanghai *###* 57.074
11/12/2022 11:15:35 Shanghai ####* —

11/12/2022 11:15:36 Shanghai #**##* 58.036

Note: Bold font indicates that the corresponding row contains missing
values in the data set.
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of at least three decimal places. If this requirement is not met,
the corresponding value is considered imprecise, as shown in
Table 4.

Imprecision does not entirely compromise the identifiabil-
ity of an element but instead leads to partial information loss.
Therefore, the identifiability factor of an element under im-
precision can be quantified based on the extent of information
loss. Information loss reflects the degree to which the element
fails to accurately represent the objective facts of entities
(Murakami and Uno 2018; Esmeel et al. 2020). The informa-
tion loss of the element df-’f due to imprecision, denoted as

ILy(dff), is defined as follows (Xu et al. 2006)

min(d?je”
min (c;le)|

| R ()

1Ly (d?) =
! | Rinax (€4°)

—R
— (15)

where Rmax(c;{e) and Rmm(c_‘ije) indicate the theoretical maxi-
mum and minimum values of elements in the attribute col-
umn cj’e, which is given by CAAM (2021). Rmax(dff) and
Rmm(dff) denote the upper and lower bounds of the element,
dj-’}e, in the case where no imprecision is present, i.e., when the

Rmax(d?jg) - Rmin(dzd;” is the

value is assumed to be precise,
corresponding possible value range. All of these ranges re-
present the interval between the maximum and minimum val-
ues when the element is numeric.

The value range of ILz(df-[je ) is [0, 1]. If the damage source
of imprecision does not exist, the element value is the same as
the original value without loss, and ILz(df-’f) equals zero.
When imprecision occurs, according to Eq (15), and the
theoretical calculation result of IL2(d§’f) falls within the
range of (0, 1]. In this situation, the information loss of im-
precise data presented in Table 4 is 0.001. This is because the
theoretical range of velocity is 120 km/h, while the upper
and lower bounds of the imprecise element are 56.749 and
56.650 km/h, respectively, resulting in a possible value range
of 0.099 km/h.

Then 1 Lz(d?f) is transformed into an identifiability factor

de . . . ,
IF,(d{f), which is approximated through Eq. (16) (Marés
and Torra 2012)

1—-2x ILz(d?/e) ]Lz(dlj) S [0, 05]

(16)
0 ILy(d;j) € (05,1]

IF,(dff) = {

Subsequently, the identifiability factor of the example in
Table 4 is 0.998, according to Eq. (16).
The damage source of invalidity

Validity indicates whether the element value is compliantly
or numerically acceptable. In the context of ICV data sets,
compliance and numerical validity can be divided (DAMA
2017).

Compliance validity refers to whether the data falls within
the prescribed range. If the value of an element exceeds the
compliance range specified in the regulation or standard, the
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Table 5. Examples of an object type value not in the valid range

Position time Subject vehicle ID

Compliance range Record value

19/10/2022 12:55:50
19/10/2022 12:55:51
19/10/2022 12:55:52
19/10/2022 12:55:53 Shanghai *##%%
19/10/2022 12:55:54 Shanghai *###*

Shanghai *##*%*
Shanghai *%#**%*
Shanghai *###*

Round numbers in [1,17] U {99} 3
Round numbers in [1,17] U {99} 4
Round numbers in [1,17] U {99} 19

Round numbers in [1,17] U {99}
Round numbers in [1,17] U {99}

| -

Note: Bold font indicates that the corresponding row is associated with a compliance validity issue.

record is considered compliantly invalid. The compliance
range of ICV data can be referred to Ministry of Industry and
Information Technology (2016) and CAAM (2021). An ex-
ample of a lane type value not in the valid range is presented
in Table 5.

Numerical validity is also judged, which verifies whether
the data value is numerically valid. The numerical validity is
generally judged for continuous ICV data, which continuously
changes with the dynamic spatial-temporal moving process.
A strong correlation exists among some attribute columns
(Joshi 1989; Celko 2010). The correlation could be lever-
aged to judge whether the value of the elements is valid. For
an ICV data set, such attributes include ICVs’ acceleration,
deceleration, velocity, location, etc.

For instance, the velocity of ICV could be derived from
location and time instant data, and the acceleration of ICV
could be derived from velocity and time instant data. Calcu-
lating the velocity and acceleration using the location and
velocity data could be used to judge whether the adjacent
location and velocity data are reasonable and valid.

Take the acceleration as an example, which could be cal-
culated using Eq. (17) v; and v, | are the velocities in record i
and i + 1 in the unit of km/h, respectively. ¢; is the time in-
stant in record i, expressed in the unit of seconds. a; ; , is the
average acceleration or deceleration (in a unit of m/s?) in
the time interval between ¢; and #; ;. As we know, in China,
the numerical valid range of @, is [-4.5 m/s?, 4 m/s?]
(Liu et al. 2020). The velocity values can be judged as numeri-
cally invalid if the calculated a;;, is not in the valid range

_ (Vig1 — ;)
o= T 17
ajiv] 3.6 x (ti+l — ti) ( )

Taking velocity as an example, it could be calculated
through Eq. (18) (Jiménez-Meza et al. 2013)

Vv
_ 2 x Radius
~ (tie1 = 1;)/3600

arcsin \/Sin2 (ldt'T”') + cos(lat;) cos(lat; | )sin’ (—10"5"‘ )
(11— 1,)/3600

X

(18)

where 7, ;, is the average velocity in the interval between
and #;,, in a unit of km/h. The radius is the radius of the
Earth, taking 6,371 km. lat; and lon; represent the latitude
and longitude in record i, respectively. lat;;,; and lon; ; 4,
represent the changes in latitude and longitude between ¢,
and ¢, in radians, respectively. The valid range in China of
D1 18 [0, 120 km/h]. If the calculated 7; ;. is not in the
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valid range, the location values are then regarded as numeri-
cally invalid.

A discrepancy-based numerical invalidity detection ap-
proach is proposed to identify further hidden numerical inva-
lidity issues that cannot be detected by the aforementioned
direct verification method. More columns of data are involved
jointly. Specifically, considering the fine granularity of the
ICV data with a recording frequency usually above 20 Hz
(Ministry of Industry and Information Technology 2023), the
average velocity derived from adjacent velocity data for a
small-time interval and that derived from location data can
be assumed approximately equal, and the same for the accel-
eration. In this situation, discrepancies in velocity (DV) and
acceleration (DA) are defined and calculated to judge the val-
idity. DV, ;1 (km/h) is defined as the absolute value of the
difference between the average velocity derived from velocity
data (v;,; + v;)/2 and 7;;,, from location data by Eq. (18),
formulated as Eq. (19)

_ Viy1 T 0;

DV, iy =|0iiv1 — > (19)

Similarly, DA;;;, (m/s?) is defined as the absolute value
of the difference between the average acceleration derived
from acceleration data (a;,; + a;)/2 and a,;, that derived
from velocity data by Eq. (17), as given in Eq. (20)

aipy +a;

DA; i =|ai i — ) (20)

An unsupervised outlier identification algorithm, isolation
forest (iForest), is adopted and trained to identify the numeri-
cal invalidity through discrepancy-based analyses. iForest
can detect anomaly values by randomly partitioning data into
isolation trees, where anomalies are isolated with fewer splits,
resulting in shorter path lengths (Xu et al. 2023). The training
data set should have good qualities, which satisfy that the
average DV is less than 1 km/h, and the average DA is less
than 0.2 m/s?. Then the trained iForest algorithm is used to
identify the outliers of DV and DA for the ICV data set.

The identified anomaly of DV, ;. could be caused by the
errors in velocity v; and location (lat; and lon;). The anomaly
of DA, ;. could arise from the wrong values of velocity v; and
acceleration a;. Therefore, it can be inferred that v; is numeri-
cally invalid when the anomaly of DA, ;,; and DV, cooc-
cur. Moreover, the error of a; or lat; and lon; can be identified
when only DA, ;| or DV, is anomalistic, respectively.

Either compliance invalidity or numerical invalidity oc-
curs, and the identifiability factor for that element equals zero,
as illustrated in Eq. (21)

0 the issue of invalidity exist

et - e1)
1 the issue of invalidity does not exist
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3. The identifiability factor of the column
After the identifiability factors of all elements in an attribute
column are obtained, the overall /F(c;) can be calculated with
Eq. (22) (Harel et al. 2012; Du et al. 2022)

IF(c;) = %Z 1F(dy) (22)
i=1

Applications with Empirical ICV Data Sets

The proposed MR-score model, along with the proposed quantifi-
cation indicators, is newly developed and utilized to assess the mis-
use risks of ICV data sets. To our knowledge, no comparable study
has been conducted on the misuse risk analysis of ICV data sets. To
validate the performance of the proposed method, the MR-score
model is applied to two real-world ICV data sets to investigate its
feasibility and effectiveness.

The two sample ICV data sets were collected in August and
September 2022 by an automotive technology innovation enterprise
in Shanghai, China. The data sets cover distinct operating conditions
of seven and six ICVs, respectively. Examples of these two data sets
are presented in Tables 6 and 7, respectively. The elements of some
attributes are anonymized by * to safeguard the enterprise’s inter-
ests. Data set D; comprises eight attribute columns and 42,755
records, while data set D, comprises eight attribute columns and
41,873 records. Both data sets have the same seven attributes, in-
cluding position time, vehicle ID, driving mode, velocity, acceler-
ation, latitude, and longitude, with D; having vehicle color and D,
having VIN code, respectively.

Deriving Sensitivity Scores

All the 223 ICV data attributes in CAAM (2021) are grouped into
the five SDs. The number of data attributes in each SD is shown in
Table 8, along with example attributes. The majority of attributes

Table 6. Partial excerpt of sample ICV data sets D,

belong to SD,, totaling 108, while SD5 contains only two attributes:
altitude and road curve. This is because the two most sensitive attrib-
utes can expose critical information about geography and infrastruc-
ture, thereby posing risks to national security (Meteriz-Yildiran et al.
2022).

To derive the sensitivity scores, nine senior experts from the data
security management department of an automotive technology re-
search and development company were invited to conduct evalua-
tions. Each expert has more than three years of experience in ICV
data management. The experts were instructed to assess the relative
sensitivity across all SDs by considering the contextual significance
of each attribute in practical ICV application scenarios, ensuring that
the evaluation results accurately reflect domain-specific sensitivity.
Table 9 illustrates the arithmetic mean weight judgment matrix con-
structed from the expert feedback for the five SDs.

The validation of the judgment matrix is verified by the consis-
tency ratio (CR). The CR of the judgment matrix is 0.038 and less
than 0.1, meaning that the consistency of the judgment matrix is ac-
ceptable. Moreover, all the experts believe that SDs should equal 1.
Subsequently, the sensitivity scores of all the SDs can be calculated
through Eq. (7) and presented in Table 10. Consequently, the SDs of
the nine attributes in the two sample ICV data sets, their sensitivity
scores and corresponding data sets are summarized in Table 11.

Measuring Information Quantity

Table 12 lists each attribute column’s calculated information entropy
values in D and D,, respectively. Among these attributes, vehicle ID
and VIN code serve as identifiers, and the column of vehicle color is
categorized as a static descriptor. The columns of dynamic descriptors
include position time, velocity, acceleration, latitude, and longitude.

The marginal entropy of identifier and static descriptor columns
(i.e., vehicle ID and vehicle colors) in D, is 2.922 bits, whereas that
of the identifier columns in D, (i.e., vehicle ID and VIN code) is
2.477 bits. This difference is primarily due to less distinct ICVs in D,.

Position time Vehicle ID Driving mode  Vehicle color  Velocity (km/h)  Acceleration (m/s?) Latitude Longitude
20/08/2022 09:15:32  Shanghai ****% 1 Blue 56.73 —0.072 30, kA 12] stk
20/08/2022 09:15:33  Shanghai ****% 1 Blue 56.73 —0.15 3, oA 12 okskskokok
20/08/2022 09:15:34  Shanghai ****% 1 Blue 57.074 0.01 30 Fkx 122 s
Table 7. Partial excerpt of sample ICV data sets D,
Velocity Acceleration

Position time Vehicle ID VIN code Driving mode (km/h) (m/s%) Latitude Longitude
02/09/2022 10:09:08 Shanghai **##%* Lttt :244 1 17.218 0.001 30, ok 121 ek
02/09/2022 10:09:09 Shanghai *##%% | D ¥ 1 17.221 0.081 30k 12] ks

02/09/2022 10:09:10

1 17.512 0.064

Table 8. Results of attributes assigned to different SDs

Sensitivity degree Example attributes

Number of attributes Total number of attributes

SD,; Position time, vehicle color, vehicle length, ... 44 223

SD, Driving mode, velocity, acceleration, ... 108

SD; Vehicle ID, VIN code,. .. 53

SDy Latitude, longitude, charging voltage, charging current, ... 16

SDjs Altitude, road curve 2
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Table 9. Relative weights of sensitivity of different SDs

wq %) w3 Wy Ws

0.038 0.068 0.132 0.304 0.457

Table 10. Sensitivity scores of all the SDs
SD, SD, SD; SD, SDs
0.084 0.149 0.288 0.665 1.000

Table 11. Sensitivity scores of attribute columns in the example ICV
data set

Attribute column SD Corresponding data set  Sensitivity score

Position time SD, D;, D, 0.084
Vehicle ID SD; D,, D, 0.288
VIN code SD; D, 0.288
Driving mode SD, D, D, 0.149
Vehicle color SD, D, 0.084
Velocity SD, D, D, 0.149
Acceleration SD, D, D, 0.149
Latitude SD, D,, D, 0.665
Longitude SD, D,, D, 0.665

Table 12. Information entropy of each attribute column in D; and D,

Data Attribute Calculating  Information

sets column Types of data scenario  entropy (bit)
D, Position time  Dynamic descriptors ~ Scenario 2 12.462
Vehicle ID Identifiers Scenario 1 2.922
Driving mode Dynamic descriptors ~ Scenario 2 12.462
Vehicle color Static descriptors Scenario 1 2.922
Velocity Dynamic descriptors ~ Scenario 2 12.462
Acceleration  Dynamic descriptors ~ Scenario 2 12.462
Latitude Dynamic descriptors ~ Scenario 2 12.462
Longitude Dynamic descriptors ~ Scenario 2 12.462
D, Position time  Dynamic descriptors  Scenario 2 11.812
Vehicle ID Identifiers Scenario 1 2.447
VIN code Identifiers Scenario 1 2.447
Driving mode Dynamic descriptors ~ Scenario 2 11.812
Velocity Dynamic descriptors ~ Scenario 2 11.812
Acceleration  Dynamic descriptors  Scenario 2 11.812
Latitude Dynamic descriptors ~ Scenario 2 11.812
Longitude Dynamic descriptors ~ Scenario 2 11.812

The conditional information entropy of all the dynamic descriptor
columns is equal, with a value of 12.462 bits in D; and 11.812 bits
in D,. The lower conditional entropy in D, results from fewer distinct
ICVs and a smaller number of records in the data set. Further, the

identical conditional entropy values for all dynamic descriptors
within a data set indicate that different attribute columns of dy-
namic descriptors will not differ in data scale during a certain op-
erating period.

Calculating the Identifiability Factor

Identifiability Factor of Identifiers

As illustrated by Table 6, an undesired character % appears in some
elements of the vehicle ID column in D;. According to Eq. (12), the
identifiability factor of these elements is 1/34. Given that there are
8,469 such elements, the overall identifiability factor for the vehicle
ID column of Dy is 0.804 based on Eq. (22) For D,, all values in the
vehicle ID and VIN code columns are complete and undamaged.
In this case, each vehicle can be accurately identified through its
corresponding vehicle ID and VIN code. Thus, the parameter k in
Eq. (12) equals 1. Consequently, the identifiability factors for ve-
hicle ID and VIN code columns in D, equal 1, according to Eq. (22).

Identifiability Factor of Descriptors
1. Identifiability factor associated with incompleteness
No problem of incompleteness is detected in any descriptor
of Dy or D,, based on the “isnull()” function of the Pandas tool
in Python. Therefore, the IF l(d,?’f ) for all elements across all

attribute columns in both data sets is 0.
2. Identifiability factor associated with imprecision

In the descriptors of both sample data sets, precision loss
mainly occurs in the columns of velocity, acceleration, longitude,
and latitude. The theoretical ranges of velocity and acceleration
are set based on the reasonable vehicle operating conditions con-
cluded by Liu et al. (2020). The theoretical latitude and longitude
ranges are from the geographical coordinates of the allowed op-
erating area for ICVs in Shanghai. Moreover, the possible value
range is assigned based on the difference between the actual and
required numerical precision.

As both sample data sets exhibit similar problems of impre-
cision, Table 13 presents the typical data imprecision problems,
along with the corresponding theoretical and possible value
ranges, calculated information loss, and the resulting identifiabil-
ity factors. Imprecision in acceleration causes greater information
loss and reduced identifiability due to its smaller theoretical range.
In contrast, the imprecision in latitude and longitude has a neg-
ligible effect on identifiability, with nearly no information loss and
identifiability factors approaching 1.

3. Identifiability factor associated with invalidity

As introduced previously, invalidity is mainly involved in
the columns of numerical data, including velocity, acceleration,
and longitude and latitude. Table 14 illustrates the compliance
and numerical invalidity results for D; and D,, respectively.
D, exhibits significantly fewer invalidity problems than D).
Specifically, the discrepancy-based method identifies 9,378

Table 13. Examples of typical problems of data imprecision in the sample data set

Example

Attribute column element value  Causes of precision loss Theoretical range Possible value range ILz(df‘f) IF, (d‘,-ij”)

Velocity (km/h) 28.3 Lack of precision (three [0, 120 km/h] [27.250, 28.349 km/h] 0.001 0.998
decimal places required)

Acceleration (m/s?) 0.1 Lack of precision (two [—4.5, 4.0 m/s?] [0.05, 0.14 m/s?] 0.011 0.978
decimal places required)

Latitude 30, FskekekkO Lack of precision (six [30, Hsksiesiesien® | 3] skesesistesienk] [30.#3#:5500°, 30.%***%99°] 0.000 1.000
decimal places required)

Longitude 120, stk Lack of precision (six [120. sessieno D setsieknko]  [1D() ##x%((°, 120.%**#99°] 0.000 1.000
decimal places required)
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Table 14. Number of invalid elements in sample data sets through
invalidity identification

Fig. 1 visualizes the mismatches of the spatiotemporal mo-
tion states of ICVs in D; and D, by using the discrepancy-

Direct based method. The average DV and DA of all elements in D;
Data Attribute Compliance  numerical ~ Discrepancy-based are 1.50 km/h and 0.24 m/s?, respectively. As illustrated in
sets column invalidity invalidity ~ numerical invalidity Figs. 1(a and b), a considerable number of data points still
D, Velocity 0 1 454 exhibit relatively large discrepancies. Although the majority of
Acceleration 0 0 3,706 DV and DA values are concentrated below the average thresh-
Latitude 0 16 2,609 olds, as shown in the heatmap in Fig. 1(b), these localized
Longitude 0 16 2,609 deviations contribute to the frequent mismatches of spatiotem-

Total 0 33 9,378 poral motion states observed in Fig. 1(a).
D, Velocity 0 0 1,138 In D,, the average DV and DA of all elements in the com-
Acceleration 0 0 90 parison data set are 0.28 km/h and 0.08 m/s?, respectively.
Latitude 0 0 389 Compared to D, the points of matching in Fig. 1(c) are visibly
Longitude 0 0 389 more than those in Fig. 1(a) because of the better match of the

Total 0 0 2,006

spatiotemporal motion states reflected by the lower DV and DA.
The heat map of DA and DV in Fig. 1(d) also tends to be closer
to 0 compared to Fig. 1(b). These findings appear to be consis-

elements (5.48%) in D, and 2,006 elements (1.20%) in D,
as spatiotemporal motion state mismatches. Moreover, the
discrepancy-based method detects substantially more invalid
elements than the direct method in both data sets. It demon-
strates its effectiveness in capturing subtle value distortions that
are otherwise difficult to detect.

4,

tent with those found in Table 14.
Identifiability factor

Tables 15 and 16 exemplify the form fragments of /F (dfif)
for the velocity and acceleration columns in D; as examples,
calculated through Eq. (13) In D;, the invalidity problem is
more prevalent in the acceleration column, while imprecision

Downloaded from ascelibrary.org by Technische Universiteit Delft on 12/17/25. Copyright ASCE. For personal use only; all rights reserved.

o
=

DV (km/h)
DV (km/h)
o
&
Kernel Density Estimate (KDE)

0.6
Matching 12
®  Mis-matching
0.5
10
8
.
.
6
.
4
.
® ®e 2 01
] .":‘oo ® 3 .
°
L L
oo o
™ L 0 0.0
i ¥ 0.0 05 10 15 20 25 30 35

02
30 35
DA (m/s?
(a) (b) e
06
12 Matching 12
®  Mis-matching
05
10 10
045
8 8 S
LS s
z 1. = -
& ° £ =
E 5 03l
> 6 L] Y S 6 2
&) ..‘. ' o . &) g
. a
. e .: * o . . =
L ‘ ° E
L o o o ¢
49 ° ° 4 02%
3 . e o .
.
* .
.
.
oo °® e
2 g ® ” o ° . 2 01
®
1 °®
oy ‘g & °°° .
% x ., s . o
0 ] a® o o a . 0 00
0.0 15 20 25 3.0 35 0.0 05 10 15 20 25 30 35
(C) DA (m/s?) (d) DA (m/s?)

Fig. 1. Spatiotemporal motion state mismatch recognition based on iForest for D1 and D2. (a) Scatter plots of invalid elements identification with D;
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Table 15. IF (a’?f ) form fragment for the velocity column in D

Table 18. Final assessment results of MR-scores for D; and D,

Velocity (km/h) IF, (d%) 1F,(d%) 1F3(d%) IF(d%)
24.9 1.000 0.998 1.000 0.998
27.3 1.000 0.998 1.000 0.998
29.9 1.000 0.998 1.000 0.998
10.8 1.000 0.998 0.000 0.000
11.7 1.000 0.998 1.000 0.998
15 1.000 0.984 0.000 1.000
17.6 1.000 0.998 1.000 0.998
20.1 1.000 0.998 1.000 0.998

Table 16. IF (d?j" ) form fragment for the acceleration column in D,

Acceleration (m/s?)  IF(d¥)  IF,(d%)  IF3(d%)  IF(d%)
—0.059 1.000 1.000 1.000 1.000
0 1.000 0.768 0.000 0.000
—0.125 1.000 0.000 0.000 0.000
—0.052 1.000 1.000 1.000 1.000
—0.067 1.000 1.000 1.000 1.000
—0.025 1.000 1.000 1.000 1.000
—0.062 1.000 1.000 0.000 0.000

—0.1 1.000 0.978 0.000 0.000

is more common in the velocity column. The final identifiability
factors for all descriptor columns in D; and D, are summarized
in Table 17. The column is more identifiable with a larger iden-
tifiability factor. Both data sets exhibit good identifiability, though
D, outperforms D; in most cases.

In more detail, in D, the minimum value of the identifiabil-
ity factor is 0.823 for acceleration, followed by 0.878 (latitude
and longitude) and 0.971 (velocity). The corresponding values
in D, are 0.998, 0.991, and 0.973, respectively. This better per-
formance in D, is mainly attributed to the overall higher data
precision and validity, as evidenced by Tables 6, 7, and 14.

Calculating MR-Score

According to Egs. (4) and (5), the column and data set MR-scores
for Dy and D, are calculated and provided in Table 18. The MR-
scores indicate that the overall estimated misuse risks are 21.874
for D; and 23.199 for D,, suggesting that D, has a higher misuse
risk. Within each data set, the MR-scores of the identifier and static
descriptor columns (vehicle ID, VIN code, and vehicle color) are
lower than those of the dynamic descriptor columns, mainly due to
their much lower information quantities. The MR-scores of the po-
sition time columns (1.047 for D; and 0.992 for D,) are also lower
than those of the other dynamic descriptor columns due to their
lowest sensitivity scores (0.084). Moreover, the vehicle color col-
umn in D; shows the lowest MR-score among all columns in the

Table 17. Identifiability factors of all columns of descriptors

Data Attribute MR-score MR-score

sets column S(e;)  I(eg)  IF (¢ (cj) (D)
D, Position time 0.084 12.462 1 1.047 21.709
Vehicle ID  0.288 2922  0.804 0.677
Driving mode 0.149 12462 1 1.857
Vehicle color 0.084 2922 1 0.245
Velocity 0.149 12462 0971 1.803

Acceleration  0.149 12.462  0.823 1.528
Latitude 0.665 12.462 0.878 7.276
Longitude 0.665 12.462 0.878 7.276

D, Position time 0.084 11.812 0.992 23.199
Vehicle ID  0.288  2.447 0.705
VIN code 0.288  2.447 0.705
Driving mode 0.149 11.812 1 1.760
Velocity 0.149 11.812 0.973 1.712
Acceleration  0.149 11.812 0.998 1.756
Latitude 0.665 11.812 0.991 7.784

Longitude 0.665 11.812 0.991 7.784

—_—— —

two data sets, resulting from its lowest sensitivity score (0.084) and
its lowest information quantity (2.922 bits).

Compared to Dy, the higher misuse risk estimated for D, is
attributed to several aspects. First, the sensitivity score of the VIN
code (a different attribute from D) in D, (0.288) is higher than that
of the vehicle color (a different attribute from D,) in D; (0.084).
Second, although D, shows slightly lower information quantities in
most columns, it is offset by the higher identifiability. In particular,
the identifiability factors of the latitude and longitude columns in-
crease from 0.878 in D; to 0.991 in D,. Since these two attributes
have the highest sensitivity score (0.665), the higher performance
in identifiability leads to a substantial increase in the MR-scores
from 7.276 to 7.784. A similar situation is observed in the vehicle
ID column. Although D; contains more distinct ICVs than D,
(seven versus six), resulting in a higher information quantity for
the vehicle ID column (2.922 bits versus 2.447 bits), the higher
identifiability in D, (1.0 versus 0.804) leads to a slightly higher
MR-score for the vehicle ID column in D, (0.705 versus 0.677).

In general, the MR-score demonstrates a strong capability for
assessing and comparing the misuse risks of ICV data sets. It could
capture the contributions of data scale, data sensitivity, and data
identifiability to the overall misuse risk, which could facilitate the
data owners in managing the data sets.

Discussions

A notable feature of the proposed MR-score model is the use of in-
formation quantity rather than the number of records to measure data
scale. Fig. 2 compares the MR-scores of a single attribute column
with identical identifiability but varying sensitivity scores under two
different scale indicators: number of records; and information quan-
tity. As shown in Fig. 2(a), when the number of records is used, the
MR-score increases dramatically as the data set expands. This contra-
dicts the characteristic that misuse risk diminishes marginally as the
data magnitude increases (Algarni et al. 2021). In contrast, Fig. 2(b)

Data sets Position time Driving mode Vehicle color Velocity (km/h) Acceleration (m/s?) Latitude Longitude
D, 1.000 1.000 1.000 0.971 0.823 0.878 0.878
D, 1.000 1.000 No exist 0.973 0.998 0.991 0.991
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Fig. 2. MR-scores for a single attribute column using different data scale measurements: (a) using the number of records; and (b) using information

quantity.

Table 19. MR-scores for a single attribute column based on the number
of records and information quantity with the identifiability factors held
constant

MR-score MR-score
Number based on  based on the
Sensitivity of Information the number information
scores records quantity ~ [F(c;) of records quantity
0.084 200,000 17.610 1 16,000 1.479
0.084 100,000 16.610 1 8,000 1.395
0.149 100,000 16.610 1 15,000 2.475
0.149 50,000 15.610 1 7,500 2.326
0.288 50,000 15.610 1 14,500 4.496
0.288 30,000 14.873 1 8,700 4.283
0.665 30,000 14.873 1 20,100 9.890
0.665 15,000 13.873 1 10,050 9.225
1.000 15,000 13.873 1 15,000 13.873
1.000 8,000 12.966 1 8,000 12.966
1.000 1,000 9.966 1 1,000 9.966
1.000 300 8.229 1 300 8.229
1.000 50 5.644 1 50 5.644

Table 20. MR-Scores for a single attribute column based on the number of
records and information quantity with the sensitivity scores held constant

MR-score MR-score

Number based on  based on the
Sensitivity of Information the number information
scores records quantity IF(c j) of records quantity
0.149 500,000 18.932 0.15 11,175 0.423
0.149 200,000 17.610 0.15 4,470 0.394
0.149 200,000 17.610 0.35 10,430 0.918
0.149 100,000 16.610 0.35 5,215 0.866
0.149 100,000 16.610 0.65 9,685 1.609
0.149 50,000 15.610 0.65 4,842.5 1.512
0.149 50,000 15.610 0.85 6,332.5 1.977
0.149 30,000 14.873 0.85 3,799.5 1.884
0.149 30,000 14.873 1 4,470 2.216
0.149 15,000 13.873 1 2,235 2.067
0.149 10,000 13.288 1 1,490 1.980
0.149 3,000 11.551 1 447 1.721
0.149 500 8.966 1 74.5 1.336
© ASCE
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demonstrates that adopting information quantity captures this mar-
ginally diminishing trend in misuse risk more appropriately as the
data set enlarges.

Further comparisons with detailed numerical results are shown
in Tables 19 and 20, where MR-scores are calculated under varying
sensitivity and identifiability conditions using both scale indicators,
respectively. In all scenarios, the elements in the attribute column
are assumed to be mutually distinct. Initially, all the elements are
assumed to be thoroughly identifiable, i.e., IF(c;) = 1. Under this
condition, MR-scores are computed across a range of sensitivity
scores using both scale indicators.

Subsequently, the sensitivity score is fixed at 0.149. This value
corresponds to SD,, the most frequently observed degree among
ICV data attributes, as shown in Table 8. With fixed sensitivity, MR-
scores are then computed across a series of assumed identifiability
factor values and different data scales, again using both indicators.

The results in Tables 19 and 20 further demonstrate that, when
the number of records measures the data scale, even data with very
low sensitivity or identifiability can produce unreasonably high MR-
scores if the data scale is large and vice versa. Such outcomes may
lead to misleading assessments.

For instance, highly sensitive attributes such as altitude (SDs, sen-
sitivity score = 1.000) can present substantial misuse risk even at
a small scale. In contrast, attributes with sensitivity scores of 0.084,
such as vehicle color, should contribute less to the MR-score value
regardless of the record number because of their lowest sensitivity
degree. Besides, ICV data sets contain many continuous attributes,
such as velocity and acceleration. When identifiability is low, such
attributes fail to represent actual vehicle dynamics or technical char-
acteristics. Even large volumes of such data pose limited misuse risk
because critical information cannot be recognized.

However, as shown in Tables 19 and 20, these expected patterns
break down when using the number of records as the scale indica-
tor. The MR-score becomes overly dependent on the data scale,
diminishing the contributions of sensitivity and identifiability in
misuse risk assessment. This deviates from the theoretical rationale
of balanced misuse risk assessment.

In summary, the proposed MR-score model presents a theoreti-
cally robust and interpretable framework for quantifying ICV data
misuse risk. By leveraging information quantity to represent data
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scale, the model ensures that sensitivity, identifiability, and scale
contribute proportionally to the overall assessment.

The model has potential applications in identifying high-risk
data sets and guiding data protection strategies. A data set with
a higher MR-score requires more stringent protection measures
to prevent its misuse risk. Risk-based curation of ICV data, where
sensitive or high-risk information is selectively withheld, poses
profound ethical dilemmas. While such measures mitigate privacy
infringements (e.g., geotracking prevention) and cybersecurity
threats (e.g., autonomous control hacks), they unintentionally ex-
acerbate systemic inequities. For instance, withholding real-time
sensor data may compromise collision-avoidance systems, affect-
ing vulnerable road users, such as pedestrians in low-income re-
gions with non-well-developed infrastructures. Moreover, overly
restrictive policies impede independent Al safety audits, eroding
public trust in autonomous systems. Balancing risk mitigation with
societal welfare necessitates participatory governance, integrating
civil society in data-sharing frameworks to uphold equity and pub-
lic safety imperatives.

Conclusions

This study proposes and develops an MR-score model to quantify
ICV data misuse risks, employing three key metrics: sensitivity
score; information quantity; and identifiability factor to assess data
sensitivity, scale, and identifiability, respectively. It also explores the
sensitivity scoring mechanism and proposes a discrepancy-based
method for detecting data invalidity specific to ICV data sets. The
key findings include:

e The MR-score model effectively quantifies the ICV data set
misuse risks and enables the disentanglement of contributions
from sensitivity, scale, and identifiability.

* Information quantity outperforms the number of records as an
indicator of data scale, better capturing the diminishing marginal
impact of data scale on misuse risks.

* The damage source determination-based method provides a
valid and robust approach for assessing the identifiability of
dynamic descriptor columns within ICV data sets.

* The discrepancy-based method excels at identifying numerical
invalidities overlooked by traditional direct detection and com-
pliance checking methods.

These results offer practical guidance for ICV data owners and
regulators to safeguard data assets, including identifying critical
data sets, formulating protection strategies, establishing storage/
sharing protocols, and implementing access controls.

However, due to limitations in actual data acquisition, only nine
column attributes are presented in the case study. Follow-up research
can further verify the scientific validity of this work once real data
sets with more attributes become available. Moreover, only the prop-
erties significantly emphasized in previous misuse-related research
(i.e., scale, sensitivity, and identifiability) are adopted in this paper.
Additional relevant properties, such as data freshness, might also be
incorporated in the future research. Last, it is eager to develop misuse
risk classification methods based on MR-score values to facilitate the
data management and to secure ICV data-sharing.

Data Availability Statement

Some or all data, models, or codes that support the findings of this
study are available from the corresponding author upon reasonable
request.
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