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summary

Automatic Dependent Surveillance Broadcast (ADS-B) allows aircraft to broadcast their own position,
speed, altitude, and other information to ground stations and other nearby aircraft. This information
is then used by air traffic control for situational awareness, and collision avoidance. ADS-B spoofing
is possible due to the lack of authentication and encryption in the ADS-B protocol. This can result in
incorrect decision-making and potential safety hazards. Validation of the location of the ADS-B message
is required for Luchtverkeersleiding Nederland (LVNL) such that it can maintain separation minima
between civil aircrafts, whilst using ADS-B operationally.

Analysis of possible approaches for ADS-B validation has resulted a multilateration (MLAT) based
approach. Time of Arrival (TOA) measurements of the ADS-B messages are used to validate the location.
For validation, at least two Ground Stations (GS) are required instead of the four GSs required for a
MLAT track, allowing for ADS-B validation in a larger area than it is currently used for in a tracking
application. If an ADS-B message is considered validated, its content can be used by ATC. Therefore
MLAT based validation results in an increased surveillance coverage. Validation is achieved in two
steps, first a tracker is used to compute the state of the target using the TOA measurements, secondly
this state is compared to the ADS-B location using a likelihood ratio test.

Tracking is done using a Sequential Importance Resampling (SIR) Particle Filter (PF). Classical PF
issues as the degeneracy problem and sample impoverishment problem are mitigated by using a novel
sampling method that samples directly from the measurement at the initialization of the SIR filter.
Without this novel method a traditional SIR filter (where the proposal density is uniformly distributed)
requires roughly a million particles to converge on the location of the target. Below this amount of
particles the traditional SIR filter fails. The proposed SIR filter can converge on the location of the target
using only 1000 particles.

To provide LVNL options and insights, three different likelihood ratio tests are proposed, namely
the Minimum Bayes Risk, The Neyman-Pearson and the Minimax Hypothesis test.

Performance of the algorithm is investigated using a case study where data from LVNL's Surveillance
Data North Sea (SDNS) MLAT system is used. Results have found that each test is capable of correct
ADS-B validation. The limiting factor in the validation algorithm is the quality of the state estimate.
At lower altitudes (<FL20) state estimation can fail and therefore also the hypothesis test. Above this
altitude, spoofed targets can be detected if the distance between the spoofing transmitter and the location
inside the spoofed message is roughly 1000 to 2000 meters depending on the hypothesis test used.
Horizontally, this falls within LVNL's separation minima, vertically, this falls outside the separation
minima.
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Introduction

In section 1.1 Air Traffic Control The Netherlands (LVNL) will be introduced. After this in section 1.2 ADS-B
will be explained including its shortcomings. From this in 1.3 the motivation of the thesis is elaborated leading to
the thesis objective in 1.4. The final section of the chapter provides the structure of the thesis.

1.1. Air Traffic Control The Netherlands

Air Traffic Control The Netherlands is the Dutch Air Navigation Service Provider (ANSP), founded
in 1923. Currently about 1300 employees work for the company, of which roughly 250 are air traffic
controllers. LVNL provides Air Traffic Control (ATC) in the civil airspace, which is required by law. This
law specifically states that LVNL must provide communication, navigation and surveillance services
(commonly abbreviated by ANSPs as CNS). LVNL also provides other services such as air maps, optimal
use of runways and educating new air traffic controllers. Providing CNS services is a complex task.
LVNL is expected to keep these services up and running 100% of the time for airports such at Rotterdam
The Hague Airport and Schiphol Airport. Fig. 1.1 shows all sites in operation by LVNL and military
operated airports.

GRONINGEN AIRFORT EELDE

VLIEGBASIS LEEUWARDEN

MARITIEM VLIEGKAMP DE KDOY

LELYSTAD AIRPORT
AMSTERDAM AIRFORT SCHIFHOL

TOHWER CENTER
TOWER WEST
OPERATIONAL ROOM; RADAR

ROTTERDAM THE HAGUE AIRPORT ‘ i
VLIEGBASIS WOENSDRECHT t '

Locaties LVNL |

Figure 1.1: Shown is an overview of the sites that LVNL operates in orange. Green are military operated airports. Blue gives all
the different locations present at Schiphol Airport

These services are provided using several technical systems. For navigation services Distance
Measuring Equipment (DME) is used. This system is used to determine the distance from a plane to the

1



1.1. Air Traffic Control The Netherlands 2

DME itself. Another example is the Instrument Landing System (ILS). An ILS guides an aircraft on
descent to the runway helping the pilots on final approach. DMEs and ILSs are widely used navigation
equipment for civil aviation. These are two examples to illustrate the operational equipment of LVNL
allowing 61.3 million passengers [7] to travel from and to the Netherlands. Fig. 1.2 shows a schematic
overview of the surveillance systems used by LVNL. There are currently four surveillance techniques in
operation at LVNL which can be seen in Fig. 1.2.

Air Traffic Control

ATM Tracker And
Server

1111 _ |

A Automatic
Primary Surveillance Secondary . . Dependence
Radar Surveillance Radar Muililaierztion Surveillance

Broadcast

A p.

Figure 1.2: Schematic representation of LVNL surveillance systems.Question mark indicating validation of the data not done.

11.1. Primary Surveillance Radar

Primary Surveillance Radar (PSR) is a traditional radar where a rotating antenna illuminates a target
with electromagnetic waves. The location is determined by the round trip time of the signal, and the
incident angle of the waves. PSR is independent and non-cooperative radar. This means that the target
does not participate in aiding the detection, and independent because the radar itself determines the
location of the target.

11.2. Secondary Surveillance Radar

Secondary Surveillance Radar (SSR) / Mode-S Radar is an evolution of PSR. Here the target is equipped
with a transmitter and responder, accordingly named a transponder. This transponder can be inter-
rogated by the radar at 1030 MHz, and the target responds at 1090 MHz. With such an interrogation
the altitude can be requested among other flight information. A type of interrogation is the All-Call.
With an All-Call all the transponder equipped aircrafts responds to interrogation of the radar with
its personal Mode-S address. Each aircraft has its own Mode-S address distributed by ICAO'. All
documentation describing what information can be requested is publicly available. Requesting specific
data from an aircraft using an interrogation is what is called interrogator modes. Several iterations of
this system have been developed and used operationally. The current system is called Mode-S. Here the
S indicates Select, illustrating the capability of the SSR to select which target it wants to interrogate. All
the information obtained is only received upon interrogation by the SSR.

Secondary Surveillance Radar is a cooperative radar. The radar needs the transponder of the aircraft
to respond otherwise it is not able to determine the location of the target. But if the target responds it is
able to determine the location itself making it independent. A SSR is not able to detect a target via an
echo only.

1.1.3. Multilateration

The third source is Multilateration (MLAT). MLAT has a significantly different working principle than
primary or secondary radar. MLAT consists of several (at LVNL up to 37) receivers placed across
a certain area. MLAT uses Mode-S interrogations where the target replies to using its transponder.
Multiple Ground Stations (GS) in the MLAT system register this reply and assign a Time of Arrival
(TOA). The time of transmission is not available at each GS therefore the system uses Time Difference Of
Arrival (TDOA) to determine the location of the target. For this at least four GS are needed, which will
be explained in detail in chapter 3. Similar to SSR this principle is cooperative and independent. But

nternational Civil Aviation Organization



1.2. Automatic Dependent Surveillance Broadcast 3

MLAT is not limited to Mode-S replies. Any received signal by a MLAT system can be used to compute
the target’s location. MLAT systems can be divided into two main areas of application, the first one is
Wide-Area Multilateration (WAM), such a system is designed to cover a large area. Second application
of MLAT is close range application, frequently used for ground surveillance at civil airports.

Automatic Dependent Surveillance Broadcast (ADS-B)
ADS-B will be discussed in further detail in section 1.2.

Multi Sensor Tracker

To combine all these surveillance sensors a multi-sensor tracker is used, namely ATM Tracker and
Server (ARTAS). Offered by EUROCONTROL this multi-sensor tracker is used by 23 European ANSPs.
The track computed by ARTAS is the track that is shown to ATC.

1.2. Automatic Dependent Surveillance Broadcast

Automatic Dependent Surveillance Broadcast (ADS-B) is a system where an aircraft transmits its
location using the Mode-S transponder?, as is illustrated in Fig. 1.3. This information is broadcast
periodically every 0.5 seconds. A fundamental difference between ADS-B and Mode-S is that ADS-B
always broadcasts, and Mode-S only replies when it receives an interrogation. Information that is
transmitted contains also other information besides location such as heading, speed and other flight
data. The aircraft uses GPS and the Internal Navigation System to determine it’s own location. Notable
difference between ADS-B and SSR is in the way how ATC obtains the location of a target. Using SSR
the radar determines the location, and with ADS-B the aircraft determines the location.

AICraft position Meed via
-GPS, GNSS, GLONASS or
EGNOS

ADS-B Cut transmissions sent
1090ES ADS-B DUt equIpped alrcraft o adjacent alrcraft

A
( l ADS-B Out transmissions
sent to ADS-B ground
stathon.

Figure 1.3: Schematic overview of working principal of ADS-B. Illustration from [1].

Advantages of ADS-B

The biggest advantage of ADS-B is that obtaining the location of an aircraft is now done using
receivers and the aircraft’s GPS or INS system. Full implementation of ADS-B could thus make SRR
obsolete. It has been shown in practice by NAV-CANADA’s ADS-B system in the Hudson Bay area that
the implementation is very beneficial in cost saving, and also showed [8] they were able to optimize
flight paths and save on CO2 emissions because of this. In addition to this the accuracy of ADS-B does
not decrease when the range increases [9].

Disadvantages ADS-B
The content of an ADS-B message is of a predefined structure [10]. With ADS-B being an extension of
Mode-S, the message protocol is not encrypted similar to Mode-S. With regular Mode-S replies this

2Specifically the Mode-S Extended Squitter



1.3. Motivation 4

does not pose a problem. Because Mode-S is always the result of a interrogation, the messages are
one to one correlated (interrogation to reply) and by this the origin of the message is determined. In
addition to this the location of the target is still determined by the radar itself, ensuring that at least the
location of the target is determined independently. ADS-B is a general broadcast of the location and
not correlated to an interrogation. This means that received messages are not automatically validated.
Validation in this context means that the contents of the ADS-B message is true flight information of the
target that transmits the message, i.e. the content of the message is not manually altered due to bad intent.

Received ADS-B messages can be of a real or fake target, due to this there are great concerns about
the security of ADS-B. McCallie provided a clear overview of the threats and vulnerabilities [11]. For
LVNL the most important threat is,

* Ghost Target: By generating a fake ADS-B message one can inject a ghost target into the ATC
radar system.

[12] demonstrated there are several types of ghost target attacks and [13] shows how to create such a
spoofed ADS-B message, also is concluded that an ADS-B attack is inexpensive and possibly highly
successful. Detailed instructions are thus available on how to spoof ADS-B messages indicating that
for a willing attacker with some technical background it is possible to inject a ghost target into an
ATC system. NAV-CANADA and Air-services Australia, but also LVNL is using ADS-B operationally.
Implementation of ADS-B at LVNL is done via whitelisting. a small number of helicopters that supply
oil rigs in the North Sea are added to this list and shown to ATC. On the ATC screen it can occur that this
target is only detected by ADS-B. If this is the case it is indicated on the radar screen that this target is an
ADS-B only target to provide an extra safety measure. These two safety measures where implemented
as a quick fix, and have several disadvantages.

¢ White-listing of aircraft must be done manually and is time consuming as LVNL has the intention
of tracking all ADS-B equipped aircraft.

¢ ICAO addresses are publicly known and if a spoofed ADS-B message uses a valid ICAO address
that is added to the white-list, the safety measure is not able to stop the spoofed messages from
appearing on the ATC radar screen.

¢ Showing the possible safety risk to ATC adds complexity to their task. This is undesirable as the
task of ATC is to separate aircraft, not to determine and mitigate spoofed ADS-B messages.

1.3. Motivation

Due to the advantages of ADS-B LVNL seeks a proper validation method, that does not use white-listing
or ADS-B only indicators. LVNL has installed receivers that are able to receive ADS-B messages in
multiple locations throughout The Netherlands. These receivers are the same receivers used in MLAT
systems in operation by LVNL. They allow for quick and widespread implementation of ADS-B if the
messages can be validated.

Added value to MLAT

LVNL is able to receive ADS-B messages with two surveillance systems. The first one is a MLAT
system located at Schiphol Airport named Cooperative Surveillance System (CSS) and is used for
observing aircraft on the ground at the airport. CSS has its own tracker and is incorporated into the
advanced-surface movement guidance and control system (A-SMGCS). This system combines several
important tasks that are needed to operate the airport such as GARDS, a system to notify ATC that an
aircraft has executed a go-around, or to control runway crossing lights. This MLAT system enables
LVNL to track aircraft with high accuracy on the ground which has significant added value. Ground
vehicles are also equipped with ADS-B resulting in a complete overview of all moving targets on the
airport. The second system able to receive ADS-B messages is the Surveillance Data North Sea in short
SDNS. SDNS is a WAM based surveillance system designed to provide coverage on the North Sea,
which is part of the Dutch airspace and can be seen in Fig. 1.4. There is a total of 37 receivers making up
the entire surveillance system. These receivers are installed on oil rigs in the North Sea. Each of these
receivers in SDNS is also able to receive and decode the contents of the ADS-B message. LVNL is in the
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deployment of a third WAM system called Wide-Area Multilateration Nederland (WAM-NL). WAM-NL
is designed to provide full multilateration and ADS-B coverage on land. Combining WAM-NL with
SDNS the entire Dutch airspace is covered by MLAT and ADS-B.

AMSTERDAM FIR
EHAR

Figure 1.4: Flight Information Region for Dutch airspace. Illustration from [2].

For SDNS, ADS-B validation can be of particular importance. This airspace is used at low altitude to
supply oil rigs in the North Sea. In addition to this there is very limited SSR coverage at low altitude
due to the curvature of the earth. The placement of the receivers is defined by the location of the
oil rigs meaning that ideal placement of all GSs is not possible, resulting in that the coverage is not
always sufficient. MLAT requires four receivers to determine the location of a target and ADS-B only
requires one receiver. Using ADS-B thus increases the coverage for this WAM system, increasing the
desire to validate ADS-B. The coverage is increased because the area that is covered by one receiver
is always larger then the area that is covered by the overlapping area of four receives. This will also
occur with WAM-NL, or any other MLAT/WAM system where all GS’s are able to receive and decode
ADS-B messages. Fig. 1.5 schematically shows the surveillance systems including SDNS and WAM-NL.
CSS system located at Schiphol Airport is not taken into account, because this is used in LVNL's A-SMGCS.

Added value to ARTAS

AsFig. 1.5illustrates, ARTAS combines all surveillance sources. ADS-B has been deployed throughout
the years in several iterations starting from V0 to V2. First versions where very unreliable and inaccurate.
Nowadays the reported location of V2 equipped aircraft is of high quality and reliable. Disadvantage of
the ADS-B message protocol is that is does not indicate the version of the system, thus for a received
message is it impossible to know if the airplane used V0 or V2, and thus the accuracy of the location
report. This introduces another significant benefit to ADS-B validation because incorrect messages can
also be detected and mitigated. ARTAS can thus use make use of ADS-B validation to detect spoofing,
but also to detect errors in the ADS-B message, that are not the result of spoofing.

Added value to ATC

Providing ATC services is a large and complex task. To achieve this, extensive safety measures are
taken to ensure safe civil aviation. Air traffic controllers rely on their radar screen to provide correct
and validated radar positions. If ADS-B would be allowed on the same radar screen this introduces
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Figure 1.5: Schematic representation of LVNL surveillance systems, including both MLAT systems. Question mark indicating
that the implementation of ADS-B validation is still unknown.

additional complexity to this task, as ATC now also has to determine if the message is correct or spoofed.
This task of validating the ADS-B location is not the responsibility of ATC and thus must be handled
with accordingly prior to showing ADS-B to ATC.

In short the motivation is as shown below in Tab. 1.1

Motivation | Area of application
ADS-B able systems are in place | SDNS (WAM-NL)
Increased coverage SDNS (WAM-NL)
Added redundancy ARTAS
Higher data quality ARTAS
Reducing ATC complexity ATC

Table 1.1: Motivation for ADS-B validation and which area it applies to

1.4. Thesis Objective

The goal of the thesis is to design a validation algorithm capable of validating the location reported
in an ADS-B message and investigate its performance.

The main job of ATC is to separate traffic according to a separation minimum. At the core they need
to know the reliable position and velocity of the aircraft for which they are responsible. Position will
thus be the parameter validated.To validate ADS-B messages there are numerous approaches possible
which will be discussed in chapter 2.

This thesis presents the design of the proposed algorithm, including important design choices. The
performance of the algorithm is analyzed using a case study.

1.5. Thesis Structure

After the introduction in chapter 1, the second chapter consist of the literature review. In this literature
review several methods are discussed to achieve the goal set out by the thesis. From this review the
novelty of the proposed solution follows. Detailed discussion of the designed validation algorithm is
done in chapter 3. To obtain results and analyze the performance of the proposed algorithm, a case
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study is done. In chapter 4 this is introduced along with pre-processing steps required to obtain the
desired results. In chapter 5 the results of the case study is presented and certain spoofing scenarios are
investigated. In the final chapter of the thesis recommendations and conclusions are given.



Literature Review

In this literature review the goal is to review approaches that can be used to validate ADS-B messages. The findings
are presented in three main sections. In section 2.1 encryption as a solution is discussed followed by section 2.2
where Machine Learning is investigated. The final approach is measurement based and discussed in section 2.3.
Section 2.4 considers advantages and disadvantages of all proposed methods and presents the chosen solution. In
the final section the novelty of this solution is presented.

2.1. Encrypting ADS-B

Proposed by [14] and [15] is to encrypt the ADS-B protocol. One of the methods discussed is Symmetric-
Key encryption. With this encryption method the transmitter and receiver share a key which is used to
encode and decode the ADS-B message. By distributing these keys between ATC and trusted ADS-B
equipped airliners it is impossible to spoof the ADS-B message. Encryption as validation system relies
on the trust between ATC and the airliners. Airliners still have the theoretical possibility to transmit
spoofed ADS-B messages because they own the keys that allow for the encryption. Disadvantage of this
method is that a single key leak renders the system unusable. Asymmetric-Key Cryptography mitigates
this problem. Here, sets of keys are distributed where each ADS-B equipped plane has his own private
key assigned. If such a private key will be hacked or leaked only a single ADS-B equipped aircraft is
compromised. Other approaches have been proposed such as [16] where Identity-Based Encryption is
discussed. With this approach less complex key management is achieved. It has been recognized by
Yang et al. in [17] that proposing key based cryptography is notoriously difficult. Yang et al. aims to use
the existing ADS-B infrastructure for encryption by proposing an authentication method that makes
use of the existing ADS-B fields that are not in use. It has been demonstrated on real ADS-B data from
the OpenSky network that their proposed encryption method is compatible with existing ADS-B systems.

Encryption is from a technical point of view a good solution. Key management and acceptation
has been found to be a fundamental disadvantage of the solution. Suggestions have been done that
ICAO could be responsible for key management, but is it likely that countries want to manage these
keys themselves because they form a vital part of their national infrastructure. These management
challenges need to be resolved before one can decide on any encryption method. Another disadvantage
of encryption of ADS-B is the deployment. Airliners are reluctant to implement changes to the system
due to associated costs.The FAA (Federal Aviation Administration) mandated in a regulation published
May 2010 that aircraft must be ADS-B equipped by January 2020. This spans one decade indicating that
the rate of adaption is slow. Introducing fundamental changes to the system will also likely take at least
a decade. For LVNL this time period is to long and another approach should be considered.

2.2. Validation using Machine Learning

Proposed in literature is the Machine Learning (ML) approach. ML has several advantages when used
for ADS-B validation. Performance of ML increases when it has more data to learn from. ADS-B
messages are already transmitted every day and thus millions of messages are stored which can
be used for training. ML is a rapid growing field that is rapidly innovating, indicating that in the

8
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near future performance may increase. One ML method is feature based where a feature could be
the limits of the velocity of the target, which must not exceed the physical maximum velocity of an
airplane. Features must be hand crafted and thus require extensive development. Another approach
is letting a Neural Network (NN) learn features by itself. Multiple options are available as input for
a NN such as Ying ef al. demonstrate in [18] by using the physical data link and [19] shows that
long short-term memory (LSTM) provides promising results in detecting spoofed information such
as speed, heading, and climb rate. Advantage to this specific proposed approach is that it can detect
what parameter of the ADS-B message is fake and when, due to the use of a sliding window. Applied
Logistic regression, Naive Bayes and K-Nearest Neighbor are methods explored in [20] to detect fake
ADS-B messages on a total of four attack types, namely; false information (location and velocity), false
heading and a jumping attack where the location changes randomly. They achieve a very high F1-score
for all types of attack. A significant disadvantage to ML is that it cannot detect real ADS-B messages
replayed at a later time. In this type of attack a spoofer records ADS-B messages from real targets, and
replays these at a later time. Any ML model will not be able to detect such an attack because all prop-
erties of the ADS-B messages are real. This introduces a significant vulnerability that cannot be mitigated.

2.3. Validation using Measurements

In this section measurement bases validation methods are discussed. All methods share a common
working principle that is that location, time or Doppler shift measurements are made and these
measurements must correlate with the reported location or velocity inside the ADS-B message.

2.3.1. Primary / Secondary Radar

PSR and SSR determine the location of a target that is transmitting ADS-B messages. The ADS-B message
and the radar measurement can be compared and it can be concluded that the message is spoofed or not.
Advantage to this methods is that all hardware is available and operational. Disadvantage is that where
the radar has coverage, ADS-B is of limited added value because the location of the target is already
determined. In addition, at large distances from the radar the quality of the estimate decreases, which
decreases the certainty in the location validation.

2.3.2. Doppler shift

The method of measuring the Doppler shift of an ADS-B message has been proposed in [21]. With this
method a GS verifies ADS-B messages by computing the expected Doppler shift based on the reported
location and velocity and compares this to the measured Doppler shift. The measured Doppler shift
is computed by sampling the frequency of the carrier wave of the received ADS-B message. Using
this method the radial velocity is estimated. This estimated radial velocity must be equal to the radial
velocity that can be determined from the position and velocity reported by ADS-B. This validation
method can mitigated by the attacker if he/ she calculates the relative velocity between the GS receiving
the ASD-B message and the ghost aircraft that it wants to inject, and adjust the transmitted frequency
such Doppler shift that the GS measures is equal to the Doppler shift the GS computes. In practice it is
highly likely that the ADS-B message will be received by two or more GSs, for the spoofer to account for
this, he/ she must be able to calculate the Doppler shifts with respect to all GSs that receive the ADS-B
message and transmit modulated frequencies accordingly. Remaining undetected thus adds extreme
complexity that rapidly increases when the ADS-B message is received by multiple GSs, which is almost
always the case in practice. ADS-B validation based on Doppler shift measurements is expected to have
very good performance due to the complexity to remain undetected. Disadvantage of the method is
that new hardware is required. This hardware must be able to measure the Doppler shift with very
high precision.

2.3.3. Angle Of Arrival (AoA)

One can determine the angle of arrival of an ADS-B message using uniform linear array’s (ULA).The
ULA approach is presented in [22] and [23]. Based on the different phase that is measured at each
element of the array the ULA is able to determine if the angle of arrival correlates with the claimed
position in the ADS-B message. AoA validation means that the direction of the incident EM wave must
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correlate with the relative angle between the reported ADS-B location and the measuring equipment.
At large distances from the ULA the quality of the measurement deteriorates, resulting in less accurate
AoA estimation. A less accurate AoA measurement increases the possibility of a fake ADS-B message to
remain undetected. For AoA validation the area where spoofing remains undetected is determined by
the resolution of the measurement and the distance from the ULA. Higher angular resolution reduces
the size of this area similar for targets closer to the ULA.Using this validation method multiple ULAs
must be installed to cover the entire Dutch airspace which results in high costs. In addition they need to
cover large distances with means deteriorating performance.

2.3.4. Time Difference of Arrival (TDOA)

A TDOA measurement is the result of subtracting two Time of Arrival (TOA) measurements. This
approach is commonly used to estimate the location of a target when the time of transmission is not
known by the receiver. TDOA measurements can be used to validate the received ADS-B location.
Determining the location of a target using TDOA has been proposed in [24] and the performance is
analyzed and a linearized least squares solution is presented to estimate the location of the target. A
more detailed solution including a geometric perspective is given in [25]. A single TDOA measurement
creates a surface in space, this surface represents all possible target locations. When three TDOA (i.e. the
ADS-B message is received at four GSs) measurements are available all these surfaces intersect in one
point. This point of intersection is the location of the target and ADS-B validation can then be performed
by comparing this location to the received ADS-B location. When only two or three GSs contribute to
the TDOA measurement, validation can still be done as the ADS-B location must still intersect the surfaces.

TDOA measurements are the working principle of multilateration. SDNS and WAM-NL are such
WAM systems where the location of a target is computed using TDOA. Using TDOA as validation
approach has one significant advantage which is that no new hardware is required as the TDOA mea-
surements are already available in SDNS (and in the future WAM-NL). In SDNS the TOA measurement
that are used to compute the TDOA measurements are accurate up to 3 ns. The TDOA measurement are
thus of very high precision. Validation is done by verifying if the reported ADS-B location correlates to
the TDOA measurements made by the multilateration system.

2.3.5. Frequency Difference of Arrival (FDOA)

Based on relative velocity between the transmitter and receiver a Doppler shift occurs. FDOA is a less
popular method for estimating location and velocity then TDOA due to it’s complexity. But several
papers such as [26] and [27] have presented a solution. It is commonly applied in combination with
TDOA. It can be advantageous to only use FDOA measurements when the received signal is narrowband

[28].

For validation purposes using FDOA in combination with TDOA will lead to better spoofing
detection. This is because the system is able to determine position and velocity with an higher accuracy.
But similar to the problem of measuring Doppler shift, to use FDOA the Doppler shift must also be
available for this approach to work, which at SDNS or WAM-NL they are not. It is expected that this gain
in accuracy will not lead to significantly better spoofing detection compared to TDOA based validation.

2.4. Comparison of Methods

Multiple methods to validate the reported ADS-B location are discussed in this chapter. To choose
between the available options a decision matrix is made as seen in Tab. 2.1. Important aspects of the
validation approaches are given a score. This score is based on the relative advantages/disadvantages
compared to one another.

Encryption based ADS-B is impossible to spoof, but there are significant management challenges
that render it impractical.

The ML method arises as a robust solution because it can validate all fields inside an ADS-B message
which no other method is able to do, but any ML model must be trained to do so which is a complex
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task because there are numerous data registers each with their own characteristics. Validation based
on all data fields adds significant complexity and if often not required by ATC. In addition to the
disadvantages of ML it is not able to detect replayed ADS-B messages which introduces a significant

vulnerability that cannot be mitigated.

The measurement based validation methods are only able to validate position, velocity and heading.
From a ATC point of view this is exactly what is needed. Both AoA, Doppler estimation and FDOA require
additional hardware to operate. This results in TDOA being the best solution for the LVNL to validate
ADS-B messages. Therefore is it decided to design a validation algorithm based on TDOA measurements.

|| Expected Performance Feasibility Implementability

Encryption +++ + -
Machine Learning + ++ —+
Angle of Arrival - - N
Doppler Shift + T -

TDOA ++ +++ +++
FDOA +++ -- -

Table 2.1: Decision matrix for ADS-B validation methods.

2.5. Novelty

The novelty of this thesis is twofold,

¢ MLAT systems do not produce an output when a measurement consists of less than four GSs (or
three TDOA measurements). This is because four GSs are needed to determine a point estimate of
a target. In validation the problem is not to determine the location of a target, but to determine if
the TDOA measurement is coherent with the ADS-B location. This means that at least one TDOA
measurement is sufficient to validate. A validation algorithm based on this principle is novel.

¢ The presented Particle Filter in chapter 3 uses a novel initialization method that allows for efficient
state estimation at a low computational cost.



Validation Algorithm

The goal of this chapter is to present the design of the validation algorithm. The preceding literature review has
shown that TDOA based ADS-B validation will be the working principle of the algorithm, therefore in 3.1 the
theory behind TDOA localization will be explained in detail. The validation algorithm consist of two main parts,
the first part is the filter discussed in section 3.2. The second part is the hypothesis testing used to determine if the
ADS-B message under test is real or fake, which is discussed in section 3.3.

The validation algorithm has two data inputs which is schematically shown in Fig. 3.1. The first
input is the ADS-B message the algorithm tries to validate. The second input is the TDOA measurement.
TDOA measurements and ADS-B messages are coupled to one another based on ICAO the address that
is reported inside the ADS-B message.

Validation Algorithm

TDOA Measurement —! Particle Filter Hypothesis Test Spoofed
+ Bayes Risk
! = Neyman-Pearson
| » Minimax
ADS-B Message > Not Spoofed

Figure 3.1: Schematic design of the validation algorithm.

There are several advantages in using a filter to determine the state of the target, and not the
individual measurements to validate the target. These are:

¢ Faulty measurement do not directly result in the ADS-B message to be rejected, leading to less
false alarms.

e It allows the filter to estimate the velocity of the target. This estimated velocity can also be
validated, leading to more secure validation.

¢ Validating individual measurements only provides the information if the message is spoofed or
not, tracking allows estimation of the location of a (possibly) spoofing target. In such a scenario
traffic can still be separated from the actual location of the target that is transmitting spoofed
messages. This allows LVNL to maintain the separation minima.

Due to these advantages a filter is used in the validation algorithm. The filter used is a Particle Filter
which computes the state (location and velocity) of the target that is transmitting the ADS-B message
that the algorithm intents to validate. This design choice is made because the filter must deal with the
non-linear nature of MLAT localization, and deal with TDOA measurements that contain less than four

12
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GSs. A traditional filter, such as the Kalman Filter is unable to accurately handle measurements that
contain less than four GSs, as the measurement is ambiguous in location.

To determine if the ADS-B message under test is real or fake a hypothesis test is done. This test takes
into account all the statistical properties of the ADS-B message and the state of the target as determined
by the Particle Filter. Three types of hypothesis test are used in the algorithm, in each test the threshold
is determined by a different criteria. By using several hypothesis test the performance can be compared
and the best solution can be implemented. Choosing the best solution depends largely on the desires
and procedures of LVNL. The final implemented validation algorithm can be one of the three, or a
combination of the hypothesis test.

At the output each ADS-B message is assigned a label that indicates if the message is real or faked.
If a sequence of messages is run through the algorithm this allows for robustness against measurement
errors. How to finally decide then a target is actually spoofed or not is considered outside the scope
of the thesis. Main reason for this is that the decision must be made in collaboration with Air Traffic
Controllers and other stakeholders within LVNL.

3.1. Multilateration Theory

To measure the TDOA of a signal one first must determine the Time of Arrival (TOA), for this several
Ground Stations (GS) are used. A GS is a remote system that houses all the hardware and software
required to operate. Two GSs together can determine one TDOA measurement as shown in eq. 3.1 and
Fig. 3.2 illustrates the situation schematically.

TDOAy =TOA, —-TOA; (3.1)
D1 “"~‘\D2

Ground Ground

Station 1 Station 2

Figure 3.2: Basic working principle of MLAT. An ADS-B message is received at GS 1 and GS 2 and assigned a TOA;1 and TOA,.

The difference between the measured time at s; and s; is equal to the difference in distance the signal
has to travel divided by the speed of light. By expressing the distances D1 and D2 shown in Fig. 3.2 in
terms of the locations of the GSs and the target, eq. 3.1 can be rewritten to eq. 3.2. || - || denotes the
two-norm and s,, the location of the n’th GS in Cartesian coordinates. 1 = [, Ly,1 . |7 where I denotes the
location of the target expressed in Cartesian coordinates. T equals the time of transmission by the target.

&) _ lls2=1l[ = ls = 1|

(3.2)

TDOA» = (T + &) - (T +
C C c

To estimate the location of the target 1 = [I, [, I,]" at least three TDOA measurements are needed,
because then three equations are available to solve for three unknown, namely Iy, ,;, ..

Eq. 3.2 represents the shape of a two-sided hyperbola, because of this TDOA or multilateration
based localization is often called hyperbolic localization. An illustration of a single TDOA measurement
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Figure 3.3: Red area represents the solution to the measurement equation. Note : This surface represents an unsigned TDOA
measurement, meaning TDOA = [TOA; —TOA;|.

is seen in Fig. 3.3. The two GSs receiving the TOA from the target are at height zero, but as can be seen
the solution space also extends to negative z values. This means that for a single TDOA measurement
the target could theoretically be underground.

When more than three TDOA measurements are available this leads to an overdetermined set of
equations as shown in eq. 3.3. To solve for the location of the target several approaches are possible.
The most common is the least squares (LS) approach as explained by [29]. LS approach is a method to
solve an overdetermined system of equations. [29] Illustrated that Weighted Least Squares (WLS) can
be used. A good overview and comparison of two others methods to estimate the location of the target
is given by [30] namely, the Taylor Series approach and the Maximum Likelihood approach approach.
All these approaches are capable of solving the equations to obtain the location of a target.

TDOAz1 = 1 ((J(s2c = L2+ (52 = 2 + (52 = 102 = [(s1 = Lo + (51 = )2 + (512 — -2
TDOAst = 1 (\flss = L2+ (53 = )2 + (552 = L2 = (51 = L2+ (51 = 1y )2+ (512 = L)
z2=1 TDOAp =1 ({Jlsax = L+ (say = )2 + (53 = 12 = \Jls10 = Lo + (51 = )2 + (512 — 22

TDOAN: = 1 ({J(snx = 1P + (svy = )2 + (o2 = 12 = J(s1 = 12 + (51 = [, + (51 = .2

(3.3)
The problem is shown geometrically in Fig. 3.4, where N = 4. When three independent TDOA
measurement are available the location of the target can be calculated because eq. 3.3 provides a unique
solution.
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Figure 3.4: TDOA measurement where four GS provide an unique solution. This solution is the location of the target.

3.11. Dilution of Precision (DOP)

The generic shape of the hyperbola that results form a TDOA measurement can be seen in Fig. 3.4. The
angle at which the hyperbolas intersect has effect on the quality of the location estimate. Every TOA
measurement has some uncertainty, consequently the resulting hyperbola also has some uncertainty. To
illustrate how this shape effects the uncertainty a simplified image of two hyperbolas is shown in Fig.
3.5. In this figure the blue line represents the measured hyperbola in 2D and the green dotted line its
corresponding uncertainty. The red box indicates the associated uncertainty, meaning that somewhere
in the red area the hyperbolas intersect. The size of the area depends on the angle of intersection
between the hyperbola. A large area means a bigger uncertainty in the location estimate. Fig. 3.5a shows
that when the angle of intersection of close to 180 degrees the uncertainty is large, and Fig. 3.5b shows
that when the angle of intersection is close to 90 degrees this uncertainty is small. This phenomena is
called Dilution of Precision (DOP). GSs in MLAT systems generally have good spread in the horizontal
plane, resulting in good Horizontal Dilution of Precision (HDOP). In The Netherlands there is no
possibility to put GSs at high altitude due to the absence of mountains. Therefore MLAT systems
at LVNL have very little vertical spread of the GSs resulting in a bad Vertical Dilution of Precision (VDOP).

The degree of this effect depends entirely on the location of the target and the locations of all GSs.
More TDOA measurements from different locations introduce more hyperbolas, if the geometrical
spread of the GSs is favorable, the added hyperbolas diminish this effect. The effect that the GSs have
on the location estimate is called Geometric Dilution of Precision (GDOP), where low values means
good distributions of GSs in space. Bad GDOP is generally achieved when GSs lie in one line, and a
good GDOP when GSs are evenly spread throughout space and thus all GSs have different incident
angle w.r.t. to the incoming ADS-B message.
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(a) The hyperbolas intersect an angle close to 180 degrees, resulting ina (b) The hyperbolas intersect an angle close to 90 degrees, resulting in a
relatively large uncertainty relatively small uncertainty

Figure 3.5: The blue lines in the figures represent the measured hyperbola in 2D and the dotted green line the according
uncertainty. This uncertainty is indicated with the red box. Depending on the angle at which the hyperbolas intersect the area of
uncertainty is larger or smaller.

3.1.2. TDOA combinations
When three GSs receive an ADS-B message three different TDOAs can be computed, namely TDOAj;,
TDOA31 and TDOA32.

TDOAy; = lellilisidl
0N = i (3.4)
TDOAsz, = lsslli-lls2-1ll

c

Geometrically this means that another hyperbola is added to the solution as is illustrated by Fig.
3.6. Fig. 3.6a shows the hyperbolic surfaces corresponding to TDOAj; and TDOA3;, and 3.6b adds the
third TDOA options, namely TDOAs,. This hyperbola intersects on the exact same locations as where
TDOAj and TDOAg3, intersect. Due to this the exact location of the target is still unknown. In Fig.
3.6a the red and blue hyperbolas intersect in a total of four lines. By the addition of TDOA3, there only
remain two lines as possible solutions. Because of this TDO A3, does provide added information on the
locations of the target.

Often the situation arises in that an ADS-B message (or any message used by a MLAT system) that is
received at 10 GSs. In such an situation there are 45 combinations possible.

Cn, r) = (") - (120) — 45 (35)

r

If there are N GSs, which means that there are N —1 independent equations that provide independent
information on the location of the target. To greatly reduce the computational cost of the multilateration
problem only N — 1 equations are used to compute the location of the target. In theory this set of
equations can be reduced further to three, because three equations provide a unique solution. using
only three independent measurement equations could result in a bad location estimate if the GDOP is
bad. Which combinations one must take to obtain a set of TDOA measurements is usually made by the
designer of the system as it is a trade off between efficiency and robustness.
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Figure 3.6: In the left figure only TDOA1; and TDOA13 are plotted, here the intersection point of the two hyperbola creates four
lines. In the right figure TDOAp3 is added. TDO A3 hyperbola reduces the amount of solutions (i.e the lower left and upper right
intersection lines are no longer a valid solution), but the location of the target is on one of the other remaining intersection lines.

When this validation algorithm will be tested on real WAM data provided by LVNL, it is expected
that on average around 4 to 12 GSs will contribute to the TDOA measurements. Due to this, computing
all TDOA possibilities requires too much computational power. On the other side, only computing
three TDOA measurement is expected to not always be sufficient as the GDOP can result in a bad (or
ambiguous) location estimate. Computing only all independent TDOA measurements provides more
than sufficient information on the location of the target and acceptable computational cost, therefore the
TDOA measurement z is defines as such;

TOA; -TOA; TDOAx
TOA3 -TOA; TDOA3z

Zi = : = (3.6)

TOAN —TOA; TDOAN1

By convention the GS that detects the ADS-B measurement first is assigned TOA1, and so on till the
N’th GS detects TOAN.

3.2. Particle Filter

In this section background theory on state estimation and Particle Filtering (PF) is reviewed, and the PF
design is presented. The background theory is discussed in subsection 3.2.1 by giving an introduction
to Bayesian state estimation followed by several PF designs. The Sequential Importance Sampling (SIR)
PF is introduced. The SIR filter is expected to perform poorly when there is high uncertainty in the
measurement, as is the case with an ambiguous measurement. Therefore the Multiple Importance
Filter (MIS) and the Mixture Multiple Importance Sampling (MISS) Filter are investigated as possible
solutions.

3.2.1. Particle Filter Theory

Bayesian State Estimation

In many engineering problems estimating the state of a target or process is required. This is done
by estimating the state described by the state vector x;.This state is estimated in two steps, firstly the
prediction step where the function fi (xxk—1, wi-1) (also called process model) is used to predict the
previous state estimate xx_1 to xx. The second step is called the update step, here the prediction is
updated based on evidence. Evidence is considered to be some measurement or observation that
provides information on the state xx. Commonly not the exact state of the target is measured, a radar for
instance only measures distance and azimuth, but the state vector of the target commonly contains the
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Proposal p(xq | 2p) = p(Xg)

Xy = fie(Xi1, Vic1) ~ POXk | Xi1) Prediction Step

Prior

p(xk | Z1-1) POt | 2ic1)
’ A
Update Step

2 = hy(Xi, M) ~ P2 | i)

Posterior

p(xy | 2)

|
v

Figure 3.7: Bayesian filtering schematically shown. The filter is initialized by the proposal p(xo). Using the process model fi the

state is propagated to the prior belief. This prior belief is updated using the measurement model /1 such that the posterior belief

of the state of the target is obtained. For the next iteration this posterior density p(xk|zx) is considered to be p(xx_1|zx—1) and the
process is repeated.

location of a target described by Cartesian or Geodetic coordinates. Therefore a measurement model
zi = hx(xx, ng) is used linking the measurements to the state of the target. In this model ny describes the
uncertainty with respect to the observation. This entire process is repeated when a new measurement is
available.

X = fi (Xk-1, Wk-1)

7
zj = hp(xx, ng) G

State estimation is approached from a statistical viewpoint because it involves making predictions
and dealing with noisy measurements. The pdf p(xx | z1.x) describing the state of the target is recursively
estimated through prediction and update. In the prediction step the process model is used to propagate
the previous posterior density p(xk-1 | Z1:xk—1) to a prior density p(xk | z1.x—1) at the next time index. This
is done using the Chapman-Kolmogorov equation shown in eq. 3.8. p (xk | Xx-1) is computed using the
process model fy.

p Xk | Z1:4-1) = / p (i | Xk—1) p (Xk=1 | Z1:k—1) dXk—1 (3.8)

In the update step we update the pdf p (xk | z1:k-1) to p (X | 1) using Bayes theorem, and thus the
state estimate is obtained. p (X | z1.k—1) is considered the prior density and p (xk | z1.¢) the posterior
density. The posterior can then be computed using eq. 3.9. The new measurement is incorporated in
the posterior density by the pdf p (zx | x).

p 2k | xi) p %k | Z1:x-1)
p (zk | z1:6-1)

The entire process of prediction and update is repeated such that for every measurement available

at time k a posterior density is obtained. Fig. 3.7 illustrates this principle. At Time k = 0 the filter is

initialized by the proposal density p(xp), which contains an initial guess of the state of the target. The en-
tire process is repeated by considering that the posterior density at time k —1 is the prior density at time k.

p (Xk | z1:x) = (3.9)

Eq. 3.7 can be a linear or a nonlinear function of the state vector x;. If they are linear functions of the
state vector the measurement and process model can be defined as seen in eq. 3.10. For this to hold also
the noise model must be additive and Gaussian.
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Xk = FrXp—1 + Wi (3.10)
Z, = Hixg + ng
For such models there exists an optimal solution. This solution is obtained using the Kalman Filter
[31] and it relies on a linear prediction and measurement model, and additive Gaussian noise. TDOA
localization has a nonlinear measurement equation as seen in eq. 3.3. Common solution to nonlinear
measurement models is the use of the Extended Kalman Filter (EKF). The EKF is a sub-optimal filtering
technique that linearizes the measurement model such that eq. 3.10 can be approximated.

Sequential Importance Resampling (SIR) Filter

The SIR filter was the first working Particle filter since its introduction as the Bootstrap filter by Gordon
et al. [32]. Particle filtering is a filtering technique that estimates the state of a object of interest by
recursive Bayes estimation using Monte-Carlo simulations. The fundamental idea behind the PF is
that the posterior density describing the state of the target can be approximated using samples, with a
corresponding weight. A particle represents a possible target state and the weight provides a measure

of likelihood on this estimate. This set of samples and weight is denoted by {x;(, a);;}i\isl, here x; is the
state vector represented by a set of particles, w the assigned weight and the number of samples N;.
When the sum of the weights is equal to one, i.e. }; a);; = 1, the posterior density can be approximated
with eq. 3.11. 6 is equal to Dirac’s delta function.

Ns
pOxox | 212) = D 0}d(Xox = Xhy) (3.11)
i=1

At each iteration the weights w;{ are updated using eq. 3.12. Eq. 3.12 is derived by expressing the

posterior density p (Xo.x | z1:x) by using Bayes rule. A full derivation can be found in [33].

i i i
) o ) P2 0P 1 i)
q(x;.)

(3.12)

The importance density q(xf{) in literature is often indicated with a g instead of a p. It contains the
particles for which the weights are computed by eq. 3.12. In the SIR filter the importance density is set
equal to the prediction density p(x | x_,).

a);{ o a);{_lp(zk | xi) (3.13)

In the prediction step particles are predicted to the next possible state of the target, therefore it occurs
that particles propagate from a high likelihood region to a low likelihood region (i.e. a bad prediction).

At each iteration of the filter particles are lost to low likelihood regions and because of this there
remain less particles in high likelihood regions which represent the state of the target. This phenomenon
is called the Degeneracy Problem. Eventually almost all particles will have weights close to zero, except
for one particle which will be closest to the true state of the target. [34] shows that at every iteration the
variance of wf{ increases, essentially confirming the degeneracy problem. To solve this problem the SIR
filter was proposed in [32] where a resampling step is added. Due to this resampling step the SIR filter
was considered to be the first working PF.

The idea behind the resampling step is that particles with a near zero weight will be replaced
(resampled) by particles with a high weight. After resampling the weights of the particles are set to
a);'( = 1/N;. Several resampling implementations are possible such as residual or stratified sampling [35].
The common implementation is the multinomal resampling approach. With multinomal resampling

. i i Ns . j . . .
particles are drawn from {x}c, a)}{}izl based on the weights w,. This results in a new set of particles
which are assigned equal weights.
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Multiple Importance Sampling (MIS) Filter

In the SIR filter the importance density is computed by p(x | x;;_l). This calculation is widely used due
to its simplicity and low computational requirements. If possible, one can also draw samples directly
from the measurement p(zy | x;c) as is shown in eq. 3.14.

q(x}) = plzk | x}) (3.14)

Computing the weights is done by substitution eq. 3.14 into eq. 3.12. Then the observation density
cancels out and the weights update equation is obtain in eq. 3.15. Compared to the SIR filter the
observation density and the prediction density are swapped around. Here the measurement is used in
the prediction step, and the prediction density is used in the update step.

wh o @) p(x | xk ) (3.15)

For the problem at hand, namely TDOA localization is it possible to draw location samples from
p(zx | xj{). All hyperbolas can thus be represented by samples and multiple hyperbolas can be used to
compute the importance density, hence this implementation of the PF is called the Multiple Importance
Sampling (MIS) Filter [36]. Each of the set of samples computed from a single TDOA measurement can
be denoted as qp(xi).

M
q0¢) = [ ] an =) (3.16)

r=1
M is the number of densities that are multiplied. Every qp(xi) (resulting from one TDOA measurement)
can be assigned a mixture weight ﬁ(x;() [37].

1pAp(x)

A (3.17)
Spts pp(x)

.Bp(x) =

This function can be used to model uncertainties that are present in the each qp(xi). Bp(x) can be
assumed to be equal for all importance densities, this is called the balance heuristic. It is a reasonable
assumption because the additive Gaussian noise used to model the measurement is equal for every
TOA measurement, resulting in all observation densities to be equally accurate. 8, can be used to tune
the proposal density if certain GSs have different noise parameters.

Mixture Multiple Importance Sampling (MMIS) Filter

One can consider to not exclusively sample from p(zj | x;() or p(xx | x;'(_l), but a mixture of the two
as is proposed by Kronander and Schon [37] and Zou et al. [38]. The importance density is then a
combination of the prediction density and the observation density, scaled by a factor a to guarantee that
the sum over the density equals one.

In the context of particles the number a defines the ratio of particles between the prediction density
and observation density such that N5 = Nyred + Nieas, Nprea = @Ns and Nyeas = (1 — a)Ns. p(zk | x})
denotes the observation density and p(x | xj{_l) the prediction density.

qxi | xe-1,2z¢) = ap(z | X)) + (1 - a)p(xx | x;_,) (3.18)

With this implementation the particles drawn from the observation density are assigned a weight
based on their similarity compared to the prediction density, and vice versa.

3.2.2. Particle Filter Design

In the SIR filter all particles are propagated from the posterior density by prediction density. If
the posterior density has a high uncertainty, the prediction density will result in a highly uncertain
prediction. In the update step this introduces the degeneracy problem. In anticipation of this problem
the MISS filter can be implemented if the degeneracy problem is severe. If this is not the case, the SIR
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filter is the final PF design.

The MISS-PF samples from both the observation density and the prediction density. This is expected
to solve the degeneracy problem as the samples that are drawn from the observation density have
a higher likelihood than samples drawn from a prediction density with high uncertainty. It is not
necessary the case that samples from the observation density have a higher likelihood than the prediction
density, but when the prediction density has a significantly higher uncertainty (as can be the case) a
more robust filter is obtained when samples are drawn from the observation density.

The state vector of the particle filter will contain position and velocity as shown in eq. 3.19. With
this state vector all information is available to validate position and velocity. In this state vector the
velocity is decomposed into vy, vy, v,. To compute the true velocity the target the two-norm of the
velocity components is taken.

I
)
_ |tz
X =, (3.19)
Oy
V2],

In the next subsection the design of the implemented SIR filter is given, and in section 3.2.4 the MISS

is presented as a possible solution if the performance of the SIR filter is not sufficient.

3.2.3. Sequential Importance Resampling Filter

At the initialization of the SIR filter samples need to be drawn from a proposal density. The proposal
density used at the first iteration of the filter. A proper choice of the proposal density can greatly
improve the performance of the filter. It is expected that the degeneracy problem can greatly impact the
performance of the filter due to the presence of ambiguous measurements.

The SIR filter has it similarities to Bayesian filtering as seen in Fig. 3.7. In the SIR filter the probability
density functions are approximated using samples. This is denoted with the superscript i as seen in Fig.
3.8. The update step is achieved by computing the weights of all particles for which the measurement is
used, and multinomal resampling.

Proposal p(xq | zg) = g(z¢ | )

i = fll, Vier) ~ f(xi 1 xlq)

l24)
A

2= hy(Xc.1, Nyq) ~ 92 | X

| Weight Computation |
Multinomal
H Resampling H

Figure 3.8: Schematic representation of the SIR filter algorithm.
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Proposal Density

The proposal density in the SIR filter can be any density in theory. A bad choice can result in the filter
not converging to the true target state or have an impact on the severity of the degeneracy problem. In
this SIR filter implementation the observation density p(zo |x6) is used as proposal density. A method is
proposed to sample from this density that takes into account the noise statistics.

The measurement eq. 3.20 depends on the location of the two corresponding ground stations sq, sy,

the z;{ measurement and the location of the target. j equals the j'th element in the measurement vector
z,. To obtain samples from eq. 3.20 Matlab’s Symbolic Toolbox is used to rewrite eq. 3.20 such that

I, = f(ls, 1y, 81,82, zi). Using this approach we can input [, and [, values and obtain the corresponding

I, value. A sample from the measurement equation is then 1' = [I, l;, Ii]7. The code that generates the
Matlab function is shown in appendix A.

=1 (\/<s]~x L2 (sjy = )2+ (52 = L2 = (51 = L2+ (51 = [y P + (1 — L) (3.20)

The vectors Iy = [Lx—min, - - -, Lx—max] and 1, = [ly—min, . .., ly-max] are used to compute a meshgrid.
This grid contains all coordinates where the observation density will be evaluated. If a target that is
spoofing is airborne a large grid size allows for spoofing detection, and localization of the target that is
performing the spoofing. A small grid size allows for less computational intense ADS-B validation, but
in the event of an airborne spoofer it can be possible the grid size is not large enough to find the location
of the spoofing aircraft.

The TDOA measurements contains additive noise represented by ni ineq. 3.21.

o llsi=Ul=lsi-ul
z, = - + 11

i=2,...,N (3.21)

The noise measured for each TOA is assumed to be Gaussian distributed N(0, otzo ,)- Because the
TDOA measurement is the difference between two normally distributed random variables and the TOA
measurements are uncorrelated the noise statistic of the TDOA measurement is equal to,

nl ~ N(0,202,) = N(©0,0%,,,) (3.22)

tdoa

Realizations of these noise statistics are used to compute the observation density in an efficient
manner. In the proposed sampling method, If there are N, samples, realizations are drawn from the
observation density, there are N; samples drawn from N (zx, O'%D o A). Each coordinate in the mesh grid
represented by an I, and I, coordinate is paired with a TDOA sample drawn from N(zx, 07, oa)- All
pairs are then used as input to eq. 3.23.

lZ = f(ZXI ly/ S1,82, Z;C) (323)
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from ement including time uncertainty

TDOA sampled without noise
proposed sampling method incorporating noise statistics

Figure 3.9: Shown in blue are samples drawn from a TDOA measurement with the use of the noise statistics. The orange samples
are drawn from the measurement using the proposed method where the noisy realizations of the TDOA measurement are used.

Fig. 3.9 shows this sampling procedure applied to a TDOA measurement. To clearly observe the
effect of the proposed sampling method samples are drawn from a TDOA measurement using no noise
statistics, and samples are draw including the noise statistics. Samples in blue are drawn without the
noisy TDOA realizations, and in orange the noisy realizations are incorporated. The severity of the
noise changes w.r.t the location on the hyperbola. Near the vertex point of the hyperbola the noise is
small, and as we travel along the asymptotes of the hyperbola the noise increases. Thus the sampling
procedure efficiently and accurately computes the effect of a noisy TOA measurement on the observation
density.

From the measurement only samples are drawn that provide information on the location of the
target. As the state vector also contains velocity, samples describing the initial velocity distribution also
need to be drawn. These samples are obtained from the 1st received ADS-B message, and are drawn
from N(vg4sp, 02).

Prediction Step
At the first iteration of the filter the proposal density is predicted to a prior belief of the state. This is
done using the prediction density p(xx | x;_;). After the first iteration of the filter, prediction is applied

to the posterior density p(x;‘(i1 | zx—1) of the previous filter iteration.

In general tracking systems make use of several models that describe certain behavior of a target.
Three models are used to describe the state of a target, namely Constant Acceleration (CA), Coordinated
Turn (CT) and Constant Velocity (CV). If a target is executing a turn, the CT model is able to predict the
state of the target with a higher accuracy than the other two models. Similarly if a target is accelerating,
the CA is able to predict the state of the target with better accuracy. The filter chooses the model
that has the highest likelihood based on the measurement, and as a result the prediction quality improves.

The use of multiple models in a PF is commonly achieved using parallelization, but other methods
have been proposed [39]. The problem with running a PF in parallel is the heavy computational load
and added complexity. Generally two types of parallel PFs are presented in literature, namely the
non-interacting PF and the interacting PF [40]. The non-interacting PF runs several PFs where all PFs
have their own process model and own resampling scheme. In an interacting PF the individual PFs
communicate with one another, which in general allows for more efficient estimation [40] at the cost of
increased computational complexity.

Considering the added complexity, and that the expected traffic in WAM systems at LVNL is not
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expected to execute fast maneuvers with rapid direction changes, only the CV model is implemented.

The prediction density p(x | x;'{_l) is thus computed using a CV model as seen in eq. 3.24. In this
CV model the process noise is Gaussian distributed with a variance 02, and the acceleration is modeled
as additive noise. The noise is considered to be correlated in each axis, meaning that in the x axis the
velocity and position noise is equal at each time index. Therefore w is decomposed in x, y and z.

Iy 1 00T 0 0][k [Z 0 0]
T2
d oo o B[
z _ z 0 0 £ - 2
Uy 10001 0 O Uy + T 0 6 Z)]]/ w N(OIGZU) (324)
vy 000 0 1 0f]oy 0o T 0 2]k
v, 10000 0 1], |0 0o T]
Update Step

The update step in the SIR filter consist of two separate steps. Firstly all samples are assigned a weight
based on the measurement z;. The function that assigns a weight to all particles is called the likelihood
function. After each particle is assigned a weight the resampling procedure is applied.

Weights Computation ' ‘
The likelihood function is used to evaluate w} o p(zx | x;). For each particle in the importance density

the likelihood function is evaluated and a likelihood /\f{ is obtained. This likelihood )\}'c is equal to the
weight w;'(.

The TDOA measurements are computed from the TOA measurement by the use of a matrix
multiplication. This matrix denoted with C is multiplied with the TOA measurement vector such that
zy is obtained. If we measure a signal at N ground stations zywill be a [(N — 1) x 1] vector. This results
in Cbeing [(N —1) X N].

TOA;
-11 0 TOA,
Zk=|: 0 . 0 . (3.25)
-1 0 0 TOAN
C N
Ztoa
Each measured z{( has its corresponding measurement equation shown in eq. 3.26.
s =l =llsa =01 5
z} = - +n, j=2,...,N (3.26)

The TDOA measurement is assumed to contain additive Gaussian noise (eq. 3.22). Thus the
likelihood function is equal to eq. 3.27.

. 1 , A
w) = exp _E(Zk - z;()TQ_l(zk -z) (3.27)

12mQ|

For each particle x;'( a corresponding z;'( is computed. This z;'( is a hypothetical z measurement
1
: k
is compared this against the true measurement z, according to the likelihood function. z; is computed

computed based on the location of the particle and the contributing GSs to the true measurement zy. z

using eq. 3.28. When a particle a similar location as the target, the hypothetical measurement zj{ is
similar to the true measurement z;, resulting in a high weight.
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lls2=1; [l -lls1 =1 ]|

. C .
lIss—L [1—IIs1—1; |l

z, = ¢ (3.28)

llsn =15 ]1—]1s1 =L |
c
The covariance matrix Q is equal to E(ngng), where ny is the noise corresponding to the measurement
zi, the noise is obtained through ny = Cnyy,. The covariance matrix is then obtained by eq. 3.29.
Y. = diag(o?, ..., 03,) is a diagonal matrix containing the variance of each GSs.

Q = E(ngnj) = C=C" (3.29)

When a faulty measurement is received, it is very likely that all particles have a weight of zero.
In such scenarios resampling fails. To allow the filter to continue to track the target when faultu
measurements are received, e-robustness is applied. In epsilon-robustness an arbitrary small uniform
distribution is added to the Gaussian distributed likelihood function according to eq. 3.30

w;( =€ ! exp —l(zk - z;'()TQ_l(z;< - zi) +(1- e)l (3.30)
Vi2rQl 2 P

In the equation above € € [0, 1] to allow for the integral over the likelihood function to be equal
to one. If a particle is evaluated and assigned a value of zero by the Gaussian part of the likelihood
function, the uniform part of the likelihood assures that the final weight of the particle is never zero.
Thus when a faulty measurement or spoofed ADS-B message is received all particles are assigned an
equally low weight according to 5. The value for P can be set such that % is the smallest possible
number that the hardware running the filter is possible to compute. For a 64-bit machine this is around
10739, After resampling all particles are redrawn (due to equal weights) and the posterior density can
be used for ADS-B validation.

Multinomal Resampling

Multinomal resampling is the most common resampling method used in particle filtering. In multi-
nomal resampling, particles are drawn based on the weights assigned by the likelihood function. If a
particle has a high weight it will be drawn more likely, if is has a low weight it will be drawn less likely.
The newly drawn particles are the particles that make up the posterior distribution p(x;'( | zx). Finally, all
the weights are considered to be equal. Consequence of the resampling procedure is that particles with
a low weight will be lost, and particles with a high weight will be duplicated.

The resampling procedure is as follows, a CDF is calculated based on the particles’ weights {a);;}?fo.
The weights of the particles are normalized to one, thus the range of the CDF is from zero to one. This
CDF is visualized as the outer ring in the Fig. 3.10 where the size of the basket represents the weight of
a particle and the edges are defined by the CDF. Then, a random uniformly distributed sample is drawn
u ~ U(0, 1] if a sample from u falls into the basket of {wi} that particle is drawn. Particles with a larger
weight thus have a higher probability of getting drawn, and particles with a low weight will be drawn
less. This procedure is repeated N; times such that a resampled set of particles is obtained. Multinomal
resampling introduces duplicate particles which leads to loss of diversion among the particles. This loss
of diversion is called sample impoverishment.
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Random
Selection

Figure 3.10: The weight of a particle determines the size of the outer ring on the size. Randomly uniform distributed samples are
drawn, if this value falls into the basket w, that particle gets resampled. This procedure is repeated N times till all particles are
resampled. Illustration from [3].

SIR Filter Algorithm

Algorithm 1 SIR-Particle Filter Algortihm
Input: z,
Output: p(x; | z)

1: Sample initial particle distribution p(zj | xf{) fori=1,...,N;
2: Setw! =1/N, fori=1,...,N,
3: fork=1,.,Kdo .
4: Sample x; ~ p(xk | x;_j) fori=1,... Ns
5: Compute w;c = p(zk | x;;) fori=1,...,N;
6: Resample using multinomal resampling
: ~ i _ W
7: Normalize w; = ST
8: end for

3.2.4. Mixture Multiple Importance Sampling Filter

The MISS Particle Filter is expected to perform better than the SIR filter due to the degeneracy in problem
in the SIR filter. In this section a possible implementation of the MISS filter is given, such that if needed
it can be applied to mitigate the problem. Main difference between SIR and MISS is the importance
density and the effect that it has on the weight update equation.

Importance density

In the MISS filter the importance density is equal to eq. 3.31. It draws samples from the observation
density and the prediction density. Both densities can be sampled from using the method proposed in
section 3.2.3. The mixture balance o determines the ratio of how many samples are drawn from both
densities.

g | xe-1,zi) = ap(ze | xb) + (L — a)p(x, | xi_,) (3.31)

i plzi | X)p(xi [ X))

w! o : L (3.32)
ap(zi [ x) + (1 - a)p(x [ x_;)

W, =plax | x) fori=1,..., Nprea (3.33)
T = P X for i = Nyra + 1, N, |
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Computing the weights of the particles using the MISS filter is different than the SIR filter. In the
MISS filter weights are determined by eq. 3.32. This equation implies that the samples that are drawn
from the observation density need to be assigned weights based on the prediction density, and the
particles drawn from the prediction density need to be assigned weights based on the observation
density. By assuming the mixture weights to be equal, the particle weights can be computed by using
eq. 3.33 [37]. Equal mixture weights has shown to be a valid assumption in section 3.2.1.

Sampling Velocity in Observation Density

The state vector contains positions and velocity. When samples are drawn from the measurement as
illustrated in section 3.2.3 only a location is sampled. Particles must be assigned a velocity in order to be
used in the filter. From the measurement itself it is not possible to obtain a velocity. In the proposed
MISS filter implementation the velocity estimate from the previous posterior density is used to obtain
velocity samples. The velocity particles from the posterior density are approximated by a Gaussian
distribution.

{03 ~ N(ptor, 02) (3.34a)
(0!} ~ Ny, 02) (3.34b)
{0} ~ Nz, 02) (3.34¢)

From these approximated Gaussian distributions samples are drawn and added to the samples
drawn from eq. 3.23. Using this procedure particles in the observation density contain velocity values
which accurately describe the state of the target. Finally the position measurements and the velocity
estimates are combined to obtain samples from the observation density p(zj | x;'() as shown in eq. 3.35.

»
oW
Il

z (3.35)

Mixture Balance

The prediction density and observation density are added according to eq. 3.31. The factor o determines
the mixture balance. When a TDOA measurement contains four or more ground stations the resulting
shape of the estimate is a point in space. When the measurement originates from three GSs the resulting
solution has the shape of a curved line created by the intersection on two hyperbolas. For a single TDOA
measurement the solution is a hyperbola. The number of GSs thus has a big impact on the estimate the
filter, therefore the value of « is set to be a function of the number of GSs present in the measurement zy.

a = f(NGS) (3.36)

if >4
o= {acs>4 if Ngs (3.37)

AXGS<4 if NGS <4

Eq. 3.36 makes the distinction between Ngs > 4 and Ngs < 4. When the measurement z; contains
four or more GSs the posterior density is non-ambiguous, meaning high certainty in the state estimate.
In the following prediction step many particles will be located in high likelihood regions due to the
peaked posterior density. In such scenarios drawing samples from the prediction density is more
efficient and as accurate as drawing from the observation density. Therefore if four or more GSs
contribute to the measurement a low value for « is preferable. Still, it can be helpful to draw samples
from the observation density to increase the robustness of the filter.

There are two situations where a high value of « is preferable,
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* Low GS coverage: If a target is located in an area where it is only detected by two or three GSs,
the filter only receives ambiguous position measurement.Which implies a posterior density with
high uncertainty, consequently the prediction density is also contains high uncertainty and does
not provide an accurate prediction. Then it is preferable to have a high a.

e Filter startup phase: When the filter is initialized on a target a prior belief on the location of the
target is needed. In such a situation a high value of « is preferable to quickly localize the target.
After several iterations the filter the value for a can be decreased if the filter has accurately located
the targets’ state. This is essentially what the importance density does.

MISS Filter Algorithm

Algorithm 2 MMIS-Particle Filter Algortihm
Input: z,
Output: p(x; | zk)

Sample initial particle distribution p(zx | xf{) fori=1,...,N;
Setw;, =1/N; fori=1,...,N;s
fork=1,.. K do o
Sample x; ~ (1 -a)p(x, [x;_,)fori=1,..., Nprea
Sample x; ~ ap(z | x;) fori = Npreq +1, ..., N;
Set q(x | xk_l,zk) = ap(zk | xi) +(1- oz)f(xf{ | xLl)
Compute w; = p(z | x;) fori=1,..., Npyeq
Compute w; = p(x; | x;_;) fori = Nyrea+1,...,N;s
Resample using multinomal resampling

R N A U

1
Wy

i
2wy

10: Normalize w;c =

11: end for

3.3. Hypothesis Testing

In the first step of the algorithm the posterior density p(x;< | zx) is computed. In the second step the
posterior density is compared with the ADS-B message, and decided if the ADS-B message is real or
faked. To do this a hypothesis test is defined. A statistical hypothesis test is a method used to make
inferences or decisions based on data. This is achieved by formulating a null hypothesis Hj and a
alternative hypothesis H;. The null hypothesis is the default assumption that there is no significant
difference between variables. The alternative hypothesis is the claim or statement that contradicts the
null hypothesis. For spoofing detection the hypothesis are defined as such,

Ho : No spoofing
‘Hi : Spoofing

In the null hypothesis Hy no spoofing occurs, thus this is the default assumption. In the alternative
hypothesis H; does spoofing occurs. The goal is to detect spoofing, therefore p(choose H;|H,) is defined
as Py. In total four scenarios arise in this binary hypothesis test. Two correct decisions can be made,
namely concluding the message is real when it is real, and concluding the message is fake when it is
fake. The hypothesis test can make two errors, the first error is concluding the message is real when in
fact is it faked. This is considered to be a missed detection and has probability P,,. The second error it
can make is a concluding a message is real when it is faked, this probability is denoted by Py,

p(choose Hi|H1) = Py (3.38a)
p(choose Ho|H1) = P (3.38b)
p(choose Hi|Hy) = Py, (3.38¢)

p(choose Ho|Hp) = Py (3.38d)
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To determine if either one of the hypotheses occurs a Likelihood Ratio Test (LRT) is applied. In a
likelihood ratio test two likelihoods are computed, namely p (x; Hp) and p (x; H1). This ratio is compared
against a threshold 7, if the LRT is larger than the threshold Hj is decided, and if the LRT is smaller
than the threshold #; is decided. Several methods to compute 7 can be considered where each method
makes some assumption. Choosing between which method to apply is similar to choosing which
assumption seems most valid.

p (24055, )
p (zADSB; H, )

In the hypothesis test for the ADS-B validation algorithm three different hypotheses test are in-
vestigated. This stems from the following, the most common hypothesis test one can implement is
the Bayesian hypothesis test. The Bayesian test achieves a minimum probability of error by use of the
prior probability of both hypothesis occurring. This probability denoted with 7 is often not known or
difficult to get an estimate from. Other hypothesis tests rely on a Gaussian assumption of the posterior
density p(xk|zx) or that some other analytically known density fits the data. Most importantly each of
these hypothesis tests makes a different assumption. The Bayesian hypothesis test assumes the prior
probabilities and associated costs on both hypothesis to be known. Neyman-Pearson and Minimax
require the probability distributions of equation 3.38 to be known. Data is often assumed to have
some distribution and this assumption is not always accurate. Therefore it is difficult to argue which
assumption generally performs the best because it largely depends on the measured data.

L(zAP%B) = ST (3.39)

Three hypothesis tests are investigated. Mainly to conclude if one performs better, and to provide
LVNL with options and insight into approaches that are possible to determine if an ADS-B message is
spoofed or not.

¢ Minimum Bayes Risk: Threshold is set such that the minimum probability of error is obtained
* Neyman-Pearson: Threshold is set such that the tests maximizes P4 for a desired P,
¢ Minimax: Threshold is set such that the maximum Bayes Risk is minimized

3.3.1. Hypothesis Definition

In this subsection the two likelihoods p (x; Hp) and p (x; H1) are defined. To define the hypothesis test
the coordinates and units of the ADS-B message and the state estimate by the SIR filter must be the
same. In the next paragraph the chosen coordinate system and units is presented.

Coordinate system & Units

In an ADS-B equipped aircraft the location is reported in latitude, longitude and Flight Level® (FL).
The velocity reported by the ADS-B message is reported in knots. To combine the measurements from
different local coordinate systems the ECEF coordinate system is used. Earth Centered Earth fixed
(ECEF) is a Cartesian coordinate system where the zero is at the center of the earth and the x axis
extends along the prime meridian and the z axis through the North-Pole. Measurements made in
local coordinate systems are combined by transforming them to the ECEF coordinate system. In this
global coordinate system tracking and filtering is done. From a human perspective the ECEF coordinate
system is difficult to interpret, therefore this coordinate system is converted to a coordinate system
of choice, such as geodetic coordinates (latitude, longitude, height) or the the East, North, Up (ENU)
system which is easier to interpret. ENU is a Cartesian coordinate system similar to ECEF but with a
different zero point and the unit vectors are chosen such that the z vector represents height.

Similar to ARTAS, the validation algorithm will convert the ADS-B messages and MLAT measure-
ment to ECEF where the filtering operations will be performed. This approach allows for expendability
and is illustrated by Fig. 3.11.

11 FL = 100 feet
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Figure 3.11: Overview of relevant coordinate systems. Illustration from[4].

To compute the ECEF coordinates from geodetic coordinates equation 3.40a is used. ¢ is latitude
and /A is longitude, the parameters a, e are used to determine the shape of the earth model that is used
These values are set to be equal with the operational ARTAS settings used at LVNL and are equal to
a = 6378137 and e = f(2 — f) with f = Mw and correspond to the WGS-84 earth model.

The PF computes the velocity estimate of the target under test in m/s. ADS-B reports ground speed
in knots and climb rate (y) in ft/min. Both quantities are converted to m/s and the true velocity is

obtained by equation 3.40b.
X 2 cos ¢ cos A cos ¢ cos A
Y |= ————=| cos¢sinAi +H| cos¢sinA (3.40a)
z 1-e2sin2¢ \ (1-¢?)sing sin ¢
(3.40b)

0= \(0.514 < 0ADSB2 1 (000508 + )

After this coordinate change is performed the ADS-B measurement is denoted with,
(3.41)

ADSB _
Zk =

N R

k

To clearly indicate the difference between the location estimate of the PF and the ADS-B measurement
MLAT)

the output of the PF is from now on denoted by p(x;'c | z;

The velocity estimate of the PF is decomposed into vy,v, and v,. These three components of each
particle are combined to obtain the true velocity. At the output of the filter this operation is performed

and the particles that are used for validation are defines as,
i

(3.42)

X
N
val z
0

To simplify the notation the subscript k is dropped and interchanged with val to indicate that the
vector computed by the PF is different from the vector that is used for validation. The difference between
the two is that the velocity that is computed in the filter is decomposed in v, v, and v;, and the velocity

in x,4; contains the true velocity of the target expressed by v.

Spoofing Hypothesis
The probability distribution of Hy must represent the likelihood that the ADS-B message is not spoofed.
This likelihood is computed by eq. 3.43. The aircraft determines the uncertainty associated with its



3.3. Hypothesis Testing 31

location and velocity report and transmits this inside the ADS-B message. It is assumed that the location
and velocity are Gaussian distributed with a known covariance matrix R This reported variance is used
in the hypothesis test to determine the covariance matrix R. A spoofer is likely to always set the highest
possible uncertainty to remain possibly undetected for as long as possible. With the highest possible
variance the 95% confidence interval is equal to 20 NM horizontally. This gives a spoofer a significant
area to remain undetected, to account for this a upper limit is set to the uncertainty is set.

p (270 1940) = [ pE 5 i Hop |24 (3.43)

Fig. 3.12 illustrates eq. 3.43. The pdf p(zAP5B|x,01; Ho) is Gaussian distributed but p(xy,1|zME4T) can
in principle obtain any distribution, but in the figure it is depicted as a Gaussian distribution. When the
pdfs are similar they overlap resulting in a high likelihood.

o p (ZADSB; %[]) — fp(ZADS'B |x1ral; H(] )p(xml |Z"ULAT)del
A T T

[ 1ADs-B
[ Particle Filter
Overlapping Area

01 p(xwalleMLAT) p(ZADSB|x1ml; Hll) b

Figure 3.12: 1-dimensional Illustration of eq. 3.43. The two graphs represent the distribution of the PF and the ADS-B message.
The overlapping area is a measure of the likelihood between the two distributions.

p(%oar|1zME4T) is approximated by the particle filter with a particle cloud. Therefore the integral
cannot be computed analytically, but approximated by the samples that represent p(x’ ,|zMLAT). Each
p y )/ PP y P p P Xoar

sample of p(x;a ] |zZMLAT) has equal density, therefore equation 3.43 can be approximated by eq. 3.44.

Ns ADSB _ i 2
1 1z —x,)
ADSB val
p (z ;%) ~ exp (———)
; Vi2rR| 2 R
If the ADS-B message is correct, the particle cloud computed by the particle filter will be very similar to
the distribution of the ADS-B location and velocity, resulting in a high value.

(3.44)

Spoofing Hypothesis 7

p (zP5B; H,) should describe the probability distribution of a spoofed target. The only information on
the location of a spoofed target is that is should be within the area where one of the ground stations
can receive the message. Then it is reasonable to assume that the location of the target is uniformly
distribution within the area where ADS-B can be received. The uniform distribution is defined by eq.
3.45 where the boundaries are set by 2 and b.

fora<x<b

3.45
forx<aorx>b ( )

U(a,b) = {Sﬁ
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For each dimension of x,,; the boundaries a and b must be defined. Therefore each n'th dimension
of xy41 has its own uniform distribution as shown in eq. 3.46 wheren =1,...,N

1
U, (a,b) = i fora, < x, <b, (3.46)
0 for x, < a,orx, > b,

The multivariate uniformly distributed probability density function is obtained through multiplica-
tion. Note that the probability that no spoofing occurs is never zero. This is a logical result of the fact
that p (z4P8; H;) approximates the physical area where ADS-B messages can be received. When an
ADS-B messages is received, there is a possibility of spoofing. In the area where no ADS-B messages can
be received, there is no possibility of spoofing, hence in that region p (z4P58; H;) = 0. If the location
inside the ADS-B message is falls outside the the area determined by p (zP°5; H; ) it can immediately
be concluded that the message is faked.

(3.47)
0 forxy <ayorxy >by,...,x, <ayorxy > by

p (ZADSB;Wl) _ {Hln\lzl ﬁ = % forai <x1 <by,...,an < xny < by

p (zP%B; Hy) approximates the physical area area where ADS-B can be received, but also the range

of velocities that are acceptable for real ADS-B messages. It is possible for the velocity reported by

an ADS-B message to exceed this range of velocities, resulting in p (zAD 5B, 7{1) = 0. Then the LRT is

not defined. If the velocity boundaries are set such that all physically possible velocities fall within

the boundaries, and the ADS-B message still exceed these values, it can directly be concluded that the

message is spoofed. Thus an undefined LRT does not have to be computed if the velocity boundaries
are set correctly.

Likelihood Ratio Test

Combining the likelihoods p(xx; Ho) and p(x; H1) eq. 3.48 is obtained. For every ADS-B message the
LRT is computed and compared against the threshold 7. Then the output of the algorithm is equal to a
one if the message is considered not spoofed, or a zero is the message is considered to be spoofed.

Ns 1 1 (ZADSB_X;{ZI)Z
ZADSB. 4 i=0 T (_ET)

L(zADsB) = P 0) _ 2kl st (3.48)

p (24DSB; H,)

<=

3.3.2. Minimum Bayes Risk

In the Minimum Bayes Risk (MBR) framework, the decision rule is derived by minimizing the expected
loss. The loss function quantifies the cost associated with different types of errors, such as the cost of
a false alarm or a missed detection. By considering the probabilities of different outcomes and their
associated costs, the MBR test provides a decision rule that minimizes the average risk or expected loss.

MBR assigns a cost to each decision as shown in eq. 3.38. In a binary hypothesis test there are two
types of errors, a false alarm P (choose Hp | H1) or a missed detection P (choose Hi | Hp). From these
expressions a probability of error is defined as seen in eq. 3.49. In this expression for P, the prior
probability of hypothesis H; occurring is denoted by 711, hypothesis Hj equals 7.

P, = 1P (choose Hy | Hi) + moP (choose Hi | Hy) = 1Py + moPEA (3.49)

Both types of error are assigned a cost C;; wherei =0,1and j =0, 1.

R = Crom1Pm + ConmoPra (3.50)

The threshold that achieves the MBR R is shown in eq. 3.51. This threshold selects the hypothesis
that has the maximum a posteriori probability, thus the MBR estimate is also a MAP estimator.

p (x; Ho) < Coi —Cum
p(xH) ~ Cio— Coo mo

- (3.51)
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If the probabilities 179 and 711 are known, and the associated costs are selected, the threshold is easily
computed. In this application estimating 771 is similar to estimating the probability that spoofing occurs.
This is a rather difficult question to answer, and especially to find a mathematical reasoning behind
the resulting value. An advantage to the MBR test is that the threshold does not requires the density
functions in eq. 3.38 to be known. In many cases is it impossible to find such probability distribution
without assuming that some known pdf fits the data.

The costs C1p and Cp1 can be used to penalize the different types or error the estimator can make. If
it is less preferable for a detector to make a false alarm error instead of a missed detection, the cost Co;
can be set higher then the cost Co.

3.3.3. Neyman-Pearson Hypothesis Test

The Neyman-Pearson detector is particularly useful in scenarios where the primary objective is to
achieve high detection sensitivity, which can be advantageous for spoofing detection. A high detection
results in fast spoofing detection, but at the cost of a higher false alarm probability. The Neyman-
Pearson detector maximizes Py for a fixed value of Py,. The threshold is obtained by solving eq. 3.52.
Solving this integral is equal to finding an expression of the volume inside a 4-dimensional Gaus-
sian distribution as a function of 7. For this to be solved the full statistics of hypothesis 7o must be known.

The threshold in this hypothesis test is defined by a chosen value for the false alarm rate, which can
be argued is a better tuning parameter than a guess for P(Hp).

Pry = / P (Xpa1; Ho) dXpa1 = (3.52)
{xva:L(zapsp)>7}

If the posterior density of the PF is assumed to be Gaussian distributed, the integral of equation
3.43 can be solved analytically. This means that a Neyman-Pearson test is possible under a Gaussian
assumption of p(xya1|zME4T) then the solution is given by eq. 3.53b.

P (ZADSB;WO) = / p(ZADSleval}WO) p(xval|zMLAT) dXypal (3.53a)
Gaussian Gaussian
p (zADSB;WO) = N(Hxi, HPHT + R) (3.53b)

R is the covariance matrix corresponding to the ADS-B message, and P the covariance matrix
of p(xvalleLAT) which can directly be estimated from the particle cloud. The observation matrix
H links the measured Geodetic coordinates to the Cartesian coordinates, this is required because
the ADS-B measurements are in latitude, longitude and FL, and p(xk|z£ALT) is defined in ECEF co-
ordinates. The H matrix describes the transformation of coordinate system as described in equation 3.40a.

ARTAS documentation allows for quick conversion of the measurement uncertainty between the
measured Geodetic quantities to the required Cartesian uncertainty.

S=HPHT +R=P+R (3.54)

The LRT as a result of the Gaussian assumption is then,

1 ox (_l (ZADSB—X;HI)Z)
_ P (Xoat; Ho) _ ians] P72
p (xval;q{l)

The false alarm probability is found by using Py, = 1 — P;;. The probability of correctly concluding
that an ADS-B message is not spoofed is equal to the probability that a valid ADS-B measurement
falls within a 4-dimensional Gaussian gate of size G [41] as in eq. 3.56. This approach is inspired
the approacht Blackmans Multiple-Target Tracking with Radar applications takes in track association
problems. Blackman defines a gate as a region a measurement must fall within to be associated with a

L(x) > 1 (3.55)

1
4
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corresponding track. The same general approach is applied in the hypothesis test, here the gate is used
to determine if the ADS-B message and MLAT measurement originate from the same location. The
ADS-B messages must thus fall within the gate defined by the MLAT measurement.

Pyej = (1 - (1 + g) exp (—%)) (3.56)

G in eq. 3.56 is obtained by solving eq. 3.55 for all data dependent parameters.

G=-2In (%\/2n_|5|) (3.57)

The expression for Pg, can be found from eq. 3.56.

Psy, = (1 + %) exp (—g) (3.58)

Eq. 3.57 is substituted into eq. 3.58 and we obtain a value for P¢, that is a function of the threshold 7.

—21n(g\/2n—|5|) —21n(%\/2n—|5|)

> exp|— 5

Pry=|1+ (3.59)

Pf, is a tuning variable which can be set to the preference of the operator of the validation algorithm.
For the operator of the validation algorithm it can also be of added value to not only minimize the Py,
but also the other error the detector can make, namely P,,. The Minimax Hypothesis test attempts to
achieve this by minimizing both P, and P,,.

3.3.4. Minimax Hypothesis Test

To construct a minimax test, similar to the MBR test, one defines a loss function that quantifies the cost
or penalty associated with the two types of error. This assigned cost to the two types or error reflects
the decision maker’s preferences and the relative importance of different outcomes. The goal is then to
find a decision rule that minimizes the maximum possible loss, considering the underlying probability
distributions.

The conditional risks are defined as,
Ro(t) = C10Pm + CooPrej (3.60a)
Ri(7) = C11Pa + Co1Pra (3.60b)
These two are combined to obtain the total Bayes Risk,

R(7) = eRo(1) + M1 R1(7) (3.61)

The MBR test assumes 79 known and the minimum probability of error is then obtained as was shown
in equation 3.51. The Minimax test argues that because it can be undesirable to guess some value 7,
then one can attempt to minimize the maximum Bayes Risk. As the Bayes Risk depends on the threshold
7 and the prior probability, the Bayes Risk is a function defined as R (o, 7).

R (10, 7) = 1oRo(7) + (1 — 110) R1(7) (3.62)
min (Or<na><<1 r (1o, T)) (3.63)

It has been shown in [42] that when the two conditional risks are equal, the maximum Bayes Risk is
minimized. The threshold can thus be obtained by eq. 3.64 which is called the equalizer rule.

Ro(7) = Ri(7) (3.64)
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Under the Gaussian assumption of p(xk|zx), the conditional risks in eq. 3.60 can be computed
analytically. Similar to the MBR hypothesis test the cost associated with a correct decision is zero,
meaning Cy1 = Cgp = 0.

C10Pw = Co1Psq (3.65)

From eq. 3.59 the P, is known. The expression for P, is shown in eq. 3.66b [41].

~2+In (§+/2718]) ~2+In (§+27I5])

Pra =1+ > exp|— >

(3.66a)

1 2
m:V%Vmﬁ (3.66b)

Eq. 3.66a and 3.66b are substituted into equation 3.65 and solved for 7. For every ADS-B message that
is received a hypothesis test is computed. Only S changes per ADS-B message as it is the covariance
matrix of p (x; Hp). Hypothesis H; remains constant for every hypothesis test, because it is assumed to
be uniformly distributed.



Case Study

With a case study the performance of the proposed validation algorithm is investigated and analyzed. This is
done in this chapter and in chapter 5. In this chapter the case study is introduced, and in chapter 5 the results are
presented. In the case study Surveillance Data North Sea (SDNS) is used. This is a operational WAM system in
use by the LVNL and is introduced in section 4.1. The MLAT and ADS-B measurements that is provides need
to be pre-processed, clustered and extrapolated. These pre-processing steps are discussed in section 4.2. In the
presented algorithm several tuning variables need to be set, which is done in section 4.3. Then, in chapter 5 the
results of the algorithm are presented.

4.1. Surveillance Data North Sea

SDNS is a WAM system designed to provide surveillance coverage on the North Sea. The system is
designed and developed by ERA, a Czech company specialized in civil and military radar solutions. On
the North Sea LVNL provides Flight Information Services for helicopters that travel between the oil rigs,
and en-route traffic. Before SDNS was operational there was no radar coverage at low altitudes, SDNS
solves this problem by making use of the oil rigs located in the North Sea. On these oil rigs the GSs are
installed. The WAM system covers an area of 30 thousand square miles from an altitude of 500 ft. This
is achieved with 17 remote sites on oil platforms and three onshore sites. Nearly all of the sites have two
directional antennas providing full 360 degree coverage. All data is transmitted to LVNL headquarters
located at Schiphol-Oost for central processing and tracking.

A T s

(a) Coverage at 500ft. (b) Coverage at 5500ft.
Figure 4.1: Coverage map of SDNS, on the left the coverage is shown for 500 ft. where the green with the green stripes indicates

the required coverage. The realized coverage is where there are more than 4 GSs, thus the red and purple area. The right image
shows the coverage at 5000 ft.

36
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In Fig. 4.1 an overview of SDNS is shown with coverage at 500 ft. and 5500 ft. Four or more GSs
are needed to determine the location of a target, the area covered by four GSs is shown in red, and
more than four GSs is shown in purple. In Fig. 4.1a the coverage is not sufficient in all areas. At the
outer edges of the airspace (indicated with green horizontal stripes) there are large regions that are
covered by only one, two of three GSs. Such an area is called an ADS-B only area, because WAM cannot
determine the location of the target, but ADS-B can. With the proposed validation method at least two
GSs are needed to validate the ADS-B message, then ADS-B messages are validated in all areas except
the green area. In the area covered by at least two GSs ADS-B (if validated) can be used by ARTAS,
resulting in larger coverage. The strength of this validation method is that by combining the ADS-B and
WAM measurements the covered area is increased from the area where four GSs detect the message
to the area where two GSs detect the message. This brings offshore sites such as A12 and F2A-Hanze
within coverage at low altitudes.

Validation Algorithm Design

( ) / N
TOA Measurement : Clustgnng Particle Filter Time . Spoofed
' Algorithm Extrapolation !
| L ) ;
i Hypothesis Test
: )
ADS-B location ; Coordinate -
and velocity : Transformation i Not Spoofed

|
|

Figure 4.2: Block representation of the designed validation algorithm applied to the case study SDNS

SDNS is the only WAM system operational at LVNL, this means that it is the only option to obtain
data and analyze the performance of the validation algorithm. The algorithm is slightly tweaked to
process the data provided by SDNS as is shown in Fig. 4.2.

Time Synchronization

The EM waves that are transmitted by the ADS-B transponder propagate at the speed of light. In 1 ns
the wave travels 33 cm, this requires timestamping to be done in the range of the tenths of nanoseconds
for accurate localization. In addition to this GSs in SDNS must be synchronized. Local oscillators in
industrial hardware can achieve the time accuracy, but the main challenge is to synchronize all GSs.
Synchronization is required because the oscillator used is able to stay synchronized for only about 30
minutes. After this the TDOA measurements are not accurate enough due to oscillator drift. SDNS
solves this problem by using the Common View GNSS synchronization method.

Figure 4.3: GSs A and B have the same satellite in view that is used for synchronization. Both GSs compute the time difference
between its own clock and the time reported by the satellite. These time differences are shared between the GSs and the time can
be synchronized. Illustration from [5].
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Fig. 4.3 shows two GSs we want to synchronize. Both GSs observe the same satellite in the GNSS
constellation, the satellite transmits its location and the time measured from its atomic clock. Both
GSs A and B measure the same message that the has satellite transmitted, with the location reported
by the satellite both GSs can compute the travel time of the message between the satellite and itself.
The GSs now measure a time difference between the time in the satellite’s message and its own local
time. The time differences measured at GS A and B are then shared with each other, with this informa-
tion the time between the two GSs can be synchronized. This procedure is applied by the system to all GSs.

4.2. Pre-Processing

The data provided by SDNS requires several pre-processing steps. The measurements that are obtained
are the TOA measurements and the corresponding pre-processing steps are shown in subsection 4.2.1.
These TOA measurements need to be clustered such that the TOA measurements all originate from
the same ADS-B broadcast. The clustering method that is used is discussed in section 4.2.2. Some
pre-processing is required on the ADS-B data such that fits the input of the validation algorithm, this
is discussed in subsection 4.2.3. The MLAT and ADS-B measurements need to be correlated to one
another which is elaborated in subsection 4.2.4.

4.2.1. WAM Data Pre-processing

ERA has provided LVNL software that obtains TOA measurements. It provides all TOA measurements
of all received messages the GSs are able to decode. Therefore all transponder interrogations replies are
inside the data that is received. These types of replies are labeled and called Down-Link Formats (DF)
in civil radar surveillance. ADS-B messages are assigned DF-17, therefore we can remove all data that is
not DF-17.

Surveillance Data North Sea

ERA Multilateration ATM Tracker and

Surveillance Service Server
_— >
GSN ——»\
Jafuprim
Y
Pre-Processing Validation Algorithm

Figure 4.4: Schematic overview of SDNS with corresponding relevant output. Jafuprim is the name of the software ERA has
provided to obtain the TOA measurements.

Fig. 4.4 schematically shows the system and how the data it obtained. An example of the data that it
provides is shown in Fig. 4.5. The data shown is same data that is used by the central processing unit.
This processing is done in ERA’s Multilateration Surveillance Service software, from where the output
is presented to ARTAS.
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DMU[ns]=3.125000 DMI[us]=6.400000 DLI[ms]=49.99680@ DLI[dmil=7812 DLI[dmul=15998976 DMI [dmul=2048

block# byte# unixtim.nnnn mitim ch toafl toaf2 code iff spi

block# byte# unixtim.nnnn mitim ch toapl toap2 toap3 toap4 adress DF parity
4;58; B84ec;1669798549.0399; 1233508016;17; a; a; a; 51028; ;20;198A0D;
4;58; 8518;1669798549.0399; 1233508016; 2; a; a; a; 60147; ; 4;D1A3Ce;
4;58; 8534;1669798549.0399; 1233508016; 1; a; a; a; 60157; ; 4;D1ABOD;
4;58; 8550;1669798549.0399; 1233508016;27; a; a; a; 60295;A5ED66;11; OEF7AB;

Figure 4.5: Data format

The TOA measurements are stored by making use of three different data fields. By combining these
datafields accordingly the TOA measurements accurate up to 3.125 ns can be obtained.

unixtim.nnnn

First data field is called unixtim.nnnn and is stored the unix time corresponding to the TOA measurement.
This time is used to timestamp the resulting location estimate. The following two data registers are used
to determine the TOA measurement.

Time of Arrival Measurement

The TOA measurement is divided into two different counters that together represent the time measure-
ment. One section is called toaxx and has 32 bits, the second section mitim has 11 bits. Together they
construct a virtual 43 bit counter called the MU clock. The smallest time granularity the system is able
to measure is 3.125 ns (the toaxx counter) and overflows every 13.24 seconds. mitim time is higher orders
of the toaxx clock and has a granularity of 6.4 ms, which is confirmed by 2! « 3.125ns = 6.4ms. The MU
clock overflows every 232 x 6.4ms = 27487.79069s or 2%3 + 3.125ns = 27487.79069s which is about 7.6
hours. toaxx and mitim need to be combined to obtain the TOA measurement which is done using eq.
4.1.

=mitim*6.4+10"" + toaxx * 3. * 107 .
TOA jtim +6.4+107° 3.125% 1077 4.1)

When a pulse arrives, it is assigned a TOA depending on the shape of the preamble. For ADS-B
messages the preamble has four pulses, where the time between the pulses indicates to the GS that an
ADS-B message is received. The preamble for ADS-B is shown in Fig. 4.7. An ADS-B message has 4
pulses in the preamble and the TOA assigned is the average of all these four pulses, and stores this in
the toap4 column.

ADS-B mode S Packet

preamble 8.0 us Data, 56/112 us
1.0 0 1 0, 1 0
U T [T A=A
0051.0 35 45 80 9.0 10 R E A ‘ !

Time (us)

Figure 4.6: ADS-B preable and data (illustration from[6])

From the data shown in Fig. 4.5 the TOA measurements are computed, and the difference is taken
with respect to the first received TOA measurement. In Fig. 4.7 the result of this operation is shown. The
next step is to compute the TDOA clusters such that every TDOA measurement in a cluster originates
from the same ADS-B message.
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1 2 B 4 5 6 7 8 9
unix toaHIGH GS toaLOW adress DF time time_norm datetime
1 1.6698e... 1.2728e+09 13 1769158 '4848B32' 17 8.1456e... 0 30.11.2022 9:00:...
2 1.6698e... 1.2728e+09 11 1805001 '484B32' 17 8.1456e... 1.1201e-04 30.11.2022 9:00:...
B 1.6698e... 1.2728e+09 25 1810697 '484B32' 17 8.1456e... 1.2981e-04 30.11.2022 9:00:...
4 1.6698e... 1.2728e+09 22 1827035 '484B32' 17 8.1456e... 1.8087e-04 30.11.2022 9:00....
5] 1.6698e... 1.2728e+09 19 12904491 '484B32' 17 8.1459e... 0.3348 30.11.2022 9:00:...
6 1.6698e... 1.2728e+09 27 12920611 '484B32' 17 8.1459%e... 0.3348 30.11.2022 9:00:...
7 1.6698e... 1.2728e+09 14 12925905 '484B32' 17 8.1459%... 0.3348 30.11.2022 9:00....
8 1.6698e... 1.2728e+09 11 12961808 '484B32' 17 8.145%... 0.3350 30.11.2022 9:00....
9 1.6698e... 1.2728e+09 25 12967476 '484B32' 17 8.1459%... 0.3350 30.11.2022 9:00:...
10 1.6698e... 1.2728e+09 1 12979525'484B32' 17 8.1459%... 0.3350 30.11.2022 9:00....
11 1.6698e... 1.2728e+09 19 13675306 '484B32" 17 8.1460e... 0.4372 30.11.2022 9:00....
12 1.6698e... 1.2728e+09 27 13691422 '484B32' 17 8.1460e... 0.4372 30.11.2022 9:00:...
35585 1.6698e... 1.5253e+09 16 7145242'484B32' 17 9.7621e... 1.6165e+03 30.11.2022 9:26:...
35586 1.6698e... 1.5253e+09 30 7229358'484B32' 17 9.7621e... 1.6165e+03 30.11.2022 9:26:...
35587 1.6698e... 1.5253e+09 16  8783833'484B32' 17 9.7621e... 1.6165e+03 30.11.2022 9:26:...
35588 1.6698e... 1.5254e+09 16 4864345 '484B32' 17 9.7625e... 1.6169e+03 30.11.2022 9:26:...

Figure 4.7: SDNS data format after TOA extraction. The columns toaHIGH and toaLOW are combined to obtain the true TOA
column time.

4.2.2. Clustering Algorithm

TOA measurements need to be clustered such that all TOA measurement that are grouped originate
from the same ADS-B message. Unfortunately, there is no information the TOA measurement output
from which the clustering can be done automatically (i.e. some ADS-B message identifier). Thus in
pre-processing the data must be clustered. The proposed clustering algorithm is based on the fact that
there is a maximum time difference measurement for which measurements originate from the same
ADS-B transmission, and this maximum occurs when the distance difference between the two GSs
contributing to the measurement is the largest.

The largest distance difference between any two GSs needs to be obtained. Between any two GSs the
maximum distance difference happens when the target is located at one of the GSs, thus the maximum
distance difference is equal to the distance between the two GSs that are furthest apart. From Fig. 4.1 it
can be seen that the two GSs that are furthest apart are Haams and F2AH, and the distance between
them is 364 km. Due to the curvature of the earth the path between the GSs travels through the earth,
meaning this is not practically possible to obtain such a distance. Finding the theoretical maximum
difference that does not penetrate the earth is a more complex task, but this approximation has been
found to work adequately. For the upper bound to be reached Haams and F2AH need to both detect the
same ADS-B message which is highly unlikely.

It is found that the maximum time difference within a single TDOA cluster is TDOA4x = @ =
1.2ms. Next, to compute the clusters a Matlab script loops through received TDOA measurements
such as that in Fig. 4.7. It computes the difference between following TOA measurements and if the
difference between two consecutive TOA measurements is lower that 1.2ms they are clustered, if the
difference is larger than 1.2 ms the TOA measurement must be resulting from the next ADS-B message
and thus a new measurement cluster is created. This process is repeated for all TOA measurements.

4.2.3. ADS-B Data Pre-processing

ADS-B messages are standardized to assure data compatibility between all parties using ADS-B. EU-
ROCONTROL is a pan-European organization managing such standardization tasks. The all-purpose
structured EUROCONTROL surveillance information exchange (ASTERIX) defines the data format for
all surveillance related data exchanges. The ASTERIX data format helps ANSPs share information in an
automated and standardized manner, but it is also used by ANSPs for communications between all
its surveillance systems and ARTAS. ADS-B messages are standardized according to the Category 21
(CAT-21) [10] format. This documents describes the data fields and how is should be encoded. This
document therefore also illustrates the vulnerability of ADS-B because it effectively tells a spoofer how
to forge an ADS-B message. The reader is referred to chapter five of [10] to see all data that can be
transmitted using ADS-B.

From the CAT-21 messages received by SDNS the relevant data is selected,
¢ Position: Latitude, Longitude, FL
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* Velocity: Ground Speed, Climb Rate

Section 3.3.1 eq. 3.40 illustrates the pre-processing steps needed to compute the position and velocity
in the units needed by the filter, from the units the ADS-B message is received in. These are the only
pre-processing steps required for the ADS-B messages.

4.2.4. Time Extrapolation

It occurs that ADS-B messages received by SDNS contain no location. The GSs still received this
message, assigned a TOA and determined based on the preamble that is it in fact an ADS-B message.
The clustering algorithm thus can calculate a valid MLAT measurement based on this ADS-B message
with no location.

For LVNL such ADS-B messages with no location are of no use and deleted. Consequently, there
are more MLAT measurements than there are ADS-B messages at the output of the system. In this
case study the MLAT measurements resulting from ADS-B messages without location are still used
to improve the validation quality. The state estimate based on an ADS-B message without location is
extrapolated in time to the next ADS-B message with a location report. Using time extrapolation the
message can still be validated based on the location report of the next ADS-B message.

To illustrate the time extrapolation an ADS-B message without a location report is denoted with m,
and the next ADS-B message with a location report is denoted with n. The particle cloud based on the
MLAT measurement m is predicted from time T,, to time T, by eq. 4.2, where T = T,, — T,,.

LI nmoorT o 0][L]' [5 0 0]

I 0100 T 0|l 0 % o,

LI (0010 0 T||L A )

OUx 10 001 0 O Uy + T 0 (2) Zu(jy wNN(O/Gw) (42)
vy 0000 1 0o o T o@u

v, 00000 e, o o T

Due to the uncertainty in the prediction, the quality of the estimate decreases when compared to an
ADS-B message that includes a location report. The time between ADS-B messages with and without a
location report is usually not more than one second, (i.e. two consecutive messages) therefore the loss in
quality is limited. This proposed time extrapolation allows for the use of all ADS-B messages which
increases the quality of the validation algorithm. The increased quality results from the fact that more
messages are used. Off course this method only works if there are enough ADS-B messages that do
contain location, such that the time extrapolation uncertainty does not become to large.

4.3. Tuning

In the next chapter the result of the validation algorithm are presented. To obtain these results several
tuning parameters need to be set. In this section all tuning parameters are discussed and assigned a
value.
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Process noise Tuning ||

location variance o2 =72 o, =7 0% =42
velocity variance 02, =12 G%y =17 02, =05
p(xx, Hi) Tuning
location V,=220+10° V, =523+10° V, =21+10°
velocity V, =225+10°
Hypothesis Test Tuning Bayes Risk Minimax Neyman-Pearson
) 0.75
s 0.25
Coo 0 0
Cot 1 1
Cio 1 1
Cu 0 0
P fa 107°

Other tuning variables ||

Table 4.1: Tuning variables

Number of particles

Epsilon Robustness

N, =5%10* €=10.99
1 _10-308
7 =10
Proposal Density Grid ADS-B velocity variance

lx = [xasdb —1e3, ..., Xadsh + 163]

ly = []/asdb -1e3,..., Yadsb + 1e3]

measurement std

o, =107

Table 4.2: Tuning variables

02 =42

The proposal density grid size is a square around the ADS-B location of 2km wide.

Tuning p(xx, H1)

The area used is a rectangular approximation of the area where ADS-B and MLAT measurements
can be received. In Fig. 4.8 the approximation can be seen. It is an area 220 km wide and 523 km long.
The maximum receivable height is approximated with 16 km, but due to the curvature of the earth the
lowest point is 5 km below the land.! The expected range of velocities is based maximum expected
velocities in the area above the North Sea. Airplanes on cruising speed on average have an maximum

speed of 400 knots.

Where a height of zero corresponds to Schiphol Airport
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o Ground Stations
— Area Approximation

54°N

Latitude

52°N

Longitude

Figure 4.8: Overview of locations of ground stations in the SDNS system. Blue box indicates rough approximation of the area
where ADS-B can be received. Red dots are the GSs.



Results

In this chapter the results of the case study are presented. Firstly, the filter’s performance will be analyzed using
several real flights that have flown across the North Sea. In this analysis the state estimation quality is investigated
and the effect of parameters. Then in section 5.2 the results of the three investigated hypothesis tests on three
flights. In section 5.3 the entire algorithm is tested on spoofed ADS-B messages, and in section 5.4 the chapter is
concluded.

5.1. Filter Analysis

The performance analysis of the proposed filtering algorithm is done by analyzing three types of flights.
Firstly, an en-route flight that is flying at high altitude in a multiple sensor coverage is investigated.
Secondly an approaching flight at low altitude with limited sensor coverage is investigated. Thirdly,
an helicopter at low altitude is analyzed. All tracks are selected based on their ICAO address, but are
anonymized to flight A, B and C.

The ADS-B tracks used are compared to the ARTAS tracks to know if they are in fact not spoofed.
These tracks can be found in appendix A The ARTAS tracks are computed using all available surveillance
systems that detect the target. For flight A and B these are several primary and secondary surveillance
radars located around The Netherlands and even Belgium. For flight C at low altitude the only
surveillance source available in ARTAS is SDNS. SDNS only initiates a track using more than 3 GSs per
MLAT measurement, and the SIR filter initiates a track using at least 2 GSs per MLAT measurement.
Because the SIR filter can track the target before ARTAS can track the target.

o
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55°N o ' N Tao0f ‘ j —Flight A|
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B % 300 - | | | | ]
o 09:00 09:04 09:08 09:12 09:16  09:20
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° ® ° T 400 ‘ ‘
E ©®  © o :300 __— Flight B
T & £ 300 ]
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53°N o, / 09:56 09:58 10:00 10:02 10:04 10:06 10:08 10:10 10:12 10:14
i N Time (hour:min)  Nov 30, 2022
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(a) Geographic overview of flights used to investigate the performance
and results of the validation algorithm

(b) Altitude plot of flights used to investigate the performance and
results of the validation algorithm

Figure 5.1: Overview of flight A, B and C that are used for investigation of the performance of the validation algorithm.
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Flight A is a north-bound flight from Schiphol Airport. In this simple scenario the track is initiated
after the aircraft has reached FL300. At this altitude the ADS-B messages are received by a large amount
of GSs allowing for the best possible tracking of the target.

Flight B is chosen for analysis because it travels along the edges of the covered area which results in
a high number of ambiguous measurements. Dealing with ambiguous measurements was an important
aspect of the validation algorithm, this flight allows for investigation of this aspect.

Flight C is a helicopter that is traveling between an oil rig and Den Helder. Den Helder Airport is
the location from which the helicopters depart to travel between oil rigs located in the North Sea. This
type of flight is common in the North Sea at low altitudes. The goal of this analysis is to investigate
the performance of the validation algorithm on a helicopter because it has different flight dynamics
compared to an fixed wing aircraft, and secondly to investigate the performance at low altitude where
vertical dilution of precision can be a significant issue.

5.11. SIR Filter Analysis

In this section the performance of the SIR filter is discussed. The quality of the location and velocity
estimate is investigated including the Effective Sampling Size (ESS). In addition to discussing the output
of the SIR filter also the effect of the tuning variables is discussed, such as the used number of samples,
the process and measurement noise, and the impact the proposal distribution has on the performance
of the filter. The implemented SIR filter is also compared to a traditional SIR filter where the proposal
distribution is uniformly distributed.

Location

The SIR filter initiates a track using the received MLAT measurements of flight A, B and C. These tracks
are plotted in Fig. 5.2 along the with ADS-B track. The MLAT track determined by the SIR filter is the
mean estimate of the target. In general, the SIR filter is capable of dealing with a considerable amount
of ambiguous measurement. Fig 5.3 shows the amount of GSs per measurement for each flight using a
histogram. From here it can be observed that around half of the MLAT measurements in flight B are
ambiguous measurements. During the design phase is was expected that such amount of ambiguous
measurements will cause the SIR filter to fail as the result of the degeneracy or impoverishment problem.
This reasoning led to the suggestion of the MISS filter as possible solution. Results now show that the
filter is perfectly capable of tracking flight B.
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Figure 5.2: Overview of flight A, B and C. Axis of mini-figures are 1 km by 1 km.
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Figure 5.3: Histogram of GS distribution for each flight

The estimate of the altitude the filter provides of each flight is shown in Fig. 5.4. The estimate shown
is the weighed mean of the particle cloud, where the weights determined by the likelihood function are
used to compute this weighted mean. Both flights A and C need several measurements to accurately
compute the altitude of the target. At lower altitude the effect of Vertical Dilution of Precision has a
bigger effect on the estimate than at higher altitudes. Although the hypothesis test takes into account
the full statistics of the estimate, and in the figure only the weighted mean is shown, the figure indicates
that height estimation at lower altitude can be difficult.
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Figure 5.4: Height estimate and ADS-B altitude for flight A, B and C. The estimate is obtained by computing the weighted mean
of the particle cloud.

Velocity

In the validation algorithm both position and velocity are used to validate the ADS-B message. Fig. 5.5
shows the velocity estimate by the SIR filter. From flight B it can be seen that the ADS-B velocity lags
behind the actual velocity of the target. If this gap between the two gets too large, this can results in a
rejected ADS-B message by the hypothesis tests.

At the initialization of flight C the estimate overshoots the ADS-B velocity of the target by around 15
m/s. After this overshoot the SIR filter is able to correct for this overshoot which shows stability. Rapid
changes in velocity or location can cause the filter to diverge if the particle cloud is not diverse enough.
This result thus shows that the SIR filter is capable of handling these flight dynamics. Similar to the
location estimate, the SIR filter provides accurate velocity estimates of the targets, therefore the MISS
filter is not required for these three flight. To finally conclude if the MISS filter is not required the SIR
filter has to be applied to more flights to know with higher certainty that in fact the MISS filter is not
required.
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Figure 5.5: Velocity estimate and ADS-B altitude for flight A, B and C. The estimate is obtained by computing the weighted mean
of the particle cloud.

Effective Sampling Size

In the analysis the concept of Effective Sampling Size (ESS) is used [43]. The concept of effective
sampling size is used to assess the quality of a particle set and determine how well it represents the
posterior distribution. The effective sampling size provides an estimate of the number of informative
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samples in the particle set. A higher effective sampling size indicates that the particle set is more diverse
and representative of the posterior distribution. Conversely, a lower effective sampling size implies
that the particle cloud is dominated by a few samples with an extremely high weight, leading to a
poorer representation of the posterior. When the effective sampling size is close to the total number
of particles, it suggests that the weights are roughly uniform and each particle contributes equally to
the approximation. On the other hand, if the effective sampling size is close to one (lowest possible
value), the particle set is dominated by a few particles, indicating a degenerate set of particles. The ESS
is computes according to;

N,

1+ Var (wk’) oy

Nesr =

where wzi = p(xf{ | z1.4)/ q(x;{ | xj{il,zk) [43]. This expression is impossible to determine exactly,
therefore a estimate of N, is used in practice,

— 1

Nefr = BNV (5.2)
25 (wllc)

Fig. 5.6 shows the ESS for all three flights. All flights have a healthy diverse particle cloud for
the majority of the flight. Flights A and C have some drops is ESS which indicate a degenerate set of
particles, especially flight A. This result can indicate that in this region more particles are required
to represent the posterior density, or that the measurement contains errors. The filter is able to fully
recover from this drop in ESS, and the ESS is generally close to the total amount of particles, the results
do not indicate that more particles are required by the filter. These dips in ESS cannot be directly related
to a degraded quality estimate in location, but the velocity estimate of flight C can be seen to have an
increase in uncertainty around the same time that the ESS drops.
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Figure 5.6: Effective Sampling Size for flight A,B and C

5.1.2. Parameter Analysis

The performance of the SIR filter is greatly determined by several important parameters. In this section
the effect of the number of samples, the proposal density and the process noise is analyzed. This analysis
provides insights on the impact these parameters have on the output the filter produces.

Number of Samples

The number of particles used greatly impacts the performance of the filter. A high number of particles
leads to a better approximation of the state of the target. Using high amount of particles is not always
an option due to the limited computational time available per iteration. Therefore, in this section the
SIR filter is used to track flight B, with various amount of particles. In this analysis the ADS-B report is
assumed to be the ground truth to compute a root mean square error (RMSE) that allows for comparison
between the used amount of particles.

Fig. 5.7 shows the RMSE error for flight B between the location estimate by the filter and the ADS-B
track for various values of N;. From the figure it can be seen that Ny = 50 and N, = 100 have a significant
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RMSE which will likely result in the hypothesis tests to reject the ADS-B message. From Ny = 500 and
higher the RMSE is very similar. Using more samples thus does not lead to a meaningful improvement
in performance of the SIR filter.
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Figure 5.7: Flight B: RMSE of the SIR filter’s location estimate with different values of N5. The RMSE is computed with respect to
the reported ADS-B position.

Fig. 5.8 shows the RMSE error of the velocity estimate with respect to the reported ADS-B velocity
for different values of Ns. Fig. 5.7 has shown that using more samples than 500 does not lead to a
meaningful decrease in RMSE, the same is seen in the RMSE for the velocity estimate.
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Figure 5.8: Flight B: RMSE of the SIR filter’s velocity estimate for different values of Ns. The RMSE is computed with respect to
the reported ADS-B velocity

The initial value for the number of particles needed was guessed to be N; = 50000. A relative high
number was expected to be required because the filter has to be able to handle ambiguous measurements.
The ambiguous measurements require lots of particles to represent the posterior density with good
accuracy. These results show that a considerable less amounts of particles are needed to achieve the
same RMSE. Using N = 1000 results in the SIR filter achieving a good accuracy, and the low amount of
particles that the filter requires lowers the computational requirement of the filter. In on-line tracking
the drawback of the particle filter in general is the amount of particles requires which results in longer
computational time when compared to a Kalman or Extended Kalman filter. The choice for the proposal
density to sample directly from the measurements allows for the filter to work with such a low amount
of particles, without this initialization, the filter becomes unfeasible. The approach also results in a
high ESS after the resampling step and limits the impact of the degeneracy and sample impoverishment
problem.

The impact of the amount of particles used greatly effects the ESS. The ESS is optimal if it is equal to
the total amount of particles. In the case of N5 = 50, 100 the drops in relative ESS are larger compared to
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the other values shown in Fig. 5.9 which indicate a degenerate set of particles at that iteration, and that
this amount of samples is too low. In combination with RMSE from the location estimate is can be seen
that this degenerate set of particles goes hand in hand with the RMSE. Low ESS values occurs at the
same time a high RMSE is seen. After several minutes the filter’s ESS is more stable, which shows that
the filter has not lost the track.
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Figure 5.9: Flight B: Relative Effective Sampling size w.r.t total number of samples for different values for Ny,

The SIR filter is able to track the target properly using around 1000 particles. The ESS shows that
using more particles achieves no substantial increase in performance. The drops in ESS are present at all
values which indicates that the drops are the result of faulty or noisy measurements. More importantly,
is shows that a higher amount of samples does not mitigate the problem.

Proposal Distribution
The filter is initiated using the proposal density, this density samples directly from the first measurement.
This is achieved by using a search area from where the samples are drawn. If the measurement equation
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has a solution inside the search area samples are drawn. In case of in-flight spoofing, a scenario where
an airborne target alters is ADS-B location, it occurs that the spoofed ASD-B location is inside or outside
this search area. In the case that the measurement equation corresponding to the MLAT measurements
(from the spoofed ADS-B transmitter) provides no solution around the location of the received ADS-B
message, meaning that the transmitter of the spoofed ADS-B messages is outside the search area, no
samples are drawn and the filter concludes that the ADS-B message is spoofed. If it occurs that the
location of the transmitter that is transmitting the spoofed ADS-B messages is inside the search area, this
transmitter can be located whilst concluding that the ADS-B message is spoofed, then safety measures
can be taken to mitigate the spoofing. When the search area is large, the probability of finding the
location of the transmitter that is transmitting the spoofed ADS-B messages increases. From a spoofing
detection point of view it is thus preferable to have a large as possible search area. To sample from this
search area the particle density must remain equal to obtain the same performance.

In the previous subsection results were obtained by sampling around the ADS-B location using a
search grid of 2km X 2km, which translates to 2.5 * 10~ samples per square meter. The effect of the
proposal density is investigated by varying the number of samples per unit area. Fig. 5.10 shows the
RMSE with respect to the ADS-B location for varying sample densities. Here it can be seen that for
a large grid size the RMSE is large for the first sequence of measurements. After some iterations the
RMSE decreases and the filter accurately estimates the location of the target under test. The increased
grid size causes the filter to require more measurements to accurately estimate the location of the target,
but for the grid sizes shown in the figure, the SIR filter does not diverge.
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Figure 5.10: Flight B: RMSE of location estimate for various proposal grid densities

Fig. 5.11 shows realization of the proposal density for the different grid sizes that are analyzed in
Fig. 5.10. It can be seen that in Fig. 5.11a the search area is very large, but at the cost that the search area
is populated by less samples per unit area compared to Fig. 5.11b and 5.11c. It can also be seen that the
sampled hyperbola is constant in height, this introduces a disadvantage for the proposed sampling
method.
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Figure 5.11: Flight B: Three different proposal distribution sizes.

When a lower amount of samples per unit area is used the sampling method that draws samples
from the measurement fails. The hyperbolas representing the measurement space are sampled using a
linear mesh grid in the horizontal plane. If none of the coordinates in the grid intersect the hyperbolas
no samples can be drawn. In addition, the general shape of these hyperbolas is vertical and has very little
spread in the horizontal plane. Therefore, it occurs when the sampling density becomes too small no
samples can be drawn using this sampling method. Although, such a low sample density is detrimental
to the performance of the SIR filter which is not preferred and the disadvantage of the sampling method
is thus of limited impact.

Eventually it is expected that when the number of samples per unit area becomes too small the filter
will not converge on the true location of the target. This because the proposal density is not represented
by enough particles such that the degeneracy problem will not effect the state estimate. Similar to
previous results such as the location and velocity estimate, the SIR filter performs better than was
initially expected. A higher number of samples per unit area helps in the rate of convergence to the true
state of the target, but the SIR filter is still able to converge on the location using a low sample density.
(2.5+ 1078 samples / m?)

Comparison w.r.t to traditional SIR filter

The proposed SIR filter samples directly from the measurement at the first iteration, and it has been
shown that the filter is able to correctly track the target using around 500 samples, although more
samples are preferable for a stable filter. In the traditional SIR filter the proposal density is uniformly
distributed in some area where the target could be. Fig 5.12 shows the proposal density in such a filter
implementation. In this scenario 2000 particles are used and the ESS after one iteration is ESS = 1.003,
and the state estimate is wrong as seen in Fig. 5.12b. The traditional SIR filter thus completely fails for
this amount of particles.
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Figure 5.12: Flight B: First filter iteration where the proposal density is that of the traditional SIR filter, where the samples are
uniformly distributed across all possible target location.

Using an uniform proposal density around 1 million particles are required by the traditional SIR
filter to converge on a correct estimation of the location and velocity of the target. Then after the first
update the ESS is equal to 757.2. Using the proposed proposal density the filter can be initialized using
500 times less particles compared to the traditional SIR filter, and simultaneously achieve a higher ESS
after the initial update. When 2000 samples are used ESS = 1999.601, which should be very close the
the total amount off samples because the weights are assigned using the same MLAT measurement
from which the samples are drawn.

Process Noise

In the SIR filter the process noise must be defined. This process noise quantifies the expected uncertainty
in the prediction the filter does at every iteration. In Fig. 5.13 and Fig. 5.14 several process noise
configurations the RMSE is shown. This RMSE is computed with respect to the ADS-B track. Tab. 5.1
shows the used noise settings. The figures show that for a large range of noise values the SIR filter
converges and in configuration 3 and 4 problems arise. Configuration 3 has a high RMSE at the start of
the track but eventually converges, configuration 4 diverges entirely. These results show that when the
standard deviation of the process noise becomes too large the filter becomes unstable and can diverge.
Noise settings below those of configuration 2 achieve good performance and good stability.
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Figure 5.13: Flight B: RMSE error with respect to the ADS-B location for different process noise configurations. Configuration is

shown in Tab. 5.1.

The impact of the process noise is less in flight C than in flight B. In flight C the SIR filter manages
to converge but configuration 4 does have a significant RMSE during the start-up phase. The main
difference between the two flight is that flight B is a fixed-wing aircraft, and flight C a helicopter. Large
process noise allows the filter to be better at tracking targets who execute more rapid turns and velocity
changes.
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Figure 5.14: Flight C: RMSE error with respect to the ADS-B location for different process noise configurations. Configuration is
shown in Tab. 5.1.

Configuration 1 X y z
std. position 200 200 100
std. velocity 100 100 50

Configuration 2
std. position 400 400 300
std. velocity 300 300 200

Configuration 3
std. position 600 600 500
std. velocity 500 500 400

Configuration 4
std. position 800 800 700
std. velocity 700 700 600

Table 5.1: Process noise configuration for the results shown in Fig. 5.10.

In the process model used in the SIR filter the acceleration of the target is modeled as additive noise.
Therefore the standard deviation is equal to the acceleration by the target. The investigated values
thus represent acceleration values target experiences. In configuration 1 the target already experiences
G-forces around 20G. Such values are extremely high and not realizable by any target. The SIR filter is
thus capable of tracking targets that experience a acceleration up to around 600 /s. Such targets are
never tracked in real life but illustrate the capabilities of the filter.

5.2. Hypothesis Test Analysis

In this section the results of the three proposed hypothesis tests are analyzed. In addition to this the
Gaussian assumption made in the Neyman-Pearson and Minimax test is investigated, impact of the false
alarm rate is investigated and the impact of the assigned cost in the MBR and Minimax hypothesis test.

5.2.1. Gaussian Assumption

In the Minimax and Neyman-Pearson hypothesis test the output of the particle filter is assumed to
be Gaussian distributed to compute the threshold. If the assumption is accurate the tests achieves
the intended performance. Fig. 5.15a and Fig. 5.15b shows the distribution of each dimension of the
state vector at k = 1,1000 for flight A. At the first iteration a single measurement is used to update the
proposal density. This measurement contains four GSs and thus is not ambiguous in location. From Fig.
5.15a it can be seen that the densities are not smooth estimates, but are somewhat close to a Gaussian
distribution. Eventually, as shown in Fig. 5.15b at the 1000th iteration all dimensions of the state vector
have a shape that resembles Gaussian distribution. The assumption thus becomes increasingly accurate
after several iterations by the filter.
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Figure 5.15: Flight B: Particle distribution for iteration 1 and 1000. After a considerable amount of iterations the distribution of the
particle cloud seem to be Gaussian distributed.

At the initialization of flight A there are only MLAT measurement with more than four GSs per
MLAT measurement. To investigate the Gaussian approximation under ambiguous measurements,
the algorithm is initialized on a section of flight A that only contains ambiguous measurements. The
first iteration of flight A* can be seen in Fig. 5.16a. In this figure the distribution is close to a uniform
distribution, apart from the velocity, which is obtained from the ADS-B message itself. After several
iterations as seen in Fig. 5.16b, the distribution concentrates, but there is still a large uncertainty when
compared to the an estimate with a non-ambiguous measurement.
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Figure 5.16: Flight A™: Particle distribution for filter iteration 1 and 20.
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The Gaussian assumption on the posterior density is an accurate assumption if some of the
measurements are not ambiguous. When ambiguous measurements follow directly after non-ambiguous
measurements, the filter is able to hold on to the Gaussian distribution. In all three analyzed flights there
is always some non-ambiguous measurement thus the probability of only ambiguous measurements for
an extended period of time has a very low probability. If this is not the case the densities are close to the
densities seen in Fig. 5.16b.

5.2.2. Flight A

Fig 5.17 shows the result of the MBR hypothesis test, Fig. 5.18 the results of the Neyman-Pearson test
and Fig. 5.19 the results of the Minimax hypothesis test. All hypothesis tests have determined that all
ADS-B messages received are not spoofed, as is the case.
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Figure 5.17: Result of the Minimum Bayes Risk for flight A. The ADS-B message is plotted in green if the message is validated by
the corresponding hypothesis test, and red if the message is considered to be spoofed.
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Figure 5.18: Result of Neyman-Pearson for flight A. The ADS-B message is plotted in green if the message is validated by the
corresponding hypothesis test, and red if the message is considered to be spoofed.
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Figure 5.19: Result of Minimax for flight A. The ADS-B message is plotted in green if the message is validated by the
corresponding hypothesis test, and red if the message is considered to be spoofed.

Hypothesis Test

Fig. 5.20a plots the threshold values for all three hypothesis tests over all measurements. The Neyman-
Pearson and Minimax threshold have the same general shape, because in both hypothesis tests the
threshold’s only dynamic variable is the covariance matrix S. From Fig. 5.20a one can also clearly
observe the impact that different assumptions on the data or statistics have on the final threshold value.
Based on the implemented value of Pf, = 107¢, the Neyman-Pearson test results in a significantly higher
threshold value than the Minimax’s threshold. The MBR threshold is constant for all iterations as
expected. In a spoofing scenario, the hypothesis test that has the highest threshold value will be the
first one to detect spoofing. Therefore the Neyman-Pearson test has the highest spoofing detection
sensitivity.

A strong correlation between the threshold value for the Neyman-Pearson and Minimax test can be
seen when it is compared to the value of the likelihood ratio. When the likelihood ratio drops, both
threshold values also drop. Both are direct result of a increasing uncertainty in the estimate made
by the particle filter. As the uncertainty in the estimate grows, the covariance matrix S describing
the uncertainty in p(x, Hp) also grows. Thus the likelihood and the threshold values simultaneously drop.

Fig. 5.20b plots the values computed by the LRT. In the starting phase of the filter the LRT quickly
climbs to around 103, indicating a very high certainty in the no-spoofing scenario. Eventually the LR
value decreases, around the same time the amount of GSs that contribute to the MLAT measurements
also drops.
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Figure 5.20: Flight A: Threshold values and Likelihood Ratio

Fig. 5.21 shows the distribution of the amount of GSs per MLAT measurement in time. Each dot
represents the amount of GSs that contribute to the measurement at that time index. When the ADS-B
messages are detected by less GSs, the LRT drops because when the measurements is ambiguous in
location, the uncertainty of the state estimate grows. This drop is only observed when the number of
GSs drops below four, because then the measurements are ambiguous. The lowest values of the LRT are
still well above the threshold determined by all the three hypothesis tests. Therefore this amount of
ambiguous measurements has no meaningful impact on the validation performance.
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Figure 5.21: Flight A: Number of ground station per MLAT measurement

5.2.3. Flight B

Fig. 5.22, Fig. 5.23 and Fig. 5.24 show the result of the MBR, Neyman-pearson and the Minimax
hypothesis tests respectively. Similar to the results of flight A, the ADS-B plot is green if validated, red if
spoofed. Again all hypothesis tests classify the messages as valid. The effect of VDOP at this altitude,
and a higher amount of ambiguous measurements has no effect on the output of the validation algorithm.
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Figure 5.22: Result of Minimum Bayes Risk for flight B. The ADS-B message is plotted in green if the message is validated by the
corresponding hypothesis test, and red if the message is considered to be spoofed.
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Figure 5.23: Result of Neyman-Pearson for flight B. The ADS-B message is plotted in green if the message is validated by the
corresponding hypothesis test, and red if the message is considered to be spoofed.
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Figure 5.24: Result of Minimax for flight B: The ADS-B message is plotted in green if the message is validated by the
corresponding hypothesis test, and red if the message is considered to be spoofed.

Hypothesis Test

The limited amount of GSs in this scenario has no effect on the output of the validation algorithm. Fig.
5.25b plots the values computed by the LRT. In the initialization phase of the filter the LR quickly climbs
to around 10'? indicating a very high certainty in the no-spoofing scenario. Eventually the LR starts to
drop around the time the aircraft start to descend.
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Figure 5.25: Flight B: Threshold values and Likelihood Ratio

Fig. 5.26 shows the number of GSs per measurement through time. It can be observed that the value
for the LR very roughly correlates with the amount of GSs that contributes to each MLAT measurement.
Around 10:06 there is a drop in the number of GSs per measurement, and around the same time the LRT
lowers. The same effect can be observed around 10:13 where a rise in number of GSs per measurement
occurs at the same time that the LR increases.
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Figure 5.26: Flight B: Number of ground station per MLAT measurement

5.2.4. Flight C

For flight C not all ADS-B messages are validated, although by a small amount. The Neyman-Pearson test
has validated 95.27% of all messages, the MBR 96.04%, and the Minimax test 97.07%. The performance
of the algorithm decreases at low altitude. Fig 5.27, Fig. 5.28 and Fig. 5.29 show that the all three
hypothesis tests reject the first sequence of measurements. In this period the filter is starting and its
needs several measurements to accurately determine the state of the target. After this period MBR and
Neyman-Pearson reject a sequence of ADS-B messages around 11:17.

In flight C it occurs that not only the filter incorrectly estimates the state of the target, but also
the ADS-B location contains errors. These errors occur when the target flies at FL26, here individual
messages are out of line with the general track. All three hypothesis test include the statistical properties
of the ADS-B distribution and the estimated distribution by the filter, thus the tests are still able to
validate the noisy location reports. Depending on the severity of the error ADS-B makes, it can still
occur that the three detectors can conclude that the message is spoofed.

o
55°N ° 301
25r
o
[
° -] =20
o 54°N ’ ¥ E
® @ - e
é i s Lo c w157
5] o\ o L y
- & ; y
53N |4 e ' 2107
/ o [e r =)
- [0
) Lf < 57
o o Ground Stations
52°N || 100 km =5 Validated measurement 0 / Validated measurement
50 mi » : reledeq measurement - rejected measurement
. W B
2°E 4°E 6°E 8°E 11:08  11:12  11:16  11:220  11:24  11:28
Longitude time (hour:min)  Nov 30, 2022

(a) Flight C: Validation Result Minimum Bayes Risk: 96.0375% of  (b) Flight C: Height Plot, Validation Result MBR: 96.0375% of messages
messages validated validated

Figure 5.27: Result of Minimum Bayes Risk for flight C : The ADS-B message is plotted in green if the message is validated by the
corresponding hypothesis test, and red if the message is considered to be spoofed.
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Figure 5.28: Result of Neyman-Pearson for flight C The ADS-B message is plotted in green if the message is validated by the
corresponding hypothesis test, and red if the message is considered to be spoofed.
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Figure 5.29: Result of Minimax for flight C The ADS-B message is plotted in green if the message is validated by the
corresponding hypothesis test, and red if the message is considered to be spoofed.

Hypothesis Test

Fig. 5.30b shows that in the initialization phase of the filter the likelihood ratio climbs to around 10'2.
It needs around half a minute to achieve this, which, meanwhile, results in ADS-B messages being
determined as spoofed. At 10:17 there is a clear drop in likelihood resulting in messages begin labeled
as spoofed.
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Flight C: Threshold values per MLAT measurement
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Figure 5.30: Flight C: Threshold values and Likelihood Ratio

11:28

Fig. 5.31 shows the distribution of a message that is considered to be spoofed by all three hypothesis
tests at 11:17. From the figure can be seen that the x location , y location and velocity is correctly
estimated by the SIR filter, but the z location is off by around 1.2 kilometer. That only the height of the
target is incorrectly estimated clearly indicates that at this altitude the effect of VDOP is the cause of the

failed validation.
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Figure 5.31: Flight C: Distribution of a rejected ADS-B message at 11:17:09 Note: a negative height in this coordinate system
means is it below the horizon at Schiphol Airport.

Fig. 5.32 shows the amount of GSs per MLAT measurements in time. Around 11:17 some ADS-B
messages are rejected. Previous results show that the likelihood drops when the number of GSs per
measurement decreases. In this scenario such effect cannot be seen. In Fig. 5.32 there is no clear drop
in GSs per measurement around 11:17 the ADS-B messages are rejected. The cause of the drop in
likelihood ratio is due to VDOP as is illustrated by Fig 5.31.
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Figure 5.32: Flight C: Number of ground station per MLAT measurement

5.2.5. Parameter Analysis
In all hypothesis test there is some assumptions made on the data or statistics. In this subsection the
impact of these variables is analyzed for each hypothesis test.

Neyman-Pearson False Alarm Rate

In the Neyman-Pearson test the threshold is obtained by a pre-selected value for the false alarm rate. As
this value is some preferred value, the impact of several values for Pf, are investigated and shown in Fig.
5.33 for flight B. The realized values obtained for the false alarm rate are not equal to the theoretically
expected values. This is the result of numerous assumptions and approximations made in the design of
the filter. The most obvious explanation for the false alarm rate not to be achieved is because this false
alarm rate depends on the Gaussian assumption on the output of the SIR filter. The posterior density
must be perfectly Gaussian distributed in all 4 dimensions of the state vector to achieve the intended
false alarm rate. Although it has been shown that this assumption in general is a relatively good fit, is it
not good enough to actually achieve the intended false alarm rate.
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Figure 5.33: Flight B: Validation results for different values for Py,.

Prior Probability for Minimum Bayes Risk

In the Minimum Bayes Risk hypothesis test a value for ¢ is determined. In Fig. 5.34 flight B is validated
several values for mp. The threshold is computed by 7 = (1 — 71p) /70, because of this the values for 7 for
the different values of 7y are relatively close together, and the results of the validation are quite similar,
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compared to the values computed by the LRT. The difference in the result can be explained by the fact
that the particle filter is a Sequential Monte Carlo estimation method. This allows for the possibility that
each iteration of the filter provides a different realization of the state estimate. Because the threshold
of the MBR hypothesis test remains relatively constant the output can be influenced by the stochastic
element in the particle filter. This causes the validation result to be different for the analyzed values of 7.

From the results there appears no best value for mp, because all values analyzed provide on average
the same result. The MBR provides similar performance to the Neyman-Pearson test with a Pf,equal to

107, the MBR is then preferable due to its simplicity.
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Figure 5.34: Flight B: Validation results for different values for 7tg. Left y column represents the set value for 77p and the right
hand column the percentage of validated measurements in the sequence.

Cost Tuning for Minimax

Fig. 5.35 and 5.36 show the threshold values for the Minimax hypothesis test for flights B and C, for
three different cost configurations. In blue the cost are set equal to one another, namely C10 = C01 =1,
where C10 is the cost for a missed detection, and CO1 the cost for a false alarm. When C10 = C01 =1,
the threshold values are very similar to the values where the cost for a false alarm is equal to C10 = 10°.
When the cost for a missed detection is high, the corresponding threshold increases as shown in yellow
in Fig. 5.35 and 5.36, as a higher threshold leads to more detections it also leads to less missed detections.
Conversely, a high cost for the false alarm probability should result in less false alarm, which is achieved
by a low threshold.
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Figure 5.36: Flight C: C10 is equal to the cost of a missed detection, C01 is equal to the cost of a false alarm. High cost for a missed
detection lead to a high threshold. A high cost for a false alarm leads to a threshold that is very similar to equal costs.

5.3. Spoofing Analysis

In this section the performance of the algorithm is investigated when spoofed ADS-B messages are
received. Due to the nature of spoofing there are numerous different spoofing scenarios possible. In
this thesis, spoofing is categorized into two types, static and dynamic spoofing. In static spoofing the
location from where the spoofed ADS-B messages are transmitted does not change, in dynamic spoofing
the location does change.

In static spoofing the target that is transmitting the faked ADS-B messages is not moving. If the
ADS-B message is received by more than one GSs the algorithm can be initialized and the messages
can be validated. As static spoofing will most likely only occur by targets that are not airborne the
probability that a track can be initiated is very low. From a validation point of view there is no difference
if the target is moving or not. Therefore, only dynamic spoofing scenarios are investigated.

In dynamic spoofing the target that is transmitting the spoofed messages is moving. If the messages
are received by sufficient GSs, a track can be computed and the difference in location and velocity
can be compared by the hypothesis tests. In this section two different dynamic spoofing scenarios are
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investigated based on flights B and C. In the first investigated spoofing scenario an airborne target
alters its ADS-B location from beginning to the end of the flight, such that is has a certain offset in the
horizontal plane or vertical plane (or both). The spoofed trajectory is thus a parallel track with respect
to the real airborne target. The second spoofing scenario is also a dynamic spoofing scenario, but the
ADS-B location is altered in-flight. Thus after a certain amount of time, the track of the real target and
the ADS-B track diverge from one another. In this scenario it is possible to observe how long it takes for

the algorithm to detect this type of spoofing.

5.3.1. Flight B

Horizontal Spoofing
In this spoofing scenario the ADS-B track of flight B is spoofed using a horizontal offset in location

as seen in Fig. 5.37b. Fig. 5.37a shows the results of the each hypothesis test on these spoofed tracks.

Around a offset of 1250m to 1500m there is a turnover point where the messages are no longer validated,
but considered to be spoofed. At distances larger than 2000m all three hypothesis test conclude that
all ADS-B messages are spoofed. The Minimax requires a larger offset to determine the messages as
spoofed. This results from a lower threshold value that is set in this hypothesis test. Results show that
when one wants to obtain the highest spoofing detection the Neyman-Pearson hypothesis test is the best
option. Although, this comes at the cost of a high false alarm rate in a no-spoofing scenario.
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Figure 5.37: Flight B: Section of the ADS-B track including spoofed ADS-B trajectories

Vertical Spoofing
In Fig. 5.38b the spoofing scenario is shown where only the height of the ADS-B track is altered.

At initialization of the SIR filter considerable amounts of measurements are required to accurately
determine that the track is spoofed. When the offset is larger it requires less measurements. The results

show that the hypothesis tests are better in detecting spoofing in the vertical plane than in the horizontal
plane. This is the result of several factors. It depends on the associated ADS-B uncertainty in height,

which is smaller compared to the horizontal uncertainty. Furthermore, it also depends on the quality of
the state estimate, which depends completely on the quality of the measurements the filter receives.
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Figure 5.38: Flight B: Vertical spoofing scenario

Horizontal and Vertical Spoofing

Fig. 5.39 shows the result of the algorithm when spoofed messages are offset both vertically and
horizontally. The spoofed messages are detected earlier as the distance between the target and the
spoofed ADS-B location is bigger.
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Figure 5.39: Flight B: Spoofed ADS-B Track. Offset indicates that the spoofed messages are off by the indicated amount in the
horizontal and vertical plane.

In-flight Spoofing

The second dynamic spoofing scenario investigated is the in-flight spoofing scenario. In the scenario
shown in Fig. 5.40, at time 10:03:25 the target starts to descent but the ADS-B reports that the altitude
still is FL370. The time is takes for the hypothesis tests to detect the spoofed messages can be seen in Fig.
5.40a. Here, as expected the Neyman-Pearson test is the first test to detect the spoofed messages, after 1
minute the test concludes the messages to be spoofed. The MBR and Minimax need 1 minute and 10
seconds, and 1 minute and 20 seconds respectively.
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Figure 5.40: Flight B: Vertical In-flight spoofing scenario.

In the horizontal in-flight spoofing scenario the results are similar to the results in the vertical
in-flight spoofing scenario, as seen in Fig. 5.41. In this scenario the longitude is spoofed such that the
ADS-B deviates from the real track the target flies along.
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Figure 5.41: Flight B:Horizontal In-flight spoofing scenario

Results have shown that in case of in-flight spoofing the validation algorithm is capable to detect the
spoofed message when the distance between the real target and spoofed location is sufficient. Section
5.3 has shown that the distance between the target and ADS-B location must be about 1000 to 1200
meters depending on the test used for the ADS-B message to be rejected. It does take around 1 minute
to detect this difference based on the simulated spoofing scenarios. In practice, the time it takes for
spoofing to be detected depends largely of the speed by which the target and the spoofed location
diverge, and the quality of the location estimate provides by the SIR filter.

5.3.2. Flight C

Fig. 5.42 and 5.43 show the results for the horizontal spoofing scenario in flight C. The scenarios are
the same spoofing scenarios as for flight B, and again the results are quite similar. In the vertical plane
all three hypothesis test are able to detect the spoofed messages faster than in the horizontal plane.
Compared to flight B the validation algorithm obtains similar performance. In vertical spoofing flight B
performs better than flight C.
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Figure 5.43: Flight C: Vertical spoofing scenario

5.4. Conclusion

The analysis of the SIR filter, hypothesis test and the investigated spoofing scenarios have provided
several insights of the validation algorithm.

SIR Filter

The SIR filter has proven to be capable of proper state estimation in the analyzed cases, provided to
proposed initialization method is used. These cases represent the common targets in the airspace and
the issues associated with them. By using proposal density, that samples from the measurement, the
filter can use significantly less particles compared to the traditional SIR filter where the proposal density
is uniformly distributed across a large area. It achieves this performance whilst having a better ESS in
the first measurement update.

* Location: The location estimate provided by the filter is accurate. In the horizontal plane the
accuracy is higher than in the vertical plane. This difference in quality is an intrinsic property of
multilateration based localization. At lower altitudes VDOP impacts the performance of the state
estimation as is seen in flight C. At such low altitude the quality of the height estimate decreases
or the estimate can even be wrong.

* Velocity: The ADS-B velocity can lag behind with respect to the SIR filter’s velocity estimate
because the ADS-B velocity is not updated every measurement, and the velocity estimate by the
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SIR filter is updated every measurement. If the delta between the velocity gets too large, the
validation will fail. In flight C the track is initiated at take-off of the target. In this flight the
estimated velocity overshoots the ADS-B velocity. After several iterations of the filter, the filter
corrects this overshoot, showing the filter is able to track such dynamics.

Impact of GS: The impact of less GSs resulting in ambiguous measurements is observable by the
value of the LRT, but it does not cause a degenerate set of particles, and the SIR filter does not
diverge.

Effective Sampling Size: ESS has shown the particle cloud does not suffer from the degeneracy
problem or the sample impoverishment problem. During some iterations the ESS drops very low
which indicates that the samples are a poor representation of the posterior distribution, but in all
the flights the ESS recovers during next couple measurements. This shows that the drop in ESS is
the result of faulty or noisy measurements.

Number of Samples: Analysis of the number of samples required by the filter has shown that
when more than 1000 particles are used there is not a significant increase in performance. The
ESS shows than when less than 1000 particles are used the degeneracy problem occurs. When
the number of samples required by the proposed SIR filter is compared to a traditional SIR filter,
significantly less samples are required.

Proposal Distribution: A low particle density per unit area introduces a large error in the state
estimate in the first couple iterations of the filter. The rate of convergence of the filter is determined
by the amount of samples per unit area.

Process Noise: Investigation of several values for the process noise have shown that the filter
converges for very high values, but becomes more unstable. For noise configuration 4 shown in
Tab 5.1 the filter converges in flight B. Such values are thus not preferable.

Hypothesis Tests

General performance of all three investigated hypothesis test is good. Results show that there is no
preferable test, but also that no test performs significantly worse than the other two. Because of this
result the MBR can be preferable due to its simplicity, and it is less computationally intense.

Flight A: Flight A is a very common type of flight in the airspace. All the hypothesis test correcly
conclude that all messages are validated.

Flight B: From flight B it can be concluded that the hypothesis tests are able to validate the
messages if the state of the target is determined by a large amount of ambiguous measurements.
Flight C: The helicopter flight has shown that validation can work below FL5 if the filter is given
enough measurements to converge on the state of the target. Before this moment the quality of the
estimate is not good enough for validation

Gaussian Assumption for Neyman-Pearson and Minimax: The Gaussian assumption used in
computing the threshold values for the Neyman-Pearson and Minimax hypothesis test is generally
a good approximation

Neyman-Pearson False Alarm Probability: The analyzed probability of false alarms do not show
a clear preferable false alarm probability, but if high spoofing sensitivity is desired, a higher Py, is
advantageous. Analysis of the Neyman-Pearson hypothesis test has shown that the desired false
alarm rate is not achieved in a single flight.

Minimum Bayes Risk Prior Probability: The analysis of different prior probabilities in the MBR
has shown that the different values have a limited effect on the performance of the algorithm. Any
value between 0.01 and 0.99 achieves equal performance. Costs can be assigned for in the MBR to
achieve a desired output. Very high cost values must be set such that is has a meaningful impact
on the output of the hypothesis test.

Minimax Costs: A high cost for the false alarm rate results in a relatively high threshold, a high
cost for a missed detection does not result in a observable difference compared to equal costs. The
assigned values to the cost must be of a high order to account for the extremely wide probability
distribution of the spoofing-scenario.
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Spoofing Analysis

Performance analysis of several spoofing scenarios has provided good results. On average ADS-B
messages are validated if the target is roughly 1000 to 2000 meters away from the estimated ADS-B
location, provided the velocity of both targets match. This difference in distance depends largely on the
hypothesis test in question. All three hypothesis test perform as expected, and there does not appear a
clear preferred option for the LVNL.

* Static Spoofing: Static spoofing scenarios can be detected using the same approach as dynamic
spoofing. The filter must initialize a track on the received messages and the result of the validation
logarithm follows.

¢ Dynamic Horizontal Spoofing: An airborne target that alters its ADS-B location such that is
creates a parallel track can be detected when the distance is around 1250 to 1500 meters. The
Neyman-Pearson hypothesis test will detect the spoofed messages first, next the MBR and finally
the Minimax hypothesis test. These results are expected as they appear in order from the highest
threshold to the lowest threshold. The horizontal separation minima used by LVNL is 5NM
(9260m), this thus falls well within the save region. On approach, the separation minima drops
down to 3NM (5556m), which also falls within the save region. Spoofed messages can thus be
detected prior the the separation minima being breached.

* Dynamic Vertical Spoofing: In vertical spoofing scenarios where an airborne target alters its
height only, the distance at which the hypothesis test decide the messages to be spoofed is more
gradual, and not a clear cut-off point as is the case of horizontal spoofing. Eventually, if the SIR
filter is given enough measurements flight B has shown that messages that are 750 meters away
from the real targets can be detected. The time it takes for the hypothesis test to conclude the
messages are spoofed is around 6 minutes. During this 6 minutes the spoofed target can only
move its height plus or minus 750 meters to remain undetected, and thus the impact of spoofing is
thus limited to this region. Vertically the minimum separation norms used by LVNL are 1000 ft
(304m). The vertical spoofing detection thus does not fall within this safety regions which can
cause possible dangerous situations.

¢ In-flight Spoofing: In this spoofing scenario the detection performance entirely depends on the
rate which the targets location and the spoofed ADS-B location deviate from one another. Similar
in vertical spoofing and horizontal spoofing, when distance becomes to large or the velocity is
wrong, the hypothesis tests determine the ADS-B messages to be spoofed.

¢ Detection at low altitudes: Flight C has shown that the results from the hypothesis test suffer
from the degraded state estimation by the SIR filter. Atlower altitudes it is harder to detect vertical
spoofing, horizontal spoofing performance remains comparable. Below FL5 (SDNS only provides
coverage above FL5) the system is able to validate messages of the filter if given enough time to
converge on the correct location, but in a spoofing scenario the uncertainty in the state estimate is
not sufficient to consider the messages spoofed.



Conclusion

In the final chapter of this thesis the conclusions are presented. Section 6.1 gives the general conclusions to the
performed work and results of the case study. Section 6.2 states several recommendations regarding the results and
possible implementation of the algorithm at LVNL. Section 6.3 gives several aspects of the algorithm that can be
explored in further work.

6.1. Conclusion

The advantages of ADS-B are promising, it enables enhanced situational awareness because ADS-B
provides accurate information about the position, speed, altitude, and heading for ATC and nearby
aircraft who have ADS-B-in capabilities, while requiring only a single receiver, possibly eliminating the
traditional SSR. The situation arises that cyber vulnerability limits the full implementation of ADS-B
at LVNL, simple mitigating measures have been taken but these are not sufficient for a wide-scale
implementation. ADS-B spoofing is possible due to the lack of authentication and encryption in the
ADS-B protocol. In this thesis a validation algorithm capable of validating the location reported inside
ADS-B messages is designed. To achieve this three approaches where investigated.

* Encryption: Encryption adds complexity to the system and may require significant changes
to ground-based receivers and other infrastructure. Encryption also introduces additional
costs and technical complexities to the ADS-B system. It would require the deployment of
encryption mechanisms across a vast number of aircraft and ground stations. This would involve
significant investments and potentially impact the affordability and widespread adoption of
ADS-B technology.

* Machine Learning: A ML approach can be taken where a model is trained using real data and
spoofed data, such that it can detect spoofed messages. But the ML decision-making process is not
easily interpretable or explainable. This lack of transparency can make it challenging to understand
why certain ADS-B messages where validated or not, which is a concern in safety-critical domains
like aviation. ML models often require significant computational resources for training and
inference. Scaling the model to handle large volumes of ADS-B data in real-time is computationally
demanding. Additionally, as new versions of ADS-B are introduced the used model may require
frequent retraining or to maintain accurate validation performance.

* Measurement Based: The final method investigated makes use of measurements of the target
that is transmitting ADS-B messages. PSR, SSR and multilateration are investigated among other
methods. Multilateration has been found to be the best option as ADS-B messages can be validated
using only two (i.e. ambiguous in location) or more GSs per measurement. This method can
validate the ADS-B messages before a multilateration system can even track the target. Validation
can thus be done before the location of the target is determined independently. The ADS-B location
report can then already be used by ATC and the coverage of the multilateration system is increased
from the area where four GSs receive a message, to the area there two GSs receive a message.

Comparison of the three proposed validation methods has found that multilateration based location
validation as the best solution. Therefore a filter that can track an ADS-B target based on multilateration
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measurements is designed, such that the origin of the ADS-B messages can be validated.

Due to the non-linearity of the multilateration measurement equation, and the added capability of
handing ambiguous measurements, a particle filter design is proposed. Classical PF issues as the degen-
eracy problem and sample impoverishment problem where mitigated by using a novel sampling method
that samples directly from the measurement at the initialization of the SIR filter. Without this novel
method a traditional SIR filter (where the proposal density is uniformly distributed) requires roughly a
million particles to converge on the location of the target. Below this amount of particles the traditional
SIR filter fails. The proposed SIR filter can converge on the location of the target using only 1000 particles.

A likelihood ratio test is used to determine if the ADS-B message is spoofed. Determining a threshold
value can be somewhat trivial, therefore, three different tests are explored to find which one is best suited.
The implemented tests are, the Minimum Bayes Risk, the Neyman-Pearson and the Minimax Hypothesis
test. Results have found that each test is capable of correct ADS-B validation. The Neyman-Pearson
has the highest threshold generally, followed by the MBR and the Minimax. Determining which test is
preferred is left to LVNL's operational experts on ADS-B implementation. From a technical point of view
no preferred option arises. For spoofed ADS-B messages the hypothesis test can detect the spoofing if
the distance between the transmitter that is transmitting the spoofed message and the location inside
the spoofed message is roughly 1000 to 2000 meters, depending on the altitude and hypothesis test used.
Horizontally this falls within LVNL's separation minima, vertically this falls outside the separation
minima.

Publication FUSION2024
The results of the implemented SIR filter including the sampling method that samples from the
measurement is written up as a draft paper with the intention to submit at the ISIF FUSION2024 congress.

6.2. Recommendations

¢ Implementation at LVNL: For the algorithm to work operationally the surveillance department at
LVNL must decide on how to implement the validation tool. Decisions must be made on who will
develop the tool for final use, who will be responsible for operational use, and what will be the
associated procedures for handling of spoofed ADS-B messages. For now, the algorithm can be
used as a standalone tool to analyze incidents regarding ADS-B that occur in the airspace covered
by SDNS. To perform such analyses several pre-processing step must be done before the algorithm
can be used. These steps require time and are not automated, these processes can be standardized
in some way such that the validation tool is easy to use by LVNL.

* Tuning of filter parameters: The empirically tuned variables can be tuned differently by LVNL
such that the desired performance or stability is obtained. This task can be done by discussing the
desires and wishes of the colleagues who work at the operational side of LVNL.

* Generic Validation: The implemented hypothesis test used in the algorithm can also be used to
validate ADS-B messages based on the track ARTAS provides. Using this approach all surveillance
sensors that track and receive ADS-B targets can be used for validation.

¢ Spoofing Hypothesis Tuning: The probability distribution describing a spoofed target is a uniform
distribution with the size of the area where ADS-B messages can be received. Currently, this area
is approximated using a rectangular approximation. This approximation can be improved such
that the quality of the LRT also improves.

* ADS-B message to MLAT measurement link: In the case study, and thus SDNS, there is no direct
link between the ADS-B messages and its corresponding MLAT measurement which introduces
difficulties in data association. This is solved using time extrapolation, but this comes at the cost of
accuracy. In future implementation of the algorithm this direct link between the ADS-B message
and its MLAT measurement is required for proper one to one validation.

* When to validate a target based on validated measurements: The validation algorithm validates
individual measurements. There still needs to be some decision moment when the target is
validated based on a number of ADS-B messages. This could also be extended to a white-list where
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validated ICAO addresses are stored for a certain amount of time to reduce the computational
load of validating all aircraft continuously in real-time.

6.3. Future Work

e Sampling from the MLAT measurement: Sampling from the measurement has proven to be a
crucial component in the performance of the filter, but the used sampling model doesn’t take
into account which time measurement of the TDOA measurement arrived first. If the sign of the
TDOA measurement is taken into account one of the two sheets of the two-sides hyperbola can
be neglected as is illustrated in Fig. 6.1. If T} < T, the signal must arrive first at GS1, therefore
only the left hyperbola is a valid solution. Drawing samples from the right hyperbola can thus
be omitted. Then, more samples are left to populate the remaining hyperbolic sheet resulting in
more samples per unit area, which improves the estimation quality of the filter.

x10°

-3 2 -1 0 1 2 3
(m) x10°

Figure 6.1: 2-dimensional representation of a TDOA measurement. If it is known that T; < T, the right hand size is not a solution
to the measurement equation, then drawing samples from is can be neglected.

¢ Sampling Method: The method used to sample from the measurement has difficulties sampling
from the measurement when the sample density is to low, and the hyperbolas in question have little
horizontal spread. Therefore the method by which the samples are drawn can be improved. One
approach could be not sampling based on z = f(x,y,...) butx = (y, z, .. .) such that samples are
drawn based on a vertical grid instead of a horizontal grid. This could possibly solve the problem
as there is more vertical spread than horizontal spread in the general shape of the measured
hyperbolas.

* GS selection based on Geometric Dilution of Precision (GDOP): In section 3.1 the method for
computing TDOA measurements based on TOA measurements is discussed. This method can be
interchanged by a method where the TDOA measurements are computed based on four GSs that
have the best possible geometric spread. For each MLAT measurement, some of the GSs have
good GDOP with respect to one another, and some GSs have a bad GDOP with respect to one
another. This GDOP can be computed for each measurement and the GSs with the best GDOP can
be selected for the final TDOA measurement. With this approach the computational requirements
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of the filter can be decreased. Note that this is only applicable for measurements with four or
more GSs.

* Analyze More Flights: In the results in chapter 5 the SIR filter and algorithm is only investigated on
three characterizing flights. Based on these flights the performance of the algorithm is investigated,
but more insights can be obtained when the algorithm is tested on large amount of flights such
that new insights or statistical properties can be observed. In addition, when more flights are
analyzed it can be concluded with more certainty that the MISS filter is, or is not required in this
filtering problem.

¢ Interacting Multiple Model Particle Filter: Targets that LVNL tracks are civil aircraft that can
easily be modeled by several dynamic models. In the current implementation only the constant
velocity model is used in prediction the state of the target. This prediction quality can be improved
by making use of multiple models such a the coordinated turn model and the constant acceleration
model.
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Matlab Sampling Code

syms X y z slx sly slz snx sny snz cl Z
f(x,y,z) = sqrt((x - slx).*2 + (y - sly).*2 + (z - slz).r2) - sqrt((x - snx).”2 + (y - sny)
A2 + (z - snz).A2) - cl*Z;
f = solve(f,z);
matlabFunction(£f(1,1),’File’, 'meas_eq_z’);
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ARTAS Track Flight AB,C

Flight A: ARTAS Track and ADS-B Track
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Figure B.1: ARTAS track and ADS-B track for flight A. ARTAS track uses several primary and secondary surveillance radars to
determine the track.
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Flight B: ARTAS Track and ADS-B Track

— ARTAS Track
—— ADS-B Track
8000 -
7000
6000 ™
—_ \‘\\
£ 5000
N \\
4000 —
3000 -
A
/7
2000 | | | | 65 10
3.5 3 2.5 2 1.5 1 0.8 X (m
%10° y (m) (m)

Figure B.2: ARTAS track and ADS-B track for flight C. ARTAS track uses several primary and secondary surveillance radars to

determine the track.
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Flight C: ARTAS Track and ADS-B Track
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Figure B.3: ARTAS track and ADS-B track for flight C. ARTAS track uses several primary and secondary surveillance radars to
determine the track.
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