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Trikarenos: Design and Experimental
Characterization of a Fault-Tolerant

28-nm RISC-V-Based SoC

Michael Rogenmoser™, Graduate Student Member, IEEE, Philip Wiese™, Graduate Student Member, IEEFE,
Bruno Endres Forlin™, Frank K. Giirkaynak™, Paolo Rech™, Senior Member, IEEE, Alessandra Menicucci -,
Marco Ottavi, Senior Member, IEEE, and Luca Benini ~, Fellow, IEEE

Abstract— RISC-V-based fault-tolerant system-on-chip (SoC)
designs are critical for the new generation of automotive and
space SoC architectures. However, reliability assessment requires
characterization under controlled radiation doses to accurately
quantify the fault tolerance of the fabricated designs. This
work analyzes the Trikarenos design, an SoC implemented in
TSMC 28 nm, for single event upset (SEU) vulnerability under
atmospheric neutron and 200-MeV proton radiation, comparing
these results to simulation-based fault injection. All faults in
error correction codes (ECCs) protected memory are corrected
by a scrubber, showing an estimated cross section per bit of up
to 1.09 x 10~ cm?bit~!. Furthermore, the triple-core lockstep
(TCLS) mechanism implemented in Trikarenos is validated and
is shown to correct errors affecting a cross section up to
3.23 x 10~ e¢m?, with the remaining uncorrectable vulnerability
below 5.36 x 1072 cm?. When augmenting the experimental
analysis of fabricated chips with gate-level fault injection in
simulation, 99.10% of injections into the SoC produced correct
results, while 100% of injections in the TCLS-protected cores
were handled correctly. With 12.28% of all injected faults leading
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to a TCLS recovery, this indicates an approximate effective flip-
flop (FF) cross section of up to 1.28 x 10~ cm?/FF.

Index Terms— Fault injection, fault tolerance, integrated cir-
cuit reliability, neutron radiation effects, proton radiation effects,
radiation effects in ICs, radiation hardening by design (RHBD),
reliability analysis, RISC-V, single event upset (SEU).

I. INTRODUCTION

N THE automotive and space domains, the reliability of

semiconductor chips and systems-on-chip (SoCs) is critical.
The space sector faces challenges due to high radiation levels
causing single event effects (SEEs), which can disrupt the
normal functioning of electronic components. Reliability is
also a major intrinsic concern for the automotive industry
since atmospheric neutrons can cause single event upsets
(SEUs), leading to crashes or unexpected behaviors. Various
strategies are employed to mitigate these risks. At the tech-
nology level, radiation-hardened technologies and specialized
cells can enhance resilience [1]. Alternatively, architectural
solutions such as dual modular redundancy (DMR), triple
modular redundancy (TMR) [2], or error correction codes
(ECCs) [3] can be implemented to ensure a safe operation
in critical applications.

The RISC-V architecture is rapidly gaining traction in
safety-critical applications, thanks to the openness of the
instruction set architecture (ISA) and the availability of open
processor intellectual property (IP) [4]. As a key advantage, the
flexibility of RISC-V allows customization and improvement
of the ISA and the underlying hardware, tuning them to meet
specific (reliability) requirements. Consequently, the RISC-V
ecosystem is increasingly adopted in applications where sys-
tem reliability is non-negotiable [5].

Within this context, previous investigations have tested the
reliability of various RISC-V processors, including processors
with architectural protection, under neutron and proton radia-
tion [2], [6], [7], [8]. However, these investigations have been
limited to field-programmable gate array (FPGA) implemen-
tations of these processors, leaving the configuration memory
vulnerable to SEUs.

This article focuses on the experimental evaluation of
Trikarenos [9], an SoC designed to address the reliabil-
ity requirements of both automotive and space applications.
Trikarenos leverages the flexibility of the RISC-V architecture,
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integrating a triple-core lockstep (TCLS) system alongside
ECC and scrubbing in memory, implemented in TSMC 28-nm
technology. This work investigates the architectural protection
features of Trikarenos under neutron and proton radiation,
as well as gate-level simulations, evaluating its resilience for
automotive and space contexts. Specifically, our contributions
include the following:

1) the measurement of static random access memory
(SRAM) vulnerability within Trikarenos, focusing on
the effectiveness of ECC protection and scrubbing
techniques;

2) an evaluation of the TCLS mechanism, demonstrating its
capacity to maintain the functionality of the processor
in the event of a fault;

3) a performance assessment of Trikarenos in various radi-
ation environments, including an atmospheric setting
dominated by neutrons and an orbital environment char-
acterized by protons;

4) evaluation of Trikarenos’ vulnerability to SEUs using
simulation-based fault injection, comparing to experi-
mental results.

II. BACKGROUND
A. Radiation Hardening Techniques

Radiation hardening employs a range of strategies to
enhance the resilience of systems against radiation-induced
faults, particularly in demanding environments such as
space. These strategies can be broadly categorized into
software-based fault tolerance techniques, radiation-hardened
technologies, and design-level mitigation approaches [10],
[11]. Trikarenos applies radiation hardening by design
(RHBD) techniques at the physical layout, circuit architec-
ture, or system levels to mitigate the effects of radiation
on integrated circuits. One widely used RHBD technique is
TMR, which provides fault tolerance by replicating hardware
modules three times and using a majority voter to determine
the correct output. While highly effective at mitigating faults,
TMR imposes overheads in terms of power and area, making
it best suited for applications requiring high reliability. ECC
offers another effective approach, particularly for protecting
data stored in memories and registers. By appending parity
bits to the primary data, ECC enables the detection and
correction of single-bit errors and, in certain implementations,
multi-bit errors. Compared to replication-based methods, ECC
provides efficient static data protection with minimal resource
overhead. By combining these techniques, radiation-hardened
systems can meet the high-reliability requirements of space
missions and other high-radiation environments while mini-
mizing penalties in performance and cost.

B. RISC-V Processors

In recent years, the adoption of RISC-V has globally
advanced, including the space domain driven by man-
dates in Europe and high-profile projects such as NASA’s
High-Performance Spaceflight Computing (HPSC), which
incorporates RISC-V cores designed by SiFive [12]. Unlike
proprietary ISAs such as x86 and ARM, RISC-V offers a
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completely open and extensible architecture, enabling design-
ers and researchers to implement custom modifications and
specialized designs without requiring licensing fees. In com-
parison to other ISAs such as scalable processor architecture
(SPARC) and PowerPC, RISC-V delivers a modern, modular
architecture with extensibility at its core. This design philoso-
phy allows for the inclusion of custom instructions tailored
to specialized workloads, addressing the needs of evolving
computational demands, as well as custom modification to the
designs, such as those targeting reliability.

One example of the practical potential of RISC-V is
PULPissimo [13], an open-source microcontroller architec-
ture developed at ETH Ziirich. It is designed for flexibility
and accessibility and offers a configurable processing core,
low-latency interconnect, and energy-efficient peripherals. Its
modular design enables the integration of custom components,
making it adaptable to a wide range of applications and
specialized use cases.

C. Reliable Microprocessors

A variety of radiation-tolerant SoCs are available com-
mercially. Processors such as the RAD750 [14] and newer
RADS5500 [15] feature a PowerPC architecture with a
proven track record operating in space. Frontgrade Gaisler’s
GR716A [16] and GR716B offer a radiation-tolerant micro-
controller platform using the SPARC ISA, with newer high
performance designs such as the GR765 and NOEL-V
SoC [17] offering RISC-V cores.

While these systems often report tolerance to radiation, this
reporting is limited to total ionizing dose (TID) and single
event latchup (SEL) linear energy transfer (LET). They do not
report the tolerance to SEUs or the cross section thereof under
proton or neutron radiation, making it difficult to appropriately
compare to the results in this work.

III. SOC ARCHITECTURE DESCRIPTION

The Trikarenos architecture, presented in [9], implements
an adaptation of PULPissimo, an RISC-V-based microcon-
troller design. As shown in Fig. 1(a), Trikarenos includes
three physically separated Ibex cores [18] connected to a
low latency interconnect, exposing 256 KiB of SRAM mem-
ory. Furthermore, the SoC features a boot memory, timers,
peripherals, such as general purpose input/outputs (GPIOs),
universal asynchronous receiver-transmitter (UART), and quad
serial peripheral interface (QSPI) with direct memory access
(DMA), and a JTAG debug unit for programming.

A. Processing Core Reliability

To boost tolerance to SEUs at an architectural level,
Trikarenos’ cores are augmented with on-demand redundancy
grouping (ODRG) [11], a configurable TCLS mechanism.
In the locked mode, the three cores’ outputs, including instruc-
tion fetch and data request ports, are voted. The cores’ inputs,
including the instruction, data response, and interrupt requests,
are identical. This design, illustrated in Fig. 1(b), ensures the
cores all receive the same data, and any error propagating
outside the cores is detected and corrected. Once an error is
detected at the interface, a recovery routine is started, ensuring
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(a) Block diagram of Trikarenos SoC, containing
three Ibex cores for fault-tolerant operation, ECC-
protected memory, and peripherals, connected using
a low latency interconnect.
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(b) Diagram of the triple-core lockstep (TCLS) mechanism with three Ibex cores.
The three core’s input signals, split into control, instruction, and data, are identical,
with the output signals voted, with additional information indicating an error and the
responsible core.
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(c) Diagram of the SRAM error correction scheme. Each 32-bit word is stored in
39 bits with a single error correction, double error detection Hsiao code. A scrubber
continuously checks the memory for errors, ensuring real-time correction without
system interruptions.

Trikarenos SoC architecture, including (a) overall system block diagram, (b) TCLS mechanism for core fault tolerance, and (c) SRAM error correction

and scrubbing system. The design is optimized for fault tolerance in automotive and space applications.

the internal state of the cores is saved to memory, corrected
through the voters, and rewritten to ensure an identical starting
point for lockstep operation. The TCLS recovery mechanism
adds up to 700 cycles overhead for the recovery routine in
case a mismatch is detected within the cores. In case a critical
code section is being executed, this recovery can be delayed.
Functionally, these three cores operate as a single core within
the system.

As the TCLS protection is applied outside the processor
cores at their interface, only individual voter cells are added
in these paths, with the remaining logic NOT affecting the
critical path. Even if the critical path for the design is through
this interface, the impact on frequency remains minimal and
was not observed to affect the target frequency for Trikarenos.

The system allows the three cores to operate independently
in parallel for increased performance or in locked reliability
mode, where the cores work together to detect and correct mis-
matches for fault tolerance. The mode switching is managed at
runtime via system control registers. This investigation focuses
on the locked reliability mode, focusing on its capability of
detecting and correcting any mismatch in the cores’ operation.

B. Memory Reliability

The on-chip SRAM memory, occupying most of the design
area, is split into eight word-interleaved 32-bit memory banks,

enabling low contention and supporting byte-wise writes. For
reliability, each 32-bit word is stored in 39 bits with a single
error correction, double error detection (SECDED) Hsiao
code, resulting in effectively 2555904 bits for the 256-kB
memory.

As shown in Fig. 1(c), a control unit is connected to the
encoders and decoders for each memory bank, supporting an
efficient read—modify—write architecture for sub-word writes,
immediately accepting the operation to allow the system to
continue, delaying the subsequent access in case the bank
is accessed in the following cycle to re-encode the stored
data properly. With the word-interleaved banks in Trikarenos,
repeated access to the same bank is reduced significantly, and
as only a very small amount of accesses to memory are writes
of less than 32 bit, the performance impact is negligible.

The ECC encoding and decoding logic add some additional
latency on the data path before the memory, which could have
an impact on the maximum achievable frequency. However,
the use of an efficient ECC such as the Hsiao code limits the
logic levels added to the path, and as other signals, such as
handshake signals and address, have longer critical paths than
the logic in the dataplane, this increase does not affect the
achievable frequency.

To ensure that latent errors do not accumulate within
the memory, which would result in uncorrectable data, each
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memory bank is equipped with a scrubber, continuously
scanning the memory bank contents at a configurable rate.

Furthermore, the scrubber delays its memory bank access if

the system requests data from the memory bank in the same
cycle, thus having no impact on the system’s performance.
In case the scrubber detects an error, it is directly corrected,
and the correction event is logged.

C. SoC Design

Along with the protected core and memory banks,
Trikarenos’ SoC features a low-latency interconnect between
the core, memory banks, and additional SoC components
such as debug module and peripherals including UART, serial
peripheral interface (SPI), and GPIOs. While the interconnect
is critical to operation, it is far smaller in the area it occupies
within the system. In an integrated system, the peripherals
and debug module are used far less extensively than the
processing core; however, they have the ability to both send
requests into and receive requests from other components
through the interconnect. Interconnect, debug module, and
other peripherals are not modified from the base PULPissimo
design to harden against radiation effects.

To track the SoC'’s status, the architecture features a variety
of telemetry registers counting errors in the system. This
allows efficient readout of errors in the memory banks detected
on access and detected by the scrubber, both for correctable
and uncorrectable faults. Along with the interconnect, periph-
erals, and debug module, the TCLS voting logic and ECC
encoders and decoders are not hardened for reliability. Faults
in these areas can lead to functional errors such as timeouts,
exceptions, or incorrect results. However, the voting logic
and ECC encoders and decoders represent a relatively small
fraction of the overall area compared to the cores and memory
banks.

D. Implementation

Trikarenos is implemented in TSMC 28HPC+4, a
28-nm bulk process that has been shown to be tolerant
to TID effects [19]. Furthermore, TSMC 28HPC+ offers a
good balance between performance, power efficiency, and
accessibility, making it a practical choice for developing
radiation-tolerant designs without requiring custom radiation-
hardened processes. The design was implemented relying on
standard components and cells without hardened registers,
adding physical separation between the processor cores
but not adding any additional consideration for clock and
reset tree hardening. The implementation targets operating
frequencies up to 250 MHz (at 0.9 V), occupying 0.17 mm?
for logic and 0.56 mm? for SRAM in the 2-mm? design [9]
shown in Fig. 2. In the experimental setup, Trikarenos
operates at 125 MHz and 0.9 V.

Fig. 3 provides a detailed breakdown of the area and flip-
flop (FF) distribution across key components of the design,
including the cores, interconnect, peripherals, memory, and
debug modules. To provide context for the errors seen in
experiments, one core contains 2398 flip-flops (FFs), whereas
the SoC contains 20 921 FFs.
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Fig. 2. Annotated die shot of Trikarenos, highlighting the spatial distribution
of the three Ibex cores, memory banks, interconnect, and key peripherals
within the 2-mm? die.
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Fig. 3. Area and FF breakdown for the Trikarenos SoC. The three Ibex cores
and memory banks are protected, while the remaining components remain
unprotected.

1V. EVALUATION METHODOLOGY

Two methods were used to evaluate the Trikarenos SoC.
Primarily, beam experiments were used to determine the
vulnerable cross section in different parts of the design. Fault
injection in a simulation environment was also performed,
relating the experimental cross section to FF vulnerability.

A. Testing Facilities

We conducted experiments at the ChipIR and HollandPTC
facilities to assess the sensitivity of Trikarenos to neutron
and proton radiation. The ChipIR beamline, located at the
Rutherford Appleton Laboratories, U.K., is designed to repli-
cate the energy spectrum of atmospheric neutrons [20]. On the
other hand, HollandPTC, located in Delft, The Netherlands,
is equipped with a fixed horizontal proton beamline, delivering
a beam with nominal energies ranging from 70 up to 240 MeV.
Its Cyclotron can deliver nominal beam currents from 1 up to
800 nA and a maximum flux of 1.13 x 10° pem~2s~! [21].
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TABLE I
OBSERVABLE ERROR TYPES AND CLASSIFICATION

Observed Error Class

Single SRAM Errors (scrubber)

Multiple SRAM Errors (on access & scrubber)
TCLS Events

Miscalculations (silent data corruption (SDC))
System Crashes

SEL

Correctable
Functional Error
Correctable
Functional Error
Functional Error
Total Loss

B. Error Model

Our experiments focus on analyzing SEEs in the RISC-V-
based Trikarenos SoC. For the TSMC 28-nm technology, other
research has already investigated the TID effects [19], showing
extreme tolerance levels.

We investigate the error mechanisms in Table I, which
are traceable with the SoC telemetry registers and given test
applications.

While most error sources can be traced back to SEUs
or multiple/accumulation thereof, system crashes can have
different causes. They can be traced back to a single event
functional interrupt (SEFI) or an SEU affecting an unprotected,
critical component, such as the system’s interconnect. While
some GPIO signals and routines are designed to assist in
differentiating these faults, exact cause identification remains
difficult.

Finally, most data corruption will be detected by one of
the two mitigation mechanisms. ECC protection in the SRAM
memory will catch an error affecting stored data, and the TCLS
mechanism will detect data corruption in the cores. For a
particle strike in the cores, it is more than likely that only
a single core will be affected due to their separation, thus
resulting in different outputs from the cores and an error in
the voter while storing the result back in memory.

C. Experimental Setup

The test setup, shown in Fig. 4, comprised a dedicated
testing printed circuit board (PCB) containing the device under
test (DUT) and a test harness, a monitoring device with an
interface board. A Raspberry Pi (RPi) single-board computer
served as the primary control and monitoring system for the
entire test suite. The presence of a Linux operating system
on the RPi enabled the development of flexible and modular
software in Python, which facilitated comprehensive moni-
toring and control capabilities. The interface board supplied
the necessary 1.8-V I/O and 0.9-V core voltages for the
Trikarenos SoC, in addition to incorporating a level shifter,
dual clock generation circuits, and several status LEDs for
real-time feedback and diagnostics. This setup controlled the
power supply to the DUT, managed binary loading into the
SRAM via JTAG, and monitored GPIO pins while interfacing
with the DUT via JTAG and UART for data acquisition.

The test application running on the DUT was carefully
designed to emulate a realistic application and maximize the
propagation probability and observability of bit-flips inside
the cores and memory. To emulate a realistic application,
Trikarenos executed the Coremark benchmark, implementing a
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Fig. 4. Annotated image of testing setup at HollandPTC (top) and schematic
of the testing setup (bottom), showing the proton beam, the DUT, and the test
harness.

variety of workloads to test a processor core. The final version
for the proton tests augmented this with a section continuously
executing simple NOT operations on the processor core’s
registers filled with a checkerboard pattern and periodically
saving these values to memory. Saving the register contents
uses the TCLS voters to detect any errors. This maximized
the exposure time of the vulnerable components, allowing for
a possible mismatch between the cores in TCLS to trigger an
error.

For testing, the DUT application facilitated real-time
error monitoring by periodically transmitting the status of
memory-mapped registers that count errors through the UART
and JTAG interfaces. These registers include error counters
that log recoverable TCLS events detected by majority voting,
ECC access errors that track memory read/write operations
with invalid ECC bits and scrubber counters that distinguish
between corrected and uncorrectable errors in the memory. The
test harness acquired this transmitted data, additionally mon-
itoring other GPIO signals designed to indicate other system
failures. Finally, in the event of critical, non-recoverable errors,
the monitoring system would halt the cores and dump all
relevant registers and memory areas for subsequent analysis.
This comprehensive approach, combined with multiple redun-
dant recovery mechanisms and extensive logging strategies,
equipped the setup for effective long-term and unsupervised
radiation testing.

Data integrity and logging were critical concerns addressed
in our setup. All test data were logged locally on NAND flash
memory using a secure digital (SD) card. To ensure the test
data is properly backed up in case of SD card corruption, the
data and the RPi’s system logs (which can assist in tracing
errors) were transmitted over ethernet to a computer outside
the beam room for later processing. To detect latch-up events,
a current monitor and a current-limited power switch were
added to the test harness to prevent permanent damage to the
DUT.
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D. Simulation-Based Fault Injection

To determine the vulnerability of the design to SEUs in a
more targeted manner, we performed extensive fault injection
simulations on the post-layout gate-level netlist. The fault
injection simulations were performed using Siemens Ques-
taSim 2023.4 with the help of custom scripts.! These scripts
initially launch a normal simulation of the design without
any modification, using this as a golden result to compare to,
saving an initial checkpoint after setup has been completed,
and storing the final state of all registers as a reference. Once
this reference is available, the scripts re-run the final part of
the simulation from the checkpoint, selecting a random signal
and flipping it at a random timestep in a given window using
the force command. The final result is then compared to
the golden reference, differentiating correct results, functional
errors, and timeouts, also keeping track of latent errors still in
the design’s registers. These simulation runs are then repeated
with different randomization seeds, storing the results for
different tests.

During the simulation campaign, single bit-flips were
injected into all registers of the SoC. Bit-flips in registers or
FFs are intended to represent SEUs, both caused by direct
flips within the registers or single event transients (SETs)
sampled by an FF disrupting functionality. Trikarenos executed
the Coremark benchmark, followed by 100 iterations of NOT
operations on the processor core’s registers, representing a
single iteration of the program loop run during the beam
experiments. The injection scripts were adapted to differentiate
the correct results further, checking for recoveries with TCLS
but ensuring that the Coremark check returned a correct result.
Latent errors were filtered into two categories: some errors
remain only in the originally injected register, not propagating
through the system, indicating that this register has limited
functionality or the component injected is not used. While
propagating errors may indicate future issues with the device,
the result and functionality were not impacted. Functional
errors were also differentiated, separating a simulation timeout,
indicating an internal issue or infinite loop, an unexpected
system exception, or an incorrect result from the test.

V. EXPERIMENTAL BEAM RESULTS

Throughout all our tests, we did not observe any uncor-
rectable SRAM errors, miscalculations, or SELs indicated by
a change in power consumption. Therefore, the results below
only differentiate correctable SRAM errors, correctable TCLS
events, and uncorrectable errors that result in a system crash.
Because some errors are rare or possibly even zero, we calcu-
late upper and lower estimates of the cross section assuming
a Poisson distribution and use the relationship between the
cumulative distribution function of the Possion and the chi-
squared distribution [22]. To calculate these estimates o,
we use

ixz(g,zzv) <o < iXZ(l — LN+ 1)) (1)
2F 2 2F 2
where x2(p,n) is the quantile function of the chi-squared
distribution with n degrees of freedom, o« describes the

Thttps://github.com/pulp-platform/InjectaFault/
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TABLE I

CROSS SECTION RESULTS OF TRIKARENOS UNDER NEUTRON BEAM FOR
A FLUENCE OF 6.88 x 10'! Neutrons/cm?

Component Error Count  Errors / bit Cross-Section’
Single SRAM Errors 18786 735%x 1073 2.77x 107 cm?
TCLS Events 13 - 3.23x 107! cm?
System Crashes 0 - 5.36 x 10712 cm?

T Upper-bound with a 95 % confidence interval & Poisson distribution.
This assumes one additional fault, i.e., device failure after the tests.

100(1 — o)% confidence interval, F' is the total exposed flu-
ence, and N is the number of detected errors. All calculations
below use a 95% confidence interval.

To differentiate between errors attributed to the test setup
and those inherent to the DUT, we conducted a detailed
analysis of the system logs from the RPi. Our evaluation
identified that most errors originating from the setup involved
SD card-related timeouts and kernel segmentation faults.

A. Neutron Tests

At the ChipIR facility [20], Trikarenos was exposed to a
total fluence of 6.88 x 10'! ncm~2. While active, the beam
produced an average neutron flux of 4.90 x 10% ncm=2s~!
with an energy spectrum representing that found for atmo-
spheric neutrons at ground level up to 800 MeV. The
measurements are shown in Fig. 5, and the errors and esti-
mated cross sections are summarized in Table II.

1) Memory Errors: During the neutron exposure,
we observed 18786 errors with a median error rate of
492 errorh™!. All of these were single errors detected
and corrected by the scrubber that checked the hardware
ECC encoding. Using (1) allows us to estimate the cross
section of the memory to 2.75(2) x 107% cm?. With
2555904 bits, we measured an average bit error rate of
1.92 x 10~* errorbit 'h~! for a cross section per bit of
1.08(1) x 10~ cm?bit™!. This rate is around 11% lower
than the findings in [23], which evaluated the 14-MeV
neutron sensitivity of an SRAM manufactured in the same
technology.

2) Core Errors: During the experiment, we measured 13
correctable TCLS events. We estimate the cross section
of recoverable TCLS events to be 2.55(68) x 10~ cm?.
No unrecoverable faults were measured. Thus, we can only
estimate the upper-bound cross section of the unrecoverable
events to 5.36 x 107'2 cm?.

To contextualize, we consider a terrestrial environment to
provide estimations for mean time to failure (MTTF). Assum-
ing an integral flux density of 20 ncm~2h~! above 1 MeV
corresponding to the ground radiation level in New York [24],
the minimum MTTF for a terrestrial application with an active
TCLS recovery mechanism is above 1.06 million years.

B. Proton Tests

Trikarenos was exposed to a total fluence of
291 x 10" pcm™2 over 55 min of active beam time,
a notably high value. This value directly results from our
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Proton Experiment
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Visualization of induced errors and flux rates during both radiation tests of Trikarenos. We show the cross sections, flux rates, TCLS events, and

system crashes over time. We use an atmospheric-like neutron beam [20] and 200-MeV protons. For the proton tests, no TID-related degradation was observed.

TABLE III

CROSS SECTION RESULTS OF TRIKARENOS UNDER PROTON BEAM
FOR A FLUENCE OF 2.91 x 10'2 Protons/cm?

Component Error count  Errors / bit Cross-Section
Single SRAM Errors 8249 323x1072%  2.89x 1070 cm?
TCLS Events 11 - 6.76 x 10712 cm?
System Crashes 1 - 1.91 x 10712 cm?

T Upper-bound with a 95 % confidence interval & Poisson distribution.
This assumes one additional fault, i.e., device failure after the tests.

stress testing of the system with the highest flux available
in the facility. We tested a range of beam currents for a
200-MeV proton with the flux rate extracted from calibration
data provided by the facility operator. Fig. 5 displays the
measurements, and Table III presents the observed errors
alongside estimated cross sections.

1) Memory Errors: We measured 8249 errors for a median
error rate of 9180 errorh™!, all corrected by the scrubbers,
leading to SRAM cross section 2.86(3) x 107° cm?. This
results in a cross section per bit of 1.12(1) x 10~ cm? bit™!.

2) Core Errors: During the experiment, we measured 11
recoverable errors and one unrecoverable error. Our data
indicate that an unresponsive debug module caused the unre-
coverable error, an element of the SoC currently not protected.
We estimate the cross section of recoverable TCLS events to
5.25(151) x 107'2 cm? and the upper bound for unrecoverable
faults to 1.91 x 107'2 cm?. Using this, we can calculate the
minimum mean fluence to failure (MFTF) of the system with
the TCLS recovery mechanism to 5.23 x 10" pecm™2.

3) Other Faults: Trikarenos received a TID of more than
1.77 x 103 Gy throughout the measurements with protons.
No degradation in performance or TID-related errors were
observed. Furthermore, the observed current consumption
remained constant within noise-induced bounds, indicating no
SELs.

VI. SIMULATION-BASED FAULT INJECTION

In the simulations, 100000 faults were injected into
randomly selected registers of 20921 flip — flop(FF) in a
randomly selected cycle in 29516 cycles where the main
application loop was active, with a single simulation only
having one traceability fault. All registers of the design were
injectable and used to check for latent errors, while the SRAM
memory was not injected. Table IV shows that over 99% of the

TABLE IV
SIMULATION RESULTS OF FAULT INJECTION INTO FFS OF TRIKARENOS

Total In Cores
Termination Reason Amount  Probability =~ Amount  Probability
Correct Termination 99 096 99.10 % 34524 100.00 %
Correct 18958 18.96 % 7642 22.14 %
TCLS 12283 12.28 % 11806 34.20 %
Latent Non-Propagating 61514 61.51% 13805 39.99 %
Latent Propagating 6341 6.34 % 1271 3.68 %
Functional Error 904 0.90 % 0 0.00 %
Timeout 822 0.82 % 0 0.00 %
Exception 42 0.04 % 0 0.00 %
Incorrect 40 0.04 % 0 0.00 %
Total 100 000 100.00 % 34524 100.00 %

injected faults lead to correct application termination. While
most of the correct terminations still included latent errors,
most of these latent errors did not affect the remaining SoC,
indicating that these registers or components are not used in
the application tested.

Investigating the confidence of the injection results, based
on [25], we assumed a normal distribution for high event
counts, such as correct terminations (99 096) and functional
errors (904). Using a conservative probability of (p = 0.5),
we achieved an absolute margin of error of £0.31% with a
95% confidence interval. This corresponds to lower bounds
of 98.79% for correct terminations and an upper bound of
1.21% for functional errors. For rare events such as exceptions
(42) and incorrect terminations (40), where the normal approx-
imation is less suitable, we used the Poisson distribution,
resulting in intervals of 0.030%—0.055% and 0.028%—0.053%,
respectively. Overall, less than 1% of injections resulted in
functional errors. Furthermore, all injections inside one of
the three cores resulted in the correct termination, and the
majority either had no effect or were corrected by the TCLS
mechanism. Assuming that a watchdog timer is used to handle
timeouts and exceptions of the system, only 0.04% of errors
lead to potentially undetected failures.

1) Core Errors: Of the 100000 faults injected,
34524 faults were injected into the three processor cores’
7194 FF, indicated by the right-most columns in Table IV.
Of these, none caused a functional error, with 34.20%
triggering a TCLS recovery event, ensuring correctness.
While latent errors still exist for this configuration, any
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TABLE V

FUNCTIONAL ERRORS OF FAULT INJECTION INTO FFS OF
TRIKARENOS FOR THE DIFFERENT MODULES

Functional Errors

Components Fault / Injections

Timeout  Exception  Incorrect
Interconnect 613 22 26 661 / 5176
Debug Module 164 0 1 165 / 7379
Peripherals 26 12 13 51 / 41867
Cores & Voters 19 2 0 21/ 35934
Memory 0 6 0 6 / 9644
Total 822 42 40 904 / 100000

remaining errors in the cores will be corrected if they
cause a divergence in a future operation. Alternatively,
a re-synchronization routine can be executed to eliminate
all latent errors in the cores. This process involves saving
the full state of the cores to memory on the main software
stack, resetting the faulty core, and restoring its state from
the saved data. The programmer can trigger the routine
manually or periodically, effectively mitigating the risk of
error accumulation over time.

Furthermore, the TCLS mechanism does contain some FFs;
none are directly part of the voters. Thus, any error in the
voting can be attributed to interconnect or system errors.

2) Functional Errors: A closer look at the remaining func-
tional errors in Table V reveals that 73% of system-level issues
are caused by bit-flips in the interconnect, a critical component
of the design that currently lacks protection. In addition, 18%
of errors originate from faults in the JTAG debug module.
While these primarily affect testing and simulation infrastruc-
ture, their impact on a real-world application is likely to be
minimal but could still benefit from isolation from the rest
of the system. In addition, 6% of errors are due to bit-flips
in the peripherals, which only accounts for a small portion
of the final errors. However, peripherals can still affect the
remaining system through interrupt signals or by driving the
main memory bus, as is possible with Trikarenos’ peripheral
subsystem. Unprotected, disabled components could greatly
benefit from proper isolation from the rest of the SoC.
Although these peripherals are not heavily utilized in the
current tests, their role would become far more critical if
Trikarenos were deployed in a complete system, such as a
satellite, where latent errors in these modules could pose
significant risks. Finally, 3% of errors are caused by bit-flips
inside the cores in the ODRG wrapper and the ECC modules.

VII. DISCUSSION

A. Memory Errors

Although the application running may impact the TCLS and
total fault rate, the SRAM fault rate checked by the scrubber
should not be affected. We observe a > 9x higher cross
section of the SRAM for neutrons when comparing neutron
and proton fault rates. A precise cause for this requires further
investigation but could be attributed to variations in particle
types, energy levels, and differences in the devices used across
tests. However, this provides an initial foundation for the
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validity of neutron beam experiments to evaluate the radiation
tolerance of new devices, even in other domains.

We can effectively tune the device’s scrub rate using SRAM
cross sections of 1.08(1) x 107! cm? bit™! for neutrons and
1.12(1) x 10~ ecm?bit™! for protons. Trikarenos’ scrubber
was set to the maximum possible rate for the experiments to
ensure that all errors were caught without accumulation. This
can be reduced to limit power consumption. With individual
scrubbers for each of the eight memory banks, each scrubber is
responsible for 8192 words. To ensure that the entire memory
space is checked between the mean failure rate, the scrubber
must complete its memory check every 408 ms for the pro-
ton test condition, leading to a word check per bank every
6225 cycles.

B. Core Errors

In the tested operation mode, Trikarenos detects all corrup-
tions within the cores, both those that may lead to system
corruption due to an erroneous branch, corrupted pointer or
misdecoded instruction, and data corruption.

Operating in Trikarenos’ independent mode, a performance
improvement of up to 2.96x with three cores in parallel or
a 35% reduction in core power consumption with a single
core is possible. However, in this independent mode, erroneous
control flow may lead to stalls that a watchdog timer can catch
or silent data corruption (SDC) can lead to erroneous data.
Assuming that all faults in a core lead to a system crash, the
device cross section in parallel operation increases by at least
3.5x from 2.55(68) x 10~!' cm? for neutrons and by at least
2.14x from 5.64(156) x 1072 cm? for protons. For single-
core operation, assuming an equal distribution of errors in the
cores, the cross section improvement is at least 1.12x from
1.08(48) x 10~" cm? for neutrons. Further measurements
can help narrow down the improvement, likely showing a
significant increase in the reliability factor. Without SRAM
protection, the improvement is much more significant, even
considering that only a subsection of the memory is used and
that some data corruption may not cause a system crash.

The TCLS recovery routine, requiring around 600 cycles or
4.8 us at 125 MHz, has a negligible impact on performance
for the observed error rates.

C. Fault Injection Simulation

The results presented in Table IV show that all faults
injected into the protected part of the SoC are corrected by the
TCLS mechanism, demonstrating its effectiveness. In addition,
most injections result in latent state mismatches that do
not propagate outside the cores or do not affect any other
component. However, these latent errors may affect future
computations, where the TCLS mechanism will detect and
correct them.

D. Comparison of the Experiments and Fault Simulation

The effective average FF cross section can be estimated by
combining experimental and simulation results. This is done
by adjusting the observed TCLS recoveries using their likeli-
hood from the fault injection simulations using the following

Authorized licensed use limited to: TU Delft Library. Downloaded on October 20,2025 at 13:01:51 UTC from IEEE Xplore. Restrictions apply.



ROGENMOSER et al.: TRIKARENOS: DESIGN AND EXPERIMENTAL CHARACTERIZATION

expression:

_ OTCLS

(PrcLs * Ner)
where orcrs is the measured TCLS cross section, Prcrs is the
probability that a bit-flip leads to an TCLS events, and NgF is
the total number of FFs in Trikarenos. It is important to note
that this cross section reflects the combined effect of raw phys-
ical susceptibility and fault masking within the architecture.
Individual FFs may exhibit different susceptibilities depending
on their function and the execution context, and the timing
of fault injection can further influence error occurrence. Con-
sequently, this averaged model inherently includes variability
that is not captured explicitly in the calculation. We estimate
an average FF cross sections of 0.99(29) x 10~'* cm?/FF
for atmospheric neutrons and 2.04(64) x 10~ ¢m?/FF for
200-MeV protons. The neutron value aligns with the mea-
surement reported by Fabero et al. [26] for 14 MeV, and
the proton value is of the same order of magnitude as that
reported by Borghello et al. [27]. Furthermore, the FF cross
section during neutron experiments is similar to the SRAM
bit-error cross section, while, for proton experiments, the FF
cross section appears higher. While the error margins for these
estimations remain quite large, further consideration may need
to be given to the fault injection methods, as only FF errors
were considered in this investigation, leaving out SET in logic
blocks affecting the state.

2

OFF

E. Other

The neutron and proton experiments also revealed vulner-
abilities in the telemetry registers, showing flips of specific
bits reflecting immediate, immense increases in measured error
counts. While not critical for performance or operations, such
registers or similar SoC control registers highlight latent errors
that do not affect the computation result seen in simulation and
may be worth protecting in future designs.

In addition, comparing the functional errors in Table V
to the area or the FF count shown in Fig. 3 reveals that
vulnerability is not directly correlated with either. This obser-
vation aligns with the fact that not all components are equally
critical or active during operation. For instance, while the
interconnect occupies a relatively small portion of the system’s
FFs, it remains a key source of system-level issues due to its
critical role in data transfer, which currently lacks protection
mechanisms.

Finally, while unrecoverable errors were very rare in our
investigations, it was shown that they are still possible, requir-
ing watchdog circuitry or further protection in future designs.
For the Trikarenos SoC, their root cause can be traced back to
the interconnect, debug module, and peripherals, which would
benefit from fault tolerance in a future design.

VIII. CONCLUSION

Exposing the Trikarenos SoC to neutrons and protons,
we observe most errors affecting the SRAM for a cross section
per bit of 1.08(1) and 1.12(1) x 10~ cm? bit™! for atmo-
spheric neutrons and 200-MeV protons, respectively, protected
by ECC, thus not affecting the system’s function. Trikarenos’
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TCLS mechanism corrects most of the remaining errors, reduc-
ing the cross section by at least 3.5x from 2.55(68) x 107!
to below 5.36 x 107'2 cm?, showing TCLS’ efficacy and
Trikarenos’ validity for use in critical environments.

Moreover, the TCLS mechanism completely protects the
cores, preventing all functional errors when bit-flips are
injected into the core regions. Across the entire SoC, only
0.90% of bit-flips result in functional errors, with the majority
occurring in the interconnect, one of the critical components
of the design that remains unprotected.

While this work shows that protecting the largest elements
of a microprocessor makes it very robust toward SEUs, both
induced by particles and in simulation, it further highlights the
remaining vulnerabilities within the system. Protecting very
active areas such as the interconnect is critical within the
design, and enabling proper fault detection and recovery mech-
anisms or isolation for peripherals merits further research.
Finally, the large number of non-propagating latent errors
observed during fault injection simulations, 61.51% of injected
faults, indicates that significant portions of the SoC remained
inactive in the presented experiments. Future work is needed
to better understand and decrease the number of latent errors
remaining in the design, requiring increased observability and
a focused software testing methodology, properly considering
a wider spectrum of workloads.
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