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ARTICLE INFO ABSTRACT

Keywords: Intelligence services must balance values such as national security and privacy when collecting data, with each
Factorial survey experiment scenario involving specific contextual trade-offs. While citizens benefit from effective intelligence operations,
Vignettes they also risk having their rights infringed upon. This makes citizen perspectives on acceptable data collection for
Public opinion . . . . . . L. . . .

Acceptance intelligence and national security salient, as their legitimacy is also contingent upon public support. Yet,

important aspects of citizen perspectives are understudied, such as the influence of contextual factors related to
the use of intelligence collection methods. This study, inspired by Nissenbaum’s contextual integrity framework,
uses a factorial survey experiment with vignettes among a representative sample of 1423 Dutch citizens to
examine the influence of threat type, duration, data subject, collection method, data type, and data retention on
public acceptance of surveillance. Additionally, the study considers the impact of respondents’ trust and privacy
attitudes. The findings reveal significant influence of both contextual variables — particularly threat type, data
subject, and data retention — and respondent predispositions — particularly trust in institutions, trust in intelli-
gence services’ competence, and privacy concerns for others. The findings imply that more in-depth contextual

Data collection
Intelligence services
National security

knowledge among the public may foster support for intelligence activities.

1. Introduction

In democratic societies, the principles that guide and justify data
collection by governments are generally codified in legal frameworks
and enforced through oversight mechanisms. One domain where this is
particularly salient and contentious is the data collection by intelligence
services. On the one hand their data collection serves a critical objective:
national security. On the other hand, data collection in this domain is
seen as a form of surveillance that infringes upon privacy rights and
reduces people’s willingness to express opinions (Eck, Hatz, Crabtree, &
Tago, 2021; Macnish, 2015). Finding a balance in intelligence collection
entails making trade-offs between privacy and security. However,
research has suggested that people are generally unwilling to compro-
mise on privacy or security (Cayford, Pieters, & van Gelder, 2019;
Pavone & Esposti, 2012).

Intelligence services do not have unrestricted autonomy to employ
any method at any given time, as they must adhere to and account for a
set of principles to justify their use of collection methods. The legal
frameworks and oversight mechanisms specify such principles,
including proportionality — the benefits of the activity and the value of

* Corresponding author.
E-mail address: e.c.oomens@tudelft.nl (E.C. Oomens).

https://doi.org/10.1016/j.giq.2025.102077

the intelligence gathered must outweigh potential harms, such as pri-
vacy violations; necessity — the operation must be essential to achieving
the desired outcome; subsidiarity — less intrusive methods must be un-
available or insufficient; and specificity — intelligence efforts should be
directed at legitimate targets (Aerdts, 2023). However, legal frame-
works are by necessity somewhat abstracted from the myriad contexts in
which they need to be applied. This leaves intelligence practitioners and
oversight bodies with a degree of discretion in interpreting and applying
the rules, as each case presents its own specific circumstances and trade-
offs.

Citizens do not make these operational decisions and typically do not
directly hold intelligence services accountable. Yet, given what is at
stake in terms of citizens’ rights and freedoms, it is essential that intel-
ligence services operate within established expectations, and that their
practices are generally perceived as acceptable and justified by the cit-
izens of the democratic legal order they seek to protect. After all, the
legitimacy of state power in a democracy depends on public support.
Moreover, while citizens benefit from effective intelligence operations,
they also risk having their rights infringed upon - thus, intelligence
practices inherently affect and concern them. This makes citizen
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perspectives on acceptable data collection for intelligence and national
security salient. Yet, important aspects of citizen perspectives are
understudied, such as the influence of contextual factors in the use of
intelligence collection methods. This gap is addressed by this paper.

Research of citizen perspectives in this domain is complicated by the
secretive nature of intelligence practices (Jaeger, Bertot, & McClure,
2003). Information available to the public is often limited to whistle-
blower revelations of scandals or official reports from intelligence
agencies and oversight bodies, which are frequently redacted or sup-
plemented with classified details. Consequently, the public has only a
limited understanding of the “rules of the game” that dictate when, how,
and why intelligence services operate (Hijzen, 2014). Thus, it is difficult
for citizens to form an informed opinion and challenging for researchers
to capture citizen views regarding intelligence practices — particularly
given the multitude of contextual complexities that are not easily
conveyed or made explicit.

Previous research on public acceptance of surveillance has pre-
dominantly examined broad support for government surveillance (e.g.,
Reddick, Chatfield, & Jaramillo, 2015; Valentino, Neuner, Kamin, &
Bailey, 2020; Westerlund, Isabelle, & Leminen, 2021) or attitudes to-
ward specific surveillance technologies (e.g., Ball, Degli Esposti, Dibb,
Pavone, & Santiago-Gomez, 2019; Degli Esposti & Santiago Goémez,
2015; Hallinan & Friedewald, 2012; Kostka, Steinacker, & Meckel,
2021), as well as respondent attributes that influence attitudes. These
studies provide insight into the predispositions that either heighten or
mitigate concerns about surveillance. A much smaller portion of the
literature has examined the influence of contextual factors on public
perceptions regarding intelligence and surveillance practices (e.g.,
Offermann-van Heek, Arning, & Ziefle, 2019; Sulitzeanu-Kenan, Krem-
nitzer, & Alon, 2016; Triidinger & Ziller, 2022). However, there is
substantial evidence suggesting that public acceptance of data collection
is strongly influenced by the contextual factors of said data collection, as
demonstrated by research on privacy as contextual integrity (e.g.,
Martin & Nissenbaum, 2016, 2017, 2020; Trein and Varone, 2023). So,
how does the public perceive the acceptability of various intelligence
collection scenarios, and what factors — both contextual and respondent-
related — drive this acceptability?

Moving beyond previous studies on surveillance acceptance and
inspired by contextual integrity research, we focus on citizen percep-
tions of acceptability regarding the conditions of intelligence power
deployment. In other words, an intelligence collection method (e.g.
wiretapping, hacking) can be acceptable or unacceptable in a given
threat context depending on contextual factors relating to its use; for
instance, the type of data gathered, the people targeted, and the length
and the scope of an operation may all influence whether intelligence
practices are viewed as appropriate. Thus, our primary question is: How
do contextual factors relating to the deployment of intelligence re-
sources influence participants’ acceptance of intelligence collection?
Furthermore, acknowledging prior research on the significant influence
of respondent characteristics (e.g., trust, privacy concerns) on public
perceptions of surveillance, we also seek to explore: How do respondent
characteristics affect their acceptance of intelligence practices? By
integrating both contextual factors and respondent characteristics, we
aim to establish a link between studies on individual predispositions and
those examining the role of context in intelligence collection.

We use a factorial survey experiment in which participants (N =
1423) are presented with brief stories, or vignettes, depicting scenarios
where data is collected by an intelligence service. Our study is con-
ducted in the Netherlands. We systematically vary six factors — type of
threat, timing of data collection, data subject, data collection method,
data type, and data retention — to assess their impact on participants’
overall acceptance ratings. This approach allows us to analyze the
nuanced interplay of these factors in shaping public acceptance. Addi-
tionally, we examine how respondents’ attitudes on trust and privacy
influence acceptance ratings, along with other factors such as political
orientation, news interest, and demographics. Lastly, we examine the
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interaction effects between threat type and data subject, as well as be-
tween collection method and data type.

2. Theory and hypotheses

In this section, we provide a theoretical discussion of various factors
influencing the acceptance of intelligence collection, drawing on pre-
vious research into support for surveillance and data collection in other
contexts. Balancing the imperatives of national security and individual
privacy entails navigating what Nissenbaum (2010) terms contextual
integrity: the socially embedded norms that specify who may access
what information, by which means, for how long, and for what purposes.
When an intelligence-gathering scenario diverges from these contextual
expectations, by altering, for example, the threat type, number or na-
tionality of data subjects, or retention period, citizens can experience it
as a breach of privacy norms, lowering its legitimacy. Yet acceptance is
not dictated by context alone. According to the Antecedents-Privacy
Concerns-Outcomes (APCO) model (Smith, Dinev, & Xu, 2011), in-
dividuals’ privacy-related outcomes, such as acceptance of data collec-
tion, are also shaped by their privacy concerns, which are influenced by
factors like prior privacy experiences and demographic characteristics.
Drawing on the privacy-calculus theory (Dinev, Hart and Mullen, 2008;
Smith et al., 2011), individuals also weigh the anticipated security
benefits of surveillance against perceived privacy risks. This cost-benefit
analysis is complicated by the secretive nature of the intelligence
domain, making it difficult for citizens to assess the true benefits and
risks (Acquisti & Grossklags, 2005). As a result, individuals may rely on
predispositions such as institutional trust, personal privacy attitudes,
and broader surveillance concerns to navigate this uncertainty
(Triidinger & Steckermeier, 2017).

Together, contextual-integrity theory and concepts from the APCO
model provide the lens for the analyses that follow. Based on this lens,
this section develops theoretical hypotheses that this study answers. The
first subsection examines how contextual factors linked to the deploy-
ment of specific intelligence powers modulate public acceptance. The
second subsection turns to individual predispositions — trust, privacy at-
titudes, and surveillance concerns, that tilt the privacy calculus toward
or away from acceptance. Finally, we consider the impact of additional
variables, such as demographic characteristics, on perceptions of intel-
ligence gathering.

2.1. Influence of contextual factors related to deployment of intelligence
powers

Intelligence agencies have a variety of methods and technologies at
their disposal for collecting intelligence. However, not every situation
warrants the same approach. Urgent, high-stakes scenarios, for example
those where lives are at risk, may justify more intrusive methods
compared to situations where the stakes are less clear-cut. Therefore, the
appropriateness of intelligence collection heavily depends on the
context of the situation. This is demonstrated by several studies that
have examined the influence of contextual factors on support for sur-
veillance (e.g., Arsenault, Kreps, Snider, & Canetti, 2024; Jardine,
Porter, & Shandler, 2024; Potoglou, Dunkerley, Patil, & Robinson, 2017;
Snider, Hefetz, Shandler, & Canetti, 2025; Triidinger & Ziller, 2022). For
example, findings from Triidinger and Ziller (2022) indicate that the
severity and target of an attack significantly affect support levels, with
attacks that result in death (as opposed to injuries) and those targeting
civilians (as opposed to politicians) increasing support. In contrast, the
timeframe and method of attack showed no significant effect. Our
research delves deeper into the contextual factors related to the use of
investigatory powers, acknowledging that their deployment does not
occur in a vacuum. Instead, their acceptability depends on a complex
interplay of factors, including the nature, source, and handling of the
data collected, as well as the motivations driving the investigation.

Our study draws inspiration from Nissenbaum’s framework of
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privacy as contextual integrity (Nissenbaum, 2010). It is a theory of
privacy which posits that the appropriateness of data collection is
largely dependent on factors relating to the context, such as how data is
collected and by whom. The contextual integrity framework suggests
that informational norms guide people’s expectations regarding how
data should flow within a specific context. These norms are shaped by
five key parameters: the type of information, the subject (to whom the
information pertains), the sender (who shares the information), the
recipient (who receives the information), and the transmission principle
(conditions under which information dissemination occurs). Together,
these parameters define the “what,” “how,” and “who” of a data
dissemination scenario. Additionally, data inference (what the data
reveal) and the purpose for which the data are used can shape infor-
mation norms. If any of these parameters do not meet the informational
norms, the appropriateness of the data flow decreases (Nissenbaum,
2010).

Given that previous studies have demonstrated that these contextual
parameters influence perceived appropriateness of data collection
across various settings (e.g., Gilbert, Vitak, & Shilton, 2021; Martin &
Nissenbaum, 2020; Roeber, Rehse, Knorrek, & Thomsen, 2015; Vitak
et al., 2023; Vliegenthart et al., 2024), it is not unreasonable to suggest
that similar factors affect perceptions of intelligence collection. How-
ever, intelligence collection distinguishes itself from other data collec-
tion contexts due to its high stakes and potential benefits (i.e., the
protection of national security), which could lead to greater acceptance
of certain data practices compared to other contexts. For example, Vitak
et al. (2023) found that Dutch citizens were less concerned about data
collection by law enforcement compared to other entities like online
data brokers or local government agencies. Similarly, data collection
aimed at combating terrorism generated fewer concerns than efforts
focused on other purposes, such as reducing binge drinking. On the
other hand, the inherent risks, potential infringements, and secrecy
associated with intelligence collection can have serious individual and
societal repercussions, which can foster criticism and distrust. More-
over, intelligence agencies operate differently from other law enforce-
ment bodies such as the police, utilizing distinct methods and pursuing
unique objectives, which can further complicate public perceptions
(Oomens, van Wegberg, Klievink, & van Eeten, 2023).

In our study, we consider six factors inspired by the contextual
integrity parameters, which are detailed further in section 3.2. The first
factor we include is the type of threat that is being investigated. Threat
type captures the purpose of intelligence collection, which determines
the stakes. According to the principle of proportionality, more intrusive
measures may be more justified when stakes are high and potential
benefits outweigh potential harms. Prior research has shown that the
acceptance of data collection and willingness to share data may vary
depending on the specific purpose behind collection (Gilbert et al.,
2021; Trein & Varone, 2023; Vitak et al., 2023), with some purposes
deemed more legitimate than others. We therefore expect that public
acceptance will vary across different threat types.

Hypothesis 1. Different threat types are associated with varying levels of
public acceptance.

Intelligence agencies monitor a wide array of threats, ranging from
terrorism to espionage, sabotage, and foreign interference. However,
previous research on support for surveillance and willingness to trade
civil liberties for security has predominantly focused on terrorism-
related threats (e.g., Conrad, Croco, Gomez, & Moore, 2018; Davis &
Silver, 2004; Finkelstein et al., 2017; Garcia & Geva, 2016; Han, Kim, &
Gordon, 2024; Triidinger & Ziller, 2022), while other threats have
received less attention (e.g., Dvir, Geva, & Vedlitz, 2023). Other threats
investigated by intelligence agencies are often less known to the public
or citizens mistakenly assume that intelligence services deal with issues
that are actually the responsibility of police forces, such as combating
crime (Del-Real & Diaz-Fernandez, 2022). In addition, perceptions of
probability and severity differ across threats: terrorist attacks are
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generally seen as more likely and more severe than, for instance, cyber-
attacks (Dvir et al., 2023). Accordingly, we expect terrorism-related
scenarios to elicit higher acceptance than other threat types.

Hypothesis 2. Intelligence scenarios involving terrorism as threat type are
associated with higher public acceptance than scenarios with other threat

types.

The other five factors relate to the way intelligence is gathered. The
second factor we include is the duration of collection. Intelligence op-
erations can range from short-term investigations to long-term surveil-
lance. In some cases, data may be gathered systematically, as
exemplified by the NSA’s PRISM program (Greenwald & MacAskill,
2013). As noted in previous research, extended surveillance can uncover
information that short-term surveillance cannot, such as individual’s
habits and other patterns in behavior (Martin & Nissenbaum, 2020).
Furthermore, it has been suggested that extended collection periods and
data retention are generally less acceptable to the public (Potoglou et al.,
2017). Based on these insights, we hypothesize the following:

Hypothesis 3. Intelligence collection with a longer duration is associated
with lower public acceptance than intelligence collection with a shorter
duration.

The third factor is the data subject of the intelligence collection.
Previous research indicates that public support for state surveillance
increases when it targets potential criminals rather than the general
populace (Ziller & Helbling, 2021). This suggests that acceptance of
intelligence collection is influenced by the specificity of the target, with
targeted collection aimed at legitimate suspects seen as more appro-
priate than indiscriminate surveillance of a broad population.

Hypothesis 4. Intelligence collection of fewer data subjects is associated
with higher public acceptance than intelligence collection of more data
subjects.

Similarly, the origin of the data subject may influence support. There
is some evidence that people are less willing to accept reductions in civil
liberties when the source of a terrorist attack is domestic as opposed to
transnational, regardless of the level of threat (Garcia & Geva, 2016).
Consequently, we propose the following hypothesis:

Hypothesis 5. Intelligence collection of foreign data subjects is associated
with higher public acceptance than intelligence collection of domestic data
subjects.

Fourth, we include the collection method itself. This dimension relates
to the contextual integrity parameter transmission principle, which sug-
gests that the conditions of collection matter in determining the
appropriateness of information flow (Nissenbaum, 2010). For instance,
data can be collected because it is voluntarily shared by the data subject,
but also through coercion and stealing. By law, some intelligence
collection methods (e.g., hacking) are considered more intrusive and are
subject to stricter checks-and-balances than others (e.g., open-source
intelligence) (Aerdts, 2023). Hacking, for instance, can be used to
extract information without the owner’s knowledge, while open-source
intelligence typically involves collecting data that everyone can access.
Though we might expect citizen perceptions to mirror this perceived
intrusiveness pattern from legislation, it should be noted that reality is
more complex, as data from open sources can be sensitive and invol-
untarily shared as well (Oomens et al., 2023). Thus, we propose hy-
pothesis 6:

Hypothesis 6. Different methods of intelligence collection are associated
with varying levels of public acceptance.

The fifth factor is the type of data collected. Certain data types are
considered more sensitive than other data (Schomakers, Lidynia, Miill-
mann, & Ziefle, 2019) and a higher data sensitivity has been found to
reduce surveillance acceptability (Nam, 2018). For instance, collecting
the content of conversations has been found to be perceived as more
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sensitive than the websites one has visited or what someone has
searched on the internet (Nam, 2018). However, contextual integrity
research also shows that the sensitivity of information varies strongly
per context (Martin & Nissenbaum, 2016). We hypothesize the
following:

Hypothesis 7. The collection of different data types is associated with
varying levels of public acceptance.

Sixth, we include data retention. Previous research has found that
data retention practices influence data collection acceptance (Martin &
Nissenbaum, 2020), with findings suggesting a preference for minimal
data storage (Potoglou et al., 2017). In the Netherlands, there have been
controversies surrounding the storage of information by intelligence
services, with data security cited as a primary argument for limiting the
data that is stored (e.g., Hulsen, 2022). Additionally, Ziller and Helbling
(2021) found that concerns about data security reduce support for state
surveillance. Accordingly, we propose hypothesis 8:

Hypothesis 8. Intelligence collection where data is stored in full is asso-
ciated with lower public acceptance than intelligence collection where data is
filtered, and irrelevant information is destroyed.

2.2. Influence of trust, privacy attitudes, and surveillance concerns

Acceptance of data collection is not only influenced by contextual
factors. Beyond contextual integrity, other privacy models exist that
emphasize the role of individual characteristics in shaping perceptions
of data collection. For instance, the Antecedents-Privacy Concerns-
Outcomes (APCO) macro model (Smith et al., 2011) posits that
privacy-related outcomes, such as individuals’ willingness to disclose
information or accept data collection, are influenced by the level of
privacy concerns they experience. These concerns are in turn shaped by
factors such as previous privacy experiences, privacy awareness, and
demographic characteristics.

In the APCO model, trust is understood as influential in determining
privacy-related outcomes, though its precise relationship to these out-
comes — whether as a mediator, moderator, or antecedent — is unclear
(Smith et al., 2011). Regarding surveillance, there is robust evidence
that trust influences acceptance. Generally, a higher level of trust in
institutions correlates with more positive attitudes toward surveillance
policies and technologies (Ball et al., 2019; Budak & Rajh, 2018; Liu,
2021; Nam, 2018, 2019; Svenonius & Bjorklund, 2018; Thompson,
McGill, Bunn, & Alexander, 2020; Triidinger & Steckermeier, 2017;
Valentino et al., 2020). We therefore expect a positive relation between
participants’ general trust in institutions and support.

Hypothesis 9. Higher levels of general institutional trust are associated
with higher acceptance of intelligence collection.

Li (2024) suggests that institutional trustworthiness hinges on three
aspects: ability, benevolence, and integrity. According to Li, ability re-
fers to skills, expertise, and knowledge in institutions. Institutions that
are competent are also more likely to be effective in achieving their
goals. Benevolence is the degree to which institutions are perceived to
act in the public interest rather than their own. Integrity denotes the
consistency of institutions in adhering to principles, including social
norms and moral values (Li, 2024). These three aspects of institutional
trustworthiness are expected to all play a role but likely influence
acceptance differentially. Accordingly, we expect that higher trust in
intelligence agencies — rooted in perceptions of their competence and
integrity — translates into greater acceptance of intelligence collection by
those agencies.

Hypothesis 10. Higher levels of trust in intelligence agencies are associ-
ated with higher acceptance of intelligence collection.

Simultaneously, oversight bodies play a crucial role in checking in-
telligence services and preventing power abuse. Oomens et al. (2023)
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show that for some of their participants, trust in these checks and bal-
ances is more influential than trust in the intelligence services them-
selves, as oversight is seen to hold agencies accountable and to “force”
them to be critical and take responsibility. Thus, effective oversight
mechanisms may alleviate public concerns about intelligence collection.
We therefore expect trust in oversight to foster acceptance.

Hypothesis 11. Higher levels of trust in oversight are associated with
higher acceptance of intelligence collection.

There is strong evidence that individuals with greater privacy con-
cerns are less accepting of surveillance. Prior studies consistently find
that people who worry more about the collection, use, or misuse of
personal data show lower levels of support for surveillance measures
(Dinev, Hart, & Mullen, 2008; Kininmonth, Thompson, McGill, & Bunn,
2018; Thompson et al., 2020). We propose the following hypothesis:

Hypothesis 12. Greater privacy concerns are associated with lower
acceptance of intelligence collection.

Privacy concerns are closely related to surveillance concerns. In-
dividuals with “negative views about the gathering and processing of
personal information and monitoring of online behavior by the gov-
ernment” are less accepting of surveillance (Dinev et al., 2008; Nam,
2018). Therefore, we anticipate that respondents with heightened sur-
veillance concerns will be less likely to accept the intelligence collection
scenarios presented.

Hypothesis 13. Greater surveillance concerns are associated with higher
acceptance of intelligence collection.

Lastly, the privacy-security trade-off framework posits that a degree
of intrusion upon privacy and other fundamental rights is necessary to
achieve a higher level of security (Davis & Silver, 2004; Triidinger &
Ziller, 2022). This trade-off implies that the more importance in-
dividuals attach to privacy, the less willing they may be to accept sur-
veillance practices that intrude upon it — especially when the security
benefits are uncertain or abstract. We propose the following hypothesis:

Hypothesis 14. Higher perceived importance of privacy is associated with
lower acceptance of intelligence collection.

2.3. Context of the Netherlands

Our research is set in the Netherlands, an EU member state with two
intelligence agencies: the General Intelligence and Security Service
(AIVD) and the Military Intelligence and Security Service (MIVD). In
recent years, there has been ongoing public debate surrounding the In-
telligence and Security Services Act from 2017 (Wiv 2017), which out-
lines the powers of both services and the checks-and-balances around
their operations. This debate gained significant attention during a 2018
consultative referendum, in which the Dutch public could vote for or
against the law, which granted the services new powers for extensive
data collection as well as introducing new oversight mechanisms. Dis-
cussions have persisted, particularly among professionals in the field
(Oomens et al., 2023). News outlets frequently report on conflicts be-
tween oversight bodies and intelligence agencies, as well as irregular-
ities and legal changes (e.g., Hulsen, 2022). This ongoing visibility in the
public discourse, coupled with the Netherlands’ strict compliance with
GDPR regulations, may lead Dutch citizens to be more attuned to pri-
vacy and data-related issues in the context of intelligence services.

3. Methodology

The goal of this study is to explore how citizens perceive the
acceptability of various intelligence collection scenarios and how these
perceptions are influenced by contextual factors related to the collection
process, as well as participants’ individual characteristics, such as de-
mographics and attitudes. To achieve this, we administered a factorial
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survey experiment with vignettes among a sample of 1423 participants
that is representative of the Dutch population. In this method, partici-
pants are presented with a series of vignettes — short, hypothetical yet
real-world stories with factors (i.e., dimensions) that are systematically
varied — that they must evaluate. This allows us to explore how changes
along these dimensions affect respondents’ evaluations.

Factorial surveys are widely used in sociological research to inves-
tigate the underlying principles behind human judgments (Wallander,
2009). Factorial survey and choice experiments have also been
commonly used in technology and privacy research to study partici-
pants’ judgments on multidimensional phenomena, such as their
acceptance of technology use and data collection practices in different
contexts (e.g., Gilbert et al., 2021; Horvath, James, Banducci, & Bed-
uschi, 2023; Martin, 2012; Martin & Nissenbaum, 2020). Traditional
survey approaches, which rely on self-reporting and direct questions,
have long been found prone to various response biases, such as social
desirability bias, acquiescence bias, and satisficing (Hainmueller,
Hangartner, & Yamamoto, 2015; Schwarz, 1999). Such biases can un-
dermine the validity of survey results. Research suggests that vignette
and other survey experiments (e.g., conjoint) are less susceptible to
these types of biases, thereby proving to be more reliable (Hainmueller
et al., 2015).

3.1. Survey procedure

Participants were recruited via the LISS panel (Longitudinal Internet
studies for the Social Sciences) during February 2024. The LISS panel is
managed by non-profit research institute Centerdata (Tilburg Univer-
sity, the Netherlands) and is based on a true probability sample of Dutch
households drawn from the population register by Statistics Netherlands
(Scherpenzeel & Das, 2010). The panel consists of approximately 7500
individuals who participate in monthly questionnaires. Participants
complete the surveys online, always in the same lay-out style, and
receive compensation for their participation.

The survey was sent to a total of 2000 LISS panel members, who are
randomly sampled from the larger population of panel members. The
response rate was 82,6 %, meaning that a total of 1652 people partici-
pated in the survey. We excluded participants with missing data and
respondents suspected of speeding. Our final sample consisted of 1423
respondents.

Demographic data on sex, age category, and education level were
provided by Centerdata. The demographics of our final sample of par-
ticipants are summarized in Table 1. The table also shows how the
variables were coded. Previous research has demonstrated that match-
ing the characteristics of a survey sample to the target population as
closely as possible is crucial for drawing externally valid conclusions
from survey experiments (Hainmueller et al., 2015). Therefore,
recruiting a sample representative of the Dutch population was a pri-
ority. Compared to the overall population of Dutch people, older age
categories are overrepresented in our sample, while younger age cate-
gories are underrepresented. Furthermore, there is an over-
representation of individuals with higher education levels.

At the beginning of the survey (see Appendix A for the full survey
instrument), participants were given a brief explanation of the roles and
responsibilities of the AIVD (the General Intelligence and Security Ser-
vice of the Netherlands) to ensure they were informed about the agen-
cy’s nature and primary objectives. This was done to minimize
misunderstandings and avoid inconsistent interpretations of what an
intelligence agency is and does, as previous research has shown that
public knowledge of intelligence agencies is generally low (Del-Real &
Diaz-Fernandez, 2022). Respondents were then asked to express their
level of agreement with a series of statements regarding their privacy
attitudes and trust using a 5-point Likert scale. These questions were
positioned ahead of the vignette valuations to minimize the potential
influence of the vignettes on participants’ trust and privacy ratings.
Their operationalization is further discussed in section 3.5.
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Table 1
Distribution of sex, age and education level in the sample (N = 1423).
N Dutch
population
Sex 0. Male 712 49.7 %
(50.0 %)
1. Female 711 50.2 %
(50.0 %)
Age 0. 18-24 years 102 8.9 %
(7.2 %)
1. 25-34 years 160 13.0 %
(11.2 %)
2. 35-44 years 158 12.0 %
(11.1 %)
3. 45-54 years 210 13.5%
(14.8 %)
4. 55-64 years 270 13.8%
(19.0 %)
5. 65 years and older 523 20.2 %
(36.8 %)
Education 0. primary school 70 (4.9 8.6 %
level %)
1. vibo (intermediate secondary 226 17.7 %
education) (15.9 %)
2. havo/vwo (higher secondary 151 9.6 %
education/preparatory university (10.6 %)
education)
3. mbo (intermediate vocational 323 321 %
education) (22.7 %)
4. hbo (higher vocational education) 410 20.1 %
(28.8 %)
5. wo (university) 243 11.9%
(17.1 %)

Note. Source: CBS StatLine (2022a, 2022b).

Next, participants were randomly assigned to a set of six vignettes,
with each vignette describing a situation with the same structure. Within
each vignette, the following six dimensions were varied: (1) threat type,
(2) duration, (3) data subject, (4) collection method, (5) data type, and
(6) data retention. Participants rated the acceptability of each vignette
on a 7-point Likert scale, ranging from very unacceptable to very
acceptable. The choice and operationalization of the vignette di-
mensions and levels are further detailed in section 3.2.

Upon completing the survey, participants were asked to evaluate its
clarity and understandability using a 1-5 Likert scale. They were then
debriefed and thanked for their participation. On average, participants
were neutral regarding the difficulty of the questions (M = 2.70, SD =
1.46). They found the questions clear (M = 4.04, SD = 0.97) and
perceived the topic as both interesting (M = 3.80, SD = 1.05) and
thought-provoking (M = 3.56, SD = 1.18). The estimated duration to
complete the survey was 10 min. Demographic data were provided by
Centerdata. Subsequently, the dataset was combined with a selection of
variables from the LISS Politics & Values questionnaire wave 16, which
is part of the LISS Core Study, a longitudinal survey about a broad range
of social topics (Elshout, 2024).

3.2. Choice of vignette dimensions and levels

The dimensions for our vignettes were determined based on a review
of existing literature, as outlined in Section 2.1. We settled on six di-
mensions to vary within the vignettes: (1) threat type, (2) duration, (3)
data subject, (4) collection method, (5) data type, and (6) data retention.
In this section we will elaborate on the operationalization of the vignette
variables. An overview of all the dimensions and levels is presented in
Table 2.

3.2.1. Threat type

The first dimension, threat type, was included to provide participants
with a purpose for the data collection. Intelligence services investigate a
range of threats, each with varying levels of urgency and visibility. We
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Table 2
Overview of vignette dimensions and levels.

Dimension Levels

Threat type 1. a terrorist attack is being planned on a Dutch target

2. attempts are being made to steal trade secrets from a Dutch
company

3. disinformation is spread with the aim of influencing Dutch
citizens

4. digital attacks are taking place with the goal of causing
disruptions in the electricity network in the Netherlands
Duration once
for three months

systematically

a few residents of the Netherlands

a few residents of a country outside the European Union
thousands of residents of the Netherlands

thousands of residents of a country outside the European Union
collected the information by searching on the internet (for
example, leaked datasets, social media, and internet forums)

2. received the information from a foreign intelligence service

3. received the information from an informant (this can be either a
person or an organization)

4. requested the information from another organization (for
example, a municipality, bank, or internet provider)

5. gathered the information by hacking a device (breaking into a
computer)

6. collected the information by wiretapping an internet
connection

1. passenger data from air travel, such as passport and flight
information. This information can be used to infer where someone
has travelled and when.

2. contact details from chat and email services. This information
can be used to the infer with whom someone is in contact and
when.

3. communication between individuals. This information can be
used to infer someone’s motivations and beliefs.

4. internet traffic. This information can be used to infer what
someone does on the internet.

1. Only data useful to the investigation is retained. The remaining
information is destroyed.

2. All collected information is retained.

Data subject

Il o

Collection
method

Data type

Data retention

included four threat types that have been part of the public discourse in
the Netherlands but differ in visibility — potentially affecting citizens’
sense of urgency and feelings of threat. Therefore, these different threats
may correlate with varying levels of acceptance. The first two threat
types, terrorism and cyber-attacks, represent collective safety concerns,
though they manifest differently — terrorism is visible and familiar, while
cyber-attacks are more invisible and relatively new to the public. The
third threat type, theft of trade secrets, pertains to economic and
knowledge security and might be perceived differently due to its less
immediate impact on collective security compared to a terrorist attack.
Lastly, the spread of disinformation presents ambiguous immediate
consequences, potentially resulting in lower perceived urgency.

3.2.2. Duration

The second dimension, duration, was added because previous
research shows that when duration is not explicitly mentioned, partic-
ipants tend to judge scenarios as more acceptable compared to scenarios
that do contain an indication of time, even if the duration is only ‘a few
minutes’ (Martin & Nissenbaum, 2020). We specified three levels for
this dimension: one time only, for three months, and systematically. These
time periods are based on the specifications in Dutch law, where Dutch
intelligence services typically receive permission to collect data for a
three-month period, after which they must request an extension.

3.2.3. Data subject

The third dimension, data subject, was inspired by the theory of
privacy as contextual integrity. As mentioned in Section 2.1, contextual
integrity suggests that the norms surrounding information flow are
related to five parameters: information type, transmission principle, and
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three actor-related parameters: data receiver, sender, and subject (Martin
& Nissenbaum, 2020). The receiver, the actor that ultimately obtains the
information, remains constant across vignettes, because in each scenario
the same Dutch intelligence agency (AIVD) is the receiver of the data.
We chose the AIVD as sole receiver, as this is the intelligence agency best
known to Dutch citizens. The sender, the actor providing the data, is
integrated into the collection method dimension, as the AIVD sometimes
collects its own intelligence and at other times receives information from
informants or foreign intelligence services. The data subject, the actor
whose information is collected, was included as a separate dimension, as
the ‘target’ of intelligence gathering varies per case.

In selecting the dimension levels, we focused on two aspects: the
specificity of data collection and the origin of the data subject. We
distinguished between highly targeted data collection involving only a
few subjects and collection in bulk from thousands of people at the same
time. Additionally, we differentiated between Dutch residents and in-
dividuals residing outside the European Union. We included a sentence
emphasizing that data subjects may include potential suspects, victims,
or individuals associated with suspects and/or victims. This addition
was informed by observations during the pilot phase, where participants
interpreted the data subject differently — some assumed a random in-
dividual, while others assumed a suspect. To mitigate potential con-
founding variables, we standardized this aspect across vignettes while
retaining a degree of ambiguity by design.

Unlike previous research (e.g., Martin & Nissenbaum, 2016), which
often uses the participant as the data subject (i.e., ‘your data is being
collected’), we chose not to do this. Discussions on data collection by
intelligence agencies often lack clarity regarding whose data is being
collected. However, one would assume that intelligence services are
most interested in information about people related to their in-
vestigations rather than most regular citizens, though their data could be
part of larger datasets.

3.2.4. Collection method

The fourth dimension, collection method, specifies how the AIVD
obtains information in the scenarios. Previous research suggests that
people feel more comfortable with the collection of data that is volun-
tarily shared or already public, as opposed to private data (Gilbert et al.,
2021). Therefore, we focused on including different sources and
methods for obtaining publicly available or private information.
Furthermore, as mentioned, we included different senders, the actors
providing the data, in this dimension.

We specified six levels for this dimension, aligning with intelligence
powers outlined in Dutch law (Wiv 2017): collection by the intelligence
service through searching the internet, hacking, or wiretapping an internet
connection, and receiving data from a foreign intelligence service, infor-
mant, or another organization. The levels reflect various degrees of
assumed intrusiveness. For example, open-source intelligence (i.e.,
searching the internet) and data acquisition via third parties (e.g., in-
formants) are typically perceived as less intrusive, since those data are
publicly available or collected through standard procedures.
Conversely, hacking and wiretapping are generally considered more
intrusive and are subject to strict and tightened oversight within the
Dutch system of checks-and-balances (Oomens et al., 2023).

3.2.5. Data type

For the fifth dimension, data type, we found it important to include
not only the type of information that was collected but also what can be
inferred from said information. Previous research has found that data
inference is an important factor to include, as it provides participants
with clarity on what can be learned from different kinds of information
and helps them make better informed judgments (Martin & Nissenbaum,
2020).

Since much of the work of intelligence services is secretive, we based
the four levels of this dimension on known data types from reports and
other public sources (e.g., CTIVD, 2020). We aimed to align these levels
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with data categories encompassing location, network, and content,
which form significant facets of intelligence gathering. Much of the in-
telligence amassed by intelligence services relates to these elements,
shedding light on where a target has been, their social connections, and
their motivations. The four data types included are passenger, contact,
communication, and internet traffic data. For each level, we included a
sentence that specified the data inference, clarifying what kind of in-
formation the AIVD could derive from the data.

3.2.6. Data retention

Lastly, data retention was included as a dimension to provide context
on what happens to the data after collection, specifically whether all
data is used and stored or only a limited amount. We chose two levels for
this dimension: full retention, where data is not filtered and everything is
stored, and partial retention, where some form of filtering has been
applied.

The vignettes were originally presented to participants in Dutch and
have been translated to English for the purposes of this paper (Appendix
B). The following is a translated example of the vignettes, with added
bracketed numbers denoting the corresponding dimensions:

The AIVD has received indications that [1] a terrorist attack is being
planned on a Dutch target. That is why the AIVD gathers information
[2] systematically from [3] a few residents of the Netherlands. These
residents may include people who are suspected of involvement, or
who may be victims, or who have dealings with those involved or
victims. The AIVD has [4] requested the information from another or-
ganization (for example, a municipality, bank, or internet provider). It
concerns [5] passenger details from air travel, such as passport and flight
information. This information can be used to infer where someone trav-
elled and when. [6] All collected information is retained.

3.3. Vignette design

Combining all possible level combinations (4 x 3 x 4 x 6 x 4 x 2) as
depicted in Table 2 led to a total of 2.304 combinations (i.e., a full
factorial design). It is common practice to use blocking techniques to
sample a subset of vignettes (fractional factorial) from the full factorial
design. This approach is necessary to prevent participants from having
to evaluate all possible vignette combinations, as doing so would require
an unrealistically large respondent sample (Auspurg & Hinz, 2015). The
most commonly used blocking technique is random sampling
(Wallander, 2009), although its use has been declining in recent years
(Treischl & Wolbring, 2022). Random sampling has been criticized for
potentially causing imbalances and confounding main and interaction
effects (Auspurg & Hinz, 2015; Diilmer, 2007; Treischl & Wolbring,
2022).

Given these limitations, we opted for D-efficient sampling, as recom-
mended by Auspurg and Hinz (2015). D-efficient sampling is regularly
applied in recent survey experiments (e.g., Jeune, Juhel, Dessus, & Atal,
2024; Kustosch, Ganan, van’t Schip, van Eeten, & Parkin, 2023; See-
huus, 2023; Triidinger & Ziller, 2022) and has several key advantages.
First, D-efficient sampling minimizes the confounding of parameters
within vignette decks and optimizes the balance and orthogonality of
main and interaction effects (Auspurg & Hinz, 2015; Treischl &
Wolbring, 2022). Second, it allowed us to control which specific inter-
action terms were included in the design, ensuring that these in-
teractions were adequately represented in the final sample. Third,
predefined vignette blocks provided the most practical solution in our
collaboration with the LISS panel.

We used freeware macro %Mktex within software package SAS stu-
dio for D-efficient sampling of the vignettes (Kuhfeld, 2010). We con-
structed a design of 20 sets (or blocks), where each set consisted of 6
vignettes. Thus, in total 120 unique vignettes were rated by participants.
The D-efficiency score was 93.06, which aligns with established rec-
ommendations and offers sufficient statistical power (Auspurg & Hinz,
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2015). Higher D-efficiency scores signify a more robust design, with 100
indicating the maximum possible efficiency.

Participants were randomly allocated to one of the 20 sets of 6 vi-
gnettes. After excluding respondents with missing data, each vignette
was rated by at least 58 individuals. To counteract order effects, the
order of the vignettes within each block was randomized for every
respondent. We furthermore ensured that in every set, each dimension
level appeared at least once over the 6 vignettes, so that every partici-
pant would encounter all dimension levels at least once in one of the
vignettes. Finally, we ensured that combinations of dimension levels
occurred equally often over the entire sample of 120 vignettes. A total of
8538 vignettes were rated by 1423 respondents.

3.4. Dependent variable

For each vignette, respondents were asked to rate its acceptability.
Acceptance was measured using the question: How unacceptable (in other
words: unreasonable, not okay) or acceptable (in other words: reasonable,
okay) do you find this situation? Answers ranged from 1 (very unac-
ceptable) to 7 (very acceptable) with 4 (neither unacceptable nor
acceptable) indicating a neutral position.

3.5. Respondent variables

Before evaluating the vignettes, respondents were asked about their
privacy attitudes and trust. We included seven independent variables
that pertained to participants general attitudes: (1) privacy importance,
(2) privacy concerns for self, (3) privacy concerns for others, (4) sur-
veillance concerns, (5) trust in the competence of the AIVD, (6) trust in
the integrity of the AIVD, and (7) trust in oversight. See Table 3 for the
operationalization. The included privacy and surveillance attitudes were
inspired by previous research (Nam, 2017, 2018, 2019). Additionally,
we distinguished between trust in integrity and trust in competence,
since previous research suggests that institutional trust depends on these
different aspects (Li, 2024). Participants were shown statements and
indicated their agreement on a Likert scale, ranging from 1 (completely
disagree) to 5 (completely agree).

Participants’ general trust in various governmental and non-
governmental institutions was measured using the question: Can you
indicate, on a scale from 0 to 10, how much trust you personally have in each
of the following institutions? Answer categories ranged from O (no trust at
all) to 10 (full trust). The included institutions were the Dutch govern-
ment, parliament, legal system, police, politicians, political parties,
media, army, education, science, and democracy. The items formed a
reliable scale (Cronbach’s alpha = 0.93) and were combined into a
composite variable, trust in institutions (M = 5.69, SD = 1.58).

Additionally, we included controls for participants’ self-identified
political orientation and interest in the news. First, political orientation
was based on self-placement on an 11-point left-right scale, relying on
the following question: Where would you place yourself on a political scale,
where 0 means left and 10 means right? (M = 5.30, SD = 2.38). Second,

Table 3
Operationalization and mean scores for respondent variables.
Variable Statement M SD
Privacy importance 1 think privacy is important. 432  0.63
Privacy concerns I am concerned about my privacy. 3.34 0.95
self
Privacy concerns I am concerned about the privacy of others. 3.12  0.98
others
Surveillance I am afraid the government is spying onme. ~ 2.43  0.98

concerns
Trust competence
Trust integrity

I trust that the AIVD is good at its work. 3.84 0.75
I trust that the AIVD will adhere to the rules  3.77  0.85
that apply to it.

Trust oversight I trust that the AIVD is properly supervised. 3.72 0.86
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news interest as measured by the following question: Are you very inter-
ested in the news, a little interested or not interested? With answer cate-
gories (1) very interested, (2) a little interested, (3) not interested (M =
1.53, SD = 0.58). We also controlled for the demographics age, sex, and
education level.

3.6. Pilot study

A pilot study was carried out using Qualtrics, involving a conve-
nience sample of 34 participants. The aim was to evaluate the survey’s
functionality and assess the participants’ comprehension of the vi-
gnettes. For each vignette, participants were asked to rate them on re-
alism and understandability. If vignettes were rated as unrealistic or
unclear, respondents were asked why they thought so. The pilot phase
did not reveal significant issues, and the changes made were primarily
related to rephrasing and adjustments to response scales. We also
decided to remove some vignette levels to reduce the number of total
combinations. The prototype vignettes underwent further testing with
volunteers in an iterative manner to address any remaining points of
interest. Researchers from Centerdata conducted a thorough analysis of
the survey, resulting in simplified phrasing to meet Dutch language level
B1. This adjustment ensures that individuals with varying reading
abilities can comprehend the survey more easily.

3.7. Data analysis

Given that each respondent evaluated multiple vignettes, our data
were hierarchical with vignettes nested within respondents. Therefore,
we ran multilevel models with maximum likelihood estimation using the
LME4 package in .R (Bates, Machler, Bolker, & Walker, 2015). Specif-
ically, we utilized multilevel regressions with random intercepts to test
the main effects of vignette dimensions and respondent variables on the
dependent variable, vignette acceptance. Vignette dimensions were used
as explanatory categorical variables, and the dependent variable was
treated as continuous. Random intercepts were included to account for
individual differences between participants. Additionally, we conducted
a multilevel analysis to examine interaction effects among several
vignette dimensions. Our model-building approach was step-wise: we
began with a baseline random intercept model, then sequentially added
vignette dimensions, control variables, and respondent variables,
assessing whether each addition significantly improved model fit.
Finally, we included possible interaction terms to evaluate their impact
on model fit.

4. Results

We conducted a factorial survey experiment with vignettes to answer
the following research question: How do contextual factors relating to
the deployment of intelligence resources influence participants’ accep-
tance of intelligence collection? And: How do respondent characteristics
affect their acceptance of intelligence practices? In Section 4.1, we
examine the results from a multilevel regression model with a random
intercept. First, the findings for the dependent variable, vignette
acceptance, are discussed. Next, we assess the main effects of each
vignette dimension on vignette acceptance, followed by an analysis of
respondent characteristics. Finally, we discuss model fit and explained
variance. In Section 4.2, we expand on these findings by discussing an
extended model that includes interaction effects.

4.1. Main effects

4.1.1. Vignette acceptance

Across the sample, the vignettes received an average acceptance
score of 5.19 (SD = 1.54). Given that vignette acceptance was evaluated
on a scale ranging from 1 (very unacceptable) to 7 (very acceptable)
with 4 being neutral, this mean score suggests that the vignettes were
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generally evaluated as more acceptable than unacceptable. As Fig. 1
reveals, the distribution of vignette acceptance is left-skewed with most
vignettes receiving an acceptance score of 6 (acceptable).

4.1.2. Main effects of vignette variables on vignette acceptance

We will now discuss the main effects of the multilevel regression
model (Appendix C, Table C1, Model 4), starting with the effects of the
vignette variables on vignette acceptance. Their effects are visualized in
Fig. 2.

4.1.2.1. Threat type. The results indicate that vignettes featuring
terrorism as the threat type were evaluated as most acceptable, followed
by digital attacks aimed at disrupting an electricity network. Vignettes
with trade secrets or disinformation as threat types were found to be
least acceptable, with disinformation being most unacceptable. Threat
type had the largest effects out of all vignette variables. These findings
support hypotheses 1 and 2.

4.1.2.2. Duration. Vignettes wherein data was collected one time only
were rated most acceptable. This was followed by a data collection
period of three months, while systematic data collection received the
least favorable evaluation. This corresponds with hypothesis 3, which
posits that intelligence collection with a longer duration is associated
with lower acceptance.

4.1.2.3. Data subject. Vignettes involving data collection from a few
residents of a country outside the European Union were regarded as the
most acceptable, followed by those involving data collection from a few
residents of the Netherlands. Vignettes suggesting data collection from
thousands of residents outside the European Union received signifi-
cantly lower acceptance, and data collection from thousands of residents
of the Netherlands was deemed the least acceptable. These findings
support Hypotheses 4 and 5, indicating that intelligence collection
involving fewer data subjects and targeting foreign individuals is asso-
ciated with higher levels of public acceptance.

4.1.2.4. Collection method. No significant differences were found be-
tween data collection via a foreign intelligence service, through in-
formants, and by searching the internet. These methods emerged as the
most acceptable methods. There were significant differences for the
other collection methods. Requesting information from another orga-
nization was evaluated as significantly less acceptable than the afore-
mentioned methods. This was followed by wiretapping an internet
connection, which was viewed significantly less favorably. Hacking a
device was deemed the least acceptable method. These results support
hypothesis 6, as some collection methods were rated significantly less
acceptable than others, although not all methods showed significant
differences.
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Fig. 1. Frequency distribution of vignette acceptance scores (N = 8538).
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Fig. 2. The effects of vignette levels on vignette acceptance for each vignette dimension. Note. The figure displays point estimates (dots) and corresponding cluster-
robust 95 % confidence intervals (horizontal lines) from a multilevel regression model with random intercept (Model 4, Appendix C, Table C1). The dots on the zero
line without confidence intervals represent the reference category for each variable. Significance levels indicate whether vignette levels significantly differ from their
reference categories, with significance denoted as: * p < .05; ** p < .01; *** p < .001.

4.1.2.5. Data type. The collection of passenger data was rated the most
acceptable. However, no significant differences with the other three data
types were found. Thus, hypothesis 7 is unsupported.

4.1.2.6. Data retention. Vignettes wherein only data useful to the
investigation was retained and the remaining information was destroyed
were evaluated as significantly more acceptable than vignettes in which
all information was retained. These findings support hypothesis 8.

4.1.3. Main effects of respondent variables on vignette acceptance

Next, we examine the main effects of the respondent and control
variables, which were treated as continuous. Unsurprisingly, some
variables showed moderate to strong correlations. Privacy concerns for
self and others were strongly correlated (r = 0.753), as were the trust-
related variables. Additionally, surveillance and privacy concerns
exhibited weak to moderate negative correlations with trust. In contrast,
the control variables showed no strong correlations. A correlation ma-
trix plot is provided in Appendix D, Fig. D1. Variance inflation factor
(VIF) tests confirmed no multicollinearity (all VIFs <2.0). Notably,
despite these correlations, the variables had distinct effects in the
regression model, with varying significance levels.

The effects of the respondent variables and controls on vignette

acceptance are visualized in Fig. 3.

Participants with higher levels of general trust in institutions rated
the vignettes more favorably, supporting hypothesis 9. A strong positive
effect was also observed for participants who expressed greater trust in
the competence of the AIVD, indicating that higher trust in the intelli-
gence service’s competence is associated with greater acceptance of the
vignettes. However, no significant effect was found for trust in the
integrity of the AIVD, providing partial support for hypothesis 10.
Similarly, hypothesis 11 was not supported, as trust in oversight was not
significantly associated with vignette acceptance.

Partial support for hypothesis 12 was found: participants with
greater privacy concerns for others rated the vignettes significantly less
favorably, while no significant effect was observed for privacy concerns
regarding themselves. Hypothesis 13 remains unsupported, as no sig-
nificant effects were found for surveillance concerns. Finally, hypothesis
14 is supported, as a significant negative effect was found for privacy
importance, suggesting that participants who place greater importance
on privacy rated the vignettes as less acceptable.

As for the control variables, we observed a significant positive effect
for political orientation, indicating that participants who identify as right-
wing tended to find the vignettes more acceptable compared to those on
the left end of the political spectrum. This is consistent with previous
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Fig. 3. The effects of respondent and control variables on vignette acceptance. Note. The point estimates represent the effect of a one-unit increase in each predictor
variable. Specifically, for each one-unit increase in the scale of a variable, the estimated change in the outcome (vignette acceptance) is given by the point estimate
(Model 4, Appendix C, Table C1). Note that scales differ across variables: for instance, political orientation and trust in institutions are rated on an 11-point scale,
while most others use a 5-point Likert scale. For more details, see Section 3.5. Note. The “Sex (female)” estimate shows the difference in vignette acceptance between

females and males, with males as the reference category (estimate = 0).

research (Finkelstein et al., 2017; Nam, 2017; van Wilsem & van der
Woude, 2011). Finkelstein et al. (2017) suggest that this is because
liberals, relative to other groups, are more likely to view surveillance
policies as ineffective and susceptible to government abuse while also
perceiving a lower threat of terrorism. The significant effect associated
with news interest suggests that participants with more interest in the
news tended to display more acceptance of the vignettes. This pattern
may reflect the specific context of the Netherlands, where intelligence
services and the Wiv 2017 law have received extensive coverage in the
media. [t may also suggest that transparency can play a significant role
in fostering public support for intelligence practices.

For age category (see Table 1 for the categories), the results show a
positive effect consistent with previous research (Nam, 2018), suggest-
ing that older participants rated the vignettes significantly more
acceptable compared to younger participants. No significant effect was
found for education level.

Regarding sex (0 = male, 1 = female), our findings reveal that female
respondents rated the vignettes on average as significantly less accept-
able. This contradicts previous research (Messick, 2023; Triidinger &
Steckermeier, 2017), though it is in line with findings that women are
generally more concerned than men regarding the impact of information
collection on their privacy (Smith et al., 2011). This outcome is chal-
lenging to interpret using our data alone; there are weak correlations
between gender and political orientation and news interest (Appendix D,
Fig. D1), with female participants being slightly more left-wing and less
interested in the news — both factors associated with lower acceptance.

4.1.4. Model fit and explained variance

The model fit statistics indicate a good overall fit. The marginal R?
value of the main effects model shows that the fixed effects (i.e., the
variables included in the model) account for 20.8 % of the total variance.
The conditional R? value indicates that the full model, which includes
both fixed and random effects, explains 54 % of the variance in the data.
The random effects capture variation in vignette scores across re-
spondents that is not explained by the fixed variables, suggesting that
some respondents consistently rate vignettes higher or lower regardless

of factors such as age, trust, privacy concerns, or vignette characteristics.
This implies there may be additional unmeasured factors, such as per-
sonal experiences or differences in how respondents interpret the vi-
gnettes, that influence vignette scores. Overall, the R? values suggest
that the model performs well in explaining the variance in the data.

Beyond overall model fit, we examined the relative explanatory
power of different components of our model to determine which
vignette dimensions or respondent variables had the strongest impact on
vignette scores. To assess this, we compared the marginal R? values
across isolated components of the main effects model, focusing sepa-
rately on vignette dimensions, demographics, and respondent attitudes
(Model 1 to 4, Appendix C, Table C1). However, comparing R? values
requires caution, because variables have different scales, and the
vignette variables are categorical. Therefore, there could be many rea-
sons why one model has a higher R? than another and we should be
cautious in drawing strong conclusions. To gain further insights, we used
the PartR2 package in R (Stoffel, Nakagawa, & Schielzeth, 2021) to
calculate the R? values for individual variables in the main effects
model.

Interestingly, the model with only vignette variables has a relatively
low marginal R? (6.3 %) compared to the model with only respondent
variables, which explains 13 % of the variance. This suggests that
variation in vignette scores between respondents is better explained by
their attitudes than by the specific conditions of the vignettes. In other
words, respondents’ trust and privacy attitudes seem stronger de-
terminants of their acceptance ratings than the scenarios themselves.
However, somewhat paradoxically, the PartR2 analysis reveals that
among individual predictors, threat type — a vignette variable — was the
single most influential factor, explaining 3.9 % of the variance in the
main effects model. This was notably higher than any other individual
variable, including respondent variables. These findings suggest that
while respondent variables collectively explain a larger share of the
variance in acceptance ratings — indicating that predispositions shape
how individuals interpret a vignette — threat type remains the most
powerful individual predictor of vignette acceptance.
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4.2. Interaction effects

Following the main effects analysis, we sought to determine whether
the effects of certain vignette variables on the dependent variable would
change based on the values of other vignette variables. To achieve this,
we incrementally added interaction terms to the main effects model to
evaluate their effects. Our analysis revealed modest but significant ef-
fects for two interactions: threat type x data subject and data type x
collection method. Other interaction terms did not produce significant
results. The regression model with the significant interaction terms can
be found in Appendix C, Table C2. As with the main effects model, es-
timates for each level should be interpreted relative to their reference
category. Significant interactions highlight deviations from the expected
relationship of the reference category. The interaction effects did not
substantially change our core findings, so we discuss these results only
briefly.

Threat type x data subject: First, we examined the interaction between
data subject and threat type to understand how their variations impact
vignette acceptability. The effects are visualized in Fig. 4.

While the main effects model showed it was more acceptable to
collect data from fewer people compared to thousands, and from non-EU
residents compared to Dutch residents, the model with interaction terms
reveals that only the specificity of data collection remains significant:
vignettes involving data collection from thousands of subjects are
viewed as significantly less acceptable than from just a few. There are no
significant differences between non-EU and Dutch residents, suggesting
that the origin of data subjects generally does not influence vignette
acceptance.

An exception occurs with vignettes involving trade secrets as the
threat type, where collecting data from non-EU residents is significantly
more acceptable than from Dutch residents. In this case, the origin of the
data subjects does matter. These findings suggest that for certain threat
types, participants may have specific expectations about the likely per-
petrators. For example, participants may perceive it as more likely that

A few non-EU residents

A few Dutch residents
Thousands non-EU residents
Thousands Dutch residents

A few non-EU residents
* A few Dutch residents

Government Information Quarterly 42 (2025) 102077

individuals from another country, rather than their own, would attempt
to steal trade secrets. This finding has implications for hypothesis 5.
While this hypothesis was supported in the main effects model, the
interaction model shows that this is only the case in a specific context,
which suggests that the relationship proposed holds only under certain
conditions. Thus, we conclude that hypothesis 5 is partly supported
(Table 4).

Data type x Collection method: Second, we examined whether vignette
acceptance for different data types would change based on the collection
method used. The effects are visualized in Fig. 5.

While the main effects model showed no significant differences be-
tween data types, the addition of an interaction term did reveal signif-
icant differences. Each data type exhibited a distinct pattern of
acceptability concerning different collection methods. For instance, in
vignettes featuring the collection of passenger data, using a foreign in-
telligence service was more acceptable compared to other methods,
while hacking was the least acceptable. However, this pattern did not
hold for the other data types. For contact and communication data, for
instance, receiving information from an informant was viewed as the
most acceptable method, while this was the least acceptable method for
internet traffic data.

These variations across collection methods help explain the insig-
nificant differences between data types in the main effects model, as
overall effects balance out. The distinct patterns for each data type
indicate that participants have specific expectations about which
methods should be used for collecting certain types of data and perceive
some combinations of data type and collection method as more appro-
priate than others. For example, with passenger data, there are clearer
expectations about acceptable and unacceptable collection methods.
However, for other data types, like internet traffic, the differences in
acceptability between methods are much smaller. We cautiously
conclude that hypothesis 7 is partly supported, as data type acceptability
seems to be related to the collection method used to gather the data,
though effects are small.

Terrorism

Trade secrets
—_—————

* Thousands non-EU residents

** Thousands Dutch residents

A few non-EU residents

Disinformation
_._

A few Dutch residents

Thousands non-EU residents

®

[ ]

Thousands Dutch residents

A few non-EU residents
A few Dutch residents
Thousands non-EU residents

Electricity network
_._

Thousands Dutch residents

-1

0

-0.5
Effect on vignette acceptance

0.0

Fig. 4. Interaction effect of threat type x data subject on vignette acceptance. Note. Significance levels indicate whether the interaction effect is statistically significant,
meaning that the interaction significantly deviates from the expected relationship as established for the reference category. Significance is denoted as: * p < .05; ** p

<.0L.
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Table 4
The results of hypothesis tests.
Hypothesis Result

1 Different threat types are associated with varying levels of Supported
public acceptance.

2 Intelligence scenarios involving terrorism as threat type are  Supported
associated with higher public acceptance than scenarios with
other threat types.

3 Intelligence collection with a longer duration is associated Supported
with lower public acceptance than intelligence collection
with a shorter duration.

4 Intelligence collection of fewer data subjects is associated Supported
with higher public acceptance than intelligence collection of
more data subjects.

5 Intelligence collection of foreign data subjects is associated Partly
with higher public acceptance than intelligence collection of ~ supported
domestic data subjects.

6 Different methods of intelligence collection are associated Supported
with varying levels of public acceptance.

7 The collection of different data types is associated with Partly
varying levels of public acceptance. supported

8 Intelligence collection where data is stored in full is Supported
associated with lower public acceptance than intelligence
collection where data is filtered, and irrelevant information
is destroyed.

9 Higher levels of general institutional trust are associated Supported
with higher acceptance of intelligence collection.

10  Higher levels of trust in intelligence agencies are associated  Partly
with higher acceptance of intelligence collection. supported

11 Higher levels of trust in oversight are associated with higher =~ Not supported
acceptance of intelligence collection.

12 Greater privacy concerns are associated with lower Partly
acceptance of intelligence collection. supported

13 Greater surveillance concerns are associated with higher Not supported
acceptance of intelligence collection.

14  Higher perceived importance of privacy is associated with Supported

lower acceptance of intelligence collection.

5. Discussion
5.1. Contextual factors

5.1.1. Threat type most influential, with vignettes featuring terrorism most
acceptable

Of all vignette dimensions, threat type exerted the strongest influence
on acceptance, indicating that the acceptability of data collection by
intelligence services depends foremost on why the data are collected.
Vignettes featuring a terrorism threat were by far found most accept-
able, followed in order by a cyber threat (digital attacks against an
electricity network), espionage threat (theft of trade secrets), and a
democracy threat (the spread of disinformation).

Several explanations can account for these results. Evidence suggests
that people tend to overestimate the risks of terrorist attacks and the
likelihood of being personally affected (Braithwaite, 2013; Dvir et al.,
2023), which heightens perceived urgency and legitimizes invasive
surveillance. In contrast, the impact of other threats like digital attacks
or trade secret theft may be less immediately visible and harder to
quantify, often unfolding gradually or becoming apparent only over
time. Moreover, cyber-attacks or industrial espionage typically target
governments, organizations, information and materials, public opinion,
or strategic targets rather than lives. Therefore, these threats may be
viewed as less threatening to citizens personally. This explanation is
supported by recent research suggesting that only cyber-attacks causing
lethal consequences — compared to attacks with non-lethal consequences
— generate heightened support for surveillance policies (Snider et al.,
2025). Furthermore, addressing threats such as the spread of disinfor-
mation may be more controversial; efforts to counter disinformation
could be seen as infringing on free speech. Likewise, participants may
not view disinformation or corporate espionage as national security is-
sues, raising questions about whether such cases warrant investigation
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by intelligence services at all.

5.1.2. Specific and small-scale data collection more acceptable

Consistent with previous research indicating that smaller-scale data
collection is generally perceived as more acceptable (Vitak et al., 2023),
vignettes involving single-instance data collection from a limited num-
ber of subjects were typically viewed more favorably than those
depicting systematic collection from larger groups. These findings sug-
gest that participants are less comfortable with extensive data collection
— characterized by more subjects and longer collection periods —
compared to more targeted approaches. This preference is further re-
flected in the finding that vignettes featuring data filtering after
collection were deemed more acceptable than those involving full data
retention. These findings clearly show support among participants for
the principle of specificity established in legal frameworks (Aerdts,
2023).

5.1.3. Limited influence of data subject’s origin

Overall, vignettes featuring data subjects from outside the EU were
deemed more acceptable than those involving Dutch data subjects.
However, interaction effects revealed that data subject origin only
influenced acceptability in vignettes involving a trade secret threat. This
pattern diverges from prior work that suggests people more readily
endorse the collection of data or restriction of rights from out-group
members compared to in-group members in counter-terrorism settings
(Geedy-Gill & Carriere, 2024; Reimer & Johnson, 2023). One possible
explanation is that industrial espionage may be perceived as an inter-
national rather than a domestic threat, making foreign actors the
assumed culprits and surveillance feel more justified. Thus, support for
surveillance targeting different groups appears context dependent. This
finding is interesting, considering that the Dutch Intelligence and Se-
curity Services Act (Wiv 2017) grants equal legal protections to both
nationals and non-nationals — an uncommon feature in intelligence
legislation. In many countries, citizens receive a higher level of protec-
tion compared to individuals outside the jurisdiction of intelligence
services (Kniep et al., 2024). This finding suggests that Dutch citizens
generally support the principle of universality embedded in their intel-
ligence legislation, though our research cannot say whether such atti-
tudes are prevalent among citizens from other countries.

5.1.4. Acceptance of collection method and data type context dependent

Generally, hacking and wiretapping an internet connection were
found significantly less acceptable than other methods. This viewpoint is
also reflected in Dutch law, where these methods are considered more
severe and intrusive, thereby subjecting them to stricter procedural
safeguards and oversight (Oomens et al., 2023). Interestingly, request-
ing data from another organization was also found less acceptable by
participants, despite being a collection method with relatively limited
oversight under Dutch law. One possible explanation is that participants
did not anticipate organizations in the vignettes sharing certain types of
data with intelligence services. This interpretation is bolstered by
interaction effects, which indicated that the acceptability hierarchy
among collection methods varied depending on the type of data and thus
is more complex than a straightforward hierarchy of intrusiveness or
sensitivity. This complexity challenges the notion that one data type or
collection method is consistently less acceptable across scenarios, which
contradicts research on information sensitivity, where conclusions have
often been drawn about the overall sensitivity of specific data types (e.
g., Milne et al., 2017; Schomakers et al., 2019).

5.2. Respondent characteristics

5.2.1. Privacy concerns for others and privacy importance lower
acceptance

In line with previous research on surveillance acceptance and the
APCO model (Dinev et al., 2008; Smith et al., 2011; Thompson et al.,
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Fig. 5. Interaction effect of collection data type x collection method on vignette acceptance. Note. The effects in Fig. 5 are smaller than those in Fig. 4, which results in a
different x-axis scale, causing the confidence intervals to appear much wider. However, their absolute size is only slightly larger. Interaction effects tend to have
larger standard errors, which introduces greater uncertainty into the estimates. Consequently, caution is needed when interpreting the results. This increased un-
certainty raises the threshold for significance, but despite this, some effects remain statistically significant, indicating that interaction effects are likely present in

the data.

2020), our findings indicate that participants with more privacy con-
cerns for others found the vignettes generally less acceptable. Surpris-
ingly, no significant effects were found regarding privacy concerns for
self nor regarding surveillance concerns. A possible explanation is that
participants did not see themselves as potential data subjects, possibly
making them less concerned about surveillance and threats to their
privacy from intelligence services. Those with increased privacy con-
cerns for others might be more sensitive to intelligence collection
involving other people, influencing their perceptions of the scenarios.
This explanation is supported by previous research, which found that
empathy for vulnerable out-groups strongly predicts opposition to sur-
veillance policies (Valentino et al., 2020).

5.2.2. Trust in institutions and competence increase acceptance
Consistent with previous research (Ball et al., 2019; Budak & Rajh,
2018; Liu, 2021; Nam, 2018, 2019; Svenonius & Bjorklund, 2018;
Thompson et al., 2020; Triidinger & Steckermeier, 2017; Valentino
et al., 2020), our study shows that greater trust in institutions and in the
intelligence service’s competence is linked to higher acceptance of in-
telligence collection scenarios. By contrast — and contrary to expecta-
tions — trust in the service’s integrity and in oversight had no significant
effect. One plausible explanation is that believing the agency follows the
rules does not mean one endorses those rules or finds far-reaching sur-
veillance acceptable. Competence appears decisive: when citizens think
the service can effectively prevent threats (e.g., a terrorist attack), they
are more willing to tolerate privacy intrusions and the associated use of
public resources. If that competence is in doubt, the same costs seem

unjustified. This pattern echoes findings from research on acceptance of
Al technology where perceived legitimacy is closely tied to expectations
of efficiency and accuracy (Horvath et al., 2023).

5.3. Theoretical contributions and implications

This study examines public acceptance of intelligence-gathering
across six contextual dimensions: one that captures why data are
collected (threat type) and five that capture how collection is conducted
(duration, data subject, collection method, data type, and retention
period). We also consider the role of key respondent predispositions —
such as trust and privacy attitudes. By combining these contextual cues
with individual characteristics in a factorial survey experiment, we
extend and refine current theorizing on public perceptions of institu-
tional surveillance and data collection.

The findings reveal a two-layered judgment process that reinforces
the importance of considering both contextual features and respondent
characteristics for understanding public support for intelligence collec-
tion. First, individual predispositions function as a lens through which a
vignette is judged. Participants with strong trust in institutions and their
competence approach scenarios more favorably, whereas those with low
trust and pronounced privacy concerns judge them more critically. This
aligns with previous research indicating that participants’ pre-
dispositions are amplified when confronted with a security threat sce-
nario; individuals already inclined to perceive cyberattacks as
threatening experience a significant increase in their perceptions of
threat after reading a cyberattack scenario, while those with lower
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threat perceptions also have their existing views reinforced (Dor et al.,
2024).

Second, contextual cues determine how a respondent evaluates
different scenarios relative to each other. In other words, respondents
with varying predispositions draw similar conclusions about which
scenarios are more (or less) acceptable compared to others. These results
align with Nissenbaum’s framework of privacy as contextual integrity
(Nissenbaum, 2010), which holds that people evaluate data practices
against context-specific informational norms.

Our evidence nuances this theory in two important ways. First, we
find only weak support for an independent effect of information type — at
least in a national-security context — which is one of the core parameters
proposed by the theory to describe information flow and determine its
appropriateness. Second, the purpose of collection emerges as the single
strongest predictor of acceptance, outweighing every “how” factor.
Though more contextual integrity studies have started to include pur-
pose (e.g., Trein & Varone, 2023; Vitak et al., 2023), it is not always
treated as a core parameter of information flow; our results suggest that
this is an important omission in the field and that, particularly in se-
curity contexts, it should occupy a central place in models and theory of
public support for data collection.

A notable finding from our study is that, on average, respondents
found the vignettes more acceptable than unacceptable; even the least
acceptable scenarios were generally rated slightly more acceptable than
unacceptable. This contrasts with earlier research that highlights public
opposition toward government surveillance (Tsapogas, 2017; Valentino
et al., 2020). A possible explanation is that opposition may be amplified
by abstract questions about surveillance in general, whereas concrete
scenarios, clarifying the purpose, methods, and targets, provoke less
resistance. For example, asking citizens whether their government’s
cellphone wiretapping powers has ‘gone way too far’ or ‘not gone nearly
far enough’, invites associations of government overreach and thus
magnifies opposition. It makes categorical what is inherently a trade-off.
By contrast, when presented with realistic scenarios, the question be-
comes more about whether power use is proportional given the condi-
tions. This further underscores the benefits of presenting participants
with contextual information, as it reveals nuances that broad, decon-
textualized questions can obscure.

It should be noted that the high acceptance rate may also reflect the
generally favorable views Dutch people have toward their intelligence
services. Previous research has found considerable cross-national dif-
ferences in support for surveillance (Arsenault et al., 2024) and van
Wilsem and van der Woude (2011) have reported strong support among
Dutch citizens for various counterterrorism measures. While partici-
pants in our survey indicated that they consider privacy important (M =
4.32), their relatively low concern about surveillance (M = 2.43) may
support this interpretation. It suggests that, although participants care
about privacy, they may be less concerned about the activities of the
Dutch intelligence services compared to those of other entities. Simi-
larly, Dutch citizens generally exhibit relatively high institutional trust
compared to other countries (Torcal, 2017). Given that trust is associ-
ated with higher acceptance, this could help explain the overall high
levels of acceptance in our study.

5.4. Implications for practice and policy

Previous research and political debates tend to assume that public
attitudes toward intelligence operations are rooted in fixed political or
personal preferences, such as strong views on privacy or trust in gov-
ernment, that then neatly divide society into different camps. However,
our findings challenge this view, which has important implications for
practice. When citizens are asked to consider concrete scenarios with
realistic trade-offs, acceptance is not only possible across the board, but
actually quite high — despite the influence of prior preferences. There-
fore, rather than framing public communication around abstract prin-
ciples (“privacy is paramount” or “you want security, don’t you?”),
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intelligence agencies and political leaders should focus on explaining the
practical dilemmas they face and how they navigate them. This
approach resonates with a broader public than sometimes suggested,
which may be taking to imply a more hopeful, depolarizing way to
looking at legitimacy of intelligence. In this section, we explore the
implications for policymakers and -executors on how to go about in-
telligence work, how to see public acceptance, and how to communicate
to the public.

In a broader sense, our research illustrates how transparency
regarding the considerations and criteria behind decision-making might
enhance institutions’ legitimacy. This is especially relevant to the in-
telligence domain, where the extra element of secrecy further compli-
cates public understanding and knowability of the practical implications
of policy, beyond the typical information asymmetry between experts
and citizens found in other sectors. Indeed, intelligence agencies tend to
reveal little about their work out of concern for revealing modus oper-
andi, compromising sources, or endangering personnel. Intelligence
officials’ communication usually sticks to emphasizing national security
benefits without much explanation, which leaves the public guessing
about how principles such as proportionality, necessity, and specificity
are applied.

Our study demonstrates that when citizens are given even minimal
contextual information — why the data are collected and for how long,
whose data are involved, and with what safeguards — they can differ-
entiate between operations they find justified and those they deem
excessive. In fact, they evaluate most operations as quite acceptable, at
least for the scenarios we put in front of them. Intelligence services do
not need to disclose operational details to achieve this effect; outlining
the parameters and trade-offs that shape their decisions is enough to
foster understanding and, by extension, support. In short, contextual-
izing power-use, rather than merely invoking “national security,” helps
citizens recognize the need for power use under certain circumstances.

In addition to increasing transparency around decision-making
processes, intelligence agencies must ensure that their activities inter-
nally consistently align with the core principles of proportionality, ne-
cessity, subsidiarity, and specificity. While our results show that
scenarios involving terrorism threats are generally perceived as more
acceptable than those involving other types of threats, this should not be
interpreted as a license to justify overreach or mass surveillance under
the guise of counterterrorism, as has been the case for certain post-9/11
practices. Our findings underscore that public acceptance of intelligence
operations is highly conditional. Participants clearly preferred less
intrusive collection methods, limited data retention, and favored tar-
geted surveillance over indiscriminate collection. Furthermore, the
significance of respondent trust in institutional competence suggest that
the perceived effectiveness of intelligence services is a critical factor in
shaping public support. In other words, intelligence agencies must not
only act proportionately but also demonstrate professional competence
and efficacy. This is something that may be achieved by providing
transparent explanations.

For policy and governments, this implies several things. First, it
means that the public understands that context matters, so they do not
expect blanket prohibitions or unqualified mandates. Previous studies
that operate on categorical declarations of support or rejection cannot
reveal this nuance, but our experiment does. This also means that public
communication could emphasize the careful balancing act and the
safeguards applied, rather than rely on sweeping assertions of national
security. Highlighting the process can enhance legitimacy more effec-
tively than presenting about results alone.

Second, it means that citizens value policies that leave room for
principled weighing, such as proportionality and subsidiarity, rather
than assume that policies reflect one-size-fits-all approaches. In other
words, flexibility in policy design is not a “necessary evil” forced on
lawmakers by the complexities of policy implementation or by the dy-
namics of the security domain; it can be seen as the articulation of a
public value. When drafting policies, when implementing them, and
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when accounting for them afterwards, agencies can reference this
insight as salient values held by the public.

Third, trust in the competence of the agencies affects acceptance. Our
study displays how competence is not only demonstrated through suc-
cessful operations, but also through transparent accounts of how trade-
offs are approached, documented, and reviewed. This means that for
instance publishing anonymized case studies or decision frameworks
could serve a dual purpose: it informs oversight bodies and demonstrates
the competence of the agency in operationalizing abstract values as they
are present in the legislation. Dutch services have begun publishing
richer public-facing threat assessments, for example in a recent report on
anti-institutional extremism, as well as providing more examples in their
annual report, which explain why powers are needed in accessible lan-
guage (AIVD, 2023, 2025). Our findings suggest that this trend supports
legitimacy of the service’s use of powers.

Of course, formal oversight remains crucial for political account-
ability, yet surprisingly, trust in oversight bodies had no significant ef-
fect in our data. This implies that intelligence services should therefore
consider speaking for themselves, of course within the limits of their
trade, rather than relying exclusively on the formal oversight reports or
parliamentary discussions for public accountability. Even if not native to
many of these agencies, proactive communication about methods,
safeguards, and limitations fits with the public’s understanding and can
increase acceptance and ultimately legitimacy of their work in a dem-
ocratic context.

Furthermore, our findings suggest that citizens could be invited into
the reasoning process, rather than treating them as passive receptors to
information, which then may or may not get their approval. It could
even be considered to institutionalize this more, for instance with
selected citizen juries, briefed under a secrecy oath, that review hypo-
thetical scenarios and advise parliament, government, oversight bodies
and the agencies themselves. This leverages the public’s demonstrated
ability to understand nuance.

A final point, our study was fielded before some major geopolitical
shocks in the Netherlands (e.g. NATO enlargement debates, more au-
tonomy on defense). Early polling indicates an overall rise in public
concern for security (van der Schelde & Kanne, 2025), which may
further increase acceptance and perceived legitimacy of the work of
intelligence and security services.

5.5. Limitations and future research directions

There are several limitations related to this study that need to be
acknowledged. First, while we aimed to recruit a sample representative
of the Dutch population, our study had an overrepresentation of older
individuals. Given that older participants generally found the vignettes
more acceptable than younger ones, this skew may have contributed to a
higher overall acceptance score.

Second, practical constraints necessitate limiting the number of
factors and variables included in the vignettes and survey. Vignettes are
recommended to not exceed a certain number of combinations, as to not
overburden respondents and avoid fatigue, boredom, and unwanted
methodological effects (Auspurg & Hinz, 2015). However, excluding
certain factors means we cannot rule out that those factors also influence
how participants evaluate the acceptability of data collection by intel-
ligence services, such as oversight mechanisms, or the perceived likeli-
hood, urgency, and certainty of a potential threat. While vignettes offer
a controlled way to assess how various factors shape attitudes, they are
nonetheless simplified representations of reality and cannot capture all
the nuances of real-life intelligence scenarios and the complexities of
participants’ reasoning behind their acceptance ratings.

Third, the way participants interpret a vignette can depend heavily
on the wording, assumptions they make, or prior knowledge. Likewise,
we provided participants with information about the intelligence service
(AIVD) before answering any questions. This may have shaped how
participants evaluated the AIVD’s trustworthiness or their general
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concerns about privacy.

Despite these limitations, this study contributes to a more contex-
tualized understanding of public acceptance of intelligence practices. As
with all experimental research, there is the question of external validity;
how results from a study in a controlled and simulated environment
translate to real-life scenarios. Though most of our findings, such as
participants’ preference for targeted, proportionate surveillance, are
consistent with legal principles and prior literature, there may be some
real-life nuances we fail to capture. Future research could explore these
nuances in greater detail, for instance by investigating why certain data
types are deemed more acceptable when collected through specific
methods. Qualitative and mixed-method studies may be especially
useful in uncovering the reasoning behind such patterns. Furthermore,
future work could expand the scope of contextual factors studied,
particularly those related to the purpose of intelligence collection, or test
variations in different political or cultural settings. Lastly, research must
show whether increased transparency and specific communication
regarding decision-making processes by intelligence agencies indeed
positively affects public acceptance.

6. Conclusion

Our study highlights the significant influence of both contextual
factors and individual predispositions on people’s perceptions of intel-
ligence collection. Contextual factors affect the relative acceptability of
specific scenarios, while individual predispositions shape general atti-
tudes toward these scenarios.

However, the importance of context cannot be understated, as evi-
denced by the fact that the type of threat being investigated emerged as
the most influential variable. This finding indicates that perceived
benefits in an intelligence collection scenario can significantly outweigh
and justify associated costs. It also implies that research on public
acceptance of government surveillance or data collection should include
detailed information on the purposes, aims, or benefits associated with
the data collection to capture all relevant predictors of acceptance.

Interaction effects in our study revealed that the interplay among
certain contextual factors is more intricate and nuanced than initially
apparent. While some questions remain about the specifics of how and
why these interactions occur, understanding these complex dynamics is
crucial for accurately assessing public attitudes and developing policies
that are both effective and publicly acceptable. Further research is
needed to delve deeper into these dynamics.

Lastly, our findings carry implications for practice: transparency
about the rationale, safeguards, and conditions of intelligence opera-
tions may foster more informed and supportive public attitudes. In
addition, intelligence agencies must ensure their activities remain both
proportionate and demonstrably effective to maintain legitimacy and
public trust.
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Appendix A. Survey instrument

Q1: introduction

This questionnaire is part of a study by Delft University of Technology, which investigates what Dutch citizens think of data collection by the
General Intelligence and Security Service (AIVD). The next page provides more information about the AIVD.

The questionnaire starts with some general statements about privacy and trust. For each statement, indicate the extent to which you agree. You will
then be shown 6 situations in which the AIVD collects information. For each situation, indicate what you think of the described situation. The sit-
uations were created by the TU Delft research team and are not real situations.

Q2: explanation about the AIVD

The AIVD (General Intelligence and Security Service) investigates threats to national security and the democratic legal order. This includes (digital)
espionage, terrorism, extremism, the spread of weapons of mass destruction and secret political influence.

In its investigations, the AIVD may (under certain conditions) use many different methods to collect information about threats. This includes
searching open sources (such as newspapers and social media), wiretapping, hacking, and requesting data from other organizations. With these
methods, the service can collect many different types of data from various individuals or groups.

The activities of the AIVD are regulated by the Intelligence and Security Services Act (WIV) 2017. The service must adhere to this law and is
overseen by regulatory bodies.

The AIVD aims to detect and prevent threats to national security, such as preventing a terrorist attack. This is mainly done by collecting and
analyzing information. With this information, the service can inform, advise and call upon other organizations to take action against the threat (for
example, the police). In some cases, the AIVD can also take action itself, such as counteracting a threat (‘disruption’).

Because the AIVD can collect a lot of information, choices must constantly be made about balancing security and privacy. On the one hand, it is
important to keep the Netherlands safe, and on the other hand, it is important that people’s privacy is not unnecessarily violated. The aim of this
research is to determine what Dutch citizens find acceptable and unacceptable regarding data collection by the AIVD.

The questionnaire starts on the next page.

Q3: Respondent variables about trust and privacy attitudes

Please indicate the extent to which you agree with the following statements:

[1-5 Likert: 1. Strongly disagree 2. Disagree 3. Neither disagree nor agree 4. Agree 5. Strongly agree].

1. I think privacy is important.

. I am concerned about my privacy.

. I am concerned about the privacy of others.

. I am afraid that the government is spying on me.

. I trust that the AIVD is good at its job.

. I trust that the AIVD adheres to the rules applicable to it.
. I trust that the AIVD is properly supervised.

Q4: Vignettes

Starting from the next page, you will be shown 6 scenarios one by one. The scenarios are similar but also differ from each other.

Read the scenarios carefully and indicate how unacceptable (i.e., not tolerable, not okay) or acceptable (i.e., tolerable, okay) you find the situation.
Perhaps you think some information is missing or that you don’t have enough knowledge to judge the scenario? Try to answer anyway.

Q4.1-4.6: Question for each vignette

How unacceptable (i.e., not tolerable, not okay) or acceptable (i.e., tolerable, okay) do you find this situation?

[1-7 Likert] 1. Very unacceptable 2. Unacceptable 3. Somewhat unacceptable 4. Not unacceptable or acceptable 5. Somewhat acceptable 6.
Acceptable 7. Very acceptable.

Q5: Debriefing

Thank you for completing this questionnaire about the acceptance of data collection by the General Intelligence and Security Service.

The results of this research will be public and processed in a scientific publication.

What were your thoughts about the questionnaire?

What did you think of this questionnaire:

Did you find it difficult to answer the questions?

Did you find the questions clear?

Did the questionnaire make you think?

Did you find the topic interesting?

Did you enjoy filling in the questions?

[1-5 Likert] 1 Definitely not — 5 Definitely yes.

Do you have any comments about this questionnaire? [Open text field]

Other questions included in data: (https://www.dataarchive.lissdata.nl/study-units/view/1478).

NO U~ WN
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Are you very interested in the news, fairly interested or not interested?

In politics, a distinction is often made between “the left” and “the right”. Where would you place yourself on the scale below, where 0 means left and 10 means

right?

Can you indicate, on a scale from 0 to 10, how much trust you personally have in each of the following institutions?
The Dutch government; the Dutch parliament; the legal system; the police; politicians; political parties; the media; the military; the education system; science; the

democracy

1. very interested
2. fairly
interested

3. not interested
—9. I don’t know
1. left

10. Right

—9. I don’t know
0 = no trust at all
10 = full trust
—9. I don’t know

Demographics (https://www.dataarchive.lissdata.nl/study-units/view/322).

Sex

Age in categories

Level of education in CBS (Statistics Netherlands) categories

0 Male
1 Female

Missing: Other

0 15-24 years

1 25-34 years

2 35-44 years

3 45-54 years

4 55-64 years

5 65 years and older
1 primary school

2 vmbo (intermediate secondary education, US: junior high school)

3 havo/vwo (higher secondary education/preparatory university education, US: senior high school)
4 mbo (intermediate vocational education, US: junior college)

5 hbo (higher vocational education, US: college)

6 wo (university)
Appendix B
Geef aan in hoeverre u het eens bent met de volgende uitspraken:
Helemaal Niet oneens Helemaal
oneens Oneens of eens Eans eens
Ik vind privacy belangrijk. O O O @) O
Ik maak me zorgen over mijn privacy. O @) O @) @)
Ik maak me zorgen over de privacy van anderen. O O O O O
Ik ben bang dat de overheid mij bespioneert. O O O @) @)
Ik vertrouw erop dat de AIVD goed is in zijn werk. O O @) O ®
Ik vertrouw erop dat de AIVD zich aan de voor hem geldende
regels houdt. O O o o o
Ik vertrouw erop dat er goed toezicht wordt gehouden op de
AIVD. & g & : O O O O O
LIs& L
AN LBURG ¢ ‘Ln;‘ ¢ UNIVERSITY
| p n

Fig. B1. Privacy attitudes and trust in survey as presented to participants.
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De AIVD heeft aanwijzingen dat er een terroristisch lag wordt g d op een Nederlands doelwit. Daarom verzamelt de AIVD
regelmatig informatie van enkele inwoners van Nederland. Onder deze inwoners kunnen mensen Zijn die verdacht worden van
betrokkenheid, of die mogelijk slachtoffer zijn, of die te maken hebben met betrokkenen of slachtoffers. De AIVD heeft de gegevens
opgevraagd bij een andere organisatie (bijvoorbeeld een gemeente, bank of internet provider). De informatie bevat
passagiersgegevens van vliegreizen (paspoort- en viuchtinformatie). Hieruit kan worden afgeleid waar iemand naartoe gereisd Is

en wanneer. Alle verzamelde informatie wordt bewaard.

Hoe onacceptabel (oftewel: niet aanvaardbaar, niet oké) of acceptabel (oftewel: aanvaardbaar, oké) vindt u deze situatie?

Zeer Een beetje Niet onacceptabel Een beetje

onacceptabel Onacceptabel onacceptabel of acceptabel acceptabel Acceptabel Zeer acceptabel
O O O O O O @)
LISS ;
’\
o TILBURG # gm & UNIVERSITY
Fig. B2. Example of a vignette in survey as presented to participants.
Appendix C
Table C1
Multilevel regression models predicting vignette acceptance.
Coefficient Model 1 Model 2 Model 3 Model 4
Vignette dimensions Demographic variables Respondent attitudes Main effects model
Estimate Std. Error Estimate Std. Error Estimate Std. Error Estimate Std. Error PartR2
Intercept 6.197*%* 0.059 4.836%* 0.119 4.267%%* 0.298 4.8907** 0.330
Vignette variables
Threat type 0.039
Terrorism (reference)
Trade secrets 0.033 0.033
Disinformation 0.032 0.032
Electricity network 0.033 0.033
Duration 0.001
Once (reference)
Three months —0.069 0.028 —0.069 0.028
Systematically —0.084 0.029 —0.084 0.029
Data subject 0.012
A few non-EU residents (reference)
A few Dutch residents 0.034 0.034
Thousands non-EU residents 0.034 0.034
Thousands Dutch residents 0.033 0.033
Collection method 0.002
Foreign intelligence service (reference)
Internet (open source) —0.023 0.043 —0.023 0.043
Informant —0.011 0.042 —0.011 0.042
Organization —0.101* 0.041 —0.101~ 0.041
Internet wiretap —0.117** 0.041 —0.115%* 0.041
Hacking —0.163*** 0.042 —0.163*** 0.042
Data type 0.000
Passenger data (reference)
Contact data —0.035 0.032 —0.034 0.032
Communication data —0.054 0.033 —0.053 0.033
Internet traffic data —0.061 0.033 —0.060 0.033
Data retention 0.011
Partly retained (reference)
Fully retained 0.023 —0.327%** 0.023

Respondent variables
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Table C1 (continued)

Coefficient Model 1 Model 2 Model 3 Model 4

Vignette dimensions Demographic variables Respondent attitudes Main effects model

Estimate Std. Error Estimate Std. Error Estimate Std. Error Estimate Std. Error PartR2
Sex (0 = male, 1 = female) 0.059 0.055 0.006
Age category (0-5) 0.018 0.017 0.009
Education level (0-5) 0.020 0.019 0.000
Privacy importance (1-5) —0.107* 0.046 —0.117** 0.045 0.002
Privacy concerns self (1-5) 0.045 0.046 0.072 0.045 0.001
Privacy concerns others (1-5) —0.198%** 0.043 —0.216%** 0.042 0.007
Surveillance concerns (1-5) —0.052 0.035 —0.057 0.034 0.001
Trust in competence AIVD (1-5) 0.3617%** 0.055 0.3827%* 0.054 0.014
Trust in integrity AIVD (1-5) 0.062 0.062 0.061 0.061 0.000
Trust in oversight (1-5) 0.024 0.058 0.016 0.057 0.000
Political orientation (0 = left, 10 = right) 0.083%** 0.012 0.071%%* 0.012 0.011
Trust in institutions (0—10) (composite) 0.047* 0.019 0.047* 0.019 0.002
News interest (1 = very interested, 3 = not) —0.287%** 0.048 —0.150** 0.051 0.002
Model fit
Loglikelihood —13,881.2 —14,376.2 —14,222.4 —13,665.5
1CC 0.509 0.450 0.385 0.438
Marginal R 0.063 0.027 0.130 0.208
Conditional R? 0.540 0.465 0.465 0.540

Note. Multilevel random intercept models. N = 1.423.

" p<.05.
" p<.01.
" p <.001.

Table C1: Regression models predicting vignette acceptance, with Model 4 as the full main effects model, along with three separate models focusing
on vignette variables (Model 1), demographic variables (Model 2), and respondent characteristics (Model 3). This breakdown helps clarify the
contributions of each set of variables. Since the vignette dimensions are categorical, estimates for each level should be interpreted relative to their
reference category (Model 1 and 4). The intercept indicates the average acceptance rate for a vignette with the following reference levels: (1)
terrorism, (2) one-time only, (3) a few residents of a country outside the EU, (4) foreign intelligence service, (5) passenger data, and (6) partly
retained. For each vignette dimension, the reference category represents the most acceptable vignette level. Estimates for other vignette levels should
be interpreted in relation to their respective reference categories, with all other reference categories remaining constant.

In Model 1, the intercept of 6.197 indicates that vignettes with the reference categories were, on average, rated as acceptable. In this model,
changing the reference categories to their least acceptable levels (e.g., disinformation, thousands of Dutch residents, hacking, internet traffic data, and
fully retained as reference categories) would substantially lower the intercept to 4.350, making vignettes with these levels only slightly more
acceptable than unacceptable. In the full model (Model 4), respondent variables are included, which also lowers the intercept. However, the intercept
of 4.890 still suggests that vignettes with the reference categories were, on average, rated as more acceptable than unacceptable when accounting for
respondent characteristics.

Table C2
Model 5: Multilevel regression model for vignette acceptance with interaction effects.

Coefficient Estimate SE Coefficient Estimate SE

Intercept 4.996%** 0.339 Interaction effects

Vignette variables Threat type * data subject

Threat type Terrorism * A few non-EU residents (ref.)
Terrorism (reference) Trade secrets * A few Dutch residents —0.234* 0.110
Trade secrets —0.514%** 0.074 Disinformation * A few Dutch residents —-0.072 0.104
Disinformation —0.722%%%* 0.075 Electricity network * A few Dutch residents —0.166 0.104
Electricity network —0.358%** 0.075 Trade secrets * Thousands non-EU residents —0.244* 0.111

Duration Disinformation * Thousands non-EU residents —0.030 0.109
Once (ref.) Electricity network * Thousands non-EU residents 0.037 0.114
Systematically —0.089** 0.029 Trade secrets * Thousands Dutch residents —0.334** 0.112
Three months —0.077* 0.030 Disinformation * Thousands Dutch residents —0.046 0.110

Data subject Electricity network * Thousands Dutch residents —0.143 0.108
A few non-EU residents (ref.) Collection method * Data type
A few Dutch residents 0.020 0.079 Foreign Intelligence Service * Passenger data (ref.)
Thousands non-EU residents —0.253** 0.078 Internet * Contact data 0.151 0.143
Thousands Dutch residents —0.334%** 0.078 Informant * Contact data 0.260* 0.129

Collection method Organization * Contact data 0.071 0.133
Foreign intelligence service (ref.) Internet wiretap * Contact data 0.289* 0.133
Internet (open source) —0.161 0.095 Hacking * Contact data 0.340%* 0.131
Informant —0.169 0.092 Internet * Communication data 0.180 0.137
Organization —0.217* 0.095 Informant * Communication data 0.219 0.133
Internet wiretap —0.347%** 0.092 Organization * Communication data 0.151 0.136
Hacking —0.413%** 0.096 Internet wiretap * Communication data 0.292* 0.133

Data type Hacking * Communication data 0.271 0.148
Passenger data (ref.) Internet * Internet traffic data 0.161 0.136

(continued on next page)
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Coefficient

Estimate SE Coefficient Estimate SE

Contact data —0.231* 0.095 Informant * Internet traffic data 0.024 0.136
Communication data —0.252* 0.100 Organization * Internet traffic data 0.193 0.144
Internet traffic data —0.224* 0.098 Internet wiretap * Internet traffic data 0.267* 0.132

Data retention Hacking * Internet traffic data 0.285* 0.132
Partly retained (ref.) Model fit
Fully retained —0.326%** 0.023 Loglikelihood —13,642.6

Respondent variables ICC 0.420

Sex (0 = male, 1 = female) —0.248%** 0.055 Marginal R? 0.211

Age category 0.096*** 0.017 Conditional R? 0.542

Education level 0.002 0.019

Privacy importance (1-5) —0.117** 0.045

Privacy concerns self (1-5) 0.072 0.045

Privacy concerns others (1-5) —0.217%** 0.042

Surveillance concerns (1-5) —0.057 0.034

Trust in competence AIVD (1-5) 0.380%** 0.054

Trust in integrity AIVD (1-5) 0.061 0.061

Trust in oversight (1-5) 0.018 0.057

Political orientation (0 = left, 10 = right) 0.070%** 0.012

Trust in institutions (0-10) (composite) 0.047* 0.019

News interest (1 = very interested, 3 = not) —0.151%** 0.051

Note. Multilevel random intercept model. N = 1.423; *p < .05; **p < .01; ***p < .001.
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Fig. D1. Correlation matrix of demographic and respondent variables.
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