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PREFACE

To understand how nature works. That was the goal I had in mind when I started studying “Technische
Natuurkunde” at TU Delft in 2008, after first having spent a number of years on figuring out what it
was that I wanted to do. Soon I realized my underestimation of the set goal and that I needed to find a
field of interest somewhere in between astrophysics and quantum physics for me to sink my teeth in.
I chose to dive into the world of the smallest. In 1959, Richard Feynman said in a talk at the annual
meeting of the American Physical Society that “there is plenty of room at the bottom”, meaning that the
there is much physics to still be discovered and understood at the smallest scale. The research being
done “at the bottom” at TU Delft is groundbreaking and on the cutting edge of today’s science and
technology, and I am proud to say that I have been given the opportunity to be a part of that.

With this work I present the research that I have been conducting at the theoretical physics research
group as part of the department of quantum nanoscience for the past nine months. This work will
be my last achievement as a student and so it symbolizes an important part of my life. We live in an
exciting time and doing theory in Delft is in particular exhilarating as it often forms the foundation for
concepts in the thrilling science of quantum information. It’s a humbling experience to walk and sit
among the people who are on the verge of changing the world, or actually already in the process of
doing so, by exploring the newest, most promising directions of modern science and technology.

As for everything else, I would like to thank my girlfriend Deborah for being the best girlfriend one
could imagine. Without her understanding, love, and support I would have never been where I am
today. The same goes for my parents, whose support I can always count on. Thanks for everything.

W. Hordijk
Delft, July 2014
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1
INTRODUCTION

There is no question that at the time of writing this thesis, quantum information science and technology
is a hot topic. The world’s largest and most influential universities, research institutes and companies
are massively investing in getting on board with the development of quantum computing. A quantum
computer is a machine that relies on characteristically quantum phenomena, such as quantum interfer-
ence and quantum entanglement, in order to perform computation. The advantages of exploiting these
phenomena become apparent mostly in theoretical research as there are still big and many engineering
challenges to be overcome before an actual quantum computer may be built.

1.1. QUANTUM INFORMATION SCIENCE
Quantum information science explores the processing and communication of information based on
control and measurement of registers of quantum bits (qubits). The difference between qubits and
classical bits is that qubits can be in a superposition and that they can be entangled: two concepts
that have a no classical equivalent. Algorithms that are devised to exploit these properties may offer
tremendous speedups in comparison with their classical counterparts. Famous examples are the
generally theorized simulation of quantum systems by Richard Feynman [1], Grover’s algorithm for
searching [2], and Shor’s algorithm for factoring [3]. Another exploit of the concepts of superposition
and entanglement yields methods that guarantee the security of communication by means of encryption
techniques and key distribution based on the exchange of qubits.

In the last few decades, the interest in quantum information technology has been rapidly increasing
and in industry there already exist companies that supply quantum key distribution systems [4] or
even a full-blown quantum computer [5], though both arguably not fully matured. In research, there
is the Dutch Quantum Technology Institute (QuTech) that was announced near the end of 2013: a
collaboration between Delft University of Technology and research institute TNO to ultimately develop
a quantum computer.

However, useful implementations of quantum computing and quantum communication are still a
thing of the future and currently the focus lies mainly with proof-of-principle experiments. As a very
recent example, the concept of unconditional quantum state teleportation has been demonstrated by the
Quantum Transport group at Delft University of Technology [6], providing an important step towards
several theoretical schemes that rely on the principle of quantum teleportation.

1.1.1. QUANTUM BITS
Quantum data storage, being one of the building blocks in quantum computation, calls for a solid-state
implementation. This because we require qubits to be localized and have ideally long coherence times.
Several implementations of solid-state qubits exist.

In a vacuum, charged atomic particles may be trapped by electromagnetic fields. The actual qubit is
defined by the electronic states within each ion and qubit states may be coupled by lasers to allow for

1



2 1. INTRODUCTION

single qubit operations. The discretized motion states of the trapped ions are coupled to each other
via the Coulomb force, i.e. phonon coupling, and allow for information processing. One of the main
advantages of this type of qubits is that they can be very well controlled and have coherence times
that can exceed a second. Furthermore, they provide an interface to photons that can in turn be used
for long distance communication, however the coupling rate to photons, which is in the order of a
second, is considered to be quite low. Another downside to this type of qubits is the lack of scalability
as phonon coupling hardly scales up for ensembles of more than several tens of atoms.

Another way to realize a qubit is that it is possible to localize electrons within a solid-state envi-
ronment, so that a qubit may be defined by their spin. The main advantage of this type of qubits is
the scalability since it is technically possible to create a large density of quantum dots which can be
electronically addressed. However, decoherence times are such that proper control proves to be the
main challenge. Furthermore, the nature of creating quantum wells is a process that is very hard to
exactly reproduce.

To the family of superconducting qubits, qubits that are defined by some device that is linked to a
superconducting circuit, belong the so-called flux qubits, charge qubits and phase qubits. Flux qubits,
conceived, proposed and implemented in Delft first [7], can be formed by near-microscopically sized
loops of a superconducting metal with one ore more Josephson junctions. By applying an external
flux, a persistent current may rung through the loops. The qubit is defined by the direction of this
current. Charge qubits can be formed by a superconducting island coupled by a Josephson junction to
a superconducting reservoir. The qubit is defined by the number of Cooper pairs that have tunneled
through the junction, onto the island. Finally, phase qubits are closely related to both flux qubits and
charge qubits, but are based on a superconductor-insulator-superconductor Josephson junction. The
main advantage of superconducting qubits is that they can be designed with great variety and on
a relatively large scale. This can also be a drawback for scaling many qubits onto a limited surface.
Another downside is that the coherence times for superconducting qubits are still limited.

Arguably the most promising type of qubit may be defined within a solid state by means of dopant
atoms, for instance a nitrogen-vacancy center (NV-center) in diamond, where a qubit can be defined in
multiple ways, as we will see later on. One of the main advantages of this type of qubits is that they can
be very well controlled and with long coherence times. In specific configurations it may be possible to
electronically control the qubits and in principle it is possible to scale the qubits down to the size that
they can be used on a chip. Furthermore, just like trapped atoms, the provide an interface to photons
that can in turn be used for long distance communication. A disadvantage is that coupling NV-centers
requires great control over their localization, which is a technologically challenging task.

Within quantum communication, we have the need for speed-of-light data transfer and a low
decoherence rate. The use of the fundamental quantum of light, the photon, readily comes to mind and
it turns out that it might be very useful for this purpose. A qubit in a photon may be defined by for
instance its polarization or the number of photons in a signal. Note that due to its velocity photons are
usually very difficult to control electronically.

1.1.2. QUANTUM NETWORKS
In quantum networks [8], data is communicated as quantum states through the technique of entan-
glement via an optical fiber link. Given the favorable properties of the different kinds of qubits as
described earlier, it seems logical to implement NV-centers as the solid-state solution to store data and
photons as the medium to communicate data. A quantum network may contain quantum repeaters
that are based on teleportation schemes, solid state solutions to store states and mobile states to send
data: again the types of qubit come into play and we can opt for the NV-center combined with photons.

1.2. THESIS LAYOUT
In chapter 2 of this thesis, an analysis of the electronic structure of the negatively charged NV-center
(simply referred to as NV-center) will be performed to gain an insight on how this structure allows for
the use of it as a qubit. The choice to analyze the NV-center has been made because of its promising
characteristics regarding a coherent coupling to photons, scalability and long coherence time. Chapter 3
focuses on several quantum key distribution protocols, starting from the prototype of quantum key
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distribution and finally reviewing a state of the art concept that is known as a measurement-device-
independent protocol, closing some of the existing loopholes in the established schemes. In chapter
4, a solid state implementation of a quantum random access memory will be discussed. We will in
particular look into the dynamics of the photon switching mechanism that is required to realize such a
device. A generalized model will be proposed and some initial results will be discussed. Chapter 5
will cover some insights on the use of the NV-center as a solid-state qubit in both the measurement-
device-independent quantum key distribution protocol and the earlier proposed photon switching
device, which might be a useful analysis in the conceptual development of secure cloud based quantum
computing and be one of the fundamental building blocks.





2
THE NV-CENTER

2.1. INTRODUCTION
An NV-center in diamond is known to consist of a nitrogen atom and a first-neighbor vacancy in the
carbon lattice, as depicted in figure 2.1. Due to the vacancy, there are three dangling carbon bonds and
at the nitrogen site, there are two. This adds up to a total of five electrons. Several experiments have
however revealed that the ground state is a spin triplet, implying that the number of active electrons
at the center is even. It is taken that the neutral NV-center has acquired an additional electron from
elsewhere in the lattice, most likely from another substitutionary nitrogen atom. A total of six electrons
then occupy the dangling electron bonds of the vacancy complex. This model is known as the Loubser
and Van Wyk model [9] and effectively describes a negatively charged NV-center, or NV−-center. From
now on, when the NV-center is mentioned, we in fact refer to this NV−-center.

In this chapter we will perform an analysis of the electronic structure of the NV-center, utilizing
group theory to exploit the configurational symmetries to categorize states in terms of energy [10–13].
First, we will categorize the orbital functions and find the ground state, first excited state and second
excited state of an NV-center containing two free electrons, which we will than translate into the states
for a NV-center containing two holes, effectively describing the Loubser and Van Wyck model [9]. We
will conclude with a diagram presenting an overview of the electronic structure of the NV-center and
all the associated states.

Vacancy

Nitrogen

Carbon

V

N

NV-axis

Figure 2.1: The NV-center in a unit cell of the diamond lattice structure (left) and the axial C3v symmetry structure for the dangling
bonds (right).
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6 2. THE NV-CENTER

2.2. ELECTRONIC MODEL AND ASSOCIATED DYNAMICS
The dangling bonds are formed from sp3 orbitals of the carbon and nitrogen atoms [14]. The orbitals
from the carbon atoms we will refer to as a, b and c and the orbital from the nitrogen atom we will refer
to as d. Figure 2.1 shows the structure to have a C3v symmetry, so that the orbitals can be constructed
as orthonormal linear combinations of the atomic orbitals a, b, c, and d through projection operator
techniques as follows [10, 13]:

u = d− λv, v =
a + b + c√

3 + 6S
(2.1)

ex =
2c− a− b√

6− 6S
, ey =

a− b√
2− 2S

(2.2)

with:

λ =
∫
(ab) d3r (2.3)

S =
∫
(dv) d3r (2.4)

The non-degenerate orbital functions u and v transform as the one dimensional irreducible A1 symmetry,
whereas the degenerate

{
ex, ey

}
transform as the three dimensional irreducible E{x,y} symmetry [10].

The lowest energy is associated with the u state as this state is localized on the highly polarized nitrogen.
The state v is the next lowest orbital state since it is totally symmetric. The doubly degenerate e states
have the highest energy among the basis states [13, 15].

We start the analysis by regarding the case in which we have n = 2 active electrons. This case
corresponds to the physical situation in which the two electrons from the nitrogen dominate the
electromagnetic response. We will later show that when regarding the electrons as holes this case
is perfectly analogous to the case in which n = 6, corresponding to a negatively charged NV-center
(Ground state e2, first excited state ve, and second excite state v2).

2.2.1. MULTI-ELECTRON STATES
At this point it is convenient to introduce the multi-electron states, which can be done through the use
of Slater determinants, guaranteeing the required anti-symmetric wave functions. We define:

|ab · · · r〉 ≡ 1√
N!

∣∣∣∣∣∣∣∣∣
a (1) α (1) a (2) α (2) · · · a (N) α (N)
b (1) β (1) b (2) β (2) · · · b (N) β (N)

...
...

. . .
...

r (1) α (1) r (2) α (2) · · · r (N) α (N)

∣∣∣∣∣∣∣∣∣ (2.5)

=
1√
N!

∑
P
(−1)Θ(P) [a (1) α (1) b (2) β (2) · · · r (N) α (N)]P (2.6)

where overlined wave functions have a spin opposite to non-overlined wave functions, P is the
permutation operator and:

Θ (P) =

{
1, P is an odd permutation
0, P is an even permutation

(2.7)

2.2.2. TWO ACTIVE ELECTRONS, OR THE NITROGEN DOMINANT NV-CENTER
GROUND STATE MANIFOLD

For n = 2, the lowest energy configurations are u2, v2, and uv. These are all orbital singlets which
transform in real space as A1 ⊗ A1 = A1 [10]. Only a spin singlet, two-electron state can satisfy the
Pauli principle in the u2 configuration, which in the Slater determinant notation is given by:

|uu〉 ≡ 1√
2
[u (1) u (2)− u (2) u (1)] (2.8)
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where u (i) denotes the ithe electron occupying the u orbital. Similarly, the v2 configuration is given by
|vv〉.

The uv configuration is spanned by the states |uv〉 , |uv〉 , |uv〉, and |uv〉, which we can combine into
the singlet/triplet state configurations:

1√
2
(|uv〉 − |uv〉) (singlet) (2.9)

|uv〉 , 1√
2
(|uv〉+ |uv〉) , |uv〉 (triplet) (2.10)

based on the singlet/triplet spin configurations [16].

FIRST EXCITED STATE MANIFOLD

Looking at the manifold of the first excited states, we have that the candidate configurations are ue and
ve, which transform in real space as A1 ⊗ E = E [10]. The Slater states spanning the ue configuration
space are |uex〉 , |uey〉 , |uex〉 , |uey〉 , |uex〉 , |uey〉 , |uex〉, and |uey〉, which can be combined into singlet
and triplet states as done for the configurations in the ground state manifold. A similar result applies to
the ve configuration, yielding a first excited state manifold containing a total of 16 basis states, as can be
seen in table 2.1

SECOND EXCITED STATE MANIFOLD

Moving into the next set of excited states, we have the e2 configuration which transforms as E ⊗
E = A1 ⊕ A2 ⊕ E in real space [10]. According to Pauli’s exclusion principle and the indistin-
guishableness of states we end up with merely six states spanning the e2 configuration, namely:
|exex〉 , |eyey〉 , |exey〉 , |exey〉 , |exey〉, and |exey〉.

Note that states in which electrons occupy the orbital with the same angular momentum are
necessarily singlet states, whereas states in which the electrons occupy different orbitals may be either
singlet or triplet. However, these states are fully analogous to u2 when the electrons occupy the same
orbital and they are fully analogous to uv when they occupy different orbitals. We may thus generalize
the states and introduce the following notation: uu→ eiei and uv→ exey. The singlet states are then:

1√
2

(
|exex〉+ |eyey〉

)
, 1√

2

(
|exey〉 − |exey〉

)
, 1√

2

(
|exex〉 − |eyey〉

)
(2.11)

and the triplets are found to be:

|exey〉 ,
1√
2

(
|exey〉+ |exey〉

)
, |exey〉 (2.12)

For an overview of the configurations, the associated states, of which the degeneracy and symmetry for
each is given, see table 2.1.

2.2.3. TOTAL WAVE FUNCTIONS
With the multi-electron spin eigenstates as given in table 2.1, total wave functions spanning the entire
product space can be readily constructed. It is our goal to form linear combinations of spin eigenstates
such that they transform according to the C3v point group of the NV-center and are thus irreducible
with respect to both spin S and orbital angular momentum Ω.

For n = 2, we had the lowest energy states to be in the u2, v2, uv, ue, ve, and e2 configurations.
Preparing states based on these configurations, which are irreducible in C3v symmetry, can be done
for a small number of electrons using the basis-function generating machine [10]. The mentioned con-
figurations transform as A2 ⊗ A2, A1 ⊗ A1, A2 ⊗ A1, A2 ⊗ E, A1 ⊗ E, and E⊗ E under C3v point-group
symmetry, respectively. Product states of the form Γi ⊗ A1 transform as irreducible representations of
Γi, A2 ⊗ A2 transforms as A1 and A1,2 ⊗ E transform as E (see C3v point group product table), which
are all obviously irreducible. Thus, the states as previously constructed that are in the u2, v2, uv, ue, and
ve configurations are already in the proper form to represent the full multi-electron wave-functions.
The e2 configuration however transforms as E⊗ E = A1 ⊕ A2 ⊕ E and is thus not in the irreducible
form. In order to identify four wave functions which are irreducible in terms of S and Ω we need to
take additional steps.
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Configuration Γ g Wave function

u2 1A1 1 |uu〉
v2 1A1 1 |vv〉
uv 1A1 1 1√

2
(|uv〉 − |uv〉)

3A1 3 |uv〉 , 1√
2
[|uv〉+ |uv〉] , |uv〉

ue 1E 2 1√
2
(|uex〉 − |uex〉) , 1√

2

(
|uey〉 − |uey〉

)
3E 6 |uex〉 , 1√

2
(|uex〉+ |uex〉) , |uex〉 , |uey〉 , 1√

2

(
|uey〉+ |uey〉

)
, |uey〉

ve 1E 2 1√
2
(|vex〉 − |vex〉) , 1√

2

(
|vey〉 − |vey〉

)
3E 6 |vex〉 , 1√

2
(|vex〉+ |vex〉) , |vex〉 , |vey〉 , 1√

2

(
|vey〉+ |vey〉

)
, |vey〉

e2 1A1 1 1√
2

(
|exex〉+ |eyey〉

)
3E 3 |exey〉 , 1√

2

(
|exey〉+ |exey〉

)
, |exey〉

1E 2 1√
2

(
|exex〉 − |eyey〉

)
, 1√

2

(
|exey〉 − |exey〉

)
Table 2.1: Wave functions for the NV-center for n = 2 active electrons in Slater determinant notation. The symmetry of each state
is given as Γ and its degeneracy is tabulated under g.

A way to find irreducible total wave functions Ψ is to apply the projection operator [10] to the
reducible product of two functions ΨΓp and ΨΓq , describing spin and orbital angular momentum
portions of the wave function, respectively. The projection operator for the jth representation, denoted
by P(j), is defined as:

P(j) =
lj

h ∑
R

χj (R) PR (2.13)

where lj is the degree of the representation, h is the number of elements in the group, χ (R) is the
character for operation R, and PR is the symmetry operation R. For example, a wave function with an
A1 symmetry may be determined as follows [10]:

PA1
(

ψEx ψEy
)
= 0, PA1

(
ψEx ψEx

)
= 1

2

(
ψEx ψEx + ψEy ψEy

)
= PA1

(
ψEy ψEy

)
(2.14)

Applying this projection principle to the singlet state |exex〉 and its degenerate counterpart |eyey〉 we
find the irreducible representation with an A1 symmetry:

|ΨA1〉 = 1√
2

(
|exex〉+ |eyey〉

)
(2.15)

The remaining wave functions are [10]:

|ΨA2〉 = 1√
2

(
|exey〉+ |exey〉

)
, |ΨE

x 〉 = 1√
2

(
|exex〉 − |eyey〉

)
, |ΨE

y 〉 = 1√
2

(
|exey〉 − |exey〉

)
(2.16)

The notation of the wave functions is |ΨΓr
α 〉, where Γ is the representation within manifold r (ground

or excited state) and α distinguishes x and y components of the degenerate E representation where
applicable.

We may directly go into a representation of a two-hole wave function, including space and spin
degrees of freedom, by means of a direct product of the representation of each hole Γhn and its spin
Γψ = ∏n Γhn ⊗ D1/2, where D1/2 is the spin representation for a spin-1/2 particle in the corresponding
point group to obtain the states as listed in table 2.2 [11–13]. Note that the states containing any u
configuration are removed because they belong to a higher excitated state manifold.

2.2.4. ENERGETIC ORDERING OF STATES
For ordering the states in terms of energy, we consider the order of the hole-hole Coulomb interaction
energies. The hole-hole Coulomb interaction energy is minimized when the holes are in an antisymmet-
ric spatial configuration. This means that the spin configuration must be symmetric in order to have an
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Configuration Γ Total wave function Symmetry

v2 (singlet) 1A1 |vv〉 ⊗ (|αβ〉 − |βα〉) A1

ve (singlet) 1Ex (|vex〉+ |exv〉)⊗ (|αβ〉 − |βα〉) E1
1Ey

(
|vey〉+ |eyv〉

)
⊗ (|αβ〉 − |βα〉) E2

ve (triplet) A1 |E−〉 ⊗ |αα〉 − |E+〉 ⊗ |ββ〉 A1
A2 |E−〉 ⊗ |αα〉+ |E+〉 ⊗ |ββ〉 A2
E1 |E−〉 ⊗ |ββ〉 − |E+〉 ⊗ |αα〉 E1
E2 |E−〉 ⊗ |ββ〉+ |E+〉 ⊗ |αα〉 E2
Ey |Y〉 ⊗ (|αβ〉+ |βα〉) E1
Ex |X〉 ⊗ (|αβ〉+ |βα〉) E2

e2 (singlet) 1E1
(
|exex〉 − |eyey〉

)
⊗ (|αβ〉 − |βα〉) E1

1E2
(
|exey〉+ |eyex〉

)
⊗ (|αβ〉 − |βα〉) E2

1A1
(
|exex〉+ |eyey〉

)
⊗ (|αβ〉 − |βα〉) A1

e2 (triplet) 3A2− |E0〉 ⊗ |ββ〉 E1 ⊕ E2
3A20 |E0〉 ⊗ (|αβ〉+ |βα〉) A1
3A2+ |E0〉 ⊗ |αα〉 E1 	 E2

Table 2.2: Unnormalized total wave functions for the ground state and the first excited states of the NV-center with two holes, split
into a spatial and a spin part. α and β denote opposing spins and |E±〉 ≡ |ve±〉 − |e±v〉, where e± ≡ ∓

(
ex ± iey

)
. Additionally,

|E0〉 ≡ |exey〉 − |eyex〉 and |X (Y)〉 ≡ |vex(y)〉 − |ex(y)v〉.

antisymmetric overall wave function. The state with the largest multiplicity thus has a lower energy.
The ground state of the NV-center should by this reasoning be the 3A2 triplet state, which has also been
confirmed experimentally and backed up by different theoretical approaches [11–13]. The expectation
value of the Coulomb interaction energy, given some two hole state wave function ψ (r1, r2) where ri is
the position of the ith hole, is given by:

〈VC (ψ)〉 = 〈ψ| V̂C |ψ〉 =
∫∫

ψ∗ (r1, r2)V (r12)ψ (r1, r2) d3r1 d3r2 ≡ Vabcd
C (2.17)

with a, b, c, and d the characterization of the wave function associated with each hole in order of
appearance in the integral and:

V (r12) =
e2

4πε0 |r1 − r2|
(2.18)

For the ground state we thus have the following relevant Coulomb interactions:〈
VC

(
3A2

)〉
=

1
2

(
Vxyxy

C −Vxyyx
C −Vyxxy

C + Vyxyx
C

)
(2.19)〈

VC

(
1E1

)〉
=

1
2

(
Vxyxy

C + Vxyyx
C + Vyxxy

C + Vyxyx
C

)
(2.20)〈

VC

(
1E2

)〉
=

1
2

(
Vxxxx

C −Vxxyy
C −Vyyxx

C + Vyyyy
C

)
(2.21)〈

VC

(
1A1

)〉
=

1
2

(
Vxxxx

C + Vxxyy
C + Vyyxx

C + Vyyyy
C

)
(2.22)

As states from 1E1 and 1E2 both belong to the same irreducible representation, they should have the
same expectation value for their Coulomb interaction energy. Note that the expectation value should be
invariant under any operation in the C3v of the NV-center as it should not depend on the coordinate
system that is being used. As the Coulomb interaction is symmetric it is not affected by any rotation so
the wave functions

{
ex, ey

}
transform as the irreducible representation E [10]. By now projecting these

states onto the totally symmetric irreducible representation A1:

〈ab| V̂C |cd〉 = 1
h

h

∑
R=1

χe 〈PR (a) PR (b)| V̂C |PR (c) PR (d)〉 (2.23)
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we find that:
〈1E1| V̂C |1E1〉 =

1
2
〈1E1| V̂C |1E1〉+

1
2
〈1E2| V̂C |1E2〉 = 〈1E2| V̂C |1E2〉 (2.24)

With this information, we acquire that:〈
VC

(
1A1

)〉
−
〈

VC

(
1E2

)〉
=
〈

VC

(
1E1

)〉
−
〈

VC

(
3A2

)〉
≡ J (2.25)

So, the ordering of the states is
{3A2,1E1,2,1 A1

}
with relative energies {0, J, 2J}. Note that we did not

take into account any other holes besides the active holes in the Coulomb interaction and this result
should be interpreted in a qualitative manner. A more thorough investigation may be found in for
instance [12].

2.2.5. INCLUDING INTERACTION TERMS
In order to further specify the electronic structure of the negatively charged NV-center, we will include
the most important interactions that result in the fine splittings of energy levels for the states as listed
in table 2.2. These interactions are spin-orbit interaction and spin-spin interaction, where spin-orbit
interaction is calculated to find the energy associated with the self-interaction for each hole in the
NV-center and the spin-spin interaction is calculated to find the energy associated with the coupling
between both hole spins. After determining the energy splittings due to these types of interaction we
may identity the so-called selection rules that dictate the allowed transitions within the NV-center.

We are aware of the presence of other spins surround the hole-configuration, namely the nitrogen
nucleus and the carbon nuclei, but these interactions are not considered in this model due to their
relatively weak influence on the energy levels.

SPIN-ORBIT INTERACTION

The spin orbit interaction splits the energies of the multiplet states that have a non-zero angular
momentum and differ in the projection of the angular momentum onto the z-axis. Given the nuclear
potential φ, a magnetic field of ∇φ× v/c2 is produced, where v is the velocity vector of the hole. The
spin orbit interaction Hamiltonian is given by:

ĤSO = ∑
i

Ω̂i · Ŝi (2.26)

with Ω̂i =
m2c2

2 (∇V × p̂i) in which V = eφ, the orbital momentum operator for the ith hole. Further-
more, Ŝi =

h̄
2
(
σ̂x, σ̂y, σ̂z

)T
i , with σj the Pauli operators. As φ is produced by the nuclear potential, which

is totally symmetric, it transforms as A1. Therefore, ∇V ≡
(
Vx, Vy, Vz

)T, with Vi =
∂V
∂xi

, transforms
as a vector in real space. Since p̂ transforms as a vector in real space as well, we may identify the
irreducible forms of the orbital operator components of Ω̂. In the C3v point group, vectors transform as
(E1, E2, A1)

T, so Ω̂ transforms as (E2, E1, A2)
T [10, 13]. The non-zero matrix elements of Ω̂ in the basis{

v, ex, ey
}

can be found by checking if 〈φn|Ωi |φm〉 ⊃ A1. We find:

Ω̂
.
=

0 0 0
0 0 iA
0 −iA 0

 ,

 0 0 −iA
0 0 0

iA 0 0

 ,

 0 −iB 0
−iB 0 0

0 0 0

T

(2.27)

where A = 〈ey|Ωx |v〉 and B = 〈ex|Ωz |ey〉. The spin-orbit interaction can now be written in terms of
the angular momentum operator L̂ and reads as follows:

ĤSO = ∑
i

[
λ⊥
(

L̂x
i Ŝx

i + L̂y
i Ŝy

i

)
+ λz L̂z

i Ŝz
i

]
(2.28)

In this case, we have that due to the symmetry of the NV-center that A = B and therefore λ⊥ = λz. We
may write in the excited state triplet manifold

{
A1, A2, Ex, Ey, E1, E2

}
:

ĤSO = λz (|A1〉 〈A1|+ |A2〉 〈A2| − |E1〉 〈E1| − |E2〉 〈E2|) (2.29)
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Manifold (configuration) State (T/S) Energy Degeneracy

0
(
e2) 3A2 (T) 0 3

1E1,2 (S) J 2
1A1 (S) 2J 1

1 (ve) A1,2 (T) +λz 2
E1,2 (T) −λz 2
Ex,y (T) 0 2
1Ex,y (S) ? 2

2
(
v2) 1A1 (S) 0 1

Table 2.3: Overview of energy splitting of states after including spin-orbit interaction energy.

Regarding non-radiative transitions we note that the axial part of the spin-orbit interaction (λz) links
states with ms = 0 spin projections with states of the same electronic configuration while the non-
axial part

(
λx,y

)
links states with non-zero spin projections with singlets among different electronic

configurations [13]. A non-radiative transition that is well-known experimentally is the transition of
A1 (ve)→1 A1

(
e2). Other non-radiative allowed transitions are E1,2 (ve)→1 E1,2

(
e2) and in particular

Ex,y (ve) →1 Ex,y (ve). Calculations as performed by Ma et al.[12] have shown that the energy of the
singlet state 1Ex,y (ve) lies close to the energy of the triplet states in the ve configuration, making this
transition very probable. As for the non-axial part of the spin-orbit interaction, λ⊥

(
L̂+Ŝ− + L̂−Ŝ+

)
,

does not mix states of the triplet in the ve configuration as the raising and lowering operators, L̂+ and
L̂−, link states of different electronic configurations. In a higher order approach one might argue that
these interactions do eventually mix these states but because of the relatively large energy gap between
electronic configurations this effect will be severely suppressed. By the same reasoning, it is not likely
that the spin-orbit interaction mixes the singlet state 1E1

(
e2) with any of the triplet states in 3A1

(
v2).

In this sense, the suggestion [11] that the singlet state 1E
(
e2) has a lower energy than the singlet state

1A1
(
e2) is a reasonable one, as the inter-system crossing, which is technically allowed via spin-orbit

interaction, will be weak and the triplet states E1,2
(
e2), with spin states ±1, will not be populated

through this transition.

SPIN-SPIN INTERACTION

The spin-spin interaction Hamiltonian is given by:

ĤSS = − g2µ2
B

2h̄2 ∑
i 6=j

[
3
(
Ŝi · ri

) (
Ŝj · rj

)
r5

ij
− Ŝi · Ŝj

r3
ij

]
(2.30)

with g the spin g factor, µB = eh̄
2mc the Bohr magneton, ri the position vector of the ith electron, and rij

the distance between electron i and electron j. Again, Ŝi =
h̄
2
(
σ̂x, σ̂y, σ̂z

)T
i , with σj the Pauli operators.

For two particles, this reduces to:

ĤSS = − g2µ2
B

h̄2r3

[
3
(
Ŝ1 · r̂

) (
Ŝ2 · r̂

)
− Ŝ1 · Ŝ2

]
(2.31)

We may express this Hamiltonian in terms of spatial and spin operators that transform as irreducible
objects as follows [13]:

ĤSS =− g2µ2
B

h̄2r3

[
1− 3ẑ2

4
(
Ŝ1+Ŝ2− + Ŝ1−Ŝ2+ − 4Ŝ1zŜ2z

)
+

3
(
x̂2 − ŷ2)

4
(
Ŝ1−Ŝ2− + Ŝ1+Ŝ2+

)
+

i3x̂ŷ
2
(
Ŝ1−Ŝ2− − Ŝ1+Ŝ2+

)
+

3x̂ẑ
2
(
Ŝ1−Ŝ2z + Ŝ1zŜ2− + Ŝ1+Ŝ2z + Ŝ1zŜ2+

)
i3ŷẑ

2
(
Ŝ1− ŝ2z + Ŝ1zŜ2− − ŝ1+Ŝ2z − Ŝ1zŜ2+

)]
(2.32)
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where Ŝ± ≡ Ŝx ± iŜy and x̂, ŷ, and ẑ directional cosines. Note that in the given expression, the spatial
part in the top line transforms as the totally symmetric representation A1. The other terms transform as
the irreducible representation E [10]. We can then write the expectation values for each term as follows:

g2µ2
B

h̄2

〈
1− 3ẑ2

4r3

〉
= ∆ (|X〉 〈X|+ |Y〉 〈Y|) (2.33)

g2µ2
B

h̄2

〈
3x̂2 − 3ŷ2

4r3

〉
= ∆′ (|X〉 〈X| − |Y〉 〈Y|) (2.34)

g2µ2
B

h̄2

〈
3x̂ŷ + 3ŷx̂

4r3

〉
= ∆′ (|X〉 〈Y|+ |Y〉 〈X|) (2.35)

g2µ2
B

h̄2

〈
3x̂ẑ + 3ẑx̂

4r3

〉
= ∆′′ (|Y〉 〈Y| − |X〉 〈X|) (2.36)

g2µ2
B

h̄2

〈
3ẑŷ + 3ŷẑ

4r3

〉
= ∆′′ (|X〉 〈Y|+ |Y〉 〈X|) (2.37)

with the states |X, Y〉 as defined before. We may also write the spin operators in terms of the spin basis
for two holes, i.e. {|αα〉 , |αβ〉 , |βα〉 , |ββ〉}:

Ŝ1zŜ2z =
1
4
(|αα〉 〈αα| − |αβ〉 〈αβ| − |βα〉 〈βα|+ |ββ〉 〈ββ|) (2.38)

Ŝ1−Ŝ2− = |αα〉 〈ββ| , Ŝ1−Ŝ2+ = |αβ〉 〈βα| (2.39)

Ŝ1+Ŝ2− = |βα〉 〈αβ| , Ŝ1+Ŝ2+ = |ββ〉 〈αα| (2.40)

Ŝ1−Ŝ2z =
1
2
(|αβ〉 〈ββ| − |αα〉 〈βα|) , Ŝ1+Ŝ2z =

1
2
(|ββ〉 〈αβ| − |βα〉 〈αα|) (2.41)

Ŝ1zŜ2+ =
1
2
(|ββ〉 〈βα| − |αβ〉 〈αα|) , Ŝ1zŜ2− =

1
2
(|βα〉 〈ββ| − |αα〉 〈αβ|) (2.42)

so that we may write the spin-spin interaction Hamiltonian as follows:

ĤSS =−∆ (|X〉 〈X|+ |Y〉 〈Y|)⊗ [|αα〉 〈αα|+ |ββ〉 〈ββ| − 2 (|αβ〉+ |βα〉) (〈αβ|+ 〈βα|)]
−∆′ (|X〉 〈X| − |Y〉 〈Y|)⊗ (|αα〉 〈ββ|+ |ββ〉 〈αα|)
− i∆′′ (|X〉 〈Y|+ |Y〉 〈X|)⊗ (|ββ〉 〈αα| − |αα〉 〈ββ|)
+ ∆′ (|Y〉 〈Y| − |X〉 〈X|)⊗ [(|αβ〉+ |βα〉) (〈αα| − 〈ββ|) + (|αα〉 − |ββ〉) (〈αβ|+ 〈βα|)]
+ i∆′ (|Y〉 〈Y| − |X〉 〈X|)⊗ [(|αβ〉+ |βα〉) (〈αα|+ 〈ββ|)− (|αα〉+ |ββ〉) (〈αβ|+ 〈βα|)]

(2.43)

Using the decomposition of the basis states into spatial and spin parts in terms of irreducible represen-
tations, as shown in table 2.2, we may express the spin-spin interaction Hamiltonian in terms of basis
states:

ĤSS =∆ (|A1〉 〈A1|+ |A2〉 〈A2|+ |E1〉 〈E1|+ |A2〉 〈A2|)
− 2∆

(
|Ex〉 〈Ex|+ |Ey〉 〈Ey|

)
+ 2∆′ (|A2〉 〈A2| − |A1〉 〈A1|)

+ ∆′′
(
|E1〉 〈Ey|+ |Ey〉 〈E1| − i |E2〉 〈Ex|+ i |Ex〉 〈E2|

) (2.44)

from which we can see that a gap arises between the ms = ±1 states and the ms = 0 states:

3∆ =
3g2µ2

B

h̄2 〈X| 1− 3ẑ2

4r3 |X〉 ≡ −3
4

Dzz (2.45)

and a gap between the A1 and the A2 states:

4∆′ =
4g2µ2

B

h̄2 〈X| 3x̂2 − 3ŷ2

4r3 |X〉 ≡ Dx2−y2 (2.46)

Also, there is the mixing term:

∆′′ =
g2µ2

B

h̄2 〈X|
3x̂ẑ√

2r3
|X〉 (2.47)
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State HSO HSS

3A2− 0 3∆
3A20 0 0
3A2+ 0 3∆

State HSO HSS

A1 +λz ∆+ 2∆′

A2 +λz ∆− 2∆′

E1 −λz ∆
E2 −λz ∆
Ex 0 −2∆
Ey 0 −2∆

Table 2.4: Overview of energy splitting of states after including both spin-orbit (ĤSO) and spin-spin (ĤSS) interaction energy for
the triplet state configurations in the ground state manifold (left) and the excited state manifold (right).

Δ

Δ

2Δ

1A1

A1,2

Ex,y

E1,2

1A1

1E1,2
J

J

λz

λz

A1

A2

E1,2

3A20

4Δ’

Ex,y

A1,2

3A2±

3Δ

spin-orbit interactions spin-spin interactions

3A2

A1,2, Ex,y, E1,2

ground state manifold

first excited 
state manifold

second excited 
state manifold

Figure 2.2: Electronic structure of the NV-center, explicitly showing the splitting due to spin-orbit and spin-spin interaction.

which is not considered in the theory paper by Lenef and Rand [17]. The table including spin-spin
interactions for the excited state manifold triplet states, but not yet including the mixing terms, is given
in table 2.4. Also, a schematic of the electronic structure of the NV-center is shown in figure 2.2.

SELECTION RULES

Transitions might be dipole allowed if the matrix element in the length representation contains the
totally symmetric irreducible form, i.e. 〈φ f | ε̂ · r |φi〉 ⊂ A1, where ε̂ is the polarization of the electric
field. The matrix elements 〈v| x |ex〉 and 〈v| y |ey〉 are non-zero allowing us to deduce the selection rules
among the 15 states given in table 2.2. The relevant optical transitions between the triplet states of the
first excited state manifold ve and the ground state manifold e2 are shown in table 2.5. For the sake of
completeness, we should also include the possible optical transitions between the singlet states in the
first excited state manifold ve and the ground state manifold e2, and between the singlet states in the
second excited state manifold v2 and the first excited state manifold ve. These transitions are shown in
table 2.6.
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|A1〉 |A2〉 |Ex〉 |Ey〉 |E1〉 |E2〉
〈3A2+| σ̂− σ̂− σ̂+ σ̂+

〈3A20| x̂ ŷ
〈3A2−| σ̂+ σ̂+ σ̂− σ̂−

Table 2.5: Selection rules for optical transitions between the triplet excited state in the ve configuration and the triplet ground
state in the e2 configuration. The operators are the ones for which 〈φ f | ε̂ · r |φi〉 6= 0. Note that the circularly polarized photons
have a polarization vector of σ̂± ≡ x̂± iŷ.

|1Ex〉 |1Ey〉
〈1A1| x̂ ŷ
〈1E1| x̂ ŷ
〈1E2| ŷ x̂

|1A1〉
〈1E1| x̂
〈1E2| ŷ

Table 2.6: Selection rules for optical transitions between the singlet states in the ve (v2) configuration and the singlet states in the
e2 (ve) configuration.

2.3. STRAIN EFFECTS

Strain refers to the displacement ∆u of the atomic positions when the crystal is stretched by ∆x. It is
expressed in a dimensionless tensor e with elements expressing the fractional change under stretching,
i.e. eij = ∂δRi

∂rj
. Strain can be produced by mechanical stress, electric field or temperature. As the

displacement of atomic atomic positions may alter the symmetries on which the energy levels of states
are based, strain may shift these energy levels. Looking at the elements of e it becomes apparent that not
all components actually shift the energy levels. The anti-symmetric part of e transforms as a generator of
the rotational group and rotates the entire structure as a result. As rotation does not alter the symmetry
analysis of the structure the unperturbed states are not affected and the associated energy levels do not
change. Merely the symmetric part of the strain matrix ε ≡ e + eT affects the structure of a defect. We
may express the strain in terms of matrices that transform according to the irreducible form of the point
group under consideration. These matrices can be found by projecting a general strain matrix ε on each
irreducible form:

εr =
lr
h ∑

e
χ∗e R†

e εRe (2.48)

For simplicity, in the case of the NV-center, we only write the effect of strain in the manifold
{

ex, ey, v
}

:

Hstrain = δa
A1

Aa
1 + δb

A1
Ab

1 + δa
E1

Ea
1 + δa

E2
Ea

2 + δb
E1

Eb
1 + δb

E2
Eb

2 (2.49)

where:

δa
A1

=
1
2
(
exx + eyy

)
, δb

A1
= ezz (2.50)

δa
E1

=
1
2
(
exx − eyy

)
, δb

E1
=

1
2
(exz + ezx) (2.51)

δa
E2

=
1
2
(
exy + eyx

)
, δa

A1
=

1
2
(
eyz + ezy

)
(2.52)
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and:

Aa
1 =

1 0 0
0 1 0
0 0 0

, Ab
1 =

0 0 0
0 0 0
0 0 1

 (2.53)

Ea
1 =

1 0 0
0 −1 0
0 0 0

, Eb
1 =

0 0 1
0 0 0
1 0 0

 (2.54)

Ea
2 =

0 1 0
1 0 0
0 0 0

, Eb
2 =

0 0 0
0 0 1
0 1 0

 (2.55)

In the NV-center we may safely neglect the effect of the Eb
1,2 matrices as there is a large energy gap

between the orbitals v and ex,y. The relevant strain matrices that will actually lower the C3v symmetry
and shift the energy levels considerably are the Ea

1,2 matrices, so that the relevant Hamiltonian is given
by:

Ĥ′strain = δa
E1

(
|ex〉 〈ex| − |ey〉 〈ey|

)
+ δa

E2

(
|ey〉 〈ex|+ |ey〉 〈ex|

)
(2.56)

For the manifolds
{

A1, A2, Ex, Ey, E1, E2
}

,
{1E1,1E2,1 A1

}
, and

{1Ex,1Ey
}

this yields the following matrix
representations:

H ′strain =



δa
E1

iδa
E2

−iδa
E2

δa
E1

δa
E1

δa
E2

δa
E2

δa
E1

δa
E1

iδa
E2

−iδa
E2

δa
E1


,

 2δa
E1

2δa
E2

2δa
E1

2δa
E2

 ,

(
δa

E1
δa

E2
δa

E2
−δa

E1

)
(2.57)

The effect of strain is thus that the states E2 or E1 state can mix in with the A2 state when strain factors
δa

E1
and δa

E2
are taken into consideration, breaking down the entanglement as the dominant polarization

becomes linear. In chapter 5 we will briefly discuss the consequences of this behavior.
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SECURE COMMUNICATION

The key element in secure communication is the successful encryption of secret messages. This may be
done by utilizing a shared secret key. So-called one-time pad encryption allows a party, named Alice,
to encrypt a plaintext message with the secret key into a cyphertext, which is then sent to some other
party, named Bob. Bob may use the secret key to decrypt the ciphertext into plaintext, thus recovering
the original message. After the process has been completed, the secret key is discarded. Note that some
eavesdropping party, called Eve, can in principle only obtain the ciphertext, which to her appears as
nonsense as long as she has no knowledge of the shared secret key.

In this chapter we will first introduce the concept of quantum key distribution after which we
discuss the limitations that arise from any practical implementation. These limitations may open up
loopholes that can be exploited by some malevolent eavesdropper. We discuss a more involved device
independent protocol that attempts to close these loopholes and expand on it, effectively removing
the strict requirement of near perfect detection. This protocol is known as a measurement-device
independent quantum key distribution scheme and will be discussed in detail.

3.1. QUANTUM KEY DISTRIBUTION
An essential yet classically difficult tasks is for Alice and Bob to produce a shared random secret key
known only to them, which can be used to encrypt and decrypt their message. This is where quantum
mechanics comes in, guaranteeing that Eve can not listen in on the shared key without Alice and Bob
noticing. The act of producing the secret shared key by means of quantum bits (qubits) is known as
Quantum Key Distribution (QKD) and relies on the fact that it is forbidden by quantum mechanics to
create identical copies of an arbitrary unknown quantum state, known as the no-cloning theorem [18].
The no-cloning theorem can be proven by assuming there exists a unitary operator Û such that we can
copy an arbitrary state |ψ〉 onto some standard pure state |s〉:

Û (|ψ〉 ⊗ |s〉) = |ψ〉 ⊗ |ψ〉 (3.1)

i.e. Û is a cloning operator. Suppose the copying procedure works for two particular states |ψ〉 and |φ〉,
yielding:

Û (|ψ〉 ⊗ |s〉) = |ψ〉 ⊗ |ψ〉 (3.2)

Û (|φ〉 ⊗ |s〉) = |φ〉 ⊗ |φ〉 (3.3)

Taking the inner product of these two states:

〈φ|ψ〉 = (〈φ|ψ〉)2 (3.4)

which is only true if either |ψ〉 = |φ〉 or if |ψ〉 and |φ〉 are orthogonal states.

17
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3.2. THE BB84 AND E91 PROTOCOLS

The father of QKD might be considered to be the protocol introduced by Bennet and Brassard in 1984
[19], from hereon referred to as the BB84 protocol. The protocol is as follows. Alice creates two strings
of bits, a and b, each n bits long. She encodes these strings into one string of n qubits as follows:

|ψ〉 =
n⊗

i=1

|ψaibi
〉 (3.5)

where ai and bi are the ith bits of the strings a and b, respectively. Together, aibi gives us an index into
the following four qubit states:

|ψ00〉 ≡ |0〉, |ψ10〉 ≡ |1〉 (3.6)

|ψ01〉 ≡
1√
2
(|0〉+ |1〉), |ψ11〉 ≡

1√
2
(|0〉 − |1〉) (3.7)

Note that bi denotes the basis in which ai is encoded.

Alice now sends |ψ〉 over to Bob, who receives the state E (|ψ〉 〈ψ|), in which E is a noise super
operator. Noise may be due to the channel but it can also be attributed to the interference of Eve.
Bob generates a string b′ of length n and performs measurements a′ on the state received from Alice.
After the transmission has finished, Alice publicly shares her string b. Over a public channel, Bob
communicates with Alice which bi and b′i are not equal. Both Alice and Bob discard the qubits in a and
a′ where b and b′ do not match.

From the remaining k bits, called the sifted key, Alice randomly chooses k/2 bits and communicates
with Bob publicly which bits she has selected. Alice and Bob then both announce these bits publicly
and they check if less than p bits differ. The number p is a theoretical limit in which methods of error
correction may be used to recover the key through individual or block parity checks after which privacy
amplification may be used to hide any information from Eve. This process is known as key distillation.

The BB84 protocol was extended by Artur Ekert in 1991 [20] by using entangled pairs of photons.
These pairs may be generated by any source, including sources that are under the full control of Alice,
Bob, or Eve. The photons are distributed such that Alice and Bob both receive one photon from each
pair. The protocol is then executed in the same manner as BB84, but Alice’s strings a and b follow from
measurement and not from preparation.

3.2.1. PRACTICAL IMPLEMENTATION

An implementation of the BB84 (or E91) protocol may be realized by using photons as quantum bits. The
polarization of a photon may be prepared in either the rectilinear basis (i.e. with horizontal or vertical
polarization) or in the diagonal basis (i.e. with diagonal or anti-diagonal polarization). Encoding the
qubits in these bases and following the BB84 protocol, Alice and Bob obtain a sifted key. An illustration
of this polarization scheme and obtaining the sifted key is depicted in figure 3.1.

After the sifted key has been obtained, the key may be further distilled by first correcting the errors,
introduced by noise or perhaps an eavesdropper, in the sifted key by means of an error correction
protocol as described in more detail in appendix B. After error correction, a precise estimation of the
Quantum Bit Error Rate (QBER) may be obtained. The QBER is the ratio of an error rate to the key rate
and contains information on the existence of an eavesdropper and how much she knows.

QBER = p f +
pdnqΣ frtl

2
µ (3.8)
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Figure 3.1: Obtaining a sifted key with the BB84 protocol, courtesy of Swiss Quantum [21]

with:

p f : probability for a wrong ‘click’ (1-2%)

pd : probability for a wrong photon signal (Si: 10 - 7; GaAs 10 - 5)

n : number of detections

q : phase = 1/2 (better for optical fibres); polarization = 1 (better in the air)

Σ : detector efficiency

fr : pulse repeat frequency

tl : transmission rate (for large distances this is small)

µ : attenuation for light pulses (single photons = 1)

If the measured QBER exceeds the predicted QBER, the protocol is aborted as this might be a sign
of eavesdropping. This relates to the factor p as mentioned in the theoretical protocol. Now, privacy
amplification is used to compress the key such that finally the secret key is obtained. The process of
privacy amplification is described in appendix B. From hereon error correction and privacy amplification
will be regarded as a means to extract a secret key from the sifted key, but we will not further describe
this process in detail.

3.2.2. LOOPHOLES
The generation of secure keys from the BB84 (or E91) protocol calls for the following conditions to be
met:

• Quantum mechanics is correct

• Alice and Bob’s laboratories are perfectly isolated, i.e. the information entering and leaving the
laboratories is foreseen by the QKD protocol

• Alice and Bob have sufficiently good control over their devices

• Alice and Bob share an authenticated classical channel
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• Alice and Bob’s devices are causally independent, i.e. they have no memory of past events

These conditions are rather strict, and when not fully met they allow for loopholes that may be
exploited to have the key being eavesdropped on without it being noticed, i.e. error correction and
privacy amplification do not yield a necessarily secret key. One of these loopholes is the detection
loophole. We assume fair sampling, meaning that photons that are detected give the same results as
measurements would give on the photons that are not detected. We can imagine that only photons that
look entangled are detected and that a measurement on all photons would not violate Bell’s inequality.
In order to close this loophole a very high detection efficiency would be needed. Furthermore, there
is the communication loophole in which we assume that settings at Alice (Bob) can influence the
measurements being performed at Bob (Alice), even if the distance is large.

3.3. TOWARDS DEVICE-INDEPENDENT QKD
With the concept of Bell’s theorem and the inequality derived by John Clauser, Michael Horne, Abner
Shimony, and Richard Holt [22] (the CHSH inequality) we may relax on the beforementioned conditions,
effectively removing the loopholes. This results in a new class of device-independent QKD (DI-QKD)
protocols, for which we will discuss the main ingredient in this section.

3.3.1. BELL’S THEOREM
Bell’s theorem, in its simplest form, states:

No physical theory of local hidden variables can ever reproduce all of the predictions of
quantum mechanics.

The empirical proof for this theorem follows from Bell’s inequality, stating that if there would be local
variables, there is a mathematical limit to a certain correlation ratio which we call S. By exceeding this
limit in an experiment, one can show that it is impossible for a theory including local variables to be
correct.

The Hilbert space in which the polarization state of a single photon resides is spanned by a basis
of two orthogonal base states. We choose these states to be |H〉 and |V〉, where |H〉 denotes the fully
horizontally polarized state and |V〉 denotes the fully vertically polarized state. We may thus describe
the state of a photon, in terms of polarization, using the following notation:

|ψ〉 = α |H〉+ β |V〉 (3.9)

Furthermore, the state |ψ〉 needs to be normalized, i.e. 〈ψ | ψ〉 = 1, so that we require that |α|2 + |β|2 =
1.

We now regard a system of two photons. The Hilbert space in which the full system polarization
state resides is then spanned by four base states, namely |H1〉 ⊗ |H2〉, |H1〉 ⊗ |V2〉, |V1〉 ⊗ |H2〉 and
|V1〉 ⊗ |V2〉. Introducing a shorthand notation, we may also write |HH〉, |HV〉, |VH〉 and |VV〉. The
system state can thus be represented as follows:

|ψ〉 = α |HH〉+ β |HV〉+ γ |VH〉+ δ |VV〉 (3.10)

with |α|2 + |β|2 + |γ|2 + |δ|2 = 1. We may now define the so-called Bell states as follows:

|Φ+〉 ≡ 1√
2
[|HH〉+ |VV〉] , |Φ−〉 ≡ 1√

2
[|HH〉 − |VV〉] (3.11)

|Ψ+〉 ≡ 1√
2
[|HV〉+ |VH〉] , |Ψ−〉 ≡ 1√

2
[|HV〉 − |VH〉] (3.12)

Note that these states form a basis of the Hilbert space for the two-photon system. Furthermore, each
Bell state is a special case of the previously described general state of a system of two photons and can
not be written as a product state of two separate photons, i.e. |ψ1〉 ⊗ |ψ2〉. The Bell states all describe a
so called maximally entangled state, a state in which a measurement of the polarization of one photon
carries full information on the polarization of the other photon, even though it has not been measured.
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Bell’s inequality more formally states that if there are any hidden variables within a quantum state,
a certain inequality with respect to correlations must hold. To derive this inequality, we assume that
measurement results are a function of the polarizer angle and of some hidden variable λ. The outcome
of the measurement of the photon in direction A will be given by A (a, λ) = ±1 and the outcome of
the measurement of the photon in direction B will be given by B (b, λ) = ±1. Note that we implicitly
assume that the principle of locality holds, i.e. the setting of the polarizers a and b does not influence
the measurement at B and A, respectively.

We define ρ (λ) to be the probability density function of λ, so that we may write for the measurement
correlation: ∣∣C (a, b)− C

(
a, b′

)∣∣ ≤ ∫ ∣∣A (a, λ) B (b, λ)− A (a, λ) B
(
b′, λ

)∣∣ ρ (λ) dλ (3.13)

≤
∫ ∣∣B (b, λ)− B

(
b′, λ

)∣∣ ρ (λ) dλ (3.14)

and likewise: ∣∣C (a′, b
)
+ C

(
a′, b′

)∣∣ ≤ ∫ ∣∣A (a′, λ
)

B (b, λ) + A
(
a′, λ

)
B
(
b′, λ

)∣∣ ρ (λ) dλ (3.15)

≤
∫ ∣∣B (b, λ) + B

(
b′, λ

)∣∣ ρ (λ) dλ (3.16)

so that:∣∣C (a, b)− C
(
a, b′

)∣∣+ ∣∣C (a′, b
)
+ C

(
a′, b′

)∣∣ ≤ ∫ [∣∣B (b, λ)− B
(
b′, λ

)∣∣+ ∣∣B (b, λ) + B
(
b′, λ

)∣∣] ρ (λ) dλ

(3.17)
As we have that B can only take on values±1, we have that |B (b, λ)− B (b′, λ)|+ |B (b, λ) + B (b′, λ)| =
2. Introducing S ≡ |C (a, b)− C (a, b′)|+ |C (a′, b) + C (a′, b′)| we then finally obtain the CHSH form of
Bell’s inequality:

S ≤ 2 (3.18)

Note that violating Bell’s inequality immediately proves Bells’ theorem, stating that no physical theory
of local hidden variables can ever reproduce all of the predictions of quantum mechanics. Defining
A (a) = Ŝz,A (a′) = Ŝx,B (b) = 1√

2

(
Ŝz + Ŝx

)
, and B (b′) = 1√

2

(
Ŝz − Ŝx

)
, we may write the correlation

factor C as an expectation value as follows:

C
(

a(′), b(′)
)
≡
〈
A
(

a(′)
)
⊗B

(
b(′)
)〉

(3.19)

For a Bell state |Φ−〉 ≡ 1√
2
[|00〉 − |11〉] it then readily follows that S = 2

√
2, which is the theoretical

maximum of S.

3.3.2. THE CHSH INEQUALITY

Based on Bell’s inequality, we may also define the CHSH operator B̂AB = Â1 ⊗
(

B̂1 + B̂2
)
+ Â2 ⊗(

B̂1 − B̂2
)

where Â1 and Â2 (B̂1 and B̂2) have real eigenvalues and are thus Hermitian operators with a
spectrum in [−1,+1]. As shown before, all correlations that are described by a local hidden variable
(LHV) model satisfy the CHSH inequality: ∣∣〈B̂AB

〉
LHV

∣∣ ≤ 2 (3.20)

Given some quantum state ρ̂ shared by A and B, it was proven by Tsirelson that this inequality may be
violated and is reduced to: ∣∣Tr

(
B̂ABρ̂

)∣∣ ≤ 2
√

2 (3.21)

for all observables A1, A2, B1, and B2 for any state ρ̂. Finally, considering the even more general case of
hypothetical non-signaling theories we find the maximum violation

〈
B̂AB

〉
NL = 4 violates the Tsirelson

bound.
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3.3.3. REFORMULATION
In order to provide a security proof based on the monogamy of the violation of Bell’s inequality we first
introduce an equivalent form of the CHSH inequality, to wit:

β (X ,Y) ≡ 1
4 ∑

x,y
P (X⊕Y = xy | x, y) ≤ 3

4
(3.22)

where X and Y are the parties involved, for instance Alice and Bob, x, y ∈ {0, 1} are measurement
settings, for instance the z-basis and the x-basis, and X, Y ∈ {0, 1} are measurement outcomes. For
quantum states, the theoretical maximum to this value is given by the Tserelson bound: 1

2

(
1 + 1√

2

)
.

In non-signaling theories, i.e. theories in which information can not be sent faster than the speed of
light, it has been shown [23–25] that in a composed quantum system of three separated parties A,B
and E the following monogamy relation must hold:

β (A,B) + β (A, E) ≤ 3
2

(3.23)

3.3.4. LOOPHOLE-FREE QKD CONDITIONS
With Bell’s theorem and the CHSH quality now at our disposal, it is possible to construct a new protocol
that takes on these conditions and effectively lowers the conditions to be met to the following:

• Alice and Bob’s laboratories are perfectly isolated, i.e. the information entering and leaving the
laboratories is foreseen by the QKD protocol.

• Alice and Bob can both locally carry out classical computations using trusted devices having
access to trusted sources of randomness.

• Alice and Bob share an authenticated classical channel.

• Alice and Bob’s devices are causally independent, i.e. they have no memory of past events.

3.4. DI-QKD ANALYSIS
A DI-QKD protocol has been proposed by Lim et al. in 2013 [26] and will be discussed in detail here. We
will describe the protocol and sketch an outline of the security analysis. Furthermore, we will highlight
the fact that the DI-QKD requires the hard to fulfil condition of near perfect photon detection efficiency.

3.4.1. PROTOCOL TOPOLOGY
The protocol relies on the time-reversed BB84 protocol, i.e.:

1) Alice and Bob both generate a pair of qubits in the maximally entangled Bell state |Φ+〉 =
1√
2
[|00〉+ |11〉], consisting of a solid state spin state and a polarized photon state.

2) Alice and Bob send their photons to a measuring unit Charlie.

3) Charlie performs a Bell state measurement and broadcasts the outcome to Alice and Bob, effectively
projecting the NV-center spin states into a Bell state.

4) Alice performs the appropriate bit and phase flips in order to convert the joint state to |Φ+〉.

5) Alice and Bob measure their NV-centers in one of the BB84 bases.

Note that the security of time-reversed BB84 depends on the quality of the state preparation of Alice
and Bob and their measurement qualities. The novelty is the addition of a CHSH measurement on the
side of Alice, providing a bound on the overlap between the two basis vectors of the two measurements
that Alice may perform. Using this overlap bound, the entropic uncertainty relation may be applied so
that without any other assumption on the devices of Alice and Bob may security be inferred.
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At Alice’s site are thus three devices: two measurement devices Mkey and Mtest, and one source
device S. The source device S generates entangled NV-center-photon pairs. The measurement device
Mkey has two settings {X, Z} and measures the NV-center spin state in one of these settings, outputting
a binary result. The measurement device Mtest has three settings {R, L, P} and measures the photon
polarization one of the first two settings, outputting a binary result, or, in case of the P setting, sends
the photon to Charlie.

At Bob’s site are two devices: one measurement device M′
key and one source device S′. The source

device S′ generates entangled NV-center-photon pairs. The measurement device M′
key has two settings

{X, Z} and measures the NV-center spin state in one of these settings, outputting a binary result. The
photon is always sent to Charlie.

3.4.2. PROTOCOL DESCRIPTION
The protocol is parametrized by the key length l, the classical post-processing block size mx, the sample
size of the error estimation mz, the local CHSH test sample size mj, the tolerated CHSH value Stol, the
tolerated channel error rate Qtol, the tolerated efficiency in Charlie’s operation ηtol, the error correction
leakage leakEC, and the required correctness εcor.

(1) STATE PREPARATION AND DISTRIBUTION

Alice selects an operating mode hi ∈ {ΓCHSH, ΓQKD}, selecting mode ΓQKD with a probability pS =
ηtolmj

ηtolmj+(
√

mx+
√

mz)
2 and ΓCHSH with a probability 1− pS. These probabilities are chosen such that the

number of iterations in the protocol is minimized. If the ΓCHSH operation mode is selected, Alice
measures both the NV-center spin and the photon polarization. The bases in which these measurements
are performed are based on the uniformly and randomly chosen bit values ui and vi. The value of
ui determines the Mkey setting {X, Z} and the value of vi determines the Mtest setting {R, L}. The
bit value outcomes are stored in si and ti, respectively. If the ΓQKD operation mode is selected, Alice
chooses a measurement setting ai ∈ {X, Z} with probabilities px = 1

1+
√

mz/mx
and 1− px, respectively.

She measures the NV-center spin state in the selected basis and sends the photon to Charlie. The
measurement outcome is stored in yi. Bob always selects a measurement setting bi ∈ {X, Z} with
probabilities px and 1− px, respectively, and stores the binary result of measuring the NV-center spin
in this basis in y′i. The photon he sends to Charlie.

(2) CHARLIE’S OPERATION

Charlie performs a projective Bell state measurement on the photons he receives from Alice and Bob. If
the measurement is successful he broadcasts fi = pass, otherwise he broadcasts fi = fail. If fi = pass,
Charlie additionally broadcasts gi = {0, 1}2, providing the information for the bit flip and phase flip
that Alice has to perform.

(3) SIFTING

The bit values {hi}i, {ai}i, and {bi}i are publicly announced by Alice and Bob. They identify the
following sets:

• Key generation X = {i | (hi = ΓQKD) ∧ (ai = bi = X) ∧ ( fi = pass)}

• Channel error rate estimation Z = {i | (hi = ΓQKD) ∧ (ai = bi = Z) ∧ ( fi = pass)}

• Alice’s local Bell-test set J = {i | hi = ΓCHSH}
The protocol steps (1) to (3) are repeated until the sifting condition, which is set by (|X | ≥ mx) ∧
(|Z| ≥ mz) ∧

(
|J | ≥ mj

)
,
{

mx, mz, mj
}
∈N, is met.

(4) PARAMETER ESTIMATION

From the set J the CHSH value can be computed by:

Stest ≡ 8 ∑
i∈J

f (ui, vi, si, ti)− 4 (3.24)
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where f (ui, vi, si, ti) = 1 if si ⊕ ti = ui ∧ vi and 0 otherwise. The error rate is computed by:

Qtest ≡
1
|Z| ∑

i∈Z
yi ⊕ y′i (3.25)

Finally, the efficiency of Charlie’s operation is calculated:

η ≡ |X |∣∣X̃ ∣∣ (3.26)

where X̃ ≡ {i | (hi = ΓQKD) ∧ (ai = bi = X)}. The protocol is aborted if (Stest < Stol)∨ (Qtest < Qtol)∨
(η < ηtol).

(5) ONE-WAY CLASSICAL POST-PROCESSING

Alice and Bob select a random subset of size mx of X for post-processing. An error-protection protocol
that leaks at most leakEC bits is applied after which an error-verification protocol that leaks log2

1
εcor

bits
of information is applied. If error verification fails, the protocol is aborted. Finally, Alice and Bob apply
privacy amplification with two-universal hashing to their bit strings to extract a secret key of length l.

3.4.3. SECURITY DEFINITION
In general, if a QKD protocol does not abort, it provides Alice with a key string SA and Bob with a
key string SB. Now, let E denote the information that an eavesdropper gathers during the protocol
execution, so that the joint state of SA and E can be described by a classical-quantum state ρ̂SA ,E =

∑s |s〉 〈s| ⊗ ρ̂s
E, where

{
ρ̂s

E
}

s are the quantum states held by Eve, being conditioned on SA, taking the
values s. The protocol is now called εcor-correct if P (SA 6= SB) ≤ εcor and it’s called εsec-secret if
(1− pabort)

1
2

∥∥ρ̂SA ,E − ÛSA ⊗ ρ̂E
∥∥

1 ≤ εsec, where pabort is the probability that the protocol aborts and
ÛSA is the uniform mixture of all possible values of SA. Accordingly, the QKD protocol is said to be
(εcor + εsec)-secure if it is both εcor-correct and εsec-secret. This security definition guarantees that the
QKD protocol is universally composable, meaning that the pair of key strings may be safely used in any
application that requires a perfectly secure key [27].

3.4.4. SECURITY ANALYSIS
Details of the security analysis can be found in [26] and [27], here follows just a sketch of the proof.
First, we note that the correctness of the protocol, parameterized by the required correctness εcor, is
guaranteed by the error-verification protocol.

Claim: the protocol, parameterized by l, mx, mz, mj, Stol, Qtol, ηtol, leakEC, and εcor, is εsec-secret if:

l ≤ mx

[
1− log2

(
1 +

Ŝtol
4ηtol

√
8− Ŝ2

tol +
ζ

ηtol

)
− h

(
Q̂tol

)]
− leakEC − log2

1
εcorε4 (3.27)

for ε = εsec
9 and 2 ≤ Ŝtol ≤ 2

√
2, where h denotes the binary entropy function, Ŝtol ≡ Stol − ξ, and

Q̂tol ≡ Qtol + µ, with the statistical deviations given by:

ξ ≡
√

32
mj

log
1
ε

(3.28)

ζ ≡
√√√√2

(
mx + mjη

) (
mj + 1

)
mxm2

j
log

1
ε

(3.29)

µ ≡
√

(mx + mz) (mz + 1)
mxm2

z
log

1
ε

(3.30)

Sketch of the proof: in the case that all tests in the parameter estimation are passed, let XA be the
random variable of length mx that Alice obtains from X and let E′ denote Eve’s information on XA
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after error-correction and error-verification. From Renner’s thesis [27] we find that by using privacy
amplification with two-universal hashing, a ∆-secret key of length l can be generated from XA, where:

∆ ≤ 6ε + 2−
1
2 [H

3ε
min(XA |E′)−l]−1 (3.31)

for any ε > 0, where H3ε
min (XA | E′) is the smooth min-entropy function as described in Renner’s

thesis [27]. By using the chain rule for smooth min-entropies, we may deduce that H3ε
min (XA | E′) ≥

H3ε
min (XA | E) − leakEC − log2

2
εcor

., where E denotes Eve’s information after the step of parameter
estimation has been performed. Using the generalized entropic uncertainty relation [28] we find:

H3ε
min (XA | E) ≥ log2

1
c∗
− Hε

max (ZA | ZB)− log2
2
ε2 (3.32)

where c∗ is the effective overlap of Alice’s measurements, which is a function of the measurements
corresponding to the settings Z and X and the marginal state. Here, ZA can be seen as the bit string Alice
would have obtained if she had chosen the Z setting for selecting the key instead. Likewise, ZB repre-
sents the bit string obtained by Bob with setting Z. The smooth max-entropy function Hε

max (ZA | ZB) is
bounded by the error rate sample on the set Z of size mz, as we have that Hε

max (ZA | ZB) ≤ mxh
(
Q̂tol

)
.

In words, we have that the error rate between ZA and ZB is smaller than Qtol + µ, with high probability.
Finally, we need to bound the effective overlap c∗ with Stol and ηtol. Note that the set X̃ is inde-

pendent of Charlie’s output and X ⊆ X̃ with an equality only if Charlie always outputs a “pass”.
Assuming the worst-case scenario, it can be shown that c∗ ≤ 1

2 +
c̃∗−1/2

η , where η = |X |
|X̃ | is the efficiency

of Charlie’s operation and c̃∗ is the effective overlap of X̃ . It can be shown that:

c̃∗ ≤ 1
2

(
1 +

Ŝtol
4

√
8− Ŝ2

tol + ζ

)
(3.33)

Note that ξ in Ŝtol quantifies the statistical deviation between the expected CHSH value and the
observed CHSH value and ζ quantifies the statistical deviation between the effective overlaps of X̃ and
J , respectively. Putting everything together, the secret key length as given earlier is obtained.

It is interesting and insightful to look at the limit of the secret fraction, defined as fsec ≡ l
mx

, in the

asymptotic limit as N → ∞ and using that leakEC
mx
→ h (Qtol) (corresponding to the Shannon limit). In

this limit the statistical deviations {µ, ξ, ζ} → 0 so that all remaining is:

lim
N→∞

fsec = 1− log2

(
Stol
4ηtol

√
8− S2

tol

)
− 2h (Qtol) (3.34)

in which we can clearly see the roles of the operation modes ΓCHSH and ΓQKD. The first provides a
bound on the quality of the devices, taken into account by the log2 term and the latter expression is a
measure for the quality of the quantum channel, aside from actually generating the key.

3.4.5. DISCUSSION
This DI-QKD protocol provides security even if the loss between Alice and Bob does not allow for
a detection-loophole-free Bell test. The security does of course depend on the losses, which is taken
into account by supplying a minimum tolerated value for Charlie’s efficiency, ηtol, in terms of the local
CHSH test performed by Alice, with which she estimates how often her devices behave badly. In a
practical sense, it is useful to relax the conditions for ηtol so that larger distances can be covered. As a
direct result, this requires a more perfect device on Alice’s side.

3.5. MEASUREMENT-DEVICE-INDEPENDENT QKD
The previously proposed protocols for QKD all required a near perfect photon detection efficiency.
Either for heralding measurements or key generation the protocol is rendered seriously flawed as
detection efficiency drops: an eavesdropper might even be present by performing side channel attacks
and acquire information on the signals that are considered to be lost due to detector imperfections.
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Imagine Alice and Bob to have perfectly secure laboratories in which they can independently
prepare a photon in a desired state. We define two bases: the rectilinear basis which is spanned by the
orthonormal states |H〉 and |V〉, and the diagonal basis which is spanned by the orthonormal states
|D〉 ≡ 1√

2
(|H〉+ |V〉) and |A〉 ≡ 1√

2
(− |H〉+ |V〉). Alice and Bob each create any of these four states

and share it with an untrusted relay Charlie. At Charlie, the photons are incident on two ports of a
beam splitter after which a Bell state measurement on the output states is performed, i.e. each of the
output ports leads to a polarized beam splitter with detectors.

In the most general case, we have that the state by Alice and Bob is given by:

|ψ〉1,2 = (α |H〉+ β |V〉)1 ⊗ (γ |H〉+ δ |V〉)2 (3.35)

upon being incident on the beam splitter, the state on which the Bell state measurement is performed is
given by:

B̂ |ψ〉1,2 =
1
2



iαγ [|H3H3〉+ |H4H4〉]
+

iβδ [|V3V3〉+ |V4V4〉]
+

(αδ + βγ) [|H3V3〉+ |H4V4〉]
+

(αδ− βγ) [|H3V4〉 − |V3H4〉]

(3.36)

Here we have used that upon beam splitter interaction B̂ |X1,2〉 = 1√
2
(|X1,2〉+ i |X2,1〉). Note that the

first two cases can never be distinguished by a Bell state measurement as we cannot distinguish between
measuring two photons at once and having lost a photon. Note that the choices of values for α, β, γ,
and δ are limited in choice. Let’s review the possibilities.

3.5.1. RECTILINEAR BASIS

If Alice and Bob both choose to send their states in the rectilinear basis we have that either α or β are
equal to ±1, the other being zero, and that either γ or δ are equal to ±1. In the case that |ψ〉 = ± |H, H〉
or |ψ〉 = ± |V, V〉 we witness the famous Hong-Ou-Mandel effect: both photons are scattered into the
same output port and yield only one click at one of the four detectors. This case is discarded. In the
case that |ψ〉 = ± |H, V〉 or |ψ〉 = ± |V, H〉, either two detectors click on one side or on both sides.
In the case that the detectors click on one side, the Bell state measurement projects the shared state
after the beam splitter onto the |Ψ+〉 ≡ 1√

2
(|HV〉+ |HV〉) state. In the other case that the detectors

on both sides click, the Bell state measurement projects the shared state after the beam splitter onto
the |Ψ−〉 ≡ 1√

2
(|HV〉 − |HV〉) state. As Charlie broadcasts either of these results, either Alice or Bob

needs to apply a bit flip on their input state so that the signals are perfectly correlated.

3.5.2. DIAGONAL BASIS

If Alice and Bob both choose to send their states in the diagonal basis we have that α = ±β = ± 1√
2
,

and that γ = ±δ = ± 1√
2

. In the case that |ψ〉 = ± |D, D〉 or |ψ〉 = ± |A, A〉 we find that after the beam
splitter interaction:

B̂ |ψ〉1,2 =
1
4



i [|H1H1〉+ |H2H2〉]
+

i [|V1V1〉+ |V2V2〉]
+

2 [|H1V1〉+ |H2V2〉]

(3.37)
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The Bell state measurement |Ψ+〉 thus corresponds to a perfect correlation and a bit flip is not needed.
In the case that |ψ〉 = ± |D, A〉 or |ψ〉 = ± |A, D〉 we find that after the beam splitter interaction:

B̂ |ψ〉1,2 =
1
4



−i [|H1H1〉+ |H2H2〉]
+

i [|V1V1〉+ |V2V2〉]
+

2 [|H1V1〉 − |H2V2〉]

(3.38)

The Bell state measurement |Ψ−〉 thus corresponds to a perfect anti-correlation and a bit flip is required.
The detection of the Bell states thus requires the following post-processing: We denote by Qn,m

rect, Qn,m
diag,

Alice & Bob Relay output |Ψ−〉 Relay output |Ψ+〉
Rectilinear basis Bit flip Bit flip
Diagonal basis Bit flip No bit flip

en,m
rect, and en,m

diag the gain and Quantum Bit Error rate (QBER), respectively, of the signal states sent by
Alice and Bob, where n and m denote the number of photons sent by the legitimate users, and rect
or diag represent their basis choice. We use the rectilinear basis as the key generation basis and the
diagonal basis is used for testing only. From the error analysis on the rectilinear basis we thus deduce
the required error correction and from the error analysis on the diagonal basis we deduce the required
privacy amplification.

RECTILINEAR BASIS

An error would be the case where the relay output is successful when Alice and Bob prepare the same
polarization state. Assuming ideal optical elements and detectors, and no misalignment, we have that
when Alice and Bob send, respectively, n and m photons, the relay will never output a successful result.
So, en,m

rect = 0 ∀ n, m. This means that no error correction is needed for the sifted key. Note that even
though we are utilizing weak coherent pulse (WCP) sources (rather than single photon sources) in this
protocol, the key rate is not substantially lowered in the error correction part.

DIAGONAL BASIS

An error would be the case where the relay reports a singlet state detection |Ψ−〉 when Alice and Bob
prepare the same polarization state or the case in which the relay reports a triplet state detection |Ψ+〉
when Alice and Bob prepare orthogonal polarizations. Again assuming the ideal scenario as described
earlier, we have that in the single photon case e1,1

diag = 0. This is shown in the previous section. Again,
this means that the usage of WCP sources does not substantially lower the key generation rate in the
privacy amplification part.

KEY GENERATION RATE

In the ideal case as described earlier, the key generation rate will be given by R = Q1,1
rect in the asymptotic

limit of an infinitely long key. If we however take into account imperfections like basis misalignment
and dark counts, the key generation rate will be given by [29, 30]:

R = Q1,1
rect

[
1− H

(
e1,1

diag

)]
−Qrect f (Erect) H (Erect) (3.39)

where Qrect = ∑n,m Qn,m
rect and Erect = ∑n,m Qn,m

recte
n,m
rect/Qrect. Furthermore, f (Erect) > 1 is an inefficiency

function for the error correction process, and H (x) = −x log2 (x)− (1− x) log2 (1− x) is the binary
Shannon entropy function. We implicitly assume that we can use the decoy state method to acquire the
key generation rate by estimating the gain Q1,1

rect and the QBER e1,1
rect. We can show that this is indeed a

correct assumption. In the standard decoy state technique applied to conventional QKD we assume
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that Alice and Bob can estimate the yield Yn and error rate en of an n-photon signal for all n. That is, the
set of linear equations:

Qi =
∞

∑
k=0

Yke−µi
µk

i
k!

(3.40)

QiEi =
∞

∑
k=0

Yke−µi
µk

i ek

k!
(3.41)

where i denotes a specific decoy setting, can be solved and Alice and Bob and the parameters Yn and
en may be obtained for all n. In MDI-QKD we have that both Alice and Bob apply the decoy state
technique for sending their bits to Charlie, hence we have following sets of equations:

Qi,j
rect =

∞

∑
n,m=0

Yn,m
rect e−µi

µn
i

n!
e−µj

µm
j

m!
(3.42)

Qi,j
diag =

∞

∑
n,m=0

Yn,m
diage−µi

µn
i

n!
e−µj

µm
j

m!
(3.43)

and:

Qi,j
rectE

i,j
rect =

∞

∑
n,m=0

Yn,m
rect e−µi

µn
i

n!
e−µj

µm
j

m!
en,m

rect (3.44)

Qi,j
diagEi,j

diag =
∞

∑
n,m=0

Yn,m
diage−µi

µn
i

n!
e−µj

µm
j

m!
en,m

rect (3.45)

where the indices i and j denote the decoy settings for Alice and Bob, respectively.
The gain can be rewritten as:

Qi,j
rect =

∞

∑
n=0

e−µi
µn

i
n!

Y j
n,rect (3.46)

with:

Y j
n,rect ≡

∞

∑
m=0

e−µj
µm

j

m!
Yn,m

rect (3.47)

For a fixed j, we have that the parameter Y j
n,rect can be estimated because it is equivalent to the equations

as seen in decoy state QKD. Doing this for all j, we have that the parameters Yn,m
rect can be estimated. The

same argument goes for the parameters Yn,m
diag.

The QBER Ei,j
rect can be rewritten as:

Qi,j
rectE

i,j
rect =

∞

∑
n=0

e−µi
µn

i
n!

W j
n,rect (3.48)

with:

W j
n,rect =

∞

∑
m=0

e−µj
µm

j

m!
Yn,m

rect en,m
rect (3.49)

Again, for fixed j we have that the parameter W j
n,rect can be estimated because it is equivalent to the

equations as seen in decoy state QKD. Doing this for all j, we have that the parameters en,m
rect can be

estimated as the parameters Yn,m
rect are known at this point. The same argument goes for the parameters

en,m
diag. Note that in particular:

Q1,1
rect = µAµBe−(µA+µB)Y1,1

rect (3.50)

where µA and µB are the mean photon number sent by Alice and Bob, respectively.



4
QUANTUM RANDOM ACCESS

MEMORY

An essential component of a quantum computer will be quantum random access memory (QRAM),
just like the random access memory (RAM) is an essential component in a classical computer. RAM
is a flexible architecture to store information in an array of memory cells. Each cell of this memory
array is associated with a unique numerical address and by using an address register the content of
the specified memory cell can be returned at an output register. In this chapter we will be looking into
a design for QRAM which relies on a switching mechanism for photons of which we will study the
dynamics.

4.1. INTRODUCTION TO QRAM
A QRAM as proposed by Giovannetti et al. [31] consists of three components:

• A memory array d, consisting of N bits, which may be classic bits or qubits, depending on the
usage of the QRAM

• An input or address register a containing n = log2 N qubits

• An output register o, also containing n qubits

The address register must contain a superposition of addresses ∑j ψj |j〉a, so that the QRAM may return
a superposition of data in the data register by the following correlation:

∑
j

ψj |j〉a
QRAM−−−−→∑

j
ψj |j〉a |Dj〉d (4.1)

Dj being the content of the jth memory cell. If the memory is disposed in a d-dimensional lattice, it can

be shown that conventional architectures require O
(

N1/d
)

switches, or quantum gates, to be thrown
in order to access one of the N = 2n memory slots. This is a computationally expensive task.

Looking at the graph as shown in figure 4.1, it can be seen that all memory cells may be reached by
interpreting the address register as a route through the graph. For instance, the address register 010 can
be interpreted as going left from the root node to the first level, going right from the first to the second
and again going left from the second to the third, reaching the proper memory slot. This scheme is
highly demanding in practice for any reasonably sized memory. In fact, to query a superposition of
memory cells, the address qubits are generally entangled with O (N) switches or quantum gates, i.e. a
state of the form:

∑
j

ψj |j0 j1 · · · jn−1〉a ⊗ |j0〉s0
|j1〉⊗2

s1
· · · |jn−1〉⊗2n−1

sn−1
(4.2)

29
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Figure 4.1: A schematic overview of the RAM accessing.

where jk is the kth bit of the address register and sk is the state of the 2k switches controlled by it. Note
that such a large superposition is highly impractical due to decoherence effects and will require a lot of
error correction.

4.2. BUCKET BRIGADE ARCHITECTURE
The idea of the Bucket Brigade approach [31] is that each node in the graph is a trit, i.e. a three-level
memory element, which is labeled left, right, or wait. A trit in the wait state can be set by an incoming
bit, changing its value to left if the incoming bit is 0 and to right if the incoming bit is 1. Once the trit
is in any of the directional states it will deviate incoming bits according to its value. The protocol for
querying the memory is then as follows. First, all trits in the graph are initialized in the wait state after
which the first bit of the address register is sent. This bit sets the root node to either left or right. The
next bit is sent, which is deviated by the root node and consecutively sets the node on the next graph
level according to its value. After all log2 N bits of the address register have been sent, there is a single
route of n = log2 N trit states that have been set to a specific state. All other trits remain in the wait
state. Now, a “bus” signal is sent, which follows the route to the memory cell, extracts data from it and
backtracks its route while resetting all trits it meets to the wait state, finishing the protocol. Note that
only n trist have been involved in the memory call.

Now to translate the protocol into a quantum one, we replace the concept of trits with quantum trits,
or qutrits. These are three-level quantum systems, described by the vectors |left〉, |right〉 and |wait〉.
We define a unitary operator Û which switches the qutrit |wait〉 state according to the input qubit state
from the address register, i.e.:

Û |0〉 |wait〉 = | f 〉 |left〉 , Û |1〉 |wait〉 = | f 〉 |right〉 (4.3)

the state | f 〉 being a fiduciary qubit state. One all register qubits have passed the graph, a superposition
of routes has been carved. Now a bus qubit is injected which reaches the end of the graph along
the requested superposition of routes and interacts with the addressed memory cells. According
to the memory content, the state of the bus state is changed after which the bus returns to the root
node, resetting all qutrits to the |wait〉 state on its way back by means of the inverse transformation
Û† | f 〉 |left〉 = |0〉 |wait〉 or Û† | f 〉 |right〉 = |1〉 |wait〉.

For a query with a superposition of r memory cells, only O (r log2 N) qutrits need to be entangled,
the state of the device being of the type:

∑
j

ψj |j0〉t0
|j1〉t1(j0) · · · |jn−1〉tn−1(jn−2)

⊗
lj

|wait〉tlj
(4.4)

where tk represents the state of the one qutrit at the kth level which is aimed to by the non-|wait〉 qutrit
at the (k− 1)th level, and where lj spans the other qutrits. Even if all of the qutrits are involved in the
superposition, the state is still highly resilient to noise.
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4.2.1. IMPLEMENTATION OF BUCKET-BRIGADE QRAM
The only assumption in the Bucket Brigade architecture is the possibility of operating coherently on a
small number O (log2 N) out of a large number O (N) of first-neighbor connected quantum memory
elements. Furthermore, it does not depend on macroscopic superposition states composed of an
exponentially large number of quantum gates. A proof-of-principle implementation could be the
following:

The qutrits at the nodes as shown in the graph are composed of NV-centers in diamond, which
have a energy level structure such that we may define a ground state |wait〉 which may selectively be
excited to the |left〉 or |right〉 state. The register and the bus qubits are composed of photons, whose
encoding is in the polarization. It is now possible to use a photon in the polarization state |0〉 to muster a
|wait〉 → |left〉 atomic transition, and a photon in the polarization state |1〉 to muster a |wait〉 → |right〉
transition.

4.2.2. REPLACING QUTRITS WITH QUBITS
In a QRAM we desire to supply some input, or address, state ∑i αi |xi〉 that is accepted by the QRAM
which returns an output state ∑i αi |qi〉 in the data register, where |qi〉 is the state containing the quantum
information that is stored in the ith memory cell, associated with the address state |xi〉.

Again, consider the level graph as displayed in figure 4.1 but now we just require node qubits instead
of qutrits. The jth state of an address register, which typically looks like |01011001〉, is associated with a
route in the node system. If the address qubit is |0〉, the left path is chosen; if the address qubit is |1〉, the
right path is chosen. All node qubits are initialized in the |left〉 state. Then, the first qubit of the address
register is dispatched through the circuit. At the first node encountered, the address qubit incurs a
unitary operation Û on the node qubit with the help of a control pulse Ω (t): Û |0〉 |left〉 = |0〉 |left〉 and
Û |1〉 |left〉 = |1〉 |right〉. The second qubit is dispatched in the circuit, follows the left or right route set
by the previous qubit and arrives at one of the two nodes at the second level of the graph. Illuminated
by the control pulse, the node qubit will then make a corresponding state change according to the state
of the second address register qubit, and so on. Note that the ith control pulse Ω (t) must address
all 2k−1 node qubits in the kth level of the graph simultaneously. After all n qubits of the address
register have passed through the circuit, a single photon will be sent along the carved route to single
out a memory cell. After that, an arbitrary unknown state in the data register can be transferred to the
selected memory cell along the same route or the state of the selected memory cell can be read out to
the data register. Finally, all node qubits are reset to the |left〉 state.

On average, as in the case that the address register qubit is in the state |0〉 and does not interact with
the node qubit, only n/2 control operations are performed in a memory call. The mean comprehensive
error rate per memory address is then nε/2 = ε

2 log2 N with ε the assumed error rate per node qubit
flip event.

4.3. CONCEPT OF A SINGLE PHOTON TRANSISTOR
A single photon transistor should be capable of absorbing a single gate photon into the atom near
the resonator with a control field Ω (t) while a state flip of the atom is induced that will influence the
propagation of the signal photon. To fully understand the mechanisms at work in the device that will
be proposed later, we first need to understand how an electron and a two-level system interacts with
light, i.e. an electromagnetic field.

4.3.1. INTERACTION OF AN ELECTRON WITH AN ELECTROMAGNETIC FIELD
In this section we will discuss the dynamics of an electron that interacts with an electromagnetic field.
We do this by first setting up the classical Hamiltonian for the system in the Coulomb gauge after which
we will quantize the auxiliary field. After having done so, we may work out the separate interaction
terms that are in the Hamiltonian.

COULOMB GAUGE

The Hamiltonian for a system containing an electron of mass m0, charge e and spin S and an electro-
magnetic field B = ∇× A, where A is called the auxiliary field, in some stationary potential field V,
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where the electron interacts will all fields mentioned, is given by:

H = H0 +Hf +Hint (4.5)

where:

H0 +Hint =
1

2m0

[
p− e

c
A (r, t)

]2
+ V (r)− e

2m0c
S · B (r, t)

=
p2

2m0
+ V (r)︸ ︷︷ ︸
H0

− e
m0c

A (r, t) · p +
e2

2m0c2 A2 (r, t)− e
m0c

S · B (r, t)︸ ︷︷ ︸
Hint

(4.6)

Note that this last expression is merely valid if we choose to be in the Coulomb gauge, i.e. ∇ · A = 0,
resulting in the fact that p and A will commute:

p · A f = −ih̄∇ · A f

= −ih̄ (∇ · A f + A · ∇ f )
= −ih̄A · ∇ f

= A · p f

(4.7)

From Maxwell’s equations we have that in the Coulomb gauge we also have that E = − ∂A
∂t , so that A

satisfies the following homogeneous wave equation:

∇2 A (r, t) = − 1
c2

∂2 A (r, t)
∂t2 (4.8)

QUANTIZING THE A FIELD

We may express the vector field A as a linear combination of plane waves, i.e. we take a discrete Fourier
transform:

A (r, t) =
1√
ε0L3 ∑

k
Akeik·r (4.9)

Substituting this expansion in equation (4.8) we obtain:

∇2

(
1√
ε0L3 ∑

k
Akeik·r

)
= − 1

c2
∂2

∂t2

(
1√
ε0L3 ∑

k
Akeik·r

)
⇐⇒ −k2 Ak =

1
c2

∂2 Ak
∂t2 (4.10)

Defining ωk ≡ ck we have the following solutions:

Ak = cke−iωkt + c′keiωkt (4.11)

From the Coulomb gauge we furthermore have that:

∇ ·
(

1√
ε0L3 ∑

k
Akeik·r

)
= 0 ⇐⇒ k · Ak = 0 (4.12)

Substituting accordingly using equation (4.11) we find:

k ·
(

cke−iωkt + c′keiωkt
)
= 0 ∀ t ⇐⇒ k · ck = k · c′k = 0 (4.13)

from which we may conclude that the vectors ck and c′k are normal to k. We may define an orthonormal
basis ekσ, with σ ∈ {1, 2} which is normal to k per definition. The vectors ekσ are so-called polarization
vectors. We may thus write c(′)k = ∑σ c(′)kσekσ and for now we have that:

A (r, t) =
1√
ε0L3 ∑

k

(
cke−iωkt + c′keiωkt

)
eik·r (4.14)
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Note that the vector field A should be real and we require that A∗ = A. From this requirement we
then have that:

∑
k

(
cke−iωkt + c′keiωkt

)
eik·r = ∑

k

(
c∗keiωkt + c′∗k e−iωkt

)
e−ik·r (4.15)

⇐⇒ ∑
k

(
cke−iωkt + c′keiωkt

)
eik·r = ∑

k

(
c∗−keiωkt + c′∗−ke−iωkt

)
eik·r (4.16)

⇐⇒
(
ck − c′∗−k

)
e−iωkt =

(
c∗−k − c′k

)
eiωkt (4.17)

If this requirement must be met for all t we have that ck = c′∗−k and we thus obtain:

A (r, t) =
1√
ε0L3 ∑

k,σ

(
ckσekσe−iωkteik·r + c.c.

)
(4.18)

Defining the time dependent, complex coefficients ukσ (t) ≡ ckσe−iωkt we have:

A (r, t) =
1√
ε0L3 ∑

k,σ

[
ukσ (t) ekσeik·r + c.c.

]
(4.19)

Introducing the canonical variables qksσ (t) ≡ ukσ + u∗kσ and pkσ (t) ≡ −iωk
(
ukσ − u∗kσ

)
, we may

rewrite the Hamiltonian for the electromagnetic field as:

Hf =
1
2 ∑

k,σ

[
p2

kσ (t) + ω2
k q2

kσ (t)
]

(4.20)

meaning that every photon in a mode k with polarization σ independently contributes to the system
energy. We have that ukσ (t) =

qkσ(t)
2 + ipkσ(t)

2ωk
and we may thus write:

A (r, t) =
1

2
√

ε0L3 ∑
k,σ

[(
qkσ (t) +

i
ωk

pkσ (t)
)

ekσeik·r + c.c.
]

(4.21)

Based on the postulates of quantum mechanics, the canonical variables obey the following commu-
tation relations: [

q̂kσ (t) , p̂k′σ′
(
t′
)]

= ih̄δkk′δσσ′δ
(
t− t′

)
(4.22)[

q̂kσ (t) , q̂k′σ′
(
t′
)]

=
[
p̂kσ (t) , p̂k′σ′

(
t′
)]

= 0 ∀ k, k′, σ, σ′, t, t′ (4.23)

Defining the creation and annihilation operators:

â(†)kσ (t) =
1√

2h̄ωk
(ωkqkσ (t)∓ ipkσ (t)) = â(†)kσ e∓iωkt (4.24)

obeying the following commutation relations:[
âkσ (t) , â†

k′σ′
(′t)] = δkk′δσσ′δ

(
t− t′

)
(4.25)[

â(†)kσ (t) , â(†)k′σ′
(′t)] = 0 ∀ k, k′, σ, σ′, t, t′ (4.26)

We may deduce:

q̂kσ (t) =

√
h̄

2ωk

[
âkσ (t) + â†

kσ (t)
]

, p̂kσ (t) = i

√
h̄ωk

2

[
â†

kσ (t)− âkσ (t)
]

(4.27)

Using the commutation relations we find:

p̂2
kσ (t) = h̄ωk

(
â†

kσ âkσ +
1
2

)
= ωk q̂2

kσ (t) (4.28)
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allowing us to write the quantized Hamiltonian as:

Ĥf = ∑
k,σ

h̄ωk

(
â†

kσ âkσ +
1
2

)
(4.29)

Furthermore we may write, with Ak ≡
√

h̄
2ε0L3ωk

:

A (r, t) = ∑
k,σ

Ak

[
âkσekσei(k·r−ωkt) + H.c.

]
(4.30)

SEPARATE INTERACTION TERMS

InHint the part that is proportional to A2 (r, t) may safely be ignored because this term describes the
photon-photon interaction which may be considered weak compared to the photon-electron interaction.
The term proportional to S · B may also be ignored [32].

In the Schrödinger picture, where any time dependence is absorbed into the eigenvectors rather
than the Hamiltonian, we are left with the following interaction part:

Ĥint = −
e

m0c ∑
k,σ

Ak

(
âkσekσ · p eik·r + H.c.

)
(4.31)

Note the following Taylor expansion:

e±ik·r = 1± ik · r− (k · r)2

2!
∓ (k · r)3

3!
+ · · · (4.32)

where the first term describes the interaction with the electric dipole, the second with the magnetic
dipole, the third with the magnetic quadrupole, and so on. Limiting ourselves to just the interaction
with the electric dipole we may approximate e±ik·r ≈ 1 and equation (4.31) becomes:

Ĥint = −
e

m0c ∑
k,σ

Ak (âkσekσ · p + H.c.) (4.33)

4.3.2. INTERACTION OF A TWO-LEVEL SYSTEM AND LIGHT
In this subsection we derive the famous Jaynes-Cummings Hamiltonian [33]: a regular starting point
for deriving the dynamics in interacting systems [32, 34].

We limit ourselves to an electric dipole in a two-dimensional Hilbert space with the basis states |0〉
and |1〉. These basis states are eigenstates of the HamiltonianH0 and have an energy difference of h̄ω0
around some offset energy E0. The external potential will be set to zero. The Hamiltonian including the
coupling of the electric dipole to some external field then is the following:

Ĥ = E0 +
h̄ω0

2
σ̂z + ∑

kσ

{
h̄ωk â†

kσ âkσ −
eAk
m0c

[âkσekσ · p + H.c.]
}

(4.34)

where σ̂z = b̂† b̂− b̂b̂† and:
b |0〉 = 0, b |1〉 = |0〉

b† |0〉 = |1〉, b† |1〉 = 0
(4.35)

We now regard just the interaction part of the Hamiltonian and assume that at some time t = 0 the
state of the system can be written as a tensor product of two completely decoupled Hilbert spaces, i.e.:

ρ̂0 = |{n}〉 〈{n}| ⊗ |ψ〉 〈ψ| (4.36)

where |ψ〉 is the state of the two-level system and |{n}〉 is the state of the photonic field containing
nkσ photons in mode k, σ. In the previously mentioned basis the matrix elements of |ψ〉 〈ψ| may be
represented as follows:

|1〉 〈1| = b̂† b̂, |0〉 〈0| = b̂b̂†

|0〉 〈1| = σ̂−, |1〉 〈0| = σ̂+
(4.37)
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with σ̂± the so-called ladder operators. The matrix elements for the coupling between the states |0〉 en
|1〉 by a single field mode, with wave vector k and spin σ, and the effective dipole moment is as follows:

âkσekσ · p + H.c. = akσ (σ̂− 〈0| ekσ · p |1〉+ σ̂+ 〈1| ekσ · p |0〉)
+ â†

kσ (σ̂+ 〈1| e∗kσ · p |0〉+ σ̂− 〈0| e∗kσ · p |1〉)
(4.38)

In the rotating wave approximation we neglect the terms containing âkσσ̂− and â†
kσσ̂+ because the time

evolution of these transitions is e∓i(ω0+ωk), respectively. Note that the time evolution of âkσσ̂+ and
â†

kσσ̂− goes as e∓i(ω0−ωk), respectively. As ω0 and ωk are generally large, the fast oscillating terms can
be safely ignored. Assuming the polarization vector to be real, we define:

h̄gkσ ≡ −
e

m0c
Ak 〈1| ekσ · p |0〉 = −

e
m0c

Ak 〈0| e∗kσ · p |1〉 (4.39)

Setting E0 ≡ 0 we thus end up with:

H =
h̄ω0

2
σ̂z + h̄ ∑

kσ

ωk â†
kσ âkσ + h̄ ∑

kσ

gkσ

(
âkσσ̂+ + â†

kσσ̂−
)

(4.40)

This is the famous Jaynes-Cummings model [33]. This Hamiltonian describes the interaction of a single
two-level atom with a multi-mode field by adding the separate free energies of both and systems and
accounting for a coupling energy associated with any transitions between the atom state and the field
modes.

4.3.3. SETTING UP THE MODEL
A microtoroidal resonator has two internal counterpropagating modes a and b, which have a common
frequency ωc in the absence of scattering. In the presence of scattering with strength h, those two
modes will be coupled. The intracavity field decays at a rate κ = κi + κe, where κi and κe respectively
describe intrinsic losses and extrinsic loss due to adjustable interaction with the modes of a tapered
fiber. The evanescent fields of modes a and b have coherent interactions with a ground state |g〉,
metastable intermediate state |s〉 with energy ωs, and excited state |e〉 with energy ωe of a three-level
atom described by the operators σ̂ij = |i〉 〈j|, i, j = {g, s, e}, near the external surface of the resonator. It
is convenient to describe the interaction in normal modes A = a+b√

2
and B = a−b√

2
with coupling rates gA

and gB, respectively. We have that gA,B ∼ g0eδρ {cos kx, sin kx}, δ ∼ 1/λ, where ρ is the radial distance
from the surface of the toroid to the atom, x is the position around the circumference of the resonator,
and k is the vacuum wave vector. We assume the position of the atom to be such that kx = π, so
that gB = 0, yielding mode B to be decoupled from the interaction with the atom. All atom states are
coupled by a classic control field Ω (t) with frequency ωF.

The cavity mode a (b) is coupled with a coupling constant
√

κe/π to the input field β1in (t) (β2in (t)),
described by annihilation operator â1ω (â2ω) in the tapered fiber. Figure 4.2 shows a schematic drawing
of the system, including all couplings and decay rates.

We first discuss the coherent absorption of a single photon by the atom through the toroid. We
assume that β1,in (t) = β2,in (t), and thus 〈B〉 = 0. The Hamiltonian modeling our system can then be
written as:

Ĥ = Ĥ0 + Ĥintr. + Ĥextr. + ĤRabi︸ ︷︷ ︸
Ĥ1

(4.41)

Setting h̄ ≡ 1, we find for the unperturbed Hamiltonian, giving the self-energies for respectively the
each state of the atom, the fiber modes and the cavity mode:

Ĥ0 = ωgσ̂gg + ωsσ̂ss + ωeσ̂ee +
∫

ω dω
2

∑
j=1

â†
jω âjω + (ωc + h) Â† Â (4.42)

The Hamiltonian for the intrinsic losses, given that γ{s,e} are the atomic spontaneous emission rates,
describing the decay of both excited states of the atom and the cavity mode, reads:

Ĥintr. = −i
γs

2
σ̂ss − i

γe

2
σ̂ee − i

κi
2

Â† Â (4.43)
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h
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γe
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 Ω(t)
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βe

βs

β1ωβ2ω

Figure 4.2: A schematic overview of the system that defines the single photon transistor, including the relevant couplings and
decay rates.

The Hamiltonian for the extrinsic losses, describing the losses in the interaction between the cavity
mode and the different atom states and the interaction between the fiber modes and the cavity mode, is
given by:

Ĥextr. =
∫

dω

√
κe

2π

(
i

2

∑
j=1

â†
jω Â + H.c.

)
+
[
i
(

geg
A σ̂eg + gsg

A σ̂sg + ges
A σ̂es

)
Â + H.c.

]
(4.44)

Finally, the Hamiltonian for the driven oscillations, describing the energy associated with the
transitions between the atom modes that are driven by the external field, is then finally:

ĤRabi = iΩ (t) e−iωLt [σ̂eg + σ̂es + σ̂sg
]
+ H.c. (4.45)

The ansatz time-dependent wave function for a system containing exactly one photon can be given
by the following:

|ψ (t)〉 =
∫

dω
2

∑
j=1

β jω (t) â†
jω |g, 0, vac〉+ βe (t) |e, 0, vac〉+ βs (t) |s, 0, vac〉+ βc (t) |g, 1, vac〉 (4.46)

with |m, n, vac〉 the state denoting the atom to be in state |m〉, n the number of photons in the mode
A, and |vac〉 the vacuum state of the fiber mode. Note that since we are including interactions with
the environment, phenomenologically introduced with the parameters γe, γs, and κi, the normaliza-
tion conditions is weakened to be ∑2

j=1
∣∣β jω (t)

∣∣2 + |βe (t)|2 + |βs (t)|2 + |βc (t)|2 ≤ 1. For clarity, all
parameters are listed and summarized in table 4.1.

The Schrödinger equation in the interaction picture reads:

i |ψ̇ (t)〉 = Ĥ1,I |ψ (t)〉 = eiĤ0tĤ1e−iĤ0t |ψ (t)〉 (4.47)

We find that, restricting ourselves to the solution space in which the general one photon state lives by
letting the Hamiltonian act on the ansatz wave function as given in equation (4.46):

e−iĤ0t |ψ (t)〉 = e−iωgt
∫

dω e−iωt ∑
j

β jω (t) a†
jω |g, 0, vac〉+ e−iωetβe (t) |e, 0, vac〉

+ e−iωstβs (t) |s, 0, vac〉+ e−i(ωg+ωc+h)tβc (t) |g, 1, vac〉
(4.48)

so that we find for the constituent parts of Ĥ1,I |ψ (t)〉:

Ĥintr.,I |ψ (t)〉 = −iβc (t)
κi
2
|g, 1, vac〉 − i

γe

2
βe (t) |e, 0, vac〉 − i

γs

2
βs (t) |s, 0, vac〉 (4.49)
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Parameter Physical interpretation

ωg Ground state energy of the three level atom
ωs Meta-stable state energy of the three level atom
ωe Excited state energy of the three level atom
ω Energy associated with a fiber mode
ωc Energy of the cavity mode
h Energy associated with cavity scattering
γs Spontaneous emission rate of the metastable state of the three level atom
γe Spontaneous emission rate of the excited state of the three level atom
κi Intrinsic loss rate from the cavity
κe Extrinsic loss rate from the cavity

g{eg,sg,es}
A Coupling rate between the specified atom state transitions and the resonator mode

Table 4.1: Model parameters and their physical meaning.

and:

Ĥextr.,I |ψ (t)〉 = ie−i(ωc+h)tβc (t)
√

κe

2π

∫
dω eiωt ∑

j
a†

jω |g, 0, vac〉

− iei(ωc+h)t
√

κe

2π

∫
dω e−iωt ∑

j
β jω (t) |g, 1, vac〉

+ ie−i(ωg+ωc+h−ωe)tgeg
A βc (t) |e, 0, vac〉+ ie−i(ωg+ωc+h−ωs)tgsg

A βc (t) |s, 0, vac〉
− iei(ωg+ωc+h)

[
e−iωst

(
gsg

A

)∗
βs (t) + e−iωet

(
geg

A

)∗
βe (t)

]
|g, 1, vac〉

(4.50)

and finally:

ĤRabi,I |ψ (t)〉 = iΩ (t) e−i(ωL+ωs−ωe)tβs (t) |e, 0, vac〉 − iΩ∗ (t) ei(ωF+ωs−ωe)tβe (t) |s, 0, vac〉 (4.51)

We thus find the equations of motion for our system by means of the Schrödinger equation in the
interaction picture as given in equation (4.47) to be:

β̇ jω (t) = e−i(ωc+h−ω)tβc (t)
√

κe

2π
(4.52a)

β̇e (t) +
γe

2
βe (t) = e−i(ωg+ωc+h−ωe)tgeg

A βc (t) + Ω (t) e−i(ωL+ωs−ωe)tβs (t) (4.52b)

β̇s (t) +
γs

2
βs (t) = −Ω∗ (t) ei(ωL+ωs−ωe)tβe (t) + e−i(ωg+ωc+h−ωs)tgsg

A βc (t) (4.52c)

β̇c (t) +
κi
2

βc (t) = −
[
e−iωet

(
geg

A

)∗
βe (t) + e−iωst

(
gsg

A

)∗
βs (t)

+e−iωgt
√

κe

2π

∫
dω e−iωt ∑

j
β jω (t)

]
ei(ωg+ωc+h)t (4.52d)

We may readily solve equation (4.52a) by directly integrating it:

β jω (t) = β jω (−∞) +

√
κe

2π

∫ t

−∞
dt′ e−i(ωc+h−ω)t′βc

(
t′
)

(4.53)

Substituting the equation (4.53) into equation (4.52d) and defining:

β jin (t) ≡
1√
2π

∫
dω e−i(ω−ωc−h)tβ jω (−∞) (4.54)
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we find, using the Wigner-Weisskopf approximation:

β̇c (t) +
(κi

2
+ κe

)
βc (t) = −ei(ωg+ωc+h−ωe)t

(
geg

A

)∗
βe (t)− ei(ωg+ωc+h−ωs)t

(
gsg

A

)∗
βs (t)

−√κe ∑
j

β jin (t)
(4.55)

At resonance conditions, i.e. ωe −ωs = ωL and ωe −ωg = ωc + h, this expression reduces to:

β̇c (t) +
(κi

2
+ κe

)
βc (t) = −

(
geg

A

)∗
βe (t)− eiωLt

(
gsg

A

)∗
βs (t)−

√
κe ∑

j
β jin (t) (4.56)

As an additional condition, we may assume that as t approaches infinity, there is no output field in the
fiber, i.e. limt→∞ β jω (t) = 0. We then find by taking the limit of equation (4.53) accordingly:

lim
t→∞

β jω (t) = β jω (−∞) +

√
κe

2π

∫
dt′ e−i(ωc+h−ω)t′βc

(
t′
)
= 0 (4.57)

⇐⇒ 1√
2π

∫
dω e−i(ω−ωc−h)tβ jω (−∞) = −

√
κe

2π

∫
dω

∫
dt′ e−i(ω−ωc−h)(t−t′)βc

(
t′
)

(4.58)

Using that: ∫
dω

∫
dt′ e−iω(t−t′) f

(
t′
)
= 2π f (t) (4.59)

we find that equation (4.58) yields:
β jin (t) = −

√
κeβc (t) (4.60)

Substituting equation (4.60) into equation (4.56) we thus obtain:

β̇ jin (t) +
(κi

2
− κe

)
β jin (t) =

√
κe

(
geg

A

)∗
βe (t) + eiωLt√κe

(
gsg

A

)∗
βs (t) (4.61)

Note that we have reduced the problem, under resonance conditions and substituting equation (4.60),
to the following set of equations:

β̇e (t) +
γe

2
βe (t) = −

geg
A√
κe

β jin (t) + Ω (t) βs (t) (4.62a)

β̇s (t) +
γs

2
βs (t) = −Ω∗ (t) βe (t)− e−iωLt gsg

A√
κe

β jin (t) (4.62b)

β̇ jin (t) +
(κi

2
− κe

)
β jin (t) =

√
κe

(
geg

A

)∗
βe (t) + eiωLt√κe

(
gsg

A

)∗
βs (t) (4.62c)

4.3.4. OBTAINING AN APPROXIMATION FOR Ω (t)
Equations (4.62a), (4.62b), and (4.62c) form a set of three non-linear, coupled first order differential
equations for four unknown functions, which is in general not solved. In a first simplification of the
system, we set γs = 0, gsg

A = 0 so that these equations reduce to:

β̇e (t) +
γe

2
βe (t) = −

geg
A√
κe

β jin (t) + Ω (t) βs (t) (4.63a)

β̇s (t) = −Ω∗ (t) βe (t) (4.63b)

β̇ jin (t) +
(κi

2
− κe

)
β jin (t) =

√
κe

(
geg

A

)∗
βe (t) (4.63c)

We may rewrite equation (4.63c) as:

βe (t) =
√

κe(
geg

A

)∗ [ β̇1in (t)
κe

+

(
κi

2κe
− 1
)

β1in (t)
]

(4.64)
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Furthermore, we may write the complex function βs (t) in the following form:

βs (t) = |βs (t)| eiθ(t) (4.65)

where both |βs (t)| and θ (t) are real-valued functions. Note that:

d
dt
|βs (t)|2 = β̇s (t) β∗s (t) + β̇∗s (t) βs (t) (4.66)

We may substitute accordingly to find:

d
dt
|βs (t)|2 = −βe (t)

[
β̇e (t) +

γe

2
βe (t) +

geg
A√
κe

β jin (t)

]∗
+ H.c.

= −2<
{

βe (t)

[
β̇e (t) +

γe

2
βe (t) +

geg
A√
κe

β jin (t)

]∗}

= −
(

d
dt
|βe (t)|2 + γe |βe (t)|2 + 2<

{
geg

A√
κe

β∗e (t) β jin (t)

}) (4.67)

and the phase term:

θ̇ (t) =
i

|βs (t)|2

{
βe (t)

[
β̇e (t) +

γe

2
βe (t) +

geg
A√
κe

β jin (t)

]∗
+

1
2

d
dt
|βs (t)|2

}

= − 1

|βs (t)|2
=
{

βe (t)

[
β̇e (t) +

γe

2
βe (t) +

geg
A√
κe

β jin (t)

]∗} (4.68)

After solving for βs (t), we may then solve for Ω (t) from equation (4.62a):

Ω (t) =
1

βs (t)

[
β̇e (t) +

γe

2
βe (t) +

geg
a√
κe

β jin (t)

]
(4.69)

We choose the input photon pulse to be:

β jin (t) =
e−(t/ζ)2√

ζ
√

2π
(4.70)

so that ∑j
∫ ∣∣β jin

∣∣2 dt = 1 and by setting the critical coupling conditions [35]:

(gA, κi, κe, γe) = (−70, 5, 250, 1) 2π MHz (4.71)

and setting ζ = 0.1 µs, we find the results utilizing a numerical method as plotted in figure 4.3

4.3.5. ANALYSIS OF THE GENERALIZED MODEL
Now that we have solved Ω (t) for the simplified model, we may use variations of this solution to
verify the behavior of our generalized model. We may rewrite equations (4.62a), (4.62b), and (4.62c) as
the following system:

d
dt

 βe (t)
βs (t)

β jin (t)

 =


− γe

2 Ω (t) − geg
A√
κe

−Ω∗ (t) − γs
2 −e−iωLt gsg

A√
κe√

κe

(
geg

A

)∗
eiωLt√κe

(
gsg

A

)∗
κe − κi

2


 βe (t)

βs (t)
β jin (t)

 (4.72)

There are no known analytical methods to solve this type of equations, but as a first attempt to
approximate some solution we may use the solutions as found in the simplified model, meaning that
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Figure 4.3: Plots of |βs (t)|2, |βe (t)|2, |βc (t)|2, and |Ω (t)| /2π for the case that γs = 0.

we take Ω (t) and β jin (t) to be known functions. We can then reduce our model to the following system
of equations:

d
dt

(
βe (t)
βs (t)

)
=

( − γe
2 Ω (t)

−Ω∗ (t) − γs
2

)(
βe (t)
βs (t)

)
+

(
geg

A
eiωLtgsg

A

)
βc (t) (4.73)

We may define:

β (t) ≡
(

βe (t)
βs (t)

)
, A (t) ≡

( − γe
2 Ω (t)

−Ω∗ (t) − γs
2

)
, ξ (t) ≡

(
geg

A
eiωLtgsg

A

)
βc (t) (4.74)

so that we are left to solve:
β̇ (t) = A (t) β (t) + ξ (t) (4.75)

We may numerically solve this differential equation with the midpoint method. This method implies
that we approximate β̇ (t) as follows:

β̇ (t) ≈ β (t + h)− β (t)
h

(4.76)

and the right hand side of equation (4.75) is approximated as follows:

A (t) β (t) + ξ (t) ≈ 1
2 (A (t + h) β (t + h) + ξ (t + h) + A (t) β (t) + ξ (t)) (4.77)

By equating the approximations we then obtain:

β (t + h) =
[
1− h

2 A (t + h)
]−1 {[

1 + h
2 A (t)

]
β (t) + h

2 [ξ (t + h) + ξ (t)]
}

(4.78)

so that we can iterate from some initial vector β (t = −∞) = 0. With this method we obtain the results
as shown in figure 4.4. Furthermore, in table 4.2 we list some numerical values of |βs (t)|2 and |βs (t)|2
at t = {0.4, 0.5, 0.6} µs for different values of γs and gAsg. From these values it immediately becomes
clear that there is an issue regarding normalization as |βs|2 > 1 in the case that we set γs = 0 and
gsg

A = 0.1geg
A . This will be further discussed in chapter 5.

From the plots we do see the qualitative behavior that is expected to be seen: the cavity mode |1〉
now couples to the excitation of the ground state |g〉 of the atom to the metastable state |s〉, so that |βs|2
is larger than with this coupling switched off, i.e. gsg

A = 0. Due to this effect the Rabi oscillations for the
transition between the atom states |s〉 and |e〉, that are addressed by the external field Ω (t), cause a
larger value of |βe (t)|2. Finally, when γs 6= 0, the state |s〉 is subject to decoherence, so we see a decline
in |βs|2 over time.
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Figure 4.4: The green curves are plots of |βs (t)|2, |βe (t)|2, and |βc (t)|2, and |Ω (t)| /2π for the case that γs = 0.1γe and gsg
A = 0

(top left), the case that γs = 0 and gsg
A = 0.1geg

A (top right), and the case that γs = 0.1ge and gsg
A = 0.1geg

A (bottom middle). The
blue curves are the earlier results.

γs = 0
gsg

A = 0 0.4 µs 0.5 µs 0.6 µs

|βs|2 0.96 0.97 0.97
|βe|2 0.0000 0.0000 0.0000

γs = 0.1γe
gsg

A = 0 0.4 µs 0.5 µs 0.6 µs

|βs|2 0.89 0.79 0.70
|βe|2 0.0004 0.0001 0.0000

γs = 0
gsg

A = 0.1geg
A 0.4 µs 0.5 µs 0.6 µs

|βs|2 1.01 1.01 1.01
|βe|2 0.0060 0.0017 0.0005

γs = 0.1γe
gsg

A = 0.1geg
A 0.4 µs 0.5 µs 0.6 µs

|βs|2 0.94 0.83 0.73
|βe|2 0.0074 0.0020 0.0006

Table 4.2: Numerical values of |βs (t)|2 and |βs (t)|2 at t = {0.4, 0.5, 0.6} µs for different values of γs and gAsg.





5
TOWARDS SECURE QUANTUM CLOUD

COMPUTING

5.1. RESEARCH CONCLUSIONS AND DISCUSSION
In this section we will put the research that was performed on the electronic structure of the NV-center
as in chapter 2, the measurement-device-independent quantum key distribution protocol as discussed in
chapter 3 and the concept of the single photon transistor as analyzed in chapter 4 into context regarding
the implementation of the NV-center in a secure quantum communication and information storing
protocol. We will do so by identifying the NV-center as an entanglement source and as a three level
system.

5.1.1. THE NV-CENTER AS AN ENTANGLEMENT SOURCE
As discussed in chapter 4, the NV-center is found to have a electron spin-triplet configuration ground
state, which when taking hyperfine interaction into account splits into the magnetic sublevels 3A2±,
split with an energy ∆ from the ground state 3A0 in the absence of a magnetic field and any strain field.
Experimentally, it has been found that ∆ ≈ 2.88 GHz [11].

the NV-center may be used a a single photon source, the photon being entangled to the NV-center
spin state. By exciting the NV-center to the |A2〉 state, we have that after some time the state will have
decayed to either the |+1〉 ≡ |3A2+〉 state through emitting a left-handed polarized photon |σ−〉 or to
the |−1〉 ≡ |3A2−〉 state through emitting a right-handed polarized photon |σ+〉. In the ideal case of
low strain, the probability is equally large for each event and we will end up in the state:

|ψ〉 = 1√
2
(|−1〉 ⊗ |σ+〉+ |+1〉 ⊗ |σ−〉) (5.1)

USING NV-CENTERS FOR QKD KEY STORING

As the NV-center has been shown to provide a suitable single photon source with desirable entanglement
properties. In a more general case, we have that after exciting an NV-center into the |A2〉 state, which
should be addressable due to its split off energy level based on a perturbation theory analysis of
spin-orbit and spin-spin interactions, it relaxes into the following entangled state:

|ψ〉 = α |−1〉 ⊗ |σ+〉+ β |+1〉 ⊗ |σ−〉 , α, β ∈ C (5.2)

such that |α|2 + |β|2 = 1. Ideally, we have that α = β = 1√
2
, but due to for instance strain in the lattice

the state might be a little ‘skewed’ with respect to the maximally entangled state.
In the MDI-QKD protocol we rely on the emission of two single photons in order to fully avoid the

use of the decoy state protocol. However, having a simultaneous emission of a single photon at both
Alice and Bob is practically demanding and therefore limiting in terms of a key generation rate.

43



44 5. TOWARDS SECURE QUANTUM CLOUD COMPUTING

We now assume that both Alice and Bob emit, at the same time, a photon associated with the decay
of the |A2〉 state of the NV-center, that is:

|ψ〉A = α |−1〉A ⊗ |σ+〉A + β |+1〉A ⊗ |σ−〉A , |ψ〉B = γ |−1〉B ⊗ |σ+〉B + δ |+1〉B ⊗ |σ−〉B (5.3)

Upon beam-splitter incidence of both photons, the following state is acquired:

B̂ |ψ〉AB =
i
4



[|H3H3〉+ |H4H4〉]⊗ [αγ |−1,−1〉+ αδ |−1,+1〉+ βγ |+1,−1〉+ βδ |+1,+1〉]
+

[|V3V3〉+ |V4V4〉]⊗ [−αγ |−1,−1〉+ αδ |−1,+1〉+ βγ |+1,−1〉 − βδ |+1,+1〉]
+

2 [|H3V3〉+ |H4V4〉]⊗ [αγ |−1,−1〉 − βδ |+1,+1〉]
+

2 [|H3V4〉 − |V3H4〉]⊗ [−αδ |−1,+1〉+ βγ |+1,−1〉]
(5.4)

In the case that Alice and Bob send a perfectly entangled photon, i.e. α = β = γ = δ = 1√
2
, we have

that:

B̂ |ψ〉AB =
i
8



[|H3H3〉+ |H4H4〉]⊗ [|−1,−1〉+ |−1,+1〉+ |+1,−1〉+ |+1,+1〉]
+

[|V3V3〉+ |V4V4〉]⊗ [− |−1,−1〉+ |−1,+1〉+ |+1,−1〉 − |+1,+1〉]
+

2
√

2 [|H3V3〉+ |H4V4〉]⊗ 1√
2
[|−1,−1〉 − |+1,+1〉]

+

2
√

2 [|H3V4〉 − |V3H4〉]⊗ 1√
2
[− |−1,+1〉+ |+1,−1〉]

(5.5)

In case both detectors click on one side of the detecting scheme, we project the NV-center into the |Φ−〉
Bell state, in case the detectors click different sides we project the NV-center into the |Ψ−〉 Bell state.
Either of these Bell-state projections happens in 50% of the times. In case of a |Ψ−〉 heralding by Charlie,
either Alice or Bob needs to flip their NV-center spin in order to be fully positively correlated again.

The key is generated by first generating the bA,B = {b1, b2, · · · , bN}A,B, with N the number of
successfully heralding events, containing the bases in which to measure the spin of the NV-center of
Alice and Bob, respectively. After this, the actual measurements are performed and stored in the raw
key strings kA,B = {k1, k2, · · · , kN}A,B. Finally, either Alice or Bob announces their string of bases and
select the key string elements in which they used the same basis. As we have to measure an S = 1
system, the Hilbert space for measuring the spin state is of dimension three and typically, the sifted
key will have a length N

9 . A small portion of the key string is sacrificed to communicate and check for
discrepancies, i.e. to estimate the error. If the error is sufficiently small, depending on the predicted
quantum bit error rate Q, the key is restored using error correction and privacy amplification. Note that
the procedure typically requires many NV-centers.

LIMITATIONS DUE TO STRAIN EFFECTS

Strain mixes a |E1,2〉 state into the |A2〉 state, lowering the strict optical selection rules so that we may
take the following initial states:

|ψ〉A =
1√
2
[|0〉 ⊗ |σ+〉+ |1〉 ⊗ |σ−〉] (5.6)

|ψ〉B =
1√
2

[
|0〉 ⊗

(√
κ (δ) |H〉+ i

√
λ (δ) |V〉

)
+ |1〉 ⊗

(√
κ (δ) |H〉 − i

√
λ (δ) |V〉

)]
(5.7)

with limδ→0 κ = limδ→0 λ = 1
2 , limδ→∞ κ = 0 and limδ→∞ λ = 1. Finally, we should always have that

κ + λ = 1. For instance κ (δ) = e−δ

2 and λ (δ) = 1− e−δ

2 . Defining θ ≡ √κ +
√

λ and η ≡ √κ −
√

λ, we
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find upon a successful heralding by Charlie the following states:

|ψ〉 = i
2
√

2

{
[θ |00〉+ η |01〉 − η |10〉 − θ |11〉] , in case of |Φ−〉 heralding
[−η |00〉 − θ |01〉+ θ |10〉+ η |11〉] , in case of |Ψ−〉 heralding

(5.8)

yielding:

ρ =
1
4


θ2 ηθ −ηθ −θ2

ηθ η2 −η2 −ηθ
−ηθ −η2 η2 ηθ
−θ2 −ηθ ηθ θ2

 (5.9)

for which we find that:

CHSH = 2
√

2
[

1
2
+
√

λκ

]
(5.10)

We thus have that as the strain factor δ > 2.4099, the Bell equality is no longer violated and the
entanglement loses its meaning.

DETECTING ENTANGLEMENT

Determining the CHSH value is not the only way to confirm entanglement between two states. We may
generalize the detection of entanglement in a witness operator formalism, even though using a witness
operator in this case does not seem to provide any direct advantage over determining the CHSH value.
Defining the density operator:

ρ̂ ≡ p |ψ〉 〈ψ|+ (1− p) σ̂, 0 ≤ p ≤ 1 (5.11)

with ρ̂ and σ̂ density operators with the restriction that ‖σ̂− 1̂/4‖ ≤ d. We now define that the state
associated with the density matrix ρ̂ is entangled if and only if there exists and operator Ŵ such
that Tr

(
Ŵρ̂
)
< 0, while for all density matrices ρ̂sep, associated with separable states, it holds that

Tr
(
Ŵρ̂sep

)
≥ 0.

For states with a non positive partial transpose such an operator Ŵ may be easily constructed. Let
|e−〉 be the eigenstate of ρ̂TA that corresponds to its minimal eigenvalue λmin < 0. The label TA refers
to the partial transpose taken with respect to the first subsystem. We then have that Ŵ = (|e−〉 〈e−|)TA

detects the entanglement of ρ̂ as it can be seen that Tr
[
(|e−〉 〈e−|)TA ρ̂

]
= Tr

(
|e−〉 〈e−| ρ̂TA

)
= λmin < 0.

Let |ψ〉 ≡ a |01〉+ b |10〉, with a, b ∈ R+ and a2 + b2 = 1, yielding:

ρ̂ = a2 |01〉 〈01|+ ab (|01〉 〈10|+ |10〉 〈01|) + b2 |10〉 〈10| (5.12)

Furthermore, let d = 0 so that σ̂ = 1̂/4. We then find that λmin = (1− p) /4− pab, for the eigenstate
|e−〉 = 1√

2
[|00〉 − |11〉]. We thus find that in the {|00〉 , |01〉 , |10〉 , |11〉} basis, the matrix representation

of Ŵ is the following:

W =


1 0 0 0
0 0 −1 0
0 −1 0 0
0 0 0 1

 (5.13)

In conclusion, for any superposition of |01〉 and |10〉 and an experimental apparatus producing white
noise, Ŵ is a suitable operator to detect this fact.

The witness operator as determined before turns out to be suitable for the scenario in which noise
effects in the experimental setup are characterized by memory effects, or the case where |ψ〉 is generated
perfectly and then sent through a channel with correlated noise. If the noise mechanisms acting on the
state can be described as a depolarizing channel with some correlations of strength µ, then the resulting
state will be of the form:

ρ̂ =
1
4

{
1̂⊗ 1̂ + η

(
a2 − b2

) [
σ̂z ⊗ 1̂− 1̂⊗ σ̂z

]
+
[
µ + (1− µ) η2

] [
−σ̂z ⊗ σ̂z + 2ab

(
σ̂x ⊗ σ̂x + σ̂y ⊗ σ̂y

)]}
(5.14)
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where η and µ determine the depolarization and degree of memory introduced by the noise process.
Thus, this family of states is characterized by a, η, and µ.

It has been shown [36] that for any bipartite qubit state |φ〉 = α |00〉+ β |11〉 can be decomposed
into a sum of projectors onto product vectors:

(|φ〉 〈φ|)TA =
(α + β)2

3

3

∑
i=1
| fi fi〉 〈 fi fi| − αβ (|01〉 〈01|+ |10〉 〈10|) (5.15)

where:

| f1〉 ≡ e−iπ/3 cos θ |0〉+ eiπ/3 sin θ |1〉 ≡ | f ∗2 〉 (5.16)

| f3〉 ≡ cos θ |0〉+ sin θ |1〉 = | f1〉+ | f2〉 (5.17)

with:

cos θ ≡
√

α

α + β
, sin θ ≡

√
β

α + β
(5.18)

Note that an optimum in the number of projection operators (ONP) does not necessarily imply an
optimum in the number of device settings (ONS) and vice versa, which can be easily seen by expressing
the operator Ŵ in terms of Pauli-operator eigenstates. Let |z+〉 ≡ |0〉 , |z−〉 ≡ |1〉, |x±〉 ≡ 1√

2
[|0〉 ± |1〉],

and |y±〉 ≡ 1√
2
[|0〉 ± i |1〉]. Furthermore, let P̂ij ≡ |ij〉 〈ij|, so that:

(|φ〉 〈φ|)TA = α2P̂z+z+ + β2P̂z−z− + αβ
(

P̂x+x+ + P̂x−x− − P̂y+y− − P̂y−y+
)

(5.19)

Even though this expression has got six projection operators and is therefore not ONP, there are only
three measurement settings involved, yielding the expression to be ONS, since impossible to decompose
(|φ〉 〈φ|)TA with less than three device settings.

Again regarding the case in which |ψ〉 ≡ a |01〉+ b |10〉, with a, b > 0 and a2 + b2 = 1, and d = 0,
we find that:

Tr
(
Ŵρ̂
)
= λmin = (1− p) /4− pab ⇐⇒ p =

1− 4Tr
(
Ŵρ̂
)

1 + 4ab
(5.20)

From now on, we will assume a = b = 1√
2
, i.e. we will investigate the maximally entangled state

|Ψ+〉 = 1√
2
[|01〉+ |10〉] which is mixed with some noise state σ̂, such that ‖σ̂− 1̂/4‖ ≤ d, according to

some mixing parameter p:
ρ̂ (p, d) = p |Ψ+〉 〈Ψ+|+ (1− p) σ̂ (5.21)

We can imagine the state ρ̂ (p, d) lying within a sphere Bp,d with radius (1− p) d. If p is such that
Bp,d ⊆

{
ρ̂sep

}
∧ {ρ̂ent}, then the operator Ŵ as given earlier is optimal and sgn

[
Tr
(
Ŵρ̂
)]

provides a
signature of entanglement versus separability. However, if Bp,d ⊆

{
ρ̂sep

}
∪ {ρ̂ent}, we cannot be sure of

this identity of Ŵ anymore. We can estimate a lower bound τ such that if Tr
(
Ŵρ̂
)
≥ τ, then ρ̂ (p, d) is

necessarily separable.We have that ρ̂ ∈ ⋃p∈[0,1] Bp,d, which we can regard as a convex cone originating
in |Ψ+〉 〈Ψ+| and terminating in in the sphere B0,d of radius d around the maximally mixed state 1̂/4.
There is a sphere B of separable states of maximal radius 1√

12
around this maximally mixed state. The

bigger Tr
(
Ŵρ̂
)
, the closer ρ̂ is to the sphere B0,d ⊂ B. If Tr

(
Ŵρ̂
)

is big enough, we have that ρ̂ ∈ B. In
this manner, we can determine τ to be:

τ (d) =
1
4
− d2 −

√(
1
12
− d2

)(
3
4
− d2

)
(5.22)

For every τ′ with 0 ≤ τ′ < τ, there exists an entangled state ρ̂ (p, d) with Tr
(
Ŵρ̂
)
= τ′.

If we assign Tr
(
Ŵρ̂
)
> 0 ⇐⇒ ρ̂ ∈

{
ρ̂sep

}
, it is more favorable to use Ŵε ≡ Ŵ − ε1̂, which is

strictly not a witness operator but it requires the same measurement settings as Ŵ.
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The eigenvalues of ρ̂TA are λ, κ, and ±2
√

λκ, with corresponding eigenstates:

1
2
[− |00〉+ |01〉 − |10〉+ |11〉] ,

1
2
[− |00〉 − |01〉+ |10〉+ |11〉]

1√
2
[|01〉+ |10〉] ,

1√
2
[|00〉+ |11〉]

(5.23)

We find the minimum eigenvalue of ρ̂TA to be λmin = −2
√

λκ, corresponding to |e−〉 ≡ 1√
2
[|01〉+ |10〉],

and so:
Ŵ =

1
2
[|00〉 〈11|+ |11〉 〈00|+ |01〉 〈01|+ |10〉 〈10|] (5.24)

Now to decompose Ŵ into a sum of projectors onto product states in the Pauli eigenstate basis:

Ŵ = P̂x+x+ + P̂x−x− + P̂y+y− + P̂y−y+ − P̂z+z+ − P̂z−z− (5.25)

where P̂i± j± ≡ |i± j±〉 〈i± j±|, with |x±〉 ≡ 1√
2
[|0〉 ± |1〉], |y±〉 ≡ 1√

2
[|0〉 ± i |1〉], and |z±〉 ≡ |0/1〉.

which is obviously ONS. Note that in order to determine the expectation value of the witness operator
we need six measurement settings in order to gather the proper statistics. It therefore is not necessarily
a better or easier way to determine whether a state is entangled or not.

5.1.2. THE NV-CENTER AS A THREE LEVEL SYSTEM
We may summarize the energetically close triplet states |3A2+〉, |3A20〉, and |3A2−〉 into a general ground
state |g〉, the singlet states 1E1, 1E2, and 1A1 as the metastable state |s〉 and the triplet excited states 3E as
the general excited state |e〉. From experiment, we know that the zero phonon line between the state |g〉
and |e〉 is approximately 1.945 eV. The energy level of the state |s〉 is not exactly known. Having defined
the states |g〉, |e〉, and |s〉, the feasibility of an NV-center to play the role of the three level atom in the
model for a single photon transistor depends on the coherence time the state |e〉, which is preferably
small, and the coherence time of the state |s〉, which is preferably large.

5.2. FUTURE WORK AND OUTLOOK
Regarding the NV-center analysis as done in chapter 2, a follow-up research may take into account the
interaction of the electronic configuration with surrounding spins such as the nitrogen spin and the
carbon spins. Also the effect of strain may be interesting to look into more as it may reveal additional
features of the NV-center that can be used. Regarding the MDI-QKD studies as done in chapter 3, it
may be interesting to investigate the influence of noise on the key generation rate and determine the
conditions that need to be met in order to have an efficient protocol for secure key sharing. Furthermore,
an alternative to determining the CHSH value might prove to be beneficial. The witness operator as
introduced earlier does not seem to theoretically provide any added benefit to determining the CHSH
value as it requires more measurement settings, but practically it might prove to be easier to implement.
Finally, regarding solving the generalized single photon transistor model as derived in chapter 4 first
the normalization issue needs to be resolved. Note that in spite of |ψ (t)〉 not being a normalized state
because we limited our solution space we do require that:

|βs (t)|2 + |βe (t)|2 + |βc (t)|2 ≤ 2
∫ t

−∞

∣∣β jin
(
t′
)∣∣2 dt′ (5.26)

Regarding solving the system as written in equation (4.72), it may be interesting to look into more
advanced numerical approaches. Once the system can be numerically solved, one might look into
studying the system’s behavior by varying the external fields Ω (t) and the input photon fields β jin (t)
and develop an optimization scheme within experimentally feasible limits.





A
BEAM-SPLITTER THEORY

In this appendix we took a closer look at the operation of a 50:50 beam splitter. The mode of operation
is without any further derivation used in chapter 3.

A beam splitter may be modeled by a set of related creation operators. We model a beam splitter by
having two input ports a0 and a1 and two output ports a2 and a3. We may model an incoming photon
state as a product state of photons at the input gates by associating creation operators with each port:
a0 ∼= â†

0, a1
∼= â†

1, a2 ∼= â†
2 and a3 ∼= â†

3. A state in which n and m photons respectively enter the input
ports is thus described by:

|n〉a0
⊗ |m〉a1

≡ |nm〉01 =
1√
n!

(
â†

0

)n 1√
m!

(
â†

1

)m
|00〉01 (A.1)

The beam splitter operation may be described by the following set of output port operator relations
[37]:

â†
2 = eiφ2

(
â†

1

√
R eiα + â†

0

√
T
)

, â†
3 = eiφ3

(
â†

1

√
T + â†

0

√
R ei(π−α)

)
(A.2)

provided that R + T = 1. Note that the operator algebra is preserved, i.e.
[

âi, â†
j

]
= δij. In a 50:50 beam

splitter we have in the symmetric case that φ2 = φ3 = 0, α = π
2 , and R = T = 1

2 , so that:

â†
2 =

1√
2

(
iâ†

1 + â†
0

)
, â†

3 =
1√
2

(
â†

1 + iâ†
0

)
(A.3)

Any input state may now be transformed by the beam splitter operation by means of transforming
the input operators â†

0 and â†
1 and the input state |00〉01 into the output operators â†

2 and â†
3 and the

output state |00〉23 accordingly. For a general input state |nm〉01 we have:

|nm〉01 =
1√
n!

(
â†

0

)n 1√
m!

(
â†

1

)m
|00〉01 7→

1√
2n!

(
−iâ†

3 + â†
2

)n 1√
2m!

(
â†

3 − iâ†
2

)m
|00〉23 (A.4)

A specific example illustrates an important effect that arises from the beam splitter theory. Suppose
there are two photons incident, each on a different input port, i.e. |ψ〉in = |11〉01. The beam splitter then
creates the following output state:

|11〉01 = â†
0 â†

1 |00〉01 7→
1
2

(
−iâ†

3 + â†
2

) (
â†

3 − iâ†
2

)
|00〉23 = − i√

2
(|02〉23 + |20〉23) (A.5)

This is the famous Hong-Ou-Mandel effect, which states that when two photons in the same state enter
the beam splitter through different input ports, they are guaranteed to exit both through the same
output port.
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The relevant input states for our MDI-QKD model are the coherent states |ψ〉in = |α〉0 ⊗ |β〉1. A
coherent state |α〉i can be expanded in the Fock state basis as follows:

|α〉i = e−|α|
2/2

∞

∑
n=0

αn
√

n!
|n〉i = e(αâ†

i −α∗ âi)︸ ︷︷ ︸
Di(α)

|0〉i (A.6)

Upon beam splitter interaction we then readily find:

|α〉0 ⊗ |β〉1 7→ D3

(
− iα√

2

)
D3

(
β√
2

)
D2

(
α√
2

)
D2

(
− iβ√

2

)
|00〉23 (A.7)

Using the Baker-Campbell-Hausdorff formula we find that:

Di (α) Di (β) = e(αâ†
i −α∗ âi)e(βâ†

i −β∗ âi) (A.8)

= e[(α+β)â†
i −(α∗+β∗)âi]e=(αβ∗) (A.9)

= Di (α + β) e=(αβ∗) (A.10)

and thus:

|α〉0 ⊗ |β〉1 7→
∣∣∣∣α− iβ√

2

〉
2
⊗
∣∣∣∣−iα + β√

2

〉
3

(A.11)

In our case, we have phase randomized, weak coherent input states, i.e. |ψ〉in = |√µ〉0 ⊗ |eiθ√ν〉1,
yielding the following output state:

|√µ〉0 ⊗ |eiθ√ν〉1 7→
∣∣∣∣∣
√

µ− ieiθ√ν√
2

〉
2

⊗
∣∣∣∣∣−ieiθ√µ +

√
ν√

2

〉
3

(A.12)

We have now assumed the photons to be indistinguishable. However, in the MDI-QKD scheme the
interacting photons carry polarizations that may be different on the different input ports of the beam
splitter. Let’s refine the model by specifying a polarization version of each creation operator, i.e. â†

iH
and â†

iV . Defining the Fock basis states |n〉0H ⊗ |m〉0V ⊗ |k〉1H ⊗ |l〉1V ≡ |nmkl〉0H0V1H1V , we have that
in the general case that Alice sends a single α |1〉0H + β |1〉0V photon and Bob a single γ |1〉1H + δ |1〉1V
photon:

|ψ〉 = αγ |1010〉+ αδ |1001〉+ βγ |0110〉+ βδ |0101〉 7→ − iαγ

2
(|2000〉+ |0020〉) (A.13)

− iβδ

2
(|0200〉+ |0002〉) (A.14)

+
αδ + βγ

2
(|1100〉+ |0011〉) (A.15)

+
αδ− βγ

2
(|1001〉 − |0110〉) (A.16)

Upon Alice and Bob sending a correlated state in the HV basis, i.e. either α = γ and β = δ, we have
that due to the Hong-Ou-Mandel effect both input photons end up in the same detector. Events where
only one detector clicks are discarded. However, if one detects a click at two detectors, the initial state
becomes indistinguishable from the two anti correlated Bell input states, i.e.:

|Ψ−〉 = 1√
2
(|1001〉 − |0110〉) 7→ 1√

2
(|1001〉 − |0110〉) (A.17)

or:
|Ψ+〉 = 1√

2
(|1001〉+ |0110〉) 7→ 1√

2
(|1100〉+ |0011〉) (A.18)

implying that if one detects both a |H〉 and a |V〉 photon at either the left or the right measurement
setup, the initial state is indistinguishable from a |Ψ+〉 state. Furthermore, if one detects the |H〉 state
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on either the left or the right side and the |V〉 state on the other side, the initial state is indistinguishable
from a |Ψ−〉 state. In both cases, Alice (or Bob) needs to flip her bit to have it fully correlated to Bob’s
bit.

Likewise, upon Alice and Bob sending a correlated state in the AD basis we find, again discarding
events in which only one detector clicks, if one detects both a |H〉 and a |V〉 photon at either the left or
the right measurement setup, which is only possible to obtain if Alice and Bob send the same state, the
initial state is indistinguishable from a |Ψ+〉 state. Alice (or Bob) does not need to apply a bit flip in this
case. Furthermore, if one detects the |H〉 state on either the left or the right side and the |V〉 state on the
other side, the initial state is indistinguishable from a |Ψ−〉 state. In both cases, Alice (or Bob) needs to
flip her bit to have it fully correlated to Bob’s bit.





B
QUANTUM ERROR CORRECTION AND

PRIVACY AMPLIFICATION

In this appendix we will briefly discuss the principle of quantum error correction by introducing the
error correction code for bit flip errors and the error correction code for phase flip errors, after which
we will combine the two using the Shor code [38].

B.1. QUANTUM ERROR CORRECTION
Examples of single qubit quantum noise are for instance a bit flip error, which flips a state |0〉 to |1〉
and vice versa. A bit flip error is equivalent to a pauli-X operation, i.e. for a state |ψ〉 = α |0〉+ β |1〉 we
have:

|ψ〉 7→ X̂ |ψ〉 = αX̂ |0〉+ βX̂ |1〉 = α |1〉+ β |0〉 (B.1)

A rotation error leaves the |0〉 state untouched but adds a phase θ to the |1〉 state. The general rotation
operator R̂θ is equivalent to such an operation, i.e.:

|ψ〉 7→ R̂θ |ψ〉 = α |0〉+ βR̂θ |1〉 = α |0〉+ βeiθ |1〉 (B.2)

A special case of the rotation operation is the π-phase rotation, known as a phase flip error. The pauli-Z
operation is equivalent to this error, i.e.:

|ψ〉 7→ Ẑ |ψ〉 = α |0〉+ βẐ |1〉 = α |0〉 − β |1〉 (B.3)

Another example of quantum noise is dephasing, in which ρ̂ 7→ 1
2
(
ρ̂ + Ẑρ̂Ẑ†). This situation corre-

sponds to complete decoherence, in which all phase information on the state is lost, i.e.:

ρ̂ 7→ 1
2

(
ρ̂ + Ẑρ̂Ẑ†

)
= |α|2 |0〉 〈0|+ |β|2 |1〉 〈1| (B.4)

A general error applied by sending a state through some quantum channel subject to some quantum
noise, which might or might not be Eve interfering, maps the original state to an erroneous state, i.e.:

ρ̂ 7→ E (ρ̂) ≡∑
i

Êi ρ̂Ê†
i (B.5)

The challenge lies with the detection and the correction of these general errors. We wish to preserve
superpositions of states which would be destroyed by a direct measurement, so we need to come up
with something more clever. The no cloning theorem keeps us from copying a quantum, but there is the
option of encoding a physical qubit in a number of logical bits.
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B.1.1. CODING FOR CORRECTING BIT FLIP ERRORS
We may encode a single qubit state a |0〉+ b |1〉 in three qubits as a |000〉+ b |111〉 by means of a simple
quantum circuit as shown in figure B.1. As we have that a quantum channel has a noise element to it
in the sense that there is a probability p for a bit to undergo a bit-flip operation, there is a probability
of (1− p)3 + 3p (1− p)2 that the three-qubit state suffers from at most one bit-flip. This bit-flip can be
determined and recovered as we may utilize the error diagnosis projection operators:

P̂0 = |000〉 〈000|+ |111〉 〈111| (no error) (B.6)

P̂1 = |100〉 〈100|+ |011〉 〈011| (bit-flip on qubit 1) (B.7)

P̂2 = |010〉 〈010|+ |101〉 〈101| (bit-flip on qubit 2) (B.8)

P̂3 = |001〉 〈001|+ |110〉 〈110| (bit-flip on qubit 3) (B.9)

The error correction is then done by, based on the error syndrome outcome, i.e. the parity measurement
outcomes of qubit 1 and 2 and qubit 1 and 3, to flip the errored bit once more. The fidelity between a

|q0〉 = |ψ〉 • •

|q1〉 = |0〉 ⊕

|q2〉 = |0〉 ⊕
Figure B.1: Encoding of a single qubit into three qubits.

pure and a mixed state is a measure of how much pure state |ψ〉 there is in some mixture ρ̂. It is defined
as:

F (|ψ〉 , ρ̂) =
√
〈ψ|ρ̂|ψ〉 (B.10)

Without error correction, the mixed state after passing through the quantum channel is:

ρ̂ = (1− p) |ψ〉 〈ψ|+ pX̂ |ψ〉 〈ψ| X̂ (B.11)

with X̂ the Pauli-X operator. We then find for the fidelity:

F =

√
1− p + p 〈ψ| X̂ |ψ〉2 (B.12)

As 〈ψ| X̂ |ψ〉2 > 0, we have that the lower bound of the fidelity is Fmin =
√

1− p.
With error correction, the mixed state after passing through the quantum channel and being error-

corrected is:
ρ̂ = (1− p)3 |ψ〉 〈ψ|+ 3p (1− p)2 |ψ〉 〈ψ|+ · · · (B.13)

We then find for the lower bound of the fidelity:

Fmin =

√
(1− p)3 + 3p (1− p)2 (B.14)

Given that p < 1/2, the fidelity has thus improved.

B.1.2. CODING FOR CORRECTING PHASE FLIP ERRORS
By performing the Hadamard transform we switch the basis of our state, i.e.:

|ψ〉 = α |0〉+ β |1〉 7→ Ĥ |ψ〉 = α√
2
(|0〉+ |1〉) + β√

2
(|0〉 − |1〉) ≡ α |+〉+ β |−〉 (B.15)

Note that:
X̂ |+〉 = |+〉 , X̂ |−〉 = − |−〉 (B.16)

and:
Ẑ |+〉 = |−〉 , Ẑ |−〉 = |+〉 (B.17)

which shows that we have that in the Hadamard basis the Pauli-X operation is equivalent to a phase
flip and the Pauli-Z operation is equivalent to a bit flip. We can thus use the exact same approach as for
the bit-flip error correction, provided that we first switch to the Hadamard basis, i.e. Pi 7→ Ĥ⊗3Pi Ĥ⊗3.
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|q0〉 = |ψ〉 • • H • •

|q1〉 = |0〉 |0〉 ⊕

|q2〉 = |0〉 |0〉 ⊕

|q3〉 = |0〉 ⊕ H • •

|q4〉 = |0〉 |0〉 ⊕

|q5〉 = |0〉 |0〉 ⊕

|q6〉 = |0〉 ⊕ H • •

|q7〉 = |0〉 |0〉 ⊕

|q8〉 = |0〉 |0〉 ⊕

Figure B.2: Encoding of a single qubit into nine qubits.

B.1.3. THE SHOR CODE: CORRECTING BOTH
With the Shor Code we use nine qubits: one physical qubit and eight control qubits. By first utilizing
the phase flip code:

|0〉 7→ |+++〉 , |1〉 7→ |− −−〉 (B.18)

and next encoding each of these qubits using the three qubit bit flip code:

|+〉 7→ 1√
2
(|000〉+ |111〉) , |−〉 7→ 1√

2
(|000〉 − |111〉) (B.19)

the codewords are given by:

|0〉 7→ |0L〉 ≡
(|000〉+ |111〉) (|000〉+ |111〉) (|000〉+ |111〉)

2
√

2
(B.20)

|1〉 7→ |1L〉 ≡
(|000〉 − |111〉) (|000〉 − |111〉) (|000〉 − |111〉)

2
√

2
(B.21)

A quantum circuit that establishes this encoding is displayed in figure B.2. The Shor code is able to
protect against both phase flip and bit flip errors on any qubit. For detecting a bit flip error we simply
perform a measurement ẐiẐi+1, comparing the ith and the (i + 1)th qubit. If we find that if these are
different and the outcome is negative, we may conclude that a bit flip error occurred on either the ith
or the (i + 1)th qubit. By consecutively performing a Ẑi−1Ẑi or a Ẑi+1Ẑi+2 measurement we find that
in case of a negative outcome we may conclude that it was the ith or the (i + 1)th qubit, respectively,
which flipped. We may recover from the error by flipping said qubit again.

For coping with a phase flip error we look at blocks of qubits rather than individual qubits. Note that
a phase flip error on any of the three qubits in a block results in a sign flip: |000〉+ |111〉 7→ |000〉 − |111〉.
Similar to the bit flip error detection, we may check for sign differences in blocks: when a phase flip
occurs in one of the first three qubits we find that the signs of the first and the second block are different.
By comparing the sign of the second and the third block we then find equal signs, indicating that the
phase flip error must have occurred in one of the three first qubits. The original state is then recovered
by applying a phase flip to the first block of qubits.

Note that in case of both a phase flip error and a bit flip error on the ith qubit, i.e. the operator ẐiX̂i
is applied to the ith qubit, the first procedure recovers the bit flip error and the second recovers the
phase shift error. The Shor code provides a means to recover both from a bit flip error and a phase
flip error. We may even go one step further as to generalize the type of the error the Shor code can
recover from, provided that the error is occurring on a single qubit. To show this, we introduce a
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general trace-preserving noise operator Ê . It is convenient to express the operator Ê in an operator sum
representation with operation elements

{
Êi
}

. For an initial state |ψ〉 we may thus write:

Ê |ψ〉 〈ψ| = ∑
i

Êi |ψ〉 〈ψ| Ê†
i (B.22)

In order to analyze the effects of error-correction we focus on a single term, say Êi |ψ〉 〈ψ| Ê†
i and expand

the operator Êi as a linear combination of the identity 1̂, the bit flip X̂j, the phase flip Ẑj and the
combined bit and phase flip X̂jẐj, all acting on the jth qubit, as follows:

Êi = ei01̂ + ei1X̂j + ei2Ẑj + ei3X̂jẐj (B.23)

We may thus write the quantum state Êi |ψ〉 as a superposition of four terms. Measuring the error
syndrome collapses this superposition into one of theses four states |ψ〉, X̂j |ψ〉, Ẑj |ψ〉, and X̂jẐj |ψ〉.
From each of these states the original state |ψ〉 may be recovered by applying the appropriate inversion
operation.

B.2. PRIVACY AMPLIFICATION
Let Alice and Bob have a random variable W, which is for instance an n-bit string, while Eve learns a
correlated random variable V, providing at most t < n bits of information on W, i.e. H (W|V) ≥ n− t.
In general, the details on the distribution PVW are unknown to both Alice and Bob. Alice and Bob wish
to publicly choose a compression function g : {0, 1}n → {0, 1}r such that Eve’s partial information on
W and her complete information on g give her arbitrarily little information on K = g (W). K can then
be used safely as a cryptographic key.

Eve may have obtained:

1. t arbitrary bits of W

2. t arbitrary parity checks of W

3. the result of an arbitrary function mapping n-bit strings to t-bit strings

4. the string W transmitted through a binary symmetric channel with bit error probability ε satisfying
h (ε) = 1− n/t and hence with a capacity t/n, where h (·) denotes the binary entropy function

In a more general sense, of which all described possibilities are a special case, we allow Eve sto
specify an arbitrary distribution PVW (unknown to Alice and Bob) subject to the only constraint that
R (W|V = v) ≥ n − t with high probability (over values v), where R (W|V = v) the second-order
conditional Rényi entropy [39] of W, given V = v.
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