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Summary
Increasingly specialised logistic services are triggering the disaggregation of supply chain
functions and fostering the generation of information silos. This is perceived by European
customs as a threat, since it affects the reliability of the import risk assessments they con-
duct. The organisation of cargo inspections in European ports is based on the results of these
risks assessments. Therefore, their accuracy and reliability are essential to ensure secure bor-
ders and legitimate trade in the European Union (EU). Additionally, the number of customs
agents are limited and excessive inspections can lead to an unsustainable reduction in cargo
throughput at strategic transport hubs. Therefore, the number of inspections European cus-
toms can conduct is subject to manpower and commercial competitiveness constraints. In
this context, European customs is exploring alternatives to collect better declaration data
and improve the reliability of risks assessments.

Recently, commercial data sharing platforms based on blockchain technology (BCT) are al-
lowing to expedite the verification of trade finance documents. The cross-organisational
trust achieved in these platforms has driven the digitisation of the trade documents, from
which import declaration data is extracted. European customs see combining data from
multiple platforms an opportunity to improve supply chain visibility, turn import declara-
tions more agile and risk assessments more effective. However, it remains unclear how to
integrate declaration procedures in these new data ecosystems.

This thesis explores how to overcome two of the major barriers preventing European cus-
toms to interact easily with these platforms. Firstly, the lack of interoperability solutions to
make platform architectures compatible with each other to share declaration data between
peers across multiple platforms across supply chains. Secondly, the need to adapt available
identity management solutions to the distributed nature of these platforms to promote trust
between declarants and the rest of logistic service providers they interact with, also know as
data sovereignty. This research gap involves the study of a ledger-based information shar-
ing architecture that allows the generation of import declarations based on the data stored
in multiple blockchain platforms. In order to achieve this, the following main research ques-
tion is formulated:

What interoperable peer-to-peer data sharing architecture can be used by European
customs administrations to gather declaration data from commercial blockchain

platforms while preserving the data sovereignty of supply chain actors?

Since the goal is to design the architecture of an information system, design science research
is used. It allows to capture the business and institutional needs of a practical problem-
solving space, while keeping the design bounded by an academically relevant scope of
work. The research is divided into five phases: 1) Problem Explication, 2) Requirement Gen-
eration, 3) Design & Development, 4) Demonstration and 5) Evaluation. First, by means of a
literature review, document analysis and the consultation with industry experts, a broader
understanding of the researched domain is gained. Second, requirements are obtained to
narrow down the potential design directions and describe in detail the architecture func-
tionalities required by the application context. Then, the actual architecture is designed: the
requirements and knowledge collected during the two previous phases is converted into
concrete technical components. The next phase is the demonstration of the data sharing
architecture, which shows that the design can be applied successfully beyond the concep-
tual plane to solve a practical problem. Lastly, the goal of the design evaluation is to assess
whether the proposed architecture complies with the specified requirements and the extent
to which it can be considered a feasible solution.
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The Problem Explication shows how European customs regulations have evolved to accept
declaration data in the form of links to private information systems. Despite the evolution
of European regulation and the advancement in information technologies, the transport in-
dustry has faced challenges for the digitization trade documents, such as the bill of lading
(B/L). The legal certainty around the digitisation of these documents has been preventing
transport processes from reaching its full efficiency potential. However, blockchain tech-
nology (BCT) has proved its ability to reduce the friction of information sharing by expe-
diting the issuing and processing of B/Ls while guaranteeing the security of cargo owner-
ship chains. This is the reason commercial blockchain platforms have gained popularity in
the shipping industry and show the potential to become the new industry standard for the
management of declaration data. The data pipeline concept emerges from this trend, which
envisions dynamic and secure inter-organisational information sharing by leveraging the
security and verifiability characteristics of these platforms. Therefore, BCT offers data shar-
ing incentives and promotes trust in the data provided by other entities. For this reasons,
it is considered an enabler of supply chain transparency. The main challenge is equipping
commercial blockchain platforms users with the technical capabilities to generate verifiable
links to trusted data, which can then be used by customs administrations to perform their
institutional duties.

Three design principles are chosen to guide the Requirement Generation. The first principle,
logistic event visibility, is the essence of the practical value of the design for customs admin-
istrations. The two remaining design principles are two of the accompanying implemen-
tation challenges addressed in the research: stakeholder data sovereignty and architecture
interoperability. Based on the technical characteristics of commercial blockchain platforms
and relevant European legislation, a set of functional and non-functional requirements is
generated. These requirements are used in the next phase to motivate the selection of archi-
tecture components.

The Design & Development results in a novel approach to migrate from import declarations
based on duplication towards information sharing based on links to original and trusted
data stored in blockchain platforms. Three layers are used: Cross-chain Communication, Cre-
dential Management and Event Visibility. The Cross-chain Communication layer uses an overlay
network to enable cross-platform peer-to-peer interactions. A data transfer protocol is used
to observe and share ledger states via trusted gateways. Hash time-lock contracts are used
to propagate self-sovereign smart contract logic defined by the owners of logistic data. The
Credential Management layer uses decentralised identifiers (DIDs) as an alternative to the cur-
rently available identity certification solutions, allowing data owners to be in full control of
the exposure of their digital identities and business information and avoid challenges related
to key rotation and certificate revocation. Lastly, Event Visibility proposes a directed acyclic
graph (DAG) ledger environment where to deploy decentralised applications. These appli-
cations are used to combine the ledger states of independent logistic blockchains, model the
issue of trade documents throughout the whole cargo custody chain, and eventually detect
anomalies in the framework agreements between logistic partners.

The Demonstration illustrates how the different architecture layers are used to create links
between the B/Ls issued between exporters, a freight forwarder and a carrier. The latter acts
as declarant and creates an import declaration that bundles links to declaration data stored
in other blockchain platforms. It is shown how the proposed architecture can be used to
reduce the number of intermediaries that process the logistic data eventually included in
import declarations, reducing incomplete and contradictory entries in the final import dec-
larations processed by customs.
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A naturalistic ex ante evaluation is been performed in the Evaluation to assess the compli-
ance with the design requirements and the applicability of the data sharing architecture.
The link between functional and non-functional requirements and the components is tested.
The relevance and suitability of the designed is proved against the industry knowledge of
an expert, who validates its implementation potential in a leading commercial blockchain
platform. Governance and implementation costs are identified as main design weaknesses,
and approaches to tackle both are proposed. First, a framework to link governance and
technical requirements is discussed. Then, an overview of expected implementation costs
is covered, as well as the identification of potential transaction benefits of a ledger-based
design approach for supply chain applications.

Following the completion of the research activities, future research areas are identified. The
research has focused on trade document, leaving aside a growing number of data sources,
such as sensor-based data collected at transport terminals. Future research should explore
how to complement the architecture with these data sources in order to integrate document-
based data sharing with logistic data gathered on site. The research has considered the for-
mat and content differences between B/Ls and import declarations negligible to focus on the
high-level design of architecture components. This leaves room for further research on the
requirements for the cross-reference of documents between platforms to ensure end-to-end
semantic compatibility during cross-validations performed by customs. Lastly, additional
research should evaluate the long-term performance consequences of the selected compo-
nents, such as the feasibility of an additional consensus layer an its requirements in terms of
speed and scalability. This is important in order to confirm that the transaction throughput
required by European customs is in line with the architecture´s ability to maintain consen-
sus on a growing number of cross-platform references.
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Chapter 1

Motivation & Approach
This chapter is an introduction to the research. Background information about to the re-
search context and the research design can be found in section 1.1. The data management
and supply chain visibility challenges faced by European customs administrations that mo-
tivate this study are covered in section 1.2. The addressed research gap is covered in sec-
tion 1.3, and the research objectives in section 1.4. Finally, the selection of the research ap-
proach and the detailed research design can be found in section 1.5.

1.1 Introduction

In view of the global interindustrial trend towards digitization and the rapid rise of the
smart industry technologies - such as artificial intelligence, blockchain or the internet of
things - the logistics sector is expected to undergo an imminent transformation during the
upcoming decade [86]. However, despite the benefits this new technological landscape en-
tails, its real implementation potential remains surrounded by uncertainty [122]. In this
context, blockchain technology (BCT), and distributed ledger technology (DLT) in general,
are regarded as enablers of more transparent logistic processes with the ability to abruptly
redefine the exchange of data across supply chains.

In a nutshell, BCT is to transactions what the internet was to information. Being a trustless
system based on transparency and visibility, it allows entities to share information without
the need to assess their degree of trust towards other participants [107]. It’s main advantage
is the set of modern cryptographic mechanisms through which transaction records become
immutable, meaning that they can not be altered once stored in the blockchain [134]. In the
recent past, BCT has emerged as a disruptive technology with innumerable applications in
the transport and shipping industry. Improved cost effectiveness by simplifying the track-
ing of items and transactions [65], increasing shipping flexibility [101] and a considerable
reduction of supply chain risks [36] have all been shown achievable benefits of integrating
DLT, BCT in particular.

The source of the interest in using BCT to tackle the latest challenges in large-scale logis-
tic data dissemination is threefold. First, a dire need to cope with a fast increase in supply
chain complexity, both at operational and organizational level [32]. Second, the leading busi-
nesses’ fear to fail at staying at the vanguard of their industries [169], fueled by the afore-
mentioned trend towards industrial digitization and BCT’s potential to reshape the founda-
tions of existing business models [65]. And lastly, the success examples of early adopters.
The leverage of BCT for non-financial applications is a reality, being widely accepted to have
reached sufficient level of maturity to produce tangible results in real-world problems [169].
From supply chain transparency for ethical sourcing in the fashion industry to counterfeit
prevention and product authentication in pharmaceutical distribution [36, 72], BCT is being
slowly adopted in varied logistics applications.
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1.2 Challenges faced by European Customs

While the transportation industry adapts to the digital era, BCT can play a main role in
overcoming some of the latest supply chain management challenges [86]. In order to fully
grasp the motivation of customs administrations to tackle these using DLT, the remainder
of the section introduces current supply chain management weaknesses, including strategic
considerations on European trade, the rise of blockchain platforms in the private sector and
technical barriers preventing the development of some blockchain applications.

European Union Trade

Traditionally, international trade has had macroeconomic, political and diplomatic connota-
tions until the apparition of the Digital Economy. Behind the recently coined term stands the
new wave of technical innovations bringing logistic data processing and strategic commerce
decision-making closer than ever [113]. New business models have emerged from the need
to gather, store and exchange data [166], being now crucial in the development of global
value chains [170]. As a result, international commerce has been radically redefined during
the last twenty years, converting effective cooperation between institutions and enterprises
the cornerstone for the success of many industries. Trade represents 35% of the European
Union’s GDP, who accounts for almost 17% of global trade [76]. Public administrations are
thus obliged to seek adequate trade policies to align their interests with new technological
paradigms, as well as fostering the implementation of beneficial industry practices.

This growing interaction between European companies and the rest of the world is acknowl-
edged by the European Commission as evidence of how products and services are increasingly
traded across borders. In this new international commerce scene the exchange of informa-
tion is as valuable as the exchange of goods, and policies must enable this new reality [170].
Moreover, the particularly complex institutional ecosystem of the European Union (EU) im-
poses additional constraints to the translation of current supply chain management practices
into executable road-maps for the digitization of activities related to trade.

A good example is the diversity of port governance models used by member states, meaning
that European policy-makers must define and promote a common modernization strategy
while respecting the members’ right to establish their own strategic commerce and transport
development agendas [172].

Supply Chain Visibility

The implications of this deep global trade transformation on the design and management of
supply chains are vast. Institutions and industry leaders are fully aware that transport sys-
tems and infrastructure have become more dependent on innovation and technology than
ever [172], but there is still no consensus on the most convenient strategy to navigate this
transformation. This lack of long-term vision has not prevented supply chain visibility from
becoming a very relevant research area for the re-interpretation of supply chain manage-
ment in the Industry 4.0 era [149].

Supply chain visibility can be seen as an enabler of supply chain interaction in terms of
cooperation (visibility of essential data and limited alliances), coordination (joint visibility
procedures) and collaboration (shared vision and consolidated trust) [153]. However, the re-
alization of these interactions has been limited to a large extent by insufficient infrastructure
to effectively access data. As a result, the recent advance of information and communication
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technologies (ICT) capable of bridging these data sharing voids has lead current research to
focus on the opportunities to elevate the standards of supply chain data readiness, usability
and shareability [28, 103]. This can be interpreted as the search of novel data dissemination
mechanisms that may allow the retrieval and storage of high-quality data throughout more
complex supply chains.

Following this perceived urgency to develop better ways to leverage supply chain data,
is the strong link between supply chain visibility and the ability to detect and respond to
risks [126, 180]. This is applicable to the private sector regarding the uncertainty around
operational performance, and ultimately, business objectives. But the public sector, customs
administrations in particular, must also prioritize the visibility of logistic processes across
their borders to protect their national interests.

As the nature of global trade and commerce shift, so does the structure of the logistic pro-
cesses driving border risks. For instance, the tendency to disaggregate supply chain func-
tions leads to an increasing number of actors, which in turn produces decentralized knowl-
edge within supply chains [180]. Global cargo mobility currently implies complex cargo cus-
tody chains involving actors that provide increasingly specialised services, such as freight
forwarding, warehousing, distribution and other commonly outsourced activities.

On the eyes of customs administrations, the result is information fragmented between the
providers of these services and potentially hidden by an opaque network of commercial
agreements. Therefore, the ability to assess the impact of imports on national interests com-
mences to rely on an unprecedented level of collaboration between customs administrations
and a growing number of enterprises. This is perceived by European institutions as a threat,
which raises the flag on their obligation to maintain end-to-end visibility on the economic
activities carried out across supply chains entering the EU.

Commercial Blockchain Platform Ecosystem

Recently, the logistics sector has reduced collaboration friction and enhanced trust with
blockchain-based data sharing platforms. These platforms offer logistic service providers
with secure information exchange services that help optimising contractual information
flows and decreasing risks by improving the reliability of forecasts. An example is Trade-
Lens, a joint venture between Maersk and IBM aimed at improving supply chain visibility,
and in doing so, increasing the efficiency in containerised shipping [82].

Since platforms coordinate information flows between all kinds of actors between origin and
destination, customs administrations identify the opportunity to improve their supply chain
visibility by combining data from multiple platforms for customs declaration purposes. This
is possible because, as shown in Figure 1.1, logistic information from each segment of a sup-
ply chain is processed by a different platform. Instead of relying on the last cargo custodian
to forward the information accumulated downstream a supply chain, customs could bene-
fit from retrieving logistic data earlier at each stage of a supply chain. This abundance of
information helps moving from declaration data based on duplication towards information
sharing based on links to the original and trusted data stored in these platforms. However,
despite the benefits these platforms have brought to the private sector, it remains unclear
how customs administrations can integrate current customs declaration procedures with
these new information ecosystems. Overall, BCT is a very promising approach to achieve
global supply chain visibility standards, but it includes its own set of intrinsic barriers that
ought to be surpassed.
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FIGURE 1.1: Blockchain platform ecosystem.

Blockchain Interoperability

In general, interoperability can be defined as the ability of two information systems to com-
municate, understand and collaborate with each other despite interface and execution plat-
form differences [131]. In the research context, interoperability refers to the communication
standards between different blockchain platforms that allow them to agree on the interpre-
tation of information [98]. Interoperability is crucial for long-term industry transformations,
because the widespread implementation of BCT solutions without sufficient interoperabil-
ity can prevent blockchain applications from solving multi-actor collaboration issues at a
socio-technical scale [164].

Interoperability is thus a main challenge that the mass adoption of BCT in supply chain
management is facing, specially when new applications are being proposed and tested at a
fast pace [48]. Given the fast development of a market for this type of platforms impulsed
by private initiatives, law enforcement agencies and customs administrations within the Eu-
ropean Union face the challenge of preparing adequate data sharing mechanisms to interact
with these providers of data exchange services.

Although blockchain platforms aggregate transactions from multiple information flows, the
ability to certify the validity of transactions and the interpretation of data produced in the
platform is reserved to its users. A growing number of blockchain platforms would result
on siloed nests of supply chain data powered by different blockchain protocols. Therefore,
on top of the challenge of adapting current customs supervision procedures to blockchain
environments, links between information produced in different platforms should be created.

In case companies and institutions start developing blockchain applications independently,
it is impossible to ensure their interoperability following the currently available blockchain
frameworks [102], which poses a great barrier for those entities whose activities involve their
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participation in multiple blockchain systems. This problem is accentuated for scenarios in
which data from multiple blockchain-based sources needs to be combined, such as the risk
assessments performed by European customs.

Data Sovereignty

The aforementioned platforms are the result of private initiatives where enterprises have
reached consensus on the architecture that best fits their data governance requirements. The
data produced in these platforms contains sensitive commercial information, so their secu-
rity benefits are one of the main motivations for private enterprises to voluntarily join these
projects. Each platform guarantees confidentiality standards to achieve trust between par-
ticipants, which directly hinders the incentives to establish cross-platform data links.

Before European customs can interact with these platforms, preserving the confidentiality of
the information processed therein is another challenge to overcome. One of the motivations
for enterprises to join these platforms is an increased control over their data. Therefore,
even if customs is able to provide the best security measures, supply chain actors would
still be reluctant to take the risk of centralising the control of very sensitive commercial in-
formation about their partners´ commercial activities. The challenge consists on proposing
a data gathering strategy that defines data dissemination rules depending on the commer-
cial relationship between actors [78], while making data access less complex and positively
contribute to the institutional duties of European customs.

1.3 Research Gap

The interaction between distributed ledgers is very challenging because virtually all ledger
protocols can be considered siloed and research on solutions to increase this interaction is
very scare [98]. There is insufficient academic effort on the standardization of communica-
tion protocols that allow two different ledgers to share their internal states and coordinate
application logic [183]. A notably increasing demand for additional work is addressed by
industries and institutions closely linked to commerce, such as healthcare [4], energy [48],
agriculture [145] and European customs [109, 128].

This research gap is even more pronounced for the presented EU customs challenges, since
there is no real evaluation of data sharing architectures to exchange logistic data between
multiple private blockchain platforms and European customs. Therefore, research on the
components needed to aggregate distributed applications for the generation of ENS from
verifiable links to the internal ledger state proofs of multiple blockchain platforms is not
available. Moreover, customs may require to interact with a specific platform user, who
should be able to participate in data exchanges without compromising the confidentiality
of the information involving other platform users. This is why the peer-to-peer connection
model shown Figure 1.1, or meshed ledger design, requires further research.

Similarly, there is limited research available on the implementation of self-sovereign identi-
ties in the supply chain domain: providing enterprises incentives to share data by equipping
them with data governance privileges to control the exposure of their information. This is
needed because the digitisation of supply chain management implies complementing data
exchange architectures with decentralised identity management. The need for interoperable
decentralised identity management is also motivated by the trend towards environments
that combine public and private data access policies (hybrid blockchains) [48, 107].
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Certifying and protecting identities is becoming an integral part of information sharing [43,
59], but architectures able to apply self-sovereign identity management in global supply
chains are absent in literature. Methodologies for the translation of logistic processes into
data sharing rules within a meshed ledger while accounting for data sovereignty are not
available. This approach could however enable customs to gain the trust of enterprises and
allow third parties to implement verifiable links towards information stored in blockchain
platforms.

1.4 Research Objectives

Based on the challenges faced by European customs and the knowledge gaps presented in
the previous section, a main research question is used to build the research activities. Also, a
discussion on the expected scientific contribution and the societal relevance of the research
is presented in the following sections.

1.4.1 Main Research Question

The main purpose of the research is to tackle a specific problem of logistic data dissemination
between the private and public sector, which will be achieved by answering the following
main research question:

Main Research Question MRQ

What interoperable peer-to-peer data sharing architecture can be used by European customs
administrations to gather declaration data from commercial blockchain platforms while pre-
serving the data sovereignty of supply chain actors?

In its broadest sense, an information system architecture can be defined as the "fundamen-
tal concepts or properties of an information system in its environment, as embodied in its elements
and relationships, and in the principles of its design and evolution" (pp. 2) [85]. This definition
interprets a valid analytical description of an architecture as the aggregated stakeholder per-
ceptions of the physical and logical relationships between the components of an information
system that provide value to their needs [159].

However, the divergent stakeholder needs of complex socio-technical systems, such as the
described blockchain-platform ecosystem [49], make it difficult to describe every perception
in an objective, mutually exclusive, collectively exhaustive way. Instead, the term architec-
ture is used in this research in the context of an architectural model: "an illustration, created
using available standards, in which the primary concern is to represent the architecture of an infor-
mation system from a specific perspective and for a specific purpose" (pp. 27) [159].

The main research deliverable is a functional description of a peer-to-peer data sharing ar-
chitecture from the customs administrations perspective: supply chain actors taking part
in commercial blockchain platforms grant customs administrations access to logistic data.
The ultimate purpose of the architecture is to allow European customs to combine infor-
mation from multiple commercial blockchain platforms to be used for customs declaration
purposes, while preserving the data sovereignty of the users involved.
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1.4.2 Scientific Contribution

This research will contribute positively to the scientific community in different of ways.
First, providing an additional use case of DLT in which the decentralization trilemma is
overcome (pairing decentralisation, scalability and security), by prioritising decentralisation
and security requirements in a design applicable to solve a practical problem. Therefore, the
design methodology used can be applied in domains outside supply chain management and
logistics, due to a better understanding of the interaction between technical ledger specifi-
cations and the governing rules of their application environments [68].

The second contribution is linked to the rapid rise of commercial blockchain platforms. A
detailed data gathering mechanism that combines data from multiple ledgers under varying
data sovereignty constraints will open opportunities for improving interoperability between
blockchain protocols. This knowledge addition represents one of the largest obstacles for the
widespread use of distributed ledgers [102] and can provide future insights on the adoption
of DLT in trust-driven and heavily regulated scenarios.

Furthermore, the research sheds light on the synchronisation of information sharing be-
tween the public and private sectors. Finding technical solutions to circumnavigate regula-
tion and industry practices in order to align the interests of private enterprises and public
institutions is a relevant an challenging researched task [49]. In this context, the research
presents an approach to combine DLT-based data sharing components to increase the com-
patibility of information flows between private supply chain actors and the associated inter-
actions with European law enforcement agencies.

1.4.3 Societal Relevance

The research is conducted in collaboration with the Dutch Organisation for Applied Scien-
tific Research (TNO) for PROFILE, a project funded by the European Commission as part
of the Horizon 2020 program. The goal of this initiative is to help European customs iden-
tify high-risk activities earlier and with higher accuracy. This is expected to redefine how
customs leverage supply chain data to protect their national interests by upgrading the data
gathering capabilities of European agencies.

This does not only enhance the reliability of customs risk assessments, but also the preven-
tion of tax fraud and the maintenance of strategic commerce relations, which affects society
as a whole [148, 114]. It also benefits the logistics sector (e.g., exporters, importers or ship-
ping lines) by reducing the bureaucratic friction of customs declarations. and increasing the
agility of transport terminals. Moreover, the successful development and implementation
of the proposed architecture would showcase the potential of DLT to provide public insti-
tutions with better tools to engineer and enforce policies that promote public values and
societal needs effectively [118].

As covered in section 1.2, ledger interoperability is a key bullet point in the global blockchain
research agenda. Achieving compatibility between ledgers will make DLT more accessible
to the general public and diminish the risk of knowledge monopolies. A reduced number
of industry experts controlling the integration of DLT in matters of public interest, such
as transport [59, 166], energy [48] or agriculture [145], should be avoided. The research
represents a small step forward in the accomplishment of this objective by establishing a
precedent on the interoperable integration of institutional supervision in large-scale private
blockchain environments.
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1.5 Research Design

The research methodology should be aligned with the addressed knowledge gap , as well
as the scientific and societal contributions expected from the research. This section covers
the available research approaches and the selection of the most appropriate methodology.
Lastly, the secondary research questions and their link to the research phases are presented.

1.5.1 Research Approach

Since BCT is a developing research field and its range of applications wide, there is a lack
of research frameworks tailored to the characteristics of all application domains [44]. The
research combines the understanding of logistic processes, the data acquisition procedures
of European customs, and the implementation of state-of-the-art ICT to preserve data pri-
vacy requirements across supply chain actors. The heterogeneity of approach angles makes
it interesting to compare the alternatives that best fit each field included in the problem.

The first option is to use the logistical background of the problem as reference. There has
never been consensus on the preferred research practices in this field, which vary from very
detailed modelling techniques for simulation studies aimed at optimizing processes, to sur-
veys and other qualitative methods related to organizational sciences aimed at covering the
strong managerial implications of the field [67]. However, although one of the potential
long-term benefits indirectly associated with the research includes the improvement of pro-
cess performance - port terminal efficiency, for instance - the source problem does not reside
in modelling in detail the ecosystem of logistic processes in which the solution will be im-
plemented. For this reason, this is thought to be an invalid research approach.

Another option is to consider the problem to belong to the information systems research,
which is the study of ICT, software and data systems to carry out specific tasks and interact
with a number of entities in varied organizational and social contexts [19]. Among the pos-
sible subcategories found within information system research, the work system view by Alter
[7] represents the essence of the problem at hand: "an information system whose process and
activities are devoted to processing information, that is, capturing, transmitting, storing, retrieving,
manipulating, and displaying information" (pp. 451).

This view focuses on how information artefacts, in which a number of actors are engaged,
can be supported by innovative ICT, which describes the core of the problem treated in
this research. Under this view, there are two main relevant information system research
approaches worth discussing: action research and design science research. Action research
entails focusing on problems with complex and direct implications in socio-technical sys-
tems and the human context, rather than the design of information system artefacts and
their detailed technical characteristics [84].

On the contrary, design science research is suitable for the assessment of technically driven
problems, and can be considered as the dominant approach in the discipline of information
systems [40]. It is considered a valuable tool for bridging the gap between new relevant
application environments and unexplored areas of the field’s knowledge base using rig-
orous design practices [140]. Furthermore, literature shows that the design science research
methodology has been systematically adopted in a considerable number of blockchain stud-
ies, having proved to be particularly useful in revealing adoption drivers and hindrances of
novel blockchain applications [136]. This arguments are considered sufficient to justify the
use of the design science research methodology in the research.
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1.5.2 Research Framework

The chosen outcome based research approach can be described from two perspectives: a
framework for the research methodology itself and a framework for the scientific and prac-
tical nature of the problem being addressed. This section elaborates on these two frame-
works and their application in the proposed research topic. The research context framework
shown in Figure 1.2 captures the essence of the design science methodology. It represents
the interaction between the application environment of the researched artefact and the sci-
entific knowledge base. The design science approach allows to capture the business and
institutional needs of a practical problem-solving space, while keeping the design bounded
by an academically relevant scope of work.

FIGURE 1.2: Research context framework, adapted [173].

The environment contains the application domains of the envisioned solution from differ-
ent levels of detail, ranging from the digitization of trade to the technical nuances of ledger-
based data access and distribution for border control. The functional requirements of the
solution originate from this environment layer and is used to monitor the suitability for its
assigned application. Similarly, the non-functional requirements of the solution originate
from the knowledge base, which includes the scientific foundations of the academic disci-
plines covered in the research, such as supply chain visibility or data pipeline models using
the latest ICT. This means that the combination of available scientific knowledge and the
experience of TNO, TU Delft industry experts will be used iteratively. The next step is intro-
ducing the research methodology shown in Figure 1.3.
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FIGURE 1.3: Design science research methodology framework [90].

1.5.3 Research Phases & Questions

Based on the book "An Introduction to Design Science" [90], this subsection introduces the
work performed in each phase of the design science research framework and their associated
research questions.

Problem Explication

In this phase, the practical problem must be broken down into narrower sub-problems. By
means of extensive literature review, document analysis and the consultation with TNO
experts, a deeper analysis of the problem at hand will be gained. This will be done by an-
swering the following research question:

RQ1: What is the relationship between supply chain visibility, import declarations and the
risk assessments performed by customs administrations?

• How is data shared between supply chain stakeholders?

• How is declaration data shared between supply chain stakeholders and European customs?

• What is the role of blockchain technology in supply chain visibility?

By assessing these sub-questions, a deeper understanding of the current data exchange pro-
cedures will be gained. Also, by answering the second sub-question, a clearer definition of
the current data confidentiality constraints will be achieved. The last sub-question will show
the current data exchange used, as well as examples of interaction between customs and en-
terprises using BCT. During this phase, the advantages and disadvantages of using meshed
ledger networks in the research context will be explored from a technical perspective, and
the suitability of the available ledger technologies supporting meshed configurations will
be further assessed.
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Requirement Definition

The design directions are narrowed down in this phase to arrive at a sufficiently constrained
design space. The following research questions are aimed to obtain a detailed description
of the application context and design functionalities of the data sharing architecture. RQ2
refers to the technical specification in terms of data sovereignty:

RQ2: What are the design requirements to preserve the data sovereignty of supply chain
actors when creating links to data stored in multiple ledgers?

The following research question refers to the interoperability requirements. Given that cus-
toms administrations needs to interact with platforms that use multiple blockchain tech-
nologies, the must be able to share partial views of the internal state of their platforms:

RQ3: What are the design requirements to allow multiple blockchain platforms to share
interoperable links to their ledger states?

Based on these requirements, the suitable architecture components and the logical relation-
ships between them can be further developed in the next research phase.

Design & Development

During this phase, the actual artefact is created. The requirements and knowledge collected
during the previous phases will be converted into concrete architecture components. The
outcome of this phase is the main deliverable of the research, and is expected to consume
the most time. An extensive literature review on distributed information systems and the
analysis of the documentation of currently available solution will be used to achieve this,
and answer the following research question:

RQ4: What architecture components can used by customs administrations to gather decla-
ration data stored in multiple commercial blockchains?

Demonstration

These next phase is the demonstration of the data sharing architecture. It intends to show
that the design can be applied successfully beyond the conceptual plane to solve a practical
problem. This is addressed by means of an illustrative real-life case [90] in order to answer
the following research question:

RQ5: How would the current import declaration procedure be implemented using the peer-
to-peer data sharing architecture?

Evaluation

The evaluation of the design is the last research phase. Its goal is to assess whether the
proposed architecture complies with the requirements specified in the Define Requirements
and the extent to which is a feasible solution in practice. First, the design fit will be evaluated
by comparing the design decisions documented in the Design & Development phase with the
design requirements identified in the Requirement Generation phase. Then, an expert will be
interviewed to assess the relevance and feasibility of using the data sharing architecture for
the proposed application. The outcome of these two activities will be used to answer the
following research question:
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RQ6: Does the data sharing architecture comply with the requirements to a sufficient extent
to be considered a feasible solution that contributes to the application domain?

The research is concluded with a rigorous documentation of the work performed and a
reflection on the limitations of the final deliverable. Also, based on the key findings, rec-
ommendations for future research opportunities to be carried out in next iterations of the
design will be also discussed.

1.5.4 Data Collection

Regarding the initial motivation of the research, PROFILE stakeholders provided a descrip-
tion of the practical needs in terms of the desired solution functionalities. TNO and TU Delft
experts provided recommendations on the preferred scientific models and guided the tech-
nical design phase. It is the researcher’s duty to critically assess these recommendations by
comparing them to existing literature and prediction on industry practices.

The research activities involves a good understanding of the current European customs pro-
cedures, customs regulations and underlying logistic activities performed by private enter-
prises. Regulation decisions and European strategic reports are used to complete the aca-
demic knowledge found in journals. The latter provide insights on the link between design
approaches and industry practices. Both will be used in order to answer RQ1, RQ2 and RQ3.
Another source is the documentation of ledger technologies used by commercial blockchain
platforms. Open source documentation and white papers are available to understand the
components of existing architectures linked to logistic data management. These will be
used mainly to discover design directions and answer RQ4. Document analysis will play a
fundamental role in bridging the gap between practical relevance and scientific innovation.
Therefore, a combination of literature reviews and document analysis is used throughout
the entire research. An overview of the research methods and the data collection strategies
is presented in Table 1.1.

TABLE 1.1: Overview of research methods and data sources.

Research Activity Research Method Data Sources
Explicate Problem (RQ1) Literature Review and Doc-

ument Analysis
Academic Journals & Euro-
pean Regulation

Requirement Definition
(RQ2 & RQ3)

Literature Review, Expert
Surveys and Document
Analysis

Academic Journals, Regula-
tions, Technical Documen-
tation, Expert Network

Design & Development
Artefact (RQ4)

Literature Review and Doc-
ument Analysis

Academic Journals, Expert
Network and Technical
Documentation

Demonstration (RQ5) Use Case -
Evaluation (RQ6) Requirement Analysis and

Expert Interview
Expert Network and Euro-
pean Regulation

1.5.5 Research Flow Diagram

A detailed research diagram with the research activities performed and the outcome of the
research questions is presented in Figure 1.4. The diagram also includes the data collection
and research method used in each phase.
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FIGURE 1.4: Research flow diagram.
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Chapter 2

Problem Explication
This chapter presents a detailed problem statement to answer RQ1: What is the relationship
between supply chain visibility, import declarations and the risk assessments performed by customs
administrations? It will help understanding the opportunity to adapt declaration procedures
to logistic data flows in the new blockchain platform ecosystem. The supply chains enter-
ing the EU are covered in section 2.1. The commercial relationship between supply chain
stakeholders is covered in section 2.2. The flow of contractual information is covered in sec-
tion 2.3. The customs declaration process and the confidentiality issues that emerge from
different data flows are covered in section 2.4. An introduction to the data pipeline con-
cept and its relevance in public-private data sharing is covered in section 2.5. Finally, an
introduction to BCT, its application in supply chains and its role in the integration of supply
chain management and the latest regulatory supervision strategies for trade is covered in
section 2.6.

2.1 Structure of Supply Chains Entering the EU

The global trade scene through which goods are imported into the EU includes innumerable
combinations of transport modes, shipping routes and cargo transfer movements around
and across European and international customs. The physical flow of maritime cargo can
be generalised as a discrete event sequence that all goods must go through before entering
European territory. This process occurs in the logistic domain depicted in Figure 2.1.

FIGURE 2.1: Logistic domain for EU imports, adapted [60, 128].

The seller of goods starts the shipping process from a Place of Acceptance (PLA) towards
a Place of Delivery (PLD), where a buyer expects the transported goods. However, the
commercial transactions between these parties are not linked to the production of logistic
event data, as other intermediaries are the ones directly involved in the transportation of the
goods and the subsequent import, export and carriage responsibilities. This section focuses
on the latter, which are presented in more detail in section 2.2.
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The PLA-PLD segment represents the goods track, where individual cargo, such as parcels,
can be monitored. The goods are then transported to a grouping center (GC), also known as
stuffing center, where they are rearranged or repacked and assigned to a container, which
will probably carry goods from different sellers. The container is then transported to the
Port of Loading (POL). This is the first moment in which customs administrations are in-
volved, in this case, the customs office of a non-member state. Once a container has been
loaded into a vessel it might be transshipped, meaning it can be shipped to an intermediate
destination. This can be the case of a container terminal acting as hub for a shipping line,
which is referred to as Port of Transshipment (PoT). Throughout this process, a container
might visit more than one PoT outside the EU and be carried by a number of vessels. There-
fore, the tracking of the containers is linked to the itinerary of these vessels.

Eventually, the container arrives to a Port of Discharge (POD). Here, the appropriate secu-
rity and safety risks analysis is be performed by an European customs administration (see
section 2.4) known as Customs Office of Entry (COFE), and possibly transshipped domes-
tically to a European port of unloading. The customs office at the latter is referred to as
the Customs Office of Unloading (COU). It must be noted that the COFE and COU can be
identical, although a distinction is made for sake of completeness. The possibility of this dif-
ference can have a large role in the effectiveness of customs risk assessments, which will be
discussed in more detail in section 2.4. Lastly, the container is transported to the stripping
center (SC), where its cargo is unpacked and prepared for distribution to the PLD.

The logistics domain is used as reference to construct logistic events through associations
between physical objects in time (a container being unloaded from a vessel) or between
physical objects and locations (a container arriving to a terminal). These events might be
built from historic data, represent real-time stakeholder interactions or be estimations for
the execution of these interactions in the future. Each of these import supply chain tracks
or legs represent different groups of stakeholders and data sharing processes, as well as
requirements for their synchronization [128].

2.2 Interaction between Supply Chain Stakeholders

In order to understand the relationship between the cargo flow tracks identified in Figure 2.1
and the exchange of information, the functions and typical commercial relationships be-
tween EU import stakeholders are covered in this section. For instance, while the goods
imported by enterprises are identified individually within the goods track, the pallets trans-
ported in a container are associated to this container´s itinerary for further reference beyond
the GC. This involves complex coordination with a number of intermediaries shown in Fig-
ure 2.2, whose duties and responsibilities are important to clarify.

Although the stakeholders covered in this section might act as sellers or buyers, the func-
tions and responsibilities of entities engaged in sales agreements behind the movement of
goods are not included in this section. These contracts do not play a leading role in the
exchange of physical logistic data, but the legal mechanisms by which sellers, buyers and
shippers interact are very relevant in terms of data confidentiality and should be also taken
into account, as covered in subsection 2.4.3. The overlap in roles in Figure 2.2 may vary
largely between commercial transactions initiated through e-commerce platforms, such as
individuals ordering items from an online store, and private international supply chains,
where enterprises sell and ship goods to its own business divisions in other countries.
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FIGURE 2.2: Stakeholder map for EU imports (solid: value delivery relation,
dashed: data flow for process synchronization), adapted [166].

Regardless of the commercial character of these transactions, the physical flow of goods
starts with a consignor or shipper, who establishes a contractual agreement known as con-
tract of carriage (or contract of affreightment) with a carrier for the movement of goods
towards a consignee or receiver. The consignee is the person entitled to take delivery of
the goods, while the receiver is to whom the goods are physically delivered at the PLD [30,
176]. Although these two entities might not be the same, the terms are sometimes used in-
terchangeably in maritime transport. section 2.3 covers the relevant aspects of contracts of
carriage and their role in the exchange of data between supply chain stakeholders.

International shipping can become an organisational burden exposing enterprises, both
large and small, to error and delay risks [161]. Due to the complex customs formalities and
procedures to obtain cargo slots with shipping lines, exporters and importers usually make
use of freight forwarders to deal with the logistic arrangements behind international cargo
transport. Their existing relationships with shipping lines and their experience managing
customs procurement in different countries make freight forwarders a key intermediary be-
tween the exporters, importers and deep sea shipping companies.

In the context of entry of goods into the EU through maritime traffic, a carrier is defined in
the Union Customs Code as "the person who brings the goods, or who assumes responsibility for the
carriage of the goods, into the customs territory of the Union" [53]. In other words, the carrier is
the actor transporting goods from the POL to the POD. There are different types of carriers
operating under varied contracts and with different responsibilities. A distinction between
the carrier agent and the main carrier will be made for clarification purposes.

The term carrier agent will be used as the party responsible for managing the transport of
goods from the PLA to the POL (pre-carriage) or from the POD to the PLD (on-carriage),
sometimes including the booking of container and cargo slots. The pre-carriage and on-
carriage can be executed with a range of modes, including road, barges or rail via intermodal
freight terminals. The selection of the pre- and on-carriage modes will depend on the type of
cargo transported (containers, bulk materials or dangerous goods) and the type of terminals
at the POL and POD. If these are arranged and performed by the consignor, the consignee
or a third party carrier agent, the process is called merchant-haulage. If they are arranged
directly by the shipping line, the term used is carrier-haulage.
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On the other hand, the main carrier, normally a the shipping line, refers to the operator of the
mode of transport by which the goods enter the EU. Its functions focus on the organization
of vessel operations, such as planning docking schedules with stevedores or synchronising
cargo unloading with the port terminal authorities. The rise of vessel-sharing pacts and al-
liances between shipping lines has made it also necessary to explicitly differentiate between
main carrier and shipping line. Two shipping lines operating different routes might decide
to share their vessel capacity, leading to vessels carrying containers tied to the carriage con-
tracts of external shipping lines.

When a main carrier does not operate its own fleet of vessels it is known as a non vessel
operating common carrier (NVOCC), acting as carrier to the shipper and as shipper to the
vessel-owning carrier. In terms of cargo responsibilities towards the shippers, these follow
the same contracts as shipping lines, and normally lease large amounts of vessel space, but
remain as accountable party in a number of billing procedures (see section 2.3 for a detailed
analysis). These scenarios entail data-sharing arrangements to comply with the European
customs declaration requirements discussed in section 2.4.

NVOCC’s are commonly mistaken with freight forwarders. Both may book vessel capacity
for reduced shipping rates (slot chartering) or offer warehousing services, either in-house or
via third parties. Their main difference is the infrastructure ownership and their responsi-
bilities towards the consignor or consignee. NVOCC’s operate their own fleet of containers
and are obliged to adhere to carriage agreements as main carriers, while freight forwarders
limit their services to acting on agency of their clients to increase the bureaucratic and finan-
cial efficiency of their shipping activities. The value delivery of freight forwarders resides
on their access to a deep network of carrier agents and shipping lines to provide dynamic,
secure and cost efficient point to point shipping solutions. Ideally, the only point of con-
tact of a shipper will be its freight forwarder, who should unilaterally facilitate the complex
interactions between the stakeholders discussed in the previous paragraphs.

2.3 Flow of Contractual Information in Transport Chains

The stakeholders described in section 2.2 use contracts of carriage. To facilitate their fulfill-
ment, the bill of lading (B/L) is a document used to legally bind the activities of supply chain
actors [174]. Since their ultimate purpose is to ensure the delivery of goods at a destination
to the person entitled to take delivery [150], the rules for issuing a B/L are very relevant
in the digitization of trade information sharing. Storing and forwarding B/L’s containing
sensitive commercial information, such as goods classification, invoice value, sales contract
terms, signatures or vessel voyage [148, 187], has strong data sovereignty implications as
discussed later in subsection 2.4.3. Understanding the B/L issuing process is thus of special
interest for the research, both in terms of data privacy and, as discussed in section 2.4, the
European customs declaration process.

The practical function of a B/L is to confirm goods are shipped on a specific vessel and port
for delivery to a named destination, showing evidence of the contract of carriage by reflect-
ing the terms on which the goods are transported [150]. A B/L can be a negotiable document
of title to the goods, meaning it provides a legal guarantee that the lawful recipient can ex-
ercise the right to demand delivery of the goods from the main carrier [38]. A simplified
version of the issuing process is shown in Figure 2.3. Once goods have been received by the
main carrier, he issues a B/L to the consignor via a freight forwarder. This means that the
document is filled and signed by the main carrier, although other parties, such as a freight
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forwarder or other agents, may fill the document with the carrier’s consent [53]. Then, the
B/L is shared with the consignee via the import freight forwarder, which hands in the B/L to
the carrier’s counter-party at destination in order to unlock and receive the goods. This sim-
plified approach may be valid for scenarios with a reduced number of stakeholders, such as
when carrier-haulage is used or when the freight forwarder acts as intermediary for bureau-
cratic coordination. This can be the case in large private supply chain governance structures,
where the different stakeholders represent divisions of the same entity.

FIGURE 2.3: Simplified bill of lading issuing process, where dashed lines in-
dicate other data flows for process synchronization.

However, a shipper can engage in an initial contract of carriage with a NVOCC, who then
enters a secondary contract of carriage with a shipping line. In this situation, a B/L serves as
evidence for agreements other than a contract of carriage between shipper and main carrier.
This legal mechanism ensures that the shipper can take advantage of the specialized services
of particular companies with the certainty that the right to obtain delivery of the goods will
be eventually transferred to the buyer, with whom a commercial duty is held. This is the
case when the main carrier is not the vessel operator, under complex multimodal merchant-
haulage contracts, or when a vessel is leased under a charter-party agreement [124]. As a
result, a sequence of B/L’s can be issued by different stakeholders downstream the supply
chain based on the commercial nature of the underlying contracts being endorsed. The
resulting contractual information flow during the issuing process is depicted in Figure 2.4.

FIGURE 2.4: Bill of lading issuing process, where dashed lines indicate other
data flows for process synchronization.
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This diagram represents an initial mapping of the physical goods flow occurring in the logis-
tics domain, described in section 2.1, into the private side of the digital data exchange across
supply chains entering the EU. First, a freight forwarder or NVOCC (forward agent) issues
a House Bill of Lading (HB/L) to the consignor once the latter has handed over the goods.
In a HB/L the official shipper and recipient are normally the consignor and the consignee,
and represents the contract of carriage between the consignor and the forward agent. The
forward agent will be responsible for ensuring the goods reach the recipient.

After the main carrier has received the goods from the forward agent on behalf of the con-
signor, a Master Bill of Lading (MB/L) is issued. In a MB/L the forward agent is listed as the
shipper, while its counter-party at destination is listed as the recipient. Similarly to the HB/L,
the main carrier is now responsible for ensuring the goods are handed over to the forward
agent’s representative in the import side. This shows the aforementioned intermediary role
of the forward agent, who acts as shipper to the main carrier and as carrier to the shipper.

The forward agent at import side must then show evidence of its lawful recipient status
in order to unlock the goods, which is done by presenting the MB/L issued and signed by
the main carrier. In exchange, the main carrier issues a Delivery Order (D/O) to allow the
forward agent to access the goods. The original consignee must still show the HB/L issued
by the forward agent at export side, which in turn produces a second D/O with which the
consignee can finally take possession of the goods.

As shown in Figure 2.4, the different B/L’s need to be shared between stakeholders to facili-
tate the flow of goods. Certified post has been traditionally used for the exchange of original
versions of these documents, but the need to cope with increasing trade by improving the
efficiency of supply chains resulted in an industry-wide effort to migrate towards electronic
document exchange alternatives during the last two decades. An example is the difference
between goods being shipped after payment or goods being paid after delivery. Throughout
the payment verification process, B/L’s are used, among other documents, to regulate such
contract characteristics (see subsection 2.4.3). In this context, it is possible to encounter the
scenario in which the goods, already paid by the recipient, arrive earlier than the original
B/L. This can delay the transit of goods unnecessarily, create additional costs in customs pro-
cedures and temporary storage, and decrease the container throughput of terminals.

A solution for this type of issue is the Straight Bill of Lading (SB/L), which is a non-negotiable
document (must not be transferred) and it’s normally used in cases where the goods are
being shipped between divisions of the same company or when the goods are shipped as a
donation. This process might resemble Figure 2.3. However, when using SB/L’s, stakehold-
ers are still vulnerable to a number of miss-delivery risks, as well as banking and insurance
frauds. Therefore, negotiable or non-negotiable B/L’s are used at discretion of the consignor,
who must evaluate the risks of the transaction and perform a safety-efficiency trade-off.
This is an excellent example to showcase the added value of implementing DLT, particu-
larly BCT, in the automation of supply chain data exchange.

By eliminating the need for such trade-offs, all parties involved in supply chains entering
the EU, including European customs, can leverage a number of benefits. Besides the obvious
ones, such as faster access to more and better information, these include a global and trans-
parent chain of cargo custody and traceable documentation of compliance with improved
data access and authenticity control [32]. This section has summarized part of the essential
logistic contract data exchange in the private sector, from which customs administrations
can extract very valuable information to perform better risks assessments.
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2.4 Customs Data Declaration in the EU

Before goods enter European territory, customs administrations must perform a risk assess-
ment. Based on the result, positive or negative loading permission is granted, or physical
inspections are planned [53]. By means of these risk assessments, it is decided whether the
arrival of the goods entails a risk that surpasses an acceptable threshold.

2.4.1 European Customs Risk Assessments

There are a number of ways incoming goods may suppose a threat to the EU and its mem-
ber states. Different type of customs frauds can have economic, social, health or security
consequences [148, 128]. Therefore, the methods used to assess levels of threat and to estab-
lish risk thresholds can vary largely per fraud. This is also the case between member states,
which despite engaging in common economic and trade policies still exercise their right to
use the fraud prevention models they deem more suitable to protect their national interests.

Although it is known that member states do not make use of the same risk assessment
methodologies, there is an interest in finding paths towards deeper collaboration between
their customs administrations [59]. This is not only due to shared economic interests and
trade strategies, but in sufficiently similar identities enabling trust in security matters with
profound social and cultural implications. Nonetheless, it is publicly acknowledged that the
detection rates of customs procedures are constrained to a great extent by limited customs
manpower, as well as the fact that excessive inspections would dangerously decrease the
competitiveness of European ports [128]. This creates the need for enhanced passive risks
assessments that do not interfere with terminal operations more than necessary. The PRO-
FILE project is an example of such joint initiatives searching for innovative data-sharing
technologies to bring European customs and port governance models closer [109, 128].

Under-valuating goods to avoid import tariffs, deliberately miss-classifying cargo or lying
about its provenance are common import and export frauds encountered by customs ad-
ministrations [87]. Interestingly, the detection of customs frauds can be closely linked to the
B/L’s described in the previous section. Complex fraud schemes can be engineered around
weaknesses during the issuing of B/L’s, the processing of the information they contain and
the authentication of their provenance [69]. As a result, regulations on the customs declara-
tion process are tightly linked to the interaction with B/L issuers [55]. This is evidence of the
strong link between information sharing with supply chain actors and border protection,
upon which the aforementioned interest to connect European customs has built up.

2.4.2 Entry Summary Declaration

The research does not intend to focus on the nuances behind the risk assessments them-
selves, but on the preceding customs declaration procedure, in which all actors mentioned
in section 2.2 take part, either directly or indirectly. To that end, the remainder of the section
focuses on the nature and purpose of the Entry Summary Declaration (ENS).

The ENS is formally described in the Union Customs Code as "the act whereby a person informs
the customs authorities, in the prescribed form and manner and within a specific time-limit, that
goods are to be brought into the customs territory of the Union" (Article 5(9)) [53]. This applies
to all goods with some exceptions: electrical energy, goods entering by pipeline, items of
correspondence, personal travel baggage, nonhazardous goods entering directly from off-
shore installations operated by a person established in the EU, and other cargo categories
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ruled by national security and diplomatic treaties, are exempt from lodging an ENS upon
arrival [54]. Simply put, an ENS is required for those goods being moved under a transport
contract, which refers to the contracts of carriage discussed in detail in section 2.3.

Similarly to a B/L, there is a person responsible for submitting the ENS, but other persons
may participate in this process with the consent of the declarant. The term declarant refers
to the person lodging the ENS or the person in whose behalf it is been lodged [53]. In the
case of deep sea containerized shipping, the responsible declarant is the person assuming
responsibility for the carriage of the goods, i.e., the main carrier issuing a MB/L operating
the final vessel entering the EU. Agents commonly involved in the filling of ENS are freight
forwarders and NVOCC’s, although the exact distribution of lodging tasks are agreed pri-
vately among the relevant stakeholders, and often change with the characteristics of the
underlying contracts of carriage for practical reasons.

The goods covered by an ENS are those unloaded in European ports and those consigned
elsewhere and remaining on-board during European port calls [55]. The ENS must be de-
clared to the first customs administration encountered by a vessel on its itinerary, referring
to the COFE described in the logistics domain of Figure 2.1. The lodging must be completed
up to 24 hours before the loading of the goods on the vessel, which does not count for-
eign transshipment ports [53]. For example, if goods will travel from China to Singapore,
be loaded into a second vessel, and then travel to the COFE, the declaration of the China-
Singapore route is not mandatory. However, if the vessel travelling from China to Singapore
and from Singapore to the COFE is the same, such itinerary must be included in the ENS.

The declaration is rather straightforward, as shown in Figure 2.5. The declarant submits the
ENS to the COFE, who is in charge of performing the risk assessment (RA) and sharing it
together with the ENS with the pertinent COU. For cargo staying on-board during all port
calls within the EU the ENS must only be lodged at the COFE, who will filter the relevant in-
formation needed by the COU. Also, in case a RA shows evidence that such on-board cargo
poses a threat, the scheduled COU’s will be informed by the COFE.

FIGURE 2.5: Combined entry summary declaration and bill of lading sharing,
where dashed lines indicate other data flows for process synchronization.
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Lodging the ENS directly to the COU is also a possibility included in the regulation, "pro-
vided that the latter immediately communicates or makes available electronically the necessary par-
ticulars to the customs office of first entry" [53]. Shipping lines are normally reluctant to do
so, given that the COFE is still responsible for performing the RA, processing arrival noti-
fications and emitting "do not load" warnings [54, 55]. Since not all member states support
COU lodging, carriers tend not to make use of it. This is because they prefer to maintain a
unique and standardised process compatible with their clients´ and collaborating partners´
activities regardless of the final cargo destination.

As explained in chapter 1, the private logistics sector is moving towards digital platforms
for the exchange of information and documents [168]. The presented B/L issuing ecosystem
is one of the processes envisioned to be fully digitized in the near future [32], and European
customs want to leverage this new trends to incorporate ENS lodging and processing fea-
tures [59]. This can be seen in the evolution of customs legislation. The Union Customs Code
[53] has been recently updated in order to facilitate the interaction of European customs
with commercial data-sharing platforms. This is reflected on the two following articles:

127(7): "Customs authorities may accept that commercial, port or transport information systems
are used for the lodging of an entry summary declaration provided such systems contain the

necessary particulars for such declaration [...]."

127(8): "Customs authorities may accept, instead of the lodging of the entry summary declaration,
the lodging of a notification and access to the particulars of an entry summary declaration in the

economic operator’s computer system."

This new declaration approach adopted by the European institutions fosters the exchange
of electronic documents through more efficient information systems. Figure 2.5 refers to
the process followed for a specific ENS. In practice, a shipping line must submit a large
number of ENS’s corresponding to a large number of B/L’s. Unless all cargo slots has been
heavily booked by the same NVOCC or the vessel is being operated under a charter-party
agreement to transport large amounts of goods for the consignor, it is very probable that the
main carrier will deal with a document declaration decision-making problem. This scenario
is depicted in Figure 2.6.

FIGURE 2.6: Entry summary declaration sharing between European customs.
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Given the abundance of B/Ls associated with the arrival of a large vessel, the main carrier
decides the level at which ENSs are constructed. From one ENS for each B/L issued to ENS
covering all B/Ls issued (or any combination in between) are alternatives the main carrier
can choose from. These decisions vary with the total number of B/Ls issued and the complex-
ity of the itinerary of the vessel, and can greatly affect how the European customs, specially
the COFE, should disseminate information towards other customs offices (COUs).

The necessity of upgrading document exchange procedures between customs administra-
tions and trade actors can also be seen in the case of diversions in vessel itineraries. After
an ENS has been lodged in a COFE, it is possible to amend and/or update the ENS infor-
mation when the scheduled vessel itinerary suffers changes. The main carrier must then
inform the originally declared COFE of the changes through a diversion notification [55].
The original COFE must also forward all the relevant ENS information and RA results to
the newly appointed COFE. This does not include goods that may have previously satisfied
the declaration requirements for goods calling European ports under a transit procedure or
goods being temporarily unloaded in order to accommodate other goods in the vessel [53].

The recursive nature of many B/Ls and their associated contracts of carriage creates a water-
fall of declaration duties. Every time a B/L is issued, the responsibility to enable the smooth
transfer of goods between actors moves downstream, as well as the responsibility to submit
accurate and legitimate customs declarations. However, the obligation to make the neces-
sary information available stays at the bottom of the B/L issuing chain. This is reflected on
the Union Customs Code Delegating Act [54] as follows:

112(1): "Where, in the case of transport by sea or inland waterways, for the same goods one or more
additional transport contracts covered by one or more bills of lading have been concluded by one or

more persons other than the carrier, and the person issuing the bill of lading does not make the
particulars required for the entry summary declaration available to his contractual partner who

issues a bill of lading to him [...], the person who does not make the required particulars available
shall provide those particulars to the customs office of first entry [...].

Where the consignee indicated in the bill of lading that has no underlying bills of lading does not
make the particulars required for the entry summary declaration available to the person issuing that

bill of lading, he shall provide those particulars to the customs office of first entry."

This system allows exporters and importers to leverage the services of freight forwarders
and shipping lines, and outsourcing customs declaration procedures. At the same time,
companies avoid being exposed to customs compliance risks in case information is hidden
or omitted to them by those to whom they issue a B/L. Therefore, a formal notification of the
issuing of a B/L from the issuer to the recipient is also needed. In fact, the B/L issuing chain
itself must be declared if the natural information flow downstream the chain does not occur.
This is reflected on the Union Customs Code Implementing Act [55] as follows:

184(1): "[...], the carrier and any of the persons issuing a bill of lading shall, in the partial dataset of
the entry summary declaration, provide the identity of any person who has concluded a transport

contract with them, issued a bill of lading in respect of the same goods and does not make the
particulars required for the entry summary declaration available to them.

Where the consignee indicated in the bill of lading that has no underlying bills of lading does not
make the required particulars available to the person issuing the bill of lading, that person shall

provide the identity of the consignee."
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2.4.3 Role of Trade Confidentiality in Transport Operations

Data provided to customs administrations is protected by professional secrecy [53]. An ENS
contains different types of information, some of which might be considered more or less
sensitive. Regardless of the perceived level of sensitivity, all data provided to European in-
stitutions to be used during customs procedures is legally recognized as strictly confidential.
Therefore, the information gathering and dissemination systems used in these procedures
must adhere to the data protection provisions in force, as specified in the Council Decision
of 2009 on the use of information technology for customs purposes [39].

Besides the actors enabling the physical transfer of goods across supply chains, there are
entities responsible for underpinning trade transactions from a financial perspective. These
play an essential role in the facilitation of trade, and include banks, insurers, credit institu-
tions and other forms of trade financiers [59, 69]. They are responsible for issuing a type
of document known as a Letter of Credit (L/C) [161]. It is considered the most important fi-
nancial instrument used in international trade, working as a conditional payment guarantee
with respect to the commercial contract between the shipper and the receiver of goods [17].
The transaction cycle of a L/C is tightly linked to the issuing of a B/L, as shown in Figure 2.7.

FIGURE 2.7: Letter of credit and bill of lading transaction cycle, adapted [17].

First, a shipper and a receiver enter into a commercial agreement, where the L/C is chosen
as payment method, which is common practice in international trade as a legal incentive to
protect payment obligations between trade actors [18]. Then, the receiver applies for a L/C
to an import financier who will issue such document reflecting the nature of the contract
of sale included in the commercial agreement [17]. After performing the pertinent due dili-
gence, the issuer forwards the L/C to the shipper through a trusted banking entity at export.

The shipper, being the seller or an agent acting on its behalf, can then assess whether the
terms in the L/C match the agreed contract of sale, propose necessary amendments, and pre-
pare the shipment of the goods. Then the shipper must present a valid B/L to the export
financier to be forwarded to the import side. After this step the shipper can prove compli-
ance with the contract of carriage and consider the payment as assured. Lastly, the cycle
is completed with the receiver, being the buyer or an agent acting on his behalf, access-
ing through the export financier the shipping documents necessary to unlock and claim the
goods. However, on top of the L/C mechanism used to settle the contract of sales between
the seller and the buyer, there are additional contractual obligations within the physical lo-
gistics domain that need verification before the goods can be released.
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Shown in Figure 2.8 are the relationships behind three conditions for goods release besides
the buyer-seller L/C settlement: commercial release, customs release and discharge [61].
Customs release refers to the fulfilment of all declaration obligations, such as the ENS, while
discharge is the physical availability of the goods at the port terminal. The commercial re-
lease can be more complex, and refers to the payment of the transport of the goods.

FIGURE 2.8: Contractual relations for terminal operations, adapted [61].

The payment guarantee for B/L’s issued between supply chain actors (see Figure 2.4) resem-
bles the L/C cycle. It involves the exchange of information between the main carrier, the
consignee’s agents and their financiers, which has been simplified in the figure as settlement
between the main carrier and the freight forwarder. This does not only apply to the final
release at POD, but also to the on-carriage transshipment legs towards the PLD [61].

As explained in section 2.3, the exporter can rely on the B/L to transfer responsibility once
a freight forwarder or shipping line has taken custody of the goods, and in doing so trans-
ferring liability downstream the physical supply chain. Similarly, by issuing a L/C the fi-
nanciers become liable for any damage produced if the L/C was to be used by an unlawful
recipient to conclude extra-official transactions [18]. As a result, trade financiers are directly
interested in the improvement of ICT systems to enhance confidentiality while accelerating
the exchange of information in the support of trade activities. This interest is also fueled by
the fact that a L/C can be a source of international commercial fraud [13].

Combining the analysis of the B/L issuing process (Figure 2.4), the European ENS lodging
procedure (Figure 2.5) and the L/C transaction cycle (Figure 2.7) reveals a hidden interaction
between contracts of carriage, customs regulations and trade finance. One of the conse-
quences is a very intricate web of contractual and regulatory responsibilities among traders,
carriers, banks and institutions [17]. This poses a grand challenge for European institutions:
allowing robust national security and organic economic development to coexist by estab-
lishing paths to collaboration and enabling transactions to occur in such complex ecosystem.
The data exchange in trade activities covered in the previous sections also shows the legal
and operational dependencies between the commercial releases throughout the cargo cus-
tody chain, the customs control at transport infrastructure and the financial due diligence
of trade through the L/C transaction cycle. The impact of these dependencies transcends the
commercial realm, affecting the efficiency of international transport itself and the safety of
services offered by financial institutions. As a consequence, the role of data privacy goes
beyond hiding sensitive sales information, and serves the much deeper purpose of avoiding
a distrust ripple effect across the entities responsible for prosperous, stable, legal trade.
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2.5 Digital Infrastructure & the Future of European Trade

The concept of trusted trade lanes (TTL) forms part of a regulatory supervision strategy that
can be used by European customs to navigate the data transformation that the logistics sec-
tor is undergoing [81]. They represent collections of transport activities carried out by a
group of enterprises connecting a source and a destination, in which supply chain actors
implement internal control systems that allow the detection and reporting of suspicious
events while complying with the requirements imposed by customs administrations [81].
The realisation of this new supervision strategy is envisioned as a potential solution to the
policy dichotomy European institutions are facing: improving regulatory compliance while
reducing the administrative burden to enterprises and facilitating trade [81].

There are two key figures identified within the new regulatory supervision model: unknown
traders and trusted traders [128]. Unknown traders are those declarants and supply chain
actors from which no real risk references can be extracted, being risk assessments completely
based on itinerary and cargo descriptions. On the other hand, trusted traders are entities that
voluntarily have subjected their internal business processes and ICT systems to an exhaus-
tive audit in exchange of simplifications in their declaration duties. Such system is already
used in the EU with the figure of Authorized Economic Operator (AEO), to which European
customs ensure "favourable treatment in respect of customs controls, such as fewer physical and
document-based controls" (pp. 5) [53].

In terms of regulatory supervision, a TTL falls under system-based regulation [81]. As op-
posed to more invasive regulatory supervision strategies - such as physical inspections in
container terminals - system-based regulation analyses more complex organisational pro-
cesses and certifies their adequacy towards a specific regulation [81]. In that regard, TTL’s
and trusted traders follow similar supervision strategies. For instance, a key requirement to
receive the AEO status is the demonstration by the applicant of sufficient control of his op-
erations by means of secure and trustworthy commercial and transport transaction records
[53]. A similar approach is applied to TTL’s, where the architecture supporting the exchange
of information does not only verify the compliance of an individual stakeholder. Instead,
the legitimacy of the commercial transactions and the movements of goods taking place in
the ecosystems described in the previous sections is guaranteed.

To this end, it is interesting to cover the concept of data pipeline, which was originally intro-
duced by Her Majesty’s Revenue and Customs and the Dutch Tax and Customs Administration as
an innovative solution to increase the visibility of the supply chains passing through their
borders [155]. In a nutshell, a data pipeline is a form of digital trade infrastructure connect-
ing public and private supply chain stakeholders [142]. It consists of different data sources
and information systems connected through a serial pipeline with the ultimate purpose of
enabling dynamic and secure inter-organisational information sharing [96]. A graphic rep-
resentation in the research context is shown as the Data & Document Layer in Figure 2.9.

Data pipelines are also intended to eliminate data redundancies and inaccuracies during
customs declarations [75]. This is achieved by ensuring that the information about compa-
nies, commercial transactions and movements of goods is gathered at the original source,
as far upstream the supply chain as possible [155]. The main benefit is avoiding data dis-
crepancies during audits performed by public institutions, making it easier for the latter
to cross-validate declaration data [49]. For example, customs could detect risks earlier and
with increased reliability [75] as data is shared through dedicated channels, which makes
tracing data back from transaction and logistic event logs simpler. A scenario avoided by
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trusted trade lanes is when a shipper deliberately undervalues transported goods. This is
done because the freight rates charged by carriers are associated to the liability risk they are
exposed to, which increases with the value of goods [75]. The shipper provides then a false
declaration and enters a secondary insurance to cover the risk. This would be difficult to
hide in a data pipeline connecting the main carrier, banks, insurers and customs.

FIGURE 2.9: Data pipeline concept, adapted [155, 166].

European customs have historically used the physical layer to gather the information for
risk assessments. This is due to the lack of sufficiently mature ICT systems able to differen-
tiate between the three layers proposed in the data pipeline concept and their interactions
[75]. The data pipeline approach has the potential to accelerate the transition towards a Eu-
ropean system-based custom supervision by re-using supply chain data for other purposes
than it was produced for, known as data piggybacking [162].

How traditional data-sharing procedures can be useful in today’s trade scene - such as the
issuing of a B/L and L/C-based transactions - have been called into question upon the dif-
ficulties for their integration in globally digitized commerce [13]. However, this perspec-
tive comes from a transaction-based supervision approach, in which individual transac-
tions are inspected instead of the context in which they are carried out [81]. Following the
new system-based supervision paradigm there is an on-going effort to develop ICT systems
based on BCT to automate the processing of L/Cs together with B/Ls and other shipping
documents [69], discussed in detail in subsection 2.6.3. This trend indicates that trade au-
dit mechanisms and the control of physical logistic processes are destined to come closer
in the near future, and that BCT will play a leading role in solving the new generation of
challenges to feed global trade lanes with high quality data [105, 110, 168].
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2.6 Commercial Blockchain Platforms

BCT is a very powerful tool to tackle the deployment, maintenance and governance of dig-
ital infrastructure - such as data pipelines - aimed at fostering the exchange of informa-
tion between private businesses and government authorities, also known as business-to-
government (B2G) communication [49]. It is specially useful for storing transactions se-
curely in ecosystems where complete trust between actors is not provided and relying on a
single authority to govern the infrastructure is not feasible or undesired [59, 168]. As dis-
cussed in section 2.3 to section 2.5, the digitization of the transport documents involved in
the customs declaration process is one of these ecosystems.

2.6.1 Introduction to Blockchain

In general, a ledger can be defined as a distributed data structure that contains entries act-
ing as digital records of actions [12]. Distributed ledgers are commonly used to enable the
concurrent editing of a shared digital asset or transaction system while maintaining its state
unicity [94]. A blockchain is a type of ledger-based database that creates a digital record of
transactions, where each of the blocks building a sequential chain is associated to a times-
tamp updated simultaneously by all the participants in the network [47]. Each block con-
tains the cryptographic hash of the previous block, from which the name blockchain ledger
originates. This process is shown graphically in Figure 2.10.

FIGURE 2.10: Data architecture in a blockchain network, adapted [194].

If this design is applied to a distributed computer network as shown in Figure 2.12, the
result is a peer-to-peer (P2P) network, in which every node keeps an independent copy of
the transactions executed [148], or at least a copy of the chain of their unique hashes, from
which the order of execution can be audited [47]. One of its features is immutability: the use
of cryptography makes it impossible for a single party to alter the history of transactions
once stored in the ledger [181]. The transactions are not only timestamped but also digitally
signed by the actors involved. Depending on the type of blockchain used, this can pre-
vent users form hiding their authorship or ultimately neglecting the liabilities associated to
their actions, also known as non-repudiability [164]. As blockchains function under strong
non-repudiation and record irreversibility principles, they are considered very secure data
storing systems [165] and particularly useful in regulation-driven processes [122].
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Besides preventing changes in the transaction record, entering fraudulent transactions that
mismatch the current state can also be avoided [164]. Every node in the network maintains
its own copy of the transaction history, so all nodes need to reach consensus on the state
of the ledger in order to achieve this. As opposed to a traditional centralised network like
Figure 2.11, there is no governing reference available to all nodes, which makes consensus
mechanisms a key element of blockchains [195]. The consensus mechanisms will dictate
whether a new transaction is accepted or rejected by a sufficient number of nodes, and ulti-
mately included into the ledger [148].

FIGURE 2.11: Centralised
network.

FIGURE 2.12: Distributed
network.

There are three main type of blockchains. Public or permission-less blockchains allow any
individual to become a node of the network [122], perform transactions and access the trans-
action history, which is mostly common for large-scale financial applications, such as Bitcoin
and Etherum [59]. Public blockchains require a consensus protocol based on a transaction
validation algorithm like the proof of work. These normally operate under reward policies for
those involved in the verification of legitimate transactions by solving cryptographic puz-
zles [195] and turning malicious activities unattractive in the process [148, 168].

On the other hand, the nodes of a private or permissioned blokchain belong to a closed con-
sortium of known users that control the addition of nodes to the network, which elevates
the power of non-repudiation [59]. Private blockchains are commonly used in business-to-
business (B2B) settings and tend to have more efficient consensus protocols, enhanced net-
work throughput and reduced transaction latency [194]. There are also hybrid blockchains,
in which a reduced number of nodes control the addition of new ones, as well as whether
the latter can access the transaction history or their ability to execute transactions.

2.6.2 Automating the Execution of Contractual Obligations

The term smart contract was coined by Nick Szabo in 1996 as a reflection on how legal sys-
tems are destined to evolve in the cyberspace era, particularly the role of cryptography in
the accomplishment of verifiable, private, digital transactions [115]. In the present, smart
contracts refer to agreements between stakeholders that are programmed and stored in a
blockchain to digitise assets or automate the execution of business transactions [144]. They
allow to define conditions, obligations and rights between stakeholders that can be activated
and enforced by information acquired through blockchain transactions [194]. A smart con-
tract is an interesting tool for the implementation of system-based regulatory supervision as
discussed in section 2.5, due to its vast potential to reduce fraud [148, 178, 194]. Some ex-
amples are certified origin solutions, dispute resolutions or smart documents to assist in the
cross-validation of declaration information and accelerate trade transactions [92, 148, 168].
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2.6.3 Electronic Transport Documents

As mentioned in section 2.5, BCT has the ability to reduce the complexity behind the B/L
issuing process (Figure 2.4), the European ENS lodging procedure (Figure 2.5) and the L/C
transaction cycle (Figure 2.7). Figure 2.13 shows a conceptual model for blockchain-based
document sharing, where the compliance of contracts of sales between exporters and im-
porters through a L/C, as well as the contracts of carriage between physical supply chain
stakeholders through a B/L can be verified. This is an example of how DLT-based architec-
tures are envisioned to enable trusted trade lanes by linking trusted data sets.

FIGURE 2.13: Conceptual blockchain-based document sharing.

This type of architectures for the support of digital transport documents, like electronic B/Ls
(eB/Ls), are already being used, but their legal functionality is limited and fails at conserving
their full negotiability (see section 2.3) across the complete logistics domain [69]. This creates
an unbalanced exposure to compliance and fraud risks between trade stakeholders. As
a result, currently available forms of digital assets integrated in blockchains can not yet
be considered fully reliable vehicles for critical documentation throughout supply chains
entering European territory nor for all the participants therein [121].

2.6.4 Blockchain-based Ecosystem for Supply Chain Data

Despite the benefits that new digital infrastructures may bring to an industry, it is difficult
to abruptly redefine deep-rooted practices around which regulations have evolved. Further
work on the standardisation and privacy of blockchain-based data objects is required be-
fore smart contracts for automated document processing are embraced as reliable solutions
for inter-organisational data sharing in the shipping industry [194]. Initiatives such as the
aforementioned TradeLens intend to close this gap by providing enterprises and institutions
with a single source of shipping data [82, 121].

However, existing solutions focus on specific supply chain segments. They do not capture
all the transactions executed throughout the complete logistics domain. For example, Trade-
Lens supports an ample ecosystem of actors, but focuses on ocean shipping and excludes
short-sea and air space activities (e.g., pre-carriage and on-carriage multimodal transship-
ment [188]. This reduces the visibility between enterprises and institutions and is one of the
reasons it is difficult to integrate information flows under the same blockchain architecture.



32 Chapter 2. Problem Explication

In addition, there is a lack of research on the use of smart contracts for the automation of
customs processes, such as the lodging of ENS [148]. The data pipeline concept shown in
Figure 2.14 emerges from this context, where the whole logistics domain is mapped into
continuous information flows. This way, companies and institutions can coordinate their
activities and expedite the verification of logistic milestones.

FIGURE 2.14: Proposed shipping data pipeline ecosystem, adapted [117].

Following the current trend for the development of supply chain data pipelines covering
the logistics domain partially, the evaluation of their integration is a very interesting first
step towards trusted trade lanes. Nevertheless, the data sovereignty and platform interop-
erability implications of this endeavour are still covered by uncertainty. The next phase of
the research is an exhaustive assessment of the requirements for the design of a peer-to-
peer data sharing architecture that enables the information flows between private business
partners and public institutions as shown in Figure 2.14.
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2.7 Conclusion

This chapter tried to answer how data is shared between supply chain stakeholders and
customs administrations. The document flow containing information about the contracts of
carriage governing the movement of goods has been analysed, and the role of blockchain
technology in improving the efficiency and transparency of this process has been discussed.
The following paragraphs provide answer to the research sub-questions and a concluding
answer to RQ1.

How is data shared between supply chain stakeholders?

The term data is very broad. The research has focused on the data included in documents
used for the development of commercial activities related to containerised shipping. Supply
chain stakeholders make use of contracts of carriage to agree on the terms for the transport
of goods. These agreements are laid down in bills of lading (B/Ls), which offer a legally
binding proof of the existence of the aforementioned contracts, and the subsequent respon-
sibilities between the parties involved. This document can be considered the cornerstone of
international trade. The concatenation of B/Ls is used to form trusted cargo custody chains
and take advantage of complex multimodal transport hubs. For this reason, a unique net-
work of stakeholders with business models built around the exchange of bills of ladings has
emerged in the last decades.

How is data shared between European customs administrations and supply chain
stakeholders?

The Entry Summary Declaration (ENS) is the declaration procedure used by European cus-
toms administrations when cargo is imported into the EU. The main carrier is responsible
for submitting a legitimate and complete ENS before cargo arrives to a European port. How-
ever, the information provided by the carrier in an ENS is nothing more than a selection of
data already present in previously issued documents (mainly different types of B/Ls) plus
additional information about the itinerary followed by the vessel before its arrival to the
European port.

Traditionally, cargo declarations were submitted directly to customs administrations as in-
dividual documents that aggregate all relevant information about the cargo transported by
a specific vessel. However, European customs regulations have evolved in the recent past
to allow carriers, or authorised entities acting on their behalf, to provide access to ENS data
in the form of links to private information systems.

What is the role of blockchain technology in supply chain visibility?

Despite the evolution of European regulation and the advancement in information tech-
nologies, the transport industry has faced challenges for the digitization of B/Ls. The highly
trustless nature of the interactions between supply chain actors and the lack of reliable tech-
nical solutions able to combine operational improvements with legal certainty has been pre-
venting transport processes from reaching its full efficiency potential.

Blockchain technology has proved its ability to reduce the friction of information sharing by
expediting the issuing and processing of B/Ls while guaranteeing the security of cargo own-
ership chains. This is the reason commercial blockchain platforms have gained popularity
in the shipping industry and show the potential to become the new industry standard for
B/L management.
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The data pipeline concept emerges from this trend, which envisions dynamic and secure
inter-organisational information sharing by leveraging the security and verifiability char-
acteristics of these platforms. Therefore, blockchain technology, and DLT in general, offer
data sharing incentives and promotes trust in the data provided by other entities. For this
reasons, it is envisioned as an enabler of supply chain transparency.

Answer to Research Question

This chapter has provided insight in a number of data sharing processes within and be-
tween private and public entities. A deeper understanding of the exchange of contractual
information between supply chain actors, the declaration process used by European cus-
toms administrations and the role of blockchain technology in the visibility of supply chain
data has been gathered to ultimately answer RQ1: What is the relationship between supply
chain visibility, import declarations and the risk assessments performed by customs ad-
ministrations?

Up to now, the only eyes customs administrations have counted with are customs entry
declarations. Their visibility of supply chains has been limited to the information provided
by the last hands cargo passes through before arriving to the EU, mainly shipping lines and
other logistic service providers. In the recent past, European customs have been willing to
trade-off the consistency of physical cargo inspections for the collection of high quality dec-
laration data. Shipping companies have been incentivised to share more information with a
relaxation of customs requirements and privileges in customs facilities.

Currently, the rise of commercial blockchain platforms is seen by European customs as an
opportunity to not rely solely on economic incentives to increase their visibility over supply
chains entering the EU. They envision an ecosystem in which a data infrastructure able to
provide a constant stream of high quality declaration data can be deployed. This would
have a direct impact on the reliability of customs risks assessments and the competitiveness
of the busiest European transport hubs. However, European customs should not take for
granted the effectiveness of interacting individually with this new generation of data shar-
ing service providers.

Regardless of the sophistication level of the data infrastructure used by public institutions,
there will be a limit to its effectiveness directly associated with private sector practices. Be-
fore data quality can be improved, an environment where entities are less reluctant to share
their information must be fostered. This can only be achieved by giving the keys to data
governance back to the producer of the data. It is such scenario that has the potential to
trigger an increase in stakeholder interactions due to less friction in information sharing,
which would eventually lead to a richer data landscape that has grown organically, and that
customs administrations could then leverage.

The default participation of customs administrations in all blockchain platforms could de-
crease the administrative hurdle of customs declarations to a certain extent. However, this
is not the answer for a long-term increase in terminal throughput and enhanced border con-
trol, as siloed information flows would still be destined to form. To avoid this, a different
way to communicate between private and public entities is needed. The main driver is thus
equipping the users of commercial blockchain platforms with the technical capabilities to
generate verifiable links to trusted data, which can then be used by customs administra-
tions to perform their institutional duties.
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Chapter 3

Requirement Definition
In this chapter, the requirements of the researched artefact are identified. Sometimes referred
to as Design Principles Induction [99], this is a crucial phase of the design science methodology
in order to arrive at a sufficiently constrained design space. Using the Problem Explication
covered in chapter 2 as input, this phase provides design guidelines to be used during the
Design & Development phase covered in chapter 4. Using the research framework presented
in Figure 1.2 as reference, the requirement definition can be interpreted as the set of design
constraints emerging from design principles chosen by the researcher as a guide towards
relevant and rigorous design decisions during the Design & Development phase [99]. These
principles represent the boundary between theory and practice where the researchers and
users of the artefact transfer knowledge between each other [66]. The following sections
cover the process used to arrive at the design principles and requirements of the researched
artefact and ultimately answer the following research questions:

RQ2: What are the design requirements to preserve the data sovereignty of supply chain actors?

RQ3: What are the design requirements to allow multiple blockchain platforms to use the
architecture?

The design principles used in the research are presented in section 3.1. Then, section 3.2 cov-
ers the requirement categories included in the analysis. The functional and non-functional
requirements elicited from each design principle are covered in section 3.3 to section 3.5. An
overview of the generated requirements can be found in section 3.6.

3.1 Design Principles

Since the purpose of design science research is to produce artefacts able to solve real world
problems, the design principles should reflect the core challenges that the research is ad-
dressing. Design principles can be derived inductively or deductively [99]: inductive prin-
ciples emerge form the needs found in the real world to provide a firm source of relevance,
while the deductive principles emerge from the supporting scientific work and facilitate the
rigorous application of academic knowledge. An artefact can also belong to a larger class of
artefact goals that share design principles and requirements, known as meta-requirements
[21]. In this research, the term design principle is used to refer to an inductive principle, while
blockchain principles will be used to refer to the meta-requirements of blockchain-based data-
sharing artefacts.

The goal of the researched artefact is the preservation of data sovereignty and the enhance-
ment of blockchain architecture interoperability while improving event visibility across the
logistics domain of Figure 2.1. A special focus is given to data-sharing for customs purposes
within the system-based regulatory supervision context introduced in section 2.5. Shown in
Table 3.1 are the chosen design principles (DP) driving the utility of the artefact based on
event visibility, data sovereignty and architecture interoperability.
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TABLE 3.1: Overview of design principles (DP’s).

code name description
Provide features that allow European

DP1 Logistic Event Visibility customs to maintain the visibility of logistic
events across the logistics domain

Provide features that ensure the preservation
DP2 Stakeholder Data Sovereignty of the data sovereignty rights of

supply chain stakeholders
Provide features that support the compatibility

DP3 Architecture Interoperability of data exchanges between European customs
and different blockchain platforms

Limiting the design principles to these three categories does not imply that other artefact
properties that BCT entails will be completely overlooked. For instance, any blockchain arte-
fact requires considering scalability, storage and governance implications [148, 165]. How-
ever, these blockchain principles will be eventually identified throughout the requirement
generation if they are found needed to complement the design principles.

3.2 Types of Requirements

Requirements can be divided into two main categories: functional and non-functional. Func-
tional requirements cover the tasks to be executed and drive the application architecture,
while non-functional requirements provide criteria to assess the operation of the artefact
and define its technical architecture [5, 90]. This two categories are a good initial mutually
exclusive and collectively exhaustive framework, but their parallel compliance is of utmost
importance. In fact, insufficient monitoring of dependencies and compatibility assessments
between functional and non-functional requirements is one of the largest failure drivers in
information systems from a requirement engineering perspective [41].

Transferring requirement engineering practices from traditional scientific disciplines to in-
formation systems has systematically suffered from a lack of consensus among researchers
and professionals [21, 22]. This situation has been addressed by the academic community
during the last three decades, starting with the absence of requirement generation theories
for vigilant information systems aimed at detecting "discontinuities in the organisational environ-
ment relevant to emerging strategic threats and opportunities" (pp. 37) [182]. Most of the first
studies aimed at filling these knowledge gaps were focused on the optimisation of business
processes, but the aforementioned description resembles to some extent the current defi-
nition of system-based regulatory supervision. As public administrations have gradually
embraced their responsibility to lead this race, such studies have become more common in
public initiatives like the PROFILE project. Interestingly, governments and companies are
still facing similar difficulties when using design science research to define requirements for
modern digital infrastructure [22], which is partly the motivation of this research.

Although there are currently numerous approaches on how to specify design principles and
their accompanying artefact requirements [63, 66, 196], it is essential to ensure that the re-
quirements generated can be mapped into at least one of the chosen design principles. This
is necessary in order to effectively assess artefact functionalities during the Demonstration
& Evaluation phase (covered in chapter 5) by tracing the consistency of specifications from
design decisions to design principles [99].
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3.3 Event Visibility Requirements

Most of the information used for customs risks assessments is produced upstream supply
chains and included in documents created well in advance the initiation of any customs dec-
laration process, such as commercial invoices, packing lists from grouping centers, B/Ls or
certificates of origin [175]. However, this information tends to accumulate in silos inaccessi-
ble by customs administrations, or are at least not integrated in the customs procedures. To
this end, the proposed artefact is expected to provide institutions timely access to informa-
tion through piggybacking, as set out in the following requirement:

Functional Requirement 1 FR1

The artefact should allow European customs to access information produced up-
stream supply chains entering the European Union.

The disassociation of products and freight cargo is an inevitable consequence of the high
level of segmentation of supply chains, which implies decenteralised knowledge [180]. This
is addressed in section 2.1 with the goods and container tracks of the logistics domain. The
fragmentation of the logistics domnain is visualised in Figure 3.1. The unification of every
single source of logistic event data into a common frame of reference is probably unattain-
able as the competitiveness of supply chains is linked to the disaggregation of functions to
maintain scalability. However, creating robust links between supply chain segments to align
diverse actor ecosystems is considered an interesting approach to increase supply chain vis-
ibility. In this context, the artefact is an instrument for the creation of these links and the
reduction of supply chain risks for European customs.

FIGURE 3.1: Fragmentation of the logistic domain by siloed data sources.
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The segments of the logistics domain must be integrated by combining data sources. Based
on the piggybacking principle and the fragmented nature of supply chain data landscapes,
the artefact should be based on a pull mechanism, in which data is left at the source and
links are created towards relevant sources. In contrast to the traditional push mechanism that
disseminates copies of data in a network, the artefact would follow the once-only principle
and foster single-window environments for communication between enterprises and gov-
ernments [59]. Besides the practical advantages of the approach, data duplication is also
avoided. Therefore, alignment with the data minimisation principle described in European
regulation is also achieved [57, 59]. Additional information on the impact of European data
protection regulations in the design of blockchain systems can be found in section 3.4.

Non-Functional Requirement 1 NFR1

Access to data should be provided by means of a pull mechanism based on links
between data sources.

Besides the access to information, its quality is key for the effectiveness of data pipelines
for supply chain visibility [61]. The data requirements included in official deliverables of
the PROFILE project [128] are directly linked to this research and should be included in the
requirement analysis. These data requirements are formulated at the supply chain level and
the logistics level. The supply chain level comprises the actors involved in goods shipping
(see section 2.2), and the trade patterns that emerge form the interaction between these ac-
tors. These interactions can be described by framework agreements, referring to contract
chains with a fixed structure, so there is special interest in the detection of anomalies in
trade patterns from declaration data or any other form of documented contractual relations
linked to activities carried out in the logistics domain (see Figure 2.1) [128]. This results in
the next requirement regarding supply chain actor interaction:

Functional Requirement 2 FR2

The artefact should allow to monitor trade framework agreements and detect
anomalies in the business transactions between supply chain actors.

The PROFILE project differentiates between visibility requirements at the logistics level in
terms of cargo flows, transport flows and the structure of logistics chains. Cargo flows
are built on top of transport leg data, the container tracks and the goods tracks, which are
defined as follows by the PROFILE terminology [128]:

• Transport leg: transport of particular cargo between two temporally adjacent locations
with only one transport means (e.g. POL-POD).

• Container track: timed sequence of transport legs for a particular container. A con-
tainer track can be derived from data provided by the individual transport legs.

• Cargo track: timed sequence of transport legs and/or container tracks associated to
the transport goods.

Non-Functional Requirement 2 NFR2

Cargo flows should be monitored by processing data gathered by the artefact.
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The visibility of individual products and their properties - such as value, quantity and clas-
sification - are also considered part of cargo flow data. Individual products are not explicitly
tracked in the intermediate segment of most large supply chains, such as the activities car-
ried out by the main carrier in containerised deep sea shipping. However, they become the
main reference in the extremes of supply chains, namely from the PLA and throughout pre-
carriage, and far downstream during on-carriage in their way towards the PLD. From the
perspective of customs administrations, the information about the provenance of an individ-
ual product or the commercial contract behind its shipping can act as clarifying boundary
conditions during risk assessments, which can turn ambiguous otherwise.

Similarly to trade patterns, European customs is interested in the detection of anomalies in
transport flows: itineraries and routes followed by the means of transport (such as a vessel)
for the movement of goods [128]. An itinerary or voyage, is defined as the timed sequence of
locations used by a means of transport to load and/or discharge cargo, also known as trans-
shipment locations. A route refers to the description of the infrastructure use (sea, road, etc.)
to move between two transshipment locations included in the itinerary.

Non-Functional Requirement 3 NFR3

Transport flows should be monitored by processing data gathered by the artefact.

Besides the main piggybacking pipeline concept of FR1, the requirements presented in this
section cover two goals: connecting data from different segments of the logistics domain and
linking the logistics domain to business transactions. The structure of logistic chains can be
built from these business transactions occurring in the logistics domain, which involves the
visibility of commercial relations between providers and receivers of services linked to lo-
gistic activities, as described by FR2.

Customs must link information about the use of transport infrastructure and the execution
of business transactions by gathering better physical supply chain data and interpreting
contractual documents. This requirement is the core of the need to bridge the gap between
supply chain milestones and the stakeholder ecosystems described in chapter 2. The need
for an architecture based on links due to compartmentalised supply chains is expressed in
NFR1. Finally, NFR2 and NFR3 cover the need to link cargo and goods tracks to actors by
combining the business transactions where cargo and goods are mentioned, so the visibility
of both products and freight is important.

3.4 Data Sovereignty Requirements

Blockchains are a double edge sword in terms of data privacy and confidentiality. If their
design is centered around node anonymity, then those transactions aimed at verifying regu-
latory compliance might be ineffective from a legal standpoint, but if their design is driven
by open identification and full transparency the infringement of data privacy rights becomes
a considerable risk [137]. Additionally, as blockchain’s power resides on its unique use of
cryptography, European regulators face the arduous task of delimiting a line between data
encryption as cyber-security shield and as cover for criminal practices [141].

It is accepted that DLT will inevitably transform legal spaces in the long-term [59] and that
the work towards innovative legal instruments able to deal with new blockchain applica-
tions is valuable. However, due to the importance given to data sovereignty by European
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initiatives for supply chain visibility [61] and to avoid speculation, an appropriate approach
is the translation of current customs processes into the blockchain domain taking the Euro-
pean legal frames in force as reference. The main sources used for data sovereignty require-
ments are shown in Figure 3.2, which have been combined with the analysis of academic
literature throughout the rest of the section.

FIGURE 3.2: Sources for data sovereignty requirements.

Regulations to modernise the control of digital data in the EU have been recently approved.
Some are truly disruptive at inter-industrial level, like the General Data Protection Regulation
(GDPR) [57], others are guidelines for constrained legal spaces [39], while others are still
proposals like the Data Governance Act [50]. The publication of some of these regulations
is previous to the mass adoption of BCT, so they might have failed at capturing the pecu-
liarities of data protection in distributed data systems [137]. Still, each of these documents
provides a different perspective on data sovereignty, and although not all of them act in
practice as enforceable legal constraints in supply chain applications - like the GDPR - they
can provide valuable context to the research.

An approach to cope with the dual nature of anonymity in a regulatory environment is
decoupling the concepts of identification and recognisablility. Anonymity refers to the cer-
tainty that action-actor relationships can not be built and thus a link between identity and
accountability is unreachable, while recognisablility refers to an actor remaining unidenti-
fied unless there are socio-legal reasons to link a specific action to the actor [137]. Although
the premise of recognisablility is the status quo in most legal spaces, it poses an obstacle in
the conciliation of the practical and regulatory value of blockchain systems. Public develop-
ers must thus circumnavigate both technical and cultural hindrances behind the dogmatic
view of anonymity in the blockchain community [73].
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In view of the unclear extent to which new European legislation influences blockchain de-
sign, imputability, or the ability of a system to hold actors accountable for their actions
through their observable behaviour [137], is still a necessary feature of blockchain systems
for regulatory applications. This is partly due the absence of alternative legal strategies [59,
141], but also the relationship between enforceable accountability and the essential value
proposition that DLT offers, particularly in relation to transport and commerce [61]: consol-
idated trust in complex inter-organisational settings [137]. The following requirement refers
to the functionality of the artefact in terms of the division between anonymity and recognis-
ablility:

Functional Requirement 3 FR3

The artefact should allow the enforcement of the recognisability principles imple-
mented in all procedures carried out by European customs administrations.

Joining blockchain platforms is voluntary and the regulated participation in the proposed
data pipeline would resemble more a medium or long term thought experiment than a short
term projection of European policy trends. Therefore, the real goal of European customs in
this regard is, for now, to transmit the certainty that the enforcement of recognisability can
be structurally restricted to customs administrations by the architecture of the artefact. In
order to create consolidated trust, it is important that the recognisability requirement holds
regardless of the perceived distribution of responsibilities around identification. That is,
whether recognisability is interpreted as the obligation of trade actors to remain fairly iden-
tifiable or the right of institutions to execute legitimate identification.

Non-Functional Requirement 4 NFR4

The enforcement of recognisability must be structurally restricted to European cus-
toms administrations by the architecture of the artefact.

Differentiating between transparency and accessibility is also important for the research con-
text, as these two terms are the source of common misconceptions in the legal interpretation
of information systems [137]. Transparency is the inherent ability of being perceived, as in
being interpreted so that the purpose of information towards the recipient is fulfilled. Ac-
cessibility is on the other hand the ability to obtain information, whether or not the latter
may represent any form of actionable intelligence to its holder. The key takeaway is that
transparency and accessibility do not always coexist, each of them provides different secu-
rity advantages and combining them without assessing their compatibility can decrease in
practice the utility of information systems. As a result, although security and privacy by de-
sign are incorporated in European regulations [51, 57], no more than the necessary privacy
and security features should be implemented.

Legislation indicates that European customs information systems must "ensure that measures
are in place for checking the source of data and for protecting data against the risk of unauthorised
access, loss, alteration or destruction" (Article 3(1)) [55]. There is also a generalised emphasis
in the need for secure storage and transmission of data, particularly for activities related to
public interest [39, 50, 58]. From the point of view of accessibility this means that the artefact
should restrict the access to information to the person linked to the data or data subject [39],
persons acting on behalf of the data subject and customs administrations.
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Non-Functional Requirement 5 NFR5

The access to data must be exclusive to the data subjects, persons acting on their
behalf and customs administrations.

Also, and complementing FR3, the validity of the data to be used for identification must
be protected. This means that the identities of users must be certified by trusted identify
providers. This works as an incentive for trade actors to share information and for Euro-
pean customs administrations to trust the information gathered through the artefact.

Functional Requirement 4 FR4

The artefact should allow the certification of the user identities.

Data must be intelligible by European customs for its analysis and the enforcement of ac-
countability. Therefore, mechanisms to ensure customs can access useful information are
needed regardless of the level of data transparency at different stages of the pipeline. How-
ever, measures to reduce transparency are not always effective, because behaviour patterns
can always be reconstructed with the semantic analysis of transaction metadata and identi-
ties can be reverse-engineered from immutable ledger records [139].

The limitations of encryption are covered in European regulation. In fact, the GDPR classi-
fies any type of encryption as pseudonymisation [57]. This includes both the hashing and
salted-hashing used in blockchains [52]. Encryption keys can, in theory, always link data
to actors, so it can not be considered an anonymisation technique. However, the security
benefits that data hashing provides in practice should outweigh the infeasible "possibility
that may lead to a data subject’s personal data on a blockchain to be linked to its identity" (pp.
1239) [10], particularly in permissioned blockchains. This does not imply that European
customs should not safeguard the security standards of the artefact with additional security
measures. Therefore, the right combination of data access control and data transparency is
required to ensure that data is reachable and interpretable only by its lawful recipients.

Non-Functional Requirement 6 NFR6

The interpretation of data must be exclusive to the data subjects, persons acting on
their behalf and customs administrations.

Information systems are used by European customs for status applications (see AEO in sec-
tion 2.5), communicating decisions, amendments to lodged information, and processing no-
tifications like do not load warnings [54, 55]. In these processes economic operators can ex-
ercise their right of appeal "against any decision taken by the customs authorities relating to the
application of the customs legislation which concerns him or her directly and individually" (Article
44(1)) [53]. Unless there are reasons to believe that it would cause irreparable damage to the
person concerned, appeals do not imply the suspension of the disputed decision in order to
prevent the use of appeals to interfere in legitimate investigations [53].

Additionally, the Union Customs Code Implementing Act stipulates that "each input, modifica-
tion and deletion of data shall be recorded together with information giving the reason for, and exact
time of, such processing and identifying the person who carried it out" (Article 3(2)) [55]. This
means that the artefact should also produce a record of amendments, their authors and ra-
tionale.
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Non-Functional Requirement 7 NFR7

Amendments to data performed through the artefact, their motivation and authors
must become traceable by customs administrations.

Another barrier to overcome during the deployment of data pipelines connecting organisa-
tions and data sources is the right to erasure, also known as the right to be forgotten within
the GDPR [57]. In the context of European customs, it represents the right to demand the
revocation of data access to customs administrations if the data is not longer needed in rela-
tion to the original purposes for which it was collected and/or processed [39].

For example, the Union Customs Code Implementing Act specifies time limits for the handling
of data records of inactive economic operators after which "the competent authority of a bene-
ficiary country or the customs authorities of the Member State shall delete the data" (Article 89(10))
[55]. Technical solutions need to be contemplated to allow European customs to comply
with the right to erasure while leveraging the advantages of immutable records stored in
ledgers [137]:

Non-Functional Requirement 8 NFR8

Exercising the right to erasure must be enabled to the data subjects of the data
collected, processed and stored by the artefact.

3.5 Architecture Interoperability Requirements

The utility of most blockchain applications is fragmented, meaning they have been devel-
oped to serve very specific value chains and to create real impact in reduced business or
industry contexts [120]. The rise in blockchain popularity has been followed by an increase
in cross-chain transaction demand, and as a result, an increase in blockchain standard in-
compatibility and asymmetric access to information in general [88, 120]. Interoperability is
thus a key element of any large-scale blockchain project, such as the data pipeline for TTL’s
envisioned by European institutions.

In general, architecture interoperability can be defined as the capacity to exchange and use
information between computer systems and to share digital assets between blockchain net-
works while preserving the state of unicity of the assets [94, 187]. The goal of this research
is not to solve the universal ledger compatibility problem, but it intends to throw some light
on architecture interoperability for trade and supply chain applications and the interaction
between businesses and governments. The proposed blockchain data pipeline enables cus-
toms to integrate commercial platforms that use different blockchain technologies in their
declaration activities. This is expressed in the following requirement:

Functional Requirement 5 FR5

The artefact should allow European customs administrations to reuse information
produced and/or stored by different blockchain protocols.
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As mentioned before, blockchain architecture interoperability can be interpreted in two
ways: the exchange of digital assets and the exchange of arbitrary data. The exchange of
digital assets refers to the ability to transfer a digital asset that originates from different
blockchains [187]. A possible example for the research context is interpreting data from an
eB/L created in an Hyperledger platform used at export by the shipper and carrier by a Corda
platform used at import by European customs. This type of interoperability is a large driver
of document piggybacking and can be summarised in the next requirement:

Functional Requirement 6 FR6

The artefact should support the exchange of digital assets between platforms.

An attempt to foster piggybacking for customs procedures can be seen in the European reg-
ulation. As specified in the Union Customs Code Implementing Act, more than one data source
can be used to submit, update or amend an ENS in order to "take into account the cases where
certain particulars of the entry summary declaration are to be submitted at an early stage in the
transport of goods to allow for better protection against serious threats and also the cases where, in
addition to the carrier, other persons submit particulars of the entry summary declaration to improve
the effectiveness of risk analysis for security and safety purposes" (pp. 561) [55]. What this implies
for architecture is expressed in the following requirement:

Non-Functional Requirement 9 NFR9

The digital assets processed by the artefact should be accessible and editable by a
number of users related to the data subject.

On the other hand, the exchange of arbitrary data represents a deeper interaction between
blockchain protocols, where the consensus of transaction events in a blockchain platform
can be verified by smart contracts implemented in another platform without the need to
transfer signed copies of the digital assets involved [120, 187]. An example for the research
context is the automation of customs clearance based on the transfer of ownership of an eB/L
across the logistics domain. The need for this is expressed in the following requirement:

Non-Functional Requirement 10 NFR10

The artefact must include features to exchange arbitrary events between platforms.

These cross-chain transactions can be seen as a set of functionalities that are triggered by one
blockchain platform so that another platform can execute an operation in its network [123].
An example of such arbitrary data exchange is the authenticity verification for information
transferred between two different blockchains, which can be useful for European customs
in terms of origin certificates and the decentralised cross-validation of trade data in general.

The key for interoperability is cross-chain communication while ensuring validity and veri-
fiability of transactions [2], meaning consensus is kept in both ledgers and that event trace-
ability is maintained. Efficient consensus algorithms for a single blockchain can be chal-
lenging, but it becomes a genuine wicked problem in the context of universal ledger com-
patibility. Nevertheless, interoperability frameworks is a growing research field [120], and
the standardization of ledger protocols are desired by industry leaders and regulators [175,
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200]. Consensus plays thus a main role in architecture interoperability [120], and the arte-
fact is must provide European customs with consensus and verifiability control. This is
summarised in the following requirement:

Non-Functional Requirement 11 NFR11

The cross-platform communication performed through the artefact must preserve
consistency between the consensus protocols of different platforms.

The architectures of different blockchain technologies act as the skeleton of blockchain plat-
forms and are diverse, as well as their mechanisms to interact with external data sources.
Additional functionalities can be achieved with the right interoperability infrastructure, but
this should not entail the transformation of the architecture of its potential participants. Af-
fecting their stand-alone operability can be perceived as a risk by users and operators, who
will avoid putting in jeopardy the stability of their internal ecosystems.

Non-Functional Requirement 12 NFR12

Modifications to the internal specifications and functionalities of a commercial
platform must not be required in order to interact with the artefact.

3.6 Conclusion & Overview of Requirements

In this chapter, the design requirements that best suit the expected functionality of the data
sharing architecture have been covered. This has been done by answering RQ2: What are
the design requirements to preserve the data sovereignty of supply chain actors when creating links
to data stored in multiple ledgers?, and RQ3: What are the design requirements to allow multiple
blockchain platforms to share interoperable links to their ledger states?.

Three design principles are chosen for the requirement generation. The first principle, logis-
tic event visibility, is the essence of the practical value of the design for customs administra-
tions. The two remaining design principles are two of the accompanying implementation
challenges addressed in the research: stakeholder data sovereignty and architecture interoper-
ability. The requirements linked to DP2 intend to answer RQ2, while those linked to DP3
intend to answer RQ3.

The exploratory nature of the research implies that all research phases are performed at a
conceptual level. The high level review of information sharing trends in the supply chain in-
dustry presented in chapter 2 has led to the generation of high level requirements. The latter
are used in the next phase for the selection of components to describe a conceptual data shar-
ing architecture. As a result, certain technical nuances of the application domain, such as
detailed features of blockchain platforms and document formats, are misrepresented in this
chapter. Additionally, the completeness of the requirements is limited by the fact that Eu-
ropean customs administrations have been identified as main user. The functional require-
ments represent what is needed from the architecture by customs administration in order
to successfully exercise their institutional duties. The user requirements of other stakehold-
ers, such the blockchain-platforms themselves, have been implicitly included in the non-
functional requirements. Therefore, the analysis of implementation drivers that capture the
needs of all users when putting the conceptual architecture into practice (e.g., development
costs, maintenance or governance) have not been included in the requirement generation.
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An overview of the functional requirements is shown in Table 3.2 and the Table 3.3. These
requirements are used as input in chapter 4 during the design phase.

TABLE 3.2: Overview of functional requirements.

code description
DP1: Logistic Event Visibility

FR1 The artefact should allow European customs to access information produced up-
stream supply chains entering the European Union

FR2 The artefact should allow to monitor trade framework agreements and detect
anomalies in the business transactions between supply chain actors

DP2: Stakeholder Data Sovereignty
FR3 The artefact should allow the enforcement of the recognisability principles imple-

mented in all procedures carried out by European customs administrations
FR4 The artefact should allow the certification of the user identities

DP3: Architecture Interoperability
FR5 The artefact should allow European customs administrations to reuse information

produced and/or stored by different blockchain protocols
FR6 The artefact should support the exchange of digital assets between platforms

TABLE 3.3: Overview of non-functional requirements.

code description
DP1: Logistic Event Visibility

NFR1 Access to data should be provided by means of a pull mechanism based on links
between data sources

NFR2 Cargo flows should be monitored by processing data gathered by the artefact
NFR3 Transport flows should be monitored by processing data gathered by the artefact

DP2: Stakeholder Data Sovereignty
NFR4 The enforcement of recognisability must be structurally restricted to European

customs administrations by the architecture of the artefact
NFR5 The access to data must be exclusive to the data subjects, persons acting on their

behalf and customs administrations
NFR6 The interpretation of data must be exclusive to the data subjects, persons acting

on their behalf and customs administrations
NFR7 Amendments to data performed through the artefact, their motivation and au-

thors must become traceable by customs administrations
NFR8 Exercising the right to erasure must be enabled to the data subjects of the data

collected, processed and stored by the artefact
DP3: Architecture Interoperability

NFR9 The digital assets processed by the artefact should be accessible and editable by
a number of users related to the data subject

NFR10 The artefact must include features to exchange arbitrary events between plat-
forms

NFR11 The cross-platform communication performed through the artefact must pre-
serve consistency between the consensus protocols of different platforms

NFR12 Modifications to the internal specifications and functionalities of a commercial
platform must not be required in order to interact with the artefact
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Chapter 4

Design & Development
The purpose of this chapter is to generate prescriptive knowledge through the specification
of artefact components, their functionalities and how they provide added value to the prob-
lem at hand [90]. The chapter covers the Design & Development phase of the design science
approach, where the knowledge gathered during the previous chapters is combined with
the contributions of this study in the form of a data sharing architecture. Overall, it includes
the design rationale behind the decisions taken to design an architecture compliant with the
requirements generated in chapter 3 and able to tackle the challenges described in chapter 2.
The work presented aims to ultimately answer the following research question:

RQ4: What architecture components can used by customs administrations to gather declaration
data stored in multiple commercial blockchains?

The structure of the chapter is as follows. An overview of the three layers included in the
architecture - cross-chain communication, credential management and event visibility - is covered
in section 4.1. This section also covers the conceptual design approach, the components of
each layer and an explanation of the practical context in which the data sharing architecture
will be implemented.

The detailed layer design is presented individually in the next three sections. The event visi-
bility layer is covered in section 4.2. It includes an approach to help customs administrations
leverage new DLTs to improve the visibility of the commercial and logistic patterns pro-
duced by the supply chains entering the EU. The cross-chain communication layer is covered
in section 4.3 and focuses on the design of a network to exchange logistic event information.
Here an interoperable approach to verify and exchange ledger states is included. Lastly,
the credential management layer is covered in section 4.4. It discusses the link between the
cross-chain communication layer and the chosen access and identity control components. This
section focuses on an interpretation of confidential, secure, self-sovereign identities in the
logistics domain and why they are needed to promote trust in the researched ecosystem of
blockchain platforms.

The chapter ends with a summary of design decisions taken throughout the development
of the architecture in section 4.5. The section also links each step of the design to the design
principles and requirements that motivated their implementation.

4.1 Architecture Overview & Functional Context

The design and development activities start with a reflection on the answer given to RQ3
in chapter 3. The relationship between the expected functionalities of the artefact and each
design principle (see Table 3.1) are condensed in Table 4.1. The grey diagonal represents the
functionalities generated by each design principle, while the white cells represent how they
overlap. This research phase focuses on the technologies and components able to bridge the
research gaps discussed in section 1.3 by exploring these overlap areas.
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TABLE 4.1: Functionalities across design principles.

After analysing the research context and the design requirements from a bird’s eye view, the
problem is best described by the service choreography perspective:"describing the sequence and
conditions in which data is exchanged between two or more participants in order to meet some useful
purpose" [24]. Understanding a service as the logical representation of a repeatable task that
is linked to a business activity, the service choreography concept arises from the need to model
behavior in multi-actor systems based on data sharing patterns [158].

The information flows encountered in the transport industry are examples of such systems,
in which the study of choreographed data sharing has produced architectures rooted on
service orchestration: using standardised protocols and high-level languages to integrate ar-
chitectures, and in doing so, achieve stronger relationships between businesses and their
information systems [33, 71]. Figure 4.1 shows the essence behind the approach, which is
finding links between the application and business logic that support these services. The
design must capture the interpretation of design requirements from three process planes
[70]: the orchestration plane (industry practices and process conventions), the value plane
(stakeholder interactions) and a mechanical plane (technical protocols).

FIGURE 4.1: Orchestration of services, adapted [71].
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From a process-oriented perspective orchestration can be very effective in reducing friction
caused by semantic heterogeneity (see subsection 4.4.4) and making collaboration between
supply chain actors easier. However, it is not sufficient to orchestrate services with a purely
event-driven approach. The context in which services and transactions are executed must be
also taken into consideration in the design, which can be done with an additional domain-
based framework able to represent the underlying entity interactions in more detail.

Given the need to synchronise information flows between permissioned domains, the most
appropriate design approach is that of a data sharing architecture in which transaction
queries and index data are somehow captured [157]. The example shown in Figure 4.2 pro-
vides domain interoperability by using a common data repository. It stores links between
pieces of private data so that information produced in one domain can propagate applica-
tion logic in other domains. This way, supply chain actors can operate following internal
domain policies while allowing their data to feed otherwise isolated services.

FIGURE 4.2: Conceptual data sharing model, adapted [157].

Similarly to the development of vigilant information systems [182] (see section 3.2), this data
model was originally proposed in the context of ontology interoperability to link business
concepts to network management data between organisations [156]. Different versions of
this concept have been adapted to facilitate ontology integration [116], the implementation
of context-aware data dissemination policies [157], Linked Open Data (LOD) for B2G commu-
nication [49, 77, 129] and blockchain-based supply chain monitoring [132].

Combining the two approaches is considered appropriate for the research due to the close re-
lation between the use cases proposed in literature and the transition towards system-based
regulatory strategies covered in section 2.5. However, it is needed to explore the character-
istics of the researched application in detail to assess the need for additional functionalities.
This includes defining a gateway design, a service orchestration mechanism, compatibility
standards for the information produced in the private domains and the role digital identi-
ties play in complying with data sovereignty requirements. That work is reserved for the
remaining sections of the chapter.
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The framework of Figure 1.2 is applied to arrive at these design decisions. Scientific rigour
is prescribed by knowledge extracted from literature, while relevance is ensured by busi-
ness drivers and constraints captured in the requirements. The outcome of this process is
summarised in Table 4.2 with an overview of design components. The grey cells are the type
of design components needed by each design principle, and can be interpreted as an initial
iteration of solutions found in literature. The white cells are specifications that emerge when
the design principles are compared. They are a second iteration of more detailed solutions
after combining the first iteration with the requirements of the researched problem.

TABLE 4.2: Link between components and design principles.

The analysis is translated into a conceptual design shown in Figure 4.3. A shared network
infrastructure acts as bridge between nodes of a meshed ledger in which distributed appli-
cations are maintained. Each node mirror the participant of an external blockchain plat-
form. They can propagate the logic of their original ledgers by sharing a specific view of
the meshed ledger. An intermediate layer with accumulators supports key rotation and
certificate revocation filters the access to certain parts of the distributed application.

FIGURE 4.3: Conceptual architecture design.
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The final iteration is shown in Figure 4.4. It is composed of three layers: communication,
credential management and transaction visibility. An independent view of the two lower
layers is maintained locally by each participant, while the communication layer represents
the infrastructure used to bridge two isolated networks. The main functionality of the archi-
tecture is providing a digital space where combinations of processes particularly relevant
for customs risk assessments can be partially captured to avoid information redundancy
and foster data piggybacking. Instead of issuing documents with sequential duplication,
links between digital resources belonging to the same logistic and commercial chains can be
constructed. This new approach presents the junction between the dependencies of tradi-
tionally siloed supply chain data exchanges.

The application context for the architecture is shown in the lower segment of Figure 4.4:
a group of supply chain actors, which can include both logistic partners and commerce
regulators, taking part in independent data streams to generate logistic documents. Fig-
ure 3.1 already presented such a fragmented ecosystem of data sources, as groups of supply
chain actors operate in an increasing number of digital platforms powered by BCT. These
platforms have reduced the friction of data sharing processes in the private sector (see sec-
tion 2.3 and subsection 2.4.3).

Following this transformation, the EU recognises the opportunity to gain competitive ad-
vantage in international trade and commerce by also reducing the institutional friction of im-
port and export activities. In this context, the architecture presented in this chapter can help
European customs update their digital infrastructure strategy to collect declaration data in
a new era of information sharing.

The cross-chain communication layer is formed by an overlay network. Each participant
can take part in the network through a dedicated gateway. A cross-chain resource transfer
protocol based on the 2-phase commit paradigm [15, 70] is implemented to establish peer-
to-peer connections through these gateways. It is the core representation of the data pipeline
concept discussed in Figure 2.9 and represented as the Data & Document Layer in Figure 2.9.
Its ultimate goal is to exchange ledger states containing verifiable presentations (see subsec-
tion 4.4.1) of non-fungible resources such an eB/L (see Figure 2.4) or a L/C (Figure 2.7).

The credential management layer handles the credential authentication functions for ac-
cess control. In essence it acts as a DPKI (subsection 4.4.2) that leverages the advantages of
asynchronous accumulators to ensure identity authentication between changing members
of different blockchain platforms. The identity control is based on a self-certifying identifier
model that allows entities to govern their data sovereignty and develop trust in the trans-
actions powered by the resource transfer protocol. This way, confidentiality is maintained
throughout the entire data collection process. Also, it enables data subjects to define effec-
tive data protection policies while complying with European legislation.

The transaction visibility layer enables cross-chain auditability by building directed graphs
between the ledger states involved in decentralised applications. Since ledger states can
represent a digital resource, arbitrary data or the confirmation of a process being completed,
all type of associations between entities, assets and commercial information can be orches-
trated. Therefore, customs administrations can gain visibility of end-to-end trade activities
with a meshed registry of cross-chain transactions built around the single-window principle.
Moreover, its tamper-evident design makes it possible to perform retroactive investigations
when required and reduces the incompatibilities that arise between the ENS declaration
level freedom and data dissemination between customs (see Figure 2.6).
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FIGURE 4.4: Detailed architecture design.
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4.2 Transaction Visibility Layer

This section covers the components of the transaction visibility layer: a semantic event
model for the application of verifiable claims and credentials in the logistics domain and
a transaction registry to increase supply chain visibility. The goal of the registry is to ensure
transaction visibility and accountability with tamper-evident registries of those transactions
that include or refer to a logistic event.

4.2.1 Semantic Model for Event Claims

The semantic event model presented in this section will be applied to the verifiable cre-
dentials and the RDF claim model presented in subsection 4.4.3. It will classify credential
properties and create links between their subjects and values for logistic visibility. By com-
bining the data in the transactions with the links between them, customs administrations
can reconstruct trade patterns. Therefore, the semantic model presented in this section is
strongly linked to DP1 and the logistic event visibility requirements.

The data exchange between supply chain stakeholders and customs administrations has
been covered in chapter 2, where a constant reference to events has been made. The PRO-
FILE project studies how to use data pipelines to transform external data sets into reusable
data sources for customs data piggybacking (see section 2.5). To this end, a semantic frame-
work that fulfils PROFILE’s visibility requirements at logistics level, i.e., NFR2 and NFR3
in section 3.3, is used. The main elements of this framework are shown in Figure 4.5. It
was created by FEDeRATED [60] and is employed by other European initiatives, such as the
Digital Transport & Logistics Forum [166].

Customs administrations can produce logistic event records by mapping acquired data into
the semantic categories of the framework. Besides regulatory supervision, this categories
can be used by the trade actors to construct traceable information paths necessary to verify
the contractual obligations between other actors, such as the contracts of carriage behind
a B/L or the underlying L/C and contracts of sales. The following paragraphs describe the
categories of the semantic event model [60].

FIGURE 4.5: Semantic event framework [60].
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Node / Hub: refers to the physical locations in which transport activities are performed.
Cargo loading, customs inspections or temporary storage during pre-carriage must be linked
to locations, which can be done through coordinates or a system of facility codes. These
nodes are the discrete milestones of the logistics domain, such as the POL or the PLA.

Business Service: represents the commercial transactions between supply chain actors. The
structure of business transactions should follow the rules of the organisational layer dis-
cussed in Figure 2.9, like the exchange of MB/L’s between shipping lines and freight for-
warders or the fund transfers during the commercial release of goods (see subsection 2.4.3).

Person: refers to any individual directly involved in the movement of goods, as in those li-
able for certain procedures throughout the cargo custody chain. Examples include the vessel
captain usually responsible for signing a MB/L as agent of the carrier [174], or truck drivers
taking part in the verification of container dispatch at port facilities [61].

Transport Mode: the vehicles that transports the goods. These can include trucks, vessels,
ships or barges. The tracking of the vehicles has benefits in terms of operational monitor-
ing, such as increased accuracy in arrival estimations. However, fleet tracking can provide
useful information during customs investigations, the execution of smart contracts or in the
resolution of disputes between stakeholders.

Equipment: represents the machinery or physical assets used during the handling of goods.
They can be interpreted as sub-nodes inside nodes (the first category discussed) in which the
internal node activities are carried out. For example, the cranes a container passes through in
large port terminals. However, in more sophisticated representations of the cargo handling
between nodes, a sequence of locations could be inferred from the information provided at
equipment level.

Cargo: the goods being transported form the PLA to the PLD. These normally take the form
of consolidated packaging in containers, meaning that individual items are not described at
its lowest level throughout the whole logistics domain nor by all stakeholders.

Product: in contrast to consolidated cargo (combined parcels packed in larger units) that
might be referenced in a MB/L, a product represents the actual object or the group of objects
that are described in the original contract of sales between a buyer and a seller.

Custom Item: formally defined in the framework as "a sort operation on HS-codes (or another
applicable customs classification) of cargo (incoming/transit) or products (import/export)." [60]. The
term HS-codes refers to the Harmonised System codes. This system is used by authorities to
assign tariff rules to different categories of products [54]. For example, agriculture com-
modities and computer hardware do not follow the same valuation rules. A similar code is
also used to describe the packaging of the cargo, such as the shape and material of its con-
taining recipient [56]. In combination with the HS-code and the type of cargo movement,
such as import/export or incoming/transit, customs can perform appropriate risks assess-
ments and the internal data-sharing covered in subsection 2.4.1.

As discussed in subsection 2.4.3, private stakeholders and customs administrations are in-
terested in the correct categorization of information handled during supply chain data ex-
changes. In that sense, the framework offers a complete overview of the necessary informa-
tion types that should be processed by the artefact to comply with FR2, NFR2 and NFR3.
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Additional categories could be included explicitly in the framework, such as cargo custody
chains or the physical itinerary of goods. Specifying such categories is not necessary, as
combinations of the other categories allows customs administrations to form the necessary
semantic constructs for their internal analyses. For example, cargo custody chain claims can
be generated combining Node, Person and Cargo subjects and values. A comprehensive set of
relationships to form claims as proposed by FEDeRATED [61] is shown in Figure 4.6.

FIGURE 4.6: An ontology for supply chain visibility [61].

Different claims (events) can be generated. For the purpose of the research, a distinction
can be made between commercial claims and logistic claims. Commercial claims represent
coordination between supply chain actors, commonly protected through legal agreements
such as the terms of a L/C for trade finance or a B/L for contracts of carriage. On the other
hand, logistic claims represent physical milestones in the logistics domain (see Figure 2.1).
The utility of expressing claims using triples (see subsection 4.4.3) is registering transaction
attributes to extract the underlying business logic behind the movement of goods. However,
this is not possible if the claims that form an end-to-end cargo custody chain are not linked,
i.e., if it is not possible to create a verifiable network of claims. This might be due to three
reasons, which are avoided by combining the architecture layers.

FIGURE 4.7: Unconnected commercial and logistic claims.
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The first reason is the lack of claims in a logistics domain segment. Second, creating the
required verifiable network might entail trespassing confidentiality rights between logistic
service providers (data sovereignty barriers). Lastly, the inability to reach consensus due to
the abundance of contradictory claims or incompatibility between claim semantics, mean-
ing it is technically infeasible to connect claims although they exist (interoperability barri-
ers). An example of these scenarios is shown by Figure 4.7, where three unconnected claims
might describe individual portions of the movement of a product using different creden-
tial models. This has been discussed in chapter 2 to be hindering the effectiveness of risk
assessments. Also, it is desirable to understand the connection between these claims in a
timely and reliable manner from the point of view of public institutions . However, if this is
achieved in practice the process used is inefficient.

FIGURE 4.8: Improving links between commercial and logistic claims.

The customs declaration process can be simplified through data piggybacking if the links
shown in Figure 4.8 as blue dashed arrows are built. This way customs administrations are
able to construct better trade patterns shown in Figure 4.8 as black dashed arrows. In order
to achieve this, section 4.2.2 introduces a presentation and credential registry that allows to
construct these strategic links between logistic and commercial claims.

4.2.2 DAG Applications

This section presents the DLT selection for the decentralised transaction registries. It in-
cludes a conceptual directed acyclic graph (DAG) design to build parallel ledgers following
the information graph approach of subsection 4.2.1 and a detailed graph model to illustrate
the connection between the ledger state proofs generated by different blockchain platforms.

Selection of Ledger Technology

Mathematically, a directed acyclic graph is a finite set of nodes connected by unidirectional
edges where no directed cycles exist [80], meaning that feedback loops cannot be gener-
ated. In this approach verifiable presentations are not bundled and stored in blocks, thus
its nickname block-less ledger. Instead, they are linked directly between each other in a net-
work of ledger states binned together by similar cryptographic techniques used in tradi-
tional blockchains. There has been a growing interest in modelling distributed information
systems in terms of DAGs. This technology is considered the next iteration in BCT [80],
being sometimes referred to as Blockchain 3.0 [27], and is particularly promising for use in
permissioned ledger interoperability and Internet of Things (IoT) [185, 104, 197]. Also, DAG
technology is an interesting option to process and organise cross-chain transactions, acting
as an independent reference to validate states between ledgers while allowing third parties
to act as auditors (such as customs or any other regulator) [25].



4.2. Transaction Visibility Layer 57

There is a strong conceptual relation between DAG ledgers, asynchronous ledger consen-
sus and the dynamic membership proofs required for credential management (see subsec-
tion 4.4.6). The use of DAG is an attempt to combine the benefits of these concepts to im-
prove interoperability with decentralised logic. Moreover, it is ideal for the representation
of logistic events of Figure 4.8 using RDF statements covered in subsection 4.4.1. The design
choice is also motivated by the numerous DAG protocols [9, 11, 35, 197, 198] aimed at solv-
ing scalability and interoperability barriers [80, 185, 189, 104].

Currently, most DAG protocols are designed for public ledgers [79, 189], but the architecture
will be used in the environment shown in Figure 3.1. This is an ecosystem of private, per-
missioned and consortium blockchain platforms. Therefore, the application of DAG for the
interaction between permissioned ledger states is a novel design approach. DAG technology
has limitations, mainly due to the lack of research on its application for large scale systems,
although its potential to allow new use cases is large and is slowly becoming a prominent
area of research [93].

FIGURE 4.9: Convergent
topology: Haootia protocol

[163], from [185]. FIGURE 4.10: Divergent
topology: Phantom proto-

col [151], from [185].

Literature on DAG taxonomies identifies three types of DAG ledgers based on their net-
work topologies [185]: divergent, parallel and convergent. Divergent DAGs are sparse nat-
ural graphs spreading in unpredictable directions. Convergent DAGs are highly organised
graphs with predetermined cluster sequences, often designed to converge towards a refer-
ence blockchain as part of multi-layer protocols that combine traditional blockchain archi-
tectures and DAG features [185]. The Phantom [151] (Figure 4.10) and Haootia [163] (Fig-
ure 4.9) protocols are two examples of these two types of DAG structures.

The research focuses on parallel DAGs: transaction clusters representing independent per-
spectives of a ledger while participating in consensus. Parallel DAGs are suitable for the
proposed application. Supply chain stakeholder groups operating in different platforms can
create trustworthy cross-platform references, adapt them to their internal process logic and
validate transactions. At the same time, customs administrations can take part in applica-
tions related to declaration processes and oversee the aggregated perspective of applications
relevant for audit purposes. The implementation of a DAG consensus service is outside the
scope of the research, but supporting work on the need for asynchronous consensus and the
consensus in the chosen DAG protocol is included in Appendix E.
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Conceptual DAG Ledger Design

The architecture presented is based on the CAPER protocol: an asynchronous ledger where
different applications run on a number of nodes known as agents [9]. An application refers
to a private smart contract in which a specific logic is encoded as the rules to process internal
transactions. These contracts only run in the nodes of the application. Additionally, rules
to process cross-application transactions can be included in public contracts. Languages
widely used to encode smart contracts, such as Solidity [95], can be used for both private
and public contracts to ensure the deterministic execution of transactions [9].

Sensitive business logic can be kept confidential within an application while standardised
procedures can be encoded as public contracts to facilitate the exchange of information to
trigger smart contracts in other applications. There are no tested and reliable solutions that
allow internal and cross-application transactions between untrusted applications within a
ledger. The CAPER concept can overcome this barrier that is hindering the development of
efficient, scalable and secure cross-application communication.

FIGURE 4.11: Example of distributed applications: main DAG ledger (a), con-
sisting of four parallel applications (b, c, d, e) [9].

Its essential contribution is the distinction between trust at node level and at application
level. While the nodes within an application, such as the participants in a Hyperledger Fabric
channel, might not behave maliciously within the application, the application might behave
maliciously when interacting with other applications [9]. CAPER allows coordinating con-
current transaction logic around permission-ed ledger environments. Its main function is
"considering both the confidentiality of internal states generated in each application and the interop-
erability of external states that come from the cross-application transactions" [185]. An example of
these parallel applications is shown in Figure 4.11.

The proposed separation of applications can be used against some data distribution prob-
lems faced by carriers and customs administrations, such as the ENS declaration level of
Figure 2.6, discussed in subsection 2.4.2. A single record could act as the genesis record of
multiple applications using the same public contract. This can be used to trigger additional
private contracts in internal application logic to update a private perspective of a supply
chain. Moreover, less frequent data duplication can help customs administrations detect de-
pendencies between risk assessment data effectively. A detailed demonstration for the use
of this design in the supply chain domain is presented in chapter 5.
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Detailed Transaction Graph Model

The mathematical formulation of DAG’s has a lot in common with the formal representation
of transaction semantics ruling blockchains. A good reference is the TDAG model developed
by IBM [25], resulting from the generalisation of state transitions in blockchains. The TDAG
model has been successfully applied to represent transaction structures and validity rules
of well-known blockchain systems, including Bitcoin, Ethereum and Hyperledger Fabric (see
Appendix D). Since the purpose of the artefact is to synchronise transactions from more
than one blockchain protocol, TDAG is an interesting tool to formulate a conceptual model
to migrate from siloed blockchains to a cross-chain transaction ecosystem.

A graphical overview of the type of transactions included in the model are shown in Fig-
ure 4.12. There are two kind of nodes: states and witnesses. A state is depicted as a circle.
They can represent an individual digital asset, the link to an asset or their properties in the
form of verifiable credentials, any variable included in a smart contract or cryptographic
proofs of their completion. The genesis state is the initial state of the ledger and is depicted
as two concentric circles. A witness is depicted as a rectangle. It represents the information
necessary to validate a transaction according to a specific set of rules. Exactly one witness is
required in order to formalise a transaction.

FIGURE 4.12: Graphical representation of transactions: (a) initialisation,
(b) single-input single-output, (c) single-input multi-output, (d) multi-input

single-output, (e) multi-input multi-output [25].

There are also three kind of edges: consuming, observing and producing. Consuming edges
link a state to a witness, meaning that the state becomes permanently linked to the unique
transaction the witness is part of. Once a state is "consumed" by a transaction no other con-
suming edges can be produced by the state. Observing edges provide visibility paths be-
tween states through witnesses, meaning that a state becomes part of the transaction linked to
the witness while conserving the ability to produce consuming edges. These allow multiple
transactions to read a state [25] and are depicted with dashed arrows to differentiate them
from consuming edges. Lastly, producing edges link a witness to a state, and establishes a
causal relationship between previous states through witnesses, which represents that a new
state has been created.

Using this notation, a transaction is the transition from one state or a set of states towards a
new state or set of states. The validity of the transaction comes from its unique witness. A
transaction is formed by input states that the transaction consumes or observes and output
states produced by the transaction. An example of this notation is shown in Figure 4.13 while
the resulting transactions are shown in Figure 4.14. Now it is possible to link ledger states
with the semantic model by expressing claims using the TDAG model.
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FIGURE 4.13: Example of a
TDAG, adapted [25].

FIGURE 4.14: Mapping
transactions within the

TDAG.

A graph of transactions with shared states and validating witnesses can be converted into a
DAG ledger. This is done exploiting the fact that the objects of two consecutive transactions
in the TDAG domain overlap, as output states can be input states of another transaction.
For the purpose of the research, describing the internal logic of a blockchain is not sufficient
to model arbitrary events external to the blockchain itself. Therefore, it is useful to express
an equivalent logic using each transaction as main unit. Representing graphically the links
between the verified states of external ledgers can be done using their witnesses as part of
the authentication of a verifiable presentation linked to a DID document. This is where the
credential management layer and the event visibility layer interact. In order to validate a
new record, the proof graphs attached have been authenticated by the asynchronous accu-
mulators covered in subsection 4.4.6.

FIGURE 4.15: Record format and validation, adapted [197].
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Understanding transactions as credentials, each claim is appended individually and left un-
confirmed. To append a new claim, previous claims must be validated. This process is
shown in Figure 4.15, where the direction of the edges does not indicate the flow of in-
formation but the order and direction of the validations starting at the genesis claim λ.
The metadata of each credential contains fields such as a unique identifier, timestamps,
the claims being validated and other properties. Each credential also includes one or more
proof graphs, which are related to the presentation encoding used. Depending on the cryp-
tographic system used to authenticate the credential, combinations of keys and certificates
signatures might be included. Translating the transaction graph shown in Figure 4.13 using
the event network model results in Figure 4.16.

FIGURE 4.16: Example conversion from TDAG to event network.

This example uses the individual transactions of one ledger, but the same approach can be
used to build event networks of cross-chain transactions. This is visualised in Figure 4.17.
These cross-chain logs are the backbone of the piggybacking functionality of the design. The
longer the DAG network, the more piggybacking chains are possible.

FIGURE 4.17: Event network for platform integration.
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4.3 Cross-Chain Communication Layer

The presented DAG applications require a network infrastructure to support the peer-to-
peer connections between blockchain platforms. This section presents such interoperable
cross-chain communication solution. Cross-chain interoperability can be seen from a num-
ber of angles. There are challenges that can be addressed in each layer of blockchain archi-
tectures as shown in Figure 4.18. Based on this framework, different approaches have been
explored to tackle the cross-chain communication problem. In practice, interoperability so-
lutions must take into account the interaction with other layers, but this section focuses on
the effect at network level of a design based on an overlay gateway network that supports
an end-to-end resource transfer protocol. The following subsections cover the selection of
components and their functionality within the cross-chain communication layer.

FIGURE 4.18: Cross-chain framework [89].

4.3.1 Comparison of Interoperability Solutions

There is no consensus on the classification of interoperability solutions. An approach is
to differentiate between chain-based, bridge-based and dApp-based solutions [183], which
can be alternatively referred to as public connectors, hybrid connectors and blockchains of
blockchains respectively [131].

Chain-based solutions focus on the chain-to-chain interactions behind atomic swaps. Bridge-
based solutions build connections between blockchains to reduce or remove large technical
incompatibilities between layer components. The purpose of dApp-based solutions is to ease
the implementation of and interaction between decentralised peer-to-peer applications, and
represent a more holistic approach to interoperability linked to the emerging Blockchain-as-a-
Service design paradigm (BaaS) [106, 152]. Among these categories, literature distinguishes
four subcategories that are relevant for the research: sidechains, notary schemes, hash-locks
and trusted relays [2, 45, 62, 70, 98, 119, 131, 160, 183, 193].
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Sidechains act as complementary chains build around a mainchain [183]. They are used
as buffers to delegate certain phases of resource transfer protocols, and can be designed
as one-way or two-way systems [131]. However, the number of sidechains required in the
blockchain environment described in Figure 3.1 would grow at an unsustainable rate, as well
as adding unpredictable complexity to the maintenance of the design. Therefore, sidechains
have been discarded the due to their limited scalability in the proposed application.

Notary schemes rely on a trusted third party to monitor multiple blockchains, witness the
terms of cross-chain commitments and trigger the execution of contracts [45, 98]. A popular
application of notary schemes are centralised cryptocurrency exchanges, where the security
of token transfers is guaranteed by the platform provider [131, 183]. This option radically
increases the centralisation of the system and is thus not a preferred design approach, par-
ticularly in terms of data sovereignty and decentralised trust.

The next subcategory are hash-locks. They can be described as decentralised escrow services
that can alter the ownership of assets without relying on a trusted third party, unlike notary
schemes [70, 98]. They can be chained after each other [119], which makes them particu-
larly useful when transaction sequences want to be programmed between entities with no
direct connections [131]. Hash-locks can be implemented as smart contracts triggered by ar-
bitrary conditions, such as the time limits for the provision of cryptographic proofs used in
hash time-lock contracts (HTLC) [183]. Also, when combined with the appropriate network
configuration, hash-locks allow a group of entities operating in independent blockchains to
exchange authenticated updates of the internal state of their ledgers [8, 42].

The last solution type are trusted relays, with a focus on trusted gateway bridges [70]. Also
referred to as relay services [2] or chain relays [193], they handle requests to fetch ledger state
proofs between remote networks and verify application logic [2, 132]. Relay services make
it possible for an entity on a chain to verify events registered in other chains by building
a bridge that provides smart contract services between platforms [183]. This means that a
smart contract implemented in one chain can become a client of another chain [193]. For the
research context, the main advantage is that they allow clients to define arbitrary business
logic that can be fed with evidences of external data without a centralised entity [62, 131]. It
is worth mentioning that the functionalities of trusted relays resemble the concept of service
orchestration discussed in section 4.1.

Research on more advanced blockchain-agnostic protocols, consensus engines and security
infrastructures able to aggregate complete architectures are being developed [131]. How-
ever, they fail to offer backward compatibility, implying that legacy systems would need
to be heavily modified. In view of this, trusted relays are seen as the most realistic solu-
tion to link network layers between permisisoned blockchains while maintaining a design
philosophy inspired in the d-App paradigm [70, 131].

4.3.2 Selection of Interoperability Solution

Most literature on blockchain interoperability focuses on technically connecting two or more
ledgers, lacking organisational and value-driven assessments [98, 131]. This means that the
maturity of interoperability solutions is low, and that implementation challenges are yet to
be found when studying stakeholder-oriented views. Blockchain discoverability, privacy
and governance are fields strongly attached to interoperability, yet they are not sufficiently
researched [131]. This is evidenced by the fact that the solutions either focus on technical
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nuances behind on-chain interactions or high-level descriptions of frameworks for the de-
ployment of d-Apps with no immediate practical value. A good example is the addressed mi-
gration of current customs declaration processes to a ledger-based environment. Despite the
technical possibility to physically connect information between ledgers, solutions to over-
come barriers related to regulation and business incentives are needed.

Literature on interoperability suggests that hash-locks and trusted relays can reduce this
gap. The former can help data subjects produce their own data governance rules while
complying with regulations, and the latter enables trusted peer-to-peer interactions to unify
business logic. Although these solutions are still on their infancy, they can complement
each other and elevate the effectiveness of a cross-chain data-sharing architecture. Moreover,
there are explicit suggestions for further research on the combined use to improve interoper-
ability between permissioned environments [131] and to increase supply chain visibility [2].
Besides their technical suitability, blending the features of trusted relays and hash-locks is
aligned with the core research goal in the value plane: choreographing interactions between
supply chain stakeholders. Combining both technologies allows to proof the technical ca-
pabilities of the design and also demonstrate it can adapt to varying business logic.

4.3.3 Gateways & Overlay Network

Gateways are used to relay (connect) a client and a source. They are normally dedicated
nodes, but can be implemented as an additional service layer within a permissioned net-
work [70]. This depends on the level of centralisation in the architecture and consensus
mechanism used. In any case, gateways that represent a group of nodes maintaining inde-
pendent ledgers can be grouped. Assuming every node can interact with its gateway, peers
can leverage the functionalities of their ledger to offer ad hoc services to external clients [112].
Creating a logical layer above the networks represented by each gateway to provide these
services results in an overlay network, which is shown graphically in Figure 4.19.

FIGURE 4.19: Overlay network.
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The model includes a client and a source. This terminology should not be confused with the
terms sender and receiver used in atomic swaps, e.g., transfers of fungible tokens linked to
account balances for financial applications. The goal is rather to describe an environment
where information (or traces towards information) about ledger states becomes accessible
under certain rules to legitimate entities. Depending on the use case, this may mean migrat-
ing the copy of an asset between ledgers or only forwarding transaction proofs to propagate
application logic between independent ledgers.

In this context, the concept of dependency is introduced: a piece of data stored in a ledger that
is required in order to initiate or complete a service (see section 4.1). As mentioned before,
a dependency can take the form of a non-fungible asset (a eB/L or L/C), a zero-knowledge
proof describing the properties of an asset or a proof of an asset being issued in other ledgers
under certain conditions. Smart contracts can be used to rule the visibility or the transfer of
ownership of the dependencies. The overlay network provides structural support to route
the messages produced by the transfer protocol feeding these contracts. The cross-chain re-
source transfer protocol used in the design is covered in subsection 4.3.4.

The client contains a client node, which is a node that requires a dependency to execute a
transaction. Similarly, the source is that where the dependency is registered. The source con-
tains a parent node, which originally validated the dependency. Agent nodes, also understood
as committee members in general [3], have increased visibility over a ledger´s activity due
to governance privileges. They might be irrelevant for less sophisticated platform architec-
tures, but they play a crucial role in the publication of internal ledger states for platforms us-
ing certain BCTs, such as peer agents in Hyperledger Fabric [3, 70] or oracle nodes in R3 Corda
[111, 130]. Different agent node configurations and their potential effect on data sovereignty
within a platform during ledger state publishing is discussed in subsection 4.3.5.

It should be noted, that a blockchain node might access its gateway in different ways de-
pending on the architecture of its platform. Figure 4.19 shows the most common scenario,
in which a dedicated node is in charge of managing the gateway. However, as shown in
Figure 4.20, there are other alternatives. Figure 4.21 shows an example in which the upper
platform uses a dedicated node while the lower platform uses a completely decentralised
and meshed access with multiple gateways.

FIGURE 4.20: Cross-ledger interoperability patterns [160].
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FIGURE 4.21: Gateway access alternatives.

Since a gateway belongs to a platform, multiple entities operating in that platform should
be able to discover and authenticate it. The internal node communication has an effect on
the publication of ledger states (see Figure 4.25), which makes it is challenging to assume a
specify gateway access that is compatible with all platforms configurations. These consid-
erations are included in the gateway identity model covered in subsection 4.4.5, until which
trusted gateways are assumed, i.e., gateways can authenticate each other´s identities.

4.3.4 Resource Transfer Protocol

The overlay network described in subsection 4.3.3 is used to maintain distributed cross-
chain transaction logs. It is powered by a cross-chain protocol that allows platforms to ex-
change resources or links to resources. These exchanges are done between a parent node
and a client node, who retrieve proofs from their ledgers and relay to the overlay network
through their respective gateways. Figure 4.22 shows the conceptual design of the protocol.
The verification between nodes is done by resolving DID documents. The bridges between
gateways are authenticated using a publisher-subscriber system. If needed, resource trans-
fers are executed directly between storage locations.

FIGURE 4.22: Conceptual protocol design.
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Gateway Discoverability

One of the drawbacks of relayed networks is their static nature, meaning that their partici-
pants must know each other´s identities and configurations a priori [2, 131]. While this might
not be an issue for permissioned environments with fixed participants, network discovery
is important when participants are added and removed dynamically, which is the case for
the research context. Modular designs are able to improve dynamic discoverability with a
credential registry next to a publisher-subscriber (pub-sup) system [143, 147].

The logic of the latter is shown in Figure 4.23. It allows sources to share application logic and
clients to receive verifiable updates via their gateways. The credential management layer
controls access to the overlay infrastructure by processing self-certifying identities based on
a decentralised identifier (DID) method (see subsection 4.4.4). It interacts with the transfer
protocol through asynchronous accumulators, which provide dynamic membership proofs
of publisher and subscriber credentials (see subsection 4.4.6). These proofs are used to regu-
late the access to cross-chain application logs covered in section 4.2. The transfer protocol is
then used to distribute application updates among verified subscribers (clients), and the cre-
dential database shown in Figure 4.4 acts as a registry of the witnesses (see subsection 4.4.6)
that certify said pub-sub relationships.

FIGURE 4.23: Publisher-subscriber system, adapted [143].

This pub-sub system can be used by European customs to enforce specific data dissemina-
tion rules based on the relationships between publishers and subscribers. These relationship
rules can be programmed within a DID method (see subsection 4.4.4) regulated and main-
tained by European customs and integrated by the participants in the network.

Detailed Protocol Phases

An overview of the interactions between a parent node and a client node through the phases
of the protocol is shown Figure 4.24: gateway validation, application commitment and re-
source exposing. There is a preliminary phase for pub-sub registration. A gateway validates
its identity as covered in subsection 4.4.5. Then a parent node uses the gateway to register
as the publisher of internal ledger states in an application. Similarly, a client node regis-
ters as the subscriber declaring a verifiable proof of their relationship to the publisher (see
subject-holder relationships in subsection 4.4.3). Let us then assume that a node has taken
part in a transaction within his platform. If the node wishes to share a verifiable prove of
that transaction, i.e., letting potential clients observe passively the state of his ledger, he can
retrieve an on-chain proof from the platform´s blockchain. This is how the application com-
mitment phase starts. The proof is then converted into a verifiable object subject to the core
data model for DIDs [133] and processed by a decentralised application.
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FIGURE 4.24: Resource transfer protocol.

Most asset transfer protocols define a clear originator and beneficiary from the beginning
[70, 74]. In the proposed approach, at this stage the publisher can initiate a commitment
before identifying a client. This highlights the asynchronous nature of the design. Routes
towards resources stored in blockchain platforms are prepared locally in view of becom-
ing dependencies for the services of other platforms. Afterwards, a client can activate this
path after verifying his pub-sub identity and agreeing on the conditions of the DID method
(see subsection 4.4.4) used by the parent node in a cross-chain application. As discussed in
section 4.2, a node maintains a local view the application depending on his visibility of the
application logic. A schematic representation of this process is shown in Figure 4.24 as an
overlay infrastructure segment.

At this point, a tamper-evident proof of the source state is created. The state describes the
completion of smart contracts or the existence of digital resources. Regardless, subscribers
of the application containing the state receive an application update. If it includes chain-
code proofs, the view can be used by a client as witness for contracts on his platform (sec-
tion 4.2.2). If the state describes the storage of a resource, the client continues towards the
resource exposing phase.
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In order to proceed, the client must show a resolution proof for the transaction received from
the decentralised application. This means that the client node must prove that he was able
to resolve the DID document used to present the dependency and consume it in its local
application logic. This is how the asymmetric cryptography concept (see subsection 4.4.4)
is applied in the protocol. After using his ledger to generate this proof, the source gateway
will forward an exposure request to the parent node, who will start preparing the resource
to be transferred from his off-chain storage to the clients off-chain storage. The routing for
the storage-to-storage transfer is left outside of the research scope. However, this can be
achieved by fetching endpoint data from the DID URLs (see subsection 4.4.4) included in
the exposure requests.

This approach is inspired by the Distributed Trust Backbone model [129], where a distinc-
tion is made between an Identification & Authentication protocol and an Information Exposing
method. The main motivation to separate the aggregation of cross-ledger proofs in the de-
centralised applications and the end-to-end resource transfer is the fact that the latter is not
always needed. For example, lodging documents dedicated to customs declarations is not
required by European customs anymore. As discussed in subsection 2.4.2, the most recent
updates of the Union Customs Code indicate that carriers are allowed to share declaration
data by granting customs access to their private computer systems [53]. Therefore, customs
could subscribe to the decentralised applications published by carriers as long as the DID
resolutions and overlay access conditions comply with the customs procedures.

Smart Contracts

The overlay access conditions governing the protocol can be programmed as hash-lock con-
tracts embedded to the properties of the DID documents published in decentralised appli-
cations. In the same way entities are currently responsible for lodging declaration data or
granting access to the declaration data in a timely manner, publishers of the system are re-
sponsible for stipulating the HTLCs that respect regulated time frames. However, the data to
be handled are references to non-fungible resources, so encumbrance is not strictly required.
Therefore, the main difference with hash-locks for on-chain transfers is that what is being
locked is a key-pair, an identity certificate or whatever property is chosen to maintain the
discoverability of the resource. This design implies that the credential management must be
able to control key rotation and certificate revocation, which is covered subsection 4.4.4.

A direct application are time limits after which European customs must remove data records
of inactive economic operators [55] (see NFR8 in section 3.4). Instead, the economic opera-
tors can share a discoverable presentation of their data, which will be active during the time
limit. Although economic operators are still allowing other entities to access their data, they
are not giving away their data sovereignty rights. This approach allows entities to take full
control of both the visibility and ownership of their resources.

4.3.5 Publication of Ledger States

Until now, it has been assumed that platforms have the ability to generate verifiable proofs
of their internal states and that there is a single gateway for each platform. However, the
platform participants might not want to share all the information with their peers. It is possi-
ble that the configuration of a platform leads to the creation of multiple independent ledgers
in which the interactions between nodes is restricted. Groups of nodes integrating an appli-
cation might be reluctant to sharing a node in charge of the publishing service. Therefore,
using a unique agent node for all the applications within a platform is not realistic.
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To solve this issue, platforms include dedicated services to manage the publication of ledger
states or transaction bundles, such event-hubs and the peer channel-based event service in Hy-
perledger Fabric [83], or the oracle service in R3 Corda [130]. These services allow groups of
nodes to control how the information stored in their ledger is shared. The overlay network
must thus interact with these event services. This is done via a state view board, from which
ledger states that want to be published by parent nodes are retrieved.

The approach is based on the bulletin board protocol developed by [3] for verifiable state
observations on permissioned ledgers. The design is intended to be plug compatible with
commercial permissioned blockchain stacks, and has been implemented in Hyperledger Fab-
ric. Its bulletin concept is similar to blockchain: it is append only and new entries are signed
by its publisher after producing a rolling hash.

Depending on the platform configuration, it can be used by multiple parent nodes simulta-
neously, which would mean that previously published views are validated with the addition
of new views. In that case, implicit verification of state agreement could be added when re-
quired (see subsection 4.4.6). The bulletin board model can also improve the effectiveness
of the asynchronous accumulators covered in subsection 4.4.6. However, assessing these
functionalities in detail and the implementation of the bulletin board is outside the scope of
the research. Refer to the work of Abebe et. al [3] for further reading. An overview of the
resulting cross-chain communication concept is shown in Figure 4.26.

FIGURE 4.25: Platform layouts and types of state publishing: public (left),
decentralised (center) and private (right).

As shown in Figure 4.25, nodes can interact with agent nodes in multiple ways. In the case
of permissioned platforms with trusted nodes maintaining a single ledger, the state view
board is directly fed by validated ledger updates without compromising the confidential-
ity between nodes. This is referred to as public publishing. Another scenario is a similar
single ledger but with trustless nodes. Although a ledger is shared, public publishing can
compromise data confidentiality between the nodes. Causes might include parent nodes not
wanting to aggregate their publishing registries or their will to attach chaincode information
to the board item in addition to the ledger commitment proof [83, 130].
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Moreover, modular platforms with multiple ledgers maintained by groups of nodes can
adopt a decentralised publishing style. The data flows between these groups of nodes create
isolated sub-domains, such as the channels found in Hyperledger Fabric [83]. Here, multiple
state view boards are maintained for each sub-domain. Also, public and private publishing
can be combined in the decentralised publishing.

FIGURE 4.26: Cross-chain communication concept.
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4.4 Credential Management Layer

This section covers the credential management layer. First, a general model to express verifi-
able credential claims is presented, followed by an introduction to the self-sovereign identity
paradigm and a decentralised credential management framework. These elements are the
foundation of the access control of the architecture, which uses asynchronous accumulators
for certificate management and cross-chain state authentication. The section also covers the
link between these components and the protection of data sovereignty.

4.4.1 Information Graphs & Verifiable Credentials

The content of this subsection is based on the specifications of the verifiable credential data
model of the 2019 W3C Recommendation [154]. The verifiable credential model has its roots
in the abstract model of the Resource Description Framework (RDF), which was originally
conceived as a metadata encoding standard [190].

FIGURE 4.27: Standard abstract RDF claim [154].

An entity, such an individual or an organisation, can generate data containing claims about
one or more data subjects (see section 3.4). These claims, also called triples, can be ex-
pressed as abstract RFD statements following the subject-property-value structure shown in
Figure 4.27. Claims about a subject can be merged with other claims creating an information
graph as shown in Figure 4.28. Large networks of information expressing the relationships
between subjects, resources or processes can be constructed using these networks.

FIGURE 4.28: Information graph formed by claims [154].

A subject refers to a data subject. A value, also called object [190], can represent both tangible
resources (e.g., transport infrastructure) and abstract concepts (e.g., risk category codes). A
property, also called predicate [190], describes how the latter are related and is application
specific. It can for instance represent a process status update (e.g., customs release of cargo)
or a legal bind between a subject and value (e.g., assignment of liabilities). In the research
context, this allows mapping logistic processes (e.g., cargo custody chain) and commercial
agreements (e.g., contracts of carriage) using the same language.

When abstract RDF statements are grouped and stored as tamper-proof information graphs
with cryptographically verifiable metadata, the term verifiable credential is used. The meta-
data describes credential properties like its issuer (see subsection 4.4.3) or revocation mecha-
nisms [154]. Verifiable credentials are useful for access control in data exchange transactions,
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as they can improve the understanding of cross-chain interactions when combined with the
appropriate semantic model (see subsection 4.2.1) and technology that supports logic fed
by cross-chain state proofs (section 4.2.2). Their strong link with digital identities and data
confidentiality is also very relevant and is further discussed in section 4.4.

When (partial) data is extracted from a verifiable credential and is encoded so that its origin
and authorship can be processed by a verifier, the term verifiable presentation is used. These
normally include data synthesized from multiple original verifiable credentials in the form
of zero-knowledge proofs for authentication purposes. Figure 4.29 shows the basic architec-
ture of verifiable credentials and presentations. Color-coded format examples of complete
information graphs can be found in Appendix B.

FIGURE 4.29: Verifiable presentation and credential basic architecture [154].

The model includes proofs used for provenance verification or the authentication of access
rights. The format and validation mechanism of the proofs can be encoded in the credential
itself to be processed following the rules of the environment the issuer, holder or expected
recipient of the credential operates in. Besides technical nuances, the main take should be
that verifiable credentials can be used to avoid unauthorised data dissemination, access and
interpretation when combined with self-sovereign privacy design [6, 37].

4.4.2 Introduction to the Self-Sovereign Identity Paradigm

Unlike in the physical realm, where identities are backed up by associations to tangible ob-
jects, it is important to specify a clear structure when it comes to defining identities in the
digital realm. Large reference networks between abstract objects make it possible to organise
and connect natural persons, organisations and digital assets. Such powerful yet unintuitive
space requires a standardised framework to deal with digital identities by differentiating be-
tween the real entities, their identities and their attributes. A graphical representation of the
links between these three concepts is shown in Figure 4.30.

Besides natural individuals and organisations, it is possible to associate a digital identity
with an information system (a private communication network) or a digital resource (digi-
tal wallets, documents or any digital asset). Digital identities defined by verifiable attributes
foster the interactions between entities as they promote trust. However, entities might have
more than one identity depending on the digital interaction they take part in and the point
in time a transaction is executed [91]. Since individuals, organisations and systems interact
constantly with each other, links between their identities are achieved in practice through
attribute aggregation due to their overlapping nature [31, 91]. This overlap has been lever-
aged traditionally with coreferencing [116], although alternatives more compatible with the
once-only principle sought after by European institutions are preferred [59].
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FIGURE 4.30: Entities, identities and attributes, adapted [91].

Following this trend, digital identities have experienced a transformation, starting at cen-
tralised identities, moving towards federated identities and arriving to modern decentralised
identities [127]. Centralised identities (Figure 4.31) would link a data subject to a digital en-
vironment through dedicated credentials. These credentials are managed under internal
environment rules and are not recognised by other digital environments.

The figure of identity provider (IDP) was introduced later in order to reduce the limitations
of centralised identities. An IDP acts as intermediary between subjects and digital environ-
ments enabling reusable credentials to be trusted by more than one digital environment,
which is the core concept behind federated identities (Figure 4.32). Although the level of
centralisation is reduced, data subjects still rely on an external party to control the legiti-
macy of their digital identities and not all digital environments might use the same IDP.

FIGURE 4.31: Centralised
identity model.

FIGURE 4.32: Federated
identity model.

The next step in the evolution of digital identities are decentralised identities (Figure 4.34),
which remove the need to rely on intermediaries to engage in digital transactions by fully
operating one’s digital identity. The characteristic attribute of decentralised identities is
the swift from account-based access control towards trusted links between digital peers,
whether data subjects represent a natural person, an organisation or a digital resource [127].
In this context, the term self-sovereign identity represents not depending on any organisation
to make use of your digital identity in legitimate digital transactions.
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FIGURE 4.33: Decentralised identity model, adapted [127].

The use of the decentralised identities to combat the weaknesses of conventional identity
management has been strongly influenced by the adoption of DLT, BCT in particular [37, 6].
Innovative public-key authentication and verifiable data registries can provide the certainty
that an entity is linked to the public key being used in transactions [154, 6]. This is known
in general as public key infrastructure (PKI), which has traditionally depended on the afore-
mentioned IDPs [186]. To overcome this, DLT can be the backbone technology of trusted
verifiable registries to achieve functional decentralised identities without the need for iden-
tity certificate authorities. In that case, a more appropriate term for the use of DLT for PKI
applications is distributed public key infrastructure (DPKI) [135].

4.4.3 Decentralised Credential Management

Using a DPKI to manage credentials entails using a framework based on the SSI paradigm.
An example is the credential ecosystem of Figure 4.34. It is based on the specifications of
the verifiable credential data model of the 2019 W3C Recommendation [154]. A distinction
is made between the subject and the credential holder(s), the latter being the credential pos-
sessor(s) with the ability to generate verifiable presentations and therefore engage in trans-
actions. This leads to a redistribution of power relationships as shown in Figure 4.35.

FIGURE 4.34: Verifiable credential ecosystem [154].

There exist many possible subject-holder relationships as shown in Figure 4.36. The simplest
use case is when the subject and the holder represent the same entity. It may also be possible
that no specific data subject is included in the credential (bearer credential). In the research
context this can be the case for the so-called Bearer Bill of Lading, which grants access to the
transported goods to the entity able to prove possession of the bill [18].
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FIGURE 4.35: From traditional control (left) to self-sovereign control (right).
Power relationships as circular links, adapted [127].

Even if the holder is not the subject, it is possible to identify the latter by processing un-
ambiguous properties attached to the credential. Some use cases might require the verifier
to validate the relationship between the subject and the holder [154]. A subject might also
require to issue a second credential to a holder who is able to interact with a verifier. The
format and rules for issuing this type of nested credentials are application-specific and can
not be generalised. Another scenario is an issuer requiring an entity to become the holder
of a credential, while not holding any known relationship with its subject. In that case the
issuer can specify a relationship between this entity and itself issuing the credential.

FIGURE 4.36: Subject-holder relationships, adapted [154].
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Similarly, the holder can operate the credential when acting on behalf of the subject. This is
accomplished in three ways: the issuer can specify the subject-holder relationship directly
via the credential, the issuer can provide the holder with a new credential specifying the
relationship, and the subject can provide the holder with a new credential specifying their
relationship. The two last options require the holder to combine both credentials to form
verifiable presentations when executing transactions. Lastly, cases unsupported are those
in which the holder acts on behalf of the verifier or when the holder cannot prove any re-
lationship with the issuer nor the subject. The role of subject-holder relationships is used
to model and regulate the publisher-subscriber relationships processed during the gateway
validation phase of the resource transfer protocol of subsection 4.3.4

Combining decentralised credential management with the right DLT for tamper-evident reg-
istries can prevent the miss-use of credentials without the holder’s consent. Moreover, it
increases the visibility of verifiable presentations and their dissemination patterns for audit
purposes. Its application for the problem at hand is to transform verifiable presentations
of trade and logistic data into reusable and legally binding information that can be safely
shared between supply chain stakeholders and observed by customs administrations. De-
ciding with whom to exchange verifiable presentations depending on the subject-holder
relationships encountered in the logistics domain allows supply chain stakeholders to have
self-sovereign control over their data. Another benefit is that the extent to which credentials
can be linked to verifiable presentations issued in the future is also controlled better.

4.4.4 Decentralised Identifiers, Documents & Methods

The content of this subsection is based on the specifications of the core data model for de-
centralised identifiers (DID) of the W3C Recommendation Draft of 2021 [133]. It covers how
DID documents and methods can be used in decentralised credential management to avoid
the weaknesses of traditional PKIs. Figure 4.37 shows IDP certificates for federated identi-
ties (see subsection 4.4.2) using asymmetric cryptography.

FIGURE 4.37: IDP certificates in PKI, adapted [127].

It uses a key pair formed by a public and a private key with computationally infeasible mu-
tual reconstruction [100]. There are many alternatives for how to combine these keys for
encrypting and signing credentials, which can add many security benefits for information
sharing [1, 97, 100]. In the context of constantly changing keys and identifiers, traditional
PKIs add considerable implementation and maintenance costs, are to some extent still cen-
tralised and their availability depends on a single point of failure [127]. Certificate and key
rotation improves security. However, it adds complexity to the authentication of credentials
in asynchronous environments, such as the cross-chain data exchanges in supply chains.
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Unlike discrete atomic transactions with a unique sender and receiver, key rotation might
become challenging when a number of entities wish to share information with each other
indirectly. Key and certificate rotation should thus support the dependencies of transaction
networks without interrupting the verifiability of credentials and their successive verifiable
presentations. This means that the information flows must not be restricted to unidirectional
sequences, but also allow arbitrary combinations of queries to authenticate credential at any
point in time. This way, credential holders are able to engage in uncoordinated transactions
without comprising their trust or usability. Figure 4.38 shows a scenario where an original
credential is used in a chain of transactions.

FIGURE 4.38: Credential choreography.

Initially, a holder produces a verifiable presentation for an original credential, which is then
reproduced in further transactions. Along the way, keys and certificates generate unique cre-
dential properties used for authentication purposes. However, it is common to encounter
issues in traditional PKIs regarding credential piggybacking and the assurance of auditabil-
ity, which is another essential aspect for the research. For instance, in Figure 4.39 a service
client or regulator is unable to produce a verifiable presentation by merging the information
of two transactions due to the lack of visibility of previous credential properties. This is an
example of how rotation and certificate revocation can interfere in service choreographies
and reduce the effectiveness of piggybacking in B2G communication.

FIGURE 4.39: Effect of key rotation and certificate revocation in credential
piggybacking.
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This issue can be avoided using the HTLCs powering the cross-chain transfer protocol (see
subsection 4.3.4) to define key rotation and certificate revocation rules. However, imple-
menting such rules when interacting with traditional PKIs is difficult. In that case, an IDP
would adopt a role very similar to the notary schemes discussed in subsection 4.3.1: issuing
the certificates while also coordinating arbitrary verification and revocation rules. The prob-
lem becomes even worse when more than one IDP is involved. Therefore, an alternative that
does not depend on IDPs is needed.

In the absence of IDPs, self-certifying identifiers can solve the problem. They fulfil the two
main duties of IDPs: binding a public key to an identifier and binding an identifier to a
credential holder. This model is shown in Figure 4.40. Trust in identifiers is achieved by cre-
ating cryptographic bonds with public keys. This is effective as the cryptosystems used to
authenticate these links are the same trusted methods used to bind private and public keys,
such as Rivest–Shamir–Adleman (RSA) algorithms, elliptic curves or the Diffie-Hellman al-
gorithm [1, 97, 100]. IDPs are not needed as long as the authentication is trusted, because
a legitimate holder is the only entity able to generate pairs of identifiers and public keys
compliant with the aforementioned cryptosystems.

FIGURE 4.40: Self-certifying identifier model, adapted [127].

For this research the term identifier indicates a uniform resource identifier (URI), which is
a string of characters used to represent physical resources that are not network-accessible
(i.e., persons, locations, etc.), as well as logical representations of objects retrieved from an
information system, such as electronic documents or any other digital asset [190]. A DID is
a URI management schema (see Figure 4.34) meant to be a component of larger information
systems built around the verifiable credential paradigm presented in subsection 4.4.1. Al-
though the design of DIDs is driven by wider goals (see Table C.1), they represent a solution
to enable key rotation and recovery when using self-certifying identifiers [127, 133].

From a design perspective this is specially relevant for data piggybacking. Traditionally,
copies of digital resources have been used for data sharing, which implies coordinating nu-
merous entities on how to generate credentials, authenticate identities and regulate access
control to digital environments where resource versions are stored.

The result are networks of networks of co-referenced resources with complex resolution re-
quirements [116]. This means it is becoming difficult to ensure the visibility of information
stored in varying formats and authenticated through different methods. Also, public insti-
tutions face the risk of failing at monitoring the behavior of entities operating with data in
these networks. An example for the research context is the visibility of records stored in
blockchains representing the state of logistic processes and agreements digitally, such as the
eB/L covered in subsection 2.6.3. If both trusted identifiers and discoverable resources could



80 Chapter 4. Design & Development

be implemented through a universal schema, the data sovereignty and interoperability bar-
riers set by semantic heterogeneity could be reduced [64, 98]. Thus, credential authentication
and access control based on DIDs can help public institutions piggyback on digital resources
operated by logistic service providers in different digital platforms.

FIGURE 4.41: DID architecture accounting for subject-holder relationship,
adapted [133].

The DID architecture is shown in Figure 4.41. A DID controller and subject are equivalent to
a credential holder and data subject respectively. There can be more than one controller, who
can be the subject at the same time. DIDs are said to resolve to a DID document describign
how to securely interact with the owner of a DID without revealing information about the
entitiy that operates it. This process consists on producing a verifiable presentation of a cre-
dential by defining verification methods (such as the aforementioned methods for public-
key authentication) and services needed to interact with the DID subject. Depending on the
application use case, these services can include endpoint discovery, communication routing,
access control and resource storage. This way, each DID document is equivalent to an iden-
tity certificate issued by a traditional PKI with added functionalities [133].

DIDs also support the DID delegates, which are entities to whom a controller has granted
permission to execute a verification method associated with its DID via a DID document.
This is an additional subject-holder relationship useful for supply chain data piggybacking,
because supply chain actors can delegate the verification of each other´s credentials once
they have been shared to other parties in other platforms.

For the researched application, participant gateways commit to a DID-based credential for-
mat. The DID documents produced throughout the resource transfer protocol are resolvable
by a set of standardised services supported by the overlay infrastructure presented in sub-
section 4.3.3. Discoverability is achieved with the pub-sub system of Figure 4.23, while its
associated credential registry is responsible for access control. The protocol messaging rout-
ing is maintained by the gateway network. Off-chain resource storage is platform specific,
although the cross-chain logs presented in section 4.2 store the verifiable presentations of
transactions that feed the cross-chain application logic.
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In order to retrieve resource information a uniform resource locator (URL) is used, which
is a type of URI to define the network location of a resource [190]. Dereferencing is used
to extract DID subjects, verification methods and any component of a DID document using
URLs as input. A URL locates a resource, which will be accessed following resource transfer
protocol (see subsection 4.3.4) and authentication the properties of DID documents. This
process is depicted in Figure 4.42 and can be interpreted as a third instance of the trust
triangle shown in Figure 4.37, although in this case every step interacts with a distributed
information registry.

FIGURE 4.42: Overview of DID URL deference, adapted [133].

The syntax of URLs and the dereferencing specification is provided by the DID method
used. A method is a description of how DIDs and DID documents are published, resolved
and maintained, which is directly linked to the verifiable data registry used. Independently
of the technology behind the registry, and as long as some general requirements are met
(see Appendix C), a DID method can become compatible with the computing infrastructure
trusted by a group of entities. This includes DLTs, blockchain protocols, peer-to-peer net-
works or any distributed network or database [133].

Another advantage of implementing DID-based trust for information sharing, is that the
model does not depend on a particular cryptography for the interpretation of DIDs. There-
fore, the trust model can be implemented as an additional layer on top of legacy systems that
rely on identifiers based on the centralised or federated paradigm. Appendix C includes a
detailed overview of DID architecture.

4.4.5 Gateway Signatures

The messages exchanged between gateways when executing the protocol require their dig-
ital signatures, not only to identify, but also to trust that the operators of the gateway will
follow the prescribed protocol [70]. The identity authentication of the gateways composing
the overlay network must be common between all gateways using the infrastructure. An
example of the models used in literature for gateway authentication is shown in Figure 4.43.
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FIGURE 4.43: Gateway identity, key-pairs & certificates [70].

This approach interprets a gateway as an extension of an entity completely independent to
the rest of the nodes (VASP). It differentiates between an identity certificate for the entity as
legal person and another certificate to interact with other gateways. Hardware-bound keys
are also used to certify the physical device used by the gateways, decreasing the vulnerabil-
ity to attacks [167]. Assessing the implementation of these keys is beyond the research scope.

As mentioned in subsection 4.3.3, it is possible for a gateway to represent one or multiple
nodes. That is why, in addition to the key-pairs and certificates used to interact with other
gateways, internal key-pairs must be used to interact with internal nodes [70]. This is im-
plemented in their design as G1 transaction keys, which are used when the gateway interacts
directly with the ledger. This approach is useful when public publishing is used (see Fig-
ure 4.25). However, since public publishing can not be assumed for all platforms, a general
certificate model compatible with all state view boards is shown in Figure 4.44.

FIGURE 4.44: Gateway identity model.
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In the model proposed for the architecture a new publisher/subscriber certificate is pro-
duced when the gateway is used. This certificate references the DID of the parent node. At
the same time, the parent node produced a DID document of the ledger state to be shared
using his DID, which would be sufficient to create a verifiable presentation. Also, the rest
of signatures contained in the ledger state being shared is included in the view board item
retrieved by the gateway, which can be accessed after the successful resolution of the DID
document. This approach allows the parent node to define the verification method used,
both for his identity and for his view of the ledger, while ensuring visibility of the ledger
state and respecting the platform configuration.

4.4.6 Dynamic Cross-chain Authentication

The decentralised credential management framework presented in the previous subsections
has assumed cryptographic properties that ensure the authentication of ledger states and
identities. In order to take part in a decentralised application and provide trusted state
views of a ledger, an entity must be able to show verifiable attributes. The DID model
allows to define these attributes in the most convenient format for its implementation con-
text. For the research, these attributes should follow the same authentication approach used
in blockchains: cryptographic accumulators that generate membership proofs to validate
transactions while controlling the visibility of the data and entities involved [184].

A membership proof is a type of zero-knowledge proof of knowledge: "a prover convinces a
verifier that some statement holds without revealing any information about why it holds. A prover
can for example convince a verifier that a confidential transaction is valid without revealing why that
is the case, i.e., without leaking the transacted values" (pp. 319) [23]. Cryptographic accumulators
achieve this by converting a finite set of values into a unique accumulator value AccX and a
membership witness witx for each element x of the accumulated set [108]. Membership can
be certified by providing a valid tuple (x, witx, AccX).

FIGURE 4.45: Structure of a merkle tree [34].

The simplest accumulator is the Merkle tree shown in Figure 4.45, which is a hierarchical
data structure with the shape of a binary tree [20]. It uses hash functions to combine data of
an arbitrary length into values of fixed length [34], so that no function can be used to reverse
engineer the process and obtain the original data [29]. Merkle trees are able to aggregate
membership proofs for a batch of transactions into a single constant-size proof (merkle root)
[20]. They are used in blockchains to store tamper-evident information about the order of
transactions contained by each block, which is shown in Figure 4.46.
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FIGURE 4.46: Use of a merkle tree in a blockchain [34].

A disadvantages of merkle trees is that they are static [20], i.e., it is not possible to add or
remove values from the accumulated set without recomputing the membership witnesses
for the remaining values. Dynamic accumulators offer features to overcome this challenge.
An accumulator is dynamic if "membership proofs can be updated efficiently as elements are added
or removed from the set, at unit cost independent of the number of accumulated elements" (pp. 561)
[20]. This means that it is possible to add or remove values from the accumulated set without
having to recompute the witness values of each remaining element [46]. Dynamic accumu-
lators are used for the revocation of anonymous credentials [16, 26] and the design of more
efficient and scalable PKIs [135, 199]. They are also used in blockchain systems to generate
interoperable validity and consensus proofs [20, 192].

FIGURE 4.47: Comparison of membership witness constraints, adapted [135].
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There are two additional accumulator characteristics that are very relevant for the research:
low update frequency and old-accumulator compatibility. A dynamic accumulator with
these properties is introduced by [135] as an asynchronous accumulator. Unlike other accu-
mulators, the asynchronous accumulator does not require to perfectly synchronise member-
ship witnesses with the accumulator. This is depicted in Figure 4.47.

Low update frequency means that verifying a value against a witness older than the current
accumulator value is possible due to laxer witness time constraints. On the contrary, old-
accumulator compatibility means that membership witnesses can be used against an out-
dated accumulator value (given that the latter already contains the element being verified).
The low instantaneity requirements of these features allow to overcome the aforementioned
limitations of static accumulators when used in decentralised environments [199], because
prior knowledge about the accumulated set is not needed to execute element additions [135].

FIGURE 4.48: Structure of a merkle mountain range [135].

An example of an MMR is shown in Figure 4.48. The main difference between traditional
merkle trees and the ones used in asynchronous accumulators is the hierarchy for the cre-
ation of hash nodes and leaf nodes (bottom nodes). The sequence in which nodes are added
is shown in Figure 4.49 with the peak coloured in green. Instead of building a complete
binary tree with a single root from a predefined group of leaf nodes, the peaks of multiple
incomplete trees are used to form a structure known as Merkle Mountain Range (MMR) [199].

FIGURE 4.49: Merkle mountain range hierarchy, adapted [192].
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The accumulated set is the peaks of the incomplete trees being concatenated. This way, the
authentication paths for nodes in lower levels remain accessible because it is sufficient to
show proof of a peak in addition to the merkle proof of a specific incomplete tree. Multiple
incomplete trees can be added by different entities without compromising the verifiability
of the information included in existing trees.

Asynchronous accumulators based on MMR are thus very convenient for the design in two
ways. First, ledger state proofs between platforms can be aggregated using and arbitrary or-
der. Cross-chain transactions can be validated by different entities at different points in time,
while still allowing them to add information to the MMR tree dynamically. This opens the
possibility of using ledger designs beyond linear block sequences to validate decentralised
application logic. An example is the DAG ledger implemented in the event visibility layer
and presented in section 4.2.2. Also, data piggybacking becomes less constrained, because
entities can use witnesses that have been updated with varying frequencies to trigger the
HTLCs discussed in subsection 4.3.4.

FIGURE 4.50: Sequential change in accumulated set (green area).

Second, the problems caused by key rotation and certificate revocation shown in Figure 4.39
can be avoided. Given a group of entities sharing access via a pub-sub subscription, their
permissions can be updated individually without affecting the rest of the group. Such dy-
namic access rules that ensure backwards membership compatibility can be implemented
as properties of the DID model used for credential management. This means that an entity
can generate a credential linked to a DID that remains functional to the specified verifier(s),
while updating or issuing more credentials.

Despite the advantages of using asynchronous accumulators to aggregate proofs between
platforms, it is necessary to define the verification class required by the application and
clarify the verification class attainable with the proposed approach. There are four types
of cross-chain verification, or verification classes: verification of state, verification of state



4.4. Credential Management Layer 87

agreement, verification of state evolution and verification of state validity [193]. The rela-
tionship between these classes is shown in Figure 4.51. These classes are rooted on the idea
that a party P on platform X might hide information from a party Q on platform Y, but
should not be able to trick Q into validating an incorrect state in ledger LX [193].

FIGURE 4.51: Cross-chain verification classes, adapted [193].

This can be ensured at different levels by the verification classes. Verification of state con-
sists on certifying that a specific state exists, although it might not have been accepted by
consensus. Depending on the consensus mechanism used to maintain a ledger, it can be
proved that consensus on a state has been reached. This is the verification of state agree-
ment. Verification of state evolution certifies that a transaction is part of a ledger state. This
is achieved by providing a merkle tree path to the leaf node containing the transaction in
question. Finally, the verification of state validity ensures that a badge of transactions com-
plies with the internal rules of the source ledger, e.g., there are no conflicting transactions.

Trusted relays based on the exchange of protected ledger views can only verify that a trans-
action was executed on an external blockchain. This level of verification is considered suf-
ficient for the proposed application for two reasons: the pub-sub model and pseudo-proofs
for state validity in smart contracts. The pub-sub system implies certain trust on the valid-
ity of transactions from publishers during the registration phase. Also, pseudo-proofs for
state validity can be generated using the concepts of ledger persistence and liveness defined
by [193] and shown in Figure 4.52 and Figure 4.53 respectively:

FIGURE 4.52: Definition of ledger persistence [193].

FIGURE 4.53: Definition of ledger liveness [193].



88 Chapter 4. Design & Development

The persistence depth k and liveness delay u can be included as variables of the smart con-
tracts used in the cross-chain protocol presented of Figure 4.24. When chosen by the contract
participants, if the conditions set by these parameters are not verifiable via the state view
board, the publisher-subscriber updates will not be executed. Depending on the decen-
tralised application that a state view will be part of, persistence and liveness proofs can be
submitted by parent nodes (see subsection 4.3.3) if required. The publisher is thus responsi-
ble for adapting to the publishing configuration required by his platform (see Figure 4.25),
and communicate with peer and agent nodes to ensure that the required proofs are present
in the state view board that feeds the cross-chain application.

4.5 Design Conclusion

This chapter was aimed at answering RQ4: What architecture components can used by customs
administrations to gather declaration data stored in multiple commercial blockchains? To do so, the
previous sections offered an extensive description of a data sharing architecture to chore-
ograph information sharing between the participants of different blockchain platforms. A
summary of the design is shown in Figure 4.54. The architecture includes three layers, each
of which provides support to the requirements specified in chapter 3. An overview of the
components and their main functionalities can be found in Table 4.3.

FIGURE 4.54: Architecture design summary.
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TABLE 4.3: Summary of design choices and driving functions.

architecture component driving function
Overlay Network Cross-platform peer-to-peer communication

Trusted Gateway Protocol Exchange of ledger states proofs to feed the application
logic of cross-platform clients

Hash Time-lock Contracts Propagation of self-sovereign smart contract logic
State View Board Plug-compatible permissioned ledger state observation

Decentralised Identifiers Self-sovereign identity management
Asynchronous Accumulators Dynamic data access rules and asynchronous ledger

state proof updates
Directed Acyclic Graph Ledger Modular distributed application logic while maintain-

ing parallel ledger views

The relationship between the design principles that guided the development of the archi-
tecture is described by the framework shown in Figure 4.55. Each pair of design principles
has been found to bring different benefits in the context of supply chain data sharing. Event
visibility entails that a larger number of actors across all supply chain segments keep track
of the logistic events associated with their economic activities. Interoperability makes it
technically possible to exchange data between the information systems used in each supply
chain segment. Lastly, data sovereignty is an actor´s ability to control the level of exposure
of his own digital identities and business information.

FIGURE 4.55: Design value framework.

Combining event visibility and interoperability produces more potential connections be-
tween information systems. Event visibility and data sovereignty elevate trust and incen-
tivise supply chain actors to use externally validated data for business purposes. Finally,
interoperability and data sovereignty foster friction-less collaboration by building joint busi-
ness activities around these trusted data exchanges. The design is an example of the achieve-
ment of these three relationships to increase overall supply chain data quality.

Enhanced data quality, and therefore increased reliability during risk assessments, is the ul-
timate goal sought by European customs. However, it would be naive to take competitive-
ness incentives and consolidated trust between trade stakeholders for granted. This means
that the quality of the declaration data does not only depend on the data infrastructure used
by European customs to interact with carriers to lodge an ENS, but also on the previous data
exchanges between carriers and other logistic service providers. Even if an interface able to
automatically collect declaration data based on the operations of a carrier was used, data
quality still relies on the information provided to the carrier by freight forwarders and other
intermediaries. The design has addressed the challenge of taking into account these data
exchanges preceding the generation of the ENS.
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Chapter 5

Demonstration
The goal of this chapter is to showcase how the data sharing architecture presented in chap-
ter 4 can address the researched problem. As part of the Demonstration phase of the design
science approach, it is demonstrated that the design can indeed be applied successfully be-
yond the conceptual plane. By means of a use case aimed at highlighting different aspects
of the design, the next sections will try to answer the following research question:

RQ5: How would the current import declaration procedure be implemented
using the specified peer-to-peer data sharing architecture?

The structure of the chapter is as follows. First, an appropriate demonstration strategy is
analysed in section 5.1. Here, the components of a practical scenario required to test the
functionalities and effectiveness of the design from all relevant perspectives are discussed.
This is very important in order to grasp the real utility of the architecture and address the
sub-problems linked to the every design principles and requirements. The context of the
use case is covered in section 5.2. It represents a scenario, in which data piggybacking sim-
plifies the ENS declaration process and helps European customs administrations to cope
with the complexity of ENS declaration levels. This is useful when carrier lodge data using
irregular ENS levels or when vessel deviations occur. The next three sections present the
configuration and use of the architecture layers for the use case. The cross-chain network
configuration, the application of the credential management framework and the partial dis-
tributed application views of each supply chain actor involved are presented in section 5.3,
section 5.4 and section 5.5 respectively. Lastly, section 5.6 includes a chapter conclusion.

5.1 Design Demonstration Approach

The components of the architecture have been selected based on requirements generated
from three different design principles (see Table 3.1). Each principle represents a function-
ality that enables the design to provide value to customs administrations. It is therefore
possible to accidentally over-represent a specific aspect of the design during the demon-
stration. However, the goal is to provide a complete picture of how European customs
administrations can take advantage of the architecture. Therefore, a design demonstration
strategy that equally covers the three design principles with a level of detail matching that
of the architecture technical specification is preferred.

Each design principle should be instantiated differently. Logistic event visibility is expressed
as sequences of logistic and commercial events, and represent the processes found in supply
chains and that European customs is part of. Stakeholder data sovereignty is expressed
as networks of subject-holder relationships, and represent the structure of the information
flows that support the aforementioned event sequences. Lastly, architecture interoperability
is expressed as a group of blockchain platforms involved in these information flows, and
represent the connection between stakeholders and their information systems.
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A use case can be put together after instantiating each design principle following these
guidelines. The next step is translating the proposed scenario to a configuration of the ar-
chitecture and show how it would function. The configuration is presented at a layer level.
For the cross-chain communication layer, the network specification and publication of states
will be covered. For the credential management layer, subject-holder relationships will be
converted to pub-sub relationships governed by smart contract services. Finally, the config-
uration of the event visibility layer includes an overview of the decentralised applications
that can be implemented following the CAPER protocol. The application view perceived
by each stakeholder will be shown, as well as how the addition of data elements and/or
participants is achieved by interacting with the credential management layer.

5.2 Use Case Context

The goal is to aggregate B/Ls and generate a modular ENS based on paths towards dis-
tributed data. Instead of dedicated documents based on the content of previously issued
documents, European customs is provided with access to data that is scattered among mul-
tiple storage locations. The logistic background of this scenario is shown in Figure 5.1. In
the same way a freight forwarder handles multiple products, the carrier will interact with
multiple forwarders (dashed arrows), and customs will interact with multiple carriers. Al-
though the benefits of the design are more pronounced with more interactions at each level,
a simplified approach with a single forwarder and carrier is used to demonstrate the design.

FIGURE 5.1: Logistic context.

Two entities export products from a PLA via a freight forwarder, who is in charge of consol-
idating the products in a GC. The resulting cargo will be shipped by a shipping line that acts
as carrier from a POL, who is also responsible for lodging the entry summary declaration
data for the European customs administrations (COFE) at a POD.

FIGURE 5.2: Platform context.
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The exporters use the same platform used by the freight forwarder. This platform handles
electronic HB/Ls between the freight forwarder and the exporters (consignors). The latter
also shares platform with the shipping line, and is used to exchange information about elec-
tronic MB/Ls. This is depicted in Figure 5.2. It is assumed that European customs operate
in a blockchain platform for internal use, where custom offices operate node. The credential
management relationships shown in Table 5.1 indicate the role each entity as towards other
stakeholders for each transaction.

TABLE 5.1: Credential management relationships.

The challenge faced in this use case is allowing the shipping line to provide customs admin-
istrations with the regulated declaration data in the form of links to information contained
in the three previously issued bills of lading. The bills are stored in different platforms. The
MB/L should be created from links towards HB/L A and HB/L B. Then, a document equiva-
lent to the traditional ENS should be made available to customs.

The information included in the documents must be filtered so that in the case of non-
negotiable bills, the necessary data fields are included as a verifiable presentation while
omitting any confidential data. Moreover, the data pipeline principles, such as data effi-
ciency, should be followed. Besides sensitive commercial information, data fields not ex-
plicitly required downstream the cargo custody chain should be removed. This has two
direct benefits. The processing of information can become faster and more efficient at the
aggregate level by omitting data duplication in some transactions. This practice can also
reduce the risk of data inconsistencies in the event of amendments, which are more difficult
to track and correct if data is sparsely duplicated.

5.3 Overlay Network Configuration

The configuration of the cross-chain communication layer is shown in Figure 5.3. It includes
the storage of each stakeholder and the link to their platforms nodes. In the case of the
freight forwarder, he operates one node in two platforms. This will be shown useful in or-
der to gain access to more than one view of the distributed DAG application maintained by
all participants. As mentioned before, it is assumed that customs administrations operate a
private platform connecting customs offices.

The reason to include a platform dedicated to customs is the nature of the credential man-
agement framework. Verifiable presentations require an immutable verifiable data registry
to produce or authenticate DID documents. The internal configuration of this platform will
not be discussed in the demonstration, because customs nodes do not act as a parent node
in the proposed use case for ENS data collection.
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The customs platform has been included for illustrative completeness, as its main role is to
maintain a copy of the DAG ledger view held by a customs office. It represents the environ-
ment where customs offices exchange information with each other, in the same way each
commercial platform is used by groups of enterprises to coordinate their business activities.

FIGURE 5.3: Applied cross-chain communication layer.

Using the network configuration, the transfer protocol is applied to express the data flow
between supply chain actors and customs for the proposed architecture. This means that
the freight forwarder will first generate HB/L A and HB/L B. From the data included, confi-
dential fields will be omitted and the necessary fields will be shared with the shipping line,
who will then generate a MB/L. The shipping line can then generate ENS data based on the
data of the MB/Ls produced for a specific vessel and allow customs to access it.

The protocol is applied in three phases: two application commitments followed by a re-
source exposure. First, the freight forwarder shares verifiable presentations of relevant HB/L
transactions from platform A and registers them in the DAG ledger (Figure 5.4).
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Once that the carrier has piggybacked on the verifiable presentations published by the
freight forwarder, these presentations will be attached to the verifiable presentation of the
MB/L and left accessible for customs (Figure 5.5). Lastly, customs administrations will use
this verifiable presentation to execute the resource exposure, obtain the information on how
to interact with the storage of the carrier and pull all relevant MB/L data (Figure 5.6).

FIGURE 5.4: Application commitment between freight forwarder and carrier.

Note how after the application commitment between freight forwarder and carrier, instead
of directly moving towards the resource exposure phase, the protocol proceeds with the
second application commitment between carrier and customs. The last transaction commit-
ment in Figure 5.4 activates the issue of the MB/L in platform B. This is how the logic of
different ledgers is propagated. In this case, the carrier is using ledger state proofs the gen-
erated by the freight forwarder in platform A to trigger a response in platform B.This is an
example of the smart contract chains discussed in subsection 4.3.4.

FIGURE 5.5: Application commitment between carrier and customs.
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FIGURE 5.6: Customs resource exposure.

Additional resource exposure phases can be added depending on the length of the data ex-
change chain. In the proposed use case, the latter consists of only two data intermediaries
between European customs and the original cargo custodian. However, in case that inves-
tigations are performed after the ENS lodging, European customs might require the carrier
to provide additional information. Also, European legislation offers the carrier legal protec-
tion against previous cargo custodians withholding this data (see subsection 2.4.2), which
would allow the carrier to reveal the issuers of previous B/Ls linked to the cargo under in-
vestigation, who would eventually be obliged to provide the additional information.

This is another scenario in which the proposed protocol becomes a useful resource. As
shown in Figure 5.7, instead of enforcing this legislation upstream a supply chain and rely-
ing on the carrier to provide this data, the freight forwarders have already provided verifi-
able links towards more detailed cargo information. The carrier has forwarded these links
within the ENS enabling European customs to access additional information.

FIGURE 5.7: Investigation with additional resource exposure.
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From a bureaucratic prospective, this process is more efficient. The technical characteristics
of the architecture make the declaration process compatible with potential investigations a
priori, which accelerates the execution of customs procedures that tend to delay the release
of cargo in busy port terminals. Evaluating how the previous cargo custodians can ensure
the validity of these links is outside the scope of this demonstration.

5.4 Credential Management

The messages exchanged in the protocol take the verifiable presentation format. Figure 5.8
shows an example for the ledger state published by the freight forwarder. The verifiable
presentation includes two relevant transactions of the ledger state in the form credentials.
In this case, it attaches a proof graph of the rolling hash from the state view board accessed
by the gateway to certify the consensus on the state.

FIGURE 5.8: Verifiable presentation freight forwarder.

Each credential includes a RDF statement describing the event that the transaction repre-
sents. An illustrative example of a RDF statement about the issuing of a B/L has been added.
It is complemented by the public DID signature used by the freight forwarder to sign trans-
actions. This signature will be used by future client nodes, who must proof their intention
or ability to use the credential as a dependency. In this case, such client is the carrier, who
will use the credential and attach it to the verifiable presentation of the MB/L as shown in
Figure 5.9. This verifiable presentation includes all the necessary information to describe the
cargo custody chain from the current carrier to the original exporters.

The reason why these two verifiable presentations can be used to complement each other is
the architecture of the gateway identity model. In the same way that the freight forwarder
published the internal state of ledger X including the proofs for a bundle of transactions he
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took part in, the carrier is publishing the internal state of ledger Y including the proof for a
transaction that the freight forwarder took part in. A trace of the forwarder´s DID signature
was left in this transaction.

FIGURE 5.9: Verifiable presentation of carrier.

Therefore, the carrier can proof the relationship between the peer on his local ledger and
the peer operating the gateway against the metadata of his own transaction. That is how
the carrier is able to validate the presentation published why the freight forwarder from
platform A. The cross-chain DID validation process is shown in Figure 5.10.

FIGURE 5.10: Cross-chain DID validation.



5.5. DAG Application 99

5.5 DAG Application

In the event visibility layer a DAG is able to keep track of the validation of cross-chain state
views. As shown Figure 5.11, the resulting DAG for the use case is relatively simple.

FIGURE 5.11: Resulting DAG ledger.

Since the use case only has a forwarder and a carrier, the benefits of using different views of
the ledger for different users is less evident. Also, the utility of the asynchronous accumula-
tors for the addition of elements is more pronounced when using a larger DAG. Therefore,
the DAG formed when the use case is applied multiple times with the same carrier and dif-
ferent freight forwarders is shown in Figure 5.12.

FIGURE 5.12: Perspectives of DAG ledger.
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A participant in the DAG stores a view of the levels he takes parts in. For example, the
freight forwarder will only see the HB/L nodes he added, so their MMR representation will
be used as proof for that level (Figure 5.13). Similarly, a carrier has access to the same records
as the forwarder, in addition to the other MB/Ls on the second level. Therefore, the carrier
can concatenate the MMR proofs of the different levels and reconstruct the original three.
What is added to the DAG ledgers are not the verifiable presentations transmitted by the
gateways. Rather, each participant stores these proofs per level and update their local accu-
mulator. These proofs will be layer used to validate their additions to the ledger.

FIGURE 5.13: Freight for-
warder cluster proof. FIGURE 5.14: Carrier level

proof.

The aggregation of the MB/L level is used to generate the presentation that will be even-
tually shared with customs. Static accumulators would not allow to create such a ledger,
whose topology can be used to model the information flows themselves from the transac-
tions being validated. By storing each cluster within each level using the MMR technique,
it is possible to grow a DAG by adding more elements in a specific level. This is shown in
Figure 5.15. Although the proof for the accumulated MB/L level has changed by introducing
a new element, the authentication path towards HB/L A and HB/L B is still valid, because the
previous accumulated value is part of the new accumulated set. This way the future ENS
data set can be built gradually by adding more elements on each level.

FIGURE 5.15: Addition of leaf records after node validation.



5.6. Conclusion 101

5.6 Conclusion

The goal of this chapter was to answer RQ5: How would the current import declaration procedure
be implemented using the specified peer-to-peer data sharing architecture? This has been done by
illustrating how the different architecture layers would be used to create links between B/L
information stored in multiple blockchain platforms. These links aggregated by declarants
to provide European customs with an ENS formed by bundles of links to the information
necessary to conduct import risk assessments. It has been shown how the proposed archi-
tecture can be used to reduce the number of intermediaries that process the logistic data
eventually included in import declarations, which can reduce incomplete and contradictory
entries in the final ENS processed by customs.
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Chapter 6

Evaluation
This chapter covers the last phase of the design science research methodology, the evalua-
tion of the architecture. Since this phase is being performed prior to the construction and
deployment of the artefact and the application environment will be explored, this chapter
presents a naturalistic ex ante evaluation [177]. The goals of a design science evaluation can
be diverse. Requirement compliance, expert knowledge on the application context, compar-
ison to similar artefacts and assessments of relevant side effects after implementation are
common evaluation topics [90].

For the current research, the objective is twofold. The first one is to determine whether the
data sharing architecture complies with the requirements specified during the Requirement
Definition phase. The second one is to evaluate if using the data sharing architecture fits
the design principles and satisfies the expectations of stakeholders [179]. Therefore, the
following research question is answered by means of requirement analysis and consultation
with a commercial blockchain platform expert:

RQ6: Does the data sharing architecture comply with the requirements to a sufficient extent to be
considered a feasible solution that contributes to the application domain?

The structure of the chapter is as follows. First, the relationship between architecture com-
ponents and the design requirements is covered in section 6.1. A review of the architecture
design by an industry expert is presented in section 6.2. The practical implications and
potential improvements derived from the two previous sections is covered in section 6.3.
Finally, a conclusion on the design suitability is covered in section 6.4.

6.1 Requirement Analysis

An overview of the design requirements and the architecture components that support them
and the that motivated their selection are shown in shown in Table 6.1 and Table 6.2. The
following paragraphs elaborate on how the functionalities of these components and their
interaction with the rest of the architecture are aligned with the design requirements.

TABLE 6.1: Functional requirements and supporting components.

requirement supporting component
FR1 Overlay Network and Trusted Gateway Protocol
FR2 Directed Acyclic Graph Ledger
FR3 Decentralised Identifiers
FR4 Decentralised Identifiers
FR5 Trusted Gateway Protocol and Hash Time-lock Contracts
FR6 Overlay Network, Trusted Gateway Protocol, Hash Time-lock Contracts

and Decentralised Identifiers
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TABLE 6.2: Nnon-functional requirements and supporting components.

requirement supporting component
NFR1 Overlay Network and Trusted Gateway Protocol
NFR2 Directed Acyclic Graph Ledger
NFR3 Directed Acyclic Graph Ledger
NFR4 Decentralised Identifiers
NFR5 Decentralised Identifiers and Asynchronous Accumulators
NFR6 Decentralised Identifiers
NFR7 Asynchronous Accumulators
NFR8 Hash Time-lock Contracts and Asynchronous Accumulators
NFR9 State View Board, Decentralised Identifiers and Asynchronous accumulator
NFR10 State View Board and Directed Acyclic Graph Ledger
NFR11 Hash Time-lock Contracts and State View Board
NFR12 Overlay Network, Trusted Gateway Protocol and Decentralised Identifiers

Overlay Network & Trusted Gateway Protocol

An overlay gateway network has been chosen as the backbone of the cross-chain communi-
cation of the architecture. This decision allows customs administrations to interact directly
with the locations among which original declaration data is distributed (FR1). The use of
relay gateways to support a cross-platform transfer protocol allows to use a pull mecha-
nism that characterises the data pipeline concept, which has been expressed a strategically
desired approach by customs administrations(NFR1). The gateway mechanism is also mo-
tivated by the need to respect the current configuration of blockchain platforms, as it can be
implemented as an additional layer on top of the existing local networks (NFR12). The re-
source transfer protocol included in the design takes advantage of this network, but does not
require discrete point-to-point transfers executed in real-time. This enables customs admin-
istrations, and other entities, to passively piggyback on data via links to resources generated
and/or stored in a number of blockchain platforms (FR5, FR6 and NFR1).

The use of HTLCs in the protocol makes it possible for data subjects to encode revocation
mechanisms in the links shared with customs and other trade partners. This can be un-
derstood as the ability to decide when to break the links, and therefore, exercise the right
to erasure and other features that improve the data sovereignty of the ecosystem NFR8.
Additionally, by linking data transfer rules to the verifiable proofs published directly from
platform ledger data, HTLCs prevent users from unilaterally providing executing data ex-
changes using proofs outside their local platform consensus. This avoids the propagation of
invalid proofs that could collide with platform consensus states in the future (NFR11).

State View Board

Similarly to the overlay bridges, state view boards offer a modular and plug compatible so-
lution to inform a gateway about the ledger states observed by a node. It can be used in a
number of platforms without modifying their internal configurations (NFR12). Moreover,
they serve as a common canvas where multiple platforms users can publish updates regard-
ing the same digital asset (NFR9) and arbitrary events registered in a paltform (NFR10).
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Decentralised Identifiers

DIDs are the cornerstone of data sovereignty in the design. Their main contribution for the
proposed application is enhanced trust between supply chain stakeholders when it comes
to information sharing. A DID document describes how to securely interact with the owner
of a DID without revealing any information about the entity behind the DID (FR3 and FR4).
In essence, it is used to produce self-certifying certificates, which can be understood as de-
centralised zero-knowledge proof of identity for data exchange.

The limitations of recognisablility are provided by the DID core data model, as it allows
data subjects to take control over the governance of their own data. They force potential
verifiers to present proofs of their relationship towards the credential owner or data subject
(NFR4, NFR5 and NFR6), as well as to appoint trusted representatives (see DID delegates
in subsection 4.4.4) that can support the DID owner during transactions (NFR5, NFR6 and
NFR9). This holds for personal and non-personal data, as DIDs can be assigned to both legal
persons and abstract digital objects. Therefore, the DID model enables entities operating in
different permissioned environments to trust and process assets published by the users of
other platforms (FR6). The use of the DID model is also motivated by its interoperability
advantages. It can adopted by legacy systems running on centralised certificate systems
with limited additions to their current infrastructure (NFR12).

Asynchronous Accumulators

Cryptographic features are always expected to be part of any information system built
around a blockchain environment. They are required to maintain tamper-evident registries
and achieve consensus between network participants. However, two additional features
where required by the researched application: statements should be verifiable by a dynamic
group of entities operating in different blockchain platforms, and the topology of these state-
ments should be able to go beyond the linear sequences found in blockchains.

Asynchronous accumulators have been the proposed approach to tackle this two issues.
They are first used by the pub-sub system to handle the addition and revocation of certificates
and access permissions. Such modular access control is very useful in the proposed platform
interoperability context, as it allows ENS declarants to change their DID delegates over time
(NFR5, NFR7 and NFR9). Additionally, the structure of RDF information graphs maintained
by these accumulator are dynamic, meaning that the right to erasure (and associated data
sovereignty features) can be easily implemented (NFR8).

Directed Acyclic Graph Ledger

Choosing DAG as the distributed ledger technology to record cross-chain transactions brings
immediate benefits in terms of event visibility and interoperability, not only technical but
also organisational. When combined with the right cryptographic components (the afore-
mentioned asynchronous accumulators in this case) they can be used by groups of entities
to build up information graphs modelled after cross-chain services.

The chosen DAG protocol is designed to aggregate these services and allow stakeholders
to collaborate. Since each participant maintains an independent view of the application
logic, more than one framework agreement can be modelled without compromising the
confidentiality of a particular view (FR2). This way, trade patterns, such as cargo custody
chains, sequences of contracts of carriage, can be combined into an augmented, auditable
logic (NFR2 and NFR3). Using the DAG protocol to power distributed applications allows to
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decentralise the publication of events registered in multiple blockchain platforms (NFR10).
Moreover, this can be achieved with limited changes to the current architecture of the event
sources, either modern blockchain platforms or centralised legacy systems (NFR12).

6.2 Expert Validation

TradeLens is the largest blockchain-based platform that provides support to logistics service
providers [188]. With more than one billion events and ten million documents processed ev-
ery year [171], it plays a leading role in the digitisation of trade finance. The large number of
ocean carriers and shippers involved in the TradeLens ecosystem implies that a considerable
portion of the declaration data processed by European customs originates in this platform.
TradeLens is therefore a great example of a blockchain environment European customs de-
sires to interact with. The architecture has been presented to a representative of this platform
to judge its practical value. The details of this interaction is shown in Table 6.3.

TABLE 6.3: Details of the expert validation.

purpose date format institution
Expert 1 External validation of design

and requirements
07/09 E-mail IBM, representative Trade-

Lens Platform

The purpose of the external validation is not a detailed assessment of the technical feasibil-
ity of the design. Rather, it focuses on the suitability of the design components that provide
key functionalities not present in current solutions. It also intends to show how the design
succeeds at aligning the interests of commercial blockchain platforms and European cus-
toms. These components include the DID-based verifiable credentials used in the credential
management layer and the DAG ledgers used in the event visibility to create distributed
applications where multiple platform users can collaborate.

First, the functional and non-functional requirements presented in chapter 3 have been val-
idated by expert 1. These requirements are considered realistic and applicable to TradeLens.
Also, the requirements resemble requirements applied internally in TradeLens, which shows
the link between the research and current development trends in the private sector.

Second, the novelty of DID-based verifiable credentials has been confirmed by expert 1. It is
acknowledged that they are an essential feature to ensure the scalability of secure and inter-
operable solutions in the shipping industry. The interaction between the cross-chain transfer
protocol and the identity management of the architecture is identified by expert 1 as a valid
use case of DIDs in the supply chain domain. Furthermore, it emphasises the relevance of
the technical challenges addressed during the Design & Development phase, such as public
key rotation to reduce collaboration friction in asynchronous service choreographies.

Lastly, expert 1 confirms the contribution of the proposed architecture to ledger interoper-
ability in a fragmented platform environment. From a functional viewpoint, the overlay
network and DAG application model are considered useful for the purpose of the architec-
ture. However, expert 1 addressed the need to study in more detail the operational require-
ments for its implementations. These include the limitations imposed by implementation
costs and considerations on the governance of the architecture covered in section 6.3.
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Overall, the external validation has proved the suitability of the architecture. The integration
of the proposed architecture components in TradeLens are considered by expert 1 a significant
engineering investment, but certainly possible. A definitive evaluation of the compatibility
between the proposed architecture and the platform would require a more detailed technical
analysis by the platform´s architects and developers.

6.3 Practical Limitations & Improvements

Additional aspects related to the implementation of the proposed architecture have been
gathered during the expert consultation. This section focuses on the limitations of the design
regarding two main topics. First, the role of governance, which is addressed by expert 1.
Also, the foreseeable distribution effects of costs and benefits are discussed as a potential
implementation barrier.

Governance

The research has focused on the design of a data sharing architecture to allow public entities
to collect information produced in private domains. As part of a larger social coordination
system, governance is a design factor closely linked to the alignment of interests between
stakeholders [49]. The requirements included in the research do not account for governance
requirements, which are defined by van Engelenburg et. al [49] as "decision rights that parties
should be able to exercise based on stakeholder dynamics and the design choices" (pp. 199). There-
fore, a link between these rights and the design decisions should be established. Shown in
Figure 6.1 is a framework to analyse the relationship between governance requirements in
B2G communication settings and the design of blockchain-based information systems [49].

FIGURE 6.1: Blockchain governance framework for B2G communication [49].

The framework uses governance rights to link stakeholder dynamics with governance, and
BCT control points. Certain governance aspects have been covered implicitly through the
data sovereignty design principle. For instance, the assessment of European legislation stud-
ied how to translate current operational rights into a data governance model that promotes
trust. However, the relevance of the research could benefit from a systematic review of gov-
ernance implications using the aforementioned framework so that governance rights are
captured throughout the entire design.

Two examples of operational scenarios vaguely addressed in the research and closely re-
lated to governance are the following. First, the collaboration of supply chain actors whose
economic activities fall outside European jurisdiction with European customs. The latter are
required to wait until a carrier has processed declaration information. If European customs
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could directly access the data produced by cargo custodians before it is loaded in the vessel
calling a European port, a better monitoring of incoming cargo could be developed. This
way more frequent and earlier cross-validations could be performed [148]. A better under-
standing of the governance requirements is needed to assess the feasibility of persuading
supply chain actors operating outside the EU to identify themselves to European customs.

The second example is an architecture feature, whose implementation is still surrounded by
uncertainty. The feature in question is the definition of DID-delegates. This feature allows
declarants to designate trusted agents to act on their behalf in the provision of declaration
data. Given the international nature of the multi-actor system in which the architecture is
to be deployed, a better study on the collective and constitutional rights to protect supply
chain actors against the legal ramifications of this practice is required.

Implementation Costs

The research aimed to explore the required technical components to improve an existing
B2G communication process. The architecture implementation costs have thus been left
aside during the Requirement Generation and Design & Development phases. Operational costs
are however a complex and fundamental aspect of information system design that can help
identifying the effect of hidden or uninformed design assumptions [14]. Let us assume
an interface based on the proposed architecture to allow supply chain actors to prepare
their import declaration links for European customs. Let us also ignore the costs related to
software development. Table 6.4 shows the costs associated with the implementation. These
costs are divided in three main categories and include some of the common hidden costs in
the deployment of information system identified by Barreau [14].

TABLE 6.4: Overview of implementation costs.

type category description
Testing and planning Project management costs to plan and monitor

the implementation progress (unit testing, inter-
face validation, etc.).

Preliminary Conversion of legacy systems Preparing the migration of data and redesign
of processes registered in previous systems. In-
sufficient conversion can be translated to ad-
ditional operational and maintenance costs [14]
(e.g., maintenance of multiple access tools).

Documentation and training Preparing documentation, manuals and proto-
cols, as well as training activities for the users of
the system.

Hardware Vendor selection, purchase and installation of
new equipment.

Operational Supporting infrastructure Secondary infrastructure providing support to
the architecture (e.g., servers, equipment cooling
or energy supply [14]).

Overhead Decision-making hierarchy to ensure the system
remains operational (e.g., overhead of manage-
ment structure and user staff [14]).

Performance monitoring Effort to extract and analyse information from
the system to measure and predict performance.

Maintenance Updates and improvements Development of software updates and recom-
mendations for potential improvements.

Support staff Administrative and training costs of technical
staff in support centers [14].
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The distribution of these costs depends on the role and needs of each stakeholder, so un-
derstanding the effect of design decisions on these costs can improve the feasibility of the
design. For example, the scalability of the system in terms of transaction throughout will not
affect the training costs of new users, while it may affect the maintenance costs of the main-
tainer of the system. Therefore, an explicit link between components and costs throughout
the development phase would lead to better design trade-offs.

In the same way hidden costs can inflate implementation budgets, insufficient analysis of
the distribution of intangible benefits in a multi-actor system can prevent an accurate as-
sessment of its practical desirability. This is particularly relevant when cost-benefit analysis
is used to allocate public funding to initiatives of general interest.

In order to increase the accuracy of the expected distribution of benefits, it is useful to estab-
lish a link between the design components and the stakeholder dynamics of the application
domain. The distribution effects of DLT-based information systems for supply chain appli-
cations is studied by Roeack et. al [138]. These relationships are shown in Table 6.5. A link
between effects and the architecture design can be built by mapping effects into design prin-
ciples, requirements and eventually design decisions.

TABLE 6.5: DLT characteristics and effects in supply chain transactions [138].
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6.4 Evaluation Conclusion

This chapter was aimed at answering RQ6: Does the data sharing architecture comply with the
requirements to a sufficient extent to be considered a feasible solution that contributes to the applica-
tion domain? A naturalistic ex ante evaluation has been performed to assess the compliance
with design requirements and the applicability of the data sharing architecture in the pro-
posed practical setting.

The successful link between functional and non-functional requirements and the compo-
nents of the architecture has been discussed. The relevance and suitability of the designed
architecture has been tested against the industry knowledge of an expert, who has validated
its implementation potential in a leading commercial blockchain platform. Also, governance
and implementation costs have been identified as two main weaknesses of the design, and
an approach to tackle both has been proposed. First, a framework to link governance and
technical requirements has been discussed. Then, an overview of the expected implemen-
tation costs has been covered, as well as the importance of identifying potential transaction
benefits of a DLT-based design approach for supply chain applications.
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Chapter 7

Conclusion
This is the last chapter of the research. It covers a reflection on the work done and its con-
tribution to the research objectives. The answer to the research questions is covered in sec-
tion 7.1. The main research question is answered in section 7.2. The scientific contribution
of the research is discussed in section 7.3 and the societal relevance in section 7.4. Finally,
the recommendations for future research are covered in section 7.5.

7.1 Answering Research Questions

Problem Explication

This phase was intended to describe the nature of contractual agreement data sharing be-
tween supply chain actors, the European customs declaration process and the role of blockchain
technology in increasing supply chain visibility. The following paragraphs provide answer
to RQ1: What is the relationship between supply chain visibility, import declarations and the risk
assessments performed by customs administrations?.

In the recent past, European customs have been willing to trade-off the consistency of physi-
cal cargo inspections for the collection of high quality declaration data. Shipping companies
have been incentivised to share more information with a relaxation of customs requirements
and privileges in customs facilities. The rise of commercial blockchain platforms and the
digitisation of B/Ls are seen by European customs as an opportunity not to solely rely on
economic incentives to increase their visibility over supply chains entering the EU. They en-
vision an ecosystem able to provide a constant stream of high quality declaration data and
thus increase supply chain visibility. However, European customs should not be satisfied
with interacting individually with these data sharing service providers.

The participation of customs administrations in all blockchain platforms could decrease the
administrative hurdle of customs declarations. However, siloed information flows would
still be destined to form. As a result, a different approach to communicate between private
and public entities is needed. The main driver is thus equipping blockchain platforms with
capabilities to create verifiable links with other platforms, and allow customs administra-
tions to extract declaration data from these links.

TABLE 7.1: Overview of design principles (DP’s).

code name description
Provide features that allow European

DP1 Logistic Event Visibility customs to maintain the visibility of logistic
events across the logistics domain

Provide features that ensure the preservation
DP2 Stakeholder Data Sovereignty of the data sovereignty rights of

supply chain stakeholders
Provide features that support the compatibility

DP3 Architecture Interoperability of data exchanges between European customs
and different blockchain platforms
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Requirement Generation

This phase answers RQ2 - What are the design requirements to preserve the data sovereignty of
supply chain actors when creating links to data stored in multiple ledgers? - and RQ3 - What are the
design requirements to allow multiple blockchain platforms to share interoperable links to their ledger
states? Table 7.1 shows the three design principles used to generate the requirements. The
first principle, logistic event visibility, was added on top of the research questions to represent
the essential practical value of the architecture for European customs administrations. The
two remaining principles are the practical challenges addressed in the research questions:
stakeholder data sovereignty and architecture interoperability. An overview of the functional and
non-functional requirements is shown in Table 7.2 and Table 7.3.

TABLE 7.2: Overview of functional requirements.

code description
DP1: Logistic Event Visibility

FR1 The artefact should allow European customs to access information produced up-stream
supply chains entering the European Union

FR2 The artefact should allow to monitor trade framework agreements and detect anomalies in
the business transactions between supply chain actors

DP2: Stakeholder Data Sovereignty
FR3 The artefact should allow the enforcement of the recognisability principles implemented in

all procedures carried out by European customs administrations
FR4 The artefact should allow the certification of the user identities

DP3: Architecture Interoperability
FR5 The artefact should allow European customs administrations to reuse information pro-

duced and/or stored by different blockchain protocols
FR6 The artefact should support the exchange of digital assets between platforms

TABLE 7.3: Overview of non-functional requirements.

code description
DP1: Logistic Event Visibility

NFR1 Data access should be provided by a pull mechanism with links between data sources
NFR2 Cargo flows should be monitored by processing data gathered by the artefact
NFR3 Transport flows should be monitored by processing data gathered by the artefact

DP2: Stakeholder Data Sovereignty
NFR4 The enforcement of recognisability must be structurally restricted to European customs

administrations by the architecture of the artefact
NFR5 The access to data must be exclusive to the data subjects, persons acting on their behalf

and customs administrations
NFR6 The interpretation of data must be exclusive to the data subjects, persons acting on their

behalf and customs administrations
NFR7 Amendments to data performed through the artefact, their motivation and authors must

become traceable by customs administrations
NFR8 Exercising the right to erasure must be enabled to the data subjects of the data collected,

processed and stored by the artefact
DP3: Architecture Interoperability

NFR9 The digital assets processed by the artefact should be accessible and editable by a num-
ber of users related to the data subject

NFR10 The artefact must include features to exchange arbitrary events between platforms
NFR11 The cross-platform communication performed through the artefact must preserve con-

sistency between the consensus protocols of different platforms
NFR12 Modifications to the internal specifications and functionalities of a commercial platform

must not be required in order to interact with the artefact
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Design & Development

This research phase addressed RQ4: What architecture components can used by customs admin-
istrations to gather decla- ration data stored in multiple commercial blockchains?. Based on the
requirements generated in the previous research phase, a number of components have been
included in the archtiecture. An overview of the chosen components and the functionality
that motivated their selection can be found in Table 7.4.

TABLE 7.4: Summary of design choices and driving functions.

architecture component driving function
Overlay Network Cross-platform peer-to-peer communication

Trusted Gateway Protocol Exchange of ledger states proofs to feed the application
logic of cross-platform clients

Hash Time-lock Contracts Propagation of self-sovereign smart contract logic
State View Board Plug-compatible permissioned ledger state observation

Decentralised Identifiers Self-sovereign identity management
Asynchronous Accumulators Dynamic data access rules and asynchronous ledger

state proof updates
Directed Acyclic Graph Ledger Modular distributed application logic while maintain-

ing parallel ledger views

Demonstration

The demonstration phase was intended to answer RQ5: How would the current import decla-
ration procedure be implemented using the peer- to-peer data sharing architecture? By means of a
use case, it is shown how declaration data can be created as a network of links towards doc-
ument stored in blockchain platforms. The verification properties of these links are main-
tained with the supply chain actors that own the data. The configuration and presentation of
these links allows customs to pull the required declaration data. Moreover, it is shown that
the declaration procedure used by customs administrations can become more modular and
less prone to data inconsistencies using the architecture to achieve ENS-friendly B/L issuing
compared to the current declaration procedure.

Evaluation

This chapter was aimed at answering RQ6: Does the data sharing architecture comply with the
requirements to a sufficient extent to be considered a feasible solution that contributes to the appli-
cation domain? The compliance with design requirements and the contribution of the data
sharing architecture the proposed practical setting have been tested.

The successful link between functional and non-functional requirements and the compo-
nents of the architecture has been discussed. The relevance and suitability of the designed
architecture has been tested against the industry knowledge of an expert, who has validated
its implementation potential in a leading commercial blockchain platform. Also, governance
and implementation costs have been identified as two main weaknesses of the design, and
an approach to tackle both has been proposed. First, a framework to link governance and
technical requirements has been discussed. Then, an overview of the expected implemen-
tation costs has been covered, as well as the importance of identifying potential transaction
benefits of a DLT-based design approach for supply chain applications.
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7.2 Answer to Main Research Question

The main research question - What interoperable peer-to-peer data sharing architecture can be
used by European customs administrations to gather declaration data from commercial blockchain
platforms while preserving the data sovereignty of supply chain actors? - can be answered by com-
bining the findings of each research phase.

At a network level, overlay bridges are used to create peer-to-peer connections between
platforms. These bridges are maintained through an authenticated gateway, with which
platform participants interact to share information with external peers. Groups of peers
take part in a cross-chain protocol with three phases: an preliminary phase two register and
validate your identity, an initial phase in which a verifiable state required by an external
peer is generated and published, and a resource exposure phase used when the actual mi-
gration of an asset between storage location is needed. By means of the verifiable credential
model [154], peers generate verifiable presentations of the internal state of their respective
ledgers. These states contain the transactions that validate a claim that needs to be verified
by an external peer.

These claims are verified in order to complement the logic implemented in another platform.
Due to the asynchrony of the system, arbitrary conditions on the validity of cross-chain
transactions are implemented by means of hash time-lock contracts. These are used to en-
code necessary proofs of consensus or data availability that need to be delivered throughout
the protocol phases. These verifiable presentations of the state of a permissioned ledger as
observed by a trusted node is used to feed cross-chain applications built using DAG ledgers.
Multiple participants can contribute to the a ledger, while each participant holds an individ-
ual view of the latter, which restricts the amount of transactions that can be validated and
observed.

These restrictions are based on an access control based on self-certifying identifiers provided
during the first phase of the cross-chain protocol. The access control to these applications is
ruled by a credential database, in which verifiable proofs of the relationships between the
publishers and subscribers of application updates is maintained. These relationships are
resolution proofs of DID documents, with which entities can proof their link towards an
entity without revealing details of his own entity or of the other party of the relationship.

7.3 Scientific Contribution

The main scientific contribution of the research has been proposing the combined used of
DAG ledgers, asynchronous accumulators and self-certifying identifiers to create links be-
tween data stored in different blockchain platforms. In general, it can be interpreted as an
approach to model data sharing patterns in multi-actor systems, taking into account com-
mercial secrecy and auditability requirements. In this case, it has been applied to enhance
trust between supply chain stakeholders while improving the efficiency of the generation of
customs declaration data.

From a technical perspective, the research has shown that cryptographic accumulators can
be used for the distributed coordination of data sharing processes, besides their more tra-
ditional security applications. It has also shown that directed acyclic graph ledgers can be
used as a tool to build interoperable bridges between permissioned blockchains. This al-
lows an entity to retrieve a verifiable view of a process state by aggregating the individual
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views of a number of trusted participants and activate external process logic. This was been
applied to customs administrations following traces of contractual supply chain data, al-
though it could be applied to other trustless multi-actor systems.

In terms of identity management, the research has piggybacked on the work of [135] and
[199] to explore the use of asynchronous accumulators for DPKIs. It is shown that this ap-
proach is particularly useful in environments where cryptographic proofs of data author-
ship are already generated. Also, it has been shown feasible to reduce the discoverability
limitations of cross-chain communication protocols by using DIDs to model the identifies of
participants and to overcome key rotation and certificate revocation issues.

From a design science perspective, the research has delivered a new type of information
object with the potential to solve the data gathering and distribution problems faced by
customs administrations. However, the resulting architecture is also a different approach
towards DLT design, which is a very relevant aspect given the scarcity of design and imple-
mentation frameworks of this nature.

7.4 Societal Relevance

Besides contributing to closing a gap in a growing research field, the use of the architecture
provides benefits to society in different ways. The most direct one is increasing the amount
of cargo that European customs can process. The result is less fraud and better port plan-
ning, which means that the EU is involved in safer and more efficient trade. This brings
economic incentives to industries and populations of the member states. Within the logis-
tics sector, the architecture represents the reduction of collaboration friction, the increase of
operational efficiency and the reduction of costs. The resulting success of European enter-
prises can lead to creation of new employment and the improvement of the quality of the
current employment within the sector.

From a strategic viewpoint, the implementation of the proposed architecture contributes
to the widespread adoption of DLT to solve challenges in B2G information sharing. It is a
step forward in the acceptation of distributed information sharing as a tool to improve the
effectiveness of public institutions. Increasing the maturity of DLT solutions for public use
in transport and commerce serves a use case transferable to other areas of public interest
where DLT, BCT in particular, show great implementation potential, such as healthcare [4],
energy [48], agriculture [145].

7.5 Future Research

The research has focused on enabling document-based information sharing. This is very rel-
evant because contractual information is encoded within document flows to automate the
acceptance and release of cargo at transfer points throughout supply chains. However, this
approach leaves aside a growing number of additional data sources, such as sensor-based
data collected at transport terminals. Some of the components included in the proposed
design have been inspired by their use in these other applications, logistics IoT in particular.
An example is the use of DAGs to coordinate the operational decisions taken by independent
sensor networks [104, 185, 197]. Since the level of maturity is higher in such applications,
future research should explore how to complement the architecture with these data sources
in order to integrate document-based data sharing with logistic data gathered on site.
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The two document flows most represented in the research are ENS declarations and the is-
sue process of different types of B/L. Although ENS declarations are based on the content of
B/Ls, they might not share format. The research has assumed that the format and content
differences between the two are negligible to focus on the high-level design of architecture
components. An example of these differences are the detailed product definitions of a HB/L
and the HS codes included in ENS data and used by authorities to assign tariff rules to
product categories [54]. This leaves room for further research on the requirements for the
cross-reference of documents between platforms to ensure end-to-end semantic compatibil-
ity during cross-validations performed by customs.

From a technical perspective, the long-term performance consequences of the selected com-
ponents have not been contemplated by the research. For instance, the conceptual suitability
of a consensus service based on asynchronous byzantine fault tolerance has been stated. Fu-
ture research should evaluate the technical feasibility of an additional consensus layer an its
requirements in terms of speed and scalability. This is important in order to confirm that
the transaction throughput required by customs is in line with the architecture´s ability to
maintain consensus on a growing number of cross-platform references.

In terms of the proposed application context, the declaration process has been simplified
during the demonstration. The architecture has been presented as a one-way system, in
which only supply chain actors provide verifiable presentations of data links to European
customs administrations. In practice, a two-way system is required, as customs administra-
tions also provide messages to supply chain actors. These can include "do no load" warnings
or decisions about applications submitted by economic operators, such as temporary storage
or updates on the progress of a customs investigation [54, 55]. This opens an opportunity
for supply chain actors to integrate cargo acceptance messages issued by customs admin-
istrations as collaterals in cross-chain smart contracts, which could help entities externalise
certain risks of import and export agreements.
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An interoperable and self-sovereign data sharing architecture to
aggregate import declaration data from multiple blockchain platforms

L.A. CABRERA MOSCA∗, Delft University of Technology, The Netherlands

Abstract: Increasingly specialised logistic services are triggering the dis-
aggregation of supply chain functions and fostering the generation of in-
formation silos. This is perceived by European customs as a threat, since
it affects the reliability of the import risk assessments they conduct. Re-
cently, commercial data sharing platforms based on blockchain technology
(BCT ) are allowing to expedite the verification of trade finance documents.
The cross-organisational trust achieved in these platforms has driven the
digitisation of the bill of lading, from which entry summary declarations
(ENS) used by European customs are formed. The latter see combining data
from multiple platforms an opportunity to improve supply chain visibility,
turn declarations more agile and risk assessments more effective. However,
it remains unclear how to integrate declaration procedures in these data
ecosystems. There are two major barriers to overcome. Firstly, the lack of
interoperability solutions to make platform architectures compatible for the
aggregation of declaration data. Secondly, the need to adapt available iden-
tity management solutions to the distributed nature of these platforms to
promote trust between declarants and their clients. To tackle this, a peer-to-
peer architecture is presented as a novel solution to migrate from declaration
based on data duplication towards information sharing based on links to the
original and trusted data stored in BCT platforms.

CCS Concepts: • Computer systems organization → Peer-to-peer ar-
chitectures; • Security andprivacy→ Information accountability and
usage control; • Applied computing → Transportation; • Social and
professional topics → Transborder data flow.

Keywords: supply chain visibility, international shipping, data sovereignty,
import declarations, blockchain interoperability

1 INTRODUCTION
As the nature of global trade and commerce shift, so does the struc-
ture of the logistic processes driving border risks. For instance, the
tendency to disaggregate supply chain functions leads to an in-
creasing number of actors, which in turn produces decentralized
knowledge within supply chains [65]. The currently expected global
cargo mobility implies complex custody chains involving providers
of increasingly specialised logsitic services, such as freight forward-
ing, warehousing and other commonly outsourced activities.
On the eyes of customs administrations, the result is informa-

tion fragmented between these service providers and hidden by an
opaque and complex network of commercial agreements. Therefore,
the ability to assess the impact of imports on national interests com-
mences to rely on an unprecedented level of collaboration between
customs and a growing number of enterprises. This is perceived by
European institutions as a threat, which raises the flag on their obli-
gation to maintain sufficient end-to-end visibility on the economic
activities carried out across supply chains entering the European
Union (EU ).
Author’s address: L.A. Cabrera Mosca, Delft University of Technology, Technol-
ogy Policy and Management Faculty, Jaffalaan 5, 2628BX Delft, The Netherlands,
l.a.cabreramosca@student.tudelft.nl.

In parallel, commercial platforms based on blockchain technology
(BCT ) aimed at improving overall supply chain visibility and solving
inefficiencies in international shipping have gained considerable
popularity among shipping lines, freight forwarders and other sup-
ply chain actors. BCT enables trustless collaboration systems where
entities can share information without the need to assess their de-
gree of trust towards other participants [37]. It’s main advantage is
the set of modern cryptographic mechanisms through which trans-
action records become immutable, meaning that they can not be
altered once stored in a blockchain [50].

These platforms leverage BCT to provide enterprises with a secure
environment where to deploy distributed applications to process
trade documents, such as letters of credit (L/C) or bills of lading
(B/L). A B/L is the foundation of a cargo custody chain, and is used to
legally bind the conditions of contracts of carriage between logistic
service providers [63]. Data is retrieved from documents gener-
ated across supply chains, such as the B/L, and then aggregated
in the import declarations used by European customs to perform
risks assessments, known as entry summary declarations (ENS) [18].
Therefore, the digitisation of the B/L is a milestone in the automation
of import declarations and the modernisation of customs procedures
in general. However, B/L data is still processed multiple times by
different actors before their use to generate an ENS, which makes it
prone to incompleteness and inconsistencies [15, 45].

In this context, European customs identify the rise of commercial
blockchain platforms as an opportunity to leverage increased data
availability to feed the ENS generation process with original, accu-
rate, trusted logistic data collected directly from its original source
[19, 44]. Instead of relying on the last cargo custodian to forward
the information accumulated downstream a supply chain, customs
risk assessments could benefit from retrieving logistic data earlier
at each stage of a supply chain [60] or maintain trusted links to this
data [26, 45]. However, despite the positive impact that these plat-
forms are bringing to the private sector, there is a lack of research
on the integration of customs declaration procedures in blockchain
ecosystems such as the one shown in Figure 1.

To bridge this gap, this paper explores the design of a peer-to-peer
data sharing architecture able to aggregate distributed applications
for the generation of ENS from verifiable links to the internal ledger
state proofs of multiple blockchain platforms. This is expected to
benefit European customs by reducing fraud and enhancing the
reliability of their import risk assessments, as well as to exporters,
importers and shipping lines by reducing the bureaucratic friction
of customs declarations.
The structure of the paper is the following. A review of the rel-

evant literature on the use of BCT in supply chains, blockchain
interoperability solutions and trends in decentralised credential
management is discussed in section 2. This is followed by section 3

1
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Fig. 1. Blockchain platform ecosystem.

where the function of each layer is covered. Finally, section 4 dis-
cusses the research conclusions and recommendations for further
research.

2 LITERATURE REVIEW

2.1 Blockchain Technology in Supply Chain
A blockchain is a record of transactions bundled and assigned to
a blocks connected sequentially building a chain that is updated
simultaneously by all the participants in a network [17]. When ap-
plied to a distributed computer network, the result is a decentralised
peer-to-peer database, in which every node keeps an independent
copy of the history of executed transactions [54]. One of the most
attractive features is their immutability: it impossible for a single
party in the network to alter the history of transactions once stored
in the blockchain [66].
Overall, BCT is considered to have the ability to improve global

supply chain visibility standards [29]. In the recent past, BCT has
emerged as a disruptive technology with innumerable applications
in the transport and shipping industry [19]. Improved cost effec-
tiveness by simplifying the tracking of items and transactions [22],
increasing shipping flexibility [34] and a considerable reduction of
supply chain risks [11] have all been shown achievable benefits of
integrating BTC in the logistics sector.
The source of the interest in using BCT to tackle the latest chal-

lenges in large-scale logistic data dissemination is threefold. First,
a dire need to cope with a fast increase in supply chain complex-
ity, both at operational and organizational level [9]. Second, the

leading businesses’ fear to fail at staying at the vanguard of their
industries [62], fueled by BCT ’s recognised potential to reshape the
foundations of existing business models [22]. And lastly, the success
examples of early adopters. The leverage of BCT for non-financial
applications is a reality, being widely accepted to have reached suf-
ficient level of maturity to produce tangible results in real-world
problems [62]. From supply chain transparency for ethical sourcing
in the fashion industry to counterfeit prevention and product au-
thentication in pharmaceutical distribution [11, 25], BCT is being
slowly adopted in varied logistics applications.
Recently, the logistics sector has reduced collaboration friction

and enhanced trust with blockchain-based data sharing platforms.
These platforms offer logistic service providers with secure informa-
tion exchange services that help optimising contractual information
flows and decreasing risks by improving the reliability of forecasts.
An example is TradeLens, a joint venture between Maersk and IBM
aimed at improving supply chain visibility, and in doing so, increas-
ing the efficiency in containerised shipping [28].
Further work on the standardisation and privacy of blockchain-

based data objects is required before automated trade document
processing is embraced as a reliable solution for inter-organisational
data sharing in the shipping industry [72]. Initiatives such as the
aforementioned Tradelens intend to close this gap by providing
enterprises and institutions with a single source of shipping data
[28, 42]. However, these initiatives tend to focus on specific supply
chain segments. They do not capture all the transactions executed
throughout the complete logistics domain. For example, Tradelens
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supports an ample ecosystem of actors, but focuses on ocean ship-
ping and excludes activities performed outside port terminals (e.g.,
pre-carriage and on-carriage multimodal transshipment [44]. This
reduces the visibility between enterprises and institutions and is
one of the reasons it is difficult to integrate information flows un-
der the same blockchain architecture. In addition, there is a lack of
research on the interaction between commercial BCT ecosystems
and customs administrations, such as the lodging of ENS [54].

2.2 Blockchain Interoperability
In the research context, blockchain interoperability refers to the
communication standards between blockchain platforms that allow
them to agree on the interpretation of information [32]. Interoper-
ability is crucial for long-term industry transformations, because
the widespread implementation of BCT solutions with insufficient
interoperability can prevent blockchain applications from solving
multi-actor collaboration issues at a socio-technical scale [61]. There
is insufficient academic effort on the standardization of communica-
tion protocols that allow two different ledgers to share their internal
states and coordinate application logic [32, 67]. There is also no
consensus on the classification of interoperability solutions. An
approach is to differentiate between chain-based, bridge-based and
dApp-based solutions [67], which can be alternatively referred to as
public connectors, hybrid connectors and blockchains of blockchains
respectively [47].
Chain-based solutions focus on the chain-to-chain interactions

behind atomic swaps. Bridge-based solutions build connections
between blockchains to reduce or remove large technical incom-
patibilities between layer components. The purpose of dApp-based
solutions is to ease the implementation of and interaction between
decentralised peer-to-peer applications, and represent a more holis-
tic approach to interoperability linked to the emerging Blockchain-
as-a-Service design paradigm (BaaS) [36, 55]. Among these cate-
gories, literature distinguishes four subcategories relevant for the
proposed application: sidechains, notary schemes, hash-locks and
trusted relays [2, 16, 20, 23, 32, 41, 47, 59, 67, 71].

Sidechains act as complementary chains build around amainchain
[67]. They are used as buffers to delegate certain phases of resource
transfer protocols, and can be designed as one-way or two-way
systems [47]. However, the number of sidechains required in the
blockchain environment described in Figure 1 would grow at an
unsustainable rate, as well as adding unpredictable complexity to
the maintenance of the design.

Notary schemes rely on a trusted third party to monitor multiple
blockchains, witness the terms of cross-chain commitments and
trigger the execution of contracts [16, 32]. A popular application of
notary schemes are centralised cryptocurrency exchanges, where
the security of token transfers is guaranteed by the platform provider
[47, 67].
The next subcategory are hash-locks. They can be described as

decentralised escrow services that can alter the ownership of assets
without relying on a trusted third party, unlike notary schemes
[23, 32]. They can be chained after each other [41], which makes
them particularly useful when transaction sequences want to be

programmed between entities with no direct connections [47]. Hash-
locks can be implemented as smart contracts triggered by arbitrary
conditions, such as the time limits for the provision of cryptographic
proofs used in hash time-lock contracts (HTLC) [67]. Also, when
combined with the appropriate network configuration, hash-locks
allow a group of entities operating in independent blockchains to
exchange proofs of the internal state of their ledgers [5, 13].

The last solution type are trusted relays, with a focus on trusted
gateway bridges [23]. Also referred to as relay services [2] or chain
relays [71], they handle requests to fetch ledger state proofs be-
tween remote networks and verify application logic [2, 48]. Relay
services make it possible for an entity on a chain to verify events
registered in other chains by building a bridge that provides smart
contract services between platforms [67]. This means that a smart
contract implemented in one chain can become a client of another
chain [71]. For the research context, the main advantage is that
they allow clients to define arbitrary business logic that can be fed
with evidences of external data without a centralised entity [20, 47].
Research on more advanced blockchain-agnostic protocols, con-
sensus engines and security infrastructures to aggregate complete
blockchain architectures are being developed [47]. However, they
fail to offer backward compatibility, implying that legacy systems
would need to be heavily modified. In view of this, trusted relays are
seen as the most realistic solution to link network layers between
permisisoned blockchains while maintaining a design philosophy
inspired in the d-App paradigm [23, 47].

2.3 Decentralised Credential Management
Digital identities have experienced a transformation in the recent
past, starting at centralised identities, moving towards federated
identities and arriving to modern decentralised identities [? ]. Cen-
tralised identities link a data subject to a digital environment through
dedicated credentials. These credentials are managed under internal
environment rules and are not recognised by other digital environ-
ments.
The figure of identity provider (IDP) was introduced later in or-

der to reduce the limitations of centralised identities [? ]. An IDP
acts as intermediary between subjects and digital environments
enabling reusable credentials to be trusted by more than one digital
environment, which is the core concept behind federated identities.
Although the level of centralisation is reduced, data subjects still
rely on an external party to control the legitimacy of their digital
identities and not all digital environments might use the same IDP.
The next step in the evolution of digital identities are decen-

tralised identities, which remove the need to rely on intermediaries
to engage in digital transactions by fully operating one’s digital
identity. The characteristic attribute of decentralised identities is
the swift from account-based access control towards trusted links
between digital peers, whether data subjects represent a natural
person, an organisation or a digital resource [? ]. In this context,
the term self-sovereign identity represents not depending on any
organisation to make use of your digital identity to legitimise digital
transactions.

Decentralised identity certification is becoming an integral part of
information sharing in the BCT era [14, 19]. However, architectures
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including self-sovereign identity management are miss-represented
in literature: providing enterprises incentives to share data by equip-
ping them with data governance privileges to control the exposure
of their information.

The use of the decentralised identities to combat the weaknesses
of conventional identity management has been strongly influenced
by the adoption of BCT [4, 12]. Innovative public-key authentication
and verifiable data registries can provide the certainty that an entity
is linked to the public key being used in transactions [4, 56]. This
is known in general as public key infrastructure (PKI ), which has
traditionally depended on the aforementioned IDPs [69]. To over-
come this, BCT can be the backbone technology of trusted verifiable
registries to achieve functional decentralised identities without the
need for IDPs [74]. In that case, a more appropriate term for the use
of DLT for PKI applications is distributed public key infrastructure
(DPKI ) [51].

In the absence of IDPs, self-certifying identifiers fulfil their two
main functions: binding a public key to an identifier and binding
an identifier to a credential holder [49]. This model is shown in
Figure 2. Trust in identifiers is achieved by creating cryptographic
bonds with public keys. This is effective as the cryptosystems used
to authenticate these links are the same trusted methods used to
bind private and public keys, such as Rivest–Shamir–Adleman (RSA)
algorithms, elliptic curves or the Diffie-Hellman algorithm [1, 31,
33]. IDPs are not needed as long as the authentication is trusted,
because a legitimate holder is the only entity able to generate pairs
of identifiers and public keys compliant with the aforementioned
cryptosystems.

Fig. 2. Self-certifying identifier model, adapted [43].

3 ARCHITECTURE DESIGN

3.1 Design Approach
The problem at hand is driven by three principles: visibility of lo-
gistic events throughout supply chains, data sovereignty of supply
chain actors and the interoperability of their information systems.
An overview of the relationship between principles is described in
Figure 3. Each pair of design principles has been found to bring
different benefits in the context of supply chain data sharing. Event
visibility entails that a larger number of actors across all supply chain
segments keep track of the logistic events associated with their eco-
nomic activities. Interoperability makes it technically possible to

exchange data between the information systems used in each supply
chain segment. Data sovereignty is an actor´s ability to control the
level of exposure of his own identities and business information.
Event visibility and interoperability produce potential connections
between information systems. Event visibility and data sovereignty
incentivise supply chain actors to incorporate externally validated
data in their business processes, which in turn elevates trust. Finally,
interoperability and data sovereignty foster the integration of these
data exchanges in their business activities. Enhanced data quality is
achieved in practice next to the three relationships.

Fig. 3. Design value framework.

Enhanced data quality, and therefore increased reliability during risk
assessments, is the main benefit for European customs. However, it
would be naive to take competitiveness incentives and consolidated
trust between trade stakeholders for granted. This means that the
quality of the declaration data does not only depend on the data
infrastructure used by customs to interact with carriers to lodge an
ENS, but also on the previous data exchanges between carriers and
other logistic service providers. Even if an interface able to automat-
ically collect declaration data based on the operations of a carrier
was used, data quality still relies on the information provided to the
carrier by freight forwarders and other logistic service providers.
Therefore, the challenge faced by customs originates in the data
exchanges previous to the generation of the ENS.
From a process-oriented perspective, the challenge can inter-

preted as the need to model behavior in a multi-actor system based
on data sharing patterns [58]. This is closely related to service or-
chestration: using standardised protocols and high-level languages
to integrate architectures, and in doing so, achieve stronger relation-
ships between businesses and their information systems [10, 24].
This approach consists on finding links between the application and
business logic supporting these services, which can be very effective
against semantic heterogeneity and making collaboration between
supply chain actors easier.

However, the context in which services and transactions are exe-
cuted must be also taken into consideration, which can be done with
an additional domain-based framework able to represent the under-
lying entity interactions in more detail. Synchronising information
flows between private domains requires a data sharing architecture
in which transaction queries and index data are somehow captured
[57]. The example shown in Figure 4 provides domain interoper-
ability by using a common data repository. It stores links between
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pieces of private data so that information produced in one domain
can propagate application logic in other domains. This way, supply
chain actors can operate following internal domain policies while
allowing their data to feed otherwise isolated services.

Different versions of this concept have been adapted to facilitate
ontology integration [40], the implementation of context-aware
data dissemination policies [57], Linked Open Data (LOD) for B2G
communication [26, 45, 64] and blockchain-based supply chain mon-
itoring [48].

3.2 Architecture Overview
The research presents a novel approach to migrate from import dec-
larations based on duplication towards information sharing based
on links to original and trusted data stored in blockchain platforms.
Three layers are used: Cross-chain Communication, Credential Man-
agement and Event Visibility. An overview is shown in Figure 5. The
Cross-chain Communication layer uses an overlay network to enable
cross-platform peer-to-peer interactions, observe and share ledger
states via trusted gateways and propagate self-sovereign smart con-
tract logic. The Credential Management layer uses decentralised
identifiers (DIDs) as an alternative to the currently available identity
certification solutions, allowing data owners to be in full control
of the exposure of their digital identities and business information
and avoid challenges related to key rotation and certificate revo-
cation. Lastly, Event Visibility proposes a directed acyclic graph
(DAG) ledger environment where to deploy decentralised applica-
tions. These applications are used to combine the ledger states of
independent logistic blockchains, model the issue of trade docu-
ments throughout the whole cargo custody chain, and eventually
detect anomalies in the framework agreements between logistic
partners.

3.3 Cross-chain Communication Layer
Gateways are used to relay (connect) a client and a source. They are
normally dedicated nodes, but can be implemented as an additional
service layer within a permissioned network [23]. This depends
on the level of centralisation in the architecture and consensus
mechanism used. In any case, gateways that represent a group of
nodes maintaining independent ledgers can be grouped. Assuming
every node can interact with its gateway, peers can leverage the
functionalities of their ledger to offer ad hoc services to external
clients [39]. Creating a logical layer above the networks represented
by each gateway to provide these services results in an overlay
network, which is shown graphically in Figure 6.

Fig. 6. Overlay network.

The model includes a client and a source. This terminology should
not be confused with the terms sender and receiver used in atomic
swaps, e.g., transfers of fungible tokens linked to account balances
for financial applications. The goal is rather to describe an envi-
ronment where information (or traces towards information) about
ledger states becomes accessible under certain rules to legitimate
entities. Depending on the use case, this may mean migrating the
copy of an asset between ledgers or only forwarding transaction
proofs to propagate application logic between independent ledgers.
Agent nodes are also part of the model. Generally referred to

as committee members [3], they have increased visibility over a
ledger´s activity due to governance privileges. They might be irrel-
evant for less sophisticated platform architectures, but they play a
crucial role in the publication of internal ledger states for platforms
using certain BCTs, such as peer agents in Hyperledger Fabric [3, 23]
or oracle nodes in R3 Corda [38, 46]. The design takes into account,
that a blockchain node might access its gateway in different ways
depending on the agent node configuration of its platform.
One of the drawbacks of relayed networks is their static nature,

meaning that their participants must know each other´s identities
and configurations a priori [2, 47]. While this might not be an issue
for permissioned environments with fixed participants, network
discovery is important when participants are added and removed
dynamically, which is the case for the research context. Modular de-
signs are able to improve dynamic discoverability with a credential
registry next to a publisher-subscriber (pub-sup) system [52, 53].
The logic of the latter is shown in Figure 7. It allows sources to share
application logic and clients to receive verifiable updates via their
gateways. The credential management layer controls access to the
overlay infrastructure by processing self-certifying identities based
on a decentralised identifier (DID) method (see subsection 3.4).
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Fig. 4. Conceptual data sharing model, adapted [57].

Fig. 5. Detailed architecture design.
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Fig. 7. Publisher-subscriber system, adapted [52].

3.4 Credential Management Layer
The digital identifies of organisations and resources are modelled
in the design using verifiable credentials based on decentralised
identifiers (DIDs). The term identifier indicates a uniform resource
identifier (URI ), which is a string of characters used to represent
physical resources that are not network-accessible (i.e., persons,
locations, etc.), as well as logical representations of objects retrieved
from an information system, such as electronic documents or any
other digital asset [70]. A DID is a URI management schema meant
to be a component of larger information systems built around the
verifiable credential [56].

DIDs represent a solution to enable key rotation and recovery
when using self-certifying identifiers [43, 49]. From a design perspec-
tive this is specially relevant for data piggybacking. Traditionally,
copies of digital resources have been used for data sharing, which
implies coordinating numerous entities on how to generate creden-
tials, authenticate identities and regulate access control to digital
environments where resource versions are stored.
The result are networks of networks of co-referenced resources

with complex resolution requirements [40]. This means it is becom-
ing difficult to ensure the visibility of information stored in varying
formats and authenticated through different methods. Also, public
institutions face the risk of failing at monitoring the behavior of
entities operating with data in these networks. An example for the
research context is the visibility of records stored in blockchains
representing the state of logistic processes and agreements digi-
tally. If both trusted identifiers and discoverable resources could
be implemented through a universal schema, the data sovereignty
and interoperability barriers set by semantic heterogeneity could be
reduced [21, 32]. Thus, credential authentication and access control
based on DIDs can help public institutions piggyback on digital
resources operated by logistic service providers in different digital
platforms.
DIDs support the delegates, which are entities to whom a con-

troller has granted permission to execute a verification method
associated with its DID. This is useful for supply chain data piggy-
backing, because supply chain actors can delegate the verification
of each other´s credentials once they have been shared to other
parties in other platforms downstream a cargo custody chain.
Another advantage of implementing DID-based trust for infor-

mation sharing, is that the model does not depend on a particular

cryptography for the interpretation of DIDs. Therefore, the trust
model can be implemented as an additional layer on top of legacy
systems that rely on identifiers based on the centralised or federated
paradigm.

3.5 Event Visibility Layer
The architecture leverages the properties of directed acyclic graph
ledgers, or DAG. Mathematically, a directed acyclic graph is a finite
set of nodes connected by unidirectional edges where no directed
cycles exist [27], meaning that feedback loops cannot be generated.
In this approach verifiable presentations are not bundled and stored
in blocks, thus its nickname block-less ledger. Instead, they are linked
directly between each other in a network of ledger states binned
together by similar cryptographic techniques used in traditional
blockchains. This technology is considered the next iteration in BCT
[27], being sometimes referred to as Blockchain 3.0 [8], and is par-
ticularly promising for use in permissioned ledger interoperability
and Internet of Things (IoT ) [35, 68, 73]. Also, DAG technology is an
interesting option to process and organise cross-chain transactions,
acting as an independent reference to validate states between ledgers
while allowing third parties to act as auditors (such as customs or
any other regulator) [7].
The architecture is based on the CAPER protocol: an asynchro-

nous ledger where different applications run on a number of nodes
known as agents [6]. An application refers to a private smart con-
tract in which a specific logic is encoded as the rules to process
internal transactions. These contracts only run in the nodes of the
application. Additionally, rules to process cross-application transac-
tions can be included in public contracts. Languages widely used to
encode smart contracts, such as Solidity [30], can be used for both
private and public contracts to ensure the deterministic execution
of transactions [6].
Sensitive business logic can be kept confidential within an ap-

plication while standardised procedures can be encoded as public
contracts to facilitate the exchange of information to trigger smart
contracts in other applications. There are no tested and reliable solu-
tions that allow internal and cross-application transactions between
untrusted applications within a ledger. The CAPER concept can
overcome this barrier that is hindering the development of efficient,
scalable and secure cross-application communication.
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Fig. 8. Example of distributed applications: main DAG ledger (a), consisting of four parallel applications (b, c, d, e) [6].

The proposed separation of applications can be used against
some data distribution problems faced by carriers and customs
administrations. A single record could act as the genesis record of
multiple applications. This can be used to trigger additional private
contracts in internal application logic to update a private perspective
of a supply chain. Moreover, less frequent data duplication can
help customs administrations detect dependencies between risk
assessment data effectively.

4 CONCLUSIONS & RECOMMENDATIONS
Before European customs can interact with commercial blockchain
platforms, a data gathering strategy that takes into account the
commercial relationship between actors during data dissemination,
while making data access less complex and positively contribute
to the institutional duties of European customs, is required. The
proposed architecture is a solution help European customs interact
with commercial blockchain platforms to retrieve declaration data.

An overlay network is an interesting alternative to power a
trusted gateway protocol for cross-chain interactions between per-
missioned environments. The combination of self-certifying identi-
fiers and the decentralised identity model using BCT as verifiable
registry can elevate the coordination of services between private
and public entities. DAG protocols are identified as a powerful tool
to enable distributed applications to model and detect anomalies in
framework agreements.

The architecture design has focused on trade documents, leaving
aside a growing number of data sources, such as sensor-based data
collected at transport terminals. Future research should explore how
to complement the architecture with these data sources in order to
integrate document-based data sharing with logistic data gathered
on site. The research has considered the format and content differ-
ences between B/Ls and import declarations negligible to focus on
the high-level design of architecture components. This leaves room
for further research on the requirements for the cross-reference of
documents between platforms to ensure end-to-end semantic com-
patibility during cross-validations performed by customs. Lastly,

additional research should evaluate the long-term performance con-
sequences of the selected components, such as the feasibility of an
additional consensus layer an its requirements in terms of speed
and scalability. This is important in order to confirm that the trans-
action throughput required by European customs is in line with the
architecture´s ability to maintain consensus on a growing number
of cross-platform references.
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Appendix B

Example Information Graphs

FIGURE B.1: Example of a verifiable credential information graph [154].
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FIGURE B.2: Example of a verifiable presentation information graph [154].
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Appendix C

Additional DID Specifications
DID Development Goals

TABLE C.1: Design goals of DIDs, adapted [133].

goal description
Decentralisation Eliminate single point failures in identifier management and the reg-

istration of globally unique identifiers and public verification keys.
Control Give entities, both human and non-human, the power to directly con-

trol their digital identifiers without the need to rely on IDP.
Privacy Enable entities to control the privacy of their information, including

minimal, selective, and progressive disclosure of attributes.
Security Enable sufficient security for requesting parties to depend on DID

documents for their required level of assurance.
Proof-based Enable credential holders to provide cryptographic proof when inter-

acting with other entities.
Discoverability Make it possible for entities to discover DIDs for other entities, to learn

more about or interact with those entities.
Interoperability Use interoperable standards so DID infrastructure can make use of

existing tools and software libraries designed for interoperability.
Portability Be system- and network-independent and enable entities to use digi-

tal identifiers with any system that supports DID’s.
Simplicity Favor a reduced set of simple features to make the technology easier

to understand, implement, and deploy.
Extensibility Where possible, enable extensibility provided it does not greatly hin-

der interoperability, portability, or simplicity.

DID Method Requirements

TABLE C.2: DID method specification requirements [133].

# description
1 A DID method specification MUST define how authorization is performed to execute

all operations, including any necessary cryptographic processes.
2 A DID method specification MUST specify how a DID controller creates a DID and its

associated DID document.
3 A DID method MUST specify how a DID resolver uses a DID to resolve a DID docu-

ment, including how the DID resolver can verify the authenticity of the response.
4 A DID method MUST specify what constitutes an update to a DID document and how

a DID controller can update a DID document or state that updates are not possible.
5 The DID method MUST specify how a DID controller can deactivate a DID or state

that deactivation is not possible.
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TABLE C.3: DID method security requirements, adapted [133].

# description
1 The Security Considerations section MUST document the following forms of attack

for the DID operations defined in the DID method specification: eavesdropping, re-
play, message insertion, deletion, modification, denial of service, amplification, and
man-in-the-middle. Other known forms of attack SHOULD also be documented.

2 The Security Considerations section MUST discuss residual risks, such as the risks
from compromise in a related protocol, incorrect implementation, or cipher after
threat mitigation was deployed.

3 The Security Considerations section MUST provide integrity protection and update
authentication for all operations required by Table C.2.

4 If authentication is involved, particularly user-host authentication, the security char-
acteristics of the authentication method MUST be clearly documented.

5 The Security Considerations section MUST discuss the policy mechanism by which
DIDs are proven to be uniquely assigned.

6 Method-specific endpoint authentication MUST be discussed. Where DID methods
make use of DLTs with varying network topology, sometimes offered as light node
or thin client implementations to reduce required computing resources, the security
assumptions of the topology available to implementations of the DID method MUST
be discussed.

7 If a protocol incorporates cryptographic protection mechanisms, the DID method
specification MUST clearly indicate which portions of the data are protected and
by what protections, and it SHOULD give an indication of the sorts of attacks to
which the cryptographic protection is susceptible. Some examples are integrity only,
confidentiality, and endpoint authentication.

8 Data which is to be held secret (keying material, random seeds, and so on) SHOULD
be clearly labeled.

9 DID method specifications SHOULD explain and specify the implementation of sig-
natures on DID documents, if applicable.

10 Where DID methods use peer-to-peer computing resources, such as with all known
DLTs, the expected burdens of those resources SHOULD be discussed in relation to
denial of service.

11 DID methods that introduce new authentication service types SHOULD consider the
security requirements of the supported authentication protocol.
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Detailed DID Architecture

FIGURE C.1: Detailed overview of DID architecture [133].
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Appendix D

Applied TDAG Examples

FIGURE D.1: Bitcoin transactions represented using TDAG [25].

FIGURE D.2: Hyperledger Fabric transactions represented using TDAG [25].
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Appendix E

Consensus in the CAPER Protocol
Local Application Consensus

The performance and interoperability limitations of conventional blockchains are driven by
its batched block structure, as well as consensus algorithms designed to operate on a single
chain where forking is not permitted (such as proof of work or proof of stake) [27]. An
example is shown in Figure E.1, which consists on producing parallel chains of nodes that
will be eventually rejected by the consensus protocol for not being part of the longest chain
[79]. Uncontrolled forking can produce irreparable disagreements on current blockchain
states, thus creating incompatible database instances that compete with each other [146].

FIGURE E.1: Example of blockchain ledger fork (fork nodes in blue) [79].

Along the forking challenge comes the possibility of double-spending attacks [79], which
is the risk of a digital asset being spent (consumed) more than once simultaneously. Inter-
estingly, a pure DAG network is able to counter this challenge by adopting forking as the
essence of the network topology. As a result, the main advantage is the ability to append
more than one transaction (node) in parallel, which increases the potential confirmation rate
and transaction throughout of the network [27].

The proposed system uses pluggable local consensus [9], meaning that the set of nodes of
each application can choose a crash fault-tolerant protocol (CFT), practical (PBFT) byzan-
tine fault-tolerant protocol, or even a trusted node in charge of ordering transactions. This
is particularly useful when the goal is to coordinate applications that represent interactions
between different blockchain consensus protocols or different third party transaction order-
ing services, such as Raft in Hyperledger Fabric [191] or DAG-based asynchronous byzantine
fault-tolerant (aBFT) consensus services, including Hashgraph [11] and Tangle [125].

Global Consensus

The consensus for cross-application transactions can be achieved in three different ways.
The first one is relaying on independent nodes not taking part in any application, called
orderers. The orderers will witness these transactions from an impartial perspective and pro-
vide a global consensus. In this case, the consensus protocol is once again pluggable, and



152 Appendix E. Consensus in the CAPER Protocol

any type of fault-tolerant protocol can be implemented. However, the implementation and
control of these nodes might be difficult from a governance perspective.

The second option is a hierarchical global consensus, in which each application must first
achieve consensus to provide a vote in each global consensus phase. In this case, CAPER
uses an aBFT protocol. This process is the instance shown previously in ??, which is ex-
pensive, as all local consensus protocols must run at a specific pace. The need for aBFT in
this global consensus approach comes from possible liveliness imbalances for messages dis-
tributed between applications due to differences in their local consensus protocols.

There is a third option, in which the ordering of the local and cross-application transactions
is merged. This requires ensuring that the majority of nodes on each application agree on the
order of transactions. However, the number of nodes and consensus algorithm can vary per
application, so it is required to take into account how local majority threshold is measured by
each application. This approach entails the highest number of implementation obstacles in
terms of technical compatibility, performance and governance.

FIGURE E.2: Consensus performance for: (a) 4 applications and (b) 8 applica-
tions [9].

The transaction throughout (thousand transactions per second) and latency (time needed to
add a record on the registry) for the three proposed consensus approaches and an equiv-
alent application on Hyperledger Fabric was simulated by Aimiri et al. [9] (Figure E.2). The
results indicate that Hyperledger Fabric tends to outperform CAPER in terms of latency. CA-
PER shows the possibility to increase the system throughput significantly by increasing the
number of applications, while increasing the number of applications (channels) in Hyper-
ledger Fabric does not enhance performance considerably. From a design perspective this
means that a trade-off must be made between desired throughout and latency requirements
based on an estimated number of applications and percentage of cross-application transac-
tions, which falls outside the research scope at the current stage.

There are reasons to consider the use of independent nodes to order the transactions. Ex-
periments indicate that DAG-based consensus services can achieve quantum immunity [27,
125] and provide proofs of asynchronous byzantine fault tolerance [27, 11]. There is skep-
ticism in the academic community and more research to validate these claims is needed
[59]. Nonetheless, it is widely accepted that the technology will at least perform better than
traditional consensus algorithms against quantum attacks [189].
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