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Abstract-Internet measurement tools are used to make infer­
ences about network policies and practices across the Internet, 
such as censorship, traffic manipulation, bandwidth, and security 
measures. Some tools must be run from vantage points within 
individual networks, so are dependent on volunteer recruitment. 
A small pool of volunteers limits the impact of these tools. 
Crowdsourcing marketplaces can potentially recruit workers to 
run tools from networks not covered by the volunteer pool. 

We design an infrastructure to collect and synchronize mea­
surements from five crowdsourcing platforms, and use that 
infrastructure to collect data on network source address vali­
dation policies for CAIDA's Spoofer project. In six weeks we 
increased the coverage of Spoofer measurements by recruiting 
1519 workers from within 91 countries and 784 unique ASes for 
2,000 Euro; 342 of these ASes were not previously covered, and 
represent a 15 % increase in ASes over the prior 12 months. We 
describe lessons learned in recruiting and renumerating workers; 
in particular, strategies to address worker behavior when workers 
are screened because of overlap in the volunteer pool. 

I. INTRODUCTION

A wealth of tools have been developed to collect data on 
network policies and practices across the Internet - e.g., for 
quality, security, and transparency purposes. Many measure­
ments rely on a distributed set of vantage points to capture rep­
resentative data. This is even more critical for tools that need 
to be run from within a network to enable correct inferences, 
such as censorship measurement [27], network performance 
debugging [10], [28], [35], [43], or detecting security policies 
such as deployment of Source Address Validation (SAV) [19]. 

A common challenge is acquiring an adequate set of vantage 
points. A conventional approach is recruiting volunteers via 
conferences, mailing lists, and other channels to deploy a 
tool or hardware probe [14]. Another approach is to use 
established distributed measurement platforms with a substan­
tial number of vantage points, such as RIPE Atlas [ 14] and 
SamKnows [15]. As of October 2017, RIPE Atlas has 10,113 
connected vantage points within 3,596 ASes routing 1Pv4 
prefixes. However, these platforms only allow a limited set of 
measurement tools under their user agreements. For example, 
while there is demand among RIPE Atlas probe hosts for SAV 
testing (the case we examine in this paper), and operators 
of 117 probes within 83 1Pv4 ASes have voluntarily tagged 
their probes asking for this testing, SAV testing on Atlas is 
unlikely to be supported, at least in the near future [32]. Other 
platforms, like PlanetLab [11], have most of their vantage 
points in educational networks, or have few vantage points 

to begin with. Project BISmark [42], for example, has only 
57 active vantage points. Such limitations greatly reduce the 
types of networks that can be included in a study, especially for 
measurements that need to be conducted from within networks. 

Crowdsourcing marketplaces offer an attractive complemen­
tary option for recruiting vantage points, as payment makes 
studies less reliant on volunteer recruitment. These platforms 
offer workers small monetary benefits for carrying out micro 
jobs that usually do not require extensive knowledge and can 
be completed within few minutes, and attract workers with 
diverse backgrounds and geographical locations. 

In this paper, we explore how effective crowdsourcing mar­
ketplaces are in extending, within a limited budget, the cov­
erage of vantage points for network measurements, compared 
to the volunteer-based approaches commonly used in network 
measurements. We design and test a system to conduct parallel 
measurements across five marketplaces, each with a different 
geographical reach, and assess the improvement in network 
coverage. We collect data for CAIDA's Spoofer project [19]. 
The client tests whether the network in which the vantage point 
is located filters packets with spoofed source IP addresses, 
a best practice known as SAV [26]. More comprehensive 
visibility into SA V compliance is important to incentivize net­
work operators combat IP spoofing and mitigate the associated 
threats, most notably large-scale distributed denial of service 
attacks [23], [38]. 

Spoofer provides a very informative case study, as it is 
dependent on the coverage of vantage points inside networks. 
It is well known and has been recruiting volunteers for over 
a decade. To extend its reach, it cannot tum to platforms 
like RIPE Atlas, which currently does not allow spoofing 
measurements [32]. These factors make marketplaces valuable, 
but the tool also poses hurdles, as workers must be willing 
to install and run an executable, and such a task must be 
permitted within the Terms of Service of the platform. 

To summarize, our main contributions are as follows: 

1) We design an infrastructure to collect and synchronize
parallel measurements via multiple marketplaces. Our
infrastructure prevents invalid submissions, and can be
extended to any measurement tool which reports a proof
of completion.

2) We present experiences of how this design interacts with
the marketplace platforms during measurement studies.

© 2018 IEEE. Personal use of this material is permitted. Permission from IEEE must be obtained for all other uses, in any current or future media, including 

reprinting/republishing this material for advertising or promotional purposes, creating new collective works, for resale or redistribution to servers or lists, or 

reuse of any copyrighted component of this work in other works. 

Accepted Author Manuscript. Link to published article (IEEE): https://doi.org/10.23919/TMA.2018.8506499
















