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Optimal Differential Energy Watermarking of DCT
Encoded Images and Video

Gerrit C. Langelaar and Reginald L. Lagendijk

Abstract—This paper proposes the differential energy wa- [10]. Commonly the amplitudes of the noise patterns are made
termarking (DEW) algorithm for JPEG/MPEG streams. The  dependent on the local image content as so trade-off the per-
DEW algorithm embeds label bits by selectively discarding high cant,a| image degradation due to the noise and the robustness
frequency discrete cosine transform (DCT) coefficients in certain f th bedded inf fi inst i ina-based
image regions. The performance of the proposed watermarking of the embedded Information agalns. image procesglng- ase
algorithm is evaluated by the robustness of the watermark, the attacks. Other approaches use a particular order of discrete co-
size of the watermark, and the visual degradation the watermark sine transform (DCT) coefficients to embed the watermark [9].
introduces. These performance factors are controlled by three More recent approaches use salient geometric image properties
parameters, namely the maximal coarseness of the quantizer usedsuch as isolated corner points [24] or the correspondence map

in pre-encoding, the number of DCT blocks used to embed a single between domain and range blocks in fractal compression algo-
watermark bit, and the lowest DCT coefficient that we permit g P g

to be discarded. In this paper, we follow a rigorous approach to ithm [3], [22] to embed the watermark.

optimizing the performance and choosing the correct parameter  In this paper we propose a watermarking algorithm that
settings by developing a statistical model for the watermarking s suitable for—but not limited to—real-time watermarking
algorithm. Using this model, we can derive the probability thata ¢ JpEG or MPEG streams because it operates directly on
label bit cannot be embedded. The resulting model can be used, . - . .
for instance, for maximizing the robustness against re-encoding DCT blocks. The ac_lvantage of our technique is thf'“t it avo!ds
and for selecting adequate error correcting codes for the label bit the need for decoding JPEG or MPEG encoded information

string. yielding a lightweight watermarking process that is well suited

Index Terms—Pata hiding, discrete cosine transform, digital wa- for implementation in consumer products. The proposed tech-

termark, image coding, image communication, image content con- Nique is robust against attempts to remove the watermark by
trol. re-encoding the JPEG or MPEG encoded bit streams. Removal

of the watermark can only be done by image-based processing
operations, which requires full decoding and re-encoding of
the watermarked image or video streams.
HE RAPID growth of digital media and communication The proposed method is based on selectively discarding high
networks has created an urgent need for self-containdquency DCT coefficients in the compressed data stream. The
data identification schemes to create adequate intellectual prigfermation bits of the data identifier (label) are encoded in the
erty right (IPR) protection technology in particular for imaggattern of DCT blocks in which high frequency DCT coeffi-
and video data. In addition to conventional identification solweients are removed, i.e., in a pattern of energy differences be-
tions such as the insertion of visual logos into the image or videgeen DCT blocks. For this reason, we call our technique a dif-
data, and protection of the data through scrambling or encryfgrential energy watermark (DEW).
tion of the imagery or bit streams, the recently introduced dataThe performance of the proposed technique depends on three
labeling or watermarking technique is being considered as a garameters. The first parameter is the numbeg of 8 DCT
able alternative [1], [2], [13], [26], [29]. By embedding an invisblocksn that is used to embed a single information bit of the data
ible and robust watermark into the image or video data, unadentifier. The larger. is chosen, the more robust the watermark
thorized copies can be traced [6], [8], [15], [17], [28] and copgecomes against watermark-removal attacks, but the fewer in-
protection schemes can be implemented [11], [12], [14]. Thefiermation bits can be embedded into an image or a single frame
are several approaches to embed a watermark into an image video sequence.
or video frame. First generation watermarking techniques typ-The second parameter controls the robustness of the water-
ically embed a secret message or label bit string into an imagerk against re-encoding attacks. In a re-encoding attack the
via characteristic pseudorandom noise patterns. These noise watermarked image or video is partially or fully decoded and
terns can be generated and added in the either spatial [4], [2R]bsequently re-encoded at a lower bit rate. Our method antici-
[26], Fourier [25], DCT [6], [7], [21], or wavelet domain [2], pates the re-encoding at lower bit rates up to a certain minimal
rate. Without loss of generality we will elaborate on the re-en-
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DCT coefficients have to be removed upon embedding of tt
watermark, which leads to an increasing probability for artifac
to become visible due to the presence of the watermark.
The third parameter is the so-called minin@altoff index
Cmin- This value represents the smallest index—in zigz
scanned fashion—of the DCT coefficient that is allowed to
removed from the image data upon embedding the waterm
The smallerc,,;, is chosen, the more robust the watermar
becomes but at the same time, image degradations du
removing high frequency DCT coefficients may becom
apparent. For a given,,;,, there is a certain probability that
a label bit cannot be embedded. Consequently, sometime
random information bit will be recovered upon watermar
detection, which is denoted aslabel bit error in this paper.
Clearly, the objective is to make the probability for label bit @)
errors as small as possible.
In order to optimize the performance of the proposed water- — Eiraiaka
mark technique, the above mentioned parameters have to be
termined. In an earlier paper [12], we used experimentally deter 4
mined settings for these parameters. For a given image and wi
termark this is, however, an elaborate process. In this paper, w
will show that it is possible to derive an expression for the label
bit error probabilityF,. as a function of the parametefs.,
andn. The relations that we derive analytically describe the be-
havior of the watermarking algorithm, and they make it pos-
sible to select suitable values for the three parametei@ f..,
cmin), @S Well as suitable error correcting codes for dealing with
label bit errors. (b)
In Section Il, we first describe the basic concept of the DE
algorithm. Then, in Section IIl, we derive an analytical expres
sion for the probability mass function (PMF) of the cutoff in{s &
dices. In Section IV, this PMF is verified with real-world dat L
After deriving and validating the obtained PMF, we use the P
to find the probability that a label string cannot be recovered cc
rectly (Section V) and the optimal parameter setting<¥; e, |
cmin) (Section VI). Subsequently, in Section VII, we experimer &+
tally validate the results from Section VI. The paper conclude®
with a discussion on the proposed watermarking technique g+ =
its optimization in Section VIII. e i

Il. DEW ALGORITHM

The information that we wish to embed into the image ¢* :
video frame is represented by the label bit stringonsisting ()
of label bitsL; ( = 0, 2, ---, I — 1). This label bit string is
embedded bitby-bitin  Set o x 5 DCT blocks taken flom £, 1. (@) Sanvle ame, () bockcuseed oy il Liame,
a JPEG compressed still image or from an I-frame of an MPEfstween the original and watermarked image showing that the DEW algorithm
compressed video stream. For the purpose of simplicity of thet the watermark in regions with a lot of spatial details.
discussion, we will refer to stillimages and MPEG I-frames as
“image.” In this paper we will assume that the image is alreadyage are shuffled randomly as illustrated in Fig. 1. This shuf-
in compressed format, so that operatingson8 DCT blocks is  fling operation on the one hand forms the secret key of the la-
a natural choice. In case the images are not DCT compresdaeling algorithm, while on the other hand it spatially randomizes
the DEW algorithm requires a block-based DCT transformatidghe statistics of DCT blocks. The latter observation implies that
of the image data as a preprocessing step. for the embedding process and for our analysis in the following
In order to obtain sufficient robustness, typicallytakes on sections, the shuffled image can be regarded approximately spa-
values between 16 and 64, which means that a single label bitigdly stationary.
embedded in a region of the image. However, before the labeEach bit of the label bit string is embedded in its private label
bits are embedded, the positions of ¢he 8 DCT blocks in the bit-carrying-region, okc-regionfor short, in a shuffled image.



150 IEEE TRANSACTIONS ON IMAGE PROCESSING, VOL. 10, NO. 1, JANUARY 2001

of the label bit is encoded by introducing an energy differencf-

Forinstance, in Fig. 1 the first bitis located in the top-left-corne!ss s s« B IHT bk "___':1-—-,,__\
of the image in an Ic-region of = 16 DCT blocks. The value .. "™, . m l/_/'""" ;

between the high frequency DCT-coefficients of the top hal 1% - N i o B |
of the Ic-region (denoted blg-subregionA) containing in this “““ﬂ-m m K, -‘;:{ M/
casen/2 = 8 DCT blocks, and the bottom half (denoted by ity
Ic-subregionB) also containing:/2 = 8 DCT blocks. If the el

Ic-subregionA contains more high frequency energy than th@lg. 2. lllustration of the calculation of the energy carried by high-frequency
Ic-subregionB, the label bit value “0” has been embedded intoCT coefficients by (2).

the data, and vice versa.

In order to make the determination of “high-frequencythe DCT-blocks of Ic-subregioB is eliminated by setting the

energy easy forimages or video frames that are JPEG or MPE&rresponding DCT-coefficients to zero, yielding
compressed, we compute energies over a subset of zigzag

scanned DCT-coefficients indicated Yc) D=FE,—Eg=E,—0=4+EFE,4. (4)

S(e) = {i € {0, 63}|(i > ¢)}. (1) If label bit “1” must be embedded, all energy after the cutoff
index ¢ in the DCT-blocks of lc-subregiom is eliminated,

The zigzag scanned DCT coefficients are numbered accordmﬁlding D= __EB' In case the watermgrk 's embedded into_
to Fig. 2. The index = 0 refers to the DC-coefficient of a DCT & compressed image or video frame, i.e., the watermark is

block. The subset of DCT coefficient§c) over which energies embedded in the compressed bit stream, the DCT coefficients
are c;)mputed is defined by theitoff indexc. The selection can easily be forced to zero without re-encoding the bit stream

of a suitable cutoff index for an Ic-region is essential for the by shifting theend of block markefEOB) of 8 x 8 DCT blocks

robustness and the visibility of the label bit. The larger the cutdﬁ one of the two Ic-subregions toward the DC-coefficient, up

index is chosen, the less degradation the label embedding \}iﬁllthe _selected cutoff index. .
introduce. For the moment we assume that we have availa Ién Fig. 2, the complete procedure to calculate the energy dif-

a suitable cutoff index for each Ic-region. Note that different erencel) in an Ic-region IS |Ilgstrated fon = 16 nonshuffled
lc-regions may have different cutoff indices depending on th 8 DCT blocks. The white triangularly shaped areas illustrate
spatial contents the subsets over which the energies are calculated for a partic-

- _— ; .« ular choice of the cutoff index = 27. At the right a blowup
no-\ll_vhSe(fli?]ce:g Qégglflg\e,:/qsu:encyaanergyEA In le-subregionA s of one8 x 8 DCT block is presented. In Fig. 1(c), the differ-
ence between the original and watermarked image is shown, il-
n/2—1 lustrating that the DEW algorithm embeds information bits in
, _ ‘ 2 those regions of the image that contain many details. Because
Balerm Qipeo) = 2 2 (Birles)” - @) of the pre-quantization with (JPEG) qualify;,..,, in the calcu-
lation of the energy of the (high-frequency) DCT coefficients in
)QZ), the DEW algorithm effectively embeds the label bits in per-

¢ in the bth DCT block of the Ic-subregiont under consider- ceptually important image details _that are not significantly a_f-
ation. The notatiorf]g,,.,indicates that, prior to the calcula—fecuad by JPEG/MPEG compression. Consequently, removing

tion of £.4, the DCT-coefficients are re- or pre-quantized, in Ol}ﬂe DEW watermark is not possible without strongly affecting

case using the standard JPEG quantization procedure [18] v& Brperceptual image quality.

quality factor;,..4. For embedding label bits into MPEG com- he z(_aflfectlon O; tthe CUtt?]ﬁ |tnde|x degend_s OnTth(; c:eswgd
pressed I-frames a similar approach can be followed, butin t [gergy airerence between the two c-subregions. 10 determine

paper, we confine ourselves to the JPEG notation without Iot ¢ cutoff indexc for an lc-region given a desired energy dif-

of generality. The prequantization is done only in determining ¢ c&: we f|rsft caltlzlulate tgle enetrgflfé_%,a(_c, " ?ﬂgﬂ) %gd

the cutoff indices and the calculation of (2), butist applied (¢, 7}{6 Qjpeg) It(')r a p?s&l € Ctuf(f) . "; ices = O abel

to the actual image data upon embedding the label. The ene ce the resutting optimal culoft Index: varies per 1abe

in Ic-subregionB, denoted by, is defined similarly. that we wish to embed, it can be interpreted as a sto-

We now define the energy differend2 between the lc-sub- g1ast|c vanalt))Ie that dI?pgnQS tﬁm Qipea: Dé_;nd Cmin; tlﬁe't, .
regionsA and B as follows: (7, Qjpegs D, Cmin)- IS the energy difierence that Is

needed to represent a label bit in an Ic-region, the cutoff index
is found as thdargestindex of the DCT coefficients for which
D(c, 1, Qjpeg) = Eale; n, Qipeg) = EB(c; 1y Qipeg)- (3)  (2) gives an energyarger than the required differenc® in
both subregionst and B.

The value of a label bit is encoded as the sign of the energySince the parameteb directly determines the number of
differenceD. Label bit “0” is defined asD > 0 and label bit DCT-coefficients that are discarded during labeling, it also de-
“1”as D < 0. The labelembeddingprocedure must thereforetermines the visibility and robustness of the label. In controlling
adaptF 4 andE'g to manipulate the energy differente If label the visual quality of the watermarked image, we wish to avoid
bit “0,” must be embedded, all energy after the cutoff indéx the situation that the important low frequency DCT coefficients

b=0 5e5(c)

Here,#; , denotes the nonweighted DCT coefficient with inde
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are discarded. To this end, we require the selected cutoff inde@gtogram for smaller energies, because DCT blocks with that
to always be larger than a certain minimus,,. Mathemati- small amount of energy can no longer exist after compression.

cally, this gives the following expression for determinifig In general, the maximunD,,,x(Q;,) depends on how
heavy the image has been compressed, i.e. it depends on
C(n, Qjpeg, D; cumin) Qjpey- The smallery;,., is, the largerD ,ax(Qjpe,) Will be.

= max{cmin, max{i € {0, 63}/(E4(i, n, Qjpey) > D) Mathematically, this relation is given by
N(EB(i, n, Qjpeg) > D)t} (5)

To extract a label bit from an Ic-region we have to recover the 50/Q; Qire < 50
cutoff index that was used for that lc-region during the em- F(Qjpeg) = {‘()100 J_peé /50 Q?peg N ‘:0
bedding process. Upon label bit extraction, first the energies ipeg) /9 jpeg =9

Eale, n, Qjpeg) and Ep(c, n, Qjpey) are calculated for all where 7(Q;,.,) denotes the coarseness of the quantizer used,

possible cutoff indices = 0---63. Since either in Ic-subre- anqyy; is theith element € [com, 63]) of the zigzag scanned
gion A or Ic-subregion several DCT-coefficients have beenyiandard JPEG luminance quantization table [18].

eliminated during the watermark embedding, we first find the Theorem 1: If the enforced energy differend® is chosen in
smallestindex of the DCT coefficients for which (2) gives anye rangdl, Duax(Qjpeg)], WhEreDyax(Q; e, is defined by

energy smaller than a threshdlll in either of the two Ic-subre- (7), and if we do not constrain the cutoff index&y.,, the PMF
gions. The actually used cutoff index is then found as the majs ihe cutoff index is given by

imum of these two numbers

. 2
Dias(@ipeg) = (F(Qipeg) min(W:) )

(1)

P[C(TL, ijeg) = C]
= P[E(c, n, Qjpeg) # 0]2 = PlE(c+1,n, Qjpey) # 0]2
< D'},

< D'}} ®)

(6) whereE(c, n, Qjpeq) is defined in (2). Observe that in this the-
oremC(n, Q;p.q)—besides being not constrained qy,,—is

In the above procedure, the paramet@fs,., and D’ can be no longer dependent aP due to the wide range of values in

chosen equal to the parametéps,., and D, which are used which D can be selected.

in the embedding phase. The requantization step can also be Proof: We first define the set

omitted (Q';,., = 100) without significantly influencing the

reliability of the label bit extraction. Sina@;,., andD are not ¥(c, n, Qjpey)

fixed parameters but may vary per image, the label extraction— {4, B|E4(c, n, Qjpeq) > D N Eg(c, n, Qjpeg) > D}

procedure must be able to determine suitable valuefgy, , )

andD’ itself. The most reliable way for doing this is to start the

label bit string with several fixed label bits, so that during th&s for fixed n andQ;,.., the following relation holds:

label extraction those values f@y' ;... and D’ can be chosen

C«(extract)(n7 Q/jpegv D/)
= max{min{s € {0, 63}|E4(i, n, Q';,.,)
min{: € {0, 63}|Eg(i, n, @

J’Pﬁﬂ)

that result in the fewest errors in the known label bits. E(c, ny Qipeg) 2 E(ct+1, 1, Qipey) = E(c42, 1, Qjpeg) 2 -+

(10)
[Il. M ODELING THE DEW ALGORITHM we clearly have
When operating the DEW algorithm, different values for th

cutoff index are obtained. Insight in the actually selected cuto%(o’ " Qjpeg) 2 WL, 1y Qjpeg) 2+ 2 W(63, n, ijﬁi)l.

indices is important since the cutoff indices used determine t'ge (11)

quality and robustness of the DEW. Therefore, in this section we

will derive the probability mass function (PMF) for the cutoff A BlC N G ' Ul '

index based on a stochastic model for DCT coefficients. Th‘{s  BIC, Qipeg) =ch=W(e, . Qupeg)\WletL, m, Q“’(efg)

PMF depends only on the parameté}s,., andn. The model

will be validated in Section IV, while in Section V we will use

this PMF to obtain a function for the label bit error probability. - pj¢(

rthermore, we easily see that for fixednd @,

Therefore, we can calculate the following probability:

n, ijeg) = C]

A. PMF of the Cutoff Index = P[¥(c, n, Qjpeg)] — P[¥(c+ 1,1, Qjpeg)]

In order to be able to compute the PMF of the cutoff index, ~ PlEA(¢, 0y Qjpeg) > D)-P[EB(¢; 1, Qjpeg) > D]
we first assume that the energy differerd@en (4) is chosen in — PlEs(c+1,n, Qjpeg) > D]
the rang€fl, Dumax(Qjpeg)]- Here Dinax(Qjpeq) indicates the -PlEg(c+1,n, Qjpeg) > DJ. (13)

maximum of the range of energies defined by (2) thaes not

occur in quantized DCT blocks because of the JPEG or MPEGHere, we have to assume thdli(c, n, Qjp,) and
compression process. Fig. 3 illustrates this effect by showidgs (¢, n, Q;,.,) are mutually independent due the random
an histogram of the energi(c, n, Q;,.,) for a wide range shuffling of the positions of the DCT blocks. Furthermore,
of values ofc, n, and@Q;,.,. We notice a clear “gap” in the since the Ic-subregions are both built-up from block-shuffled
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image data, we can assume that the probabilities in (13) do notZ(E)
depend on the actual Ic-subregion for which they are calculated, T
yielding

P[C(TL, ijeg) = C]
= P[E(¢c, n, Qjpey) > D) —P[E(c+1, n, Qjpe,) > DI

(14) WWWWMWMWWMM

_ 0> 8000 p>
To calculate (14), we need to have an expression for prob- D, Qipeg)

abilities of the formP[E(c, n, Qjpey) > D]. As illustrated , , _

by Fig. 3, the histogram ofi(c, . Q) is zero for small £8,.% HSogiam of e eneay o by Hofequency 0CT
E(c, n, Qjpey)'s because the quantization process maps », Q,,.,).

many small DCT coefficients to zero. As a consequence,

the energy defined in (2) is either equal to O (for instancgnd

for large values ofc), or the energy has a value larger than

the smallest nonzero squaregiantizedDCT coefficient in 1
the Ic-subregion under consideration. This value has beerd: = o;
defined asDy,ax(Qjpey) In (7). Since we always choose

the value of D smaller than D.,,..(Qjp.,), probabilities This PDF has zero-mean and variamge Typically, the shape

of the form P[E(c, n, Qj,,) > D] can be simplified to parameter takes on values between 0.10 and 0.50. In a more
PlE(c, n, Qjpeg) > D] = P[E(c, n, Qjpeg) 7 0]. Substitu- complicated model, the shape parameter could be made depen-

tion of this relation into (14) yields (9). dent on the index of the DCT coefficient. We will, however, use
a constant shape parameter for all DCT coefficients. Using (17),
B. Model for the DCT-Based Energies we can now calculate the probability that a DCT coefficient is

Theorem 2: If the probability density function (PDF) of the duantized as zero
DCT coefficients is modeled as a generalized Gaussian distribu-

. Q: ;
tion with shape parametet then the probability that the energy P9, =0]= / a; - e 1b%1" g,
E4(c, n, Q peq) is NOt equal to zero is given by -Qi
y~t-1 By
1 =i Q)Y —(b7Q7)
PIE(e. 1. Qjpey) # 01 =1-e ( P

63 11 b.O: hory (n/2)
=1- H 1— ¢ @7, Z (B (15) whereQ; is the coarseness of the quantizer applied to the DCT
coefficients. The probability thak.s(c, 1, Qjp.,) is equal to
zero is now given by the probability that all quantized DCT co-
where efficients with index larger than in all n/2 DCT blocks are
equal to zero

i=c

yl=1,23, - (16a)
_ WiF(ijeg)

207‘,

PlE(c) = 0] =

63 n/2
HP@:@] . (19)

b;Q;

_ Equations (18) and (19) use the quantizer param@tetn
Further, I'(¢;,..,) denotes the coarseness of the quantizer 39EG, this parameter is determined by the paranigfend the
defined in (7)'Oi represents the variance of tith DCT-coef- functionF(.) that depends on the user parama%ﬁg via (7)

ficient (in zigzag scanned fashion), akd represents the cor- Taking into account that JPEG implements quantization through
responding element of standard JPEG luminance quantizat{giinding operations yields

table.
Proof: The expression foP[E,4(c) # 0] can be derived Qi =1/2W, F(Qpeg)- (20)
using (2). To this end, we first need a probability model for
the DCT coefficients,. Following literature at this point, we Combining (17)—(20) yields (15).
use the generalized Gaussian distribution [16], [27] with shape

parametery IV. MODEL VALIDATION WITH REAL-WORLD DATA
. We validate Theorem 1 as follows. From a wide range of
p[0;]) = aze 1o (17a) differently textured images we calculated the normalized his-
where togram of P[E(c, n, Qjpey) 7 0] as a function ot. As an ex-
b; -y ample we show here the situation@f,., = 50 andn = 16.

%i = 2(y~1 —1)! Using this histogram, (8) is evaluated to get an estimate of the
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P 0I5 T T P(E(c,nQ,,..)%0)
el . | 7 Normalized histogram e
n=16 + | ........ PMF Calculated using Eq. (8)
Qjpeg=50

08
o1

0.6

0.05
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P-y L1
10 20 30 40 50 60 c

0

Fig. 4. Probability mass function of the cutoff ind€{C(n, Q,,.,) = ] as
a function ofc, calculated as a normalized histogram directly from watermarked P(E(cnQ, )20)
images (solid line), and calculated using the derived in Theorem 1 (8) (dottec e
line).

0.6 [~

04 [~

02—

(b)

Fig. 6. ProbabilityP(E(c, n, Q,,e,) # 0) as a function of: (a) calculated
as a normalized histogram directly from watermarked im@ges 16) and (b)
calculated using Theorem(2 = 16).

0.01
0

(15) from Theorem 2 using the measured variances of the
Fig. 5. Measured variances of the (unquantized) DCT-coefficients asXCT-coefficients. Comparing the Fig. 6(a) and (b), we see
function of the coefficient number along the zigzag scan. that the estimated and calculated probabiliies match quite

well. There are some minor deviations for very small values
PMF P[C(n, Qjpey) = c]. The resulting PMF is shown in Of Qjpeg(@jpe, < 15), which is the result of the imperfect
Fig. 4 as the dotted line. Using the same test data, we then f#odel for the DCT coefficients of real image data. We consider
rectly calculated the histogram @?[C(n, Q;,.,) = ¢| as a these deviations insignificant since they occur only at very
function ofc. The resulting (normalized) histogram is shown ifiigh image compression factors. We conclude that the models
Fig. 4 as the solid line. It shows that both curves fit well, whicHnderlying Theorem 2 give results f8{E(c, n, Qjpeq) # 0]
validates the correctness of the assumptions made in the deriidt are sufficiently close to the actually observed data.
tion of Theorem 1. By combining Theorems 1 and 2, we can derive PMFs of the

For the validation of Theorem 2, we first need a reasonaltetoff index as a function of the parameterand@; ., based
estimate of the shape parameteand the variance? of the merely on the variances of the DCT coefficients. To validate the
DCT coefficients. The shape parameter can be estimated in twgmbined theorems we compared the PMFs calculated using (8)
different ways, namely 13 priori, by statistical testing using and (15) with the normalized histograms directly calculated on
the Kolmogorov—Smirnov test and @)posteriori by fitting the  a wide range of differently textured images. In Fig. 7, two exam-
theoretically calculated probabilities with the measured curvpkes of the PMFs are plotted. In these examples, the solid lines
using experimental data. In fitting the PDF of the DCT coeffirepresent the normalized histogram&Xf:, Q;,..,) calculated
cient we concentrated on obtaining a correct fit for the more infrom watermarked image data, while the dotted lines represent
portant low frequency DCT coefficients, and obtaineg 1/7.  the PMFP[C(n, Qj,.,) = c| calculated using (8) and (15).
The variances of the DCT coefficients were measured ovefThe highly varying behavior of these curves as a function of
large set of images, yielding Fig. 5. For the time being, we wils mainly due to the zigzag scanning order of the DCT coeffi-
use these experimentally determined variances, but later we wiltnts. We observe that an acceptable fit between the two curves
replace these with a fitted polynomial function. is obtained with some deviations for higher cutoff indices. Since
In Fig. 6(a), normalized histograms of the energthe PMFP[C(n, Q,,.,) = ¢| will be used for calculating the

E(c,n, Qjpey) # 0 are plotted forn = 16 and several probability of alabel bit error, i.e., the probability that the water-
values ofQ;,.y as a function ok. In Fig. 6(b) the probabil- marking procedure attempts to select a cutoff index smaller than
ities P[E(c, n, Qjpeq) # 0] are shown as calculated withthe minimum allowed values,,,,, slight deviations at higher
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Fig. 7. Probability mass function off(n, Q;,.,), calculated as the . .
9 Y (2, Qpes) (a) Analytically calculated PMRP[C(n, Qjpey) = ¢ using

normalized histogram directly from watermarked image data (solid line), afip- 8 . .
calculated using (8) and (15). The watermarking parameters in (a) ard6 | neorems 1 and 2 for various valuesgf,., andn = 16 and (b) analytically
andQ,,., = 20 and in (b) are» = 16 andQ,,., = 80 calculated PMFP[C(n, ijeg) = (] using Theorems 1 and 2 for various
Ipes Jpes values ofr and@;,., = 50. These curves are computed using only the shape
parametery and the fitting parameters of the DCT variances as input.

values for the cutoff index are not relevant to the objectives of
this paper. dices are more likely than others. In this analysis, however, the

The final step is to use the relation (8) and (15abalytically  selection of the cutoff index by the watermarking algorithm has
estimate the PME[C(n, Qjpey) = ] of the cutoff index for  peen carried out irrespective of the visual impact on the image
different values of the paramete@s,,., andn. Inthis final step  gata. In order for the watermark to remain invisible, the cutoff
we rid ourselves of the erratic behavior of the curves in Figs.jfdices are constrained to be larger than a certain minimum
and 7 due to the zigzag scan order of the DCT coefficients by. Consequently, it may happen in certain Ic-regions that a
approximating the variances of the DCT coefficients in Fig. 5 hpe| bit cannot be embedded. This random event s typically the
a second order polynomial function. The overall effect of usingase in Ic-(sub)regions that contain insufficient high-frequency
a polynomial function for the DCT coefficients is the smoothingetails.
of the _PMFP[C(”v QJ_’PEQ) = d. , Using Theorems 1 and 2, we are able to derive the probability

In Fig. 8, the analytically calculated PMF's are shown. Thesg . this undesirable situation occurs, and obtain an expression
curves are computed usm.g.Theorems 1 and 2 with only .tth the label bit error probability?. that depends o).,
shape parameter and the fitting parameters of the DCT vari-, 4n4..  If 4 |abel bit cannot be embedded because of the
ances as input. In Fig. 8(@F[C(n, Qjpey) = ¢] 18 ShOWN inimayy required value of the cutoff index, there is a
as a function oft);,., keepingn constant, and in Fig. 8(b) nonapility of 0.5 that during the extraction phase a random bitis
PlC(n, Qjpeg) = c]is shown as a function of keepingQjpey  extracted which equals the original label bit. We assume that due
constant. It can clearly be seen that decreasing@;yeg 1€ads 4 the random shuffling of DCT blocks, the occurrence of a label
to an increased probability of lower cutoff indices. This COMgjt arror can be considered as a random event, independent of
plies with our earlier experiments in [12], which showed thafiner |apel bit errors. The probability that a random error occurs
watermarks embedded with small values#00r Q ., yields i, 5 jape| bit, can therefore be computed as follows:
visible artifacts due to the removal of high-frequency DCT co-
efficients.

Fye(n, Qjpegs Cmin)

_ _ =0.5 P[C(n, Qjpeg) <Cmin] =0.5Y_ P[C(n, Qjpeg)=cl.
In the analysis of the DEW algorithm, we have seen that de- =0
pending on the parameter settin@s Q;,.,) certain cutoff in- (22)

V. LABEL ERRORPROBABILITY



LANGELAAR AND LAGENDIJK: OPTIMAL DIFFERENTIAL ENERGY WATERMARKING 155

100

Using this relation, we can calculate the label bit error pronfpvg
bility for each value ot..,i, as a function oty ;,.., andn.

Using the labebit error probability in (21), we can now de- sof
rive thelabel error probabilityP., which is here defined asthe [~ N0~ N —~_ 7
probability that one or more labélit errors occur in the em-
bedded information bit string. Assuming image dimensions
N1 x Ns, the number of information bitsthat the image can
contain is given by 0

P >107

below curves

60—

_N1 . _N2 z<1; """"""""""""""""""""""""""""""""""""""""""""
22a
64-n J ( )

(N1, N2, n) = {

0 20 40 60 80 100
with which the label error probability can be calculated as !

Fig. 9. Combinations of) ;,., andn for which P, = 107,
Pe(nv ijegn Cmin, N17 NQ) =1- (1 - Pbe)l(NhNZ’n)-
(22b) example. Using Fig. 9, we find as optimal settings in this case

Let us consider one particular numerical example. If, for ing;,., = 75 andn = 48.
stance in a broadcast scenario, one incorrect label is acceptetihe performance of any watermarking system can be im-
per month in a continuous 10 Mbit/s video stream, the labptoved by applying error-correcting codes (ECCs). Since we
bit error rate should be smaller than™0 To select the op- know that the label bit errors occur randomly and independently
timal setting for@;,., andn that comply with this label bit of other label bit errors, we can compute the probabilitydoel
error rate, Fig. 9 shows curves of the combinatiafys., and error in case an ECC is used that can correct upfdabel bit
n for which P. equals 167. Different curves refer to different errors, namely
values ofc,,;,. Further we have assumed the image dimensions

Ny x Ny = 1024 x 768. P€EC(7(1\4)(717 Qjpeqs Conins N1, N»)
M
I(Ny, N3, ; N m)—i
VI. OPTIMAL PARAMETER SETTING =1- Z < (M j 2 n)> P (1= Pye)NeNeom) =g
i=0
Using results such as the ones shown in Fig. 9, we can now ’ (23)

select optimal settings fap;,., andn for specific situations.

We consider three different cases: ith the label bit error probabilit iven by (21
« optimization for re-encoding robustness, numberofinfo\rlyl . ! P ”)Pbe.glvFJCC%ll\g) .)'
. X L In Fig. 10, the label error probabiliti. is shown as
mation bits/, and watermark invisibility;

C . : . a function of the number of DCT blocks used to embed a single
* optimization for number of information bits and water- . .
SO LT label bit (n) for M = 0, 1, 2, Qpey = 25 andemin = 3. We
mark invisibility; .
L R had already found that for a watermark optimized for robustness
* optimization for watermark invisibility.

. without error correcting codes, the optimal valuenof 54 for
In all cases, the parametér must be chosen in the range 9 P 2

) . o _7 .
[1, Duax(Qspe0)] in Order for the models in Theorems 1 and 2 required bit error probability aP. < 10~*. From Fig. 10 we

and the analytical results obtained from these results, to be vaﬁg.e that the same label error probability can be obtained using

If we tune the DEW watermark such that it tradesoff the reeﬁ[naller values of. if we apply error correcting codes For in-

coding robustness, number of information jtand watermark stance, by using an ECC that can correct one eroan be de-
9 ' ’ creased from 54 to 33. Obviously the use of ECC's introduces

invisibility, t_yplcal choices are to anticipate reencodl_ng up tgome redundant bits. This overhead is however small compared
JPEG quality factor of2,,., = 25, and to allow a minimal

cutoff index ofc,, = 3. I this case—using Fig. S—we needto the increase in capacity due to the use of a smaller value of
at least — 54 Slcl:rll'T)Io'cks per label bit (which d.irectly deter- " Table | gives some examples of the effective length of labels

mines the number of information bits that can be stored in ate. Con Pe embedded fdf; x N; = 1024 x 768. In this table,
. . . . Ahndard BCH codes [23] are used that can correct one or two
image) to achieve the required label error probability of 1.0

: . errors.
If we require a large label but robustness against re-encoding

attacks is not an issue, we can store more than three times
as many bits in a label with the same label error probability
of 10~7. A typical parameter setting would for instance be In our earlier work on the DEW algorithm [12], we heuristi-
Qjpeg = 75, n = 16 andcyin = 3, as can be seen from Fig. 9. cally chose the following suitable parametetsi, = 3, n =

If visual quality is the most important factor, we need td6, @Q;,., = 75 and.D = 40. Through the modeling and anal-
take the minimal cutoff index sufficiently large. For instance wgsis described in this paper, we can now conclude that these
choosec,,;;, = 15. Clearly, to obtain the same label bit errosettings are optimal for maximum label size and not for re-en-
probability more DCT blocks per label bit are required sinceoding robustness. For that reason, we will here compare the ro-
the allowed minimal cutoff index is larger than in the previoubustness of labels embedded using these settings with labels em-

VIl. EXPERIMENTAL RESULTS
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Fig. 10. Label error probability with and without error correcting codes for
Qipes = 25 andepin = 3. @
% Bit errors
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TABLE |
EFFECTIVE NUMBER OF BITS PER LABEL
THAT CAN BE EMBEDDED INTO AN IMAGE OF SIZE N1 X N2 = 1024 x 768,
WITH REQUIRED PERFORMANCEPARAMETERS Cpiy, = 3, Qjpey = 20
AND P::GG(M) < 10—7 40

50

30

ECC-Type M n Parity- Label size corrected

check bits for extra parity- 20

ECC check bits 10

no-ECC 0 54 0 227 0
0O 10 20 30 40 50 60 70 80 90 100
BCH | 33 9 363 Qives
b
(511,502) ®)
Fig. 11. Percentage bit errors after re-encoding (a) using parameter settings
BCH 2 27 18 437 optimized for label size and (b) parameter settings optimized for robustness.
(511,493)

parameter settings optimized for robustness on the resistance to
line shifting, we carry out the following experiment. Images are
bedded using settings optimized for robustness, namgly— JPEG compressed with a guality factor of 85. Thgse JPE_G |m
3,1 = 64,1 Qjpeqy = 25, andD = 500. ages are yvatermarkeq using the parameter settlngs optimized
We will first check the robustness against re-encoding. In2r 1abel size or optimized for robustness. Next the images are
ages are JPEG compressed with quality factor of 100. Fr(g}ﬁ_compressed, shifted to the right Oﬁéplxels and re-encod_ed
these JPEG compressed images two watermarked version'89 the same JPEG quality factor. Finally, a watermark is ex-
produced, one for each parameter setting. Next, the images %&g&ted from these re-encoded images and bit-by-bit compared
reencoded using a lower JPEG quality factor. The quality fact§fth the originally embedded watermark. Consequently, we find
of the reencoding process is made variable. Finally, the wh® Percentages bit errors due to line shifting. In Fig. 12, the
termark is extracted from the reencoded images and bit-by-Bit €rror curves are shown for nine different images. As in the

compared against the originally watermark. From this expeRI€VIOUS experiment, we see an improvement in robustness be-
ment, we find the percentages of label bit errors due to re-di€€n Fig. 12(a) and (b). Using the parameter settings optimized
coding as a function of the re-encoding quality factor. In Fig. 1107 robustness, the DEW watermark becomes resistant to line

the resulting label bit error curves are shown for nine differesnifts up to three pixels. , _
images. A more thorough evaluation of the DEW watermarking tech-

Comparing Fig. 11(a) (parameter setting optimized for labBIdU€ iS given in [14]. In [14], we describe the benchmarking of
length USINGeimim = 3, 7 = 16, Qjpe, = 75, andD = 40) the DEW and other algorithms in detail. In addition, from that

and Fig. 11(b) (parameter setting optimized for label robustnd§{erence, we give here Table I, which shows the visual quality
USING G = 3, 7 = 64, Qjpe, = 25, andD = 500), we see 'aliNg of the DEW algorithm and the label bit error rate when

an enormous gain in robustness. In Fig. 11(b), we see a brethe StirMark attack is used [19]. These results illustrate the ro-

point around, .., = 25. For higher re-encoding qualities thePustness of the DEW algorithm as well as the invisibility of the
percentage label bit errors is below 10%. watermark.

In [12] we noticed that the DEW watermarking technique is
slightly resistant to line shifting. To investigate the effect of the VIII. DiscussION

10ur software implementation choices require that 16 - k2, wherek = In this paper, .W(_e have derived, experimentally validated, and
1, 2, 3-- .. We therefore selected = 64 instead of the optimal value = 54.  exploited a statistical model for our DCT -based DEW water-
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Fig. 12. Percentage bit errors after shifting ofepixels using (a) parameter

(b)

parameters);,.,, 7 andcyin. Using this expression, we can
optimize a watermark for robustness, size, or visibility and add
adequate error correcting codes.

The obtained expressions for the probability mass function
of the cutoff indices can also be used for other purposes. For in-
stance, with this PMF an estimate can be made for the variance
of the watermarking “noise” that is added to an image by the
DEW algorithm. This measure, possibly adapted to the human
visual perception, can be used to carry out an overall optimiza-
tion of the watermark embedding procedure using the (percep-
tually weighted) signal-to-noise-ratio as optimization criterion.
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