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Summary

Digital devices are now deeply embedded in modern life. These devices process
sensitive information, including personal data, financial records, and data related to
critical infrastructure. Cryptography is therefore a fundamental component of digital
security, providing confidentiality, integrity, authentication, key exchange, and digital
signatures.

Although cryptographic algorithms are designed to be mathematically secure,
their physical implementations can introduce vulnerabilities. When cryptographic
algorithms run on hardware, devices unintentionally leak information through side
channels such as power consumption, electromagnetic radiation, and timing behavior.
These leakages can be exploited through side-channel analysis to recover secret
information, including cryptographic keys.

Security evaluation laboratories assess the resistance of cryptographic imple-
mentations against such attacks. However, this process is costly and must strike a
balance between thoroughness and practical limitations on time, budget, data, and
computational resources. Deep learning-based side-channel analysis (DL-SCA) is
attractive in this context because neural networks can learn leakage characteristics
directly from traces, reducing the need for manual preprocessing and explicit statist-
ical assumptions. At the same time, deep learning introduces new costs, caused by
sensitivity to neural network hyperparameter selection, instability, and overfitting in
its training process.

The central problem addressed in this thesis is the tension between the benefits
and costs of deep learning in side-channel evaluation. On the one hand, deep learning
can reduce evaluation effort by relaxing assumptions about leakage models and
reducing dependence on known data. On the other hand, it can make evaluation more
expensive due to model selection, hyperparameter tuning, and the risk of overfitting.
This thesis investigates how DL-SCA can be made more practical, reliable, and
cost-effective for security evaluation workflows.

To this end, the thesis studies several strategies for improving DL-SCA without
relying on excessive hyperparameter tuning. It examines the impact of increasing the
amount of training data, regularization techniques, and ensemble learning. These
approaches aim to improve generalization, robustness, and attack stability under
realistic evaluation constraints. The thesis also investigates two deep learning ap-
proaches that relax major assumptions in classical SCA: leakage model-flexible
DL-SCA, which avoids relying on fixed leakage models such as Hamming weight or
identity, and deep learning-based blind SCA, which reduces dependence on plaintext
or ciphertext by learning from noisy labels.
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Samenvatting

Digitale apparaten zijn tegenwoordig diep verweven met het moderne leven. Deze
apparaten verwerken gevoelige informatie, waaronder persoonsgegevens, financiéle
gegevens en data die verband houden met kritieke infrastructuur. Cryptografie is
daarom een fundamenteel onderdeel van digitale beveiliging en biedt vertrouwelijk-
heid, integriteit, authenticatie, sleuteluitwisseling en digitale handtekeningen.

Hoewel cryptografische algoritmen zijn ontworpen om wiskundig veilig te zijn,
kunnen hun fysieke implementaties kwetsbaarheden introduceren. Wanneer crypto-
grafische algoritmen op hardware worden uitgevoerd, lekken apparaten onbedoeld
informatie via zijkanalen, zoals stroomverbruik, elektromagnetische straling en ti-
minggedrag. Deze lekken kunnen via zijkanaalanalyse worden misbruikt om geheime
informatie, waaronder cryptografische sleutels, te achterhalen.

Laboratoria die de beveiliging van producten evalueren beoordelen de weerstand
van cryptografische implementaties tegen dergelijke aanvallen. Dit proces is echter
kostbaar en vereist een balans tussen grondigheid en praktische beperkingen op
het gebied van tijd, budget, data en rekenmiddelen. Deep learning-gebaseerde
zijkanaalanalyse (DL-SCA) is in deze context aantrekkelijk, omdat neurale netwerken
lekkagekarakteristieken rechtstreeks uit signaalmetingen kunnen leren, waardoor er
minder behoefte is aan handmatige preprocessing en expliciete statistische aanna-
mes. Tegelijkertijd introduceert deep learning nieuwe problemen zoals gevoeligheid
voor de keuze van hyperparameters van neurale netwerken, en door instabiliteit en
overfitting in hun trainingsproces.

Het centrale probleem dat in dit proefschrift wordt behandeld, is de spanning tus-
sen de voordelen en problemen van deep learning in zijkanaalevaluatie. Enerzijds
kan deep learning de evaluatie-inspanning verminderen door aannames over lekka-
gemodellen te versoepelen en de afhankelijkheid van bekende data te verkleinen.
Anderzijds kan het de evaluatie duurder maken door modelselectie, hyperparame-
terafstemming en overfitting. Dit proefschrift onderzoekt hoe DL-SCA praktischer,
betrouwbaarder en kosteneffectiever kan worden gemaakt in beveiligingsevaluaties.

Daartoe bestudeert dit proefschrift verschillende strategieén om DL-SCA te verbete-
ren zonder te vertrouwen op overmatige hyperparameterafstemming. Het onderzoekt
de invloed van het vergroten van de hoeveelheid trainingsdata, regularisatietechnie-
ken en ensemble learning. Deze benaderingen zijn gericht op het verbeteren van
generalisatie, robuustheid en aanvalsstabiliteit onder realistische evaluatiebeperkin-
gen. Daarnaast onderzoekt dit proefschrift twee deep learning-benaderingen die
belangrijke aannames in klassieke SCA versoepelen: lekkagemodel-flexibele DL-
SCA, die voorkomt dat men afhankelijk is van vaste lekkagemodellen zoals Hamming
weight of identity, en deep learning-gebaseerde blinde SCA, die de afhankelijkheid
van plaintext of ciphertext vermindert door te leren van ruisachtige labels.

Xiii






Introduction

Azade Rezaeezade

The deep integration of digital devices into our daily lives is no longer a topic that
requires explanation. From routine household tasks to the complex operations in
industries and research institutions, a vast range of activities now depends on an
ever-growing ecosystem of digital systems. These systems span from tiny Internet of
Things (loT) and edge devices to large-scale high-performance computing clusters
and supercomputers. The number of digital devices surrounding us is overwhelming.
A simple look around reveals many objects, such as phones, watches, appliances,
and vehicles, which are equipped with embedded processors performing specialized
functions, often without our direct awareness.

What makes this integration concerning is the importance of the information
processed, stored, or transmitted using these devices. It includes highly sensitive
data such as personal identifiers, financial records, and information critical to the
infrastructure’s security. To protect such data, manufacturers and service providers
employ multiple layers of defense, among which cryptographic algorithms play
a fundamental role. Cryptography provides essential security properties such as
confidentiality, integrity, and authentication, making it a cornerstone of secure digital
communication.

However, while widely used cryptographic algorithms are mathematically sound
and resistant to known theoretical attacks using current technology, their imple-
mentations introduce new classes of vulnerabilities. These vulnerabilities arise from
the physical characteristics and behavior of the devices executing cryptographic
algorithms, which results in a phenomenon known as side-channel leakage. The
threat is that an attacker can infer secret information, including cryptographic keys,
through side channels such as power consumption, electromagnetic emissions,
execution timing, or memory access patterns.

Embedded devices, which are resource-constrained specialized computing sys-
tems designed to perform specific functions within larger mechanical or electronic
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systems, are among the popular targets of side-channel attacks. That is because
they typically run minimal software stacks (therefore easier to isolate the target
functionality), expose fewer defenses (as they are resource-constrained), are more
accessible for physical probing, and are mostly part of a larger critical system.

The vulnerable nature of embedded devices, coupled with the sensitivity of the
data they process, highlights the importance of rigorous evaluation of their resistance
to side-channel attacks. This, in practice, translates to analyzing the resistance of
the cryptographic implementations operating on embedded devices to side-channel
attacks. Security evaluation labs are the source points for this evaluation. They
indicate the compliance of cryptographic implementations with established secur-
ity levels specified in standard frameworks and issue certifications [1, 2] for the
embedded devices. However, this is a cost-intensive operation, and maintaining a
balance between thoroughness and budget constraints is a central challenge during
evaluation [3].

Deep learning has recently been shown to be highly effective in side-channel
analysis [4—7]. Its ability to extract complex patterns from noisy data often surpasses
traditional side-channel analysis methods [8], particularly in scenarios involving
protections (countermeasures like masking or desynchronization, see Section 2.4).
This strength, combined with fewer preprocessing requirements, makes deep learning
an attractive tool for attackers and evaluators alike. However, the need for problem-
specific architecture tuning, hyperparameter optimization, and large datasets makes
deep learning more expensive and less reliable for evaluation, as evaluation is a
systematic and structured process based on predefined criteria and budget. The
main purpose of this thesis is to improve the performance of deep learning-based
side-channel analysis by using strategies and techniques that are less expensive
than intense hyperparameter tuning, making it scalable for evaluation workflows.

As with most advances in side-channel analysis, deep learning-based side-channel
analysis improvements are inherently dual-use. The title of this thesis, Strive to Fail,
reflects the dual role of failure in side-channel evaluation. On the one hand, the eval-
uator deliberately strives to make a cryptographic implementation fail by recovering
secret information from physical leakage. In this sense, failure is a diagnostic tool:
it reveals weaknesses that may otherwise remain hidden. On the other hand, the
desired outcome for a secure implementation is precisely that such evaluation at-
tempts fail, even when advanced techniques such as improved deep learning-based
side-channel analysis are used. This thesis adopts this evaluation’s perspective:
to push implementations and evaluation methods toward their limits, so that fail-
ure, whether of the target or of the attack, becomes informative for assessing and
improving security.

11. Cryptography

Information security results from the contribution of many components, ranging from
technical mechanisms such as encryption and authentication to human-centered
practices like awareness and regulatory compliance. Cryptography is a fundamental
pillar for many services that contribute to information security. In reference textbooks,
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cryptography is stated as the study of mathematical techniques related to aspects of
information security, such as confidentiality', data integrity”, and entity authentica-
tion® [9]. This definition highlights the connection between the mathematical tools
underlying cryptography and the security goals they enable. In everyday contexts,
however, cryptography is often more simply described as the science of securing in-
formation by transforming it into an unreadable format, accessible only to authorized
parties. Regardless of the definition, cryptography remains essential to maintaining
trust and security across digital systems. Currently, cryptography is deeply embed-
ded in our daily lives. It secures communications via messaging apps and emails,
protects financial transactions through online banking and payment systems, and
safeguards personal data on smartphones, cloud storage, and government portals.
It also plays a crucial role in securing embedded devices, medical systems, and
cryptocurrencies.

Modern cryptography” is typically divided into three main branches: symmetric
cryptography, asymmetric cryptography, and cryptographic hash functions.®> Sym-
metric encryption uses a single secret key for purposes like encryption/decryption,
origin authentication, or integrity verification. In encryption/decryption usage, with
the help of an algorithm and the secret key, the original data, known as plaintext, is
transformed into an obfuscated form known as ciphertext. The authorized individuals
or systems can transform the ciphertext into its original form using the same secret
key. In the origin authentication and integrity verification usage, a cryptographic tech-
nique uses a secret key to generate a small code called a tag for a given message.
The receiver can verify if the message has not been changed during transfer and if it
comes from the true origin using the secret key and the tag regeneration. The most
widely used symmetric algorithm is Advanced Encryption Standard (AES) [10], which
was standardized by the National Institute of Standards and Technology (NIST)® in
2001 [12].

Asymmetric cryptography uses a key pair: a public key that can be distributed
openly and used for encryption or signature verification, and a private key that only
the owner knows and uses for decryption or generating the signature, depending on
the purpose of use, which are key exchange and digital signing, respectively. Key
exchange is a cryptographic process that allows two or more parties to establish a
shared secret key over an insecure channel securely. Digital signing is the process
of using a private key to create a unique cryptographic signature that verifies the
authenticity and integrity of digital data. RSA [13] and Elliptic Curve Cryptography
(ECC) [14, 15] are foundational asymmetric algorithms used for digital signatures

'Confidentiality ensures that sensitive data is accessed only by authorized individuals or systems.

2Integrity ensures that data remains accurate, consistent, and unaltered during transmission or storage.

3Authentication is the process of verifying a user’s or system’s identity. It ensures that an individual or
entity is who they claim to be before granting access to a system or data.

“We needed to summarize a vast and beautiful joint branch of computer science and mathematics into
a tiny subsection. Therefore, some sentences or definitions are not precise or well-defined enough.
We believe that the cryptography community will understand that.

5Sometimes, hash functions are considered a part of symmetric cryptography.

BNIST is a U.S. government agency that develops technical standards and measurements to support
innovation and industry [11].
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and key transport.

Finally, cryptographic hash functions are one-way transformations that gener-
ate fixed-length digests from arbitrary-length inputs. They are essential for digital
signatures through random number generation, integrity verification, and authentic-
ation through digest generation, among others. A widely used modern example is
SHA-3 [16], based on the Keccak sponge construction [17]. With the rise of resource-
constrained embedded systems, optimized cryptographic techniques, which minim-
ize computational complexity, memory footprint, and power, have gained attention.
Algorithms like Ascon [18], referred to in the community as lightweight algorithms,
are examples of cryptography algorithms designed for resource-constrained usages.

In the last two decades, the threat of quantum computers to classical cryptography
has been taken more seriously. In 1994, Shor introduced an algorithm [19] that
enables polynomial-time quantum computation for integer factorization and discrete
logarithms. This means the current widely used asymmetric cryptographic algorithms
(RSA and ECC), which are based on these mathematical problems, are broken in the
presence of sufficiently large quantum computers. Post-quantum cryptography (PQC)
has emerged to develop cryptographic algorithms that are resistant to attack based
on Shor’s algorithm running on quantum computers. The proposed schemes (e.g.,
Kyber [20], Dilithium [21], and SPHINCS™* [22] algorithms) are based on mathematical
problems such as lattice-based and hash-based, which are believed to be hard even
for quantum computers. While Grover’s algorithm [23] allows for a quadratic speedup
in brute-force search against symmetric ciphers, current symmetric cryptography is
not fundamentally broken by quantum computing, and only doubling the key size
(e.g., using AES-256 instead of AES-128) is recommended.

1.2. Implementation Curse

The security of a cryptographic primitive can be considered from two complementary
perspectives. On one hand, it is crucial to ensure that the algorithm’s mathematical
foundation and the selected parameter set used to obfuscate data remain com-
putationally infeasible to solve. This aspect is typically evaluated using classical
cryptanalysis [9]. On the other hand, the security of the algorithm implementation
depends on the interplay between the underlying hardware, the software implement-
ation, and the operating environment. This second aspect is known as physical
security [24].

A cryptographic algorithm can be implemented in software or hardware, or it can
be implemented using a hardware-software co-design approach. The implementa-
tion choice depends on the system’s performance constraints, resource availability,
and security requirements. Software implementations are flexible and portable,
making them suitable for general-purpose processors and embedded microcontrol-
lers. Hardware implementations (e.g., on FPGAs or ASICs) typically offer higher
performance, lower latency, and improved physical security, making them ideal
for resource-constrained or security-critical applications. A hardware—software co-
design balances flexibility and efficiency by orchestrating cryptographic algorithms
in software while offloading computationally intensive tasks to dedicated hardware
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accelerators.

When a device performs computation, it consumes power, takes time, emits
electromagnetic radiation, dissipates heat, and may even generate acoustic noise.
These physical phenomena form side-channels that unintentionally leak information
about the device’s internal operations and the data it processes. These leakages
seriously threaten the physical security of cryptographic algorithms, as an attacker
can measure and analyze them to recover secret information. Although these physical
attacks are often tailored to specific hardware or software implementations, they are
typically more powerful than traditional cryptanalysis. This work focuses on power
consumption and electromagnetic emanation side-channels.

The existence of side-channel leakages is independent of implementation style,
as all computations execute on physical hardware, which consists of microelectronic
devices that inherently leak information. One of the well-known origins of power and
electromagnetic side-channels is the physical behavior of transistors and comple-
mentary metal-oxide-semiconductor (CMOS)’, which are the basic building blocks of
registers, processing gates, and other microelectronic elements. The origin of power
side-channel leakage in CMOS circuits lies in the intrinsic nature of their power dis-
sipation during switching activity. CMOS gates consume energy from three primary
sources: 1) leakage currents in transistors, 2) short-circuit currents during transitions
when both transistors in a CMOS (i.e., NMOS and PMOS) conduct simultaneously,
and 3) dynamic power caused by charging and discharging load capacitance [24].
Among these three, dynamic power is most relevant and the most dominant from a
side-channel perspective, as it introduces a direct correlation between the data being
processed and the power consumed. A significant power spike occurs during 0-to-1
(and 1-t0-0) transitions, where energy is drawn to charge the output node. The same
transition in registers is the most relevant source of their leakage. Other circuit-level
effects, such as glitches [25], static power dissipation [26], coupling [27], and signal
integrity on the power delivery [28] were identified more recently as contributing to
power-based side-channel leakage.

Similarly, electromagnetic radiation in microelectronic devices originates from
the internal currents flowing through conducting paths during operation. As the
magnitude and direction of these currents change depending on the data being
processed, the resulting EM fields vary accordingly. This data-dependent radiation
is a powerful source of side-channel leakage that can expose sensitive operations
to external observers.

While numerous mitigation strategies such as architectural optimizations, bal-
anced circuit designs, electromagnetic shielding, and algorithmic countermeasures
(see Section 2.4) are used, eliminating leakage and the correlation between the
leakage and the important data being processed remains practically impossible.
This limitation stems from unavoidable manufacturing imperfections and inherent
physical variations in transistor behavior, making achieving perfectly symmetrical
power or electromagnetic profiles impossible. Even minimal asymmetries result in
measurable differences in power consumption or electromagnetic radiation correl-

7CMOS technology is the dominant fabrication process for almost all modern digital integrated circuits,
including microprocessors, memory chips, FPGAs, and ASICs.
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ated with processed data, leaving exploitable side-channels. Consequently, while
countermeasures and other techniques can reduce information leakage, the laws of
physics imply that side-channel vulnerabilities can be mitigated but never eliminated.

1.3. Side-channel Analysis

Side-channel analysis (SCA) is an attack by an analyzer to evaluate the physical
security of an implemented algorithm. In most cases, SCA is translated to the
effort needed to retrieve the cryptographic algorithm key (or the message in key
exchange mechanisms, or signature forging in digital signing) using leakage in
device measurements and publicly known data, like plaintext. When the analyzer
only uses measurements® and data from the device under attack (DUA), the side-
channel analysis technique is called non-profiled analysis °. This kind of attack
appeared first in the late 1990s, and rapidly after publication, protection mechanisms
(countermeasures, see Section 2.4) started to be proposed [29, 30] and implemented
to mitigate these attacks [31, 32].

Non-profiled analysis relies on a large number of measurements from the DUA.
The analyst selects a smaller window of these measurements that contains the most
informative leakage, such as leakage related to a sensitive intermediate value or
directly to the secret key, and applies statistical analysis to infer the secret data.
Some examples of non-profiled analysis are:

- Simple Power Analysis (SPA), where the leakage is directly and mostly
visually inspected to get information about executed operations [33]. SPA is
typically aided by prior knowledge of the cryptographic algorithm and adjusting
parameters (like key size or plaintext length). It is often used as a preparation
step before launching more advanced attacks. The insights SPA provides can
notably shorten the required attack time window.

- Differential Power Analysis (DPA), which can be highly efficient for unpro-
tected implementations. DPA first partitions the measurements based on hy-
pothetical intermediate values (the values that are calculated using the data
that the attacker knows, like the plaintext, and all the hypothetical keys), then
calculates the average of the partitions, and finally subtracts the averages
looking for the hypothetical key that results in the highest difference among
all the averages [33]. Correlation Power Analysis (CPA) is a sort of DPA
that uses correlation analysis as a distinguisher to identify the relationships
between the leakage and the secret data [31].

When the analyzer uses a clone device in addition to the DUA to build a profile,
it is called profiled analysis. The analyzer is supposed to have complete control
over the clone device. Profiled analysis requires two stages: template-building and

8Measurements of physical leakage are also referred to as traces.

%In many literature works, side-channel analysis and side-channel attack are used interchangeably.
Here, we adhere to side-channel analysis as much as possible to emphasize that we are examining it
from an evaluation perspective.
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template-matching. During the template-building stage, the analyzer gathers many
measurements with different plaintexts and keys from the clone device and builds
the templates (profiles). During the template-matching stage, the attacker matches
the measurements from the DUA with the templates. Examples of profiled analysis
come in the following:

- Template Attack (TA) derives multivariate models (since the leakage over

consecutive time samples is not independent) of the leakage present in a big
set of measurements from the clone device. These models or templates are
random variables with certain probability density functions (Gaussian PDFs
are commonly used because the aggregation of many independent noise
sources in side-channel measurements leads, by the central limit theorem, to
approximately Gaussian leakage distributions). The attacker determines the
distribution parameters using the measurements to specify templates. Each
template (profile) characterizes the probability density function of the collected
measurements with the same intermediate values. The number of profiles is
determined by all the possible intermediate values and the selected leakage
model (more details can be found in Section 2.3). The attacker estimates the
distribution parameters (mean and covariance in the Gaussian case) using the
measurements in each class to specify templates. In the template-matching
step, the most probable key is specified using the maximum likelihood method.
A critical step in TA is selecting a set of points of interest (Pols), the time
samples from the measurements exhibiting the strongest dependency on the
targeted sensitive value (the intermediate value in the process of an algorithm
that includes the key, see Section 2.2 for more information). This attack is
introduced with more details in Section 2.6.1.
Template attack faces two main challenges: collecting enough measurements
from the clone device to build accurate templates, and assuming an underlying
distribution (e.g., Gaussian), which may not match the actual data distribu-
tion [34].

- Deep Learning-based Attacks (DL-SCA). Deep learning consists of training
and testing stages, which comply entirely with template-building and template-
matching stages of profiled analysis. In DL-SCA [5], the templates are not built
separately. Instead, a deep neural network is used to classify the measurements
based on the values of the targeted sensitive value. In DL-SCA, the statistics of
the unknown leakage distribution are automatically learned from the profiling
set, meaning that the adversary does not necessarily need to assume the
statistical distribution that describes the leakages well.

One can see that while the template attack requires the assumption of a
particular distribution of the traces, DL-SCA does not require such assumptions
and is supposed to learn the characteristics of the leakage automatically with
the same degree of dependency on the leakage model assumption (more
details can be found in Section 2.3 and Chapter 7).

SCA is usually performed using the divide-and-conquer strategy. The divide-and-
conquer strategy makes it possible to recover a long key by retrieving its smaller parts
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separately. The smaller parts make the exhaustive search possible (see Section 2.3).

As deep learning has recently been shown to be highly effective in side-channel
analysis [4-7], the focus of this thesis is on DL-SCA. More details about this kind of
analysis are provided in Section 2.6.1.

1.3.1. Security Evaluation

Evaluating implementations against side-channel attacks is critical from a regulat-
ory perspective because side-channel attacks pose a significant threat to devices
handling sensitive data, such as keys, private certificates, or intellectual property.
Regulatory requirements emphasize such evaluations to ensure reliable security
judgments and to guarantee that certified IT products can be confidently procured
and used without further assessment.

Two well-known frameworks that explicitly mandate the evaluation of cryptographic
implementations against side-channel attacks are the Common Criteria (CC) frame-
work [1] and FIPS 140 [2]. The CC framework focuses on protecting against side-
channel attacks by involving specialist evaluations. Within CC, stakeholder groups
maintain a confidential list of attack vectors and use a rating system to assess the
difficulty of mounting attacks, aiming to balance strong security with evaluation costs.
In contrast, the FIPS 140 framework follows a more cost-effective approach by relying
on conformance-style testing based on ISO 17825:2016'°. The latest version, FIPS
140-3, introduces the Test Vector Leakage Assessment (TVLA) method to evaluate
the risk of side-channel attacks. Azouaoui et al. recently introduced a third strategy,
the worst-case adversary model, in [3]. The alternative evaluation strategy, described
as “working backwards”, has emerged in academic literature. This regime starts by
demonstrating an attack assuming maximum capability for the adversary and then
examines the effects of gradually relaxing these assumptions.

Regardless of the chosen evaluation strategy, there is a challenging trade-off that
must be balanced. On one hand, there is the concern of whether the evaluation
captures a product’s true security level [3]. Addressing this concern requires eval-
uators to conduct assessments that are as thorough as possible for the targeted
security level, systematically examining all possible vulnerabilities. On the other
hand, identifying and testing these vulnerabilities often demands substantial effort
and resources, making the evaluation process inherently costly. In practice, security
evaluations are commissioned and funded by the product manufacturer or a spon-
soring organization, and the evaluation laboratory operates under a fixed budget and
timeline. Consequently, evaluators must continuously balance the completeness of
their assessment against practical cost constraints.

101SO/IEC 17825 is an important standard in the cybersecurity field, which specifies non-invasive attack
mitigation test metrics to determine compliance with the requirements specified in ISO/IEC 19790 (an
upstream ISO/IEC standard).
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1.4. Problem Statement

1.4.1. Security Evaluation and Deep Learning Usage
Implications

Deep learning is interesting for evaluators as it promises to generalize and automate
commonly used techniques such as template attacks. While other techniques rely
heavily on precise Pol selection and trace alignment, deep learning can automatically
learn optimal Pols, even from misaligned traces, thereby eliminating the need (and
costs) for extensive manual feature engineering or pre-processing [6, 35]. Besides
that, DL-SCA does not rely on strong assumptions about leakage distribution. While
template attacks require the assumption of a particular distribution (e.g., Gaussian)
for the leakage, deep learning offers infinite opportunities to learn a classifier without
any assumption, giving it more flexibility to handle complex leakage. Therefore,
while the Gaussian template attack theoretically represents the strongest profiling
model [24], DL-SCA, in practice, is more efficient in terms of modeling effort and
robustness to noise and desynchronization, and it can scale better to complex
leakage scenarios and higher-order attacks.

Deep learning can also facilitate SCA evaluation (and reduce some costs con-
sequently) by mitigating common practical SCA difficulties like reliance on assuming
the leakage model. Conventional SCA techniques usually rely on some assumptions
about the relationship between the targeted intermediate values and the measure-
ments obtained from the device

Another practical challenge that deep learning can facilitate in SCA is to remove
the reliance on access to known parts of data (plaintext, ciphertext, nonce, etc) in
both profiled and non-profiled analyses. Acquiring the actual intermediate values
during the profiling phase is assumed in profile attack scenarios. Similarly, access
to a known part of the data is required to build the hypothetical sensitive values in
non-profiled attacks. In practice, however, such access may be limited or constrained
by implementation-specific factors and use cases, thereby imposing additional costs
on the evaluation process.

Considering the success and facilitation of deep neural networks in side-channel
domains, evaluators are interested in using them as one of the tools helping in
their evaluation path. The Federal Office for Information Security (BSI) in Germany
recently published a document [36] describing the requirements for machine learning-
based SCA (including deep learning), showing that evaluators have started to use
machine/deep learning tools more seriously. Simultaneously, deep learning em-
powered attackers by lowering the barrier to mounting effective attacks. By training
on large datasets of captured leakage, attackers can successfully recover secret
keys even from protected implementations that deploy countermeasures such as
masking [5] and hiding [37], making deep learning a growing concern for security
evaluators [36]. These factors further underscore the necessity of fitting the DL-SCA
into the evaluation frameworks.

However, using deep learning in the evaluation process can also introduce new
sources of costs. DL-SCA generally requires more computational resources and
larger profiling datasets. Besides that, deep neural networks involve highly para-
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meterized architectures. While these architectures enable models to learn complex,
non-linear representations of leakage data, they also make them prone to training
instability and sensitivity to hyperparameter choices. As a result, hurdles such as
overfitting'' and hyperparameter tuning'” arise in DL-SCA.

Overfitting is a critical concern within DL-SCA, as side-channel datasets are often
small, and variations in implementations or countermeasures frequently require
retraining or redesigning a suitable model for each new target. Hyperparameter
configurations are also highly sensitive to leakage characteristics, countermeasures,
and device-specific noise, and therefore do not generalize well across different
targets or even similar implementations. Moreover, many hyperparameters implicitly
determine how leakage is modeled, making their selection directly influence the
success or failure of the attack. This sensitivity is further compounded by training
instability and reproducibility issues, where small changes in hyperparameters or
initialization can lead to significantly different attack outcomes.

In practical evaluation settings, these challenges are amplified by strict constraints
on time, computational resources, and available datasets. As a result, hyperpara-
meter tuning and overfitting in DL-SCA are not merely performance optimization-
related considerations, but cost-critical and risk-sensitive processes that directly
impact the reliability and credibility of the evaluation. These observations motivate
the research questions addressed in this thesis, which aim to investigate how the
benefits of deep learning can be leveraged to reduce evaluation costs and practical
constraints, while mitigating the new cost and complexities that DL-SCA introduces
in the evaluation process.

1.4.2. Research Questions

Overcoming overfitting and hyperparameter tuning challenges make DL-SCA costly
for evaluation. At the same time, using DL-SCA can reduce the evaluation costs with
the benefits it brings along.

Considering the hurdles and benefits that using deep learning introduces to
side-channel evaluation, the mission of this thesis is twofold. First, we investigate
methods and strategies that reduce the costs of model selection and overfitting
in DL-SCA. Methods and approaches that improve the generalization of trained
models are particularly valuable, as they reduce the need for intense and expensive
hyperparameter tuning while enhancing the robustness of DL-SCA in real-world
security evaluations. Second, we investigate deep learning use cases for SCA
that reduce evaluation costs. The two use cases that we study are 1) whether
deep learning can remove the need to assume a specific leakage model and
2) whether deep learning can eliminate the reliance on plain/ciphertext for
side-channel analysis, which are two practical sources of challenge and cost during
evaluation. Deep neural networks can bypass such practical limitations, enabling
more accurate and reliable security evaluations.

" Qverfitting occurs when a model fits the training data too precisely, including noise and irrelevant
patterns.

2Hyperparameter tuning is the process of selecting architectural and training configurations, so that the
model can learn what we desire from the data.
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The research questions can then be formulated as:

» How can we reduce the costs of DL-SCA regarding model selection and over-
fitting, while preserving or improving generalization in realistic evaluation set-
tings?

+ To what extent can deep learning mitigate the reliance on (i) an explicit leakage
model and (ii) access to plaintext/ciphertext for SCA, without degrading attack
or evaluation effectiveness under realistic threat models?

1.5. Contributions

The contributions of this work are defined in terms of the research questions. To
answer the first research question defined in Section 1.4.2, we investigate strategies
to improve the performance of the deep neural models in SCA with less computational
effort and cost.

Many failures of DL-SCA in evaluation settings stem not from insufficient model
capacity, but rather limited data availability, poor generalization across targets, and
instability caused by overfitting and hyperparameter sensitivity. In realistic evaluation
settings, where datasets are costly to acquire and computational resources are
constrained, aggressively increasing model complexity or performing extensive hy-
perparameter searches is impractical and inefficient. Therefore, this work focuses on
enhancement techniques that improve robustness and generalization while keeping
modeling and tuning effort manageable. This thesis adopts the perspective that
improving how deep learning models exploit available data by stabilizing training,
reducing variance, and encouraging the learning of generalizable leakage repres-
entations is a more effective strategy for reducing evaluation costs while preserving
attack effectiveness. This insight motivates a shift away from architecture-centric op-
timization toward data-centric and learning-centric enhancement techniques that are
better aligned with the constraints and objectives of practical side-channel evaluation.

Building on this insight, Chapter 3 to 7 investigate four complementary enhance-
ment techniques. First, the impact of increasing the effective amount of training data
is studied, demonstrating how larger and more diverse training sets can reduce
overfitting and stabilize model performance when the working regime of the model
allows that. Second, regularization techniques are examined as a principled way
to constrain model complexity and improve generalization without extensive hyper-
parameter tuning. Third, ensemble learning is explored to mitigate model instability
and sensitivity to initialization by aggregating multiple learners, thereby improving
robustness across targets. Finally, multitask learning is investigated as a means to
exploit shared representations across related tasks, enabling models to generalize
better while reducing the need for task-specific tuning. Together, these chapters
provide a structured and practical answer to the first research question by identifying
strategies that lower evaluation costs while maintaining orimproving the effectiveness
of DL-SCA in realistic settings. The contributions by chapter are as follows:

+ In Chapter 3, we investigate in detail the effect of overfitting in DL-SCA. This
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chapter is based on [38]."° We validate that the overfitting effect can often be
reduced by adding more profiling traces during training, provided the chosen
hyperparameter combination does not result in large assumption errors. Still,
we experimentally verified that adding more profiling traces does not always
increase the generalization of a model. While the interplay between the amount
of training data and the deep neural network model’s capacity is complex
and difficult to predict in general, this instability is particularly pronounced in
DL-SCA due to the high noise levels and variability present in side-channel
measurements.

In Chapter 4, we investigate the intertwined effect of a model’s hyperparameters
and added regularization techniques. This chapter is based on [39] and shows
that the improvements offered by regularization techniques heavily depend
on the neural network’s hyperparameters. ' However, adding regularization
techniques can improve the average performance of DL-SCA by reducing
the assumption errors, i.e., errors caused by mismatches between the neural
network’s implicit leakage assumptions encoded through its architecture and
hyperparameters and the way it combines samples over time, and the actual
leakage behavior (distribution) of the target implementation.

In Chapter 5, which is based on [40], we investigate whether using a specific
activation function, JumpReLU, can improve the robustness of DL-SCA with
respect to noise, trace variability, and hyperparameter sensitivity. ' Although
JumpReLU was originally proposed to increase robustness against adversarial
perturbations, we examine its impact in a side-channel context, where variability
arises from measurement noise, desynchronization, and device-specific leak-
age characteristics. We provide a benchmark between random models using
different activation functions, including JumpReLU, to see if using this function
can improve the reliability of DL-SCA by improving the average performance.

In Chapter 6, we investigate how applying ensemble learning to DL-SCA by
aggregating multiple sub-optimal models trained with different hyperparameter
configurations can improve attack performance and stability based on [41]. ©
This ensemble can easily outperform the best model found in a hyperparameter
tuning procedure, proving that it is a cheaper solution when evaluating using
deep learning. This approach also addresses the high sensitivity of a single
deep neural network to hyperparameter choices, as the ensemble effectively
averages out model-specific assumption errors and training instabilities, re-
ducing the reliance on identifying a single well-tuned model. We particularly

3The paper title is: To overfit, or not to overfit: improving the performance of deep learning-based SCA.
4The paper title is: Regularizers to the rescue: fighting overfitting in deep learning-based Side-channel

Analysis.

5The paper title is: Jump, It Is Easy: JumpRel U Activation Function in Deep Learning-based Side-channel

Analysis. This project was led by Abraham Basurto-Becerra. My contribution consisted of helping to
design the experimental methodology for evaluating the proposed idea and contributing to part of the
experimental work.

"8The paper title is: One for All, All for Ascon: Ensemble-Based Deep Learning Side-Channel Analysis.
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highlight successful DL-SCA on protected Ascon implementations, while other
evaluation techniques were not successful till the time of that work, proving the
necessity of taking deep learning evaluation into account during certification.

While the earlier chapters focus on mitigating the additional costs introduced
by deep learning in SCA evaluation, the second part of this thesis is motivated
by the complementary insight that deep learning can also remove long-standing
structural assumptions that themselves constitute sources of evaluation cost and
fragility. Conventional SCA methodologies rely heavily on (i) the explicit selection of
a leakage model and (ii) access to known data such as plaintext or ciphertext. These
assumptions simplify analysis but are often violated in practice, forcing evaluators to
invest significant effort in reverse engineering implementations, validating leakage
hypotheses, or acquiring restricted data interfaces. The core insight guiding this part
of the thesis is that deep neural networks can directly learn discriminative leakage
representations from measurements themselves, even when classical labels or
simplified leakage abstractions are unavailable or inaccurate. This ability enables
new attack and evaluation paradigms that reduce dependency on explicit leakage
modeling and known data access, while maintaining —or even improving— the
attack effectiveness under realistic threat models.

Building on this insight, Chapters 7 and 8 investigate concrete deep learning-based
approaches that relax these assumptions in practice. Rather than replacing classical
SCA techniques, these chapters explore how deep learning can shift the effort
away from manual modeling and data accessibility constraints toward data-driven
inference, thereby reducing evaluation cost and uncertainty. The contributions by
chapter are as follows:

« In Chapter 7, we propose a new attack method based on [42] '/, multi-byte
multi-bit DL-SCA, which allows more flexibility regarding the leakage model
assessment and can simultaneously profile the behavior of the leakage for all
sub-keys with bit-level precision. This proposition helps remove the effect of
over-simplified or inappropriate leakage model selection, which is a common
issue in side-channel resilience evaluation.

- Lastly, in Chapter 8, which is based on [43] "¢, we address key limitations in
existing blind SCA techniques by employing a deep learning-based approach,
significantly advancing the practical applicability of blind SCA. More precisely,
blind SCA’s main challenge lies in inferring labels for each measurement, as it
does not rely on known plaintext or ciphertext. We model this as a deep learning
problem with noisy labels and show that deep neural networks effectively
identify the underlying distribution of these measurements, outperforming
traditional techniques in blind SCA performance.

7The paper title is: Leakage Model-flexible Deep Learning-based Side-channel Analysis. This work was
led by Dr. Lichao Wu. My contribution was mainly in conducting part of the experiments reported in
the study.

8The paper title is: Breaking the Blindfold: Deep Learning-based Blind Side-channel Analysis. This work
was carried out in close collaboration with Dr. Trevor Yap. We shared the main responsibilities of the
project, including developing and testing the idea, and Trevor contributed substantially to the coding
and experimental implementation.
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To emphasize the real-world applicability, we apply DL-SCA across various plat-
forms, cryptographic algorithms, and implementations. This thesis covers DL-SCA
of three cryptographic algorithms implementations: AES, a widely used encryption
standard; ASCON, the CAESAR competition winner and NIST’s choice for light-
weight cryptography; and Kyber, the post-quantum key encapsulation mechanism
selected by NIST. We cover datasets for both software and hardware implementa-
tion. Moreover, we deploy the implementations on various platforms, including the
ARM Cortex-M4 chip, which represents the highest market share among all ARM
products [44], reflecting its dominance in embedded applications and low-power
devices. We also cover both protected and unprotected implementations for the
AES and Ascon schemes to show the generalization capability of the proposed
contributions. This is all to make our experiments more complete and thorough,
and the outcomes not dataset dependent. For more information about the covered
datasets, look at Section 2.6.3.
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This thesis focuses on the side-channel analysis of three representatives of crit-
ical trends in cryptography. We see DL-SCA of AES, a representative of classical
symmetric cryptography; Ascon, a representative of lightweight cryptography; and
CRYSTALS-Kyber, a well-known scheme from the post-quantum cryptography realm,
all standardized. In this section, we introduce these three schemes and give more
details about the attack points from each scheme targeted in the rest of this thesis.

2.1. Covered Cryptographic Algorithms

2.11. AES
The Advanced Encryption Standard (AES) [10] is a widely used symmetric-key block
cipher standardized by NIST in 2001 [45]. It is designed to provide strong data
confidentiality and is used in various security protocols, including TLS, VPNs, and
disk encryption systems. AES operates on fixed-size blocks of 128 bits and supports
key sizes of 128, 192, or 256 bits, resulting in Nr = 10/12/14 encryption rounds,
respectively. The algorithm is based on a substitution-permutation network (SPN)
principles, where input data undergoes multiple rounds of transformations to ensure
both confusion and diffusion, two essential cryptographic properties for security.
AES encryption and decryption rely on a sequence of core transformations per-
formed on a 4 x 4 byte matrix called the state. Each round of AES (except the final
one) involves four primary operations:

1. SubBytes: A non-linear substitution step where each byte in the state is
replaced using a fixed substitution box (Sbox) derived from the multiplicative
inverse in the finite field GF(28).

2. ShiftRows: A row-wise permutation where the first row remains unchanged,
the second row is cyclically shifted by one byte, the third by two bytes, and the
fourth by three bytes.

3. MixColumns: A linear mixing step where each column of the state matrix is

15
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transformed using polynomial multiplication in GF(28), improving data diffusion
across the block.

4. AddRoundKey: A bitwise XOR operation between the current state and a
round key derived from the main cipher key using the AES key schedule.

Decryption involves the inverse of these operations applied in reverse order.

AES follows a substitution-permutation network structure, where plaintext is trans-
formed into ciphertext over multiple rounds of well-defined transformations. The
algorithm begins with an initial AddRoundKey step, followed by Nr — 1 identical
rounds, each consisting of SubBytes, ShiftRows, MixColumns, and AddRoundKey
operations. The final round omits the MixColumns step. The security of AES relies
on the combination of non-linear substitution (for confusion) and linear mixing (for
diffusion), which makes it resistant to linear and differential cryptanalysis. Due to
its efficiency, parallelizability, and robust security guarantees, AES has become the
standard for symmetric encryption worldwide.

2.1.2. Ascon

Ascon is a family of cryptographic algorithms designed to provide secure encryption
and authentication in resource-constrained environments. This family of crypto-
graphic primitives is based on duplex sponge construction [17] and was selected by
NIST in February 2023 to be standardized [46] for lightweight applications. Ascon-
128a is an authenticated encryption algorithm that includes associated data, meaning
it not only encrypts a message to maintain its confidentiality but also attaches a tag
to the encrypted message and associated data to ensure integrity. The algorithm
can take four inputs: plaintext P, associated data A, nonce N, and a key k. It outputs
the authenticated ciphertext C and an authentication tag T. The algorithm includes
four operational phases: initialization, associated data process, plaintext process
(ciphertext process in decryption), and finalization. Figure 2.1 shows these four
phases of Ascon. In Ascon-128a, the input of the initialization phase is a 320-bit
initial state (IV||k||N in Figure 2.1, consisting of the 64-bit constant IV, the 128-bit
key k, and the 128-bit fresh nonce N) in the form of five 64-bit words. This five-word
state updates through the algorithm phases and is used as the state (or the sponge
state) for encryption (decryption) and tag generation.

In Ascon-128a, the initialization phase includes twelve rounds of the Ascon-p
permutation function (shown as p? in Figure 2.1) that process the 320-bit state. The
permutation function has three parts: 1) the addition of the round constants, 2) the
non-linear 5-bit Sbox (substitution layer), and 3) the linear diffusion layer. The next
phase is optional, which is associated data process. Data like headers and metadata
must remain in plaintext during a data exchange, but maintaining integrity is crucial for
this data. The optional associated data process phase maintains this integrity. In this
phase, when an associated data block (A;) is received, its first r = 64 bits are XORed
to the first r = 64 bits of the sponge state, then the whole sponge state is permuted
b = 6 rounds (p? in Figure 2.1). The associated data process phase updates the
sponge state using the associated data blocks. Then, the updated sponge state
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Figure 2.1: The phases of Ascon-128a encryption. The image is from [47].

proceeds the plaintext process phase. The plaintext process phase XORs the 64-bit
plaintext block P; with the first r = 64 bits of the sponge state to produce ciphertext
block C;. Then, the whole state is transformed by the permutations p? with b = 6 to
update the sponge state for the next plaintext block. The finalization phase XORs
the key with the sponge state and transforms the results with p%, a = 12, to provide
the 128-bit authentication tag T. For more details about different parts of the Ascon
primitive, one can see [48].

Compared to AES, Ascon is considered a lightweight cryptographic algorithm
primarily due to its simplified internal structure and implementation-friendly design.
While AES relies on byte-oriented operations such as large 8-bit Sbox lookups,
finite-field arithmetic in GF(28) (e.g., MixColumns), and a separate key schedule,
Ascon replaces these components with a compact permutation based solely on
bitwise logical operations, rotations, and a small 5-bit Sbox. One significant benefit
of the Ascon Sbox operation is its ability to be executed through XOR and AND
operations on state words [48]. This design eliminates the need for lookup tables,
complex field multiplications, and external modes of operation, thereby significantly
reducing code size, memory footprint, and computational overhead. As a result,
Ascon achieves strong security guarantees while being well-suited for low-power
and resource-constrained platforms, such as embedded and loT devices, where the
implementation cost of AES can be prohibitive.

2.1.3. Kyber

CRYSTALS-Kyber is the standard for the Key Encapsulation Mechanism (KEM),
which NIST selected for Post-Quantum Cryptographic (PQC) applications. Here, we
briefly introduce the key parameters and components of the Kyber algorithm, which
are essential for understanding the attack in this thesis. For more information, please
refer to [49].

Kyber is based on the Learning With Errors (LWE), which assumed to be a hard
mathematical problem resistant to both classical and quantum attacks. In its simplest
form, LWE involves distinguishing between random samples and samples of the
form b = As + e over a finite field, where A is a random matrix, s is a secret vector,
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and e is a small error vector. Kyber builds upon a variant called Module-LWE, which
generalizes LWE by working with polynomials over the Z4[ X1/(X" + 1) ring. Based
on the dimension of the matrix and vector of polynomials that are used (parameter
k), one can control Kyber’s security and efficiency.

The Kyber KEM includes three procedures for a full key exchange. First, the secret
key and public key pair, (pk, sk), are generated using the KeyGen() procedure.
A random seed p is used to derive a public matrix A with a uniform distribution.
The secret key consists of a small polynomial vector s and an error vector e, both
sampled from a centered binomial distribution B,. Parameters like k (dimension
of the matrix and vectors), n (the degree of polynomial in Z4[ X]/(X" + 1)), and
g (the prime modulus) specify the security level of Kyber. In the attack introduced
in this thesis, we consider security level three, which is called Kyber768. Kyber768
parameters are setas kK = 3, n =256, and g = 3329.

The second party in the key exchange uses the public key to encapsulate a
randomly chosen message. The key encapsulation procedure is performed by the
function Encapsulation(pk), which takes the public key as input and outputs a
ciphertext ¢ = (u, v) and a shared secret K. In this process, a uniformly random
message m € {0, 1}2°% is first sampled and then encrypted using the public key
to form the ciphertext ¢ = (u, v). The final shared key is subsequently derived
from both m and ¢, binding the session key to the encapsulated message and the
resulting ciphertext.

The last procedure is decapsulation, where the first party uses its secret key
to decrypt the received ciphertext and extract the message. The decapsulation
process is performed using the function Decapsulation(c, sk). The decapsulation
procedure first decrypts the ciphertext using Kyber .CPA .Dec to recover the
message m’. It then recomputes the encryption of m’ using the public key, resulting
in a reconstructed ciphertext (u’, v/). If (u’, v’) matches the received (u, v), the
shared key is derived using m’ and c. This mechanism is known as the Fujisaki—
Okamoto transform. If (u, v) and (u’, v’) do not match, a fallback key is used. This
mechanism prevents information leakage during decryption failures and ensures
that Kyber remains secure against chosen-ciphertext attacks, thus achieving CCA-
security.! For more details about these three procedures of Kyber, see [49].

2.2. Attack Points

In the SCA domain, an attack point refers to the specific step, sensitive value, or
operation within a cryptographic algorithm where the physical leakage is analyzed
to extract secret information, such as keys. These points are chosen based on the
mathematical structure of the algorithm and the strength of side-channel leakage.

TAES is CCA-secure if used in a secure mode. Ascon-128a is CCA-secure in its original design as it
authenticates both the ciphertext and associated data. However, CCA security is more important for
public-key encryptions like Kyber as they operate in an active-attacker setting i.e, attackers can submit
chosen ciphertexts to a decryption oracle and learn information from acceptance or rejection behavior.
Symmetric primitives are used with a shared secret and are typically protected by authentication.
Therefore, CCA security is a design necessity for Kyber, while it is a usage-dependent property for
AES and Ascon, arising from higher-level protocol requirements.
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A practical attack point should depend directly on secret data, have predictable
intermediate values using known inputs (plaintext, ciphertext, nonce, etc.), and
different key hypotheses should be statistically distinguishable using it. Therefore,
a practical attack point can vary depending on the implementation specification
(if it is software or hardware, or if few or many traces are available) and the final
goal of the attacker (if the attacker wants to retrieve the secret key or the session
key exchanged between two parties). In the following, we explain the attack points
we used for attacking the implementation of cryptographic schemes introduced in
Section 2.1. Figure 2.2 visualizes the attack points used in this thesis for the three
different schemes. The details about these attack points can be found in Section 2.2.1
to 2.2.8.
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Figure 2.2: Attack points of covered schemes in this thesis.

2.2.1. AES Sbox Output

The first-round Sbox output of AES is very popular for SCA. This popularity has
multiple reasons. First, as can be seen in Eq. (2.1), the first-round Sbox output
directly depends on the key (the secret value that the attacker wants to extract), and
the plaintext (known in many attack scenarios). Besides, this attack point is also
known to exhibit strong side-channel leakage, as the Sbox computation involves key-
dependent non-linear transformations. The non-linear Sbox improves the statistical
distinguishability between correct and incorrect key hypotheses by increasing the
data-dependent variation in the leakage, which causes significant switching activity
in hardware. This activity is well captured by common leakage models and can be
exploited by SCA.
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Knowing the values of the plaintexts as the inputs, alongside the divide-and-
conquer strategy, allows us to make a small set of hypotheses based on possible
keys and find the correct key by exploiting the leakage of the attack point in many
non-profiled attack scenarios. In the profiling phase of a profiled attack, this sensitive
value for each trace, combined with the assumed leakage model, is used to label
the traces. Figure 2.2a shows the Sbox output as the attack point in the first round of
AES. Eq. (2.1) shows the relation between the key and plaintext in the attack point,
focusing only on b = 8 bits at a time. As a consequence of using the divide-and-
conquer strategy, kK and p are partial (only eight bits here); therefore, an attacker
can extract the whole key of AES-128 within sixteen attacks using this attack point.

f(k, p) =Sbox(k & p). (2.1)

It is worth mentioning that the Sbox output is not the only possible attack point
in AES. Some attacks consider other building blocks of AES, like the output of
ShiftRows, MixColumns, or a combination of multiple attack points [50].

2.2.2. Ascon-128a Sbox Output

Since the key is directly processed in Ascon’s initialization and finalization phases,
these two phases are candidates for side-channel attacks. During the Ascon-128a
encryption’s initialization phase, as shown in Figure 2.1, the secret key is directly
involved. The secret key, along with the nonce (a user input that is changing for every
encryption) are manipulated using the first round of the permutation function. Since
this function processes something we know (the nonce) and the secret information
we aim to obtain (the key), it can be the target of side-channel analysis. For the same
reasons listed for AES Sbox output in Section 2.2.1, the best attack point in Ascon’s
initialization is the non-linear Sbox output of the first-round permutation function
(Figure 2.2b). Therefore, in this thesis, we focus on the Sbox output of the first-round
permutation in the initialization phase as the attack point.

The Ascon-128a Sbox is a column-wise operation on the sponge state. The Sbox
operation takes a 5-bit input (Xg to x4) that includes only one bit from each input
word, and gives a 5-bit output (yo to y4) to build the output words (Figure 2.3).

X0 Y0
1
R |
X3 V3
X4 ya

Figure 2.3: Ascon-128a column-wise Sbox and the y; outputs. The Sbox operation
takes a 5-bit input,x;, that includes only one bit from each input word
and gives a 5-bit output, y;, that contains one bit from each output word.

The Ascon-128a Sbox can be implemented easily with XOR and AND. The five y;
output bits of the Sbox can be expressed as the XOR- and AND-combinations of
five x; input bits according to Eq. (2.2):
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Yo=Xo+ X1+ X2+ X3+ X1X2+ XoX1+ X1Xa,
Y1i=Xo+X1+X2+X3+Xg+X1X2+X1X3+ X2X3,
Y2=X1+X2+ X4+ X3x4+1, (2.2)
Y3 =Xo+ X1+ X2+ X3+ Xg+ XoX3+ X0X4,

Y4 =X1+ X3+ X4+ XoX1+ X1X3.

The inputs to the first round of the permutation are the key split into two words, k1
and k3, the nonce split into n1 and n», and the public constant (IV). Thus, we can
replace the x; with their original values and rewrite Eq. (2.2).? From Eq. (2.2), it is
clear that y4 depends only on the high part of the key, k1, as is shown in Eq. (2.3).
This characteristic makes y4 a practical intermediate value for SCA. It is possible
to recover k1 with the divide-and-conquer strategy and retrieve k1 in eight attacks
using 8-bit chunks.

f(k1,n1,n2)=k1&(255@ Ve ni)® n1 & ny. (2.3)

To obtain the remaining key bits (k2), we use yg or y1 (since they have non-linear
terms including x>) as the intermediate value. The other half of the key, k1, can be
taken as a known, and its recovered value from Eq. (2.3) can be replaced in the new
selected intermediate value to recover k3.

2.2.3. Pair-pointwise Multiplication in Kyber

When attacking Kyber implementation using SCA, extracting two different critical
values is possible. The first value we can extract is the secret key. An attacker can
extract the secret key from the key generation procedure, where it is generated, or
from the decapsulation procedure, where it is used for decrypting the ciphertext. If we
attack the key generation procedure, we only have one trace to extract the secret key
as the key is generated only once. In contrast, if the usage setting is not ephemeral,
we can use multiple traces to extract the secret key through decapsulation. Second,
we can extract the message, which can be used to retrieve the long-term session
key from encapsulation or decapsulation. Since the message changes for every key
exchange, the message should always be recovered using a single trace. This thesis
only focuses on extracting the secret key using decapsulation. For that purpose, we
need to consider the decryption module in the decapsulation procedure.

In the core part of the decryption module, the secret key in the Number Theoretic
Transform (NTT) domain, 47, is multiplied by the u part of the ciphertext in the NTT
domain (looking into Figure 2.2c, one can see that the u part of the ciphertext is
acquired form decompressing the Cy part of the C using d, parameter) as is shown
in Eq. (2.4).

m := Encode; (Compress, (v —NTT™ (87 o NTT(u)), 1)). (2.4)

2We neglect the addition of the constant to the last 8 bits of the lower part of the key (k2), which is the
only operation that occurs before the Sbox in the first round of the permutation function.
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The NTT is a specialized variant of the Discrete Fourier Transform that operates
over finite fields. Transferring the polynomials into the NTT domain provides an
efficient way of multiplying them (O(nlog n) instead of quadratic time complexity).

The efficiency that transforming to the NTT domain offers stems from the fact that
one can calculate the coefficients of the deciphered message using pair-pointwise
multiplication of the coefficients of u and secret key, s, in the NTT domain. Using the
roots of unity, one can convert a polynomial of degree 255 into 128 polynomials
of degree one. This is called an incomplete NTT=. Eq. (2.5) shows the expression
of the polynomial a(x) = ag + ai1x + ... + ap—1x"~1, with n = 256, in the NTT
domain. As one can see, each degree one polynomial in the NTT domain has two
coefficients.

NTT(a) =(ap+ aix, az + asx, ..., As54 + A255X). (2.5)

The forms of the u part of the ciphertext and the secret key s are the same as
Eq. (2.5) inthe NTT domain. In a “complete” NTT, one can use pointwise multiplication
to compute the coefficients of the multiplication results, i.e., one can simply calculate
NTT(a-b)=(co=aqag-bg,c1=a1-b1=,...,Ch=0an—1-bp-1). Inthe case of
Kyber, with the incomplete transform of the polynomials to the NTT domain, we need
to use pair-pointwise multiplication instead of pointwise multiplication to compute the
result of (a - b). With pair-pointwise multiplication, the coefficients of the deciphered
message in the NTT domain can be obtained using the coefficients of u and s in the
NTT domain as follows:

M2 = S2i-U2i+1 + S2i+1 - U2i,

(2.6)
Moiy1 = S2i-U2i+ S2i+1 * U2i+1 - §i,

where ¢; is the root of unity corresponding to the considered polynomial, and the
summation is modulo g. All the multiplications in Eq. (2.6) involve multiplying a
coefficient from the secret key we would like to retrieve through SCA, and a coefficient
of the ciphertext that is usually a public variable. We choose to attack this point
because it is the only place where the secret key coefficients are being processed
with the ciphertext coefficients.* Using the divide-and-conquer strategy, it is possible
to extract the secret key (one coefficient at a time). We consider the attack point for
Kyber as f(s2;, U2;) = S2; - Uz;. The attack point for Kyber considered in this thesis
is also shown in Figure 2.2c.

2.3. Leakage Model

In SCA, a leakage model is a mathematical model that predicts how secret-dependent
sensitive values targeted for the analysis relate to the leakage that exists in the

SThis is called incomplete NTT because the implementation of Kyber skips the last layer of NTT as
there are only n roots of unity, and the modulus polynomial (X" + 1) can at most be factorized into
polynomials of degree one.

4There are more effective attack points for SCA of Kyber depending on the attack scenario and imple-
mentation. However, for the attack scenario that we follow in Chapter 8, this is the most useful attack
point.
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measurements. Let’s focus on the AES Sbox output as the attack point to describe
the leakage model more clearly. As discussed earlier, the divide-and-conquer strategy
allows us to focus on extracting only 8 bits of the key during each analysis (attack).
The sensitive value is then the 8-bit Sbox output, which can be calculated as shown
in Eqg. (2.1). The real and unknown leakage function L of the targeted sensitive
value f(k, p) and some additive noise Z, modeled as a normal random variable
Z ~ N(0, 02), shapes the measurement at time t. Eq. (2.7) gives the measurement
at time I, as a realization of the random variable.

It = Le(f(k, p)) + Zt. (2.7)

The index t is used to show that the leakage function and the noise distribution can
be different for different time samples of the measurements.

The goal of an analyst is to find the function L, which maps the finite set of possible
sensitive values (in the case of AES Sbox output, [F‘z3 = {0, 1}8) to the set of real
numbers R. However, the function L is usually unknown to everyone, including the
manufacturer and the attacker. Therefore, the function should be estimated for SCA.
There are two ways to estimate the function L: numerical approximation or making
hypotheses.

The numerical approximation of the leakage model is closely aligned with the
principles of stochastic attacks [51]. In essence, stochastic attacks aim to determine
an approximate function, [, that best estimates the unknown true leakage function,
L. If we consider L as a pseudo-boolean function, it can be expressed as a linear
combination of monomial basis vectors u € [Frz’. Accordingly, there exists a set of
real-valued coefficients a, such that, for any sensitive intermediate value y € F?,
the leakage model can be reformulated as:

Ly)= D au-guly), au€R, (2.8)

uefr2n

where g, denotes the base function of the intermediate data. The common assump-
tion is that the leakage of each byte depends on its 8 constituent bits. Consequently,
the base functions are defined as [1, y[1], y[2], ---, y[8]], where y[j] rep-
resents the j" bit of y. Hence, the leakage function L can be approximated by a
multivariate polynomial in the bit-coordinates y[j], with coefficients in R. The stand-
ard approach to estimating the coefficients a, is to apply the ordinary least squares
(OLS) method [52, 53].

However, Eq. (2.8) also unveils the core limitations of the stochastic attack. This
model approximates the linear portion of L using base functions but fails to en-
compass non-linear parts. At the circuit level, CMOS power consumption is not
strictly linear with respect to the number of switching bits due to effects such as
glitches, short-circuit currents, and signal contention. Furthermore, leakage may
exhibit inter-bit and inter-register dependencies, where the leakage of a given bit
depends on the values of other bits, violating the assumption of independent contri-
butions captured by linear base functions. Nonlinearities can also be introduced by
memory accesses, microarchitectural effects, and the analog measurement chain
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itself. These factors can significantly reduce the accuracy of linear leakage approxim-
ations and motivate the use of higher-order models or nonlinear learning techniques.
Furthermore, Eq. (2.8) neglects potential multivariate key-dependent noise terms.
These constraints limit the discriminative power when identifying different leakages,
leading to mediocre performance when, for instance, dealing with low numbers of
side-channel traces [54].

Making leakage model hypotheses is widely used in academia and industry.
The commonly used leakage model hypotheses can be interpreted as specific
instantiations of Eq. (2.8), obtained by restricting the choice of base functions and
coefficients. For instance, the following leakage models are commonly used to
construct [:

- Hamming weight (HW) and Hamming distance (HD) models: These models
assume that the leakage function is proportional to the sum of the bit values
(HW) or bit transitions (HD). In the HW case, the leakage function can be
expressed as Eq. (2.9)

8
L)~ > yljl, (2.9)

j=1
which corresponds to Eq. (2.8) with identical coefficients a, for all single-bit
base functions, assuming equal contribution of each bit to the leakage.

Identity (ID) model: The ID model assumes that different bit patterns of the
sensitive value produce distinguishable leakage levels. In this case, the leakage
function is approximated as Eq. (2.10):

Ly)~y, (2.10)

implicitly allowing different weights for different bit combinations and thus
relaxing the equal-contribution assumption of the HW/HD models.

There is also a Most/Least Significant Bit—based distinguisher, which does not
model the full leakage but instead focuses on a specific part of it. MSB/LSB focus on
a single bit of the sensitive value. Accordingly, the leakage function is approximated
as Eq. (2.11):

Ly) = yljl (2.11)

where j corresponds to the MSB or LSB, representing a highly constrained instance
of Eq. (2.8).

2.4. Countermeasures

Countermeasures are hardware, software, or algorithmic techniques designed to
reduce or ideally eliminate the exploitable leakage of sensitive information and make
it significantly harder for an attacker to extract secret data. Countermeasures typically
aim to break or weaken the dependency between the processed sensitive values
and the observable side-channel signal.



2.4. Countermeasures 25

Masking is a widely used countermeasure against side-channel attacks. At its
heart, it involves splitting every sensitive intermediate variable that depends on
secret parameters into several shares. The goal is to randomize the processed data,
making it difficult for an attacker to predict the leakage. For instance, a variable x
can be split into d + 1 shares x; such that:

d
X = @Xi, (212)
i=0

where @ denotes bitwise XOR. The computations are then performed on these
shares instead of the original sensitive value. The security level of a masking scheme
is often defined by its masking order d. This is commonly referred to as d™ order SCA
security, where no information about the secret can be recovered from observing
less than d + 1 shares or intermediate values. Theoretical studies show that the
complexity of a successful side-channel attack increases exponentially with the
masking order d [55]. Intuitively, each masking share hides a part of the secret
behind independent randomness. To recover the secret, an attacker must combine
more and more noisy leakage signals at once; every extra share adds another
layer of randomness, so the useful signal shrinks much faster than linearly, which is
why the required attack effort grows exponentially with the masking order. Different
methods exist for splitting and operating on shares, often tailored to the mathematical
operations involved in the cryptographic algorithm. Examples include:

- Boolean Masking, where a value X is split into n shares (x1, X2, ..., Xn)
such that their bitwise XOR equals x as shown in Eq. (2.12).

- Arithmetic Masking, where, x is viewed as an element of Z/qZ and split into
n shares whose sum modulo g equals x(x = lel Xi).

- Multiplicative Masking, where X is an element of a finite field K and is split
into shares whose product equals X (X = X1 X X2 X -++ X Xp), and more.

Masking linear operations is generally straightforward, as the operation can be
applied independently to each share, and the shares’ combined result remains
correctly masked. Non-linear functions like Sbox are much more challenging, as
they require “crossing domain borders” or combining shares from different domains.
To maintain security, dedicated measures are needed, often involving fresh random
shares and registers to prevent the propagation of information-revealing glitches.

There are other kinds of countermeasures. These include, but are not limited to:

+ Shuffling, which randomizes the order of operations that are not dependent
on each other. For example, it can be used during polynomial multiplication
in lattice-based schemes. An example can be seen in the work of Zijlstra et
al. [56], or Chen et al. [57].

+ Randomization, which includes inserting random delays between operations,
making the attacks more difficult, as they require trace synchronization. The
source of this randomization can be a dummy operation or the clock. It is a
very lightweight countermeasure and was implemented, for example, in [58].
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- Duplication (a sort of hiding countermeasure), which simply uses two cores
that run on the same input data but with different keys, while each core is
driven by different randomized clocks. This countermeasure comes at a high
cost, doubling resource usage.

2.5. Machine and Deep Learning

2.5.1. Learning Algorithms

Let us start by considering a well-known definition of learning in the context of
computer programs from Mitchell [59]: “A computer program is said to learn from
experience E with respect to some class of tasks T and performance measure P, if
its performance at tasks in T, as measured by P, improves with experience E.” and
define the important elements in this definition with more emphasis on the application
in the side-channel domain.

In this definition, the Task T refers to the specific activity or goal the program aims
to accomplish, for example, recognizing objects, predicting values, or translating
text. Learning itself is not the task but the means of achieving the ability to perform
it. Below are some examples of tasks that can be accomplished through machine
learning. These are only a few of the many types of tasks possible.”

+ Classification: The program assigns inputs to one of several predefined output
categories, for instance, the task can be identifying whether an image contains
a cat or a dog.

Density or Probability Function Estimation: The program learns the probability
distribution underlying observed data, describing how likely different outcomes
are. An example is modeling the distribution of customer purchasing behavior
to detect unusual transactions.

Regression: The program predicts a numerical value based on input data, for in-
stance, the task can be estimating the future price of a house in a neighborhood
based on the prices of the sold houses in the past year.

Translation: The program converts a sequence of symbols in one language into
another. A well-known example is when you use a translation tool to translate
a sentence from English to another language and vice versa.

Denoising: The program reconstructs a clean version of data that has been
corrupted or distorted. An example can be removing background noise from
an audio recording.

The performance measure P is a quantitative way to evaluate how well a machine
learning algorithm performs a specific task. It defines what “success” means for the
system and provides a numerical basis for comparison. The choice of P depends on

5This section is based on the presentation of deep learning concepts in the book Deep Learning by
Goodfellow, Bengio, and Courville [60]. In particular, the definitions, terminology, and illustrative
examples in this section follow that source, with required adaptation to the context of this thesis.
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the task: for classification, it is often accuracy (the proportion of correct outputs) or its
complement, the error rate. For regression, measures like mean squared error may
be used, while for density estimation, the likelihood assigned to observed data can
indicate performance. Since real-world use depends on how the model generalizes,
P is typically computed on unseen test data rather than the training set. Selecting an
appropriate performance measure can be challenging as it must reflect the system’s
intended behavior and be practically computable, even when the ideal measure is
difficult or impossible to calculate directly.

The experience E in Mitchell’s definition refers to the information or data the al-
gorithm is exposed to during the learning process. Most machine learning algorithms
are exposed to a dataset, a collection of examples, where each example consists of
several features that describe measurable properties of an object or event. Through
this experience, the algorithm learns patterns or relationships that allow it to perform
the task more effectively. Considering the experience and dataset available, there
are different learning approaches. Two widely used paradigms are supervised and
unsupervised learning.

In supervised learning, the algorithm experiences a dataset consisting of multiple
examples, where each example consists of a set of input features and an associated
label. Each example can be represented as a pair (x, y), where x € R™ is a vector of
observed features and y is a corresponding value or vector that the algorithm should
learn to predict. The objective of supervised learning is to learn a mapping function
f : x — y that minimizes the difference between the predicted output f(x) and the
true label y. In other words, supervised learning can be described as the process of
estimating the conditional distribution p(y | x), which captures how likely different
outputs y are, given an input x. The algorithm achieves this by observing several
examples of (x;, y;) pairs and adjusting its parameters, 6, to improve predictions
according to a performance measure such as accuracy or mean squared error by
computing ¥ = argmaxg p(y | x) or, equivalently, by minimizing an expected
loss function® over the training examples. Once trained, the model can infer the
most probable output for new inputs using the learned function. Supervised learning
covers tasks such as classification and regression, where the model learns from
labeled examples provided. These tasks rely on learning the relationship between
inputs and outputs so that the model can generalize to new, unseen data.

In unsupervised learning, the algorithm is not provided with labeled outputs.
It only experiences input data x containing many features without any associated
labels. The algorithm must learn to identify useful patterns or structures on its own;
for example, it should learn the underlying probability distribution p(x). Clustering,
where similar examples are grouped together, and density estimation, where the
system estimates how data are distributed in the input space, are two examples of
unsupervised learning. Unsupervised learning helps the system make sense of data
without explicit guidance from a teacher, often serving as the foundation for more
complex tasks like data compression, feature extraction, or anomaly detection.

The central goal of machine learning is to achieve good generalization, the ability

6A loss function (or cost function) is a mathematical function that quantifies the difference between a
model’s predicted output and the actual target value.
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of a model to perform well on new, unseen data rather than merely on the data used
for training. While minimizing the training error ensures good performance on the
training set, what truly matters is minimizing the generalization error, which is the
expected error on new inputs drawn from the same data-generating distribution.
The gap between training and test performance reflects how well a model general-
izes. Under standard assumptions (such as independent and identically distributed
(i.i.d.) sampling of training and test examples), this generalization behavior can be
mathematically analyzed and related to the learning process.

A model’s capacity determines how complex a relationship it can represent
between inputs and outputs. Models with low capacity are unable to capture the
underlying patterns in the data and thus suffer from underfitting, characterized by
high training and test errors. In contrast, models with high capacity can memorize
noise or irrelevant details from the training data, leading to overfitting, where the
training error is very low. Still, the test error increases due to poor generalization.
The ideal model has sufficient capacity to fit the true underlying function but not so
much that it captures random fluctuations in the training set.

A hyperparameter is a setting that controls the behavior or structure of a machine
learning algorithm but is not learned directly from the training data. Instead, it must
be chosen externally, often through experimentation or systematic search, a process
known as hyperparameter tuning. Typical examples of hyperparameters include
the number of layers and neurons, the learning rate, the activation function and
initialization method in a neural network, the regularization strength, the kernel type
and kernel parameters in support vector machines, or the depth of decision trees.
Hyperparameters strongly influence the capacity of a model and, if optimized solely
on the training set, may lead to overfitting by favoring overly complex models that fit
the training data too well. To mitigate this risk, a separate validation set—comprising
samples not used during parameter learning—is employed to evaluate model per-
formance and guide hyperparameter selection. This ensures that hyperparameters
are chosen to promote good generalization rather than merely minimizing training
error.

2.5.2. Deep Neural Networks

Deep Neural Networks (DNNs) are powerful tools for learning complex mappings
between inputs and outputs. They can be applied to various tasks, including classi-
fication, regression, translation, and density estimation. A deep neural network is
composed of multiple layers of interconnected processing units, called neurons,
each of which transforms its inputs through a weighted sum followed by a nonlinear
activation function 0.” Formally, the output of a layer can be written as Eq. (2.13):

hO = (WO RHE-D 4 pO)y, (2.13)

where h{=1) is the input to the (-th layer, W) and b(!) are the weights and biases, and
o(+) is a nonlinear activation function such as ReLU or sigmoid. By composing many

7An activation function is a mathematical operation applied to a neuron’s output that introduces nonlin-
earity, enabling a neural network to learn complex relationships between inputs and outputs.



2.5. Machine and Deep Learning 29

such layers, the network can learn hierarchical representations of data, gradually
transforming raw input features into output.

The goal of training a neural network is to find the set of parameters 6 =
{w®, b} that minimize a cost function (also called a loss function) J(8), which
measures how far the model’s predictions deviate from the true outputs. For a dataset
of n examples (X(i), (i), the cost function is often expressed as the average loss
over all examples, calculated using Eq. (2.14):

1 n
J(©) = = j(fx(0; 6), Y), (2.14)
i=1

where f(x(;); ) is the model’s prediction for input x(;), and j(-) quantifies the dif-
ference between the predicted and true values, such as mean squared error for
regression or cross-entropy loss for classification. Minimizing this cost function
enables the network to learn the underlying mapping from inputs to outputs.

To minimize J(8), neural networks rely on iterative optimization algorithms such as
stochastic gradient descent (SGD) and its variants. During training, gradients of the
cost function with respect to the parameters are computed using backpropagation, an
efficient application of the chain rule. The parameters are then updated as Eq. (2.15).

8 — 6—nVe(6), (2.15)

where n is the learning rate controlling the step size of each update. The network
gradually reduces loss and improves its ability to generalize to unseen data through
repeated updates across many training examples. The structure of deep networks (a
stack of multiple nonlinear layers with many neurons) gives them exceptional capacity
to approximate complex functions, though managing this capacity is essential to
avoid overfitting.

Neural Networks Hyperparameters and Parameters. In neural networks, para-
meters and hyperparameters play different roles, and understanding their distinction
is essential for effective model design and training. Parameters are the internal values
that the model learns automatically during training through optimization techniques,
for example, weights and biases in MLPs and the fully connected part of CNNs,
and the filter (kernel) coefficients within convolutional layers. Parameters are directly
responsible for the model’s predictions in each iteration. In contrast, hyperparameters
are values set before training and control the model’s structure and learning process
rather than being learned from data.

Two Common Neural Network Topologies

Neural network architectures come in various forms, each designed for specific
types of data and learning objectives. Feedforward Neural Networks (FNNs) are
used for general function approximation and form the foundation of many other
architectures. Convolutional Neural Networks (CNNs) are specialized for processing
spatial or grid-like data such as images, while Recurrent Neural Networks (RNNs)
and their extensions like Long Short-Term Memory (LSTM) networks are well-suited
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for modeling temporal or sequential data. More recently, Transformers have become
dominant in large-scale language modeling and multimodal learning due to their
ability to capture long-range dependencies through attention mechanisms. These
architectures differ in structure, connectivity, and learning dynamics, allowing deep
learning to address diverse domains and increasingly complex problems. Here, we
introduce two widely used neural networks for SCA.

C Outputs Classes
I

r 2l

1

N Inputs Features

(a) MLP architecture (b) CNN architecture

Figure 2.4: Considered neural network topologies.

Multilayer Perceptron (MLP) is a type of feedforward neural network composed
of an input layer, one or more hidden layers, and an output layer. Each layer contains
multiple neurons, which are computational units that calculate a weighted sum of
their inputs and add a bias term. A nonlinear activation function is then applied,
enabling the network to learn complex, nonlinear relationships between inputs and
outputs. The input layer receives the training data, which is passed through fully
connected hidden layers to the output layer, where predictions are made (e.g.,
class labels in classification tasks). MLPs learn by iteratively adjusting the weights
of the connections using optimization techniques such as gradient descent and
backpropagation to minimize a chosen loss function. They are widely used for tasks
like classification and regression. Figure 2.4a illustrates the general architecture of
an MLP.

Convolutional Neural Network (CNN) is a specialized type of feedforward neural
network designed to automatically learn spatial features from data, particularly
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images. A CNN typically consists of one or more convolutional layers, where learnable
filters (also called kernels) slide over the input to detect local patterns. These filters
are vectors (in 1D) or matrices (in 2D) whose coefficients are updated during training
using optimization techniques similar to MLPs. After each convolution, a nonlinear
activation function is applied, and optionally, a pooling layer (e.g., max or average
pooling) reduces the spatial dimensions while retaining the most important features.
Stacking multiple convolutional and pooling layers enables the network to learn
hierarchical feature representations. Finally, one or more fully connected layers are
used to produce the final output. While CNNs are widely used for image classification,
they can also be adapted for regression tasks by modifying the output layer and
loss function. Figure 2.4b shows the general architecture of a CNN, and Figure 2.5
illustrates convolution (Figure 2.5a) and pooling (Figure 2.5b) operations.
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Figure 2.5: Main operation in 1-dimensional CNN.

2.6. Deep Learning-based Side-channel Analysis

2.6.1. DL-SCA as a Classification Task

A profiling-based SCA can be formulated as a classification problem for deep neural
networks. In the profiling phase, a set S containing N, traces along with their labels
collected from the clone device is used to train the deep neural network. Each trace
is a vector of values, x = [x1, X2, ... ,xm]T, sampled from the considered side-
channel (for instance, power consumption or electromagnetic emanation) during the
measurement. The label y for each trace is specified using the target sensitive value
and the hypothetical leakage model. Let us recall our AES example from Section 2.3.
With full access to the clone device in the profiling phase, we know the actual values
of the key and the plaintext used during each measurement. With the Sbox output
as the attack point and HW as the leakage model, the label for each trace can be
calculated using Eq. (2.16):

y =HW(Sbox(k & p)). (2.16)
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The HW function simply counts the number of ones in the targeted sensitive value,
Sbox(k & p). The possible values for y in Eq. (2.16) specify the output classes for
the neural network. One can guess a possible shortcoming here: the training set S
should include examples from all the possible classes. Besides, the classes should
be balanced, i.e., there should not be a class with very few examples and a class
with too many examples. This shortcoming was studied in [61].

Based on the data and the training process, a model fg is trained to predict labels
on previously unseen data. Most of the supervised learning methods follow the
Empirical Risk Minimization (ERM) framework, where the model parameters 0 are
obtained by solving the optimization problem:

1 N
argmin — loss Xi), Vi), 2.17
or NZ (fo(xi), ) (2.17)

where loss is the loss function.

In the attack phase, the trained model fg is then used to classify N traces from the
DUA. The output of this step is a matrix of probabilities showing with what probability
each trace belongs to each possible output class. The output probabilities of the
neural network for each class are then used to rank the most probable key, as is
described in the next section.

2.6.2. Evaluating DL-SCA Performance

Two common performance metrics for deep neural networks are accuracy and
loss value. Using leakage models like HW or HD, SCA suffers from severe class
imbalance, where dominant leakage classes can be predicted correctly without
learning meaningful key-dependent information. Moreover, accuracy evaluates each
trace independently, whereas SCA usually needs to aggregate evidence into a
single key across multiple traces. On the other hand, loss functions (e.g., cross-
entropy) optimize how well the model predicts class labels, not how well it ranks key
hypotheses. On top of that, both accuracy and loss focus only on the correct class,
whereas information aggregation should be performed across all classes to detect
the most probable key. As a result, minimizing loss or maximizing accuracy does
not necessarily improve guessing entropy or success rate, and can even lead to
conflicting conclusions about attack effectiveness [61]. Therefore, we need a metric
that can accumulate the small biases of the model prediction toward the correct
key. Guessing Entropy and Number of Attack Traces are two DL-SCA performance
metrics.

Guessing Entropy Simply stated, guessing entropy [62, 63] is the average number
of guesses that must be made before finding the correct key. The output of model
inference in the attack phase of DL-SCA with N traces is a two-dimensional matrix
of probabilities with dimensions equivalent to N4 x ¢, where ¢ is the number of output
classes. A common practice is to use the maximum log-likelihood distinguisher to
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create a cumulative sum S(k) for each key candidate k in the key space as follows:

Ng
S(k) = log(piy), (2.18)
i=1

where, p;y is the probability that the trace Xx; belongs to class y. The class y is
derived from the hypothetical key k and input d; (the input can be the plaintext,
ciphertext, nonce, etc.), which results in y € ) through a cryptographic function
and a leakage mode. To make it clear, let us again recall the AES example from
Section 2.3 and Section 2.6.1. To link the class probabilities to each key hypothesis k,
the known plaintext p; used during measuring the attack trace is used to compute the
hypothetical intermediate value vi(k) = Sbox(k & p;) and its class label y;(k) =
HW(vi(k)). The probability p; k) predicted by the network for this class is then
attributed to key k, enabling the cumulative sum in Eq. (2.18) to evaluate how likely
each key candidate is.

Using the S(k) scores for all the possible keys in the key space, a key-guessing
vector g =[g1, 92, ..., g|x|] can be built. This vector arranges the key candidates
in descending order of probability, with g1 being the most likely candidate and gk
being the least likely.

In a typical attack, the average key ranks over multiple experiments are computed,
and the top o key candidates are enumerated to obtain the correct key. Thus, guess-
ing entropy is the average position of the correct key, k*, in g. Eqg. (2.19) provides
the formal definition of guessing entropy:

GE = E(rankg+(9)), (2.19)

where rankg=(g) denotes the position of the correct key k* in the probability vector
d, and E is the expectation operator.

An attack is considered successful if GE = 1. Guessing entropy is usually em-
ployed to estimate the effort required to uncover the secret key k* [64] and is a
standard metric used in various SCA standardizations like ISO/IEC17825:2024.
Throughout this thesis, guessing entropy, GE, is reported as the average rank of the
correct key over 100 experiments. The key is fixed over the experiments, while the
plaintexts (and the measurements accordingly) are changing for each experiment.

Number of Attack Traces The number of attack traces, NT, is the minimum
number of traces needed to always place the correct key in the first position of
d. The number of traces is a natural and straightforward metric to indicate how
costly it is to recover the device’s secret key, given the number of encryption (or
decryption) operations for which the attacker must measure its leakage. This metric
is the most common approach to measure side-channel security. Several certification
bodies and government agencies have integrated this metric into their guidelines;
for example, the current version of standard ISO/IEC 17825 proposes the usage of
specific side-channel analysis techniques and requires that no security flaws are
found after measuring 10,000 or 100,000 traces with fixed key and variable plaintexts,
depending on the desired security level [65].
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2.6.3. DL-SCA Experience Datasets

We use multiple datasets throughout this thesis to evaluate whether the experi-
mental results can be generalized. Since some datasets are reused across different
chapters, this section provides an overview of all datasets used, while the individual
chapters refer only to their names without repeating the details. Readers can return
to this section whenever information about a dataset’s characteristics is needed.
As introduced earlier in Section 2.1, this thesis analyzes implementations of three
cryptographic schemes, and the datasets are therefore organized according to their
corresponding algorithms. All datasets used in this work are publicly available, which
supports reproducibility and enables direct comparison with related work. The focus
of this thesis is therefore not on acquiring new side-channel measurements, but on
evaluating deep learning-based attack methods on established datasets.

AES Implementations

ChipWhisperer dataset provides measurements of an unprotected AES software
implementation running on an 8-bit XMEGA mounted on a ChipWhisperer CW308
UFO board [66]. This dataset has been used in previous works [67, 68]. In total,
10, 000 traces were captured when the target encrypted 10, 000 randomly gen-
erated plaintexts with a fixed key. Each trace includes 5, 000 sample points. The
usual attack point is the common first round Sbox output.

AES-HD dataset® was introduced in [61]. This dataset is collected using an FPGA
implementation of AES-128 on Xilinx Virtex-5. The implementation is unprotected.
The side-channel measurements are the target’s electromagnetic emanations (EM),
which are represented by 1, 250 time samples. In total, 500, 000 traces were
captured when the target encrypted 500, 000 randomly generated plaintexts with a
fixed key. A common attack point for this dataset is the last round’s Sbox—! output
overwriting in a register that contains the previous inverse ShiftRows operation value.
The leakage is modeled as Y = Sbox‘l[Cj ® k;j] ® Cjv or its Hamming weight (as
the implementation is hardware-based), where Cj and Cj» are two ciphertext bytes
related according to the inverse ShiftRows operation, and k; is the corresponding
round key byte. In our experiments, j = 10 and j* = 6.

ASCAD-F dataset® was introduced in [7]. This dataset was provided using an
assembly (software) implementation of AES-128 published by ANSSI. The imple-
mentation is protected with Boolean masking. Since the first and second bytes are
masked with zero masks, and the sensitive variable leaks in the first order, experi-
ments are done targeting the third byte. The platform is an 8-bit AVR microcontroller
(ATmega8515), and the measurements are the electromagnetic emanations from the
target [7]. In ASCAD-F, there are 50, 000 traces for training, and 10, 000 traces
for attack, all with the same key (this is why it is called ASCAD fixed). The traces

Shttps://github.com/AISyLab/AES_HD_Ext
https://github.com/ANSSI-FR/ASCAD/tree/master/ATMEGA_AES_v1/
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have 700 features, an interval that includes most leaky time samples, considering
the Sbox output as a sensitive variable.

ASCAD-R dataset'’ contains measurements from the same software implementa-
tion and measurement setup as ASCAD-F [7]. The difference is that ASCAD-R also
provides traces with random keys (for the profiling phase), providing more sample
points per trace. Each measurement has 250, 000 time samples, which were finally
reduced to a window containing 1, 400 most-leaky time samples. The cryptographic
operation was repeated 200, 000 times with varying plaintext and keys to collect the
profiling set examples, then repeated another 100, 000 times with varying plaintext
and a fixed key to collect the attack set examples. Details about the cryptographic
design are provided in [7]. Similarly to ASCAD-F, since the first and second bytes
are masked with zero (so they can be broken with first-order SCA), the experiments
are done considering the third byte targeting Y = Sbox[ P3 @ k3] for the ID leakage
model and Y = HW(Sbox[ P3 & k3]) for the HW leakage model.

eShard dataset'' contains electromagnetic emanation leakage of a software im-
plementation of AES-128 encryption. The implementation makes use of Boolean
masking and a shuffling of the Sbox operation order to protect against SCA to a
certain extent. The targeted chip is an STM32F446 32-bit microcontroller based
on Cortex-M4, running at a clock speed of 30 MHz. Near-field electromagnetic
measurements were performed using a Langer probe RF-B 0.3-3 through the epoxy
package [69]. The raw traces have 35, 000 time samples, which have been trimmed
to 1,400. The dataset includes 100, 000 traces with a fixed key.

CHES-CTF dataset was released in 2018 for the Conference on Cryptographic
Hardware and Embedded Systems (CHES). The target implementation is masked
AES-128 encryption executing on a 32-bit STM microcontroller. CHES-CTF dataset
includes 50, 000 traces with fixed keys. However, the fixed key in the training set
differs from the key in the attack set. Each trace consists of 2, 200 sample points.
The dataset is no longer available online.

Ascon Implementations

Ascon-Unprotected dataset'? collected using multiple operations of the reference
software implementation of Ascon-128 [70]. The traces contain power samples during
the first round permutation of the Ascon-128 initialization. The training set contains
50, 000 traces captured during the first round permutation in the initialization phase
of Ascon using randomly generated nonces and randomly generated keys. The
test set contains 10, 000 traces captured during the first round permutation in the

Whttps://github.com/ANSSI-FR/ASCAD/tree/master/ATMEGA_AES_v1l/
ATM_AES_vl_variable_key

"https://github.com/eshard/scared

https://zenodo.org/records/10229484
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initialization phase of Ascon using randomly generated nonces and a fixed key. Each
trace contains 772 time samples covering the targeted permutation. The traces are
collected using the ChipWhisperer Lite board and its internal oscilloscope, and the
target is the STM32F4 microcontroller, a 32-bit platform.

Ascon-Protected dataset'® introduced in [71]. The dataset is provided using a first-
order protected implementation of Ascon. This implementation uses bit-interleaved
and a specific masking countermeasure designed to be efficient with the Ascon
Sbox.'* The C implementations by the Ascon team are available in their GitHub
repository [70]. Traces are collected using a ChipWhisperer Lite board and an 8-bit
precision oscilloscope, coupled with the STM32F4 target running at a frequency
of 7.37MHz. The dataset contains traces of Ascon’s first-round permutation in the
initialization phase. There are 500, 000 profiling traces with variable keys and
500, 000 attack traces with a fixed key in the dataset. Each trace has 1, 408 time
samples.

Kyber Implementation

Reference-PPM dataset'® is based on the reference implementation of Kyber
from the PQClean repository'® and uses the PQCLEAN-MLKEM7 68-basemul
function as the target of observation. The Reference-PPM dataset was collected by
executing the Kyber decapsulation procedure on an STM32F3 microcontroller, which
features a 32-bit ARM Cortex-M4 core running at 7.372 MHz. Power measurements
were acquired using the ChipWhisperer CW308 [73] platform in combination with a
Lecroy 610Zi oscilloscope.

Each measurement corresponds to one execution of the decapsulation procedure
using a fixed secret key and a varying ciphertext. A total of 100, 000 traces were
collected. Each trace consists of 50, 000 time samples, and the measurements are
focused specifically on the pairwise coefficient multiplication in the NTT domain.

The dataset contains two main components:

» Power traces: in total, Reference-PPM provides 100, 000 traces, each trace
represented with 50, 000 time samples.

+ Intermediate values: for each trace, there is the corresponding variable set
that includes six values (2 of them are the same). The values include two
coefficients of the secret key, two coefficients of the u part of the ciphertext,
and the pointwise multiplication of these coefficients. All the values are shown

Bhttps://zenodo.org/records/10229484

4The masking technique used in the implementation is called Domain-Oriented Masking (DOM). It
is a specialized technique used in cryptographic hardware, but it can also be applied in software
implementation. It involves dividing a circuit into separate domains, each handling only one part of the
data. This separation ensures that each domain only accesses a specific portion of the data, reducing
the risk of data leakage through side-channel attacks. For more reading, refer to the implementation
of Ascon and [72].

Bhttps://doi.org/10.5281/zenodo.15352482

®https://github.com/pg-crystals/kyber
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in 2 bytes in little-endian format. Traces, sensitive inputs, and intermediate
values are stored in MATLAB data files. More information can be found in [74].

General Notes

It is important to note that the target platforms and trace-acquisition setups differ
across the datasets introduced in this section. Moreover, even when the same
cryptographic algorithm is used, the underlying implementations are not identical.
For instance, the AES implementations used in the ASCAD and eShard datasets
differ in their code structure, countermeasures, and SCA-oriented design decisions.

The datasets also differ along several additional dimensions. Each dataset contains
a different number of features, which is influenced by factors such as the objective
of the dataset provider, the available acquisition resources, the characteristics of
the implementation, and the constraints of the target platform. For instance, the
AES-HD dataset captures the full encryption process, as the complete FPGA-based
implementation executes within 11 clock cycles. In contrast, Reference-PPM focuses
only on a specific function within the decapsulation procedure, since the full C code
implementation is considerably longer. In this case, even capturing the complete
decapsulation procedure is not feasible due to the limited buffer size of the acquisition
setup. Besides that, the selected scope reflects the evaluation objective of the
dataset provider. For example, in the Ascon datasets, only the permutation during
the initialization phase is recorded because this operation was the intended target of
analysis.

The datasets also vary significantly in the number of profiling and attack traces.
This variation is influenced by factors such as available acquisition resources, the
intended use of the dataset, and the noise levels of the traces across different
implementations. In Table 2.1, one can see which datasets were used in which
Chapter and why.
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Table 2.1: Overview of the datasets used in each chapter and the rationale behind
their selection.

Chapter  Datasets Why we chose these datasets
Chapter 3 ASCAD-R We evaluated the effect of adding more traces
AES-HD in two scenarios: a high-SNR setting repres-

ented by ASCAD-R, and a low-SNR setting
represented by the AES-HD dataset from an
FPGA-based AES implementation.

Chapter 4 ASCAD-R Beyond the two scenarios above, this is our
AES-HD first attempt to test whether the DL-SCA im-
Ascon-Unprotected provements generalize beyond AES.

Chapter 6 Ascon-Unprotected While ensemble techniques have been studied
Ascon-Protected for AES, DL-SCA on Ascon has not yet been
explored. This chapter evaluates DL-SCA and
ensemble methods simultaneously to assess
their effectiveness for Ascon.

Chapter 7 ASCAD-F We used a combination of different AES imple-
ASCAD-R mentations, which vary in their leakage charac-
CHES-CTF teristics, to ensure that the multi-bit multi-byte
eShard approach can handle diverse leakage distribu-
tions in practice.
Chapter 8  ChipWhisperer Since our goal was to evaluate whether DL-
Ascon-Unprotected BSCA is a generally applicable approach, we
Reference-PPM focused on three cryptographic algorithms that

differ significantly from one another.




To Overfit, Or Not to Overfit:
Improving the Performance of
Deep Learning-based SCA

Profiling side-channel analysis allows evaluators to estimate the worst-case security
of a target. When security evaluations relax the assumptions about the adversary’s
knowledge, profiling models may easily be sub-optimal due to the inability to extract
the most informative points of interest from the side-channel measurements. When
used for profiling attacks, deep neural networks can learn strong models without fea-
ture selection with the drawback of expensive hyperparameter tuning. Unfortunately,
due to very large search spaces, one usually finds very different model behaviors,
and a widespread situation is to face overfitting with typically poor generalization
capacity.

Usually, overfitting or poor generalization would be mitigated by adding more meas-
urements to the profiling phase to reduce estimation errors. This paper provides a de-
tailed analysis of different deep learning model behaviors and shows that adding more
profiling traces as a single solution does not necessarily help improve generalization.
We recognize the main problem to be the sub-optimal selection of hyperparameters,
which is then difficult to resolve by simply adding more measurements. Instead,
we propose to use small hyperparameter tweaks or regularization as techniques to
resolve the problem.

39
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3.1. Introduction

As mentioned earlier, side-channel analysis explores unintentional information leak-
age from cryptographic devices. Consequently, it is in the interest of manufacturers to
evaluate the robustness of their products against threats posed by both non-profiled
and profiled analysis. Profiling analysis allow a more formal security evaluation
of a device by implementing a profiling model from side-channel measurements
obtained from a device identical to the device under evaluation. Since an evaluator
can learn a statistical model from the existing leakage, several countermeasures
against non-profiled analysis may become ineffective against profiled analysis, such
as Boolean masking [5, 75]. This depends on how much knowledge an adversary
has about the target implementation (e.g., secret random shares and source code).
This addition of knowledge in profiled analysis allows the estimation of worst-case
security scenarios.

Theoretically, the Gaussian Template Attack [34] is assumed to be the strongest
profiled method in SCA. This is true if 1) an adversary can extract the most informat-
ive (leaking) points of interest (features) from side-channel measurements, 2) the
true leakage distribution (which is unknown) follows a normal distribution, and 3) the
adversary has an unlimited number of measurements to build the model. In recent
years, deep learning has appeared as a powerful alternative to implementing profiled
models [5]. In practice, a deep neural network may skip feature selection and still
provide strong models that defeat Boolean masking countermeasures. Additionally,
the ability of Convolutional Neural Networks to bypass trace desynchronization ef-
fects [6] also became very attractive to the SCA community. The main drawback in
deep learning (across all domains and not only SCA) is the expensive hyperpara-
meter tuning process as mentioned in Section 1.4.1. Different solutions have been
investigated to do this process in profiled analysis including grid search [76], random
search [77], Bayesian optimization [78], genetic algorithms [5], and reinforcement
learning [79]. Such solutions converge to different model behaviors, and usually, the
best model is selected from a limited number of search attempts.

As the search spaces are usually very large, even for a few hyperparameters,
the search mechanism can easily find multiple sub-optimal models for the problem.
In other words, a large number of deep learning models will show overfitting or
underfitting effects, leading to poor generalization ability. Finding an optimal model
during the search is theoretically possible by assuming an unbounded adversary
in terms of training resources, which is never the case in practice [8]. For profiled
analysis in general, it is common to assume that a model is sub-optimal or wrong
if the assumptions about the leakage model contain errors or the number of side-
channel measurements is not sufficient [80]. This is because we aim to find the
actual statistical distribution of the leakage in the profiling phase. Since this distribu-
tion is unknown, we must approximate it using density estimation techniques. The
estimation process is aligned with assumption and estimation errors. The former is
the consequence of incorrect assumptions about the leakage model, and the latter
is the consequence of insufficient side-channel measurements [81]. Reducing any
of those errors will result in the improvement of the model performance.

Intuitively, a deep learning model showing sub-optimal generalization would start
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to converge to a stronger model by increasing the number of profiling traces and
re-training. The expectation is that fewer estimation errors (i.e., more profiling traces)
would suppress eventual assumption errors made by the model (due to hyperpara-
meters combination and leakage model).

This chapter examines this common profiled analysis assumption that more pro-
filing traces always improve model generalization. Motivated by the deep double
descent phenomenon [82], we experimentally show that poor generalization (typically
justified as overfitting and underfitting) is much more a matter of specific hyperpara-
meters choice and not the lack of profiling traces. We generate models ranging from
a few thousand to millions of trainable parameters, and we verify that in several
cases, independent of leakage model and deep learning model size, adding more
profiling traces does not change (or even reduce) the model’s generalization ability.
We investigate simple techniques based on limited hyperparameter changes and
regularization to override this unexpected effect.

Additionally, understanding what causes unexpected model behaviors in deep
learning (such as overfitting) allows evaluators to draw more consistent conclusions
about the target’s security, reducing the chances of overestimating the security of a
device due to assumption errors of the model. The main contributions of this chapter
are:

» We experimentally verify that the assumption that “adding more profiling traces
increases the generalization of a model” is not always true for deep learning-
based SCA. We investigate in detail the overfitting effect in profiled analysis.
We validate that in many cases, the overfitting effect can be reduced by adding
more profiling traces during training if the chosen hyperparameters combination
does not result in large assumption errors.

+ We run experiments for software and hardware AES datasets and demonstrate
that this behavior is not dataset dependent.

+ Considering the first contribution, we show that when increasing the profiling
set size does not improve generalization, using regularization techniques and
applying small changes in hyperparameters can improve the performance by
reducing the assumption errors.

This chapter does not aim to find any specific model that will break a target
with fewer measurements than state-of-the-art. Rather, it provides insights into a
commonly observed problem in deep learning-based SCA: overfitting. Instead of
simply concluding that a model does not work due to overfitting, as done in most
related works, this chapter tries to find the underlying reasons for such behavior and
shows how to mitigate it.

3.2. Deep Double Descent Phenomenon

The term double descent was coined first by Belkin et al. [83]. The challenge started
with the common claim in modern machine learning that “larger models are always
better” [84—86], while standard statistical machine learning theory predicts that larger
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models are candidates for overfitting. Belkin et al. unified the classical bias-variance
trade-off and the modern practice of larger models’ advantage. They showed how
increasing models’ capacity beyond the size of the smallest model that can fit the
training data with zero empirical risk could lead to performance improvement.

Bias-variance trade-off is the concept traditionally used to describe underfitting as
a result of high bias and overfitting as a result of high variance. The conventional
bias-variance trade-off is shown on the left of Figure 3.1. Choosing the function class
F, like neural networks, and minimizing their training risk using an objective function,
the training and test risk varies based on the capacity of F. In this trade-off, there is
a “sweet spot” where a model with a specific capacity has the best performance for
the given problem. Before the “sweet spot”, performance increases with increasing
the capacity of the models. After the “sweet spot”, the performance of the models in
the training set keeps increasing, but performance in the test set decreases.

More recently, deep double descent has challenged the conventional bias-variance
trade-off with the neural model performance below the “interpolation point”, where
the interpolation point is the capacity of the smallest model from function class F
that can fit a training set with n traces and zero training loss. Belkin et al. showed
that although models with a capacity near the interpolation point have a high test
risk (average of the loss in the test set), if we keep increasing the model’s capacity,
the risk will decrease again, and we can even reach models with better performance
than the models in the “sweet spot”. One can see this double descent behavior in
the right of Figure 3.1. All the models beyond the interpolation point fit the training
data perfectly and have zero training risk.

Underfitting Overfitting Under—iara_meterized Critical Regime Over-Parameterized
egime Regime
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Figure 3.1: Curves for training risk (dashed line) and test risk (solid line). Left: The
classical U-shaped risk curve. Right: The Double Descent risk curve.

Considering this deep double descent phenomenon, a model f from function class
F works in one of the following regimes, depending on the proportion between the
capacity of the model and the number of measurements in the training set (n):

« Under-parameterized regime: where the capacity of f is sufficiently smaller
than n. The models working in this regime show an increase in performance by
increasing the training set size, i.e., increasing the number of measurements
in the training set until the saturation point (where increasing the training set
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size does not improve the model’s performance anymore).

« Over-parameterized regime: where the capacity of f is sufficiently larger than
n. The models working in this regime show an increase in performance by
increasing training set size unless the increase can change the regime that
the model is in.

- Critically-parameterized regime: where the capacity of f and the size of the
training set n are comparable. Models working in this regime may show an
increase or decrease in performance by increasing the training set size. In the
critical regime, the chosen model barely fits the training data, so it is fragile’. In
the right of Figure 3.1, by increasing the model’s capacity, the test risk initially
increases in the critical regime, and just as the model reaches the interpolation
point and can fit with zero training risk, it undergoes the second descent. In
many research works, this effect cannot be observed as it is avoided through
early stopping or other regularization techniques?.

In the right of Figure 3.1, the critical regime is denoted in orange color. As one can
see, the test risk reaches its peak at the interpolation point. Meanwhile, the training
risk reaches zero for the first time. After that point, the training risk remains zero,
and the test risk starts to decrease again. Increasing the training set size pushes
the double descent curve downward by decreasing test risk. However, since a larger
training set requires larger models to fit, increasing the training set also shifts the
interpolation point (and the peak of test risk) to the right [82]. When we increase
the training set size, these two effects combine, and we may observe that training a
model with a fixed capacity with less training data shows better performance than
training it with a larger training set. Consequently, increasing the training set size
can hurt the performance of the model. To visually inspect this effect, one can take
a look at Figure 3.2.

Risk

Interpolation Point 1 \~ /[tlter‘polation Point 2
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Figure 3.2: Shift of the interpolation point when increasing the training set size.

Small changes in the model’'s hyperparameter can invalidate it.
2Regularization are techniques used to mitigate overfitting by reducing the complexity of the models.
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3.3. Overfitting and Generalization in Side-channel

Analysis
To decide about the generalization capability of neural network models in the side-
channel domain, we cannot rely on accuracy and loss for the training and validation
set. As discussed in [61], such machine learning metrics are not suitable in SCA
(look Section 2.6.2). To overcome machine learning metrics shortcoming, besides
the accuracy and loss of the model, we inspect the evolution of guessing entropy for
an attack set.

Detecting overfitting and underfitting in SCA. The inability of a deep neural
network to generalize in profiled SCA is usually attributed to model overfitting or
underfitting. In practice, overfitting is characterized by a model that memorizes all
training data but cannot generalize to different (unseen) attack traces. The main
outcome is a model that mostly fits noise instead of existing leakage. This scenario
becomes even more critical in realistic profiled analysis where the attack traces are
collected from a different device. Underfitting happens when the model is trained
for an insufficient number of iterations (i.e., epochs), and training metrics indicate a
model that cannot even memorize training data.

A profiling model is considered sub-optimal if there are assumption or estimation
errors [80]. In the case of deep learning, assumption errors also include hyperpara-
meter combinations that lead to insufficient generalization. However, there are cases
when the trained model still eventually recovers the correct key at the price of the
increased number of attack traces. Thus, it is common to observe the following
scenarios:

» Model overfits but still recovers the correct key information: in this case, training
accuracy reaches 100% (resp. training loss approaches zero) at the end of the
training process. The overfitting is identified by checking the validation accuracy,
which is typically close to random guessing, and the validation loss, which
tends to grow as training continues. However, when processing a sufficient
number of attack traces during the GE calculation, it is still possible to rank
the correct key as first (or among the first ones). Of course, as the model
overfits and the GE is usually verified for side-channel measurements obtained
from the same device (ignoring portability [87]), one cannot assume the model
provides sufficient generalization.

Model tends to overfit but still recovers the correct key byte: the only difference
from the previous situation is that the model shows a continuous improve-
ment in training accuracy (resp., decreasing in loss), but the training stops
before it reaches 100%. As this stopping decision happens before the com-
plete overfitting, the tendency is a slightly better (but still far from optimal)
generalization.

Model overfits or tends to overfit and does not recover the correct key byte: this
is a case when the evaluator selects a combination of hyperparameters that
creates a model that cannot fit existing leakage and predominantly fits noise
from side-channel measurements.
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The final profiling models achieved through any of these scenarios are defined
as sub-optimal models. Even the scenarios that recover the secret information are
far from ideal for security evaluations. The problem is that one assumes that a
sub-optimal model represents the existing leakage distribution of the target. The
direct consequence is a false sense of security, usually overestimating the security
of the implementation. Additionally, it remains unclear if the increase in the number
of profiling traces, which reduces estimation errors, always ensures the reduction of
negative effects due to the model’s sub-optimality.

Finding the best possible models. A typical procedure in deep learning-based
profiled analysis is to run hyperparameter search methods to find the best possible
models using available resources (processing power, time, and memory). To speed
up the hyperparameter search process, an alternative is to reduce the number of
profiling traces during the search and select the best possible model. Once the best
model is found, one can increase the number of profiling traces again and re-train
the model to improve its generalization.

In essence, for some models, adding more profiling traces requires small changes
in hyperparameters to accommodate the larger profiling set and the expected im-
provement in generalization. As it is more likely that we are dealing with sub-optimal
models (we do not follow the worst-case security settings), generalization will be
limited and will also happen in models showing overfitting.

3.4. Analysis Methodology

In profiled SCA, an analysis that makes correct assumptions about the leakage model
and its distributions can significantly improve deep neural network’s performance by
leveraging more profiling traces. As discussed in Section 3.2, recent deep learning
results highlight the existence of a critical regime in which increasing training data
can unexpectedly reduce model generalization. Not surprisingly, this also happens
in the side-channel domain.

This chapter explores the effects mentioned above in the for DL-SCA. The ana-
lysis methodology aims to examine whether increasing profiling traces can mitigate
overfitting effect in profiling models and to test the assumption that more training
data always leads to a model with better generalization. To insure that the results
can be generalized, six different combinations of neural network topologies (MLP
and CNN), datasets (ASCAD-R and AES-HD) and leakage models (ID, HW and HD)
are considered. These combinations are summarized in Table 3.1.

The methodology proceeds in the following steps:

1. For each combination listed in Table 3.1, 500 hyperparameter configurations
are generated (resulting in 3000 models in total). These are referred to as
the baseline models. The search space S is defined for hyperparameter
selection using random search, with ranges reported in Table 3.2. For both
MLP and CNN dense layers, we use the ranges listed under the Dense layers
section of Table 3.2. The number of epochs is fixed at 200 across all settings.
Hyperparameter ranges are based on previous work [76, 88, 89].
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Table 3.1: Six different combinations considered in the experimental setup.

Dataset | NN topology | Leakage model | Combinations
ASCAD-HW-MLP
ASCAD-R MLP HW ASCAD-HW-CNN
ASCAD-ID-MLP
ASCAD-ID-CNN
AES-HD CNN HD AES-HD-MLP
AES-HD-CNN
Hyperparameters Range
Dense layers
Number of neurons [100, 900], step = 100
Number of layers [1, 8], step =1

Convolution layers

Number of layers [1,4],step=1
Number of kernels [4, 20], step = 1
First layer’s filter size [2, 4, 8,12, 16]
i(th) |ayer filter size ((i—1)filter — size)?
Pooling “Average”, “Max”
Pooling size [2,10], step =2
Pooling stride [2,10], step =2
Learning hyperparameters
Optimizer “Adam”, “RMSprop”
Weight initialization “random-uniform”,“glorot-uniform”,
and “he-uniform”
Activation function “relu”, “selu”, and “elu”
Batch size [100,900], step =100
Learning rate [0.005,0.001,0.0005,0.0001,

0.00005,0.00001]

Table 3.2: MLP and CNN models hyperparameters.

2. Each randomly generated neural network is first trained on a subset of the
profiling set containing 50 000 traces. Performance of each model is estimated
by averaging results over ten different validation sets of 10 000 traces each.
Guessing entropy and the number of attack traces, are reported as the average
over repeating the attack 100 times in each validation set for 5000 randomly
selected traces in the set.

3. If a model reaches GE = 1, it is known as a good model and is kept for
subsequent steps; otherwise, the model is discarded. To avoid subjective
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interpretation of the term good model, we clarify that this is not an optimal
profiling model but a trained neural network that can recover the target key
with the considered number of profiling traces (i.e., 5000 ).

4. For all good models, training metrics are analyzed to determine the regime the
model is working in and whether the deep neural network shows overfitting or
a tendency to overfit. The schematics of the overfitting or tendency to overfit
behaviors of the deep neural network models are illustrated in Figure 3.3.

5. All good models are re-trained with three other training set that their number
of profiling traces are increased gradually. For ASCAD-R, we use 100 000,
150000, and 200000 traces. For AES-HD, we increase the number of
profiling traces from 100 000 up to 400 000 in steps of 50 000. Models are
always re-initialized with the same trainable parameters from step 1. This will
keep all the other hyperparameters and settings the same and provide us with
the possibility to focus on the effect of profiling size increments.

6. After re-training the good models with more profiling traces, we investigate the
effect of profiling trace increase on the number of attack traces (the required
number of traces to reach GE = 1). The assumption is that reduction in the
number of attack traces reflects generalization improvement. From a deep
learning perspective, the improvement in the validation accuracy results in
assigning the largest probability to the correct key more frequently than in cases
when the model shows less accuracy in the validation set. From a side-channel
perspective, we are interested in models that can rank the correct key first with
fewer attack traces, and this can be a measure to compare the generalization
capability of different models.

7. When adding more profiling traces improves generalization (illustrated in the
top of Figure 3.4), one of the following situations might happen:

* The baseline model was working in an under-parameterized regime, and
the hyperparameter combination error (assumption error) was small com-
pared to the neural network model’s estimation error. As a result, more
profiling traces reduced estimation error and improved generalization.

» The baseline model was working in an over-parameterized regime, and
the assumption error was small compared to the estimation error. As a
result, more profiling traces decreased estimation error and improved
generalization.

» The baseline model was working in a critical regime. More profiling traces
did not invalidate the neural network model, and the hyperparameter
combination error did not increase with an increasing number of profiling
traces. Instead, estimation error decreased by adding more profiling traces,
leading to decreased estimation error and better generalization.

8. When additional profiling traces do not improve the generalization (this situation
is illustrated in bottom part of Figure 3.4), one of the following situations might
happen:
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« Independent of the regime the baseline model was working in, the chosen
hyperparameters introduce assumption errors after increasing the profiling
set size. The model needs to be adjusted to reduce the assumption error
effects.

« The baseline model was working in the critical regime, and adding more
traces to the profiling set skewed the model and decreased its perform-

ance.
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Figure 3.3: Common model behaviors.

Figure 3.3 illustrates a typical scenario identified in [61] for sub-optimal deep
learning models when machine learning metrics do not reflect the performance of
a model concerning guessing entropy. The fact that we illustrate accuracy as a
reference machine learning metric does not imply that we are ignoring training and
validation loss to decide if a model shows the potential behaviors from Figure 3.3. As
proposed in [75], minimizing the cross-entropy loss should be the equivalent of solving
side-channel analysis optimization. However, this principle usually does not apply
to sub-optimal models with too many assumption errors, as is the case of models
showing overfitting. It is important to note that for most of the models considered
good models, the situation in the top part of Figure 3.4 happens more often. This
means that for those models, overfitting is also caused by the lack of profiling traces,
leading to insufficient profiling. On the other hand, if a model shows the behavior
from the bottom part of Figure 3.4, we can modify some hyperparameters that are
unrelated to the model size (e.g., learning rate, batch size, training epochs, dropout,
and activation functions), which can cause the model to reduce its assumption errors.
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Figure 3.4: Interpreting the model behaviors.

3.5. Experimental Results

Considering the neural network capacity and the size of the profiling set, we should
specify the regime that the neural network model is working on. Unfortunately, we
cannot clearly specify the borders between these regimes. This is because the
interpolation point definition and “sufficiently larger” and “sufficiently smaller” terms in
the definition of over-parameterized and under-parameterized regimes cannot give a
clear separation. Additionally, there is no widely accepted definition for the capacity
of the models in deep learning, which can justify the different performance of neural
network models with a similar number of trainable parameters but different topology
and output layer size. To tackle these ambiguities, we selected “good” neural network
models with different numbers of trainable parameters ranging from a few thousand
to a few million. Then, we consider the training and validation accuracy and loss
evolution to roughly specify the interpolation point for different neural network and
leakage model combinations. Finally, we can roughly specify the working regime for
every selected neural network model. Still, considering that the specified interpolation
points are valid for the specific profiling size, by increasing the profiling size, the
working regime of the model may change [82]. In the following tables, every row
represents a randomly selected neural network model, denoted with a number. It
can be observe that there are some models that have the same number of trainable
parameters (denoted as “Params”). This simply means that different architectures
have the same capacity. For various settings (datasets and leakage models), we
give various numbers of models based on the number of models that converge and
have different capacities (to provide good coverage from small to large model sizes).

3.5.1. ASCAD-R Dataset

Four different combinations of MLP and CNN topologies with the randomly selected
hyperparameters declared in Section 3.4, and the HW and ID leakage models are
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investigated for the ASCAD-R dataset. The results of experimenting with the first
combination (ASCAD-MLP-HW) are shown in Table 3.3. To compare the performance
of a neural network model trained with four profiling sets with different size (50 000,
100000, 150000, and 200 000), we consider the number of attack traces for
each profiling set as the performance metric. Then refer to it as NT1 (the average of
the minimum number of attack traces that the model needs to place the actual key
first when it is trained with 50 000) to NT4 (the average of the minimum number
of attack traces that the model needs to place the actual key first when it is trained
with 200 000) for each neural network model. As mentioned in Section 3.3, the
performance of the models that need fewer traces to reach GE = 1 is considered to
be better.

Observe how all the neural network models ranked the correct key in the first place
when trained with 50 000 traces. In many cases, by increasing the profiling size
for each MLP model, the number of traces to reach GE = 1 follows the classical
machine learning belief that more data is better (for example, #6 in Table 3.3).
Still, in some cases, the performance of the neural network model (the number of
attack traces) decreased when increasing the profiling set size (for example, #4 in
Table 3.3). A part of this behavior has been predicted by deep double descent,
and the proportion between the model’s size and profiling set size, especially when
increasing profiling size, changes the regime the neural network works in (e.g., #13
in Table 3.3). This model works near over-parameterized regime boundaries with
50 000 profiling traces since its performance in the profiling set is & 97%. Then, by
increasing the profiling set size to 200 000, its performance decreases to ~ 60%.
Considering the proportion between the model’s size and the profiling set size,
this model is working in the critical regime for 100000, 150000, and 200000
profiling traces. Still, the irregular increases and decreases in the number of
attack traces considering the model’s complexity are not fully justified by the
double descent phenomenon. For example one can consider #4 in Table 3.3. The
accuracy of the baseline model is ~ 45%, and for the rest of the profiling set sizes,
its profiling accuracy is less than 30%. Considering the proportion between this
model size and the profiling set sizes, and the profiling accuracy, the model works in
an under-parameterized regime, and increasing number of profiling traces does not
change the working regime. However, when we train the model with 100 000 and
200 000 profiling traces, it cannot reduce the key entropy at all as the model does
not fit the leakage anymore.

For better visual clarity, the results of Table 3.3 and Table 3.4 are illustrated in
Figure 3.5 and Figure 3.6, respectively.

One can observe the changes in the performance for two MLP architectures in
Figures 3.7 and 3.8. The lighter colors in the left plot show accuracy for profiling
(blue color) and validation (orange color) sets for MLPs trained with smaller profiling
sets, and sequentially darker colors show these metrics after increasing the profiling
set sizesto 100000, 150 000, and 200 000 traces. Considering the profiling and
validation accuracy and the proportion between the model’s size and the profiling
set size for #8 in Figure 3.7, we can see that the baseline model works in the
critical regime, and increasing the profiling set size pushes this model toward the
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# Params NT, NT> NT3 NT4

1 14109 4856 4721 1932 2352
2 14549 2419 5000 520 631
3 28209 3141 1577 1225 1035
4 31149 3615 5000 622 5000
5 42 309 4045 2215 1029 972
6 44169 4336 893 654 561
7 58049 4034 2259 1662 1324
8 70509 4435 1712 899 745
9 78159 3385 1601 1306 1044
10 85809 4742 2575 1906 1286
11 141009 3859 1671 1020 801
12 161209 4070 1792 1063 939
13 181409 3357 1895 1917 1830
14 282009 3088 1420 1078 912
15 322209 4391 2032 1148 907
16 402609 2559 1601 891 1139
17 523209 4419 2515 1322 1241
18 693909 3698 1426 1140 1046
19 724409 4276 2238 1511 1368
20 884809 3217 2508 1848 1606
21 964 809 1279 870 1016 1355
22 1206009 3117 1551 1158 970
23 1526409 3535 1780 1298 1305
24 1707009 3205 2619 5000 1111
25 1957509 4751 4504 2143 1911
26 2208009 4842 2620 3038 2278
27 2458509 3450 1744 1072 893

Table 3.3: MLP trained for the HW leakage model.

under-parameterized regime. To eliminate the influence of a biased attack set on
the number of attack traces, we evaluated 10 different validation sets and provided
mean and standard deviation values. In the right and top of Figure 3.7, one can see
the mean and variance of the number of attack traces for MLP #8. In the right and
bottom of Figure 3.7, one can see the average of GE that the model managed to
reach with 5000 attack traces®. In Figure 3.7, increasing profiling size results in
better performance concerning the accuracy, the number of attack traces, and the
final GE that the model managed to reach with 5000 attack traces. We can even
detect small changes in the number of attack traces from 150000 to 200000
profiling traces, which can be a sign of saturation of the model.

3We took incremental steps of 10 000 in case of MLP #8 and MLP #2 to make the behavior tracking
easier in Figures 3.7 and 3.8
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# Params NT1 NT> NT3 NT4

1 68176 4840 810 225 123
2 186156 4999 1185 337 168
3 196256 4865 1373 514 241
4 226556 4769 1814 469 248
5 331656 4896 4450 1742 808
6 371856 4991 4775 3609 1615
7 371856 4786 3208 1370 757
8 412056 4937 1837 543 325
9 412056 4650 1877 464 282
10 497 356 4912 3114 1300 1263
11 497 356 4864 3161 1104 433
12 587656 4717 3093 1625 770
13 663056 4821 3406 1343 713
14 663056 4937 3048 954 498
15 823456 4989 2549 1121 576
16 828756 4858 2675 1129 615
17 828756 4900 3543 1620 732
18 1039156 4719 1047 458 281
19 1079256 4798 4005 2132 1105
20 1129456 3544 1244 561 426
21 1129456 2571 1026 1108 402
22 1129456 4829 3413 2601 1333
23 1329756 4986 4672 3673 2720
24 1329756 4836 3759 2440 1357
25 1580256 5000 3351 2581 1355
26 1580256 4651 2928 905 4818
27 1785856 2271 5000 5000 5000

Table 3.4: MLP trained for the ID leakage model.

MLP #2 is another MLP example that works in the under-parameterized regime.
In Figure 3.8, the accuracy of the MLP model shows normal (more profiling traces
increase accuracy) behavior when increasing profiling set size. The training accuracy
of the baseline model is ® 38% and decreases to 28% for the profiling set with
200000 traces. This model’s test accuracy varies from 24% for the baseline model
to &~ 28% when we train it with 200 000 traces. These accuracy percentages and
the proportion between the model’s size and the profiling set sizes indicate that this
model works in the under-parameterized regime for all profiling set sizes. Still, this
model cannot reduce the guessing entropy when trained with 100 000 traces.

Considering MLP #2 in Table 3.3, while this MLP model converges to GE =1
with on average 2419 attack traces for a profiling set of 50 000 traces, it cannot
converge at all, i.e., cannot rank the correct key better than random guessing after
increasing profiling size from 50 000 to 100 000 traces. The behavior is even more
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Figure 3.5: Visualization of the data in Table 3.3. See how the number of attack
traces changes according to the number of neural network parameters.
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Figure 3.6: Visualization of the data in Table 3.4. See how the number of attack
traces changes according to the number of neural network parameters.

surprising when the model again converged to GE = 1 with on average 520 attack
traces when it is trained with 150 000 profiling traces. This is an example of a
scenario when the hyperparameter combination contains an assumption error and
increasing the profiling size invalidates the model, i.e., changes the weights of the
neural network model in a way that it cannot capture the underlying leakage model
distribution and find the correct key. However, there are cases like #1 (works in the
under-parameterized regime) and #26 (works in the over-parameterized regime),
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Figure 3.7: Increasing the profiling set size and accuracy in the training (T) and validation (V) set and
the number of attack traces to reach GE = 1, #8 in Table 3.3.
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Figure 3.8: Increasing the profiling set size and accuracy in the training (T) and validation (V) set and
the number of attack traces to reach GE = 1, #2 in Table 3.3.

where increasing the profiling set size does not change the performance according to
the number of attack traces or sometimes makes it a bit worse compared to a smaller
profiling set. In these cases, the assumption has an error, but it has been suppressed
by increasing the profiling set size. MLP #23, #25, and #27 in Table 3.3 work
in over-parameterized regime. Their profiling accuracy is more than 95% for all
the profiling set sizes. Besides, the sizes of these models are at least six times
larger than the largest profiling set size for ASCAD-R. In the case of MLP #24
and MLP#26, while the models have large sizes, the baseline model cannot reach
more than 90% accuracy and, after increasing profiling size to 200 000 traces, the
accuracy decreases under 70%. Thus, these models work in the critical regime for
all the profiling sizes because the hyperparameter combination does not allow the
models to fit the leakage perfectly.

Similar behavior is observed for multilayer perceptrons trained for the ID leakage
model. In Table 3.4, one can see the number of attack traces for MLP models trained
with 50000, 100000, 150000, and 200 000 traces. There are many cases that
follow the more data better generalization principle, but we can see cases that do
not show a decrease in the number of attack traces when we increase the profiling
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set size. Considering the size of the input layer, which is 1400 (number of features
for the ASCAD-R dataset), and the size of the output layer, which is 256 (number
of classes for the ID leakage model), the smallest model that we managed to find
that converges to GE = 1 has 68 176 trainable parameters and the baseline model
has ~ 10% accuracy. Then the profiling accuracy decreases to ~ 3%, which is
still larger than the validation accuracy (~ 1% but still larger than random guessing
in the case of the Identity leakage model). MLP #23, #24, and #26 work in an
over-parameterized regime for the same reasons as models in Table 3.3.

# Params NT1 NT> NT3 NT4

1 2959 629 320 286 248
2 5689 2670 2718 801 5000
3 6579 2885 1616 883 934
4 9781 1319 654 481 521
5 15327 4821 5000 5000 5000
6 15439 1862 671 460 502
7 19209 3958 1303 897 766
8 24433 813 474 4141 477
9 31113 3196 1300 5000 5000
10 44905 3149 1855 1283 982
11 57943 3660 1450 1411 803
12 63865 2712 1270 1253 756
13 75813 1587 1663 1497 745
14 94661 2625 2586 2068 2604
15 100113 3673 2930 2337 1501
16 124585 4905 3393 1458 1596
17 189233 4730 5000 2783 2588
18 243129 3983 4814 2929 2487
19 391521 2233 1721 1470 1295
20 434121 3605 2296 2677 1964
21 541243 4833 3467 1162 441
22 570753 2441 1830 1165 894
23 984649 3525 2068 1672 1661
24 1211881 4175 3419 1554 1600
25 1409249 3540 1867 1165 905

Table 3.5: CNNs trained for the HW leakage model.

We investigated CNNs and the Hamming weight and Identity leakage models
to check if this behavior is still observable. The trained models and the number of
attack traces in this experiment can be analyzed in three regimes. For example,
CNNs #1 to #7 in Table 3.5 work in under-parameterized regime. This can be
concluded by considering the profiling accuracy of these models, which is less than
35%, and the proportion between the model sizes and the profiling set sizes. These
models’ accuracy and loss evolution for the profiling and validation sets do not
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# Params NT1 NT> NT3 NT4

1 6124 1676 843 938 329
2 6350 1007 5000 5000 157
3 8390 4310 5000 5000 106
4 10646 2473 598 5000 5000
5 13274 379 156 60 52
6 27140 1211 111 47 29
7 32978 5000 3320 319 57
8 54254 5000 735 126 55
9 66584 5000 1469 558 293
10 71272 4003 199 5000 5000
11 86304 5000 2139 351 157
12 91080 5000 4964 5000 933
13 114564 4998 2636 706 292
14 134146 3058 622 1546 439
15 154696 4045 1194 115 58
16 192120 5000 581 270 5000
17 202792 3239 1095 422 308
18 290536 2943 5000 5000 3073
19 356572 4767 943 577 195
20 466312 5000 168 5000 5000
21 598838 1946 693 466 249
22 662432 5000 1017 516 287
23 707 656 5000 3988 1914 4482
24 718128 5000 837 196 82
25 828774 5000 3379 2764 967

Table 3.6: CNNs trained for the ID leakage model.

show significant overfitting, meaning that these models do not have the capacity to
memorize the noise in the profiling set. This can be considered as an indication that
the number of trainable parameters does not represent the capacity of the models in
a way that we can compare models from two different families (cf. results for the MLP
and the ID leakage model). To confirm this, we draw attention to the fact that the
smallest successful models, in the case of CNNs, have less than 10 000 trainable
parameters.

Neural network models like #3 in Table 3.3, and #1 and #7 in Table 3.5 are
working in under-parameterized regime and follow the “more data better generaliza-
tion” principle, but MLP models like #1, #2, and #4 in Table 3.3 and CNN models
like #2 and #5 in Table 3.5 show a decrease in their generalization capability after
increasing the profiling set size. Their hyperparameter combination imposes an
assumption error on the final model, and the neural network model cannot capture
the actual leakage model’s distribution. To resolve this, we need to change the
hyperparameters so that the final model’s parameters can capture the actual leakage
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Figure 3.9: Visualization of the data in Table 3.5. See how the number of attack
traces changes according to the number of neural network parameters.
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Figure 3.10: Visualization of the data in Table 3.6. See how the number of attack
traces changes according to the number of neural network parameters.

model’s distribution. The results in Section 3.5.4 show that in a considerable number
of cases, a small change in hyperparameters, like changing the activation function
or the number of epochs, can result in a neural network model that can capture the
underlying leakage model distribution better.

The observations for the over-parameterized regime for MLP also hold for CNN
(#23 and #24 in Table 3.5). In the case of CNN models in Table 3.6, many baseline
models reach 100% accuracy, but then this accuracy decreases significantly by
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increasing the profiling set sizes. Consequently, none of these models work in the
over-parameterized regime for all profiling sets. The models are being pushed into the
critical regime by increasing the profiling set size. For better visual clarity, the results
of Table 3.5 and Table 3.6 are illustrated in Figure 3.9 and Figure 3.10, respectively.

3.5.2. AES-HD Dataset

In the case of the AES-HD dataset, we trained 500 random MLP and 500 random
CNN models with the Hamming distance (HD) leakage model and again selected
some of the models that converged to GE = 1. The AES-HD dataset has twice the
number of traces in the profiling set compared to the ASCAD-R dataset, and this
allows us to investigate the effect of adding profiling traces on model’s generalization
capability for a longer interval. As observed in Table 3.7, we trained MLP models with
profiling sets including 50 000,100 000, 150000, 200 000, 250000, 300000,
350000, and 400000 traces. The required number of attack traces to reach
GE =1 for each neural network model shows that the model’s generalization did
not increase for many cases when we increased the number of profiling traces. The
experiment has been repeated for the CNN models, and the same behavior was
observed. Therefore, those results are not represented.

In most cases in Table 3.7, the models converge to GE = 1 for a similar number
of attack traces. This means that the increase in the number of profiling traces
can change the parameters of the models, and since the output probabilities of
the models will change as a result of this, we can see the changes in the number
of attack traces for different profiling set sizes. However, these changes are not
improvements in the attack performance as they do not indicate a successful attack
performance. On the other hand, the choice of attack traces can have the same
effect (i.e., changes in the number of attack traces). However, there are models
like #5 that, for some increases (from 150000 to 200000 and from 250000 to
400000), cannot even converge. While the training curve of these models shows
normal behavior, they cannot rank the correct key better than the random guessing
(thus, accuracy cannot serve as an indication of the SCA performance).

In Table 3.7, MLP #1, #2, #3, and #4, are in the under-parameterized regime.
Looking at the number of attack traces for different profiling set sizes, we cannot
see an absolute decrease in this metric. Since the number of trainable parameters
in these models in comparison to even 50 000 profiling traces is small, they have
learned the leakage model’s distribution with a smaller number of profiling traces
and gone to the saturation part of the learning curve where adding more traces to the
profiling set does not improve the performance. Models like #19, #20, and #21 in
Table 3.7 are working in an over-parametrized regime because they reach ~ 100%
accuracy for all profiling set sizes. In many cases, these neural network models need
more than 5000 attack traces to place the correct key to the first rank. However, by
observing the GE for evolution set, we see that these models could reduce the key
entropy, and by adding more attack traces, they can rank the correct key in the first
place. This observation shows that models working in an over-parameterized regime
cannot perform as well as models working in the under-parameterized regime for
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the AES-HD dataset. Consequently, there is overfitting that damages the model’s
generalization from a side-channel perspective. For the models working in a critical
regime, the deep double descent effect and assumption error combine. Thus, we
can observe (middle of Table 3.7) that for many cases, the models cannot rank the
correct key in the first place with less than 5000 attack traces.

# Params NT, NT; NT3 NT4 NTs NTeg NT; NTg NTyo
1 12829 3294 2610 2549 2239 2041 2317 2220 2358 2011
2 26049 2795 2144 2128 2424 1904 2200 2526 2024 1938
3 26049 3268 2753 2060 2204 2470 2679 2816 2732 2608
4 27309 4700 3353 5000 3454 4384 3543 4014 3885 3965
5 60249 3681 3551 2366 5000 3224 5000 5000 2253 5000
6 136109 3445 3798 3321 3778 3391 3757 4478 3122 3118
7 196709 4918 3980 5000 4030 4293 4223 3495 2800 4222
8 292209 4527 5000 5000 5000 5000 5000 5000 5000 5000
9 378009 4867 5000 5000 4285 5000 4213 5000 4367 4288

10 378009 3706 5000 5000 5000 5000 5000 5000 5000 5000
11 412809 3735 3127 3459 2910 2854 2606 3066 2829 3297
12 468309 3880 4542 5000 5000 5000 3418 4001 3664 4732
13 824809 3456 4864 5000 5000 5000 5000 5000 5000 5000
14 824809 3533 3617 3978 5000 4235 4394 3674 4933 5000
15 880509 4339 5000 5000 5000 5000 5000 5000 5000 5000
16 985209 3771 4076 4502 4156 4601 3204 2614 3053 3219
17 1131009 2838 4824 5000 5000 5000 5000 5000 5000 5000
18 1381509 3401 5000 5000 5000 5000 5000 5000 4380 5000
19 1466409 2746 5000 5000 5000 5000 5000 4604 5000 5000
20 2383509 4134 3779 4496 5000 5000 5000 4137 5000 5000

Table 3.7: MLP trained for the HD leakage model.

For better visual clarity, the results of Table 3.7 is illustrated in Figure 3.11.
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Figure 3.11: Visualization of the data in Table 3.7. See how the number of attack
traces changes according to the number of neural network parameters.
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3.5.3. Influence of Regularization Techniques

To check the influence of the increasing number of profiling traces in the presence
of regularization on the number of attack traces, we added dropout regularization to
neural network models. More precisely, we added a dropout layer with a rate of 0.5
after every dense layer in MLP and CNN models that were selected in Sections 3.5.1
and 3.5.2. The number of attack traces in this experiment shows that using this
technique can improve the performance of the neural models on average, especially
for models with medium to large capacity, but still cannot negate the assumption
error. In Table 3.8, one can see the influence of the increasing number of profiling
traces on the MLP performance and the HD leakage model for the AES-HD dataset.
The same behavior was captured for both CNN and MLP models for the ASCAD-R
and AES-HD datasets.

Using dropout regularization influences the working regime of the models signific-
antly. For both MLP and CNN models, almost all the re-trained models worked in the
under-parameterized regime, even for the large models, like #9 in Table 3.8. This
model is the counterpart of model #17 in Table 3.7, and its performance increased
considerably. However, dropout regularization does not always improve the model’s
performance. For example, model #10 in Table 3.8 cannot converge at all with
dropout. Its counterpartis #20 in Table 3.7 that was able to rank the actual key under
10 for many profiling sizes. The influence of using regularization techniques on the
performance of neural networks in DL-SCA was not studied deeply. In Chapter 4, we
will see a more in depth analysis of regularization techniques influence in DL-SCA.

# Params NT, NT; NT3 NT4 NTs NTg NTH NTg NTo

1 12829 5000 5000 4604 3496 3880 3578 3653 4133 3659
2 40599 4633 3283 3491 2758 3046 2854 2573 3430 2978
3 73209 3161 2574 2873 2600 2426 2548 2812 2411 2615
4 126009 3108 2677 2494 2254 2307 2765 2550 2608 2207
5 252009 5000 5000 5000 5000 5000 5000 5000 5000 5000
6 468309 2212 1740 1970 1942 1978 1784 2269 2291 2065
7
8
9
0

504009 3414 3258 2278 2733 2686 2496 2627 2753 2711
648909 1533 1462 1393 1402 1285 1455 1487 1405 1369
985209 957 920 902 1249 955 1084 1170 1232 1462
1466409 5000 5000 5000 5000 5000 5000 5000 5000 5000

—_

Table 3.8: MLP trained for the HD leakage model and the dropout regularization.

3.5.4. Reducing Assumption Error by Changing
Hyperparameters

Looking into Table 3.9, one can see the effect of changing a simple hyperparameter
on the performance of a neural network model for a specific profiling size. For the
sake of brevity, we provide only a few examples (one example from each combination
of neural network topology and leakage models for the ASCAD-R dataset). Model
#1 in Table 3.9, is the counterpart of model #4 in Table 3.3. We trained this model
for different numbers of epochs (shown in the “EPC” column). While the model that
has been trained with 100 000 traces for 200 epochs cannot converge at all, if we
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train it for 100 epochs, it will be able to find the correct key with 647 attack traces.

If we

train it for 400 epochs, it will recover the key with 1196 traces. Model #2 is

the counterpart of model #13 in Table 3.4. We changed this model’s learning rate
(shown in the “LR” column). As one can see in Table 3.9, this change improved its
performance. Finally, models #3 and #4 are the counterpart of models #9 in Table 3.5
and model#2 in Table 3.6. Changing the activation function (shown in the “Act. Func.”
column) in the case of these two models increased the performance considerably. In
many other cases, changing hyperparameters led to the improvement of the models
that could not converge to GE = 1 for a specific profiling set size.

Table 3.9: Results with small changes in hyperparameters.

# Params NT, NT> NT;3 NT, EPC LR Act. func.
1 31149 3615 5000 622 5000 200 0.005 Adam
1 31149 3688 1196 5000 2434 400 0.005 Adam
1 31149 3856 647 5000 5000 100 0.005 Adam
2 663056 4821 3406 1343 713 200 0.0005 Adam
2 663056 4427 2053 886 496 200 0.0001 Adam
3 31113 3196 1300 5000 5000 200 0.005 Adam
3 31113 2415 5000 5000 621 200 0.0001 Adam
3 31113 3237 887 603 838 200 0.005 RMSprop
4 6350 1007 5000 5000 157 200 0.001 RMSprop
4 6350 675 133 2096 116 400 0.001 RMSprop
4 6350 1114 111 47 31 200 0.001 Adam
3.6. General Observations

Increasing the profiling set size is not a guaranteed solution to increase the
generalization capability of a neural network model in DL-SCA. The effects of
the working regime on the performance of a model in the side-channel domain
and the assumption error imposed by the hyperparameters combination cause
the overall irregular behavior of the models regarding the increasing profiling
set size.

The under-parameterized models perform better than the critical and over-
parameterized models in the SCA domain. While the theory indicates that
over-parameterized models can reach better performance compared to under-
parameterized models in a number of settings [90], this was not the case for
SCA so far, especially for a noisy dataset like AES-HD.

Compared to the neural network models working in the under-parameterized
regime, the models working in the over-parameterized regime have a large
capacity, and their number of trainable parameters is much larger than the
number of traces in the profiling set. On average, such models need more traces
to rank the correct key in the first place compared to the neural network models
working in the under-parameterized regime. Still, it is possible to converge
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to GE = 1 with a small number of attack traces using large models and
regularization.

» In many deep learning classification applications, we are interested in the final
decision of the model, i.e., the class that the model assigns to measurement
and not the probability that the model calculates to assign that measurement
to a specific class. Contrary, in SCA, we are interested in the probabilities that
a model assigns to each class for each measurement. Thus, small deviations
in the estimated distribution function based on the profiling set will lead to
significant changes in the model’s performance from an SCA perspective.
Since over-parameterized models have a large capacity and many parameters
shape the underlying leakage model distribution, they have more potential to
contain assumption errors.

» A model working in a critical regime is very fragile, and in some cases, even
a small change can decrease its performance noticeably. Thus, a cautionary
solution could be to avoid using such models.

+ Overfitting is a complex phenomenon, and we cannot trace its causes to only
one source. Still, the results in this chapter indicates that hyperparameter
combinations play a more significant role than the profiling set size.

3.7. Conclusions and Future Work

This chapter investigates overfitting in DL-SCA. It challenges the common assump-
tion that more profiling traces is better, and shows that, while this may be the case, it
cannot be taken for granted. Indeed, the experiments showed a number of settings
where adding more profiling traces makes the attack less powerful or even unsuc-
cessful. A simple yet powerful option to fight against overfitting is to use regularization
or tweak the neural network architecture. Unfortunately, using such techniques does
not also provide a guarantee to avoid overfitting. Thus, it is necessary to carefully
design the model and assess its performance with different settings to understand
in what regime the model works and then use the most appropriate one (which
seems to be the under-parameterized regime). Finally, this chapter provides the
setup to be more precise when discussing the failure of deep learning models in
SCA. Instead of “simply” saying there is overfitting, one should strive to give insights
what are the causes of that behavior. In future work, it would be interesting to provide
a systematic approach on how to tweak hyperparameter changes to improve the
attack performance. Besides, we again saw the beneficial effects of regularization
(see, e.g., [35]), which can be a motivation for diving into Chapter 4.



Reqgularizers to the Rescue:
Fighting Overfitting in Deep
Learning-Based Side-channel
Analysis

Despite considerable achievements of deep learning-based side-channel analysis,
overfitting represents a significant obstacle in finding optimized neural network mod-
els. This issue is not unique to the side-channel domain. Regularization techniques
are popular solutions to overfitting and have long been used in various domains.

At the same time, the works in the side-channel domain show sporadic utilization
of regularization techniques. What is more, no systematic study investigates these
techniques’ effectiveness. In this chapter, we see the regularization effectiveness on
a randomly selected model, by applying four powerful and easy-to-use regularization
techniques: L1, Lo, dropout, and early stopping. The results show that while all
these techniques can improve performance in many cases, L1 and L, are the most
effective. Dropout worsens 30% of models for the same hyperparameter set, which
points to the necessity more adjustment when using this regularization technique.
Finally, if training time matters, early stopping is the best technique.

63



64 4. Fighting Overfitting in DL-SCA Using Regularization

41. Introduction

As mentioned in Section 1.4.1, while DL-SCA is a powerful approach to profiled
SCA, overfitting is one of the hurdles that an evaluator should overcome. Overfitting
happens when a deep model fits the training measurements perfectly but cannot
generalize to previously unseen measurements. Hence, an overfitted model cannot
evaluate the product reliably. This evaluation weakness can lead to overestimating a
product’s robustness against SCA.

Regularization techniques are used during the training to decrease the complexity
of the model on the fly and prevent overfitting. So far, many regularization techniques
have been introduced. However, while there is a strong recommendation for using
regularization techniques in DL-SCA from previous research [4], no comprehensive
study shows a practical consequence of using them in DL-SCA. Indeed, while most
of the previous works that consider regularization techniques do advocate the usage
of those, they do not rely on systematic evaluation nor meaningful comparisons.

This work aims to fill this gap and show how the most commonly used regularization
techniques, i.e., L1, L, dropout, and early stopping, can improve DL-SCA. The main
contributions of this chapter can be summarized as follows:

* We compare the influence of four popular regularization techniques (L1, L2,
dropout, and early stopping) on randomly selected models in DL-SCA. For the
reported analysis, a hundreds of deep learning models with and without regu-
larization techniques were tested. We consider software- and hardware-based
datasets and two different cryptographic algorithms to make the comparison
more complete and thorough. The considered datasets are 1) ASCAD-R, 2)
AES-HD, and 3) Ascon-Unprotected. Besides, depending on the considered
dataset, we utilize two widely used deep learning models (MLP and CNN)
and three different leakage models (Hamming weight, Hamming distance, and
Identity leakage model).

+ We show that the improvements that many techniques in deep learning offer
heavily depend on the model’s characteristics (its architectural and learning
hyperparameters). In many cases, the combination of the hyperparameters
and the used technique decreases the performance (while one would expect
improvement).

» We introduce the deterioration rate to show how reliable a specific regularization
technique is. This metric shows the probability that a model worsens after
applying a regularization technique. We also consider profiling time as another
metric providing insights into the performance of various techniques.

» We consider the baseline model’s performance and its relation to the improve-
ments that the regularized model can offer. We show that when the implicit
regularization of the baseline model is high, adding a regularization technique
worsens it. In contrast, applying regularization techniques improves the per-
formance when the baseline model’s implicit regularization is low.

Related Work: The competitive performance of the DL-SCA methods compared
to more traditional SCA methods has attracted much attention in recent years. Many
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researchers utilized different notions and techniques used in deep learning like
reinforcement learning [79], weight visualization [76], and information bottleneck [91],
to improve the performance of DL-SCA even further. Regularizers have been used
from the early days of machine learning emergence, and their practicality was noticed
in various domains. DL-SCA is not an exception. For example, in [91], Perin et al.
proposed a technique based on the information bottleneck to monitor the training
evolution. Using this technique, they could find the best epoch to stop the training.
In [92], Robissout et al. introduced a metric to evaluate the performance of a deep
neural network in the side-channel domain during the profiling phase. They used
this metric as a monitoring metric for early stopping. In [35], Kim et al. used several
regularization techniques, including dropout, L, and data augmentation. In [38],
Rezaeezade et al. inspected the influence of increasing the training set size on the
generalization power of CNN and MLP neural networks for SCA in the presence
of dropout. In [77], Perin et al. used the ensemble method to improve the model’s
generalization and reduce overfitting. The ensemble method is a regularization
technique combining multiple classifiers to form a better hypothesis. This technique
reduces the final model's dependencies on the structural hyperparameters. Perin
et al. showed that ensembles of many non-optimal models could even perform
better than the best-obtained model. Batch normalization is another regularization
technique [93] used in many DL-SCA works, e.g., [7, 75]. We note that while a number
of related works used some form of regularization, they do not compare the results
with and without the regularization. Hence, it is difficult to assess how well those
methods performed or whether they were even necessary.

4.2. Regularization Techniques

The primary goal of training a deep learning model is to prepare it to predict unseen
data accurately. This goal is interpreted as improving the generalization power of a
deep neural network. The challenge is that the model is learning from the training
data, so it tries to increase the accuracy (or decrease the loss) in the training set
by fitting the training examples and reducing the training error. Nevertheless, the
final goal is to use the model for a test set and decrease the generalization error
(test error). Thus, an appropriate learning algorithm: 1) should make the training
error small, and 2) should make the gap between training and test error minimal [94].
Underfitting occurs when a deep learning model does not reach a sufficiently small
error value in the training set. Overfitting happens when a model cannot reduce the
gap between training and test error. While both underfitting and overfitting should be
avoided, the latter is more challenging to control. Especially in deep learning, where
much input training data and many input features are available, the best strategy is
to fix underfitting by choosing more complex models [95].

Regularization is a well-studied and widely used solution to improve the generaliz-
ation power of machine learning and deep neural models. In general, regularization
is defined as “any modification we make to a learning algorithm tending to reduce the
test error but not the training error [94].” This definition covers many techniques, from
adding penalties to the objective function to multi-task learning (look at Chapter 7)
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and ensemble methods (look at Chapter 6). The shared part of all these techniques is
reducing overfitting and improving generalization. This chapter inspects the influence
of applying four regularization techniques on DL-SCA. Those techniques are L1 and
L> norm penalties, dropout, and early stopping, which have all been used for a long
time in machine learning and now in deep learning.

L> and L1 Norm Penalties

L, parameter norm penalty or weight decay adds a penalty term in the form of all the
model’s squared weights to the objective function. The simplest form of formulating
L, regularization is shown in Eq. (4.1):

) 1
E(W; X, y) = E(W; X, y) + EAZW;‘}, (4.1)
j

where E is an arbitrary objective function measuring the training error. X are the
training examples and y are their corresponding labels. W is the current weights
matrix, and A is a parameter governing how strongly large weights are penalized.
When using L regularization, A is a hyperparameter that should be tuned. E is the
modified objective function. Considering Eq. (4.1), when updating weights using
gradient descent, a constant term in the form of AW subtracts from updated weights
in each step. This term controls the growth of the weights and suppresses irrelevant
components of the weight vector [96].

L1 regularization is another way to penalize the size of the models (number of
parameters). The difference between L1 and L regularization stems from the penalty
term added to the objective function. One can see the modified objective function
after using L1 in Eq. (4.2):

N 1
E(W; X, y) = E(W; X, ¥) + ZA D Jwil, (4.2)
]

where |wj| is the sum of all the model’s absolute values of weights. Adding this
term to the objective function shows itself as Asign(W) term in the weight update
operation using gradient descent. In practice, L1 can be seen as a built-in feature
selection mechanism because it tends to shrink some weights toward zero. Using
L1 adds A to the hyperparameters that should be tuned.

Dropout

The idea of this technique is to temporarily remove random neural units along
with their connections from the primary network during the training. Each unit may
be removed with a g probability called the dropout rate. The dropout rate is a
hyperparameter and should be tuned. Dropout, in essence, is training multiple
smaller networks selected randomly from the bigger primary neural network by
removing some neural units in each training step. Since these smaller networks
share the primary neural network’s weights, the averaging at test time is as simple
as using the primary network without any dropout [97].
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Since regular dropout can not prevent overfitting in CNN, we used spatial dro-
pout [98] for combinations with CNN topology. In CNN models, when a filter is applied
to an input vector (or matrix in the case of 2D convolution), it extracts a vector (or
matrix) called feature map' and its elements are highly correlated. Dropping just
one of these correlated elements may not prevent overfitting; instead, we can drop
the whole feature map. Applying each filter to the convolutional layer input creates a
feature map. If a convolution layer has m filters, the outcome of the layer is a set
with m feature maps. Spatial dropout drops one or more entire extracted feature
maps selected randomly among these m feature maps.

(a) A fully connected MLP. (b) An MLP with dropout.

Figure 4.1: An MLP structure with and without droupout.

Early Stopping

In the general definition of early stopping, when training a neural network with
sufficient capacity for and enough epochs, the training error keeps decreasing, while
the validation error starts to rise again after a while. This rise is a sign that overfitting
starts. With early stopping, we can stop training as soon as validation error starts to
rise. However, the drop and rise of the validation error are not very smooth in reality.
The validation error curve shows many ups and downs, and finding the exact point
where the validation error starts to increase is not possible. One solution is to stop
training if the generalization does not improve after a specific number of epochs.
This specific number of epochs is called “patience”.

4.3. Analysis Methodology

This chapter aims to inspect the impact of applying L1, L2, dropout, and early stopping
on the performance of DL-SCA. To interpret the results, we compare the average
performance of a large number of neural networks that use a regularization technique

"In a CNN, a feature map is the output of a filter applied to the previous layer.
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with their average performance without any regularization technique.We considered
three different datasets, including protected and unprotected implementations on
hardware and software of two different primitives (AES and Ascon), with the intention
of covering a more comprehensive range of side-channel evaluation use cases
and showing that the conclusions hold under different circumstances. Also, we
considered two widely used neural network topologies in SCA (CNN and MLP)
and three common leakage models in the SCA community (ID, HW, and HD) to
show how the results are affected using different regularizations. The experimented
combinations are listed in Table 4.1.

Table 4.1: Eight different combinations considered in the experimental setup.

Dataset | NN topology | Leakage model | Combinations
ASCAD-HW-MLP
ASCAD-R HW ASCAD-HW-CNN
MLP ASCAD-ID-MLP
ASCAD-ID-CNN
AES-HD HD AES-HD-MLP
CNN AES-HD-CNN
Ascon-ID-MLP
Ascon ID Ascon-ID-CNN

The following steps outline the methodology used to compare the performance
with and without regularization techniques in each combination:

+ Acquiring baseline models: In this step, we start by generating 500 neural
networks with the random search. The ranges used for searching hyperpara-
meters of MLP and CNN are listed in Table 4.2. These ranges are chosen
based on the ranges reported in the previous works [7, 76, 89]. Since those
500 neural networks are generated randomly, many of them cannot decrease
GE. Then, we select the 200 best as the “baseline models” and make the
primary pool of models to start from.

It is worth mentioning that in a fixed number of randomly generated neural
networks, the number of MLP models that reached GE = 1 was significantly
larger than CNN. For example, among 500 randomly generated MLPs with the
HW leakage model in the ASCAD-R dataset, 172 models reached GE = 1, and
the rest were able to decrease the GE to small numbers (less than 10). In the
case of CNNs with the HW leakage model, only 70 models reached GE = 1,
and many models could not even decrease the GE lower than a random guess.
However, at the same time, the best CNN models could converge to GE = 1
with far fewer attack traces than MLP models. In the previous example, the
five best MLP models ranked the key in first place with 550 attack traces on
average, while this metric was around 50 for the five best CNN models. We refer
to this observation as the “general ability of MLP models to find the key” and
the “potential ability of CNN models to find the key”. These names are selected
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according to this practical experience that MLP models are less dependent
on their hyperparameters to find the correct key. In contrast, CNN models are
sensitive to slight hyperparameter changes.

Table 4.2: Searched range of MLP and CNN hyperparameters. For both MLP and
CNN dense layers, we used the ranges shown in Dense layers part of

Table 4.2.

Hyperparameters Range

Dense layers
Number of neurons [10, 90], step = 10 + [100, 500], step = 100
Number of layers [1, 8], step =1

Convolution layers
Number of layers [1, 4], step=1
Number of kernels [4, 20], step = 1
First layer’s filter size [2, 4, 8,12, 16]
ith layer filter size ((i—1)thfilter — size)?
Pooling “Average”, “Max”
Pooling size [2,10], step =2
Pooling stride [2,10], step =2
Learning hyperparameters
Optimizer “Adam”, “RMSprop”
Weight initialization “random-uniform”, “he-uniform”,
“glorot-uniform”,
Activation function “relu”, “selu”, “elu”
Batch size [100,900], step =100
Learning rate [0.005,0.001, 0.0005, 0.0001,
0.00005,0.00001]

Epochs 200 in ASCAD-R and AES-HD,

30 in Ascon-Unprotected

- The average performance of baseline models: We use two metrics to rep-
resent the average performance of baseline models. The average GE that 200
baseline models can reach in an attack set with 5000 attack traces is called
“AVERAGE-GE". The average required number of attack traces the baseline
models need to reach GE = 1 is referred to as “AVERAGE-NT”. For those
neural networks that cannot reach GE = 1 with 5000 attack traces, we report
NT =5000.

* Re-training regularized models: We re-train the baseline neural networks
in the presence of different regularization techniques (L1, L3, dropout, and
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early stopping). These regularization techniques have their own hyperpara-
meters, which should be tuned for each neural network. To do this tuning, we
examine a range for each regularization hyperparameter. Then we consider
the best-acquired performance as the performance of that baseline model
in the presence of a specific regularization technique. Again, the considered
metrics are GE and NT. The tuned baseline model with the best performance
is called the “regularized model.”

An example can clarify the process: we want to re-train each baseline model in
the presence of L1 regularization. To do so, while all the other hyperparamet-
ers® of the baseline models stay the same, we add L1 regularization to neural
network layers. L1 has a regularization constant A that can take 12 different
values listed in Table 4.3°. We build 12 models similar to the baseline model
but having L1 regularization with different A values. Among the 12 re-trained
models, we consider the model with the smallest GE as the best-tuned model
and report its performance (the value of GE and its corresponding NT) as
the regularized model’s performance. If a neural network can reach GE = 1
with two or more A values, we consider the smallest NT and GE = 1 as the
performance of the regularized model.

Table 4.3: Hyperparameters of L1, Ly, dropout, and early stopping regularization
techniques and the experimented ranges.

Technique Hyperparameter Range

Weightdecay(L1) A [5x1072,1072,5x 1073,1073,5x 1074, 1074,
5x1072,1073,5x 107%,107%,5x 10"7,1077]

Weightdecay(L3) A [5x1072,1072,5x1073,1073,5x 1074, 1074,
5x1072,107°,5x 107%,107%,5x 107, 1077]

Dropout Dropout — rate [0.1,0.2,0.3,0.4,0.5,0.6,0.7,0.8, 0.9]

Earlystopping Patience [10, 15, 20, 25, 30] in the ASCAD-R and the AES-HD
datasets

[3,5, 7] in the Ascon datasets

- The average performance of regularized models: The AVERAGE-GE and
the AVERAGE-NT are calculated as performance metrics for the regularized
models. We compare the AVERAGE-GE and AVERAGE-NT of the baseline
and the regularized models for each regularization technique. This way, the in-
fluence of each regularization technique on the performance of DL-SCA can be
observed. The examined ranges for hyperparameters of different regularization
techniques are listed in Table 4.3.

Note: Two significant differences exist between the used intermediate value for
attacking AES primitive (attacking ASCAD-R and AES-HD dataset) and Ascon

2Including the architectural and learning specifications.
SThese values have been specified based on the grid search strategy.



4.4. Experimental Results 71

primitive (Ascon-Unprotected dataset). Firstly, the known and variable parts used
in the former are plaintext (ASCAD-R) and ciphertext (AES-HD), while it is nonce
for the latter. Secondly, for recovering 128 bits of the key for the former, we use the
same intermediate value and leakage model for all 16 Sbox outputs. In contrast,
we can recover half of the key with the selected intermediate value for Ascon. To
obtain the remaining key bits, we use yg or y1 (since they have non-linear terms
including x2). The other recovered half of the key, is plugged into the next selected
intermediate value, and we can recover the rest of the key. For more information
about the attack points please refer to Section 2.2.

4.4. Experimental Results

The experiments in this section reveal the influence of applying L1, L2, dropout, and
early stopping on DL-SCA performance. We look into four metrics to explain this
influence. First, we explore the modifications of the AVERAGE-NT and AVERAGE-
GE for baseline and regularized models in Section 4.4.1. Then, we evaluate the
models’ deterioration rate in Section 4.4.2. Finally, in Section 4.4.3, we monitor the
effect of using different regularization techniques on profiling time.

4.41. Performance Comparison

L1 regularization penalizes the size of the model parameters in a way that causes a
subset of them to become zero. The effect of this is an implicit feature selection. As a
result, L1 regularization will be most effective when the input is noisy, and the traces
include samples that do not carry information. In other words, L regularization helps
the neural networks to extract the point of interest more efficiently. In our experiments,
we use L regularization in every dense and convolution layer in both MLP and
CNN topologies. Figure 4.2a shows the AVERAGE-GE and the AVERAGE-NT for
baseline and regularized models for the ASCAD-R dataset. Notice how regularized
models always reach lower AVERAGE-GE than the baseline ones. The difference is
especially pronounced for the ID leakage model and CNN. The differences become
even more clear once considering the average number of attack traces, AVERAGE-
NT, to break the target. In three out of four settings, regularization allows for reducing
the number of attack traces in half. The results for the ASCAD-R dataset show that
L1 regularization is effective for all the combinations, but it tends to perform better
with MLP models. That is because the CNN models naturally provide more effective
feature selection than MLP models, and the influence of feature selection is more
tangible in the case of MLP.

L1 Regularization

Next, Figure 4.2b demonstrates the AVERAGE-GE and the AVERAGE-NT for
baseline and regularized models for the AES-HD dataset. For this dataset, the
baseline models perform well on average but require many traces to break the
target. Adding L; reduces the AVERAGE-GE up to five times on average and the
AVERAGE-NT for ~ 40%. We do not see an even larger influence on the number of
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Figure 4.2: The average performance with and without L regularization, for ASCAD-
R, AES-HD and Ascon-Unprotected datasets. The AVERAGE-GE (left)
is calculated for baseline (blue) and regularized (orange) models. The
AVERAGE-NT is calculated for baseline (green) and regularized (red)
models.

attack traces probably due to a limited attack set size. Indeed, when a model fails to
find the correct key, we do not have any estimation of the number of traces it would
need to find the key, so we report the maximum number of traces in used for attack
to show that the model did not succeed in finding the key.

Finally, Figure 4.2c shows the AVERAGE-GE and the AVERAGE-NT for baseline
and regularized models for Ascon-Unprotected dataset. Since this dataset contains
measurements from unprotected software implementation of a primitive, and the
traces are collected using ChipWhisperer, it can be considered an easy dataset to
attack. As a consequence, starting from the first step of our methodology to acquire
baseline models, more than 200 of the random models were converging to GE = 1 in
each scenario, which means AVERAGE-GE would be equal to one, and no more im-
provement would be possible in this regard. So we slightly modified the methodology.
The modification is replacing 20% of the primary baseline models with models that do
not converge (GE > 10) (these models are randomly selected too). This will give the
regularization techniques a chance to improve some models that are not useful in the
first place. Here, we see the effect of adding regularization after this modification to
the baseline models’ pool here. To see what improvement regularization techniques
can offer when GE = 1, we discuss the results before modification in Section 4.5.
As shown in Figure 4.2c, the AVERAGE-GE and AVERAGE-NT are already low
for baseline models. However, adding L1 regularization decreased AVERAGE-GE
to less than half in the CNN with ID leakage model. While the effect of adding L1
is smaller for the MLP with ID leakage model, it still improves models that do not
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converge without any regularization. The effect of adding L1 on the AVERAGE-NT
of CNN models is considerable as well. In Figure 4.2c, one can see that using L1
can decrease the required number of attack traces up to two times for CNN models.

Comparing CNN-HW and MLP-HW combinations in Figure 4.2a, CNN-ID and MLP-
ID combinations again in Figure 4.2a, and the CNN-ID and MLP-ID combinations in
Figure 4.2c we can see the “general ability of MLP models to find the key” mentioned
in Section 4.3 more clearly. While the AVERAGE-GE and AVERAGE-NT are similar
for CNN-HD and MLP-HD combinations in Figure 4.2b, this ability is recognizable
after applying L1 regularization.

L, Regularization

L, regularization shrinks the weights to values close to zero but rarely counts ir-
relevant features out. In our experiments, we use L, regularization in every dense
and convolution layer in both MLP and CNN topologies. Figure 4.3a shows the
AVERAGE-GE and the AVERAGE-NT for the baseline and regularized models for
the ASCAD-R dataset. As one can see, the regularized models can always reach
lower AVERAGE-GE and AVERAGE-NT. The AVERAGE-GE sharp decrease in all
four settings is noticeable. This decrease shows that the L, regularization improves
models that cannot converge to GE = 1. The difference between baseline and
regularized AVERAGE-GE is the most pronounced for the CNN with the ID leakage
model. The effectiveness of L, regularization is also apparent when considering the
average number of attack traces. Applying this regularization reduces AVERAGE-NT
by half or less in three out of four settings. The improvement for the MLP with the
ID leakage model is the most significant one. The observed improvements are the
consequence of reducing overfitting by making the weights smaller and close to
zero.

Figure 4.3b demonstrates the AVERAGE-GE and the AVERAGE-NT for the
baseline and regularized models for the AES-HD dataset. As the AVERAGE-GE and
the AVERAGE-NT reflect, the average performance of baseline models is almost
the same for both combinations. However, the Ly regularization improves the results
more for MLP models. Adding L, reduces the average GE five times in the CNN-ID
and seven times in the MLP-HD settings. The influence on the required number of
attack traces is not as significant, but it is still more in the MLP-HD combination.
Besides the reasons mentioned in Section 4.4.1, this limited effect on AVERAGE-NT
results from the noise level and type in this dataset.

Lastly, Figure 4.3c represents the AVERAGE-GE and the AVERAGE-NT for the
baseline and regularized models for the Ascon-Unprotected dataset. The AVERAGE-
GE plot shows almost three times improvement in CNN networks and almost two
times improvement in MLP networks after using L, regularization. The impact on the
required number of attack traces does not strictly follow those numbers. However,
the effect is considerable, especially for the CNN networks where regularized models
need twice fewer traces than baseline models.

L1 and L regularization considerably enhance the performance in all datasets.
However, the L, regularization is slightly more effective for the ASCAD-R and Ascon-
Unprotected datasets, while L1 is more effective for AES-HD. This observation
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Figure 4.3: The average performance with and without L regularization, for ASCAD-
R, AES-HD and Ascon-Unprotected datasets. The AVERAGE-GE (left)
is calculated for baseline (blue) and regularized (orange) models. The
AVERAGE-NT is calculated for baseline (green) and regularized (red)
models.

stems from the distinct effect of these regularization techniques and the nature of
noise in the considered datasets. L1 bypasses the influence of irrelevant features by
implicit feature selection while L> considers almost all the input features. The input
in the ASCAD-R dataset is a narrowed window of the entire measurement, including
the time samples corresponding to the first round Sbox calculation. The input in
the Ascon-Unprotected dataset is with time samples restricted to the first round of
permutation in the initialization phase. Quite the contrary, in the AES-HD dataset,
the input contains all the samples collected during the AES decryption operation.
Therefore, input includes many irrelevant samples collected during pre-processing,
ten rounds of AES, and the final processing. As a result, the AES-HD dataset needs
stronger feature selection to confine the effect of these irrelevant time samples. The
results indicate that both regularization techniques have different but equally valuable
properties.

Dropout

As mentioned in Section 4.2, the dropout technique used in different neural network
layers depends on the layer type. In our experiment, we used typical dropout after
every dense layer in MLP and CNN models and spatial dropout after every convo-
lution layer in CNN. Figure 4.4a shows the AVERAGE-GE and the AVERAGE-NT
for the baseline and regularized models for the ASCAD-R dataset. Looking at Fig-
ure 4.4a, one can see that the average GE for CNN-HW and MLP-ID combinations
increased after applying dropout. This observation indicates that adding dropout
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may cause inferior performance in many cases. Dropout, in essence, is changing
the architecture (a subset of the neural network hyperparameters) of the model. In
contrast, other regularization techniques used here do not change the structural
hyperparameter but only affect the learning process. Adding dropout is equivalent to
changing the set of hyperparameters that work well together in every epoch, which
can justify the deterioration of the model after using dropout. However, the deterior-
ation effect of dropout is still being studied in the deep learning domain. A closer
look at the GE and NT measurements for each baseline and dropout regularized
model shows that many models deteriorate after applying dropout (more description
is in Section 4.4.2). However, we still can see a decrease in the AVERAGE-NT for
these two combinations, which indicates the potential of dropout when it is effect-
ive. The effectiveness of this technique when it does not deteriorate a model is so
significant that it can compensate for the increase in the required number of attack
traces imposed by deteriorated models. In the other two combinations (CNN-ID and
MLP-HW), the AVERAGE-GE and AVERAGE-NT decrease slightly, showing model
deterioration happens here as well. Still, it is less compared to CNN-HW and MLP-ID
combinations.
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Figure 4.4: The average performance with and without dropout regularization for
ASCAD-R, AES-HD, and Ascon-Unprotected datasets. The AVERAGE-
GE (left) is calculated for baseline (blue) and regularized (orange) models.
The AVERAGE-NT is calculated for baseline (green) and regularized
(red) models.

Figure 4.4b shows the results for the AES-HD dataset. With the decrease in the
AVERAGE-GE and the AVERAGE-NT of regularized models, the deterioration effect
is not detectable here. Still, one can see that the AVERAGE-GE and AVERAGE-NT
improvement after applying dropout is less compared to L and L.

Figure 4.4c shows the AVERAGE-GE and AVERAGE-NT for baseline and reg-
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ularized models using dropout for Ascon-Unprotected dataset. Considering the
AVERAGE-GE, one can see that after adding dropout, the performance improved
for the CNN-ID combination, while it declined slightly for the MLP-ID combination
(because of the deterioration of some models). For the AVERAGE-NT, still, the
average for the MLP-ID combination improved a bit because the number of models
that deteriorated was scant, and they could not degrade the average influence of
adding dropout.

Dropout works better when using MLP with fewer output classes (HW or HD leak-
age models), which is the indirect effect of the deep learning model size. In the case
of the ID leakage model, there are 256 output classes, while the number of output
classes for HW and HD leakage models is 9. However, since the number of input
samples and training examples is the same for all leakage models, significantly larger
models cannot be used for the ID leakage model. As a result, dropout regularization
cannot produce enough distinct smaller networks to reflect the ensemble effect for
256 output classes.

Early Stopping

Early stopping controls overfitting by manipulating the number of training iterations
(epochs). This technique is adequate when the initial number of epochs is signific-
antly larger than what the model needs to learn the underlying leakage distribution.
Figure 4.5a indicates the AVERAGE-GE and AVERAGE-NT for baseline and regu-
larized models for the ASCAD-R dataset. Based on the results, the AVERAGE-GE
improvement is minimal in the ASCAD-R dataset, which means early stopping can-
not improve models that do not converge without early stopping. The effect is more
evident in CNN-ID and MLP-ID settings. If a baseline model does not reach GE = 1
without early stopping, using this technique does not significantly help the model to
reach GE = 1. On the other hand, the epoch-wise evolution of GE shows that when
GE reaches 1, it rarely increases again. Early stopping seems helpful regarding
the required number of attack traces. The regularized models managed to achieve
smaller AVERAGE-NT in all four settings. Stopping a model as soon as it reaches
GE = 1 reduces overfitting and helps the model find the key with fewer attack traces.

Next, Figure 4.5b depicts the AVERAGE-GE and AVERAGE-NT for baseline and
regularized models for the AES-HD dataset. The early stopping effectiveness on this
dataset is similar to L1 and L> regularization. This outcome shows that even early
stopping regularization can improve GE and the required number of attack traces in
a noisy dataset like AES-HD. This technique is considerably helpful in settings with
MLP and limited output classes (HW and HD).

Finally, Figure 4.5¢c demonstrates the AVERAGE-GE and AVERAGE-NT before
and after using early stopping for Ascon-Unprotected. As mentioned in Section 4.4.1,
Ascon-Unprotected is considered an easy dataset. Therefore, neural networks gen-
erally need fewer epochs to learn the pattern. As expressed in Table 4.2, we used
30 epochs in this dataset. The results show that this value is sufficient because a
large number of models could converge with this number of epochs. This smaller
value for the number of epochs imposes a smaller value for the patience hyperpara-
meter for early stopping. As shown in Table 4.3, we used three different values for
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Figure 4.5: The average performance with and without early stopping regulariz-
ation for ASCAD-R, AES-HD, and Ascon-Unprotected datasets. The
AVERAGE-GE (left) is calculated for baseline (blue) and regularized
(orange) models. The AVERAGE-NT is calculated for baseline (green)
and regularized (red) models.

Table 4.4: The deterioration rate.

ASCAD-R AES-HD Ascon
CNN- CNN- MLP- MLP- CNN- MLP- CNN- MLP-
HW ID HW ID HD HD Y4 Y4
Ly 1.5% 4.5% 0% 6.5% 3% 0.5% 0.5% 9%
L 0% 2% 0% 1.5% 2% 0.5% 2% 1.5%
Dropout 29.5% 19% 7.5% 23.5% 22.5% 10.5% 10% 5.5%
Early stopping 8.5% 18% 0.5% 19% 14% 4% 9.5% 2%

the patience hyperparameter. However, comparing the AVERAGE-GE for baseline
and regularized models shows that this regularization technique is not effective in
the Ascon-Unprotected. Early stopping is suggested for long training or problems
with smooth learning, i.e., problems with less fluctuation in validation accuracy or
validation loss. In the Ascon-Unprotected, none of these conditions are fulfilled.
Therefore, using early stopping does not improve model performance in many cases.
A deeper look into the models shows that only a handful of non-converging baseline
models converged after adding early stopping. Besides, early stopping with the used
patience hyperparameters caused underfitting for some other models. These two
facts justify increasing the AVERAGE-GE for regularized models. Surprisingly, the
improvement provided by early stopping for the rest of the models is significant
enough to promote the AVERAGE-NT and to compensate for underfitting caused by
early stopping.
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4.4.2. Deterioration Rate

Although all results (Figure 4.2a to Figure 4.5a) give insights into the influence of
regularization techniques on DL-SCA attack performance, we can extract even more
information from the experiments. One example is the percentage of models that
deteriorate after using a regularization technique. We call this metric the “deterioration
rate,” which is the percentage of the regularized models that perform worse than
their baseline counterparts. This metric shows how confident we can be that adding
specific regularization techniques helps to improve the final performance. One can
see the deterioration rates for L1, L, dropout, and early stopping techniques in
Table 4.4.

The deterioration rate for L regularizer is a bit higher for CNN-ID and MLP-ID com-
binations in the ASCAD-R dataset and MLP-ID combination in Ascon-Unprotected
dataset compared to the rest. The selected leakage model (ID) causes this higher
deterioration rate. The larger number of output classes makes the model more sens-
itive to changes. The dispersion of the traces that we collect is fixed and independent
from the leakage model that we select. When the selected leakage model leads into
more output classes, we are partitioning the same data into more classes. This can
make the model more sensitive to small variations in the input features. This could
potentially make the model less robust to noise or other small changes in the input.
Besides, with more output classes, the model generally becomes more complex,
requiring more parameters to learn. This can make the model more sensitive to the
nuances in the training data. Looking carefully, one can see that the columns with
the ID leakage model in Table 4.4 show higher deterioration rates on average.

The deterioration rate for L regularization is less than 2% for all the settings
showing that L-regularized models almost always perform better than the baseline
model regardless of the selected settings. This outcome confirms that adding L
regularization will improve the performance or, in the worst case, will simply not help.

The situation is different when dropout is used. Deterioration rates in Table 4.4
indicate that dropout degrades many regularized models. CNN with the HW leakage
model suffers the most from applying dropout. After that, MLP with ID leakage model
and CNN with HD leakage models are the combinations that worsen considerably
after using dropout. The variation in the leakage models and network topology that
experience the highest deterioration rate shows that the root cause of this observation
is beyond the selected settings. The recognized deterioration after applying dropout
is not unique to DL-SCA. In [99], Gabrin et al. reported reduced test accuracy after
using dropout. Li et al. [100] showed that dropout could help accuracy but not in
all cases. In [97], Srivastava et al. noted the necessity of changing the training and
architectural hyperparameters to tune the model again after using dropout.

While the situation is better for early stopping compared to dropout, using it can
still degrade some models. Again, CNN-ID is the combination that deteriorated the
most, resulting from both neural network and leakage model selection. MLP-HW
and MLP-HD show low deterioration rates after applying early stopping. However,
for MLP-ID, it seems to be dependent on the dataset. Looking at Table 4.4 column-
wise, MLP-HW combinations for the ASCAD-R dataset, MLP-HD combination for
the AES-HD dataset and MLP-ID combination for the Ascon-Unprotected dataset
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have the lowest deterioration rates for all regularization techniques. As mentioned in
Section 4.3, MLP models are “generally able to find the key”, while CNN models are
“potentially able to find the key”, and they should be tuned to work well. As a result,
MLPs “absorb” changes in hyperparameters or added regularization techniques
while applying small changes prevents CNNs from finding the key. In essence, the
changes imposed on MLP models by regularization techniques do not deteriorate
the models. This is why the combinations containing MLP show more improvements
after applying regularization techniques, especially when models are smaller, i.e.,
when the number of output classes is less.

4.4.3. Profiling Time Changes

The average profiling time is the last considered metric that gives us useful informa-
tion about the influence of regularization techniques on the models’ performance.
Table 4.5 shows the calculated profiling time for baseline and regularized models.
The numbers show that early stopping can reduce profiling time. The only change
this technique imposes on the models is forcing them to stop the training as soon
as the accuracy does not change for a number of epochs. This way, it can stop
the training process earlier and reduce the profiling time. All the other techniques
increase the profiling time considerably. The smaller numbers for Ascon-Unprotected
dataset can be justified using two facts. Firstly, the number of epochs in this dataset
is 30, while it is 200 for the other two datasets. Besides, the number of input time
samples for this dataset is 772, while it is almost twice as much in the other two
datasets (1400 for the ASCAD-R and 1250 for the AES-HD dataset). These two
together will result in an average less training time for both combinations for the
Ascon-Unprotected dataset.

Table 4.5: Average profiling time (in seconds) for baseline and regularized models
with different regularization techniques.

ASCAD-R AES-HD Ascon
CNN- CNN- MLP- MLP- CNN- MLP- CNN- MLP-
HW ID HW ID HD HD Y4 Y4
Baseline models 933 986 651 663 825 465 16 12
Ly 3739 4620 1854 2603 6027 4832 23 18
Ly 3934 3958 1396 2097 6881 4194 28 17
Dropout 2420 3299 1209 1626 3759 1967 25 16
Early stopping 632 898 165 579 432 256 14 9

4.5. Discussion

So far, the experiments have investigated the influence of different regularization
techniques on DL-SCA. Based on the experiments, the overall view confirms the
dependency of regularized model improvement on different factors like the level of
the dataset’s noise, leakage model, and neural network topology. In other words,
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Figure 4.6: The dispersion of baseline and regularized models NT over their size in
ASCAD-HW-MLP combination.

the improvement that a specific regularization technique offers differs per model and
depends on the model’s characteristics. However, it is still relevant to answer these
two general questions:

+ What is the most effective regularization technique among L1, L2, dropout,
and early stopping?

» When does a regularization technique work at its best?

This section tries to find an answer to these two questions.
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Figure 4.7: The dispersion of baseline and regularized models NT over their size in
AES-HD-CNN combination.

4.5.1. Different Techniques Effectiveness in General

Considering the results in Section 4.4, it is not easy to say which regularization
technique is the most effective among the four experimented ones. As mentioned
earlier, the effectiveness of a regularization technique depends on different factors.
However, Figures 4.6 and 4.7 try to give an overall comparison of L1, L, dropout,
and early stopping effectiveness in DL-SCA. The plots present the required number
of attack traces (NT) over the size of all the baseline or regularized models for
ASCAD-HW-MLP and AES-HD-CNN combinations.

As shown in Figure 4.6, the baseline models spread almost all around the plot (the
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green spots) for the ASCAD-HW-MLP combination. Adding L1 (red) or L (yellow),
regularization pushes the spots to the bottom part of the plot so that the NT is less
than 2000 traces for all L1 and L-regularized models. In contrast, while adding
dropout (blue) increases the density at the bottom of the plot, many spots remain on
the upper side, which means it cannot improve many models as good as L3 and L».
Early stopping (purple) influence is considerably better than dropout but not as good
as L1 and L. Based on the dispersion of spots, L1 improves the models slightly
more than L.

The plots in Figure 4.7 (AES-HD-CNN combination) confirm the mentioned con-
clusion. In this combination, most of the selected models are small.* Therefore, the
spots group in the left part of the plots. However, one can still see the sparseness
of baseline models along the y-axis. Adding L1 and L regularization pushes the
red and yellow spots to the lower corner. The better effectiveness happens for L
again. Early stopping pushes down the purple spots, and its effectiveness is close
to L regularization. In the case of dropout, while there are a few spots lower than
1500 (the other three regularization techniques could not push more than one spot
under 1500), the rest of the spots mostly spread from 2000 to around 3500. This
spreading range shows the poorer effectiveness of dropout.

4.5.2. Implicit and Explicit Regularization Comparison

Recent works have studied implicit and explicit regularizations and their connections.
Here, we use simplified definitions of those terms without getting into the details to
specify when it is a good idea to use regularization techniques. Implicit regularization®
is the effect imposed by the characteristics of the neural network architecture and the
learning algorithm. In other words, it is the regularization that can be provided with a
model and the learning algorithm. Designing a model using hyperparameter tuning
along with deep and detailed knowledge about the dataset in hand can result in finding
the optimal hyperparameters and parameter set for the problem, which provides
a model with sufficient implicit regularization. This regularization does not change
the objective function [101] [102]. The gradient descent algorithm (and stochastic
gradient descent as its extension) offers implicit regularization inherently [101] [103].
On the other hand, explicit regularization modifies the expected loss and objective
function and reduces the effective capacity of a given model to reduce overfitting.
Explicit regularization is mostly provided by regularization techniques like dropout
and norm penalties [102].

Implicit and explicit notions and the best and the worst baseline models in each
combination are used to state when applying regularization techniques is effective.
Among the baseline models selected for each combination, some models work very
well and can rank the correct key in the first place with a few attack traces. These
are the models close to carefully designed networks and offer adequate implicit
regularization by themselves. They reduce overfitting and increase generalization

4The small size of neural networks is imposed during the hyperparameter search and baseline model
selection. In general, hyperparameter tuning imposes selecting smaller models that offer a better
implicit regularization.

5Also, algorithmic regularization.
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Figure 4.8: (a) Ten best baseline models in ASCAD-HW-CNN combination along
with their L1, L, dropout, and early stopping regularized counterparts.
Baseline models have better performance than their regularized counter-
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along with their L1, L, dropout, and early stopping regularized counter-
parts. Regularized models have better performance than their baseline
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Figure 4.9: (a) Ten best baseline models in AES-HD-CNN combination along with
their L1, Lo, dropout, and early stopping regularized counterparts.
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sufficiently with the learning algorithm. Also, some other models can only find the
key with a significant number of traces or cannot rank the key in the first place even
after using the maximum available attack traces. The implicit regularization of these
models is insufficient, and they usually need extra regularization to reduce overfitting
(and increase generalization).

In Figure 4.8, one can see the AVERAGE-NT for ten baseline models that perform
the best (green spots in Figure 4.82) and ten baseline models that perform the worst
(green spots in Figure 4.8b) among 200 selected baseline models in ASCAD-HW-
CNN combination. In Figure 4.8a, one can see that the best ten selected baseline
models have an acceptable performance before applying any regularization tech-
nigues. On the other hand, their counterpart regularized models perform worse in
almost all cases. Figure 4.8a indicates the worst ten selected baseline models in
the ASCAD-HW-CNN combination. As the opposite of best-selected models, the
AVERAGE-NT for these baseline models is around 5000, while regularized models’
performance is far better. In many cases, the performance of the worst models after
applying a regularization technique is comparable with the best baseline models.
Figure 4.9 shows the same behavior for the AES-HD-CNN combination. As depicted
in Figure 4.9, the best ten baseline models worsen after adding regularization tech-
nigues. At the same time, the worst ten baseline models show good performance
after applying regularization techniques.

This observation shows that regularization techniques are more effective when
the selected baseline model does not offer enough regularization by itself. Thus, it
seems efficient to use regularization techniques specially when the model is selected
randomly and does not provide excellent performance.

4.5.3. Reqgularizer Benefit When GE Is One

As mentioned in Section 4.4.1, more than 200 of the randomly generated models
in Ascon-ID-MLP and Ascon-ID-CNN scenarios converged to GE = 1 (In fact, their
final GE was less than two). With a view of this, after selecting the 200 best models
in each scenario, the AVERAGE-GE was less than two for baseline models. Since
all the baseline models could find the key in the first place, inspecting the effect
of regularization techniques in such a situation is compelling. Figure 4.10 shows
the AVERAGE-GE and AVERAGE-NT for the baseline and regularized models after
using L1, L2, dropout, and early stopping. Interestingly one can see that while the
AVERAGE-GE increased most of the time, the AVERAGE-NT decreased in almost
all the cases. It means that even if a model is good and can recover the key without
any regularization techniques, we can still improve the performance by adding a
regularization technique that appears as less required attack traces. Compared to the
rest, the improvement is more pronounced for L1 and L> regularization for the CNN-
ID combination. For the CNN-ID combination, the required attack traces decreased
up to two times for regularized models with L1 and L, even the AVERAGE-NT
decreased slightly. The improvement for this combination after using dropout and
early stopping is not as sharp as L1 and L; but is better compared to the MLP-ID
combination. The improvement of AVERAGE-NT for the MLP-ID combination is
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minimal for all the regularization techniques.

A closer look into the modified baseline models’ deterioration rates in Ascon-
Unprotected dataset in Table 4.4 and the deterioration rates for the primary selected
models (the ones with AVERAGE — GE < 2) in Table 4.6 approves that in both
schemes more or less similar number of models deteriorated.

Table 4.6: The deterioration rate for primary baseline models.

Ascon-Unprotected

CNN-Y4 MLP-Y4
Ly 1% 9%
Ly 1.5% 1.5%
Dropout 7% 7.5%
Early stopping 6.5% 2%

4.6. Conclusions and Future Work

This work provides an in-depth study of L1, L2, dropout, and early stopping in-
fluence on the performance of DL-SCA ( eight different combinations of datasets,
leakage models, and deep learning network topologies). Our experimental results
show that while all these techniques can improve the DL-SCA performance, some
of them are more effective than others. Considering the average required attack
traces (AVERAGE-NT), the average guessing entropy (AVERAGE-GE), and the
deterioration rate, we observe that L1 and L, are the most effective regularization
techniques. While early stopping has moderate effectiveness, it can reduce training
time. In comparison, other techniques increase training time considerably. Since
the dropout deterioration rate is very high compared to the other techniques and
it increases the training time, we recommend using it carefully. Overall, there is
potential in using regularization techniques to resolve the overfitting issue in SCA,
but they should be used with care and consideration for their strength and weakness.

In future work, it would be interesting to compare the influence of other, more
advanced regularization techniques, like batch normalization and data augmentation,
with the current work results. Another interesting direction is combining different
techniques and checking if adding two or more regularization techniques can improve
the performance further. We tried it already for a limited number of models with
dropout and L regularization together. The results showed that a model using both
dropout and Ly performed better than the baseline or regularized model with only
dropout or L. However, to generalize the observation, a more comprehensive study
is needed. Besides, while we used ASCAD-R, AES-HD, and Ascon-Unprotected
for our experiments, other datasets, especially from public cryptography, can be
targeted to further investigate regularization techniques’ effectiveness.
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Figure 4.10: The average performance with and without L1, L7, dropout and early
stopping regularization, for Ascon-Unprotected dataset. The AVERAGE-
GE (left) is calculated for baseline (blue) and regularized (orange)
models. The AVERAGE-NT is calculated for baseline (green) and regu-
larized (red) models.



Jump, It Is Easy: JumpReLU
Activation Function in Deep
Learning-based Side-channel
Analysis

One of the main directions that the DL-SCA community should explore is how to
design efficient architectures that can break the targets with as little as possible attack
traces, but also how to consistently build such architectures. This chapter, explores
the usage of the JumpRelLU activation function, which was designed to improve the
robustness of neural networks. Intuitively speaking, improving the robustness seems
a natural requirement for side-channel analysis, as hiding countermeasures could
be considered as adversarial attacks. In this chapter we will see using JumpReLU is
a good option to improve the stability of attack results.

5.1. Introduction

Finding high-performing neural network architectures is challenging as it involves
selecting from a long list of hyperparameters. From these hyperparameters, in the DL-
SCA domain, the activation function is normally selected to be either ReLU or SelLU.
ReLU is the most commonly used activation function, mainly due to its simplicity and
effectiveness. Despite research on novel activation functions specifically designed for
side-channel analysis, such as the proposal by Knezevic et al. [104], ReLU remains a
standard choice. However, this does not mean that more suitable activation functions
cannot be designed.

In the field of adversarial learning, Erichson et al. [105] presented the JumpReLU
activation function. The authors describe it as a very simple and inexpensive strategy
that can be used to “retrofit” a previously trained network to improve its resilience to
adversarial attacks (i.e., attacks on machine learning that aim to cause misclassific-

87
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ations of the machine learning algorithm).

In DL-SCA, traces are very noisy for different reasons including added counter-
measures. Implementation countermeasures can be seen as a manipulation to
deceive the model into making incorrect predictions. Thus, the natural questions
that arise are: Can JumpReLU be used to improve model efficincy in the SCA do-
main? Can JumpReLU be used as in [105] on already-trained models to enhance
their accuracy? Which threshold value should be used? Can we expect randomly
generated models to perform better using JumpReLU instead of ReLU and SelLU?

In this chapter, we look for answers to these questions by performing a compre-
hensive list of experiments with the ASCAD-F and ASCAD-R datasets.

In summary, the main contributions are:

1. Providing a benchmark between random models using RelLU, SelLU, and
JumpReLU.

2. Verifying whether JumpReLU can be used in already-trained SCA models to
increase their performance.

3. Verifying how performance is affected when an existing architecture is taken
and its activation function is replaced with JumpReLU.

Related Work: Since the work of Maghrebi et al. [5], where the first published
results of deep learning techniques applied to the domain of side-channel analysis are
presented, multiple research works showcased the importance of hyperparameter
tuning and how identifying high-performing models can be challenging due to the
large number of hyperparameters that must be considered. As such, multiple works
considered how to find high-performing neural network architectures efficiently, see,
e.g., [76, 78,79, 106, 107].

Regarding the impact of activation functions, Benadjila et al. [7] have studied
the effect of the activation function on the performance of the neural network, and
they reported that their best results were obtained with ReLU, tanh, and softsign (a
variation of tanh), but they chose ReLU due to its state-of-the-art results and because
its computation time is lower than the other two functions. Knezevi¢ et al. [104] used
evolutionary algorithms to evolve new activation functions for side-channel analysis.
Their experiments with the ASCAD-R database showed that this approach is highly
effective compared to results obtained with standard activation functions and that
it can match the state-of-the-art results from the literature. The authors evaluated
two HW and ID leakage models and MLP and CNN architectures. Moreover, Do et
al. [108] analyzed the effect of the activation function in MLP- and CNN-based deep
learning models for non-profiled side-channel analysis. For their MLP-based models,
using the ELU activation function provided better performance than ReLU in fighting
against noise generation-based hiding countermeasures.

5.1.1. Activation Functions

Activation functions are an essential component of neural networks, introducing
non-linearity. They enable the learning of complex patterns and relationships in data.
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Without activation functions, a neural network would be equivalent to a single-layer
model, regardless of the number of layers, limiting its ability to capture complicated
dependencies. Activation functions help determine how neurons respond to inputs
and control the flow of gradients during backpropagation, affecting convergence
speed and overall training stability [109].

ReLU: The Rectified Linear Unit (ReLU) activation function is a widely used non-
linear function in artificial neural networks [110, 111], particularly in deep learning
models. It is defined by:

g(2) = max{0, z}. (5.1)

ReLU is the default recommendation in modern neural networks [94].
SeLU: The Scaled Exponential Linear Units (SeLU) [112] activation function is
defined by:

X, if x > 0.

a(e*—1), ifx<0, (5-2)

fx)=A {
with a~ 1.6733 and A ~ 1.0507.

JumpReLU: The JumpRelLU [105] (Jump Rectified Linear Unit) activation function
is a variant of the standard ReLU function with a jump discontinuity, yielding piece-
wise continuous functions. It introduces a positive threshold parameter k such that
the neuron remains inactive until its input exceeds k. The magnitude of the jump
is a parameter the user must define.

0, ifz<k.

5.3
z, ifz>«k. (5.3)

J(2) =zH(z—k) = {

Here, H denotes the discrete Heaviside unit step function. The JumpReLU activation
function introduces robustness and an additional amount of sparsity, controlled via
the jump value k. Thus, JumpReLU suppresses small positive signals. We depict
the operation of the JumpRelLU activation function in Figure 5.1.

7(2) /

| o

Figure 5.1: JumpReLU activation function.

When presented, JumpRelLU was proposed as a strategy to improve resilience to
adversarial attacks. Moreover, it was concluded that it can be used in models already
trained using ReLU. In this scenario, it provides a trade-off between robustness and
classification accuracy, which the user can control in a post-training stage by tuning
the threshold value k.
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Another application where JumpReLU has shown improved results versus other
activation functions is in sparse autoencoders for language models. Here, JumpRelLU
enables more faithful reconstructions than competing methods, such as Gated or
TopK Sparse AutoEncoders [113].

5.2. Analysis Methodology

The goal of this section is to examine how the use of JumpReLU affects the perform-
ance of DL-SCA. To clarify this, we investigate two different scenarios.

» We explore whether substituting the activation function in well-known archi-
tectures with JumpReLU can potentially enhance their performance. This is
explored in two settings:

— Retrofit: Substitution of the activation function on an already trained model,
i.e., JumpRelLU is used only at the inference phase.

— Substitution: Substitution of the activation function and training of the
model, i.e., JumpReLU is employed during both the training and inference
phases.

« We investigate whether the average performance of random CNN and MLP
models for DL-SCA is better using JumpReLU compared to the other activation
functions.

In the following, we introduce the steps required for each scenario.
In the first scenario, we would like to see if replacing the activation function of well-
known architectures with JumpReLU results in improving the performance of those
models. To verify this, our methodology is straightforward. We take the following
steps:

- Acquiring baseline models: We train well-known models reported in previous
works. Training is done using identical hyperparameters and datasets to ensure
comparable results. The models we used are listed in Table 5.1. The works
listed in this table reported one or more CNN and/or MLP neural networks for
at least one of the datasets mentioned earlier. We call them “baseline models”.
The activation functions in baseline models are either ReLU or SeLU, but none
use JumpRelLU.

- Record the baseline model’s performance: After training each model and
using it to perform the attack, we use guessing entropy (GE) and the number
of attack traces (NT) to report the model’s performance for the target dataset
the model was developed for.

Replacing the activation function with JumpReLU: There are two ways
to apply JumpReLU as the activation function in this scenario. The first and
simpler approach is to replace the activation function only during the attack
phase (Retrofit). The second approach is to replace the activation function of
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Table 5.1: The list of works/architectures we consider in our experiments. We depict
* if the work reported a well-performing CNN and e if the work reported
a well-performing MLP.

Covered datasets ASCAD-F ASCAD-R
niol — pnlol - Lol = p(ol — ol —  plo]
0 50 100 0 50 100
[7 *, 0 *, 0 *, 0 %, 0 *, 0 *, 0
[76] * * *
[106] * * *

the baseline model with JumpReLU and retrain the model from scratch. In this
case, all other hyperparameters are kept unchanged, and only the activation
function is replaced (Substitution).

As discussed in Section 5.1.1, JumpReLU introduces an additional hyper-
parameter, kK, which must be tuned for each neural network. To tune this
parameter, we evaluate five different values for each baseline model, namely
k € {0.001,0.002,0.003,0.004, 0.005}. The model achieving the best
performance among these configurations is referred to as the JumpReLU-
equivalent model.

* Record the JumpReLU-equivalent models’ performance: In the final step,
we evaluate the performance of models that use the JumpRelLU activation
function and compare their performance with the baseline models. The results
obtained by replacing the activation function only during the inference phase are
reported as Retrofit. In contrast, the results obtained by replacing the activation
function during both training and inference are reported as Substitution. The
goal of this step is to assess whether replacing the activation function of
previously well-performing models with JumpRelLU can further improve their
performance.

In the second scenario, we would like to see if using JumpReLU activation function
can improve the performance of the models on average. To evaluate this, we compare
the average performance of neural networks using two common activation functions
(ReLU and SelLU being randomly selected for each neural network combination of
hyperparameters) against their performance when their activation function is fixed
to JumpReLU. The methodology for comparing performance is described in the
following steps.

+ Acquiring baseline models: We generate 500 neural networks of the specific
topology (MLP or CNN) using a random search. This is the pool of “baseline
models”. The searching ranges for hyperparameters of MLP and CNN are
listed in Table 5.2. These ranges are chosen based on those reported in the
previous works [7, 76, 89]. Since those 500 neural networks are generated
randomly,many of them fail to decrease guessing entropy to GE = 1.
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Table 5.2: Searched range of MLP and CNN hyperparameters. For both MLP and

CNN dense layers, we used the ranges shown in dense layers part of the

table.

Hyperparameters Range

MLP dense layers
Number of neurons [10, 30, 50, 70, 90, 120, 150, 200, 250, 300, 400, 500]
Number of layers [2, 8], step = 1

CNN convolution and dense layers
Number of neurons in dense layer [50, 100, 150, 200, 300, 400, 500]
Number of dense layers [2,4], step=1
Number of convolution layers [2,4], step=1
Kernel size [4, 20], step =2
Number of filters [4,24], step =4
ith layer filter size ((i—1)thrilter_size)?
Pooling “Average”, “Max”
Pooling size [2,10], step =2
Pooling stride [2,10], step =2
Learning hyperparameters
Optimizer “Adam”
Weight initialization “random_uniform”, “he_uniform”,
“glorot_uniform”,

Activation function “RelLU"”, “SeLU”
Batch size [128,256,512]
Learning rate [le—3,5e—4,1e—4,5e—5,1e—5]
Epochs 100

Performance of the converging baseline models: First, we report how
many models, out of 500 baseline models, are able to reach GE = 1 within
4000 attack traces. We call them “converging baseline models”. Reporting
this number allows us later to assess whether the use of JumpReLU helps
models, in general, to achieve better generalization. We also use two metrics,
AVERAGE_NT and MINIMUM_NT, to report the overall performance of the
converging-baseline-models. The AVERAGE_NT represents the average num-
ber of attack traces for the MLP or CNN baseline models when they reach
GE = 1. The MINIMUM_NT corresponds to the minimum number of attack
traces required by the best-performing model among the converging baseline
models.

Re-training baseline models with JumpReLU: In step one, we gen-
erated the pools of baseline models with 500 different models (MLP
or CNN neural networks). Now, we replace the activation function
of the baseline models with JumpRelLU and re-train them for k €
{0.001, 0.002,0.003, 0.004, 0.005} jumping thresholds. Again not every
model converges to GE = 1, therefore, for each k value, we focus on the mod-
els that can converge to GE = 1 for further investigation and call them the
converging JumpRelLU-equivalent models.

The average performance of JumpRelLU-equivalent models: The AV-
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ERAGE_NT and the MINIMUM_NT are calculated as performance metrics
for the converging JumpRelLU-equivalent models in each pool with Kk €
{0.001,0.002,0.003,0.004,0.005}. We compare the AVERAGE_NT
and MINIMUM_NT of the converging-baseline-models and the converging
JumpReLU-equivalent models. We also investigate if the number of converging
models increased or decreased after replacing the original activation func-
tion with JumpReLU. This way, the influence of using JumpReLU on average
DL-SCA performance can be observed.

5.3. Experimental Results

5.3.1. First Scenario: Effect on Well-known Models
Retrofit

To answer if the behavior observed by Erichson et al., where JumpReLU can be used
to “retrofit” already trained models, is also true for SCA, we used two architectures
described in [7]: MLPpest and CNNpegt. For both architectures, ten models were
trained for each dataset with each NLO! using its original activation function (ReLU),
and at the inference moment, ReLU and JumpRelLU were used. As there is no
previous data on which threshold range k would provide the best performance, three
different sets of values were tested Sq = {0.001k | k€[1..9]1}, Sp = {0.01k |
ke[1..9]}and S, = {0.1k| ke [1..9]}.

MLPpesi-based models only achieved generalization on the ASCAD-F dataset with
NLOT = 0. All CNNpesi-based models achieved generalization on both datasets and
with the three evaluated N9 values.

The experimental results show that using JumpReLU at inference time with the
already-trained models did not provide any relevant performance variation. When the
value of k was from Sq or Sp, the performance of the models was almost identical
to that of ReLU; for k values in S equal to or greater than 0.5, the performance
was even slightly worse than with ReLU. These results are consistent across both
datasets and the three NLO] corresponding values.

Substitution

Having seen that simply using JumReLU at inference time does not provide the
desired performance gain, we investigate the impact of substituting the original activ-
ation function with JumpReLU. Again, we used MLPpest and CNNpest based models,
but this time, these are trained using JumpReLU. Concerning model generalization,
the results are the same as described in the previous experiments. However, in this
scenario, the value of kK has a more pronounced impact on the performance of the
models. Here, k values from S provide a slight improvement for some models (see
Figures 5.2 and 5.3), while values from Sp generally provide worse performance,
and finally, values from S, mostly lead to models not generalizing. Note that the
figures depict the average behavior in darker lines and the standard deviation by
shaded area in the same color.
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With the information that JumpReLu can provide a small performance gain on
architectures that already have shown good performance, we proceed to evaluate
the performance of other architectures that do not use the ReLU function but SeLU.
The tested architectures are from [76] and [106]. Both works used a technique called
One Cycle Policy [114] to choose the learning rate hyperparameter. However, as
we want to isolate the effect of substituting the activation function to JumpReLU,
this technique is not used in our experiments, and only three different learning rate
values were used: {0.0005, 0.00025, 0.0001}. The experimental results show
that for these architectures, SeLU presented the best results, and JumpReLU did
not provide any improvement.

arch = MLP | desync = 0 arch = CNN | desync = 0 arch = CNN | desync = 100

essing Entropy
iessing Entropy
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Figure 5.2: ASCAD-F observed performance improvement.
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Figure 5.3: ASCAD-R observed performance improvement.

5.3.2. First Scenario: Effect on Random Models

Our observations show that substituting the activation function of existing well-
performing architectures with JumpReLU cannot provide a significant advantage.
Thus, the remaining scenario where JumpReLU is considered is to find new well-
performing architectures. We explore this scenario by performing a random model
search.
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ASCAD-F

The results for the ASCAD-F dataset are given in Table 5.3. For MLP-based models,
GE = 0 was only reached with N[ = 0, with 163 models using ReLU and 104 using
SelLU. CNN-based models did reach GE = 0 for all NI9, with 68 and 52 models
for ReLU and SelU activation functions, respectively. Note that we do not show
any results with MLP and desynchronization as we could not find any architecture
breaking the target with the given number of attack traces.

Table 5.3: Experimental results for the ASCAD-F dataset. The column Models de-
notes the number of models that reached GE equal to 0. NL9! denotes
the desynchronization rate, Arch denotes the architecture type, and AF
denotes the activation function used (in the last layer is always softmax).

NIOT | Arch AF Threshold | Models | Avg NT | Min NT
0 cnn SelLU - 52 2202.7 460
0 cnn RelLU - 68 2682.8 570
0 cnn | JumpRelLU 0.001 118 2289.2 440
0 cnn | JumpRelLU 0.002 116 2430.6 390
0 cnn | JumpRelLU 0.003 119 2457.7 430
0 cnn | JumpRelLU 0.004 115 2437.2 420
0 cnn | JumpRelLU 0.005 117 2494.5 490

50 cnn SelLU - 3 3123.3 2690
50 cnn RelLU - 1 4000.0 4000
50 cnn | JumpRelLU 0.002 1 3990.0 3990

100 | cnn | JumpRelU 0.001 2 3980.0 3970

100 | cnn | JumpRelLU 0.002 2 3860.0 3720

100 | cnn | JumpRelLU 0.005 2 3915.0 3830
0 mip RelLU - 163 705.1 210
0 mip SeLU - 104 902.0 180
0 mip | jumpRelLU 0.001 344 732.8 220
0 mlp | JumpRelLU 0.002 344 754.6 210
0 mip | JumpRelLU 0.003 334 745.7 210
0 mlp | JumpRelLU 0.004 337 729.6 230
0 mlp | JumpRelLU 0.005 334 724.0 190

For JumpReLU, we see that both MLP and CNN architectures reach good results.
More precisely, for CNNs, the threshold variations do not cause many differences, and
all settings are stable: a similar number of models breaking the target and a similar
minimal number of traces to break the target. Moreover, we observe that breaking a
synchronized target is relatively simple, while after added desynchronization, the task
becomes significantly more difficult (with only a handful of architectures breaking
the target). An additional observation is that CNN with SelLU activation function
actually reaches a better best result (only 2690 attack traces needed vs. 3990 for
the case with JumpReLU). Still, CNNs with SeLU and ReLU do not manage to break
the unsynchronized version with the 100 desynchronization level at all, showcasing
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that JumpReLU provides more robustness. On the other hand, for MLP, we see that
using JumpReLU allows for the majority of the tested models to break the target,
and the best results are comparable with the SeLU case (180 vs. 190 attack traces).
To conclude, JumpReLU allows more architectures to break the target, with minimal
influences from the selected threshold level, and allows comparable results on the
minimal number of attack traces required to break the target.

ASCAD-R

Table 5.4: Experimental results for the ASCAD-R dataset. The column Models de-
notes the number of models that reached GE equal to 0. NL%] denotes
the desynchronization rate, Arch denotes the architecture type, and AF
denotes the activation function used (in the last layer is always softmax).

NIOT | Arch AF Threshold | Models | Avg | Min
0 cnn SelLU - 17 2956.5 | 470
0 cnn RelLU - 29 2656.6 | 350
0 cnn | JumpRelLU 0.001 71 2349.4 | 170
0 cnn | JumpRelLU 0.002 70 25274 | 210
0 cnn | JumpRelLU 0.003 69 2463.2 | 300
0 cnn | JumpRelLU 0.004 69 2505.8 | 290
0 cnn | JumpRelLU 0.005 66 2378.6 | 240
50 cnn SeLU - 1 3800.0 | 3800
50 cnn | JumpRelLU 0.001 1 2930.0 | 2930
50 cnn | JumpRelLU 0.003 1 3980.0 | 3980

100 | cnn SelLU - 1 4000.0 | 4000

100 | cnn | JumpRelU 0.003 1 4000.0 | 4000
0 mip RelLU - 75 2333.2 | 710
0 mip SeLU - 42 1670.7 | 340
0 mip | JumpRelLU 0.001 143 2153.7 | 420
0 mlp | JumpRelLU 0.002 132 2249.5 | 480
0 mlp | JumpRelLU 0.003 131 2346.5 | 600
0 mlp | JumpRelLU 0.004 136 2515.8 | 560
0 mlp | JumpRelLU 0.005 128 2333.0 | 700
50 mlp SelLU - 1 3990.0 | 3990

100 | mlp SeLU - 1 4000.0 | 4000

The results for the ASCAD-R dataset are given in Table 5.4. With this dataset, for
all NLO1 values, at least one model reached Ge = 0. Considering JumpRelLU, we
can again observe that the threshold level does not play a significant role. Moreover,
as before, JumpReLU allows more architectures to break the target than ReLU and
SeLU. Still, with MLP-based models with desynchronization levels of 50 and 100,
we break the target using SelLU, while we cannot do it with JumpReLU. However,
since there is only one such architecture, it is difficult to assess the relevance of
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such a result. For CNNs without desynchronization, we also observe that JumpRelLU
reduces the minimal number of attack traces, giving additional advantage to the
usage of JumpReLU.

5.4. Conclusions and Future Work

This chapter investigates how the JumpReLU activation function can improve the
performance of DL-SCA models. Finding efficient models is a significant challenge
for DL-SCA, and the process is still largely reliant on the designer’s expertise and
the computing resources at their disposal, as these factors determine how much
experimentation and fine-tuning can be conducted within a given timeframe. Finding
one model that shows good performance with a given combination of hyperparamet-
ers does not imply that small changes to any specific hyperparameter will lead to
a predictable improvement or degradation in performance. Hyperparameter tuning
is often highly context-dependent, with interactions between parameters influen-
cing the overall model behavior. With this in mind and based on our experimental
results, we can conclude that JumpReLU can be considered a promising option
when constructing new architectures for DL-SCA. More precisely, we see especially
encouraging results when the JumpRelLU is given as one of the options during the
hyperparameter tuning. The architectures with it seem to improve the performance
from two aspects: 1) more architectures breaking the target and 2) fewer attack
traces required to break the target for the most performant architectures.

In future work, we plan to explore whether JumpReLU can bring advantages against
other hiding countermeasures like Gaussian noise or jitter. Moreover, JumpReLU
showed very good performance when combined with sparse autoencoders [113],
which could be another interesting research direction for DL-SCA.






One for All, All for Ascon:
Ensemble-based Deep
Learning Side-channel
Analysis

One of the successful methods that reduce the effort required to identify an optimal
model is ensemble learning. While ensemble methods have demonstrated their
effectiveness with AES-based datasets, their efficacy in analyzing symmetric-key
cryptographic primitives with different operational mechanics remains unexplored.

Ascon was announced in 2023 as the winner of the NIST lightweight cryptography
competition. This announcement leads to broader use of Ascon and a crucial re-
quirement for thorough side-channel analysis of its implementations. With these two
considerations in view, this chapter utilizes an ensemble of deep neural networks
fo attack two implementations of Ascon. Using an ensemble of five multilayer per-
ceptrons or convolutional neural networks,the secret key for the Ascon-protected
implementation can be retrieved with less than 3000 traces. To the best of my
knowledge, this is the best currently known result on the implementation which
proves the efficiency of DL-SCA and particularly ensemble learning for evaluating
cryptography implementations. For the unprotected implementation, the correct key
can be retrieve with less than 100 traces using ensemble learning, which is on par
with the state-of-the-art results.

6.1. Introduction

Deep learning-based side-channel analysis has become a research hot spot from
2016 [5]. The studies have reported many advantages for this approach. However,
despite all the advantages of DL-SCA, it is frequently emphasized that the principal
challenge for using it is the selection of a neural network model that is tailored

99
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to the specific nuances of the problem at hand [4]. To overcome that challenge,
various approaches, including hyperparameter tuning [78, 79, 115], regularization
techniques [39], or designing a methodology for model selection [76] have been
suggested.

An interesting and effective strategy proposed to circumvent (or, at least allevi-
ate) the challenge of finding an optimal model is the utilization of ensemble tech-
niques [77], where multiple sub-optimal neural network models combine to enhance
the overall performance of DL-SCA. While the results presented in that work demon-
strate the utility of the ensemble method in enhancing attack performance, a gap in
generalization across various cryptographic primitive implementations is evident.

Until recently, the publicly available datasets for symmetric-key cryptography
were centered around the AES primitive, as discussed in [4]. Consequently, the
effectiveness of many proposals, including the ensemble, has been validated using
only AES-based datasets. This raises a question about the efficiency of diverse
proposals in DL-SCA for AES when considering other cryptographic primitives. Ascon,
the NIST lightweight cryptography competition winner, is currently being standardized
for broad public use. Therefore, it is an ideal subject for such investigation.

On the other hand, introducing the Ascon family as a new standard for authentic-
ated encryption [46] has raised interest in the available implementations that could
be used in embedded devices to secure them. Then, evaluating the physical security
of cryptographic implementations against SCA is a crucial step in developing secure
embedded devices. This shift toward considering Ascon as a benchmark in DL-SCA
research not only aligns with its growing use but also provides a broader perspective
on the adaptability and efficiency of DL-SCA across different cryptographic primitives.

In this chapter, we attack two software implementations of the Ascon primitive
using the ensemble method. The key contributions of this chapter are:

- Extension beyond AES-based experiments: Previous research demon-
strated the effectiveness of the ensemble method in DL-SCA, only focusing
on the AES primitive. This chapter extends this, showing that the ensemble
method is also effective for other cryptographic primitives. The improved at-
tack performance on protected Ascon implementations should be particularly
highlighted as the challenge is more significant, and the attacks have not been
very successful to the date of publishing the paper related to this chapter. The
successful results with ensembles give more evidences that other DL-SCA
proposals aiming at AES may generalize for other cryptographic primitives.

Exploring Ascon in the context of side-channel analysis: With Ascon
being standardized by NIST and its usage expected to increase, there is a
pressing need for comprehensive side-channel analysis of its implementations.
In this chapter, we successfully attack both protected and unprotected Ascon
implementations using the ensemble method. The attack using the ensemble
method outperforms the state-of-the-art results, emphasizing the necessity
of designing and implementing adequate countermeasures for vulnerable
operations in Ascon’s implementation.

Related Work: Two research streams are closely related to the work presented
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in this chapter. The first stream employs ensemble methods to improve SCA. The
second stream targets implementations of Ascon. The following briefly summarizes
what has been done so far.

Ensemble methods were used in the SCA domain as soon as the community
started to use machine learning. For example, Picek et al. in [116] used Random
Forest (which is an ensemble of decision trees), Rotation Forest, and MultiBoosting,
all methods that use ensembling to improve the accuracy of predictions. In [117]
and [5], researchers again used Random Forest, which is one of the most popular
options for machine learning-based SCA (next to Support Vector Machines). In a
recent work, which should be considered as the first and the most relevant from the
DL-SCA perspective, Perin et al. used bagging of multiple deep neural networks for
attacking different AES implementation [77]. One can find more details about [77] in
Section 6.2.

Several works have analyzed Ascon'’s side-channel resistance since its submission
to the NIST lightweight competition. In [118], a method named SCARL is used to
recover the secret key of an Ascon Artix-7 FPGA implementation. SCARL uses LSTM
autoencoders for dimensionality reduction of S-box operations power measurements
and reinforcement learning for clustering key candidates. In [119], transfer learning is
used from gate-level power simulation traces for an Ascon software implementation
running on a custom-made RISC-V SoC to improve the performance of DL-SCA
using raw power traces as input (measured from a chip prototype of the same
design). In [71], multi-task learning is used to evaluate the side-channel resistance
of protected and unprotected Ascon datasets.

6.2. Ensembles

Ensemble techniques combine multiple predictors (machine learning models or
deep neural networks) to reduce generalization error [94]. The predictor can be
a simple machine learning method like a decision tree or an advanced one like a
deep neural network. Ensemble techniques work because different predictors may
capture various aspects of the data, and by combining them, one can often achieve
better performance than every single model contributing to the ensemble. There are
different techniques for ensemble predictors, including voting, bagging, boosting, and
stacking. These techniques are different in how they create and combine the models.
For example, bagging involves training multiple models independently and averaging
their predictions. This method is useful for reducing variance and overfitting. Boosting,
on the other hand, trains models sequentially, with each new model focusing on the
data points that previous models miss-classified, aiming to improve the predictive
performance iteratively. In deep learning, ensemble methods typically involve different
architectures or configurations of neural networks, such as varying numbers of layers,
nodes, or activation functions [77].

The ensemble method has also been used in the domain of SCA (see related
works in Section 6.1). The ensembling approach used here is aligned with the
one Perin et al. used in [77]. Their technique is specialized bagging (bootstrap
aggregating), where the models in the ensemble are selected through a random
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search, and each model is trained on the entire dataset (the “bag” used for training
every single model is equal to the whole training dataset). The models are trained
independently. We diverge from common practices like majority voting or averaging
to integrate the models’ output. That is because, in the context of DL-SCA, models
often provide uncertain predictions about the class of a trace'. The accuracy of
models in an attack phase is marginally better (or sometimes even worse) than a
random guess [77]. Consequently, techniques like majority voting or averaging are
ineffective in enhancing attack performance.

6.3. Methodology

This section provides the methodology to inspect the ensemble method’s effective-
ness for DL-SCA of Ascon primitive implementations. To evaluate the efficacy of
ensembles, we compare the performance of the ensemble (a group of the neural
network models) with the performance of the best model. To show that the results
can be generalized, the experiments are conducted on Ascon-Unprotected and
Ascon-Protected datasets introduced in Section 2.6.3. To assure that the results are
valid for various neural network topologies, we employed MLP and CNN models
combined with the attack point introduced in Section 2.2.2. We aim to retrieve x3 or
k1, which is eight bytes of the sixteen-byte Ascon secret key. We use a divide-and-
conquer strategy, i.e., we repeat the following steps eight times for each combination
of two neural network topologies and two datasets, and each time, we retrieve a
sub-key of size one byte.

+ Acquiring best predictor: In [78], Wu et al. showed that random search
can reach neural network models with top performance when one attacks
relatively easy datasets. Considering this, we generate fifty different models
using random search. The range of hyperparameters for the random search is
givenin Table 6.1). Then, we use guessing entropy to compare the performance
of these fifty models and take the model with the best performance as the
best model. 1t is worth mentioning that the selected model is not the best
possible model. Other, more advanced hyperparameter tuning techniques
(like reinforcement learning [79] or Bayesian optimization [78]) or searching
with a wider range of hyperparameters with more randomly generated models
can lead to models with better performance. Hence, our experiments aim
not to find an optimal model, and we only want to investigate whether the
ensemble performs better than the single best model. We report the best
model’s guessing entropy (GE-Best) and its number of attack traces (NT-Best)
as the performance of the best model.

Acquiring ensemble: To benefit from the ensemble method in general, a
group of neural networks that individually can learn the problem and give
predictions better than random guesses is needed. Since accuracy is not a
good metric to judge the performance of a model in the SCA domain, we use

"Trace is the whole or part of the measurement given as input to the neural network
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Table 6.1: Random search range for MLP and CNN hyperparameters.

Hyperparameter Range

MLP’s Architecture Hyperparameters
Number of neurons [30, 40, 50, 60, 70, 80, 90, 100, 120, 150]
Number of layers [2, 8], step =1

CNN’s Architecture Hyperparameters

Number of convolution layers  [2, 4], step = 1

Number of filters [4, 20], step = 2

First layer’s filter size [4, 24], step =2

i(th) |ayer filter size ((i—= Y)filter_size)?

Stride [2,10], step =2

Pooling “Average”, “Max”

Pooling size [4,10], step=2

Pooling stride [4,10], step=2

Number of dense layers [2, 4], step =1

Number of neurons in dense [50, 100, 150, 200, 300, 400, 500]
layers

Common Learning Hyperparameters in MLP and CNN

Learning rate random.uniform(0.0001, 0.001)
Activation function “relu”, “tanh”, “selu”, “elu”
Optimizer “Adam”

Weight initialization “he_uniform”

Batch size 128

Epochs 10

guessing entropy to select models that perform the best among the randomly
generated models. We take five’ models with the smallest guessing entropy
from the pool of randomly generated models to be used in the ensemble.

The selected models do not necessarily need to find the key (reach GE = 1);
they only need to reduce the GE to small values. In Section 2.6.2, we have
seen that guessing entropy can be calculated by accumulating the probability
that the neural network gives for each key hypothesis over the attack traces.
In the case of ensemble-based DL-SCA, we sum up the probabilities for each
key hypothesis from all individual models in the ensemble and accumulate that
over the attack traces. The final guessing entropy is reported as the ensemble
guessing entropy and is referred as GE-Ensemble. The number of attack traces
can be calculated using the GE-Ensemble, which we call NT-Ensemble.

2This number can vary depending on the problem, the complexity of individual models, and the desired
balance between performance and complexity. In the experiments, it observed that five models could
already offer good performance improvement.
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- Comparing the best model and the ensemble performance: The final step
is comparing the performance of the best-acquired models (GE-Best and
NT-Best) and the performance of the ensemble model (GE-Ensemble and NT-
Ensemble). The selected group of predictors for the ensemble always includes
the best predictor, and improved performance means that the ensemble method
was effective.

6.4. Experimental Results

The objective of this section is to demonstrate the effectiveness of using the en-
semble method for side-channel analysis of the Ascon primitive implementation. As
noted in Section 6.1, the ensemble method has only been utilized to attack AES
primitive implementations. Thus, its effectiveness for other primitives is unclear. The
experiments in this section demonstrate that the ensemble technique enables suc-
cessful attacks on both unprotected and protected implementations of the Ascon
primitive. The results confirm that the ensemble method is the most efficient tech-
nique to attack Ascon’s protected implementation so far. Moreover, the success of
the ensemble method attacking Ascon’s unprotected implementation matches the
success of a model selected through Bayesian optimization [71], again confirming
that the ensemble of weaker learners can match the performance of a single model
selected through an advanced hyperparameter tuning process.

6.4.1. Ascon-Unprotected

This section presents experimental results when attacking Ascon-Unprotected, an
unprotected software implementation of Ascon, using the ensemble method, and
compares the results with the performance of the best-found MLP and CNN models.
Figure 6.1a shows the evolution of guessing entropy using the ensemble method for
eight sub-keys. For each sub-key, the ensemble combines the five best MLP neural
networks selected among fifty randomly generated ones. In contrast, Figure 6.1b
depicts the guessing entropy evolution for the same sub-keys but employing the
best-found MLP model. Observe that the reduction in guessing entropy is generally
fast, though slightly slower for certain sub-keys. Figure 6.2a offers a clearer view
of the impact of using the ensemble method. The effectiveness is most evident for
key 3, where the number of attack traces drops from 100 to 70. However, in half
of the cases, using the ensemble method slightly increased the number of attack
traces. This observation is not unusual in scenarios where the problem tackled
by the deep neural networks is relatively straightforward. For instance, a closer
look into the performance of all randomly generated MLPs for sub-key 4 (key 4 in
Figure 6.1a) shows that more than 80% of the models could reveal the key with
fewer than 10 traces, indicating that the attack is relatively easy for all the generated
models. Consequently, finding an optimal model for this sub-key does not need
much effort, and using the ensemble method does not offer additional performance
benefits.

Turning to CNNs, Figure 6.1c and Figure 6.1d show the guessing entropy evolution
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Figure 6.1: Guessing entropy for Ascon-Unprotected. On top, each color shows the
evolution of guessing entropy for ensemble of five MLPs (a) and the
best-found MLP (b) selected from a pool with fifty randomly generated
MLP for each sub-key. On the bottom, each color shows the evolution
of guessing entropy for ensemble of five CNNs (c) and the best-found
CNN (d) among fifty randomly generated ones for each sub-key.

for the same eight sub-keys, using an ensemble of the five best CNNs and the best-
found CNN among fifty randomly generated ones for each sub-key. The ensemble’s
overall performance generally surpasses that of the best CNNs. However, when
comparing MLP and CNN performances, it is apparent that either the best MLP or
the ensemble of MLPs is typically more effective in key recovery. This observation
has been mentioned in Chapter 4 as the “general ability of MLP models to find the
key” and the “potential ability of CNN models to find the key”. As discussed in 4.3, a
limited number of MLP neural networks are more successful in reducing guessing
entropy on average than the same number of CNN neural networks. Yet, with a more
detailed architecture search, usually the best-found CNN outperforms the best-found
MLP in key recovery.

A comparison of Figure 6.2a and Figure 6.2b reveals that the best CNN requires
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Figure 6.2: The number of attack traces with and without ensemble method in the
Ascon-Unprotected dataset. On the left side, the number of attack traces
using the best MLP (green) and the ensemble of five MLPs (orange) is
compared. On the right side, the number of attack traces using the best
CNN (green) and the ensemble of five CNNs (orange) is compared.

at least five times more traces than the best MLP to recover a key. This observation
suggests that our search within the hyperparameter space detailed in Table 6.1
was not detailed enough, with no CNN model coming close to the optimal solution
among the randomly generated models. However, the ensemble of CNN models
could improve the attack performance compared to the best-found CNN, indicating
that the ensemble is more helpful when dealing with a group of weak models rather
than a group of powerful models. Comparing the results to the multi-task model
on the Unprotected-Ascon dataset from previous work [71], we can see that the
ensemble method with CNNs is on par with the multi-task model, recovering the key
with around 1000 traces. However, the ensemble method with MLPs can recover
the key with about 100 traces, which is significantly better than the multi-task model
where for some sub-keys more than 1000 traces were needed.

6.4.2. Ascon-Protected

Next, we outline experimental results when attacking Ascon-Protected, a first-order
protected software implementation of Ascon. The experiments in this section present
a more challenging test for the efficacy of the ensemble method, particularly because
the considered dataset is not easy to break [71]. Figure 6.3a illustrates the evolution
of guessing entropy using an ensemble of five MLP neural networks. Figure 6.3b
shows the same attack using the best-found MLP for each sub-key. Comparing these
two figures shows that the reduction in guessing entropy using the ensemble method
is much faster than the best-found MLP. The superior performance of the ensemble
method is highlighted when analyzing the number of attack traces. Figure 6.4a
compares the number of attack traces for both the ensembles and the best MLP.
Clearly, the best MLP could only reveal sub-key 3 (key 3 in Figure 6.42a) and sub-key
8 (key 8 in Figure 6.4a), whereas the ensemble of MLPs successfully recovered all
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the sub-keys except sub-key 2 (key 2 in Figure 6.4a).°
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Figure 6.3: Guessing entropy for Ascon-Protected. On top, each color shows the
evolution of guessing entropy for ensemble of five MLPs (a) and the
best-found MLP (b) selected from a pool with fifty randomly generated
MLP for each sub-key. On the bottom, each color shows the evolution
of guessing entropy for ensemble of five CNNs (c) and the best-found
CNN (d) among fifty randomly generated ones for each sub-key.

Similar observations apply to the CNN models, as shown in Figure 6.3c and
Figure 6.3d. The ensemble method allows for the reduction of all sub-keys guessing
entropy to GE = 1, except for sub-key 4 (key 4 in Figure 6.3c), while none of the
best-found CNNs in the pools of randomly generated CNN models could reduce GE
to one. The stark contrast is further evident in Figure 6.4Db.

Considering the results from the ensemble learning on the Ascon-Protected and

3This observation again emphasizes that extracting some sub-keys is more challenging than others.
This difficulty stems from the difference in the amount of leakage for each sub-key. This difference in
leakage can come from the architecture of the target (related to the hardware) or the implementation
of the algorithm (related to the software). However, this is a common phenomenon in SCA, and to
justify it, we need to get deeper into hardware and software implementations.
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Figure 6.4: The number of attack traces with and without ensemble method in the
Ascon-Protected dataset. On the left side, the number of attack traces
using the best MLP (green) and the ensemble of five MLPs (orange) is
compared. On the right side, the number of attack traces using the best
CNN (green) and the ensemble of five CNNs (orange) is compared.

Ascon-Unprotected datasets, we can conclude that the ensemble method is signific-
antly more effective for challenging datasets, where finding optimal models is more
difficult. This conclusion can be supported by the similar performance of both the
ensembles and the best-found MLP model in the Ascon-Unprotected dataset and the
considerably improved results using the ensemble method in the Ascon-Protected
dataset. The difference in the effectiveness of using the ensemble method in these
two datasets stems from the difficulty of finding optimal and sub-optimal neural
network models. Since it is relatively easy to find powerful models for the Ascon-
Unprotected dataset, the ensemble method does not offer much improvement. In
contrast, in the case of Ascon-Protected, almost all the best-found models performed
poorly. However, combining those weak models through the ensemble method could
still significantly improve the attack performance.

It is worth mentioning that using an ensemble of good models is more effective
compared to an ensemble of poor models (as expected). While the ensemble method
can offer better performance even using poor models, combining good models
provides more performance benefits [120]. One should consider that with a “good
model”, we do not mean an optimal model but a sub-optimal one that can still find
the key or reduce the guessing entropy to small values. In the case of the Ascon-
Protected dataset, most of the best-found models in our experiments were not good
enough to break the target. To find individual models with better performance, we
could extend the range of the hyperparameters outlined in Table 6.1 and increase
the number of models in the random models’ pool to increase the chance of finding
better models.

The result from our ensemble method on the Ascon-Protected dataset significantly
improved over the previous work [71], where the authors could not recover all the
bits of the key with their multi-task model. We can recover the key with less than
3000 traces using the ensemble method.
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6.4.3. Comparing with attacking AES:

As mentioned in Section 6.1, most of the published research in the DL-SCA domain
focused on AES-based datasets. Here, we mention some similarities and differences
between the side-channel analysis of AES and Ascons to make the attack easier to
understand.

The most highlighted difference between attacking Ascon and AES stems from
these algorithms’ structure differences. AES-128 has ten rounds of S-box, shift rows,
mix columns (except for the last round), and add round key, while Ascon has a
sponge-based construction with initialization and finalization phases. In the AES
primitive, the SCA target the first or last rounds because only these two rounds
operate on a known value (plaintext in the first round and ciphertext in the last round)
and the key. The structure of the Ascon algorithm is entirely different from AES, and
only the initialization and finalization phases of this algorithm seem to be vulnerable
against SCA. While the known values in the case of AES are plaintext or ciphertext,
they are nonce and the tag in the case of Ascon. Consequently, there are fundamental
differences in the S-box implementation of Ascon and AES. For instance, in the case
of AES, S-box input is a combination of key and plaintext, while it is a combination of
two bits of the key, two bits of the nonce, and one bit of the initial value in the case
of the Ascon. However, in both cases, the S-box output seems the most effective
point to attack as this point offers non-linearity. Also, divide-and-conquer is helpful
in both cases.

6.5. Conclusions and Future Work

This chapter investigates the effectiveness of applying an ensemble method to attack
both protected and unprotected implementations of the Ascon primitive. While the en-
semble method was considered before in DL-SCA, its effectiveness for symmetric-key
primitives was only validated using AES-based datasets, leading to questions about
its applicability to primitives with different operational logic. This chapter demon-
strated the successful application of ensemble methods to Ascon implementations
as a solution to reduce the costs for finding a sufficiently good suboptimal model.
Besides, using the ensemble of neural network models, we improved state-of-the-art
attacks on Ascon’s protected implementation, underscoring that future implementa-
tions should consider the current vulnerabilities and that stronger countermeasures
are needed to prevent DL-SCA. The experimental results show that with an ensemble
of (only) five neural network models, it is possible to extract the secret key with less
than 3000 traces from the protected implementation and, at most, with 100 traces
from the unprotected implementation both running on a widely used Arm cortex m4
microcontroller. One possible future work in this direction is using better (and more)
models for the ensemble, where we stipulate it can improve the final performance
even further.

The next step, can be investigating whether an ensemble of neural networks of
different types (ensemble of different topologies like MLP and CNN) trained using
different leakage models can improve the attack performance. The motivating intuition
is that a model with a particular topology trained with the same leakage model tends
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to generate less diverse predictions than models with a different topology trained with
different leakage models. Indeed, when we use a dataset and a specific combination
of neural network topologies and leakage models, the acquired models are less
diverse and mostly focus on similar leakage (points of interest). By integrating diverse
neural network types and leakage models into our ensemble, we aim to extract a
richer spectrum of information from individual traces, potentially leading to more
potent and efficient DL-SCA.



Leakage Model-flexible Deep
Learning-based Side-channel
Analysis

Profiling side-channel analysis has gained widespread acceptance in both academic
and industrial realms due to its robust capacity to unveil protected secrets, even in
the presence of countermeasures. To harness this capability, an adversary must
access a clone of the target device to acquire profiling measurements, labeling them
with leakage models. The challenge of finding an effective leakage model, especially
for a protected dataset with a low signal-to-noise ratio or weak correlation between
actual leakages and labels, often necessitates an intuitive engineering approach, as
otherwise, the attack will not perform well.

This chapter, introduces a deep learning approach with a flexible leakage model,
referred to as the multi-bit model. Instead of trying to learn a pre-determined repres-
entation of the target intermediate data, we utilize the concept of the stochastic model
to decompose the label into bits. Then, the deep learning model is used to classify
each bit independently. This versatile multi-bit model can adjust to existing leakage
models like the Hamming weight and Most Significant Bit while also possessing
the flexibility to adapt to complex leakage scenarios. To further improve the attack
efficiency, we extend the multi-bit model to profile all 16 subkey bytes simultaneously,
which requires negligible computational effort. The experimental results show that
the proposed methods can efficiently break all key bytes across four considered
datasets while the conventional leakage models fail. Our work signifies a significant
step forward in deep learning-based side-channel attacks, showcasing a high degree
of flexibility and efficiency with the proposed leakage model.
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7.1. Introduction

The effectiveness of deep learning in SCA stems from its impressive flexibility in
identifying and characterizing leakages, then correlating these leakages with vari-
ations in the data being processed. However, the leakage may not directly correlate
with the data depending on the implementations and executed hardware. The wise
selection of the leakage model should reflect the feature of actual leakages, thus
strengthening the links between leakage features and data. The stochastic attack es-
timates the significance (represented by a coefficient) of each bit [51]. Such a method
efficiently extracts the feature’s linear part while the non-linear part is missing [54]. A
more common method is to adopt pre-defined leakage modes for all bits (such as
Hamming weight or Identity) or specific bits (such as, the most or least significant
bit) [76, 78, 106, 107]. However, the existing leakage models may not match the
actual leakages feature considering the diversity of actual implementations, meas-
urement setup, and leakage pre-processing techniques. Besides, they impose a
degree of pre-existing conditions on bit significance, which may inadvertently stifle
the flexibility of the learning process.

Stochastic models [51] could be a good candidate for adapting to the physical
leakages, but they should incorporate dimension reduction techniques to reduce
the computation complexity; besides, when facing a more challenging dataset or
profiling dataset number is insufficient, their performance could be mediocre. We
provide more details in Section 7.3.1.

In this chapter, we proposes a flexible leakage model, denoted as multi-bit model,
that circumvents the constraints of traditional pre-defined leakage models, allowing
for dynamic adjustment of the leakage model in real-time during the profiling phase
of DL-SCA. Our extensive analysis underscores the potential of the multi-bit model
to evolve into an optimal leakage model that fits the physical leakages, facilitating
outstanding attack performance and effective leakage assessment. This flexible
leakage model combined with multitask learning takes a significant step in simplifying
the conventional profiling SCA process. Typically, SCA requires attacking each secret
byte separately to reveal the entire secret, such as in the case of AES, where 16
separate attacks are needed. We streamline this process into a single model training
session through multi-byte multi-bit model, which simultaneously targets all subkeys.
This model stands out for its capability to branch from a primary framework into
multiple sub-branches, enabling concurrent attacks on various subkeys. To the time
of publication of the paper related to this chapter, this was the first time in the field
where all 16 secret key bytes could be attacked simultaneously, marking a major
improvement from the state-of-the-art methods that focus on individual byte attacks in
computation efficiency and attack performance. Together with the multi-bit model that
is free from the constraints of pre-defined models and assumptions, the proposed
method is a highly promising and robust solution in DL-SCA.

The main contributions of this chapter are:

+ We analyze the limitations of the existing profiling attacks, then propose the
multi-bit model that allows more flexibility and gives insight into leakage as-
sessment.
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+ We propose a new attack method, multi-byte multi-bit DL-SCA, that can simul-
taneously profile all subkeys (in our case, 16 AES subkeys). We perform case
studies to showcase the analysis, which is further validated on four publicly
available datasets and an advanced hardware AES implementation [121] from
CHES CTF 2023.

» We provide a hyperparameter study on several relevant factors for the proposed
method: data augmentation, batch size, and the number of training epochs.
The results confirm the robustness of the method to diverse settings, and data
augmentation is a crucial factor in mounting powerful multi-bit model-based
attacks. Finally, the multi-bit model provides a novel leakage assessment
method.

The source code is available in https://github.com/lichao-wu9/
MMB. The experimental results in this chapter focus exclusively on AES implementa-
tions.

Related Work: The side-channel analysis domain has been immersed in the
study of profiling attacks for over two decades. Chari et al. pioneered this area by
introducing the concept of the template attack (TA), which is considered the most
powerful approach from an information-theoretic perspective [34]. Schindler et al.
proposed stochastic models, also known as linear regression-based profiling attacks,
where the authors approximated the real leakage function within a suitable vector
subspace [51]. To address the issue of insufficient measurements per class for TA,
pooling all covariance matrices into a single one is a viable solution [122]. Choudhary
and Kuhn, for example, investigated the pooled template attack and achieved per-
formance improvements in secret recovery and computational cost [123]. A feature
engineering phase is often necessary to reduce the number of points of interest,
thus avoiding the need to profile with complicated templates. This can be achieved
using machine learning-based feature selection [124], dimensionality reduction meth-
ods such as Principal Component Analysis (PCA) [125—127], Linear Discriminant
Analysis (LDA) [128], or Sum of Squared Pairwise T-differences (SOST) [54], or a
combination of these techniques [129].

The landscape of profiling attacks has evolved significantly by incorporating ma-
chine learning (ML) techniques. Initial ML methodologies incorporated techniques
such as random forest [117], support vector machines [130] and naive Bayes [131].
The performance of these techniques often outperformed (or at least matched) that
of the template attack and stochastic models, laying the groundwork for the advent
of more complex ML approaches. The focus of the SCA community began to pivot
toward deep learning in 2016, following the seminal work of Maghrebi et al. [5].
Incorporating deep learning alleviated some challenges related to countermeasures
and feature engineering, yet it also introduced difficulties associated with tuning
deep learning algorithms. Despite this, early research by Cagli et al. [6] and Kim et
al. [35] highlighted the potential of convolutional neural networks (CNNs) in breaking
protected targets. Techniques for improving attack performance using regularization
were also explored [35, 39, 102]. Subsequent works [76, 106, 107] delved deeper into
the design methodologies for CNNs, achieving unprecedented attack performance
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on datasets secured by masking and hiding countermeasures.

Unfortunately, most of studies discussed so far employ pre-defined leakage models
to label leakage traces. These may not necessarily align well with the target dataset.
For example, Perin et al. failed to use the Identity leakage model to break the CHES-
CTF dataset [107]. Wu et al. pointed out that the different fixed keys in the training
and validation sets for the CHES-CTF dataset result in the inefficiency of the Identity
leakage model [67], then incorporated label distribution into the profiling phase
to address this limitation. Besides, the leakage modeling was explored with the
stochastic model [51]. Stochastic models assume that the leakage function can be
formed as the sum of a deterministic component and a random one. During the
profiling phase, these two components of the leakage function are approximated
independently. Building on this work, Zaid et al. developed a conditional variational
autoencoder methodology for stochastic attacks [132]. This approach mitigates the
black-box aspect of deep learning and facilitates a more straightforward process for
architectural design. Recently, Zhang et al. introduced a multi-label deep learning-
based SCA that treats each bit in a byte as a separate label [133]. Then use all
these labels separately as a single-bit leakage model to decide about a byte of
intermediate value. Their main contribution is leveraging an ensemble using multiple
labels. However, the reasoning behind the application and the method of usage is
different from ours. Finally, the performance improvement is insignificant (detailed in
Section 7.5).

So far, the predominant focus of the research has been treating the optimization
of the labeling function (leakage model) as a task distinct from training the profiling
model. This leaves a research gap as the unification of the profiling model and
labeling function has not been properly addressed. Moreover, the performance
enhancements over methods based on pre-defined leakage models are unclear,
particularly for complex datasets incorporating countermeasures. For details about
DL-SCA and challenges to be addressed, we refer readers to [4].

7.2. Multi-Task Learning

Multi-task learning (MTL) is a machine learning paradigm where multiple tasks are
trained in parallel using a shared model architecture. MTL improves generalization by
leveraging the domain-specific information contained in the training signals of related
tasks [134]. The underlying assumption is that related tasks contain complementary
information that can be exploited to improve generalization on individual tasks. By
leveraging shared representations, MTL reduces the need for redundant parameter
learning and enhances efficiency. This concept, introduced by Caruana in [134], has
widely applied in deep learning across numerous application domains.

Many advantages have been counted for MTL including data ampilification, attribute
selection, eavesdropping, and representation bias. Data amplification refers to the
reinforcement of the signal through shared features across tasks, which reduces the
impact of noise. This effect facilitates attribute selection, as relevant inputs become
easier to identify within cleaner feature representations. Eavesdropping describes
the situation in which a difficult-to-learn feature for one task becomes accessible by
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leveraging another task that learns it more readily. Representation bias arises from
the multi-objective optimization process, which constrains the model to adopt more
consistent and stable representations compared to single-task training.

In deep learning, MTL is commonly implemented through hard or soft parameter
sharing. Hard parameter sharing, uses a shared set of hidden layers across all tasks
while keeping task-specific output layers separate. This approach is computationally
efficient and significantly reduces the risk of overfitting, as the shared represent-
ation must generalize across multiple tasks. In contrast, soft parameter sharing
assigns each task its own model with independent parameters, while regularization
techniques (e.g., L) are applied to encourage similarity between the parameters.
This offers more flexibility than hard sharing, as it allows tasks to maintain distinct
representations while still benefiting from cross-task regularization. In this chapter
we use hard parameter sharing scheme. Figure 7.1 shows a visualization of hard
parameter sharing.

| Shared
Layers

Shared Layers

Figure 7.1: Schematic of hard parameter sharing in MLT.

7.3. Leakage Model-flexible

7.3.1. Physical Leakages Estimation

In Section 2.3 we have seen how an unknown leakage function L is estimated us-
ing numerical approximation (for instance, stochastic attacks) or hypothesized into
models like Hamming weigh or Identity value of the targeted sensitive variable. We
have also seen that for DL-SCA the physical leakage is hypothesize. Depending on
the leakage model being used, the architecture of deep learning differs, especially
the output layer. Figure 7.2 shows different characterizations of the output model,
where a representation of a sub-byte (HW or ID) is attacked directly, and the bit
model, where a single bit is attacked. The state-of-the-art DL-SCA relies on a good
estimation of leakage models, but the current forms of DL-SCA do not attempt to
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characterize/assess the leakage directly as they were constructed based on assump-
tions about the true leakage model, such as the HW model or ID model. For instance,
DL-SCA cannot answer the question: “Is bit 2 of target data leaking?”. With an im-
perfect leakage model as the label of a deep learning model, one can hardly reach
the optimal attack performance, meaning that the estimated leakage model used for
labeling and the true leakage model in the targeted cryptographic operation match
with high probability. A common practice is brute-forcing possible leakage models
and selecting the best ones to report. Such an approach is problematic because
of its time-consuming nature. Meanwhile, conventional profiling SCA relies on, for
instance, setting a fixed key on the profiling device to assess each leakage model,
potentially leading to stronger attack assumptions. Although evaluation metrics, such
as loss, accuracy, or SCA metrics [32, 67, 81, 135], could be an option to assess the
black-box attack, the result is not as indicative as, for instance, guessing entropy,
which directly represents the attack performance [61].

[ Byte model (HW) ] [ Byte model (ID) } [ Bit model ]
S — &N o F »n O &>~ S~ Fﬁl‘ l{‘q %5
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Figure 7.2: Conventional DL-SCA models.

Acknowledging the limitations of the aforementioned methods, an ideal profiling
model would require two core capabilities: 1) learning both linear and non-linear
aspects of leakage features and 2) enhanced flexibility in learning leakages, avoiding
rigid adherence to a pre-defined leakage model. In light of these requirements, a
more innate resolution emerges, which involves harnessing the potential of deep
learning models. These models, noted for their adeptness in drawing out both linear
and non-linear features, can be tailored to ascertain the importance of each bit
independently, thus adequately fulfilling both requirements.

7.3.2. Multi-bit Model

The multi-bit model disassembles a byte into separate bits, where each bit is learned
individually. Formally, assuming byte m is attacked, the learning objective from
Eqg. (2.17) in Section 2.3, can be rewritten as:

1 N
Om = argmin D loss(fe(t:), b(f(kim, dim))), (7.1)
i

where function b binarizes an intermediate data to a finite set FJ = {0, 1}"; k;m and
di m stand for the m-th byte in a key vector k; and a plaintext vector d;, respectively.
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Therefore, Eq. (7.1) can be rewritten as:

argming ZZ L(fe,, (t:), b(f(kim, di,m))[0]),
0, — | Or ming,, %Zi L(fe,, (t), b(f(kim, dim))[1]),
argming,, % Z?’ L(fe,, (t), b(f(kim, dim))[N]).

Given a probability of each bit with a leakage trace t;, the probability of intermediate
data y can be represented by:

p(ylt) =] [ P(b((kim, dim))LilIti; Om). (7.3)
J

Eq. (7.2) and Eq. (7.3) are illustrated in Figure 7.3. The multi-bit model can be
considered a concatenation of bit models that cover all n bits from a side-channel
perspective (here, we assume n = 8, targeting a single byte). Thanks to its ability to
learn each bit, the proposed multi-bit model embodies characteristics shared with
both byte (e.g., HW and ID) and bit models (e.g., LSB and MSB) discussed in the
previous section: it bears similarities to byte models in that all bits within a byte are
taken into account, and akin to bit mode, the bits are treated individually.

On the other hand, the distinguishing features render the multi-bit model particularly
advantageous for DL-SCA. Indeed, unlike byte models, the multi-bit model does not
enforce any pre-conditions on bit importance. The multi-bit model offers flexibility
to DL-SCA in learning and weighing each bit, thus, sharing more similarity to the
stochastic model discussed in Section 7.3.1. It can easily adapt to any of the existing
leakage models, such as the Hamming weight model, where the probability of each
bit should be above 50% with the same value, or the LSB leakage model, where only
p(b(kim, di m)[0]|ti; @m) moving beyond 50%, while the rest remains unchanged.

N
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Figure 7.3: Multi-bit model.

To demonstrate the effectiveness of the multi-bit model, we present attack results
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with a simulated dataset comprising different leakages following Eq. (7.4).

Casel:y
Case2 : hw(y)

Case3: Zl?r;z b(y)li]
Case4 : T2, bl + T, bOL]

leakage =

where y represents the target sensitive data y = Sbox(d; ® k*), d; € D; d; and
k* denote a random plaintext byte and a fixed key byte, respectively. Function b is a
binarization function. Noise Z is added to all features with Z ~ A/(0, 02). To ensure
the noise has the same effect on each test case, the leakage is normalized between
0 and 1. A total of 10 000 traces were simulated for each test case.

Template attack is used for the benchmark thanks to its interpretable nature. The
multi-bit profiling model is constructed by building a Gaussian template on each bit
separately'; the bit predictions form the probability of a byte following Eq. (7.3).

We first test the flexibility of the multi-bit model in generalizing to leakage that only
leaks ID and HW (cases 1 and 2 in Eq. (7.4)). 0 is set to 0.1 for the low noise setting.
The accuracy of each bit is shown in Table 7.1. Aligned with our expectations, the
HW leakages lead to similar accuracy of each bit, indicating the equal contribution
to the actual leakage; bit; of the ID leakage model has the highest accuracy; the
rest follows descending order. These observations confirm the ability of the multi-bit
model to adjust to different leakage models. Moreover, this result confirms our claim
that the commonly used leakage models, including HW and ID, have assumptions
on the leakages of each bit.

Table 7.1: Bit accuracy for ID (case 1) and HW (case 2) leakages.
bit; bite bits bits bits bito bit1 bitg

ID 093 0.60 0.55 0.51 0.50 0.51 0.50 0.50
HW 0.61 0.60 0.60 0.60 0.60 0.60 0.60 0.61

Then, we consider a more realistic scenario for cases 3 and 4, where leakage
comes from only specific bits or a combination of bits. Additionally, o is increased to
0.4 to simulate the realistic noise effect, increasing the attack difficulties. The attack
result is shown in Figure 7.4. Here, the flexibility of the multi-bit model allows it to
outperform the HW and ID leakage models, with the leakage models becoming non-
ideal in case 3 and case 4. Especially when the real leakage is modeled complexly,
as in case 4, the performance gap between the multi-bit and byte models becomes
larger. Indeed, the results thus clearly show the advantage of using a multi-bit model
in adjusting and extracting complex features.

"Note that all bits can be modeled with one profiling model with deep learning.
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Figure 7.4: Guessing entropy for case 3 and case 4.

7.3.3. Multi-byte Multi-bit DL-SCA

From a deep learning perspective, the multi-bit model compresses multiple bit models
into one model. This method aligns with multi-task learning (MTL), where multiple
tasks (bit classification) are learned simultaneously. MTL is a well-studied machine
learning technique that trains several learning tasks in parallel [134, 136]. Formally,
given m learning tasks {Ti}le where all the tasks or a subset of them are related,
multi-task learning aims to learn the m tasks together to improve the learning of
a model for each task 7; by leveraging information that result from the training of
related tasks [134, 137].

From an SCA perspective, the side-channel leakages from a target device primarily
stem from the switching activities of transistors within the integrated circuit. Con-
sidering that the modern CPU/crypto co-processor has at least an 8-bit bus width,
different bit classification tasks share a common feature representation based on the
original features corresponding to byte processing. multi-bit mode ensures a more
powerful representation learned for all the tasks. Meanwhile, the shared represent-
ation learned by the related tasks during the training step spares the learning of
redundant training parameters, improving the model’s generalization performance.

Formally, Eq. (7.1) can be extended to Eq. (7.5) to attack n bytes.

argming % SN L(fa(t), b(f(ki0, di,0))),

argming 2 LUe(td), b(f(ki1, di1))),

0= (7.5)

argming & X L(fa(td), b(f(kin, din))).

We denote the deep learning model following Eq. (7.5) as multi-byte multi-bit
DL-SCA, the corresponding leakage model is referred to as multi-byte multi-bit model
(MMB). MMB provides multiple advantages. First, the profiling model can better
generalize new, unseen leakages by sharing information across multiple bytes. When
a profiling model learns to perform multiple tasks, it can lead to capturing common
underlying patterns and features beneficial for all tasks. This characteristic makes
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MMB act as a form of regularization and avoid overfitting to specific patterns or noise.
Besides, It can help when individual tasks have limited data. By jointly training on
multiple tasks, the profiling model can leverage the data from one task to improve its
performance on another, leading to more efficient use of available data.

One can take two approaches in constructing a multi-byte multi-bit DL-SCA tar-
geting b bytes: 1) a single model with b * 8 output nodes, and 2) a tree structure
with a main branch and b subbranches responsible for the classification of bits in
each byte. Recall that in a single n-bit multi-bit model, leakages for different bits
may be found at the same time, given that in the target operation, the n bits are
processed simultaneously (e.g., n = 8, considering a byte as the basic block). When
extending to multiple bytes, we can assume that the bits of each block are processed
separately (fits the target software AES implementations used in this paper). In that
case, the second approach fits better, wherein a dedicated model (a subbranch) is
assigned to each sub-byte to handle its bits separately. We acknowledge that the
shared representation of different bytes could still exist. Thus, the main branch is
introduced to extract the general features useful for all subbranches.

[ Main branch ]

Figure 7.5: Multi-byte multi-bit DL-SCA.

The proposed architecture is shown in Figure 7.5. The main branch is responsible
for leakage processing and extraction of general features. After the main branch,
several multi-bit DL-SCAs construct the subbranch for each target byte. The multi-
byte multi-bit DL-SCA inherits the advantages of multi-bit model, namely, the flexible
leakage model. In addition, it brings several benefits. First, learning different tasks en-
sures that the main branch only learns useful features for all subbranches. Moreover,
it is computationally efficient since the entire model has only n * 8 output nodes,
while the model in [138] would require n * 256 outputs when attacking all sub-bytes.
Knowing that the dimension of the output layer could influence the hyperparameter
tuning of a model, our approach reduces the model size, thus increasing the learning
efficiency.

Several practical aspects should be emphasized when executing real-world attacks.
Like traditional DL-SCA, pre-processing leakage measurements is an indispensable
step toward an effective attack. Beyond simply normalizing the data, we have identi-
fied data augmentation (Section 7.4.4) as the crucial element that drives the success
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of the proposed attack. Data augmentation, used as a regularization technique, helps
to deter the profiling model from focusing excessively on specific features, allowing
it to concentrate instead of global features [138]. Since data leakages are confined
to a few features in the realm of SCA, such methodologies can prevent the model
from overfitting to non-pertinent features [139, 140]. We present a hyperparameter
study on data augmentation in Section 7.4.4.

7.4. Experimental Results

This section focuses on investigating the attack performance using various leakage
models. In line with Section 7.3.1, we consider HW, ID, LSB, and MSB. For the
proposed methods, we include both multi-bit DL-SCA and multi-byte multi-bit DL-SCA
in the benchmark. To facilitate a fair comparison and offer a comprehensive overview
of the general attack performance, all 16 subkeys are attacked.

We use DL-SCA to highlight the attack capacity with the multi-bit model. For a fair
comparison, the deep learning model and hyperparameters remain constant across
all attack methods. We acknowledge that tailoring deep learning models (or hyper-
parameter tuning) for each dataset and method may enhance attack performance.
However, this approach also introduces more variables like model complexity and
training effort, which could increase the complexity of our benchmarking process
significantly. According to the No Free Lunch theorem [141], the only way to know
which model is best is to evaluate them all, which is impossible. As a result, when
trying to see the influence of factors other than the model selection and hyperpara-
meters, the effect of selecting optimal solutions can be neglected by picking a model
that works well.

Given its excellent performance in various attack environments, we utilize a con-
volution neural network based on [107].7 Since their neural network is one of the
best-performing architectures based on our knowledge, we use the same neural
network to attack with other leakages models, i.e., HW, ID, LSB, and MSB, for bench-
marking purposes. The network structure includes two convolution blocks, each
with a convolution layer (kernel numbers: 4, 32; size: 40, 8; stride: 20, 4, for each
convolution layer, respectively), an average pooling layer (size: 2; stride: 2), and a
batch normalization layer. This is followed by two dense layers with 32 neurons and
an output layer with eight neurons. We use Scaled Exponential Linear Unit (Selu)
for the layer activation [112], except for the final layer, which uses Softmax [142]
that converts a vector of n real numbers into a probability distribution of n possible
outcomes. The batch size is set at 512; a hyperparameter study on its influence
is given in Section 7.4.4. When the multi-byte multi-bit model is applied, the main
branch includes convolution blocks, while each subbranch contains the remaining
dense layers and output layers.

Regarding the training epochs (the number of iterations that allow a profiling model
to adjust to input data and output labels), the DL model is trained for 200 epochs

2The deep learning models were implemented using Python 3.6, with the TensorFlow library version
2.6.0. Training algorithms were executed on a Nvidia GTX 1080T| GPU, managed by Slurm workload
manager version 19.05.4.
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for each key guess across all test cases. An evaluation of the number of training
epochs can be found in Section 7.4.4. To ensure a fair comparison, we apply data
augmentation to all DL-based attack methods, achieved by adding a layer right after
the input layer that randomly shifts the leakage measurement within a pre-defined
augmentation level (the maximum value of random shifting) of 5. We provide a
detailed analysis of data augmentation in Section 7.4.4.

We use guessing entropy to evaluate the attack performance for each method.
If an attack fails to break the target with the given number of attack traces, its
performance is denoted with an ’x’. Otherwise, we calculate the number of attack
traces to achieve a guessing entropy of one (NT). Each attack scenario is tested ten
times independently to minimize the influence of random elements (e.g., random
weight initialization) on the attack performance. The results are averaged to represent
the general performance of an attack method.

7.4.1. Performance Evaluation

This section benchmarks the proposed methods with different pre-defined leakage
models. The multi-bit and multi-byte multi-bit DL-SCA are denoted by MB and MMB,
respectively. The MMB attacks 16 sub-bytes simultaneously, while the rest targets
each sub-byte in sequence. The attack performance is represented by NT, the
number of attack traces to each guessing entropy of one.

The performance of the proposed attack scenarios on ASCAD-F and ASCAD-R
datasets indicates an effective approach to handling various leakage models. The
performance across all attack scenarios is similar when attacking the first two key
bytes. This is attributed to the lack of masking countermeasures on the first two bytes,
allowing MMB, MB, and pre-defined leakage models to extract relevant features and
break the target.

MMB and MB models significantly outperform other leakage models when dealing
with Boolean masking, displaying superior efficiency in breaking all key bytes. For
instance, none of the pre-defined leakage models could recover the k1, of ASCAD-F,
but MMB and MB demonstrated remarkable capabilities by recovering it with just
219 and 59 traces, respectively. Note that our DL model for MMB is very simple. An
increased DL complexity could potentially increase the attack performance. This
trend is also apparent for the ASCAD-R dataset, where only MMB and MB could break
the target on the same key byte (k12). Only 177 and 175 attack traces are required
to reach a guessing entropy of one. These observations confirm our earlier assertion
in Section 7.3.2 that the proposed method can effectively handle complex leakage
models. Besides, compared with LSB and MSB leakage models that solely focus on
one specific bit, attacking more bits leads to significantly better performance. Due
to the capability of the deep learning model to combine physical leakages of mask
shares, both MMB and MB break the first-order masking effectively. Still, we note
that retrieving these key bytes might be accomplished through refined deep learning
architectures or increased training effort [107]. However, it is time-consuming; the
tuned model may not function on different leakages. When considering real-world
scenarios where the correct key is unknown, an adversary would rely on a fixed
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model to attack different datasets (a common practice in the industry). In this case,
MMB and MB are superior choices due to their flexibility to different leakages.

When comparing MMB and MB, their performance is comparable when attacking
these two datasets. One may worry that such a simple main branch would limit the
model’s capability to learn so many tasks, but the results show that the features
provided by the main branch of the network are sufficient for all 16 tasks. This
observation suggests two conclusions. First, each sub-key shares common features
and thus can be handled by MMB at once. Second, the used network still has room
to be simplified when solely focusing on a single sub-byte.

Table 7.2: NT of each subkey for the ASCAD-F dataset.
ko ki1 k2 ks ka ks ks k7 kg ko kio ki1 kiz2 ki3 kia Kis

MMB 1 4 7 20 9 4 22 10 135 15 76 18 219 123 9 69
MB 1 4 5 19 9 7 23 17 185 6 37 3 59 67 9 51
HW 4 4 494 282 419 372 535 590 x 628 1402792 x X 202 x
ID 2 2 X 290 66 74 2415111 x 126 1272x X X 23 X
LSB 17 17 155243 63 81 208 57 268349 138 x X 108444 61
MSB 27 33 «x 13511079983 984 866 x 623 x 517 x X 3544 x

Table 7.3: NT of each subkey for the ASCAD-R dataset.
ko ki k2 k3 ka ks ke k7 ks ko kio ki1 kiz kiz kia kKis

MMB 3 5 23 76 28 9 15 35 94 14 74 15 177 110 13 48
MB 2 5 23 8 23 10 17 42 80 27 71 16 145 65 15 26
HW 5 6 15231088357 439 138411603482808 1081824 x X 415 x
ID 3 2 X X 309 59 «x X X X X X X X 66 x
LSB 16 11 288 118 43 55 192 98 520 39 89 116 x 391 24 54
MSB 39 60 x X 4128 x 1104 x X 1698 x 296 x X 1023 x

Tables 7.4 and 7.5 show the attack results on the CHES-CTF and eShard data-
sets. Aligned with the previous two datasets, MMB and MB maintain outstanding
performance compared with other pre-defined leakage models. Interestingly, one
can observe that MB cannot retrieve all subkeys, while MMB can and performs better
in attacking all keys. For instance, only MMB can recover k4, kg, and k12 of the
eShard dataset, while all other methods fail. Since MMB and MB share identical main
branches and subbranches (the only difference is that MMB has more subbranches
for each sub-byte), aligned with the discussion in Section 7.3.3, we conclude that
multi-task learning helps generalize each task, leading to robust attack perform-
ance. One should note that some attacks/profiling models could perform better than
presented results, i.e., attacking different intermediate data [143] or using fine-tuned
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mode [78, 107]. However, they do not influence the conclusion drawn here, as MB
and MMB would also benefit from these approaches.

Table 7.4: NT of each subkey for the CHES-CTF dataset.

ko ki ka2 ks ka ks ke k7 ks ko kio ki1 kiz kiz kia kis
MMB 89 96 58 100 227 76 48 43 114 55 50 46 321150 59 35
MB 72 57 43 53 78 51 55 56 53 73 40 54 582 40 53 26
HW 2058 x 803 1157x 136917151121 x 301313304558 x X 15351473
ID X X X X X X X X X X X X X X X X
LSB 509 812 140 395 387 501 576 228 266 482 439 267 X 533 581 371
MSB 607 486 1360x 20403164 758 x X 813 2257327 x X 499 x

Table 7.5: NT of each subkey for the eShard dataset.
ko ki1 ka2 ks ks ks ks k7 ks ko kio ki1 k12 ki3 kis Kis

MMB 119 504 858 248 1103 691 488 949 2162340 106 953 1503541 417 470
MB 1173942 908 299 x 1706 1894 1085 x 876 24201459 x 1269 1880 1304
HW 16902626 1279922 x 976 973 783 x 174213701051 x 120815571176
ID X X X X X X X X X X X X X X X X
LSB  x X 45922321 x X X 4640 x X X X X X X X

MSB x X X X X X X X X X X X X X X X

Finally, aligned with the previous observation, MB and MMB lead to better attack
performance than LSB and MSB. Specifically, when attacking the eShard dataset,
attacking a single bit seems non-functional; one should combine multiple bits to
recover the secret. In this case, MB and MMB are the optimal choices for this task.

7.4.2. Leakage Assessment with the Multi-bit Model

Besides the key recovery, the proposed method provides insight into leakage assess-
ment. Previous results [78, 107] show that the CHES-CTF dataset is only breakable
via the HW leakage model, which our results confirm. None of the key bytes can be
retrieved via the ID leakage model. Interestingly, the MSB leakage model also leads
to mediocre performances. The reasoning for the poor attack performance can be
explained from two perspectives. Recall in Section 7.3.2 when the simulated data
has only the ID leakage, MSB is the most significant contributor to actual leakages
(see Table 7.1). However, based on the attack results in Tables 7.4 and 7.5, these
two datasets contains limited MSB leakages, potentially leading to the failure of the
ID leakage model.

The observations can be validated with an evaluation metric. We illustrate the
validation accuracy for each bit (256) of the multi-byte multi-bit model in Figure 7.6.
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The mean and standard deviation are represented by the blue line and shaded blue
areas, respectively. Some studies [35, 78] suggest that validation accuracy may be
unreliable when working with pre-defined leakage models. However, their conclusion
is drawn from the HW and ID leakage model; the bit model we used is unexplored.
On the other hand, other evaluation metrics, such as precision and recall, could also
evaluate each bit’s prediction. However, since the two classes, 0 and 1, are balanced
for each bit, validation accuracy could be considered a good metric for this task.

0 50 160 150 200
epoch

(a) ASCAD-F. (b) ASCAD-R. (c) CHES-CTF. (d) eShard.

Figure 7.6: Validation bit accuracy for each dataset.

As shown in Figure 7.6, for ASCAD-F and ASCAD-R, there is a sharp rise in
the standard deviation, indicating a broader distribution of bit validation accuracy.
The top five bits yielding the highest accuracy are either b7 (MSB) or bg of a byte.
This observation aligns with the results in Tables 7.2 and 7.3, indicating that the ID
leakage model functions well for some bytes. On the other hand, when examining
CHES-CTF and eShard, the accuracy of each bit increases relatively uniformly, as
evidenced by their small standard deviation. This supports the observation of the
HW accuracy made in Section 7.3.2 and also corroborates the earlier discussion
about the mediocre performance of the ID model.

It is clear that the ASCAD-R and CHES-CTF datasets are prone to overfitting, a
phenomenon we explore in detail in Section 7.4.4. Additionally, for the CHES-CTF
dataset, one might observe that some bits emerge as ’outliers’ during the early
stages of training. All these outlier bits are associated with sub-byte 12, suggesting
that they exhibit distinct leakage features compared to the other sub-bytes. Still, one
can observe a steady increase in the validation bit accuracy of the corresponding
bits, indicating that our multi-byte multi-bit model is generalized to features that all
tasks can share.

7.4.3. Case Study of the SMAesH Challenge

The previous experimental results evaluate the performance of MB and MMB on
8-bit intermediate values. Next, we assess their performance on a more advanced
implementation, SMAesH, used as the target for the Capture The Flag challenge
in CHES 2023. SMAesH is a hardware implementation of the AES block cipher
that uses masking as a countermeasure against side-channel attacks [121]. The
masking technique in use, Hardware Private Circuits (HPC) [144], is a glitch-resistant
hardware-specialized implementation that can compose arbitrary higher-order mask-
ing. The SMAesH dataset on Artix-7 FPGA has 224 traces with random keys for
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profiling and 224 traces with a fixed key for the attack. There are two versions of
the dataset enabling or disabling the knowledge of mask share during the profiling
phase. We consider the former dataset in this section. Specifically, the plaintexts and
their shares, the keys and their shares, and the random seed (the random number
generator output for each cryptography operation) are given along with a simulation
package that allows the generation of desired intermediate values [121].

Implementation-wise, the data is processed in 32-bit format. Besides, two inter-
mediate shares are processed simultaneously. These characteristics complicate the
leakage scenario, as a single-time sample of the trace carries information of multiple
shares and bytes. In this case, using multi-task learning and the MB model is a good
match. The reasons are twofold: first, learning multiple tasks simultaneously that
share information across multiple intermediate values helps to avoid overfitting and
learning unrelated noise patterns. Second, using deep learning and a bit model as
the last layer of the neural network makes it possible to learn the complex leakage
in the case of SMAesH implementation from the bit level. Specifically, aligned with
the previous experimental setting, we apply two multi-bit models to attack the Sbox
input and output shares, respectively.® Then, soft analytical side-channel analysis
(SASCA) [145] is applied for the key recovery.” The attack works under the same
assumptions as profiling attacks. First, we need to profile every intermediate value
we are attacking. Then, in the attack phase, we exploit the outcome probabilities for
all intermediate values over multiple traces. The last step is combining the exploited
information with output probabilities (acquired utilizing the profiles) employing belief
propagation and factor graphs as introduced by SASCA. For the attack setting, we
started by attacking 8 bits (a single byte) for each intermediate data, resulting in
16 binary outputs for each model (because we have two 8-bit shares). Then, we
increased the number of attacked bits to 16, 32, and 128 key bits. Furthermore, to
validate our method with different DL architectures, we employed a simple multilayer
perceptron (MLP) model to attack this target.

Table 7.6: The best rank of the keys attacking the SMAesH dataset.

Attacked key size 8 bits 16 bits 32 bits 128 bits
Best key rank/total key space  2°3-12/28  29.2/216  717.98332  66.90,128
Attack traces 5000000

Table 7.6 shows the key rank results we reached after the attack using 5000 000
attack traces. The key rank of the full key (128 bits) is 266-2, which is better than
the attack reported by “Morningstar-1.3” [146]. We compare our attack with theirs
because it is the closest attack to our approach.® They employed multi-task learning
with the ID leakage model to exploit the information spread over the Sbox input,

3We have also performed attacks on unmasked intermediate data, but the performance is mediocre.

4SASCA includes attacking multiple cryptography operations and their input and output intermediate
values simultaneously.

5Still, we acknowledge there are better attacks for this dataset. We refer interested readers to [121] for
more details on these attacks.
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Sbox output, and the transition leakage on the Sbox input wires. In their attack,
they could reach the key rank of 28 for recovering the whole 128 bits of the key
using 5000 000 traces. With our attack, we can reduce the key space to less than
half of the key space they reached. Considering that we did not make any extra
effort to optimize the neural network used to attack the SMAesH dataset, the results
are surprisingly good, resulting from learning the most accurate leakage model
from the bit level. One can observe a relatively lower key space when involving
more intermediate data in our model. The key rank is around 25-13 when the target
is only one key byte. Assuming each byte leads to the same attack performance,
the remaining key space for 16 bytes is 282:08_ Following the same assumption,
we would expect that the key space was around 273-60 when we attacked 16 bits
and around 271:92 when we attacked 32 bits. Therefore, we conclude that using
multi-task learning and seeing all the outputs simultaneously is helpful for the neural
network to characterize the input leakages better and extract critical and shared
features that may overlap in the same time stamp.

7.4.4. Hyperparameter Study

In this section, we explore the influence of various hyperparameters on the DL model
with the multi-bit model. Instead of focusing on one sub-byte, the multi-byte multi-bit
DL-SCA is used for benchmarking, and all sub-bytes are considered. For a fair
comparison, the attack results on 16 sub-bytes are averaged to demonstrate the
influence of hyperparameter changes.

Data Augmentation

As discussed in Section 7.3.3, the role of data augmentation is crucial for the multi-bit
DL-SCA. Consequently, we conduct a hyperparameter study specifically focusing on
data augmentation, aiming to assess the impact of the augmentation level on the
attack performance. The findings from this study are comprehensively presented in
Table 7.7.

Table 7.7: Hyperparameter study on data augmentation (DA).
DA-0 DA-5 DA-10 DA-20
ASCAD-F 51 46 243 1654
ASCAD-R 137 46 88 938
CHES-CTF 274 270 428 328
eShard X 716 395 450

When the level of data augmentation (the maximum value of random shifting) is set
to zero, the multi-bit DL-SCA fails to break the eShard dataset. However, a significant
performance improvement is noted with the introduction of random shifts in the
datasets. Optimal results are consistently observed within the data augmentation
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range of DA-5 across all test scenarios. As the level of data augmentation reaches
20, there is a notable decline in attack performance in various configurations.

From these observations, we can ascertain the critical role of data augmentation
in enhancing the effectiveness of the multi-bit DL-SCA. However, employing an
excessively high level of data augmentation can have adverse effects, reducing
the model’s attack performance. This high augmentation level can increase the
complexity of fitting the model to the leakage (as the time location of the leakages
becomes more random), requiring either longer training periods or larger models,
thus increasing the computation effort.

Batch Size

The concept of batch size in a deep learning model pertains to the number of
examples (pairings of inputs and outputs) utilized in a single training iteration. This
parameter plays a significant role in shaping a deep learning model’s behavior
and overall performance. Notably, a discernible generalization gap exists between
small and large batch sizes. Studies illustrate that smaller batch sizes can offer
a regularizing effect, often resulting in superior generalization performance [147,
148]. This suggests that models trained with smaller batches may exhibit enhanced
performance on unfamiliar data. As observed in Table 7.8, this aligns with our
expectation that smaller batch sizes generally lead to improved attack performance
in the proposed method.

Table 7.8: Study on the influence of the data size.
BS-256 BS-512 BS-768 BS-1024

ASCAD-F 44 46 112 177
ASCAD-R 26 45 65 79
CHES-CTF 157 270 165 190
eShard 875 715 695 673

While smaller batch sizes in deep learning models generally lead to better attack
performance and superior generalization, it is crucial not to overlook the implications
for computational efficiency. Larger batch sizes enable more efficient utilization of
computational resources, such as GPUs, which tend to perform optimally when
handling computations in larger blocks. When balancing performance against re-
sources, one should consider that larger batch sizes can significantly reduce training
time. For instance, in our experiments, a batch size of 1 024 could complete tests
on all datasets four times faster than a batch size of 256 (around 8 hours). Thus, in
designing and training deep learning models, careful consideration should be given
to finding the optimal balance between batch size, computational efficiency, and
model performance.
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Training Epochs

Increasing the number of training epochs does not necessarily enhance the mapping
capability of a deep learning model from input to output. On the contrary, it could
diminish the model’s ability to generalize on unseen datasets, a phenomenon known
as ‘overfitting’. Figure 7.6 clearly shows that ASCAD-R and CHES-CTF suffer from
overfitting when training with 200 epochs. Table 7.9 further illustrates the performance
fluctuations of the proposed method when trained with varying numbers of epochs.
Indeed, training with just 50 epochs proves to be sufficient for most configurations,
while an additional 150 epochs (totaling 200) yield stable attack results except the
CHES-CTF, as the attack performance deteriorates with increased epoch training.
Indeed, Figure 7.6¢c shows that training for 30 epochs results in the peak of validation
accuracy for all bytes except byte 12, after which the accuracy diminishes with
additional epochs. When training with 30 epochs, excluding byte 12, the required
attack traces for each byte drop to an average of only 12 traces per byte for key
recovery, surpassing the outcomes shown in Table 7.4. As for the eShard dataset,
there is a consistent decrease in key rank value, in line with the observation in
Figure 7.6d.

Table 7.9: Study on the influence of the training epoch.
EP-30 EP-50 EP-100 EP-200 EP-300

ASCAD-F 503 137 44 46 50
ASCAD-R 88 47 40 45 46
CHES-CTF 301 119 137 270 286
eShard X 3889 1081 715 761

Several strategies can be employed to mitigate overfitting. Data augmentation, as
discussed in Section 7.4.4, is one effective solution. Additionally, one could apply
an early stopping technique that halts model training if a monitored metric fails
to increase over a certain number of epochs. Our results indicate the efficacy of
validation accuracy as a metric to mitigate overfitting in the MB and MMB models.

Regarding computational efficiency, the mean training time per dataset is approx-
imately 30 minutes. Given that both sets of 16 bytes are attacked simultaneously,
the efficiency of each byte’s attack (less than two minutes) is comparable with the
state-of-the-art method, even with careful hyperparameter tuning [76, 79].

Our analysis highlights that hyperparameter tuning, specifically adjusting the
data augmentation level, impacts the attack performance. Nonetheless, the model
demonstrates resilience to hyperparameter variations, with only one hyperparameter
setting (zeroing the data augmentation level) leading to a failed attack. It is important
to note that we employ a single model to attack all four datasets, achieving consistent
performance. This underscores the simplicity of our model’s hyperparameter tuning.
Furthermore, it emphasizes the robustness of the proposed multi-byte multi-bit
approach, making it a reliable profiling solution across varying attack scenarios.
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7.5. Discussion

The multi-bit model effectively bridges two approaches in estimating physical leak-
ages: numerical approximation and leakage hypothesis. Typically, numerical approx-
imations decompose the target intermediate data into bits and then estimate their
coefficients. The multi-bit model follows the same approach by estimating all bits
simultaneously. Integrating deep learning enables extracting non-linear features from
side-channel leakages, potentially improving the estimation of physical leakages.
Compared to relevant methods, such as stochastic models [51], the multi-bit leakage
model can be dynamically adapted to various pre-defined leakage models during
the profiling phase with different implementations. This adaptability offers enhanced
flexibility, allowing the profiling model to learn more effectively from physical leak-
ages without being constrained by suboptimal leakage model selection. Compared
with [133] that profiles each bit individually, we further investigate the multi-bit model’s
leakage model-free characteristic. Briefly speaking, multi-label learning is familiar
to the machine learning community. From our perspective, they reuse multi-label
learning as a new architecture of DL-SCA with the hope of producing better results.
However, from the original paper, the improvement is insignificant. We put much
effort into discussing the capability of the multi-bit model to adapt to different leakage
models on both the simulated and the real datasets. Based on these studies, the
reason why the multi-bit model is better for SCA is well-understood. Besides, we
extend the multi-bit model to the multi-byte multi-bit model, attacking all 16 bytes
simultaneously. This is the first paper that can recover all key bytes at once. Another
notable strategy is the One-vs-All (OvA) method, which decomposes a multi-class
problem into multiple binary classification problems. For a problem with N classes,
OvA establishes N distinct binary classifiers, each differentiating one class from the
rest. Acharya et al. utilized the OvA method to train 256 sub-models for each key
byte, aggregating these models for the final prediction [149]. However, this method
assumes that each intermediate value produces distinct physical leakages that may
not fit the reality. Improved label encoding, such as using Hamming Weight, could
yield better OvA results. Nonetheless, potential class imbalances and high computa-
tional complexity, particularly for attacking all 16 bytes (requiring training of 256*16
models), are significant challenges. From both attack and computation perspectives,
our approach demonstrates superior performance.

The multi-bit model, however, is not without its limitations. The bit decomposition of
intermediate data does not guarantee that all bits can be accurately learned, leading
to uncertainties in certain bits. For example, in Table 7.1, when the real leakage model
is ID, bitg to bits exhibit low accuracy, akin to random guessing. Deep learning
models, which often employ gradient descent for loss function minimization, tend to
learn easier features first, such as the Most Significant Bit (MSB). This preference
can leave complex features, like the Least Significant Bit (LSB), less learned in the
initial training stages. Gobhr et al. observed similar patterns and proposed scattershot
encoding to address this issue [150]. This technique involves labeling traces with the
HW of random bit subsets and training multiple models on these varied encodings,
ultimately recovering all bits. Although effective, this approach demands significant
computational resources, particularly when attacking all 16 bytes.
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Finally, the multi-bit model applies to both software and hardware implementations
of symmetric cryptography. In hardware contexts, the model can adapt to scenarios
where the power consumption of a circuit is influenced by the number of bit transitions
in a register [151]. Since hardware crypto implementations often reuse gates for
round calculations to conserve chip area [152], the proposed multi-byte multi-bit
model (MMB) is also effective in attacking hardware implementations, showcased in
Section 7.4.3. As mentioned, MMB can be easily adapted to different implementations.
For instance, when the data bus is 32-bit, one can adapt the output of each subbranch
from 8 to 32.

7.6. Conclusions and Future Work

This chapter introduces a novel multi-bit model that learns each bit separately. Unlike
conventional profiling attacks, the method introduced in this chapter is adaptable
to any specific leakage model, which offers increased flexibility in fitting the actual
leakages. Simultaneously, multi-task learning is employed in this chapter to attack
multiple sub-bytes concurrently, leading to efficient key recovery without the need to
attack each byte separately. By applying this framework to four publicly available
masked AES datasets, we obtain profiling attack results that significantly surpass
models using pre-defined leakage models for leakage labeling. Importantly, no effort
is expended in hyperparameter tuning, demonstrating its generality across different
attack scenarios.

There are several potential avenues of investigation. First, the deep learning
network could be enhanced, e.g., through residual networks, to strengthen the
connection between the input and each task. Specifically, the shortcut could directly
connect with the model’s subbranch, potentially reducing the reliance on the main
branch and its feature extraction capability. Second, while the current method treats
each bit independently, exploring methods to reinforce inter-bit connections would
be worthwhile. For instance, building an interconnection between each sub-branch
could be interesting to explore. Lastly, it will be interesting to explore the capability of
the proposed method in attacks without masking knowledge, e.g., testing on another
version of the SMAesH dataset without mask shares.






Breaking the Blindfold: Deep
Learning-based Blind
Side-channel Analysis

Physical side-channel analysis (SCA) operates on the foundational assumption of
access to known plaintext or ciphertext. However, this assumption can be easily
invalidated in various scenarios, ranging from common encryption modes like Offset
CodeBook (OCB) to complex hardware implementations, where such data may be
inaccessible. Blind SCA addresses this challenge by operating without the knowledge
of plaintext or ciphertext. Unfortunately, prior such approaches have shown limited
success in practical settings.

This chapter introduces the Deep Learning-based Blind Side-channel Analysis (DL-
BSCA) framework, leveraging deep neural networks to recover secret keys in blind
SCA settings. In addition, it proposes a labeling method, Multi-point Cluster-based
(MC) labeling, accounting for dependencies between leakage variables by exploiting
multiple sample points for each variable, improving the accuracy of trace labeling.
The proposed approach is validated across four datasets, including symmetric key
algorithms (AES and Ascon) and a post-quantum cryptography algorithm, Kyber,
with platforms ranging from high-leakage 8-bit AVR XMEGA to noisy 32-bit ARM
STM32F4. Notably, previous methods failed to recover the key on the same datasets.
The chapter also demonstrate the first successful blind SCA on a desynchronization
countermeasure enabled by DL-BSCA and MC labeling. All experiments are validated
with real-world SCA measurements, highlighting the practicality and effectiveness of
the approach.

8.1. Introduction

Critical assumption underlying both profiled and non-profiled attacks is that ana-
lyzers/attackers have access to known data, such as plaintext or ciphertext. This

133



134 8. Deep Learning-based Blind Side-channel Analysis

dependency on known input or output is foundational to most SCA techniques, but is
not always valid in real-world settings where access to such data may be restricted.
For example, common encryption modes like Offset CodeBook (OCB) or XTS [153]
limit access to the input/output of the encryption block. Another example arises
during key derivation in the EMV payment scheme, where the ciphertext cannot
be recovered and only a small portion of the plaintext is known. To fully recover
the session key in this context, one must use the blind setting, without access to
either full plaintext or ciphertext [154].These constraints present a unique challenge
for adversaries, leading to the emergence of techniques targeting implementations
where input/output data is unknown—a scenario referred to as blind SCA [155,
156].

In blind SCA, attackers rely exclusively on side-channel traces, captured as the
device processes confidential data tied to the secret key, without access to plaintext
or ciphertext. This significantly complicates the attack process, making blind SCA a
compelling focus for advancing the field of side-channel research.

Despite some advancements in the last few years, most blind SCA research
remains confined to simulated environments. Practical demonstrations are typically
limited to platforms such as the 8-bit AVR microcontroller [155, 156] targeting AES-
128 with no side-channel countermeasures. These platforms are known for their
exceptionally high signal-to-noise ratio (SNR), which makes them less representative
of real-world conditions. Attempts to extend blind SCA to countermeasures like
masking have been limited to simulated environments, as in [156]. While Ravi et
al. [154] reported blind SCA targeting Kyber on 32-bit STM32F3, it assumes a
strong adversary with access to a clone device to train classifiers related to precise
knowledge of secret inputs and trace leakage samples. Furthermore, all practical
implementations tested to date have not been hardened against SCA.

Ref. Board Target
[155] 8-bit AVR ATMega AES-128
[156] 8-bit AVR ATMega AES-128
[154] 32-bit STM32F3 Kyber (profiled)
This work  8-bit AVR XMEGA AES-128
This work  8-bit AVR XMEGA Protected AES-128 (desynchronized)
This work  32-bit STM32F3 Kyber
This work  32-bit STM32F4 Ascon

Table 8.1: Blind SCA works with practical demonstrations.

This chapter addresses key limitations in existing blind SCA techniques by employ-
ing a deep learning-based approach. In this chapter we will see blind SCA across a
broad range of platforms, cryptographic algorithms, and desynchronization coun-
termeasures, validating all attacks with real-world measurements and significantly
advancing the practical applicability of blind SCA. This is compared with prior works
in Table 8.1. More precisely, blind SCA’s main challenge lies in inferring labels for



8.1. Introduction 135

each measurement, as it does not rely on known plaintext or ciphertext. We model
this as a deep learning problem with noisy labels and show that deep neural networks
effectively identify the underlying distribution of these measurements, outperforming
traditional techniques in blind SCA performance.

To emphasize the real-world applicability, we consider various cryptographic al-
gorithms: including AES, a widely used encryption standard; Ascon, the CAESAR
competition winner and NIST’s choice for lightweight cryptography; and Kyber, the
post-quantum key encapsulation mechanism selected by NIST. Moreover, we deploy
the implementations on various platforms, including an ARM Cortex-M4 chip. We
emphasize that ARM Cortex-M represents the highest market share among all ARM
products, leading with a market share of USD 6.0 billion in 2023, projected to grow
to USD 10.5 billion by 2032, reflecting its dominance in embedded applications
and low-power devices [44]. Finally, ARM Cortex-M4 is the preferred platform for
the NIST post-quantum cryptography competition and the associated public pgm4
library [157].

The main contributions of this chapter are as follows:

» We consider blind SCA as a deep learning problem with noisy labels, formalized
under the proposed Deep Learning-based Blind Side-channel Attacks (DL-
BSCA) framework.

» We introduce an efficient unsupervised labeling scheme called Multi-point
Cluster-based (MC) labeling for identifying labels from side-channel traces.
This is the first multivariate labeling technique proposed within the context of
blind SCA.

» We validate the approach on three devices and four datasets using real meas-
urements. Unlike prior work, which focused on low-noise simulations or 8-bit
AVR ATMEGA platforms, we demonstrate that blind SCA is practical on various
platforms. Notably, previous methods failed to recover the key on the same
datasets.

» We present the first successful blind SCA on a desynchronization countermeas-
ure, exploiting the MC labeling technique to utilize multiple leakage samples,
also known as points of interest (Pols).

The source code is available at https://zenodo.org/search?g=
parent.id%3A15612978&f=allversions%$3Atrue&l=1isté&
p=1l&s=10&sort=version

Related Work

The blind SCA framework was first introduced by Linge et al. [155], which also
proposed the first labeling technique, slicing. Initially, distance-based approaches
were used to compare the experimental distribution with the theoretical distribu-
tions to recover the secret key. Subsequently, Le Bouder [158] introduced a more
advanced approach based on the maximum likelihood criterion. Later, Clavier and
Reynaud [156] further confirmed that the maximum likelihood criterion outperformed
distance-based methods in terms of efficiency. They also proposed another labeling


https://zenodo.org/search?q=parent.id%3A15612978&f=allversions%3Atrue&l=list&p=1&s=10&sort=version
https://zenodo.org/search?q=parent.id%3A15612978&f=allversions%3Atrue&l=list&p=1&s=10&sort=version
https://zenodo.org/search?q=parent.id%3A15612978&f=allversions%3Atrue&l=list&p=1&s=10&sort=version
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technique called VA labeling that leveraged variance analysis for Hamming weight
estimation. This attack was practically demonstrated on an 8-bit AVR microcon-
troller (Arduino Uno) with a high signal-to-noise ratio running an unprotected AES
implementation.

Blind SCAs are also explored on popular SCA countermeasures, masking, in [156]
and [159]. Clavier and Reynaud [156] assume the same mask is used for the input
and output bytes, whereas [159] extends the attack to scenarios where masks are
reused across rounds but applied uniformly to all bytes within a single round. How-
ever, these settings represent weak masking schemes, as mask reuse is generally
considered poor practice in secure implementations. Both studies were validated
only in simulated environments, highlighting the complexity of attacking protected
implementations with blind SCA (although [156] includes a practical demonstration,
it relies on known plaintext, making it incompatible with the blind SCA). Moreover, all
the aforementioned blind SCA approaches only exploit one single Pol. As a result,
these methods are not inherently effective against hiding countermeasures such as
desynchronization, which introduce additional challenges by obscuring the leakage’s
temporal alignment.

Recently, Ravi et al. [154] demonstrated blind SCA on a newly standardized PQC
algorithm, Kyber, making it the first blind SCA on a public key cryptosystem. The
attack targets the decapsulation procedure, where the secret key is manipulated.
The work was validated on the STM32F3 platform but required access to a clone
device. Access to a clone device was required to train Random Forest classifiers
related to precise knowledge of secret inputs and precise Pol selection. In other
words, although the attacker only requires side-channel traces without knowledge of
input ciphertexts during the attack phase, the adversary still needs knowledge of
secret and known inputs from the clone device to train the Random Forest classifier,
which may not be a realistic assumption in practice.

Separately, blind SCAs have also been investigated for another cryptographic
scheme, namely, authenticated encryption with associated data (AEAD). The
works [160, 161] proposed theoretical blind SCA targeting the LFSR-based counter
on Elephant and Sparkle. Both of these are validated solely in a simulated environ-
ment.

In contrast, the methods proposed in this paper address the major limitations of
existing blind SCA by leveraging deep learning. Table 8.2 compares the work in
this chapter with [155, 156]." The proposed approach successfully demonstrates
blind SCA on various platforms, cryptographic algorithms, and countermeasures,
validated through real-world experiments. This significantly enhances the practical
applicability of blind SCA.

8.2. Blind Side-channel Attacks

In a blind SCA scenario, the attackers lack access to any known data (e.g., plain-
text/ciphertext) and can only use the target device’s side-channel measurements to
deduce the key. This poses a significantly harder task than usual SCAs. We focus

"Other works are excluded from comparison as they were either simulations only or fully profiled.
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Table 8.2: Comparison of proposed results on different datasets/devices with prior
works. We highlight successful attacks in « and failed attacks in x.

CW CW (desync) Kyber Ascon

Linge et al. [155] X X X x
Clavier & Reynaud [156]  x X x X
MLP + MC x v v v
MLP + MC + Dropout v v x v
CNN + MC Vv v v v
CNN + MC + Dropout v v v v
[ date ] [operation
2 sets of Pols: Empirical & (pre-

Power Pol
Measurements | Selection

computed) theoretical | Extracted

50 points for hy,!  Labeling Predicted labels distributions Key

and 50 for hy
fpotaiol}
POL[O]}I:|J
All (N) Correlation {[—J
measurements) Analysis
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{} the traces Likelihood
L
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Figure 8.1: Blind Side-channel Analysis Framework.

on the work by Linge et al. [155] and Claiver et al. [156] as we consider the same
scenario. Both [155] and [156] consider the blind SCA framework. This framework
comprises three phases, which are discussed below. One can see the attack flow of
the blind SCA framework in Figure 8.1.

Phase 1: Pre-computing theoretical joint distribution. Suppose m is a pub-
lic variable (plaintext or ciphertext) while y is the sensitive intermediate variable
(e.g., ¥ =Sbox(m @ k*) where Sbox is a Substitution Box, and k* is the secret
key). Assuming that the leakage is following the Hamming weight (HW) model,
the key observation is that the joint distributions (HW(m), HW(y)) of the public
variable and the sensitive intermediate variables are distinct for every secret key
k*. Therefore, in this phase, the theoretical joint distribution, denoted as (h:q, h; ),

is computed for all key candidates. This is done by iterating through all the keys
and m to count the number of times (HW(m), HW(y)) tuples appear. Then, we
normalize the frequencies to obtain a probability distribution, Pr((h;, h; )IK), for

given hypothesis k. This can be pre-computed beforehand since it is independent
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of the measurements collected from the device. For a clearer understanding of the
theoretical joint distribution calculation for different targeted algorithms in this work,
please refer to Section 8.4.

Phase 2: Labeling traces to obtain empirical distribution. The goal of this
phase is to acquire the empirical distribution. We further divide it into two substeps
for clarity.

* Pols Selection: To attain the empirical distribution, one first needs to identify a
suitable Pol that represents HW(m) and another suitable Pol that represents
HW(y). Both [155] and [156] use one Pol for each targeted variable, i.e., m
and y. Both works assume that the adversary can precisely locate the Pols
related to targeted intermediate variables. Consequently, finding precise Pols
is crucial as these points are used to estimate the actual Hamming weights
(i.e., HW(m) and HW(y)) and obtain the empirical joint distribution (denoted
as (hm, hy)). We follow the assumption of prior works that the adversary can
precisely locate the Pols.” We achieve this by assuming that the adversary
uses correlation between the measurements and the Hamming weight of the
targeted variable to locate the Pols. Accordingly, we select sample points that
exhibit the highest correlation. Note that this is the only part where the public
variable is required, and it is a non-blind setting. It is worth mentioning that
even with this assumption in selecting Pols, classical techniques fail to recover
the secret key (see Tables 8.3 to 8.6).

+ Labeling Traces: Next, one needs to obtain the empirical distribution using the
selected Pols. This is achieved by labeling the traces. Two labeling methods
are proposed in [155] and [156]. We recall both labeling methods: Slicing
labeling [155] and Variance Analysis (VA) labeling [156].

— Slicing labeling [155]: Linge et al. [155] decided on the Hamming weight
value, (hm, hy), based on the amplitude of the measurements at selected
Pol, which they call slicing, thus Slicing labeling. The underlying assump-
tion is that if the amplitude of the consumed power at the considered
Pol is small, then the Hamming weight of the corresponding intermediate
value is small.

Let N be the number of traces to be labeled and let [, denote the amplitude
of the consumed power at the selected Pol that reflects HW(Vv) where v =
m or v =Y. They first sort the traces according to their amplitude values,
Ly, in ascending order. Then, it is reasonable to assign the smallest values
to the Hamming weight h,, = 0, then the next smallest values to hy, = 1,
and so on. If the targeted variable has B bits, its corresponding Hamming

2[156] used the highest peak from the traces’ variances along with reasonable assumptions about the
implementation to locate the Pols. However, based on our initial experiments, extracting the key was
not successful using this method.
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weight can take values between O (when all bits are 0) and B (when all bits
are 1). To assign the correct number of traces to each Hamming weight,
they fragmented the traces based on the distribution of the Hamming
weight. The proportion of the different Hamming weight from 0 to B can

be calculated using (/f,) With the assumption of a uniform distribution

for cryptographic data, among the N traces, theoretically, (2%(,?;)) of
them should have the Hamming weight equal to hy, 0 < hy < B. The
technique is applied on both [, and [, separately, providing the labels
(hm, hy) for each trace.

— VA labeling [156]: Similar to [155], Clavier and Reynaud [156] also
assume the knowledge of two suitable Pols for HW(m) and HW(y).
They proposed two linear regression methodologies to label the traces
instead of using slicing to label their traces. However, the first method
requires knowledge of the intermediate byte values, which is not practical
because of the plaintext/ciphertext inaccessibility. Thus, we only recall
the second linear regression known as Variance Analysis(VA) labeling.
First, the authors assume the noisy leakage of the sample point as [, =
avHW(v) + By + €y where ay, By are constants to be determined, €
is the Gaussian noise, and vV is the sensitive variable to be considered
(i.e., v=m or v = y). Hence, the variance can be written as Var(ly) =
a?Var(HW(v)) + Var(ev). HW(v) can be considered as binomial
distribution B(5, p), with 5 being the number of bits and p being the
probability of having value 1. Hence, the variance can be calculated
as Bp(1 — p). Since the distribution of bits 0 and 1 is uniform, p =
0.5, and as such, Var(HW(v)) = 0.25B8. For an 8-bit implementation,
Var(HW(v)) = 2. Thus, we can obtain ay and By as follows:

ay = v/(Var(ly) — Var(ey))/(0.258),

Bv =E(l)—4ay. ®.1

Then, the estimated Hamming weight will be hy, = % from which the
labels for the traces (hm, hy) are obtained.

Notably, these labeling methods are not designed to handle more than one
Pol for each variable.

Phase 3: Comparing the empirical distribution with the theoretical joint distri-
bution. Various methodologies were proposed to compare an empirical distribution
with its theoretical joint distribution. The authors in [155] considered different metric-
based comparisons like x2 distance, inner product, or harmonic mean. Le Bouder
proposed to use the maximum likelihood criterion to compare instead [158]. The
authors in [156] compared these techniques and found that the maximum likelihood
criterion obtained better results. Thus, we recall the maximum likelihood criterion
next.
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Let (h;, h; ) denote the true Hamming weight tuple of (m, y), while the recovered
Hamming weight tuple using labeling technique is (hm, hy) = (h} + €m, h; +
€y) where €y, and €, are Gaussian noise with standard deviations o, and oy,

respectively. Based on the Bayes formula, the probability of the key k given a single
observation (hm, hy) is given as

Pr((hm, hy)Ik) - Pr(k
Pr(k|(hm, hy)) = r((Pr((hy)lh) ))r( ). (8.2)
m, Ny

The denominator Pr((hm, hy)) is a normalization term independent of the key, so we
can ignore it. Moreover, Pr(k) is assumed to be uniformly distributed. The probability
of the key given the set of observation ((hm, hy)i)i=1,...n is denoted as

Pr(k|((hm, hy)di=1,...n)

= Pr((hm, hyIK) - PrCKICm, )i, o). )
Then, by the law of total probability, we can rewrite
Pr((hm, hy)ilk)
= >, Pr((hm, hy)il(hy, h*)) - Pr((h, h*)IK) (8.4)

hih

for each i. For the second term, we use the theoretical joint distribution from before,
while for the first term, we can rewrite it as the probability of its noise, which we
assume follows a Gaussian distribution:

Pr((hm, hy)il(hy, h7))
= Pr(em,[ = h:;q -_ hm,l) . Pr(ey,[ = h; —_ hy,t)

1 hm,i=h% 1 _1fwichy
= o1 om ). (——e 205y )2).

Omv 2T oyv2m

The values of (hm, hy); are obtained by applying the labeling techniques, and are
subsequently used as empirical labels for it" trace in the computation of Eq. (8.5).

8.2.1. Gaussian Mixture Model

Here, we recall the well-known clustering technique called Gaussian Mixture Model
(GMM) [162], which will be used in our proposed labeling technique. The GMM clus-
tering technique is a probabilistic method that assumes the data can be represented
as a combination of several Gaussian distributions. This assumption is often valid for
side-channel measurements because the noise in these measurements can typically
be approximated by a Gaussian distribution [34].

To apply the GMM clustering method, we must first define the number of clusters
the model should generate. In our case, this is straightforward because we know
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the possible Hamming weights that the values of m and y can take for various
cryptographic algorithms. The GMM clustering begins by initializing the parameters
for each cluster, which include the mean, covariance, and mixing coefficients.®> Once
initialized, the model uses the Expectation-Maximization (EM) algorithm to refine
these parameters iteratively.

The EM algorithm operates in two main steps.

- Expectation Step: Compute the probability that each data point belongs
to each Gaussian distribution, given the current estimates of the model’s
parameters.

- Maximization Step: Update the parameters (mean, covariance, and mixing
coefficients) to maximize the expected likelihood of the data, given these
probability estimates.

We repeat both steps until the model converges or until a specified number of
iterations is reached, providing a set of parameters for the GMM clustering method
to generate clusters. We will use this approach in our proposed labeling method
described in Section 8.3.3.

8.3. Methodology

8.3.1. Threat Model

We follow the same threat model as blind SCA presented in both [155] and [156]. The
adversary has no prior knowledge about the data being processed (like plaintexts or
ciphertexts) and must solely rely on SCA measurements to infer the secret key. This
presents a considerably more challenging scenario compared to traditional SCAs,
where each SCA trace has a known plaintext or ciphertext associated with each
trace. Additionally, similar to the blind SCA framework, we assume the adversary has
knowledge of the most informative Pols. The relevant Pols are obtained by analyzing
the correlation between the measurements and the actual Hamming weight of the
target variables.

8.3.2. Deep Learning-based Blind Side-channel Attack

Within the blind SCA framework, the main problem is to label the traces (Phase
2 of Figure 8.1). If the traces are labeled correctly, the attack will be successful.
But if there are too many mislabeled traces, the attack will fail. Classical blind SCA
approaches typically rely on the assumption that larger Hamming weights lead to
higher power consumption and use this to assign labels. In practice, though, such
relationships are often obscured in raw SCA traces. This is reflected by the poor
performance of classical methods (shown later in Tables 8.3-8.6). By contrast, DNNs
have been shown to generalize unseen data, even with mislabeled data [163—165]. To

3Mixing coefficients, denoted by m;, represent the contribution of each Gaussian distribution [ to the overalll
mixture: p(x) = ZL[ TN (x|uy, £(). Since we work with more than one Pol, we use multivariate
Gaussian distributions.
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harness the capabilities of DNNs in blind SCA, we propose the Deep Learning-based
Blind Side-channel Analysis (DL-BSCA) framework. Our framework consists of the
same three phases outlined in Section 8.2. Phases 1 and 3 remain unchanged; the
modification has been introduced in Phase 2. We depict the attack flow of DL-BSCA
in Figure 8.2. To label traces and obtain the empirical distribution, we divide Phase
2 into three substeps:

(a) Pol Selection.
(b) Labeling a subset of the traces and training the DNN with it.
(c) Predict the labels of remaining traces using DNN to obtain empirical distribution.

Unlike the blind SCA framework, which consists of one set of traces, DL-BSCA
splits the traces into two sets of traces. One set of traces is labeled using a certain
labeling technique to train the DNN, which we denote as training traces, while
the other set of traces is passed through the trained DNN to obtain the empirical
distribution, which we call attack traces. We denote Nt and N4 as the number of
training traces and attack traces used.

[Eata_} operation

P “s 2 sets of Pols: i Empirical & (pre-

A 9 50 points for h, i i 47 abel attac ; d) th
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Figure 8.2: DL-BSCA Framework.

Since the labeling technique may result in many mislabeled traces, the DL-BSCA
can be viewed as training a DNN with noisy labels. The issue of “noisy labels” is well-
recognized in the deep learning community [165—167].* An interesting observation
for DNNs is that they tend to learn simpler patterns first and memorize instances
that do not show the straightforward relation between input features and labels later
in training [163]. This behavior implies that the network can capture the core data
patterns from correctly labeled data early in training, even with noisy labels.

The problem of training DNNs with noisy labels is also not completely new for SCA.
In [164], Perin et al. proposed an iterative framework to improve the percentage of
correct labels using accurately labeled traces slightly better than a random guess

“4Noisy labels can originate from various sources, such as the complexity of determining accurate labels,
non-expert labeling, or even adversarial manipulation.
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within the context of a horizontal attack on public datasets.” However, in blind
SCA, determining the correct measurement labels is highly challenging and often
impractical.®

Therefore, the labeling technique we use is critical, as it determines the number of
mislabeled traces within the dataset used for training the DNN. In this context, both
Slicing labeling and VA labeling, which were previously proposed, can be applied. In
the following, we also propose a new labeling method called MC labeling.

8.3.3. Multi-point Cluster-based Labeling

As mentioned above, the labeling technique is a key aspect of the framework. Unlike
Slicing labeling and VA labeling, which consider only one Pol for HW(m) and
HW(y) each, we use a set of Pols to represent better HW(m) and HW(y) when
labeling. By selecting multiple Pols, we can better account for noise introduced by the
environment and device, as each Pol reflects the same value for the target variable.
We take 50 Pols for HW(m) and another 50 Pols for HW(y). These points are
selected as the top 50 sample points with the highest correlation to HW(m) and
HW(y), respectively. Our experiments show that using 50 Pols for each variable is
suitable as it provides enough information for accurate clustering despite the noise
(see Section 8.5). At the same time, 50 Pols is a manageable number, allowing
us to consolidate all the information from the points and assign a unique label to
each trace. We refer to the selected 50 Pols for HW(m) as Pol, and the other
selected 50 Pols for HW(y) as Pol,. We truncate the traces into traces with 100
sample points in total (i.e., |PoIm|+ |Poly,| = 100, where |Pol;| denotes the number
of sample points in the set Pol, for £ = m, y). The MC labeling is executed in two
stages: Produce Clusters and Provide Labels.

Produce Clusters. In this step, the truncated traces with 100 sample points are
given to a clustering technique. Our technique clusters the traces considering all the
target variables at once. The number of clusters is specified with the number of bits
for a target variable, B, and the number of variables considered, np. Therefore, the
number of clusters equals (B + 1)". In other words, instead of clustering the traces
based on the sample points from Pol, and Pol, separately, we cluster the traces
considering both sets of sample points from Pol, and Pol, together and cluster the
traces with the same HW(y) and HW(m) into one cluster. Figure 8.3 illustrates the
cluster generation step in the MC labeling process.

For example, in AES, we group traces into 81 clusters and consider both HW(y)
and HW(m) simultaneously. This is to capture the interaction between m and y and
provide a more comprehensive view of the data, which is particularly useful when the
variables are interdependent (in the AES example, y = Sbox(m & k) is a function

5We conducted various experiments using the iterative framework proposed by Perin et al. [164] within
the context of DL-BSCA. However, it yielded suboptimal results, likely due to the significantly higher
number of mislabeled traces compared to the setup in [164].

6The accurate labeling when using Slicing labeling and VA labeling on CW datasets is only around 2%,
while the setting in [164] has a dataset with 52% accuracy.
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of m and the secret key). If we cluster the traces based on the sample points from
Pol, and Poly, separately, we will lose information on the relation between m and y.
Therefore, we consider both Pol, and Pol,, together (a total of 100 sample points)
when applying the clustering technique.

In our work, we use GMM as the clustering technique since we found it the most
successful compared to other clustering techniques. We use the scikit-learn library
when applying the GMM for clustering. Then, we use the predict function to obtain
the clusters of traces.

Pol,, Pol,
Clustering }_»
Technique

Figure 8.3: Pictorial illustration of the MC labeling step to produce clusters.

4
s

Provide Labels. The clustering processes group traces based on similarities, but
the clusters still lack labels. Thus, we must map each cluster C to an associated
label, (Yém), Yéy)). (Yém), Yéy)) will represent the label (hm, hy).

We provide the label of each cluster based on the steps:

- We first compute the ‘center’ of each cluster. Let CT¢ € RIPoImI+IPoly| e the
center of cluster C. CT¢ can be attained by averaging each Pol of all the traces
within the cluster C. Formally, we have

Ne—1
CTelil=— > traceclt, ] (8.6)
Ne =5

where tracec[t, i] is the ith sample point of the tt7 trace from the cluster C
and N¢ is the total number of traces in cluster C.
Pol,
+ We split the Pols of CT¢ based on Poln, and Poly,, denoted CTgOI’" and CTCO Y
respectively. Now, suppose there are M different clusters. We define

CTPoIm[i] = {CTE™ L]l € {0, ..., M}} and
. Poly . ... (8.7)
CTPol (] = {cT, "[i]lje{0,...,M}}
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where CTZOIl[i] denote the ith sample point within the Pol, portion of the
center trace CT¢; for{ =mory.

We describe the methodology for CTP°Im to obtain Yg,") for all clusters Cj. The

technique can be analogously applied to CT"°l to attain Yg) for all clusters
C.

(o)

+ For each sample point { in Poly,, we label CTZ I’”[i] of all Cj when applying

the slicing labeling on the CTPIm[ {]. This yields a collection of possible labels
for a CTZOI’”, one from each sample point. More precisely, for each C;, we

have |Pol| number of possible labels. This is depicted on the left side of
Figure 8.4.

+ To obtain one label for the cluster, we apply the weighted majority voting to

obtain the overall label an) for all clusters Cj. From the collection of possible

labels, we apply the weighted majority voting as follows:

YT = arg maxnpego

: ) (8.8)

..... B3 (

with B being the number of bits for a target variable, h being the corresponding

Hamming weight, and |CTZOI'""’

) | being the number of sample points in CTQ,OIm
labeled as the Hamming weight h through slicing labeling. We consider the
weighted version because the nature of the Hamming weight and the slicing
labeling causes an imbalance within the collection of labels. Indeed, the pro-
portion of appearance of, e.g., Hamming weights 4 and 5 is higher than the
Hamming weights 0 and 8 for AES [61]. To compensate for that, we assign
more weight to the extreme values of Hamming weights 0 and 8. Thus, we
prevent the more occurring Hamming weights from dominating the decision-
making process. The weights corresponding to each Hamming weight are

-1
calculated using (})

* We repeat the same steps 8.3.3 and 8.3.3 for CngOIy to obtain Yg). Lastly, we

set all the traces within the cluster C; to the same label (hm, hy) =(Yg.n), Yg)).

We illustrate steps 8.3.3 and 8.3.3 in Figure 8.4.

The MC labeling introduced here predicts the Hamming weight for two variables,
hm and hy, (e.g., AES and Kyber in Section 8.4). However, the MC labeling technique
can be generalized to predicts the Hamming weight for three or more variables, as
shown for Ascon in Section 8.4.3. The proposed MC labeling can be used directly
with the previously proposed blind SCA [155, 156] to label all the traces and obtain
the empirical distribution. Alternatively, MC labeling can be combined with DL-BSCA,
where MC labeling is used to label the traces for training the DNN.
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Figure 8.4: Pictorial illustration of MC labeling steps 8.3.3 and 8.3.3 to provide label
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8.4. Experimental Results

| this section we will see the DL-BSCA on four datasets. The datasets are Chip-
Whisperer (CW), Reference-PPM, and Ascon-Unprotected, which are introduced
in Section 2.6.3 and ChipWhisperer-desynchronized that we introduce here. We
use Guessing Entropy (GE) and the number of attack traces (NT) as the metrics to
report the efficincy of the attack.

8.4.1. ChipWhisperer

Joint Distribution Variables. For AES, the attack point for the DL-BSCA is the
Sbox output of the first round, as it represents the nonlinear part of the algorithm.
Consequently, the two interesting variables to build the joint distribution in the AES
primitive are the plaintext, m, and the Sbox output, y = Sbox(m & k*). Using these
two variables, we estimate the joint distribution of (HW(m), HW(y)) to carry out the
attack on AES. Algorithm 1 shows how to calculate the theoretical joint distributions
of the interesting variables considered for AES.

Dataset. The dataset consists of 10 000 traces with fixed key. Each trace includes
5000 sample points. We use Nt =8, 000 traces for labeling and training the DNN
and Nq =2, 000 for the attack. The reported values for the guessing entropy are the
average values over repeating the attack 100 times using 1, 700 random traces
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Algorithm 1 (HW(m), HW(y)) Joint Distribution Calculation for AES

1: for fixed k, k € {0,...,255} do

2 foreachm, me {0,...,255} do

3 Calculate y = Sbox(k @ m)

4 Calculate HW(m) and HW(y)

5: Record occurrence of (HW(m), HW(y)) tuple
6

7

8

9

end for
Count the frequency of each tuple (HW(m), HW(y))
Divide by the total number of observations
Save values obtained in line 8 as expected theoretical joint distribution while
using key k to be used later
10: end for

from the attack set.” As for the classical blind SCA, we use N = 8, 000 traces to
label and attack.

Experimental Results for the CW Dataset. First, we applied the method from
Linge et al. [155] and Clavier and Reynaud [156] on the CW dataset and could not
recover the secret key despite the relatively high SNR (see Figure 8.5). This shows
previous attacks are not necessarily practical even with higher SNR. We also applied
MC labeling on its own without using DNN and observed that the secret key could
not be retrieved.

Then, we employ the DL-BSCA framework with various architectures with or without
dropout and different labeling techniques. Table 8.3 provides the overall NT and GE
obtained in the various tested scenarios. Figures 8.6 and 8.7 illustrate GE for MLP
and CNN, respectively. We observe that when using the DL-BSCA framework, GE
converges below 10 for all cases except for the CNN with MC labeling. This shows
the effectiveness of DL-BSCA compared to previous works. In fact, for each labeling
technique, when used together with a DNN, it allows us to achieve GE = 1 for at
least one scenario (DNN + {Slicing, VA, MC + Dropout}).

The best results are obtained when we apply DL-BSCA with VA labeling; we
achieve NT value of 901.

8.4.2. Kyber

Joint Distribution Variables. As introduced in Section 2.2, one of the common
attack points to extract the secret key of Kyber is pair-pointwise Multiplication in
decapsulation procedure, where the coefficients of the u part of the ciphertext
multiplies with the secret key coefficients in the NTT domain. As divide and conquer

7Guessing entropy measures the average rank of the key across multiple attacks. Since the attack
set has limited traces, we randomly select a portion of these traces for each attack iteration. This
approach helps make the results less dependent on specific traces and more reflective of realistic
attack scenarios.
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Figure 8.5: Guessing Entropy on CW dataset using classical blind SCA framework
without DNN.

Table 8.3: Performance for the CW dataset. We highlight successful attacks in blue
(i.e., either GE < 10 or NT when GE = 1).

Without DNN CNN MLP
Linge et al. [155] GE =218 - -
Clavier & Reynaud [156] GE =223 — —
MC labeling GE=179 — —
DNN + Slicing - GE=17.11 1475
DNN + Slicing + Dropout - GE=6.14 GE=0.14
DNN + VA - GE=17.13 901
DNN + VA + Dropout - GE=7.24 GE=8.21
DNN + MC - GE=3.05 GE=15.05
DNN + MC + Dropout - GE=1 1455

strategy can be used to extract secret key coefficients we only target the first secret
key coefficient as is shown in Eq. (8.9):

mo = Sou1 + S1Up

8.9
mi1 =SoUp + s1uid, (8.9)
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Figure 8.6: Guessing Entropy for the CW dataset with CNN.
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Figure 8.7: Guessing Entropy for the CW dataset with MLP.

where sg and s1, and ug and uj are coefficients of first two polynomials of s and u
in the NTT domain, respectively. £ is the root of unity corresponding to the first two
polynomials.

We consider m = up and y = Sougp (highlighted in red in Eq. (8.9)) as the
interesting variables for Kyber. The theoretical joint distribution (h 7, h;) for two

Kyber secret key coefficients differs. For example, the theoretical joint distribution
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for the secret key coefficient sg = 52 differs significantly from the theoretical joint
distribution for s = 2056 as shown in Figure 8.8. This means we can compare
the empirical joint distribution of m = ug and y = sgug with the theoretical ones to
recover the secret key coefficient, so.

Theoretical histogram considering so=52 Theoretical histogram considering so

HW(y)
Probabilities

4 6 8 10 12 14 16 4 6 8 10 12 14 16
HW(m) HW(m)

Figure 8.8: Two theoretical joint distribution of (HW(m), HW(y)) considering two
different secret key in Kyber.

Algorithm 2 shows how to calculate the theoretical joint distributions of the two
variables considered for joint distribution in Kyber.

Algorithm 2 (HW/(uo), HW(wg)) Joint Distribution Calculation for Kyber

1: for fixed sg, So € {0, ..., g} (With g =3329) do

2 for each up, up € {—4,..., 2} do

3 Calculate wg = reduced(ug.So)

4 Calculate HW(ug) and HW(wg)

5: Record occurrence of (HW (up), HW(wo)) tuple
6:

7

8

9

end for
Count the frequency of each tuple (HW (ug), HW(wop))
Divide by the total number of observations
. Save values obtained in line 8 as expected theoretical joint distribution while
using key sp to be used later
10: end for

Dataset. The Reference-PPM dataset used for attack is similar to the one from [154].
It is based on the reference implementation of Kyber KEM taken from pgm4 [168]
library. In the original dataset, each trace involves 50.000 time samples. To reduce
the number of samples in the dataset, we used the window resampling technique
from [107], which was shown to be effective in previous works. The final traces after
window resampling have 10000 samples each. We use Ny =80 000 traces for
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labeling and training the neural network, and the remaining N, =20 000 traces are
used to compute the empirical distribution. The reported values for the guessing
entropy are the average values over repeating the attack 100 times using 5000
random traces from the attack set. With regards to the classical blind SCA, we use
N = 80000 traces to label and attack.

Experimental Results on Kyber. We first tried the classical blind SCA with various
labeling techniques without using DNN. We could not recover any of the keys in
these settings (see Table 8.4). Next, we run experiments with various scenarios of
DL-BSCA and record the performance in Table 8.4. Figures 8.9 and 8.10 provide
the performance results for CNN and MLP, respectively. Only MC labeling with DNN
could bring GE to values smaller than 10. This shows that with the Kyber dataset,
MC labeling results in excellent performance.

Table 8.4: Performance for the Kyber dataset. We highlight successful attacks in
blue (i.e., either GE < 10 or NT when GE =1).

Without DNN CNN MLP

Linge et al. [155] GE=1242 — —
Clavier & Reynaud [156] GE = 2415 — —

MC labeling GE =1146 — -
DNN + Slicing - GE =165 GE = 255
DNN + Slicing + Dropout — GE =57 GE =58
DNN + VA - GE =2369 GE=1372
DNN + VA + Dropout - GE=2356 GE=1143
DNN + MC - GE=2.01 GE=9.2
DNN + MC + Dropout - GE=8.04 GE=16.2

8.4.3. Ascon

Joint Distribution Variables. We take the Sbox output of the first round of the
permutation as the attack point as shown in Section 2.2. Similar to [41], we consider
the leakage from the first 8 bits of Y4 as one of the variables for joint distribution.
After substituting the 1V, key, and nonce in the first round of permutation we have:

y=k1&(255 @IV ® mg) ® mo & may, (8.10)

where IV is the first 8 bits constants (the green block in Figure 8.11), mg and m;
are input nonces and k1 is the 8 bit key we are trying to recover (orange block in Fig-
ure 8.11 on the X1 block). As seen from eq 8.10, for Ascon, there are three variables
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Figure 8.9: Guessing Entropy for the Kyber dataset using CNN.
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Figure 8.10: Guessing Entropy for the Kyber dataset using MLP.

for the attack point instead of two. Therefore, we consider both parts of the nonce
and the Sbox output in the joint distribution, i.e., (HW(mg), HW(m1), HW(y)), for
both theoretical and empirical.

Algorithm 3 shows how to calculate the theoretical joint distributions of the three
interesting variables considered for Ascon.
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Figure 8.11: Inputs to the Ascon substitution layer and the targeted output y4. Sbox
operation takes 5 bits input in a column-wise manner, one bit from
each word X; and outputs 5 bits output with one bit from each word Y
(highlighted in blue). The block corresponds to the 8 bits of IV
used to compute the leakage. The attack points used in our DL-BSCA
are highlighted in red. Each red block corresponds to 8 bits in the state.
The block k1 corresponds to the 8 bits key we are trying to
recover.

Algorithm 3 (HW(m1), HW(m3), HW(y) Joint Distribution Calculation for Ascon

1: Set the initial vector iv=[128,64,12,6,0,0,0, 0]

2: for for each fixed k, k € {0, ...,255} do

foreachmi, m1 € {0,...,255} do

4 for each my, m> € {0,...,255} do

5 Calculate y = k1 &(255 @ Vo @ mg) @ mg & m;
6: Calculate HW(m1), HW(m2), HW(y)
-

8

Record occurrence of triple (HW(m1), HW(m3), HW(y)
end for
9: end for
10: Count the frequency of each triple (HW(m1), HW(m2), HW(y)
11: Divide by the total number of observations
12: Save values obtained in line 8 as expected theoretical joint distribution while
using key k to be used later

13: end for

Dataset. The Ascon-Unprotected dataset is introduced in Section 2.6.3. From the
last 100 000 traces with fixed key in this dataset we used N+ =80 000 traces for
training, while the remaining Nq =20 000 are used as attack traces. The reported
values for the guessing entropy are the average values over repeating the attack
100 times using 5000 traces randomly picked from the attack set. For methods
using the classical blind SCA framework, we use the N = 80 000 traces.

Experimental Results for Ascon. Applying DL-BSCA on Ascon implementation
is interesting because we need to extend the framework for three variables: both
nonce mg and m1, and the Sbox output y4. As mentioned earlier, the theoretical
and empirical joint distributions should also include HW of these three variables,
and the labeling method should obtain all three variables, i.e. (hmy, hm,, hy,).
Slicing labeling and VA labeling are extended by applying their technique on the
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Table 8.5: Performance for the Ascon dataset. We highlight successful attacks in
blue (i.e., either GE < 10 or NT when GE = 1).

Without DNN CNN MLP

Linge et al. [155] GE=77 — —
Clavier & Reynaud [156] GE=77 — —
MC GE =45 — —
DNN + Slicing - GE =381 GE =49
DNN + Slicing + Dropout - GE=125 GE=51
DNN + VA — GE =48 GE =54
DNN + VA + Dropout — GE=11.5 GE=18
DNN + MC (50 Pols each) — GE=2 GE =39
DNN + MC (50 Pols each) + Dropout — GE=19.5 GE=32
DNN + MC (7 Pols each) - GE=5.7 GE=3.5
DNN + MC (7 Pols each) + Dropout — GE=4 GE=0.64

additional variable. As for MC labeling, since these three variables are in bytes
(8 bits), the number of clusters that the GMM clustering technique generates is
(B+1)3 = (8+ 1)3 = 729. The difference in the case of three variables compared

to two variables is that we provide Pols for all three variables at once to GMM

Pol, Pol,
clustering technique, and the CT¢ is divided into three portions CTCO mo. CTCO o

Pol,
and CTCO Y4 after clustering. The rest of the technique remains the same as described
earlier in Section 8.3.3.
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Figure 8.12: Guessing Entropy for Ascon dataset using CNN.
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Figure 8.13: Guessing Entropy for Ascon dataset using MLP.

We applied both methodologies from [155] and [156] but were unable to recover
the secret key practically (see Table 8.5). Thus, we will focus exclusively on scenarios
using DL-BSCA. We run experiments for the various settings of DL-BSCA and show
the results in Table 8.5, and Figures 8.12 and 8.13. We could not recover the secret
key except for CNN combined with MC labeling when using DL-BSCA. This poor
performance could be due to the leakage of y, mg, and m1 overlapping in multiple
sample points, resulting in many more mislabeled traces. Figure 8.14 shows the
correlation analysis of the variables involved in the attack with the traces in Ascon-
Unprotected dataset.

u l' L
0.0 ‘w | H"b‘hl'“ "\ "l ‘ 4‘“ WMWLWM“MIWM

0 100 200 300 400 500 600 700 800
Sample points

Figure 8.14: Correlation of various leakage for the Ascon dataset.
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As can be seen, some points with high correlation for y are overlapped with mg
or m1. Examples are points around samples 200 and 500. Since the MC algorithm
uses all the Pols to decide about the HW of all three variables simultaneously, this
overlapping can confuse the clustering technique, resulting in more mislabeled traces.
This will result in very similar labels between y, mg and my when labeling all their
CTZOII[i] in step 8.3.3 of the MC labeling. Therefore, it resulted in more mislabeled
traces.

To confirm this, we select 7 sample points for each leakage with the highest
correlation to their corresponding leakages with minor overlap. We observe that GE
decreases to under 10 for both CNN and MLP with and without dropout when we use
MC labeling. This observation shows that one should consider non-overlapping Pols
when using MC labeling with DL-BSCA for key recovery. Overall, the performance
improves significantly when using the DL-BSCA framework instead of just the BSCA
framework.

8.4.4. Targeting Countermeasures: Desynchronized CW Dataset.

Previous blind SCA approaches selected a single Pol for each variable. Naturally,
a hiding countermeasure like desynchronization, which hampers the alignment
of the traces, prevents an adversary from selecting a single relevant Pol. Thus,
previous blind SCA methods were never applied to desynchronization (or other
hiding) countermeasures. The proposed DL-BSCA framework considers 50 Pols
per variable. Moreover, the ability of DNN to handle desynchronization is already
demonstrated in prior works [6, 169, 170].

Table 8.6: Performance for the desynchronized CW dataset. We highlight successful
attacks in blue (i.e., either GE < 10 or NT when GE = 1).

Without DNN CNN MLP
Linge et al. [155] GE =67 — —
Clavier & Reynaud [156] GE =208 — —
MC labeling GE =55 - -
DNN + Slicing - GE=45 GE=20.5
DNN + Slicing + Dropout — GE=41 GE=19.5
DNN + VA - GE=186 GE =209
DNN + VA + Dropout — GE =198 GE=128
DNN + MC - GE=2.4 GE=3.5
DNN + MC + Dropout — GE=2.1 GE=1.41

The desynchronized dataset is derived by applying random desynchronization
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Figure 8.15: Guessing Entropy for the CW dataset protected with desynchronization
using CNN models.
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Figure 8.16: Guessing Entropy for the CW dataset protected with desynchronization
using MLP models.

of up to 10 samples (in either direction) to the CW dataset. We use 8000 training
traces and 2000 attack traces. The results are averaged over 100 experiments using
1700 random attack traces. Then, we run the experiments for the different settings
with DL-BSCA. The results are provided in Table 8.6, and Figures 8.15 and 8.16.
As before, without using DNN, we cannot recover the secret key. Furthermore, with
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both Slicing and VA labeling, GE > 10. We can obtain GE < 4 in scenarios when
using DL-BSCA with MC labeling. This shows the effectiveness of MC labeling with
the DL-BSCA framework in recovering the secret key, even when desynchronization
is used to protect the dataset. In fact, this is the first time that a viable attack on
a desynchronized target is demonstrated in the realm of blind SCA, which was
previously considered impossible.

8.5. Discussion

8.5.1. Accuracy

We investigate how the proportion of mislabeled data used to train the DNN affects
its performance in key recovery.

MLP. We begin with completely random training labels and gradually replace a
portion of them with the correct labels. Using this set of traces, we train 100 MLPs
and compute the average GE of the top 10 best-performing MLPs. The results
are depicted as a grey line in Figure 8.17. The trained MLPs obtained an average
GE < 10 when the training labels are above approximately 15% correctly labeled.
Next, we label the training traces using the various labeling techniques, achieving
an accuracy of 1.2% with MC labeling, 3.3% with Slicing labeling, and 2.7 % with
VA labeling. Similarly, for each labeling method, we train 100 MLPs and compute
their average GE for the top 10 best-performing MLPs. The results are plotted in
Figure 8.17 with green for MC labeling, red for Slicing labeling, and blue for VA
labeling. Notably, only the MC labeling achieved an average GE of 8, despite a low
training accuracy of 1.2%. This discrepancy highlights the inadequacy of accuracy
as a metric for evaluating side-channel attack effectiveness, a finding consistent
with work by Picek et al. [61] and subsequent research [4, 75]. The reason is that
accuracy assesses per-trace performance, whereas GE reflects the cumulative
ability to recover the secret key.

We further examine the accuracy for each class for hy,, and hy, when applying
various labeling techniques on the training traces. As shown in Figure 8.18 for hp,
and Figure 8.19 for hy,, with Slicing or VA labeling, the accuracy for marginal classes
(HW(v) = 0,1,7 and 8 for v = m, y) is negligible. This is expected given the
binomial distribution of Hamming weights, leading to a lower frequency of these
marginal classes than the central classes (3, 4, 5). In contrast, MC labeling provides
a more balanced representation across all classes, including the marginal ones. The
presence of even a few correct examples in less frequent classes enables the DNN
to learn and generalize more effectively to unseen data.

CNN. Similarly, we train 100 CNNs models and compute the average GE of the
top 10 best-performing models. CNN yields similar results, as MLP. The results are
shown in Figure 8.20 where MC labeling is represented in green, slicing in red, and VA
labeling in blue. Notably, only the MC labeling method achieves an average GE < 10,
despite labeling accuracy of just 1.2%. These results demonstrate that DNNs trained
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Figure 8.17: Average Guessing Entropy vs Accuracy within the training data. The
average GE is computed over the top 10 best-performing MLPs.
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Figure 8.18: The effect of using MLP on the class accuracy of hm,. The dotted
line is the class accuracy provided by the labeling technique on the
training traces, and the solid line shows how the accuracy for each
class changes after training the DNN and using it to evaluate the same
training traces.

on data labeled using MC labeling can achieve performance comparable to models
trained with randomly labeled data containing approximately 10% correct labels.
This confirms the effectiveness of MC labeling in producing informative training
labels that facilitate successful key recovery within the DL-BSCA framework a similar
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Figure 8.19: The effect of using MLP on the class accuracy of hy. The dotted line
is the class accuracy provided by the labeling technique on the train-
ing traces, and the solid line shows how the accuracy for each class
changes after training the DNN and using it to evaluate the same train-
ing traces.

conclusion obtain from the experiments on MLP.
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Figure 8.20: Average Guessing Entropy vs Accuracy within the training data. The
average GE is computed for the top 10 best-performing CNNs.
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8.5.2. Tuning the number of Pols

Next, we evaluate how employing multiple Pols can enhance the performance of
DL-BSCA. For the CW dataset®, we compare scenarios using MC labeling with a
varying number of Pols to generate training labels for DNN. For each scenario, we
train 100 different models and take the top 10 best-performing DNNs to compute
the average GE. Table 8.7 summarizes the average GE for CNN and MLP.

Table 8.7: Average GE for MC labeling for DL-BSCA with different numbers of Pols.
Number of Pols (per variable) 1 10 20 50 70 100 200
AVG-GE (CNN) 49 79 40 3 27 62 67
AVG-GE (MLP) 52 60 58 7 18 69 73

Tuning the number of Pols used is crucial for successful key recovery. Using too
few Pols may fail to capture sufficient information about the targeted variables, as
seen in the cases with 1, 10, and 20 Pols. Conversely, too many Pols, such as 70
to 200, introduce irrelevant points and deteriorate performance. In our experiments,
50 Pols gave the best results, but this number is dataset- and model-dependent.

8.5.3. Limitations

Selection of Pols in Blind Setting. One of the limitations is that Pols’ knowledge is
a prerequisite for our and all prior works. Existing methods for Pol selection working
in non-blind settings have been shown to be effective [68, 171, 172]. In our work,
the Pols are selected based on their correlation between the measurements and
the actual Hamming weight of the target variables. In this step, the public variable
m is required (a non-blind setting). Pol selection in full blind selection is an open
challenge, and we leave it as future work.

Masking. Previous works analyze masking in a weak setting [156, 159]. Moreover,
all blind SCA on masking are reported in a simulated setting. Naive application of the
DL-BSCA framework to masked implementations is not feasible. The randomized
shares obscure the original leakage values, rendering it impossible to produce
informative labels essential for training the DNN within DL-BSCA. Therefore, attacking
the masked implementation in a practical setting remains an open problem that is
left for future work.

8.6. Conclusions and Future Work

This chapter proposes DL-BSCA, a novel framework for deep learning-based blind
side-channel analysis. DL-BSCA harnesses the power of deep learning to effectively
handle noisy datasets, addressing key challenges in blind SCA. Unlike prior works

8The results in other datasets are aligned with the reported results here. As such, we only present results
for CW Dataset.
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focusing on simulated environments or high-leakage devices, we demonstrate suc-
cessful attacks across diverse platforms, validating our approach on four datasets of
real measurements from symmetric key and post-quantum cryptography algorithms.
Another key innovation in our work is the MC labeling method, which improves trace
labeling by considering dependencies between secret and public variables. This ap-
proach outperforms prior techniques, particularly in scenarios where leakage points
do not overlap, as shown by our results on AES and Kyber datasets. Finally, we report
the first successful blind SCA on hiding countermeasures like desynchronization,
showcasing the versatility of the DL-BSCA framework.

Despite these advances, there are open challenges. Previous works considered
weak masking and experimented with simulated traces only. Existing studies, in-
cluding ours, assume that adversaries can locate Pols. Addressing these limitations
would significantly broaden the applicability of blind SCA, paving the way for more
robust evaluations of cryptographic implementations.



Discussion

At this point, it is helpful to revisit the thesis’s focus. The central goal of this work
was to explore how evaluators can effectively leverage deep learning in side-channel
analysis to improve the performance of their attacks while keeping computational
and practical costs low.

As discussed in Chapter 1, an evaluation process aims to be as thorough as pos-
sible within limited resources. In practice, this means considering advanced attacks
and powerful adversaries while keeping the evaluation effort within a reasonable cost
range. One powerful tool for evaluating against advanced attacks is deep learning.
At the same time, because of its ability to break protected implementations by coun-
termeasures, it is also an attractive and powerful tool in the hands of adversaries.
These capabilities make DL-SCA both a powerful evaluation method and an essential
benchmark for assessing the robustness of cryptographic implementations.

This thesis examined the use of DL-SCA from two perspectives:

1. The benefits that using deep learning can bring to the evaluation process.
2. The challenges that using deep learning introduces to the evaluation process.

In the following, we discuss these two perspectives in terms of the costs they
introduce to or eliminate from the evaluation process.

Reducing Evaluation Costs with Deep Learning. Deep learning can simplify or
even eliminate certain preprocessing steps, reducing the overall cost of measurement
analysis. Beyond preprocessing, however, conventional side-channel evaluation
methods are affected by additional cost drivers. In this thesis, we investigate how
deep neural networks can be used to mitigate the costs associated with two major
factors: (1) the need to assume a specific leakage model, and (2) the reliance of both
profiling and non-profiling analyses on known data, such as plaintexts or ciphertexts,
in scenarios where obtaining such data is difficult or expensive.

Aligned with the first factor, in Chapter 7, we proposed a multi-byte, multi-bit DL-
SCA approach based on multitask learning. This method combines bit-level and
overall leakage modeling within a single network structure, allowing it to adapt flexibly

163
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to real leakage patterns without repeated evaluations under different assumptions.
This qualification reduces the cost imposed by a poor evaluation, as the evaluator
may not detect the actual leakage, or by repeating the evaluation with different
leakage models.

The experimental results demonstrate that the proposed multi-bit and multi-byte
multi-bit DL-SCA approaches consistently outperform traditional predefined leakage
models such as HW, ID, LSB, and MSB across multiple masked AES datasets,
including ASCAD-F, ASCAD-R, CHES-CTF, and eShard. Using a fixed CNN architec-
ture and identical hyperparameters for all attacks to ensure fairness, the experiments
show that multi-bit and multi-byte are particularly effective in scenarios with Boolean
masking, where conventional leakage models often fail to recover certain key bytes.
In several cases, such as subkey number 12 in ASCAD-F and eShard, only multi-bit
and multi-byte successfully recover the key with significantly fewer traces, confirming
their superior ability to capture complex leakage patterns by jointly exploiting multiple
bits and shares. Moreover, the results highlight the benefits of multi-task learning in
multi-bit-multi-byte, which enables simultaneous sub-key recovery without sacrificing
performance, indicating strong feature sharing across tasks. Overall, the findings
validate that flexible, model-agnostic multi-bit approaches provide more robust and
scalable attack performance than bit-specific leakage models, especially in realistic
masked implementations.

In Chapter 8, we showed that it is possible to use deep learning where accessing
known data like plaintext or ciphertext is expensive or impossible (a scenario known
as blind SCA), and reformulated SCA as a classification problem with noisy labels.
By combining deep learning and clustering, we demonstrated the first practical blind
SCA in real-world scenarios for implementations that do not allow access to the
known data.

The experimental results show that the proposed DL-BSCA framework, together
with the new Multi-point Cluster-based labeling method, enables successful blind
side-channel attacks in scenarios where all prior approaches failed. Across mul-
tiple real-world datasets, including AES on ChipWhisperer, Kyber decapsulation
on STM32, and ASCON implementation, classical blind SCA and standalone MC
labeling were unable to recover the key. In contrast, combining deep neural net-
works with the proposed labeling strategy consistently reduced the guessing entropy,
demonstrating practical key recovery without plaintext or ciphertext knowledge. The
results highlight that MC labeling is particularly effective when paired with DNNs,
and that multi-point labeling significantly improves robustness in noisy or misaligned
traces, enabling—for the first time—a successful blind SCA attack against a target
protected with desynchronization.

Managing the Costs and Pitfalls of Using Deep Learning. While deep learning
can reduce several costs, it also introduces new challenges and costs that evalu-
ators must manage carefully. Two primary concerns in DL-SCA are the need for a
costly hyperparameter tuning procedure and the reduced evaluation reliability due to
overfitting. The final goal of hyperparameter tuning is to improve the performance
of the models. In the realm of deep learning, model improvement is equivalent to



165

enhancing the model’s accuracy and/or reducing its loss on the test dataset. However,
in the SCA realm, we are more interested in reducing the GE and NT in the attack
phase. Therefore, we seek alternative techniques and strategies to improve model
performance on these two metrics while limiting consecutive costs low.

In Chapters 4 and 6, we demonstrated how model enhancement techniques,
specifically regularization and an ensemble of models, can improve the performance
of DL-SCA by reducing GE and NT.

Regularization methods, especially L1 and L, reduce overfitting by controlling the
model’s capacity, resulting in robustness during both training and attack. However,
regularization methods generally increase training time," slightly raising computa-
tional costs. Ensembles of models, on the other hand, achieve similar improvements
in performance and reliability with lower additional cost. The reuse of models already
trained during hyperparameter tuning helps to avoid extra training effort while enhan-
cing evaluation completeness. Still, one should not abandon the use of regularization
techniques merely because of their higher training cost, as we have seen that
evaluation must always find a balance between completeness and cost.

The ensemble models used in our work were derived through a random search
strategy. Prior research has shown that random search is an effective method
for identifying strong models in DL-SCA tasks on publicly available datasets. This
approach tends to yield diverse models, both in terms of architecture and the rep-
resentations they learn. Consequently, ensembling such heterogeneous models
is beneficial, as it allows the combination of complementary information. However,
an open research question remains: would ensembling still provide benefits if the
individual models were obtained through more structured hyperparameter optim-
ization methods, such as Bayesian optimization? This is a valid concern because
such tuning techniques typically converge toward a single local optimum, resulting
in models that are similar in their characteristics. In that case, the output probability
distributions of these models may contain little complementary information, and thus,
their ensemble may not offer additional benefits.

Both regularization and ensemble learning illustrate complementary strategies
for enhancing DL-SCA: the former improves a single model’'s generalization by
constraining its learning dynamics, while the latter improves decision-making by
aggregating diverse models. Taken together, these techniques strengthen DL-SCA
in terms of reliability and efficiency, both essential for practical evaluation.

We also explored the influence of more training examples and using robust ac-
tivation function strategies on improving DL-SCA performance in Chapters 3 and 5.
In Chapter 3, we have seen that the influence of increasing the number of training
examples on the models’ performance depends on the models’ operational regimes.
However, most of the models performed better after adding more examples to the
training dataset. From this observation, we derive a practical strategy: evaluators
can perform hyperparameter tuning on a smaller dataset to reduce cost, and then
train the final selected model with more traces for the final evaluation. There is a
good chance that the model’s performance improves. However, it is still not clear

"Early stopping can reduce the training time. However, its effectiveness in the final model’s performance,
in terms of GE and NT, is significantly lower than that of the other tested methods.
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how the final improvement of the improved models relates to the additional training
traces. Some models show a significant improvement after training with more traces,
while others only show a slight improvement, which can be considered a trade-off
between completeness and cost.

In Chapter 5, we further analyzed the effect of robust activation functions, i.e.,
JumpReLU, on model performance and generalization, showing that architectural
improvements can complement data-based strategies in achieving stable and reli-
able evaluations. Motivated by this, one interesting research direction is designing
customized activation functions, loss functions, or even neural network architectures
that are more tailored for specific side-channel analysis usage.

One should note that the techniques and strategies mentioned above are not
intended to replace hyperparameter tuning. Hyperparameter tuning remains
the main step before any evaluation using deep learning; however, the available
budget determines the extent to which the tuning process can be rigorous
and comprehensive. It is only after that that the enhancement techniques and
strategies can come into play and provide further improvement.

An important advantage of the enhancement techniques investigated in this thesis
is that they are not mutually exclusive. Each method addresses different aspects of
model improvement, meaning that using one does not make the others impractical
or redundant. Instead, they can be combined in a complementary manner, allowing
evaluators to tailor a balanced strategy that leverages multiple forms of improvement
within the constraints of their evaluation budget.

9.1. Distinct Characteristics of Deep Learning Usage
in the SCA Domain

Strive to Fail. A fundamental difference between DL-SCA and common deep-
learning domains, such as natural language processing or computer vision, lies in
how “success” is interpreted. In most deep learning applications, a model is suc-
cessful when it performs its task as accurately as possible (whether that means
classifying images, translating text, or recognizing speech), and an accurate pre-
diction is the desired outcome. In DL-SCA, however, success has two perspectives:
from the attacker’s (or evaluator’s) viewpoint, DL-SCA is successful when a model
is able to recover secret-dependent information from side-channel traces; from the
defender’s viewpoint, a countermeasure is successful when even strong and carefully
designed DL-SCA attacks fail to do so. In many cases, the DL-SCA failure is reduced
to “inappropriate” deep learning model. This asymmetry creates an evaluation chal-
lenge: when a model fails to recover the secret, it is not immediately clear whether
this indicates a secure implementation or simply an “inappropriate” model. This is
highlighted more when the evaluator is using DL-SCA for the purpose of improving
the implementation before releasing the product.

In typical learning tasks, one can define a performance threshold (for example,
achieving a specific accuracy level) and declare the task complete once the model
reaches it. In contrast, in SCA,if a trained model fails to extract the secret, evaluation
cannot stop there. The only valid statement the analyst can make is that the tested
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model did not succeed. Even when analysts explore a broad and diverse range of
neural-network architectures and attack configurations, this still represents only a
finite subset of all possible distinguishers.

To illustrate this further, let us imagine a universe where deep learning is the only
distinguisher for a power side-channel (the only physical side-channel). Let us also
imagine that, in this hypothetical universe, evaluating an implementation using all
conceivable neural networks is possible. If none of these models could recover the
secret, the analyst could confidently conclude that “the implementation does not
leak exploitable secret information.” This statement is highly desirable for both
manufacturers and end users.

However, the real world is far from this imaginary universe. While manufacturers
and users would still like to hear that “the implementation does not leak exploitable
secret information,” evaluating it against all possible distinguishers, including the
infinite space of neural networks, is impossible. Consequently, an analyst cannot
formally prove the absence of leakage through empirical evaluation, since it is
infeasible to test every possible attack. This is similar to the leakage-assessment
process: the fact that no leakage is detected does not necessarily mean that an
implementation cannot be attacked using another distinguisher (for example, a
higher-order moment). Likewise, the fact that none of the tested models could break
the target does not prove that the implementation cannot be broken by other models
or attacks. In practice, evaluators therefore aim for a pragmatic conclusion: “Given
the best attacks and models that can realistically be designed within a limited
resource budget, no exploitable information leakage was detected.”

This is where the importance of model enhancement techniques and strategies
becomes clear. Such methods allow analysts to design stronger and more repres-
entative attacks and models without significantly increasing resource requirements,
thereby enhancing the credibility of the evaluation.

DL-SCA is not the only domain where the ’strive to fail’ principle applies. Sim-
ilar evaluation philosophies exist in other fields where systems are tested through
intentionally strong but undesirable outcomes. For instance, in adversarial robust-
ness evaluation for deep neural networks, researchers design the most effective
adversarial attacks, hoping the model resists them. The same mindset applies to
software fuzzing, where testers attempt to crash programs while developers hope
no crash occurs. Formal verification is another example, where analysts search for
specification violations while ideally finding none. In all these cases, the evaluator
desires failure: the system’s resistance under the strongest possible tests defines its
strength.

Added noise by design. Another important difference of DL-SCA from the common
usage of deep learning lies in the presence and purpose of noise. In common deep
learning applications, noise in training and test data is typically undesired and
unavoidable. The noise in the common usages arises naturally from environmental
variability or data acquisition imperfections. Users do not appreciate its presence, but
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must train models to be robust against it. The environmental and architectural noise °
are also present in the side-channel measurements. These noises are unavoidable,
but here they are desirable, unlike in common deep learning applications, as they
help hide leakage. However, the importance of noise in side-channel analysis extends
further. Indeed, a part of the noise in the side-channel traces is intentionally added
by using masking or hiding countermeasures in the implementation of cryptography
algorithms to obfuscate sensitive information that might leak through side channels.

To make this difference clear, consider two image classification tasks. In the first
task, the model must determine whether there is a dog in a photo of any random
landscape, where the background can vary widely and include many irrelevant
objects. In the second, the model must detect a dog in images that always have
a fixed background, such as the entrance of a building captured by a stationary
camera. The first model faces a much more challenging problem, as it must learn
to recognize the dog regardless of distracting or variable backgrounds. During
training, it is therefore important to ensure that the final model becomes robust
to background noise and irrelevant details. Whatever complexity is added is to
make the model more robust for the actual application, but not to the point where it
becomes unrecognizable. The second task is simpler. Since all images share the
same background, the model can more easily focus on identifying the presence or
absence of a dog. These two examples illustrate problems with two different levels
of undesirable environmental noise. However, in side-channel analysis, the objective
is quite the opposite: designers of countermeasures purposely aim to increase noise
and blur the information that could reveal secret data. The ideal situation is one where
no information related to the secret can be extracted from the device. Thus, while
practitioners continuously design stronger countermeasures, evaluators still employ
deep learning to test their effectiveness. This also presents an additional challenge
regarding the “strive-to-fail” dynamic in this domain. Of course, we continuously
strive to design stronger countermeasures, but we also still want to evaluate their
robustness using deep learning.

Different performance metrics. This is something we have already mentioned
in Section 2.6.2. In SCA, performance metrics such as guessing entropy and the
required number of attack traces evaluate the attacker’s ability to recover the correct
secret key, whereas deep learning and machine learning metrics like accuracy,
precision, or F1-score measure how well a classifier predicts class labels. As shown
by Picek et al. [61], these two categories of metrics capture fundamentally different
aspects of performance. Machine/deep learning metrics like accuracy, quantify per-
example classification correctness, treating each prediction independently, whereas
SCA metrics aggregate information across multiple examples (traces) to estimate the
likelihood of the attack revealing the correct key. In other words, accuracy measures
how well the model classifies intermediate values, whereas GE directly reflects the
adversary’s success in key recovery. These metrics often diverge: a classifier with
high accuracy can still perform poorly in key recovery, and vice versa.

2Noise originating from other unrelated activities on the device, which affect the recorded traces.
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Machine/deep learning metrics generally ignore the probabilistic structure exploited
in SCA. Both accuracy and loss consider only the true class of each trace. Although
the loss is typically aggregated over multiple measurements, it still focuses solely
on the probability (in the case of using softmax) assigned to the correct class
and does not account for how the probabilities of the incorrect classes contribute to
the attack. However, in SCA, these probabilities are highly informative: combining
them across traces provides useful evidence that strengthens the ranking of the
correct key candidate during the attack phase. By contrast, GE and, consequently,
NT explicitly depend on the accumulation of output probabilities across all classes
and all traces, which better reflects the true objective of key recovery.

Consequently, while deep learning can enhance feature extraction and classifica-
tion performance, SCA evaluations should always rely on domain-specific metrics
such as GE and NT rather than general-purpose machine/deep learning indicators.

It is important to note, however, that this observation primarily concerns multi-trace
attacks such as DPA, where the attacker aggregates information from many traces,
and the evaluation objective is inherently tied to cumulative key-ranking metrics. In
Single-Trace or SPA scenarios, the attack often relies on a single prediction event, and
the link between classification metrics and attack success may therefore be stronger.
Nevertheless, even in SPA settings, security claims should ultimately be expressed in
terms of key-recovery success (e.g., probability of correct key identification), because
a model may achieve good classification accuracy while still offering insufficient
confidence for a reliable or repeatable attack. In this sense, GE, SR, or closely
related key-focused indicators remain the most informative metrics for assessing
the real cryptographic risk, whereas accuracy and loss should be regarded only as
auxiliary training or diagnostic measures rather than primary evaluation criteria.

9.2. Future Directions

Reducing the gap between academic research and DL-SCA applications in
evaluation. A persistent challenge in the field of SCA is the gap between aca-
demic research and its practical use in industrial or certification-level evaluations.
The evaluation frameworks commonly adopted in industry (as introduced in Sec-
tion 1.3.1) are either based on leakage analysis, like FIPS 140 [2], or on the Common
Criteria. These frameworks tend to evaluate the security claim of the producer rather
than ensuring the security of the implementation against all possible attacks. They
emphasize structured testing procedures, resource limitations, and clear success
criteria that make results comparable across laboratories and devices. In contrast,
academic research often follows a working-backward strategy, where the main ob-
jective is to exploit possible vulnerabilities using maximum resources, assuming
the most powerful adversary. This experimental approach is crucial for scientific
progress: by pushing these limits, the academic community highlights weaknesses
that motivate new countermeasures and improved software and hardware design.
However, while evaluation labs (especially those that use common criteria) may
draw inspiration from published academic attacks, they cannot directly apply them to
their structured evaluation process. In particular, three main reasons can be counted
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for that non-applicability.

- Resource availability: Academic studies often employ vast computational
resources. The researcher works on the target for a long time and has a high
motivation to exploit the vulnerability in the end. In contrast, evaluation labs
operate under strict time and cost constraints, where each analysis must be
completed within a defined budget.

Data quality and experimental control: Publicly available academic datasets
are usually collected under idealized laboratory conditions using educational
targets that provide clean, low-noise traces and stable environmental settings.
Industrial devices, however, often exhibit high variability, measurement noise,
and additional layers of protection, which can make even strong academic
attacks ineffective in practice.

Evaluation goals: Research papers generally aim to demonstrate feasibility,
showing that an attack can work under certain conditions, whereas evaluators
must assess whether the implementation can pass a security level that is
defined with some specific characteristics. The latter demands repeatability,
bounded assumptions, and cost justification, which are rarely quantified in
academic works.

These differences are particularly pronounced in DL-SCA, where the effectiveness
of deep learning models depends heavily on data quality, hyperparameter tuning,
and computational budgets. As a result, many published DL-SCA results, although
scientifically valuable, are not directly usable as evaluation tools.

Bridging this gap requires efforts from both sides. Evaluation laboratories could
strengthen collaboration with academia by sharing anonymized case studies, realistic
traces, and evaluation protocols that reflect industrial constraints. Such collabora-
tions would help researchers design methods that are both scientifically sound and
practically relevant. On the academic side, researchers could aim to publish not only
performance metrics but also detailed reports on the resources consumed, such as
training time, hardware specifications, and data collection costs, to provide evaluat-
ors with a more realistic sense of the attack’s feasibility. Moreover, a new generation
of benchmark datasets could be established to reflect real-world conditions better,
incorporating noise, environmental variability, and diverse hardware architectures.

Ultimately, reducing the academic—industrial gap is not merely a matter of transfer-
ring knowledge; it requires aligning objectives, constraints, and success criteria. The
long-term goal should be a feedback loop where academic findings continuously
inform evaluation methodologies, and industrial challenges, in turn, shape the next
generation of research questions in DL-SCA.

Unlocking the real power of deep learning and artificial intelligence for SCA.
Currently, DL-SCA remains highly implementation-specific: for each new device
or countermeasure, evaluators must engage in time-consuming hyperparameter
tuning and model selection. The problem is so fundamental that we face not only a
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transferability issue but even a portability problem.® This dependence on exhaustive
tuning increases both the cost and complexity of evaluations. One promising path
forward is to reduce this dependency through techniques such as transfer learning*
or the development of models with stronger generalization capabilities.

To better understand the potential of such advances, it helps to look at progress
in other Al domains. Generative Artificial Intelligence (Al) has demonstrated that
deep learning systems can extend far beyond task-specific optimization, learning
highly general and transferable representations of data. For instance, models like
ChatGPT, DALL-E, and GitHub Copilot are capable of generating diverse, human-like
content because they have been trained on massive and heterogeneous datasets
that capture broad patterns of language, vision, and reasoning. Similarly, foundation
models such as VGG, ResNet, and DenseNet for vision; BERT and RoBERTa for
text; and Whisper, wav2vec 2.0, and HUBERT for speech demonstrate that deep
learning architectures can learn features general enough to be reused across tasks
with minimal fine-tuning.

A similar breakthrough could occur in the SCA domain. Imagine models trained
not merely to attack a single implementation, but to understand the general charac-
teristics of side-channel leakage, including different structures, noise patterns, and
countermeasure artifacts, across different platforms, cryptographic algorithms, and
measurement conditions. Such “foundational” SCA models could then be fine-tuned
for specific devices or evaluation contexts, reducing the effort and cost required for
hyperparameter tuning. This would also enhance reproducibility and standardization
in evaluations, as different laboratories could build upon the same base model rather
than developing models from scratch for every target. Regardless of pursuing this dir-
ection, there is a requirement for parallel research on adaptive countermeasures that
can detect or resist attacks from generalized models trained outside the evaluation
environment. That is because such models can sooner or later be developed either
by evaluators or adversaries, as they have been developed for other classification
tasks.

At the same time, achieving such transferability has a dual-use implication. De-
veloping broadly generalizable SCA models would empower evaluators by allowing
for faster and more unified assessments; however, the same models could also be
misused by adversaries to attack devices more efficiently. The existence of general-
purpose, pretrained SCA models could lower the technical barrier for conducting
sophisticated attacks, potentially giving attackers an advantage in the ongoing com-
petition between attacks and defenses.

3In current DL-SCA practice, researchers often use a single device for both the profiling and attack
phases [87]. While this design choice aligns with the working-backwards academic strategy and
represents a worst-case adversary assumption, it avoids an even more basic challenge: ensuring that
a trained model performs consistently across multiple instances of the same device type, produced by
the same manufacturer, and using the same architecture. This intra-device portability issue arises even
before tackling the broader problem of model transferability across devices with different manufacturing
variations, hardware architectures, or acquisition setups. Addressing both portability and transferability
remains one of the most critical steps toward making DL-SCA a practical evaluation tool.

4Limited studies have explored this idea [173—175], but they have not yet yielded models with robust
and widely transferable performance.
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Moving toward more automation in DL-SCA. Building on the previous discus-
sion, another key research direction is to increase the level of automation in DL-SCA.
Despite relying on deep learning, the current use of Al in SCA is far from automated.
DL-SCA remains an interdisciplinary field that demands expertise across several
domains, including cryptography, software and hardware implementations, statistics,
and deep learning. Conducting a successful DL-SCA still requires significant manual
effort and expert judgment at every stage of the process.

Currently, the analyst must manually interpret the source code or hardware im-
plementation to identify potential leakage points, select relevant signal regions, and
take appropriate preprocessing steps prior to the profiling phase. Even after the deep
neural network generates predictions for the attack traces, the attack phase involves
additional tools, such as SASCA, and manual postprocessing to compute metrics
like GE. In other words, the process is not end-to-end: it remains a semi-manual
pipeline where human expertise fills in many critical gaps.

A deeper issue is conceptual: many DL-SCA studies use deep learning to solve
problems whose solutions are already partially known. For example, analysts often
restrict the neural network input to a specific time window of the traces because they
already know, through prior leakage detection methods, such as correlation analysis,
where the targeted intermediate variable leaks. This means that the neural network
is not truly “discovering” leakage from raw data, but rather optimizing within a region
preselected by the analyst. Consequently, DL-SCA remains highly dependent on
human expertise and intuition, much like traditional statistical approaches such as
the Gaussian templates attack.

Achieving a higher degree of automation would require redefining the DL-SCA
workflow to make such manual steps an intrinsic part of the learning process itself.
A fully automated DL-SCA pipeline would reduce the need for extensive human
intervention, making the process faster, more reproducible, and more accessible
to non-experts. More importantly, it would allow evaluators to focus on interpreting
results and defining threat models rather than manually engineering each analysis
step. Automation, therefore, represents not only a practical improvement but also a
conceptual evolution toward truly intelligent SCA systems.
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Cryptographic algorithms are essential for protecting sensitive data in digital
systems, but their security does not depend only on their mathematical design.
Once implemented on real devices, their execution may reveal data-dependent |
physical behavior. Side-channel analysis exploits such unintended leakage to L
infer secrets such as eryptographic keys. For this reason, evaluating the side-
channel resistance of eryptographic implementations is an important task for

security laboratories, yet it is also demanding because evaluators must work

within limited time, budget, data, and computational resources.

This thesis focuses on the role of deep learning in making such evaluations
more effective and practical. Deep learning-based side-channel analysie (DL-
SCA) can reduce evaluation costs by relaxing certain assumptions and
reducing the need for come manual effort. However, it aleo brings its own
challenges. The main goal of this thesis is to study how DL-SCA can be used in g
a more reliable and cost-aware way: by lowering the effort needed for model @
selection, improving generalization, and reducing dependence on fixed leakage y
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