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Abstract

Recent developments in the capability and availability of small internet of
things devices has meant that networked medical devices, like networked
implants and wearable monitors, have become more widespread. This data
is invaluable for solving pressing global healthcare concerns, like eectively
monitoring and treating heart patients. The European Union has announced
plans to create an international collaborative network for sharing medical
data. However, such a system will have to overcome some major unsolved
issues regarding security and privacy. Citizens surveys have stressed the im-
portance of privacy protection and transparency in recipients. Governments
have appointed administrative bodies tasked with supervising the processing
of personal data, or assuring healthcare quality. However, medical health-
care providers have signalled concern with unrestricted governmental access
to patient data. In this thesis, we propose a system for auditable medical
data sharing compatible with privacy-preserving technologies. We demon-
strate a method to securely generate encryption keys which are recoverable
using an audit key. We combine this with distributed key generation to cre-
ate a board of trusted members, with each a share of the audit key. Board
members can work together to collaboratively audit communication between
healthcare providers and medical researchers. We demonstrate that the key
generation is secure and ecient. We show that auditability is guaranteed
under the assumptions that at least one of the communicating parties is hon-
est. Our system bridges the gap between privacy-preserving medical data
analysis and governing capabilities by assuring auditability without handing
this power over to a single party. In real world scenarios, this system can
be used to create international level of data sharing, as is explored for the
European Health Data Space. The data inspection can be combined with
already existing legislative power to detect fraudulent behavior and perform
physical audits when required. The system can be extended to facilitate
reproducible medical research.
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Chapter 1

Introduction

The rapid developments in digital technologies are double-edged sword for
hospitals. They provide great opportunity with smart medical devices and
automated quality control tools on one hand, but also with greater attack
surface and digital complexities on the other. In [1], Scheibner et al. noted
a “biomedical research shifted from paradigm has been characterized by a
shift from intrainstitutional research toward multiple collaborating institu-
tions operating at an interinstitutional, national or international level for
multisite research projects”. How to facilitate this shift in a secure and
privacy-preserving manner, we adres in this thesis.

Digital struggles. Public healthcare has been unable to keep up with
the rapid technological developments in the digital space. An important as-
pect of healthcare is certication, and the lengthy bureaucratic procedures
associated with certifying medical equipment means that most electronic
devices are already years old before they become available to hospitals. For
digital devices, the lifespan of hard- and software is often a couple of years.
Although medical devices are purposely designed for medical applications,
and in general designed with this delay in mind, often times they are based
on software and hardware modules which are not. This means that medical
apparatus is often times harder to secure against cyber threats, especially
when these devices are connected to the internet. An example of this was
during the WannaCry ransomware attacks in April and May 2017. Up to
70000 devices of the National Hospital Service of the United Kingdom were
compromised. The malware made use of a security vulnerability that had
been patched the month before in supported versions of the Windows op-
erating system. However, devices running Windows XP or which were not
updated were still vulnerable. The attack had a signicant eect on the
continuity of healthcare, and some hospitals had to cancel non-critical oper-
ations[2]. Better awareness of cybersecurity in medical facilities is required,
especially when more patient information is collected and shared. However,
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CHAPTER 1. INTRODUCTION 2

more importantly, these events signify the need for a dierent approach; A
system designed to failing well.

Making healthcare future-proof The graying of European popula-
tion and the increasing public expenditure on healthcare calls for a better
approach. In the joint priorities of the EU institutions for 2021 until 2024,
healthcare is an import part of “Promoting our European way of life”. It
calls for better responses to international health threats, more aordable
and accessible healthcare, beating cancer and a so-called European Data
Space. In a recent impact assessment report on the European Data Space
gave the following denition for the European Data Space.

The general objective of the intervention is to establish a genuine
single market for digital health and to ensure that individuals
have access to and control over their own health data, can benet
from a wealth of innovative health products and services based
on health data use and reuse, and that researchers, innovators,
policy-makers and regulators can make the most of the available
health data for their work, while preserving trust and security.

The usefulness of European Health Data Space (EHDS) is twofold. The
primary use of the European Data Space is to improve the current healthcare
system. The patient stays in control of their electronic health records, and
dierent healthcare providers can make use of the same patient dossier.
Secondly, this medical data could also be used for research and policymaking
purposes. This secondary purpose would help researchers, innovators, and
regulators to base their work on actual data and improve healthcare practices
for the general population. Both of these use cases requires strongly security
guarantees and trust from the patients.

Potential fall blocks. An article in the Dutch newspaper NRC clearly
demonstrated how conicts in privacy guarantees for medical data can create
obstacles for important research. To optimize funding for mental healthcare,
the NZa (Dutch Care Authority) wants to predict what types of healthcare
are needed in the future. To this end, it requires practitioners in men-
tal and forensic healthcare to ll in a form for each patient treated. This
form includes questions like: “Does this patient show destructive behavior?”,
“Is this patient aggressive?”, “Does the patient abuse drugs?”, “Repeated
self-harm?” and “Have they attempted suicide?” [3]. Although personal
identiable information, like date of birth or name, will not be included in
the reports, it is possible to re-identify patients by combining the form with
other data sources. Critics of this approach have united under the name
”vertrouwenindeggz” with the goal to sue the NZa. Their claim is that forc-
ing healthcare providers to ll in this form is an ”unacceptable violation of
the medical condentiality and client privacy”[4].
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However, it is likely that such detailed records of individual patients are
not required for the NZa to make its estimations. It could instead choose to
query information in a more limited scope. For example, a policymaker that
has a legitimate interest in knowing the amount of terminally ill patients in
South-Holland does not need to know the names of these patients and their
respective medical history. Preferably, it should not even know the exact
number of terminally ill patients per hospital. Just one nal number that
gives a direct response to their initial query: The number of terminally ill
patients in South-Holland. Depending on the use case, a small error on this
number might not be signicant. A well-dened query makes sure that its
use is limited, the ground testable and the potential fallout, in case of data
leakage, manageable. Of course, hidden in this query are many complexities;
A usable denition of a terminally ill patient needs to be dened, the right
data providers identied, etc. Additionally, the policymaker might want to
include more conditional statements or query multiple times. Still, queries
on medical health data should provide the exact amount of data requested
and not leak any additional information. In this way, it is possible to perform
useful analysis, without violating the privacy of patients.

These observations are also reected in a report by TEHDAS. TEHDAS
is an EU-sponsored joint action that explores the steps towards EHDS. Its
main focus is to develop European principles for the secondary use of health
data. Their 2022 survey incorporated the opinion of 5932 citizens, primar-
ily from France, Belgium, and the United Kingdom[5]. A majority of the
respondents deemed secondary use of data for the common good as a valid
purpose. A recurring theme throughout all responses was that citizens per-
ceive health data as a piece of them, should benet them, and therefore they
should retain some forms of control over them. This holds true even when
anonymized, although the researchers found that the respondents were more
open to a broader use of their data. The citizens expressed fear of being
re-identied and potential harmful consequences, like discrimination. They
argued in favor for safe IT solutions, diversity of views and backgrounds of
stakeholders, a framework for accountability and transparent intentions of
data users.

Interestingly enough, stakeholders of EHDS have argued in favor of more
responsibility for citizens themselves, with citizens responsible for managing
their data and being aware when to opt out of research. This is also reected
in the numerous previous publications on EH systems that employ dier-
ent techniques to give citizens digital control over their patient data [6][7].
However, relying just on informed consent is not an adequate solution. Data
sharing and analytics is a very abstract and technical topic. Asking peo-
ple to understand the process is a heavy burden, disproportional impact of
their time. A similar legal document, the terms of service are often ignored
because of their length and diculty [8] [9]. Additionally, creating technical
solutions for citizens to control their data usage risks the exclusion of less
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technical versed individuals. Therefore, consent forms should be clear and
concise, allowing individuals to express their values and should not rely on
complicated technical solutions. General ethical standards could be ensured
by a governing body that uses the transparency of the data analysis process
to this end.

1.1 Research Gap

In recent years, multiple directions for improving digital healthcare have
been explored. Privacy-preserving data analysis techniques have been pro-
posed which are deployable in real-time. Additionally, extensive research
has been done into utilizing distributed ledgers for tracking medical data
sharing. Ensuring auditing in these systems, however, is still not completely
solved. Existing solutions put limitations on data types, have signicant
computational overhead, or utilize trusted third parties.

Combining this, a solution for a medical data sharing platform for the
purpose of research and analysis should be general purpose, secure, trans-
parent and safeguard the patient privacy, without trusted third parties. To
the best of our knowledge, there are no current solutions which manage to
combine these three aspects. A suitable protocol must allow for large scale
medical research to be performed, while the privacy loss of patients should
be speciable. The method should be compatible with data gathered from
Networked Medical Devices and should provide minimal computational cost
for the healthcare providers. This leads us to the following research question:

“How can analytics on medical data be performed in a secure and privacy-
preserving manner, without a trusted third party and while keeping the
ability for an auditor to test the soundness of the procedure?”

1.2 Contributions

In this thesis, we provide the following contributions.

1. We dene the requirements and threat model for privacy-preserving
medical data analysis that incorporated auditability for a consortium
of auditors.

2. We propose a generic key generation protocol, which enables third
parties to recover keys under the condition that at least one of the two
generators is non-malicious.

3. We design a system based on our key generation protocol and dis-
tributed ledgers to achieve auditable and privacy-preserving data shar-
ing. We perform a complexity analysis and security analysis of the
protocol.
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1.3 Outline

The rest of the thesis is organized as follows. Chapter 2 covers the pre-
liminaries required for the protocol. Chapter 3 gives an overview of work
related to privacy-preserving medical data analysis and auditable systems.
Chapter 4 gives the threat model, requirements of the system, and formal
description of the protocol. Chapter 5 provides the complexity, and security
analysis of the protocol. Chapter 6 discusses the results, and reects on the
feasibility of such systems in the current healthcare landscape. And nally,
Chapter 8 concludes this thesis.



Chapter 2

Preliminaries

In this chapter, we will cryptographic concepts used in our thesis. We assume
the reader familiar with basic concepts of cryptography and information
theory. More specically, public key encryption, symmetric key encryption,
Readers unfamiliar with these concepts, we refer to “Introduction to Modern
Cryptography“ by Jonathan Katz and Yehuda Lindell1 and “A Graduate
Course in Applied Cryptography” by Dan Boneh and Victor Shoup2.

2.1 Communication Channels

To evaluate the security of protocols involving multiple parties, the security
of their communications must be included. We will dierentiate two type of
communication channels: Authenticated channels, and secure channels.
Authenticated channel. An authenticated channel is a communication
channel between two parties where messages are authenticated. This means
that the identity of the sender is guaranteed and that the integrity of the
messages are assured. However, the content of the messages send over the
communication channel are visible to observers.
Secure channel. Secure channels have the same properties as authenti-
cated channels. However, they contain as additional guarantee that mes-
sages are undecipherable to observers. This can be achieved using authen-
ticated encryption.

2.2 Hybrid encryption scheme

Hybrid encryption scheme combine symmetric and asymmetric cryptogra-
phy into a single algorithm. Asymmetric cryptography has the advantage of
allowing parties to encrypt messages using public keys. However, they are

1https://www.cs.umd.edu/~jkatz/imc.html
2https://toc.cryptobook.us/
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more expensive in terms of computational and space complexity compared
to symmetric cryptographic methods. By combining the two methods, the
strength of both systems can be exploited.

In hybrid encryption schemes, the sender generates a new key used for
encrypting the message. The generated key is encapsulated using public-key
cryptography. The encapsulated key and encrypted message are sent to the
receiver. The receiver can recover the symmetric-key from the encapsulation
using their private key. The symmetric-key is then used for decrypting the
ciphertext to recover the original message.

2.2.1 Fujisaki-Okamoto transformation

The Fujisaki-Okamoto transformation is a general way to convert any weak
symmetric and weak asymmetric encryption schemes into a IND-CCA se-
cure encryption schemes. The transformation was rst published in 1999
[10] and later revised in 2013 [11]. Based on the transformations, the au-
thors proposed PSEC. It is possible to use Fujisaki-Okamoto transformation
without using a symmetric encryption scheme.

2.2.2 PSEC

PSEC stands for Provably Secure Elliptic Curve Encryption Scheme. PSEC-
KEM is a public encryption scheme that uses the elliptic curve ElGamal
trapdoor function, two hash function and a symmetric key encryption scheme.
[12] The scheme is IND-CCA secure in the random oracle model under the
EC-DH assumption. Two other versions, PSEC-1 and PSEC-3, have ex-
isted which have been withdrawn from the CRYPTEC 2000 project. [13]
PSEC-KEM can be used as an authenticated encryption protocol.

2.2.3 EC-IES

The Elliptic Curve integrated Encryption Scheme (EC-IES) is a public en-
cryption scheme that uses Die-Hellman key exchange to directly compute
a key used for symmetric encryption.[14] The scheme is IND-CCA secure
in the random oracle model under the EC-CDH assumption. There exists
multiple standards of EC-IES. [15]

2.3 Distributed Key Generation

The concept of Distributed Key Generation (DKG) was introduced by Ped-
ersen in “A Threshold Cryptosystem without a Trusted Party”[16]. It allows
the oblivious generation of a shared secret by members of a group, such that
a group of k members are required to reconstruct the secret. Whereas Shamir
Secret Sharing requires a trusted third party as an oracle for generating the
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original secret, DKG can be performed without the need for a trusted third
party. Instead, a concept called veriable secret sharing (VSS) is employed.

VSS allows a secret to be divided into multiple pieces, such that com-
bining the shares yields the original secret. Every receiver of the secret can
verify that the secret is a valid piece of the original secret. VSS allows the
distributed generation of a key, even with the presence of malicious actors.
However, to ensure the security properties of DKG, the number of malicious
actors must be bounded by l where l ≥ 2k − 1.

2.4 Distributed Ledgers

A distributed ledger is a history of data transactions shared by multiple
parties. The order of the history is agreed upon, and each party has a copy
of the transactions. New transactions are added using a consensus protocol.

Blockchain is a form of a distributed ledger, where the transactions,
called blocks, receive a timestamp and a reference to the previous block.
Blockchain was originally proposed as a distributed ledger to track the cryp-
tocurrency Bitcoin. However, the use of blockchain outside of cryptocurren-
cies has been extensively researched.



Chapter 3

Related Work

In this chapter, we will discuss works that are related to privacy-preserving
medical data analytics and auditable data sharing.

3.1 Privacy preserving analysis

Privacy-preserving analysis allows data processing in encrypted form. This
has the benet that auditing the processors will not leak information about
the underlying sensitive data. Often these works employ either multi-party
computation or homomorphic calculations. These works our interesting for
this thesis since they often involve a similar scenario to ours.

In [17], Blanton et al. present a general and scalable strategy to en-
able privacy-preserving learning of generative and discriminative machine
learning. Participants are divided into data owners, computational service
providers and output recipients. One participant may be part of multiple
groups without damaging the integrity of the protocol. By using secure
multi-party computation, can protect the security of the data, however this
introduces overhead in the computations. This strategy is demonstrated
by performing the variable assignment problem, without direct access to
the medical records. Speed-ups over a naive implementation are made by
eliminating divisions and precomputing logarithms.

In [18], the authors propose a system framework that allows to delegate
the inference process on medical data to a computation service provider. The
medical diagnostics is completely done in the ciphertext domain, and thus
the service provider will have no information on the data processed or the
result of the inference. The system framework solely relies on secret sharing
instead of homomorphic encryption and garbled circuits in order to reduce
time and message complexity. The protocol is split into a preprocessing
and an online phase. A large part of the calculations are done during the
preprocessing phase to limit the number of interactions.

9
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3.2 Medical Data Sharing

MeDShare is a system proposed by Xia et al. [19] that enables the process-
ing and sharing of medical data in a trustless environment. The system aims
to solve two issues. Entities performing actions on data without knowledge
of the data owner, compromising privacy and value of data. Entities ac-
cessing processing results with dierent intended recipients. The proposed
systems provide identity management, decentralized and centralized access,
data access revocation and tamperproof data auditing. This is achieved by
separating 4 layers: The User layer, Data Query layer, Data Structuring and
Provenance layer and the Database layer. Entities interface with the User
layer using predened query and response structures. The Data Query layer
acts as a transformer between this structure and environments outside the
system. The Data Structuring and Provenance layer is responsible for pro-
cessing requests for data from the Database layer. Lastly, the Database layer
consists of data providers with established database infrastructure which are
connected to the system.

3.3 Auditing in Medical Data Sharing

Bonyuet presented in [20] the impact of blockchain in the audit profession. It
discusses both ways in which blockchain can aid in making nancial systems
auditable, and risks associated with blockchain. Prior research by Fanning &
Centers [21] had established that blockchain might have impact on auditing.
Because of the design of blockchain, it can represent a triple entry account-
ing system with immutable transactions, time stamped and encrypted [22].
However, blockchain will not guarantee all transactions to be sound. The
transactions could still be unauthorized, executed between related parties,
inuenced by an “o-chain” agreement or incorrectly classied. Therefore,
auditors will still be required to perform audits on the soundness of the
transactions. However, blockchain can aid in speeding up the auditing pro-
cess. “The focus of an audit will shift from record tracing and verication
to complex analysis, such as systemic evaluation, risk assessment, predictive
audits, and fraud detection.” The adoption of blockchain can speed up the
auditing process and therefore increase the level of auditability in general.
Additionally, smart contract might be useable for automating manual au-
diting tasks. The authors also point out the risks of using blockchain for
auditing. Traditional blockchains, like bitcoin, use proof of work as a con-
sensus technique, which is susceptible to a 51% attack. Additionally, the
authors discuss tradeos between public and private blockchains. Although
public blockchains avoid centralization of control, it comes with the draw-
back of enabling unauthorized parties from reading or even writing to this
Blockchain. For private blockchains, or permissioned blockchains, the au-
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thors claim that since a single party has control over the validation, they
would then be able to modify the transaction history as needed.

However, Yannis Bakos et al. argue in [23] that permissioned blockchain
can actually increase decentralization when the blockchain is designed care-
fully. They observe that in order to ensure quality control and coordination
of system development and evolution of open access and fully distributed
environments, de facto centralization arises naturally. The authors name
expertise, reputation, time, or money as potential obstacles that can limit
the participants to a selected few. The higher these costs are, the fewer
the people that want to participate, which contributes to this centralization
in practice. This also translates to permissionless blockchains. Permission-
less blockchains like Bitcoins often lack preventive measures for countering
centralization. As a result, centralization emerges in practice, for exam-
ple through large mining pools who provide most of the work required for
consensus.

3.3.1 Auditing Through Trusted Parties

Chen et al. describe a secure storage and sharing system for medical records
using blockchain [24]. The author aims to streamline medical record sharing
and solve drawbacks of previous work like reliance on trusted third parties
and lack of patient control. The authors chose to avoid high storage cost by
only tracking metadata on the blockchain, the medical data itself is stored
on a cloud instance. “The blockchain is viewed as a storage supply chain in
which every operation may be veried, accountable and immutable. Such
inherent characteristics make it a potential solution for healthcare data sys-
tems that concerns both sharing and patient privacy.” By encrypting all
data using a public key of the patient, the patient has full control over who
can read the data. Privacy is preserved through techniques like hiding the
identity of the patient by using dierent public keys for dierent hospitals.

3.3.2 Auditing in Zero Knowledge

Narula et al. propose zkLedger [25] in 2018, which enables auditing of assets
in a ledger without revealing private information. The authors identify that
distributed ledger either expose sensitive information publicly, or permits
third-party auditors to decrypt sensitive content. zkLedger enables parties
to create digital asset transactions which are visible only to those who are in-
volved, but veriable by everyone who is not. This is achieved using Schnorr
non-interactive zero-knowledge proofs. zkLedger guarantees fast and prov-
ably correct auditing. Additionally, zkLedger guarantees completeness, pre-
venting parties from hiding transactions from an auditor. The system is
limited to numerical systems, and is specically designed for tracking nan-
cial systems. Auditors are able to determine sums using only one round
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of communication. More complex queries, however, require more involved
communications with the audited party. The authors demonstrate how more
complex queries like determining moving averages, variance, standard devi-
ation, and ratios can be determined. Caching is employed to signicantly
reduce the cost of auditing, however, even without caching auditing stays
viable. 100K transactions can be audited in 3.5 seconds, without cached
commitments. time complexity of auditing cached transaction commitments
is constant, whereas time complexity of un-cached transaction commitments
grows linearly with the number of transactions in the ledger. Additionally,
the time complexity of verifying transactions increases quadratically with
the number of banks.

Zhao et al. introduce in [26] a new controllably linkable group signa-
ture scheme CL-GS and build on this a bockchain-based auditable privacy-
preserving data classication (PPDC) scheme for IoT. PPDC allows an audi-
tor to check the behavior of a semihonest data process and data center. IoT
devices collect data and send this signed to the data center. Data processors
interact with the data center to execute privacy-preserving data classica-
tion. The auditor can verify the correctness of the data classication results
and records the auditing results on the blockchain. The basis of the system
are controllably linkable group signatures (CL-GS), which requires a link
key to check if two group signatures come from the same signer.

Zheng et al. propose in [27] a simplication of the PPDC scheme that
reduces the trust requirements on the auditor. Since the auditing phase
of the original PPDC scheme, all participants are perform multiple rounds
of interactions the user cost increased and practicability is lowered. In the
proposed scheme called VeriDC, veriable proofs are immediately generated,
and the data center can verify the classication results without an auditor.

zkrpChain by Xu et al. [28] focuses on auditing data as opposed to
digital assets. Identities are kept public, but the data auditing can be per-
formed by multiple provers, who collaboratively generate a joint range proof
for one verier. The system is built on the hyper-ledger fabric consortium
blockchain and multi-party proofs based on Bulletproofs, zero-knowledge
range proofs. It allows for arbitrary-range proof generation and verication
and batch verication. The verifying party denes the upper and lower limit
of the range and adds this information to the smart contract. The provers
read the private data from the o-chain database and generate the proof.
A dealer peer aggregates the proofs and which uploads the single proof to
the ledger. Afterward, the verifying party can execute the smart contract
to verify the proof.



Chapter 4

Auditable and Secure Data

Sharing

In this chapter, we present the design of our protocol for Auditable and
Privacy-Preserving Medical Data Sharing. The goal of the protocol is to
facilitate an ecosystem where medical data can be shared in a privacy-
preserving way while retaining reproducibility and accountability. Research
groups and hospitals join a network supervised by a board of trusted enti-
ties. Research groups send queries to Hospitals with the aim to create useful
insights based on sensitive medical data. Hospitals execute the queries and
send back the results to the querent. The protocol denes a systematic way
for sending and securing these query-response communications. The mes-
sages are encrypted using special keys which are generated by the involved
research group and hospital. The generation process allows the board to
recover these keys, however this requires a threshold of board members in-
volved to be met. All communications are stored in a distributed ledger,
allowing the messages to be audited by the board.

In section 4.1, we give denitions for the stakeholders. In section 4.2 we
establish our threat model. We follow this up in section 4.3 with our deni-
tion of reproducibility and accountability and the system requirements of the
protocol. Section 4.5 gives an overview of the notation used in this thesis.
Lastly, section 4.7 gives a detailed description of the proposed protocol.

4.1 Stakeholders

We identify three types of parties for this protocol: Hospitals (H), Research
Groups (R) and Board Members (M). An organization may be multiple
party types at once. Figure 4.1 provides an overview of the setting.
Hospitals. We use hospitals as an umbrella term for any organization that
has access to patient data and executes queries. We denote an instance of
a hospital with the symbol H. Hospitals have a collection of patient data

13
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[q]

[r]

Figure 4.1: Overview of the H, R and M party types.

with permission from patients to purpose their medical data for secondary
usage. We assume that the hospital retains full control over this data and
shares the data solely through the described protocol.

Research group. A research group denotes any type of instance, public
or private, which requires medical data for research or decision-making pur-
poses. We denote an instance of a research group with R. Research groups
create queries which hospitals evaluate. To ensure that research groups do
not lose their competitive edge, queries and query-results remain conden-
tial between the research group and hospital until audited by a delegation
of the board.

Board member. A board member is a designated instance that is en-
trusted with a key share required to audit the system. They may be bodies
appointed by governments, hospitals, or journal boards. Together with other
board members, the board forms a consortium that monitors queries and
their results. Given enough members interested in verifying specic data
exchanges, the contents of the queries and results can be decrypted and au-
dited.

4.2 Threat Model

We assume the hospital to be a semi-honest adversary. In related work,
systems have been proposed where the patient remained in control of their
data. However, this comes with a large increase of computational complex-
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ity, storage increase and communication overhead. Additionally, hospital
devices that are used in testing the patients will be operated and controlled
by hospitals. This means that the patient has to trust the hospital to not
have copied the information while it was created. In general, hospitals are
assumed to be non-malicious. There are security measures in place that
aid with ensuring the integrity of operations and preventing, for example,
individuals to gain access to patient information directly. Although it would
allow for stronger protocols, including Hospitals in the threat model would
create a more signicantly more complex system, which could increase the
cost of deployment in the real world and would prevent hospitals from grad-
ually increasing their security systems.

On the other hand, we assume some or all research groups to be a ma-
licious adversary. The protocol should retain trustworthiness even when
research groups actively try to increase the system. In this way, valid tran-
scripts of data transfers can prove the legitimacy of research performed and
aid in the repeatability and transparency of research. Research groups may
actively try to gain information shared in data transfers where they are not
the intended recipient.

We assume that less than t board members can be corrupted during any
run of the distributed key protocol. In this way, the condentiality of the
queries and the privacy of the patients are ensured.

4.3 System Requirements

We need to dene reproducibility and accountability rst. We explain re-
producibility in terms of the need for repeatability in the system. If any
party has access to the full communication transcript, it would be able to
repeat the exact same steps as denoted and achieve the exact same results.
the protocol’s For accountability, we need to ensure that parties take re-
sponsibility for their communications. To achieve the reproducibility and
accountability, we identify the following system requirements.

Condentiality. All key commitments, queries, and responses sent over
the network are encrypted in a way such that only participants with access
to the private key are able to recover the underlying message.

Auditing. To be able to audit encrypted queries and responses sent over
the network by H and R, a consortium of board members should be able to
reconstruct the communication keys used for encryption.

Denition 1 For all encrypted query-response pairs ⟨cq, cr⟩ = ⟨enckq(q), enckr(r)⟩,
with respective key commitment ⟨ckq , ckr⟩, the system is auditable if and only
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if, at least t board members can recover k′q, k
′

r such that deck′
q
(cq) = q and

deck′
r
(cr).

In order to audit the transactions, a consortium of t Board Members
can collaboratively decrypt the contents of a ledger-entries. The protocol
denes a systematic way for securing these query-response communications.
The security is done in a way such that for a specic chain of Hospital and
research group communication. Board Members private key shares can be
revoked, and new members can be added to the board. In the case that new
members are added to the board, they will only be able to audit transactions
that were performed after admission.

Integrity. The ledger keeps track of all queries and results. When two par-
ties agree on a transaction, it must remain integrous. A malicious research
group must not be able to change the query transaction once it has been
committed to the ledger. Additionally, a malicious research group must also
not be able to fake data results transactions.

Non-repudiation. If a hospital has evaluated a query and transferred
the result to the corresponding research group, it is unable to remove the
transaction from the ledger or change the contents. It cannot repudiate the
validity of the transaction, and given the same query and the same data
entries it must be able to give the same output.

4.4 Fraud protection

When the system adheres to the requirements identied in Section 4.3 it
protects against the following forms of fraud.

Protection against cherry-picking of data. The protocol protects
against the cherry-picking of research data. Given a malicious research group
that tries to force the results of their research, they could try to change their
queries and targeted data source until a desired result is achieved. Their
queries and data could then be linked to the research result, and seemingly
valid research has been performed. However, given our assumptions, the
board would see these disconnected request-response pairs on the ledger.
These patterns are suspicious and can easily be recognized by the board
and decrypted for inspection. The query information stored in the ledger is
enough to decide whether cherry-picking has occurred, and the board does
not need to request sensitive information from Hospitals.

Protection against falsied results. The protocol protects against re-
search groups fabricating results. When a RG tracks its queries and publi-
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cations using the protocol, it commits to the validity of the data. All results
that are publicized are contained in the ledger. By directly linking a publi-
cation with the data sources used, it increases the validity of the research.
When results in publications are doubted, it is possible to inspect queries
made by the research party directly. This gives complete transparency in
the basis of the results and the methodology used.

Protection against fabrication of patient information. The protocol
does not directly guarantee the authenticity of the original data of the hos-
pital. If the hospital data is corrupted and used for research, there is no
way to detect this. In the case that the hospital is subject to inspection and
problems are found within their databases, queries can be replayed to verify
whether they were based on incorrect data. Publications based on results
of queries on incorrect data can be investigated and possibly agged.

4.5 Notation

Let G := {ga : a = 0, . . . , q − 1} denote a group, such that G is a subset of
Z
∗

p of cardinality q, where p and q are prime.
Table 4.1 provides an overview of all mathematical symbols used in this

thesis.

4.6 Assumptions

We assume that a PKI system has been established, allowing all partici-
pants to have access to a secure channel for each other participant. Each
participant can also verify signatures of every other participant.

4.7 Our Proposal

4.7.1 Public Ledger

To ensure the integrity and non-repudiation requirements of queries and
responses, a permissioned ledger is utilized. The board maintains the public
ledger and authorizesH andR willing to join the ledger. Parties are assigned
a unique identier, idp, that is used in all further communications. The
ledger serves as a method of ensuring consensus on a single shared history
of communications. All authorized participants of the ledger can broadcast
their communications to all M, who perform consensus on the resulting
history. Afterward, the accepted blocks are shared with all members of the
ledger.
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Table 4.1: Overview of symbols used.
Symbol Denition

q query
r result

pks list of primary keys
g generator

pkp public key of party p

skp private key of party p

k symmetric key
sp secret share of party p

c ciphertext
σ signature

idp identier of party p
R
← uniformly sample

encpk() encrypt using pk

decsk() decrypt using sk

signsk() sign using sk

hash() perform secure hash function
hkdf() key derivation function
eval() evaluate a query
dp() perform dierential privacy

pub() publicize block on the ledger

The general structure of blocks is shown in Table 4.2. A 256-bit integer
is used for uniquely identifying blocks. Additionally, a single byte is used for
denoting the type of block. The type is either QUERY KEY, RESPONSE KEY,
QUERY or RESPONSE. These blocks extend upon the general structure with
type specic values. Related communications are linked on the ledger; re-
sponses point to queries, and QUERY KEY and RESPONSE KEY blocks are always
referenced by QUERY and RESPONSE respectively.

Table 4.2: The general structure of blocks on the ledger.

symbol description size (bits)

pown block identier 256
type type of the block 8
. . . (type specic contents) . . .

4.7.2 Interactions

Setup of the board members. To allow for threshold decryption, all M
cooperate in a distributed key generation algorithm. For our proposal, we
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Table 4.3: The structure of the QUERY KEY and RESPONSE KEY blocks.

symbol description size (bits)

idH identier of H 256
idR identier of R 256
c encrypted communication key 512

Table 4.4: The structure of the QUERY block.

symbol description size (bits)

pkey points to the associated QUERY KEY block 256
idH identier of H 256
idR identier of R 256

enckq(q) encrypted query variable size

employ the key generation protocol by Kate et al.[29] A high level overview
is provided in Algorithm 1. The protocol guarantees agreement in an asyn-
chronous network of n ≥ 3t + 2f + 1 nodes, with at most t Byzantine
adversaries and f crashes in a round. Further details can be found in the
original paper. After completion of the algorithm, every board member M
has the public key and a share sM. The public key broadcasted among all
members of the ledger to be used in further communication. The subrou-
tine of the algorithm is performed in intervals to generate new shares for the
same pkB.

Generation of communication keys. To allow H and R to communi-
cate queries and results in a secure and auditable way, communications keys
should be constructed in a way such that the board can recover the keys re-
liably. This is achieved in the following way. First, H and R collaboratively
generate two keys, one keys for queries and one for results. Secondly, the
keys are signed, encrypted and published on the ledger. Lastly, both H and
R verify the published ciphertexts and abort if they detect tampering. The
algorithm is shown in Algorithm 2. We now describe the algorithm in more
detail.

Table 4.5: The structure of the RESPONSE block.
symbol description size (bits)

pkey points to the associated RESPONSE KEY block 256
idH identier of H 256
idR identier of R 256

enckr(h) encrypted hash of all primary keys 256
enckr(r

′) encrypted response variable size
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Table 4.6: The structure of the ABORT block.
symbol description size (bits)

pkey points to the associated RESPONSE KEY/QUERY KEY block 256
idH identier of H 256
idR identier of R 256

Algorithm 1 Setup of the board keys.

Input
n number of board members
t reconstruction threshold
f number of crash board members allowed
i index of the board member
τ session

Output
pkB public key of the board
si secret share of board member i

Step 1: Generation of the keys. For the creation of keys, we use the
elliptic curve variant of the Extended Triple Die-Hellman key exchanges
[30]. Epheremal keys Xq, Xr, Xs, Yq, Yr, and Ys are generated using random
points and are exchanged between H and R. The epheremal keys and long
term public keys are used as key material for the HMAC-based Extract-and-
Expand Key Derivation Function. Two keys are generated, kq for encrypting
queries and kr for encrypting results. The advantage of using separate keys
is that the board can choose whether to audit both queries and results, or
only a single communication type. The keys are used as long term keys
between H and R. Additionally, s is constructed as a shared secret seed.

Step 2: Publication of the keys. The key generation ensures that R
and H have securely gained access to two common communication keys.
However, for auditing, the board should be able to recover the keys. To
this end, kq and kr are shared on the ledger protected under the public key
of the board. The responsibility of publishing keys is divided among the
two participants; kq and kr are published by R and H respectively.When
the publication is divided among the two parties, it is vital to assure the
authenticity of the published keys. If an incorrect key is published and
not corrected, all future communication becomes inauditable. Therefore,
we introduce two methods to attest the authenticity of the published keys.
The rst method allows the board to verify that both parties agree on the
published key; The second method allows the other participant in the key
generation to assure the correct key is published.

Given that the key k′r published by H, H needs to include proof that k′r
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is indeed the generated key kr. Since both the board, H and R are allowed
to know the key, a signature by R suces. After key generation, R uses
EC-DSA to sign kr using its private key skR. The signature, σr, is sent to
H over an authenticated channel and H appends the signature to the key
before encryption and publication. kq is signed the same way, however, with
H and R switched in role. Any secure signature scheme can be used, but
to allow for analysis of our proposal, we assume EdDSA as the signature
scheme.

Since the signature and key, k ∥σ, are encrypted with the public key of
the board, H and R are unable to inspect the context of the ciphertext after
encryption. This can be solved by comparing ciphertexts. Given key pair
⟨pk, sk⟩ and ciphertext c′ generated by R using deterministic encryption
method X : M×K → C, H can obtain c encrypting message m using key
pk. If c′ = c, decsk(c

′) = decsk(c) = m. However, deterministic encryption
methods are not IND-CPA secure. Therefore, H and R use s as a seed
to generate cryptographically secure random numbers used for masking the
encryption. Any IND-CCA secure hybrid encryption scheme can be used.
We use ECIES in our proposal for the complexity analysis.

After the rst authenticity test, the keys are encrypted and published.
The structure of the key communication blocks is shown in Table 4.3.

Step 3: Verication of the keys. The ciphertexts for both keys are re-
trieved by H and R from the distributed ledger. When both the signature of
the keys and the ciphertext of the publication are valid, the keys can be used
for communication. If either the signature or the ciphertext was incorrect,
a deviation from the protocol has been detected and the key generation is
aborted. At abortion, the ABORTblock is publicized. Communication should
continue only if both parties are certain that the Ledger can recover the
correct communication keys. In the encryption of the keys, a supplementing
technique is required. Deterministic encryption allows the other party to
trivially verify the authenticity of the encrypted communication key.

Aborting. After generation of the communication keys both H and R
verify the validity of the counterparts block. The validation assures that
the other party has indeed published the correct key. If the validation suc-
ceeds, the parties can start sending queries and results. Otherwise, a special
ABORTblock is published, invalidating the generated keys.

Querying. A research group can communicate a query to the hospital by
publicizing a Query Block on the ledger. The Query Block includes a refer-
ence to the QUERY KEY Block, the identiers of H and R and the encrypted
query. The structure of the Query Block is shown in Table 4.4.

Responding. A hospital that receives a Query Block decrypts the query
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and evaluates this on its dataset. The primary keys of the records that are
being used for the query are stored by the hospital and additionally aggre-
gated into a single hash. Dierential privacy is applied to the result to hide
the inclusion of individual patients. This adapted result is publicized on the
ledger together with the hash of the primary keys. See Algorithm 3 for the
evaluation and Table 4.5 for the structure of the Response Block.

Key recovery. The board can recover either kq or kr using the encrypted
forms of the keys stored on the ledger.
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Algorithm 2 The generation of communication keys used by H and R.

H R

Input Input
idH, idR, pkR, pkH = gskH g idH, idR, pkH, pkR = gskR

Output Output
kr, kq,σq kr, kq,σr

xq
R
← Zq, xr

R
← Zq, xs

R
← Zq yq

R
← Zq, yr

R
← Zq, ys

R
← Zq

Xq ← gxq , Xr ← gxr , Xs ← gxs

Xq, Xr, Xs
−−−−−−−→

Yq ← gyq , Yr ← gyr , Ys ← gys

Yq, Yr, Ys
←−−−−−−−

kq ← hkdf


Y
xq

q , (pkR)
xq , Y skH

q , kq ← hkdf


X
yq
q , XskR

q , (pkH)
yq ,

Xq, Yq, pkH, pkR) Xq, Yq, pkH, pkR)

kr ← hkdf


Y xr

r , (pkR)
xr , Y skH

r , kr ← hkdf


X
yr
r , XskR

r , (pkH)
yr ,

Xr, Yr, pkH, pkR) Xr, Yr, pkH, pkR)

s ← rng


Y xs

s , (pkR)
xs , Y skH

s , Xs s ← rng


X
ys
s , XskR

s , (pkH)
ys , Xs

Ys, pkH, pkR) Ys, pkH, pkR)
σq ← signskH(kq)

σq
−−−−−−−→

σr ← signskR(kr)
σr←−−−−−−−

if verify(pkR, cr,σr) ̸= 1 then if verify(pkH, cq,σq) ̸= 1 then
return ⟨⊥,⊥⟩ return ⟨⊥,⊥⟩

end if end if
rr ← s, rs ← s rr ← s, rs ← s

cr ← PK. encpkB (kr ∥σr, rr) cq ← PK. encpkB (kq ∥σq, rq)
cq ← PK. encpkB (kq ∥σq, rq) cr ← PK. encpkB (kr ∥σr, rr)
pub (RESULT KEY, idh, idr, cr) pub (QUERY KEY, idh, idr, cq)
p, c′q ← retrieve (QUERY KEY, idh, idr) p, c′r ← retrieve (RESULT KEY, idh, idr)

if c′q ̸= cq then if c′r ̸= c′r then

pub (ABORT, idh, p) pub (ABORT, idr, p)
return ⟨⊥,⊥⟩ return ⟨⊥,⊥⟩

end if end if
return ⟨kr, kq⟩ return ⟨kr, kq⟩
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Algorithm 3 Evaluating the query.

Input
c encrypted query
kq query key
kr response key

Output
r′ response
h hash of all primary keys

q ← deckq(c)
⟨pks, r⟩ ← eval(q)
r′ ← dp(r,∆f)
h ← hash(pks)
return ⟨r′, h⟩



Chapter 5

Evaluation

In this chapter, we will evaluate the proposed protocol in terms of complexity
and security. Additionally, we will analyze the performance of a simulated
run. For the complexity and security analysis, we focus on the generation
of communication keys and the recovery of the communication keys.

5.1 Complexity Analysis

To analyze the performance of our protocol, we analyze two type of complex-
ities: Computational complexity and message complexity. We will evaluate
our protocol in three dimensions: Computational complexity, and message
complexity.

5.1.1 Computational Complexity

The computational complexity denotes the number of elementary operations
required to run the protocol. We use group exponentiation operations as a
metric for the time complexity of the algorithm. An overview of the com-
putational complexity analysis is shown in Table 5.1.

Table 5.1: Computational complexity analysis of the protocol. Expressed in
exponentiation operations in G1, and G2.

Step Complexity

Setup party G1 +G2

Communication Key Generation 14G1 + 4G2

Key recovery 2G1 + 2G2

Request/Response 0

Communication Key Generation. We analyze the computational com-
plexity of the communication key generation shown in Algorithm 2, using

25
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the proposed cryptographic schemes for signing and public key encryption.
The computational complexity is for a single party, both H and R have
the same computational cost for generating the communication keys. The
computational complexity of the individual components is shown in Table
5.2.

Table 5.2: The dierent building blocks used in Algorithm 2 and their com-
putational complexity. Expressed in exponentiation operations in G1, and
G2.

Algorithm Times performed in Communication Key Generation Complexity

Triple DH 3 4G1

EdDSA sign 1 2G2

EdDSA verify 1 2G2

ECIES encrypt 2 2G1

We can see from Table 5.1 that all computational complexities are con-
stant time. The number of board members has no inuence on the com-
plexity of the algorithms. This makes the protocol very scalable; it can be
employed with any number of parties without impacting the performance.

5.1.2 Message Complexity

The protocol is reliant on communication over authenticated channels and
a distributed ledger. These channels are equivalent in cost, and we will
therefore separate them in the message complexity analysis. We use L to
denote messages sent over the distributed ledger and D for messages sent
over an authenticated channel. The message complexity is shown in Table
5.3.

Note that the key recovery will require t2 messages over authenticated
channels, where t is the threshold of DKG. Since DKG requires t parties to
recover the secret, we need t2 for every party to share each partial decryption
with one another.

Table 5.3: Message complexity analysis of the protocol. L denotes messages
sent over the distributed ledger and D for messages sent over an authenti-
cated channel.

Step Complexity

Setup party L

Communication Key Generation 4D + 4L
Key recovery t2D

Request/Response L
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5.2 Security Analysis

5.2.1 Correctness of the Communication Keys Generation

We prove that after correct execution of 2, R and H will end up with the
same communication keys.

We take rst the generation of the query key. Let kq be the query
key generated by H and k′q the query key generated by R. The query
key is correctly generated if after execution of the algorithm kq = k′q.

H and R calculate kq ← hkdf


Y
xq

q , (pkR)
xq , Y skH

q , Xq, Yq, pkH, pkR


and

k′q ← hkdf


X
yq
q , XskR

q , (pkH)
yq , Xq, Yq, pkH, pkR



respectively. Since hkdf
is a deterministic function, kq and k′q are equal if all arguments are the same;

Y
xq

q = X
yq
q , (5.1)

(pkR)
xq = XskR

q , (5.2)

Y skH
q = (pkH)

yq , (5.3)

Xq = Xq, (5.4)

Yq = Yq, (5.5)

pkH = pkH, (5.6)

pkR = pkR. (5.7)

We assume pkH and pkR to be shared correctly prior to the execution of
Algorithm 2. Additionally, since we assume an authenticated channel, Xq

and Yq will be equal for both parties. This means that Eq. (5.4) to Eq.
(5.7) hold.

Eq. (5.1) holds since

Y
xq

q = (gyq)xq = gyq ·xq = (gxq)yq = X
yq
q . (5.8)

Similarly Eq. (5.2) and Eq. (5.3) hold as well;

(pkR)
xq = gskR·xq = XskR

q , (5.9)

(pkH)
yq = gskH·yq = Y skH

q . (5.10)

Therefore, after execution kq = k′q and both H and R are in possession of a
valid query key. A similar proof can be used for the response key kr.

5.2.2 Proof of Auditability

We will now prove that auditability will always be achieved, under the con-
dition that at least one of the involved members acts honest. In other
words: Either H and R collude together, or the all query-response pairs are
auditable.
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Both parties publish a single communication key; H publishes PK. enc (kr ∥σr)
and R publishes PK. enc (kq ∥σq). The encryption is a non-deterministic,
CCA secure algorithm. However, H and R share a seed for creating the
nonce. Under a known nonce, the encryption becomes deterministic. There-
fore, both parties are able to retrieve the same ciphertexts. This puts a
security mechanism in place on the authenticity of the key.

We will prove this mechanism to be secure. This one party to be ma-
licious, this protection can only be circumvented if the adversary nds a
collision for the ciphertext cr; c

′

r where Given m1,m2 where m1 ̸= m2, the
adversary must nd

enc (k1,m1) = enc (k2,m2) (5.11)

for some k1, k2 ∈ K.
We claim that there exist no collision for the ciphertext cr. Given the

correctness requirement of a computationally secure algorithm,

dec (k, enc (k,m)) = m, (5.12)

every ciphertext has a unique decryption. Thus, there exist no ciphertext
which can decrypted into two dierent messages.

If at least one of the two parties is non-malicious, then publication of an
incorrect ciphertext will result in the communication key generation aborted.
Also, requests or responses which are indecipherable by the key agreed upon
will trigger an abort. Preventing a party from publishing the abort will not
compromise auditability since the party will no publish any new messages
before the abort.

Combining the veriable key publication, veriable decryption of queries
and responses, and the non-collision of ciphertexts, the auditability is guar-
anteed.

5.2.3 Proof of Key Authenticity

We prove that the board that the board is guaranteed authentic keys.
Assume H tries to publish a dierent key from the shared key. Governing

board members have access to the RESULT KEY block published by H. A
consortium of the governing board can decrypt this ciphertext to recover k′r
and σ

′

r. If hash(k′r ∥σ
′

r) is unequal to hash (kr ∥σr), then H had published
a malformed query key.

If the hash is correct, the consortium knows with high probability that
H and R have agreed on kq. For this, we give the following argumentation.

In order to publish any km, where km ̸= kq, H must construct a σm such
that σm is a valid signature for km. However, given that sign is a strongly
secure signature scheme, constructing a valid signature is only feasible with
knowledge of skR. Therefore, with high probability, k′q is the shared key kq.
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When H and R collude, they can replace kq or kr by any value of their
choice, without making this detectable in the QUERY KEY or RESULT KEY

block.
Combining the hen both members act honestly, the RESULT KEY and

QUERY KEY block will be correct.

5.2.4 Security Sketch of Communication Keys

The protocol needs to guarantee the security of queries and responses. Since
these are encrypted using IND-CCA secure encryption schemes, the security
is dependent on the secrecy of the communication keys. We give a security
sketch that suggests the communication key generation is indeed secret.

We can analyze the advantage of a passive observer in the following way.
The adversary observes two separate processes. Since the generation of the
query and the generation of the result key are symmetrical, we will focus
on the security of a single key exchange rst and combine this with possible
interpolation methods to analyze the information gain of the generation of
two keys.

The rst observed process is the exchange of ephemeral keys between
H and R. This provides an eavesdropper with Xq, Yq, Xr, Yr, Xs and
Ys. The security of this exchange is based on computational Die-Hellman
assumption[31].

The second observed process is the sharing of the signatures. The ob-
server receives the signature of kq and kr, σq and σr respectively. The key
here is protected by the pre-image resistance property of the hashing algo-
rithm used for signing.

Since the signature scheme used is a strongly binding secure signature
scheme, it is infeasible to gain information about the underlying key through
the signature in polynomial time. However, it does provide the observer with
an oracle to verify a correct key.

If normal execution of the key generation is followed, and the published
keys are not rejected by an ABORT, the observer obtains cq = PK. encpkB (kq ∥σq, rq).
Retrieving the key from cq involves breaking the one-way property of the
public key encryption scheme used. Since we use a computationally secure
public key encryption scheme, the scheme is secure against message recovery
by a polynomial time-bounded adversary.

Since a share of the board key does not provide any information on the
actual board sk, we can reduce the view of the board members to the view
of an eavesdropper. Therefore, no polynomial bounded adversary outside
the involved H and R can learn the secret communication key.
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Discussion

Enabling the auditing of private data communication is a rst step in a
process which is transparent and causes trust. In medical data sharing, a
crucial step in moving medical science forward, the system ensures secure
communication between data owners and data processors. But more im-
portantly, it ensures secure communication while making auditing possible,
demonstrating the willingness of the parties involved to indulge in an ethical
and legal approach to data analysis.

Compared to related work, our approach is unique. PPDC and VeriDC
are similarly suited for medical data analysis, but provide privacy-preserving
proofs to auditors. Although the data is protected, this signicantly in-
creases computational complexity since it relies on NIZK proofs. zKledger
also relies on zero-knowledge proofs and requires the data and auditing to be
of numerical nature. The security of MeDShare’s auditing depends on the
logging of traces in the system, as opposed to zero knowledge auditing or en-
suring trust through a multi-eyed approach. Additionally, trust guarantees
on the auditor are not discussed.

Of course, use of the system does not guarantee that data is solely shared
using the system. The system cannot prevent two parties from sharing data
in outside the protocol, while one of the two parties has full ownership over
the data. However, we argue that this is unavoidable.

If a data owner has direct control over data, without other assumptions
of systems in place, it can delete it, copy it, alter it without any traces. The
only way to know for sure that the data is authentic is to have an inde-
pendent source conrming the fact. Ensuring the existence of such a source
is dicult, if not outright infeasible, in many situations. The independent
source should conrm every mutation on the data. From the creation, to the
aggregation to nally the reading of the data. Practically, this means that a
test performed by a medical caregiver in a hospital should be overseen by an
independent party. Such measures are radical, expensive, and are unlikely
to bring any benet. However, for automated process such as data collec-
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tion from IoT devices, this will more likely be possible. Data can be signed
before being sent to the hospital, and more security practices can be made
in place to ensure the authenticity of the data. This gives the possibility
in transforming the role of the hospital from a data owner into a sort of
data mediator, enabling patients to forward their information through the
hospital to a medical health data space. Still, for now to view the hospital
as the data owner reects the current situation better.

With direct control of the data and access to the internet, it becomes
possible to share the data. A party with access to private medical data
could share it with other parties without the right legal precautions. We
argue that the proposed system aids in prevention and detection of this.
First, if a standard for data sharing in place, adherence to this standard
shows goodwill. Even if violations of data protection acts are made on the
ledgers, the party still committed to publishing them on the ledger. Second,
if the protocol becomes standard, deviations from the protocol become rarer,
and thus easier to identify. A large data stream from a hospital could be
detected by an ISP and, if not correlated with an entry in the ledger, agged
as suspicious and potential for further investigation. Additionally, if research
groups cannot disclose the origin of the data on the ledger, it might be a
sign for further investigation. For example, if the paper published which
uses private medical data from a source, but the ledger cannot explain the
data, it could be a sign of fraud.

The protocol described in this thesis has been inspired by SEPTON and
TEHDAS. These projects are the manifestations of the wish for future-proof
medical healthcare by the European Union. This protocol makes assump-
tions about the existence of signicant resources and systems, however, these
are feasible in a European wide context.

The European Union has the capacity and technology for the deployment
of a European wide key infrastructure for hospitals and research groups. The
EU requires members to assign Data Protection Authorities to guarantee na-
tional compliance with the respective implementation of the GDPR. These
are good examples of parties which could function as board members in our
system. Additionally, non-prot or for-prot organizations, representative
groups from the healthcare, or overseers from law or medical faculties can be
suitable choices for board members. The system would exploit the knowl-
edge and skills of dierent parties, while guaranteeing security of the data
transfers.

In our proposal, we give a simple example of combining auditable data
transfers with dierential privacy to limit privacy loss of the patients when
data is transferred to a research group. This also prevents the hospital from
losing control over the patient’s data; The research group has no access to
the original data. Dierential Privacy, however, can be broken when the
same query is performed to retrieve multiple samples. By comparing the
results, more information about the value of the query can be learned. This
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could be achieved, for example, by multiple research groups sending the same
query and later collaborating on recovering more information about the true
query result. Dierential privacy might be sucient as a privacy protection
mechanism in some scenarios, however, this is insucient is non-numerical
use cases.

Thus far in this thesis, we have made the assumption that hospitals
have the capacity to perform queries by research groups on demand. In
general, hospitals are assumed to not have direct access to signicant com-
puting power, and work on medical data analytics often optimize or ooad
the hospital’s computations [17][18][32]. These solutions protect sensitive
medical information through privacy-preserving analytics, however, they do
not provide auditing. A deployed health research space, like the proposed
EHDS, should pay heed to the concerns put forth by the citizen surveys by
TEHDAS and the medical professionals, and implement privacy-presrving
techniques, auditing and minimize the computational complexity for hospi-
tals.



Chapter 7

Future Work

In this chapter, we discuss some possible future directions for auditable and
secure data sharing. For real world deployment of auditable and secure data
sharing, combining secure computation with delegating analysis is required.
Additionally, using auditable and secure data sharing for reproducible med-
ical research or applications outside of medical research.

7.1 Privacy-preserving Outsourcing of Data Ana-

lytics

Integrating privacy-preserving outsourcing of data analytics can signicantly
reduce the computing load on hospitals. In our proposal, hospitals are re-
quired to run the queries. The work of Blanton et al. [17] demonstrated
a method of privacy-preserving learning from distributed medical records
through secure multi-party computations. Hospitals pre-process sensitive
data and encrypt the data in a special way. The encrypted data are split
and each computational service provider receives a share. The computa-
tional service provider can perform analytics on the data to get an encrypted
result. These results are gathered by a research group who by combining the
encrypted data can break the encryption and learn the result. By extending
our protocol with an additional party type, computational service provider,
the privacy-preserving learning algorithm by Blanton et al. can become
auditable. When a colloquium of board members recovers all data sent to
the computational service providers, the privacy-preserving mechanism can
be broken and the original data used for training can be inspected. The
limitation that computational service providers are not allowed to collude,
can actually be turned into a positive property in regard to auditing.
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7.2 Reproducible Medical Research

Our proposal connects a history of queries and results together. By linking
publications to the relevant queries and results, there exist an opportunity
for improving the reproducibility of medical research. If reviewers receive
access to these transcriptions, it would aid them in reviewing the reported
procedure and soundness of data. Additionally, at publication, relevant in-
formation could be disclosed to the public. For our proposal, results and
queries cannot be released separately. Since communication keys are de-
signed to be reused, research groups would have to decide in advance which
queries to encrypt with the same keys. This prevents the research group
from picking queries and results to be released to the public. A system
more tailored towards this use case could additionally implement ways to
track publications on the ledger.

7.3 Further Auditable Data Sharing

Our protocol focuses on making data sharing between Hospitals and Re-
search groups auditable. The same protocol can be applied to other data
sharing algorithms to make them auditable. We can abstract the party re-
quirements for the algorithm. We can use the scenario when two parties
communicate sensitive data which needs to adhere to a standard, which
possibly might not be veriable by the receiving parties. Further use cases,
outside the medical domain, can be explored.



Chapter 8

Conclusion

In this thesis, we demonstrate a secure and ecient method for distributed
auditing of data sharing. We show that auditing of secure medical data shar-
ing can be achieved in a distributed fashion using, a decentralized ledger,
distributed key generation and recoverable key generation. The proposed
system guarantees auditability and secrecy under a realistic threat model.
Additionally, the overhead for making the protocol auditable is limited, all
algorithms are performed in constant time. Previous work has demonstrated
that DKG will scale poorly with the number of involved board members.
Also, the dependency on tracking all queries and responses does introduce
overhead and leaves opportunity for future work to explore ecient ways of
sharing data over distributed ledgers. However, when a DKG and commu-
nication over distributed ledgers is ecient enough for real world scenarios,
our protocol introduces little overhead to make it auditable.

The protocol provides secrecy and auditability using the described cryp-
tographic algorithms for secure signing and authenticated encryption. How-
ever, these cryptographic algorithms can be switched out for other primitives
without loss of security. Depending on the scenario, dierent elliptic-curves
can be chosen to increase the performance.
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