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Abstract

Automated Static Analysis Tools (ASATSs) generate a massive volume of non-
actionable warnings. To address this, this thesis investigates the performance and
resource trade-offs between classical Machine Learning (ML) models and Large Lan-
guage Models (LLMs) for generating actionability probability scores. Utilizing the
NASCAR dataset of over 1.2 million Java warnings, we evaluate optimized classical
models (Random Forest and Logistic Regression) against the Claude 4.x LLM fam-
ily using classification metrics (F1-score, AUC) and probabilistic calibration (Brier
scores), supplemented by a qualitative user study of 15 industry professionals. Em-
pirical results demonstrate that an optimized Random Forest yields superior predictive
performance (F1-score: 76.85%, AUC: 0.87) and reliable uncertainty calibration (Brier
score: 0.1549), rendering the massive computational overhead of miscalibrated LLMs
unnecessary. However, the user study identifies a human-AlI feature disconnect: while
the Random Forest relies heavily on historical metadata, developers universally de-
mand source code context and severity indicators. Ultimately, an optimized Random
Forest provides a significantly more efficient framework for scoring ASAT warnings,
provided the scores are tightly coupled with the structural evidence required to sustain
human trust.
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Chapter 1

Introduction

In the current digital era, software serves as the foundational infrastructure of daily life,
making the assurance of code quality and security a critical engineering priority. The con-
sequences of undetected defects were starkly highlighted by the 2021 Log4Shell vulnera-
bility, where a single Remote Code Execution flaw within a standard Java logging library
exposed a vast majority of cloud environments to potential system takeover [54]. While
critical vulnerabilities like Log4Shell emphasize the necessity of rigorous code inspection,
the massive scale of modern enterprise software makes the manual inspection of every line
of code impossible. To systematically identify flaws early in the development lifecycle and
mitigate these risks, the software engineering community has established Software Quality
Assurance (SQA) as a specialized discipline dedicated to the systematic monitoring and
evaluation of code integrity. It relies heavily on automated methodologies to identify flaws
early in the development lifecycle [11} 28]

One of these methodologies is Static Code Analysis (SCA), specifically Automated
Static Analysis Tools (ASATSs). These tools detect not only potential vulnerabilities in writ-
ten code, but also style violations and structural flaws [28| [56]. Developers use ASATs
to scan source code for pre-defined bug-patternﬂ and then report all code units that match
these patterns [[11]]. Many of these tools (e.g., SpotBugs, PMD) are designed as a lightweight
and flexible tool, so they can be run from the command line or plug into standard IDEs such
as Eclipse or IntelliJ IDEA [28]. This allows developers to extract a set of warnings from
their code-base and manually review, understand, and fix them at any point in time [37]].

The outputs produced by ASATS are typically presented as warnings, although the lit-
erature uses a variety of terms to refer to them: e.g., issues, violations, alerts, bugs, or find-
ings [28l 37]. These warnings represent code elements that match predefined patterns or
rules, and are intended to signal potential quality concerns. However, not all reported warn-
ings correspond to real defects or actionable improvements. Many are false positives (FPs),
meaning that the tool reports a problem where none exists. Or it concerns non-actionable
warnings, where the issue is technically flagged but carries no practical relevance for the
developers responsible for the system [28| |56]. This variation in terminology reflects dif-
ferences in tooling, research areas, and industrial practice. However, all terms refer to the

I These patterns are summarized by software-quality experts [28].

1



1. INTRODUCTION

same underlying concept: Automated warnings meant to guide developers toward potential
problems in code. In the context of this research all FPs are regarded together with non-
actionable warnings. Hence forth when talking about non-actionable warnings, we also talk
about FPs.

Empirical research [28,81]] has shown that 30-100% of these warnings are non-actionable.
Given that developers require approximately five minutes to manually triage a single warn-
ing [30} 81], and that static analysis tools can generate upwards of 40 alerts per thousand
lines of code (KLOC) [30]], the labor cost is substantial. For instance, inspecting 3,000 warn-
ings may require 250 hours of manual effort with at least 75 hours lost to non-actionable
warnings [81]]. This overhead transforms ASATSs from a helpful quality measure into a se-
vere bottleneck within the Software Development Life Cycle (SDLC) [34]. When these
tools are integrated directly into Continuous Integration (CI) pipelines, the high volume of
low-precision alerts creates operational friction. To maintain necessary delivery velocity,
development teams are frequently forced to spot-check results or adopt a blanket policy of
suppressing warnings entirely [38]. Consequently, the successful implementation of ASAT's
within an enterprise environment depends less on their raw detection capabilities and more
on providing prioritized, high-context feedback [34, 150, 165, [73]]. Minimizing this manual
triage burden is essential to lower the barrier to effective ASAT adoption and ensure that
critical security threats are systematically addressed rather than bypassed.

This prevalence of non-actionable warnings in ASATs is thus a well-documented bottle-
neck in the SDLC. Consequently, extensive research has focused on developing systematic
mitigation strategies to alleviate this triage burden [28]]. While literature explores a wide
variety of techniques to refine, test, or group tool outputs, ML has emerged as a particu-
larly prominent approach. By utilizing predictive models, it aims to automatically classify
warnings as either actionable or non-actionable [28]]. This thesis focuses exclusively on this
ML domain, which can be diverged into two distinct methodologies: Classical ML (e.g.,
Random Forest) and Deep Learning (DL, e.g., Large Language Models (LLMs)) [28]].

Within the DL paradigm, this research specifically narrows its focus to LLMs rather than
developing or training custom neural network architectures from scratch. The rationale for
this is twofold: first, pre-trained LLMs eliminate the need to reinvent complex DL archi-
tectures while offering out-of-the-box, state-of-the-art performance on code-related tasks.
Second, the software industry is rapidly adopting these foundational models. Enterprise
organizations and governance platforms are actively integrating LLM-based generative Al
tools and coding agents, such as Claude Code, GitHub Copilot, and Cursor, directly into
developer environments [4} 42, [75]. So while classical ML offers high interpretability and
lower computational overhead, LLMs provide unprecedented semantic comprehension ca-
pabilities. By leveraging deep contextual architectures, LLMs can capture subtle language
abstractions, structural dependencies, and developer intent embedded directly within the
code and metadata [74]]. These are nuances that traditional vectorization techniques often
compress or lose [12, 25]. However, the adoption of LLMs introduces a critical trade-
off. Despite their advantages, LLMs are computationally expensive and prone to halluci-
nations [75]]. This is a fatal flaw when an incorrect classification results in either a wasted
manual effort or a catastrophic oversight.

To bridge the gap between theory and practical application, this research is conducted



1.1. Goals and Research Questions

in collaboration with the Software Improvement Group (SIG). As an industry leader in
software portfolio governance, and recently named a Leader in the 2026 Gartner® Magic
Quadrant™ for Technical Debt Management Tools [61]], SIG empowers enterprise organi-
zations to continuously measure, manage, and control their software quality. Their flagship
platform, Sigrid®, operates the world’s only ISO/IEC 17025-accredited software quality
lab. It utilizes ASATs to evaluate, among others, architecture quality, software security,
and maintainability by benchmarking client code against a massive database of over 30,000
real-world systems and 400 billion lines of code [27, 162].

While Sigrid effectively identifies problematic code segments using expert-curated met-
rics and presents them as prioritized, actionable insights, the underlying ASATSs feeding into
these types of enterprise systems still inherently produce a high volume of non-actionable
warnings. Because SIG operates at such a massive industrial scale, they provide the per-
fect real-world environment to study this exact bottleneck. Even with advanced dashboards,
the number of non-actionable warnings generated by raw static analysis continues to pose
a real productivity and trust challenge for development teams. Therefore, partnering with
SIG provides this thesis with the critical industrial context and scale.

1.1 Goals and Research Questions

The primary goal of this thesis is thus to identify the optimal balance between performance
and resource efficiency when generating actionability probability scores for ASAT warn-
ings. By comparing ML and LLMs, this research aims to determine which approach most
reliably predicts whether a warning is actionable. This in turn would allow software engi-
neers to prioritize their triage efforts while remaining computationally viable for real-world
enterprise environments. Crucially, this optimization must be balanced against the absolute
necessity of retaining genuinely actionable alerts. A prioritization strategy that success-
fully suppresses non-actionable noise but inadvertently down-ranks genuinely actionable
warnings would be counterproductive and pose a severe risk to the software’s integrity.
Therefore, the evaluation focuses on maximizing precision without sacrificing the high re-
call required to ensure that a project’s security and maintainability posture remains intact.
Ultimately, this research seeks to lower the barrier to effective ASAT adoption by minimiz-
ing the friction caused by non-actionable alerts, ensuring that critical issues remain highly
visible through high probability scores. Accordingly, the following main research question
is addressed:

Main Research Question

What are the performance and resource trade-offs between zero/one-shot LLMs and

optimized classical ML models when generating actionability probability scores for
ASAT warnings?

To systematically answer this question, the research is divided into two primary sub-
question groups, each targeting a specific facet of the main research question:
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RQ1: Model Selection and Feature Engineering

Before a comparison can be made, the most effective candidates from each domain
must be established. These questions investigate how representative models and feature
modalities can be optimally identified.

RQ1.1 Which classical ML model achieves the optimal trade-off between predictive perfor-
mance and training efficiency?

RQ1.2 Which LLMs provide the most effective representations for actionability prediction
under low-resource fine-tuning?

RQ1.3 How does the choice of features (metadata or code) influence model selection?

RQ2: Comparative Performance and Robustness

Once the optimal models are identified, they must be evaluated. These questions thus
examine how the selected models differ in terms of predictive quality, reliability, and gen-
eralization potential.

RQ2.1 How do the models compare across standard performance metrics (accuracy, preci-
sion, recall, and F1) in a controlled environment?

RQ2.2 How well-calibrated are the models’ probability estimates (measured via Brier scores),
and can they be trusted to signal their own uncertainty?

The remainder of this thesis is structured as follows. Chapter [2| provides the back-
ground, alongside a review of related literature, and a detailed explanation of the research
gap. Chapter 3| details the methodology, outlining the dataset selection, the distinct prepro-
cessing pipelines for the classical ML and DL models, and the evaluation metrics. Chapter 4]
then defines the study setup, specifying the experimental phases and the framework for the
qualitative user study. Next, Chapter [5| presents the empirical results of these experiments
alongside the findings from the user study. Subsequently, Chapter[6]synthesizes these results
to discuss the performance trade-offs, model calibration, and practical software engineering
implications, while addressing the potential threats to validity. Finally, Chapter [7] provides
the conclusions of the research and outlines potential avenues for future work.






Chapter 2

Background and Related Work

This chapter provides the necessary foundation to contextualize the research conducted in
this thesis. It is divided into two primary sections. Section[2.1|begins with the mechanics of
Static Code Analysis (SCA) and the challenges associated with Automated Static Analysis
Tools (ASATs). Then, Section [2.2] reviews existing literature and contemporary research
relevant to this research. It highlights the current state of the art. Finally, Section
identifies the gaps this thesis aims to address.

2.1 Static Code Analysis

Static Code Analysis (SCA) is a process in which a program is checked for errors with-
out executing it [34, 45]. The domain of SCA can be divided into roughly five categories:
Linters, General Bug Finders, Type Checkers, SAST (Static Application Security Testing),
and Software Composition Analysiﬂ Linters enforce stylistic consistency and identify ba-
sic smells, and Type Checkers ensure data consistency across the whole codebase [13]. In
contrast, General Bug Findersﬂ employ more sophisticated data-flow and control-flow anal-
ysis to detect complex logical errors such as null pointer dereferences [50,65)]. SAST tools
focus specifically on security by tracing untrusted data through the application to identify
vulnerabilities [24]]. Finally, Software Composition Analysis examines third-party depen-
dencies rather than the proprietary source code itself. For the purpose of this thesis, the
focus is placed on General Bug Finders (often represented by ASAT's such as SpotBugs and
PMD), and SAST tools. The emphasis on SAST is driven by the specific industrial context
of this research, as the collaborating company (SIG) has provided a specialized evaluation
dataset of their SAST tool (Sigrid) for empirical analysis.

ASATs work by comparing the code in the program to a list of known errors [45]. This
list is typically curated and maintained by groups of domain experts, security researchers,
and community contributors. They program common pitfalls, security vulnerabilities, code
style violations, anti patterns, and code smells into formal rules or patterns [70]. However,

I'This is sometimes referred to as SCA, however for the purpose of this thesis SCA means Static Code
Analysis.
2Frequently called ASATSs in scientific literature. [[70]
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2.2. Related Work

because these tools rely on predefined rules sets, no single checker is capable of catching
every possible defect. In the end, a tool is only as effective as the patterns it has been pro-
grammed to recognize. Consequently, different languages have developed specialized sets
of ASATs. They can be used through an Integrated Development Environment (IDE), or
part of the Continuous Integration (CI) pipeline where they can be set up to stop the build
if too many warnings have been found [34} [70]. For the purpose of this thesis, the focus
is placed on Java. Specifically the two most prominent ASATs: PMD and SpotBugs [34].
PMD is a widely adopted source code analyzer that identifies common programming flaws,
such as unused variables or empty catch blocks, by parsing code into an Abstract Syntax
Tree (AST). It comes with 400+ built-in rules and can be used for multiple coding lan-
guages [53]. However, for the purpose of this research, only warnings concerning Java are
considered. In contrast, SpotBugs (the successor of FindBugs) operates at the bytecode
level [63]. So it uses static analysis to look for bug patterns, instances of code that are likely
to be errors based on statistical likelihood and known vulnerabilities [9, 63]].

These tools provide not just a flat list of warnings, but they also categorize them into
distinct groups such as Performance, Multi-threading, and Security. This allows for de-
velopers to prioritize critical fixes. Still, a common problem these tools face is that the
generated warnings are of high volume (no matter the category) [34, 150, [65]]. Making it
hard for developers to distinguish between actionable and unactionable warnings, this can
lead to a phenomenon known as alert fatigue or the dis- or underuse of the tool [39, 50, 65].
It occurs when a developer is exposed to a high volume of warnings, many of which can be
low-priority or unactionable (false positive), leading to sensory overload and a subsequent
desensitization to the tool’s output [39,152]. When ASATSs flood the development environ-
ment, the load required to triage each warning becomes excessive. This can force devel-
opers to spot-check results or adopt a blanket policy of suppressing warnings to maintain
delivery velocity [34} [35165]. Research indicates that this fatigue does not merely impact
productivity, but also overall morale as the labor-intensive process of manually validating
unactionable warnings creates a frustrating and repetitive workflow [S7]. Consequently, the
success of ASATSs are often less about its raw detection rate and more about its ability to
provide actionable, high-context feedback that minimizes this burden.

2.2 Related Work

The challenge of reducing noise in ASAT warnings has driven extensive research into post-
processing. This section reviews the evolution of these mitigation strategies, from statistical
solutions to classical ML to modern DL models.

2.2.1 The False Positive Problem in ASATSs

While ASATs are highly effective at identifying defects early in the SDLC without exe-
cuting the program [26] 30, 43|], developers consistently cite high false positive rates as a
primary barrier to their practical adoption [38, |65} [79]. As previously mentioned in Sec-
tion [2.1] ASATS rely on abstractions and conservative over-approximations to ensure they

7
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can scale to complex codebases without missing real errors. This means that they inherently
produce a massive volume of spurious warnings [37, 38} 28]].

The scale of this information overload is substantial. Empirical research shows that
the false positive or non-actionable rate of these tools typically ranges from 30% to over
90% (28, 130, 132, [79]. In certain enterprise environments, ASATs can generate up to 40
alerts per thousand lines of code (KLOC). Given that developers require an estimated five
minutes to manually inspect and validate a single alert, reviewing thousands of warnings can
consume hundreds of hours of labor [30, 81]]. Faced with this severe overhead, developers
often conclude that the time spent painstakingly analyzing thousands of error reports, the
vast majority of which are false, outweighs the benefit of catching potential bugs [38, [81].

To combat this bottleneck, the software engineering community has shifted focus to-
ward Actionable Alert Identification Techniques (AAITs) and False Positive Mitigation
(FPM) approaches. Rather than refining the highly complex underlying ASAT algorithms,
these post-processing techniques aim to automatically filter, classify, or prioritize the gen-
erated warnings from the user’s perspective [26] 28} 30]. This involves distinguishing be-
tween actionable warnings, genuine flaws that developers will actually spend time fixing,
and non-actionable warnings, which encompass both factual false positives and trivial issues
that developers systematically ignore because they do not impact the software’s functional-
ity [26} 41} [79].

Early statistical approaches to this problem demonstrated that the underlying charac-
teristics of the warnings themselves could be exploited to manage this triage burden [28|
30, 132]]. For example, the z-ranking technique successfully demonstrated that prioritizing
warnings based on the frequency of a rule’s successful checks versus failed checks could
push true errors to the top of a developer’s inspection queue. It does this by establish-
ing that real errors typically exhibit a low number of failed checks compared to successes.
So while analysis approximations generally result in an explosion of failures, z-ranking
provided an effective mathematical foundation for pushing invalid errors to the bottom of
the list [30} 40]]. Building upon these statistical foundations, other probabilistic techniques
emerged, such as Feedback-Rank, which exploited correlations and code locality among
warning reports. As well as models leveraging execution likelihood or historical software
change data to prioritize and assign suspiciousness scores [28]].

Beyond statistical probability, researchers have also explored static program analysis en-
hancements like bounded model checking to further prune false positives, dynamic program
testing to generate test cases that confirm warnings, and clustering algorithms designed to
group similar warnings together so developers only need to review a single dominant is-
sue per cluster [28), 130]. Another strategy for managing the triage burden shifts the focus
from statistical suspiciousness to practical refactoring effort. Steidl and Eder [64] pro-
posed prioritizing maintainability defects, specifically code clones and long methods, based
on their expected low costs of removal. Rather than strictly filtering false positives, their
approach uses heuristic dataflow analysis to recommend defects that present easy refactor-
ing opportunities. This would provide developers with an immediate, actionable starting
point. In an evaluation of industrial Java systems, developers were willing to remove 80%
of the recommended findings, demonstrating high practical utility. Crucially, their qualita-
tive findings also revealed that the type of context developers require to validate a warning

8



2.2. Related Work

depends heavily on the scope of the analysis. While local defects like long methods were
primarily evaluated based on the nature of the code itself, prioritizing global defects like
code clones required significantly more external context information, such as overall design
decisions. [64] While these diverse strategies have provided valuable improvements, the
most prominent and adaptable solutions have emerged within the fields of classical ML and
DL [28]], which will be the primary focus of this thesis.

2.2.2 Classical Machine Learning for ASATSs

To improve prioritization and mitigate the severe triage burden, researchers framed warning
triage as a binary classification problem using classical ML models [28]]. These approaches
primarily rely on hand-engineered features extracted from warning metadata, software met-
rics, and code history [2, [38]. Additionally, rather than following explicitly programmed
rules, these ML models learn from existing data to build predictive models that can manage
and classify new, unseen instances [80]. While defining these diverse features requires sig-
nificant human expertise [38]], they have proven highly effective in distinguishing actionable
from non-actionable warnings.

Early evaluations extensively benchmarked various models and feature sets to identify
optimal classifiers. For example, Yiiksel and Sozer [81] evaluated 34 different ML mod-
els over an industrial C/C++ codebase, utilizing ten artifact characteristics. They identified
that features such as a warning’s lifetime, the developer’s idea (feedback), file name, alert
code, and severity were the most relevant for classification. They ultimately achieved pre-
cision rates up to 90% [81]. Similarly, Alikhashashneh et al. [2] evaluated models like
Support Vector Machines (SVM), K-Nearest Neighbors (KNNN), Random Forests (RF), and
Repeated Incremental Pruning to Produce Error Reduction (RIPPER) using software engi-
neering metrics such as complexity and coupling. They found that tree-based ensembles,
particularly RFs, consistently achieved high F-measures ranging from 83% to 98%, and
concluded that a function’s complexity and coupling heavily influence the likelihood of a
tool generating a false positive [2].

Beyond raw metadata, researchers have also incorporated structural and historical char-
acteristics into classical pipelines. Yoon et al. [[80] addressed the limitations of purely ex-
ternal features by extracting approximated structural characteristics via Abstract Syntax
Trees (ASTs). By training an SVM on these AST-based feature vectors, they success-
fully reduced false positives by 37.33% while accidentally removing only 3.16% of true
positives [80]. From a historical perspective, Heckman [31] proposed the Systematic Ac-
tionable Alert Identification (SAAI) process. This demonstrated that models trained on a
project’s own version history yield the highest precision. However, they also noted a limita-
tion in classical ML scalability. Specifically, that the most predictive artifact characteristics
and optimal models are often highly project-specific, and thus require tailored training for
different enterprise environments [31]].

Despite the necessity of manual feature engineering, a critical finding in this domain was
presented by Yang et al. [/8], who argued that learning to recognize actionable static code
warnings is “intrinsically easy”. Building upon a golden set of 23 static warning features,
they analyzed the intrinsic dimensionality of massive warning datasets. They discovered
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that despite utilizing up to 58 raw features, the data could often be approximated by less
than two underlying latent dimensions. Because the underlying data is intrinsically simple,
they concluded that employing highly sophisticated DL models on this data is analogous to
using “a very big hammer being applied to a very small nail”. Consequently, they suggested
that classical models, particularly linear SVMs or tree-based ensembles like RFs, are highly
sufficient for this task. They concluded that these models would offer superior efficiency
without sacrificing performance [/8].

2.2.3 Deep Learning and Large Language Models

Despite the success of classical ML, relying on hand-engineered features demands exten-
sive manual effort. Additionally, it relies heavily on human expertise, and often ignores
the deep semantic structure of the analyzed source code [37,138]. To capture this structural
context, the literature transitioned towards DL models capable of automated representation
learning directly from raw code [28]]. For instance, Lee et al. [43]] proposed using Convo-
Iutional Neural Networks (CNNs) paired with vector embeddings to learn specific lexical
patterns in the source code surrounding a warning. By eliminating the need for complex
feature extraction, this approach achieved an average precision of 79.72% across multiple
C/C++ static analysis checkers [43]. Similarly, Koc et al. [37]] applied Long Short-Term
Memory (LSTM) networks to program slices. They discovered that Recurrent Neural Net-
works (RNNs) learning directly over a program’s sequential source code could effectively
capture the long-term dependencies and context that lead to false positives. This yielded
classification accuracies of up to 89.6% [37]]. Expanding beyond raw text, Wang et al. [76]
leveraged Deep Belief Networks (DBNs) on ASTs to automatically extract latent semantic
features. This significantly improved both within-project and cross-project defect prediction
compared to traditional metrics.

Building upon these neural architectures, the rapid advancement of Generative Al has
recently introduced Pre-Trained Models (PTMs) and LLMs. Unlike traditional DL mod-
els that are trained from scratch on limited labeled warnings, PTMs (such as CodeBERT
and CodeT5) are pre-trained in a self-supervised fashion on massive corpora of code [26].
This allows them to leverage deep, generic structural knowledge for downstream classifi-
cation tasks. Recent empirical studies demonstrate the substantial power of this approach.
For example, an extensive evaluation by Ge et al. [26] across 12,000 warnings revealed
that PTM-based approaches substantially outperform state-of-the-art classical ML models.
They do this particularly by drastically improving recall and F1-scores without sacrificing
precision. Similarly, Tan and Tian [65] demonstrated that combining CodeBERT embed-
dings with bidirectional RNNs can achieve exceptional Area Under the Curve (AUC) scores
of 98.3% in filtering ASAT warnings.

Furthermore, researchers have begun deploying LLMs not just as classifiers, but as au-
tonomous agents to interact dynamically with ASATs. For example, the CodeCureAgent
by Joos et al. [36] utilizes an LLM within an autonomous loop to read warning metadata.
It iteratively retrieves surrounding source code context, formulates a plan, and definitively
classifies whether a warning is a true or false positive before attempting a repair. Similarly,
the SAST-Genius framework by Agrawal and Ahi [[1] integrates a fine-tuned LLM as an in-
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telligent triage layer. This successfully reduced false positives by roughly 91% by applying
semantic reasoning across complex, multi-file data flows that traditional deterministic rules
fail to parse.

So even though LLM-based solutions can outperform traditional static analyzers on
well-defined benchmarks, existing literature highlights that their performance does not trans-
late uniformly across all vulnerability types [23]. Furthermore, researchers emphasize that
deploying these foundational models introduces a significant risk of hallucinations, along-
side inconsistent responses and substantial computational overhead [1} [23] 36]. This pro-
found shift towards highly complex, resource-intensive models underscores the core inves-
tigation of this thesis: determining whether the high computational cost and complexity of
LLMs provide a justifiable performance advantage over optimized classical ML models.

2.3 The Research Gap and Thesis Focus

While the literature demonstrates a clear evolution from statistical methods to classical ML
and ultimately to modern DL models, several critical gaps remain in the current research
landscape. First, a recurring limitation in existing literature is the scale of the applied
datasets. Many prior studies evaluate post-processing techniques on relatively small-scale
datasets, often encompassing only around 15 to 20 projects and generating between 1,000
and 10,000 warnings [26, 37, 138, |65} |81]]. To draw statistically robust conclusions that re-
flect the true diversity of coding styles and warning patterns in a real-world environment,
evaluations must be conducted on a much larger, high-volume corpus.

Second, there is a pronounced tension in the literature regarding optimal model com-
plexity. The software engineering domain is rapidly shifting toward LLMs because they
offer unprecedented semantic comprehension and entirely eliminate the need for manual
feature engineering [[12, 25/ [74]. However, these foundational models introduce substantial
computational overhead, high API costs, severe network latency, and a significant risk of in-
consistent outputs or hallucinations [[1} 23, [36]. Conversely, researchers like Yang et al. [79]]
have demonstrated that the underlying data for static warnings is often intrinsically simple,
arguing that employing highly sophisticated DL models for this task is unnecessary. This
contrast highlights a significant empirical gap: it remains unproven whether the massive
computational cost and architectural complexity of LLMs provide a justifiable performance
advantage over optimized classical ML models.

Finally, existing literature predominantly evaluates predictive models in a vacuum. They
rely strictly on standard discrete classification metrics like accuracy, precision, and re-
call [28]]. However, the successful integration of ASATs depends heavily on factors beyond
binary correctness. A model’s practical utility relies equally on its mathematical robustness.
Specifically its probabilistic calibration and ability to accurately signal its own uncertainty.
As well as how humans actually perceive, trust, and interact with its output.

To bridge these gaps, this thesis aims to identify the optimal balance between predictive
performance and computational efficiency when comparing classical ML models and LLMs
for generating actionability probability scores. By leveraging the large-scale NASCAR
dataset, which contains over 1.2 million implicitly labeled Java warnings, this research con-

11



2. BACKGROUND AND RELATED WORK

ducts a comparative analysis. It evaluates both model families not only on their raw predic-
tive power (using F1-scores and Precision-Recall Area Under the Curve) but also on their
probabilistic reliability (using the Brier score). Furthermore, to ground these results in prac-
tical software engineering, this thesis extends the evaluation through a qualitative user study
to determine how these probability scores influence triage workflows, automation bias, and
trust dynamics in the context of an enterprise environment.
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Chapter 3

Methodology

This chapter details the methodological framework designed to evaluate and compare the
effectiveness of classical (including ensemble) ML versus LLMs in generating actionability
probability scores for ASAT warnings. It outlines the dataset selection and rationale (Sec-
tion [3.1)), the preprocessing pipeline (Section [3.2)), and the specific model configurations
(Section [3.3)) with the chosen evaluation metrics (Section [3.4).

3.1 Dataset Selection and Rationale

This research utilizes supervised classification to predict the probability of the ASAT warn-
ing being actionable. A crucial component of this process is the selection of a dataset that
balances practical relevance with statistical significance. Although the current implementa-
tion is optimized for a single, widely-adopted programming language and a specific dataset,
the underlying pipeline is build for extensibility. This design allows for future researchers
to integrate additional datasets, diverse languages, or alternative ASAT with minimal recon-
figuration. To find a fitting dataset, a choice for a specific programming language needs to
be discussed first. Subsequently, the selected dataset can be properly explained.

3.1.1 The Chosen Language

This research focuses exclusively on tools created for Java. While it may no longer hold
the absolute top spot in global popularity, its historical and present relevance is undeni-
able. According to the TIOBE index, Java has consistently maintained a top five position
for decades and it shows a level of stability that few other languages can match [69]. This
highlights Java’s relevance because the index tracks the popularity of programming lan-
guages based on search engine volume and developer activity [68]. The importance of Java
is further corroborated by comprehensive empirical research by Bissyandé et al. [[15]] in the
open-source ecosystem. They rank Java as one of the most pervasive and impactful lan-
guages in real-world development. In a large-scale analysis of 100,000 GitHub projects,
Java was identified as a dominant general-purpose language, appearing in over 10% of all
repositories surveyed. Unlike scripting languages that are frequently used for supporting
tasks, Java is distinguished by its high utilization as a main project language. Furthermore,
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the language demonstrates significant professional depth, maintaining one of the largest ac-
tive developer pools and consistent popularity in terms of total lines of code. Specifically,
it accounts for nearly 100 million lines in the studied corpus [15]. This enduring presence
ensures that a thesis focused on Java is grounded in a language that is not a passing trend,
but a cornerstone of the industry.

Finally, the selection was guided by industrial relevance. Java is the primary devel-
opment language at the partner company (SIG), and it represents a portion of the analysis
performed by their internal tool (Sigrid). Sigrid has been used to analyze more than 400 bil-
lion lines of code written in more than 300 different languages. By centering the research on
Java, this industrial alignment ensures that the resulting pipeline remains directly applicable
within the company’s existing infrastructure.

3.1.2 The NASCAR Dataset

As previously mentioned in Section many studies have been conducted into reducing
warnings for ASATs. However, a recurring limitation in existing literature is the scale of the
applied dataset. Many studies rely on relatively small-scale datasets, often encompassing
only around 15 to 20 projects with around 1-10K warnings [28, 37, (38, 65, [81]. To ensure
the findings of this thesis are as generalizable and statistically robust as possible, it was
essential to move beyond this scale and utilize a high-volume, real-world corpus. Hence,
the NASCAR (Non-Actionable Static Code Analysis Reports) dataset was selected.

NASCAR is a large-scale, open-source collection specifically designed to address the
scarcity of large-scale labeled data for the Java ecosystem. It contains a total of 1,227,763
warnings mined from 102 GitHub projects with at least 200 stars. This minimum star thresh-
old serves as a critical filter to ensure data quality. As focusing on prominent, actively
maintained repositories increases the probability that the contributing developers adhere to
common software engineering best practices, including the systematic use of ASATs. These
are categorized into 196,940 (16%) actionable and 1,030,823 (84%) non-actionable warn-
ings. In this context, actionable warnings are those signaling an actual bug or flaw that
developers deem significant enough to actively repair. Conversely, non-actionable warn-
ings are defined as any alerts systematically left unaddressed by developers, irrespective of
the underlying reason. This encompasses both outright false positives (FPsﬂ and ignored
warnings. While these warnings are technically valid, they are considered irrelevant to the
project’s safety, functionality, or maintainability (e.g., a warning about a missing Javadoc
comment on a private helper method). [41]

To obtain these labels at scale, the NASCAR methodology leverages differential anal-
ysis on consecutive version control commits to evaluate implicit developer feedback. By
generating and comparing ASAT reports for a specific commit and its parent, the system
tracks the lifecycle of each identified issue. A warning from the parent commit is labeled
as actionable if its surrounding context is modified by a Java code insertion or deletion, and
the warning subsequently disappears from the new commit’s report. On the other hand, a
warning is classified as non-actionable if it persists across versions. This happens either

'FP warnings happen when the tool misinterprets the warning.
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because the specific code context was not affected by any Java changes, or because the code
was affected but the underlying problem remained unresolved. If a warning conflict occurs
where an issue is flagged as both actionable and non-actionable, the actionable classification
takes precedence. [41]

To address the occurrence of repeated warnings across hundreds of analyzed commits, a
deduplication process was applied by K6sz6 et al. [41]]. This process uses the MinHash and
Locality Sensitive Hashing (LSH) schemes with a Jaccard similarity coefficient of 0.95.
This process identified 144,690 duplicated warnings, resulting in a refined deduplicated
dataset of 1,083,073 warnings. Within this version, the distribution consists of 145,997
(13.48%) actionable and 937,076 (86.52%) non-actionable warnings [41]]. A list of all the
information the dataset has per warning can be found in[Figure 3.1|and the table showcasing
the percentages of actionable versus non-actionable is shown in By utilizing
such an extensive dataset, the research avoids the pitfalls of over-fitting to specific project
structures and instead captures a wide variety of coding styles and warning patterns.

Dataset Actionable Non-actionable Total

NASCAR 196,940 (16%) 1,030,823 (84%) 1,227,763
Deduplicated NASCAR 145,997 (13.48%) 937,076 (86.52%) 1,083,073

Table 3.1: The distribution of actionable and non-actionable warnings for the original and
deduplicated NASCAR dataset.

The choice for NASCAR was further driven by the need for transparency and repro-
ducibility. Because it is an open-source dataset, it allows future researchers to recreate
the experiments or extend the pipeline without the barriers of proprietary codebases. Fur-
thermore, the dataset is aligned with the technical requirements of this study. It focuses
exclusively on Java and includes warnings generated by industry-standard, widely-adopted
ASATs such as PMD and SpotBugs [[11]. These tools are among the most widely-adopted
and empirically studied instruments in the Java ecosystem [/3]. Their inclusion ensures that
the classification models developed in this thesis are trained on the same types of warnings
that developers encounter in professional, everyday environments.

3.2 Data Setup and Preprocessing Pipeline

This section details the data setup and preprocessing pipeline required to prepare the dataset
for analysis. A critical challenge is the fundamental difference in how models consume
data. While LLMs can process natural language, classical ML models require structured,
numerical representations. To address this, the pipeline is split into two distinct tracks, each
tailored to the specific formatting and feature engineering requirements of the ML models
and LLMs used in this thesis.
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Metadata NASCAR Dataset

tool: The name of the SCA tool, which created the warning.

warning_type: The name of the violated rule of the SCA tool (PMD or Spotbugs).
warning_msg: The detailed explanation of the warning.

commit_sha: The corresponding commit hash that the warning is associated with.
parent_sha: The unique hash of the parent commit in which the warning was re-
ported.

repo: The url of the corresponding project’s GitHub repository.

filename: The name of the source file, in which the warning occurred.

positions: The start and the end lines of the narrowest context within the source file,
in which the warning occurred; the start and the end columns sometimes are also
given.

filepath: The relative path to the file from the files root.

commit_date: The date (converted to UTC and formatted to ISO 8601) when the
commit was made.

parent_date: The date (converted to UTC and formatted to ISO 8601) when the pre-
vious commit was made.

label: Denoting if the warning is actionable or non-actionable (0 for non-actionable
and 1 for actionable).

Figure 3.1: Metadata for the NASCAR Dataset.

3.2.1 Preprocessing for Classical ML

As can be seen in Figure [3.1] multiple different types of textual data exists. To handle cat-
egorical variables, such as the tool name, One-Hot Encoding is applied. This technique
creates individual binary columns for each tool, preventing the model from assuming an
artificial ordinal relationship between different ASAT [59]]. Temporal features, such as
commit_date and parent_date, are subsequently converted into Unix timestamps. A Unix
timestamp is a system for tracking time that represents the total number of seconds elapsed
since the Unix Epoch (January 1 1970, at 00:00:00 UTC), excluding leap seconds [20]. By
calculating the difference between these two values, an age can be derived for the warning.
This provides the model with a quantitative measure of how long a potential vulnerability
has persisted.

Crucially, extracting the age metric instead of feeding the raw commit and parent dates
directly to the model is necessary to prevent severe temporal data leakage. This leakage
stems directly from the NASCAR dataset’s data collection and deduplication methodology.
To manage the massive volume of non-actionable warnings, the NASCAR methodology
applies a strict rule. If the same non-actionable warning appears multiple times across a
project’s commit history, all earlier duplicates are dropped and only its final occurrence,
the warning appearing in the latest commit’s report, is retained [41]. While effective at
reducing duplicates, this rule introduces a significant artificial timeline bias. Seeing as only
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the newest iteration of a persistent warning is kept, there is a massive, artificial concentration
of non-actionable warnings towards the end of the data mining window, specifically spiking
between August and October 2024 (see |Figure 3.2|and [Figure 3.3)). If the raw commit_date
or parent_date were utilized as predictive features, an ML model would quickly exploit
this timeline anomaly. It would learn to superficially classify warnings as non-actionable
simply because their timestamps fall late in the dataset’s chronological window, rather than
evaluating the underlying semantic or code-level characteristics. By transforming these
absolute dates into an age, this temporal bias introduced by the mining methodology is
neutralized, ensuring the model relies on genuine indicators of actionability.

Distribution of TP (1) vs FP (0) Over Time for commit_date
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Figure 3.2: Temporal distribution of actionable (TP/1) and non-actionable (FP/0) warnings
based on their commit_date.

Distribution of TP (1) vs FP (0) Over Time for parent_date
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Figure 3.3: Temporal distribution of actionable (TP/1) and non-actionable (FP/0) warnings
based on their parent_date.

To capture the context of the warning, a function extracts n-lines of code surrounding
the specific position of the warning. So n = 2 takes two lines above and below the start and
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end line respectively. For this, filename and filepath are needed. It ensures that the correct
code from the correct place has been extracted and coupled to the right warning. The then
newly created feature (n_source_code) and the warning_msg feature are transformed into
TF-IDF (Term Frequency-Inverse Document Frequency) vectors respectively. This means
that each feature has their own instantiation of a TF-IDF vectorizer. Seeing as these TF-
IDF matrices are often high-dimensional and sparse [46, ch. 6], Latent Semantic Analysis
(LSA) has been applied. By utilizing Singular Value Decomposition (SVD), LSA reduces
the feature space into a lower-dimensional concept space. This allows the model to capture
latent semantic relationships between different technical terms, and condenses sparse word
counts into a dense semantic vector. In other words, it mitigates the effects of synonymy,
where different words describe the same underlying warning, and it reduces computational
noise [21].

Next, the warning_type feature is addressed by mapping the rules to their correspond-
ing Common Weakness Enumeration (CWE) IDs, which is a list of software and hardware
weaknesses types [49]]. To improve the model’s ability to generalize across different tools,
the warning_type is also grouped into a category. This category is retrieved from lists that
map warning_types to general categories, e.g., Performance, Security. To process these non-
numerical features, CWE-ID and categories are transformed using One-Hot Encoding. This
feature engineering technique converts categorical variables into a sparse binary matrix by
creating an individual binary column for each distinct warning category (assigning a 1 if the
category is present, and a 0 otherwise). This transformation is a mathematical necessity for
classical ML architectures, as it prevents the models from falsely assuming an artificial ordi-
nal relationship between independent categories (e.g., incorrectly interpreting a categorical
identifier of 3 as being mathematically greater or more severe than a 1). By representing
these categories as independent binary vectors, One-Hot Encoding allows the model to ac-
curately recognize shared structural patterns across related types of vulnerabilities [14} 29].
Finally, all non-numerical features are dropped and the label (the true answer) is separated
from the rest of the data. So in the end, a fully transformed dataset is left (see Figure3.4).

3.2.2 Preprocessing for LLMs

While classical ML models require an extensive, manually engineered pipeline to convert
raw text into dense numerical matrices, the external preprocessing requirements for LLMs
are significantly less intensive. However, they still fundamentally process numerical data.
Instead of requiring high-dimensional, upfront transformations like TF-IDF or the dimen-
sionality reduction provided by LSA [21]], LLMs handle this conversion internally. Con-
sequently, only a specific subset of the previously described preprocessing pipeline is exe-
cuted. The primary objective in this phase is the derivation of three key structural features:
the age of the warning, its broader category, and its mapped CWE-ID. As with the classical
approach, the age is calculated as the temporal difference between the parent and current
commit Unix timestamps. Similarly, the specific tool rules are mapped to their respective
CWE-IDs and general categories (e.g., Security or Performance).

Once these features are generated, the raw textual data are not transformed into vectors.
This includes the warning_msg, the category, the originating tool, and the n_source_code
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Features Classical ML

tool_i: The SCA tool, this is one-hot encoded so contains a 1 or 0 and is repeated for
all tools (e.g., tool_ PMD).

category_i: The category of the warning_type, this is one-hot encoded so contains a
1 or 0 and is repeated for all categories (e.g., category_performance).

warning msg_lIsa_i: An LSA component for the original feature called warn-
ing_msg.

source_code_ Isa_i: An LSA component for the original source code feature
(n_soucre_code).

age: The age of the warning in seconds.

CWE-ID_i: The corresponding Common Weakness Enumeration (CWE) code, this
is one-hot encoded so contains a 1 or 0 and is repeated for all CWE-IDs (e.g., CWE-
ID_CWE:1003)

Figure 3.4: The final structured feature set utilized by the classical ML models. The sub-
script _i serves as a placeholder index indicating that a separate feature column exists for
every unique category or component, iterating from 0 through the total number of distinct
variables in that specific set (e.g., all one-hot encoded tools or all extracted LSA dimen-
sions).

(the extracted n-lines of code surrounding the warning). Instead, they are maintained in
their original string format and organized into a structured prompt. This prompt acts as
the direct interface for the model, feeding it the raw code and metadata as a cohesive nar-
rative. LLMs leverage pre-trained architectural knowledge of code semantics and natu-
ral language, utilizing distributed representations to maintain the relational integrity of the
source code [48]]. Unlike classical ML models that require text to be compressed into sparse
numerical Vectorsﬂ LLMs perform representation learning. This allows the model to au-
tonomously discover relevant semantic patterns within the data, rather than relying on man-
ually engineered features [[12]. Therefore, LLMs can interpret CWE-ID, categories, and
source code not as isolated variables, but as contextual signals that interact dynamically
with each other through self-attention mechanisms [23], [74].

To ensure a rigorous and fair comparison between the classical ML and LLM ap-
proaches, it is imperative to maintain the most consistency possible across the experimental
variables. As such, the underlying feature sets exposed to both models are kept as identi-
cal as structurally possible. This methodological constraint is the primary reason the raw
warning_type is withheld from the prompt. Since the classical ML pipeline transforms
the warning_type into generalized categories, providing the raw warning_type to the LLM
would grant it a level of granular information not available to its counterpart. The research
thus restricts both models to the same set of derived features. This ensures that any variance
in performance is attributed to the architectural capabilities of the models themselves, rather

2The loss of nuanced context is often a result of compressing text into sparse numerical vectors.
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than discrepancies in the underlying data they observed.

3.3 Model Selection

As established in the literature review in Section [2.2] the quest for reducing ASAT warn-
ings has led researchers to explore a wide variety of algorithmic solutions, ranging from
traditional statistical methods to modern neural networks [28]. To provide a comprehen-
sive evaluation, this thesis employs a dual-modeling strategy that compares Classical ML
against LLMs. By selecting models with fundamentally different underlying assumptions,
this research seeks to uncover whether the predictive power lies in complex, non-linear fea-
ture interactions. Or if the problem can be addressed by more transparent, linear decision
boundaries.

3.3.1 Classical and Ensemble Models

Logistic Regression (LR) and Random Forest (RF) are selected as the representative ML
models. This specific pairing is chosen to contrast a simple linear decision boundary against
a complex, non-linear one. Here, LR acts as the foundational baseline to determine if action-
able and non-actionable warnings are linearly separable [33) ch. 1]. In contrast, RF is chosen
as the non-linear alternative to prove whether recursive, multi-dimensional partitioning is
necessary because structural metadata and code metrics often interact conditionally [[17]].

LR serves as the baseline for linear classification. It is highly efficient and provides
significant interpretability, as it models the probability of a class by fitting data to a logis-
tic curve [33, ch. 1]. If the relationship between features like warning age, category, and
source code semantics is relatively straightforward, a linear model like LR will perform
optimally without the risk of over-fitting often associated with more complex architectures.
Beyond its simplicity, LR acts as a baseline for calibration because it naturally produces
well-aligned probabilities. This characteristic makes it easier to evaluate Brier scores, and
thus ensures that the predicted probabilities reflect the true likelihood of a warning being
actionable. From a developer’s perspective, LR offers high interpretability, allowing one to
see exactly how specific metrics (such as a particular CWE-ID or a warning’s age) impact
the actionability score. Furthermore, it is easy to implement, exceptionally fast to train, and
requires minimal memory [29].

In contrast, RF was selected due to its consistent performance as a top performer in
existing research [28]]. As an ensemble learning method, RF operates by constructing a
multitude of decision trees during training and outputting the mode of the classes. This
approach is particularly adept at capturing high-order, non-linear interactions between dis-
parate features [[17]. Think of the way a specific CWE-ID might interact with a particular
code structure to indicate an actionable warning. Furthermore, one of the primary advan-
tages of RF in this context is its high robustness to the noisy labels often found in open-
source ASAT datasets. RF naturally handles non-linear relationships between rule metadata
and code metrics without requiring extensive hyperparameter tuning. Like its linear coun-
terpart, it remains relatively easy to implement and quick to train, even when processing the
over one million datapoints provided by NASCAR [17,155]. By comparing the performance

21



3. METHODOLOGY

of the non-linear RF against the linear LR, this thesis can empirically validate whether the
additional complexity of ensemble methods is strictly necessary for the task of warning
triaging.

3.3.2 Large Language Models

To investigate the predictive performance on complex static analysis metadata, this thesis
incorporates LLMs. Specifically, the Claude model family developed by Anthropic has been
selected for this research. It comprises of: Haiku 4.5, Sonnet 4.6, and Opus 4.6. The primary
motivation for this selection is institutional access, as the company SIG provides a secure
and robust infrastructure for utilizing these specific models. This accessibility ensures that
the research remains reproducible within a professional (SIG) environment while adhering
to data privacy and security standards necessary for large-scale code analysis.

The Claude 4.x series is characterized by its sophisticated understanding of both struc-
tured data and natural language [3]]. This makes it uniquely suited for triaging warnings
that often contain semantic nuances in source code context. Within this family, the models
are differentiated by their scale and reasoning capabilities. This allows for evaluation of
the relationship between model size and classification accuracy. Haiku 4.5 serves as the
lightweight, high-speed variant designed for efficiency and near-instantaneous processing.
This makes it ideal for real-time developer workflows [[6]. Sonnet 4.6 represents the mid-tier
balance. It offers a significantly increased intelligence and reasoning depth while maintain-
ing the throughput necessary for large datasets like NASCAR [8]]. Finally, Opus 4.6 is the
most powerful model of the three. It is designed to handle highly complex reasoning tasks
and subtle pattern recognition that smaller models might overlook [7]].

By employing these three variants, the research can determine whether the additional
computational overhead and parameter count of a model like Opus provides a justifiable
increase in performance compared to the more efficient Haiku. This tiered approach allows
for a granular assessment of how different levels of model complexity handle the intri-
cate metadata associated with ASATs. Ultimately, comparing these state-of-the-art LLMs
against RF and LR will reveal if the advanced contextual reasoning of DL can significantly
outperform traditional statistical and ensemble methods.

3.4 Evaluation Metrics

Finally, to evaluate these models we need to select metrics that accurately capture the perfor-
mance aligning with the specific goals of this research. In other words, the metrics need to
convey whether the models can reliably distinguish critical signals from noise, and whether
they can balance this with capturing all significant actionable warnings. Therefore, even
though accuracy is often the default metric for evaluating performance across both classical
ML and DL architectures, it serves as a misleading indicator in the context of the current
research. Considering that the original NASCAR dataset exhibits a significant class imbal-
ance with 84% non-actionable warnings, a trivial model could achieve 84% accuracy by
simply predicting the majority class for every instance. In such a scenario, the reported ac-
curacy provides a false sense of security. That is to say, it fails to reflect the model’s actual
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utility in identifying the minority class even though this is essential to the analysis. For
instance, in a subset of 1000 samples where only 160 are actionable, a model that labels ev-
ery single data point as non-actionable would yield an 84% accuracy rate despite failing to
identify a single actionable warning. While the high percentage suggests a high-performing
system, the model’s recall for the minority class would be 0%. This renders the model en-
tirely ineffective for any practical application where missing an actionable warning carries
a high cost.

To address these limitations, the F1 score is utilized as the primary performance mea-
sure. By calculating the harmonic mean of precision and recall, the F1 score ensures that
the model is penalized for both excessive non-actionable and missed actionable warnings.
Precision and recall are mathematically defined in Equation [3.1] and Equation [3.2] respec-
tively:

Precisi P 3.1)
recision = ———— .
“s TP+ EP
TP
Recall = —— 32
= TPIEN (3-2)

where TP represents True Positives, FP represents False Positives, and FN represents
False Negatives. Using these foundational properties, the F1 score is formulated as shown

in Equation

Precision x Recall
F1S =2 33
core % Precision + Recall (3-3)

This balance is necessary, because the model must remain efficient by reducing non-
actionable warnings to minimize unnecessary noise, yet it must remain robust enough to
ensure that actionable warnings are not overlooked. Relying on the F1 score thus ensures
that the performance of both classical ML models and LLMs is assessed based on their
ability to handle these competing priorities effectively. Furthermore, since the F1 score
provides a static snapshot at a single decision threshold, Precision-Recall (PR) curves are
employed to offer a more comprehensive visualization of model performance. These curves
are particularly valuable for imbalanced datasets like the NASCAR set, as they illustrate
the trade-off between precision and recall across all possible thresholds. By analyzing the
PR curve, it becomes possible to identify the optimal threshold that maximizes detection of
the minority class without incurring an unacceptable volume of non-actionable warnings.
This allows for a more informed selection of the final operating point, ensuring the model
remains tuned to the specific risk tolerances of the research. [60]

In addition to classification performance, the Brier score is incorporated to evaluate
the calibration and reliability of the models’ probabilistic predictions. Unlike discrete,
threshold-dependent metrics, the Brier score calculates the mean squared difference be-
tween the assigned probability score and the actual binary outcome [[18]]. It thus effectively
functions as the mean squared error of prediction probabilities, calculated using Equa-

tion 3.4t
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N
Brier Score = ;];(p,- — yi)2 (3.4)
where N is the total number of samples, p; is the probability assigned by the model to
the i-th instance, and y; is the actual ground-truth binary outcome to the i-th instance (1
for actionable, O for non-actionable). The score strictly ranges from 0.0 to 1.0, where a
lower score indicates better performance. A score of 0.0 represents a theoretically perfect
model that assigns absolute certainty (1.0 or 0.0) to correct outcomes. Conversely, a score of
0.25 serves as the baseline for non-informative, random guessing (assuming an uninforma-
tive 50% probability assignment). Any score exceeding 0.25 thus implies that the model’s
probability estimates are actively miscalibrated and worse than chance [18]. By using this
metric, the framework moves beyond a binary snapshot of precision and recall to quantify
exactly how well the model’s confidence aligns with reality. The score thus allows for a
more nuanced comparison between classical ML and LLM approaches, ensuring that the
final deployed model is not merely accurate in its discrete labeling, but also fundamentally
dependable in its estimated certainty.
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Chapter 4

Study Setup

This chapter outlines the study setup designed to address the research questions established
in Chapter[I] Rather than a series of isolated tests, the study is structured as a pipeline that
moves from data calibration and model optimization to a final human-centric validation.
The eventual purpose of this thesis is to compare classical ML and LLMs, so the pipeline
consists of two parts: the ML part and the LLM-prompting part. Additionally, as illustrated
in the research workflow (see [Figure 4.1)), the experiments are categorized into four phases:
Dimensionality Optimization, Baseline Calibration, Model Optimization, and Interpretabil-
ity Analysis. After the experiments are defined, a user study is explained to bridge the gap
between the experiments and software engineering.

4.1 Experimental Designs

This section provides a detailed breakdown of the experimental pipeline. The proposed
pipeline is partitioned into distinct LLM and ML parts for clarity. Although discussed sep-
arately, these modules contain the same phases: Baseline Calibration, Model Optimization
(as shown in [Figure 4.1).

The first phase, Dimensionality Optimization, focuses on optimizing the feature space
for the ML pipeline. This begins with EXP: Optimal Feature Space (Section[d.1.1). As
the name suggest, it finds the optimal feature space to ensure that the source code data and
warning message are semantically dense. Following this, EXP: Optimize Data Splits
(Section {.1.T)) subjects both models to various class distributions to determine their sen-
sitivity to the high class-imbalance found in the NASCAR dataset. This experiment will
establish which dataset split will be used in further experiments. Then we move on to
the Baseline phase. This phase contains EXP: Baseline of Standard Models ( Sec-
tion [4.1.2), it trains and evaluates the default ML models (RF and LR). These models will
be used to compare all subsequent experiments happening in the Model Optimization phase.

The Model Optimization phase contains experiments that conduct hyperparameter tun-
ing for both LR (EXP: LR Hyperparameter Tuning, Section {.1.3) and RF (EXP: RF
Hyperparameter Tuning, Section[d.1.3). Then the next phase, Interpretability Analysis,
moves beyond metrics to examine model behavior. In EXP: Feature Importance (Sec-
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Figure 4.1: The full research workflow of the study. It highlights the flow of the data, and
distinguishes between different categories of experiments.

tion[4.1.4), the decision-making logic of the optimized RF and LR are scrutinized via feature
importance mapping.

The experimental setup concludes with the LLM component detailed in Section 4.1.
This part includes experiments for both the Baseline and Model Optimization phases, but
are discussed separately from the ML part to maintain clarity. This evaluation utilizes EXP :
Zero-shot Prompting as the primary baseline for comparison against EXP: One-shot
Prompting. In this configuration, the zero-shot setup employs a prompt without any prior
demonstrations, whereas the one-shot setup is enriched with a single, representative ex-
ample to facilitate in-context learning. This approach allows for an assessment of how a
single demonstration influences the model’s ability to classify warnings correctly compared
to providing no context at all [19}[71]].
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4.1.1 Dimensionality Optimization Phase
EXP: Optimal Feature Space

Before proceeding to full model training, it is essential to calibrate the dimensionality reduc-
tion process to ensure that the semantic essence of the source code and warning messages
is preserved. This calibration is a critical prerequisite, because failing to optimize the fea-
ture space risks either overwhelming the models with high-dimensional noise or omitting
subtle, critical semantic patterns through over-compression. The first experiment thus fo-
cuses on evaluating the Latent Semantic Analysis (LSA) variance. The goal is to determine
how various TF-IDF configurations impact the model’s ability to capture meaningful infor-
mation from the NASCAR dataset. These configurations differ in feature counts, n-gram
ranges, and frequency filters. The experiment utilizes a series of targeted trials (see
ing 4.1)), such as a high-volume wide spectrum approach and a more conservative denoised
heavy configuration. This is to observe how text is compressed into a lower-dimensional
space. For each trial, the pipeline calculates the explained variance ratio, so it quantifies the
amount of information retained by the LSA components. To identify the optimal balance
between computational efficiency and data richness, the experiment employs a mathemat-
ical elbow point detection. This elbow point signifies the threshold where adding further
LSA components yields diminishing returns in captured variance.

The trial is run three times, first with a cap of 50, then 300, and finally with 1000 LSA
components. These specific thresholds were established through preliminary empirical ex-
ploration of the dataset’s variance distribution. To avoid the computational overhead of
evaluating every possible dimension, initial scoping runs were utilized to identify the effec-
tive lower and upper boundaries of the feature space. Consequently, the selection of 50, 300,
and 1000 components is thus designed to capture the full spectrum of the variance curve. It
moves from a low-resolution baseline to a high-fidelity semantic representation. The initial
50-component run serves as a baseline for the most dominant latent topics. Its purpose is to
isolate the primary structural signals whilst deliberately excluding granular detail. Increas-
ing the cap to 300 components allows for the identification of the expected mathematical
elbow point. Finally, the 1000-component iteration acts as a stress test to observe the long
tail of the data distribution. It ensures that even the most diffuse patterns in the source code
are accounted for and that no significant information density is overlooked in the more com-
plex features. This approach provides a comprehensive view of how information is lost or
retained at different levels of compression.

trials = [
{"name": "baseline", "max_features": 5000, "ngram_range": (1, 1), "
min_df": 2, "max_df": 0.8},
{"name": "bigrams_10k", "max_features": 10000, "ngram_range": (1, 2),
"min_df": 5, "max_df": 0.7},
{"name": "n_gram_specialist", "max_features": 3000, "ngram_range":
(1, 3), "min_df": 3, "max_df": 0.9},
{"name": "denoised_heavy", "max_features": 2000, "ngram_range": (1,
1), "min_df": 10, "max_df": 0.5},
{"name": "wide_spectrum", "max_features": 20000, "ngram_range": (1,
2), "min_df": 1, "max_df": 1.0}
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Listing 4.1: Trial configurations for EXP: Optimal Feature Space.

Ultimately, the trials are evaluated using an Efficiency Score. This is defined as the ratio
of variance captured at the elbow point to the number of components required. The optimal
configuration is then locked in for all future experiments. This is methodologically sound
because the text’s semantic variance is an inherent property, independent of downstream
ML models. By decoupling this variance analysis from the classification task, the approach
mitigates the noise typical of large-scale repository mining and ensures subsequent models
receive the same information-dense baseline. With feature dimensions now optimized to
establish a consistent performance floor, the following subsection will discuss the impact of
class distribution on default model configurations.

EXP: Optimize Data Splits

Building upon the initial calibration of the feature space, the research moves to optimize
the data balance. It investigates the critical impact of class distribution on model reliability
and predictive performance. Class imbalance is a challenge in the field of ASATs. As high-
lighted in the NASCAR study, non-actionable warnings vastly outnumber actionable ones.
The non-actionable warnings in this case account for over 86% of the available data [41].
Isolating the threshold where data balancing stops preventing majority-class bias and starts
distorting real-world predictive performance is critical. Without this optimization, models
risk either collapsing into naive majority-class predictors or failing to generalize to actual
deployment environments. To determine how this inherent skewness thus affects the learn-
ing behavior of both RF and LR, this experiment subjects the scikit-learn default model
to a series of controlled dataset splits. These configurations range from perfectly balanced
distributions designed to prevent majority-class bias to the original, highly imbalanced ratio
found in the NASCAR corpus (see [Listing 4.2)).

By training the standard models across a spectrum of ratios (see and
[ble 4.T), this experiment aims to quantify the sensitivity of each architecture to different
dataset splits. The inclusion of a full-scale, un-sampled training run ensures that the find-
ings are grounded in the actual volume of the 1.1 million labeled datapoints provided by
the NASCAR dataset. Among these candidates is a split of 200K warnings. This comprises
of 100K actionable and 100K non-actionable warnings. The selection for 200K warnings
was driven by the total availability of actionable warnings in the NASCAR corpus, which
contains 145,997 actionable warnings. By capping the sample at 200K, the study maintains
a perfectly balanced 1:1 class ratio.

Within the dataset sample, the data is further partitioned into training and testing subsets
to facilitate model development. This is achieved by allocating 75% of the data for training
(utilizing cross-validation for hyperparameter tuning instead of a separate validation set) and
25% for testing. To ensure reproducibility and scientific rigor, this split is executed using
the scikit-learn train_test_split method with the default random state of 42. This structured

I'The RF default model can be found here.
2The LR default model can be found here!
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Dataset Actionable Non-actionable Total

Split1 100,000 (50%) 100,000 (50%) 200,000
Split2 50,000 (50%) 50,000 (50%) 100,000
Split3 33,612 (13%) 226,410 (87%) 260,022
Split4 145997 (13%) 937,076 (87%) 1,083,073
Split5 78,153 30%) 182,759 (70%) 260,912
Split6 104,009 (40%) 156,013 (60%) 260,022

Table 4.1: The distribution of actionable and non-actionable warnings for the multiple
dataset splits.

approach ensures that while the model learns and is refined on the dataset, its true predictive
performance is ultimately verified against the distinct test set. Ultimately, this experiment
helps identify the optimal data distribution needed to maintain high performance without
sacrificing the model’s ability to generalize to real-world, imbalanced environments. This
optimal distribution is then used in further experiments.

# The first split: balanced dataset with even classes

sl_data = helper_split_data (data, 100000, 100000)

# The second split: reduced even dataset with 50k samples per class
s2_data = helper_split_data (data, 50000, 50000)

# The third split: original ratio dataset ("13TP-87FP) but reduced size
s3_data = helper_split_data (data, 33612, 226410)

# The fourth split: full dataset without any downsampling

s4_data = data.copy () .reset_index (drop=True)

# The fifth split: 30TP-70FP imbalanced dataset

s5_data = helper_split_data (data, 78153, 182759)

# The sixth split: 40TP-60FP imbalanced dataset

s6_data = helper_split_data (data, 104009, 156013)

Listing 4.2: The multiple dataset splits for EXP: Optimize Data Splits. To see the code
for helper_split_data() see|Listing B.I|in|{Appendix B}

Every specific dataset split utilized in this research is generated through random sam-
pling from the total pool of available data. This is achieved by isolating the positive and
negative classes and sampling the required number of instances for each using the default
random state of 42 to ensure reproducibility. A significant advantage of this approach is
that it ensures that the model is exposed to a diverse variety of warning types and coding
patterns from across the entire corpus. However, a notable disadvantage of purely random
sampling in the context of ASAT warnings is the potential disruption of project-level con-
text. Because the sampling occurs at the individual warning level rather than the project
level, warnings from a single software project may be fragmented. Some can be included in
the training set while others from the same project are relegated to the test set or excluded
entirely. This fragmentation prevents the model from learning from the cohesive architec-
tural style of a specific codebase and fails to account for the locality of warnings, where
similar errors often cluster within specific modules or files.
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4.1.2 Baseline Phase

To accurately measure the efficacy of the optimization efforts, such as hyperparameter tun-
ing and custom regularization, it is vital to establish a baseline to compare it to. This is
achieved through the Baseline Model experiment, which evaluates the performance of the
selected architectures using their standard, out-of-the-box configurations from the scikit-
Learn library trained on 200K warnings. This subset of 200K is derived from the results
of EXP: Optimize Data Splits mentioned in Section[d.I.1} As explained, the subset is
50% actionable and 50% non-actionable warnings, and is capped at 200K because of the
limited actionable warnings present in NASCAR.

The results from this baseline are used to quantify the performance gain achieved in
subsequent experiments. For the RF, the baseline utilizes a balanced subsample weighting
to account for any residual variance in the 200K split. In contrast, the LR is run with its
default solver and regularization parameters. This comparison is essential for validating
whether the sophisticated tuning of tree depth or L1-regularization actually results in sta-
tistically significant improvements in the performance. Without this baseline, it would be
impossible to determine if a model’s high performance is a result of effective hyperparam-
eter engineering or simply a reflection of the high-quality, large-scale labeling inherent to
the NASCAR dataset itself.

4.1.3 Model Optimization Phase

Now we move onto finding the optimal model for this problem space. This is done through
hyperparameter tuning of both models. This phase is critical because default model param-
eters are generalized. So fine-tuning these hyperparameters is necessary to systematically
navigate the trade-off between model complexity and generalization, ensuring the models
do not overfit to the training corpus or underfit the subtle indicators of actionable warnings.
To ensure the model optimization process aligns with the project’s performance require-
ments, the primary objective of the experiments in this phase (EXP: LR Hyperparameter
Tuning and EXP: RF Hyperparameter Tuning),isto maximize the Fl-score. As the har-
monic mean of precision and recall, the F1-score serves as a critical metric for balancing
the model’s sensitivity to actionable warnings with the precision necessary to avoid over-
whelming developers with incorrect predictions [72]. As mentioned before in Section [3.4]
prioritizing the F1-score over standard accuracy is vital, because optimizing for raw accu-
racy would produce a degenerate model that achieves high scores by simply classifying all
warnings as non-actionable in an imbalanced dataset.

Additionally, both experiments utilize a Successive Halving search strategy combined
with k-fold cross-validation. Specifically, the implementations employs HalvingGridSearch-
CV, which operates on a resource-allocation principle. It begins by evaluating all candidate
parameter combinations on a small subset of the data and iteratively discards the lowest-
performing candidates while increasing the data resources for the remaining survivors.
This approach is significantly more efficient than a traditional exhaustive grid search, as
it concentrates computational power on the most promising parameter sets early in the pro-
cess [58]]. Employing this resource-constrained search strategy is a mathematical necessity
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for this corpus, as an exhaustive grid search would be computationally prohibitive. In con-
trast, Successive Halving guarantees an optimized hyperparameter configuration within a
feasible execution window. Furthermore, to guarantee that the performance metrics used
for this selection are not biased by a single fortunate train-test split, a standard 5-fold strat-
ified cross-validation strategy is integrated into the search.

EXP: LR Hyperparameter Tuning

Having obtained the baselines for the default scikit-learn LR model in the previous Sec-
tion{4.1.2] we now optimize it similar to how we will optimize the RF model. This ensures
a fair comparison between ensemble-based and linear-based classification strategies. The
goal of this experiment is to identify the optimal linear decision boundary while preventing
the model from becoming overly sensitive to noisy features within the NASCAR dataset.
This is achieved through a search across a specialized parameter grid (see [Listing 4.3)), uti-
lizing the same subset of 200K warnings from the previous sections to ensure a statistically
stable training environment.

A critical component of this optimization is the tuning of the regularization strength (C)
and the penalty type. By evaluating both L1 (Lasso) and L2 (Ridge) penalties, the experi-
ment determines the best method for handling high-dimensional text features. Specifically,
the L1 penalty is advantageous for datasets containing large-scale warning messages and
source code because it can effectively zero out irrelevant or redundant features. Mean-
ing, it performs a form of automated feature selection that simplifies the final model [67].
To support these diverse penalty types at scale, the SAGA solver was selected due to its
computational efficiency with large datasets and its ability to find optimal weights within a
maximum of 2,000 iterations [22]]. Furthermore, the experiment investigates different class
weighting strategies. By testing balanced weights alongside custom ratios, the research cali-
brates the model to be more sensitive to actionable warnings without losing the well-aligned
probability estimates that make LR a superior baseline for Brier score evaluation. This cali-
bration ensures that the linear model provides not just a binary prediction, but a trustworthy
probability that accurately reflects the likelihood of a Java warning being actionable in a
real-world development workflow.

param_grid = {

"Classifier__C’: [0.001, 0.01, 0.1, 1, 10, 1007,
"Classifier__penalty’: ["11’, ’'12'],

"Classifier__solver’: [’'saga’],

"Classifier__max_iter’: [2000],

"Classifier__class_weight’: [None, ’'balanced’, {0: 1, 1: 1.5}]

Listing 4.3: The parameter grid for Hyperparameter Tuning for LR.

EXP: RF Hyperparameter Tuning

To push the RF beyond its baseline performance as obtained in EXP: Baseline of Standard

Models (Section4.1.2), we move from data-level adjustments to model-level optimization.
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This experiment is thus about the hyperparameter tuning for the RF model. Beyond mere
performance optimization, this experiment is designed to combat the common pitfall of
overfitting. It can occur when a complex ensemble model like a RF memorizes noise within
the training data [44]. The hyperparameter search space is therefore carefully constrained
to prioritize model generalization over raw training accuracy. This is implemented by re-
ducing the permitted max_depth, increasing the min_samples_leaf and min_samples_split
thresholds, and introducing an explicit limit on the number of leaf nodes. Furthermore, the
experiment incorporates Cost Complexity Pruning (CCP) via the ccp_alpha parameter. This
technique prunes low-importance splits within the decision trees, ensuring that each branch
contributes significantly to the model’s predictive power [58]. By searching through this
restricted parameter grid (see [Listing 4.4), the experiment identifies a configuration that is
both robust and highly sensitive, providing a definitive baseline for the model’s performance
in a real-world, Java development environment.

param_grid = {

"Classifier__n_estimators’: [100, 150, 2007,
"Classifier__max_depth’: [5, 8, 12],
"Classifier__min_samples_split’: [10, 15, 20],
"Classifier__min_samples_leaf’: [20, 50, 100],
"Classifier__max_features’: [’sqrt’, 'log2’],
"Classifier__max_leaf_nodes’: [50, 100, 150],
"Classifier__bootstrap’: [True],
"Classifier__ccp_alpha’: [0.0, 0.001, 0.01]

Listing 4.4: The parameter grid for Hyperparameter Tuning for RF.

4.1.4 Interpretability Analysis Phase

The next component of the classical machine learning evaluationisEXP: Feature Importance,

which as the name suggests, focuses on feature importance analysis. While previous exper-
iments established the predictive power and optimal configuration of the models, this exper-
iment seeks to open the black box of the RF and LR architectures. We do this to understand
which specific metadata and code features drive the classification of actionable warnings.
To ensure the most accurate insights, this experiment utilizes the best model identified dur-
ing the hyperparameter tuning phases. This optimized configuration is then trained on the
same balanced subset of 200K records from the previous experiments.

To evaluate the underlying drivers of each architecture, the feature analysis is tailored
separately to accommodate the distinct RF and LR models. For the RF model, a game-
theoretic approach is utilized by passing a representative 200-instance evaluation sample
to a SHAP tree explainer. This SHAP explainer calculates Shapley values to capture non-
linear feature interactions and generates a global summary plot alongside a localized force
plot for individual instance attribution. Conversely, for the linear LR model, importance
is extracted directly from the model’s learned coefficients. Here a bar plot displays the
magnitude and directional influence of the top 20 parameters, and a localized breakdown is
constructed by computing the direct linear contribution of each feature value multiplied by
its corresponding weight for an individual sample. Despite these different analysis methods,
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both configurations utilize a downstream post-processing pipeline that transforms the test
sample through the final pipeline preprocessor to recover explicit feature names, perform
a dual-layered correlation analysis via a comprehensive feature clustermap, and a targeted
80-feature heatmap to expose multicollinearity among the most dominant predictors.

By explicitly enabling feature importance mapping, the experiment calculates the rel-
ative contribution of every input variable, including the derived age of the warning, the
mapped CWE-ID, and the latent semantic (LSA) components of the source code and warn-
ing messages. This analysis is crucial for validating the research’s underlying assumptions.
As it reveals whether the model relies more heavily on historical metadata, such as how
long a warning has persisted, or on the deep semantic structure of the Java code itself. It
also enables the analysis of feature correlation through cluster maps. This is needed because
high-dimensional datasets like NASCAR often contain redundant information, particularly
among the LSA components and derived metadata. By visualizing these relationships it
becomes possible to identify if certain features are highly collinear, meaning they provide
nearly identical information to the model. Furthermore, the cluster map provides a hierar-
chical view of how features group together. Understanding these clusters or feature groups
allow for a more nuanced interpretation of the model’s decision-making process. This en-
sures that the final conclusions are not just based on isolated numbers, but on a clear under-
standing of the interconnected factors that determine whether a Java static analysis warning
is actually worth a developer’s time.

Ultimately, this experiment provides the necessary bridge between predictive perfor-
mance and practical software engineering. By identifying the primary drivers of warn-
ing actionability, the findings offer actionable insights for developers and tool maintainers.
They could suggest which types of metadata are most effective for predicting actionability,
and which are redundant. This interpretability ensures that the resulting pipeline is not only
effective but also transparent, and it grounds the predictions in the real-world characteristics
of the NASCAR corpus.

4.1.5 LLM Experiments

To evaluate whether advanced semantic processing can surpass the limitations of classical
ML, this phase introduces an evaluation framework utilizing LLMs. The setup begins with
a structured data extraction process where the same subset of 200K warnings is partitioned
into train and test sets. These sets are created by executing the scikit-learn train_test_split
method with a fixed random state of 42. From the resulting train dataset, a smaller, repre-
sentative sample of 1000 instances is randomly selected (random_state=42) to undergo in-
ference through a LLM. This initial small-scale evaluation is repeated for each model type:
Haiku 4.5, Sonnet 4.6, or Opus 4.6, to identify the most effective candidate before scaling
up. The primary reasoning for this tiered approach is cost efficiency. By benchmarking on
a 1000 instance sample first, the study minimizes the financial expenditure associated with
unnecessary or redundant API calls to expensive high-tier models. Once the optimal model
is identified through this cost-controlled phase, it is then utilized to perform inference on
the full test set, which constitutes 25% of the initial 200K warnings. Because the initial
1000 sample was taken from the train dataset, the model will not be exposed to the test set
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and the evaluation is thus unbiased.

For inference, only parts of the defined ML pre-processor are used to prepare the nec-
essary architectural and semantic columns. This includes the creation of Warning Category
and Age. Other features like n Source Codﬁ CWE-ID, Warning Message, and Tool are also
injected into a specialized prompter function designed to elicit a single probability score
between O and 1. This represents the likelihood of a warning being actionable. Following
the generation of these probability scores, an evaluation is done by converting the LLM’s
string outputs into numeric values. Any failures in model response format are handled by
a penalty mechanism that fills missing values with a neutral score of 0.5. This effectively
indicates that the model was unable to make a determined judgment. To ensure the fairest
possible comparison against classical models, the system does not rely on a fixed 0.5 de-
cision boundary. Instead, it dynamically calculates a Precision-Recall curve to identify the
optimal threshold that maximizes the F1-score for the specific sample. This best threshold
is then applied to generate binary predictions, allowing for the calculation of final accuracy,
precision, recall, F1, and Brier scores.

The zero-shot configuration serves as the primary baseline, where the model is pre-
sented with a persona-driven prompt defining it as an expert in ASAT triaging (see
ing 4.5). This base prompt was iteratively tuned using examples from the training dataset
until the final, optimal configuration was established. The distinction between the zero-
and the one-shot experiment is that the one-shot prompt is enriched with a single, specific
example of a warning and its correct classification to guide the model’s pattern recognition
(see [Listing 4.5). This example is selected from the training set to serve as a representative
demonstration of the task requirements. Foundational research into in-context learning in-
dicates that the transition from zero-shot to one-shot often yields a significant improvement
in performance, as it provides the model with a concrete template for the expected output
format and reasoning style [19]]. By focusing the evaluation on a single example, the ex-
periment assesses the model’s ability to adapt rapidly using minimal task-specific data [71].
This approach also serves a practical purpose regarding cost management, as it avoids the
increased latency and token consumption associated with larger example sets that may yield
diminishing returns in classification performance compared to the initial gain provided by
the first demonstration.

# Base instructions (System Role & Output Format)
base_instructions = f"""You are an expert in triaging warnings
generated from Automated Static Analysis Tools (ASATs). Your task is
to analyze a provided warning and determine whether it is a true
positive (actionable issue) or a false positive (safely ignored).

To make this determination, you will consider:

1. Warning Message: A description of the warning.

2. Source Code Context: A snippet of the source code around the
relevant line.

3. Category: The specific category of warning (e.g., "Performance", "
Security", "CodeStyle").

4, CWE-ID: The Common Weakness Enumeration identifier (or None).

31 is the amount of lines above and below the warning, so n = 2 gives 5 lines of code.
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5. Tool: The name of the static analysis tool (e.g., "PMD", "SpotBugs
Yl) .
6. Age: The age of the warning in seconds.

Output Format:

Produce a single probability score between 0 and 1, where closer to 1
means true positive, and closer to 0 means false positive.

CRITICAL: The ONLY output you should provide is a single floating-
point number (e.g., 0.85). Do not include any additional text,
thinking, markdown blockquotes, or explanations."""

# Assemble the prompt based on shot count
if shot == 0:

prompt = f"""{base_instructions}

This is the warning you need to analyze:

Warning Message: {warning[’warning_msg’]}
Source Code Context: {warning[’source_code_2']}
Category: {warning[’category’]}

CWE-ID: {warning[’CWE-ID']}
Tool: {warning[’tool’]}
Age: {warning[’age’]}
Score:"""

else:
prompt = f"""{base_instructions}

Here are {shot} examples of warnings along with their correct
label:

{examples}

Now, analyze this specific warning and generate its probability
score based on the logic shown above:

Warning Message: {warning[’warning_msg’]}
Source Code Context: {warning[’source_code_2']}
Category: {warning[’category’]}

CWE-ID: {warning[’CWE-ID']}
Tool: {warning[’tool’]}
Age: {warning[’age’]}
Score:"""

Listing 4.5: The prompt used for the zero- and one-shot experiments.

4.2 User Study

The objective of this user study is to transition from model performance to practical util-
ity. While the previous section focuses on the model’s ability to predict a label, the user
study evaluates how these predictions influence a developer’s or consultant’s workflow.
Beyond performance, it is also essential to understand the ways in which developers and
consultants perceive the score as adding value or if the model’s presence introduces risks of
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over-reliance. To address these questions, the study recruits a diverse group of participants
consisting of both professional developers and consultants (these are called technical and
security consultants in SIG). Additionally, it focuses on individuals with varying levels of
experience in code auditing and tool-assisted analysis.

The deliberate choice was made for a qualitative methodology over a quantitative ap-
proach for this study. While numerical data can confirm that a model is accurate, it cannot
explain the cognitive processes or the trust dynamics that occur when a human interacts
with an automated system. One of the primary reasons for this choice is the relatively small
population pool available for the study. Since the research is conducted within the specific
professional environment of SIG, the number of eligible participants is naturally constrained
by the specialized expertise required for ASAT triage. In such a setting, a quantitative sur-
vey would lack the statistical power necessary to draw generalized conclusions. However, a
qualitative approach allows for a much deeper and more meaningful extraction of data from
each individual subject.

Beyond the constraints of the participant pool, a qualitative framework is better suited
for exploring the “how” and “why” behind developer behavior. Quantitative metrics of-
ten fail to capture the nuances of professional skepticism or the specific contextual factors
that lead a developer to agree or disagree with an algorithmic prediction. By prioritizing
depth over breadth, this study can uncover subtle patterns in how consultants or developers
interpret confidence scores and whether it aligns with their own technical intuition. Further-
more, the qualitative nature of the study provides the flexibility to follow up on unexpected
participant insights in real time. This is essential for identifying the underlying causes of
automation bias or trust degradation that a rigid numerical survey would overlook.

4.2.1 The Three Phases

The user study is structured into three distinct phases designed to capture various facets
of the user experience. The process begins with the administration of an informed consent
form (see[Appendix C), which participants must read and sign before proceeding. Following
this, the first phase consists of a triage experiment where participants classify warnings as
either actionable or non-actionable. For the purposes of this study, an actionable warning is
defined as one that the user deems significant enough to warrant a code change. Conversely,
a non-actionable warning is one that the user identifies as either a FP or a technically valid
issue that does not justify a modification to the source code.

To capture the participants’ cognitive processes, a Think Aloud protocol is utilized
throughout the experiment. Initially, subjects are presented with two example warnings:
one accompanied by a probability score ranging from O to 1, and one without. Each warning
display includes the warning type, the warning message, the probability score if applicable,
and a relevant code snippet (see [Figure 4.2)). Should the participant require further context
to complete the classification, they may activate an information toggle to reveal the CWE-
ID, the age of the warning in days, the originating tool, the warning category, and the full
source code with start- and end-line of the warning.

This study also employs a counterbalanced design to mitigate potential order effects
and account for the learning curve. Participants are assigned to one of two groups based on
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User Profile
. .
Vi SCA Triage Experiment
This is an example warning to help you understand the format and type of information you will be
seeing. Feel free to ask any questions about it before proceeding.
Logout/Switch User
EXAMPLE - Warning Type: DM_DEFAULT_ENCODING
Warning Message:
Triage Actions
Reliance on default encoding
Actionable Non-
Actionable
This score represents the model's confidence that this warning is actionable. A higher score indicates
astronger likelihood that the warning is actionable, while a lower score suggests it may be a false
positive or non-actionable. Use this information to assist in your triage decision, but feel free to
explore the full context for a more informed choice.
L i ! 4
(a) The initial view of the warning triage dashboard interface.
Deploy  }
User Profile 0.29
Logged in as: 100
This score represents the model's confidence that this warning is actionable. A higher score indicates
a stronger likelihood that the warning is actionable, while a lower score suggests it may be a false
positive or ble. Use this ion to assist in your triag ision, but feel free to
explore the full context for a more informed choice.
Logout/Switch User
Relevant Code Snippet
Triage Actions
N Unit()
Actionable on- asBytes = name().getBytes();
Actionable .
Show Full Context (Full Source Code, CWE, Tool, Age, and Category)
L d
(b) The second expanded view of the warning triage dashboard interface.
Show Full Context (Full Source Code, CWE, Tool, Age, and Category)
User Profile
CWE: CWE:173 Age: 13.8 days
Logged in as: 100 Tool: Spotbugs. Category: i18n
Start Line: 262 End Line: 262
Full Source Code:
Logout/Switch User package io.lettuce.core;
dmport jo.lettuce.core.protocol.CommandKeyword;
Triage Actions import io.lettuce.core.protocol.ProtocolKeyword;
Actionable Non- o
Actionable list builder for the Redis <a href="https://redis. io/commands/geor
public class GeoArgs implements CompositeArgument {
private boolean withdistance
L Pl

(c) The third expanded view of the warning triage dashboard interface.

Figure 4.2: Comprehensive breakdown of the warning triage dashboard interface across its
primary views.
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their user ID. Even-numbered participants are first exposed to seven warnings with scores
followed by seven without, while odd-numbered participants receive the warnings in the
reverse order. In total, each participant triages 14 warnings across seven different categories,
and is exposed ti two example warnings of the same category. Each category contains one
warning with a probability score and one without to ensure the results are not skewed by a
single category, and to maintain consistency between the two experimental conditions.

Data collection for this phase is comprehensive. In addition to audio recordings of
the Think Aloud process, the system logs final classifications, time spent per warning, and
whether the additional information toggle was utilized. Furthermore, all screen activity is
recorded to monitor external research behaviors, such as searching via Google or utilizing
generative Al tools like ChatGPT. Collecting these metrics allows for a nuanced analysis
of the relationship between information seeking, time pressure, and decision-making ac-
curacy. Before commencing, participants are informed that there is no time limit and that
they are encouraged to use external resources as they would in a professional setting (see
[Figure 4.3). Finally, the study incorporates trap warnings to evaluate model bias and over-
reliance. These include two non-actionable warnings with various high probability scores.
This allows us to determine if participants are critically evaluating the warnings or simply
deferring to the model’s output.

Deploy 3

User login Please enter your User ID in the sidebar to begin the study.

Enteryour User D to start:

Thank you for participating in this user study! To get started, please enter the User ID provided to you by
the interviewer in the sidebar on the left. Once you log in, you will be presented with a series of warnings

to triage. Your task is to determine whether each warning is actionable (so a warning that needs to be
Login
g fixed) or non-actionable (this is a warning that does not need to be fixed) based on the information

provided. You do not need to fix the warning, only determine its nature.

There is no time limit and you can look up anything that you need, so please take as much time as you
need to review the context and make your decision. The first two warnings are examples to help you
understand the format and the type of information you will be seeing, but feel free to ask any questions
about them before proceeding. Please also think aloud as you make your decisions, so that the
interviewer can better understand your thought process. Your responses will help us understand how
developers/consultants interact with warnings. If you have any questions, please feel free to ask the
interviewer.

Figure 4.3: The starting page for the triage experiment part of the user study. It details all
the information the participants need to start classifying warnings.

After the triage experiment, participants complete a questionnaire hosted on Microsoft
Forms via a secure TU Delft institutional account. This survey begins by collecting de-
mographic and professional data, including the participant’s specific development role and
years of experience to contextualize their triage performance against their industry exper-
tise. It further evaluates their familiarity with how ML models generate probability scores
and their experience with specific ASATs. By gathering this information, the study can
determine if a participant’s background in identifying vulnerabilities or their technical un-
derstanding of model outputs correlates with their ability to identify the intentionally mis-
leading scores introduced during the triage phase.

The second half of the questionnaire focuses on the perceived utility and trust of the
probability scores provided. Participants rate the importance of various metadata compo-
nents, such as the CWE-ID, source code, and the specific warning age. This selection of
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data points is designed to identify which technical indicators most effectively help a devel-
oper validate a model’s prediction. Additionally, the survey investigates the threshold for
automation bias by asking participants to specify the minimum probability score at which
they would feel comfortable skipping manual verification under a tight deadline and un-
der normal circumstances. This specific inquiry helps determine the level of confidence
required for developers to trust model scores in high-pressure, real-world scenarios. It then
finishes with a question that asks the participant to rate the helpfulness of the score during
the triage experiment.

The final stage of the study consists of a semi-structured interview, which is conducted
to explore the nuances of the participant’s decision-making process. By utilizing a semi-
structured format, we can maintain a consistent core set of inquiries (see[Appendix D) while
allowing the flexibility to pursue spontaneous follow-up questions based on specific obser-
vations made during the Think Aloud triage phase. This qualitative approach is essential for
understanding the underlying “why”’ behind user behaviors, such as why a participant chose
to ignore a high-probability score or why they prioritized certain metadata like the CWE-ID
over the code snippet. By concluding with this open-ended interaction, the study gathers
rich, descriptive data on the perceived helpfulness of the scores and identifies potential im-
provements for the integration of ranked warnings into professional developer workflows.

4.2.2 Theoretical Thematic Analysis

To systematically evaluate the responses collected during the user study, this research em-
ploys thematic analysis. As established by Braun and Clarke [16]], thematic analysis is a
foundational and highly flexible qualitative method utilized for identifying, analyzing, and
reporting patterns (also referred to as themes) within a dataset (in our case the recorded
responses). Unlike other qualitative methodologies that are strictly bound to specific epis-
temological or theoretical frameworks, thematic analysis operates independently of theory.
Within this method, themes can be identified in either an inductive (bottom-up) or a theo-
retical (top-down) manner. For the purposes of this study, a theoretical approach is utilized.
An inductive approach codes data without trying to fit it into a pre-existing coding frame, al-
lowing themes to emerge organically from the data itself. In contrast, a theoretical approach
is explicitly driven by the researcher’s predefined analytic interests and specific research
questions. [[16] This is exactly why this approach was taken. Our user study is not designed
to broadly explore the general experiences of developers, but rather to investigate highly
specific operational phenomena.

The triage experiment and questionnaire are deliberately structured to test specific cases,
such as utilizing trap warnings to evaluate automation bias and querying specific trust
thresholds. Therefore, employing a theoretical approach ensures that the coding process
remains strictly focused on how developers interact with and validate model scores, rather
than attempting to provide a generalized, descriptive account of the entire qualitative dataset.
Consequently, the qualitative data is coded and analyzed to extract insights specifically re-
lated to two primary, pre-defined theoretical themes:
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1. The Influence of Probability Scores

This theme explores the perceived utility and operational impact of the generated
scores on the participant’s workflow. It focuses on identifying patterns related to how
scores alter the chronological triage order, workflow efficiency, and the manifestation
of automation bias (e.g., whether a participant blindly relies on a high probability
score without adequate critical evaluation).

2. The Trust and Validation of Probability Scores

This theme evaluates trust calibration. It specifically investigates the conditional na-
ture of participant trust, aiming to identify which distinct features (such as Source
Code Context, Warning Messages, or Age) developers actively require to manually
validate probability scores and establish sustained confidence.
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Chapter 5

Results

This chapter presents the results of the study setup discussed in Chapter[d] It begins with the
results of the classical ML and LLM experiments. This details the performance trade-offs,
optimal configurations, and predictive capacities of both architectures. Following this, the
chapter moves on to the results of the qualitative user study. This final phase showcases
the practical impact of the model’s probability scores on developer workflows, and traces
how the participants interact with the probability scores, and what their trust level is in the
probability scores.

5.1 Experiments

This section presents the results obtained from the experimental design detailed in Sec-
tion 4.1} To provide the findings, the presentation of results follows the same logical pro-
gression as the experimental design (see for the overview again).

5.1.1 Results for the Dimensionality Optimization Phase
Results EXP: Optimal Feature Space

The results of this experiment identify the best configuration for text-based features yield-
ing the highest information density. It evaluates the performance of five distinct TF-IDF
trials across varying LSA component caps. As presented in the evaluation tracks
several key metrics: Total Variance (the overall semantic information captured by the max-
imum component cap), the mathematical Elbow point (the optimal number of components
before diminishing returns set in), Variance at Elbow (the amount of information success-
fully retained at this optimal cutoff), and the primary performance metric, the Efficiency
Score, which measures the ratio of the variance captured at the elbow point to the number
of components required to reach that threshold.

The trial results indicate that configurations with higher frequency filtering correspond
to improved performance when processing large-scale software repository data. While
the n_gram_specialist and wide_spectrum trials yield high raw Total Variance, they require
a significantly larger number of components at their elbow points and introduce greater
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noise. Conversely, the denoised_heavy trial consistently records the highest Efficiency
Scores across all multi-component evaluations.

Looking specifically at the values in [lable 5.1} at the 1000 component cap, the de-
noised_heavy configuration for Source Code achieves the highest Efficiency Score of 0.0025
by capturing 58.17% of the variance at an elbow of 231 components. In comparison, the
broader wide_spectrum trial drops to an efficiency of 0.0015, needing 244 components to
capture only 36.25% variance at its elbow. This trend continues for Warning Messages. At
the 1000 cap, denoised_heavy achieves an excellent Efficiency Score of 0.0079, successfully
capturing 78.73% of the semantic variance using just 100 components.

This denoised_heavy trial restricts the feature set to 2000 tokens and mandates a min-
imum document frequency of ten. So, it successfully excludes low-frequency, document-
specific data points while retaining broader coding patterns and standardized warning struc-
tures. Therefore, because the denoised_heavy trial definitively provides the most optimal
balance between high semantic information retention and low computational dimension-
ality, it is explicitly selected as the best text-processing configuration. Consequently, this
specific configuration is locked in and utilized for all subsequent classical ML experiments,
including the dataset splits, baseline evaluations, and hyperparameter tuning phases.

Additionally, the experiments across the 50, 300, and 1000 component caps reveal a
distinct difference in information density between warning messages and source code. For
the selected denoised_heavy trial in the 1000 component iteration, the warning message
reached a total variance of 0.9593 with an elbow point identified at 100 components, captur-
ing 78.7% of the total information. This degree of compression suggests that the vocabulary
used in warning messages is remarkably standardized across different Java projects.

The source code exhibits a more diffuse information distribution compared to the warn-
ing messages. In the same 1000 component run for the denoised_heavy configuration, the
source code achieved a total variance of 0.8748, with the elbow point occurring at 231 com-
ponents to capture 58.17% of the variance. This result confirms that the semantic meaning
of Java source code is spread across a broader latent space, which in turn could require
more dimensions to preserve the semantic intent compared to the more concise warning
messages.

To use these findings, three distinct feature selection strategies are formulated (see Ta-
ble[5.2)). Each represent a different level of granularity within the latent space. The deriva-
tion of these specific component counts is rooted in the comparative analysis of the elbow
points identified across the 300 and 1000 LSA component experimental runs. The Con-
servative strategy, directly adopts the mathematical elbow point{] discovered during the
300-component trial. The transition to the Balanced and Rich strategies is then based on
the 1000-component stress test. This reveals that while warning message variance plateaus
significantly at approximately 100 components, source code information is far more dif-
fuse. Consequently, the Balanced strategy employs 100 components for warnings to cap-
ture approximately 79% of its variance and sets a 150-component threshold for source code
as a calculated middle ground that captures semantic detail before the Efficiency Score
drops sharply. The Rich strategy further extends this for source code to 250 components,

IElbow points represent the initial plateau where the most dominant structural signals are fully stabilized.
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Cap (N) Trial Name Type Total Var. Elbow Var @ Elbow Efficiency
50 denoised_heavy Source 0.3484 16 0.2347 0.0147
50 n_gram_specialist  Source 0.3059 16 0.2048 0.0128
50 baseline Source 0.2942 16 0.2023 0.0126
50 bigrams_10k Source 0.2422 17 0.1726 0.0102
50 wide_spectrum Source 0.2172 17 0.1577 0.0093
50 n_gram_specialist Warning 0.7468 12 0.5822 0.0485
50 denoised_heavy Warning 0.7270 12 0.5778 0.0481
50 bigrams_10k Warning 0.6456 11 0.4890 0.0445
50 baseline Warning 0.6726 12 0.5310 0.0442
50 wide_spectrum Warning 0.6025 11 0.4535 0.0412
300 denoised_heavy Source 0.6291 80 0.4117 0.0051
300 n_gram_specialist  Source 0.5761 81 0.3660 0.0045
300 baseline Source 0.5254 80 0.3460 0.0043
300 bigrams_10k Source 0.4391 82 0.2865 0.0035
300 wide_spectrum Source 0.3858 82 0.2553 0.0031
300 denoised_heavy Warning 0.8712 35 0.6969 0.0199
300 baseline Warning 0.8118 35 0.6436 0.0184
300 n_gram_specialist Warning 0.9009 42 0.7293 0.0174
300 bigrams_10k Warning 0.7804 38 0.6221 0.0164
300 wide_spectrum Warning 0.7333 38 0.5804 0.0153
1000 denoised_heavy Source 0.8748 231 0.5817 0.0025
1000 n_gram_specialist  Source 0.8291 248 0.5420 0.0022
1000 baseline Source 0.7313 231 0.4864 0.0021
1000 bigrams_10k Source 0.6321 246 0.4131 0.0017
1000 wide_spectrum Source 0.5536 244 0.3625 0.0015
1000 n_gram_specialist Warning 0.9950 102 0.8142 0.0080
1000 denoised_heavy Warning 0.9593 100 0.7873 0.0079
1000 baseline Warning 0.8971 101 0.7313 0.0072
1000 bigrams_10k Warning 0.8659 102 0.7042 0.0069
1000 wide_spectrum Warning 0.8158 104 0.6607 0.0064

Table 5.1: Comparison of LSA variance and Efficiency Scores across different component
caps and trial configurations.

specifically to align with the 231-to-248 component elbow point identified in the 1000 LSA
component run. It thereby ensures that even the subtle long tail patterns of the code are
represented.

Strategy Warning Message LSA (n) Source Code LSA (n) Total Features
Conservative 35 80 115
Balanced 100 150 250
Rich 100 250 350

Table 5.2: LSA component selection strategies based on explained variance Elbow Points.
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Results EXP: Optimal Data Splits

The results of this experiment, as summarized in Table[5.3] demonstrate the significant sen-
sitivity of both default RF and LR architecture to variations in class distribution. The data
reveals a clear trade-off between absolute accuracy and the ability to retrieve the minority
actionable class as the dataset shifts from balanced to imbalanced ratios.

Both models exhibit their highest recall and Fl-scores in the balanced distributions
(200K Balanced and 100K Balanced). The RF model maintains a stable F1-score between
83.03% and 84.62%, while the LR model hovers near 72%. Notably, the performance re-
mains similar, even with a reduced sample size of 100K records. This suggests that for
balanced data, the models reach a plateau of learning early. The precision-recall balance
in both splits is also nearly symmetrical. This means that neither model is predisposed to
majority-class bias when the training environment is artificially leveled.

The transition to the original NASCAR ratio in a reduced dataset (200K Original, this
is 12.9% actionable and 87.1% non-actionable) and the full dataset highlights a sharp diver-
gence in model behavior. While the accuracy for the RF model reaches its peak at 93.40%
(in the full dataset), this metric proves deceptive as a measure of utility. The recall for the
RF drops from 82.47% in the balanced split to 57.91% in the full dataset, and even more
severely to 44.53% in the reduced original-ratio split. In contrast, the LR model is impacted
more heavily with its recall plummeting to 25.97% on the full dataset. This drop in recall
confirms that when faced with the raw 87% non-actionable rate of the NASCAR corpus,
both models prioritize minimizing global error by favoring the majority class. However, the
RF model’s precision remains high (89.50%). This suggests that while it identifies fewer
actionable warnings in imbalanced settings, the warnings it does flag are highly likely to be
correct.

The controlled imbalanced splits (30/70 and 40/60 actionable/non-actionable splits) pro-
vide a granular view of the tipping point for model reliability. In the 40/60 split, the RF
maintains a robust Fl-score of 81.92% and a recall of 77.33%. In contrast, the LR begins
to show signs of sensitivity to the imbalance. While it maintains a respectable precision of
74.15%, its recall drops to 58%. This suggests that even a 10% shift away from a balanced
distribution starts to impede the LR’s ability to find the decision boundary for the minority
class. Furthermore, in the 30/70 split, the RF model’s recall dips further to 66.95%, but
it compensates this with a high precision of 87.62%. However, the LR model suffers a
loss in predictive power. Its recall falls to 45.53%, meaning it fails to identify more than
half of the actionable warnings. So across both architectures as the proportion of action-
able warnings decreases, the models progressively shift toward prioritizing the avoidance of
non-actionable warnings at the direct expense of missing actionable warnings.

Finally, across all six configurations, the Brier score consistently favors the RF. It main-
tains lower (so better) scores, ranging from 0.066 to 0.165. Meanwhile, the LR scores
higher (so worse) with 0.114 to 0.266. This suggests that the RF’s probabilistic estimates
remain more reliable and better calibrated than those of the LR, regardless of how skewed
the underlying data distribution becomes. These findings indicate that while training on the
full, imbalanced dataset maximizes precision, it creates a failure in recall.

2By default, we mean the default values associated for both models as defined in the scikit-learn library.
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Data Split Model Acc. Prec. Rec. F1 Brier
RF 85.09% 87.11% 82.47% 84.72% 0.1490

200k Balanced ) o 73.54% 75.57% 69.55% 72.44% 0.2646
100K Balanced  RF 83.52% 8535% 80.85% 83.03% 0.1647
LR 7335% 75.67% 68.65% 71.99% 0.2665

200k Orisinal K 91.70% 8337% 4453% 58.06% 0.0830
gmal R 88.57% 66.89% 24.41% 3577% 0.1143

RF 93.40% 89.50% 5791% 70.32% 0.0660
LR 88.29% 67.16% 2597% 37.45% 0.1171

RF 86.37% 87.09% 7733% 81.92% 0.1363
LR 75.11% 74.15% 58.00% 65.09% 0.2489

RF 87.20% 87.62% 66.95% 75.90% 0.1280
LR 78.52% 72.57% 45.53% 55.95% 0.2148

Full Dataset

40TP/60FP

30TP/70FP

Table 5.3: Evaluation of RF vs. LR across various data distributions.

5.1.2 Results for Baseline Phase

Following the methodology outlined in Section [4.1.2] the baseline results for both models
are presented in Table The data reveals distinct performance profiles for the two se-
lected models across training and testing phases. Building upon the findings established in
the first experiment Optimal Feature Space (Section[5.1.1)), this baseline evaluation in-
cludes three distinct LSA component strategies. To evaluate performance sensitivity across
varying levels of semantic granularity, the baseline experiment is executed over three iter-
ations. These iterations evaluate combinations of warning message and source code LSA
components at ratios of 35/80, 100/150, and 100/250, respectively (see [Table 5.2).

Strategy Model Split  Accuracy Precision Recall F1-Score Brier
Conservative (35/80) RF Train 99.54% 99.35% 99.73% 99.54% 0.0180
Test 85.53% 86.55% 84.17% 85.34% 0.1099

LR Train 71.48% 72.66% 68.83% 70.69% 0.1859

Test 71.55% 72.85% 68.83% 70.79% 0.1853

Balanced (100/150)  RF Train 99.50% 99.31% 99.71% 99.51% 0.0185
Test 85.46% 87.14% 83.05% 85.04% 0.1099

LR Train 73.47% 75.51% 69.59% 72.43% 0.1763

Test 73.38% 75.30% 69.27% 72.16% 0.1765

Rich (100/250) RF Train 99.50% 99.30% 99.71% 99.50% 0.0186
Test 85.55% 87.33% 83.01% 85.12% 0.1105

LR Train 74.84% 76.84% 71.21% 73.92% 0.1689

Test 74.81% 76.65% 71.03% 73.73% 0.1696

Table 5.4: Baseline Performance Comparison across LSA Strategies (train vs. test).

The baseline performance results, as summarized in demonstrate the varying
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sensitivities of the two architectures to the underlying LSA components. The RF estab-
lishes a baseline with test F1-scores that remain stable near 85% across all three strategies.
However, it exhibits a significant divergence between training and testing metrics. While
training F1-scores exceed 99.50%, the approximately 14% performance decrease on the
test set indicates a strong tendency toward overfitting. This overfitting trend is consistently
reflected across all evaluated metrics. In the Conservative strategy (35/80), the training F1-
score of 99.54% drops to a test F1-score of 85.34%, with precision shifting from 99.35%
to 86.55% and recall moving from 99.73% to 84.17%. When moving to the Balanced strat-
egy (100/150), the metrics remain tightly bounded, yielding a test F1-score of 85.04%, test
precision of 87.14%, and test recall of 83.05% against near-perfect training scores. In the
Rich strategy (100/250), the RF achieves a test F1-score and test precision of 85.12% and
87.33% respectively, alongside a test recall of 83.01%. Meanwhile, the training scores
are all near-perfect. Furthermore, the model’s error calibration mirrors this training-testing
divide. Across all three LSA component configurations, the training Brier score remains
extremely low. This train Brier score ranges between 0.0180 and 0.0186, whereas the test
Brier score increases to a range of 0.1099 to 0.1105.

In contrast, the LR model starts with a lower test F1-score of 70.79% in the Conservative
strategy. However, its predictive power improves steadily as the LSA components increase.
It achieves a test F1-score of 72.16% in the Balanced configuration (100/150) and eventually
reaches its highest test Fl-score of 73.73% in the Rich configuration (100/250). Unlike
the RF, the LR baseline exhibits high consistency between the training and testing phases.
All metrics typically remain within a narrow margin of each other across all iterations.
Specifically, in the Conservative strategy, train and test F1-scores are nearly identical at
70.69% and 70.79% respectively. Notably, this is the only strategy in which the test F1-score
is better than the train F1-score. Furthermore, the Conservative strategy has a train precision
of 72.66% and test precision of 72.85%, and an identical recall of 68.83% for both train and
test. This tight margin persists in the Balanced strategy, where test F1-score hits 72.16%
(compared to 72.43% train) and test precision reaches 75.30%. It then also extends into
the Rich strategy, where test F1-score peaks at 73.73% and test precision reaches 76.65%.
Furthermore, an analysis of the Brier scores reveals that probabilistic calibration remains
highly consistent between the splits, even as it shifts across strategies. As the feature space
expands from Conservative to Rich, the LR training Brier score decreases from 0.1859 to
0.1689, and the test Brier score similarly decreases from 0.1853 to 0.1696. This indicates
that as more components are introduced, the linear model simultaneously improves both its
discrete classification metrics and its probabilistic error calibration.

Comparing the two architectures, the RF model consistently outperforms the LR model
across all primary classification metrics and strategies on the test set. Even in the Rich con-
figuration where the LR model reaches its peak performance with a test F1-score of 0.7373,
the RF model maintains an absolute lead of 0.1139 (scoring 0.8512). Additionally, the RF
model produces lower test Brier scores across all evaluations, such as 0.1099 versus 0.1853
in the Conservative configuration. This demonstrates a lower overall probability error floor
in its leanest form. However, the data highlights a severe generalization gap for the RF
model that is entirely absent in the linear model. While the LR model’s training and testing
metrics remain tightly bounded within fractions of a percent of one another across all strate-
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gies, the RF model exhibits a stark divergence. The RF training accuracy and F1-scores
consistently exceed 0.9950 across all three iterations, yet these drop by approximately 14%
on the test sets. This demonstrates that while the RF extracts greater predictive utility from
the feature space than the LR model, it operates under overfitting. These baseline findings
establish a benchmark for the subsequent optimization of hyperparameter depth.

Based on these comparative trends, the Conservative strategy (35/80 LSA components)
is selected to carry forward into the hyperparameter tuning phase. This choice is primarily
driven by the observation that increasing the dimensionality of the semantic feature space
yields no substantial added value to the classification metrics of the top-performing architec-
ture. For the RF model, expanding the feature space from the Conservative to the Rich strat-
egy results in a negligible test F1-score variance of only 0.22% (85.34% to 85.12%), while
the test Brier score remains effectively stagnant. While the LR model does demonstrate
a marginal upward trajectory in predictive power with more components, its peak test F1-
score (73.73%) remains substantially below the baseline established by the RF with the least
LSA components. Consequently, proceeding with the 35/80 configuration aligns with the
principle of parsimony (Occam’s razor), which dictates that a simpler model structure with
fewer parameters should be preferred if it yields equivalent predictive performance [29]].

5.1.3 Results for Model Optimization Phase
Results EXP: LR Hyperparameter Tuning

Moving on to optimizing the previous discussed baseline models, the results of this experi-
ment demonstrate the efficiency of the successive halving approach. As shown in|Figure 5.1}
the HalvingGridSearchCV begins at iteration O with 36 candidate parameter combinations
evaluated on an initial resource of 5,555 samples. Unlike the more complex RF search,
the LR search converges rapidly. By iteration 3, with approximately 149,985 samples, the
scores for the remaining candidates has tightly clustered. This indicates that the linear model
has reached a stability point where further data does not significantly alter the weights of
the L1 or L2 penalties. The right plot in confirms this stability. It shows a very
narrow band of performance where the F1-score hovers consistently around 0.72 throughout
the entire halving process.

The final performance metrics for the optimized LR are shown in[Table 5.5] The model
achieves a test F1-score of 72.67%, and a notably high test recall of 80.73%. This empha-
sizes that the tuning of the C parameter and the inclusion of custom class weights success-
fully pushes the model toward high sensitivity. This in turn allows the model to capture a
large majority of actionable warnings. However, it comes at the cost of a lower test preci-
sion (0.6607). This suggests that the linear decision boundary, even when regularized with
an L1 penalty, is more prone to false alarms than the non-linear ensemble approach. The ex-
tremely low delta between training and testing accuracy (only 0.03%) further validates the
effectiveness of the SAGA solver and the regularization in preventing overfitting, despite
the high-dimensional nature of the text-derived features.

Another observation from the results is the model’s calibration as reflected by the brier
score of 0.1917. While this score is higher than the RF baseline, the consistent performance
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Figure 5.1: Successive halving search progression for Logistic Regression hyperparameter
optimization. The training plot (left) and test plot (right) illustrate how the F1-score stabi-
lizes early in the search.

across training (0.1912) and testing (0.1917) phases indicates that the LR model provides
highly predictable probabilistic outputs. So while the LR model is stable and recall-heavy,
it lacks the precision-focused filtering capability seen in the optimized RF results discussed
in the next section.

Metric Train Set Test Set
Accuracy 69.76%  69.73%
Precision 66.17% 66.07%
Recall 80.95% 80.73%
F1-Score 72.82% 72.67%

Brier Score

0.1912

0.1917

Table 5.5: The performance metrics for the optimal Logistic Regression model found during
hyperparameter tuning.

Furthermore, the precision-recall characteristics of the optimized LR model are illus-
trated in It presents the metric tradeoffs across the training and testing environ-
ments. The training phase yields an Area Under the Curve (AUC) of 0.80, while the testing
phase achieves a near-identical AUC of 0.79. Both curves share a matching downward tra-
jectory as recall increases. At the origin where recall is minimal, both plots demonstrate
a peak precision starting marker of 1.00. Notably, at the very beginning of the test curve,
the precision score drops sharply down to 0.80 at a recall near 0.0, but it recovers immedi-
ately back to its stable trajectory above 0.90 within a fraction of a recall point. Aside from
this initial transient dip, the precision for both splits stays above 0.90 until recall reaches
approximately 0.25. After this, the curve maintains roughly a linear decline for precision
across the remaining recall spectrum.
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(a) Train set performance. (b) Test set performance.

Figure 5.2: Precision-Recall Curves for the optimized Logistic Regression model across
training and testing splits.

An examination of the discrete threshold markers along the curves further reveals a
high degree of numerical consistency between the splits. At a recall value of approximately
0.20, the threshold is marked at 0.91 on the training curve and 0.92 on the testing curve,
keeping precision near 0.93 in both instances. Moving to the center of the trade-off curve,
the threshold marker for 0.75 aligns identically at a recall of approximately 0.47 and a
precision of 0.83 for both sets. Minor variations emerge only at higher recall boundaries.
For instance, at a recall around 0.68, the training curve records a threshold marker of 0.60
compared to 0.59 on the test curve. Similarly, near a recall of 0.95, the threshold value
reads 0.31 for the train set and 0.30 for the test set, before both curves terminate at a final
threshold marker of 0.00 where recall reaches 1.00 and precision drops to 0.52.

Results EXP: RF Hyperparameter Tuning

The results of this experiment demonstrate the progression of the successive halving search
and the final performance of the optimized RF model. By constraining the search space
to prioritize generalization, the experiment successfully prevents the overfitting problem
observed in the previous baseline discussed in Section[5.1.2]

As illustrated in the tuning process begins at Iteration O with 1,458 unique
candidate parameter combinations evaluated on a resource of 205 samples per fold. As
the iterations progresses, the HalvingGridSearchCV discards lower-performing candidates
and reallocates resources to the top-performing configurations. In the initial phases of the
search (from iter = 0 to iter = 2), the left plot shows that the training F1-scores for the top
candidates experience an upward trajectory. It rises from approximately 77% toward a peak
near 85% as the sample size increases from n = 205 to n = 1845. However, as the available
training data expands more aggressively in subsequent iterations, scaling up to n = 149,445
by iter = 6, the training scores consistently decreases and it ultimately stabilizes just below
80%. This behavior occurs because the model is forced to generalize across a much larger
and more diverse data footprint rather than fitting to a small sample subset. Conversely,
the testing scores displayed in the right plot of indicate a steady upward trend
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Figure 5.3: Successive Halving search results for Random Forest hyperparameter tuning.
The left plot shows the convergence of training F1-scores, while the right plot illustrates the
improvement in test F1-scores as the resource n increases across iterations.

as the iterations progress. The initial mean testing scores cluster tightly between roughly
68% and 74% during the earliest iterations before climbing steadily to a peak of 76.85%
in the final configuration. As a result of these opposing trajectories, the training scores
and testing scores converge closely in the final stages of the halving process. This tight
alignment between the two metrics demonstrates that the applied hyperparameter tuning
effectively prevents the model from memorizing noise. So the model can maintain stable
generalization boundaries even as the training volume increases to its maximum capacity

The final performance metrics for the best candidate RF model are detailed in[Table 5.6]
The optimized RF achieves a test Fl-score of 76.85%, supported by a test precision of
80.07% and a test recall of 73.88%. The closeness of the train F1-score (77.51%) to the
test F1-score (76.85%) confirms the success of the hyperparameter tuning. Specifically, it
represents a significant improvement in generalization compared to the overfitting baseline.
Furthermore, the model maintains a Brier Score of 0.1549 on the test set. This indicates
that despite the introduction of pruning and depth limits, the model remains well-calibrated
in its probability estimates.

Metric Train Set Test Set

Accuracy 7839%  T77.70%
Precision 80.75%  80.07%
Recall 74.52%  73.88%
F1-Score 77.51%  76.85%
Brier Score  0.1532 0.1549

Table 5.6: The performance metrics for the optimal Random Forest model found during
hyperparameter tuning.

Finally, the precision-recall curves of the optimized RF across both training and testing
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phases are illustrated in[Figure 5.4] Both the training and testing evaluations yield an identi-
cal AUC of 0.87. The curves follow a matching trajectory across the entire recall spectrum,
demonstrating a consistent trade-off between precision and recall across splits. At a low
recall threshold close to 0.0, both plots show a high precision starting point labeled at 0.95.
As recall scales upward, precision decreases incrementally, maintaining a value above 0.90
until the recall extends past approximately 0.45 to 0.50.

Precision-Recall Curve Precision-Recall Curve
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(a) Train set performance. (b) Test set performance.

Figure 5.4: Precision-Recall Curves for the optimized Random Forest model across training
and testing sets.

A detailed inspection of the threshold markers along the curves confirms the shared
metric alignment between the training and testing sets. At a recall of approximately 0.20,
the threshold is marked at 0.88 for both splits, where precision remains roughly at 0.97.
Moving across intermediate thresholds, the marker at 0.65 sits near a recall of 0.53 and a
precision of 0.88 in both plots. A minimal divergence occurs around a recall of 0.40, where
the threshold marker reads 0.77 on the test curve compared to 0.75 on the train curve. At
the highest recall boundaries, the curves drop sharply. So at a recall of approximately 0.95,
the threshold reaches 0.29 with precision near 0.65, ultimately terminating at a threshold
marker of 0.01 as recall reaches 1.0 and precision hits 0.50.

5.1.4 Results Interpretability Analysis Phase
Feature Importance Analysis for RF

The results of the feature analysis demonstrate the complex interplay between historical
metadata and semantic code representations. The SHAP summary plot pro-
vides a clear ranking of the primary drivers behind the model’s predictions. The warning
age emerges as the most influential feature, as shown by its high SHAP values and broad
distribution. High feature values for age are associated with negative SHAP values. This in-
dicates that older warnings are significantly less likely to be classified as actionable. Which
in turn suggests that the model is successfully identifying warnings that have likely been
ignored or dismissed by developers over time. Following age, several latent semantic com-
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ponents from the warning messages, such as LSA indices 9, 4, and 14, show substantial
impact. These semantic features exhibit mixed SHAP values, implying that specific lin-
guistic patterns within the warning descriptions are strong indicators of whether a warning
is actionable or not. The full list of the LSA components mapped to the top 10 words can
be found in appendix

High
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Figure 5.5: SHAP summary plot for the optimized Random Forest model. Features are
ranked by their mean absolute SHAP value, indicating their global impact on model output.
The color represents the feature value (red for high, blue for low), while the horizontal posi-
tion indicates whether that value increased (positive SHAP) or decreased (negative SHAP)
the probability of a warning being classified as actionable.

The correlation matrix of the top 100 SHAP features further clarifies how
these variables interact with one another. The heatmap reveals that the majority of the top-
performing features are relatively independent, as evidenced by the dominance of neutral
blue tones across the off-diagonal cells. There is very little evidence of strong positive or
negative correlation between the age of a warning and the various LSA components. This
independence is a positive indicator for the model’s robustness, as it suggests that the meta-
data and the semantic features are providing distinct, non-redundant information to the RF
model. Some localized clusters of light correlation appear among specific LSA components
derived from the source code snippet, yet these remain weak enough to prevent significant
dilution of the feature importance scores. From a software engineering perspective, these
correlation patterns establish that the warning age metadata and the semantic LSA compo-
nents function as independent inputs. For an engineer maintaining or scaling the system, this
provides a direct indication that these distinct data streams do not require multi-collinearity
mitigation techniques or deduplication protocols. Furthermore, the low correlation between

54



5.1. Experiments

features confirms that individual variables can be updated, modified, or isolated in future de-
velopment cycles without a high probability of inducing correlated errors or unpredictable
feature-interaction shifts across the broader pipeline.

The hierarchical cluster map or the full correlation matrix provides a broader
perspective on the global feature space. It organizes all input variables into a dendrogram
based on their statistical similarity. Due to the high dimensionality of the feature set, this
visualization serves as a structural overview where the labels are selectively rendered to
prioritize the legibility of the overarching clusters. What can be gleaned from this global
view is that the LSA components for source code and warning messages tend to group into
separate sub-clusters. This validates the decision to treat these as distinct feature sets.

Figure 5.6: Correlation matrix of the top 100 features identified by SHAP analysis including
the warning age. The heatmap illustrates the Pearson correlation coefficients between the
most influential variables.

A notable observation is the separation of categorical features, such as specific design
or best-practice categories, from the denser semantic vector blocks. The presence of a few
highly correlated pairs, represented by deep red and blue spots at the edges of the clus-
ters, identifies specific LSA dimensions that may capture overlapping semantic concepts.
By viewing the hierarchy as a whole, it is evident that the model is leveraging a diverse
set of feature groupings rather than relying on a single monolithic block of information.
This hierarchical structure ensures that the final classification is supported by a variety of
independent factors ranging from broad technical categories to fine-grained code patterns.
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Figure 5.7: Hierarchical cluster map of the feature space. This visualization groups features
by their statistical similarity, with the dendrogram on the left and top indicating the hierar-
chy of clusters.



5.1. Experiments

Feature Importance Analysis for LR

The empirical results of the feature importance analysis for the optimized LR model re-
veal specific structural and semantic variables driving the likelihood of warning action-
ability. As illustrated in the top 20 coefficient distribution in the model leans
heavily on semantic representations extracted via LSA from warning messages and source
code context. Negative coefficients indicate features that suppress the predicted probability
of a warning being actionable, they are led prominently by warning msg_1sa_0 (—0.67),
warning.msg_lsa_5 (—0.51), and warning.msg_lsa_3 (—0.44). The chronological age
feature also exhibits a strong negative relationship (—0.34), establishing that older warn-
ings are statistically less likely to be classified as actionable by the architecture. Conversely,
positive parameters expand the predicted probability. It is spearheaded by individual LSA
dimensions such as warningmsg_lsa_10 (0.22), source_code_2_1sa_1 (0.22), and cate-
gorical indicators such as the static analysis execution tool tool_SpotBugs (0.13).

Top 20 Logistic Regression Feature Importances (Coefficients)
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Figure 5.8: The top 20 impactful features of the optimized Logistic Regression model.

The complete feature correlation clustermap in provides a global diagnostic
of the dataset’s underlying dependencies by applying hierarchical clustering to the pairwise
correlation matrix of the active feature space. This visualization demonstrates an overall
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low degree of systemic multicollinearity across the entire feature space, evidenced by a
predominantly neutral baseline of muted, low-magnitude hues hovering near zero (r ~ 0).
While the hierarchical dendrograms along the top and left axes mathematically bind all
variables into a single tree structure, the extreme height at which the branches merge con-
firms that the features lack strong mutual correlation. Instead, the features remain largely
orthogonal and independent of one another. This is punctuated exclusively by the sharp,
prominent primary red diagonal representing deterministic self-correlation (r = 1.0). Con-
sequently, these visual patterns confirm that the preprocessing pipeline successfully feeds
a well-conditioned, non-redundant feature matrix into the LR model. Thereby preventing
variance inflation and ensuring the structural stability and interpretability of the LR coef-
ficients. From a software engineering perspective, the absolute independence between the
metadata and semantic features proves they capture entirely distinct, non-redundant facets
of software quality. Furthermore, this structural independence guarantees mathematical sta-
bility in the model’s coefficients. This protects the system from erratic priority shifts across
code commits and provides developers with stable, predictable, and interpretable justifica-
tions they can trust.
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Figure 5.9: The complete feature correlation clustermap of the optimized Logistic Regres-
sion model.

However, when evaluating the targeted heatmap of the top 80 most heavily weighted
features in [Figure 5.10] distinct horizontal and vertical vectors of absolute zero correlation
appear. These are shown as solid white crosshair bands in the plot, and include categorical
variables such as CWE-ID:_CWE-609, tool_PMD, and CWE-ID:_CWE-453. As mentioned in
Sectiond.T.4] this visualization is constrained to a small random slice of 200 examples. The
presence of these solid white rows occurs because the model assigns high global importance
weights to these features during training, yet they do not manifest a single positive instance
within this specific 200-sample testing window. Consequently, these features exhibit zero
variance within the localized slice, preventing the calculation of any meaningful pairwise
correlations. These variables are intentionally preserved in the visualization to illustrate the
structural sensitivity of localized interpretability tools when dealing with sparse categorical
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feature spaces. Rather than dictating global feature distributions, this phenomenon high-
lights the contrast between the model’s comprehensive structural parameters and the limited
data density capture inherent to small validation samples. While increasing the evaluation
sample size (N > 200) would naturally introduce variance to these sparse categorical fea-
tures and fill the zero-correlation bands, the sample size was strictly capped to maintain
strict parity with the SHAP analysis executed on the RF model. Because TreeExplainer
scales with high computational complexity, a uniform, controlled sample size was enforced
across both interpretability workers to ensure a mathematically fair and computationally
feasible comparative framework.

Figure 5.10: The top 80 features correlation clustermap of the optimized Logistic Regres-
sion model.

5.1.5 Results LLM Experiments
Results for Zero-shot Experiments

The results of the zero-shot baseline evaluation conducted on the preliminary sample of
N = 1000 instances shown in[Table 5.7]demonstrate varying degrees of predictive capability
among the three Claude models: Haiku 4.5, Sonnet 4.6, and Opus 4.6. Performance across
the models is assessed using precision, recall, the F1-score, the Brier score, and the AUC.
Haiku 4.5 and Sonnet 4.6 achieved identical macro-level classification metrics. Both yield
an accuracy of 52.1%, a precision of 52.1%, a perfect recall of 100%, and an identical
maximum F1-score of 68.5%. Both models also optimized their F1-scores at a dynamic
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decision boundary threshold of 0.05. However, Sonnet 4.6 demonstrates a slightly lower
Brier score of 0.328 compared to the 0.332 observed for Haiku 4.5. This indicates that
Sonnet 4.6 has a slight advantage in probability calibration. Analysis of the Precision-
Recall curves in further reveals that both models achieve an identical AUC of
0.61. This indicates that both models have a comparable overall trade-off between precision
and recall across all potential threshold configurations.

Model Optimal Threshold Accuracy Precision Recall F1 Brier

Haiku 4.5 0.05 52.1% 52.1% 100% 68.5% 0.332
Sonnet 4.6 0.05 52.1% 52.1% 100% 68.5% 0.328
Opus 4.6 0.08 55.9% 54.2% 99.8% 70.2% 0.348

Table 5.7: Zero-shot performance metrics across LLM candidates (N = 1000)
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(a) The Precision-Recall Curve for Haiku 4.5

(N = 1000). (b) The Precision-Recall Curve for Sonnet 4.6 (N = 1000).

Figure 5.11: Precision-Recall Curves for Haiku 4.5 and Sonnet 4.6.

In contrast, Opus 4.6 outperforms both alternative models across the majority of dis-
criminatory metrics. Operating at an empirically derived optimal decision threshold of 0.08,
Opus 4.6 achieves a higher accuracy of 55.9% and a higher precision of 54.2%. While its re-
call experienced a negligible decrease to 99.8%, its overall classification balance improved.
This all culminates into the highest peak F1-score of 70.2%. This superior predictive perfor-
mance is further validated by its Precision-Recall curve in specifically because
of the AUC of 0.65. Opus 4.6 thus demonstrates a stronger capacity to maintain higher pre-
cision at comparable levels of recall than either Sonnet 4.6 or Haiku 4.5. Although Opus 4.6
exhibits the highest Brier score at 0.348, indicating slightly less precise absolute probability
calibration, its superior discriminatory power and higher overall F1-score establish it as the
most effective model on this sample. Consequently, based on these empirical findings from
the cost-controlled preliminary phase, Opus 4.6 is selected as the optimal model to execute
zero-shot inference on the full 25% test set.
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Figure 5.12: The Precision-Recall Curve for Opus 4.6 (N = 1000).

To make a fair comparison with the classical ML model, Opus 4.6 is deployed to execute
zero-shot inference on the full 25% test dataset. This comprises of N = 50,000 ASAT
warnings. The performance metrics obtained from this large-scale evaluation are reported
in The model, similarly to the small sample experiment, operates at a decision
threshold of 0.08. It achieves a precision of 50.5%, and crucially a high recall of 99.78%.
This means it successfully captures nearly all actionable warnings, and culminates in an
overall F1-score of 67.0%.

Model Optimal Threshold Accuracy Precision Recall F1 Brier
Opus 4.6 0.08 51.1% 50.5% 99.8% 67.0% 0.324

Table 5.8: Zero-shot performance metrics for Opus 4.6 on the full test set (N = 50,000).

The comprehensive trade-off between precision and recall across all potential operating
boundaries is visualized via the Precision-Recall curve in The curve yields an
AUC of 0.60. At the chosen threshold anchor point of 0.08, the curve highlights a distinct
profile where extreme sensitivity (near-perfect recall) is prioritized and it has a precision of
approximately 50.5%. Furthermore, the probabilistic calibration of the model registers an
improvement on the larger set. The Brier score decreases from the preliminary 0.348 down
to 0.324 on the full dataset. While a score of 0.324 remains above the uninformative 0.25
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random-guessing baseline, the downward shift demonstrates that the model’s confidence
scores stabilize and align more closely with real-world target distributions when evaluated
over large-scale, representative open-source data streams. Still the achieved Brier score of
0.324 indicates that the absolute probability estimates remain structurally overconfident or
miscalibrated.
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Figure 5.13: The Precision-Recall Curve for Opus 4.6 (N = 50,000).

Results for the One-shot Experiment

Following the zero-shot baseline assessment, a 1-shot evaluation is conducted on the pre-
liminary sample size of N = 1000 instances to analyze the impact of contextual example
provision. The metrics obtained for the three Claude configurations: Haiku 4.5, Sonnet 4.6,

and Opus 4.6, are shown in [Table 5.9

Model Optimal Threshold Accuracy Precision Recall F1 Brier

Haiku 4.5 0.05 52.1% 52.1% 100.0% 68.5% 0.338
Sonnet 4.6 0.10 53.1% 52.6% 99.2% 68.8% 0.327
Opus 4.6 0.15 54.9% 53.7% 98.3% 69.4% 0.269

Table 5.9: One-shot performance metrics across LLM candidates (N = 1000).
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Haiku 4.5 registers an optimal decision threshold of 0.05, this gives a precision of
52.1%, a perfect recall of 100.0%, and an F1-score of 68.5%. Its Brier score is 0.338. The
corresponding trade-off curve across all threshold boundaries is presented in
this shows an AUC of 0.59.
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Figure 5.14: The one-shot Precision-Recall Curve for Haiku 4.5 (N = 1000).

Sonnet 4.6 optimizes its classification performance at a higher threshold boundary of
0.10 compared to Haiku 4.5. At this configuration, the model achieves a precision of 52.6%,
arecall of 99.2%, and an F1-score of 68.8%. Furthermore, it has a Brier score of 0.327. As
shown in the Precision-Recall curve in[Figure 5.15a] Sonnet 4.6 produces an overall AUC of
0.61. In contrast, Opus 4.6 establishes its optimal F1-score at a decision threshold of 0.15.
This model records the highest precision of 53.7% and a recall of 98.3%. These metrics
combined for a peak Fl-score of 69.4%, which is the highest compared to the other two
models. Additionally, Opus 4.6 achieves the lowest Brier score at 0.269. The full threshold
distribution is plotted in establishing an overall AUC of 0.65.

Based on these findings from the one-shot preliminary phase, Opus 4.6 is selected as the
optimal model to execute large-scale inference on the full 25% test set (N = 50,000). While
Opus 4.6 demonstrated superior discriminatory capabilities in earlier zero-shot trials, the
inclusion of a contextual example successfully addresses its previous probability calibration
limitations. Specifically, Opus 4.6 achieves a Brier score of 0.269, marking a substantial
reduction in forecast error compared to both its own zero-shot baseline (0.348) and the
1-shot configurations of Haiku 4.5 (0.338) and Sonnet 4.6 (0.327). When evaluating this
enhanced calibration alongside its superior classification metrics, like the highest precision
(53.7%), thus the highest F1-score (69.4%), and a robust overall AUC of 0.65, Opus 4.6
establishes the most dependable and mathematically sound framework for processing the
complete large-scale dataset.
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Figure 5.15: Comparison of one-shot Precision-Recall Curves between Sonnet 4.6 and Opus
4.6 models.

Model Optimal Threshold Accuracy Precision Recall F1 Brier
Opus 4.6 0.12 50.7% 50.2% 99.3% 66.7% 0.313

Table 5.10: One-shot performance metrics for Opus 4.6 on the full test set (N = 50,000).

Consequently, a large-scale one-shot inference is executed on the full 25% test dataset.
To reiterate, this test dataset comprises of 50,000 warnings. The performance metrics ob-
tained from this extensive evaluation are reported in[Table 5.10] Operating at an empirically
derived optimal decision threshold of 0.12, the model achieves a precision of 50.2%. and it
maintains a near-perfect recall of 99.3%. This means that the model successfully captures
almost all actionable warnings, culminating in an overall F1-score of 66.7%. The compre-
hensive trade-off between precision and recall across all potential operating boundaries is
visualized via the Precision-Recall curve in|Figure 5.16] which yields an AUC of 0.60. Fur-
thermore, the probabilistic calibration of the model registers a Brier score of 0.313. While
this represents a slight improvement in forecast error compared to its zero-shot large-scale
baseline of 0.324, the score remains consistently above the 0.25 random-guessing baseline.
Additionally, it is higher than the Brier score obtained during the small sample run of the
one-shot experiment. A likely explanation for this is that a single contextual example is sim-
ply insufficient to represent the vast structural and semantic diversity present across 50,000
warnings. While one demonstration may adequately calibrate the model’s probability es-
timates for a limited, localized sample. Scaling up introduces a massive variety of edge
cases, distinct code patterns, and unfamiliar warning types that the single example cannot
generalize to. This indicates that even with contextual demonstration, the model’s absolute
probability estimates remain structurally miscalibrated when processing large-scale data
streams.
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Figure 5.16: The one-shot Precision-Recall Curve for Opus 4.6 (N = 50,000).

5.2 User Study

While the preceding experiments evaluated the predictive capabilities of the classical ML
models and LLMs, true software engineering utility depends heavily on how they are inte-
grated and perceived by human practitioners. To bridge the gap between model performance
and practical application, this qualitative user study investigates how developers interact
with, interpret, and trust generated probability scores during the warning triage process.

Following the theoretical thematic analysis methodology established in Section 4.2} the
transcribed recording sessions and survey data are systematically coded. To execute this
analysis from theory into practice, a deductive, top-down coding strategy was applied. This
study aims to investigate highly specific operational phenomena, like trust calibration and
automation bias. Consequently, the qualitative data was not allowed to emerge inductively
into new themes. Instead, the two overarching themes were predefined based on the core
research questions: The Influence of Probability Scores, and The Trust and Validation of
Probability Scores.

This practical execution of the thematic analysis involved systematically reviewing the
transcripts, and extracting key participant quotes and behaviors. These data points were
then assigned to a set of specific, descriptive labels (or codes) that map directly into the two
predefined themes [16]. For Theme 1: The Influence of Probability Scores (Section [5.2.2)),
the data was coded using four primary labels:

» Workflow Prioritization: Instances where participants used the score to decide the
chronological order of their tasks.

* Affirmation and Second Opinion: Behaviors where the score was used to validate a
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user’s own thoughts or the output of an external tool.

* Role/Experience Resistance: Remarks where highly experienced developers deliber-
ately ignored the probability score in favor of their own technical intuition.

* Automation Bias: Instances observed during the trap warnings where high probability
scores successfully overrode the participant’s manual validation process.

For Theme 2: The Trust and Validation of Probability Scores (Section [5.2.3)), the data
was coded using four distinct labels to capture trust dynamics:

* Code Context Dependency: The universal requirement for source code snippets to
validate the model’s performance.

* Metadata Dismissal: Explicit statements dismissing certain historical data points, like
the age of a warning, as irrelevant to their trust.

* Conditional Security Skepticism: The phenomenon where trust thresholds completely
collapsed when dealing with high-risk vulnerability categories like Security.

* External Al Validation: The emerging workflow where developers copy-paste warn-
ings into external GenAl tools (like ChatGPT) to establish enough context to trust the
probability score.

The following subsections detail the participant pool, and the patterns and findings
within these two overarching themes.

5.2.1 Participant Pool

The study gathers rich qualitative data from a final pool of 15 professional software and se-
curity experts, all working at the collaborating company SIG. The analysis of their responses
outlines explicit patterns regarding the perceived utility, risk, and cognitive impact of incor-
porating these probability scores into a real-world workflow. The demographic composition
(see represents a balanced distribution across distinct professional roles within
the organization. It is split between seven Technical or Security Consultants, seven Software
Engineers (Back-end, Front-end, and Dev-ops), and one Researcher.

The participant pool exhibits a diverse range of technical maturity. While the largest
single cohort consists of early-career professionals (40% in the 1-3 years bracket), more
than half of the total participant pool (53.3%) possesses 4 or more years of professional
experience. Furthermore, specific technical fluency in the target programming language
(Java) is highly pronounced in 12 out of 15 participants. Additionally, all developers (with
the exception of one Front-end Developer) and the Researcher have indicated during the
interview phase to possess a good understanding of Java. They have at least 4+ years of
industry experience. Conversely, experience among the Consultants is more variable. Dur-
ing the interview phase, three of the Technical Consultants clarified that their background
is predominantly in Python with almost no exposure to Java. The rest indicated to have a
good understanding of Java and at least 1 year of professional developing experience.
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User Count per Role by Experience Level
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Figure 5.17: Breakdown of the roles and their corresponding experience in years for the 15
participants of the user study.

5.2.2 Theme 1: The Influence of Probability Scores

The qualitative data reveals that the integration of probability scores does not typically re-
place the manual triage process, but rather acts as a prioritization mechanism. When asked
how the scores would impact their workflow if implemented in their dashboard, participants
consistently emphasized its value as a sorting tool for navigating high-volume warnings. As
Participant 14 noted, “knowing where to start is important, right? Where can I gain the most
in terms of security or in terms of maintainability”. Similarly, Participant 5 stated, “I would
really mostly use the scores for triaging large [sets of warnings]... for ranking”.

Interestingly, the scores also served as a second opinion or affirmation tool, particu-
larly for developers lacking specific domain expertise or when utilizing other Al agents.
Participant 11, who frequently relied on ChatGPT to understand Java warnings, explained
that the probability score “basically helped me to affirm if what ChatGPT was saying [was]
correct or not in a way”. Other participants viewed the score as an automated safety net,
with Participant 4 explicitly saying that they viewed it as “a teammate that catches things
[I] missed.” However, the influence of the score was not uniform. Several experienced par-
ticipants (with 4+ years of experience in Java) admitted to unintentionally or deliberately
ignoring the probability scores during the experiment. This was often driven by a strong
sense of professional ownership over the code. When asked why they became no more or
less critical with the introduction of the scores, Participant 5 admitted, “I was too much
focused on the task and felt responsible to do it myself,” later adding, “I’m too stubborn to
adjust my own judgment”. This suggests that while probability scores successfully influence
the triage order, they face resistance in influencing the final verdict for more experienced
developers who rely heavily on their own technical intuition.
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To further research this perceived utility, participants are also explicitly asked in the sur-
vey to rate the overall helpfulness of the model during their triage process (see[Figure 5.18).
The responses reflect a cautious optimism. The majority of the group (eight participants)
rated the model as either “Very helpful” (three participants) or “Somewhat helpful” (five
participants). Four participants remained neutral (‘“Neither helpful nor unhelpful”), while
the remaining three rated the tool as “Somewhat unhelpful.” However, the subsequent semi-
structured interviews provided critical context for this skepticism. When asked to elaborate
on their negative ratings, all three participants who answered “Somewhat unhelpful” clar-
ified that their rating stemmed from the model’s inability to definitively dictate the final
verdict. They felt the score was unhelpful for explicitly telling them whether a warning
was actionable or not, as that still required manual validation. However, they conceded
that the probability scores would actually be helpful for organizing and prioritizing how
they approach their triage tasks. This distinction reinforces the overarching theme. While
participants reject the model as an absolute oracle for actionability, they still recognize its
structural value as a workflow prioritization mechanism.
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Figure 5.18: The perceived helpfulness of the probability scores for the participants in the
user study.

Finally, the study’s implementation of two trap warningsﬂ reveals a complex relation-
ship between model confidence and participant reliance. For the first trap warning, which
was assigned an exceptionally high 98% score, only six participants (Participants 6, 7, 11,
13, 14, and 15) correctly identified it as non-actionable. The remaining nine participants in-
correctly trusted the model. For instance, Participant 1 demonstrated clear automation bias,
reacting to the 98% score by deferring immediately: ‘“Probability Score 98. Oh, yeah, of

3These trap warnings were specifically designed to test for automation bias by presenting non-actionable
warnings with artificially high probability scores.
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course. Yeah, yeah, yeah. (Laughs) Yeah, yeah, this is very obvious.” In contrast, the second
trap warning, assigned a 75% probability score, saw a much lower rate of blind reliance.
Only five participants (Participants 1, 2, 4, 13, and 14) answered incorrectly, while the re-
maining ten correctly dismissed the warning. Those who caught the traps often emphasized
readability or context over the algorithmic score, as Participant 7 noted when dismissing the
98% trap, “it’s probably because it’s very confident that it actually found the thing, but that
doesn’t mean that we should care about it”. This indicates that an excessively high score is
significantly more likely to override an analytical validation process than a moderately high
score. Though a subset of participants will still critically evaluate the code regardless of the
model’s confidence.

5.2.3 Theme 2: The Trust and Validation of Probability Scores

Next, we research participant trust in the probability scores. This proved to be highly con-
ditional, and was driven almost entirely by the availability of explicit code context and the
severity of the warning category. When explicitly asked in the survey to rank which pieces
of information were most important to validate a model’s accuracy, participants’ responses
(see overwhelmingly favored structural context over historical metadata. The
Code Snippet (Source Code) emerged as the absolute most critical feature, with 14 out of 15
participants classifying it as “Very Important” and the remaining rating it as “Important”.
As Participant 24 explained, “most of my inspection was more based on the code and less
on the sort of the metadata... the [probability] score served as a summary of the metadata.”
Without the ability to read the actual code snippet, participants felt they lacked the neces-
sary context to determine the validity of the warning, with Participant 24 further noting that
“without that code text I wouldn’t know where the finding comes from.”

Beyond the raw code, features denoting the impact of the warning were heavily priori-
tized. CVSS severity was rated as “Very Important” by eight participants and “Important”
by four, while the Warning Category and Warning Type/Rule ID similarly received high
importance ratings across the majority of the group. Participant 24 summarized this prior-
ity, stating, “CVSS severity is important, uh probably very important... if it’s a nine... it
doesn’t matter what it is, you want to confirm it.” Conversely, Warning Age was universally
dismissed by the developers. Six participants rated it as completely “Not Important” and
five as merely “Slightly Important”. Participants argued that the age of an alert does not
inherently correlate with its validity. As Participant 24 pointed out, “there’s things people
miss all the time... I don’t think the warning age is important.” Participant 22 echoed this
sentiment, stating, “Actually, for Warning Age I’m putting that way but way farther down.”
This reveals a critical operational disconnect, seeing as the results from the feature analysis
of both Ml models (see Section5.1.4) show Warning Age to be an important feature when
deciding the actionability of a warning. So, while historical metadata like warning age
serves as a powerful statistical predictor for these models, the participants actively disre-
gard it during manual validation. Instead, they require transparent source code and severity
indicators to establish genuine trust in an automated tool.

To understand reliance on the probability scores, participants were first asked about
their likelihood to manually inspect warnings when shown a certain probability score. As
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Figure 5.19: Participant perception of the importance of various code warning metadata
features. Features are ordered from highest to lowest average perceived importance.

illustrated in[Figure 5.20] the general consensus for inspection remains high across all prob-
ability score ranges. For warnings with high probability scores (e.g., 80-100%), the vast
majority of respondents (14 participants) indicated they would “Always” or “Usually” in-
spect the warning. They treat the high score as a strong signal for necessary action. Con-
versely, as the probability score decreases, the commitment to inspect drops. The lowest
score ranges (0-40%) are the only brackets where responses severely fracture. This has the
highest concentration of participants who would “Never,” “Usually Not,” or “Rarely” in-
spect the alert. This suggests that the participants use low probability scores to deprioritize
or bypass probable non-actionable warnings, while high scores solidify their decision to
manually review the code.

However, when time constraints are introduced, this reliance shifts significantly. When
explicitly asked to define the minimum probability score required to skip manual verifica-
tion under a tight deadline, participant responses (summarized in revealed a
mix of responses. Rather than a uniform consensus, the answers painted a clear spectrum
of trust. The majority of the group set an exceptionally high barrier, with nine partici-
pants requiring a score between 75% and 95% before they would bypass a manual check.
For these individuals, the model’s confidence had to be nearly absolute. Participant 1 de-
manded a peak threshold of 95%, while Participants 3 and 7 both required scores of “about
90.” Similarly, Participants 8 and 11 hovered in the same cautious range, with Participant 8
concluding, “eighty-five... or ninety, I guess. Ninety probably,” and Participant 11 stating
“eighty-five percent.” Even those who were slightly more lenient still required certainty.
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Likelihood to Inspect a Warning Based on the Probability Score Range
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Figure 5.20: The likelihood a warning will be inspected by a participant based on the prob-
ability scores, shown in ranges.

Participant 4 placed their threshold at 80%, explaining that “eighty percent is a pretty good
thing if you trust your model,” a sentiment directly mirrored by Participant 12. Furthermore,
Participants 24 and 25 indicated a threshold of 75%.

In contrast, a smaller subset of three participants exhibited significantly lower thresh-
olds, though their reasoning often stemmed from uncertainty rather than blind faith. Par-
ticipants 6 and 10 selected 50%, with Participant 10 explicitly attributing this choice to the
model’s black-box nature: “this is because I don’t know its internals and how it works and
how trustworthy it is.” Participant 2 set the lowest threshold at 40%, noting that for scores
“40% and below, I would not even check.” However, the most telling indicator of skep-
ticism came from a third faction who refused to surrender their autonomy to the score at
all. Participants 15, 19, and 23 firmly stated they “would never skip manual verification
regardless of the score”. Furthermore, the study revealed that even when a participant does
establish a numerical trust threshold, that baseline instantly becomes obsolete when dealing
with high-stakes categories. Participant 14 perfectly summarized this conditional reliance
by noting they would skip manual verification at “75% for other [categories]” but “Never
for security”. Majority of the participants (10 out of 15) also indicated something similar
to this during the interview section. They expressed a willingness to trust the model and
skip manual verification for lower-stakes code style or maintainability issues, but univer-
sally drew a hard line at vulnerable categories like Security. Participant 2 perfectly captured
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Figure 5.21: The minimum probability score participants are willing to skip when under
time constraint.

this: “I have higher faith for maintainability... Security requires more of a manual check”.
Ultimately, this spectrum of responses reinforces the finding that a model’s confidence is
treated merely as a supplementary guiding metric, rather than an absolute source of truth.

An unexpected theme emerged through the participants’ active reliance on external Gen-
erative Al tools. When the provided Source Code and the Warning Message were insuffi-
cient to make a conclusive decision, several participants actively copied the code snippets
into external LLMs like ChatGPT or Google Gemini to seek explanations. Participant 7 ex-
plicitly vocalized this workflow stating, “I just don’t know the Java, so then I ask ChatGPT,
right?” and “Am I the first person to just completely copy-paste it in ChatGPT? [No]”. Sim-
ilarly, Participant 11 repeatedly verified the warnings against Al outputs, stating, “I’m not
so familiar with [Java], so I need to rely on [ChatGPT] a bit”. Whilst Participant 24 turned
to Gemini, “Let me ask Gemini what it thinks about this”. In these instances, the provided
probability score acted as a benchmark to compare against the external LLM’s assessment.
Participant 11 highlighted this comparative dynamic, explaining that “the scores basically
helped me to affirm if what ChatGPT was saying was correct or not in a way”. This behav-
ior highlights a shift in modern developer workflows. Specifically, to validate the output of
an internal predictive model, developers increasingly leverage external generative models
to bridge their own knowledge gaps before making a final triage decision.
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Finally, the study highlights that trust in a model cannot be demanded upfront. It must be
empirically proven over time. When asked if the probability scores would reduce workload,
Participant 15 emphasized that “these kind of tools need to build trust... You do the next one,
it’s right again, and it’s right again and it’s right again. [Then there] comes a moment where
you start thinking this actually works”. This indicates that developers require a sustained,
iterative track record of the model aligning with their own manual conclusions before they
will fully integrate its probability scores into their accepted workflow.

In summary, the thematic analysis of the user study reveals a dual narrative. While gen-
erated probability scores successfully optimize the triage workflow by acting as a powerful
prioritization and affirmation tool (Theme 1), they do not independently command absolute
developer trust (Theme 2). Trust remains highly conditional, dependent on source code,
warning categories, and the gradual, iterative proof of the model’s reliability over time. Ul-
timately, these qualitative findings provide the crucial human-centric context required to
evaluate the true utility of the predictive models tested in the preceding experiments.
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Chapter 6

Discussion

The primary objective of this research is to identify the optimal balance between perfor-
mance and resource efficiency when generating actionability probability scores for Auto-
mated Static Analysis Tool (ASAT) warnings. By comparing classical Machine Learning
(ML) architectures against Large Language Models (LLMs), this thesis seeks to provide a
reliable triage method without inadvertently filtering out actionable warnings.

To achieve this, the research is guided by the following main research question:

Main Research Question

What are the performance and resource trade-offs between zero/one-shot LLMs and

optimized classical ML models when generating actionability probability scores for
ASAT warnings?

This is then further divided into two sub-question groups:

RQ1 Model Selection and Feature Engineering: this investigates the optimal classical mod-
els (RQ1.1), effective LLM representations (RQ1.2), and the influence of feature
choice (RQ1.3).

RQ2 Comparative Performance and Robustness: this examines the models across standard
metrics (RQ2.1) and probabilistic calibration (RQ2.2).

This chapter thus combines the empirical experiments and qualitative user study results
to answer these questions and discuss their broader implications. The chapter is structured
to systematically address the RQs as follows: First, Section addresses the core of the
main research question alongside RQ1.1, RQ1.2, and RQ2.1. It evaluates the fundamental
predictive capabilities and computational cost trade-offs between the optimized classical
ML models and the LLMs. By doing so, it establishes which candidates achieve the optimal
trade-off between training efficiency and predictive performance across standard metrics
like the F1-score and AUC.

Next, Section [6.2] expands beyond classification metrics to directly answer RQ2.2. It
analyzes the probabilistic calibration and robustness of these architectures, specifically uti-
lizing Brier scores. This is to establish whether the models are well-calibrated and can
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be genuinely trusted to accurately signal their own uncertainty. Subsequently, Section
grounds these statistical findings in practical software engineering while addressing RQ1.3.
By combining the empirical feature importance results with the qualitative user study, this
section explores how the choice of features (such as metadata versus source code) influ-
ences the model’s logic. Furthermore, it addresses how those resulting actionability scores
impact developer workflows, cognitive bias, and trust dynamics in a real-world environ-
ment. Finally, Section [@] addresses the internal, construct, and external threats to validity
that contextualize these findings, and Section discusses how generatie Al was used in
this research.

6.1 Performance and Efficiency Trade-offs

The experiments establish the Random Forest (RF) model as the optimal performance-
efficient model when compared to LLMs. This section addresses the core predictive ca-
pabilities of these models to answer RQ1.1 (optimal classical ML model), RQ1.2 (most
effective LLM), and RQ2.1 (comparison across standard metrics). In summary, the opti-
mized RF model achieves the best trade-off between training efficiency and predictive per-
formance (RQ1.1). Among the LLMs, Opus 4.6 utilizing one-shot prompting provides the
most effective representations (RQ1.2). However, when comparing both paradigms across
standard metrics, the classical RF significantly outperforms the LLMs in both classification
power and computational efficiency (RQ2.1). To understand why this classical ensemble
model outperforms models like Anthropic’s Claude Opus 4.6, it is necessary to systemati-
cally evaluate their performance across three distinct operational metrics: the F1-score, the
Area Under the Curve (AUC), and computational efficiency.

6.1.1 Evaluating the F1-Score

In the context of ASATSs, raw accuracy serves as a highly misleading metric. Because
datasets like NASCAR consist of roughly 84% to 86% non-actionable warnings, a model
could achieve artificially high accuracy simply by classifying everything as non-actionable.
To address this limitation, the F1-score is utilized because it calculates the harmonic mean
of precision and recall. We care about this metric because it directly measures a model’s
ability to minimize non-actionable warnings (precision) without accidentally filtering out
actionable warnings (recall).

The experimental results demonstrate that the optimized RF model achieves a superior
test F1-score of 76.85%, boasting an effective balance with 80.07% precision and 73.88%
recall (Table 5.6). In contrast, the zero-shot Opus 4.6 model reaches a peak F1-score of
only 70.2% on a small 1000-instance sample (see[Table 5.7). When this evaluation is scaled
up to the full 50,000-warning test set, the LLM’s performance degrades further to an F1-
score of 67.0% in the zero-shot configuration (see and 66.7% in the one-shot
configuration [Table 5.10). These findings reveal that the classical RF model fundamentally
outperforms the LLMs in raw classification power.

Furthermore, comparing the RF to the classical Logistic Regression (LR) model reveals
why non-linear decision boundaries are required. While the LR model achieves a stable F1-
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score of 72.67% and a high recall of 80.73%), its precision is severely restricted at 66.07%
(see [Table 5.5). This performance gap indicates that the geometric boundaries separating
actionable and non-actionable warnings are complex and non-linear. Because LR cannot ef-
fectively isolate these complex feature interactions, it fails to filter false positives accurately
and thus produces an unacceptable volume of incorrect actionable warnings. This ultimately
establishes the non-linear RF as the more robust choice with respect to performance metrics.

6.1.2 Precision-Recall Curves and Area Under the Curve (AUC)

While the F1-score provides a snapshot at a single decision threshold, analyzing the Precision-
Recall (PR) curves and their respective Area Under the Curve (AUC) visualizes how reli-
able each model remains across all possible operating boundaries. This metric is needed,
because enterprise environments frequently need to adjust their risk tolerance. Like de-
manding higher recall thresholds for security-critical applications. A high AUC and a stable
PR curve would then ensure that the model’s trade-off between precision and recall remains
robust, regardless of where the specific threshold is set.

The experimental results indicate that the optimized RF model maintains a smooth, hy-
perbolic trajectory on its PR curve, culminating in an AUC of 0.87 (see [Figure 5.4). This
smooth contour demonstrates a well-conditioned, non-linear decision boundary capable of
consistently prioritizing actionable warnings. Additionally, the model sustains a precision
above 0.90 well into the recall spectrum and only begins to incrementally drop after re-
call extends past approximately 0.45 to 0.50. The LR model similarly achieves a generally
stable curve with a matching downward trajectory, resulting in an AUC of 0.79 (see
lure 5.2)). While the LR model features an initial transient dip in precision down to 0.80 near
a recall of 0.0 (see [Figure 5.2b), it immediately recovers to stay above 0.90 until a recall of
approximately 0.25, after which it enters a roughly linear decline.

On the other hand, the LLMs demonstrate significantly weaker threshold stability. Opus
4.6 yields a substantially lower AUC of 0.65 on the preliminary sample (see
and a further reduced AUC of 0.60 on the full test dataset during zero-shot experiments (see
[Figure 5.13). Further examining these PR curves reveal highly volatile and jagged shapes.
This stands in stark contrast to the stable curves of the classical ML models. Across the
various LLM configurations, the PR curves exhibit severe, immediate drops in precision
at very low recall boundaries (Figure 5.11}5.16). They sometimes even plummet down to
0.66 or below 0.50 before erratically climbing back up. This pronounced instability at the
extremes of the probability distribution shows that LL.Ms struggle to consistently rank their
most confident predictions, establishing the classical RF model as a fundamentally more
predictable and reliable prioritization mechanism for dynamic triage environments.

To further understand why a lightweight model like RF can so effectively outperform
Opus 4.6, one must also look at the nature of the data itself. The structural characteris-
tics of ASAT warnings explain why this happens. As established by the Latent Semantic
Analysis (LSA) variance trials (Table 5.1), the vocabulary in the Warning Message fea-
ture is standardized across different Java projects. Specifically, the denoised_heavy con-
figuration reaches a total variance of 95.93% for Warning Message, with an elbow point
capturing 78.7% of the total information using just 100 components (Table 5.1)). Because
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of this extreme information density, classical feature engineering effectively solves the se-
mantic representation problem without requiring massive transformer-based self-attention
layers. Consequently, utilizing computationally expensive LLMs to parse highly structured,
expert-curated warning patterns amounts to an unnecessary over-allocation of resources.
Traditional ensemble architectures (like RF) successfully map these dense semantic matri-
ces to the actionability of a warning.

6.1.3 Computational Efficiency and Economics

For a prioritization pipeline to be viable in enterprise platforms like Sigrid, which processes
hundreds of billions of lines of code, it must scale efficiently. Minimal operational latency
and low financial overhead are absolute prerequisites for this real-world integration. So, de-
ploying high-tier LLMs like Claude Opus 4.6 incurs massive compounding API costs. The
models are officially priced at $5 per million input tokens and $25 per million output tokens
[5]. Since evaluating a single warning requires feeding the model source code, metadata,
warning messages, and potential examples, analyzing millions of records results in severe
network latency and thousands of dollars in recurring cloud inference fees.

Conversely, the classical RF architecture is exceptionally fast to train and requires min-
imal computational overhead. During the experimental phase, training the RF model on
the full dataset (see Section required a maximum of only 30 minutes, here 75% was
utilized for training and 25% was held out for testing. Furthermore, executing the compre-
hensive hyperparameter tuning process took at most two hours.

Crucially, this time spent only applies to the initial training phase. Using the fully
trained RF model to perform inference on new warnings is nearly instantaneous [44]. Ad-
ditionally, the RF model requires minimal memory. The entire pretrained model can be se-
rialized and saved as a single .joblib file. Since the hyperparameter tuning phase explicitly
constrains the model’s complexity, this resulting .joblib file is highly compact. It typically
ranges in size from just a few megabytes to a few dozen megabytes [66]. This negligi-
ble memory footprint allows the model to be loaded and executed seamlessly on standard
infrastructure without the API latency delays associated with LLMs. Utilizing computa-
tionally expensive LLMs to generate probability scores is ultimately thus an unnecessary
over-allocation of resources.

6.2 Model Calibration, Uncertainty, and Robustness

While classification metrics such as the F1-score and AUC successfully evaluate a model’s
discrete predictive boundaries, the ultimate utility of the models depends heavily on its
mathematical robustness and its ability to accurately signal its own uncertainty. This section
directly answers RQ2.2 (How well-calibrated are the models’ probability estimates, and can
they be trusted to signal their own uncertainty?). In summary, optimized classical ensemble
models like RF provide highly reliable uncertainty signals that can be genuinely trusted.
Whereas all evaluated LLLMs consistently exhibit structural miscalibration and mathematical
overconfidence. To fully understand this reliability across the classical ML models and the
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LLMs, it is necessary to systematically evaluate them across two distinct robustness metrics:
the Generalization Gap and the Brier score.

6.2.1 Evaluating the Generalization Gap

In predictive modeling, the generalization gap measures the variance in performance be-
tween the data a model was trained on and the unseen test data it is evaluated against. We
care about this metric because a model that simply memorizes the noise within its train-
ing corpus will fail unpredictably when deployed in a live enterprise environment. This
phenomenon is also referred to as overfitting. Thus, a reliable model must demonstrate
a tight alignment between its training and testing metrics to prove it has learned genuine,
generalizable patterns rather than dataset-specific artifacts.

To achieve this structural stability, both classical ML models underwent a hyperparam-
eter tuning phase to balance complexity and generalization. The LR model demonstrated
an absolute resistance to overfitting from the very beginning. Unlike the RF model, the LR
model’s training and testing metrics consistently remained tightly bounded within fractions
of a percent of one another during the baseline phase (see[Table 5.4). Nevertheless, tuning
the regularization strength (C) alongside L1 (Lasso) and L2 (Ridge) penalties ensured the
linear model did not become overly sensitive to noisy, high-dimensional features. This opti-
mization successfully achieved a higher F1-score by roughly 2% (see compared
to the baseline without introducing any generalization gap.

Conversely, the necessity of hyperparameter tuning is most apparent when evaluating
the RF model. During the baseline phase, the default RF model exhibited a severe gen-
eralization gap. While it initially achieved a high test F1-score near 85% (see [Table 5.4,
this performance was the direct result of massive overfitting. The baseline model’s training
F1-scores consistently exceeded 99.50%, creating an approximate 14% generalization gap
when applied to the test set. However, by intentionally constraining the model’s complex-
ity during the tuning phase, specifically by introducing depth limits and Cost Complexity
Pruning, the hyperparameter search successfully forced the ensemble to generalize rather
than memorize training noise. Consequently, while the optimized RF model yields a lower
absolute test F1-score of 76.85% compared to the baseline, its training F1-score of 77.51%
now aligns almost perfectly with its test performance (see [Table 5.6). This closed general-
ization gap confirms that the optimized model possesses the structural robustness necessary
for real-world deployment without the risk of an overfitted decision boundary.

6.2.2 Evaluating Probabilistic Calibration and Uncertainty

To determine how reliably these probability scores can guide the triaging of ASAT warn-
ings, the evaluation next transitions to the Brier score. This measures the mean squared
difference between a model’s assigned probability and the actual outcome [18]]. Assessing
calibration is essential because the ultimate utility of these models relies on their ability to
provide accurate probability scores. If a model assigns high certainty to incorrect predic-
tions, it introduces systematic miscalibration that can misdirect software engineers. Because
a Brier score of 0.25 represents the baseline for uninformative, random guessing, any score
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exceeding this threshold indicates that a model is structurally overconfident. This renders
its assigned probabilities mathematically worse than chance [18]]. Furthermore, the lower
this score is, the better the calibration.

The empirical results reveal a stark contrast in probabilistic reliability between classi-
cal ML models and LLMs. The optimized classical RF model demonstrates the highest
degree of calibration, achieving a test Brier score of 0.1549 (see [Table 5.6). Furthermore,
it maintains this probabilistic dependability even when subjected to highly skewed, imbal-
anced data distributions, consistently yielding Brier scores between 0.066 and 0.165 (see
[Table 5.3). The LR model similarly remains highly stable, though it operates with a slightly
higher probability error floor of 0.1917 (see[Table 5.5).

In sharp contrast, the LLMs struggle significantly with uncertainty and calibration across
all model scales. During the zero-shot experiments, the lightweight Haiku 4.5 and mid-tier
Sonnet 4.6 yielded high Brier scores of 0.332 and 0.328, respectively (see [Table 5.7). The
most powerful model, Opus 4.6, generated an overconfident score of 0.348 on the prelim-
inary sample and 0.324 during large-scale inference on 50,000 warnings (see [lable 5.8]).
While providing a single contextual demonstration (one-shot prompting) improved Opus
4.6’s calibration to 0.269 on a small sample (see [Table 5.9)), scaling this up to the full test
set caused the model to regress to a Brier score of 0.313 (see [Table 5.10). This regression
probably occurs because a single contextual example is insufficient to represent the vast
structural diversity present across 50,000 warnings. Ultimately, because all evaluated LLMs
consistently produced Brier scores above the (.25 threshold, they exhibit severe structural
miscalibration. This makes their probability estimates mathematically unreliable.

6.3 The Link to Software Engineering

The empirical findings from both the feature engineering experiments and the qualitative
user study highlight that successfully integrating predictive models into ASAT workflows
requires balancing efficiency with human cognitive needs. This section grounds the sta-
tistical results in practical software engineering to directly answer RQ1.3 (How does the
choice of features influence model selection?). In summary, there is a critical operational
disconnect regarding feature choice. While classical ML models rely heavily on historical
metadata (like warning age), human developers actively disregard this. Instead, they univer-
sally demand source code context and severity indicators to validate a model’s output. To
fully understand this practical utility, the findings are systematically evaluated across four
operational dimensions: Workflow Prioritization, Trust Calibration, Conditional Reliance,
and System Maintenance.

6.3.1 Workflow Prioritization and Automation Bias

This section evaluates how probability scores alter the methodology software engineers and
consultants use to address ASAT warnings. Evaluating this dimension is critical, as the
primary software engineering value of this automated pipeline lies in its ability to reduce
the time spent on non-actionable items. The qualitative user study (see Section [5.2)) shows
that presenting participants with probability scores provides a highly effective, structured
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starting point for navigating ASAT warnings. Rather than serving as an absolute oracle
that dictates the final verdict, participants utilize these scores primarily as a prioritization
and sorting mechanism. Survey results from the study support this cautiously optimistic
view as well. Majority of participants rated the scores as helpful for organizing their tasks,
noting that the scores help them determine “where to start.” Even those who rated the scores
as unhelpful for making the final classification decision conceded their structural value for
ranking high-probability warnings to be tackled first.

Furthermore, the study highlights that probability scores often serve a secondary func-
tion as an affirmation tool or a “second opinion”. This proved particularly valuable for
participants navigating unfamiliar codebases or relying on external Al agents, with some
users treating the model as a teammate that catches overlooked issues. However, this influ-
ence is not uniform across all experience levels. The results demonstrate that experienced
developers, specifically those with four or more years of Java experience, frequently ignored
the probability scores. Driven by a strong sense of professional ownership and technical in-
tuition, these participants preferred to rely entirely on their own manual judgment. This
indicates that while probability scores successfully optimize the initial triage order, they
face significant resistance in influencing the final verdict.

While the scores offer clear organizational benefits, their introduction also carries severe
risks of automation bias. Blind reliance on the probability scores could lead to oversights,
making it imperative to understand how participants react to perceived model certainty. The
study’s trap warnings vividly illustrated this danger. When presented with an exceptionally
high probability score, such as a 98% probability assigned to a non-actionable warning, the
score successfully overrode the analytical validation process for a majority of the partici-
pants. This caused nine out of fifteen developers to incorrectly trust the score. The verbal
remarks during the experiment revealed that users frequently deferred to the 98% score
immediately, assuming the tool’s confidence guaranteed a real defect. Conversely, when a
moderate score of 75% was presented on a similar trap warning, it triggered a much lower
rate of blind reliance. In this case, only five participants were fooled, while the remain-
ing ten correctly dismissed the issue. This sharp contrast shows that high probability scores
could directly impair scrutiny and encourage blind deference, whereas moderate scores suc-
cessfully preserve the human’s critical evaluation process.

6.3.2 Trust Calibration and the Feature Disconnect

Trust calibration evaluates the specific structural criteria and contextual information a soft-
ware engineer requires to genuinely trust a probability score. If they do not trust the
model’s output, the probability scores become obsolete, leaving manual triage completely
unchanged. A critical finding of this research is thus the pronounced operational disconnect
between the statistical drivers of the ML models and the specific criteria developers require
to build trust.

The feature importance analysis (see Section 4.1.4)) reveals that the age of a warning
is the single most powerful mathematical predictor of actionability for the RF model. Yet,
the empirical results from the user study demonstrate that developers rate a warning’s age
as the absolute least useful piece of information for manual validation (see [Figure 5.19).
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Specifically, six participants universally dismissed it by rating it as completely “Not Im-
portant”, while five others rated it as merely “Slightly Important”. Participants argued that
the age of an alert does not inherently correlate with its validity. As Participant 14 pointed
out, “there’s things people miss all the time... I don’t think the warning age is important,” a
sentiment explicitly echoed by Participant 12 who placed warning age “way farther down”
their list of priorities.

Instead, the qualitative data reveals that developers overwhelmingly rely on the Source
Code and severity indicators (like CWE-ID and CVSS severity) to understand the structural
reasoning behind an issue. The code snippet emerged as the absolute most critical feature,
with 14 out of 15 participants classifying it as “Very Important” and the remaining partici-
pant rating it as “Important”. Participant 14 perfectly summarized this reliance, explaining
that “most of my inspection was more based on the code and less on the sort of the meta-
data... without that code text I wouldn’t know where the finding comes from”. Furthermore,
features denoting the direct impact of the warning, such as CVSS severity, were also heavily
prioritized to validate the tool’s output, with eight participants rating it as “Very Important”
and four as “Important”.

This highlights a fundamental software engineering challenge: while historical meta-
data, such as how long a warning has persisted, is highly effective for predictive modeling,
it provides zero explanatory power to human reviewers. Therefore, any practical implemen-
tation must tightly couple the generated probability scores with code snippets and severity
indicators. Without explicitly providing the structural context that developers rely on, the
model risks severe trust degradation.

6.3.3 Conditional Reliance and External AI Integration

We then move on to evaluate the conditional reliance on these probability scores, defined as
the behavioral threshold at which software engineers are willing to surrender their autonomy
to the probability scores. Evaluating this aspect is critical, because understanding when a
participant will actually skip a manual review determines the true time-saving potential of
the model.

The empirical user study demonstrates that participant trust is highly conditional and
sensitive to the stakes of the specific warning. When asked to indicate a minimum proba-
bility score they would feel comfortable skipping under tight deadlines (see [Figure 5.21)),
the responses revealed a clear spectrum rather than a uniform consensus. The majority
of developers (nine participants) demanded near-absolute certainty, setting strict probabil-
ity thresholds between 75% and 95% before they would comfortably skip a manual code
review. As Participant 4 rationalized, “eighty percent is a pretty good thing if you trust
your model”. However, a distinctly more skeptical faction emerged alongside this majority.
Three participants firmly stated they “would never skip manual verification regardless of
the score,” refusing to surrender their autonomy entirely.

Crucially, the study reveals that even when a numerical trust threshold is established,
it instantly collapses when dealing with high-risk categories such as Security. In these
critical instances, the majority of the participants (10 out of 15) universally indicated that
they refuse to bypass manual verification regardless of how confident the probability score
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is. This conditional reliance is perfectly captured by Participant 14, who noted they would
skip a manual check at “75% for other [categories]” but “Never for security”. Similarly,
Participant 2 emphasized that while they have “higher faith for maintainability... Security
requires more of a manual check”. This indicates that a probability score is treated merely
as a supplementary guiding metric rather than an absolute source of truth when system
integrity is on the line.

This inherent skepticism has also driven a shift in modern developer workflows. The
user study revealed that when the provided code context or their domain knowledge is in-
sufficient, participants increasingly copy-paste warnings into external Generative Al tools
like ChatGPT or Google Gemini to bridge this gap. Participant 7 explicitly vocalized this
workflow when navigating unfamiliar code, asking, “Am I the first person to just com-
pletely copy-paste it in ChatGPT? [No]”. In these scenarios, the internal probability score
is actively repurposed as a comparative benchmark to validate or affirm the external LLM’s
assessment. As Participant 11 highlighted, “the scores basically helped me to affirm if what
ChatGPT was saying was correct or not in a way”.

Ultimately, participants with more professional experience (4+ years) strongly empha-
size that baseline trust in a model cannot simply be demanded upfront. Instead, they argue
that this trust must be earned iteratively. It requires a sustained, transparent, and empirically
accurate track record that consistently aligns with their own manual conclusions over time.
Participant 15 perfectly summarized this necessary progression, stating that “these kind of
tools need to build trust... You do the next one, it’s right again, and it’s right again and it’s
right again. [Then there] comes a moment where you start thinking this actually works.”

6.3.4 System Maintenance and Feature Independence

While the software engineer’s willingness to trust and act on these predictions hinges heav-
ily on transparency and tracking over time, the long-term viability of the tool relies equally
on its structural stability behind the scenes. From a systems engineering perspective, this
section evaluates the degree to which individual data inputs overlap or correlate with one
another. Analyzing this structural property is critical for deploying a model in Sigrid, as it
ensures the overall pipeline remains robust, maintainable, and stable against future codebase
shifts or architectural updates.

The empirical results from the interpretability analysis yield a significant advantage.
Namely, the extracted feature space is fundamentally orthogonal and non-redundant. For
the optimized RF model, the correlation matrix of the top 100 SHAP features (see
reveals a strict independence between the most influential variables. Specifically,
the age of a warning, which serves as the model’s single most powerful statistical predic-
tor, exhibits near-zero correlation with the dense LSA components derived from the text.
Furthermore, the global hierarchical cluster map (see confirms that the LSA
components for Source Code and the LSA components for Warning Message actively sepa-
rate into distinct sub-clusters, while categorical metadata (such as design categories or best
practices) branches off entirely on its own. This structural separation validates the prepro-
cessing design. It shows that raw code, warning descriptions, and historical metadata each
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capture entirely distinct, non-overlapping facets of software quality rather than relying on a
single monolithic block of information.

This systemic independence is equally pronounced and verified within the LR. The
complete feature correlation clustermap for this model (see demonstrates an
overwhelmingly neutral baseline, with pairwise correlations consistently hovering near zero
(r = 0). Because the hierarchical dendrograms mathematically merge at extreme heights, it
confirms that the features lack strong mutual correlation and are largely orthogonal.

For future development cycles, this structural independence provides crucial operational
guarantees for system maintenance. It ensures that individual feature can be modified or
isolated without the risk of inducing severe multicollinearity errors or causing unpredictable
shifts in the model’s underlying decision-making logic. Consequently, the model does not
need aggressive variance inflation mitigations or complex deduplication protocols. Ulti-
mately, this structural stability ensures that the deployed model will consistently provide
the stable, predictable, and interpretable probability scores required to build and maintain
trust.

6.4 Threats to Validity

To properly contextualize the empirical and qualitative findings of this research, it is essen-
tial to acknowledge the methodological limitations and boundaries of this research. This
section thus provides transparency regarding the experimental design and ensures that the
conclusions drawn regarding model performance, probability calibration, and software en-
gineer behavior are interpreted within their appropriate scope. Therefore, we systematically
address the internal, construct, and external threats that may impact the reliability and gen-
eralizability of the results.

6.4.1 Internal Validity

Internal validity concerns the rigor of the experimental design and the degree to which con-
founding variables or data processing choices may have influenced the outcomes [47]. The
first threat lies in how the labels for actionable and non-actionable warnings were originally
generated by Kész6 et al. [41]]. Because the NASCAR dataset was labeled at scale, it relies
on a heuristic differential analysis of consecutive version control commits. It assumes that
if a warning’s surrounding code is modified and the warning disappears, it was actionable.
Conversely, if it persists, it is non-actionable [41]]. This reliance on implicit user feedback
introduces inherent noise into the ground truth. For instance, a warning might disappear
simply because a file or method was deleted for unrelated architectural reasons. This would
result in falsely labeling it as an actionable fix. Similarly, a severe security vulnerability
might persist simply because the developers lacked the time or budget to address it. So it
falsely labels a genuinely actionable threat as non-actionable noise.

!Features such as updating a specific LSA dimension, introducing a new ASAT tool category, or removing
a deprecated metric.
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Another internal threat in this study arises from the data partitioning strategy. The
dataset splits were generated using purely random sampling (42). While this ensures a
mathematically balanced and diverse training environment, random sampling inherently
fragments project-level context. Because warnings from a single repository may be split
arbitrarily across the training and testing sets, the models are prevented from learning co-
hesive architectural styles or accounting for the locality of warnings that frequently cluster
within specific modules.

A third internal threat stems from the deduplication methodology employed by the un-
derlying NASCAR dataset. To manage the massive volume of non-actionable warnings,
Kosz6 et al. [41]] drops earlier duplicates of unaddressed warnings. This resulted in retain-
ing only their final occurrence, which introduces a severe artificial timeline bias. It creates
a massive concentration of non-actionable warnings late in the mining window. So while
this research successfully neutralized direct temporal data leakage by engineering a rela-
tive age metric rather than feeding the model absolute timestamps, the underlying skewed
distribution could still subtly influence the data landscape [41].

Finally, the interpretability analysis was bounded by computational limitations. To en-
sure a fair methodological comparison against the computationally expensive SHAP Tree-
Explainer used for the RF, the localized feature correlation sample for the LR model was
strictly capped at 200 instances. This small sample size caused sparse categorical features
to exhibit zero variance, limiting the ability to calculate meaningful pairwise correlations
for certain variables within that specific evaluation window.

6.4.2 Construct Validity

Construct validity evaluates whether the theoretical concepts being studied are accurately
measured by the experimental operationalizations [10]]. One prominent threat is the manner
in which abstract cognitive concepts, like trust and automation bias, are evaluated in the
user study. While the study utilized trap warnings and a Think Aloud protocol to observe
real-time decision-making, the reported trust thresholds (e.g., participants demanding 90%
certainty to skip a manual review) are inherently self-reported. Participants in an observed,
simulated experimental environment may act significantly more cautious and critical than
they would in an unobserved, high-pressure enterprise setting. This could potentially skew
the true behavioral threshold at which automation bias occurs.

Furthermore, another limitation exists within the design of the user study’s trap warn-
ings. The triage experiment solely investigated automation bias by presenting participants
with non-actionable warnings assigned artificially high probability scores (such as 98% and
75%). The study failed to test the inverse scenario: an actionable warning accompanied
by an artificially low probability score. This omission presents a significant behavioral
threat to the comprehensiveness of the findings. Without testing this inverse scenario, it re-
mains entirely unknown whether developers would blindly trust a low probability score and
subsequently dismiss an actionable warning without manual inspection. While incorrectly
trusting a high score on a non-actionable warning merely results in wasted triage time, in-
correctly trusting a low score on an actionable defect could lead to catastrophic security
flaws being deployed into production. Unfortunately, this oversight in the experimental de-
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sign was discovered too late in the research process to rectify and include in the participant
evaluations.

6.4.3 External Validity

External validity assesses the extent to which the study’s findings can be generalized to
broader contexts, tools, and populations [S1]]. The primary external limitation is the strict
technical scope of the dataset. The predictive models were trained and evaluated exclusively
on the Java programming language, utilizing warnings generated specifically by PMD and
SpotBugs. Consequently, the established performance trade-offs, optimal LSA dimension-
ality, and feature importance rankings cannot be automatically generalized to other pro-
gramming languages, or alternative ASATS.

Similarly, the LLM evaluation was constrained to one company. Due to institutional
access at the collaborating company, the LLM experiments exclusively utilized Anthropic’s
Claude 4.x models (Haiku, Sonnet, and Opus). It is entirely possible that other state-of-the-
art foundational models, such as OpenAI’s GPT-4 or open-source alternatives like Meta’s
Llama, might exhibit different baseline probability calibration or zero-shot reasoning capa-
bilities.

Finally, the generalizability of the software engineering findings is limited by the con-
straints of the qualitative user study. The participant pool consists of 15 professional devel-
opers and consultants sourced exclusively from a single organization (SIG). While prioritiz-
ing a qualitative methodology provides deep, nuanced insights into the cognitive processes
behind triaging warnings, this specific organizational context and small sample size lack
the statistical power necessary to draw broadly generalized conclusions about human-Al
interaction across the wider global software engineering industry.

6.5 Gen Al & Ethical Considerations

6.5.1 Use of Generative Al in the Context of this Research

Generative Al tools were utilized throughout this research. It was used for academic drafting
and structuring, for brainstorming research ideas, testing counterarguments, and improving
readability, grammar, and text organization. It also provided formatting assistance (such as
LaTeX conversion for citations) and code troubleshooting support for boilerplate generation
and debugging. In the empirical phase of the research, LLMs were also directly integrated
into the study’s framework. Multiple models were prompted to generate the automated
probability scores evaluated.

6.5.2 Ethical Considerations for this Research

The integration of predictive ML into professional software engineering workflows, along-
side the execution of a human-centric user study, introduces several critical ethical consid-
erations that must be addressed.
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First, the qualitative user study was conducted in strict adherence to ethical guidelines
regarding human subjects and data privacy. Because the participant pool consisted of a
specialized cohort from a single organization (SIG), there was an inherent risk of indirect
re-identification if professional attributes, such as specific job roles and exact years of ex-
perience, were combined with triage performance metrics. To mitigate this ethical risk, all
collected research data was strictly pseudonymized and stored on secure university servers,
and all direct identifiers were removed. Additionally, demographic data was generalized
into broader categories to ensure anonymity in the aggregate reporting. Furthermore, par-
ticipation was entirely voluntary. Participants were fully informed of the study’s objectives,
retained the right to withdraw at any time without providing a reason, and were assured
that all personal data would be explicitly destroyed three months after the completion of the
study.

Second, the deployment of actionability probability scores in ASATSs carries significant
ethical implications regarding Al safety and automation bias. As demonstrated during the
triage experiment’s trap warnings, assigning artificially high probability scores (e.g., 98%)
to non-actionable warnings overrode the critical validation processes of several developers,
leading to blind deference. Ethically, deploying predictive models as black boxes in high-
stakes enterprise environments introduces the severe risk of creating a false sense of secu-
rity. If a system’s probability estimates are structurally miscalibrated or lack transparency,
users might blindly trust a low probability score and inadvertently allow critical security
vulnerabilities to be deployed into production. Therefore, it is an ethical imperative that
future integrations do not present probability scores as absolute truths, but rather tightly
couple them with transparent, structural evidence to maintain human-in-the-loop oversight.

Finally, the core conclusion of this thesis carries an ethical dimension regarding com-
putational sustainability. We conclude that deploying LLMs for warning triage represents
an unnecessary over-allocation of resources compared to optimized classical ML models.
So, in an era where the environmental and economic costs of training and querying founda-
tional Al models are under intense scrutiny, defaulting to computationally expensive LLMs
when a lightweight, highly efficient RF model achieves superior predictive robustness aligns
better with the ethical principle of data parsimony and sustainable engineering practices.
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Chapter 7

Conclusions and Future Work

This final chapter combines the empirical and qualitative findings of this thesis. Section|/.1
presents the overarching conclusions drawn from this research, systematically answering
the main research question by comparing the capabilities of classical ML. and LLLM. Fol-
lowing this, Section outlines the primary theoretical and practical contributions this
research makes, spanning from model evaluation and structural system maintenance to be-
havioral insights into human trust. Finally, Section[7.3]explores potential avenues for future
work. It discusses necessary pipeline refinements, dataset expansions, and the practical
steps required to fully integrate these predictive models into the Sigrid environment.

7.1 Conclusions

To reiterate, this research seeks to compare classical ML with LLMs in the context of gener-
ating actionability probability scores for ASAT warnings. To achieve this, the study system-
atically evaluates the capabilities of classical ML versus LLMs by addressing two primary
sub-question groups and one main research question.

7.1.1 Model Selection and Feature Engineering (RQ1)

To answer RQ1.1 regarding the optimal classical ML model, the study establishes that the
optimized RF achieves the best trade-off between predictive performance and training effi-
ciency. While LR is highly resistant to overfitting, its linear assumptions fail to capture the
non-linear boundaries of the dataset. This ultimately results in high false positive rates.

For RQ1.2, which investigated the most effective LLMs, Claude Opus 4.6 demonstrates
the strongest capability for actionability prediction. Utilizing a single contextual example
(one-shot prompting), Opus 4.6 improves its classification balance and significantly reduces
its forecast error (the Brier score) compared to both its zero-shot baseline and the smaller
Haiku and Sonnet models.

Finally, addressing RQ1.3 on the influence of features, the analysis reveals a distinct
disconnect between model predictors and human validation. The classical RF model relies
heavily on the age of a warning as its most powerful predictor. However, the user study
confirms that users rate age as the least useful piece of information, relying instead on
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raw Source Code Context and severity indicators (CVSS or CWE-ID) to establish trust
and validate predictions. Furthermore, the user study indicates that participants require the
model to have a sustained and accurate track record to establish trust. Finally, it shows that
automation bias can be a risk, especially for high probability scores (such as 98%). Here
manual validation can be overridden by the score, leading to blind deference to the model.

7.1.2 Comparative Performance and Robustness (RQ2)

When comparing the models across standard metrics (RQ2.1), the optimized classical RF
significantly outperforms the LLMs. The RF achieves a test F1-score of 76.85% and an
AUC of 0.87, whereas the best performing Opus 4.6 configuration peaks at an F1-score
of 69.4% and an AUC of 0.65. This best performing Opus 4.6 was run with a smaller
sample size of 1000 warnings. This same model with the full test set (50,000 warnings)
only achieved an F1-score of 66.7% and an AUC of 0.60.

Furthermore, in addressing RQ2.2 regarding model calibration, the Brier score eval-
uations confirm that the RF model produces highly reliable and mathematically depend-
able probability estimates. It achieves a test score of 0.1549, which is well below the 0.25
random-guessing baseline. Conversely, all tested LLMs struggle significantly with miscali-
bration. Even with one-shot contextual improvements, the best LLM Brier score (0.269 for
Opus 4.6) remains mathematically worse than chance. This indicates structural overconfi-
dence in their absolute probability predictions.

7.1.3 Main Research Question

Ultimately, addressing the Main Research Question regarding the performance and resource
trade-offs, this study concludes that an optimized RF model provides a substantially more
effective and viable framework for generating actionability probability scores for ASAT
warnings compared to zero/one-shot LLMs. Because the vocabulary and semantic struc-
ture of ASAT warnings are inherently dense and standardized, classical feature engineering
combined with a RF model effectively capture the necessary semantic patterns without re-
quiring massive transformer networks. While LL.Ms like Opus 4.6 offer deep contextual
reasoning, deploying them at scale introduces severe network latency and prohibitive, com-
pounding API costs. Therefore, the optimized RF model delivers superior performance
metrics (such as F1 and AUC), well-calibrated probability scores (Brier scores well below
the random guessing 0.25 baseline), and high computational efficiency with minimal ongo-
ing operational overhead.

7.2 Contributions

The primary focus of this research is to comprehensively compare classical ML models
with LLMs in the context of generating actionability probability scores for ASAT warnings.
By evaluating the predictive performance and resource trade-offs of these architectures, and
supplementing this with a qualitative user study to investigate what these scores actually
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mean for the users using them, this thesis provides several key contributions that are listed
in the following sections.

7.2.1 Large-Scale Comparison of Classical ML vs. LLMs

The core contribution of this research is a rigorous, large-scale empirical comparison be-
tween optimized classical ML models (specifically RF and LR) and state-of-the-art LLMs
(the Claude 4.x family) using the NASCAR dataset. The results demonstrate that be-
cause the vocabulary and semantic structure of ASAT warning messages are intrinsically
dense and standardized, deploying computationally expensive LLMs is an unnecessary
over-allocation of resources. The research shows that classical feature engineering, com-
bined with an optimized RF, yields superior predictive performance (achieving a peak F1-
score of 76.85% and an AUC of 0.87) while operating with near-instantaneous inference
times and negligible financial overhead compared to zero- and one-shot LLM experiments.

7.2.2 Evaluation of Probabilistic Calibration

This thesis also contributes a critical evaluation of probabilistic reliability. It moves beyond
standard discrete classification metrics (such as accuracy or Fl-scores), and evaluates the
probabilistic calibration of all models. By incorporating Brier score evaluations, the re-
search reveals a severe limitation in LLMs. Notably, regardless of model scale or the use
of one-shot contextual prompting, LLMs consistently exhibit structural miscalibration and
overconfidence. Conversely, the study shows that an optimized RF model provides highly
reliable uncertainty signals that can be genuinely trusted to generate actionability probabil-
ity scores.

7.2.3 Structural Validation for System Maintenance

From a systems engineering perspective, this thesis contributes a validated, maintainable
preprocessing architecture. Through comprehensive feature correlation and hierarchical
clustering analysis, the research shows that the engineered LSA semantic embeddings and
the derived historical metadata function as orthogonal and non-redundant inputs. This struc-
tural independence guarantees that individual features can be updated or isolated in future
development cycles without the risk of inducing severe multicollinearity errors. This en-
sures long-term system stability and predictable decision-making logic.

7.2.4 Behavioral Insights into Automation Bias and Conditional Trust

As an added component to the model comparison, the qualitative user study provides deep
behavioral insights into what these generated probability scores actually mean for the prac-
titioners using them. The research empirically demonstrates the precise dangers of automa-
tion bias, proving that exceptionally high probability scores (such as a 98% probability
score) can successfully override a developer’s analytical validation process and encourage
blind deference. Furthermore, the study contributes a nuanced understanding of condi-
tional reliance, revealing that developers demand near-absolute certainty (strict thresholds
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between 75% and 95%) before bypassing manual reviews. Additionally, this threshold in-
stantly collapses to zero when dealing with high risk categories like Security.

7.2.5 Statistical Predictors vs. Human Validation Criteria

Finally, by comparing the feature importance mapping with the supplementary qualitative
user study, this research identifies a fundamental operational disconnect between the statis-
tical drivers of predictive models and the specific criteria humans require to build trust. The
findings highlight that while historical metadata, specifically the age of a warning, serves
as the single most powerful predictor for the RF model, participants of the user study ac-
tively disregard it during manual validation. Instead, they universally demand source code
context and severity indicators (such as CVSS or CWE-ID) to validate a model’s output.
This showcases a critical design constraint for how probability scores must be presented in
future ASAT platforms.

7.3 Future work

While this research establishes a foundation for prioritizing Static Code Analysis (SCA)
warnings, several avenues remain for future exploration and pipeline refinement. First,
the generalizability of the optimized models should be validated by expanding the research
scope. Future work should incorporate additional Java datasets generated by a wider variety
of static analysis tools beyond PMD and SpotBugs, and subsequently extend the methodol-
ogy to entirely different programming languages. Furthermore, subsequent studies should
test a broader diversity of state-of-the-art LLMs from various providers to determine if
alternative architectures can resolve the probability miscalibration and cost-efficiency bot-
tlenecks observed in this study.

Methodologically, future data processing must address the context fragmentation caused
by purely random sampling. By cutting datasets along project boundaries rather than at the
individual warning level, models can be trained to better capture localized architectural
styles and project-specific warning clusters. Additionally, the classification pipeline itself
should be expanded. While this research utilizes binary classification (actionable versus
non-actionable warnings), enterprise tools like Sigrid utilize a wider spectrum of triage
states. Future iterations of this pipeline should transition to multi-class classification, ex-
plicitly separating non-actionable warnings into: genuine false positives, non-actionable but
technically valid code smells, and unreviewed states. This expansion will align the model’s
outputs more directly with the real-world enterprise workflow of the collaborating company.

To further optimize precision, future research should explore replacing the general clas-
sifier with category-specific models. Given the distinct semantic structures of different
warning types, training dedicated ML pipelines for isolated categories, such as Security,
Performance, Multi-threading, and Code Quality, could yield higher information density
and more accurate probability calibration than a generalized model. Furthermore, compu-
tational resources should be scaled to allow for interpretability analysis on larger validation
samples, moving beyond the 200-instance cap to better map the correlation of sparse cate-
gorical features.
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Finally, the ultimate objective for this pipeline is its full integration into the current
Sigrid platform at SIG. Deploying the optimized RF model into this live production en-
vironment will allow Sigrid to actively prioritize warnings in real-time workflows. This
industrial integration, coupled with an expansion of the user study to include more develop-
ers and consultants in- and potentially outside of SIG (clients that use the Sigrid platform),
will enable the continuous collection of feedback. Specifically, the integrated interface
should feature a mechanism allowing users to explicitly flag when the model’s actionability
prediction is incorrect. These manual developer corrections will be aggregated into a gold-
standard datasetﬂ By retraining the model on this gold-standard dataset during subsequent
training sessions, the pipeline can actively learn from its edge cases and mistakes. This
closed-loop approach allows the system to iteratively refine its performance and actively
build developer trust at scale.

A gold-standard dataset is a rigorously curated, high-quality repository of human-verified labels that serve
as the absolute ground truth for the model [77].
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Appendix A

Glossary

In this appendix we give an overview of frequently used terms and abbreviations.

ASAT: Automatic Static Analysis Tool.

SCA: Static Code Analysis.

SIG: Software Improvement Group.

ML: Machine Learning.

RF: Random Forest.

LR: Logistic Regression.

DL: Deep Learning.

LLM: Large Language Model.

Al: Artificial Intelligence.

TP: True Positive.

FP: False Positive.

NASCAR: Non-Actionable Static Code Analysis Reports.
LSA: Latent Semantic Analysis.

TF-IDF: Term Frequency-Inverse Document Frequency.

CWE: Common Weakness Enumeration.
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Appendix B

Helper Functions

This chapter provides the functions referenced throughout the study. While these functions
support the underlying technical framework, they are presented here in the appendix to
maintain the narrative flow of the main text. The core analysis remains self-contained and
comprehensible without these secondary scripts, but they are included here for the sake of
reproducibility and technical completeness.

def helper_split_data (data, pos_split, neg_split):
This function splits the data into a new dataframe with a specific
amount of positive and negative samples.

Args:

data (DataFrame): The original dataframe.

pos_split (int): The number of positive samples to include.
neg_split (int): The number of negative samples to include.
Returns:

DataFrame: A new dataframe with the specified number of positive and

negative samples.
rrr

pos_data = data[data[’label’] == 1l].sample (n=pos_split, random_state
=42)

neg_data = dataldata[’label’] == 0].sample(n=neg_split, random_state
=42)

new_data = pd.concat ([pos_data, neg_data]) .reset_index (drop=True)

return new_data

Listing B.1: The code for the helper_split function. It splits data into a new dataframe.
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Appendix C

Informed Consent Form

This chapter presents the informed consent form provided to all participants prior to the
user study phase of this research. The following form outlines the study’s objectives, the
nature of the tasks involving static analysis warning triage, and the data handling protocols
used to maintain participant anonymity.
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Participant Information

You are being invited to participate in a research study titled “Measuring ML-Driven Triage Efficiency and
Developer Trust for SCA”. This study is conducted by Vivian Ning from the TU Delft in collaboration with
SIG, and is part of a master thesis.

The primary focus of this study is to evaluate how an ML-based ranking system alters developer behavior
and decision-making across the Software Development Life Cycle (SDLC) for Static Code Analysis
(SCA). By exploring the dimensions of workflow integration, trust calibration, and decision-making
efficiency, this research investigates where a prioritized list of warnings provides the most significant
reduction in manual triage time. Whether this is in the IDE or during the pull request phase. Crucially, the
study examines the dynamics of developer trust to identify how the presentation of probability scores
influences a user's willingness to investigate a warning and at what accuracy threshold the tool
maintains credibility. Finally, this research seeks to determine if such a tool aligns with practical
developer needs to improve code review efficiency and reduce the Mean Time to Detect (MTTD), or if the
presence of ML-generated rankings introduces new forms of cognitive bias that could impact the
reliability of the development process.

As with any online activity the risk of a breach is always possible. To the best of our ability your answers
in this study will remain confidential. We will minimize any risks by fully informing you about the details
of the experiment and its associated risks, providing you with the option to opt out at any time, and
collecting only information that does not qualify as personal data under the GDPR.

Your participation in this study is entirely voluntary, and you can withdraw at any time. You are free to
omit any questions. You can request to delete your experiment data such as demographic information
and your questionnaire results at any time. You can find the contact details below.

The responsible researcher can be reached by email : vivian.ning@softwareimprovementgroup.com or
phone number: +31 619274274.

24" March 2026

Explicit Consent points

PLEASE TICK THE APPROPRIATE BOXES Yes No

A: GENERAL AGREEMENT - RESEARCH GOALS, PARTICIPANT 0 0
TASKS AND VOLUNTARY PARTICIPATION

1. I have read and understood the study information dated 0 0
24/03/2026, or it has been read to me. | have been able to ask
questions about the study and my questions have been answered to
my satisfaction.




2. | consent voluntarily to be a participant in this study and understand
that | can refuse to answer questions and | can withdraw from the
study at any time, without having to give a reason.

3. lunderstand that taking part in the study involves:

- Triaging warnings manually.

- Filling out a questionnaire to provide demographic information
(such as job role and security experience), report current triage
habits, and rank the features and probability thresholds that
influence my trust in automated tools.

- Answering questions from the interviewer about the triage
experiment and questionnaire.

4. 1 understand that | will be compensated for my participation by
home-made cookies.

5. lunderstand that the study will end in about 75 minutes.

B: POTENTIAL RISKS OF PARTICIPATING (INCLUDING DATA
PROTECTION)

6. | understand that taking part in the study involves the following
risks: The study involves evaluating professional performance during
code triage, which includes tracking my accuracy and speed in
identifying security warnings. Because this research is conducted
within a specific organizational context (SIG), there is a risk of indirect
re-identification if my professional attributes (e.g., job role, experience
level) are combined with my performance metrics.

I understand that these will be mitigated by: All research data will be
strictly pseudonymized and stored on secure university servers, with
all direct identifiers removed. To prevent re-identification within a
small participant pool, demographic data will be generalized into
broad categories (e.g., experience ranges) and results will only be
reported in aggregate form.

7.1 understand that taking part in the study also involves collecting
specific personally identifiable information (Pll) and associated
personally identifiable research data (PIRD) (Familiarity with




technology, years of experience, job position). | understand that
measures (e.g., aggregation of data, no collection of personal names
or other identifications) have been taken to make sure that re-
identification of myself is not possible after | have completed the
study.

8. lunderstand that the following steps will be taken to minimize the
threat of a data breach and protect my identity in the event of such a
breach: The data collected is anonymized and cannot be traced back
to individual participants. We will avoid storing any direct identifiers
(e.g., names, email addresses) unless absolutely necessary.

9. lunderstand that the (identifiable) personal data | provide will be
destroyed after the completion of the study. So the data will be
destroyed 3 months after completion of this study, and | understand
that | can ask for the destruction of my data at any moment after | have
completed the study.

C: RESEARCH PUBLICATION, DISSEMINATION AND APPLICATION

13. l agree that my responses, views or other input can be quoted
anonymously in research outputs




Signatures

Name of participant Signature Date

I, as researcher, have accurately read out the information sheet to the potential
participant and, to the best of my ability, ensured that the participant understands
to what they are freely consenting.

Researcher name Signature Date

Study contact details for further information:
Name: Vivian Ning,
Phone number: +31 619247247,

Email address: vivian.ning@softwareimprovementgroup.com]




Appendix D

The User Study Questions

This chapter details the interview guide used during the semi-structured phase of the user
study. These core questions served as a flexible framework rather than a rigid script. They
were employed selectively to probe deeper into specific topics or to clarify insights that
emerged during the preceding experimental phases.

* “You started with/without the scores. Did you find yourself triaging different? If so
why?”

* “You ranked A as more important than B for trusting the score. Why is A a better
validator of the model’s logic than B?”

* “Given your expertise, do you find yourself looking for reasons to disprove the ML
score, or do you see it as a teammate that catches things you might miss?”

* “You indicated that X% is your ‘trust threshold’. What is the mental difference for
you between an X — 10% score and an X% score?”

» “If these scores appeared in your workflow tomorrow, would it actually reduce your
workload or help you during the process? If so, how (not)?”
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Appendix E

LSA Components

This chapter provides the tables listing the LSA components for the Warning Message and
Source Code features.

Table E.1: Keywords across LSA Components for Warning Message Feature.

Component

Keywords

Component 1
Component 2
Component 3
Component 4

Component 5

Component 6
Component 7
Component 8
Component 9

Component 10

Component 11

Component 12

final, declared, local, variable, parameter, assigned, names, like,
excessively, long

names, like, avoid, excessively, long, variable, short, variables,
local, id

parameter, assigned, names, like, avoid, short, variables, exces-
sively, long, final

digit, underscore, separate, number, high, indicate, imports, cou-
pling, object, degree

match, doesn, field, constant, za, method, public, access, modi-
fier, missing

line, file, occurrence, appears, literal, string, times, long, exces-
sively, used

variables, short, local, file, string, appears, occurrence, literal,
times, line

access, field, modifier, missing, commented, default, method,
value, foreign, degree

method, statement, exit, point, complexity, class, cyclomatic, ju-
nit, threshold, current

value, method, field, foreign, degree, used, overwritten, state-
ment, exit, point

tests, junit, private, package, assert, unit, contain, class, test, con-
structor

class, used, overwritten, constructor, declare, value, line, variable,
assigned, constant
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D. THE USER STUDY QUESTIONS

Table E.1: Keywords across LSA Components for Warning Message Feature.

Component

Keywords

Component 13
Component 14

Component 15

Component 16
Component 17

Component 18
Component 19

Component 20

Component 21
Component 22
Component 23
Component 24

Component 25

Component 26
Component 27
Component 28
Component 29

Component 30

Component 31

Component 32

class, field, declare, constructor, test, final, za, foreign, degree,
declared

foreign, degree, constant, public, value, access, statement, point,
exit, local

za, test, junit, foreign, degree, value, access, instance, match,
doesn

assert, contain, unit, tests, za, fail, include, declare, test, short
complexity, cyclomatic, current, threshold, cognitive, method,
string, npath, unnecessary, public

unused, import, avoid, using, use, test, org, za, java, assert
unused, import, constructor, declare, java, org, field, lang, util,
com

constructor, declare, using, complexity, avoid, redundant, thresh-
old, literals, initializer, current

type, unnecessary, new, explicit, constructor, replaced, use, dia-
mond, arguments, declare

new, braces, statement, complexity, replaced, inside, instantiat-
ing, objects, loops, diamond

use, braces, statement, implementation, run, concurrenthashmap,
concurrent, newer, complexity, field

exception, block, catch, nullpointerexception, exceptions, catch-
ing, generic, runtimeexception, try, lang

braces, test, statement, unnecessary, scope, qualifier, java, using,
lang, initializer

usage, err, qualified, useless, java, lang, braces, statements, un-
necessary, element

test, cases, contains, public, field, constant, inside, instantiating,
loops, objects

logger, level, log, calls, guards, surrounded, braces, unnecessary,
size, fields

fields, constructors, inner, classes, initializers, declarations, pri-
vate, braces, methods, unnecessary

objects, instantiating, loops, inside, java, lang, scope, qualifier,
unnecessary, new

return, linguistics, linguistically, antipattern, void, setter, instanti-
ating, objects, loops, inside

cyclomatic, total, highest, complexity, class, initializer, imple-
mentation, concurrent, run, newer
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Table E.1: Keywords across LSA Components for Warning Message Feature.

Component

Keywords

Component 33
Component 34

Component 35

initializer, java, lang, redundant, concurrent, run, newer, concur-
renthashmap, access, implementation

consider, methods, refactoring, current, threshold, object, data,
exit, point, class

consider, practice, java, refactoring, methods, lang, object, super,
good, constants

Table E.2: Keywords across LSA Components for Source Code Feature.

Component

Keywords

Component 1
Component 2
Component 3

Component 4

Component 5
Component 6
Component 7
Component 8

Component 9

Component 10

Component 11
Component 12
Component 13
Component 14

Component 15

Component 16

Component 17

final, int, static, public, string, private, class, void, new, return
string, private, void, new, null, return, class, map, list, boolean
private, final, string, static, map, logger, volatile, getlogger, log-
gerfactory, hashmap

string, int, map, final, hashmap, protected, key, entry, length, for-
mat

return, int, null, new, boolean, private, false, list, long, object

return, class, null, static, import, public, extends, boolean, final,
false

new, import, list, org, arraylist, static, map, final, class, java
import, int, org, java, string, util, class, com, private, junit

class, int, extends, author, implements, string, map, new, public,
logger

null, void, test, static, throws, exception, private, try, file, logger

boolean, null, protected, class, object, false, map, true, extends,
int

long, list, object, map, protected, boolean, value, null, jsonprop-
erty, override

list, public, arraylist, object, private, map, static, void, integer,
override

object, map, value, hashmap, test, return, key, throws, entry, ex-
ception

append, sb, stringbuilder, object, public, override, value, toin-
dentedstring, tostring, private

list, test, append, protected, final, exception, throws, sb, return,
class

protected, override, void, final, throws, import, ioexception, log-
ger, object, extends
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D. THE USER STUDY QUESTIONS

Table E.2: Keywords across LSA Components for Source Code Feature.

Component

Keywords

Component 18
Component 19

Component 20

Component 21
Component 22
Component 23

Component 24
Component 25

Component 26
Component 27

Component 28
Component 29

Component 30

Component 31

Component 32
Component 33

Component 34
Component 35

Component 36
Component 37

Component 38
Component 39

Component 40

value, protected, jsonproperty, jsoninclude, override, key, throws,
void, exception, byte

static, throws, exception, catch, ioexception, file, try, error, log-
ger, throw

protected, static, test, void, return, map, value, append, float,
hashmap

byte, object, override, static, test, bytes, string, length, key, as-
sertequals

jsonproperty, object, bigdecimal, id, test, type, static, jsoninclude,
protected, string

byte, jsonproperty, map, bigdecimal, public, id, bytes, throws,
test, protected

void, byte, float, type, logger, false, true, java, assertequals, class
file, java, util, lang, path, ioexception, files, com, google, exists

assertequals, override, file, org, testresult, jsonobject, assert, id,
result, logger

float, file, public, throws, org, test, double, assertequals, code,
color

override, type, java, throws, static, com, assertequals, id, test, lang
assertequals, java, testresult, jsonobject, catch, public, logger, as-
sert, com, lang

type, boolean, return, org, builder, method, file, case, final, state

override, jsonproperty, boolean, logger, static, test, void, class,
return, java

id, logger, test, key, float, java, error, catch, value, getlogger
integer, id, throws, void, assertequals, class, return, ioexception,
object, final

integer, test, logger, type, override, catch, java, true, public, error
com, model, alibaba, google, builder, protobuf, assertthat, nacos,
result, istio

extends, catch, result, try, throw, super, key, java, void, exception
key, result, assertthat, config, isequalto, size, properties, context,
true, set

result, false, logger, key, extends, size, equals, entry, getlogger,
throws

key, config, extends, properties, super, jsonproperty, com, integer,
void, index

true, result, logger, code, extends, throws, getlogger, add, field,
set
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Table E.2: Keywords across LSA Components for Source Code Feature.

Component Keywords

Component 41  extends, assertthat, logger, super, isequalto, size, throws, getlog-
ger, loggerfactory, task

Component 42  config, super, extends, properties, context, result, value, builder,
false, java

Component 43  builder, method, build, false, code, request, org, key, super, add

Component 44  size, set, assert, double, assertequals, add, exception, entry, test,
builder

Component 45 context, properties, super, size, message, try, var, source, target,
cache

Component 46  properties, assertthat, builder, isequalto, assertequals, override,
double, void, assert, hashmap

Component 47 set, add, properties, hashset, jsonobject, testresult, field, ok, entry,
getjsonobject

Component 48 double, super, entry, equals, add, bigdecimal, model, message,
field, code

Component 49  super, message, try, equals, ioexception, request, data, method,
throwable, exchange

Component 50 try, ioexception, size, jsonobject, testresult, false, data, println,

Component 51
Component 52
Component 53
Component 54

Component 55

Component 56
Component 57
Component 58
Component 59

Component 60

url, double

equals, entry, try, bigdecimal, extends, ioexception, add, url, ob-
jects, author

size, entry, equals, jsonobject, testresult, exception, method, add,
ok, super

data, add, message, length, bigdecimal, code, node, arraylist,
println, properties

entry, bigdecimal, instance, super, getvalue, entryset, getkey, add,
assertequals, assert

field, bigdecimal, method, code, length, add, index, false, throw,
hashmap

method, request, add, jsoninclude, code, field, entry, path, in-
clude, assertequals

add, try, arraylist, model, request, exception, hashmap, byte, size,
bigdecimal

length, add, jsoninclude, arraylist, super, try, char, include, args,
stringbuilder

instance, field, code, message, com, equals, service, add, author,
ioexception

request, instance, bigdecimal, length, method, exchange, re-
sponse, true, throw, println
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D. THE USER STUDY QUESTIONS

Table E.2: Keywords across LSA Components for Source Code Feature.

Component

Keywords

Component 61
Component 62
Component 63
Component 64

Component 65

Component 66
Component 67
Component 68
Component 69

Component 70

Component 71
Component 72
Component 73
Component 74

Component 75

Component 76
Component 77
Component 78

Component 79

instance, model, length, data, field, try, exception, super, node,
org

ioexception, model, throw, add, error, catch, case, org, jsonin-
clude, runtimeexception

data, method, node, state, url, bigdecimal, visit, instance, bean,
apigetfunctionaddress

model, message, println, method, instance, args, extends, ob-
jectmapper, throwable, length

println, case, field, implements, thread, author, exception, millis,
break, start

url, model, author, path, message, implements, println, instance,
method, exception

author, method, case, implements, state, node, try, event, args,
code

case, url, field, break, message, switch, objectmapper, state, args,
event

field, author, implements, model, message, ioexception, path, ser-
vice, error, true

task, thread, jsonnode, args, getid, instanceof, org, lang, imple-
ments, state

event, apigetfunctionaddress, index, stringbuilder, implements,
char, task, service, objectmapper, state

state, tree, index, visitorstate, description, log, println, date, char,
jsonproperty

event, org, author, lang, google, protobuf, str, iterator, string-
builder, java

path, log, stringbuilder, org, lang, protobuf, google, jsonproperty,
input, event

node, stringbuilder, author, index, char, path, instanceof, param,
date, offset

implements, objectmapper, bean, jsonproperty, mapper, str,
stringbuilder, json, input, add

stringbuilder, bigdecimal, jsoninclude, implements, service, log,
include, annotation, instanceof, node

objectmapper, index, path, jsonnode, arraylist, source, mapper,
target, objectnode, iterator

service, bean, node, path, net, code, iterator, sip, communicator,
thread
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Table E.2: Keywords across LSA Components for Source Code Feature.

Component Keywords

Component 80 arraylist, date, node, offset, event, bytes, hashmap, log, thread,
char
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