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SUMMARY

The phenomenon of rumour spreading refers to a collective process where people par-
ticipate in the transmission of unverified and relevant information to make sense of the
ambiguous, dangerous, or threatening situation. The dissemination of rumours on a
large scale no matter with what purpose could precipitate catastrophic repercussions.
This research aims at addressing this challenge systematically. More in detail, the pri-
mary research objective of this dissertation is

To systematically study the rumour confrontation within online social media.

To accomplish this objective, six steps are taken. At first, the conceptualisation of
the main construct in this research is investigated. There are myriad of concepts in En-
glish language implying false or unverified information. However, despite years of aca-
demic research, there is no consensus regarding their conceptualisation, and they are
often used interchangeably or conflated into one idea. This problem could become an
obstacle to countering the surge of false information by creating confusion, distracting
the community’s attention, and draining their efforts. In the first step, this dissertation
addresses this challenge by providing a process-based reading of false and unverified
information. This view argues that although the genesis of such information might be
deliberate or inadvertent and with different purposes, they primarily disseminate on the
basis of similar motives and follow the same process.

After settling the conceptualisation problem, the next step investigates the role of
communication mediums and especially online social media in the spread of rumours.
Although the phenomenon of rumour dissemination has drawn much attention over
the past few years, it is an ancient phenomenon. The rumours used to circulate through
primitive forms of communications such as word of mouth or letters; however, the tech-
nological development, particularly social media, escalated the scale, speed, and scope
of this phenomenon. This step aims to pinpoint the features privy to social media that
facilitate the emergence and the spread of rumours. Especially, an exclusive automation
mechanism of recommendation systems in social media is closely examined through a
set of experiments based on YouTube data.

The third step in this study investigates the constellation of past counter-rumour
strategies. Although rumour spreading and its potentially destructive effects have been
taken into account since ancient times, it was only less than a century ago that the first
systematic efforts against the mass spread of rumours began. Since then, a series of
strategies have been practised by various entities; nevertheless, the massive waves of
rumours are still sweeping over individuals, organisations, and societal institutions. In
order to develop an effective and comprehensive plan to quell rumours, it is crucial to be
aware of the past counter strategies and their potential capabilities, shortcomings and
flaws. In this step, we collect the counter strategies over the past century and set them
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in the epidemic control framework. This framework helps to analyse the purpose of the
strategies which could be (i) exposure minimisation, (ii) immunisation or vaccination,
and (iii) reducing the transmission rate. The result of the analysis allows us to under-
stand, what aspects of confrontation with rumour have been targeted extensively and
what aspects are highly neglected.

Following the discussion on the epidemic framework, one of the most effective ap-
proaches to rumour confrontation is the immunisation which is primarily driven by
academia. The fourth step investigates the readiness of academia in this subject domain.
When we do not know the readiness level in a particular subject, we either overestimate
or underestimate our ability in that subject. Both of these misjudgements are incorrect
and lead to decisions irrelevant to the existing circumstance. To tackle this challenge,
the technology emergence framework is deployed to measure academia’s readiness level
in the topic of rumour circulation. In this framework, we study four dimensions of emer-
gence (novelty, growth, coherence and impact) over more than 21,000 scientific articles,
to see the level of readiness in each dimension. The results show an organic growth
which is not sufficiently promising due to the surge of rumours in social media. This
challenge could be tackled by creating exclusive venues that lead to the formation of a
stable community and realisation of an active field for rumour studies.

The other aspect of the epidemic framework involves exposure minimisation and
transmission rate reduction, which are addressed in the fifth step by an artificial intel-
ligence based solution. The drastic increase in the volume, velocity, and the variety of
rumours entails automated solutions for the inspection of circulating contents in social
media. In this vein, binary classification is a dominant computational approach; how-
ever, it suffers from non-rumour pitfall, which makes the classifier unreliable and incon-
sistent. To address this issue a novel classification approach is utilised which only uses
one rather than multiple classes for the training phase. The experimentation of this ap-
proach on two major datasets shows a promising classifier that can recognise rumours
with a high level of F1-score.

The last step of this manuscript approaches the topic of rumour confrontation from
a pro-active perspective. The epidemic framework helps to develop solutions to control
rumour dissemination; however, they mostly adopt a passive approach which is reactive
and after-the-fact. This step introduces an ontology model that can capture the underly-
ing mechanisms of social manipulation operations. This model takes a proactive stance
against social manipulation and provides us with an opportunity of developing preemp-
tive measures. The model is evaluated by the experts and through exemplification on
three notoriously famous social manipulation campaigns.
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De verspreiding van geruchten is een collectief proces waarbij mensen meedoen aan
de overdracht van ongecontroleerde en relevante informatie om een ambigue, gevaar-
lijke of bedreigende situatie te begrijpen. Verspreiding van geruchten op grote schaal,
met welk doel dan ook, kan catastrofale gevolgen hebben. Dit onderzoek heeft tot doel
om dit probleem systematisch aan te pakken. Preciezer gezegd, het belangrijkste onder-
zoeksdoel van dit proefschrift is

Systematische bestudering van geruchtenbestrijding binnen online sociale media.

Hiertoe hebben we zes stappen gezet. Eerst onderzoeken we de conceptualisering
van het hoofdconcept van het onderzoek. In het Engels zijn er vele manieren om uit te
drukken dat informatie onjuist of ongecontroleerd is.

Ondanks jarenlang academisch onderzoek is er echter geen consensus over de con-
ceptualisering ervan en worden de termen vaak door elkaar gebruikt of op één hoop ge-
gooid. Dit kan een probleem zijn als we de vloed van valse informatie willen tegengaan
door verwarring te creëren, de aandacht van de gemeenschap af te leiden en hun in-
spanningen teniet te doen. In de eerste stap pakken we in dit proefschrift dit probleem
aan door valse en ongecontroleerde informatie procesmatig te interpreteren, op basis
van het idee dat dergelijke informatie weliswaar zowel weloverwogen als per ongeluk de
wereld in wordt gebracht, en met verschillende doeleinden, maar dat de verspreiding
voornamelijk op basis van vergelijkbare motieven plaatsvindt, volgens hetzelfde proces.

Na het conceptualiseringsprobleem onderzoeken we in de volgende stap de rol van
communicatiemiddelen en met name online sociale media bij de verspreiding van ge-
ruchten. Hoewel de verspreiding van geruchten de laatste jaren veel aandacht trekt, is
het een oeroud fenomeen. Vroeger deden geruchten de ronde via primitieve communi-
catievormen, zoals mondeling contact of brieven; door technologische ontwikkelingen,
met name sociale media, zijn de schaal, snelheid en omvang van dit fenomeen inmid-
dels enorm toegenomen. In deze stap willen we de specifieke kenmerken van sociale
media aanwijzen die bijdragen aan het ontstaan en de verspreiding van geruchten. In
het bijzonder onderzoeken we nauwgezet een exclusief automatisch mechanisme van
aanbevelingssystemen in sociale media door middel van een reeks experimenten op ba-
sis van YouTube-data.

In de derde stap onderzoeken we welke strategieën men vroeger hanteerde in de be-
strijding van geruchten. Hoewel men al sinds de oudheid onderkent dat de versprei-
ding van geruchten vernietigende effecten kan hebben, begon men pas een kleine eeuw
geleden voor het eerst systematisch iets te doen tegen de massale verspreiding van ge-
ruchten. Sindsdien zijn er door verschillende instanties diverse strategieën in praktijk
gebracht, maar nog steeds worden personen, organisaties en maatschappelijke instellin-
gen geteisterd door grote golven van geruchten. Als we een effectief en breed toepasbaar
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plan willen ontwikkelen om geruchten de kop in te drukken, is het essentieel dat we op
de hoogte zijn van tegenstrategieën uit het verleden en dat we weten wat deze wel en niet
wisten te bewerkstelligen. In deze stap verzamelen we de tegenstrategieën van de afge-
lopen eeuw en vergelijken we deze met de bestrijding van een epidemie. Dit kader helpt
bij de analyse van drie mogelijke strategieën: (i) minimalisering van de blootstelling, (ii)
immunisatie of vaccinatie en (iii) vermindering van de overdrachtssnelheid. Door deze
analyse zien we op welke aspecten van geruchtenbestrijding men zich vooral heeft ge-
richt en welke aspecten sterk verwaarloosd zijn.

In de terminologie van een epidemie is immunisatie een van de effectiefste metho-
des van geruchtenbestrijding; deze komt voornamelijk tot stand vanuit de wetenschap.
In de vierde stap onderzoeken we in hoeverre de wetenschap in staat is om deze kwes-
tie het hoofd te bieden. Als we voor een bepaalde kwestie dit ‘paraatheidsniveau’ niet
kennen, overschatten of onderschatten we onze capaciteiten. In beide gevallen kan dat
leiden tot besluiten die niet werken. Om dit probleem aan te pakken hebben we het ont-
staan van een gerucht vergeleken met de opkomst van een technologie. Met dit kader
hebben we het paraatheidsniveau van de wetenschap op het gebied van geruchtencir-
culatie gemeten. In dit kader bestuderen we vier dimensies van ontstaan (nieuwheid,
groei, samenhang en impact) aan de hand van ruim 21.000 wetenschappelijke artikelen,
om het paraatheidsniveau op elke dimensie te zien. Uit de resultaten blijkt een orga-
nische groei van paraatheid die onvoldoende is om opgewassen te zijn tegen de vloed
van geruchten in de sociale media. Dit probleem kan worden aangepakt door exclusieve
podia te creëren die leiden tot de vorming van een stabiele gemeenschap, en door de
realisatie van een actief vakgebied voor de bestudering van geruchten.

Het andere aspect van het epidemiekader betreft minimalisering van de blootstelling
en vermindering van de overdrachtssnelheid. Deze aspecten worden in de vijfde stap
behandeld door middel van een methode uit de kunstmatige intelligentie. De drastische
toename in volume, snelheid en de verscheidenheid aan geruchten betekent dat er auto-
matische oplossingen nodig zijn om content te inspecteren die op de sociale media cir-
culeert. Hiervoor is binaire classificatie de meest gebruikte rekenmethode; een nadeel
hiervan is echter de non-rumour-valkuil, waardoor de classificatiefunctie onbetrouw-
baar en inconsequent wordt. Daarom gebruiken we een nieuwe classificatiemethode,
die voor de trainingsfase slechts één in plaats van meerdere klassen gebruikt. Uit de
experimenten met deze methode op twee grote datasets komt een veelbelovende classi-
ficatiefunctie naar voren, die geruchten met een hoge F1-score kan herkennen.

In de laatste stap van het onderzoek bekijken we geruchtenbestrijding vanuit een
proactief perspectief. Het epidemiekader helpt oplossingen te ontwikkelen om de ver-
spreiding van geruchten onder controle te houden; maar meestal betreft dit passieve
methoden, reactief en achteraf. In deze stap introduceren we een ontologisch model
waarin de onderliggende mechanismen van sociale manipulatie kunnen worden be-
schreven. Dit model neemt een proactieve houding tegen sociale manipulatie aan en
biedt ons de mogelijkheid om preventieve maatregelen te ontwikkelen. Het model wordt
geëvalueerd door deskundigen en naast drie beruchte voorbeelden van sociale manipu-
latiecampagnes gelegd.
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INTRODUCTION

Our lives begin to end the day we become silent about things that matter.

Martin Luther King Jr

1
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2 1. INTRODUCTION

1.1. AN OVERVIEW ON THE PHENOMENON OF RUMOUR SPREAD-
ING

In one of the most famous Shakespeare’s plays - Henry the Fourth, Part II - he writes “ru-
mour is a pipe, blown by surmises, jealousies, conjectures, and of so easy and so plain a
stop, that the blunt monster with uncounted heads, the still-discordant wavering multi-
tude, can play upon it”. Shakespeare’s words elegantly express how easy, widespread, and
vicious the emergence and circulation of rumours could be. Since the play was first writ-
ten, the phenomenon of rumour spreading is exacerbated and turned into a far-reaching
phenomenon to the extent that the World Economic Forum ranked the spread of misin-
formation as one of the top risks facing the world today [1], and Oxford dictionary picked
fake-news as the term of the year in 2016 [2].

Although the rumour spreading is mostly associated with political contexts owing
to the excessive use of rumours by political figures to disparage their rivals and critics,
the scope of this phenomenon is much bigger than politics [3, 4, 5, 6]. It is, in fact, a
domain-agnostic phenomenon that arises in any circumstance in which meanings are
uncertain, questions are unsettled, information is missing, and lines of communications
are absent [6]. From the content perspective, rumours are unverified statements about
instrumentally important topics. Thus any incident -no matter if it is political or not-
could be a subject of rumour-mongering. People engage in the rumour process since
it attributes a ready-made justification to unexplained events. It increases the compre-
hension and understanding of the situation by offering details and reasons as well as
meanings and clarifications. Rumours might also be initiated deliberately as a psycho-
logical tool for strategic purposes such as character assassination, influence operations,
and financial benefits [7, 8, 3]. The dissemination of rumours, whether being intentional
or inadvertent, may feed on hate, create fear, and raise false hopes [9]. It may tarnish
reputation of individuals [4], organisation [3], or even countries [10], provoke riot and
unrest [5], shake financial markets [11], influence decision-making process[12], and dis-
rupt aid operations [13, 7].

The rumour is a collective process whose existence is contingent on the circulation
[14]. In this vein, the role of media is crucial as it streamlines the communication and in-
creases the rate of reach to the audience [15] (and subsequent exposure to the rumour).
Traditionally word-of-mouth and letter were the primary means of communication and
rumour spreading [16]. The advent of the technologies such as printing press and radio
for the mass communication profoundly affected the rumour spreading [15]. Particu-
larly, the sudden rise of social media in the last decade of the twentieth century has pro-
vided a nurturing environment for rumours [17] to thrive and circulate in an unprece-
dented scale, speed, and scope [18, 19]. The size and diversity of social networks [20] as
well as automation mechanisms [21, 22, 23, 24, 25] play a central role in the degree of
rumour dissemination. Besides, other factors, such as a lack of media literacy [26], min-
imal supervision [17], low barrier to entry [27], and the lack of social media regulation
[28] facilitate the creation and circulation of rumours.

The escalation in the rumour diffusion may lead to severe consequences that can in-
fluence political, economic, and social well-being [13]. For instance, on April 23 of 2013,
the Associated Press Twitter account released a tweet saying “Breaking: Two explosions
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in the White House and Barack Obama has been injured.” This tweet went viral by 4000
tweets in less than 5 minutes. The spread of this false news precipitated a big drop (with
the value of 140 billion dollars) in the market in a single day. In fact, automated trading
algorithms immediately began trading based on the potentials and consequences of the
explosion in the white house and the death or injury of U.S. president [11]. This example
just shows one case of rumour spreading with dire consequences. There are plenty of
rumour dissemination cases in other domains such as elections [29, 30, 31, 32, 33, 34,
35], business issues [12, 6], and healthcare [36, 21] which lead into severe outcomes.

In response to the detrimental effects of rumour propagation, a series of confronta-
tion strategies has been devised. Although taking the potential danger of rumour spread-
ing into account and countering this phenomenon was an important action, it was often
an intermittent effort with ephemeral impacts. There was no long-term plan behind the
confrontation strategies. Whenever a major incident happened or was about to happen,
rumours started to thrive and then countering techniques were proposed and practised
[5, 37, 4, 7]. While this approach might have worked previously, it could not keep up
with the rate of rumour supply and circulation due to the sudden growth of social media
in the past decade. Therefore, the countering methods also began changing to the ex-
tent that variety of stakeholders such as social media platforms, governments, academia,
and media organisations started to collaborate and developed new solutions. Although a
constellation of counter-rumour strategies has been proposed and practised in different
levels especially in the past few years, the massive waves of rumours are still sweeping
over individuals, organisations, and societal institutions [13]. This is an alarming trend
that has to be controlled; otherwise, due to the potential of social media rumours the
repercussions might be catastrophic.

1.2. RESEARCH OBJECTIVE AND RESEARCH QUESTIONS
The primary motivation of this dissertation is to tackle the wild spread of rumours in
online social media. A clear problem definition is the first and foremost prerequisite
to this goal. Albert Einstein once said, “If I were given one hour to save the planet, I
would spend 59 minutes defining the problem and one minute resolving it”. It is cru-
cial to obtain a good understanding of the problem before taking any action; otherwise,
the proposed solution would be inaccurate and irrelevant. The problem definition, in
this case, entails determining what exactly has to be curbed and controlled. There are
different variations of false and unverified information (e.g., fake-news, disinformation,
misinformation, conspiracy theory, etc.) which are recognised by the scholars as sim-
ilarly harmful phenomena. However, it has to be clarified what is and what is not in
the focal point of this thesis. Besides, a full understanding happens when the targeted
phenomenon is studied within the context (i.e., social media). It helps to understand
whether and to what extent social media features facilitate the spread of rumours.

By defining and demarcation of the problem, it would be clear what has to be tack-
led. Because of the relatively long period of rumour confrontation in the societies, it
is indispensable to obtain an overview of the past counter-rumour strategies. It would
provide information about the strengths and weaknesses of the rumour responses in the
past. Those information could be utilised later in the development of confrontation plan
against rumour dissemination. After going through the past strategies and investigating
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them, it is time to act and tackle rumours. There are two broad paradigms of passive and
pro-active confrontations. Despite the clear advantages of pro-active approach, the cur-
rent landscape of rumour confrontation is extensively dominated by passive approach.
For an effective and feasible confrontation plan, both paradigms should be therefore
presented in the rumour response agenda.

The passive paradigm consists of two major strands of short- and long-term strate-
gies. Short-term strategies often aim to filter rumours using a machine learning tech-
nique called binary classification. It is a supervised learning technique in which a model
is trained with existing samples of rumours and non-rumours in order to flag unfore-
seen rumour messages. The other set of strategies are the ones with the goal of creating
long-term immunity. Those strategies tend to create a resilient society by training peo-
ple to be more careful and critical about the information they receive. In this vein, the
role of academia to assess the effectiveness of training methods or to develop new meth-
ods is crucial. Despite a great deal of research in this arena, the amount of progress by
academia is not clear yet. This may lead to misjudgements about the performance of the
research topic, which can ultimately result in wrong science policies regarding academic
efforts for quelling rumours. The other confrontation paradigm is pro-active, which aims
to take measure before a rumour begins to spread. This approach has not practised yet;
thus, it is essential to take the preliminary steps and develop an early rumour confronta-
tion model with a pro-active perspective.

To address the above-mentioned gaps, the principal objective of this dissertation is
defined as follows:

To systematically study the rumour confrontation within online social media.

To accomplish this objective, it is required to look into four nearly-independent top-
ics, which are described in the following:

• First, the main construct of this study, namely rumour needs to be scrutinised. It
is like an underlying substrate that glues down different pieces of this manuscript
together. The notion of rumour refers to a complex phenomenon with a contro-
versial conceptualisation which makes its identification rather difficult among the
closely related concepts. The lack of crystal clear understanding of rumour, would
be like going to a war without knowing who the enemy is.

• Second, social media is a major medium for the emergence and the spread of ru-
mours. In the post social media era, the spread of rumours scaled up, accelerated,
and diversified. It is essential to understand the properties and mechanisms of
this environment that facilitate the emergence and growth of rumours.

• Third, having an overarching view regarding the as-is situation of rumour con-
frontation, is essential to tackle rumour spreading in social media. This entails a
comprehensive and critically analysed list of the past counter-rumour strategies
juxtaposed in a common framework.

• Fourth, the addressing shortcomings of the past counter-rumour strategies is a
prerequisite to the development of new confrontation strategies. Due to the long-
standing vulnerability of human-being to rumours and the high rate of diffusion,
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strategies based on short- and long-term approaches should be taken into ac-
count.

For each of the above topics, one or more research questions are raised, whose an-
swers can help address the objective of the dissertation. The first question involves the
main building-block of this research and take the rumour conceptualisation into ac-
count. The second one comprises the role of social media in the facilitation of rumour
spreading. The third question tends to address the as-is situation of rumour confronta-
tion by the analysis of the past counter-rumour strategies. The three remaining ques-
tions are about tackling rumours. In the following, the research questions are discussed
in more detail.

RQ1. WHAT IS RUMOUR AND HOW IS IT DIFFERENTIATED FROM ITS CON-
CEPTUAL SIBLINGS?
This question is posed regarding the epistemic crisis of rumour and its conceptual sib-
lings. There are plenty of concepts in the English language implying false or unverified
information. However despite the years of academic research spent on those concepts,
there is a considerable disagreement between the proposed definitions as they are often
conflated into one idea or used interchangeably. The lack of consensus on the concep-
tualisation could become an obstacle to countering the surge of false information by
creating confusion, distracting the community’s attention, and draining their efforts.

RQ2. TO WHAT EXTENT SOCIAL MEDIA STREAMLINE THE SPREAD OF RU-
MOURS?
Rumour spreading is a long-standing phenomenon between human-beings. The devel-
opment of communication technologies has facilitated the spread of rumours by intro-
ducing features such as synchronicity and distant mass communication. However, the
emergence and radical growth of social media lead to a widespread hyper-connected
network which provided a suitable environment for rumours to thrive and precipitate
catastrophic consequences. This research question tends to investigate the anatomy
of social media to understand the mechanisms and properties that could promote the
spread of rumours.

RQ3. WHAT IS THE CURRENT STATUS OF RUMOUR RESPONSE STRATEGIES?
Despite tremendous efforts on the development of counter-rumour strategies, when-
ever a news-worthy incident occurs, social media flooded with rumours as if there is no
mechanism to tackle this mischievous phenomenon. Here, the purpose of questioning
the as-is situation is to shed light on the past efforts in countering rumours to ascertain
the flaws and shortcomings of current control approaches. It works as a bird-eye view
which allows understanding what aspects of rumour confrontation has been targeted
extensively and what aspects are highly neglected.

RQ4. HOW READY IS THE ACADEMIA REGARDING THE SPREAD OF RUMOURS?
One of the important aspects of confrontation with rumour spreading that deserves spe-
cial attention is to create immunity against the rumours. Academia is on the front-line
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of developing immunity-based response; however, it is not known whether the past aca-
demic efforts could do justice to the significance of this confrontation approach. This
can be problematic as it may lead to the overestimation or underestimation of academia
regarding its competency in tackling rumours. What this research question is bringing
up is to measure the readiness of academia regarding rumour spreading. This evidence-
based approach prevents misjudgements and leads to decisions relevant to the reality
and existing circumstance.

RQ5. HOW COULD WE IDENTIFY RUMOURS IN SOCIAL NETWORKS AUTO-
MATICALLY, CONSISTENTLY AND IN A TIMELY MANNER?
The massive flow of rumours in social media has made the manual inspection of the
transmitted messages impossible. One of the alternative approaches that could be used
is computational rumour detection which is scalable and fast. The dominant compu-
tational technique for the identification of rumours is the binary classification which
tends to be inconsistent as it is highly dependent on annotators’ volition in the annota-
tion phase. This would call for a solution that benefits the scalability and speed of this
approach and can address its inconsistency issue.

RQ6. HOW COULD WE TAKE PREEMPTIVE MEASURES REGARDING RUMOURS

IN SOCIAL MEDIA?
Despite the discrepancies between the counter-rumour strategies, they share a similar
confrontation style. They develop resilience against rumours in a retrospective manner.
They tacitly assume the inflow of rumours always recycles the past rumourmongering
techniques. Thus if the new rumours use novel techniques, it would be pretty hard to
rein them. In order to address these issues, we could switch to the pro-active confronta-
tion style, which simply means looking at the rumour process from rumourmonger eyes.
This would allow to think like adversaries, discover their plans before execution, and de-
velop preemptive measures.

1.3. CONTRIBUTIONS AND GUIDE TO READERS
In particular, this dissertation makes six different contributions to the field of rumour
studies by a systematic study on the rumour confrontation within the social media. Chap-
ter 2 contributes a comprehensive conceptualisation regarding the notion of rumour
and its conceptual siblings. Chapter 3 investigates the role of social media in the ru-
mour promotion by measuring the extent that recommendation systems streamline the
spread of rumours. Chapter 4 evaluates the as-is situation of rumour confrontation by
presenting past counter-rumour strategies, and then setting them in the epidemic con-
trol framework. Chapter 5 contributes to the rumour immunisation approach by mea-
suring the readiness of the academia regarding rumour spreading through a bibliometric
approach. Chapter 6 contributes to the mitigation of rumour transmission- and rumour
exposure-rate by proposing a novel approach to computational rumour detection based
on machine learning techniques. Finally, Chapter 7 proposes a pro-active approach to
rumour confrontation by developing an operational level model that can capture the un-
derlying mechanisms of rumour campaigns. The following outline puts forward the list
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of contributions as well as their corresponding chapters and research questions.

• Chapter 2 In response to RQ1, we examine the epistemic crisis between differ-
ent variations of false and unverified information. We delve into the literature and
infer that rumour, misinformation, disinformation, propaganda, conspiracy the-
ory, pseudoscience, and fake-news belong to the same conceptual family as they
follow a similar development process. The genesis of each concept might find its
origins in different uses, but after the first generation of transmission, different
variations start to look alike. This would help the scientific community to pool
their knowledge and resources on confrontation with rumour spreading instead
of endless discussions on the categorisation of false and unverified information.
It is also discussed that gossip and legend do not belong to the rumour family no
matter how similar their development process is. This would also brief the com-
munity to include different variation of rumours and leave out gossips and legends
when they study rumours. Chapter 2 provides a more detailed explanation regard-
ing this process-based view to rumour and its conceptual siblings.

• Chapter 3 In response to the RQ2, namely the role of social media in the promo-
tion of rumours, we investigate an exclusive social media automation mechanisms
of recommendation systems as they are alleged to play a central role in the spread
of rumours. To this end, we analysed 1,000 YouTube videos about conspiratorial
topics. Our analysis along with a handful of studies in this domain show that the
automation mechanisms in online social media platforms have a clear impact on
the spread of rumours; however, this effect mediates by a variety of factors such as
location, time, and rumour topic. In Chapter 3 data collection, experiments and
results are thoroughly discussed.

• Chapter 4 In response to RQ3, we collect, review, and analyse major counter-
rumour strategies that were dispersed in the literature. Our focus is on the organ-
isational and governmental response to tackle the rumours since the world war
II. To understand why those strategies could not steadily rein in rumour spread-
ing, we analyse them using epidemic control framework due to the strong similar-
ity between the propagation of disease and information. We conclude that the
ephemeral reactions, the absence of a comprehensive plan, and neglecting the
immunisation-based solutions are amongst the reasons for the failure of response
to rumour dissemination. Chapter 4 provides detailed explanations regarding the
counter strategies and their analysis.

• Chapter 5 In response to RQ4, we use the theory of emergence to assess the
readiness of academia regarding rumour spreading. Based on this theory, five di-
mensions of novelty, growth, coherence, impact, uncertainty and ambiguity de-
termine the status of an emerging phenomenon. In this research, we first need
to quantify the academic efforts regarding rumour spreading to be able to mea-
sure it. To this end, we collect more than 21,000 scientific papers about rumours.
The next step is the operationalisation of the emergence dimensions. After this
phase, and measuring the degree of emergence in the topic of rumour spread-
ing, we could observe an increasing trend for the growth, the coherence and the
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impact and a decreasing trend for the novelty. To propel this research domain
and encourage academia to contribute more to this arena, we propose an external
push strategy meaning arranging dedicated publication venues such as journals
and conferences for this field of research. In Chapter 5, data collection, analysis,
and results are explained and discussed in detail.

• Chapter 6 In response to RQ5, we first pose a major issue regarding the binary
classification as the predominant approach in computational rumour detection.
we argue that unlike rumour samples which are often annotated similarly, non-
rumours get their labels arbitrarily based on annotators’ volition. Because of that,
binary classification may lead to unreliable outcomes. To tackle this issue, we pro-
pose to use a novel classification approach called one-class classification (OCC).
Unlike the binary classification, the training in OCC is only based on one class.
We apply seven once-class classifiers from three different learning paradigms and
compare their performance. Our results show that this approach can recognise
rumours with a high level of F1-score. Chapter 6 provides detailed explanations
regarding data, features, and experiments.

• Chapter 7 In response to RQ6, we propose a proactive rumour confrontation
approach which provides us with an opportunity of looking at the rumour cam-
paigns from an adversarial perspective and developing preemptive measures. We
develop this model in a step by step manner. We start from a coarse-grained model
(by combining the misinformation machine model and Maathuis Cyber Operation
Model), then we operationalise it based on the literature, real cases, and expert in-
terviews in an iterative manner. Finally, we give a formal presentation of the model
using OWL. In Chapter 7 the model development and verification is explained in
detail.

1.4. ENGINEERING SOCIAL TECHNOLOGIES FOR A RESPONSI-
BLE DIGITAL FUTURE

This section explains the relevance of this thesis with the TU Delft’s research program
of “Engineering Social Technologies for a Responsible Digital Future”. The technological
developments are accelerating across a large number of domains, from health to finance
and communication [38]. This rapid development is like a double-edged sword which
comes with perils and promises. Although on the surface, technologies often offer a lot to
fix problems and improve humans life, but underneath they may lead to more troubles.
Thus, there is an urgent need for the investigate those technologies (and the changes
inflicted by them), in order to take appropriate measures before it gets too late.

One of those technologies with far-reaching implications on our lives is social me-
dia. It has removed the physical barriers and allows multilateral synchronous com-
munication with long-distance locations. It also provides us with the opportunity of
multi-media message transmission. However, all those features could also serve the
mischievous function of rumour spreading which may lead to catastrophic repercus-
sions. Hence it is of the utmost importance to protect and secure this technology by
countering irresponsible usages. Due to the multidisciplinary nature and the large scale
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of the problem, it should be addressed by social technologies which incorporate both
social and computational aspects of the problem. This problem is addressed based on
the principles mentioned above. It harvests a socio-technical approach to benefit social
media without any concern regarding rumours.





2
CONCEPTUALISATION OF FALSE

AND UNVERIFIED INFORMATION

Money may hire a rumor agent but it cannot forge a rumor chain

The Psychology of Rumor, Gordon Allport & Leo Postman

There are myriad of concepts in the English language, implying false or unverified infor-
mation. Despite years of academic research, there is no consensus regarding their con-
ceptualisation and they are often used interchangeably or conflated into one idea. This
problem could become an obstacle to countering the surge of false information by creating
confusion, distracting the community’s attention, and draining their effort. To tackle this
issue, the following research question is posed in this chapter:

• What is the rumour and how is it differentiated from its conceptual siblings?

To address this question, we identify and explain the various forms of false and unverified
information, their relevance, and impact. In the next step, we argue that if we take the
process-based view into account, most of those variations behave like rumour spreading.
Based on this approach, although the genesis of such information might be deliberate or
inadvertent and with different purposes, they primarily disseminate on the basis of similar
motives and follow the same process 1.

1This chapter is based on the following under review manuscript: Fard, A. E., & Verma, T. A Comprehensive Re-
view on Countering Rumours in the Age of Online Social Media Platforms. In Causes and Symptoms of Socio-
Cultural Polarization: Role of Information and Communication Technologies, Springer (Under Review).
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2.1. INTRODUCTION
There are many concepts in the English language implying false or unverified informa-
tion. Terms such as misinformation, disinformation, rumour, urban legend, fake-news,
propaganda, and conspiracy theory are just a few of these concepts that intermittently
appear in the scientific arena. What academia has experienced regarding the concep-
tualisation of those terms and their conceptual siblings is an epistemic crisis. Although
there are plenty of studies exploring various kinds of false and unverified information
from different angles, there is considerable disagreement between proposed definitions.
They are often conflated or have been used interchangeably [39, 40, 41, 42, 43, 44, 17, 13,
45, 46, 47]. The lack of consensus on the conceptualisation would create confusion and
drains the community’s efforts in countering the surge of false information.

Despite the discrepancies in the definitions, if the dynamics of false and unverified
information is taken into account, then much similarities would appear between many
of their seemingly different variations. By the dynamics, it means taking the process (i.e.
creation and dissemination) of false & unverified information into account. Although
the genesis of such information might be deliberate or inadvertent and with different
purposes, they primarily disseminate on the basis of similar motives and follow the same
process [6, 8, 48].

Tackling this issue would help to understand what we are and what we are not going
to confront. In other words, it would demarcate the boundary of this research. Addition-
ally, addressing this issue would lead to a more valid and accurate plan to overcome the
threat of misleading information.

2.2. THE VARIATIONS OF FALSE AND UNVERIFIED INFORMATION
This section investigates rumour, gossip, legend, propaganda, conspiracy theory, fake-
news, pseudoscience, and misinformation as major variations of false and unverified
information.

2.2.1. RUMOUR

The notion of rumour refers to unverified and instrumentally relevant information state-
ments in circulation that arise in a situation of ambiguity, danger, threat, or change; and
are passed along by the people attempting to make sense or to manage risk [6, 49, 8, 7].
In the following, the elements of this phenomenon is discussed in details.

First, rumours are declarative statements composed of nouns and verb statements
that purport to inform, explain, predict and thus provide information [6, 50]. For ex-
ample, the viral (false) rumours of “McDonald puts red worms in their hamburgers” [3],
“Procter & Gamble has a connection with the church of Satan” [3], “The African AIDS
pandemic occurred because the AIDS virus was created in a Western laboratory and
tested on Africans” [8] are all declarative statements aiming to transfer (misleading) in-
formation to their readers. Second, the rumour is a collective process that arises in the
collaboration of many. It involves a division of labour among participants, each of whom
makes a different contribution [14]. Rumour existence is contingent on its circulation
[50], and end of the communication activity equals to the death of rumour [14] therefore
private thoughts, prejudices, beliefs, attitudes, or stereotypes held by an individual are
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not deemed as a rumour, although each of which may be conveyed in a rumour [6]. Ru-
mour is not considered as the transmission of a designated message, but as something
that is shaped, reshaped, and reinforced in a sequence of message transmission [14]. Ru-
mour can also be viewed as a meme that may adapt, survive, or die just like species in
the nature that follow the same process [8].

Third, a rumour spreads if it relates to, affects, or threatens rumour participants in
some way. The term “instrumental” emphasises on the purposeful function of rumour
rather than being solely sociable, entertaining, and aimless. Although rumours could be
a vehicle for the entertainment and sociability, they are not primarily meant to pass the
time. Rumours tend to be about topics that people perceive relatively urgent, significant,
or important [7]. In their seminal book “Psychology of Rumor”, Allport and Postman
write, “. . . an American citizen is not likely to spread rumour concerning the market
price for camels in Afghanistan because the subject has no importance for him” [4].

Fourth, rumours are unverified in some context, and they are not accompanied by
substantial evidence for at least some group of people [8]. Being unverified does not
equal to being false. In fact, an unverified piece of information can be true or false.
Truthfulness refers to the correspondence with objective reality, while verification means
correspondence with objective reality based on an external resource. Fifth, rumours
tend to thrive amid situations that are ambiguous, confusing, uncertain, and threat-
ening. Situations with uncertain meanings, unsettled questions, missing information,
absent communication lines, and physical & mental impacts [6]. Rumours are predom-
inantly associated with wars, natural/human-made disasters, elections, economic and
political crises, and minority group antagonism since such contexts have a high level of
ambiguity or pose a threat [3].

Sixth, rumours are circulating primarily as a sense-making or threat management
mechanism. In order to understand rumour as a sense-making mechanism, we first
need to understand how individuals make sense of things. Sense-making is similar to
the task of explanation, which aims at increasing comprehension and understanding. It
offers details and reasons as well as meanings, clarifications, and justifications. One of
the forms of sense-making is threat management. As it is discussed earlier in this section,
threat or potential threat is one of the contexts that rumours tend to emerge. In such sit-
uations, rumours operate as a coping strategy by neutralising the threats or encouraging
people to deal with them through positive actions or simply feeling better about them.
For example, denigrating the source of the threat or bolstering our position, cause, or
group are typical stable causes that are posed by the rumours at the time of threats[6].
Although rumours primarily function as a sense-making and threat management mech-
anism, they serve other functions such as titillation and breaking the monotony [6, 3],
alliance making, and enforcement of communal norms. None of these functions is mu-
tually exclusive, in other words, in a rumour, there might be some people who find it en-
tertaining or some others who use it to build alliance; however, the essence of rumours
is sense-making and threat management while other functionalities are secondary [6, 3].

2.2.2. GOSSIP

Gossip is an evaluative social talk about an individual’s personal life. It is a group level
evolutionary phenomenon [51] which glues down groups and adjust people’s relation-
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ships. Gossiping can maintain group cohesiveness, and establish, change, and maintain
group norms, group power structure, and group membership. It can also function as an
entertainment mechanism [6, 7]. Gossiping is also an effective strategy when it comes
to the intragroup competition [6, 52]. Gossips may get slanderous and be driven by ne-
farious self-serving motives. They may break groups apart or taint people’s reputation.
However, there are benevolent gossips that function as a warning against the harmful
behaviour of particular individuals. Gossips may also regulate individuals’ behaviour re-
garding the context. Gossip is a mechanism between friends, not those who do not know
each other. It is the signal of affiliation, closeness, and camaraderie [6, 52].

2.2.3. LEGEND

Legends2 are narratives with moral lessons about unusual, humorous, or horrible events
[53, 7]. They are recounted for many years, and after a prior history of distortion and
transformation, they converge to stable forms and become part of the folklore and verbal
heritage of people3. Legends are immortal because they capture the universal aspects of
human character. Legends are told in a storytelling framework. They have a setting, plot,
characters, climax, and denouement. They function as a mechanism for entertainment
and propagation of values and mores. Legends also make sense of the world by providing
answers to the persistent riddles of life. Legends are about subjects which considered
important for successive generations. If the legends are about primal forces, cosmology,
or religious beliefs, then they are called myth [4, 7].

2.2.4. PROPAGANDA

Propaganda refers to persuasive tactics devised deliberately by governments or corpo-
rations to promote or challenge a particular viewpoint by manipulating symbolic repre-
sentations [14, 42, 54]. Propaganda might be used in a variety of subject domains; how-
ever, two of them are more prevalent: politics and business. The former aims to spread
pro-government or pro-party narratives; to attack the opposition or mount the smear
campaigns; to distract or divert conversations or criticism away from important issues;
to drive division and polarisation, and to suppress participation through personal at-
tacks or harassment [55]. In the latter, the goal is to influence the beliefs and undermine
reliable evidence by the corporates. During the second half of the twentieth century, to-
bacco companies organised campaigns to undermine scientific evidence demonstrating
the link between lung cancer and smoking. They could successfully delay regulation to
reduce smoking [39, 42].

Propaganda over online social media is called computational propaganda. It is de-
scribed as “the use of algorithms, automation, and human curation to purposefully man-
age and distribute misleading information over social media networks” [25]. The com-
putational setting in computational propaganda allows automation which brings scala-
bility and anonymity. Many of the state and non-state actors use computational propa-

2The term “legend” refers to both traditional legends (about knighthood, ogres, witches, sleeping princesses,
etc.) and modern or contemporary legends (about dating, technology, organ removal, etc.) (Mod-
ern/Contemporary legends are also called urban legends which is a misnomer because those narratives do
not necessarily take place in urban environment).

3For urban legends, they take the context whereby they are recounted.
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ganda to suppress their oppositions , to promote their viewpoints, to divert or destroy
movements , and to create fake trends [25, 55, 56].

Propaganda may take three broad shapes on the basis of accuracy and source recog-
nition. The white propaganda refers to relatively mild propaganda with an accurate
message, identified source, and acknowledged sponsorship. In contrast, the black pro-
paganda is credited to false sources and aims to harm its audience via Lies, fabrications
and deceptions. The third shape is situated between black and white propaganda, where
the message accuracy is uncertain, and the source may or may not be identified [57, 58,
59].

Propaganda may take particular shapes. One of them is innuendo which functions
as a character assassination technique to discredit the reputed individuals. For instance,
since early times innuendos tarnished U.S. presidential elections by accusing of candi-
dates with illicit sexual relations, racism, brutal treatment of wives, drunkness and the
alleged possession of certain blood types [4]. It may also serve as a projection technique
to accuse another person of the same things that the accuser is guilty of [8]. One of the
most notorious shapes of propaganda rumour is disinformation which was invented by
KGB in 1923. It is black propaganda based on forgeries. Disinformation includes forged
and fabricated narratives, letters, documents, photographs, reports, and press releases
[60, 61, 62]. One of the kinds of forgery that is getting increasingly popular is audio-
visual (AV) manipulation. It includes both the cutting edge AI-reliant technologies of
deepfakes as well as cheap-fakes that are conventional techniques of audiovisual ma-
nipulation such as speeding, slowing, cutting, re-staging, or re-contextualising footage
[63].

2.2.5. CONSPIRACY THEORY
Conspiracy theories are unverified information in circulation about events or incidents
that are caused on deliberate hostile purposes by a coalition of actors operating in secret.
A conspiracy theory assumes predesigned patterns govern the universe, and there is no
room for randomness and coincidence. That is why conspiracy theories try to randomly
connect the dots and find the secret patterns [64, 65, 66]. Conspiracy theories may arise
in a variety of subject domains such as scientific research (e.g. global warming is a hoax
created by China [67]), sport (e.g. referee bribing conspiracy theory [64]), or the govern-
ment (e.g. deep state conspiracy theory [68]). Among the commonly used conspiracy
tactics are contradictory explanations, overriding suspicion, nefarious intent, something
must be wrong, persecuted victim, immunity to evidence, and re-interpreting random-
ness [69].

2.2.6. FAKE-NEWS

The notion of fake-news4 is defined as “the fabricated information that mimics news
media contents in form but not in the process and intent”. Fake-news outlets do not
follow editorial norms and guidelines [17]. In such outlets, there is neither fact-checking

4In the current political climate, there is a major disagreement in academia regarding the consumption of the
term “fake news” as it became a value-loaded term linked to particular political figures [13, 17]; however, due
to the lack of an alternative term and to avoid adding further confusion to the existing fluid terminology, we
have elected to retain the term “fake-news”.
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nor source verification; articles are emotionally charged and written in narrative style;
sometimes, articles have inconsistencies with the registration date [44]. Although fake-
news articles have mostly arisen in a political context, there are plenty of cases in other
domains such as vaccination, and stock values [17].

Since the early days of journalism, fake-news found its way into the news outlets.
Fake-news articles could draw attention easier than real news as there is no constraint
for fabrication, and we can be as creative as we want to develop appealing, attention-
grabbing and memorable fake-news articles [70]. More attention means higher reader-
ship, which can lead to a more significant profit margin for the news outlets [71]. One of
the earliest and most successful fake-news articles was the New York Sun’s “Great Moon
Hoax” of 1835 claimed there was an alien civilisation on the moon. This fabricated story
drew much attention to New York Sun to the extent that its circulation reached from 8000
to 19000 copies, which meant overtaking Times of London as the world’s bestselling daily
newspaper [71, 72, 73].

2.2.7. PSEUDOSCIENCE

A statement is considered pseudoscientific if it satisfies three criteria of (i) scientific do-
main, (ii) unreliability, and (iii) deviant doctrine. The criterion of scientific domain en-
tails a pseudoscientific statement to be about an issue within the domain of science.
The term “science” implies science in a broad sense which comprises humanity as well.
Based on the criterion of unreliability, a pseudoscientific statement suffers from a severe
lack of reliability and trust. Besides, it can neither be used for knowledge production
nor practical cases. The deviant doctrine criteria indicate the support of pseudoscien-
tific statement proponents to represent that statement as the most reliable knowledge
on the subject matter. In order to consider a statement pseudoscientific, all the three
conditions require to be confirmed. For example, if a statement satisfies the first two cri-
teria but not the third one, probably it is fraud in science or mistake in science, but not
pseudoscience [74].

Pseudoscience can take two different forms of science denialism and pseudo-theory
promotion [74]. Science denialism refers to “the rejection of empirically supported propo-
sitions despite scientific consensus and the effort to create the appearance of debate
when there is none” [75]. Some typical examples are climate change denialism, Holo-
caust denialism, relativity theory denialism, aids denialism, vaccination denialism, and
tobacco disease denialism [74]. Science denialists pursue certain types of techniques
to present their arguments and persuade others. The FLICC framework collected those
techniques and categorised them under five groups of fake-experts, logical fallacies, im-
possible expectations, cherry-picking, and conspiracy theory [69, 76].

The other category of pseudoscience is pseudo-theory promotion which is referred
to the fabrication of a set of claims in order to advance the pseudoscientist’s theory.
Sometimes it leads to the rejection of parts of science. Some typical examples of pseudo-
theories are astrology, homoeopathy, iridology, Scientology, transcendental meditation,
and ancient astronaut theories [74, 77]. Science denialism and pseudo-theory promo-
tion are not mutually exclusive, and there are cases with shades of both categories. For
instance, although Scientology is an exemplar case of pseudo-theory promotion, Sci-
entologists attack science-based psychological treatments and disparage it, in order to
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justify and promote their solutions [74].

2.2.8. MISINFORMATION

The other term that is often used in this domain is misinformation. This concept orig-
inates in cognitive psychology and developed by the scholars who were studying mis-
information effects on memory formation, visual object classification, children’s ability
to infer the mental states of others, and performance on multiple-choice tests [39]. The
misinformation effect refers to “the distorting effects of misleading post-event informa-
tion on memory for words, faces, and details of witnessed events” [78]. Nevertheless,
nowadays, the term has found a much broader yet loose meaning: any kind of deceptive
message that might be harmful but spreads inadvertently [39]. It overlaps with many
of the concepts that we discussed so far. Regardless of the intent behind the spread of
information, if its truthfulness is unverified for an individual and s/he spreads it (with-
out malicious intention), then that piece is considered as misinformation. This means
those uninformed individuals who discuss different forms of rumours without strategic
purposes are participating in misinformation circulation.

2.2.9. THE COMPARISON OF FALSE AND UNVERIFIED INFORMATION

This section compares different forms of false and unverified information using the in-
formation dimension scale (IDS) [7]. IDS is a framework to differentiate information
structures. The first dimension specifies to what extent a piece of information is sup-
ported by an evidence. The second dimension shows to what extent the statement is
important, is significant, and will be talked about seriously. The third dimension mea-
sures the extent to which the information discredits someone and is derogatory. The
fourth and fifth dimension try to capture the original theme, structure, and function of
the statement when it initiates. The last dimension rates the extent to which the state-
ments is entertaining, amusing, and enjoyable. Table 2.1 compares the discussed con-
cepts based on the IDS framework.

2.3. PROCESS-BASED PERSPECTIVE
This section investigates the dynamic of false and unverified information by explaining
the emergence and dissemination phases. False and unverified information is initially
shared to serve four broad purposes of (i) social manipulation, (ii) sense-making and
threat management, (iii) social dynamics, and (iv) cultural dynamics. Social manipula-
tion refers to “the purposeful, systematic generation and dissemination of information
to produce harmful social, political, and economic outcomes in a target area by affecting
beliefs, attitudes, and behaviour” [79]. Planting misleading information into public is a
long-standing manipulation strategy when much is at stake (e.g. in wartime, elections,
highly competitive markets). False and unverified information can also appear at the
time of uncertainty and threat as a coping strategy and “to give meaning to our sensa-
tions and to put a context around them, so they gain significance and fit into an under-
standing that coheres“ [6]. They may also function as a social mechanism to entertain,
to supply social information, and to establish, change, or maintain group membership,
group power structure, or group norms [7]. The cultural dynamics is the other purpose
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Table 2.1: Comparison between different forms of false and unverified information ( [7]).

Evidentiary
basis

Perceived
importance

Content
slanderous

Message theme & structure Function Entertaining Citation

Rumour Low High Maybe
The message is a declar-
ative statement, consisting
mostly nouns and verbs.

To make sense of
ambiguity and to
manage threat or
potential threat

Maybe [6, 7]

Gossip Maybe Low High
The message is evaluative,
informal and refers to indi-
viduals.

Allowing groups to
become more cohe-
sive and to define
their membership,
norms, and power
structure

High [6, 7]

Legend Low Low Low

The narratives pertains to
issues that are important
for successive generations
such as birth, marriage,
and death. They have story
like structures, including
setting plot, characters, cli-
max, and denouement.

To entertain and
to convey mores,
norms, and cultural
truths

High [4, 6, 7]

Propaganda Low High High

The messages are about
supporting or challeng-
ing particular viewpoints
or ideologies mostly in
politics and business.
The message structure is
composed of fabricated
materials as well as manip-
ulated and vivid images,
symbols, and slogans.

To simultaneously
induce psycholog-
ical threats and
to function as a
sense-making and
threat management
mechanism.

Low

[4, 6, 7,
25, 55,
57, 58,
60, 61]

Conspiracy
Theory

Low High High

The messages follow a
narrative about covert and
hostile activities of secret
and powerful groups.

To cope with threats
by providing alter-
native explanations
for events and inci-
dents.

Low [48]

Fake-news Low High High

The messages are emotion-
ally charged and written in
narrative style; They are
not fact-checked and their
source is not verified. In or-
der to draw attentions, el-
ements of (i) threat-related
information, (ii) sexually
related information, or (iii)
elements associated to dis-
gust, are incorporated.

To gain financial
benefits by drawing
eyeballs.

Maybe
[17, 44,
71, 70]

Pseudoscience Low High Maybe
The message pertains to an
issue within the domain of
science in a broad sense.

Sense-making and
threat management
by rejecting the
empirical studies
and/or promoting
fabricated claims

Low [74, 77]

Misinformation Low High Maybe For sense-making Maybe [39]
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of spreading false and unverified information to establish, maintain, or impart cultural
mores, or values, and also provides answers to the persistent riddles of life [7, 4].

After creation of the message with either of those purposes (deliberately or inadver-
tently), it has to be conveyed to public. The generation and circulation of false or unver-
ified information could be done through conventional (e.g., word of mouth) or modern
(e.g., newspaper, television, or social media platform) means of communication. Some-
times they could also combine and create a hybrid environment for the information cir-
culation.

After the false and unverified information releases, it would be extremely challeng-
ing to control its passage and keep it in check no matter for what purpose it has been
created in the beginning. It forms spontaneously and its development depends upon
fortuitous events, momentary emotional reactions, and the particular interest of those
who make up the public [14]. When false and unverified information goes public, then it
is driven by spontaneous discussions including different kinds of communication pos-
ture among the people who come across those information [7]. People often participate
in those discussions in a collaborative manner by raising questions, providing informa-
tion, indicating beliefs and opinions, expressing feelings, or suggesting a course of action
no matter what is the type of false and unverified information [80]. Thus, whether it is a
black propaganda to tarnish a presidential candidate, or an honest mistake about con-
fusing the sound of a fire-cracker with an explosion, the same dynamic will happen. This
dynamic process is exactly similar to what happens in rumour spreading when people
engage in the shared sense-making process through interaction with others.

In fact, although the genesis of different variations of false and unverified informa-
tion might be for different reasons, they pursue a similar dissemination dynamic which
causes they look like rumour spreading after the first generation of the transmission.
Propaganda and fake-news are planted into public deliberately to induce psychological
threats and take advantage of the people; however, the audience treats them in the same
way that they treat rumours. In fact, people circulate their impressions, interpretations,
or reactions among themselves in order to make sense of those information [81, 8, 6].
Similarly, conspiracy theories and pseudoscience emerge as a coping strategy among a
group of people to manage psychological threats in response to uncertain or threatening
situations [48]. Nevertheless over the time they pursue the same path as rumours. Leg-
ends, myths, and urban legends are also very similar phenomenon; however, their life-
cycle is much longer than rumours; hence we consider them as a separate phenomenon.
Similarly, gossip is also a distinct phenomenon as it happens in the group level with a
slightly different dynamic [7].

2.4. WHAT HAS TO BE CURBED?
This section explains why not every form of message in the constellation of false and
unverified information needs to be curbed and controlled. As it is discussed before, ru-
mours, legends, and gossips are three broad variations of false and unverified informa-
tion. Amongst them, the least harmful one is a legend and its siblings, namely urban leg-
end and myth. Although they had been rumour once, after years of transmission, it is a
distinct phenomenon with key differences. The primary goal of legends is to share values
and to provide answers to the riddles of life. Thus, it is highly unlikely that legends lead
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to harmful consequences. The other one is gossip which mainly maintains group-level
mechanisms such as cohesiveness, power structure, norms, and membership. However,
it may take the slanderous shape and function based on nefarious self-serving motives.
Nevertheless, it is highly unlikely that the impact of gossipping goes beyond the group
boundary and reach to higher levels.

The other construct is rumour and its offspring. In a broad sense, rumour functions
as a sense-making or threat management mechanism; however, depending on the form
of rumour, both sense-making and threat management may take different shapes. In
propaganda rumour, it mostly serves a pernicious function. Although there are different
types of propaganda rumour, it is mostly used for malign purposes. The conspiracy ru-
mours are also relatively harmful and harass their subjected groups by falsely accusing
them. Fake-news rumours might become harmful by promoting appealing yet fabri-
cated materials to lure individuals. The pseudoscientific rumour is a toxic phenomenon
that attacks the institution of the science by tarnishing scientists, scientific evidence, and
scientific methods. Misinformation does not inflict any harm wittingly; however, as it is
discussed before, it may appear when uninformed individuals are engaged in rumours
process. Besides, even if misinformation rumour does not take the shape of derogatory
rumours and spread with a benign yet inadvertent motive, it may lead to harm.

Thus among the variations of false and unverified information, the rumour family
operates in large-scale, and even if they start spreading unwittingly and without malign
intent, they may still lead to severe consequences. Therefore it is of the utmost impor-
tance to take the variations of rumour into account and develop a solution to curb and
control this phenomenon otherwise the repercussions would be inevitable and may in-
fluence political, economic, and social well-being.

2.5. CONCLUSION
This chapter provides a conceptualisation regarding a variety of false and unverified in-
formation as well as arguing why not every form needs to be taken down. It starts with
raising the issue of epistemic crisis regarding different forms of false and unverified in-
formation. To address this issue, rumour, gossip, legend, propaganda, conspiracy theory,
fake-news, misinformation, and pseudoscience are discussed and then analysed from
the process based perspective. We infer that except gossip and legend which are fun-
damentally different regarding the context of emergence, content, and functionality, the
rest of false and unverified information variations are in fact different forms of rumour.
Finally, the last part of this chapter argues legends are highly unlikely to be harmful; gos-
sips might be harmful but in small-scales; rumours might become extremely harmful in
large-scale, therefore it is of utmost importance to dedicate all the resources and atten-
tion to confront them.
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SPREADING

It is no longer enough to automate information flows about us; the goal now is to
automate us.

Shoshana Zuboff, The Age of Surveillance Capitalism

After settling on the conceptualisation of false and unverified information, the next step is
to understand features and mechanisms in one of the major rumour dissemination envi-
ronments, namely online social media. To this end, this chapter brings up the following
research question:

• To what extent social media streamline the spread of rumours?

To address this question, we first investigate major communication technologies and par-
ticularly online social media in the rumour spreading. After that, we focus on the rec-
ommender system as one of the exclusive AI-enabled mechanisms of online social media.
Our goal is to understand whether and to what extent the recommender system tends to
promote rumours. For this analysis, we chose YouTube. In the rest of this chapter, we ex-
plain our methodology and data collection procedure. After that, we present our results,
which are consistent with the radicalisation hypothesis. Finally, we discuss our findings,
as well as directions for future research and recommendations for users, industry, and
policy-makers1.

1This chapter is based on the following publications:

• Alfano, M.,Fard, A. E., Carter, J. A., Clutton, P., & Klein, C. Technologically scaffolded atypical cognition:
The case of YouTube’s recommender system. Synthese.

• Fard, A. E., & Verma, T. A Comprehensive Review on Countering Rumours in the Age of Online Social
Media Platforms. In Causes and Symptoms of Socio-Cultural Polarization: Role of Information and
Communication Technologies, Springer (Under Review).
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3.1. INTRODUCTION
In the broadest term, rumour spreading is a form of communication. People use it to
share their comments and feelings in specific contexts. The rumours used to circulate
through word of mouth or letters; however, the technological development provided us
with novel forms of communication. Although those technologies were developed to
streamline the message transmission among people by removing the barriers of physical
distance and opening up the possibilities of synchronous multi-lateral communication,
they also facilitated the dissemination of rumours [18, 19].

This chapter aims to study rumours from the media perspective in order to under-
stand the role of media in the prevalence of rumour circulation. In this vein, the tran-
sition between the pre and post social media era is of utmost importance because al-
though the phenomenon of rumour spreading has been an invariable constant through-
out history [4], it has been scaled up, diversified, and accelerated by the dramatic growth
of social media. The goal is to recognise and consolidate the exclusive mechanisms privy
to social media, that facilitate rumour circulation.

To this end, after elaborating upon the notion of rumours in Section 2, the rest of
this chapter investigates the role of different communication technologies on rumour
spreading and then inspect a distinctive mechanism of recommendation system in so-
cial media. A set of experiments is developed to assess the role of this mechanism. It
investigates the role of YouTube recommendation system in the promotion of conspir-
acy theories and leading the users toward rumours rabbit holes.

3.2. COMMUNICATION AND RUMOUR SPREADING
Communication is an indispensable aspect of life; from the tiniest organisms to the
biggest ones, they communicate with each other in order to serve a specific function.
Viruses listen to their relatives when deciding how to attack their hosts [82], fish transmit
signals to their rivals during aggressive displays [83], and giraffes make noise to locate
each other [84]. Similarly, human beings also communicate with each other for a variety
of reasons, such as emotional sharing, persuasion, and information exchange [85].

It is challenging to define the notion of communication satisfactorily as it comprises
a broad range of activities. Communication is talking to each other; it is watching televi-
sion; it is our outfit: this list is endless [86]. Nearly every book on communication studies
offers its definition [87]; however, “arriving at a “best” definition has proved impossible
and may not be very fruitful” [88]. In fact, Dance and Larsen [89] surveyed 126 defini-
tions for this concept until 1976, and since then, even more definitions are formulated
[87].

Defining communication as a process brings us closer to its complexity. It captures
the dynamic aspects of communication and represents this process as a never-ending
and ever-changing phenomenon [87]. One of the most influential process-based com-
munication models is the one developed by Shannon and Weaver [90, 85].

In this model, the configuration of the communication may vary which means the
sender and receiver might be singular or plural entities; therefore, the sender-receiver
interaction is either one-to-one, one-to-many, many-to-one, or many-to-many. Besides,
the scale and the demographic composition in the sender and/or receiver may vary. The
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Sender ReceiverChannel

Feedback
Noisy
environment

Figure 3.1: Communication process [85].

communication channel might be synchronous or asynchronous. In the synchronous
channel, both sender(s) and receiver(s) are active and engaged. Conversely, when the
channel is asynchronous, the sender initiates the message, and the recipient receives it
sometime later [90]. Although the Shannon-Weaver model does not capture some as-
pects and nuances of rumour spreading such as the context of emergence and function-
ality, the broad reading of this model from the communication process allows us to tailor
it for the phenomenon of rumour spreading. As it is discussed in chapter 2, rumours are
the circulation of relevant and unconfirmed messages as sense-making and threat man-
agement mechanisms in response to uncertainty and situational ambiguity. By adapta-
tion of Shannon-Weaver model, the rumour would be a sequence of unconfirmed and
relevant message transmission among a group of sender/receiver individuals who par-
ticipate in the rumour in order to make sense of the ambiguous/uncertain situation.

The way that the introduction of new mediums may affect the communication pro-
cess and consequently rumour process is by expanding the modes of communication
(e.g. changing the synchronicity or configuration of the communication). If the new
mediums provide us with the opportunity of rapid access to a big and diverse audience
across the world, this means rumours would be able to circulate with the scale, speed,
and scope that have not seen before. The next section investigates the role of technolog-
ical development in the rumour prevalence [18, 19].
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3.3. THE ROLE OF COMMUNICATION TECHNOLOGIES IN RU-
MOUR SPREADING

In this section, we discuss how the introduction of new communication technologies
could facilitate message transmission and thus rumour dissemination. The develop-
ment of communication technologies is a complex and continues process. Here we slice
up this developing process and take snapshots of few technologies with significant im-
portance in rumour dissemination.

Our starting point is the pre-printing era when there was no synchronous and mass
communication technology, and the possibility of long-distance message transmission
was quite limited [91]. Within this period the communication was mostly coordinated
locally and in small-scale. Thus, rumours were also often about local issues and re-
mained within the communities. The invention of the printing press was a turning point
in communication technologies as it made mass communication possible [92]. This
technology increased the chance of exposure to rumours by allowing to share the same
message among many people [93, 71, 72, 94, 95, 42].

Another crucial technology was the telephone which introduced synchronicity to
the communication process. Telephone could accelerate and expand the rumour cir-
culation by offering fast long-distance communication. The key distinctive features of
the printing press and telephone technologies (i.e., synchronicity and mass communi-
cation) were later on incorporated into radio and television and created synchronous
mass communication mediums. It was the first time in history that distant live commu-
nication with masses became possible. They could also draw more attention because
of multimedia elements. Besides, compared to written media, the radio and television
comprised a wider audience since even people without the ability to read could under-
stand it. Due to the above-mentioned features, radio and television were extensively
utilised in rumour spreading [96, 97, 98, 99, 100, 101, 102, 103, 104, 105].

The mass spread of rumours began by the emergence of the World Wide Web (WWW).
Within this period, the distant synchronous/asynchronous multi-lateral communica-
tion was permitted [90]. Through the forums, chat rooms, and other WWW-based ap-
plications, people could communicate without even knowing each other. This would
allow individuals to hide their identities or use anonymous or even fake avatar in their
profiles [20, 106]. Minimal supervision is another feature of the WWW that fostered ru-
mour spreading. Despite the majority of the communication mediums that had previ-
ously been available only to a marginal, self-selected group of people who were some-
how linked to media outlets, WWW created a free venue for the people to express their
thoughts and opinions (in the forums, chat-rooms, their blog or website) no matter who
they are and how credible is their messages [17, 105, 107, 108, 109, 110, 111, 112].

The rise of online social media platforms was the landmark in the history of rumour
spreading. This technology supports distant multi-lateral communications with differ-
ent synchronicity modes. Social media is a complex phenomenon that offers novel fea-
tures in three layers of social, institutional, and technological. From social perspective, it
is an enormous hyper-connected network [20] pursuing power-law degree distribution
[113, 114, 115, 116]. The large scale of social networks vastly increases the number of
people who might be reached. It also increases the chance of creating communities with
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similar values, beliefs, and interests [117, 118]. This turns social media to a suitable en-
vironment for the shaping and organising movements in a participatory, leaderless, hor-
izontally coordinated, and ad-hoc manner which is an ideal setting for the conspiracy-
based movements since it allows people to easily find like-minded peers and freely com-
municate their controversial thoughts. Besides, within social media, high-degree nodes
or hubs which play the role of influencers and opinion leaders affects the small-world
property in the network which eventually lead to the virality of information and rumours
[116, 13, 119]. Furthermore, when the size of a network increases, the chance of diversity
among the users improves and that would expand the scope of potential rumours [20].

From the institutional perspective, social media platforms allow their users to par-
ticipate in information dissemination while leveraging anonymity. It specifically gives a
safety margin to the initiators or moderators of inorganic rumours [18, 120] since they
can “say whatever they want, whenever they want, and yet be shielded by anonymity”
[121]. The platforms also enable the democratisation of the content by allowing indi-
viduals to consume, create, and distribute their content without governmental control
[122, 123] and with minimal supervision [17]. This means people of different ages, ed-
ucation, and nationality are free to share their thoughts, and discuss their ideas about
a variety of topics in politics, sport, or trivial daily-basis incidents, to name but a few.
They can produce and share whatever content they want as long as it does not violate
the platforms guidelines which are developed at a minimal level not to curtail freedom
of speech [106, 124]. This policy would lower the barrier to entry for not only those who
have not received any training on journalism but also for the ones who bluntly reject the
journalistic norms of objectivity and balance [17]. Besides, any attempt to control such
an extravagant system is perceived as the censorship, since social media platforms are
considered as the manifestation of freedom of speech and whatever that restricts this
sphere will be interpreted as a violation of freedom of speech. That is why codes of con-
duct, style guides, and journalistic guidelines in online social media platforms are in the
minimum level [81]. This is an ideal setting for rumour spreading because the informa-
tion is not verified before releasing in social media.

From technological perspective, social media are equipped to mechanisms such as
recommendation systems and social bots that are alleged to facilitate the spread of ru-
mours [25]. Recommendation system or web personalisation is a specific type of algo-
rithms which is used to enhance user experience by reducing the information overload
[125] and helping users to find compelling content in large corpora by personalised sug-
gestions [126, 127, 128]. In addition, they benefit service providers by bringing business
value to them as well. The recommendation systems are widely used by social media
platforms to tailor the enormous amount of contents available in the platforms. The
other automation mechanism in online social media platforms is social bots. They are
computer programs that tend to emulate and alter human behaviour and produce con-
tent and interact with other humans [129]. Social media bots engage in commercial
activities by facilitation B2C relations, including selling of products or services. They
can also function as a notification machine and automatically capture breaking news,
events, and incidents. The other functionality of social bots is the promotion of partici-
pation and engagement in social and civic activities.

Both social bots and recommendation systems are alleged to play central role in
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the spread of rumours through amplification of the messages with strategic goals and
leading people toward rumours rabbit holes, respectively. For the case of social bots,
there are studies that show the significant role of bots in the circulation of rumours. It
is claimed that they drive the diffusion of rumours by liking, sharing, and searching for
information. Particularly, they are responsible for substantial amount of contents during
political events such as the 2016 U.S. Presidential election and 2017 French election, to
name but a few [17, 25, 24]. On the other hand, there are studies, including the largest
research on the digital spread of rumours that show the insignificance of social bots com-
pared to humans in the spread of rumours [13]. Although controversial on the surface, all
those paradoxical results might be part of a bigger picture [81] which currently does not
exist. Similarly, in the case of recommendation systems, some studies show the effec-
tiveness of such systems in the circulation of rumours [130, 131, 132], while some others
raise doubt about the role of recommendation systems in the spread of rumours [132].

3.4. RECOMMENDATION SYSTEMS UNDER SCRUTINY
In recent years, academic critics such as Zeynep Tufekci and technological whistleblow-
ers such as Guillaume Chaslot have raised the alarm about technological scaffolds that
have the potential to radicalize the people who interact with them [133, 23]. Anecdo-
tal reports of YouTube recommending fake news, conspiracy theories, child pornogra-
phy, and far right political content have cropped up in North America, South America,
Europe, and elsewhere [134]. Ribeiro et al. examined alt-right recommendations on
YouTube and found that there is a pathway from other types of content to these topics
[135]. However, to date, these concerns have been speculative and anecdotal, as there
have been no systematic studies of the promotion and amplification of conspiracy theo-
ries2 via the YouTube recommender system. In this chapter, we fill that gap with a large-
scale, pre-registered exploration of the YouTube recommender system. At first YouTube
data collection and data annotation are explained in detail, then the results are reported
and discussed.

3.4.1. METHODOLOGY AND DATA COLLECTION

On YouTube, when a user enters a search query, the YouTube search system returns the
most relevant (i.e., most likely to be watched to the end by an account with this digital
footprint) videos regarding the user’s query. After the user chooses one of the results,
YouTube launches two separate yet closely connected operations: (i) showing the video
panel and meta information, and (ii) recommending further relevant videos. When the
user clicks on one of the subsequently recommended videos or lets it automatically play,
the same scenario repeats, and the requested title is displayed alongside still further rec-
ommended videos. If the video is watched to the end, the top-recommended clip is
played next. Alternatively, the user may click on any of a list of recommended clips.

*** To access the codes and data used in YouTube project, please refer to https://osf.io/cjp96/?view_only
2As we discussed and elaborated in the previous chapter, the genesis of different variations of unverified infor-

mation might be for different reasons; however, they pursue a similar dissemination dynamic which causes
they look like rumour spreading after the first generation of the transmission. Therefore, although conspiracy
theories may emerge as a coping mechanism, after the circulation and in the long-run it pursues the same
dynamic of rumour spreading [48].
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Figure 3.2: The schematic flow of data collection.

On a typical laptop or desktop screen, five or six recommendations are visible without
scrolling.

In 2016 an ex-YouTube engineer Guillame Chaslot developed a program to inves-
tigate the YouTube recommendation system during the U.S. presidential election 2016
[136]. This program simulates the behaviour of users on the YouTube platform by start-
ing from a given search query and going through the recommended videos recursively
until a predetermined level has been reached. The program has two modules: the crawler
and the analyser. The crawler module collects the search results and recommended
videos from YouTube, and the analyser stores, ranks, and visualises the results.

Figure 3.2 gives a schematic version of the crawler’s operation, which is analogous
to a breadth-first search (BFS). First, the user initialises the crawler by providing the
search query (q), the number of search results from the search query to begin with (k),
the branching factor (b), and the depth of the exploration (h). For the search terms, it has
already been shown that particular terms are more likely than others to lead to conspir-
ational contents [137]. To build the search terms, we looked at the case of Buckey Wolfe
[138]. It suggests martial arts, fitness, firearms, and gurus as potential starting points
toward conspiracy theories. All of these topics are stereotypically masculine3 and right-
wing. We also wanted to add other potential search terms that are neither masculine
nor right-wing. After discussion with the authors, we reached to two additional terms of
natural foods and tiny houses which are associated with anti-capitalism and concerns
about environmental and climate impact.

3All of the gurus are men, and many of them also have disproportionately male followings.
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Figure 3.3: The YouTube recommendation tree when all the recommendations are distinct. In the case of the
same recommended videos, the structure will be a directed graph.

Figure 3.3 illustrates a simplistic version of the crawler algorithm, where there are no
duplicate recommendations. In such a situation, the robot starts with search query (q)
results and obtains the first k videos that the YouTube search engine returns in response
to the search query. Then, for every one of those videos, the robot collects the recom-
mended videos and selects the top b recommendations recursively until it reaches the
desired depth. In this case, the robot collects S = ∑h

i=1 kbi−1 videos, including k initial
videos from the search query and S −k distinct recommended videos. In reality, many
of the videos suggested by the YouTube recommendation system are the same, which
makes the recommendation structure a potentially cyclic directed graph rather than a
tree. In such a structure the number of recommended videos is S < ∑h

i=1 kbi−1 − k =
k

∑h
i=2 bi−1. After reaching the hth level, the crawler module stops and the analyser mod-

ule takes control. This module receives URLs for all the collected videos as well as their
corresponding metadata and stores them in a predefined path.

For this project, we operationalise each of six topics with five search terms, meaning
that we have a total of thirty seed searches. Then we launch the crawler five times for
each seed search. The data collection took place over five weeks between August and
September 2019.

To more faithfully replicate the conditions of someone like Buckey Wolfe, we also
used a virtual private network (VPN) to simulate the searches and recommendations as
if the user were based in the United States (in particular, in St. Louis, Missouri). The
initial arguments are set to k = 5, b = 5, and h = 5. Each progressive stage of the process
thus increases the number of returned videos by a factor of five, meaning that — for each
search term — we end up collecting information about 5+52+53+54+55 = 3905 videos.
Since there are five search terms associated with each topic, this means we collect infor-
mation about 19,525 URIs associated with each topic, for a total of 117,150.

Naturally, this is too many videos to code by hand, especially given that many of them
are as long as three hours or more. For this reason, three independent coders evaluate
the 100 most-recommended videos for each topic (600 videos total), assessing them on
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the three-point scale described above. In this context, most-recommended status is de-
termined by calculating PageRankIn for each clip [139]. PageRankIn represents the prob-
ability of landing on a particular node by following a random walk through the network,
which means that it identifies the basins of attraction in the network of recommenda-
tions.

3.4.2. ANALYSIS
For the experimentation, we first measure the similarity across topics and search terms,
then we build a topic model on the transcripts of coded videos. We then investigate
statistics of collected videos for each topic. Afterwards, we do two major analysis of this
research namely, (i) analysing the distribution of conspiracy theories among the most-
recommended clips from each topic and (ii) measuring the fraction of top-recommended
videos discovered at each stage of data collection.

Figure 3.4 is a similarity matrix that represents the overlap of recommendations across
topics. This matrix is created based on the Jaccard similarity index. To calculate this met-
ric, for every pair of the topics, the number of common videos in both topics is divided by
all the videos associated with those topics (i.e., the intersection is divided by the union).
The darker the box, the more overlap. Martial arts is more associated with fitness and
firearms than with natural foods, tiny houses, or gurus. Fitness is most associated with
natural foods. Firearms are somewhat oddly associated most with natural foods. Natural
foods are most associated with tiny houses, and vice-versa. Gurus are somewhat more
associated with natural foods than other topics. This may be due to the fact that Jordan
Peterson tends to promote his medically contentious diet of eating only red meat4.

Figure 3.5 represents the similarity of recommendations across search terms, which
suggests that some of our topics are more internally consistent than others5. Tiny homes
and gurus are the most internally consistent, followed by firearms.

Table 3.1 lists some representative titles among the most-recommended clips in each
category. As these examples indicate, many of the most highly-recommended clips have
sensationalising titles that make use of all-caps, exclamation points, and other standard
clickbait devices6.

We now turn from the full dataset to the 100 most-recommended clips for each topic.
As an exploratory step, we built a topic model on the transcripts for the coded videos.
Transcripts were retrieved using the YouTube API. Of 600 videos, 480 had transcripts
available (some auto-generated, some user-entered). Transcripts were preprocessed to
remove non-alphabetic material, common English stop words, words fewer than 3 char-
acters, and descriptions of on-screen text. The resulting transcripts were then lemma-
tised using nltk [140]. Lemmatized transcripts were transformed into a tf/idf represen-
tation (mi n_d f = 0.05, max_d f = 0.96), and a range of topic models were built using

4See https://www.theatlantic.com/health/archive/2018/08/the-peterson-family-meat-cleanse/567613/.
5This matrix is created using the same method the same as the previous one. The only difference is the unit of

analysis, which is more fine-grained in Figure 4. Here, instead of calculating the similarity between every pair
of topics, we perform all the calculations at search-term level.

6For instance, they tease a revelation without giving enough details to form reasonable expectations. Which
three common mistakes are made in street fights? What is the secret to mastering a handgun? What strange
secret, Earl Nightingale? YouTube content creators share YouTube’s interest in selling advertisements, so it is
unsurprising that some of them are desperate to draw attention and curiosity with their video titles.
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Topic Example titles
Martial arts

• 20 MOST EMBARRASSING MOMENTS IN SPORTS

• 3 Common Mistakes in a Street Fight - Bruce Lee’s Jeet Kune Do

• The Gracie UFC Conspiracy

Fitness

• WE TRIED KETO for 45 Days, Here’s What Happened

• The ONLY 3 Chest Exercises You Need for MASS (According to
Science)

• The mathematics of weight loss | Ruben Meerman | TEDxQUT
(edited version)

Firearms

• Improvised Suppressors for .22 Rimfire

• 223 -vs- 5.56: FACTS and MYTHS

• The Secret to Mastering a Handgun

Natural foods

• Strange answers to the psychopath test | Jon Ronson

• Interstellar Travel: Approaching Light Speed

• The Revelation of the Pyramids (Documentary)

Tiny houses

• The basics on a Speed square

• Off-Grid Tiny House TOUR: Fy Nyth Nestled in Wyoming
Mountains

• Surprise! Awesome figured maple (I DID NOT EXPECT THIS!!!)

Gurus

• Jordan B. Peterson | Full interview | SVT/TV 2/Skavlan

• Proven Biblical Money Principles - Dave Ramsey

• The Strangest Secret in the World by Earl Nightingale full 1950

Table 3.1: Representative titles from all six categories.
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Figure 3.4: Similarity of recommendations across topics.

non-negative matrix factorization (NMF), one transcript per document. As this was an
exploratory analysis on a relatively small number of documents, a 12-topic model was
chosen by manual inspection as the solution that maximised discriminability while min-
imising intruders.

Table 3.2 presents the results of the topic model. On the right are longer represen-
tations of each topic. The heatmap on the left shows, for each pair of topic and group,
the percentage of transcripts that had that topic as their maximum normalised loading
compared to the overall percentage of documents that had that topic as the maximised
loading (ratios below 1 are cut off to improve visibility). Intuitively, this shows the extent
to which a topic is over-represented in a group relative to the whole set of transcripts.
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Figure 3.5: Similarity of recommendations across search terms.
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Category Views Likes Dislikes Length in seconds
martial arts 11,094,353 81,015 6,381 908.3

fitness 6,029,494 67,272 3,883 1409.94
firearms 4,746,370 41,300 3,086 1185.96

natural foods 6,727,368 96,167 4,939 1253.47
tiny houses 3,505,384 40,158 2,348 1619.3

gurus 4,839,331 70,172 3,939 3398.25

Table 3.3: Summary statistics for each topic. All figures report averages (means).

Some of the results are unsurprising. Firearms, fitness, martial arts, and tiny houses
each have a unique characteristic topic, one which loads on words that one would ex-
pect from those videos. This shows that the topic model was able to extract sensible pat-
terns from the data. Natural foods also has a unique high-loading topic, but one which
appears to emphasise a common core of fringe scientific ideas. This suggests that the
popular videos in natural foods are not unified by their particular recommendations so
much as their adherence to a loose set of beliefs that are used to justify their content.

The pattern seen with the guru videos differs from that of the other five. The two
topics that guru videos load most heavily on are “rhetorical” topics which are charac-
terised by a manner of speaking — one more congenial, the other more angry. In other
words, what appears to be most characteristic of guru videos is not a specific content
but a more general manner of speaking. Insofar as there are similarities, they are mostly
with the fitness and martial arts categories, suggesting perhaps a rhetorical style more
broadly associated with an exaggerated masculinity. This exploratory may be worth fur-
ther investigation.

Table 3.3 provides summary details for each of the 100 most-recommended clips.
The most-viewed topic was martial arts, followed by natural foods, fitness, gurus, firearms,
and tiny houses. The most-liked topic was natural foods, followed by martial arts, gurus,
fitness, firearms, and tiny houses. The most disliked topic was martial arts, followed by
natural foods, gurus, fitness, firearms, and tiny houses. The longest videos were asso-
ciated with gurus, followed by tiny houses, fitness, natural foods, firearms, and martial
arts.

Each of these 600 clips was independently coded by three different coders accord-
ing to the scheme described above. We observed adequate interrater reliability (Fleiss’s
k = .445, z = 27.5, p < .0001). To arrive at finalised ratings, we used the following deci-
sion procedure. First, if all three raters agreed, then their consensus was entered as the
final rating of the clip. Second, if two of three raters agreed but the third disagreed, then
we entered the value agreed-upon by the majority as the final rating of the clip. Finally, if
all three raters disagreed (meaning that the clip received scores of 1, 2, and 3), one mem-
ber of the research team reviewed the clip a second time and came to a final conclusion.
Such maximal disagreement occurred in just 14 out of 600 cases (2.3%). Figure 6 repre-
sents the severity of conspiracy theories among the 100 most-recommended clips from
each topic.

As Figure 3.6 makes clear, the YouTube recommender system does indeed promote
conspiracy theories from all six topics. However, the proportion and severity differ from
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Figure 3.6: Distribution of conspiracy theories among the most-recommended clips from each topic. 1 = no
conspiracy theory, 2 = mild conspiracy theory, 3 = severe conspiracy theory, x = clip no longer available at time
of coding.
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Topic Ratio
gurus .475

natural foods .115
firearms .096
fitness .072

martial arts .034
tiny houses .030

Table 3.4: Ratio of conspiratorial clips to rated clips for each category.

topic to topic. One of the questions that may raise is whether the recommender system
promote more conspiracy theories than some sort of neutral baseline? We are unable
to address this question in the current study because we have no way of ascertaining
what a neutral baseline might be. It might be possible to compare one recommender
system to another, or to compare this recommender system to an older version of the
same recommender system. However, we lack access to these comparators. What we
have established is that the YouTube recommender system does in fact push conspiracy
theories, not that it pushes them harder than they would be pushed by an alternative.
Thanks to an anonymous reviewer for raising this point.

To test our main hypothesis about the proportion and severity of conspiracy theories,
we calculate for each topic the ratio of the number of clips that received a rating of 2 or 3
to the number of clips that received a rating of 1, 2, or 3. This leaves out clips that received
a rating of x. This analytic method may miss some information, but because the list of
reasons that a clip might be unavailable is so diverse, we decided not to presume that
unavailable clips were or were not conspiratorial. The resulting ratios are represented in
Table 3.4.

Remarkably, nearly half of the visible most-recommended videos from the gurus
topic were conspiratorial. The other topics seem less worrisome, though still problem-
atic. Over 10% of the visible most-recommended videos from the natural foods topic
were conspiratorial, as were nearly 10% of the videos from the firearms topic. Thus, the
most conspiracy-heavy topic by far was associated with the political right, and the next
two were split between natural foods and the right firearms. It is fairly clear that firearms
are associated with the political right; natural foods might seem like a left-wing inter-
est but is politically ambiguous, as the film Dr. Strangelove illustrates with its gag about
“precious bodily fluids.”

Recall that our pre-registered hypothesis was that the proportion of conspiracy theo-
ries associated with different topics would be ordered as follows: gurus = firearms > nat-
ural foods > martial arts > fitness > tiny houses. This hypothesis is largely borne out. The
actual ordering is gurus > natural foods > firearms > fitness > martial arts > tiny houses.
In other words, the second- and third-ranked items as predicted turned out to be the
third- and second-ranked items in the actual data, while the fourth- and fifth-ranked
items as predicted turned out to be the fifth- and fourth-ranked items in the actual data.
The top item (gurus) and the last item (tiny houses) were correctly predicted. As an ex-
ploratory analysis, we also examined the clips with each rating to see which stage of data
collection they cropped up in. Figure 3.7 shows these results.
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As figure 3.7 shows, conspiratorial content can appear in any depth of the recom-
mendation tree/graph. For some topics, they only appear in early levels, while for other
topics conspiratorial contents keep showing up in deeper levels. Second, between mild
and severe conspiracy theories, the earlier has a higher chance of appearance in deeper
levels of the recommendation tree/graph. In Figure 3.7c, there are severe conspiracy
theories from different topics only in the first level (and in other levels the conspiracy
theories belong to one particular topic). By contrast, in Figure 3.7b, mild conspiratorial
content belonging to different topics are available in the first three levels. Third, as we
can observe in Figure 3.7a, until level 4 videos are coming from 4 different categories,
which means even in deep levels of recommendation tree/graph we should expect to
see non-conspiratorial contents. Finally, in general, the guru videos tend to be recom-
mended more the deeper one goes into the tree. Level 5 (the final bar of each histogram)
is almost all gurus for every single label. This suggests that the “rabbit hole” effect is
especially pronounced in the case of guru videos.

3.5. CONCLUSION
This chapter started by raising an important question: how does social media streamline
the dissemination of rumours. To address this question, the spread of rumours since the
pre-printing press era till social media era is taken into account. The focus was especially
on social media since the spread of rumours scaled-up, diversified, and accelerated dur-
ing this period. Social media covers a variety of communication modes and also offers a
set of unique features such as enormity, communality, specificity, and virality that facili-
tates the mass spread of rumours. One of the novel features of social media which is not
the result of hyperconnectivity in social networks and is proposed and developed by so-
cial media platforms is the automation mechanism. One of the automation mechanisms
is the recommendation systems.

It is alleged to play a central role in spread of rumours through amplification of the
messages with strategic goals and leading people toward rumours rabbit holes, respec-
tively. It is a controversial topic with conflicting results. Some scholars claim that they
indeed reinforce the spread of rumours, while some others disagreed and showed op-
posing evidence. To tackle this issue, a set of experiments is set-up to investigate the
role of recommendation systems in online social media platforms. In this study, the
first large-scale, systematic, pre-registered attempt to establish whether and to what ex-
tent the recommender system tends to promote such content is carried out. The results
show that the YouTube recommender system does indeed promote conspiracy theories.
However, the proportion and severity differ from topic to topic. The recommendation
systems in online social media platforms have small a clear impact on the spread of ru-
mours; however, this effect may mediate by variety of factors such as location, time, and
rumour topic.
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COUNTERING RUMOURS

Whoever fights monsters should see to it that in the process he does not become a monster.

Friedrich Nietzsche

The first two chapters investigated the conceptualisation of false and unverified informa-
tion and the role of social media as a major rumour spreading environment. This chapter
aims at doing a comprehensive review over past counter-strategies against rumour spread-
ing. To this end, the following research question is posed:

• What is the current status of rumour response strategies?

To address this question, we first collect counter-strategies pertaining to different phases
of communication. For the next step, we introduce the epidemic framework in order to
evaluate the efficacy of counter-strategies. We inspect past strategies employed in address-
ing rumour dissemination and use the framework to explore parallels between epidemic
management and addressing rumour. We identify the highly neglected aspects of the cur-
rent cumulative rumour response and factors that may be effectively targeted in the future.
Our approach might support understanding social media’s role in propagating rumours
and devising active measures in quelling this epidemic1.

1This chapter is based on the following publication: Fard, A. E., & Lingeswaran, S. (2020, April). Misinformation
Battle Revisited: Counter Strategies from Clinics to Artificial Intelligence. In Companion Proceedings of the
Web Conference 2020 (pp. 510-519).
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4.1. INTRODUCTION

In the previous chapters, the concept of rumour and the medium of spread were thor-
oughly investigated. From now on, the focus of this thesis would be on tackling the ru-
mour circulation. This chapter tends to briefly review the past attempts to counter ru-
mours and set them into a common framework to study their strengths and weaknesses
easier.

Although rumour spreading and its potentially destructive effects have been taken
into account since ancient times, it was only less than a century ago that the first sys-
tematic efforts against the mass spread of rumours began [4]. Since then, a variety of
techniques have been exercised by the media organisations, academic institutions, and
recently online social media platforms. Even governments stepped forward and devel-
oped strategies to counter rumour circulation.

Despite the scholarly field of rumour studies has seen tremendous advancement in
the development of counter-strategies [4, 14, 3], the massive waves of rumours are still
sweeping over individuals [8], organisations [7], and societal institutions [13]. One of the
explanations for this situation is the massive increase in the scale, scope, and speed of
spread of rumours on the one hand, and lack of a comprehensive plan to confront this
phenomenon on the other hand. In order to develop an effective and comprehensive
plan to quell rumours, in addition to come up with novel techniques, it is crucial to be
aware of the past counter strategies and potential capabilities. To this end, we collect
the counter strategies over the past century and analyse them using an epidemic control
framework [141]. The result of the analysis would allow us to understand, within the past
century, what aspects of confrontation with rumour have been targeted extensively and
what aspects are highly neglected.

The rest of this chapter is organised as follows. The next section quickly reviews the
counter rumour strategies from the communication perspective. After explaining the
strategies, Section 4.3 evaluates them based on the epidemic control framework and
determines how each of the strategies is confronting the rumours. In this section also
possible weaknesses of the past counter-strategies are discussed.

4.2. COUNTER RUMOUR STRATEGIES

This section reviews the rumour control strategies from the communication perspective.
As it is discussed in chapter 2, a communication process is composed of three major ele-
ments of sender, channel, and receiver in which senders transmit messages to receivers
through communication channels. As Figure 4.1 represents, the past counter rumour
strategies are classified based on their impacts on either of those elements. The first
group of strategies takes those who initiate rumours into account and aims to restrain
them (in case of deliberate rumour spreading), the second group tends to secure com-
munication channels and minimise the likelihood of rumour emergence and circulation
within the communication channels, and the purpose of the third group is to protect
those who were targeted by the rumours. In the following, the strategies are explained in
more detail.
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Figure 4.1: Rumour counter strategies overview
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4.2.1. SENDERS STRATEGIES
This section tends to discuss counter-strategies that are developed to confront those who
deliberately participate in the rumour process. To this end, two main approaches of
legislation and political solutions are proposed.

LEGISLATION

The legislation is one of the oldest state-level strategies against those who willingly con-
tribute to the spread of rumours. The earliest form of legislation in this arena is the
defamation law which may cause lawsuit against defamers. The main purpose of defama-
tion law is to protect the reputation of an entity against libel. Although defamation
laws are well established and thus a very effective (and obvious) instrument to directly
confront and discourage the spread of targeted rumours, they are also very costly and
have a long time horizon. However, lawsuits can draw media attention and thus, it can
strengthen public awareness by revealing the latent actors and their techniques in the
diffusion of rumours. One of the important points that need to be taken into account is
to protect those who pursue and win the lawsuits against negative repercussions from
the defendant [12]. By the growth of online social media platforms, the expansion of
legal actions from conventional mediums to online social media gradually started. Ger-
many was among the first countries taking online environment into account [142, 143,
144, 145, 146, 147]; however, the number of countries with regulation regarding rumour
spreading in online environment is increasing [148, 149, 150, 151].

NEGOTIATION

Social manipulation campaigns are becoming an important tool for information opera-
tions. On the one hand, different countries and organisations use this approach to influ-
ence public opinion. On the other hand, platforms and media organisations try to flag
such operations and take down the accounts and messages linked to those operations
[152]. This looks like a cat and mouse game since there are always new manipulation
campaigns while platforms are ready to take them down. One of the strategies to con-
front or at least limit this endless cycle is to negotiate with the offenders and working
toward an agreement with them. This is not always a feasible option due to lack of in-
terest from either sides, unknown identity of the offenders, or unrealistic expectations;
however, in case of a satisfactory situation, this is a promising approach with meager
cost and high output [153].

4.2.2. CHANNEL STRATEGIES
In this section, the strategies concerning the protection of communication channels are
discussed. Those strategies aim to make channels rumour-proof and minimise the like-
lihood of rumour emergence and circulation. They are proposed by either media or-
ganisations or social media companies. In the following, the strategies are discussed in
detail.

ARTIFICIAL INTELLIGENCE BASED SOLUTIONS

Due to the number of active users and hyperconnectivity of the network between them,
information spreads widely and rapidly throughout social media. One of the most effi-
cient approaches to tackle rumours is Artificial Intelligence (AI) as it is fast and cheap.
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Besides, it can tackle the spread of rumours at scale, across languages and time zones,
without relying on reactive reports. The AI techniques are used for two main purposes
of content filtering and downgrading.

Filtering Every minute, millions of messages are transmitted across online messaging
applications, and thousands of posts are published on social network platforms. Among
this massive flow of information, there are problematic contents which have to be fil-
tered out before making public. Due to the massive inflow of information, manual in-
spection of all the contents seems impossible. What platforms often do is first to inspect
the contents using machine learning models. In this step, if the algorithm can make a
decision with very high confidence, there is no need for the second opinion, and the de-
cision is deemed as final; otherwise, it is sent to the next step which is human judgement.

Downgrading We are living in an information-rich world, which wealth of information
comes with a dearth of attention [154]. Rumours misuse this simple principle quite often
and represent themselves as novel and appealing contents in order to catch eye-balls.
In such a setting, the role of ranking systems is crucial. If rumours could manipulate
such systems and elevate in search results or timelines, then they will most likely spread
rapidly. However, if ranking systems could identify rumours and relegate them, their
visibility and subsequently chance of spread reduces. Platforms have also taken this into
account and tried to incorporate signals to their rankings systems in order to make it
sensitive to rumours [155, 156, 157].

COLLABORATION BASED SOLUTION

In order to protect communication channels from rumours, the collaboration between
experts from media organisations, social media platforms, and academia is essential.
They all do have complementary expertise which together would help to reduce the
chance of rumour emergence and circulation.

Collaboration with fact-checkers Truth finding is a crucial step to mitigate rumours
in communication channels. Controversial articles are circulating in social media and
news outlets, while users have no clue about their truthfulness. If those articles could
get verified by evidence, they might not spread widely and would quell quickly. Fact-
checking also helps AI solutions since it provides valuable training samples for the ma-
chine learning algorithms and makes them more accurate. Facebook is practicing the
same strategy through collaboration with its userbase and independent third-party fact-
checkers all around the world. If some shared contents need to be verified by the ex-
perts, independent third-party fact-checkers assess the flagged contents. The downside
of such a fact-checking system is the lack of scalability. There are too many items that
require verification, while the resources are limited. To address this problem, Facebook
is going to expand its collaboration with fact-checking organisations and crowdsource it
to the individual fact-checkers by giving the fact-checking privilege to some of its users
[158].
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Collaboration between news outlets and social media platforms Media literacy and
digital journalism is an essential element in building resilient communication channels
against rumours. Social media, along with major media organisations, have the poten-
tial to promote quality journalism in the digital era. To this end, major social media
platforms and news outlets created partnership, initiated training programs, and even
developed products and services to empower journalists [159, 160, 161, 162, 163].

Collaboration with academia In an academic-corporate relationship, collaboration is
of the essence for both sides. It helps the academia to ensure industrial relevance in its
research [164], and on the other hand, it provides the opportunity of knowledge comple-
mentary and risk-sharing with the corporates [165]. In the case of countering rumours,
also both social media platforms and academia can benefit collaboration in multiple
ways. Diffusion of rumours is a multifaceted phenomenon which originates in several
scientific disciplines such as psychology, neuroscience, and computer science, to name
but a few. Collaboration with academia allows platforms to have access to expert human
capital in a wide range of disciplines. On the other hand, by access to unique datasets
from social media platforms, academics will be able to test not only old social theories
and hypotheses but also propose new ones.

DESIGN BASED SOLUTIONS

The design solution is another approach practised by social media platforms that aims
to reduce the likelihood of platform misuse. For this approach, social media companies
either retire their operational services, modify them, or develop new services.

Service retirement When the platform owners see more trouble than benefit coming
from a service, they decide to retire that service. It is the most severe yet naive approach
regarding a service. Although this approach eventually solves the platform misuse, it
negatively affects many applications that their operations depend on the retired ser-
vices. As an example of service retirement, in 2018 and after Cambridge Analytica scan-
dal, Facebook started shutting down some of its APIs such as Events API, Search API, and
App Insights API [166].

Service modification The more intelligent way of approaching platform misuse is ser-
vice modification. Changing services in terms of closing back doors and making them
more restricted reduces the chance of platform misuse. However, closing all the breaches
and making a service abuse-proof takes enormous effort and much time. As an example
of service modification, WhatsApp recently announced that based on their new policy, a
message could be forwarded to the maximum five recipients [167].

New service development The newly designed services are essentially developed to
reduce the chance of rumour emergence or propagation within the platform. The new
services mostly aim to provide meta-information regarding the circulating messages. For
instance, Facebook has recently developed a service called context bottom, which brings
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more information about the articles that are shared on Facebook. These information in-
clude the publisher’s Wikipedia entry, other recent articles they have published, infor-
mation about how many times the article has been shared on Facebook, where it is has
been shared, as well as an option to follow the publisher’s page [155].

AD-HOC FACTCHECKING

Media organisations are in the front-line of combating rumours. They are the first provider
of the news for their audience; thus, they have a huge responsibility in sharing accurate
and impartial contents. To address that need, since the early 20th century, news out-
lets began a new practice to inspect the veracity of information before making public.
Applying this procedure minimised appearance of rumours in news channels. Later on,
this procedure is called ad-hoc fact-checking because it aims to eliminate errors before
a piece goes live [168].

4.2.3. RECEIVERS STRATEGIES
This section tends to discuss strategies to protect rumour receivers. Here, the assump-
tion is that rumours are out there and how the potential audience could confront it. In
the following six counter-strategies are discussed.

POST-HOC FACT-CHECKING

In the wake of deceptive ads that populated 1988’s US presidential race, a new proce-
dure started to practise by news outlets in order to mitigate the consequences of ru-
mours. It was called political fact-checking which was devoted to analysing the factual
accuracy of politicians’ statements. This journalistic practice is also called post-hoc fact-
checking since it identifies and corrects errors after it goes public. Unlike the ad-hoc fact-
checking, which aims to correct mistakes before making public, political fact-checking’s
goal is to correcting the rumours once it is already out there in the public sphere [169].

RULE OF THUMBS TO DEAL WITH TARGETED RUMOURS

When a rumour particularly targets an entity (e.g., an individual, an organisation, a coun-
try), then the spokesperson of the targeted entity should take a stance. Figure 4.2 dis-
plays possible ways of responding to the rumour. Initially, it should be decided whether
to comment about the rumour or to ignore it. In case of commenting, then there are
three avenues that could be followed: (i) Confirmation of the rumour and giving detailed
information about it, (ii) Denial of the rumour and giving a rebuttal, or (iii) Withholding
to comment about the rumour [170].

The other option is ignorance which is the weakest quelling strategy. It is highly un-
likely that a rumour dies on its own because something that is incredible to someone
may be deemed as plausible by another person. In other words, even if some people
drop the rumour, some others are likely to pick it up.

Some rumours are fully or partially truthful. Confirming the truthful parts of the ru-
mours reduce the chance of rumour generation [170]. One of the most common strate-
gies to rein in the rumours is denial. There are a few factors that influence denial effec-
tiveness. A denial should be based upon the truth. Dishonesty, especially a false denial
is a dangerous strategy that may damage the credibility of the responsible party [170].
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Rumour quelling
strategies

Comment Ignore

Refute to
comment

DenyConfirm

Commenting strategy

Ignoring or noticing the rumour

Figure 4.2: The quelling strategies for a rumour responsible party [170].

The denial effectiveness is enhanced when the denial source is trusted and is aligned
with the rumour context. It is also very important to avoid repeating the rumour dur-
ing the denial. The repetition fosters beliefs to the rumours. The denial should also be
issued as soon as possible rather than after reaching a certain critical mass. Finally, a de-
nial message should deliver a clear, detailed explanation with strong evidence indicating
the rumour falsehood and convey to listeners a clear course of action about what they
should do when they come across the rumour. A no comment response at best would
work the same as ignorance strategy, and at worst gives more credence to the rumour. It
reinforces the cover-up hypotheses and transfers the message that “we have something
to hide” [7, 6, 170].

RUMOUR CLINICS

The rumour clinic was a response to the growing demand for a strategic solution to the
problem of rumour dissemination during World War II. At its core, the rumour clinic is
referred to a group of technical, representative, and prestige advisors to collect and anal-
yse significant rumours and train the clinic participants about the tactics that rumours
use to mislead people. The initial plan was to deploy and organise the clinics under gov-
ernmental supervision; however, the fear of sharing the rumours with the public and the
following inevitable repercussions make them extremely prudent in such a way that they
ultimately withdrew from the project. Despite the government’s initial withdrawal from
rumour clinics, they could not stand the idea of public rumour revelation and in less
than a year launched a concrete effort to bury clinics. Their effort paid off in 1943 when
the rumour clinic column no longer appeared in the newspapers [4, 171].
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CONTROL CENTRES

One of the earliest systematic attempts against the mass spread of rumours was a tele-
phone service called rumour control centre (RCC). It was, in fact, a follow-up on the
rumour clinics which retired in 1943 [171]. RCCs were also recognised by other names
such as “Rumour Central”, “Verification Centre”, or “Fact Factory” depending on their
emergence location. They appeared amid the racial conflicts in the US in the 1960s to
serve three purposes: riot control, riot prevention, and provision of information service
to the general public. “Citizens were encouraged to call RCCs if they heard a rumor that
suggested social tensions were increasing in their area. Working with local police and
intelligence units, staff would try to locate the source of the rumor and test its veracity.
The police could then take preemptive measures to address the unfolding situation by
monitoring or arresting suspected agitators and spreading counter-information in areas
of the city where the rumor was circulating” [172].

RCCs were inexpensive organisations to set-up. In its most basic form, what they re-
quired was a telephone, a few people, and some advertising. From the organisational
point of view, in addition to rumour control staff to operate the telephones, there were
communication hookups with police and fire departments as well as other city agen-
cies to get the most recent updates regarding the incidents [37, 5]. From an institutional
point of view, RCCs were adopting a similar institutional form by embodying within the
government [172]. RCCs gradually disappeared in the early 70s due to funding and es-
tablishing legitimacy (in the eyes of the public) issues [37, 171]. One of the closest re-
placements to RCCs in the web era is the rumour control section in the Federal Emer-
gency Management Agency (FEMA) website which provides reliable information about
the running rumours during the disasters. This initiative confirms or denies major ru-
mours that circulate during every disaster.

EDUCATION AND MEDIA LITERACY

Education is one of the most promising state policies against rumours. Open Society
Institute calls education “the best all-round solution” and mentions “high-quality ed-
ucation and having more and more educated people is a prerequisite for tackling the
negative effects of fake news and post-truth” [173]. This policy aims to improve media
literacy and critical thinking among citizens. It would help them to reflect on the in-
formation they receive before believing or sharing them. Besides, it is a confrontation
method with long-lasting effects. However, educational policies could be tricky, as too
much emphasis on rumour might backfire and come with unintended consequences of
undervaluing the real news outlets [17].

PUBLIC INOCULATION

Inoculation is a metaphor borrowed from biology and refers to the process of injecting
the weakened doses of the virus which trigger the immune system to build up resistance
against future infection. Inoculation in the rumour confrontation context also works in
the same way, but instead of a virus, it confers resistance against influence and persua-
sion. This approach works like a rumour vaccine and aims to inoculate enough individ-
uals, so the rumour does not have a chance to spread [174, 175]. Within the past couple
of years, countering rumours using inoculation is increasingly drawing scholars atten-
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tions. The primary reason for this is that debunking efforts and correcting rumours are
not sufficient to stem the flow of online rumours [176].

This approach is composed of two primary steps. The first one is precisely simi-
lar to biological metaphor and comes with exposing the people to the weakened virus,
which is in this case, information that challenges their existing beliefs or behaviours. It
is worth noting that, as in the vaccination process, the weakened virus should not be so
strong as to overwhelm the body’s immune system [174]. Then, in the second step, one
or more of the presented examples are directly refuted in a process called “refutational
pre-emption” or “prebunking” [174, 177]. To improve the effectiveness of this approach,
the public should also be vaccinated against the sources of misinformation, by draw-
ing more explicit attention to exactly who is behind those information [12]. Although
public inoculation studies have been limited to particular domains such as health, polit-
ical campaigning, and climate change, the hypothesis is umbrella protection against the
rumours regardless of the context [176].

Although public inoculation seems a promising strategy to preempt rumour cam-
paigns, the implementation of it is shrouded in mystery. One of the most common im-
plementation approaches is the collaboration of academics with reporters to echo the
inoculation messages by their media. This approach can also be reinforced if elites and
thought-leaders play an active role in the dissemination of inoculation messages [12].
Recently it is shown that serious gaming is a promising means to inoculate the pub-
lic against rumours [176]. Additionally, in another research, critical thinking was intro-
duced as an effective approach for public inoculation [177]. Currently, public inocula-
tion is practised in experimental settings in academia. Expansion of this strategy beyond
the academia would show its effectiveness in other domains and larger scale.

4.3. EVALUATION OF STRATEGIES
This section first presents a framework for the evaluation of the counter rumour strate-
gies. Then, in the second part, the strategies that have already been introduced are as-
sessed.

4.3.1. EVALUATION FRAMEWORK

The spread of rumours bears many similarities to the evolution and transmission of con-
tagious diseases [178]. Almost half a century ago, Goffman and Newill [179] directed at-
tention to the analogy between the spread of infectious diseases and the dissemination
of information [141]. They argued that transmission of ideas do not need to be restricted
to infectious diseases but is a more general process that might be applied to many con-
texts. For example, the development of the psychoanalytic movement in the early twen-
tieth century was no less an epidemic than the outbreak of influenza in 1917 and 1918
[179]. This similarity between biological and intellectual epidemics is even caused the
same modelling paradigm to be adopted in order to explain the dynamic of propagation
[141, 180]. In the epidemiology, there is a control framework that has been successfully
practised for reining in the epidemics [181]. It is composed of three mechanisms of (i)
education, (ii) immunisation, and (iii) screening and quarantine. The first two are pre-
vention measures which aim to minimise exposure to the disease and give a complete
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protection to a person against infection, respectively while the third one has a more in-
terventional nature with the purpose of reducing the transmission rate.

Education is one of the simplest and cheapest ways to control epidemics by train-
ing the public about simple techniques such as wearing masks, washing hands, social
distancing, and gargling to reduce the likelihood of exposure to the disease. It is mostly
about raising awareness about dos and don’ts regarding a particular disease. For exam-
ple, in the case of AIDS epidemics, the educational campaigns in February 1987 tried to
discourage risk-prone behaviours such as unprotected sex or needle exchange for drug
users. The campaign was successful by reducing the spread of the virus in countries
where educational campaigns were organised by the state or other organisations [181,
182, 183].

Immunisation through vaccination is one of the most effective and cost-effective
strategies to control epidemics [184, 181, 185]. It is referred to as “one of the great pub-
lic health triumphs of all time” due to achieving landmark gains over a relatively short
period. For example, in the case of smallpox, a worldwide vaccination campaign suc-
ceeded in eradicating the disease. For instance, when the global immunisation program
against diphtheria, pertussis, tetanus, poliomyelitis, measles and tuberculosis was ini-
tiated in 1974, only 5% of the world’s children were fully immunised. However, in less
than 20 years, more than 90% of the world’s children had received BCG vaccine, and
75%–85% had received immunisation against diphtheria, tetanus, pertussis, poliomyeli-
tis and measles [186].

The third approach to control the epidemic is screening and quarantine. This is
an interventional approach as it is exercised when an epidemic has already started. It
is a core public health approach as it can reduce and delay the spread of the disease
somewhat at the earliest stage. During the epidemics, the susceptible individuals are
screened, and the ones who are thought to pose a risk will be quarantined. “Many coun-
tries do not attempt these measures because of logistics, and cost-benefit considera-
tions” [183, 181, 185].

Due to the strong similarity between the propagation of diseases and the information
dissemination from one hand, and a comprehensive framework in disease eradication,
this study proposes to adopt the same framework for the rumour confrontation. To this
end, the past counter-strategies are set into the epidemic framework in order to under-
stand, which phase of the epidemic control is less emphasised in rumour confrontation.

4.3.2. STRATEGIES EFFECTIVENESS

This section tends to assess the counter rumour strategies that are introduced in the
previous section using the epidemic framework. As it is mentioned earlier, the epidemic
framework presents three approaches to control the spread of disease: (i) exposure min-
imisation, (ii) immunisation or vaccination, and (iii) reducing the transmission rate. In
this section, the same framework is used to assess the goal of counter rumour strate-
gies. As Table 4.1 displays, rumour counter strategies pursue at least one of the epidemic
control approaches.

The legislation mitigates the transmission rate and prevents further spread of ru-
mours. It takes punitive measures against those who participate in rumour dissem-
ination. This would make people more careful and cautious about sharing informa-



4

50 4. COUNTERING RUMOURS

tion with their peers. In the political solutions, the goal is to cut the rumour from the
source through negotiation by the main sponsors behind the rumours, so it belongs to
the strategies with exposure minimisation view. The AI techniques for the filtering and
downgrading tend to reduce the visibility of rumours in the online social network by
taking down rumour related contents and accounts; thus they are considered as strate-
gies with exposure minimisation approach. If they are used to just flag the misleading
contents, then they also fall into the third category (reducing the transmission rate) as
well. The collaboration between online social media platforms and fact-checking insti-
tutes provides information about the truthfulness of the posts circulating in the plat-
forms. Fact-checking the posts may dissuade people from sharing the news with their
network. The collaboration can also improve the accuracy of filtering and downgrad-
ing algorithms. The other type of platforms’ collaboration is with a media organisation.
It would empower professional journalism in the digital era and reduce the likelihood
of rumour emergence in the news channels. The collaboration between platforms and
the scientific community would contribute to the improvement of filtering and down-
grading techniques which would eventually minimise the rumour exposure. Within the
design-based strategies, the service retirement and the service modifications aim to re-
duce the likelihood of the rumour appearance and transmission. The new service devel-
opment also can serve the same function; however, among the services that have already
been developed, they are mostly for reducing the rumour transmission.

The purpose of ad-hoc fact-checking is to prevent mistakes and false information
before making public; therefore, it falls into the exposure minimisation category. Con-
versely, post-hoc fact-checking corrects false information after they go public and de-
creases the likelihood of rumour transmission. The rules of thumb to deal with targeted
rumours are basically a set of principles that rumour audience could use to reduce the
likelihood of rumour transmission. The rumour clinics and public inoculation both try
to create immunisation by teaching people how rumours deceive the mind. The edu-
cational approach tends to raise awareness and educate people. It works like the mind
vaccination as it aims to train the brain not to be trapped by rumours. Control centres
reduce the rumour transmission rate by filling the news channels gap by providing in-
formation about the floating rumours.

The analysis shows that the existing strategies against rumours unevenly cover all as-
pects of the epidemic framework. Although the vaccination is recognised as the most ef-
fective approach in the control of the epidemics, there is more emphasis on the counter-
rumour strategies with other approaches, namely, exposure minimisation and reducing
transmission rate.

4.4. CONCLUSION
This chapter investigated the counter rumour strategies. Based on their impact on dif-
ferent components of a communication process, they are classified into three groups of
sender-, channel-, and receiver-related strategies. After introducing the strategies, they
are assessed based on the epidemic framework. In this framework, strategies and mea-
sures are evaluated based on three criteria of exposure dissemination, giving complete
protection, and reducing the transmission rate.

The introduced counter-measures are exercised intermittently over the past century.
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Table 4.1: Analysis of the quelling strategies against epidemic control framework.

Exposure
minimisation
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nation)
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Legislation X
Political solution X
Filtering X X
Downgrading X X
Collaboration with fact-
checking

X X

Collaboration for media lit-
eracy and digital journal-
ism

X

Collaboration in scientific
project

X

Service retirement X X
Service modification X X
New service development X
Ad-hoc fact-checking X
Post-hoc fact-checking X
Rule of thumbs to deal with
targeted rumours

X

Rumour clinics X
Public inoculation X
Educational policy X
Control centres X
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Despite tremendous efforts and developing all those strategies, diffusion of rumours not
only has not shrunk but also escalated. The ephemeral reactions to sudden rise of ru-
mours in different periods as well as the absence of a comprehensive plan are amongst
the reasons for the failure of curbing the rumours. Besides, focusing on the rumour ex-
posure minimisation and reducing the rumour transmission rate while neglecting the
more effective approach of immunisation is another reason for the failure of the current
set of strategies against rumour dissemination.

To tackle this problem, what is essentially required is a comprehensive plan that in-
corporates all aspects of the epidemic framework. It needs to especially focus on (i) im-
munisation approach due to its proven effectiveness and (ii) AI-based techniques due to
the scale, scope, and speed of rumour spreading in online social media platforms. The
following chapters focus on these two points.



5
AN ASSESSMENT OF ACADEMIC

EFFORTS REGARDING RUMOUR

CONFRONTATION

The source of a fountain may be stopped with a bodkin
But, when it is full, it cannot be crossed on an elephant

Sa’di

The previous chapter discussed the significance of countering rumours due to their poten-
tial to inflict damages at different levels. It was also pointed out that preventive measures
are essential elements in a comprehensive plan to curb and control rumour spreading ef-
fectively. In the same vein, this chapter poses the following research question:

• How ready is the academia regarding the spread of rumours?

One of the key parties in the development of preventive strategies is academia. Despite a
great deal of research in this arena, the amount of progress by academia is not clear yet.
This may lead to misjudgements about the performance of this field of research, which
can ultimately result in wrong science policies regarding academic efforts for quelling ru-
mours. In this research, we address this issue by assessing the academic readiness in the
topic of rumour spreading. To this end, we adopt the emergence framework and measure
its dimensions (novelty, growth, coherence, and impact) over more than 21000 articles,
published by academia about the rumour and its conceptual relatives. The results show
the current body of research had an organic growth so far, which is not promising enough
for confronting the large-scale problem of rumour diffusion. To tackle this problem, we
suggest an external push strategy which reinforces the emergence dimensions and leads to
a higher level in every dimension1.

1This chapter is based on the following publication: Fard, A. E., & Cunningham, S. (2019). Assessing the Readi-
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5.1. INTRODUCTION
As it is discussed in Chapter 4, creating immunity among individuals to not being trapped
by rumours would reduce the circulation of rumours drastically. The direct impact of this
approach is to protect individuals’ mind and to make them rumour-proof. When people
are not carriers of a disease, automatically they will not be able to infect others. This
is the indirect impact of vaccination approach, which automatically reduce the rumour
transmission rate.

One of the most effective ways of creating immunity against rumours is through edu-
cation [187]. The ultimate goal of different educational approaches is to create vigilance
and awareness as well as training the mind to not being deceived and manipulated by
rumours. In this vein, the role of academia in developing effective strategies is crucial.
Since 1940, academia is in the front-line of confronting rumours.

Despite all the efforts in academia, we still do not know how much progress has been
made in aggregate, and what is the readiness of academia. This can be problematic be-
cause when we do not know our readiness in a particular subject, we either overestimate
or underestimate our ability in that subject. Both of these misjudgements are incorrect
and lead to decisions irrelevant to the existing circumstance. So, in order to get an accu-
rate picture of academia’s readiness in the topic of rumour propagation, it is essential to
evaluate this topic of interest. To this end, we deploy technology emergence framework
and measure the academic readiness in the topic of rumour circulation. In this frame-
work, we study four dimensions of emergence (novelty, growth, coherence and impact)
over more than 21,000 scientific articles, to see the level of readiness in each dimension.
This helps us to provide accurate recommendations for the improvement of those di-
mensions with a low level of readiness.

This chapter is organised as follows. Section 5.2 explains the theoretical framework
of this study. Section 5.3 explains the methodology, including the data collection and
operationalisation of emergence framework. In Section 5.4, we report the results of our
analysis over each dimension of emergence framework (novelty, growth, coherence, and
impact). In Section 5.5 we discuss the results, and finally Section 6.6 summarises and
concludes this chapter.

5.2. SCIENTIFIC EMERGENCE
Emergence is a broad concept pointing to the process of coming into being, or of be-
coming important and prominent [188]. In the scientific context, emergence mostly
refers to the emergence of new technology, scientific field or a topic of interest. There
are competing theories that explain the emergence of scientific disciplines. For exam-
ple, Thomas Kuhn [189] justifies emergence of scientific fields by his paradigm shift the-
ory, or by Donald Stokes theory [190], the emergence of science is user-oriented and is
triggered by societal needs.

Measuring the emergence has drawn much attention in recent years, owing to no-
table achievements in the operationalising of this concept. One of the primary works

ness of Academia in the Topic of False and Unverified Information. ACM Journal of Data and Information
Quality (JDIQ), 11(4), 1-27.

To access the codes used for the analysis of the bibliometric data, please refer to
https://gitlab.com/amiref/acm-jdiq-paper
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Table 5.1: Technology emergence dimensions [188]

Attributes Definition
Novelty Fulfilling a given function by using a different basic principle as compared to what

was used before to achieve a similar purpose
Growth Increase over the number of involved actors, public and private funding, produced

knowledge, prototypes, products and services
Coherence Reaching to a certain identity and momentum from those technologies/topic of

interest still in a state of flux
Impact Pervasiveness of the impact that emerging technologies may exert by crosscutting

multiple levels of the socio-economics system
Uncertainty and ambiguity Uncertainty refers to the possible outcomes and uses which might be unintended

and undesirable. Also, ambiguity refers to the possibility that different groups as-
sociated with a given technology

in this domain is the FUSE 2 program, which suggested four dimensions for measur-
ing emergent technologies: (i) novelty, (ii) persistence, (iii) community, and (iv) growth
[191, 192]. “What is an emergent technology?” is the title of seminal work by Rotolo et
al. [188]. In this work, they propose five dimensions as the denominator of every emer-
gent technology (novelty, growth, coherence, impact, uncertainty and ambiguity). Table
5.1 introduces and explains the dimensions. Although the framework is developed to
identify emerging technologies, it is also applied to other emergent phenomenon such
as emergent topics of interest [188, 193].

In addition to the conceptualisation of the notion of emergence, one of the unique
aspects of Rotolo’s work is identifying the dimensions of emergent technologies and
demonstrating the dynamic of each dimension [188]. As Figure 5.1 displays, there are
two dynamics for the components of the emergence framework: negative (decreasing) s-
curve for radical novelty and uncertainty & ambiguity, and positive (increasing) s-curve
for relatively fast growth, coherence and impact. Based on the level of each dimension,
three phases are suggested: pre-emergence, emergence and post-emergence. Perfor-
mance of technology in all dimensions shows the overall status of that technology in
emergence framework. Nonetheless, trying to pin down the absolute values for emer-
gence dimensions is rather meaningless. In fact, the dimensions of this framework, pro-
vide an indication of emergence when they are considered in the domain in which the
given technology is arising. Therefore, an emergent technology may only be compared
with the other technologies if they are also in the same domain [188]. Despite the limita-
tions, this unique feature of Rotolo’s framework allows us to do a retrospective analysis
and compare a topic of interest with itself through the time.

5.3. METHOD
This section comprises of two major parts: (i) data collection, and (ii) operationalisation.
First, we need to collect empirical evidence which indicates the scientific efforts and
achievements in this topic of interest so far. In the second part, we must operationalise
dimensions of the theoretical framework we adopted in Section 5.2 to be able to measure
the emergence dimensions. Finally, we measure the level of readiness by applying the
chosen criteria to the collected data. Figure 5.2 summarises the steps that need to be

2“Foresight and Understanding from Scientific Exposition” (FUSE) research program funded by the US Intelli-
gence Advanced Research Projects Activities (IARPA) in 2011
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Figure 5.1: Different phases and attributes of emergence [188].

taken for the assessment. The dark part of the diagram indicates data collection steps,
and the light part shows operationalisation procedure. Analysing the obtained metrics
from operationalisation with collected data, gives us the results of the assessment. In the
Section 5.3.1, and 5.3.2 we elaborate data collection and operationalisations procedures
respectively.

5.3.1. DATA COLLECTION
To improve the reliability of our results, we need to apply the emergence framework on
high-quality data. To this end, we follow three steps: (i) developing a comprehensive
search strategy via finding relevant descriptive terms, (ii) choosing a reliable bibliomet-
rics database and, (iii) defining a query, refining it and collecting the data. In this section,
we elaborate every step of this procedure in details.

SEARCH STRATEGY

As the first step, we explain the search strategy. In this topic of interest, there is no con-
sensus on the terms which are representing rumours. Besides, having more descriptive
terms, allow us to perceive the phenomenon from different perspectives which would
give us a more comprehensive picture of the topic of interest and would make the results
more reliable. Therefore, we try to find as many relevant describing terms as possible.

To this end, a concept crawler for Wikipedia3 is developed to extract relevant terms
to the field of rumour studies. Algorithm 1 shows how this crawler works. It is initialised
with a list of seed terms and a depth argument. It goes to the Wikipedia page of each
term, extracts the recommended concepts and adds them to the list of concepts. If an
extracted term is already in the list, the crawler ignores it and just increases the frequency
of that concept in the list. Because of the enormous size of Wikipedia’s network, and to
keep the collected concepts relevant to the scope of this study, a depth argument (d) is
given to the crawler. It shows after how many hops the crawler stops.

3Our initial plan was to implement this crawler for Encyclopaedia Britannica, but Wikipedia covers more con-
cepts and topics than Britannica. Hence the chance of finding more relevant terms in Wikipedia is higher
than Britannica
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Figure 5.2: The method of assessing the readiness of the academia in the field of rumour studies.

Algorithm 1 Concept Crawler

Input: List (C) of initial concepts Ci , m = 1,2, ..., M and depth of crawl d
while depth < d do

c ←C .dequeue()
newc oncept s = f etch_r ecommended_concept s(c)
C .enqueue(new_concept s)
depth = depth +1

end while
Output Final list of concepts and the frequency of recommendation

We initialise the Wikipedia concept crawler with a list of 12 variations of rumours
which are highly popular in the literature. We set the depth argument to 500 (k = 500)4

and then run the algorithm. As the network of the results is displayed in Figure 5.3 (each
node shows a concept (which has a Wikipedia page), and each edge from node A to node
B means concept B is recommended in the Wikipedia page of concept A), 3299 concepts
are recommended by Wikipedia, but many of those are irrelevant and have to be elimi-
nated. Thus, we conduct three-step filtering. First, based on node in-degree value, then
based on page-rank centrality value, and finally, we manually filtered irrelevant con-
cepts. After the first and second level of filtering, the number of concepts are reduced
to 684 (almost 20% of the original set of concepts) and 102 (less than 5% of the original
set of concepts) respectively. In the last step of filtering, after careful consideration, we

4it means after 500 hops, the script stops
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reached to 19 terms in addition to nine initial terms, which altogether provides us with a
list of 28 terms as the final list of search terms5.

BIBLIOMETRIC ENGINES

There are three major databases for indexing bibliometric data: Web of Science (WoS),
Scopus and Google Scholar. None of those databases has absolute superiority over the
others, and each one has its strengths and weaknesses (Table 5.2); however, we choose
Web of Science for data collection because it includes high impact journals and has a
long period of coverage. Here, we use the full cleaned dataset of WoS English publication
records, including articles, reviews, editorials, proceedings, conference papers, and book
chapters.

Table 5.2: Comparison between three major databases of indexing bibliometrics data [194].

Features Scopus Web of Knowledge Google Scholar
Number of Journals 19809 12331 Unknown
Export records Yes - en masse Yes - en masse Yes - en masse if you mark

records which saves to My
Library - then export from
within My Library

Period covered 1966 - 1900 - Unknown
Update Daily Weekly Unknown

QUERY DEVELOPMENT AND REFINEMENT

Table A.1 displays the different queries we used to collect data6. We reached to our fi-
nal dataset after four rounds of query refinement. In the first query, which was entirely
based on the results of the concept crawlers, we observed many irrelevant papers about
computer networks. They appeared in the dataset because of the “gossip” term in the
search query, which returns a lot of papers about gossip protocols. Such papers are ir-
relevant to this study and must be eliminated. Hence, in the second query, we exclude
them by adding the negation of those terms to the search query. After getting the second
version of the dataset, we noticed a surprisingly high number of papers from oncology.
After checking some of those papers, we discovered Web of Science OCR 7 cannot dis-
tinguish “rumour” and “tumour”. As a result, all the papers about tumour which were
indexed in WoS appeared in the dataset. For the third query, we added the negation of
“tumour” to our search query to exclude the irrelevant oncology papers. This time the
returned results were satisfactory; however, we performed manual filtering and removed
a few of unrelated papers. Finally, we reached 21571 papers. We also evaluated the ap-
proximate level of the noise after data collection and refinement. For that purpose, we
randomly selected 100 papers before and after data refinement, and observed the noise
level has dropped from 19% to 8%.

5Please refer to the Section A1 in the appendix for the final list of search terms
6For the detailed queries, please refer to the Appendix
7Optical character recognition
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(a) The network of Wikipedia’s recommended terms for initial
set of concepts

(b) The network of Wikipedia’s recommended terms after first
level of filtering

(c) The network of Wikipedia’s recommended terms after sec-
ond level of filtering

Figure 5.3: Data collection and data filtering steps



5

60 5. AN ASSESSMENT OF ACADEMIC EFFORTS REGARDING RUMOUR CONFRONTATION

Table 5.3: Queries for data collection from Web of Science

Query
Returned
results

Description

1 Q1 25769
Some of the returned manuscripts are about computer networks which is irrelevant to the
topic of false and unverified information

2 Q2 24021

Surprisingly, many of the returned manuscripts are in the field of oncology which seems
a little bit strange. After careful examination, we discover Web of Science OCR algorithm
cannot distinguish "rumour" from "tumour" and significant part of the returned papers
are about cancer

3 Q3 21675

Although, a considerable noise is removed from the dataset, there are still some irrelevant
papers. For example there is a person called “Rumer”, but Web of Science OCR algorithm
recognizes it at as “rumor”, or there is Russian physicist called “Rumour” which is appar-
ently confused by the concept of “rumour”, or there is a geological site in Australia called
“Rumour” which is confused by the rumour concept again

4 Q4 21571 This is the final version of the dataset on false and unverified information

5.3.2. EMERGENCE OPERATIONALIZATION

The operationalisation plays a central role in this research and works as a bridge be-
tween the theory and data. Without operationalisation, our research would freeze at a
theoretical level. More precisely, operationalisation enables us to quantify emergence
dimensions, which provides us with an opportunity for the comparison. This compar-
ison can be between the different topic of interest or just a single topic of interest over
the period. In summary, operationalisation makes our empirical approach meaningful
and allows us to interpret our empirical evidence based on the theoretical framework.

Here, we measure all dimensions of the emergence framework [188] except the last
one, no metric can genuinely operationalise uncertainty and ambiguity [188]. For each
selected dimension, one or more indicator have been suggested which are either ex-
tracted from literature or developed by the authors. The indicators corresponding to
each dimension are explained in Table 5.4.

5.4. RESULTS
In this section, we report results of measuring different dimensions of emergence namely,
level of novelty, growth, coherence and impact in the topic of rumour spreading using
the criteria introduced in the previous section.

5.4.1. NOVELTY

To measure novelty, several approaches such as co-word analysis [195] and citation anal-
ysis [196] have been proposed, but none of them has a meaningful interpretation in this
topic of interest. That is the reason we develop a new method to measure novelty. At
the heart of our method, topic modelling lied. Topic modelling is an exploratory statis-
tical method to extract hidden thematic structure from a collection of documents. In
this method, the algorithm receives two inputs: (i) a set of text documents, and (ii) the
number of topics (p). Then it returns clusters of words where each cluster represents a
topic. In this study, we adopt Latent Dirichlet Allocation (LDA) as our method for topic
modelling [197]. To implement our method and measure novelty in the field of rumour
studies, the following procedure needs to be followed:

In the following, the steps are elaborated. First, we perform topic modelling with
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Table 5.4: Operationalisation of emergence framework. The new criteria are marked with †.

Dimensions Operationalization criteria Description
Novelty

• Maximum novelty†

• Average novelty†

We measure the similarity between topics
in every two successive periods, then we
investigate how it changes through the
time

Growth

• Trend analysis over the number of publications

• Trend analysis over the incumbents and new-
comers authors†

• Newcomers contributions†

We study the growth in publications and
authors

Coherence

• Dynamic of co-occurrence of major disciplines
over underpinning discipline network†

• Conferences and journals

• Evolution of densification over co-authorship
network

We measure theme coherence (the first
criterion) and community coherence (the
second and third criteria).

Impact

• Trend analysis over the number of underpinning
disciplines

• Histogram over the discipline score

• Trend analysis over number of fundings acknowl-
edgements and variety of funding agencies

• Histogram over the number of fundings acknowl-
edgements

We study funding agencies and under-
pinning disciplines to measure to what
degree this topic of interest raise expec-
tation

Procedure of measuring novelty

1. Applying LDA on four periods of data (Due to the lack of considerable academic
activities in the field of rumour studies in the first 80 years of 20th century, we
take that period (from 1900 until 1980) as the first one and call it the first period,
then for every decade after 1980 we take it as an extra period)

2. Measuring the similarity between topics in different periods and filling the com-
parison table

3. Measuring degree of novelty (with Aver ag eNovel t y and M axi mumNovel t y)
for each topic in every period

4. Getting the average of Aver ag eNovel t y and M axi mumNovel t y for all the
topics in each period to have a big picture of change in the novelty level in this
topic of interest
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five topics. In topic modelling, making a decision about the number of topics is not a
straightforward task. It is a matter of experience, and there is no gold standard for that.
Here, after multiple times topic modelling with different topic numbers, we reach to this
number. If p > 5, the excess topics are extremely similar to the others. And, if p < 5, some
of the important topics that we see them separately before (when p = 5) are merged to
other topics. After applying LDA on four periods of the dataset, we get five clusters of
words for each period.

In the second step for every two topics in different years, we measure their similarity
using cosine similarity measure and insert it into the comparison table8. The Figure
5.4 demonstrates a schema of the comparison table. Every cell in the comparison table
illustrates the similarity between the two topics in two years. For instance, in Figure 5.4,
the yellow cell indicates the similarity between topic 0 from fifth period (2010 ∼ 2018)
and topic 1 from fourth period (2000 ∼ 2010).

8We take each cluster of words as a weighted vector
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P1 P2 P3 P4

Figure 5.5: Change in novelty level in the field of rumour studies

After measuring the similarities and filling out the table, in the third step, we mea-
sure the degree of novelty for each topic in every period. Degree of novelty, measures
the similarity between topics in every two consecutive years (Equation 5.1 and 5.2). It
has two variations; one works based on maximum and the other based on average func-
tion. In the average approach, we get the average of similarity between topic i in period j
with all the topics in period j-1. In the maximum approach, after getting the similarities,
instead of getting the average, we pick the maximum value. It is worth mentioning; we
subtract the result of average or maximum from one because the similarity between the
topics, shows to what degree, same topics repeat in different years, while in this method
the goal is to know, how much of the topics are new. In other words, without subtraction,
the measurements show to what degree the topics are similar to each other.

M N y
t = 1−maxt ′∈topi cs (S(topi c y

t , topi c y−1
t ′ )), (5.1)

where MN is the maximum novelty and S is the similarity.

AN y
t = 1−aver ag et ′∈topi cs (S(topi c y

t , topi c y−1
t ′ )), (5.2)

where AN is the average novelty and S is the similarity.

Finally, in the fourth step, we take the average of two key variables of Aver ag eNovel t y
and M axi mumNovel t y for all the topics in each period. This gives us a big picture of
change in the novelty level in different years (Figure 5.5). Both Aver ag eNovel t y and
M axi mumNovel t y show the same pattern: first a modest increase from the first to the
second period and then a significant drop to the third and then fourth period. This pat-
tern demonstrates that the novelty is declining, and the research topics are becoming
more and more similar to each other. However, we can also interpret the drop in the
novelty as a sign of coherence in the field.
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5.4.2. GROWTH
For growth dimension, we perform three levels of analysis which is summarised in the
following:

Procedure of measuring growth

1. Counting the number of publications per year

2. Counting the yearly publications of newcomer and incumbent authors

3. Measuring NewcomersContribution per year

We start from trend analysis over the number of publications9. As the Figure 5.6a
shows, for almost 80 years, this topic of interest was like a silent volcano which occasion-
ally launched ash and smoke. But since almost 30 years ago, it has experienced dramatic
growth in the number of publications; from almost 80 publications in the 80s to almost
2000 publications in 2017. But such a sudden dramatic growth is not necessarily a good
sign. In fact, it may be just a hype, not a sign for the emergence of a new topic of interest
with an independent identity.

In the second step, to explore this issue, and get a better picture of the growth in the
field of rumour studies, we want to see how much of this growth is obtained by new-
comers and incumbents authors. Newcomers are those authors who do not have any
publication in this topic, while incumbents are those who already have at least one ar-
ticle in this area. As the Figure 5.6b illustrates, 87.7% of the publications in this area
is produced by newcomer authors, and only 12.3% of the publications are produced by
incumbent authors. In other words, among all the authors in this topic of interest, the
fraction of newcomers is almost seven times more than incumbents. This provides us
with a static picture of authors contribution in the field of rumour studies. Additionally,
we study the dynamic of authors contribution by focusing on the speed of publication
production for the newcomers and incumbents.

Figure 5.7a and 5.7b show the growth of newcomers and incumbents respectively.
In both diagrams, the number of authors is growing but at a very different scale. We
juxtapose both diagrams in Figure 5.7c to demonstrate how the number of incumbents
and newcomers grow compared to each other. Due to this diagram, the rate of growth
in newcomer authors compared to incumbent authors is significant. Newcomers grow
exponentially while incumbents grow like a straight line with a small slope.

Finally, in the third step, to understand the difference between growth rate better, we
define a new criterion called newcomers contribution and calculate the yearly contribu-
tion of newcomers to the field of rumour studies (Equation 5.3). We measure the level of
contribution for each year by dividing the number of incumbent authors in that year by
a cumulative number of newcomer authors minus a cumulative number of incumbents
authors from the beginning until that year. The numerator demonstrates the number of
authors who stayed in this topic of interest, and the denominator shows those authors

9This indicator is adopted from [188].
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(a) Publication growth in the field of rumour studies
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(b) The percentage of incumbents and newcomer authors in the field of rumour studies

Figure 5.6: Growth and its composition in the field of rumour studies
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(a) The growth of newcomer authors in the field of rumour studies
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(b) The growth of incumbent authors in the field of rumour studies
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(c) The comparison of growth between incumbent and newcomer authors

Figure 5.7: The composition of different communities in the underpinning disciplines network within 1900 to
2018
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Figure 5.8: The yearly contribution of newcomers to the field of rumour studies

who could remain in this topic of interest, but they did not. In other words, the numer-
ator shows the number of incumbent authors in year t and the denominator indicates
the number of remaining newcomers from the beginning (year 1900) till a year ago (year
t −1).

NCt = It∑t−1
1900 Nt−∑t−1

1900 It
, (5.3)

where NC is newcomers contribution, It is the number of incumbents in year t, and Nt

is the number of newcomers in year t.
The newcomers contribution shows the rate of newcomer to incumbent conversion.

In other words, the numerator shows the number of incumbent authors in year t and the
denominator indicates the number of remaining newcomers from the beginning (year
1900) till a year ago (year t-1). Dividing these two numbers, shows what rate of newcom-
ers converted to incumbent this year.

This criterion shows, every year, what percentage of those who are still newcomers,
join incumbents. As it is clear from Figure 5.8, except a few outliers, in general, less than
4% of newcomers join to the incumbents every year which is a very small fraction. This
means most of the scholars who already have a publication do not come back to this
topic.

All in all, by juxtaposing the results we can assert that the growth in this topic of in-
terest is radical and imbalanced. Radical, because the number of publications started
to grow exponentially since last 30 years, and imbalanced because the majority of pub-
lications are produced by newcomer authors, and incumbent authors do not show sus-
tainable interest to publish more. The reason for the sudden rise in the number of pub-
lications by the newcomers might be the alarming trend of rumour circulation and its
severe consequences in the past few years. Many of the scholars from a wide range of
disciplines decided to respond this potential danger by their knowledge and expertise.
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Besides, the reason for not publishing anymore by those who published once might be
studying or conducting research in the fields other than rumour studies.

5.4.3. COHERENCE

In the third dimension of emergence framework, we study coherence in the field of ru-
mour studies. We assess the coherence from two perspectives: research theme and re-
search community. The criteria we use here, are the mixture of criteria extracted from
[188] and the ones developed by the authors. In the following, the procedure of measur-
ing coherence is explained:

Procedure of measuring coherence

• Research theme coherence

1. Building the temporal network of underpinning disciplines for five periods

2. Applying community detection algorithm on the networks

3. Classifying the subject categories to GIPP research areas

4. Making the co-occurrence matrix of disciplines

• Research community coherence

1. Counting the number of relevant dedicated journals

2. Counting the number of relevant dedicated conferences

3. Counting the number of relevant special issues

4. Counting the number of relevant conference sessions and tracks

5. Counting the number of relevant seminars and forums

In the next two subsections, we elaborate each of these steps.

RESEARCH THEME COHERENCE

First of all, we need to build a network of underpinning disciplines for five different pe-
riods. This network is based on subject category labels given to each article and book
in Web of Science database . We choose such a network structure to represent the the-
matic structure. In this network, each node represents one of the Web of Science subject
categories, and every edge between two nodes shows there is a paper in both subject
categories 10. Because the Web of Science subject categorisation shows the theme of the
paper 11, we can infer that this network represents the theme of the research activities in
the field of rumour studies.

10The weight of the edge shows the number of papers between both subject categories
11Subject categorisation in Web of Science is based on the theme of the journals
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In the second step, to know which subject categories come together more often, we
take the community detection approach. There are quite a few community detection al-
gorithms [198], and we choose Lovain algorithm [199]. The main reasons for this choice
are the speed, scalability, and simplicity of this method. It is one of the first scalable com-
munity detection techniques which has been successfully tested on networks of different
types, and for sizes up to 100 million nodes and billions of links. Additionally, it is among
the fastest community detection algorithms which works well with large graphs. The
Louvain algorithm allows zooming within communities to discover sub-communities,
and sub-sub-communities [200, 201]. It is also one of the most popular community de-
tection algorithms and has been implemented in many of the network analysis tools and
programming packages such as Gephi, or NetworkX.

Applying this algorithm on the underpinning discipline networks, specifies commu-
nities of the closest 12 subject categories in each period. But, because there are too many
subject categories in the underpinning networks, it would be hard to make any compar-
ison or draw any conclusion.

In the third step, we tackle this issue by grouping the Web of Science subject cat-
egories into six major research areas suggested by GIPP schema. In other words, we
replace each subject category introduced in Web of Science with its parent discipline
in GIPP schema. GIPP is a very broad categorisation comprising six disciplines (Arts
& Humanities, Clinical, Pre-Clinical & Health, Engineering & Technology, Life Sciences,
Physical Sciences, and Social Sciences) which covers all fields of scholarly research. GIPP
is initially developed as a part of the Thomson Reuters Institutional Profiles project, and
also is used in the Times Higher Education World University Rankings.

By applying GIPP classification on the identified communities, every subject cate-
gory is replaced by its corresponding research area in GIPP schema. This turns commu-
nities with highly diverse composition into communities with a maximum of six disci-
plines. Such a small change makes the communities much easier to interpret and allows
us to compare them within a single period and between different periods. Figure 5.9
illustrates communities we obtained in the third step and their compositions in each
period. Every bar denotes one community and different colours in each bar represent
contributing research areas in that community.

By comparing the five periods, we can see a significant drop in the number of com-
munities from 50 in the first period to only 11 in the last period (Figure 5.9). It is mostly
because of the singleton communities 13 which their number decreases from 37 in the
first period to 6 in the last one. Such a significant drop in the number of communities
means new links appear in the network over time. That happens mostly because this
topic of interest is getting more and more interdisciplinary. But, this does not necessar-
ily indicate the lack of coherence around particular domains. In fact, in the rest of this
section, we focus on this point to understand if there is any thematic research area that
the field of rumour studies has shaped around it.

To this end, in the fourth step, we investigate the composition of the communities in
different years. As Figure 5.9 shows, communities are the mixture of several disciplines.
This can make the interpretation of coherence a bit hard. To tackle this issue, we make

12The closeness definition depends on the community detection algorithm.
13We define singleton communities as communities with only one member
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a co-occurrence matrix. This matrix allows us to see the thematic composition of this
topic of interest in an organised way in each period. Having such a matrix also enables
us to compare different periods of this research topic.

The co-occurrence matrix is created in three steps. First of all, for each period, we
pick the major communities. Major communities in each period are those communities
which are larger than 30% of the biggest community in that period. After that, for each
major community, we determine major research areas. We define major research areas
in a major community as the largest research areas that altogether consist of at least 80%
of that community. Finally, for each period, we count the number of major research
areas in major communities and illustrate it in matrix (Figure 5.10).

In the co-occurrence matrix M , let D denotes the set of research areas and P be the
set of time periods. In this matrix, the sample cell Mi j with the value of k (Mi j = k) shows
that, in period i, there is k major communities with the major research area of j.

To measure the significance of each research area in the co-occurrence matrix, three
criteria should be taken into account: (i) presence, (ii) continuity, and (iii) recency. The
presence means, how many times a research area appears in major communities in dif-
ferent periods. The continuity explains to what extent this presence persists in consec-
utive years, and the recency indicates how recent is the appearance of research areas.
We combine all these three criteria into one score called T hemati c Si g ni f i cance(θ)
(Equation 5.5). This score incorporates recency by associating periods with their index
(Equation 5.4). Thus, the more recent a period becomes, the higher its associated in-
dex gets. Besides, this score involves presence and continuity by rolling windows with
different sizes. The window with size one, counts in how many periods a research area
appears 14, and the bigger windows check whether those appearances are persistent or
not. For instance, the window size 4 checks whether a research area appears for four
consecutive periods or not.

I= {(i , j ) | i , j ∈ P, i É j }, (5.4)

where P ∈ {1,2,3,4,5}.

θd = ∑
(i , j )∈I

(
j∑

t=i
t ×

j∏
t=i

Mr t ), d ∈ D (5.5)

where M is Co-occurence matrix and D is Research areas existing in the first column of
M .

As an example, to calculate T hemati c Si g ni f i cance for research areas Art & Hu-
manities - Social Sciences (the last column of Figure 5.10), we start moving the win-
dows with different sizes. For window size 1, the score is (1+2+3+4+5), for the win-
dow size 2, the score is ((1+2)+(2+3)+(3+4)+(4+5)), for the window size 3, the score is
((1+2+3)+(2+3+4)+(3+4+5)), for the window size 4, the score is ((1+2+3+4)+(2+3+4+5))
and for the window size 5 the score is (1+2+3+4+5). If we add all the scores for different
window sizes, thematic significance for Art & Humanities - Social Sciences would be 105.

After measuring T heme Si g ni f i cance for all the research areas, the results are shown
in Figure 5.11. As the figure shows, two research areas have higher T heme Si g ni f i cance:

14The window with size one checks the criterion of presence
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(a) 1900 ~ 1980 (b) 1980 ~ 1990

(c) 1990 ~ 2000 (d) 2000 ~ 2010

(e) 2010 ~ 2018

Figure 5.9: The composition of research communities in five periods of 1900 ∼ 1980, 1980 ∼ 1990, 1990 ∼ 2000,
2000 ∼ 2010, and 2010 ∼ 2018. Every bar denotes one community and different colours in each bar represent
contributing research areas in the corresponding community. The length of each bar displays the number of
subject categories in its community.
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(i) Art & humanities and social sciences and, (ii) Engineering and technology, and physi-
cal sciences. In the first group, both disciplines dominate one community and co-occur
in all five periods, and in the second group, both groups co-occur and dominate one
community in the last four periods.

By juxtaposing the results, we can infer that, the number of communities in the field
of rumour studies is reducing significantly. The main reason for that is singleton com-
munities which are joining the major ones. There are still a few singleton communities
left, but compared to the early periods that the number of them is too low, even if they
join the major communities, it is not a significant change in the structure of communi-
ties. The other finding is the relative stability and coherence in two research areas of (i)
Art & humanities and social sciences, and (ii) Engineering and technology, and physical
sciences. The coherence and stability of these two areas show that, since early days of
research in the field of rumour studies, the scholars were interested in qualitative and
quantitative approaches. In recent years, we can still observe affinity of the researchers
to both perspectives; however, due to sudden increase in the scale, scope, and speed of
rumour dissemination and democratisation & prevalence of computational techniques,
the amount of research with computational approach is drawing more attention.

RESEARCH COMMUNITY COHERENCE

Another aspect of coherence is the community which we want to investigate it by look-
ing at the conference sessions, special issues, specialised journals and conferences ded-
icated to the field of rumour studies [188]. For journals, we checked the list of journals
covered by Web of Science and Scopus, but there is still no specialised journal on this
topic of interest; however, due to the importance of this topic, some journals decided
to publish special issues and explore different aspects of rumour based on their per-
spective. Table 5.5 indicates special issues on different aspects of this topic of interest.
Currently, between the special issues, two themes are more prevalent: first, the study of
fake-news and disinformation due to the importance of rumour spreading on political
events and second, the study of gossip from a psychological perspective, most probably
because of the important role of gossip in organisations and social communication.

Like journals, we have more or less the same situation for conferences as well (Table
5.6). Except for a conference on misinformation in eating disorders, there is no dedicated
conference to the field of rumour studies. Still, due to the importance of the problem,
some of the major conferences decided to hold a special track or workshop in conjunc-
tion with the main conference. There are also several forums and summits which their
main purpose is to bring awareness about the problem.

Although zero dedicated journal or conference can be the sign of immaturity and lack
of community in this topic of interest, the special issues, forums, workshops and confer-
ence tracks indicate the importance and urgency of this topic and interest of scholars
from different disciplines to explore and study this area more deeply.

To investigate this point more accurately, we study the densification 15 of co-authorship
network to see how the collaboration per person is changed through the time. As the
Figure 5.12 shows, the level of densification has increased gradually in co-authorship

15Densification in a network G=(V,E), is defined as the fraction of edge number over node number

(Densi f i cati on = |E |
|V | )
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Figure 5.10: Co-occurrence of disciplines in the field of rumour studies
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Figure 5.11: Theme significance of different research areas. To save the space, the following abbreviations
are used: LS = Life Sciences, AH = Art and Humanities, CPH = Clinical, Pre-Clinical and Health, SS = Social
Sciences, ET = Engineering and Technology, PS = Physical Sciences.

Table 5.5: Special issues in the field of rumour studies between 2000 and 2018.

Journal Call Time
Behaviour & Information Technol-
ogy

Special Issue on Social Media in Conflicts and Crises 2018

Political Communication Beyond fake news: The politics of disinformation 2018
ACM Journal of Data and Informa-
tion Quality (ACM JDIQ)

Special issue on Combating Digital Misinformation and Disinforma-
tion

2018

Versus, journal of Semiotics and
Philosophy of Language

Special Issue on “Fake news, misinformation/disinformation, post-
truth”

2018

Frontiers in Psychology Special Issue on Gossip 2018
Journal of Computational Science Special Issue on Information Diffusion in Online Social Networks

(IDOSN)
2017

Policy and Internet Special Issue on Reframing ‘Fake News’: Architectures, Influence, and
Automation

2017

Liinc em Revista Disinformation, misinformation and hyper-information in contem-
porary digital networks

2017

Journal of Communication Special issue on misinformation 2015
ACM Transactions on Information
Systems (TOIS)

Call for Special Issue on Trust and Veracity of Information in Social
Media

2015

Group & Organization Manage-
ment

Special Issue on Gossip in/around Organizations 2008

Review of General Psychology Special Issue on Gossip 2004
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Table 5.6: The conferences in the field of rumour studies between 2000 and 2018.

Conference Type Time Location Other description
International Workshop
on Rumours and De-
ception in Social Media

Workshop Oct 22, 2018 Turin, Italy

Digital Disinformation
Forum

Forum Jun 26-27,
2018

Stanford

CyberSafety 2018 : The
Third Workshop on
Computational Meth-
ods in CyberSafety,
Online Harassment and
Misinformation

Workshop Apr 24, 2018 Lyon, France It was a workshop in the 2018 edi-
tion of The Web Conference (27th
edition of the former WWW con-
ference)

MIS2: Misinformation
and Misbehavior Min-
ing on the Web

Workshop Feb 9, 2018 Los Angeles,
California,
USA

Workshop held in conjunction
with WSDM 2018

Democracy and Disin-
formation

Forum Feb 12–13,
2018

Ateneo de
Manila,
Philippines

MisinfoCon: A Summit
on Misinformation

Summit Feb 24-26,
2017

Harvard and
MIT Me-
dia Lab in
Cambridge,
MA

It explored exploring the psychol-
ogy of misinformation and strate-
gies to strengthen the trustworthi-
ness of information across the en-
tire news ecosystem

Journalism, Misin-
formation and Fact
Checking

Conference
Track

Apr 23-27,
2018

Lyon, France It was a track in the 2018 edition of
The Web Conference (27th edition
of the former WWW conference)

ICWSM 2017 Workshop
on Digital Misinforma-
tion

Workshop May 15, 2017 Montreal,
Canada

It was in conjunction with the 2017
International Conference on Web
and Social Media (ICWSM)

Science journalism in a
post-truth world

Session Jun 29, 2017 Copenhagen,
Denmark

It was one of the session of the 4th
European Conference for Science
Journalists (ECSJ2017)

Challenges in strategic
communication and
fighting propaganda
in Eastern Europe.
Solutions for a future
common project

Workshop Apr 25-27,
2018

Moldava,
Czech Re-
public

It was held in Moldova with a War-
saw Institute’s participation

Combating Fake News
An Agenda for Research
and Action

A working
meeting

Feb 17, 2017 Harvard Law
School

Reporting Facts and the
Future of Journalism

Forum Aug 17-18,
2017

Singapore

Defending Democracy:
Civil and Military Re-
sponses to Weaponized
Information

Forum Apr 7, 2017 Princeton
University

Nordic Conference - In-
formation & Misinfor-
mation

Conference Sep 21-23,
2016

Helsinki, Fin-
land

It was about misinformation and
misconception about eating disor-
ders

Rumors and Decep-
tion in Social Me-
dia:Detection, Tracking,
and Visualization

Workshop May 19, 2015 Florence,
Italy
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Figure 5.12: The growth of densification in author level

network in last 120 years, which confirms what we said previously that there is a growing
interest among the scholars to study the field of rumour studies; however, this interest is
in its infancy level.

5.4.4. IMPACT

For impact, as [188] explains we need to investigate how much expectation this topic
of interest can build up. For this purpose, we study the underpinning disciplines and
funding agencies to see how much expectation the study of rumours could create for
the academic world. In the following box, we go through the procedure of measuring
impact.

Procedure of measuring impact

• Underpinning disciplines

1. Counting the number of underpinning disciplines in each year

2. Measuring DisciplineScore for each discipline

• Funding

1. Counting the number of fundings acknowledgements and number of en-
gaged funding agencies per year

2. Making the histogram for number of funding acknowledgements in differ-
ent funding agencies
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Firstly, we count the number of underpinning disciplines per year. As Figure 5.13a
shows, the number of underpinning disciplines has an increasing trend in such a way
that currently out of 252 Web of Science subject categories, most of them has contributed
to this topic of interest. The number of underpinning discipline demonstrates a high
level of engagement in the topic of rumour spreading from academia. However, this
number does not tell anything about the quality of engagement. For example, some sub-
ject categories may contribute more than 100 articles and some others less than 10, and
this criterion cannot distinguish them. So, relying only on the number of underpinning
disciplines might be misleading.

To tackle this issue, in the second step, we define a criterion called discipline score.
Discipline score measures the number of publications in a particular discipline. For in-
stance, if in the topic X , subject categories of Y1 and Y2 contribute with 10 and 50 articles,
respectively, then

DS(X ,Y1) = 10, (5.6)

DS(X ,Y2) = 50, (5.7)

Where DS is discipline score.
We measure discipline score for all the subject categories which contribute to this

topic. Figure 5.13b, shows the histogram of discipline score. As this figure displays, ex-
cept a handful of subject categories, most of them contributed to the topic of interest in
a fairly small scale. In fact, more than 80% of the subject categories have less than 100
publications. This means, although this topic of interest has made a huge expectation in
academia by attracting almost every subject category, most of them made a contribution
by very few publications. In fact, a substantial part of academic contribution comes from
a few subject categories which mean only a few disciplines attracted and contributed to
this topic of interest genuinely, and for the rest, it has just made a temporary expectation.

The other part of the expectation analysis would be the analysis of funding agen-
cies16. We first investigate the number of funding acknowledgements and a variety of
funding agencies which provide those fundings acknowledgements. As Figure 5.14a il-
lustrates, the number of fundings acknowledgements increased dramatically since last
10 years, but at the same time the variety of the engaged agencies also increased signifi-
cantly (Figure 5.14b). This growing interest does not belong to a handful of funding agen-
cies. In fact, there are plenty of agencies that are interested in this topic; however, they
adopt prudent approach by providing funding acknowledgements to not many projects.
It is also worth mentioning, those agencies are often among the giant funding organisa-
tions such as NSF, ESRC, and EU.

In the second step, we further clarify this point by making the histogram for number
of funding acknowledgements in different funding agencies (Figure 5.14c)17. As it is evi-

16The funding data is available for records entered into Web of Science Core Collection (which covers a large
collection of journals, books, and conference proceedings in 254 disciplines) since August 2008. However,
in November 2016, funding data in Web of Science Core Collection was supplemented with funding infor-
mation from Medline and researchfish. Medline started capturing funding data from 1981 on. Any Web of
Science Core Collection record that did not have funding data was updated with grant information from
Medline or researchfish if available.

17It is a log-log diagram
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dent, many agencies are engaged in this topic of interest by providing only one funding
acknowledgement while very few agencies provide a relatively high number of funding
acknowledgements. Nevertheless and despite the discreet approach taken by funding
agencies, this topic has created a huge expectation by attracting too many funding ac-
knowledgements; however, the temporary presence of the majority of them shows that
the genuine expectation is only realised for a few of them.

5.5. DISCUSSION
This section tends to discuss the results of the analysis. We measured the performance of
each dimension over time, to compare the performance of a research topic with itself. In
the dimension of novelty, we observed a considerable decline in the novelty level through
time. In the growth dimension, we saw a gradual increase. In the coherence dimension,
we saw a broad consensus over the research theme and the low level of coherence in the
research community, and in impact dimension, we observed that it pursues a growing
pattern. By putting all those dimensions together, we will have a schema of the topic
of interest (Table 5.7) which show the dynamic of change in the field of rumour studies
from the emergence dimensions perspective.

Table 5.7: The schematic dynamic of emergence dimensions in the field of rumour studies

Novelty Growth Coherence Impact
Change direction ↓ ↑ ↑ ↑

Although it is not possible to compare dimensions with each other, we can say our
analysis shows an increasing trend for growth, coherence and impact and decreasing
trend for novelty. But these trends need to be discussed. For growth, we see a con-
siderable part of publications come from newcomers, while incumbent authors have
a very small share in the growth of the topic of interest. For coherence, we see a broad
theme coherence around (i) social science and humanity, and (ii) physical science and
engineering & technology. In community coherence, we see a weak community around
the topic of interest with a couple of special issues, conference tracks and forums. In
impact, we see despite the significant contribution of funding agencies and academic
disciplines, only a few of them actively contribute in the topic of interest.

This topic of interest had organic growth so far, which is not promising enough for
confronting the problem of rumour dissemination. This problem can be tackled by a
bit external push toward the formation of a stable community and realisation of an ac-
tive field for rumour studies. Having an active field followed by a community of schol-
ars cause to have dedicated researchers in this field which settles the problem of dis-
parity between incumbents and newcomers via increasing the number of incumbents.
Moreover, an active field entails having publication venues for sharing the most recent
achievements with the fellow scholars. Besides, when there is an active community
which produces a substantial amount of knowledge about a very severe challenge in a
reasonable amount of time, funding agencies take that field into account more seriously
and consider it for more funding opportunities. Also, having an active community of re-
searchers in funded projects with the opportunity of publication in dedicated journals
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Figure 5.15: The community formation in a research field.

and conferences, cause researchers to explore undiscovered areas in this field and try
to answer unanswered questions, which automatically improves the novelty level in the
field.

As it is explained before, to make this topic of interest more active, we need an ex-
ternal push. The proposed solution is illustrated in Figure 5.15. The first step in our
approach is arranging dedicated publication venues such as journals and conferences.
They provide the opportunity of knowledge sharing and networking among the researchers.
This can strengthen the ties between the scholars of the field and give them new ideas
and inspirations for their research. Having regular conferences and journals improves
the growth of the field due to the flow of the research outcomes coming to the confer-
ences/journals. Stable growth in a topic of interest is the sign of productivity which is a
positive signal for funding agencies and can convince them to dedicate more resources
for doing research in this topic of interest. More fundings means more projects which
require more researchers in this topic of interest which ultimately lead them to publish
their works in conferences and journals. By repetition of this cycle over time, the com-
munity of the researchers around this topic of interest gets bigger, more structured and
more established. Eventually, compared to the early stage of the field, such a setting
leads to a scientific field with a higher level of novelty, growth, coherence and impact.

The other subject of discussion is the absence of baseline analysis. As it is explained
earlier, the dimensions of the Rotolo’s framework provide an indication of emergence
when they are considered in the domain in which the given technology is arising, and,
therefore, based on this framework, an emergent technology may only be compared with
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the other technologies if they are in the same domain. To the best of our knowledge,
there is no study from emergence perspective close to the research domain of this chap-
ter; thus what we could do is to continue the retrospective approach in the analysis of
this field of research every few years to keep the readiness of this field in check.

5.6. CONCLUSION
In order to counter rumours effectively, three approaches are required to be taken into
account: exposure minimisation, immunisation, and reducing the transmission rate.
Among those immunisation is one of the most effective approaches. Academia is on the
front-line of developing immunisation techniques. Despite all the scholars’ efforts, there
is still no clear picture of the academic readiness. This might lead to the overestimation
or underestimation of the potentials and abilities in creating societal resilience against
rumour circulation. The lack of clear picture of the existing situation would deflect deci-
sion making and might result in the wrong policies to confront rumour dissemination.

To address this issue, this research aimed to study the scientific efforts of thousands
of researchers all around the world in the field of rumour studies from the emergence
perspective. Although the first signs of this research topic appeared almost a century
ago, in the recent years, it has reached to a certain momentum (regarding knowledge
production) which allows us to study different dimensions of emergence. To measure
the status of this research topic, this study adopts the emergence framework suggested
by Rotolo et al [188]. It is one of the first and most comprehensive models which iden-
tifies the components of the emergent phenomenon and studies their dynamics. Our
results show while growth, coherence, and impact in this field are increasing, novelty
is declining. Although there is no baseline that could be used to compare our results,
one approach to make sure of the outcomes reliability is to use alternative operational-
isation and see whether they indicate similar trends or not. This would also show the
dependency of our analysis to a particular operationalisation.

Although the results of the analyses show slow organic growth in this field of research,
it could be an alarming trend because the speed, scope, and scale of rumour spreading
is increasing while the development of counter strategies is advancing at a much slower
pace. This problem can be tackled by an external push strategy toward the formation of
an active research community.
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COMPUTATIONAL RUMOUR

DETECTION USING ONE-CLASS

CLASSIFICATION

I propose to consider the question, ’Can machines think?

Alan Turing

As we discussed in Chapter 4, in addition to creating immunity against the rumours (Chap-
ter 5), exposure minimisation is an essential piece of integral plan to confront this notori-
ous phenomenon. To address this issue, the following question is put forward:

• How could we identify rumours in social networks automatically, consistently and
in a timely manner?

One of the most effective ways to minimise the appearance and circulation of rumours
within social media platforms is the computational approach that can tackle the large-
scale spread of rumours in a timely fashion. The dominant computational technique for
this goal is the binary classification which uses rumour and non-rumour for the train-
ing. Such an approach leads to unreliable classifiers which cannot distinguish rumours
from non-rumours consistently. In this research, we tackle this problem via a novel classi-
fication paradigm, called one-class classification (OCC). In this approach, the classifier is
trained with only rumours, which means we no longer need the non-rumour data-points.
The experimental setup consists of feature extraction from two primary Twitter datasets
and then running seven one-class classifiers from three different learning paradigms. Our
results show that OCC can outperform binary classifiers with a high level of F1-score1.

1This chapter is based on the following publications:
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6.1. INTRODUCTION
Rumours used to propagate by means of word of mouth, newspapers, radio, and tele-
vision. However, in recent years, the emergence and rapid growth of online social net-
works turned this problem into a major socio-political challenge due to the easy, fast,
and wide propagation of information in online social networks. Because of volume, ve-
locity, and variety of rumours in social networks, researchers use large-scale data and
computational techniques to control this phenomenon [202, 203, 204, 205]. One of the
important steps in a computational rumour control system is rumour detection which
has been a topic of interest for the community of computational social science in a past
couple of years. The main goal of rumour detection is to identify rumours in online so-
cial networks automatically, accurately, and in a timely manner.

Binary classification is the dominant computational approach for rumour detection
[206]. In this approach, a model is built by training the classifier with a dataset compris-
ing samples of rumours and non-rumours. We then evaluate the discrimination power
of the model by subjecting the trained classifier to a mixed set of rumours and non-
rumours. The model with higher performance in separating rumours from non-rumours
is considered as a better classifier. Although this is a well-established approach in the lit-
erature and several scholars used it for the computational rumour detection, it suffers
from a serious flaw, namely, the non-rumour pitfall.

Non-rumour is a fuzzy concept which is widely used by scholars for computational
rumour detection. Unlike the rumour which has a long-standing definition owing to its
solid background in social psychology, non-rumour has an ambiguous meaning which
is not supported by either epistemological or psychological studies. Ambiguity in this
concept leads to different ways of data collection/annotation. In other words, the lack
of a clear definition allows scholars to come up with their own readings of non-rumour
[202, 207, 208]. For instance, Kwon et al. [202] consider any kind of factual information
and news as non-rumour, while Zubiaga et al. [209] annotate tweets which are not ru-
mour as non-rumour. This creates a confusing situation, because from one hand, there
are some tweets that are not rumour, and on the other hand, they may or may not take
the non-rumour label. Therefore, the model may receive data-points which do not be-
long to its pre-defined classes. Those data-points will randomly be classified by a binary
classifier as rumour or non-rumour.

The implication of such discrepancy between various non-rumour definitions is that
the binary classification is not the right approach for computational rumour detection.

• Fard, A. E., Mohammadi, M., Chen, Y., & Van de Walle, B. (2019). Computational Rumor Detection
Without Non-Rumor: A One-Class Classification Approach. IEEE Transactions on Computational So-
cial Systems, 6(5), 830-846.

• Fard, A. E., Mohammadi, M., & van de Walle, B. (2020, June). Detecting Rumours in Disasters: An
Imbalanced Learning Approach. In International Conference on Computational Science (pp. 639-652).
Springer, Cham.

• Fard, A. E., Mohammadi, M., Cunningham, S., & Van de Walle, B. (2019, June). Rumour As an Anomaly:
Rumour Detection with One-Class Classification. In 2019 IEEE International Conference on Engineer-
ing, Technology and Innovation (ICE/ITMC) (pp. 1-9). IEEE.

To access the codes used for the analysis of the tweets, please refer to https://gitlab.com/amiref/ieee-tcss-
paper and https://gitlab.com/amiref/ieee-tcss-paper



6.1. INTRODUCTION

6

87

Figure 6.1: The research flow of rumour detection with one-class classification approach.

In other words, every scholar can define non-rumour according to which they collect
data from social networks. This raises two important issues regarding rumour detection
systems in real situations. First, the results of rumour classifiers become inconsistent,
and second, the results of different classifiers cannot be compared. Therefore, the ques-
tion that arises here is, how can rumours be identified in social networks regardless of the
non-rumour definition?

We address this question from the one-class classification (OCC) perspective [210,
211, 212]. One-class classification is a supervised algorithm with the ability to identify
class X between multiple classes of data when the classifier is trained by the class X only.
For the computational rumour detection, this means that the classifier is trained with
rumours only, and the trained classifier can be used to detect rumours from other kinds
of tweets. In contrast to non-rumour, which is not well-defined and has a controversial
conceptualisation, there is a consensus in the literature for rumour, and scholars often
follow definitions with similar elements.

In this research, we benefit from two available datasets, one from Zubiaga et al. [204]
with 6,425 tweets and the other from Kwon et al. [202] with 140,910 tweets. We extract
86 features from each tweet. After feature extraction, we build models with seven al-
gorithms that implement one-class classification approach. Each algorithm has two
hyper-parameters which impact its performance. We use grid search over the hyper-
parameters to discover the best performance of the models. Figure 6.1 summarises the
research workflow in three stages: (i) Dataset preparation, (ii) Feature extraction, and
(iii) One-class classification.

The remainder of this chapter is organised as follows. In Section 6.2, we briefly review
the literature of computational rumour detection and discuss the data, the feature, and
the algorithm as three main pillars of this subject domain. Section 6.3 elaborates on the
data by explaining the procedure of building datasets as well as introducing the publicly
available datasets. Section 6.4 explains the set of features used in this work and their
categorisation in detail. In Section 6.5, we scrutinise the concept of non-rumour and
the fallacies of the binary classification in the computational rumour detection, then we
discuss the general idea behind a one-class classification approach and explain seven
renowned algorithms with this approach. In the last part of this section we present the
experiments and report the results. Finally, we conclude this chapter by summarising
the main finding and discussing the results in Section 6.6.



6

88 6. COMPUTATIONAL RUMOUR DETECTION USING ONE-CLASS CLASSIFICATION

6.2. COMPUTATIONAL RUMOUR DETECTION
The computational solutions are among the most recent approaches that academia has
adopted to tackle the problem of rumour spreading in social networks. This family of
solutions is usually part of a framework called rumour resolution system which consists
of four modules: (i) rumour detection, which specifies whether a piece of information
is relevant to a rumour or not; (ii) rumour tracking, which collects the posts discussing
the rumour; (iii) stance classification, which determines how each post orients to the
rumour’s veracity; and (iv) veracity classification, which determines the truth behind
the rumour [206]. The four modules are shown in Figure 6.2.

Figure 6.2: Rumour resolution system has four modules: (i) rumour detection for identifying rumour related
information; (ii) rumour tracking for collecting the posts discussing the rumour; (iii) stance classification for
determines posts’ orientations toward rumours’ veracity; and (iv) veracity classification for verification of truth
behind the rumour [206].

In this chapter, we focus on the detection module in Twitter which aims to flag tweets
automatically as rumour or non-rumour. This is a crucial module in rumour resolution
system as it allows to identify newly emerged rumours in Twitter. In the rumour detec-
tion problem, the main focus is on providing an accurate representation of rumour for
the computer in such a way that it can recognise rumours with minimum error. Such
a representation is a function f of three elements, i.e., data, features and learning algo-
rithm;

Quality of Rumour Classifier ∝ f (d at a, f eatur es, lear ni ng al g or i thm).

If rumours are modelled via sufficient data, illustrative features, and a powerful al-
gorithm, the rumour detection system is expected to identify rumours accurately, but
any flaw in those elements can affect the quality of the rumour detection. In the study
of digital rumours, obtaining sufficient data is an arduous task due to the difficulties
and barriers of knowing the latest rumours and restrictions of social networks over the
data collection. Therefore, collecting and annotating data in different topics and from
various social networks is considered as an important contribution to this field. For in-
stance, Zubiaga et al. [208] created a dataset of tweets, containing 6,425 rumours and
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non-rumours, posted during five breaking news events2. Sicilia et al. [207] also made a
contribution by building a dataset of Twitter rumours and non-rumours containing 709
samples regarding Zika virus. In other work, Yang et al. [205] provided the first dataset
of Chinese microblogs from the biggest microblogging service in China, namely, Sina
Weibo. In the same vein, Turenne [16] created the first French dataset in this field by
collecting 1612 rumour related texts. Additionally, in one of the biggest datasets in this
field, Kwon et al. [213] provided a dataset comprising more than 140,000 rumours and
non-rumours in a wide range of topics from politics to entertainment3.

The second important element of rumour detection is feature extraction. Rumours
in their raw formats are incomprehensible for the computer. Hence, it is essential to find
a way to make this concept machine-readable. The feature extraction aims to respond to
the same need by selecting d quantifiable properties and representing each rumour with
those properties to the computer. More formally, in this step, we map every data-point
(rumour) to a d-dimensional space, where each dimension represents one property of
rumours. The better the features can reflect different dimensions of rumours to the com-
puter, the more realistic the understanding of the computer from this phenomenon will
be. Many of the computational rumour scholars studied new features and their impact
on the rumour detection. For instance, Castillo et al. [214] introduced features related
to the account holders and their social networks. In the other work, Kwon et al. [213] in-
troduced temporal features and studied the importance of temporal patterns in rumour
detection. In another work, Kwon et al. [202] discovered the effectiveness of features in
detection of rumour varies in the course of time. They concluded, some features (user
and linguistic) are more effective for rumour detection in early stages of diffusion while
some others (structural and temporal) are more effective for rumour detection in longer
time windows.

The third important element in computational rumour detection is the learning al-
gorithm. In this step, a classifier defines its decision boundary to understand what ru-
mour and non-rumour are. As the decision boundary gets more accurate, the classifier
performance improves. Computational rumour researchers apply new algorithms, sta-
tistical analysis, or methods to this domain in order to detect rumours more accurately.
To be considered as a contribution, these algorithms should not be necessarily newly-
designed. They might be popular algorithms in other contexts; however, they have not
been used in rumour detection before. For instance, Ma et al. [215] applied recurrent
neural networks (RNNs) to the rumour context for the first time. They evaluated their
model with three widely used recurrent units, tanh, LSTM and GRU, which could per-
form significantly better than state of the art. In the other work, Zubiaga et al. [204]
modelled the rumour tweets as sequences by extracting their features in the course of
time and applied the conditional random field (CRF). This allowed them to obtain the
context from a set of tweet and identify rumours with higher performance.

2This dataset is further explained in Section 6.3.2
3This dataset is further explained in Section 6.3.2
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Figure 6.3: The methodology of building a dataset for computational rumour detection.

6.3. DATA
In general, there are two ways of access to data in machine learning problems: (i) build-
ing dataset, and (ii) using publicly available datasets. This section tends to elaborate on
each approach in the context of computational rumour detection.

6.3.1. BUILDING THE DATASETS
This section explain the methodology of building datasets for the computational rumour
detection. It is inspired by the methodology proposed by Kwon et al [202] and composed
of four main steps: (i) data collection, (ii) rumour finding, (iii) automatic annotation, and
(iv) validation. However, before starting the data collection, the system has to be set up.
To this end, the context, the rumours, and the platform(s) should be specified. Figure 6.3
displays the required steps to build a dataset for the computational rumour detection.
In the following each component of this methodology is explaind.

Context selection In this step the broad context of data collection is specified. Most
of the traditional studies on the rumour orient toward disasters and crises. Koenig [3]
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introduces crisis, conflict, and catastrophe (or what he calls as three C’s) as the three
main contexts for the emergence of rumours; however, rumours are not limited to those
contexts whatsoever. All subject domains that could satisfy prerequisite conditions for
the emergence of rumours are good candidates for data collection, whether it is politics,
health, or business [3, 7].

Waiting for an incident In this step the possible incidents for the rumour appearance
are selected. Some of the incidents are predictable and the time of their occurrence
could be anticipated within a particular time window. For instance, meteorological cen-
tres often forecast floods and hurricanes a couple of days before they begin. The time
of political incidents such as elections is also fixed months before. Nevertheless, other
incidents such as earthquakes, blasts, or terrorist attacks are unpredictable. For the pre-
dictable incidents, we can set up a data collection system a few days, weeks, or months
(depending on how early we know about the incident). However, for the unpredictable
incidents it is of utmost importance to constantly monitor the relevant news outlets. By
relevant, it means if the topic of interest is within a particular geographical domain or
has a specific subject domain, we should devote most of our attention to niche outlets
in those domains.

Platform selection With the increasing availability of social media data over the past
decade, scholars from multiple disciplines have been able to study human behaviour
on micro-scales to not only test old social theories but also propose new ones. Figure
6.4 illustrates a growing trend of research conducted using social media data across dis-
ciplines. As this figure displays, Twitter is by far the most popular social media plat-
form and has the highest rate of growth between different platforms. As this figure dis-
plays, Twitter is by far the most popular social media platform and has the highest rate
of growth between different platforms. Perhaps having a relatively smooth API as well
as keeping it open for public4 even after 2016 U.S. election incidents where in other ma-
jor platform namely Facebook closed most of its APIs, are why researchers tend to use
Twitter.

Data collection After the initial setting about the context, the incident, and the plat-
form, the data collection starts. Assuming that the chosen platform is Twitter, the API
has to be set up and the query should be defined. For the query it is recommended to be
as inclusive as possible to include as many relevant tweet as possible. In this step, it is
very important to collect data in conversation level which means when a query returns
a tweet, the whole conversation of that tweet including replies, retweets, mentions, and
likes should also be collected. Nevertheless this might not be possible due to the limita-
tions of Twitter Standard API in collection of replies or mentions.

There is an important point which needs to be discussed. After tweet collection, it
is highly likely that quite a few number of retweets appear in the dataset. Some of the
scholars recommend to leave those tweets out of the dataset as they are repeating the ex-
act same message [208]. Although the retweets have the same content, the other aspects

4Twitter API has three access levels of standard, premium, and enterprise. The Twitter API that we refer to it in
this chapter is the standard API which has limitations, but it is free.
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Figure 6.4: The number of publications regarding 11 popular social media platforms from 2008 to 2018 based
on Scopus data. This figure illustrates the growing trend of using social media data by researchers. As the figure
shows, scholars tend to work with Twitter data more than other platforms.

are totally different. They are produced by different people with different user profile
in different locations, hence retweets are not identical whatsoever. Besides, elimination
of the retweets would affect the phenomenon of rumour. In the non-digital version of
rumour spreading, the original message changes and loses its original shape while it is
transmitting between the people [4]. But nowadays, there is a possibility for transmitting
the exact same message (retweet) as well as the reshaped ones (retweet with comments),
thanks to online social media. Thus, we can infer that retweeting is part of digital rumour
transmission as message reshaping is part of rumour spreading in a non-digital envi-
ronment. On this account, elimination of retweets from a body of rumourous tweets,
impacts the whole rumour spreading phenomenon and changes it to something else.

Finding rumours After data collection from a social media platform regarding a partic-
ular incident, it is the time to select rumour related tweets which are related to that inci-
dent. To this end, we should find a list of running rumours during the incident. To make
that list, first, a list of credible local and international news and fact-checking outlets is
required. It is notoriously difficult to measure the credibility of a news or fact-checking
outlet. However, for the news-outlets, the ones with long and strong editorial histories
are considered as credible. Besides, for the fact-checking outlets, being a member of
IFCN (International Fact-Checking Network) is a signal of credibility. After creating the
list of the outlets, by checking all the posts in those outlets concerning the incident, we
would be able to create a comprehensive list of rumours regarding the particular inci-
dent.
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Annotation Data annotation is an expensive, labour intensive, and time-consuming
task; however, the growth of crowdsourcing systems provided us with the opportunity
to tackle those issues by hiring low-cost annotators and get the dataset annotated in
a reasonable amount of time. Despite those benefits, crowdsourcing approaches are
also suffering serious flaws such as non-educated annotators, and lack of gold standard
[216]. One way to tackle this issue is using expert annotators like Zubiaga et al. collab-
oration with journalists [209], which may not be easy, affordable, and accessible for all
researchers.

The other approach is the automatic annotation which is proposed by Kwon et al.
[202]. In this strategy, a tweet receives the rumour label if it contains explicit keywords
(signal words) associated with a particular rumour. Like other annotation strategies, this
method has some potentials and limitations. On the bright side, it is a fast, cheap, and
scalable approach; however, there are two pitfalls regarding this method: (i) exclusive-
ness, and (ii) inclusiveness. The exclusiveness refers to choosing a very limited set of
words which results in missing rumours without signal words. The exclusive annotation
strategy has a tendency to high precision but low recall due to high false negatives and
low false positives. On the other hand, inclusiveness means to cast our net unusually
wide in order to identify more rumours, but it comes with the risk of assigning the label
of "rumour" to non-rumours. Because of high false positive and low false negative the
inclusive annotation strategy has a tendency to low precision and high recall. In order to
tackle those pitfalls in automatic annotation, we should have a comprehensive knowl-
edge about the incident, its context, and its associated rumours. We should also be aware
of different wordings of the same rumours which help to not miss them in the dataset.
Besides, this is an iterative task and after a few rounds of trial an error in building the
signal set, the number of false negatives and false positives drop significantly.

One of the controversial points here is about debunking tweets. The debunking
tweets tend to ascertain the truth behind the rumours by providing concrete evidence.
However, such tweets often comprise the original rumour which means having the sig-
nal words. As it is discussed in Chapter 5, one of the main principles in rumour quelling
strategies is to avoid repeating them [170]. Any strategy that results in rumour repe-
tition will reduce the chance of countering this phenomenon. This principle implies
that regardless of message content, it should not be repeated whether it is pure rumour
message or debunking message. This would justify of being agnostic regarding tweet
orientation in annotation process.

Validation The validation step allows us to measure the performance of the automatic
annotation by counting the number of true positives, true negative, false positives and
false negatives. In this step, a fraction of automatically annotated tweets is selected, then
they are manually labelled by multiple annotators. In the last step, the automatic and
manual labels are compared.

6.3.2. AVAILABLE DATASETS
In addition to data collection and building datasets by the scholars, they may also use
available datasets for multiple reasons. First,the preparation of annotated datasets is a
demanding task. It might also become costly due to hiring annotators. Besides, available
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datasets in a field allows researchers to compare the performance of their models. There
are multiple datasets in the field of rumour studies; however, not all of them are publicly
available. Some are available upon request which means a request has to be issued to the
owners of the datasets and then they decide to share their data or not. This is an unreli-
able situation since there is no guarantee that submitting a request would provide access
to the datasets. For instance, based on the authors experience, in some cases we imme-
diately received the datasets by asking the owners [16, 217]; however, sometimes they
refuse to share their data with excuses such as lack of time for the preparation of data
[207], or retirement of the project [218]. In addition to available upon request datasets,
there are limited available datasets which are publicly available but not for arbitrary uses.
One of the most famous dataset with such a condition is the massive dataset used in the
seminal work of Vosoughi et al. [13]. In that project, the dataset is entirely available upon
signing an access agreement stating that "(i) you shall only use the data set for the pur-
pose of validating the results of the MIT study and for no other purpose; (ii) you shall not
attempt to identify, reidentify, or otherwise deanonymize the data set; and (iii) you shall
not further share, distribute, publish, or otherwise disseminate the data set". The first
condition in this agreement deprives scholars of any experiment further than the ones
in the original study. This would make the dataset not beneficial for research purposes.
The other type of datasets in this field is publicly available datasets which are open to
everyone to download and use the data. The two renowned publicly available datasets
in computational rumour studies are introduced by Zubiaga et al. [204], and Kwon et
al. [202]. We refer to these datasets as the Zubiagaset and Kwonset, respectively. They
are quite renowned in this field and have been appeared in several research studies [219,
220, 221, 222]. They cover a wide variety of topics including disaster, health, and politics
to name but a few.

In the first dataset, Zubiaga et al. [204] used Twitter Streaming API to collect tweets
in two different situations: (i) breaking news that is likely to spark multiple rumours; and
(ii) specific rumours that are identified a priori. Tweets are collected from five cases of
breaking news events (Charlie Hebdo shooting, Ferguson unrest, Germanwings crash,
Ottawa shooting,and Sydney siege)5. Given the large volume of tweets in the early stages
of the data collection, they only sampled the tweets that provoked a high number of
retweets. Then, they manually annotated the tweets as either rumour or non-rumour. In
total, they collected 6,425 tweets including 4,023 non-rumour and 2,402 rumour tweets.

In the second dataset, Kwon et al. [202] made a list of popular rumours by searching
fact-checking websites. They also made another list for non-rumours by searching for
notable events from news media outlets. The entire list of rumours and non-rumours
cover wide variety of topics from health and business to politics and technology6. After
preparing the list of rumours and non-rumours, they crawled one of the largest and near-
complete repositories of Twitter to collect tweets relevant to the list of rumours and non-
rumours. In total, they identified 140,910 tweets for 111 events (44,394 tweets from 60
rumours and 96,516 tweets from 51 non-rumours). To the best of our knowledge, Kwon
dataset is the biggest publicly available dataset in this field to date.

5For further information about the dataset please visit https://bit.ly/39YOOPl
6For further information about the dataset please visit https://bit.ly/3cXsEz7
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Table 6.1: The statsitical information regarding Zubiaga [204] and Kwon [202] datasets.

Zubiagaset Kwonset
Number of tweets 6,425 140,910
Number of rumours 2,402 44,394
Number of non-rumour 4,023 96,516
Description Based on five breaking

news events (Charlie
Hebdo shooting, Fergu-
son unrest, Germanwings
crash, Ottawa shooting,
and Sydney siege)

Based on 111 notable
events and popular ru-
mours (in wide range of
topics such as politics,
entertainment, health,
etc.).

6.4. FEATURE EXTRACTION
This section explains the second key step in computational rumour detection which is
the feature extraction. Although plenty of features have been proposed by the rumour
scholars [207, 202, 214], some of them are suffering from the lack of early availability and
volatility. By the early availability, we refer to those features that are ready to extract at
the moment a tweet is released, and by volatility, we mean the change in the value of a
feature over the time. The early availability is highly important because the ultimate goal
of rumour detection is to identify rumours and taking them down as early as possible.
Otherwise the rumour exposure increases as the tweet lingers and circulates in Twitter.
The feature volatility is also very important. If a tweet feature changes over the time then
the model built upon such features would be unreliable. Thus it is essential to avoid
collecting features which are not early available and change constantly over time.

Among the features that are introduced in this section, some of them are extracted
from the existing literature of computational rumour detection, some are borrowed from
the literature of similar subject domains such as detection of cyberbullying, inauthen-
tic behaviour, or spam, and some are proposed based on the soft literature of rumour
mostly in psychology and journalism.

Among the literature based features, many of them are redundant. They all try to
capture the same aspects of the tweets but with different lenses. One of those redun-
dancy cases is when one feature counts a specific element amongst a pool of elements,
while the variation of the same feature measure the fraction of that specific elements in
the pool of elements. For instance, two highly popular features are number of uppercase
characters and fraction of the uppercase characters. Although they seem two different
features, they are referring to the same concept. Another case of redundancy is when
one feature counts something while the other variation measure whether that thing ex-
ists or not. For instance, Castilo et al. [214] introduced Contains Hashtag as a binary
feature indicating whether a tweet contains hashtag or not; however, Bahuleyanand &
Vechtomova adopted a non-binary version of this feature and measured the number of
hashtags in a tweet. For such cases where there are multiple versions of a same feature,
only one of them is kept. Another kind of redundant features, is when we refer to exact
same features but with different names. For instance, both followers count and user in-
fluence, count the number of users who follow the account holder of a tweet. For such
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features, we also only retain only one of them.
In addition to eliminate the redundant features, we had to also leave out the signifi-

cant number of features which tried to capture the temporal and network behaviour of
the tweets as they are not available during the initial rumour propagation phase. The
remaining features are introduced in the rest of this section.

The features are often presented in different categories. There is no gold standard
for the feature categorisation and different scholars develop their feature categorisation
schema arbitrarily. For instance, features about tweet content has been labeled as con-
tent features [223, 224], linguistic features [218], post-centric features [225], tweet-based
features [226]. Similar categories have been further distilled into two sub-categories of
message and topic [214]. Here, we propose a two-level categorisation. The first level
broadly classifies features in three groups of linguistic & content, user, and meta-message.
The linguistic & content features capture synthetic and semantic aspects of the tweets,
the features related to the account holders and their social network are in the user cat-
egory, and all the features about tweets meta-data fall into the meta-message category.
In the second level, we go one level deeper and cluster features based on the concep-
tual closeness. Figure 6.5 illustrates the feature categorisation schema and the features
associated to each level of categorisation. The blue, yellow, and red layers represent lin-
guistic & content, user, and meta-message categories in the first level, respectively. The
second level composed of 12 broad categories is represented as the orange boxes. In the
following, the categories and their associated features are explained in more details.
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Figure 6.6: The dependency tree of "I just tried cooking popcorn with 4 mobile phones its a lie I tell you A LIE".

6.4.1. LINGUISTIC & CONTENT FEATURES
Linguistic & content analysis enables us to scrutinise semantic and syntactic aspects of
the tweets. The features in this category are further classified into 7 categories of read-
ability, syntactic composition, semantic composition, informal language, punctuation,
case sensitivity, and psycholinguistics. Every category and the associated features are
explained in the following.

READABILITY FEATURES

For this set of features, the readability of messages is measured. The three features for
this purpose are character count, word count [214], and average word complexity [218].
The first two, measure the length of a tweet based on two different unit of analysis: (i)
character and (ii) word. The average word complexity estimates the average length of
words in a tweet. For example, the tweet I just tried cooking popcorn with 4 mobile
phones its a lie I tell you A LIE has 17 words containing 1,4,5,7,7,4,1,6,6,3,1,3,1,4,3,1,3
characters respectively. The average word complexity is therefore 3.5.

SYNTACTIC COMPOSITION FEATURES

In this feature category, the tweet syntax is taken into account. One of the important set
of features is the frequency of Part-of-Speech (PoS) tags [227]. PoS tagging is the process
of assigning one of the pre-defined grammatical roles to every token in a sentence. Here
we consider 19 types of PoS tags and count the frequency of every tag in each tweet.
The PoS tags and their explanations are tabulated in Table 6.2. The other feature in this
category is the average sentence complexity [218] which estimates the average depth of
a tweet dependency parse tree. We use Stanford CoreNLP to generate dependency tree.
The dependency tree of the previously mentioned tweet is shown in Figure 6.6.

SEMANTIC COMPOSITION FEATURES

In order to capture the semantic aspects of a tweet, we use Named-entity recognition
(NER). NER intends to classify every token in a text into pre-defined conceptual cate-
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Table 6.2: The PoS tags and their description.

POS Description

ADJ adjective
ADP adposition
ADV adverb
AUX auxiliary

CONJ conjunction
CCONJ coordinating conjunction

DET determiner
INTJ interjection

NOUN noun
NUM numeral
PART particle
PRON pronoun

PROPN proper noun
PUNCT punctuation
SCONJ subordinating conjunction

SYM symbol
VERB verb

X other
SPACE -

gories. Here we consider 17 types of NER tags and count the frequency of every tag in
each tweet. Table 6.3 shows the tags and their description.

PUNCTUATION FEATURES

The features related to tweets punctuation fall into this category. Two of the most fre-
quently used features in computational rumour detection are question mark count and
exclamation mark count which belong to this category [214, 228].

CASE SENSITIVITY FEATURES

This category is associated with the features about case sensitivity. Similar to punctua-
tion category, here, there are also two features that are often used in rumour detection
solutions. Those features measure the number of uppercase letters and words with cap-
ital letters within a tweet [214, 228].

INFORMAL LANGUAGE FEATURES

This category captures features related to use of informal language in the tweets. In the
swear word count feature, we count the number of vulgar words or expressions in the
tweets. For this feature, we made a collection using online dictionaries 7 including 1585
terms and checked each tweet against this collection8. The other feature in this category
is the abbreviations count which count how many abbreviations are used in a tweet. To

7https://www.noswearing.com/dictionary and https://www.cs.cmu.edu/ biglou/resources/
8The list of vulgar terms is publicly available in this address: http://bit.ly/2CtO4Rz

http://bit.ly/2CtO4Rz
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Table 6.3: The NER tags and their description.

Type Description

PERSON People, including fictional.
NORP Nationalities or religious or political groups.

FAC Buildings, airports, highways, bridges, etc.
ORG Companies, agencies, institutions, etc.
GPE Countries, cities, states.
LOC NonGPE locations, mountain ranges, bodies of water.

PRODUCT Objects, vehicles, foods, etc. (Not services.)
EVENT Named hurricanes, battles, wars, sports events, etc.

WORK_OF_ART Titles of books, songs, etc.
LAW Named documents made into laws.

LANGUAGE Any named language.
DATE Absolute or relative dates or periods.
TIME Times smaller than a day.

PERCENT Percentage, including "%".
MONEY Monetary values, including unit.

QUANTITY Measurements, as of weight or distance.
ORDINAL “first”, “second”, etc.

CARDINAL Numerals that do not fall under another type.

measure this feature we first made a list including 2622 abbreviations using online dic-
tionaries 9 and Crystal’s book on the language used on the internet [229], and then check
tweets against this list10. The other features in this category are emoticons count and
emojis count. Both these pictographs indicate different types of feelings via a tiny fig-
ure which sometimes need many words to be described. For counting emojis we use
an available Python library called Emoji11; however, for the counting the emoticons, we
compiled a list of emoticons and made it publicly available12[218].

PSYCHOLINGUISTICS FEATURES

To study the semantic layer of a text, one of the most common approaches that scholars
adopt is capturing the emotions, attitude or mood conveyed by a piece of text. For mea-
suring such semantic proxies, in this research we borrow relevant features suggested in
the literature such as, tone [230], subjectivity [231], polarity [230], number of positive and
negative words [205]. There are also features inspired by the rumour literature such as
anxiety score [16], tentativeness score [218], opinion and insight score [218], and certainty
score as many of the rumours emerge at the time of uncertainty.

For the anxiety, tentativeness, opinion and certainty scores we used Linguistic In-
quiry and Word Count (LIWC)13. LIWC is a tool for analysing the cognitive and psycho-

9http://www.netlingo.com/category/acronyms.php
10The list of abbreviations is publicly available in this address: http://bit.ly/2Bxim4e
11https://github.com/carpedm20/emoji/
12http://bit.ly/2EDDhG2
13http://liwc.wpengine.com/compare-dictionaries/

http://bit.ly/2Bxim4e
https://github.com/carpedm20/emoji/
http://bit.ly/2EDDhG2
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logical theme of text documents [232]. LIWC is a commercial tool thus we are not sure
about the set of signal words that it used to give a score to each of the above-mentioned
psychological/cognitive dimensions. To measure the subjectivity and polarity, positive-
ness and negativity we use a Python library called Textblob14.

6.4.2. USER FEATURES
User analysis enables us to investigate the credibility of Twitter accounts. In this re-
search, we carry out this analysis via extracting features related to the account holders
and their social network. The features in this category are classified in four groups of
social network, activity, reticency, and fake identity. Every category and the associated
features are explained in the following.

SOCIAL NETWORK FEATURES

In this category, features regarding the social network of tweets’ account holders are dis-
cussed. Three features in this category are number of followings15, number of followers16

[233, 230, 205, 202], and user role [218]. This feature measures the ratio of the followers
count to the followees count for a user. A user with a high follower to followee ratio is
a broadcaster. Conversely, a user with a low follower to followee ratio is considered as a
receiver.

ACTIVITY FEATURES

In this category, features are about the account holders activities in Twitter. We use 7
features to capture different aspects of a user’s activity in Twitter. The account age [214]
calculates the age of the users based on their registration date in Twitter. The number of
likes and status [205, 233, 214, 202] counts how many times a user has published or liked
a post. In the remaining features, we assess the speed of engagement in four common
Twitter activities namely, following, being followed, liking and posting. Since many of
the trolls and social bots join social networks just for a short period, the speed of their
activities is surprisingly high. Thus this set of features could distinguish them from the
ordinary users with non-strategic motives. All the average speed features are calculated
by dividing the value of feature by the account age.

RETICENCY FEATURES

This feature category tends to capture the reluctance of the account holders to reveal
their identity. To this end, we use profile picture [234], profile location [205], profile de-
scription [214, 205, 230, 233], and profile URL [230] as a proxy to show how much a per-
son is willing to reveal her personal information. In the same vein, the protected profile
feature indicates whether somebody is fine if unknown users check her account.

FAKE IDENTITY FEATURES

This category is borrowed from the literature of social bot detection. Many of the bots in
Twitter have screen names consisting of a random permutation of letters and numbers.

14https://textblob.readthedocs.io/en/dev/
15In some studies it is called the number of friends
16In some studies it is called the influence score

https://textblob.readthedocs.io/en/dev/
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Using three features of screen name length, screen name digits count [234], and verified
account, we try to highlight users with suspicious screen names.

6.4.3. META-MESSAGE FEATURES

As with the linguistic & content analysis, in the meta-message feature category, unit of
analysis is tweet itself; however, here the focus is tweet meta-data, instead of its tex-
tual content. There are three categories of evidence availability, and reticency for the
meta-message features. In the following each category and its associated features are
explained.

EVIDENCE AVAILABILITY FEATURES

There two different kinds of evidence that might accompany a tweet: (i) a multimedia
evidence such as picture or video, or (ii) a link to an external resource. This feature group
uses two features of URL availability [214] and multimedia availability [233, 205, 230] to
capture whether a tweet contains an evidence or not.

RETICENCY FEATURES

Similar to the user category, here also reticency features refer to the willingness of the ac-
count holders to reveal their information; however, here the features are slightly different
than the one in the user category. These features are about the tweets not the account
holders of those tweets. Thus, we check whether account holders leave any trace about
themselves in their tweets. The first feature is geotagged tweet which shows whether a
geographical location is assigned to a tweet or not. The other feature is hashtag count
[223, 214]. Using a hashtag in a tweet is a clear signal of willingness to be part of a partic-
ular movement in Twitter. Twitter users can pinpoint those who are engaged in different
movements by just following or searching the hashtags.

6.5. CLASSIFICATION
After data preparation and feature extraction, this section tends to explain OCC based
solution for the computational rumour detection. We first argue why OCC is suitable
approach for the rumour detection, then we elaborate on OCC idea and explain seven
algorithms with this approach. Finally, the experiments are discussed and their respec-
tive results are reported.

6.5.1. PROBLEM STATEMENT

In Section 6.2, we explained the binary classification as the dominant approach for com-
putational rumour detection in the literature. However, the binary classification suffers
from a major drawback in detection of the rumours. In this section, we discuss the draw-
back and the reason of why binary classifiers are not suitable for identifying rumours. To
this end, we first discuss the concept of non-rumour and provide some evidence regard-
ing different ways of defining non-rumour in the literature. Then, in the second step,
we argue how this controversial concept makes the binary classification unreliable and
inconsistent for detecting rumours in real-world situations.
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THE CONCEPT OF NON-RUMOUR IN COMPUTATIONAL RUMOUR DETECTION

As explained in Section 6.2, we train the classifier with features obtained from rumour
and non-rumour tweets. But the question that remains here is “how do the data-points
take rumour/non-rumour labels?". It is an important question since the way of annotat-
ing data points defines each class in the model.

For the rumours, researchers most often refer to definitions with similar elements.
That is due to the years of research by rumour scholars which ultimately led to the rel-
ative convergence on some aspects of this field such as rumour conceptualisation. This
allows researchers to annotate rumour related tweets consistently. But what about non-
rumour? What is exactly the non-rumour? Are rumour and non-rumour complementary
concepts, in a way that by specifying one, the other will be automatically specified? Or,
they are not complementary, and there are other sorts of tweets that fall into neither ru-
mour nor non-rumour category? These are non-trivial questions which to the best of our
knowledge have not been addressed in the literature yet.

Non-rumour is an ambiguous term that is coined mostly by computer scientists who
used the binary classification for detecting rumours. From a historical point of view, this
term has been mentioned two times in the non-computational part of the rumour lit-
erature [235, 236], but it has not been defined in any of them. Similarly, non-rumour
has been used frequently in the literature of computational rumour detection; however,
it has not always been portrayed in the same way. In other word, there is no consen-
sus between the researchers about the conceptualisation of non-rumour, which would
engender in different ways of annotating the non-rumour tweets.

We investigated two primary and widely-known datasets of Kwonset [202] and Zubi-
agaset [208] in the literature of the computational rumour detection. They do not de-
fine non-rumour in the same way. Kwonset takes non-rumour as news items which are
extracted from credible news sources, while Zubiagaset treats non-rumours as relevant
tweets that cannot take the rumour label. Figure 6.7 represents the conceptualisation
of rumour and non-rumour in these two datasets in a schematic way. In Figure 6.7a,
which displays the idea of Kwonset about rumour, the big grey rectangular area demon-
strates the social network space. Each square in this area illustrates a distinct event. The
ones with yellow colour correspond to rumour worthy tweets, while the blue squares
show tweets related to the reliable news. On the other hand, Figure 6.7b demonstrates
the approach of Zubiagaset. Similar to the Kwonset, the big grey area is the social net-
work space, and each square with black border shows the relevant tweets to a particular
event. Unlike the approach of Kwonset in which an event corresponds to either rumour
or non-rumour, here an event is a mixture of rumour and non-rumours tweets. The yel-
low part of the squares shows the rumour relevant tweets, and the remaining blue area
demonstrates the non-rumour tweets.

BINARY CLASSIFICATION AND COMPUTATIONAL RUMOUR DETECTION

In this section we argue how various interpretations of non-rumour can impact the qual-
ity of the rumour detection systems. To answer this question, we need to inspect the
multi-class classification and specifically binary classification more closely, to under-
stand how they classify their input into pre-defined classes. To this end, we use the case
of compote making factory, to show how unexpected input can violate the consistency
of the classification system.
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(a) Non-rumour as fact [202]. Five events are depicted in this diagram; two rumour worthy and three non-rumour worthy.

(b) Non-rumour as any piece of information that cannot take rumour label. [208]. Two events are depicted in this diagram. In
each event, the yellow and blue area show the rumour and non-rumour worthy part in each event.

Figure 6.7: Schematic description of two primary perspectives toward non-rumour. In both diagrams, squares
with border show different events. Also, yellow and blue are denote rumour and non-rumour area respectively.
In this figure, size does not mean anything and cannot be a basis for comparison.

We assume a compote making factory produces five types of fruit compotes based
on five different fruits (there is a one-to-one association between fruits and compotes).
Because each type of compote is prepared in different parts of the factory, first of all,
fruits must be categorised based on their type (at the beginning, the fruits are mixed).
In fact, this machine is a multi-class classifier which is trained with samples from five
types of fruits. We assume any fruit enters to this machine belong to one of the five
pre-determined fruit types, but what would happen if this condition is violated? What
would happen if once ten types, once five types, and once eight types of fruits enter to
the machine? What would happen if new types of fruits (which are different from the
ones that are used for the training) enter to the machine?

When a model is trained for k-classes and a new data-point without belonging to
any of these k-classes is given to the classifier, the data-point will be definitely classi-
fied into one of the k-classes. This is a case of false positive since that data-point gets a
wrong label. This is exactly similar to the case of the computational rumour detection
using binary classification techniques. If we build a binary classification model for the
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rumour detection (according to any of the existing definitions for non-rumour), there
might be data-points coming to our system without belonging to the rumour or non-
rumour classes (based on the definition we used). Hence, if we build a rumour detection
system to identify rumours in the real world17, (depending on the definition of non-
rumour we use to train the classifier) new data-points which do not belong to rumour or
non-rumour classes may increase the number of false positives.

The lack of consensus on the meaning of non-rumour causes every researcher to
come up with his/her definition. This diversity of definitions would create two major
problems; first of all, the rumour detection systems become inconsistent and unreliable
as we cannot be sure about their functions and what they separate. Second, we can-
not compare the outcome of different models as they measure different things. Figure
6.8 summarises the chain of reasoning behind the problematic consequences of non-
rumour in the binary classification.

Due to these difficulties, questions, and ambiguities of the binary approach to the ru-
mour detection, we are thinking of the rumour detection with rumour data only. Such an
approach can address both problems that we raised before. It makes the classifiers reli-
able and effective by flagging the rumour related information as rumour. From the data
collection perspective, we can annotate rumour relevant data points easily, while the
same task can be extremely controversial for the non-rumours. Therefore, in a dataset,
the annotation of rumours is a feasible task while it is quite challenging for non-rumours.
But how could we detect rumours without having and representing non-rumours? The
answer is with an approach called one-class classification (OCC) [212].

Lack of
theoretical
background

Fuzzy
definitions

Different
annotations

Classifier
inconsistency

Classifier
incommensurability

Figure 6.8: Chain of the reasoning behind the problematic consequences of non-rumour in binary classifi-
cation. It starts with a lack of sufficient theoretical background for the concept of non-rumour. It leads to
the emergence of ambiguous and contradictory definitions of non-rumour. Lack of clear definitions causes
data annotation to be done arbitrarily, which makes the rumour classifier unreliable (it is not clear, what it
separates) and incomparable (it is not possible to compare the results of different classifiers).

One-class classification is a novel machine learning approach which can address
such a problem as it works based on the recognition of one class only and classifying
it as a target class while annotating all the other data-points as an outlier class. Table 6.4

17It means, in a non-experimental setting
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shows the differences between multi-class and on-class approaches. The second and
fourth columns demonstrate different aspects of multi-class and one-class classifica-
tion, respectively. The third column shows two situations we use one-class classification:
when the dataset is imbalanced and when the number of classes is unknown. In the next
section, we discuss the one-class classification in more details.

Table 6.4: Comparison between multi-class classification and one-class classification.

Multi-class Classifi-
cation

Transition One-class Classifi-
cation

Number of
classes

n≥2

Lack of either of the fol-
lowing conditions suf-
fices for transition from
multi-class to one-class
classification:

• well-represented
classes

• well-identified
classes

2

Training
dataset

A dataset compris-
ing balanced sam-
ples of n classes

A dataset compris-
ing only one class
that we know

Test dataset A dataset compris-
ing balanced sam-
ples of n classes

A dataset compris-
ing both classes

Training Train the model with
n classes

Train the model
with one class

Test Testing the model
with n classes

Testing the model
with two classes

Performance Reporting the model
performance via
confusion matrix

Reporting the
model perfor-
mance via confu-
sion matrix

6.5.2. ONE-CLASS CLASSIFICATION APPROACH

The binary classification is the dominant strategy in the realm of pattern recognition
and machine learning. Binary classifiers try to learn a function which is able to dis-
criminate the samples of two given classes. To compute such a function based on the
given samples, a plethora of methods exist, each of which has an underlying idea and is
predicated on some presumptions. The classification problem compounds for the cases
where we have the samples of one of the classes only, i.e., one-class classification prob-
lem. Several techniques have been proposed to solve one-class classification problem.
Tax [212] classifies one-class methods into three categories of (i) the density estimation,
(ii) the boundary methods, and (iii) the reconstruction methods. Figure 6.9 provides an
overview of the categories and their corresponding methods. In the following, several
one-class classifiers for each of these categories are discussed.

DENSITY ESTIMATION

In this approach, the underlying idea is that target samples follow a distribution, which
needs to be estimated in the training phase. The most prevalent distribution, which is
used for the density estimation is the multivariate Gaussian distribution. In this model,
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One class
classification
algorithms

Density
estimation
methods

Boundary
methods

One-Class
Support Vector

Machine
(OCSVM)

Support Vector
Data Descriptor

(SVDD)

K-Nearest
Neighbour
(KNN)

K-Means

Principal
Component

Analysis (PCA)

Autoencoder

Reconstruction
methods

Gaussian

Figure 6.9: Categorisation of one-class classification algorithms.

it is assumed that each training data x ∈ Rd is a sample of a multivariate Gaussian distri-
bution, i.e.,

pN (x;µ,Σ) = 1

(2π)d/2|Σ|1/2
exp

{
− 1

2
(x −µ)TΣ−1(x −µ)

}
, (6.1)

where µ ∈ Rd is the mean and Σ ∈ Rd×d is the covariance matrix. Thus, the train-
ing of this method entails the estimation of the mean and the covariance matrix. The
maximum likelihood estimation (MLE) can swiftly estimate these parameters; thus, the
one-class classification based on the density estimation is usually faster compared to
other methods. Having estimated the distribution of the target samples, the probability
that a test sample z belongs to the target class can be simply computed by the likelihood
of z with respect to the estimated distribution. If the computed likelihood is less than a
threshold, then the sample z is said to be an outlier; otherwise, it belongs to the target
class.
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BOUNDARY METHODS

Due to limited data availability in some cases, the density estimation does not provide a
comprehensive overview of the data and the result of the consequent one-class classifier
is thus not acceptable. To tackle this problem, boundary methods are proposed which
try to optimise a closed boundary around the target class. In this chapter, we consider
three algorithms with this perspective. The two widely-used one-class classifiers are the
one-class SVM (OCSVM) [237] and support vector data description (SVDD) [238]. Given
a set of training samples {xi }n

i=1, xi ∈ Rd , the goal of these methods is to specify a region
for the target samples. The other well-known classifier with a different perspective is
based on k−nearest neighbours, which decides if a sample belongs to the target class
based on its distance to k−nearest data-points in the training set, in contrast to SVDD
and OCSVM that define a region for the target class. Thus, this classifier does not assume
a fixed boundary for the target class, and the size of the boundary is flexible and reliant
on the nearest neighbours of a test sample.

One-class Support Vector Machine The OCSVM aims to specify a function which takes
a positive value for a small region that the training data live, and take -1 elsewhere. This
is done by maximising the distance of the desired hyperplane to origin. The optimisation
problem is

min
w,ψ,ρ

1

2
‖w‖2

2 +
1

νn

∑
i
ξi −ρ

s.t . wTφ(xi ) ≥ ρ−ξi , i = 1, ...,n

ξi ≥ 0 (6.2)

where φ(.) is the high-dimensional space to which data are mapped and ν is the prior
probability for the fraction of outliers. The OCSVM decision function can be computed
using the kernel trick as

f (x) = si g n(wTφ(x)−ρ) = si g n(
∑

i
αi K (x, xi )−ρ), (6.3)

where x is a test sample, K (., .) is the kernel function used for the training, sign is the sign
function, and α is the Lagrangian multiplier of problem (6.2).

Support Vector Data Description This method also seeks to estimate a region for the
target class. In contrast to the OCSVM, the SVDD has a distinct approach to computing
the desired region for the one-class classification. The SVDD describes the region of
training samples as a hypersphere that is characterised by a centre a and a radius R in
the feature space. The corresponding minimisation is

min
R,a,ξ

R2 +C
∑

i
ξi

s.t . ‖φ(xi )−a‖ ≤ R2 +ξ
ξ≥ 0 (6.4)
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where C is the regularisation parameter. Given a new test sample z, it is from the desired
class if its distance from the center is less than R.

K-nearest Neighbours (KNN) One of the other techniques in the boundary-method
class K-nearest neighbour (KNN). Unlike other methods in this class, KNN does not seek
a region for the target class. Instead, it classifies a test sample based on its distance to its
nearest neighbours. In other words, this method does not assume a fixed region for the
target class. Rather, the region is flexible and reliant on the nearest neighbours of the test
sample. This algorithm has no training algorithm, and the decision for the test sample z
is directly obtained based on the training samples. The underlying notion behind one-
class k-nearest neighbour is the ratio between the distance of the sample z from its k
neighbours and the distance of its k-neighbours from their nearest neighbours. In order
words, assume that qi , i = 1, ...,k are the k-nearest neighbours of the test sample z, and
q̂i , i = 1, ...,k are the nearest target sample to qi from the training data. The decision
function ρ(.) of this method for the test sample z is

ρ(z) =
∑k

i=1 ‖z −qi‖∑k
i=1 ‖qi − q̂i‖

. (6.5)

If the value of ρ(z) is less than a predefined threshold, then z is deemed to belong to
the target class. Although the method has no training, the computation of (6.5) is time-
and memory-costly since we need to hold all the samples in memory, and also, we have
to compute the distance of a test sample to other points to get the k−nearest neighbours.

RECONSTRUCTION METHODS

The underlying idea of this class of methods is that the target-related test samples must
be properly reconstructed from the training samples at hand. The proper construction is
typically measured by the construction error, which is the distance between a test sample
z with its reconstructed point ẑ. The difference between various methods of this class is
basically their difference in constructing test samples based on the training data. The
decision is also made simple: If the construction error of a test sample is less than a
threshold, which is determined beforehand, then it belongs to the target class, and it
is otherwise outlier. In the following, three well-known reconstruction-based one-class
classifiers are discussed.

Principal Component Analysis (PCA) PCA is a data-transformation technique which
can be applied to cases where data lie on a linear subspace. The computation for the
transformed data is based on the eigenvalue decomposition of the covariance matrix:
The top d̂ eigenvectors pertaining to the top d̂ eigenvalues span a lower-dimensional
space that best represents the overall data.

For one-class classification, we transformed the target samples into a lower-dimensional

space by using PCA. Thus, the training X ∈ Rd×n is transformed into X̂ ∈ R d̂×n where
d̂ << d . For a test sample z, we need to find its projection ẑ into the transformed space
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X̂ and compute the reconstruction error by finding the distance between z and ẑ. The
projection of z onto the subspace is simply as,

ẑ = X̂ (X̂ T X̂ )−1 X̂ T z = X̂ T X̂ z,

therefore, the reconstruction error for the test sample z is computed as

ε(z) = ‖z − ẑ‖2 = ‖z − X̂ T X̂ z‖2,

where ε(z) is the reconstruction error for the test sample z. If this error is less than a
threshold, the sample belongs to the target class.

K-means K-means is one of the first techniques in unsupervised learning, which aims
to separate the input data into a predefined number of clusters, i.e., k. Each cluster is
represented by its center; therefore, the outcome of k-means is k centers of clusters. For
one-class classification, we first cluster training data into k groups and represent the
center of each cluster by µi , i = 1,2, ...,k. Having k centers from k-means, the distance of
a test sample z from each center is computed. If the distance of the sample z to only one
of k centers is less than a threshold, then z is said to be a target sample. Otherwise, if the
distances of the sample z to all cluster centers are larger than the given threshold, it is
then an outlier.

Autoencoder An autoencoder is a neural network that is well-known to learn the data
representation. The autoencoder aims to reproduce the pattern at the input layer in
the output layer. Therefore, the objective function for training this neural network is
the distance between the input and output layers. For the one-class classification, the
training samples of the target class are subjected to the autoencoder so that the weights
of the neural network are computed. Then, for a test sample z, the output of the trained
network for the input z is deemed as its reconstructed point ẑ, i.e., ẑ = fae (z), where
fae (z) is the output of the trained autoencoder for the input z. The reconstruction error
for the test sample z is then simply computed as

ε(z) = ‖z − fae (z)‖2.

Similar to other methods in this class, if the reconstruction error is less than a predefined
threshold, then the sample belongs to the target class; otherwise, it is an outlier.

6.5.3. EXPERIMENTS
In this section, we first explain the details of the experimental setup, then we report the
results of our experiments and interpret them from three different perspectives.

EXPERIMENTAL SETUP

As we discussed in Section 6.5.1, designing an experiment for the binary classification
and one-class classification are quite similar. Both need feature extraction, training and
test datasets, and performance score to evaluate them. For the training and test sets, in
this chapter, we use Zubiagaset and Kwonset.
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After preparing the datasets, the next step is feature extraction in which every tweet is
represented by 86 features. Then, the one-class classifier must be trained. This is the only
distinct step of one-class classification compared to the binary classification. Unlike
the binary classification, which needs both classes for the training, we train the one-
class classifier with one class only. In the rumour detection problem, this means that
training a binary classifier needs both rumour and non-rumour while one-class classifier
is trained only by rumour. To test the performance of one-class classifiers, we follow the
same evaluation approach as the binary classification and test the classifier with both
rumour and non-rumour (Table 6.5).

Table 6.5: Confusion matrix for one-class classification [212].

Object from target class Object from outlier class
Classified as a target object True positive, T + False positive, F+

Classified as an outlier object False negative, F− True negative, T −

To get more reliable results on the datasets, we use k-fold cross-validation. In this
technique the rumour dataset is partitioned into k bins of equal size, then we perform
k separate learning experiments by picking k −1 folds of rumour dataset for the training
and one remaining fold along with non-rumour class for the test in each experiment. In
the end, the average performance of the k experiments is reported as the performance
of the model. In this work, we repeat k-fold cross-validation for k = 3,5,10 to show the
sensitivity of the models’ performance to the training sample size.

For the classifier selection, we consider seven classifiers belonging to three one-class
classification paradigms, including Gaussian classifier as a density estimation method,
one-class support vector machine (OCSVM), support vector data descriptor (SVDD), and
k-nearest neighbours (KNN) as boundary methods, and K-means, principal component
analysis (PCA), and autoencoder as reconstruction methods. For parameters tuning
and sensitivity analysis over the model hyper-parameters, we use grid search technique
and measure the models’ performance regarding the different combination of hyper-
parameters. In kernel-based methods, namely SVDD and OCSVM, we used the radial
basis function (RBF) as it was suggested and used in many of rumour detection works
[206]. To apply the selected algorithms, we used MATLAB and Python. The OCSVM is
implemented in scikit-learn (a python machine learning library) [239], and the rest of
the algorithms come with MATLAB PRTools [240] package.

From the implementation point of view, in the above programming libraries and
packages, the methods that are essentially using kernel or distance matrix are not well
suited for relatively large datasets. We tried to tackle this issue by establishing a power-
ful computer system to perform the experiments; however, it could not manage to run
SVDD over Kwonset. Therefore we decided to perform SVDD experiments by subsam-
pling the Kwonset.

We report the model performance via precision, recall, and F1-score. Precision is the
fraction of correctly retrieved instances that are relevant, while recall is the fraction of
relevant documents that are retrieved. F1-score is the harmonic mean of precision and
recall [241]. We also assess the models’ efficiency by measuring the execution time of the
experiments in both datasets.
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ONE-CLASS CLASSIFICATION RESULTS AND DISCUSSION

In this section, we report and discuss the results of the experiments. To this end, we first
make a baseline analysis by comparing the results of the experiments with the baseline
of each dataset. Then we measure the impact of training sample size on the models’ per-
formance. After that we evaluate the impact of hyper-parameters in each model. Then
we report the models’ performance in different feature categories, and in the end, we
assess the models’ execution time in each dataset.

Baseline Analysis In this subsection, we study the performance of one-class classifiers
in comparison with baselines in both operational datasets. In the first baseline, Zubi-
aga et al. [204] propose a rumour identification classifier using conditional random field
(CRF) with 5-fold cross-validation, and in the second one, Kwon et al. [202] apply a ran-
dom forest with 3-fold cross-validation. Both baselines use F1-score, precision, and re-
call to report classifiers performance. For the baseline analysis, we replicate the same
experimental setup as the original studies, therefore for the Zubiagaset and Kwonset we
perform the experiments in 5-fold and 3-fold cross-validation, respectively. We also re-
port the classifiers performance with the same metrics as the original studies.

Table 6.6: Baseline analysis on the Zubiagaset and Kwonset [204, 202]. We could not apply SVDD on the whole
Kwonset since the standard solver of SVDD does not suit the large-scale datasets. We tackled this problem by
subsampling the training set and experiment with a subset of the original dataset.

Zubiagaset Kwonset
PR RE F1 PR RE F1

Autoencoder 48.61% 77.90% 59.86% 97.31% 90.14% 93.59%
Gaussian 38.33% 87.80% 53.36% 95.69% 90.03% 92.77%
K-means 53.82% 81.20% 64.73% 96.11% 90.08% 93.00%

KNN 69.20% 80.20% 74.30% 98.19% 90.11% 93.98%
SVDD 51.78% 82.20% 63.54% 95.20% 91.21% 93.16%

OCSVM 13.08% 51.30% 20.85% 95.99% 88.24% 91.95%
PCA 41.38% 90.20% 56.73% 96.99% 90.03% 93.38%

Baseline 66.7% 55.6% 60.7% 89% 90% 89.5%

Table 6.6 demonstrates the precision, recall, and F1-score of classifiers in both datasets
along with the results of baselines. Based on this table, in the Zubiagaset, KNN, k-means,
and SVDD outperform baseline with the F1-score of 74.30%, 64.73%, and 63.54% respec-
tively. In the Kwonset, all seven one-class classifiers achieve better F1-score than the
baseline and thus outperform it.

In terms of precision and recall, in the Zubiagaset baseline, precision is better than
recall. This is another way around for the one-class classifiers on the same dataset, which
means recall is higher than precision in one-class classifiers. On the other hand in the
Kwonset, baseline precision and recall are almost equal, while precision is slightly higher
than recall in one-class classifiers.

Compared to baseline, in the Zubiagaset, one-class classifiers can identify more ru-
mours but with less precision. Therefore it is highly likely to identify the bigger fraction
of rumours as well as mislabelling the bigger fraction of non-rumours as rumour when
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we use one-class classifiers in the Zubiagaset. Repeating the same comparison in the
Kwonset results in the same number of identified rumours by one-class classifiers but
with higher precision. This means, it is highly likely to identify the same fraction of ru-
mours but with less mistaken flags, when we use one-class classifiers in Kwonset.

We can infer one-class classifiers often outperform baselines’ binary classifiers or
achieve to their close proximity in spite of the fact that one-class classifiers are trained
in the absence of non-rumour samples.

Training sample size impact In this section, we analyse the impact of training sample
size on the performance of the classifiers. To this end we measure the performance of
different one-class algorithms with k-fold cross-validation when k ∈ {3,5,10}. Since F1-
score combines precision and recall, we use it to represent classifiers performance. Fig-
ure 6.10 displays how changing the training sample size affect classifiers performance.
It consists of two subfigures which represent the performance changes in each dataset
correspondingly.
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Figure 6.10: The impact of training sample size on the performance of classifiers in the Zubiagaset and Kwon-
set. The horizontal axis displays different classifiers, and the vertical axis shows their F1 score.

By comparing classifiers performance with different cross-validation, we can ob-
serve two different patterns: performance gain and performance loss by the growth of
the training sample size. In the Zubiagaset, except SVDD and OCSVM, the other classi-
fiers performance improve as the training sample size increases. In the Kwonset, all the
classifiers but autoencoder and SVDD experience performance enhancement when the
training sample size grows.

Despite the heterogeneous impact of training sample size on the classifiers perfor-
mance, the difference between the highest and lowest performance in 10 out of 14 clas-
sifiers is less than 2%. This means our models show a high level of robustness against
training sample size alteration.
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Hyper-parameters Impact In this section, we discuss the sensitivity of the models
to the hyper-parameters value. We look at the classifiers hyper-parameters in each of
datasets and between them. Table 6.7 summarises the classifiers hyper-parameters and
their valid range. Each classifier has two hyper-parameters which we change them within
their valid range.
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Figure 6.11 demonstrates the classifiers F1-score regarding different combination of
hyper-parameters. For each classifier, two heatmaps are used to represent the perfor-
mance space in both Zubiagaset and Kwonset. In the heatmaps, darker colours represent
higher performance.

As Figure 6.11 illustrates, for each classifier (in both datasets) the best performance is
achieved when the target-class error is in the vicinity of its lowest value. Some of the clas-
sifiers such as Gaussian and KNN are indifferent to the second hyper-parameter, which
for instance in the case of KNN, it does not matter how many neighbours are selected;
however, for some others, it is not the case and the best performance depends on both
hyper-parameters. For example, in OCSVM, the best performance is achieved when the
kernel parameter has a small value or autoencoder perform better when the number
of hidden unit is higher. By inter-dataset analysis, we can see classifiers pursue similar
hyper-parameters pattern in both datasets. This means the high- and low-level of per-
formance for a classifier are acheived in similar areas in hyper-parameter space. We have
also observed SVDD is almost indifferent to its hyper-parameters and perform similarly
in different combinations of hyper-parameters.
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Classifiers Performance In this section, we report and discuss the results of the exper-
iments in different feature categories. Figure 6.12 illustrates the performance metrics of
the one-class classifiers on two datasets for different feature categories. This figure con-
sists of two panels representing the performance scores in different datasets. Each panel
is also composed of three parts which display the performance of different feature cate-
gories in terms of F1-score, precision, and recall. We first report classifiers performance
in the Zubiagaset where all features are considered. Then we go through Kwonset and
report one-class classifiers performance when all features are present. Finally, we inves-
tigate the synergy between feature categories in both datasets.

As the left panel of Figure 6.12 shows, among the one-class classifiers which are
trained on the Zubiagaset with full features, KNN has the highest F1-score. It also has the
highest precision and lowest recall among the same group of classifiers. SVDD has the
second-highest F1-score and precision, while it outperforms other classifiers. Although
SVDD has the best recall and second best precision, KNN high precision compensates
its low score in recall and gives it the highest F1-score. After KNN and SVDD, the next
one-class classifiers with highest F1-score are K-means, autoencoder, PCA, and Gaus-
sian, respectively. The lowest performance belongs to OCSVM which delivers the poor
F1-score of 28% by 81% recall and 17% precision.

The experiments on the Kwonset is also displayed in the right panel of Figure 6.12.
In this set of experiments we could not apply SVDD on the whole Kwonset since the
standard solver of SVDD does not suit the large-scale datasets. We tackled this problem
by subsampling the training set and conduct the experiment on a subset of the original
dataset. For the rest of the classifiers, despite the long execution time, the experiments
were finished and produced expected outcomes. In the Kownset all full features trained
classifiers achieve a high level of F1-score which is obtained by a high level of precision
and recall. The performance of one-class classifiers is very close to each other, in such
a way that the difference between maximum and minimum of F1-score, precision, and
recall is less than 1%. The high level of both precision and recall mean that one-class
classifiers could identify most of the rumours with high level of precision.

Last but not least, by considering Figure 6.12, one can simply realize that the synergy
of all features from the three categories is positive based on F1-score. In particular, the
F1-score of the autoencoder, Gaussian, K-means, KNN, SVDD, OCSVM and PCA based
on all features is superior to the F1-score obtained by training with individual feature
categories only. However this superiority is more significant in some classifiers, for in-
stance, SVDD in the Zubiagaset or Gaussian in Kwonset. In some of the experiments,
such as the KNN trained by the linguistic features on the Zubiagaset, recall is higher
compared to the training with all features, but its precision is also lower which results in
the overall lower F1-score.
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Classification Speed The other metric to assess and compare the classifiers is their
speed. To measure the classification speed, we gauge the execution time of classifica-
tion which means the average time of training and test for one iteration of k-fold cross-
validation. Figure 6.13 displays the execution time of classifiers across the Kwonset and
Zubiagaset. We use a log-log diagram, owing to the substantial difference between exe-
cution times.

10−1 100 101

Log Execution time ( econd ) 
 Zubiaga et

100 101 102

Log Execution time ( econd ) 
 Kwon et

Autoencoder Gau  ian K-Means KNN SVDD OCSVM PCA

Figure 6.13: The execution time of classifiers in the Zubiagaset and Kwonset.

In both datasets, Gaussian, K-means, and PCA are the fastest classifiers. The execu-
tion time of the other classifiers varies in both datasets. In the Zubiagaset, SVDD is the
slowest model, while in Kwonset, KNN has the longest execution time. It is worth men-
tioning that, due to the scalability problem in MATLAB SVDD package, we use a subset
of Kwonset for SVDD. In the Zubiagaset, after SVDD, autoencoder, KNN, and OCSVM are
the slowest classifiers respectively. In Kwonset, the next three classifiers with the longest
execution time are OCSVM, autoencoder, and SVDD.

6.6. CONCLUSION
In this chapter, we studied the binary rumour classification pitfall by addressing the
long-standing and unnoticed concept of "non-rumour". Non-rumour is a term coined
by computer scientists when they formulated rumour detection as a binary classifica-
tion problem. There is neither a clear definition nor a consensus among scholars for this
pseudo-concept. Some studies imply that rumour and non-rumour are complementary
concepts, while in some other work, non-rumour is considered as factual information.
This ambiguity and lack of consensus about the definition of non-rumour prevents us
from making a comparison between different classifiers as they do not annotate tweets
consistently. It also makes the classifiers unreliable as there is no consensus regarding
the definition of the non-rumour. We also do not know which of the existing definitions
is the correct one. Based on the stated flaws, we reached to the conclusion that the bi-
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nary classification with the current approach to the non-rumour might not be beneficial
to the computational rumour detection.

To tackle the issue addressed above and avoid dealing with non-rumour, we adopt
a novel classification approach called one-class classification. This approach goes very
well with the special characteristics of our problem as the classifier is trained by one class
only. Hence, it provides us with an opportunity to have a classifier for detecting rumour
without touching the controversial area of non-rumour. For the feature extraction, we
take two principles into account, first, to focus on early available features due to the
importance of early detection of the rumours, and second, to avoid features with high
degree of volatility.

To evaluate the quality of the proposed approach, we trained seven one-class clas-
sifiers on two major datasets and compared their performance. We observed that the
one-class classification approach can recognise rumours with a high level of F1-score. In
the Zubiagaset, this approach could achieve F1-score of 74%, and in Kwonset F1-score
reaches to 93%. We extended the experiments to different feature categories and anal-
ysed the performance of each classifier on individual feature categories. We observed a
positive synergy when individual feature categories are aggregated. We also studied the
impact of training sample size and hyper-parameters on the classifiers performance. We
reported the model performance in different settings using F1-score, precision, and re-
call. Additionally, to understand the efficiency of the one-class classifiers, we compared
their speed by measuring the execution time of each classifier.

We can summarise our findings into a few lessons learnt. SVDD performs very well
in terms of precision and recall; however, it is not time and memory efficient. Hence,
it is an ideal one-class classifier for small sized problems. KNN performs very well in
terms of precision, while its performance subjected to recall is poor. It is also time and
memory inefficient but not as bad as SVDD. If the dataset is not too large and precision is
the main concern, KNN can be the right choice. The other one-class classifier is autoen-
coder, which achieves good results with respect to both precision and recall. In contrast
to SVDD and KNN, the autoencoder is memory-efficient and can be executed on a desk-
top computer even for relatively large datasets such as Kwonset. On the other hand, it is
time-consuming, especially when it is set up with a high number of hidden units. There-
fore, in the case of relatively large datasets, lack of adequate computational resources,
and having a considerable amount of time autoencoder can be a proper one-class clas-
sifier. Gaussian, K-means, and PCA produce mediocre results with a relatively low level
of precision and high level of recall in small datasets; however, they are very fast even
in large datasets. Therefore, if the datasets are large, they are ideal choices. One of the
other lesson learnt is the context insensitivity in one-class classification. Although Zubi-
agaset and Kwonset covered very different subject domains, one-class classifiers overall
perform well.





7
MODELLING RUMOUR CAMPAIGNS:

A PROACTIVE APPROACH

To know your enemy, you must become your enemy.

Sun Tzu

The current paradigm of rumour confrontation has a passive approach which is reactive
and after-the-fact. Besides, it focuses on the impacts, rather than the functional mecha-
nisms leading to the rumour spreading in social media. To tackle this issue, the following
research question is posed:

• How could we take preemptive measures regarding rumours in social media?

To address this question, this chapter proposes a fine-grained model that can capture
the underlying mechanisms of rumour campaigns. This model takes a proactive stance
against rumours and provides us with an opportunity of developing preemptive measures.
To implement this approach, an ontology model for a rumour campaign is developed in
an iterative procedure. The model is evaluated by experts opinion and through exemplifi-
cation on three notoriously famous social manipulation campaigns1.

1This chapter is based on the following under review manuscript: Fard, A. E., & Maathuis, C. (2020). Capturing
the Underlying Offensive Mechanisms of Social Manipulation: A Data Model Approach. Applied Ontology
(Under Review).
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7.1. INTRODUCTION
Sometimes rumour spreading becomes a strategic tool for the nefarious self-serving mo-
tives [7]. In wartime, rumours are intentionally spread to demoralise the enemies troops
and nations. During the elections, rumours are deliberately used to discredit the candi-
dates. Business competitors also use rumours to drive customers away from rival prod-
ucts to their own. Deliberate rumour spreading might also be a coping strategy to man-
age psychological threats2 or to boost self-esteem by derogating the outgroups [7, 6, 14].

The emergence and drastic growth of social media platforms over the past couple
of years have scaled up self-gaining rumours [25]. Those platforms facilitate inception
and amplification of messages due to their unique characteristics that we discussed in
Chapter 3. Therefore it is of utmost importance to develop counter-strategies to confront
such a malevolent phenomenon; otherwise, it would influence political, economic, and
social well-being.

As we discussed in Chapter 4, plenty of approaches have been proposed so far to
limit the spread of rumours; however, they mostly focus on the understanding, preven-
tion or reduction of the impacts rather than the discovery of the underlying functional
mechanisms leading to those impacts. Besides they react to the rumour campaigns pas-
sively and usually after it has made some progress [47, 220, 242, 206]. Even in strate-
gies focusing on the educating people to not being deceived by false information, the
forward-looking approach is absent, and the training is based on the historical cases [4].

To tackle the above-mentioned issues, this research aims at proposing an operational-
level model that can capture the functional mechanisms of deliberate rumour spreading
within social media. We call this model Deliberate Rumour Spreading Model, and we
refer to it as DRSM to avoid confusion. Building this model would lay a concrete foun-
dation for proactive rumour confrontation because it identifies the components of a ru-
mour campaign and the relationships between them in an operational level; and thus it
provides a framework that could be used for the development of ABM based simulation
on top of it. Those simulations could generate future rumour campaigns which allows
us to take preemptive measures and develop resistance in advance.

Figure 7.1 illustrates the flow of building DRSM. It is composed of three main steps of
(i) model selection, (ii) model building, and (iii) model evaluation. In the first step, the
foundation of the model is discussed. More specifically, in the first step, the models that
constitute the backbone of DRSM are introduced. In the second step, the model’s com-
ponents are thoroughly explained. In this step, we analyse further related research in
order to be able to capture the particular aspects of rumour spreading campaigns. In the
third step, we evaluate the model through experts opinion and exemplification. We use
the insights gained in this step to enhance model realism, accuracy, clarity, conciseness,
and adaptability. The bidirectional arrow between the last two steps refers to several
rounds of evaluation and incorporation of the feedback (from the evaluation step) into
the model.

The remainder of this chapter is structured as follows. Section 7.2 introduces the
context of this study and summarising the relevant models for this research. Section
7.3 describes the skeleton of the DRSM, the operational-level components, and the data

2Psychological threats arise at the time when whatever we cherish such as our identity, values, community,
party, or ideology is ridiculed, criticised, derogated, or humbled.
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Figure 7.1: The flow of building DRSM. The bidirectional arrows show iteration between the phases.

model. Section 7.4 presents the evaluation process conducted for the proposed model:
(i) expert-based evaluation, and (ii) evaluation through exemplification on three differ-
ent Information Operations: Operation Infektion, Operation Heshmat Alavi and the IRA
Copy Pasta Campaign. Finally, the last section concludes this research by discussing the
limitations and possible extensions on this study.

7.2. RESEARCH BACKGROUND
This section provides some context about deliberate rumour spreading and then intro-
duces and investigates the misinformation machine model and Maathuis Cyber Opera-
tion Model as the baseline for the proposed model in this research.

7.2.1. DELIBERATE RUMOUR SPREADING AS A MEANS OF INFORMATION

OPERATION

The development and growth of information technology in the twentieth century ex-
tended the areas of confrontation significantly. There is no need for the physical con-
frontation anymore as it could take place in the information environment in a cheap,
covert, and less fatal manner. This way of confrontation which is called information
operation (IO) might arise between individuals, groups, organisations, or even coun-
tries. IO opens up the possibility for three kinds of confrontation [79]: (i) electronic con-
frontation, (ii) cyber confrontation, and (iii) deliberate rumour spreading. Electronic
confrontation refers to the use of electromagnetic and directed energy to control the
electromagnetic spectrum or to attack the enemy. The second kind of IO is called cy-



7

126 7. MODELLING RUMOUR CAMPAIGNS: A PROACTIVE APPROACH

Pu
bl
is
he

r
A

Pu
bl
is
he

r
B

Audience Rumour

Figure 7.2: The Misinformation machine model.

ber confrontation, meaning the use of malicious computer programs to achieve hostile
intents [243, 244]. The third kind of IO conducted in social media is deliberate rumour
spreading which refers to the circulation of misleading information to produce harmful
social, political, and economic outcomes [79].

The drastic growth of the Internet and social media in the absence of institutional
maturity in societies, as well as lack of proper control measures in the infrastructure,
opens a window of opportunity for adversarial behaviour by launching rumour cam-
paign. This is an alarming trend that has to be controlled; otherwise, the repercussions
might be inevitable [25].

7.2.2. MISINFORMATION MACHINE
This section presents one of the baseline models that this research is built upon it. The
misinformation machine [81] is the model developed to explain the dynamic of mis-
leading information in the media sphere. In this model, the process of producing false
information is composed of five key elements: (i) publishers, (ii) authors, (iii) articles,
(iv) audience, and (v) rumours (Figure 7.2). The publishers provide a broad range of dis-
tribution media from the ones with minimum codes of conduct and guideline such as
entirely informal websites (e.g. blogs and content mills for clickbait) and social media
platforms to the publications and news outlets with long and strong editorial histories
and high journalistic standards. The authors are content providers for publishers. Some-
times they cross-post their articles in multiple media such as the original publisher, their
blogs, and their social media pages. The articles are the messages produced by the au-
thors and published in different mediums. The audience is those who primarily interact
with the articles. They discuss the articles by circulating their impressions, interpreta-
tions, or reactions among their social networks. In this model, the discussion among the
audience is broadly called rumourmongering.

There are two key moments in this dynamic leading to the spread of false informa-
tion. The first one is called the article-audience interaction, and it happens when the
malicious articles are planted into the media, and the audience are exposed to them.
The second key moment is called the audience interaction, and it occurs when the au-
dience discusses the message. Regardless of the kind of discussion that can support,
deny, query, or comment the original content [206], it fulfils the main purpose of au-
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thors, which is maximum visibility of their message [170, 3].

The misinformation machine model provides us with the first comprehensive model
that can capture the dynamic of deliberate rumour spreading from emergence to im-
plantation and circulation. However there are three missing pieces in this model which
we highlight in this section. First, one of the key steps in every deliberate rumour is the
evaluation [14]. In this step, the operation’s success is measured, and the lessons for
the future operations are learned. Despite the significance of the assessment phase, it
is absent in the misinformation machine model. The second missing piece of misinfor-
mation machine model is the iteration. The iterative approach works like the constant
dripping of water on a rock. A drip on a rock might not have any impact, but after a
long period it would create a hole on the rock. Studies have shown that many of the
deliberate rumours work in the same way, and they comprise multiple iterations [60].
Finally, the misinformation machine explains rumour spreading from a broad perspec-
tive and does not take the operational level mechanisms into account. Increasing the
model resolution would allow us to capture the underlying mechanisms that contribute
to the rumour circulation. It would, in fact, provide us with the opportunity of emulating
the offensive side of the deliberate rumour spreading. Such a system allows to simulate
a variety of offensive operations in different settings and study the impact of each ele-
ment within the whole operation. This would also enable us to stay one step ahead of
adversaries by being vigilant and developing preemptive measures regarding different
rumour spreading scenarios.

7.2.3. CYBER OPERATIONS MODEL

This section presents Cyber Operations model developed by Maathhuis et al. [244]. To
avoid confusion, we refer to this model as Maathuis Cyber Operations Model (MCOM).
The MCOM is a knowledge/data model for Cyber Operations implemented as a compu-
tational ontology following a design science approach grounded on extensive technical-
military research. This model incorporates the essential entities of Cyber Operations at
an operational level and allows to simulate Cyber Operations by populating the model
with actual data [244]. Figure 7.3 displays inter-connected components in this model.
There are 11 classes in MCOM inherited from the superclass of owl:Thing. They are ex-
plained in Table 7.1.

7.3. MODEL DEVELOPMENT
This section explains the development of the proposed model or as we refer to it DRSM.
In the previous section, we explained, misinformation machine model and MCOM. We
discussed the strengths and shortcomings of each model. The misinformation machine
is a coarse-grained model which does not have the assessment module and multi-iteration
approach. On the other hand, MCOM is a fine-grained model for Cyber Operations
which includes both the assessment module and multi-iteration approach.

The Cyber Operations and deliberate rumour spreading are two different yet very
close variations of Information Operations. In both of them, a set of actors initiate an
operation against a target group within the information sphere. They both benefit from
computers and weaponised form of information to fulfil their plans. Additionally, they
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Table 7.1: The explanations of MCOM classes [244].

Class Description

Context
It comprises the following dimensions: Political, Military, Eco-
nomic, Informational, Historical, Sociocultural, and other con-
text.

Actor

It refers to distinct types of actors who are either responsible for
planning, executing, or assessing Cyber Operations. The actors
are the targeted ones or the ones unintentionally impacted by Cy-
ber Operations.

Type
It refers to distinct types of Cyber Operations, specifically offen-
sive, defensive, and intelligence.

MilitaryObjective
It is the military goal that actors want to achieve in Cyber Opera-
tions.

Phase
It refers to the phases of Cyber Operations from planning to as-
sessment

Target
It is a military entity (person or object) legally targetable in Cyber
Operations.

CyberWeapon
It refers to the means employed in Cyber Operations to achieve
military objectives.

Asset
It is either humans or objects unintentionally impacted in Cyber
Operations.

Geolocation It is incorporated geolocation information about targets or assets.

Action
It is the actions and tasks involved or performed in Cyber Opera-
tions

Effect

It is the implications and consequences of Cyber Operations. It
can break into intended and unintended effects. The intended ef-
fects support the achievement of military objectives (Military Ad-
vantage) by targets’ engagement; and unintended effects do not
contribute to the achievement of military objectives, but do still
unintentionally impact other assets (for instance Collateral Dam-
age).
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Figure 7.3: Maathuis Cyber Operation Model (MCOM) [244].

plant their seed (computer program in Cyber Operations/ misleading message in the
deliberate rumour) into a network (of computers in Cyber Operations/ of people in de-
liberate rumour spreading).

Due to the high degree of similarity between the deliberate rumour spreading and
Cyber Operations as well as the complementary aspects of the models mentioned earlier,
we use them as the skeleton of DRSM. The misinformation machine describes the logic
of rumour spreading in high level, thus we use it to form the conceptual components
and the relationships between them in the DRSM. In this step, we also use MCOM to fill
the missing aspects in the misinformation machine. To this end, we add an assessment
component to evaluate the effect of the operation on the target. We also incorporate the
multi-iteration approach to the model.

For the operationalisation of the model, we mainly use MCOM . Besides, due to the
exclusive aspects of deliberate rumour spreading such as the major role of media, we also
benefit from the instrumentally relevant studies in this subject domain to incorporate
those particular aspects to the model. Additionally, to make this model more realistic,
accurate, clear, concise, and adaptable, we do several rounds of evaluations through an
interview with the field experts and exemplification of major intentional rumours. We
incorporate the insights gained through the evaluation step into model development.

In the next few sections, the above-mentioned steps are explained with more details.
In Section 7.3.1, the DRSM architecture and the components are discussed. Section 7.3.2
elaborates on each component and explain it in an operational level. In Section 7.3.3 the
data model is presented.
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Figure 7.4: The block diagram of DRSM.

7.3.1. THE BLOCK DIAGRAM
In this section, we introduce the components of DRSM using block diagram. The com-
ponents are inspired by misinformation machine and MCOM. Figure 7.4 displays the
block diagram of the model. It starts by goal definition and target selection. In this
phase, the preparations before commencing the operation are being made. This means
the goals are defined, the involved authors are determined, and the audience is selected.
The second step would be the development of the required capabilities to address the
target audience and fulfil the intended goals. In this phase, the deceiving technique is
chosen, and the message regarding the selected technique is developed. The implan-
tation of the message into media and the (organic3 or inorganic4) message circulation
takes place in the third component. The fourth component is the assessment module
that evaluates the impact if the deliberate rumour spreading on different actors. After
the assessment, the gained insights and knowledge is transferred to the first module for
a new operation or to the second module for another iteration of the same operation. In
this diagram, the first and the fourth components are based on MCOM, and the misin-
formation machine inspires the second and third components.

7.3.2. THE OPERATIONALISATION OF THE MODEL
After introducing the components of the DRSM, in this section, we explain how each
component is operationalised. As we explained before, due to the similarity between cy-

3By the organic message circulation, we mean the spread of the opinions, impressions, interpretations, or
reactions by non-automated accounts and with non-strategic intents

4By the inorganic message circulation, we mean the spread of messages by inauthentic accounts (including
social bots and trolls) and with strategic intents
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ber and deliberate rumour spreading, we mainly use MCOM for the operationalisation.
For the exclusive parts of rumour spreading, we benefit from instrumentally relevant lit-
erature. For every component, first, the entities are introduced, and then relationships
between them are explained.

GOAL DEFINITION AND TARGET SELECTION

This component reflects the moment when a deliberate rumour starts. The three enti-
ties of Actor, Aim, and Plan make these components. The first two are equivalent to the
Actor and MilitaryObjective in MCOM. They are slightly changed to adapt to the delib-
erate rumour spreading context. For the Actor5, it is an abstract entity which has three
types of Offender, Victim6, and Unknown7. They are the main actors of a deliberate ru-
mour. The Offenders are those who initiate the operation (and sometimes even they
appear as an execution group). The Victims are the targets of the deliberate rumour. The
Unknowns represent those who are not in the target group but the operation might in-
fluence them, so they are collateral actors. The Aim8 entity shows the ultimate goal of
the Offender. The last element in this component is the Plan which shows how the Aim
could be achieved. It is like a roadmap that should be followed throughout an operation.
Figure 7.5 represents the entities and their relationships in this component.

CAPABILITY DEVELOPMENT

After defining the goal and selecting the target, it is a time for the preparation of the
misleading message. The four entities of Execution Group, Execution Strategy, Informa-
tion, and Techniques make this component. They are inspired by two entities of Cy-
berWeapon and Action in the MCOM. The Execution Group represents the responsible
actors commissioned by Offender to implement the Execution Strategy9. The Execu-
tion Group is often manifested as social media accounts [25]. They are either known or
anonymous. Social media accounts in the latter group might be hacked or stolen, or im-
personated. From the execution point of view, the accounts are driven by humans, bots,
and cyborgs [55]. The Execution Strategy is the Plan at an operational level. Part of the
Execution Strategy refers to a set of Techniques that are often used in deliberate rumour
spreading. They are often Propaganda, Conspiracy theory, and Fake news10; however,
there is always the chance of emergence of a new technique which is the reason for hav-
ing Unknown techniques in this set. Besides, sometimes those techniques are used in
combination. In the following, each of those techniques is explained.

Another important entity in the component of capability development is Informa-
tion which represents the knowledge base behind the operation and comprises all the in-
formation that are instrumentally relevant to the elements of deliberate rumour spread-
ing including the target group, context, and goal. Information is mainly used for the

5Actor is equivalent to Actor in MCOM.
6Victim is equivalent to Target in MCOM.
7Unknown is equivalent to Asset in MCOM.
8Aim is equivalent to MilitaryObjective in MCOM. Unlike the MilitaryObjective, Aim is not limited to military

goals.
9The Execution Group is, in fact, the Offenders’ proxy; however, sometimes Offenders decide to act directly

and without using its execution wing
10It is worth noting that, other techniques such as disinformation are subsets of those three techniques [6, 7,

8].
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isA

isA

isA

isFulfilledBy

hasAim

isEngaging
Audience
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isExecutedByGroup

Figure 7.5: The component of goal definition and target selection.

development of narratives used in different Techniques. Figure 7.6 displays the entities
and their relationships in the component of capability development. It also illustrates
how the components of goal definition and target selection and capability development
are related to each other.

MESSAGE IMPLANTATION

After choosing the right technique and development of the message, in this compo-
nent, the implantation and circulation of the message is explained. This phase is one
of the distinguishing factors between Cyber Operations and deliberate rumour spread-
ing; hence there is no entity in MCOM regarding the message implantation into public,
and all the entities in this component are inspired by other literature. The two entities
in this component are Post and Other media. The Post refers to releasing the message
among public using online social media. The Other media shows any kind of conven-
tional media except online social media. For example, radio, television, newspaper, and
web fall into this category. Sometimes an operation initiates in an online social media
platform and then continues in parallel or transfers to conventional media. Sometimes
this happens in the opposite, which means the operation begins in a conventional me-
dia and then continues or is followed in online social media platforms [245, 246, 247]. In
this phase, the Offender or Execution Group plant the message among the public. Those
who are exposed to the message might ignore it or engage in rumour process by reacting
in different forms of sharing, commenting, liking, or reporting. The deliberate rumours
need to reach their target audience (Victims); however, it is likely that other people are
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Figure 7.6: The sub-component of capability development (the highlighted part).

also exposed to their messages and manipulated by them (Unknowns). Figure 7.7 dis-
plays the entities and their relationships with other components.

IMPACT ASSESSMENT

This component reflects the implications and consequences of a deliberate rumour on
different actors. It is entirely inspired by the MCOM and is composed of Effect and Qual-
ity/Aspect/Value elements. The Effect element captures the exact type of effect that an
operation could have e.g. influence, damage, and disturbance on different Actor types
such as the targeted actor – the Victim – as well as other types of actors that are Un-
known, and possibly even by the actor responsible for conducting the operation – Of-
fender. The exact aspect, quality, or value of an actor/system that is being impacted
through this Effect is captured by the Quality/Aspect/Value element [248]. For instance,
we could model an operation that might damage (as an Effect) the reputation (as a Qual-
ity/Aspect/Value) of an actor. Figure 7.8 displays the entities and their relationships in
this component.

THE DRSM IN OPERATIONAL LEVEL

This section aggregates the elements of the DRSM and gives a one unified representation
of the model. As Figure 7.9 displays, the blue circles are the elements, and the arrows
show the relationships between them. The red arrows indicate the special relationship
of inheritance. This figure gives us a bird-eye view on deliberate rumour spreading at
an operational level. Based on this model, in a manipulation operation in the social
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Figure 7.7: The sub-component of message implantation.
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Figure 7.8: The sub-component of impact assessment.

media, an offender (which is the actor that conducts or executes the operation in social
media) can either conduct an operation directly or through an execution group in order
to achieve its aim (goal) by building a plan of action. To be able to do that, a strategy
is executed by applying a specific technique (fake news, conspiracy theory, propaganda
etc.) based on the information about the target group. For any of those techniques a
message is required to be developed and planted into the social media. This series of
actions can also be followed or practised in parallel in other media. The spread of the
message has an effect or impact on qualities, values, or aspects of the target (victim), or
other unknown actors or even the offender.
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7.3.3. THE DATA MODEL
After explaining each component of the DRSM, this section introduces the correspond-
ing data model which conceptualises and formalises the manipulation operations in so-
cial media using the OWL (Web Ontology Language) [249], and is defined as the following
quadruple:

DRSM = {E ,D,R, I } (7.1)

wher e

E : the set o f cl asses/enti t i es/nodes o f the model ,
D : the set o f d at a pr oper t i es or at tr i butes that char acter i se the cl asses,
R : the set o f r el ati ons bet ween i nst ances/ob j ect s/d at a values o f the cl asses;
I : the set o f i nst ances cor r espondi ng to cl asses.

The entities of the model (E), as well as its data properties (D) and relations (R) be-
tween the nodes, are further described. The individuals or instances of the model (I) will
be explained in Section 7.4.2; I is further left to be filled in with data from more incidents
as one of the extensions of this model. To build the data model, we need first to define
the classes, data properties, and object properties, and then populate the model with
data. In the following, the code snippets of each element are displayed.

The code snippet11 1 shows an example of defining the classes in the model. Here
we can see that classes such as Actor, Technique, and Effect are child classes of the su-
perclass Thing, while classes such as Offender and Propaganda are sub-classes (i.e. child
classes) of classes Actor and Technique, respectively.

The code snippet 2 shows an example of defining the data properties of the model.
Here we can see that classes Offender and ExecutionGroup (i.e. the offending actors
that conduct such operation) are characterised by a property named StrategicNarrative
which is of type String.

The code snippet 3 shows an example of defining the object properties of the model.
Here we can see how individuals or objects of classes Offender and Aim are connected in
the sense that a type of offending actor has an aim that has to be fulfilled in an operation.
In this particular example, we can also see that this property is of type topObjectProperty
which implies that it directly reflects that this relation applies to all the individuals from
both considered classes.

The code snippet 4 shows an example for the operation that we will further discuss
in 7.4.2, but we briefly tackle in this paragraph. At it can be seen, the individual with the
name MojahedinEKhalq is the individual of the class Offender, i.e. that the offending
actor of the operation used as exemplification (Alavi) is MojahedinEKhalq.

Moreover, a global view of the model that illustrates its complexity is depicted in Fig-
ure 7.10 which comprises all the entities, attributes, and relations. In this figure, the blue

11To access a sample of the ontology, please refer to https://bit.ly/36XyXPd. For the complete code, please
contact the authors.
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Listing 1 Defininig the classes (E) in OWL.

//Actor class:
<owl:Class rdf:ID="Actor"/>
//Technique class:
<owl:Class rdf:ID="Technique"/>
//Effect class:
<owl:Class rdf:ID="Effect"/>
...
//Offender class:
<owl:Class rdf:ID="Offender">

<rdfs:subClassOf rdf:resource="#Actor"/>
</owl:Class>
//Propaganda class:
<owl:Class rdf:ID="Propaganda">

<rdfs:subClassOf rdf:resource="#Technique"/>
</owl:Class>
...

Listing 2 Defining the properties (D) in OWL.

//StrategicNarrative data property:
<owl:DatatypeProperty rdf:about="...#StrategicNarattive">

<rdfs:subPropertyOf rdf:resource="...#ExecutionGroup"/>
<rdfs:domain rdf:resource="...#Offender"/>
<rdfs:range rdf:resource="...#string"/>

</owl:DatatypeProperty>

circles represent the classes of the graph, the green rectangles represent the data proper-
ties of nodes with their yellow rectangles represent the types of attributes, and the blue
rectangles represent relations between the classes (object properties), as depicted in Ta-
ble 7.2. Moreover, detailed explanations regarding the classes, attributes, and relations
that the models contain are provided in the Appendix.
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Listing 3 Defining the relations (R) in OWL.

//hasAim object property:
<owl:ObjectProperty rdf:about="...#hasAim">

<rdfs:subPropertyOf rdf:resource="...#topObjectProperty"/>
<rdfs:domain rdf:resource="...#Offender"/>
<rdfs:range rdf:resource="...#Aim"/>

</owl:ObjectProperty>

Listing 4 Defining the individuals (I) in OWL. Here we define an individual as an exam-
ple. Further explanations about individuals will come in Section 7.4.2.

<owl:NamedIndividual rdf:about="...#MojahedinEKhalq">
<rdf:type rdf:resource="...#Offender"/>

</owl:NamedIndividual>

Figure 7.10: Global view of the model.
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Table 7.2: Graphical representations of the model.

Graphical repre-
sentation

Definition Example

The root node Thing

Entity Actor

Data property HighGradeProfile

Data property type Boolean

Object property isTargeting

Connection between two
nodes as support for relations

For instance, arrow from node
Offender to node Victim

Connection between a parent
node and child node

For instance, arrow from node
parent Technique to node child
Disinformation

7.4. MODEL EVALUATION
In this research, the model evaluation is conducted in two ways [250]. Firstly, through
an interview with four experts with significant experience in the fields of Information
Operations in social media. And secondly, through exemplification on real deliberate
rumours. As a prerequisite, a technical evaluation using the HermiT reasoner in order to
guarantee the consistency and usability of the model was done, and no error occurred.

For the expert-based evaluation, five criteria of (i) realism, (ii) accuracy, (iii) clarity,
(iv) conciseness, and (v) adaptability [251, 250] are taken into account. The results are
discussed and compared in Section 7.4.1. The exemplification of the proposed model
was done through a series of notoriously famous cases of Information Operation. Ac-
cordingly, in Section 7.4.2, each case study is introduced and further analysed.

7.4.1. EXPERT-BASED EVALUATION
We started the evaluation by building a database of potential domain experts. To this
end, we searched LinkedIn (as the main database of organisations and individuals affil-
iation) by eight keywords: disinformation, social manipulation, misinformation, fake-
news, propaganda, information operation, fact checking and conspiracy theory. We
ended up with a list of nine relevant organisations. In the next step, we tried to pre-
pare a contact list of experts who work in those organisations via LinkedIn, Twitter or in
their website. After this step we could collect contact information of 19 domain experts.
We contacted them all and six people responded us and four of them agreed to have an
online conversation with us12. Each interview took almost an hour and followed through
a guideline that we prepared before. During the interview we provided the interviewees

12Disclaimer: Because social manipulation is a sensitive topic and due to security issues we cannot reveal any
information about the organisations and the experts we contacted.
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with a visualisation of the model (through screen sharing) and discuss them different
aspects of the model from their point of view 13.

The evaluation provided by the experts is further explained as follows. Firstly, the
results of this evaluation are reported to see to what degree the proposed model com-
plies with the dimensions of evaluation. Then in the second part, we go deeper into the
interviews and discuss the experts remarks in more details.

We used five criteria of realism, accuracy, clarity, conciseness, and adaptability to
evaluate the proposed model. Realism captures to what degree the proposed model is
aligned with the real rumour campaigns. Accuracy measures how precise the proposed
model describes its intended aim. Clarity shows to what extent the model is easy to
understand and communicate. Conciseness evaluates the model from a redundancy
point of view, and adaptability is responsible for measuring the generalisability of the
model in a variety of deliberate rumour cases. We brought up a set of questions regarding
measuring each dimension and discuss them with the interviewees.

For realism, all the experts stated the model reflects real deliberate rumour cases;
however, they also said that rumour campaigns are constantly under development; thus,
this model requires to receive constant updates. This leads us to one of the main limita-
tions of this study, namely, the lack of publicly available datasets for rumour campaigns.
Tackling this issue is an essential step towards developing effective and efficient models,
tools, and strategies against deliberate rumour spreading. To overcome this issue, they
suggested us to exemplify the model on older rumours launched during the Cold War
such as Operation Infektion. Accordingly, this was done in the exemplification section
of this chapter.

For accuracy, although the experts acknowledged the accuracy of the model, they
provided us with a couple of suggestions. First, we need to take the collateral actors into
account. To this end, a relation called isTrappedBy is added to the model. We should also
take the fact into account that the content could be built from scratch (the expert that
has suggested this called this process original behaviour) or be reused from another or
former operation (the same expert that suggested this called this process advantageous
behaviour). Correspondingly, two attributes were added: BuildFromScratch and Build-
FromOther. Moreover, the final suggestion was to take the fact into account that the of-
fender actors are always in advantage by developing unknown or hybrid techniques for
achieving their aims. In this way, two new entities (Unknown and Hybrid) were added.

For the clarity, they expressed the model is understandable if the explanations ac-
company it. About the model conciseness, they said the model is concise, and there is
no redundancy in it. For the adaptability, the experts pointed out that although different
rumours have a similar skeleton, every culture, platform, and context has its nuances.
Thus depending on the case, some details in the model would differ.

7.4.2. EVALUATION THROUGH EXEMPLIFICATION

In this section, we evaluate the proposed model by exemplification through three noto-
riously famous deliberate rumours: Operation Infektion, Operation Heshmet Alavi, and
IRACopyPasta Campaign. In this section, each case study is introduced and furthermore

13The interview setting including the questions and consent form are in Section A.2.3 in appendix.
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is mapped on the DRSM in order to reflect its realism as well as applicability to different
contexts, actors, and time periods.

OPERATION INFEKTION

The Operation Infektion[252, 253, 254, 247] was an Information Operation conducted
in the 80s by KGB Department A (Komitet Gosudarstvennoy Bezopasnosti – Committee
for State Security in the Soviet Union) using disinformation as a major technique. This
comes out as news published in July 1983 by an Indian magazine called Patriot under the
name “AIDS may invade India: Mystery disease caused by U.S. experiments”. The news
claimed that AIDS was a weapon aimed to kill gay people and African Americans, and
was secretly created by U.S. scientists that were conducting biological warfare experi-
ments in Fort Detrick Maryland. In September 1985 the news spread in Africa and was
supported by two medical doctors. Two years later, in March 1987, the news was pre-
sented on a national American T.V. channel, from there rapidly spread all over the world
and became one of the greatest cons with global impact. From further investigations and
declarations provided by former KGB officers, the operations conducted by KGB aimed
to change the perception of reality through different techniques applied to information
such as implanting or altering it. Hence, Operation Infektion was a highly effective and
successful Information Operation planned and executed in years to make sure its aim
will be fulfilled: it produced mass manipulation through altering people’s perceptions
together with distrust and reputation damage for U.S. Further, denial campaigns against
this operation were conducted by U.S., and were responded by the Soviet Union with de-
fensive denial campaigns and lead in the same year to apologies and stopping Operation
Infektion.

OPERATION HESHMAT ALAVAI

“Heshmat Alavai” is a persona run by the political wing of Mojahedin-e-Khalq (MEK) -an
Iranian opposition group which is advocating overthrowing the government- in order to
broadcast propaganda against the Iranian government. Although this persona is highly
active in Twitter, it used to appear in more conventional media such as Forbes, Hill, and
AlArabiya by its article until an article in The Intercept revealed that it is a propaganda
persona operated by MEK members in Albania [106]. Although Alavi introduces himself
as “human rights & political activist”, one of his main strategies is to attack journalists,
politicians, and long-standing news outlets which support diplomatic efforts regarding
Iran issues. In the same vein, he constantly shows his support on non-diplomatic efforts
such as imposing sanctions by promoting pro-war and pro-sanction people. After the In-
tercept report, Twitter appears to have suspended Alavi’s account; however, the account
was reinstated shortly afterwards. Besides, many of Alavi’s articles are taken offline by
the news outlet he used to publish14. Besides, it seems all those news outlets even the
ones that did not remove Alavi’s pieces, stopped publishing its articles. However, Alavi’s
Twitter account is still active and produces content against the Iranian government.

IRA COPYPASTA

The third deliberate rumour campaign that we exemplify is called IRA Copypasta. It is
the name of a disinformation campaign on Instagram, which was discovered by Face-

14Please refer to the Appendix for more details regarding Alavi’s publication record in the news outlets
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book in October 2019. They immediately took down 50 Instagram accounts belonging
to this campaign. The posts were mostly about U.S. social and political issues and the
2020 presidential election. Facebook concluded that the operation “originated from Rus-
sia” and “showed some links to the Internet Research Agency (IRA)”. These accounts, all
linked to the same operation, claimed to represent multiple politically active U.S. com-
munities: black activist groups, advocates speaking out against police violence, police
supporters, LGBTQ groups, Christian conservatives, Muslims, environmentalists, gun-
rights activists, southern Confederates, and supporters of Senator Bernie Sanders and
President Donald Trump. A minority of posts focused directly on the 2020 election.

Table 7.3 tabulates the exemplification of three above-mentioned deliberate rumour cam-
paigns using the DRSM. In this table, different parts of each campaign is mapped to the
components of the model.
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As already explained above, the code snippet 5 shows that the offending actor that
conducts the Alavi operation is MojahedinEKhalq. That means that MojahedinEKhalq is
an individual for the class Offender.

Listing 5 Offender data in Alavi rumour campaign.

<owl:NamedIndividual rdf:about="...#MojahedinEKhalq">
<rdf:type rdf:resource="...#Offender"/>

</owl:NamedIndividual>

The code snippet 6 shows that the effect of this operation is SupportUSDecision-
ToWithdraw. That means that SupportUSDecisionToWithdraw is an individual for the
class Effect.

Listing 6 Effect data in Alavi rumour campaign.

<owl:NamedIndividual rdf:about="...#SupportUSDecisionToWithdraw">
<rdf:type rdf:resource="...#Effect"/>

</owl:NamedIndividual>

Figure 7.11 shows the global view for the data associated to Alavi’s manipulation
campaign. This means that for each class marked with a yellow circle, one or more indi-
viduals marked with a purple rectangle are contained.

Figure 7.11: Data global view for Alavi rumour campaign.

7.5. CONCLUSION
In this research, we propose a fine-grained rumour model (DRSM) that benefits from
both the misinformation machine and MCOM. Despite the common practice of the
academia, which has a passive approach toward deliberate rumour spreading, in this
work, we switched the perspective and looked at the rumour campaigns from the adver-
sarial lenses. This approach helps us to capture the functional mechanisms underlying
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rumour campaigns; and thus to take preemptive measures and develop resistance in
advance. We evaluated the model through interviews with experts in this field. We also
successfully tested our model in three notoriously famous misinformation campaigns.
The deliberate rumour campaigns are often covert and their associated information are
considered as classified. This engender in very few available case studies. Research on
this domain requires more transparency. Perhaps with certain level of anonymization,
the operation data could be released. More data would lead into more accurate models
and more effective policies.





8
DISCUSSION & CONCLUSION

The ideal subject of totalitarian rule is ... people for whom the distinction between fact
and fiction and the distinction between true and false no longer exist.

Hannah Arendt, The Origins of Totalitarianism
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The emergence and spread of rumours is an ancient phenomenon with evolutionary
origins. Human-beings benefit rumour spreading as a sense-making and threat man-
agement mechanism. It can also be used for the strategic purposes. The development
of communication technologies provided an unprecedented opportunity for the vast
spread of rumours. Despite the numerous advantages, the new communication tech-
nologies facilitate the emergence and circulation of the rumours. They increased the
scale, speed, and scope of rumour spreading and turned it into a large-scale means of in-
fluence. Although charming from the offensive perspective, large-scale rumour spread-
ing would be extremely concerning for the public as it may influence political, economic,
and social well-being. Therefore it is of utmost importance to curb this phenomenon;
otherwise, the repercussion could be far-reaching. To this end, this thesis aims at con-
tributing to this subject domain and increasing the confrontation power against this
wicked phenomenon.

This dissertation had the following research objective:

To systematically study the rumour confrontation within online social media.

We put forward the following research questions to accomplish the objective:

• RQ1. What is the rumour and how is it differentiated from its conceptual siblings?

• RQ2. To what extent social media streamline the spread of rumours?

• RQ3. What is the current status of rumour response strategies?

• RQ4. How ready is the academia regarding the spread of rumours?

• RQ5. How could we identify rumours in social networks automatically, consis-
tently and in a timely manner?

• RQ6. How could we take preemptive measures regarding rumours in social media?

It was essential to lay down the building blocks of this dissertation at first. Thus we
began with two concepts of rumour and social media. The notion of rumour refers to
a controversial construct due to the lack of consensus regarding its conceptualisation.
There is an epistemic crisis regarding the rumour and its conceptual siblings as they are
often used interchangeably. This issue is addressed by looking at the rumour as a process
instead of a product. We argue that the genesis of rumour and its conceptual siblings
might be for different reasons; however, after the first generation, they become a very
similar phenomenon. Therefore, different variations of false and unverified information
such as misinformation, disinformation, propaganda, fake-news, pseudoscience, and
conspiracy theory belong to the family of rumours. The second construct of this disser-
tation is social media. We investigate the role of different communication technologies
and infer that the constellation of mediums together makes a sphere for the rumour cir-
culation. In particular, we scrutinise the role of social media. They incorporate a set of
successful features from other communication technologies as well as develop exclusive
mechanisms that together greatly facilitate the emergence and spread of rumours. We



8

153

further study the role of recommendation systems as an exclusive feature of social me-
dia platforms via experimentation with real data extracted from YouTube. We observed
a clear impact of this automation mechanism on the spread of rumours; however, this
impact might be mediated by a variety of factors such as location, time, and rumour
topic.

By having a clear understanding of rumour family and social media as its nurturing
environment, then we can think of countering rumours. The first step is to understand
what has been wrong so far in rumour control strategies and why the past counter strate-
gies could not successfully control the surge of rumours. To address those concerns, we
seek to understand the as-is circumstance of countering rumours. To this end, we review
the organisational and governmental response to the rumour spreading since the second
world war and analyse them based on the epidemic control framework. The reason be-
hind choosing this framework is high degree of similarity between the spread of disease
and dissemination of rumours. Based on this framework, the purpose of control strate-
gies is either exposure minimisation, immunisation, or transmission reduction. After
the analysis of the counter rumour strategies’ primary goal, we concluded that despite
the significance of immunisation strategy, it is the least practised one.

Thus, on the one hand, we have a sheer flow of rumours due to the social media fea-
tures, and on the other hand, the response mostly involves a set of ephemeral and unre-
liable computational and non-computational strategies without creating long term im-
munity. To tackle this situation, our response should pursue the epidemic control frame-
work, which combines the short-term strategies to take down the rumours instantly as
well as strategies that train humans to not being deceived by the rumours.

To create immunity regarding rumours, the role of academia is crucial as it develops
new methods and evaluates their effectiveness. Thus it is essential to understand the
readiness of academia in this subject domain, as we would able to propel this field in
case the growth is not proportionate to the current scale of rumour spreading. To this
end, we use the emergence framework, which measures the novelty, growth, coherence,
and impact of the scholars’ attempts in the field of rumour studies. Our analysis shows
an increasing trend for the growth, coherence, and impact and decreasing trend for the
novelty. This is the result of organic growth in this subject domain so far; however, owing
to the surge of rumours, the current degree of efforts seems insufficient, which entails
considering external push strategy. This strategy could be implemented by establishing
dedicated journals or conferences in order to create a stable community in this field. For-
tunately, almost one year after this study, the journals of Harvard Misinformation Review
and ACM Digital Threats from two highly respected publishers started their publications
in this subject domain.

The other part of the response involves immediate action regarding rumours. Be-
cause of the scale and speed of rumour circulation in social media, it is not possible to
manually identify rumours. This setting requires an algorithmic solution that can flag
rumours automatically. Among the past computational approaches to the rumour reso-
lution in social media, they mostly take the binary classification into account. This ap-
proach entails training the model based on two predefined classes of rumour and non-
rumour. Although the rumour is most often defined similarly, non-rumour is defined
arbitrarily. The lack of consistency in the definition of the classes in binary classifica-
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tion makes the binary classifiers unreliable. To address those shortcomings regarding
the computational rumour detection, we propose a novel approach based on one-class
classification for automatic identification of the rumours.

Although the combination of rapid identification and immunisation makes a strong
response to rumour circulation in social media, it is a passive approach to confront ru-
mour. This means, our reaction to a rumour is based to past rumours. Thus, if a newly
emerged rumour consists of novel elements, then most likely, we will not be able to
counter it. To address this issue, we propose a data model with a pro-active perspec-
tive for rumour campaigns. In this approach, we look at the rumour from rumourmon-
ger perspective, which allows us to develop preemptive measures. We build this model
in an iterative manner. The skeleton of the model is based on the renowned model of
misinformation machine. Then using other relevant models, expert’s opinion, and real
rumour campaigns, the model is operationalised. The last step is turning the model el-
ements to the OWL code. Afterwards, the model could be populated based on real or
synthetic data to simulate rumour campaigns.

8.1. SOCIETAL RELEVANCE
In order to discuss the social relevance of this thesis, I first quickly review two impor-
tant aspects of rumour spreading. As it is explained before, the rumour spreading is a
collective phenomenon arising when individuals participate in information circulation
about an important topic. It does not appear in isolation, inside a single person’s mind.
Besides, it pertains to a topic that matters for all the rumours participants. Thus rumour
is a social phenomenon about a topic that is instrumentally relevant for all of them. In
fact, if we assume individuals in a society as threads, then rumour is like a fabric weaving
the threads together. Along transferring information, rumours fulfil an implicit function
of wielding influence on decision-making processes. It is a serious issue because ru-
mour could be seen as a mediating factor on decisions regarding social, economic, and
political issues. Rumours could mobilise people to withdraw their entire money and
bankrupt the banks, change voters’ opinion and influence the outcome of elections, and
create traffic jam within an aid operation and jeopardise people’s life. All these indi-
cate what a significant phenomenon is a rumour at a societal level. Thus it is of utmost
importance to develop resilience against something that can profoundly influence soci-
etal institutions. This thesis aims to address this potentially problematic phenomenon
by proposing a response inspired by the epidemic control. The ultimate goal here is to
make sure our society will not be manipulated like a puppet and will have a free will to
decide among its options, and this thesis is a tiny step toward achieving that goal.

8.2. REFLECTION AND FUTURE RESEARCH
Besides the contributions that this dissertation puts forward, there are several critical
challenges as well as multiple avenues for future research. One of the major limitations
of this research pertains to data. There are very few numbers of publicly available an-
notated datasets in this field. This does not allow to capture the large volume and wide
diversity of rumours in social media. As a result, the data-driven models are limited to
specific time windows, incidents, and geographical locations and cannot be utilised fur-
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ther than those contexts. The main reason behind the dearth of data is social media
platforms. The content produced in those platforms is the core competency of social
media companies. Without data, they cannot provide exclusive insights, and their rev-
enue streams would completely drop out. Thus it is not surprising that they do not want
to give away their main asset. They purport this is a necessary action to protect the users’
privacy, although it is not difficult for social media companies to seal the back-doors and
anonymise their data. One of the possible approaches to tackle this problem is getting
the premium subscription to the platforms API. This is a costly solution which is only
available for rich organisations or the ones in close partnership with social media com-
panies. Because academic institutions barely fall into either of those eligible cases for
the premium subscription, it is often not an option within the scientific community. The
other approach could be producing synthetic data using generative adversarial networks
(GANs). GANs are algorithmic architectures composed of two neural networks compet-
ing with each other in order to generate new, synthetic instances of data that resemble
the training data. Although they can increase the volume of the data, they cannot address
the diversity issue. The other approach to tackle the data problem is transfer learning
(TL). In TL, an already trained deep neural networks on a particular task, is applied to a
different but related problem. Despite GANs, TL can solve the diversity issue by creating
a generalised model across different domains; however, it does not produce a large vol-
ume of data. Hence, one possible avenue for future research would be a combination of
GANs and TL to address the volume and variety of problems at the same time. It helps
to create a large diversified dataset out of small training samples.

The other limitation of this research which is somehow related to the previous one is
about the accountability of social media platform companies regarding rumour spread-
ing. They are basically the problem owner here, as a significant part of rumour spreading
takes place in their platforms. They increase the users’ engagement by manipulation of
information circulation through mechanisms such as recommendation system and so-
cial bot, which have been shown their effectiveness in rumour promotion. Social media
platforms are accountable regarding rumour dissemination, and they should take re-
sponsibility of it. However, they have not devoted sufficient attention to this problem
as every now and then a major rumour emerges, circulates and is exposed to millions
of users. The spread of rumour is not an internal organisational problem which should
be resolved within the organisation. It is a problem with societal implications. Cur-
rently, quite a few scholars all around the world are working on countering rumours,
but none or maybe very few numbers of them find the opportunity to test their ideas
and proposed models in a real environment. Social media companies do not even allow
external scientists to get involve the rumour confrontation process. Those companies
often have a group or task-force composed of a few numbers of researchers working on
this issue, while ironically, they can see the floating rumours in front of their eyes. In
this vein, maybe one future avenue would be organising annual conferences by the so-
cial media companies regarding tackling rumours. In such venues, they could invite all
the researchers working on this topic to present their studies and see how they can in-
corporate the novel proposed approaches into their platforms. The other way to make
social media platforms accountable is called the co-regulation. Unlike statutory regu-
lation (i.e., when state actor regulates the behaviour of organisations and its members
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by implementing and enforcing legislation) and self-regulation (i.e., when non-state ac-
tor regulates the behaviour of its members), co-regulation says, the platforms will do
X, or the state actors will do Y. In other words, platforms will demonstrate their ability
to regulate rumours or state-actors will do it for them. It is threatening the companies
with action if they do not actually engage in proper regulation themselves. Co-regulation
benefits self- and statutory-regulation at the same time. It has a perfect sense of prob-
lem and enforcement guarantee due to engagement of both platforms and government
which bring domain information and legislative support, respectively.

The domain dependency is one of the other limitations in this research. Dependency
on specific subjects precipitates in less generic outcomes which can reduce the applica-
bility of research. Rumour spreading is a domain-agnostic phenomenon which could
emerge in any circumstance. Although not all the subject domains are the same, and
some tend to provide a fertile ground for nurturing rumours, this does not mean to leave
some domains for some others. Maybe some particular domains require more atten-
tion as they may lead to severe consequences; however, what should not be sacrificed
here is justice about subject domains. Hence, on the one hand, we want to cover all
subject domains, and on the other hand, we should note that some domains may lead
to more adverse consequences. An ideal counter strategy takes rumours from all the
subject domains into account with respect to their potential for emergence and circu-
lation. To tackle this issue, what is essentially required is a better understanding of the
rumour domain sensitivity. We need to know which subject-domains are more rumour
prone. We also need to agree on a framework that allows us to grade rumours based on
their severity. Clearly, some rumours are more dangerous than the other. By knowing
the volume and severity of rumours per subject domain, we would be able to keep our
counter-rumour attempts domain-independent and effective.

The other limitation is about technology emergence framework. As Rotolo explains
in the technology emergence framework, the technology’s performance in all dimen-
sions shows the overall status of that technology in the emergence framework. Nonethe-
less, trying to pin down the absolute values for emergence dimensions is relatively mean-
ingless. Besides, an emergent technology may only be compared with the other tech-
nologies if they are also in the same domain. This limitation clarifies that the compar-
ative analysis with a baseline model must be in the same domain. To the best of our
knowledge, there is no other study in this domain that could be used to compare. One
way to tackle this issue is to do the retrospective analysis, which allows us to compare
this research field with itself over time. The other limitation is about the inter-relation
of dimensions. There are five dimensions in this framework which may co-evolve with
each other. In other words, it is not clear whether and to what extent those dimensions
influence each other. This might impact the framework outcome and needs to be in-
vestigated. The other limitation is about the fifth dimension, namely, uncertainty and
ambiguity. Despite the thorough conceptualisation of this dimension, its operationali-
sation is largely unexplored which makes the framework outcome less accurate.

The next limitation is the lack of clear ethical guideline regarding social experiments
in social media platforms. One of the salient research methodologies in the field of ru-
mour studies is social experimentation. Specifically, when we are interested in measur-
ing the impact of an intervention, this method is highly relevant. However, the number of
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guidelines or sometimes hypothetical guidelines hinders the progress. Without a doubt,
social experimentation is a sensitive topic which entails a comprehensive guideline to
avoid repeating unpleasant experiences such as Stanford prison experiment. However,
currently, there are so many of those guidelines in different levels (e.g., EU-, national-
, university-, department-, professor-, and platform-level) that cannot fulfil its initial
purposes and only works as a source of confusion which might eventually lead in the
cancellation of the research project. Additionally, this flurry of guidelines could be-
come a source of injustice as if a novel social experiment is considered ethical in the U.S
while the same experiment is regarded as unethical within EU, and then a U.S. based
researcher could proceed and publish his/her study while the EU based student cannot
do that.

The rumour spreading is a moving target, and there is no silver bullet to get rid of it
once and for all; however, by creating immunity as well as reducing the circulation rate,
we could hope to build a resilient society against this obnoxious phenomenon.
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A.2.3. INTERVIEW SETTING

Interview Questions

• Activity 1: introduce ourselves and the project + explain the ethical protocol
(privacy, anonymous) + explain that our model is not yet published (2 min)

• Activity 2: introduction questions

1. Q1. What is your name and function? (2 min)

2. How familiar are you with Information Operations and covert Information
Operations in social media? (2∼3 min)

• Activity 3: introduce the model in general without showing the model yet (2∼3
min)

• Activity 4: share desktop, show and explain the model (5 min)

1. Do you think that real offensive Information Operations in social media
work / function based on the mechanism captured in the model? (5 min)

2. Do you think that the model concisely describes offensive Information Op-
erations in social media? (5 min)

3. Do you think that the model can be applied in different contexts, by differ-
ent actors having specific aims and techniques in social media? (5 min)

4. Do you think that the model is clear, understandable, and easy to commu-
nicate to others? (5 min)

5. Do you have other remarks or suggestions regarding the discussed model?
(5 min)

• Activity 5: additional questions

1. Could you please recommend us someone else to discuss with our model?
(4 min)

2. Would you be available in the future for another interview or survey? (1
min)

• Activity 6: concluding remarks from our side (including that we can share our
published with them) and from their side => thank you, bye! (2∼3 min)
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Research Interview Consent Form (Ethical Protocol)

Research Title: Capturing the Sense of Using Information as a Weapon in Social Media:
a Computational Approach
Name of Researchers (Interviewers): Amir Ebrahimi Fard and Clara Maathuis
Name of Research Participant (Interviewee):
Interview Date: . .2019
Estimation time: 45 – 60 minutes.

Thank you for agreeing to be interviewed as part of this research. This document relies
on ethical procedures for academic research and aims at informing the participants
of this interview and explicitly requires their agreement. Would you therefore read the
following information and sign this form to certify that you approve and agree with
the following conditions:

• You have been informed by the Researchers of the purpose of this interview.

• Your participation is voluntary.

• The interview will not be recorded, but a resume transcript will be produced
during the interview.

• Upon request the transcript can be provided to the Interviewee.

• The transcript will be analysed only by the Researchers (Interviewers).

• All or parts of the interview information will be integrated in further academic
publications, reports or presentations.

• Any summary or direct quotation from this interview will be made available
through academic publications, reports, or presentations.

• In the produced academic publications, reports or presentations your identity
will be fully anonymised so that you cannot be identified.

• You have the right to do not answer to one or more of the questions or to stop
this interview in any moment.

• Any variations or modifications of the above conditions will only occur with
your explicit request or approval.

By signing this form you agree with all mentioned conditions.

Research Participant name:
Research Participant signature: Date:

Researchers signature: Date:

If you have any further questions or concerns, please contact: Amir Ebrahimi Fard
(a.ebrahimifard@tudelft.nl) or Clara Maathuis (clara.maathuis@tudelft.nl)
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