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Enhancing the resilience of critical infrastructure systems requires substantial investment and entails trade-offs
between environmental and economic benefits. To this aim, we propose a methodological framework that com-
bines resilience and economic analyses and assesses the economic viability of alternative resilience designs for
a Water Distribution System (WDS) and its interdependent power and transportation systems. Flow-based net-
work models simulate the interdependent infrastructure systems and Global Resilience Analysis (GRA) quantifies
three resilience metrics under various disruption scenarios. The economic analysis monetizes the three metrics
and compares two resilience strategies involving the installation of remotely controlled shutoff valves. Using
the Micropolis synthetic interdependent water-transportation network as an example, we demonstrate how our
framework can guide infrastructure stakeholders and utility operators in measuring the value of resilience invest-
ments. Overall, our approach highlights the importance of economic analysis in designing resilient infrastructure

systems.

1. Introduction

Water Distribution Systems (WDSs) are critical infrastructures that
support human life and activities. Currently, scarce water resources and
pipe leaks stress the water distribution infrastructure and impair its abil-
ity to satisfy customers demand in several areas of the world [1]. Fur-
thermore, WDSs are exposed to climate-related extreme events, resulting
in frequent and high-impact disruptions. The effects of such disruptions
are further aggravated by the presence of interdependencies among crit-
ical infrastructure systems. For example, in the interdependent power-
water-transportation network, a failure of a power generator could cut
supply to and fail water pumps; congested roads result in longer travel
times for the repair crew and, therefore, in delayed repairs of infrastruc-
ture components.

Traditional risk assessment approaches, which rely upon the identi-
fication of hazards and the development of subsequent test scenarios,
fall short in identifying high-impact climate-related extreme events. In
this context, resilience assessment has emerged to fill the gap of reacting
to unexpected and unforeseen events [2]. Although there is no unani-
mously accepted definition of resilience and state-of-the-art of resilience
assessment is far from consolidated [3-5], authors have recognized the
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multidimensional and complex nature of resilience [6,7], which needs
to be addressed by appropriate resilience metrics.

In order to improve system resilience, water utilities around the
world are taking action to limit network losses by implementing leak de-
tection and repair systems [8,9]. Specifically, Supervisory Control and
Data Acquisition (SCADA) systems are being increasingly deployed to
detect water leakages and isolate the failed components through the
use of sensors, controllers and actuators [10,11]. While SCADA systems
have been shown to effectively reduce water loss and secure water sup-
ply during disruptions [12,13], they involve considerable investments
for the installation of monitoring and controlling technologies, which
must be justified by significant benefits. Therefore, assessing resilience
exclusively based on the resilience triangle paradigm, i.e., the integral
over time of the performance loss [2], does not suffice, but the environ-
mental costs and economic losses associated with the disruption must
also be quantified [14].

In this study, we develop a methodological framework to assess the
resilience of a WDS under disruption scenarios of increasing magnitude
and assess the economic viability of resilience strategies correspond-
ing to the installation of remotely-controlled shutoff valves. Specifically,
in order to deal with unknown threats, the Global Resilience Analysis
(GRA) approach is adopted to analyze system resilience under any com-
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bination of component failures [15,16]. GRA relies on the identification
of stress-strain curves, in which the stress corresponds to the number of
failed components, irrespective of the triggering hazard, and the strain
to the resulting resilience metric. In order to address the multidimen-
sional nature of resilience, three metrics are considered to quantify the
performance loss in terms of (1) water demand not satisfied, (2) wa-
ter loss and (3) energy consumed during the disruption. Therefore, an
economic analysis is conducted to quantify the trade-offs between the
investment costs of resilience strategies and the potential cost savings
deriving from their implementation.

Different from previous studies, WDS behaviour over time, includ-
ing performance loss and recovery, is modeled using an integrated wa-
ter and transportation simulation platform consisting of a pressure-
dependent hydraulic simulation model and a static traffic assignment
model. The framework is exemplified with reference to the synthetic
city of Micropolis [17].

2. Background
2.1. Multidimensional resilience assessment

The definition of resilience has evolved over time. One of the first
definitions of resilience was coined by Holling, who defined resilience as
the ability to absorb change and disturbance without losing core func-
tionalities [18]. While this definition applied to ecological systems, the
same acceptation of resilience was later applied to infrastructure sys-
tems. In this regard, in their seminal paper, Bruneau and his co-authors
[2] defined resilience from an engineering perspective as consisting of
four capacities (i.e., robustness, redundancy, resourcefulness, rapidity)
and proposed the resilience triangle paradigm, i.e., the integral over
time of the performance loss, as resilience metric. In the last decades, a
multitude of resilience definitions and metrics have emerged in the lit-
erature [4,5], which include different system capacities and associated
metrics [3,19].

Although state-of-the-art of resilience is far from consolidated, au-
thors have recognized the multidimensional and complex nature of re-
silience. Specifically, authors have highlighted the trade-offs between
resilience goals across different temporal and spatial scales [20-22].
For example, short-term resilience goals, which seek to maximize re-
dundancy and diversity, may conflict with sustainability goals, which
aim to maximize efficiency and ensure resilience in the long-term [23].
The traditional view on resilience, intended as the capacity of a sys-
tem to bounce back after a disruption [24], needs to be integrated with
sustainability principles, which prescribe the distributional equity of re-
sources across generations and populations [22,25]. At the same time,
resilience assessment, which is based on the quantification of the perfor-
mance lost by the system during the disruption [2], needs to integrate
economic, environmental and social dimensions.

2.2. Economic analysis of WDSs

Previous literature conducted economic analyzes of WDSs to iden-
tify the best WDS design. Creaco and co-authors [8], for example, com-
pared the benefits of conventional pressure-reducing valves versus re-
motely real-time valves considering three scenarios of leakage. The last
announced Battle of the Water Networks [26] - a competition related
to the design and operation of WDSs - calls for solutions to limit leaks
and non-revenue water in order to ensure continuous water supply. Sim-
ilarly, previous battles called for water network designs that minimize
costs while ensuring demand satisfaction [27,28]. To answer these calls,
optimization methods were used to find optimal WDS designs that en-
sure water service availability (reliability) while minimizing costs [29-
31]. However, these studies do not consider WDS performance under
extreme disruptive events and therefore lack design for resilience [32].

Another stream of literature evaluated the direct economic damage
of water network disruptions. Zhou and co-authors [33], for example,
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developed a framework to conduct a cost-benefit analysis of various
adaptation options for an urban drainage system subject to flooding un-
der different climate change scenarios. The authors used national dam-
age cost databases to estimate the economic losses associated with in-
creasing levels of flooding. In other studies, pre-defined fragility curves
were used to estimate the probability of failure of a network component
subject to increasing seismic events [34,35]. Therefore, economic losses
were directly associated with the failed components [35,36] or with the
corresponding loss of service computed using simplistic models [37].
While these studies advanced the understanding of resilience by quanti-
fying the direct costs associated with water network disruptions, they do
not explicitly model the hydraulic behavior of the water network, thus
failing to capture the cascading effects of component failures within the
network and the resulting loss of system performance.

3. Methods

The methodological framework adopted in this study is illustrated in
Fig. 1. The framework consists of two parts: (1) modeling and simulation
(in blue in the figure) and (2) evaluation and analysis (in orange).

In the first part, an infrastructure model is developed to simulate the
performance of the interdependent WDS and road transportation net-
work as described in Section 3.1.1. Disruption scenarios of increasing
magnitude are modeled for the water network by increasing the num-
ber of failed pipes (i) from 0 to the total number of pipes exposed to a
given hazard (N). For a given disruption magnitude, a sampling strategy
is implemented as explained in Section 3.1.2 and the number of simu-
lations (N;) computed for each i-level. Finally, a resilience strategy (s)
is implemented by modifying the WDS structure. Therefore, recovery is
modeled by ranking the failed pipes according to a pre-selected crite-
rion corresponding to a given strategy s and updating the infrastructure
model with the repaired pipes as described in Section 3.1.3.

In the second part of the framework, three metrics, namely the total
performance loss, the total water loss and the additional energy con-
sumed (see Section 3.2.1), are defined and computed to assess the WDS
performance under various disruption and recovery scenarios. There-
fore, an economic analysis is conducted as described in Section 5.3 to
evaluate the expected annual costs corresponding to each resilience
strategy.

3.1. Modeling and simulation

3.1.1. Interdependent infrastructure model

The interdependent infrastructure model consists of a model for the
WDS and a model for the road traffic network. The WDS model includes
a module to run hydraulic simulations using the WNTR Simulator of
the Water Network Tool for Resilience (WNTR) [38]. WNTR allows for
pressure-dependent analysis [39,40], in which the satisfied demand d(r)
is computed using the demand-pressure relationship [41]:

0 PO < Py
() = D(r)(’%)“ Py < p) < P, o))
D(1) p() > Py

where D is the desired demand at a node (m?/s), p is the pressure (m), P,
is the nominal pressure assumed to be 20 m, and P, is the lower pressure
threshold assumed to be 0 m, below which the consumer cannot receive
any water. Accounting for insufficient pressure values is crucial to assess
WDS resilience during pipe failures since pressure drops occur as a direct
consequence of the additional leak flow. In order to account for these
dynamics, the performance of the WDS is assessed using the average
satisfied demand:

1w 40

MOP(t) = —

" & D) @

where n is the total number of demand nodes in the network.
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Fig. 1. Methodological framework.

Pipe failure is implemented in the model by splitting the pipe into
two segments connected by an artificial leak node, which is then as-
sociated with a leak demand. The leak demand at a disrupted pipe i is
proportional to the magnitude of the area of the hole (4;) and the gauge
pressure (p;) [42]:

(1) = Cy A 220 ®)
where C, is the discharge coefficient assumed to be 0.75 (turbulent flow)
and p is the density of the water. To simulate leakages of various mag-
nitudes, A; is considered as a random variable [43].

Although the power grid is not explicitly modeled, the interdepen-
dency between the water and the power system is modeled in terms of
power supplied to water pumps. Specifically, the power supplied to a
pump j is computed as the ratio between the hydraulic power (P,) and

the pump efficiency ( assumed to be 0.75):

Pu®) _ aheg

)
where ¢ is the flow rate, 4 is the head gain and g is the acceleration due
to gravity.

The road transportation system is explicitly modeled to enable re-
alistic modeling of the dispatch of crews to repair the failed pipes. We
assume that road links remain accessible during the disruption and use
a static traffic assignment package [44] to implement traffic assignment
and compute travel times between origin-destination pairs.

P(1) = @)

3.1.2. Disruption scenario sampling strategy

Given the high number of pipes exposed to a given hazard (N), con-
sidering all the scenarios resulting from the failure of i = 1, ..., N pipes
would be impractical since the entire solution space would be the sum of
all the combinations corresponding to each i-level [16]. In order to limit

21

the computational complexity of the problem, and still obtain statisti-
cally significant results, we use the two-stage absolute precision method
[45] to compute the number of simulations required for each i-level (N;)
in order to achieve a required precision (¢):

n—1

2 2
2, S

N,-(e):min{n:nz ,neZ+} ©)

&2
where ti_ Lo 1 the student-t quantile and S(n,)? the sample variance cor-
responding to initial n, simulations [46]. In our case study, the number
of simulations N; is calculated for each i-level assuming ¢ = 0.5 hour,
a = 0.05 and n, = 50, and a resilience metric (the total performance loss
[hours]) is used to compute S(no)z. Using the specified parameters and
Eq. (5), the computed number of simulations N; ensures that the mean
total performance loss resulting from the failure of i pipes has 95% con-
fidence interval of 1 h.

3.1.3. Recovery modeling algorithm

A resilience strategy includes modifying the WDS network to im-
prove its resilience and establishing a criterion to determine the re-
pair order of failed components. In this study, we modify the WDS net-
work by closing remotely-controlled shutoff valves in order to isolate
the failed pipes. In practice, sensors collect data on pressure heads at re-
mote points in the system and transmit them to the Programmable Logic
Controllers (PLCs) associated with the valves. PLCs can implement var-
ious preset control logics. For example, if the pressure head is below
its design threshold, the PLC sends a control command to the relevant
valve actuator in order to shut it off [8,12]. If valves are located at the
branch-level, segments of the network containing the failed pipes will
be isolated. In this scenario, functional components contained in the iso-
lated segment will also be disconnected from the water sources. If valves
are located at the pipe-level, i.e., a pair of valves is associated with each
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Fig. 2. Recovery cycle.

pipe, only failed pipes will be isolated. In this scenario, functional com-
ponents remain operative and performance loss is minimized [19].

The recovery strategy remains unchanged across different recovery
scenarios. Specifically, pipes with a higher flow are prioritized for re-
pair. The flow for each pipe is calculated by performing a hydraulic
simulation during normal operating conditions and assigning to each
pipe the maximum daily flow through it. For simplicity but with no loss
of generality, a single repair team is responsible for restoring the WDS.
Therefore, repair actions are carried out sequentially. Each failed pipe
is restored to full functionality after the following actions occur:

1. if remotely controlled shutoff valves are present, valves are shutoff
to isolate a failed pipe within 10 minutes of its bursting (this is to
resemble a SCADA system),

2. the repair crew reaches the pipe’s location by travelling on the road,

3. the failed pipe segment is manually isolated from the network to
stop the leak and allow for repair,

4. the failed pipe is repaired and reconnected to the network.

The time taken to restore a single pipe is, therefore, the sum of the
crew’s travel time from its current location to the failed pipe’s loca-
tion (computed by solving a static traffic assignment problem), the time
taken to isolate the pipe (assumed to be 10 minutes) and the time taken
to repair and reconnect the pipe (assumed to be proportional to the
pipe’s diameter, e.g., pipe’s diameter [mm]/100 + 2 [hours] [47]). Note
that in the base-case scenario, the detection time is considered negligi-
ble compared to the total leakage time and is therefore not explicitly
modeled [19].

3.2. Evaluation and analysis

3.2.1. Metrics

Fig. 2 represents the recovery cycle, i.e. the system response follow-
ing a disruption [4,48]. The recovery cycle is determined by different
variables, including the external disruption process and the intrinsic ca-
pabilities of the system [5]. These include absorptive capability, i.e., the
ability to minimize the impacts of disruptions, adaptive capability, i.e.,
the ability to self-organize for recovery of performance, and recovery
capability, i.e., the ability of a system to be repaired [49].

Initially, the system functions at its target performance level TP and
is perturbed by an external shock at time ¢ = 0. If the system is able to
adapt to the shock, performance is maintained within the robustness
range and performance loss (or strain) is delayed until 7 = 7, [50]. Sub-
sequently, the system performance drops until it reaches the minimum
performance level MOP(z,,;,). When the effects of the recovery efforts
take place to reduce the consequences of the disruption, system perfor-
mance may increase and be eventually restored to the initial level TP at
t =t,,. (as displayed in Fig. 2). However, if the recovery efforts are not
sufficient, system performance may not be recovered to the TP level [4].

The system’s response to a disruption depends upon the extent to
which the system can absorb, adapt to, and recover from it. In order to
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quantify these capabilities, the total performance loss (TPL) is used [2]:

,/‘L‘C
TPL = / [TP(r) — MOP(1)] dt (6)
t

str

During a water leakage, water is lost continuously in an amount pro-
portional to the area of the hole and the gauge pressure inside the pipe.
In some cases, the water loss due to leaks exceeds 50% of production
[51] and inhibits the system’s ability to meet demand, especially in areas
with high water stress or highly fluctuating water conditions [1]. In or-
der to compensate for the pressure drops due to the leak flow, additional
pumping energy is also required to guarantee the minimum operating
pressure [52]. The additional energy consumed during water leaks in-
volves an environmental burden in terms of greenhouse gas emissions,
acid rain, and resource depletion, among other effects associated with
energy production and consumption [51]. For these reasons, account-
ing for the real water loss (WL) and additional energy consumed (EC)
is essential to compare recovery strategies from a sustainability point of
view.

WL is equal to the total leak demand (d,,,;) corresponding to pipe
failures during the entire duration of the disruption:

Trec
— leak
WL = /t Z d'“*(nydt

str i

)

EC is equal to the difference between the total pumping energy re-
quired during disruption and the total pumping energy required during
normal operating conditions. Given that the total pumping power is the
sum of the power supplied to each pump j during disrupted and normal
conditions (denoted by P;(r) and P/.T‘"ge’ (1), respectively), EC is computed
as:

FC — /lrec [Z Pj(l‘) _ Z P/Turget(l)] dt
! J J

str

®)

Note that TPL, WL and EC are computed according to the loss of
resilience equation defined in [2] and are inversely proportional to re-
silience, i.e., the lower the TPL/WL/EC, the higher the resilience.

3.2.2. Economic analysis

An economic analysis of the implemented strategies versus the base-
case scenario is conducted in order to assess their costs and benefits in
monetary terms. Here, we apply the economic framework developed in
[33]. Given that we used synthetic data to create the disruptions, we
compute economic losses as a function of the number of failed pipes in
the network, rather than the return period as in [33]. The costs asso-
ciated with each recovery strategy are divided into fixed and variable
costs. Fixed costs are associated with the investment required to modify
the network according to a specific strategy and any maintenance costs
that may derive from it. For the two strategies considered in the case
study, investment costs include the costs of pneumatic actuators to con-
trol the valves and the cost of new shutoff valves (Table 1). Maintenance
and installation costs are assumed negligible.
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Table 1
Parameter values for the economic analysis.
Fixed costs Ref.
Pneumatic actuator 250 $/unit [53]
Shutoff 342 $/unit (51 mm diameter) [54]
valve 732 $/unit (102 mm diameter)
1733 $/unit (203 mm diameter)
3690 $/unit (309 mm diameter)
Variable costs Ref.
Pw 0.20 $/m? [55]
Pe 0.14 $/KWh [27]
kcoa 1.04 Kg/KWh [27]1
Peos 0.068 $/Kg (561

Variable costs have three components, namely, the opportunity costs
of demand not served, the energy costs related to water pumping [52],
and possible costs of CO2 emissions (assuming that a carbon tax is en-
forced [27]). The opportunity cost is the product of the total perfor-
mance loss (TPL) - computed as in Eq. (6) where TP and MOP are in
absolute terms - and the average water price (p,,), the pumping cost is
the product of the additional energy consumed (EC) and the average
energy price (p,), and the CO2 emission cost is the product of EC, the
amount of CO2 emitted per kWh (k,) (assuming all energy is pro-
duced from fossil fuel sources) and the price of CO2 emissions (p¢p,).
Therefore, the variable cost can be computed as:

Variable cost = TPL - p,, + EC - p, + EC - k¢ - Pcon ©)

where the values of the parameters p,,, p,. kco, and pco, are assumed
as in Table 1.

In order to compute variable costs on an annual basis, the expected
annual damage (EAD) is used as risk indicator to reflect the adverse
effect of a given hazard in monetary terms [57]:
EAD(?) = / Variable cost(y) f(y;1) dy (10)

¥y
where y is the disruption (no. of failed pipes) and f the probability
density function associated with the disruption process, which varies
(i.e., increases) over time to resemble the aging process of the system.

To compare the costs associated with different scenarios, the ex-
pected cumulative cost (ECC) over the investment lifecycle is computed
as:

t
ECC(r) = / (Fixed cost(u) + EAD(u))du a1
u=0
Based on the ECC, the time of break-even can be computed as:
mint : Eccresilience strategy(l) 2 Eccbase-case(t) 12)

3.2.3. Disruption process

To compute the EAD in Eq. (10), a probability density function f
is defined to represent the disruption process. The Non-Homogeneous
Poisson Process (NHPP) is a common model used for pipe failure mod-
eling, where the hazard rate 4 is a function of time, i.e., A(¢) [58]. Various
hazard rate models have been used in the literature which include ad-
ditional covariates such as breakage history, material, diameter, length
and external stressors, e.g., soil type and overhead traffic conditions
[59,60]. The functional form of such models is typically power law,
linear, or log-linear. Among these models, the power law model with
covariates is most commonly discussed in the literature:

n

A(t):ﬂétﬁ—lexp<2ﬂizi>, for 4,6 >0andt >0 (13)
i=0

where {z;,i =1,...,n} is the set of covariates and f,,i = 1, ..., n the es-

timated coefficients. A repairable system modeled by the power law
model is improving if 0 < § < 1 and deteriorates if 6 > 1.
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Assuming independent hazard processes for different pipes 4,,p =
1,..., P, the mean failure rate A(r) can be computed as follows:

P
AW =Y 4,00

p=0

14

Therefore, the probability of exactly » failures occurring in the time
window (0, ¢) for the NHPP is given by [61]:

P(n) = %(/OIA(u)du)" exp(/ot A(u)du)

4. Case study

15

4.1. Infrastructure network and resilience strategies

We use the synthetic city of Micropolis as a case study (Fig. 3a). Mi-
cropolis is a realistic urban infrastructure testbed developed by Texas
A&M University [17] consisting of commercial, residential, and indus-
trial units covering an area of approximately five square kilometres. It
is a digitally mapped small city of approximately 5000 residents com-
plete with infrastructure information including a complete water sys-
tem, power network, roads, land parcels, buildings, and topography.
The city is traversed by two water streams from north to south. The
WDS consists of 1574 demand nodes, 1415 pipes and 196 branch-level
shutoff valves. The pipes are classified as main pipes, which are major
arterial pipelines, service connector pipes, which connect peripheral de-
mand nodes, and hydrant connectors. Micropolis WDS includes a single
water tank and two water sources which provide water supply to the sys-
tem through a high-service pump station located at the northern edge
of the city. The total daily demand for water amounts to 6,087 m* and
the pumping energy consumption to 2228 KWh (see [17] for a detailed
description of Micropolis WDS).

4.2. Disruption scenarios

Various factors may lead to pipe failures, both static (e.g., pipe ma-
terial, size, soil type) and dynamic (e.g., age, weather-related events)
[59]. For example, flash flood events due to overflow of the main wa-
ter stream during periods of heavy rain may cause rupture of the water
pipelines [62]. Previous studies show that pipe failures may occur as
a consequence of high soil moisture deficit [63], hydrodynamic forces
of the flowing water and/or fatigue failure due to vortex-induced vi-
brations [64]. The explicit modeling of the relationship between these
factors and subsequent pipe failure is out of the scope of this study and
relies instead on a few simplifying assumptions. Because main water
pipes in the vicinity of the river are more prone to failure due to greater
external stressors applied to them, without loss of generality we only
consider disruption scenarios involving failure of these exposed pipes
(i.e., pipes located within 50 m of the main water stream). Additionally,
we solely take into account the breakdown of main pipes that exceed
a diameter of 50 mm. This is due to the fact that the failure of smaller
pipes, although more frequent, has a negligible impact on the WDS per-
formance, which does not warrant the installation of shutoff valves and
their associated actuators.

Pipe bursts are modeled using Eq. (3), where the area of the hole (4;)
is assumed to be uniformly distributed over the range of 1 to 100% of
the cross-sectional area of the pipe. Disruptions of increasing magnitude
are simulated by increasing the number of failed pipes from 1 to 21 (i.e.,
the total number of main pipelines exposed, in red in Fig. 3b) according
to the sampling strategy described in Subsection 3.1.2.

4.3. Resilience strategies
The Micropolis WDS is provided with branch-level shutoff valves.

These valves are placed to resemble a realistic and imperfect system
[17]. Moreover, we assume that an incomplete SCADA system is already
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Fig. 3. Micropolis water-transportation network and location of shutoff valves.

present, with sensors and communication systems in place to detect wa-
ter leakages and transmit alerts to the control center. After leaks are
identified, the pipe repair sequence is computed at the control center
and the repair crew is dispatched accordingly. Three recovery scenar-
ios are considered, including a base-case scenario in which no resilience
strategy is implemented and two structural resilience strategies in which
remotely controlled shutoff valves are installed:

1. Base-case scenario. In this scenario, water leaks continue until the
repair crew reaches the leakage location and manually isolates the
failed pipe segment.

. Remotely controlled branch-level shutoff valves (Fig. 3b(i)). In this
scenario, 21 actuators associated with the existing shutoff valves are
installed in order to promptly stop the leakage after its detection
(with a delay of 10 minutes). Additional investment is required for
the installation of the actuators.

. Remotely controlled pipe-level shutoff valves (Fig. 3b(ii)). In this
scenario, 25 additional shutoff valves (i.e., fifteen 51 mm diame-
ter valves, five 102 mm diameter valves, five 203 mm diameter
valves and two 309 mm diameter valves) are installed at the pipe-
level in order to avoid the isolation of functional components as in
the branch-level shutoff valves scenario (see Section 3.1.3). Further-
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more, 42 actuators are installed for each (existing and new) pipe-
level shutoff valve. In fact, in order to isolate the 21 exposed pipes,
42 valves (i.e., one at each end of the pipe) and associated actuators
need to be installed. Therefore, additional investment is required for
the installation of the additional shutoff valves and actuators.

4.4. Costs associated with infrastructure disruptions and resilience
strategies

To analyze the results in monetary terms, fixed and variable costs
are estimated using Eq. (9) and the parameters reported in Table 1.
Furthermore, we assume that the lifespan of the installed actuators and
valves is 30 years and that maintenance costs are negligible. The total
investment is 5250 $ in the branch-level shutoff valves scenario and
35,335 $ in the branch-level shutoff valves scenario (Table 2).

In the absence of empirical data, we use the hazard rate model esti-
mated by [60] for the city of Trondheim in Norway, which has similar
characteristics to Micropolis, including the age and development his-
tory. Covariates included in the model are the time from the construc-
tion to the beginning of the observation period (assumed to be 2020),
diameter, length, and indication of whether the pipe is laid in deposits
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Fixed costs for the two considered resilience strategies.
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Remotely controlled branch-level shutoff valves

Remotely controlled pipe-level shutoff valves

27
24,835 $
42
10,500 $
35,335 $

Additional shutoff valves 0

Cost of additional shutoff valves 0%

Actuators 21

Cost of actuators 5250 $

Total fixed costs 5,250 $

Table 3
Characteristics of the exposed pipes.
Pipe number  Age [years] Diameter [mm] Length [m] Material
1043 110 51 13.289 GC
523 110 51 3.548 GC
524 110 51 41.134 GC
525 110 51 1.756 GC
526 110 51 13.338 GC
528 110 51 8.071 GC
535 110 51 16.666 GC
536 110 51 17.508 GC
537 110 51 38.795 GC
549 110 51 57.656 GC
550 110 51 6.194 GC
646 70 203 18.203 UDI1
647 70 203 60.977 UDI1
672 70 203 123.042 UDI1
687 70 102 32.967 UDI1
688 70 102 65.081 UDI1
732 70 102 105.729 UDI1
802 40 309 61.557 UDI2
803 40 309 9.400 UDI2
863 40 309 45.586 UDI2
864 40 309 69.629 UDI2
Table 4

Parameter values and covariate coefficients for the hazard rate model.

Material A 8 Length  Diameter  Deposits  Clay Age

GC 0.016 1.129 0.002 -0.001 0.142 0 -0.001
UDIl 0.027  1.281  0.004 -0.004 0 0.412 -0.008
UDI2 0.002 1.488 0 -0.007 0 -0.020  0.155

or clay. The list of exposed pipes with the description of their charac-
teristics is reported in Table 3.

Different hazard models are considered for different pipe materials.
Specifically, three models are used for pipes in grey cast (GC), in duc-
tile iron (UDI1) and in ductile iron with simple protection (UDI2). We
assume that GC pipes are laid in deposits and UDI1 and UD2 pipes in
clay. The corresponding parameter values and covariate coefficients are
reported in Table 4.

5. Results
5.1. Performance curves

The performance curves, expressed as mean (over all simulations)
MOP versus time, are represented in Fig. 4 for the three recovery sce-
narios.

In the base-case scenario (Fig. 4(a)), performance is lost suddenly
as a result of the tank being emptied and unable to supply water to
the system. The tank is emptied at around 8-10 hours despite the large
flow of water supplied by the water reservoir as a result of the extra
demand for water deriving from the leaky pipes. Recovery is slow and
has an oscillatory behavior, which follows the demand pattern. During
nighttime, when the demand for water is low, MOP is higher because a
relatively higher percentage of the desired demand can be satisfied.
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When the branch-level shutoff valves are closed to isolate leaking
pipes (Fig. 4(b)), performance is first lost in a small amount due to the
effect of the water leaks being stopped and plateaus until about 12 hours.
After this time, the tank is emptied at around 13-15 hours and MOP
starts to vary with the demand pattern, as in the base-case scenario.
As the number of failed pipes increases, so are the number of valves to
be closed. With a high number of valves being closed, the likelihood
that network components remain isolated from the rest of the network
also increases, as reflected by the steeper performance loss curves for
scenarios with a high number of failed pipes. Over the entire duration of
the disruption, water flow from the water reservoir and node heads are
lower than in the base-case scenario, since some demand nodes remain
isolated from the network and therefore the overall water flow from the
reservoir towards the system is lower.

When the pipe-level shutoff valves are closed to isolate leaking pipes
(Fig. 4(c)), the performance behavior follows the one in the branch-level
shutoff valves, with the main difference that performance is quickly
restabilized at around 20 hours even in the most severe disruption sce-
narios. This is because water loss is minimized without affecting func-
tional components and the tank capacity is quickly restored.

5.2. Aggregated metrics

The values of the three metrics TPL, WL and EC for each number of
failed pipes are represented in Fig. 5 for the three analyzed scenarios.
For each level of disruption, installing shutoff valves results in major
improvements in terms of TPL, WL and EC.

Overlaps exist between the TPL envelopes of the base-case scenario
and the branch-level shutoff valves scenario when less than 16 pipes
are failed (Fig. 5(a)). This shows that closing the original valves does
not statistically improve system resilience (measured in terms of TPL)
for small disruption scenarios. However, as explained in Subsection 5.1,
the mechanisms leading to performance loss are different in the two
scenarios. In the base-case scenario, performance is lost as a result of
water loss. In the original valve closure scenario, performance is lost
as a result of network component isolation. The high variability of the
TPL in this scenario is due to the sub-optimal placement of the valves.
Indeed, while some pipes are effectively isolated by closing adjacent
valves, others require the isolation of a large part of the network. TPL
is minimized in the pipe-level shutoff valves scenario.

The two shutoff valve scenarios statistically dominate the base-case
scenario in terms of WL (Fig. 5(b)). In fact, closing the valves prevents
water loss after the leaks have been detected (10 minutes after their
occurrence). Due to the modeling of the two shutoff valve strategies, WL
is the same in these two scenarios and nearly zero. Notably, the results
of the WL in the base-case scenario closely follow those of the TPL,
confirming that performance is lost due to the lack of water availability
caused by the water leaks.

In the base-case scenario, more energy is consumed by the pumps
in order to pump additional water and compensate for water losses and
pressure drops during disruptions (Fig. 5(c)). On the contrary, shutting
branch-level valves results in energy savings (i.e., negative values of EC),
since the water flow from the reservoir decreases as an effect of demand
nodes being isolated from the rest of the network, especially for severe
disruptions. In the pipe-level shutoff valve scenario, EC is close to zero,
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since the water pump behavior is close to the behavior during normal
operating conditions.

5.3. Expected costs

Fig. 6 shows the variable costs associated with increasing disruption
magnitude. In the base-case scenario (Fig. 6(a)), variable costs range
from O to 2100 $, they are more than halved, i.e., in the range O to
705 $, in the branch-level shutoff valves scenario (Fig. 6(b)), also due
to the effect of savings resulting from less energy being consumed to
pump water into the system, and are almost zero in the pipe-level shutoff
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valves scenario (Fig. 6(c)). In all scenarios, opportunity costs account for
the majority of variable costs.

Due to the assumption of NHPP with § > 1, the probability of pipe
failure increases over time, as reflected by the exponential behavior of
the ECC in the three analyzed scenarios (Fig. 7). The higher variable
costs in the base case scenarios contribute to the steeper cost curves in
Figs. 7(a) and (b). While the time of break-even is 2032 in the branch-
level shutoff valves scenario (Fig. 7(a)), it increases to 2043 in the pipe-
level shutoff valves scenario (7(b)), due to the higher investment re-
quired of installing additional valves. However, the cost savings in the
long-term are greater in this scenario.
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6. Conclusions for validating the simulation model. Second, the expected costs consid-
ered are the costs incurred by the water utility in case of disruption,
In this paper, we developed a methodological framework to assess while the indirect costs associated with water supply interruptions are
the performance of a WDS and its interdependent power and transporta- not considered. In future research, a macro-economic model will be in-
tion systems under disruption scenarios and two resilience strategies. tegrated with the infrastructure model in order to quantify the reduction
Three metrics were used to measure the performance of WDS under vari- in industrial output due to infrastructure service loss. Third, in order to
ous conditions, namely total performance loss, water loss and additional limit the complexity of the case study, only a few disruption scenarios
energy consumed. An economic analysis based on the monetization of and two recovery strategies were considered. However, the methodol-
these three metrics was conducted in order to compare the two resilience ogy can be scaled up to test a wider range of disruption scenarios and
strategies. In the first resilience strategy, actuators are installed in order readily extended to additional case studies. For example, disruptions
to remotely control existing branch-level shutoff valves and promptly could be generated using a specific hazard simulator (e.g., earthquake,
isolate network segments containing water leakages. Because existing flood, hurricane) and optimal recovery strategies analyzed (e.g., selec-
shutoff valves are located at the branch-level, functional elements con- tive closure of failed pipes to maximize network resilience).

tained in the isolated network segments remain disconnected from the
water sources. In the second strategy, additional shutoff valves and ac-
tuators are installed at the pipe-level in order to remotely isolate leaking
pipes. In this scenario, only failed components remain isolated from the All data and Python scripts used to conduct this study are available
water sources. Results show that remotely controlling existing branch- on request from the corresponding author.

level shutoff valves results in decreased total performance loss, no water
loss and energy savings. The best results are obtained when additional
shutoff valves at the pipe-level were installed, due to the fact that the
total performance loss is further reduced compared to the other scenar-
ios. However, the improved system performance comes at the expense of
higher initial investment costs. The economic analysis shows that over
time the benefits of reducing the opportunity costs of disruptions out-

Data Availability

Relevance to Resilience

This article discusses the problem of critical infrastructure resilience
from an engineering perspective and an economic perspective by de-
veloping a methodological framework based on system simulation and
Cost-Benefit Analysis.

weigh the investment costs. Therefore, when evaluating investments in Declaration of competing interest
resilience, system managers and stakeholders must adopt a long-term
perspective, which favours low opportunity costs over high returns on The authors declare no conflict of interest.
investment.
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