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Abstract—We propose an architecture for scheduling network
operations enabling the end-to-end generation of entanglement
according to user demand. The main challenge solved by this
architecture is to allow for the integration of a network schedule
with the execution of quantum programs running on processing
end nodes in order to realise quantum network applications.
A key element of this architecture is the definition of an
entanglement packet to meet application requirements on near-
term quantum networks where the lifetimes of the qubits stored
at the end nodes are limited. Our architecture is fully modular
and hardware agnostic, and defines a framework for further
research on specific components that can now be developed
independently of each other. In order to evaluate our architecture,
we realise a proof of concept implementation on a simulated
6-node network in a star topology. We show our architecture
facilitates the execution of quantum network applications, and
that robust admission control is required to maintain quality of
service.

I. INTRODUCTION

The realisation of a quantum internet will enable the use
of new networked applications beyond what is possible with
the current classical internet. Such applications include the
ability to perform verifiably secure secret sharing [1], [2],
secure remote computation [3]–[5] and securely electing a
leader [6], amongst many others [7]. The aim of any quantum
network architecture therefore should be to ensure that these
applications can be successfully executed.

To execute a quantum network application, it is necessary
to establish entangled links between the end nodes — the
quantum devices accessible to users. However, such links
are difficult to produce and doing so requires the use of a
limited quantity of resources in the quantum network [8]–
[11]. Furthermore, at present each link has a limited usable
lifetime as quantum memories experience decoherence over
time, reducing the quality of stored entangled links [12].
Therefore, there exist two interacting scheduling problems
which must be solved: firstly how should the limited network
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resources be assigned to pairs of users to allow them to
generate entangled links (the network scheduling problem),
and secondly how to schedule the execution of quantum
applications to efficiently use any entangled links which are
generated (the local scheduling problem).

The first execution environment for end nodes, QNodeOS
[13], allows the second of these problems to be solved. Qoala
[14], an upgrade to QNodeOS, offers an improved end node
execution environment. It breaks an application into a program
at each node, which is then further subdivided into blocks of
instructions that can be scheduled for execution at runtime.
Furthermore, Qoala comes equipped with a compiler which
can provide advice about the quantity and quality of entangled
links which are required. Although these application execu-
tion environments successfully address the local scheduling
problem, they require the existence of a network schedule
computed by a third party to supply allocations of time during
which entanglement generation can take place.

However, there presently does not exist a network architec-
ture which can produce schedules which are compatible with
such execution environments. Without such an architecture,
the network scheduling problem cannot be solved in a manner
which still allows the local scheduling problem to be solved
effectively. In this work we therefore propose such an architec-
ture to unify the approach to the network and local scheduling
problems.

A. Network Model

There are many different models for how a quantum net-
work should operate. In the literature, one common example
is what we will call a pre-loaded network, where there is a
high probability that entangled links are immediately available
to an application (e.g. [15], [16]). Such networks rely on
continuously generating and buffering entanglement between
each pair of network components. However, restrictions on
achievable entanglement generation rates, buffer lifetimes and
buffer capacities limit the possibility of near-term implemen-
tations of such networks. For example, experiments on leading
hardware [17] have realised a three-node network, on which
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they reported memory lifetimes of 11ms and generation rates
of one end-to-end link every 40s. Therefore, we instead con-
sider a generate-when-requested network. In such networks,
we do not assume that end-to-end entangled links can be
stored between any two scheduled periods of time. This type
of network is implementable with the technological maturity
of current devices and those that will exist in the coming years.

1) Network Components: We assume that a quantum net-
work is constructed from the following basic components:
end nodes, metropolitan hubs, repeater chains and junction
nodes. End nodes are devices controlled by the users of the
network. They could either be a processing node with memory
capabilities, such as in [9], [18], or a device which is capable
of preparing/measuring single photons, such as in [19], [20].
The remaining components form the internals of the network.
Metropolitan hubs are devices which allow pairs of nodes
located close together to generate entangled links. Examples
of such devices include [21], [22]. A metropolitan hub will
typically have many end nodes connected to it. The final two
devices are used for generating long-distance entanglement.
Repeater chains are a linear chain of repeater nodes (e.g. [11],
[23]). We treat repeater chains as a single component. Finally,
junction nodes provide an interface between end nodes and
repeater chains, as well as between multiple repeater chains.
This removes the need to have a repeater chain between every
pair of metropolitan hubs. A junction node may be as simple
as a border node, which mediates entanglement between
heterogeneous network links, possibly taking advantage of a
quantum memory, or a junction node may be as advanced as
a full quantum router [24], [25].

2) Software Defined Network: We assume that the quantum
network follows the general architecture of a software defined
network (SDN) (e.g. [26]). In particular, we assume that the
network is overseen by a (logically) central controller, similar
to for example [9], [27]–[29]. Such a controller has the author-
ity to compute and enforce network schedules, which dictate
when entangled links can be generated for particular pairs of
end nodes. We also assume that each internal component of
the network has a control API which can be used for installing
network schedules.

II. RELATED WORK

There are several other authors who have proposed archi-
tectures for quantum networks, however they each have a dif-
ferent scope for the architecture than ourselves. In particular,
none of them explicitly consider the influence of requirements
of executing local applications on the network.

For instance, Skrzypczyk et al. in [29] propose an ar-
chitecture around using TDMA schedules to generate good
quality entanglement. Whilst we build on their ideas about
scheduling, they do not consider how their scheduling will
impact the ability of end nodes in the network to execute the
applications requiring this entanglement, nor how the demands
are generated from the applications.

Cicconetti et al. in [30] and Gu et al. in [15] consider the
problem of scheduling requests for entanglement generation

in a quantum network. However in both cases they consider a
continuous distribution network rather than a generate-when-
requested network. Furthermore, they do not consider how
the end nodes use the entanglement which is generated, and
also consider a system where every edge in the network is in
constant communication with the central controller, whereas
we only require sporadic communications. A disadvantage of
this compared to our approach is that due to latency when
communicating between the edges and the central controller,
there is an inherent loss in the quality of entangled links
which can be created. Furthermore, they only consider requests
for single entangled links, whereas we consider requests for
packets of entangled links.

Van Meter et al. in [31] propose an architecture which
focuses on routing of entanglement across many smaller net-
works, and the protocols required to do so. This again does not
account for the local nodes, nor does it consider the interaction
of scheduling entanglement generation on the network with
executing the applications on end nodes. Furthermore, the
scope of our work is to provide an architecture for a single
quantum network which can be centrally controlled, rather
than for a quantum internetwork.

Our architecture also has similarities to a software-defined
network [26], [32], [33]. In particular, we see our work as a
method of facilitating the implementation of a quantum SDN.
There have been several examples of prior work on defining
a quantum SDN. For example in [28], Kozlowski, Kuipers
and Wehner give an implementation of a quantum SDN using
the P4 language. However, this implementation only focuses
on the network aspects, and does not consider the execution
of applications on the end nodes. There has also been a
quantum SDN proposed and demonstrated by Yang and Cui
in [34]. However again this work does not explicitly consider
scheduling at the end nodes in the network, and they focus
on demands being registered via a web-interface. In contrast,
we create a fully-autonomous architecture, where the end
nodes, rather than the users themselves, submit the demands
in response to users wishing to run specific applications.

III. ARCHITECTURE

A visual overview of the architecture is given by Figures
1, 2, 3. The flow of information through the stages of the
architecture is illustrated in Figure 1. Example timings for
computing, distributing and executing network schedules are
illustrated in Figure 2. An interaction diagram covering all
interactions between end nodes and the central controller is
illustrated in Figure 3.

A. Application Sessions

When executing a quantum network application, it will
often be required for many instances of that application to
be executed, from which a reliable outcome can be extracted.
We capture this in an application session

S = (N ,App, N inst, texpiry), (1)
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Fig. 1: Flow of information through the stages of the architecture. The processes of ‘Network Capability Update’ and ‘Capability
Negotiation’ allow the nodes to gather enough information to be able to submit a unified demand. These demands are then
used to construct a central network schedule, which in turn is used when constructing the local node schedules.
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Scheduler Admission Control

Compute Schedule

Distribute Schedule
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Compute Node Schedule

Scheduling Interval

Fig. 2: Example
of the timings for
computing, distributing
and executing the kth
network schedule (in
colour and hatched).
In grey and unhatched
are the corresponding
operations for preceding
and subsequent network
schedules.

where N is the set of nodes in the application and N inst is
the number of instances of the application App they wish to
execute, by time texpiry. The minimal service which the nodes
N need to obtain from the network is then that they generate
sufficient entanglement to execute N inst instances of App.

B. Demand Format

In order for the network to be able to provide minimal
service, the central controller must be informed about what
entanglement needs to be generated. Therefore, the nodes need
to submit a suitable demand to the network which accurately
captures the requirements on the generated entangled links.

When executing a quantum network application of the
create-and-keep type [35], there needs to be a number s of
entangled pairs co-existing in the quantum memory, each with
some minimum fidelity. One could achieve this by strictly con-
trolling the jitter between each successful end-to-end entangled
link generation.

To overcome the difficulty of implementing strict jitter
control, however, we instead introduce a notion of packets
of entanglement. These are a tuple p = (w, s, F ), where w is
a cut-off or window, s is the number of pairs required to co-
exist and F is the initial fidelity at which links are generated.
By correctly setting w based on local system parameters,
given that new links are generated at fidelity F , if no link
is older than age w, all s links will be of sufficiently high
fidelity to be used. Therefore, the generation of a packet of
entanglement directly enables the execution of one instance of
the application App.

End nodes will submit demands to the network controller
for the generation of these packets of entanglement. These
demands have the following form:

D =
(
{(w, s, F,R)}p∈P ; tminsep, texpiry;Ninst

)
. (2)

For each packet p = (w, s, F ) ∈ P , where P is a list
of suitable packets, we associate a minimum requested rate
of generation Rp. Based on local requirements, end nodes
specify a minimum separation between attempts to generate
packets, tminsep. This parameter ensures there is sufficient
time for end nodes to perform local gates and measurements
once the packet is generated. The expiry time and number of
instances from the application session are carried forward into
the demand.

C. Network Capabilities Update and Capabilities Negotiation

For each application session, one demand should be sub-
mitted to the central controller. However, it is not possible
for only one node to construct the demand by itself, as it has
insufficient information. For example, to calculate w it may
be required to know about the capabilities of the other node.
Furthermore, the end nodes are unaware of the internals of the
network connecting them, so cannot know what fidelity and
rate of end-to-end entanglement it is possible to achieve.

The first two phases of our architecture (see Figure 1 and
A, B in Figure 3) facilitate the exchange and delivery of this
necessary information. In the network capabilities update, the
end nodes query the central controller to obtain essential infor-
mation about the network. During the capabilities negotiation,
the end nodes of an application session exchange information
to formulate a unified demand.

Once these phases are concluded, the end nodes submit
the demand to the network controller for registration (C in
Figure 3).

D. Packet Generation Tasks

When a demand is received from end nodes, it passes
through an initial registration phase. This is to screen out
malicious or obviously infeasible demands.
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Fig. 3: Interaction Diagram for our proposed quantum network architecture. Single stroke arrows represent purely classical
interactions and double-stroke arrows represent quantum interactions. CPS = Classical Processing System. QPS = Quantum
Processing System. The labelled interactions are as follows: A: Network Capability Update; B: Capability Negotiation; C:
Demand Registration; D: Session Initialisation; E: Network Schedule Distribution F: Input of network schedule into the local
schedule; G: Execution of the schedule(s).

Once a demand has passed this check it is converted into the
scheduler’s internal representation, called packet generation
tasks (PGTs) and added to the demand queue. These PGTs are
the sources of jobs, called packet generation attempts (PGAs),
which the network scheduler will be scheduling. PGTs have
the form

τ = (E,Rattempt, ρ, tminsep, texpiry) (3)

where E is the duration of each PGA, Rattempt is the
rate at which PGAs are scheduled, ρ is the set of required
network resources and both tminsep and texpiry are as in the
demand. During this process, the central controller decides
which packet p∗ of the submitted packets Pd will be generated,
and along which path in the network.

1) Packet Generation Attempts: During a scheduled PGA,
the end nodes involved will make many attempts to generate
entanglement between themselves, possibly using resources at
internal network components. Each one of these attempts to
generate end-to-end entanglement requires implementing some
intermediary protocols, in particular performing many physical
attempts to generate entanglement between neighbouring net-
work components. Each of these physical attempts will only
succeed with some very low probability, resulting in some
average rate of successfully generating end-to-end entangled
links. When a success occurs, the generated entangled link will
be stored for up to time w before being discarded in order to
mitigate decoherence due to noisy memories. The probability
that an individual PGA succeeds and the maximum storage

time w are not simply modelling parameters, they are inherited
from the physical capabilities of the network components.

As we require s co-existing end-to-end entangled links to
obtain a packet of entanglement, one cannot guarantee that
a packet will be generated in a given PGA without setting
E = ∞. Therefore, the network sets the value of E such
that there is a known probability ppacket of a packet being
generated in a given PGA. The value of ppacket may be a
static value or can be determined by the central controller for
each demand individually.

Once the value of ppacket is known, then Rattempt can
be set to Rp∗/ppacket if Rp∗ > 0. We allow nodes to submit
demands with Rp∗ = 0 to indicate that they can accept any rate
of packet generation. In this case, the central controller sets
Rattempt such that before the expiry time elapses, sufficiently
many PGAs will be scheduled to ensure that Ninst packets
are generated with high probability.

E. Network Schedule Computation

The process of computing the network schedule is broken
into three sub-phases, admission control, schedule compu-
tation and schedule distribution. Possible timings for these
phases are shown in Figure 2.

1) Admission Control: Before the network schedule can be
computed, first the central controller must determine which
PGTs are to be scheduled. Any PGTs from the previous net-
work schedule that have neither expired nor been terminated
are automatically carried forward. Then, any PGTs which
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Fig. 4: Example of a star-topology network with 6 nodes. The
outer circles represent the end nodes and the central hexagon
a central junction node.

satisfy conditions for acceptance are admitted. Such a rule
could be that no resource is over-utilised.

The precise management of the demand queue will depend
on the specific implementation of this architecture.

2) Schedule Computation: Once the PGTs to be scheduled
are determined, then the network schedule can be computed.
This process entails assigning a series of start times to each
PGT, from each of which a PGA is executed without pre-
emption. The network schedule computed may be specified in
either continuous or discrete time. In the latter case, the central
controller determines the time-slots, which are required to be
the same for all resources in the network schedule.

3) Schedule Distribution: Once the schedule has been
computed it is distributed to the network components (E in
Figure 3). Each network component only receives the portion
of the schedule relevant to it. The transmitted network schedule
specifies the start and end times of each scheduled PGA as well
as an identifier for the demand from which the corresponding
PGT was derived. The identifier ensures components of the
network stack and local application runtime environments on
end nodes can correctly interpret the network schedule.

It is critical that the network schedule is computed ‘on
time’, so that it can be distributed to the network components
before coming into effect. However, it is the role of an
implementation to determine how to handle the case where
a schedule is not computed on time.

IV. IMPLEMENTATION AND EVALUATION

A. Implementation

In order to perform an initial evaluation of our architecture,
we created a simple implementation of our architecture on a
6-end node star-topology network, as illustrated in Figure 4.
We nominate one of the end nodes to be a ‘server’ and the
other five are ‘client’ nodes. Each client node submits new
demands following a Poisson process with rate parameter λ,
which is the same for all client end nodes. In our evaluation
we refer to λ as the session renewal rate.

The demands submitted by client end nodes all have the
same format:

D = ((5ms, 2, 0.95, R); 300µs, tsubmit + 4 days; 100), (4)

where R is the requested rate of packet generation and tsubmit

is the time at which the demand is submitted. The ranges of λ

and R we simulated were chosen to demonstrate a wide range
of behaviours without requiring excessive simulation time.

The PGTs these demands are converted into by the central
controller are given by

τ = (81.4s, 5R, ρ, 300µs, tsubmit + 4 days), (5)

where ρ is a list containing the paths between each end node
involved and the central junction node. Each of these PGTs
therefore has a resource utilisation of EτRattempt

τ ≈ 400R.
To implement admission control we implement two rules,

the first of which depends upon a measure of utilisation of the
network resources. Specifically, we define the utilisation of a
resource r by all tasks {τ} to be

Ur :=
∑
τ :r∈ρτ

EτR
attempt
τ . (6)

A resource r is said to be over-utilised if Ur > 1. In our
implementation, the rules of admission control ensure that no
resource is over-utilised and that the estimated time to compute
the schedule is less than half a scheduling interval.

To implement a network scheduler, we adapt (in Algorithm
1) an earliest deadline first (EDF) scheduler from real-time
systems [36]. Based on the value of Rattempt

τ for each PGT,
a series of release times and deadlines can be defined such
that if a PGA is scheduled between each release time and the
subsequent deadline, PGAs are scheduled at rate Rattempt

τ .
The scheduler then constructs the schedule by choosing at each
possible time to schedule the PGA with the next deadline, as
in Algorithm 1.

Algorithm 1: EDF Scheduling Algorithm. A PGA
is said to be eligible if it has been released and the
required resources are available.

Input : Desired schedule length, PGTs to be
scheduled

Output: Scheduled PGAs
1 Set the initial decision time t∗ to the time at the start

of the schedule;
2 while t∗ is less than the end time of the schedule do
3 while there are eligible PGAs do
4 Schedule the eligible PGA with the earliest

deadline;
5 end
6 Update t∗ to the next time either a PGA is

released, a PGA completes execution, or the end
of the scheduling interval, whichever is earlier;

7 end

B. Evaluation

1) Metrics: When multiple PGTs require the same network
resource, there exists contention for access to that resource. As
the session renewal rate, λ, defines how frequently PGTs for an
application session are added to the demand queue, it affects
the amount of contention for network resources. Moreover, the
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Fig. 5: Results from simulations of a test create-and-keep type application with one server and 5 possible clients on a six-node
star network. (a) Proportion of demands which obtain minimal service. (b) Average time a demand spends in the demand
queue.

rate associated with a PGT impacts the amount of contention.
The PGT rate determines how frequently PGAs must occupy
contended resources in order to provide the PGT with minimal
service.

We evaluate two metrics to assess the effect of increasing
resource contention. The first is the proportion of submitted
demands which obtain minimal service from the network,
pMS . End nodes can use such a metric to estimate the likeli-
hood of a submitted demand obtaining minimal service, and a
central controller can use this to monitor whether the amount
of resource contention inhibits the probability of application
sessions succeeding. The second metric we evaluate is the
average time a demand spends in the demand queue, t̄queue.
This corresponds to the latency between submitting a demand
and being accepted for service.

2) Results: The results of our simulations can be seen in
Figure 5. We focus on the effects of changing λ and R on the
considered metrics.

The most important criteria that a network architecture
needs to meet is that demands are capable of obtaining
minimal service. From the results in Figure 5a, we can see that
over all parameter regimes simulated over 98% of submitted
demands obtained minimal service.

From Figure 5a it is clear that the session renewal rate λ and
the requested rate of packet generation R have a large impact
on the proportion of sessions which obtain minimal service.
In particular, as λ increases, the proportion of sessions which
obtain minimal service may only decrease. This is the expected
behaviour, as an increase in λ directly translates into increased
contention for network resources. We do note that in the case
where R = 0.001Hz in Figure 5, pMS = 1 for all λ, with
only a small non-zero standard deviation for λ > 2 × 10−5.
This indicates that there are parameter regimes where it is
possible for all nodes to obtain minimal service, regardless of
the session renewal rate. Figure 5b confirms that the average

time a demand spends in the queue, tqueue always increases as
λ increases. An extension of the duration of time that demands
spend queued is direct evidence of increased contention for
network resources.

The effect of R is more subtle, as we consider two values
of a fixed rate as well as an adaptive rate. For the CKA
test application considered operated in client-server mode,
the lower fixed rate results in lower pMS . However, for
other applications we have observed that lower fixed rates
correspond to a higher value of pMS . In all cases, we observed
that a lower fixed rate results in lower t̄queue. This is expected
because a lower fixed rate again translates to a lower amount
of contention for network resources.
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