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Abstract

Blockchain is an expanding technology
that offers benefits when applied to supply
chain management. This distributed ledger
technology is combined with supply chains
for its intrinsic characteristics. For instance,
traceability, immutability, and more are
discussed. In this paper, we first present
privacy-related challenges encountered when
applying blockchain technology to this work.
These include dealing with immutable data,
providing the anonymity of end-users, as well
as their accountability. The risks associated
with the leakage of medical data show the
necessity of protecting patient privacy. For
this sake, we delve into blood donation,
clinical trial, PPE tracking supply chains
and highlight their privacy requirements.
We introduce anonymous signatures, mixing
services, and other cryptographic techniques,
which satisfy these requirements through
local anonymity, unlikability, but also
accountability in specific contexts.

1 Introduction

A supply chain can be defined as all the steps it takes
to sell products to a customer from the acquisition
of raw materials [1]. It includes the transformation
of these materials and the transportation of finished
products to customers and more (e.g., marketing
and customer service). The discipline consisting
of managing the flow of goods, revenue, and
information in a supply chain while reducing the
costs as much as possible is called Supply Chain
Management (SCM). In the scope of this project,

we limit ourselves to the information flow and
discuss the challenges related to privacy. The flow
of information can contain a company’s private
data, which can be sensitive information. Hence,
specific attention should be taken to hide that
private data. If privacy-preserving techniques are not
implemented, external parties can unfairly exploit
that information for personal benefits, which can
be considered a source of competitive advantage in
certain scenarios [2].

One of the recent technologies used in association
with Supply Chains is Blockchain and has received
more and more attention from researchers and
engineers in the last 10 years [3]. It offers the
following relevant properties:

• Traceability brings the ability to trace back
products from their origin.

• Immutability ensures the information has not
been tampered with.

• Decentralization removes the reliance on third
parties.

• Transparency allows information on a network
to be transparent and accessible.

Thanks to Blockchain’s decentralized structure
and consensus mechanism, this technology is applied
in supply chains to solve their challenges. These
include increasing supply chain visibility, traceability
and also reducing errors and attacks [4]. In
addition, blockchain technology is used as "a source
of verification for reported transactions." [5], which
eases the audit process, also vital for SCM [6].

Blockchain technology combined with supply
chains is used in diverse industries such as the food
industry, logistics, and healthcare. To underline the
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importance of privacy in blockchain-based supply
chains, we decided to target a field where user
privacy is more than a must: Healthcare. Data
breaches in healthcare expose highly sensitive data,
and this industry is one of the most common targets
of criminals. Indeed, healthcare data can be sold on
the dark web at the highest price, it can be used to
charge a ransom and to carry out financial or identify
fraud [7]. As a result of technology improvements,
paper-based systems were replaced by electronic
health records [8], which enable uninterrupted access
to patient’s health information. However, this
new system also brings privacy-preserving challenges
(e.g., hiding these records from unauthorized users).

This paper aims to answer the following 3
research questions. (1) What are the privacy-related
challenges in supply chains based on distributed
ledger technology? (2) In which scenarios of
healthcare supply chains are privacy important
(3) Which techniques can preserve user privacy
of healthcare patients in blockchain-based SCM?
To answer these research questions, we begin this
paper with a methodology and preliminary section
to explain our research procedure and define the
main concepts of this work. Then, we describe
the main identified privacy challenges of blockchain-
based SCs before presenting pharmaceutical SC
and their need for privacy measures. Next, we
overview a list of techniques that preserve user
privacy in the later section. Finally, we reflect on
the responsibility of our research and conclude this
paper by associating methods to the pre-established
pharmaceutical supply chains.

2 Methodology

We chose to carry out a survey or literature review
to answer the questions asked in this paper and
find existing privacy-preserving techniques. At first,
we identify the steps followed to gather sufficient
knowledge of the concepts and organize the research.
Secondly, we overview the methods and tools used to
find relevant works.

2.1 Research Steps

In this paper, we identify privacy threats or issues
provoked by blockchain technology in healthcare
supply chain management. Accordingly, the
objective is to offer solutions solving one of these
identified challenges. Therefore, before presenting

privacy-preserving techniques, we must understand
the need for combining these technologies and what
they require from another. Hence, the research was
carried out through the following steps:

• Research about Supply Chain, Blockchain, and
their association.

• Identify the current requirements of supply
chain management and explore how blockchain
could help fulfill those.

• Explore Supply Chain applications in healthcare
and point out the importance of advanced
privacy measures.

• Establish the majorly identified privacy
challenges and research on existing solutions to
theses.

At first, we provide an overview of the key concepts
in the background information section, which contain
the results of the first research step. Then, in step
2, we research the requirements of Supply Chain
Management, such as traceability and privacy, before
exploring existing SC applications in the healthcare
industry and finding why privacy is important.
Finally, we extract the main challenges, present
an overview of them, and for the last one, expose
prominent solutions.

2.2 Guidance to lead the research

The research platforms or databases we used
to find papers were most commonly Google
Scholar (https://scholar.google.com) and World
Wide Science (https://worldwidescience.org). Once
on these platforms, we applied filters to narrow
down the scope of the research and find relevant
papers. A filter was the language of the articles, for
which we only targeted ones published in English.
Another filter was the period of the publications,
which we choose to be between 2017 and 2021 for
papers involving blockchain technology and current
applications. However, we softened this filter for
more general research on concept definitions, the
healthcare industry, and some aged cryptographic
techniques. Lastly, we also explored paper references
to find the origin of the information some works
present.
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3 Preliminaries

Before we dive into the privacy challenges and their
respective privacy-preserving techniques, we provide
an explanation of this work’s definitions. We clarify
the concepts behind blockchain technology and
finally describe a supply chain, their participants,
and different flows.

3.1 Supply Chain

Figure 2 illustrates the general topology of supply
chains and its five types of participants. We first
have the suppliers who deliver the raw materials.
Then there are the manufacturers who process these
resources and transform them into products. Next,
the distributors send the goods to retailers who sell
them to the public, with the end consumers being
the last entity in this process.

Figure 1: Supply Chain Entities [9]

Standard supply chains have three different flows
or scopes. The financial flow is the flow of payments
and currency exchanges. In addition, the flow
of materials is all the processes of transferring
and distributing goods, while the information flow
includes all information generated in the supply
chain activities. Privacy is particularly crucial when
it comes to the exchange of information because
it can be a consumer’s personal data, sensitive
product description, or even trade secrets [10].
The constant flow of information allows institutions
to keep track of stock, production, and how the
information is handled and accessed. However, stolen
data or defects in the information flows can lead
to companies losing great amounts of money (e.g.,
stocks are empty).

3.2 Blockchain
Ghiro et al. describe blockchain as a data structure
used to register transactions. It is a distributed
system that generally consists of the 2 following
components [11]:

• A peer-to-peer network in which the nodes
participate by reading and writing transactions
to the blockchain. Each node owns copies of the
registered information and makes blockchain a
shared ledger of transactions.

• A consensus protocol that dictates if a
transaction can be added to the network.
Decisions are made upon a set of rules or
policies enforced by all nodes [11], specific to a
blockchain.

Digital information is stored in the network in the
form of blocks that are chained together. Those
blocks are made of the subsequent three different
parts [12]:

• By the mean of digital signature, blocks store
information on the author of the transaction.

• Blocks reveal information about the transaction,
such as the time and date they got built.

• Each block has a unique hash code that helps
differentiate one from another (e.g., new block
or altered block)

The immutable cryptographic signatures make the
recording of information practically impossible to
alter or to hack. Blocks tampered by unwanted
parties will no longer be recognized as the original
ones, and thus, we can identify the acted changes.
Additionally, every time a transaction takes place,
every participant receives a record of that transaction
in their ledger. Thus, if a hacker desires to corrupt
the system, it would need to modify all the blocks
across every distributed copy of the chain [13].

4 Privacy challenges for
blockchain based supply
chains

We can define privacy as someone’s right to keep
their personal information secret. It includes the
right to "be able to control who can see or use
information about you." [14] but also allows users to
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withdraw from a study, organization, or the public
view. As an example, the General Data Protection
Regulations (GDPR) state that one has the right to
erase its private data.

We defined blockchain technology in section 3.2
and discussed its benefits, attributes, and why it
is widely used. Yet, its inherent characteristics,
such as traceability, transparency, and immutability,
can lead to privacy-related challenges in supply
chain management. In the following subsections, we
describe some of the challenges encountered while
conducting the research. The first challenge is to
provide privacy when all data in the supply chain or
blockchain should be traceable. How can we provide
confidentiality and privacy when all transactions
are made transparent? How can we make people
accountable for their actions if we provide their
anonymity? Finally, according to GDP Regulations,
anyone should have the right to exercise over their
data. To this extent, how can we provide privacy
when all data posted on the blockchain is immutable,
and more specifically, when it cannot be deleted?

4.1 Provide Information Privacy
while making the supply chain
traceable

With the tremendous amounts of data to handle
inside supply chains, current and uprising supply
chains strictly require a certain level of traceability.
In real-time supply chain applications, it is necessary
to find ways to trace back products to their origin
and characteristics, that is, backward traceability.
But it should also be feasible to find the location of
products, namely forward traceability [15]. In both
scenarios, the exchanged distribution information
can happen to be private and still made public [21].
Thus, how and what techniques can be used to yield
both traceability and privacy. That is, how can we
ensure forward and backward traceability without
leaking or giving access to private data (e.g., identity
of a product owner).

4.2 Provide Transparency and
Privacy of Transactions

Blockchain is a decentralized technology that does
not rely on a trusted third party. However, trust
is behind all business relationships and is especially
important in supply chain management. A level
of trust is required between the SC participants
(e.g., medical patients trust the healthcare workers

to send their medical records in time) such that the
SC transactions happen right in time, as expected.
Thus, how does blockchain ensure the intended level
of trust? As stated by AlTawy & Gong (2019)
[16], "transaction transparency is the powerhouse of
trust in blockchains.". Transaction transparency is
of great importance because it provides auditability
to the blockchain. That is, it allows to perform
audits of the ledger containing all transactions [31].
Nevertheless, this necessitates transaction privacy
and is highly desirable in healthcare scenarios. We
can’t make all transactions fully transparent to every
user, as some are desired to be kept unknown [17].
Thus, we must both provide transaction privacy and
transparency.

4.3 Provide Information Privacy in
an Immutable Blockchain

The next challenge we discovered is finding a middle
ground between privacy and immutability. Article 17
of the General Data Protection Regulations, Right
to erasure, states that "the data subject shall have
the right to obtain from the controller the erasure of
personal data concerning him or her without undue
delay." [29]. However, we previously discussed that
immutability is one of the built-in characteristics
of blockchain. This feature can "collide with the
fundamental principles of the right to be forgotten"
[30] imposed by the GDPR because it is what makes
blockchain unique, that is, making all transactions
or data unforgettable and unalterable.

4.4 Provide both Privacy and
Anonymity of the involved
entities

The last challenge we address and attempt to solve
in section 6 is providing the privacy and anonymity
of the participating entities. Privacy and anonymity
are two different concepts, but the combination of
both is often required. On the first hand, privacy
hides your actions from the public but potentially
lets participants know your identity. On the other
hand, to yield anonymity does not imply hiding
your actions but rather masking the person at the
origin of his activities or transactions [19]. Thus,
how can we ensure that the concerned entities are
not identified through the exposure of information?
In addition, accountability can be defined as the
obligation to take responsibility for your actions.
Hence, we deduce the need to find a compromise
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between both characteristics. How can we at the
same time dissociate the identity of someone from
their actions and also make them take responsibility
in the context of a dispute or problem?

5 Pharmaceutical Supply
Chains and their relation
with Privacy

Healthcare is a delicate field, and data breaches are
even more dangerous in this sector. From 2005 to
2019, more than 60% of data breaches occurred in the
healthcare (MED) department [8] which accounted
for 3912 out of the 6355 data breaches. Hence,
we orientate the focus of our work towards patient
privacy, namely, the healthcare patients located at
the end of the supply chain. Established patient
privacy lets patients decide to what extent their
health information can be accessed and when. They
are the owners of their patient healthcare information
(PHI), which should only be shared with entities that
"need it to provide or improve medical care" [28], and
patients should also have the right to withdraw (i.e.,
from a clinical trial).

Now that we explored the privacy challenges
related to the use of blockchain technology in supply
chains in the last section, we delve into use cases
in the pharmaceutical industry. To underline its
need for privacy, we target three prominent supply
chains, Blood Donation, Clinical Trials, and Personal
Protective Equipment Tracking. For each of them,
we describe how they operate, identify the level of
privacy they require, and relate to the challenges of
establishing user privacy.

5.1 Clinical Trials

Clinical Trial Supply Chain management
corresponds to the handling of clinical trials,
that is, "research studies performed in people that
are aimed at evaluating a medical, surgical, or
behavioral intervention" [22]. They are conducted
with the primary objective of testing new treatments
or vaccines to research their effectiveness, safety
and evaluate if there are any side effects. Logically,
the main actors of these trials are the patients, and
it would not be possible without them. Medical
institutions collect the data at the end of the supply
chain for analysis and analytic. Hence the priority
of storing and exchanging their data privately for

different reasons. One is the trust the patients give
to an organization because if they find out their
data gets leaked, medical patients will be less prone
to participating again. As reported by the health
company CROS NT [24], there are three levels of
patient data:

• Level 1 - Direct identifiers such as biometrics
information

• Level 2 - Indirect identifiers such as date of birth
or body measurements.

• Level 3 - Risk of data linking by combining more
than one data point.

To this end, we need a data anonymization process
to keep patient data private, which can be first
attained through de-identification at level 1. De-
identification implies the removal of those direct
identifiers to hide a patient’s identity. However, we
must also delete "the links between the de-identified
datasets and the original dataset" [24], that is, a type
of data anonymization (i.e., unlinkability).

5.2 Blood Donation

In the healthcare sector, blood is required to be
available at all times and is not replaceable. It
is vital for human life as it carries oxygen and
nutrients to sustain and supply our body parts.
The distribution of blood on demand is "directly
or indirectly connected to its supply chain." [22].
Hence, blood donation supply chain management
(BDSCM) involves safe storage, distribution, and
tracing back information at each stage of the blood
supply [22]. The use of blockchain technology for
BDSC can allow for verification of blood origin
through traceability and validation of blood quality.
It can considerably benefit patient’s health by
ensuring blood safety and reducing the risks of
infection. Regarding our identified privacy challenges
and this type of supply chain, we pay specific
attention to the privacy of the donors in the system,
that is, patient privacy and anonymity. On the one
hand, donors should have the right to keep their
identity hidden, and undesirable entities should not
have the possibility of linking personal information to
donors. On the other hand, in unexpected scenarios
such as donors providing inaccurate information, the
circumstances might require revealing their identity
and making them accountable.
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5.3 PPE Tracking

Until now, we underlined the importance of
healthcare patients’ privacy, but we also need to
keep an eye on the healthcare workers. Personal
Protective Equipment (PPE) is what "protects
healthcare workers from infection" and is a
"critical component of infection control strategies in
healthcare settings" [26]. The workers are indirectly
or directly in contact with the patients and have high
risks of exposure. Moreover, with the recent COVID-
19 pandemic, PPE demand increased drastically and
resulted in "critical shortages for healthcare and
frontline workers." [27]. With everyone buying their
products online, external parties can exploit the
situation to disrupt the supply chain management,
and for example, put counterfeits up for sale. These
conditions make it compulsory to find efficient ways
of privately sharing data across the supply chains and
protect user privacy. Indeed, external parties should
not manage to identify the ongoing owners of the
protective equipment who should be anonymized.

6 Privacy-preserving
techniques: Benefits and
Drawbacks

We were able to overview the privacy-related
challenges in the previous section, but we decided to
choose one to assess more in-depth: anonymity. At
first notice, one may think that complete anonymity
is essential in Supply chains, but this is mostly
not the case. Blockchain-based PPE Supply Chains
can help us prove our point. When wanting to
track equipment (e.g., it was lost) and to find
which entity or institution possesses it, we need to
identify the transaction parties in the blockchain.
In similar scenarios, we need a solution that makes
people accountable for their actions but makes it
difficult or impossible for externals to track that
data [16]. However, simple private-public key
encryption models do not always hold up under GDP
Regulations because, with the publicly available data
and blockchain transactions, there exist methods to
link public keys and individuals (Thomson Reuters,
2019). Yet, it should be impossible to prove that
multiple outgoing transactions were sent by the same
sender [33].

In this section, we review the existing techniques
or cryptographic schemes that can satisfy some or all
of the privacy requirements of the earlier described

pharmaceutical supply chains. That is, not only
anonymity but also unlinkability and accountability
in some contexts. For each method, we emphasize its
benefits and drawbacks. [33].

6.1 Pseudonymization
A simple technique approached in various papers
is called pseudonymization and is used to mask
the identity of a user. It consists of replacing the
public key of the blockchain nodes with pseudonyms
and "removing some of the information necessary to
identify an entity." [19]. In PPE tracking scenarios,
pseudonymization can allow identifying the current
owners of medical equipment without storing their
identifiers, which is the first step required to
protect user privacy in the healthcare industry.
However, this method guarantees anonymity but at
a nonsufficient level. In a public blockchain where
transactions are exposed, unlikability is not satisfied,
and adversaries can unmask the users through their
participation in transactions. Seh et al., (2020)
reveal a list of attacks used to de-anonymize the users
[17].

6.2 Zero Knowledge Proofs
Zero-knowledge proofs (ZKP), first proposed in
the 1980s, is one of the most commonly used
cryptographic technologies to preserve privacy. This
method allows verifying a transaction without
revealing its content. For each transaction, someone
(prover) wants to prove something that needs to
be verified by someone (verifier). With zero-
knowledge proofs, blockchain participants can verify
transactions without having access to their data, thus
guaranteeing privacy and anonymity. Furthermore,
ZKP’s adopt the 2 following essential properties,
completeness and soundness [34]:

• Completeness is achieved when all valid
statements are also provable. In other words,
true statements leave verifiers convinced.

• Soundness is achieved when all invalid
statements are not provable. Namely, it is not
possible to persuade the verifier that a false
affirmation is true.

Further improvements have been made to this
method such as Non-Interactive Zero-Knowledge
Proofs (NIZK), which conduct to "users not
participating in the transaction not being able to
access the original content of the transaction" [19].
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6.3 K-anonymity

Sweeney (2002) describes a scenario in which
a user is re-identified by establishing links on
attributes shared through medical records. This
same work then presents a protection model that
ensures the unlinkability required, the k-anonymity
model. For this sake, consider a table where
each column is a record of data that belongs to a
user. The k-anonymity model seeks to make all
records indistinguishable from the table’s other (k-
1) records and is achieved by masking the user’s
sensitive information. Two simple methods are
applied to achieve k-anonymity, generalization, and
suppression:

• Generalization consists of swapping specific
values by more general ones. For example,
instead of keeping the age values directly on the
table, they can be replaced by an age interval
(e.g., under 20 years old).

• Suppression instead removes information from
the table. Keeping the previous example, one
might choose to remove the age values from
the table. Depending on the situation, we
decide which attributes are sensitive to show and
remove them.

6.4 Mixing Services

Another mechanism used to tackle the linking of
senders and receivers through public and transparent
transactions is Mixing Services. This method was
introduced by Chaum in 1981 and consists of blurring
the relations between the transaction participants
through a mixer. Mixers act as intermediaries that
hide the content of a transaction, as well as the
participants. This is achieved by outputting items or
transactions in random patterns [17], which makes
the linking complicated. This mechanism provides
anonymity and unlikability but relies on a trusted
third party, thus bringing other challenges. An
example is an attack of a single mixer which can be
solved by linking different intermediaries together.

We find two types of mixing services, centralized
and decentralized ones. There exists available
centralized mixing platforms that carry out the
task just described, that is, mixing transactions
anonymously. However, as stated by Seh et al.,
(2020) in a survey [17], the mixing server becomes
a point of failure "vulnerable to denial of services
(DOS) attacks" and a "bottleneck of the distributed

blockchain network.". On the other hand, instead
of having a third party do the job, decentralized
mixing services tackle this issue by having a set
of peers anonymously publish their transactions at
the same time. Though common applications of
decentralized mixing services such as CoinJoin can
be more sensitive to de-anonymization [37].

6.5 Anonymous Signatures

The concept of digital signature was described for the
first time by Whitfield Diffie and Martin Hellman
but was not into practice. Methods for digital
signatures were later introduced, such as the Rabin
signature algorithm and RSA signatures which are
based on the RSA public-key cryptosystem. Figure
2 presents the fundamental steps to authenticate
an entity that signed a message. Through this
mechanism, any modification to a message involves a
change in its hash, which allows verifying the sender’s
authenticity.

Figure 2: Digital signature
scheme

In this subsection, we target two anonymous
signature schemes that ensure anonymity, ring
signatures, and group signatures.

6.5.1 Ring Signatures

Ring signatures work similarly to k-anonymity such
that it selects a closed group of users with whom it is
difficult to identify which participants originate the
transactions. Compared to mixing services, there is
no group manager, and participants can themselves
create their "ring" of users [36]. It implies that this
mechanism is suitable for public blockchains [36] and
that complete anonymity is possible at the expense
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of accountability. In the context of a patient deciding
to remove his participation from a clinical trial,
this type of digital signature can hide the patient’s
private data from both researchers and externals.
On a related note, there exist ring signature
schemes that sacrifice anonymity in exchange for
traceability. Fujisaki Eiichiro and Suzuki Koutarou
(2007) describe a traceable ring signature model in
which identity can be revealed in specific scenarios
and thus avoid "excessive anonymity" [39].

6.5.2 Group Signatures

The second type of signature scheme we observed
is group signatures. It was proposed for the first
time in 1991 by David Chaum [40], and compared
to ring signatures, this scheme relies on a trusted
third party to supervise the group (group manager).
Group signatures are relevant in terms of anonymity,
unlikability and accountability because they follow
the next three properties. At first, from Chaum’s
definition (1991), signing messages is only possible
for the group members. Then, signatures are only
verifiable by the group members who also do not
know who is at its origin. Users are kept anonymous
from both externals and group members. Finally,
group signatures are unlockable in scenarios where
accountability is required. They allow revealing a
person’s identity and would fit PPE tracking supply
chains. Furthermore, Benoit Libert and Damien
Vergnaud (2009) describe an extended solution of
this scheme to preserve user privacy even after
members leave the group, whether they are honest
users or misbehaving users [41].

7 Responsible Research
By cause of conducting a literature survey, we
came across many different works, and special care
needs to be taken at each step of the process.
We must have a responsible approach, that is, no
impersonating authors of other studies, aligning
the research outcomes with ethical values, having
socially acceptable behavior, and more. For this
sake, we adopted specific measures to execute a
responsible research procedure. All found technical
solutions or techniques were referenced and initially
identified from the works cited in this paper. We
do not pretend to be at the origin of the privacy-
preserving methods analyzed. Finally, we adopted
the latest version of the APA publication manual
for citations and references, APA 7th edition. We

show this information for easy access to the resources
exploited and allow for cross-referencing.

8 Conclusion & Future Works
By contrast to ordinary supply chains, blockchain
technology does not require trust in any third
party. Instead, trust comes from the transparency
of blockchain transactions. With most supply
chain applications maintaining a constant flow of
information, private data must be handled and
shared carefully.

Healthcare supply chains are even more craving
to protect user privacy due to the value and worth
of healthcare information. This type of data is
eminently sensitive and should remain hidden to
external parties who can, as an example, make a
profit out of it. Hence, privacy is critical when
handling patient information in pharmaceutical
supply chains, such as sharing Electronic Health
Records (EHR).

In this paper, we have shown how to preserve user
privacy through methods and techniques bringing
anonymity. Pseudonymization is one of them but
still allows externals to link participants to their
transactions. In clinical trial Supply Chains where
EHRs are often shared, the anonymity of users
should be sturdier. Hence, techniques such as ring
signatures would be more adapted due to their
practically complete anonymity. However, different
supply chain scenarios, being PPE tracking or Blood
Donation, do not require complete anonymity for
their patients. Blood donators or PPE owners should
be traced back and made accountable when needed.
For instance, group signatures allow revealing the
identity in the context of a dispute and are more
suitable in these scenarios. Finally, for future work in
this field, we plan to tackle the risks related to third
parties and centralized services. Group signatures
or centralized mixing services may validate the
requirements but, due to their need for a third party,
these techniques can have higher risks and threats of
leaking user data. The protection of private data is
then dependent on the security level of the mediator
or the services used.
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