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Abstract—Rapid advancements in digital medical technologies
have significantly improved patient care but have also raised
complex security and privacy challenges. Traditional tools for
detecting vulnerabilities in networked medical devices, primarily
used by network administrators and security specialists, have
become insufficient due to their large-scale use across the entire
healthcare network. Aiming to improve security in healthcare,
MedTech Chain proposes a way to solve this challenge by lever-
aging blockchain and privacy-enhancing technologies, offering
an authenticated, decentralised, secure, and privacy-preserving
environment for the research and monitoring of medical device
data. Currently, the framework enables counting, averaging,
and grouped counting queries with multiple filtering capabilities
like time frame and location. Such functionalities can provide
valuable insights not only for threat intelligence but also for
medical research and hospital management. MedTech Chain
is modular and flexible, designed to seamlessly extend to new
device technologies and research demands. To our knowledge,
the approach is among the first to employ e-differential privacy
in the context of medical device data.

Index Terms—blockchain, healthcare, security, privacy, IoT,
networked medical devices, c-differential privacy, Hyperledger
Fabric

I. INTRODUCTION

Recent technological advancements have enabled the fast-
paced innovation of the healthcare sector. Networked de-
vices, cloud computing, and decentralised architectures are
promising new solutions that meet the demands of a modern,
paperless society. However, with rapid digitalisation, the threat
landscape expands, putting the safety of health providers
and their patients in danger. As medical infrastructure is
critical, disregarding its security and privacy concerns can
bring disastrous consequences. Compromised devices can not
only disclose sensitive information, causing financial and
reputational damage to the care provider but also put patients
in life-threatening conditions [1]. Moreover, the frequency of
cyberattacks on healthcare providers has surged, with reports
indicating an alarming average of 1,684 attacks per week
in the first quarter of 2023 [2]. As such, the relevance of
cybersecurity in healthcare becomes substantial.

In the context of networked medical devices, addressing
cybersecurity threats is particularly challenging [1], [3]. The
interoperability between medical devices and healthcare sys-
tems, i.e., seamless communication and functioning, intro-
duces additional security vulnerabilities, as each point of
interaction can potentially be exploited. Additionally, the vari-
ety of device types makes it difficult to enforce consistent
security measures across the entire healthcare network [4].
Consequently, hospitals have to rely instead on conventional
tools used by network administrators and security personnel.

In light of the vulnerabilities caused by rapid digitalisation,
much of the existing research has centred on safeguarding
medical data. Still, the potential of the information regarding
medical devices in enhancing threat intelligence is generally
neglected. Medical device data refers only to information
related to the device itself, such as technical specifications;
it should not be misunderstood for medical data (e.g., patient
vital signs like heart rate). Device data can provide invaluable
insights into device behaviour, essential to identifying and
mitigating potential cyber threats [5]. While the security of
patient data remains a priority, device data can help develop
more comprehensive security strategies that protect all aspects
of healthcare technology.

Understanding and monitoring the expansive attack surfaces
of medical devices remains difficult. The challenge primar-
ily comes from the lack of efficient methods for collecting
comprehensive data about medical infrastructure, which is
essential for robust cyber threat intelligence [6]. Data like
operating system versions of medical devices must be con-
stantly monitored to reduce the attack space. The challenge
is compounded by stringent privacy concerns and regulatory
frameworks restricting cybersecurity researchers’ access to
necessary data. Additionally, the heterogeneity of medical
infrastructure, which varies widely in composition and tech-
nology, adds another layer of complexity to data-gathering.

Previous efforts to address the challenges of monitoring
and securing medical device infrastructures. The current ap-
proaches involve manual data collection and monitoring meth-
ods, which are inefficient for modern medical environments’
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large-scale and diverse nature [1]. Attempts have been made
to implement centralised data repositories for storing and
managing medical device information. However, these ap-
proaches suffer from single points of failure and increased
vulnerability to cyberattacks. Additionally, centralised systems
often face regulatory compliance and privacy issues, requiring
extensive access to sensitive information, which is hard to
manage and secure [6]. Despite these efforts, the lack of
scalable, efficient, and privacy-preserving solutions has limited
the effectiveness of these methods, stressing the need for more
advanced approaches.

We propose MedTech Chain, a solution that leverages
blockchain and privacy-enhancing technologies to facilitate
the research of networked medical devices. Our solution uses
blockchain’s inherent security and transparency to ensure that
device data is securely recorded, verifiable, and traceable while
maintaining the privacy of healthcare providers’ infrastructure
through e-differential privacy. e-differential privacy is key
in preventing the inference of sensitive information about
healthcare providers or patients using the given device. For
instance, the number of patients within a particular hospital
can be deduced by counting the number of active devices. The
MedTech Chain architecture is designed to support a robust
platform where medical device data can be queried, analysed,
and monitored without compromising data privacy or integrity.

MedTech Chain’s objective is to provide a secure, acces-
sible, and privacy-preserving environment for investigating
medical device data. The platform facilitates the seamless
sharing of medical device data across a diverse network of
users, including medical professionals, researchers, and health
administrators, all while upholding strict privacy standards.
Our ultimate goal is to empower the healthcare community
by providing reliable and secure data insights and stimulating
advancements in networked medical device research.

The platform’s vision is supported and aligns with initiatives
like the SEPTON! project, which aims to develop a secure
data-sharing platform for cyber threat intelligence and statis-
tical analysis on medical devices. Integrating MedTech Chain
with SEPTON to securely manage medical device data will
support the latter’s efforts to enhance cybersecurity and privacy
in healthcare. This collaboration ensures that both projects
can achieve their shared objective of safeguarding healthcare
infrastructure by enabling an efficient research environment of
networked medical devices.

II. BACKGROUND
A. Blockchain Technology in Healthcare

Blockchain technology is increasingly recognised for its
potential to address critical security and privacy challenges
in the healthcare sector. Its core attributes—decentralisation,
immutability, and transparency—make it a robust technology
for managing sensitive healthcare data. Blockchain operates
as a distributed ledger, eliminating the need for a central
authority. This decentralisation enhances security by reducing

Uhttps://septon-project.eu/

single points of failure, making it harder for cyber attack-
ers to compromise the system. Once data is recorded on a
blockchain, it cannot be altered or deleted. The immutability
ensures the integrity and authenticity of the data, which is
essential for maintaining accurate records [7].

In healthcare, it is crucial to maintain precise device histo-
ries and prevent counterfeit or compromised devices from tam-
pering with the data. Moreover, blockchain provides a trans-
parent ledger where all transactions are visible to all partici-
pants. This transparency can enhance trust among stakehold-
ers by ensuring accountability and traceability. Blockchain’s
decentralised architecture supports interoperability, allowing
seamless and secure data exchange between healthcare systems
and devices [8]. Together, these make blockchain suitable
for MedTech Chain, offering a safe, verifiable, and tamper-
resistant environment for managing medical device data.

B. Hyperledger Fabric: A Permissioned Blockchain

Hyperledger Fabric® is an open-source blockchain frame-
work designed to support the development of enterprise-
grade applications [9]. It provides a modular architecture with
high flexibility, scalability, and security, making it suitable
for healthcare applications. Unlike public blockchains, Hy-
perledger Fabric operates on a permissioned network where
participating organisations are known and authenticated. This
feature is critical for healthcare environments where data ac-
cess needs to be controlled and monitored. Hyperledger Fabric
provides different services to handle blockchain transaction
verification and their storage on the ledger. A Hyperledger
Fabric network comprises three kinds of nodes: endorser
peers, committer peers and orderers. The endorsers’ role is to
verify the submitted transaction’s validity, while the orderers’
objective is to place the valid transactions to a new block
in order. Finally, the committer peer verifies block validity
and commits the transaction on the ledger within a block.
Hyperledger Fabric allows customising various components,
such as consensus mechanisms, membership services, and data
privacy protocols. These features make Hyperledger Fabric a
good candidate for implementing our platform.

C. Differential Privacy: Ensuring Data Privacy

e-differential privacy is a technique that ensures the pri-
vacy of individual data entries while allowing aggregate data
analysis [10], [11]. The method involves adding controlled
noise to the results of queries on sensitive data. This noise
prevents identifying individual data points and ensures that
privacy is maintained even when aggregated data is analysed.
The strength of e-differential privacy is quantified by a privacy
parameter €. A lower e value indicates more robust privacy
protection, making inferring information from the query results
difficult. e-differential privacy can be applied to query results,
ensuring that device data analysis does not compromise the
privacy of healthcare providers or patients while enabling
aggregate data analysis for research purposes.

Zhttps://www.hyperledger.org/projects/fabric
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III. RELATED WORK

Integrating big data into healthcare, driven by advancements
in machine learning and artificial intelligence, offers notable
potential for improving medical practices. However, it also
introduces constant privacy and security challenges that lack
comprehensive solutions. Price et al. highlight the legal and
ethical issues these developments raise, particularly concerning
patient privacy. They stress the need for robust data handling
practices and strong governance frameworks to prevent dis-
crimination and data breaches, yet practical implementations
are limited [12]. Apte et al. examine the practical chal-
lenges of compiling comprehensive health records, including
coordinating with various administrative entities, securing a
centralised data repository, defining relevant health metrics,
and integrating data for research. They point out that managing
health data effectively is challenging due to these multifaceted
obstacles, and solutions remain elusive [13]. While big data
holds promise for transforming healthcare, the persistent lack
of solutions to privacy and security challenges and the com-
plexity of data management pose significant problems for
realising its full potential.

Blockchain offers a promising approach to addressing these
challenges by leveraging its inherent decentralisation, im-
mutability, and transparency features. Moreover, blockchain’s
distributed nature removes the need for a central authority,
ensuring data integrity by linking records in a tamper-resistant
chain [14], [15]. The following research articles detail poten-
tial blockchain systems available for medical data, focusing
primarily on security and privacy concerns.

The Ancile framework [16], proposed by Dagher et al., rep-
resents a significant advancement in electronic health record
(EHR) security and interoperability by integrating blockchain
technology. Ancile’s decentralised nature of blockchain re-
duces risks associated with centralised data storage, enhancing
data security and accessibility. Utilising Ethereum blockchain-
based smart contracts [17], Ancile enforces stringent ac-
cess controls, ensuring medical records are accessible only
to authorised individuals and automating access policy en-
forcement. Advanced cryptographic techniques, including data
obfuscation and encryption, protect data integrity and con-
fidentiality, making patient information private and resistant
to unauthorised access. These features collectively position
Ancile as a comprehensive solution to persistent issues in
healthcare data management, such as data breaches, signifi-
cantly contributing to the literature on secure and interoperable
health information systems.

In a related study, Huang et al. propose a blockchain-
based scheme that balances patient privacy concerns with
the needs of research institutions and commercial entities.
Their approach allows for the secure sharing of medical
data among stakeholders, including patients and researchers,
utilising zero-knowledge proofs to enable institutions to verify
data relevance without compromising privacy. Additionally,
proxy re-encryption ensures that data passed through semi-
trusted intermediaries remains secure and private. This method

emphasises the importance of maintaining data availability and
privacy within intelligent healthcare environments [18].

In the realm of decentralised privacy-preserving healthcare
systems, Dwivedi et al. introduced a pioneering framework
that integrates blockchain with IoT to address the pervasive se-
curity and privacy concerns in managing healthcare data. Their
solution emphasises a decentralised architecture, ensuring data
integrity and confidentiality by leveraging the blockchain’s
immutable and transparent ledger while using cryptographic
techniques to protect patient data. This framework facilitates
secure and efficient data sharing among healthcare stake-
holders, reducing the risks associated with centralised data
storage and enabling a more resilient and trustworthy health-
care information system. The framework safeguards sensitive
information and ensures compliance with regulatory standards
using smart contracts and encryption. The robust security
measures implemented in this framework make it a significant
advancement in healthcare 10T, providing a scalable and secure
solution for modern medical data management challenges [19].

Current literature [20], [21] on healthcare technologies often
highlights the critical need for enhanced medical data security
and privacy. However, the focus predominantly remains on
medical data, with almost no mention of the equally crucial
medical device data encapsulating connected medical devices’
operational characteristics and vulnerabilities.

To address these gaps, recent studies have begun to explore
the integration of blockchain and IoT technologies for health-
care applications. For instance, Karunarathne et al. examine
the current state of security and privacy of the Internet of
Things in the healthcare system to highlight challenges and ad-
vocate for comprehensive security solutions [3]. Furthermore,
Christidis et al. analyse how blockchains and smart contracts
work to identify the possible advantages their introduction
brings to a system and highlight how blockchains and IoT
can be used together [22].

Still, to the best of our knowledge, no specific tools cur-
rently exist tailored to facilitate the large-scale monitoring
research of networked medical devices, apart from general
tools used by network administrators and security specialists.
While many proposals advocate for decentralised data storage
using blockchain technology, they typically do not address the
entire lifecycle of data privacy, from collection to analysis.
These gaps underscore the importance of developing solutions
that improve security at all healthcare system levels while
preserving stakeholders’ privacy.

IV. THE MEDTECH CHAIN FRAMEWORK
A. System Architecture

Figure 1 shows the architecture of the MedTech Chain.
There are two types of participant organisations, i.e., multiple
healthcare facilities/hospitals providing device data and one
semi-trusted organisation enabling researchers to query the
data—referred to as the MedTech Chain Organisation.

1) Hospitals: The current use case considers two types
of medical devices, i.e., portable and wearable, whose data
must be stored on the ledger. Each hospital deploys an

Authorized licensed use limited to: TU Delft Library. Downloaded on February 05,2025 at 12:32:06 UTC from IEEE Xplore. Restrictions apply.



orderer B

_________________________ . fﬁQraft

I‘ endorser ] - &

K P A = orderer ©

i <« /i

i @ orderer | i ledger

| (1) i) gi D (T—

i 9| |differential 1 /

i privacy ; (6)5

S RPN = S e

i uer \:\:\ - :

i (8)y researcher i i 1 h(s)—) E

i MedTechChain | | ~ A(® =~ commitera

e 4 ) i
I € 1
! ©)) ]
i _](1‘)\ . endorser A i
D am . |
i o Hospital A !

Fig. 1: MedTech Chain Architecture

application that bridges the devices and the blockchain, namely
collectors, as displayed in Figure 1. The collectors gather and
process device data, as illustrated in step (1). Subsequently, the
collectors will regularly submit blockchain transactions with
new/updated device data. The transaction passes the following
flow before being committed on the ledger: the transaction
is validated by an endorser, depicted by steps (2) and (3).
Next, if valid®, it has to be submitted to the ordering layer,
represented by step (4). Currently, the orderers are configured
to use the Raft consensus [23]. Then, after the transactions are
ordered into blocks and consistency is assured, the transaction
is submitted within a block to the committer, which appends it
to the blockchain, as shown by steps (5) and (6). Finally, step
(7) indicates that the ledger state modification will become
visible to the entire MedTech Chain network.

Note that handling the interconnection between the devices
and the collectors is out of the scope of our work.

2) The MedTech Chain Organisation: The system respon-
sible for query functionalities is maintained by the MedTech
Chain Organisation. Researchers can submit queries to the
user application. Query submission is represented as step (8).
The application translates the query into a transaction further
evaluated by an endorser, as depicted by step (9). It should
be noted that this transaction is read-only and, therefore,
does not need to be submitted to the ordering layer. During
evaluation, the invoked smart contract will read the ledger’s
state, indicated by step (10), run the query, apply e-differential
privacy and return the result to the application, as in step (11).
Lastly, the result returns to the researcher, shown in step (12).

B. Functionality

1) User Application: The user application is hosted as
a distinct semi-trusted service where only registered users,
such as researchers or administrators, can gain access. It has

3The transaction is considered valid when a registered blockchain member
signs it with respect to certain agreed policies.

19

an interface facilitating efficient interactions with the data
stored on the blockchain. Researchers interact with a dedicated
interface for data analysis, supporting complex queries that
provide detailed insights into the available medical device data.
Currently, in our prototype, user management is also enabled
by this application, with the administrators having access to a
dedicated interface that allows the creation, modification and
revocation of researcher accounts. Nevertheless, we encourage
migrating towards a more modular architecture to extract
user management as a separate service, allowing for better
integration of more complex features.

2) Data Schema: Listing 1 outlines a simplified version of
our experimental medical device data schema. They include
common fields such as medical speciality, manufacturer, model
and firmware version. From a cyber threat perspective, an
interesting use case is the frequency of communication with
another external service for synchronisation. Such information
provides insights into possible anomalies indicating security
breaches or attempted intrusions. Unusual communication
frequencies or unexpected data transfer times might signal
that a device has been compromised or is being tampered
with. Regarding hospital management, another use case could
be monitoring the average age of the infrastructure, enabling
hospitals to identify if they are using older devices that may
need to be replaced soon. Furthermore, the schema’s flexible
design allows for incorporating additional use cases, such as
maintenance updates or usage patterns, ensuring that it can
adapt to future advancements and the evolving needs of the
medical technology landscape.

Listing 1: Schema for Medical Device Data

message DeviceData {
string udi = 1;
string manufacturer
string model 3¢
string firmware_version
string device_type = 5;
string device_category = 6;
string production_date = 7;
string last_service_date
string warranty_expiry_date
string usage_hours 10;
string battery_level = 11;
string hospital = 12;
string speciality = 13;
string active_status
string last_sync_time
string sync_frequency
string mac_address

}

2;

4;

8;
= 9;

14;
15;

16;

17;

Nevertheless, this schema is a prototype. Designing a real-
world schema requires collaborative efforts from multiple
parties and thus is outside the scope of the paper. While
the schema must contain data that provides useful insights,
it should also be compliant with legal frameworks such as
GDPR [24] and HIPAA [25]. Therefore, researchers, privacy
experts, and medical device specialists must carefully design
and agree upon the schema to capture each device’s relevant
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Fig. 2: Graphical Interface for the Grouped Counting Query.
The figure illustrates the result of a query counting the number
of both wearable and portable devices in all hospitals grouped
by medical speciality over a specified time interval.

aspects and particularities, enabling comprehensive data anal-
ysis while maintaining regulatory compliance. Additionally,
the success of this schema depends on ongoing collaboration,
rigorous validation, and continuous adaptation to the evolving
landscape of medical technology and regulatory requirements.

The schema must be easily extensible, agreed upon, and
distributed among all participating stakeholders, which is
achieved by implementing it using Protocol Buffers*. Protocol
Buffers provide platform-neutral, extensible mechanisms for
serialising structured data, facilitating easy updates and ex-
tensions for new device types and research requirements. The
proposed device data structure is modular, allowing for easy
extension and removal of unused fields. Additionally, all par-
ticipating parties must respect this data structure, meaning all
stakeholders must approve any modifications. Schema agree-
ment and distribution are managed through the blockchain.
Once a modification is approved, the updated version of
the device data structure is stored in the blockchain ledger,
ensuring accessibility for all participants in the network.

3) Queries: Researchers can perform three types of queries:

o Count: Researchers can retrieve the count of wearable
or portable devices and filter based on a specified hos-
pital over a defined period. Additional filters can be
selected, and the dynamic interface is tailored to capture
the dependencies of the queried data. For instance, the
researchers can further specify a firmware version filter
when querying information related to a specific device
model and manufacturer.

e Grouped Counting: This query allows researchers to
count the number of wearable or portable devices grouped
by a specified property. As depicted in Figure 2, re-
searchers could determine how many devices are used in
each medical speciality. Similarly to counting, filters can
be applied, such as selecting a hospital or a time frame.
The result is currently visualised as a histogram, yet the
design allows easy extension to different plot types.

« Average: Similar to counting, the query can calculate the
average of particular properties of wearable or portable

“https://protobuf.dev/

devices filtered on various specifications.

Due to the modular design, new queries can be easily added,
and the existing ones can be extended. Importantly, all queries
apply e-differential privacy to ensure that the privacy of
individual data entries is preserved.

C. Scalability

The solution’s scalability is directly dependent on the num-
ber of participating hospitals and devices. These impact many
aspects, including network transaction load and query response
time. The current assumption is that device data is infrequently
stored on the ledger and updated based on events rather than
periodically. Precisely, a device would submit a transaction to
update its data asset when there is a state modification, such
as a firmware version update or the device switched on/off.
This would enable a decreased network load. Regarding query
response time, it scales linearly with the number of medical
devices across all hospitals. In the worst case, the query has to
read all device data assets in the world state of the blockchain.

D. Security and Privacy

MedTech Chain runs on a permissioned blockchain network
built using Hyperledger Fabric. The network’s permissioned
nature is reinforced by Membership Service Providers (MSPs),
which manage identities and authenticate members, granting
access only to verified individuals or organisations. Addition-
ally, Hyperledger Fabric utilises a unique channel architecture,
allowing transactions and communications to occur within
isolated channels among participants, further securing data
exchange and limiting access to authorised stakeholders only.

One authorised participant must be the MedTech Chain
Organisation, surrounded by the blue frame in Figure 1, our
approach’s main assumption. This organisation is responsible
for facilitating research of medical devices and is assumed to
be a semi-trusted entity, potentially coordinated by a regulatory
body, government agency, or non-governmental organisation.

On the one hand, the framework tries to preserve the
privacy of the hospitals by employing e-differentially private
queries. All currently implemented queries are anonymised
using the Laplace mechanism, and the noise addition is per-
formed within smart contracts. Applying e-differential privacy
at this level is necessary as no third party can be trusted to
obtain the exact results of the queries, not even the MedTech
Chain Organisation. This technique consequently improves the
privacy of all the participant hospitals.

Privacy and utility are balanced based on the € parameter,
which controls the amount of noise added to query results.
Normally, the parameter is determined for a fixed dataset
representing the best trade-off between privacy and utility.
Since the dataset continuously expands as more device data
is stored on the ledger in time, the value of € should be
dynamically configurable. Note that the parameter’s value de-
pends on the queried data, and since the data schema currently
used is experimental, the parameter value was not our priority.
Rather, the focus was on implementing differential privacy and
enabling specialists to configure the privacy parameters further.
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On the other hand, since the entire network operates on
a permissioned blockchain, the MedTech Chain Organisation
plays a crucial role in integrating healthcare providers into the
network. This involves regulating and verifying the legitimacy
of participants, ensuring they meet the necessary standards.
Additionally, the organisation must be vigilant in monitoring
for any potential collusion or fraudulent activities to maintain
the integrity and trustworthiness of the network. Nevertheless,
even the organisation’s actions and decisions must be verifiable
through independent checks and audits.

Another assumption is secure and reliable communication
channels, which are currently implemented in the MedTech
Chain prototype. The communication channels within the
system employ Transport Layer Security (TLS) to secure
interactions between nodes, such as peers, orderers, and client
applications, ensuring data integrity and confidentiality. Fur-
thermore, TLS is also used to secure communication between
the graphical interface and the backend of the user application.

Regarding user authentication, researchers are issued cre-
dentials upon initial registration and subsequent administra-
tive approval. The authentication process is safeguarded by
a system-generated password of configurable length, which
users must change upon their first login. A strict password pol-
icy is enforced to prevent unauthorised access. Additionally,
JSON Web Tokens (JWT)> are utilised for session manage-
ment and to facilitate authenticated communication between
administrators/researchers and the user application.

Finally, not even the participants in the network should
have direct access to individual device data in plaintext,
as this represents a significant privacy concern. While our
prototype does not currently address this issue, this topic will
be discussed thoroughly in section VI.

V. EXPERIMENTS AND RESULTS

The following experiment aims to highlight the time over-
head caused by applying e-differential privacy on top of the
query. In our setting, 10,000 assets containing medical device
data were stored in the ledger to mimic a solid database. To
compare query computation between the two scenarios, 1000
query transactions were sent when e-differential privacy was
applied and 1000 queries when not. Elapsed time is measured
as the average of the 1000 transaction evaluations.

Regarding the Hyperledger Fabric network deployment,
the network contains 3 hospitals and the MedTech Chain
Organisation, each containing one orderer and a peer acting as
endorsers and committers (i.e., 4 orderers and 4 peers). The
network applies the default configuration with a single channel
and a batch timeout of 2 seconds.

The entire MedTech Chain architecture, including the
blockchain network and the user application, was deployed
on an AMD EPYC 9334 32-core server with 128 CPUs
operating at a minimum 1.5 GHz frequency, with 32 cores per
socket. The network overhead is negligible as the complete
MedTech Chain infrastructure was deployed locally on the

Shttps://jwt.io/introduction

above-mentioned server. Table I shows the time to process
a query with and without applying e-differential privacy.

TABLE I: Query execution time

Query Response Time
243.103 ms
243.275 ms

DP not applied
DP applied

The results highlight that query processing involves a negli-
gible, constant time overhead of 0.172 ms when e-differential
privacy is applied. This experiment specifically measures the
impact of e-differential privacy on query execution time,
demonstrating that it incurs minimal performance penalty. This
negligible time overhead indicates that e-differential privacy
can be applied effectively in a real-time context without
significantly impacting data processing speed, thus ensuring
both data privacy and operational efficiency are maintained. It
should be noted that the query processing time, which is em-
bedded in the blockchain transaction, might vary depending on
the network connection and blockchain settings (e.g., number
of peers, transaction validation time), number of assets, etc.
However, processing the e-differential privacy will be close to
constant for a given e value and data size.

VI. DISCUSSIONS AND LIMITATIONS

As previously discussed, no participant should be able to
access plain device data of individual hospitals directly, as this
could lead to significant privacy and security issues. Access to
plain device data can expose vulnerabilities within a hospital’s
technological infrastructure, which might be exploited by
malicious actors participating in the network. Additionally, ag-
gregated device data can reveal patterns that indirectly expose
sensitive information, such as the number of patients being
treated or specific treatments being administered, thus violat-
ing regulatory requirements like GDPR [24] and HIPAA [25].
Furthermore, sharing device data among participants could
place hospitals at a competitive disadvantage, allowing com-
petitors to influence their decisions based on this information.

Consequently, more robust cryptographic techniques are
needed to ensure data privacy. Device data should be encrypted
before storage on the blockchain, a homomorphic cryptosys-
tem [26] being a suitable option. Homomorphic encryption
allows computations on encrypted data without decryption,
enabling basic data operations while preserving privacy (when
differential privacy is applied after the encryption of the data).
Additionally, a threshold scheme necessitates the collaboration
of multiple parties during decryption, preventing any single
participant from unilaterally accessing or manipulating the
data. This protects against insider threats and unauthorised
access, as the network requires agreement from all participants
to decrypt device data or query results. These measures
collectively ensure that MedTech Chain can evolve as a highly
secure and trustworthy platform.

Nevertheless, while critical from the legal perspective, em-
ploying encryption increases the system’s complexity and
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raises implementation concerns like key distribution and man-
agement. Encryption can also impact various aspects of the
current solution.

The current implementation involves on-chain storage, with
each device data asset being estimated to have an average size
of 300 bytes considering the message schema from Listing 1.
Once encryption is employed, the storage size of each asset
depends on the encryption scheme. For instance, the Paillier
homomorphic encryption scheme [27] with a key size of
2048 bits leads to ciphertexts of size 4096 bits (512 bytes).
Since each field must be encrypted individually to perform
homomorphic operations (e.g., counting the number of active
devices), this would lead to an asset requiring 512%17=8704
bytes (8.5 kilobytes). These storage demands might force
MedTech Chain to migrate towards off-chain storage.

Alternatively, each hospital could store its device data in
a self-managed database, with each asset referenced via a
hash stored in the ledger. This would provide better storage
scaling and enable the storage of large volumes of data.
However, security and availability depend on the off-chain
storage solution, and ensuring data integrity becomes more
complex, aspects crucial for MedTech Chain.

In another direction, encryption directly impacts query
execution time due to induced communication and time com-
plexity. The queries are implemented based on homomorphic
operations, which are computationally expensive. Additionally,
different schemes can require multi-party computation to de-
crypt the intermediary or final query results.

While storing unencrypted data on the ledger can be consid-
ered a system limitation regarding privacy, encryption comes
with multi-faced challenges. Still, assessing the feasibility
of employing encryption within the system requires some
prototypical implementation. This will enable experiments that
quantify the encryption’s impact properly, which is future work
for MedTech Chain.

VII. FUTURE WORK

Along with the platform’s evolution, key areas of develop-
ment are identified to further improve MedTech Chain.

Our current approach involves a semi-trusted third party,
i.e., the MedTech Chain Organisation. An alternative approach
could be a fully decentralised query management system,
where each participating hospital independently manages its
querying application. This decentralisation would distribute
the responsibility and control across multiple entities, po-
tentially increasing the system’s resilience to single points
of failure and reducing opportunities to misuse centralised
power. However, this approach may lead to increased admin-
istrative and technical challenges, including inconsistency in
data management standards and increased operational costs.
Each hospital would need to independently ensure robust data
security and privacy measures, requiring substantial investment
to maintain system integrity across the network.

Several additional features could be integrated, improv-
ing research capabilities and overall system management.
Extending existing queries would allow researchers to gain

deeper insights into usage patterns of portable and wearable
devices. With sufficient device data, researchers could pos-
sibly identify usage patterns by investigating when portable
or wearable devices function, aiming to predict the frame
for possible attacks. Additionally, implementing user action
tracking is essential for auditing, ensuring regulatory compli-
ance, and identifying unauthorised activities carried out by
the researchers. Furthermore, integrating an encryption scheme
management system could facilitate the seamless modification
and migration towards secure encryption schemes over time.
These enhancements might significantly improve the research
capabilities, security, and usability of the MedTech Chain,
making it a more robust and comprehensive solution for
managing medical device data in healthcare environments.

VIII. CONCLUSION

In this paper, we introduce MedTech Chain, a blockchain-
based platform for secure and privacy-preserving research
on networked medical device data. The platform leverages
blockchain technology to create a robust, scalable, decen-
tralised infrastructure, ensuring data integrity and transparency.
A novel aspect of MedTech Chain is its use of e-differential
privacy in the context of medical device data, which guarantees
data privacy during analysis.

MedTech Chain offers valuable functionalities, such as
counting, averaging, and grouped counting, with multiple
filtering options, including time frame and medical specialities.
These functionalities are embedded in query smart contracts,
which apply e-differential privacy with a negligible overhead
of approximately 0.2 ms to the query execution time. This
ensures that query results do not leak information, thereby en-
hancing the privacy and security of the data while still allowing
meaningful analysis. Consequently, researchers and hospital
administrators can obtain valuable insights from aggregated
data without risking exposure to sensitive information.

Differential privacy is a widely adopted technique, crucial
in the health sector and many other domains. In the Industrial
IoT (IIoT) domain, the need to protect production efficiency
and production type is significant [28]. In the public sector,
web-based mapping applications and recommendation sys-
tems should also apply this technique to protect individuals’
privacy [29]. It is, therefore, trivial that the application of
differential privacy is domain-independent, which has enabled
its integration into our framework.

The device data within MedTech Chain includes com-
prehensive information such as device type, manufacturer,
firmware versions, and medical speciality, as well as opera-
tional metrics like usage patterns and communication frequen-
cies. This device data scheme can facilitate the identification
of anomalies indicative of security breaches or operational
issues, thereby enabling threat intelligence and optimising
device management strategies.

Moreover, MedTech Chain’s user interface provides a seam-
less and intuitive experience and allows users to access and
analyse medical device data securely and efficiently. This user-
friendly interface broadens the platform’s accessibility, making
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it valuable for many users, from cyber threat intelligence
services to hospital management, thus fostering a collaborative
and efficient research environment.

In summary, MedTech Chain balances data utility and
privacy, ensuring compliance with stringent privacy regula-
tions while fostering a trustworthy collaborative research and
management environment. Its comprehensive design and im-
plementation make it a significant advancement in the secure
and private analysis of medical device data.
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