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A promising use of quantum networking is quantum key distribution (QKD), which can provide information-
theoretic security unattainable by classical means. While optical fiber-based QKD networks suffer from exponential
loss, satellite-assisted quantum communication offers a scalable solution for long-distance secure key exchange. In
this work, we propose and evaluate a satellite-based QKD setup covering the Iberian Peninsula, linking Madrid
with Barcelona, Bilbao, and Lisbon. Our proposed setup uses a Low-Earth-Orbit (LEO) state-of-the-art satellite
equipped with a spontaneous parametric down-conversion (SPDC) source to distribute entangled photon pairs to
ground stations. Considering vibrations in the satellite, we optimize the beam waist to enhance the transmission
probability and improve the secret key rate (SKR). Our results show that key rates sufficient for real-world applica-
tions, such as secure communication between hospitals, using hybrid classical-quantum protocols, are feasible with
existing protocols. Our results highlight the viability of near-term satellite-based QKD networks for national-scale
secure communications.
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work must maintain attribution to the author(s) and the published article’s title, journal citation, and DOI.
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1. INTRODUCTION Satellite-based free-space QKD offers a promising alternative
for long-distance communication without the need for com-
plex repeater infrastructures. Notably, the Micius satellite has
demonstrated QKD over distances from 500 to 7,000 km using a
trusted-node architecture [13,14]. More recently, entanglement-
based QKD was successfully achieved without relying on a
trusted node, decreasing the risk of eavesdroppers, reaching up
to 1,200 km [15,16]—distances well beyond the capability of
terrestrial fiber networks.

Fiber-based QKD has also made significant progress, en-
abling high-speed, secure communication across metropolitan
areas. Recent demonstrations include the protection of multiple
VPNs [17] and secure data exchange between hospitals in the
Madrid area via a trusted-node QKD network [18]. The next
logical step is to extend these capabilities from city-scale to
national-scale coverage.

To this end, we propose a satellite-based QKD architecture to
interconnect major cities across the Iberian Peninsula—Madrid
with Barcelona, Bilbao, and Lisbon—as shown in Fig. 1(a).
Our system employs a satellite like Micius in a Low-Earth-

The realization of a quantum internet holds the potential to revo-
Iutionize multiple fields, including secure communication [1-3],
high-precision sensing networks [4—6], and distributed quantum
computing [7]. In particular, quantum key distribution (QKD)
enables communication with information-theoretic security, a
level of protection unattainable by classical methods.

Quantum communication relies on photons to carry quantum
information. However, their transmission is limited by loss and,
unlike classical signals, quantum signals cannot be amplified
using conventional techniques due to the no-cloning theorem
[8]. To mitigate this, quantum repeater architectures have been
proposed. These divide the total distance into shorter segments,
where quantum information can be transmitted directly. The seg-
ments are then connected using quantum teleportation [9,10] or
quantum error correction [11,12] at the repeater nodes, enabling
faithful transmission over the total distance. In fiber-based sys-
tems, however, signal attenuation increases exponentially with
distance, requiring hundreds of repeater nodes for continental-
scale coverage.
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Fig. 1. Experimental setup. (a) Ground stations of the regional quantum key distribution (QKD) network that we want to implement. The
central node is Madrid, and the key distribution is always between Madrid and any of the other cities (Barcelona, Bilbao, and Lisbon). (b)
We consider a downlink scenario, with an entangled photon source firing photons from the satellite to the ground stations. At the ground
stations, the photons are randomly measured in the X or Z basis. To perform such a measurement, the photons go through a 50/50 beam splitter
(BS), followed by a half-wave plate (HWP) in one of the outputs, which changes the basis of the input photons. Finally, before measuring, the
photons go through a polarizing beam splitter (PBS) such that we measure different polarizations- horizontal (Dy), vertical (Dy;), diagonal
(Dp) and antidiagonal (Dy)- at the output ports of the B.S. The measurement results are fed into a classical memory from which we can then

extract secret keys for the two applications we consider.

Orbit (LEO) equipped with a spontaneous parametric down-
conversion (SPDC) source to distribute entangled photon pairs
to multiple ground stations, implementing the BBM92 protocol
[16]. In our setup, we consider the vibrations in the satellite and
propose a novel optimization of the beam waist that generalizes
the static Gaussian beam clipping problem [19], to the dynamic
regime. Unlike classical optical communication links that prior-
itize signal stability to minimize fading outages [20], our method
maximizes the average photon yield even at the cost of higher
signal variance. This optimization allows us to mitigate the detri-
mental effects of pointing jitter and consequently increase the
photon transmission probability to the ground stations.

We evaluate the system’s performance with and without op-
timization, demonstrating that the latter significantly enhances
the secret key rate (SKR)—by a factor of approximately 10. The
non-optimized beam refers to a Gaussian with a beam waist of
radius W pop-opt = 2.7 ¢m, which is compatible with the 10 prad
divergence at a wavelength of 850 nm, as reported [21] for the
Micius satellite. In our model, we also consider atmospheric
conditions in real time, following the work done in [22]. In other
words, the weather data are collected for the desired experiment
duration at the target locations using the Free Weather API soft-
ware [23] and fed into an empirical mathematical model [22]
that extracts the attenuation experienced by an optical beam op-
erating at the wavelength of 1550 nm. A single-satellite link
proves sufficient to support secure communication across the
Iberian Peninsula. Our results show that the SKR is adequate
to support existing QKD use cases, such as hospital-to-hospital
encryption demonstrated in the MAD-QCI project, using hy-
brid protocols where the quantum layer handles key generation,
and classical layers manage key expansion via IPsec [18]. Fur-
thermore, we check that for more demanding use cases such
as supporting VPN services using the ETSI-QKD-014 protocol
[17], we would need to improve the entangled photon pair source
rate by 3 orders of magnitude, i.e., | GHz. While such a high rate

has not currently been demonstrated on a satellite, it is compati-
ble with performances demonstrated in laboratory environments
simulating LEO satellite conditions [24].

2. MODEL

We focus on a downlink configuration, where photons are trans-
mitted from a satellite to ground stations. This setup is preferred
because atmospheric disturbances are generally less severe than
in the uplink case, where photons travel from the ground to
the satellite [25,26]. The satellite carries an onboard entan-
gled photon source that probabilistically generates polarization-
entangled photon pairs. Specifically, we consider a single satel-
lite like Micius, with telescopes of radius of 15 cm, a rate of
entangled pairs per second of 5.9 - 10° ph/s and pointing jitters
of ~107 rad [16,27], in a Low-Earth-Orbit (LEO) at an altitude
of approximately 400 km, following a medium-inclination tra-
jectory at a latitude of 42°, passing over the Iberian Peninsula,
as illustrated in Fig. 1(b).

We consider the BBM92 protocol [16], where the photons
are measured randomly in either the Z or X basis at the ground
stations. Only photon pairs detected in the same basis are re-
tained in classical memories through postselection. We employ
the BBM92 protocol, following the approach demonstrated by
the Micius satellite [16]. The figure of merit that we base our
analysis on is the extracted key material; in general, the value
is presented as a certain amount of bits per second (bps), but
eventually it may also be convenient to also express it in terms
of bits per satellite pass. The calculation involves three main
steps, which are discussed in the Sections to follow: the model
of the photonic qubit states generated by the entangled photon
pair source on-board the satellite; the effect of the optical chan-
nels between the satellite and the ground stations; and the effect
of the measurement performed by the receivers in the presence
of noise.
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A. Entangled Photon Pair Source

A pump laser is used to drive a nonlinear optical crystal in
both the clockwise and anticlockwise directions simultaneously,
generating down-converted polarization-entangled photon pairs
with orthogonal polarizations [15,28].

¥ source ) =(1-2) (|O’ O)A,B

V2212 1
Ao g5 A+ VIAHs)

(1)
+ ﬂ% (I2H)AI2V)g + |HV)A|HV )5

n/2
+ |2V>A|2H>B) +O(Vl’l+ 1(11—)) N

_ l)n/z

where the subscripts A and B correspond to two different
spatial modes directed toward the ground stations of Al-
ice and Bob, respectively, |H) and |V) denote the horizontal
and vertical polarization states, respectively. The state |¥*) =

1/\/5 (IH)AlV)g +|V)alH)g) denotes the desired state which
corresponds to a maximally entangled state with anticorrelated
polarization.

The term p =224 is the average number of photon pairs gen-
erated per pulse, characterized by the brightness of the SPDC
source [28]. The source operates in a weak-pump regime, where
4 « 1, implying that the probability of emitting a photon pair is
low. However, operating in this regime is necessary since it sup-
presses multi-photon events (o< |2H) 512V )g + |[HV)A|HV )g +
[2V)A|2H )), which causes errors and lowers the secret key rate.
In other words, there is tradeoff between the rate and the fidelity
of entanglement. In our simulation, we optimize A to obtain the
highest SKR.

B. Photon Transmission

Photon loss during transmission to the two ground stations will
change the received state from the one emitted by the SPDC
source. We model this by passing the state in Eq. (1) through fic-
titious beam splitters in each spatial mode, where one output of
the beam splitters corresponds to the loss, while the other is the
transmitted mode. In general, the two spatial modes experience
different transmission probabilities due to the various distances
from the satellite to each of the ground stations. This is also rel-
evant during satellite orbit, since the photons from the same pair
can only be captured by both OGSs when the satellite is within
their mutual range. In the calculations that follow, the maximum
zenith angle of each OGS that determines whether it is in range
of the satellite or not during the orbital movement is seventy-five
degrees.

The free-space transmission probability is estimated from the
model in Ref. [29], which includes divergence, atmospheric ab-
sorption, and pointing jitter. For a more accurate estimation of
the number of entangled photon pairs captured by the ground
station per second, an optical propagation model based on Ref.
[30], which accounts for the clipping of the beam in the trans-
mitter’s telescope, is used (see Appendix A). Previous works
often assume a Gaussian beam where clipping of the beam in
the transmitter can be neglected. Instead, we explicitly take this
effect into account using the model from Ref. [30]. This model
enables the accurate evaluation of the average photon capture
probability of each downlink channel, accounting for both the
diffraction effects and the pointing jitter. By changing the beam
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Fig. 2. Optimization of the average photon capture probability 7
as a function of the ratio wy/a, where w, is the beam waist trans-
mitted from the satellite and a is the satellite aperture radius. The
simulation assumes a pointing jitter op; = 0.47 urad [16,27], a satel-
lite aperture radius a = 15 cm, and a ground station aperture radius
of 60 cm. Curves correspond to different link distances z.

waist wg of the transmitted spatial Gaussian mode, the average
photon capture probability 77 can be maximized. Figure 2 shows
the optimization of the beam waist for the apertures used in the
present work. The results show that an optimum beam waist can
be found that maximizes the average photon capture probability
(this maximum barely changes with the distance between the ter-
minals). This maximum is the result of two counteracting effects
when increasing the beam waist. On the one hand, increasing the
beam waist increases the collimation of the beam and therefore
results in a smaller spread of the spatial mode on the receiver
aperture plane. On the other hand, as the beam waist increases,
the clipping effects due to the finite aperture of the transmitter
start to be relevant. These clipping effects account for the tele-
scope’s transmission probability and the diffraction induced due
to the edges of the aperture.

As a result of this optimization, the spatial spread of the
single-photon mode in the ground station’s aperture plane can
be significantly reduced, compared to a case in which wy «a
(where a is the transmitter’s telescope radius). This optimum
beam, when combined with the pointing jitter statistics, re-
sults in a higher average photon capture probability 7. This
formulation generalizes the classic optimization of static on-axis
irradiance [19] to include the dynamic and stochastic effects
of the pointing jitter. While the static approach maximizes the
peak far-field intensity, our optimization targets the average
collected power by explicitly integrating over the probability
density function of the pointing jitter (see Appendix A). Con-
sequently, the optimal beam-to-aperture ratio is not fixed, but
strictly depends on the magnitude of the pointing jitter as shown
in Supplement 1. However, the maximization of the average
photon capture probability comes along with an increase in the
fluctuation of the photon capture probability 7 around the av-
erage 7. Although these fluctuations can be very detrimental in
classical communication links [30], this is not the case for quan-
tum entanglement distribution. As shown in Supplement 1, the
average photon capture probability is what matters on quantum
entanglement distribution protocols affected by the pointing jit-
ter stochastic process. These differences arise because classical
systems decode information from large correlated bit strings,
which require to have a stable power to get as many of these cor-
related bits as possible. Then, classical error correction codes
are applied to correct the bits flipped in the transmission. If the
probability of being below a certain power threshold is high,
the classical error correction codes cannot compensate for the
flipped bits, and information contained in the full bit string is
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lost. For quantum key distribution, however, we detect individ-
ual independent events on each receiver. Hence, in this case,
the maximization of the number of photons captured in each
receiver can be pursued.

The effect of the atmospheric channel in the performance
of the system has also been modeled. The atmospheric atten-
uation and scattering model presented in [22] has been used.
Regarding the atmospheric turbulence, under weak turbulence
conditions, the effect of beam spread and wander has been con-
sidered negligible for the downlinks at limited zenith angles
considered in this work [25]. Moreover, the turbulence induced
scintillation and the resulting coupling efficiency on the de-
tector is accounted for on the coupling efficiency (CL)—this
efficiency is obtained assuming an adaptive optics system on
the ground station [31]. Enforcing wavefront correction can be
achieved by spectrally multiplexing a beacon channel along-
side the photonic qubit beam on the downlink path, as shown
in [32]. We assume that a spectral channel separation of a few
tens of nanometers is enough to guarantee both an optimal fibre-
coupling performance of the photonic qubits via the adaptive
optics and efficient spectral filtering with free-space and fibre
filters. Furthermore, based on satellite-to-ground experimental
observations reported in [33], the depolarizing effect induced by
atmospheric turbulence can be regarded as negligible.

Other dynamic atmospheric effects that significantly impact
the quality of the QKD link depending on time of day and
weather are also taken into account. This is possible due to the
framework developed in [22], where the sun irradiance—used
to calculate the stray light impinging on the single-photon
detectors—and atmospheric parameters—such as cloud cover-
age factor, weather visibility, and the relative angle between the
satellite and the ground station telescope—are extracted at the
ground station locations and used to determine noise levels and
photon losses dynamically. To limit the analysis to reliable links,
we exclude observations where the satellite’s zenith angle ex-
ceeds 75° with respect to the ground stations. We also model
false detections assuming that there is a probability py, that
a detector clicks despite no photon being received. We assume
that this event translates into a detected state with zero fidelity
with respect to the desired entangled state, leading to a lower
bound in the overall fidelity measured at the ground.

C. Photon Measurement

At the ground stations, the incoming photons are randomly
measured in either the Z basis—defined by the states |H) (hor-
izontal) and |V) (vertical)—or the X basis, defined by |D) =
(IH) +|V))/V2 (diagonal) and |N) = (|H) — |V)) /2 (antidiago-
nal). To implement this random-basis measurement, the photons
first pass through a 50/50 beam splitter (BS). At one of the BS
output ports, a half-wave plate (HWP) is used to rotate the mea-
surement basis from Z to X. Both outputs are then directed into
a polarizing beam splitter (PBS), which spatially separates the
polarization components, as illustrated in Fig. 1(b).
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Assuming the maximally entangled state |¥™) is received at
the ground stations, it evolves as follows:

1
— (H)AIV)g + V) alH)p) 255
-

L1

(IH) a1 +ilH)p2) — (IV)g1 +ilV)g2) 2)

1
NG 5

1 1
+— (Va1 +1lV)a2) — (IH)gy +ilH)gy) |-

2 V2

Here, the subscripts A1, A2, B1, and B2 refer to the different
spatial modes after the beam splitter for photons A and B, re-
spectively. The different spatial modes are shown in Fig. 1(b).
The output ports labelled A2 and B2 undergo a basis transfor-
mation via a HWP: |H) - |D) and |V) - |N).

Subsequently, each output passes through a PBS, which sep-
arates the polarization components before detection. The result-
ing state just before measurement is:

|V/ﬁnal>

1 .
= — [IH)anl0) avI0)pulV) gy + ilH) Aul0) avI0)ppIN BN

2\2
+ iID) Apl0) an10)BHIV )BY = ID) ADIO) ANIO)BDIN BN
+ 10 AulV) avIH)HI0)gy +i10) Au V) avID)BDI0) BN

+ 110) ApIN) ANIH ) BHl0) gy — 10) ApIN) ANID)BDIO)BN] 5
(3)

where the first subscript corresponds to the ground stations (A or
B) and the second subscript to the detector path (H, V, D, or N),
as depicted in Fig. 1(b). From Eq. (3), we observe that in half of
the cases, the photon pairs are measured in the same basis (ei-
ther Z or X). Consequently, during post-selection, approximately
50% of the events are discarded to ensure only measurements in
matching bases are kept. The fidelity, F, of the final state, rele-
vant to the calculations of secret key rate in the next section, is
taken with respect to a maximally entangled Bell state as (refer
to Appendix B for the full calculation).

3. PERFORMANCE
A. Secret Key Rate Calculation

The computation of the SKR follows the model shown in
[22], where both the assumption of a depolarizing channel and
Werner states produced by the entangled photon pair source have
been used. This analysis provides a lower bound on the achiev-
able secret key rate and takes as input the calculated fidelity of
the state measured on the ground. Furthermore, the model en-
ables one to split the effect of losses and decoherence (loss of
fidelity) in the channel, calculating them separately only to com-
bine them when calculating the final secret key rate expression:

SKR =Ry - (max (0,1 (1+ &) H (QBER))).  (4)

In the expression above, H is Shannon’s entropy function, & is a
factor representing the inneficiency of the classical protocol re-
quired for key extraction [28], and the QBER is calculated based
on the total state fidelity (see Appendix B).

_ 3F+1

QBER = T4 (5)
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Fig. 3. Secret key material between Madrid and Barcelona (left), and Madrid and Bilbao (right). The blue data shows the usable key without
carrying out the beam optimization, and the red data shows the results when applying the optimization of the beam. The discontinuous red
line shows the average key per pass. In the link Madrid-Barcelona, the successful passes, where key is shared between the satellite and the
ground stations, are around 39% for the non-optimized case and 48% for the optimized case. While in the Madrid-Bilbao link, the successful
passes for the non-optimized case are around 22% and for the optimized case 24%, leading to a lower average of secret key material.

Riinal = Rpraprp depends on the rate R of the source in
the satellite and the total channel efficiency, i.e., source-to-
ground-stations transmission probabilities. This term can be
decomposed into three main ones: the free-space path loss,
governed by the divergence of the beam; the atmospheric attenu-
ation factor, governed by the weather condition; and the detector
efficiency, which varies significantly in case one chooses cryo-
genically cooled detectors (higher efficiency, but fibre coupling
is required), or free-space-coupled detectors (lower efficiency,
no fibre coupling). For the purpose of this analysis, we choose
to operate under the assumption that fibre coupling can be ef-
ficiently implemented via adaptive optics correction strategies,
leading to an overall net improvement in the channel quality
with the more efficient superconducting nanowire single-photon
detectors (SNPDs). This assumption is also tied to a lower sys-
tem jitter and lower detector dead times, which lead to a higher
signal-to-noise ratio (due to narrower available detection time
windows and detection saturation rates). For the purposes of
this study, the fibre-coupling efficiency is set to 40%; inclusion
of the turbulence and wavefront correction on the QKD link
performance is left as future work.

In summary, the transmission from the satellite to the ground
stations follows the expression:

PTA = Tsar-Gnda ATMLsai.Gnda CLsacGndas (6)

P1B = Tsar.Gndg ATMLsatGndB CLsat-Gnds- (7)

7 accounts for the diffraction and pointing jitter losses (see Sec-
tion 2.B), ATML for atmospheric attenuation and scattering
loss, CL for coupling loss, and GndA/GndB for the two ground
stations of interest. A coupling loss of CL =0.5 is considered
in agreement with simulations and experimental data in optical
downlink channels with adaptive optics and single-mode fiber
coupling [31,34,35]. Further detailed description of how each
of these terms is evaluated can be found in Supplement 1. The
reason for evaluating the two paths individually is the chan-
nel asymmetry during satellite transit, not only in terms of the
dynamic conditions (such as weather conditions) but also the
distance between the spacecraft and either ground station.
Equipped with the overall loss term, the probabilities—per
attempt—associated with the detection of a valid pair can be
translated into raw detection rates via the source pair emis-
sion rate R. These are further translated into expected secret
key rate using a key extraction algorithm that implements: ba-
sis reconciliation, error correction, and privacy amplification.

As mentioned before, depending on the channel quality, the raw
detection material that must be spent in order to produce a fi-
nal key will change according to the classical protocols being
used. Since this procedure can be quite computationally inten-
sive and would have to be executed for each time step at each
satellite pass, a look-up table was generated by feeding the soft-
ware with a grid of parameters (QBER and block length)—refer
to Appendix C for discussions and results.

B. Representative System Evaluation

For the course of one month, specifically June 2025, we com-
pute the SKR per satellite pass that reached the ground sta-
tions, while accounting for real-time weather conditions. Our
analysis focuses on three links: Madrid—Barcelona (504 km),
Madrid-Bilbao (322 km), and Madrid-Lisbon (503 km). We
begin by computing the SKR per pass and, based on this, de-
rive the usable secret key material per pass. By averaging the
usable key material per pass and taking into account the percent-
age of successful passes, i.e., the passes where communication
between the satellite and the ground stations is established, we
obtain the average secret key material rate, which we then com-
pare against the requirements of Telefénica and JPMorgan use
cases.

In Fig. 3, we present the secret key material per satellite pass
and its average for both the non-optimized and optimized cases
on the Madrid—-Barcelona and Madrid-Bilbao links. The non-
optimized beam refers to a Gaussian with a beam waist of radius
W0 non-opt = 2-7 ¢m, which is compatible with the 10 prad diver-
gence at a wavelength of 850 nm, as reported in Ref. [21] for the
Micius satellite. The figure shows that beam optimization results
in an increase of the average secret key material by an order of
magnitude, which increases the SKR to a point where enough
secret bits are produced to run the applications.

Table 1 summarizes the computed results for the different
links and compares them against two use cases: Telefonica
[18], which requires 256-bit keys every 12 hours (equivalent to
0.006 bits/s), and JPMorgan [17], which requires 256-bit keys
every 2 minutes (2.13 bits/s). For the Telefonica case, the 256-
bit size ensures compliance with the standard RFC 8784, while
the 12-hour rotation is a conservative reduction of the NIST
24-hour recommendation to protect sensitive medical data [36].
We observe that the 12-hour key renewal, used for communi-
cation between hospitals, is achieved across all links when the
beam optimization is carried out. We do also see that for the link
Madrid-Barcelona, this last use case can also be implemented
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Table 1. Summary of Results for an Entangled Photon Source (Micius-like, 5.9 - 10° Hz [16])?

Non-Optimized Scenario

Optimized Scenario

Link Rate [Keys/s] Telefénica JPMorgan Rate [Keys/s] Telefonica JPMorgan
Req. met? Req. met? Req. met? Req. met?
Mad-Bilb 0.003 No 0.028 Yes No
Mad-Ben 0.012 Yes 0.132 Yes No
Mad-Lis 0.004 No 0.055 Yes No

“The Table details whether the achievable key rates meet the distinct service requirements for Telefénica (0.006 Keys/s) and JPMorgan (2.13 Keys/s).

without the optimization. This is due to the high percentage of
successful passes, i.e., the key is shared between the satellite and
the ground stations, we observe in that link during the month we
are evaluating: around 40% for the non-optimized case and 50%
for the optimized. This contrasts with the other two links, where
the percentage of successful passes is around 20-25%, and up
to 34% for the optimized case between Madrid and Lisbon.
The passes where the communication is established between
the satellite and the ground station are higher in the optimized
case due to the fact that in those cases the overall channel effi-
ciency improves; therefore, there will be cases where the SKR is
zero in the non-optimized cases and non-zero in the optimized
case.

However, for the more demanding use case of QKD-based
VPNs, where the key must be refreshed every 2 minutes, the
required key rate is not met. To get to such key requirements,
we would need to improve the entangled photon source rate to
the order of 1 GHz [24] (for more details, check Appendix D).
Additionally, we could also boost the SKR by not only in-
creasing the photon source rate but also combining it with the
decrease in coupling loss, CL, which we consider 0.5 due to
the scintillation effect of the lowest parts of the atmosphere
[31,34,35]. This coupling efficiency could be increased by con-
sidering free-space coupling into the single-photon detectors
[37], or multimode fiber coupling [38,39]. For distances be-
yond the Iberian Peninsula, constellations of satellites could be
used.

4. CONCLUSION

In summary, we have demonstrated how single-satellite archi-
tectures enable the extension of quantum key distribution (QKD)
from metropolitan-scale deployments [18] to national-scale dis-
tances. Our approach employs an entanglement-based QKD
protocol, which eliminates the need for trusted nodes in the
key distribution process, thereby reducing the risk of eavesdrop-
ping. Furthermore, we introduced a beam optimization method
that accounts for satellite pointing jitter and the clipping effects
due to the finite size of the transmitter’s aperture, maximiz-
ing the transmission probability. This optimization allows us
to meet the key rate requirement for the current use cases of
secure communication between two hospitals [18], using state-
of-the-art satellite technology [16]. Furthermore, by upgrading
the rate of the entangled photon source to 1 GHz, which can be
reached with current technology [24], we could also meet the
requirement for the most demanding use case [17].

In those use cases, hybrid quantum algorithms are employed,
where only the first layer involves quantum processing. As a nat-
ural progression, future work should investigate fully quantum
algorithms and their corresponding key rate requirements.

Additionally, in our current setup, we assume trusted ground
stations for classical information storage. Incorporating quan-
tum memories at the ground level would allow for the use of
untrusted ground stations and enable the distribution of entan-
glement across nodes. This would open the door to a broader
range of quantum technologies beyond QKD, including blind
quantum computing [40,41] and quantum-enhanced sensing
networks [4-6].

APPENDIX A: FREE-SPACE CHANNEL MODEL

In this appendix, we discuss the details of our free-space channel
model. This model considers the effects of the beam propagation
and the pointing jitter in a coupled manner. Furthermore, as the
maximum average photon capture probability is obtained when
the spatial Gaussian mode describing the single photon in the
transmitter aperture is highly clipped, the model presented in
this appendix also accounts for the diffraction effects due to this
clipping. A more detailed explanation of this model can be found
in [30].

The beam waist w( of the spatial Gaussian mode is located
at the satellite’s telescope aperture. The telescope on board the
satellite has a radius a. The field at the ground station’s aper-
ture plane, located at a distance z, can be computed numerically
through Fresnel propagation [42]. This propagation gives the
probability density function of the spatial location of the sin-
gle photon, i.e., I(x,y), in the ground station’s aperture plane.
Then, a convolution can be performed to compute the probabil-
ity of capturing the single photon g(xy,yy) when the center of
the beam is displaced to (xg, o) in the ground station’s reference
system. This convolution can be computed using the convolution
theorem by:

g(xp,y0) = F~LF(I) - F(A), (A1)

where A(x,y) is the aperture function of the ground station’s
telescope and F is the bidimensional Fourier transform. The
satellite pointing jitter is modeled as a bidimensional Gaussian
probability density function of the location of the center of the
beam at the ground station frame of reference (xg,yg):

1 x2 +y2
fPJ(x()syO)zﬁeXp(_ 02020)’ (A2)

where o =zopy, and opy is the angular pointing jitter. By com-

bining the previous equations, the probability density function
of the photon capture probability can be computed as [43]:

Fp = [, for(eo.70) 8[n = 8(xo. ¥0) 1dxo dyo,  (A3)
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Fig. 4. Key extraction efficiency—Ilook up table. The heatmap shows the value of 7 (Eq. (C1)) as a function of the block length and the

estimated QBER.

where &§(x) is the Dirac delta function. Finally, the average of
this probability density function gives the average photon cap-
ture probability. As shown in Supplement 1, the latter is to be
maximized in the context of quantum entanglement-based QKD
for optimal performance of the system. This maximization is
done by varying the beam waist w, of the spatial Gaussian mode
transmitted.

APPENDIX B: FIDELITY OF THE FINAL STATE

In this appendix, we provide a more detailed calculation of

how we compute the fidelity required for the secret key rate

computation. The final state is of the form:
pﬁnaleh//)(ll/‘+deeph+cpgarb’ (B1)

where |y) is the desired target state which gives fidelity 1, pgepn
are the multi-photon states, where one photon for each elemen-
tary link has been lost, resulting in a dephased states which gives
fidelity smaller than one, and pg,, is the non-specified ‘garbage’
density matrix with zero overlap with the desired target state.
The (normalized) density matrix of the dephased state is the
following:

1
Pdeph = 75 SHENIVIHIV|+SIV)HNVIH + [H)H)KHKH|

HWIVHVIVD, (B2)

being the fidelity of the previous state:
Fdeph=<ll’|pdeph|l//>=5/12- (B3)
Therefore, the overall fidelity is:
5
F= <l//|,0ﬁna1|l//> _ A+ EB , (B4)
Tr(pna) A+B+C

where the parameters A, B, C are the following:

A=2(1 = A)praPTas (B5)

B=522pyaprp(l —pra) (1 -prp), (B6)

C=2(1-2) (pra(l = prp)Pdark + P8 (1 = PT.A) Pdark
+ (1 =pra) (1 = p1E)Pgan)
+ 22 (3pra(l = pra) (1 = prp) *Paark
+3prp(1 = prp) (1 = Pra) *Paark

3
+5(1 -pra)i(l _pT,B)ngark)

1
+ 5= 2)%Pgun (B7)

APPENDIX C: KEY EXTRACTION

The key extraction protocol is performed after the quantum state
transmission and reception phase of QKD, leading to a so-called
block of detection events. The two communicating parties in
the BBMO92 configuration transmit the time-tagged information
about the (in this case, passively) chosen measurement bases.
Basis reconciliation and time filtering allow both parties to dis-
card all events that correspond to mismatched bases or those that
fall outside the time window of acceptance. It is important to
note that time synchronization, in this case, must be enforced
between the receiving parties, i.e., the OGSs. Therefore, ground-
based solutions, such as the White Rabbit Protocol [44], can
be used to achieve synchronization with precision down to tens
of picoseconds. At this point, the protocol requires the par-
ties to sacrifice a subset of the remaining events by disclosing
the detection outcome in order to calculate the QBER. If the
value is below the threshold for security—at 11% for BBM92
[45]—the protocol moves on to the next stage. Depending on
the value of the QBER, however, the amount of privacy ampli-
fication rounds will vary: for low values of QBER, the expected
mutual information between the communicating parties and a
potential adversary is low, indicating that the security of the
key is high; if the value of the QBER approaches the threshold,
more rounds are necessary to reduce the mutual information and
enforce security of the key material.

The factor on the right-hand side of Eq. (4) of the Main Text
indicates the ratio between the amount of raw detection events
before privacy amplification and error correction rounds and the
final amount of secure bits output by the protocol. Practical oper-
ation of QKD systems requires online computation of the QBER
and execution of the subsequent rounds of classical communi-
cation that enable producing a key. The complexity of the steps,
and the fact that they may be executed several times, lead to
the development of dedicated hardware to tackle this problem
efficiently and ensuring that it does not represent a bottleneck
in the key distribution link. For the analysis presented in this
work, several satellite passes have been evaluated over multi-
ple days, which translates into a heavy computational task to
execute the classical protocol for each block of raw detection
events. Therefore, a look-up table (LUT) was created allowing
one to efficiently and accurately estimate the value of the so-
called key extraction efficiency (7; yT) given a block length and
the corresponding QBER value. In other words:

SKR = Ry - (max (0, 1 — (1 + &) H (QBER)))
= Reinal - 1T [Lolock; QBER] .

The look-up table was generated by artificially inputting bit
strings—of different length and error rate—to a key extraction

(C1)
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Table 2. Summary of Results for an Entangled Photon Source of 10° Hz?

Non-Optimized Scenario

Optimized Scenario

Link Rate [Keys/s] Telefénica JPMorgan Rate [Keys/s] Telefénica JPMorgan
Req. met? Req. met? Req. met? Req. met?
Mad-Bilb 0.565 Yes 5.005 Yes Yes
Mad-Bcen 2.367 Yes Yes 22.978 Yes Yes
Mad-Lis 1.031 Yes 10.378 Yes Yes

“The table details whether the achievable key rates meet the distinct service requirements for Telefénica (0.006 Keys/s) and JPMorgan (2.13 Keys/s).

software implementing the Cascade error correction protocol
[46,47]. For each combination of [Ly.q; QBER], nyy—pre-
sented as a heatmap in Fig. 4(a)—outputs a value of that can
be immediately used to calculate the expected key material gen-
erated by the QKD protocol. In Fig. 4(b), we present the same
calculations but considering a static value of & = 1.22, which ap-
proximates the realistic results for large block lengths (L > 10%).
Due to the limited availability of the satellite during the pass, and
the dynamic weather conditions that can significantly diminish
the key material generated on the ground, the regime of L < 10%
is relevant for the analysis of the results and justifies the use of

TLUT-

APPENDIX D: RESULTS WITH AN ENTANGLED
PAIR PHOTON SOURCE RATE OF 10° HZ

In this appendix, we provide the results we get with an entangled
photon source rate 3 orders of magnitude higher than Micius.
As we see in Table 2, we always get the key requirements for
Telefénica’s use case, and with the optimization we get the more
demanding use case of refreshing the key each two minutes from
JPMorgan.
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