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Abstract. Cyberattacks are becoming more and more frequent, which raises the
need for good cybersecurity practices. IT security experts are tied to budgets,
which is why methodologies are developed to help them allocate resources. The
attack tree is one of these methodologies. In current methods there is no possi-
bility to take into account the motivation of the attacker. By means of a design
science approach a framework has been designed that includes the motivation
of attackers in the attack tree analysis. The designed framework provides more
flexibility in the pay-off values for attackers. With the use of the framework, it
is possible to differentiate the pay-off values for variously motivated attackers
as well as for various attack paths.
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1 Introduction

In recent years, cyberattacks have become more and more complex and the amount of
attacks is expected to keep multiplying in the coming years [1,2]. This stresses the
need for good cybersecurity practices, but most IT security experts are bound by
budgets and they often do not have a very good insight in the threats that exist [2]. In
order to help these experts get a clearer overview of the threats on their system and to
help them make decisions on what countermeasures to take, various tools have been
developed.

One of the tools developed for cyber security experts is the attack tree methodolo-
gy. With this methodology it is possible to analyze complex attacks that consist of
multiple steps and where multiple steps are possible [3]. By splitting up the overall
attack into smaller steps, it is possible to derive the security properties from the prop-
erties of the smaller steps [4]. After the introduction of the method by Schneier [5],
the methodology has been developed further over time [3,4], [6-15]. A full overview
of all the various ways in which the methodology is described is found in [16].



One way in which the attack tree methodology has been developed is by making
the parameters that are assigned to the attack tree independent of the type of attacker
[12,13]. In this way the attack tree can be reused for various types of attackers, with-
out having to update all the parameter values. The attacker properties are in this case
separated from the system properties and are represented in attacker profiles.

Various studies have been performed to form attacker profiles [17-22]. One of the

attacker characteristics that was mentioned in almost all of them was the attacker’s
motivation. Within the current attack tree methodology, this attacker characteristic
has not yet been separated from the parameter values. The framework that was de-
signed in the current research aims at resolving this research gap, by including the
motivation of attackers in the attack tree methodology. The research question related
to this research is the following: How can the motivation of attackers be included in
the use of attack trees for cyber threat analysis? A design science research approach
described by [23] was used to form the framework.
This paper describes the framework and the most important steps taken during the
design process. In section 2 the state of the art in the attack tree methodology is de-
scribed. Section 3 describes the value that the framework adds and section 4 describes
the actual design process and presents the framework. In section 5 an example will be
worked out, to show how to apply the framework. Some concluding notes are given in
section 6.

2 The attack tree methodology

The first use of a tree structure for analyzing vulnerabilities of a system was presented
by Weiss [24]. The term attack tree was however introduced a few years later by
Schneier [5] and he is therefore often stated as the pioneer in the field. The attack tree
methodology introduced by Schneier consists of two phases. First the attack tree is
constructed. To construct the attack tree first an overall goal for the attacker is chosen.
This goal is represented in the root node of the attack tree. This root node is then split
into sub attacks, or sub goals. You continue this process until you cannot split them
any further and these attacks should be of such an elementary level that it is possible
to assign parameters to them. Each node that is split up can either be an OR node or
an AND node. For an OR node any of the lower level objectives needs to be per-
formed successfully in order to reach the objective in the OR node. For an AND node
all of the lower level objectives need to be performed successfully in order to reach
the objective in the AND node.

After constructing the attack tree comes the analysis phase. In this phase you as-
sign parameter values to the attack tree and analyze the results. Schneier mentions
various possibilities for parameter values, but the most basic one is a Boolean pa-
rameter that takes either the value ‘possible’ or ‘impossible’ [5]. What can be seen
from this, is that Schneier has to assume a certain type of attacker when assigning the
parameter values. Whether an attack is possible or impossible depends on the type of
attacker. The parameter is thus not attacker independent, which would be needed for
reusability of the attack tree.



In early uses of the attack tree methodology, just a single parameter was assigned.
Later on a model was developed that uses multi-parameter attack trees [6]. This was
further developed by Jirgenson & Willemson [8,9] and in [14] an effort was made to
make various parameters attacker independent, by analyzing attacker properties sepa-
rately. In the method of [14] the attacker properties skill and resources were taken into
account. The current framework has extended this method of [14] by also taking into
account the motivation of the attacker.

3 Added value of the framework

In order to include the motivation within the framework for the attack tree methodol-
ogy, the influence of the attacker’s motivation has to be clear. The motivation of the
attacker relates to the reason for performing the attack. If two differently motivated
attackers will perform the same attack they will probably value the outcome different-
ly. If we assume an attacker that is motivated by financial benefits performs a chal-
lenging attack that yields no money he will value the outcome very low. For an at-
tacker that is motivated by the challenge the attack provides, the outcome of the same
attack may be valued a lot higher. The motivation of the attacker thus influences the
pay-off of the attack for an attacker.

In the current model this pay-off is represented by a global gains parameter, that
has the same value for each type of attacker [7-10], [12]. In this case you would thus
have to update the gains parameter when assuming different types of attackers. Also
the gains parameter has low flexibility in the current model, because every path an
attacker takes, leads to the same gains. It is however likely that stealing a laptop to
obtain secret data results in more gains then obtaining the data via remote access,
because the laptop itself is also worth something. These shortcomings of the current
methodology are overcome by the designed framework. In the new model:

e The gains parameter is made independent of the type of attacker
¢ Various pay-offs are possible for variously motivated attackers
e The gains parameter is made more realistic

4 Description of the framework

The framework designed consists of three different parts and is visualized in Fig.1.
The first part is to set up the attack tree, the second to set up the attacker profile and
the third part is to combine the two and analyze the results. These three parts are dis-
cussed in consecutive subsections.

4.1  Setting up the attack tree

The first step in setting up the attack tree, is to determine the main objective of the
attacker, which will be the root node of the attack tree. After doing so, the rest of the



tree can be constructed by splitting up the root node and keep splitting the nodes until
no further refinement is necessary.

The next step is to assign parameter values to each of the leaf nodes. The parame-
ters that are used within the framework are the same as those in the method of Lenin
et al. [12]. A value for the following parameters needs to be assigned:

penalties when being caught. Values for this parameter are real numbers.

an ordinal scale. Possible values are {low, medium, high, very high}.

Expenses — This parameter consists of the costs for the attack and the possible
Difficulty — This parameter describes the difficulty of the attack and is chosen on

Required attack time — This parameter describes the time that is required to per-

form the attack. The parameter is measured on an ordinal scale and the possible

values are {seconds, minutes, hours, days}.
Probability of success — This parameter describes the chance that the attack is suc-

cessfully performed if attempted. This parameter has a value between 0 and 1.
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Fig. 1. Visualization of the framework for the attack tree methodology

After assigning the parameters, intermediate pay-off nodes need to be identified,
which are the nodes that, when reached, result in gains for the attacker. The inclusion

of intermediate pay-offs makes it possible to have different gains for different ways of

performing the attack.



The next step is to assign a value for the gains for the root node as well as for the
intermediate pay-off nodes. In the new framework, these gains are no longer a single
value, but are split up in five different forms of gains. Splitting up the gains allows
you to differentiate between gains for different types of motivation. For an attacker
motivated by financial benefits, money is the most important gain, but for an attacker
motivated by notoriety, fame is the most important gain. A list has been formed of the
possible motivations an attacker may have. This list is based on previous studies on
the motivation of attackers [17-22], [25,26]. For each of these motivations, an associ-
ated gain has been identified. Table 1. shows the types of motivation and their associ-
ated gains.

Table 1. Motivations and their associated gains

Type of motivation Type of gain
Financial benefits Money
Causing damage Damage
Knowledge gaining Knowledge
Pleasure seeking Pleasure
Notoriety within a community Notoriety

When assigning values for each of these types of gains, it is important to assign val-
ues that are independent of the attacker. This is to make sure that the attack tree can
be analyzed for variously motivated attackers, without having to update the parame-
ters in the attack tree. The attacker profile that contains the attacker characteristics is
used to differentiate between pay-offs for various attackers. The average pay-off val-
ue for an attacker is suggested to be used as the attacker independent gain value.

Estimating values for each of the types of gains is a complex task, as it is hard to
quantify pleasure for example. Also each of the gains needs to be measured on the
same scale as to be able to compare them with each other. The recommended way to
do so is by monetizing the values for each type of gain. This way all the gains will be
expressed in money and will thus be comparable. Estimating monetary values for the
gains is however not straightforward. One way of doing so, would be by using guess-
timates, where the IT security expert him/herself attempts to estimate the gains. The
expert could for example use available sources on previous incidents or his/her expe-
rience to make a plausible estimate.

Inspiration for estimating the gain values can also be taken from the way in which
insurance companies put prices on injuries or deaths. The two ways that are used to
do so are based human capital and on willingness to pay [27]. Using these methods is
however very time consuming and may therefore not be useful. A combination of the
methods could also be used, to be able to choose the most applicable method for each
of the types of gains.

The next step is to set up a Boolean formula for the whole tree and for every sub
tree rooted in a pay-off node. In the current methodology, the attack tree is represent-
ed by a Boolean formula where each elementary attack is a Boolean value that is set
to True if the elementary attack is attempted and False if the elementary attack is not
attempted. The elementary attacks that will be attempted are represented in an attack



suite. The overall Boolean formula returns True if the root node is reached by the
attack suite and False, if not. How this Boolean formula takes form, will be shown in
the example in chapter 5. In the current methodology, only attack suites that return a
True value in the Boolean formula are taken into account in the analysis. In the de-
signed framework there are however also intermediate pay-off nodes and we want to
allow the attacker an opt-out possibility as well. This means that also attack suites that
just reach an intermediate pay-off node should be taken into account in the analysis.
In order to do so, not just one Boolean formula is formed, but a set of formulas. One
for the overall tree and one for every subtree that is rooted in a pay-off node.

The last step in setting up the attack tree is to determine what the satisfying attack
suites are. A satisfying attack suite within the designed framework is an attack suite
that returns True for at least one of the set of Boolean formulas.

These steps conclude the setting up of the attack tree. The result is an attack tree
with parameter values assigned to the elementary nodes, described by a set of Boole-
an formulas of which each corresponds to a (sub) tree that has values for five types of
gains associated with it. The next subsection discusses the setting up of the attacker
profile.

4.2  Setting up the attacker profile

The next part of the framework focusses on setting up the attacker profile. The first
step in setting up the attacker profile is to determine what type of attacker you want to
analyze. For this type of attacker, values need to be assigned for various attacker
characteristics. The characteristics for which a value needs to be assigned are the
following:

e Budget — This parameter describes the amount of money that an attacker has avail-
able. The value for this parameter is a real number.

o Skill — This parameter describes the capabilities of the attacker and is measured on
an ordinal scale. The possible values are {low, medium, high}.

e Time available — This parameter describes the time that the attacker has available
for performing an attack. Values are on an ordinal scale, which are {seconds,
minutes, hours, days}.

The third step in setting up the attacker profile is assigning a weight for each type of
gain. This is the step where the motivation of the attacker is taken into account in the
attacker profile. By assigning weight values, the importance of each of the types of
gains for the attacker can be expressed. A weight has to be assigned for the following
types of gains:

Money
Damage
Knowledge
Pleasure
Notoriety



As discussed earlier, the attacker independent gain value is considered to be the aver-
age pay-off value for an attacker. The weight value is used to form the pay-off value
for the attacker described by the attacker profile. The weight value should say some-
thing about how the attacker values the gain as compared to the average attacker. Two
possible ways of allocating these weight values are:

1. Free choice of weight values
2. Choose weight from predefined set of values

The first method give the IT security expert the most freedom in choosing the weight
values, which may be necessary is s/he is interesting in calculating the exact outcome
values for a certain attacker. However even with this freedom it may still not be pos-
sible to calculate the actual pay-offs, because this is a very complex task.

It is more realistic for the IT security expert to form a ranking of the outcomes of

the various attacks. In this case no exact pay-off values are necessary and thus the
second method for allocating weight values can be used. For example only values
between zero and two could be chosen. In this case it is possible to indicate that the
attacker in not interested in the type of gain at all or that he is interested twice as
much as the average attacker.
The aim of this research is not to provide a definitive method of assigning the
weights. It should however be understood that there are various ways of assigning
values and that it possibly has an influence on what you can do with the results from
the attack tree analysis. If you want the actual pay-off value for an attacker, the
weight value needs to be assigned as accurate as possible, which is a complex task.
Future research can possibly form an outcome here.

The last step in setting up the attacker profile is to assign a weight value for the ex-
penses the attacker has to make. In earlier iterations of the design it was noticed that
there is also a need to indicate the importance of the expenses for the attacker. When
the values for the weights for the various types of gains are freely chosen, it might be
possible that the influence of the expenses is completely lost if it is not possible to
assign a weight to these expenses. Also in the case of assigning weight values be-
tween 0 and 1 to the various types of gains, the expenses could get too much influence
if no weight is assigned to these expenses. A weight will therefore also be assigned to
the expenses.

This concludes the steps needed to set up the attacker profile. The result is a profile
of a certain attacker with his/her characteristics and weights for the various types of
gains and the expenses. The next sub section describes how the attack tree and attack-
er profile are combined.

4.3  Combining the attack tree and the attacker profile

After setting up the attack tree and the attacker profile, the two can be combined and
the actual analysis can be performed. The first step here is to determine which attack
suites are profile satisfying. An attack suite is profile satisfying if an attacker is able
to perform the attacks within the attack suite. There are three ways in which an attack
suite can fail to be attacker satisfying [12]:



o -If the total expenses of the elementary attacks in the attack suite are higher than
the budget of the attacker.

o [f any of the elementary attacks in the attack suite has a higher difficulty level than
the skill level of the attacker.

o [f any of the elementary attacks in the attack suite has a higher required attack time
than the time available of the attacker.

The next step is to follow the mathematical structure to calculate the outcome for each
of the profile satisfying attack suites. In the analysis the attackers are assumed to be
rational. The goal of the analysis is thus to find the attack suites that have positive
outcome, because when an attacker performs these attack suites there is a positive
expected result. The outcome of an attack suite is calculated by subtracting the ex-
penses from the pay-offs. The formula used for this is the following:

Outcomeé = Pay_off(,j — e Z Expenses;

Xi€o

In this formula, the sigma represents the attack suites which is a set elementary at-
tacks Xi. The pay-off and thus the outcome is dependent of the attacker j. The weight
for the expenses as defined in the attacker profile is represented by el. The Expenses
are formulated in the attack tree.

The pay-off of an attack suite is calculated by summing up all the pay-offs of every
pay-off node that is reached multiplied by the probability of successfully performing
the attack in that pay-off node. In formula form this looks as follows:

Pay _off] = > W xpa
F(T(Y))(o:=true)=true

In this formula F(T(Yl-)) represents the Boolean formula for the (sub) tree with its
rood in node Y;. Both the intermediate nodes and the root node are represented by Yi,
where Yo is the root node. The pay-off for attacker j in pay-off node Yi; is represented
by PL.j. The last part of the formula is ps 7(y;) Which is the probability of success for
the (sub) tree rooted in Y; for attack suite sigma. The probability of success is calcu-
lated up the attack tree by using the following process:

e For each of the elementary attacks that is not in sigma the probability of success is
setto 0

e For each of the elementary attacks in the attack suite the probability of success is
left with the value it was assigned

e Now the probability of success of each non-leaf node i is calculated based on its
child nodes j.
— For an AND node the formula is: Hfﬂ Pi (All need to be a success)

— For an OR node the formula is: 1 — [T¥_,(1 — p;.) (1 minus the chance that all
Jj=1 j
fail)



Following this process for every node in the attack tree, you eventually reach the pay-
off node for which you need to determine the probability of success. This is the prob-
ability of success you need in the formula.

The last formula that is needed is for calculating the pay-off for a certain attacker.
This formula has the form of a utility function where the value for each type of gain in
the attack tree is multiplied by its associated weight value. The formula looks as fol-

lows:
n
j_ j i
P=) wixg
k=1

In this formula w;! represents the weight of attacker j for gain type k and gj represents
the gain of pay-off node Y; for gain type k.

The last step of the framework is to analyze the results and draw conclusions on the
security of the system. Based on the outcomes the IT security expert can decide
whether or not to take countermeasures and where to place them.

5 Example application of the framework

To further clarify the described framework an example is presented. The example
deals with an attack tree in which the main goal is to obtain secret data. The way to do
so is by stealing a laptop AND decrypting the data. For stealing a laptop the attacker
has to social engineer a key AND access a room. Decrypting the laptop can either be
done by obtaining the encryption key OR using brute force. The attack tree is visual-
ized in Fig.2. The link under the ‘Obtain secret data’ node indicates that it is an AND
node.

Obtain secret data
Yo

Steal laptop
Y

Decrypt data
Y:

Obtain
encryption key
Xq

Brute force
Xs

Access Room
Xz

Social engineer key
X

Fig. 2. Attack tree for obtaining secret data

After setting up the attack tree, parameter values are assigned to the elementary at-
tacks. The parameter values assigned are shown in Table 2.



Table 2. Parameter values for the elementary attacks

Elementary at- Expenses Difficulty Time needed  Probability
tack of success
X, 100 Low Seconds 0.5
X, 200 Medium Minutes 0.8
X; 400 Medium Hours 0.8
X, 250 Medium Minutes 0.4

Now it has to be determined which intermediate nodes are pay-off nodes. In this ex-
ample the root node is a pay-off node as well as Yi. For both of these pay-off nodes a
value has to be assigned for each of the types of gains. For the sake of simplicity, just
two types of gains are used in this example, which are money and knowledge. The
values that are assigned are presented in Table 3.

Table 3. Gains values for each of the pay-off nodes

Pay-off node Money gain Knowledge gain
Yo 500 500
Y1 1000 0

After assigning these values the set of Boolean formulas is set up for the attack tree.
For this example attack tree the following Boolean formulas apply:

F(T(Yp)) = (X1 A X)) A(X3V Xy)
F(T(Y)) = X, A X,

The last step for setting up the attack tree is to determine the satisfying attack suites.
For the example attack three the satisfying attack suites are {Xi, X2}, {X1, X2, X3},
{Xl, Xz, X4} and {Xl, Xz, X3, X4}.

The next part is to set up the attacker profile. In order to show the influence of the
weight values, two attacker profiles are set up. The values for the attacker characteris-
tics that are assigned, are the same for both attackers and shown in Table 4.

Table 4. Values for the attacker characteristics

Attacker characteristic Profile value

Budget 1000
Skill High
Time available Days

The last two steps of setting up the attacker profile are assigning the weights for the
various types of gains and assigning the weight for the expenses. These weights are
combined and shown in Table 5.



Table 5. Weight values for the attacker profile

Weight for... Weight value for attack- Weight value for at-
erl tacker 2
Money 2 0.5
Knowledge 0.5 2
EXxpenses 1.5 15

For the analysis phase, the first step is to determine which attack suites are profile
satisfying. In this example all of the attack suites are profile satisfying and the out-
come will thus be calculated for the attack suites {X1, X2}, {X1, X2, X3}, {X1, X2, Xa}
and {Xi, X2, X3, X4}. The previously presented formulas are used for this and the re-
sults for attacker 1 are presented in Table 6 and for attacker 2 in Table 7.

Table 6. Satisfying attack suites and the calculated outcome for attacker 1

Attack suite Pay- Pay-  Psucces(Yo) Psucces(Y1) Weighted Outcome

() off off expenses
(Yo) Q)

X, X, 1250 2000 0 0.4 450 350
X1, X2, X3 1250 | 2000 0.32 0.4 1050 150
X1,X,,X, 1250 2000 0.16 0.4 825 175

X1.X,,X3,X, | 1250 2000 0.352 0.4 1425 -185

Table 7. Satisfying attack suites and the calculated outcome for attacker 2

Attack suite Pay-  Psucces(Yo)  Psucces(Y1) Weighted Outcome
(o) off expenses
(Y1)

X1, X, 1250 @ 500 0 0.4 450 -250
X1, X5, X5 1250 | 500 0.32 0.4 1050 -450
X1,X5,X, 1250 @ 500 0.16 0.4 825 -425

X1,X5,X3,X, 1250 | 500 0.352 0.4 1425 -785

In the case of this example, you could say that it is not interesting for attacker 2 to try
to obtain the secret data, because none of the attack suites results in a positive out-
come. For attacker 1 however, there are multiple attack suites that have a positive
outcome. The outcome of the attack suite in which the opt-out possibility is used is
the highest, which could thus be considered as the most likely attack to be attempted
by the attacker.

6 Concluding notes

This paper describes a framework that was designed to resolve the research gap asso-
ciated with the research question: How can the motivation of attackers be included in
the use of attack trees for cyber threat analysis? An example was given to demon-



strate the designed framework. The framework has also been tested on a real world
case, where the framework was considered to improve the current state of the art. The
framework allows for various pay-offs for variously motivated attackers and more
flexibility is possible in the gains parameter, because of the inclusion of intermediate
pay-offs and because the gains parameter is split in different forms of gains.

There is however still room for improvement. The main shortcoming of the
framework can be found in the guidelines for estimating the gains. No clear descrip-
tion has yet been given on how these gains can be estimated independent of the at-
tacker. Future research could look into the possibility of changing these gains in in-
terval values, where no exact value needs to be given. The method described in [7]
could possibly serve as a starting point for that. Also looking into the possibility of
including a sensitivity analysis for the outcomes might prove fruitful in the future.

Also for setting the weights, no definitive method was provided. Some possibilities
are described with their pros and cons, but further research will be necessary to de-
termine the most suitable method.
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