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A scoping review and stress testing framework for High Impact 
Low Probability (HILP) events

Ali Cheshomi * , Nazli Yonca Aydin , Tina Comes
Faculty of Technology, Policy and Management, Delft University of Technology, Jaffalaan 5, 2628 BX, Delft, the Netherlands

A B S T R A C T

Societies are increasingly confronted with High-Impact Low-Probability (HILP) events. These events pose important challenges to societies as they 
disrupt critical infrastructures (CIs), the backbone of modern societies, leading to cascading and systemic disruptions across interconnected systems. 
Stress testing has emerged as a prominent approach for assessing system performance under adverse conditions. However, its suitability for 
addressing characteristics of HILP events, such as uncertainty, urgency, and complexity, remains unclear. This paper presents a scoping review of 
stress testing methodologies developed to date for terrestrial CIs, with the aim of identifying key methodological elements, with particular attention 
to the context of HILP events. The review reveals that existing stress testing approaches remain largely sector-specific and domain-specific, rely 
predominantly on hazard-centric scenarios, and insufficiently account for multi-sectoral interdependencies, dynamic system behavior, and the 
recovery and adaptation phases of resilience. Moreover, current methodologies tend to emphasize quantitative modeling, involve limited stake
holder participation, and lack mechanisms for iterative learning and adaptation, thereby constraining their relevance in rapidly evolving HILP 
contexts. In response to these gaps, this study proposes a conceptual framework for stress testing structured around three main stages of pre- 
assessment, assessment, and treatment. The framework emphasizes cross-sectoral and multi-domain analysis, stakeholder-inclusive and participa
tory approaches, and explicit consideration of recovery and adaptation processes. This study provides a foundation for advancing stress testing 
practices that are specifically tailored to HILP events and fosters the resilience of CIs.

1. Introduction

High-Impact Low-Probability (HILP) events are rare but potentially catastrophic, characterized by limited historical precedent and 
high uncertainty about their predictability and potential combinations of effects. These events often emerge as unexpected shocks that 
can severely disrupt infrastructure, services, and societal functioning [1]. From a hazard magnitude and exposure perspective, global 
phenomena such as climate change and geopolitical instability are increasing the probability and frequency of high-magnitude events 
[2]. They are also causing such events to occur in locations where they have not been experienced before. From a vulnerability 
perspective, the growing complexity and interdependence of critical infrastructures (CIs), driven by the demands of modern life, and 
reliance on aging yet connected infrastructures, further contribute to the emergence of HILP events through cascading failures. The 
interdependencies of CIs increase the likelihood that localized disruptions propagate across infrastructure sectors and escalate into 
large-scale systemic failures [3], i.e., a disruption in one sector can trigger cascading failures across others, potentially amplifying the 
initial impact and creating a “perfect storm” [4,5]. As such, HILP events may arise from both high-magnitude hazards with very low 
probabilities of occurrence (e.g., the 2023 Maui, Hawaii, wildfires) or from cascading effects that amplify the consequences of one or 
multiple triggers (e.g., the 2021 Suez Canal blockage, where a localized disruption triggered global supply chain and energy market 
impacts).
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The evolving nature of risks has revealed the limitations of traditional risk assessment approaches, prompting practitioners, pol
icymakers, and researchers to rethink how infrastructure vulnerability and resilience are evaluated [6–9]. However, significant gaps 
remain in existing knowledge, limiting our ability to adequately assess the performance of CIs under emerging threats and to enhance 
their resilience [10,11]. In this respect, more advanced and standardized tools for assessing risk and resilience in CIs are required 
[11–13].

Among the methodologies developed to assess CIs against the changing hazard landscape, Stress Testing has emerged as a 
promising method [12–15]. Stress testing was originally developed in medicine and materials science to test physical strength and 
biological responses to stimuli [16–19] and was later adopted in finance, nuclear energy, and CI [17,20,21]. As such, stress testing has 
evolved into a prominent approach for assessing the vulnerability and resilience of infrastructure systems [11]. Its scenario-based 
nature allows for the exploration of system performance under extreme conditions designed to expose vulnerabilities and failure 
thresholds that are often neglected in conventional risk assessment [12,22].

Despite its potential and growing applications for diverse CIs the current stress testing landscape is highly fragmented, with 
substantial differences in objectives of application, sectoral focuses, modeling approaches, and their underlying modeling assumptions. 
Surprisingly, there is no review yet that scopes out the emerging field of stress testing research for Critical Infrastructures. In addition, 
for stress testing to live up to the ambition to reveal system vulnerabilities against HILPs, specific conditions such as extreme un
certainty and evolving disruption dynamics need to be at the heart of a stress test. Yet, because of the fragmented stress testing 
landscape, it is unclear how and to what extent the different ST paradigms are adequate for HILPs. What is missing is thus a cross- 
sectoral review of stress testing methodologies, along with an understanding of how they can be adequately tailored to prepare and 
evaluate our infrastructure for future HILP events.

To address this gap, this study is guided by four research questions designed to capture the core methodological dimensions of stress 
testing. We split the questions into a narrative and a methodological part. The first three questions are inspired by the scenario 
planning literature [23,24], especially for low-likelihood situations [25], focusing on the scenario narratives and outcomes that are 
underlying the ST: (1) what systems are tested and for which hazards? (“What is tested?”); (2) how are the impacts of a hazard and the 
related uncertainties modeled? (“How is it modeled?”); and (3) what outcome is measured, risk or resilience? (“What is measured?”). 
The methodological question focuses on the process. Wright and Goodwin [25] have shown that under conditions of low predictability, 
cognitive biases play an important role. Therefore, we investigate (4) how is the stress testing workflow designed? (“What is the stress 
testing workflow?”), especially if it invites diversity and broad participation to avoid groupthink. These questions from the scenario 
planning literature address the key challenges by capturing system scope and interdependencies, representing uncertainty and dy
namics, evaluating performance beyond failure, and examining how stress testing is implemented. Together, these questions constitute 
the framework for analyzing stress testing methodologies, allowing us to identify what is needed to tailor CI stress tests specifically for 
HILP events.

Building on this analytical framework, this study provides a scoping review of the emerging body of academic research on stress 
testing methods applied across various CIs. Our study focuses on terrestrial CIs, i.e., chemical and nuclear sectors, transportation, 
water, food supply chains, ICT, energy, and general infrastructure, if a specific infrastructure is not mentioned. From our review, we 
identify gaps and analyze how current stress testing methodologies need to be extended for HILP events. In response to the identified 
gaps, we design a conceptual framework that synthesizes existing stress testing approaches into a unified structure that can be adapted 
to different contexts; moreover, it provides guidance on how stress testing processes can be systematically adjusted to address the 
specific challenges of HILP events.

This article is organized as follows. The next section provides a detailed description of the research methodology. Section 3 presents 
the results derived from the literature analysis. Section 4 discusses the key findings, elaborates on the proposed conceptual framework, 
identifies research gaps, and suggests avenues for future investigation. Finally, Section 5 concludes the study by summarizing the main 
insights, limitations, and implications for future stress testing methodologies for HILP events.

2. Methodology

In this study, we adopted a scoping literature review, as scoping reviews are a form of knowledge synthesis that enables the 
systematic mapping of evidence on a given topic and the identification of key concepts, theories, sources, and knowledge gaps [26]. 
This type of review is particularly suitable for examining emerging or heterogeneous bodies of literature [27,28].

Our review focuses on stress testing methodologies developed for terrestrial CIs. In the following parts of this section, we first 
describe the steps of the scoping review, from developing the search strategy to data extraction. We then explain how the extracted 
insights were analyzed using thematic analysis to propose a conceptual framework for stress testing of CIs in the context of HILP events. 
Fig. 1 summarizes the key data extraction points from the literature and the phases of the thematic analysis that result in the 
development of the conceptual framework, which is discussed in further detail in the following subsections.

2.1. Scoping review

This scoping review was conducted and reported in line with the PRISMA Extension for Scoping Reviews (PRISMA-ScR) guidelines 
to ensure a transparent and systematic identification, selection, and synthesis of relevant studies [26]. In the following sub-sections, 
details for each step of the scoping review are provided.
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2.1.1. Database search strategy
The search was developed and carried out in the Scopus database, selected for its extensive coverage across engineering, envi

ronmental, and social science disciplines [29,30]. Complementary searches were performed on the Web of Science (WoS) and Google 
Scholar. The WoS search returned fewer records and no additional unique studies beyond those already retrieved from Scopus, 
indicating substantial overlap between the two databases. Similarly, verification of the most highly cited publications in Google 
Scholar confirmed that these were also indexed in Scopus. To further enhance completeness, backward and forward citation tracking 
was performed to identify additional relevant studies not retrieved in the initial search [31]. Although reliance on a single database is 
acknowledged as a limitation, the choice of Scopus as the primary data source ensured transparency, reproducibility, and manage
ability of the review process [32,33].

In this study, we focused on terrestrial CIs, as they constitute the backbone of societal functioning and are particularly characterized 
by strong interdependency. Using the indicative list of CI sectors and services identified by EU Member States [34], the terrestrial 
sectors considered in this study include chemical and nuclear, transport and mobility, water, food (particularly its supply chain), 
information and communication technologies (ICT), and energy. Moreover, we distinguished whether each study is primarily oriented 
toward Risk stress testing or Resilience stress testing. While Risk stress testing focuses on identifying hazards, vulnerabilities, and 
failure points to prevent infrastructure collapse, Resilience stress testing examines the ability of infrastructure systems to absorb 
shocks, sustain critical services, and recover or adapt in the face of disruptions.

Based on this scope and analytical framework, the search strategy was designed to capture studies that address both risk- and 
resilience-oriented stress testing methods across terrestrial CI sectors. Accordingly, the search strategy used in this study was struc
tured as follows: (a) risk OR resilience; (b) AND stress test; (c) AND (chemical OR nuclear OR transport OR water OR food OR ICT OR 
energy). Regarding the CI sectors, relevant terms for each sector were incorporated into the search string to capture the most suitable 
keywords for this study. The final search string was then used to query the Scopus database across titles, abstracts, and author-provided 
keyword fields. The Appendix provides the complete search string used for the bibliographic search, as well as the filters and limits 
applied to the database, which are summarized in Table 3.

2.1.2. Eligibility criteria
To support a transparent and systematic selection process, a set of inclusion and exclusion criteria was developed. A detailed 

description of inclusion and exclusion criteria is provided in the Appendix (Table 4), while the main elements are summarized below. 

• Domain Focus: Studies that focus on terrestrial CIs, either generally or within specific sectors (e.g., chemical, nuclear, transport, 
water, food supply chain, ICT, or energy). Studies from non-terrestrial CI domains (e.g., finance, banking, clinical medicine, 
biological sciences, or humanities) were excluded.

• Stress Testing Methodological Contribution: Studies that develop, propose, apply, examine, or conceptualize stress testing 
methodologies for our CIs of interest. Studies using the term “stress testing” in unrelated contexts (e.g., physiological or biome
chanical stress testing on humans, or in-situ geological or material stress testing) were excluded.

• Event Context Scope: Studies addressing disruptive events, including human-made incidents (e.g., human error or malicious 
attacks), natural hazards, technological failures, pandemics, contaminations, and other relevant events.

Fig. 1. Theoretical framework to guide the literature review.

A. Cheshomi et al.                                                                                                                                                                                                     International Journal of Disaster Risk Reduction 142 (2026) 106194 

3 



• Study Type: Only peer-reviewed journal articles and conference proceedings presenting methodological or conceptual contri
butions relevant to CI stress testing were included. Other sources, such as theses, dissertations, book chapters, reports, working 
papers, etc., were excluded.

• Date and language: No publication date restrictions were applied. To ensure consistency and comparability, only studies pub
lished in English were included.

2.1.3. Study selection
The Scopus database search was conducted in January 2026, and the references were imported into Rayyan [35]. After removing 

duplicates, the remaining articles were screened by at least two reviewers who independently assessed titles and abstracts. Any dis
crepancies were discussed and resolved with input from a third reviewer. After this step, in the final full-text screening stage, a set of 
studies met the eligibility criteria and were included for content analysis, as shown in the PRISMA diagram (Fig. 2).

2.1.4. Data extraction
To explore and extract data from the included studies, we developed a theoretical framework (Fig. 1). The framework distinguishes 

two dimensions in stress testing: the Stressor, applied to infrastructure systems, and the System that is stressed. Guided by these 
dimensions, we analyzed the literature through four main questions introduced in the introduction section: (1) What is tested? (2) 
How is it modeled? (3) What is measured? (4) What is the stress testing workflow?

Below, we further elaborate on the data extraction within each question. A full list of extraction points is provided in the Appendix 
(Table 5). These extraction points are explicitly aligned with core features of HILP complexity and uncertainty. 

(1) What is tested?

To understand which stresses or shocks the stress testing tests against, we extracted Stressor Attributes, distinguishing Primary 
Stressors, i.e., the main stressor types that each study focuses on (e.g., earthquakes, human-made attacks, etc.), from Secondary 
Stressors, i.e., any additional stressors that either result from the primary stressor or occur alongside it. For example, a primary stressor, 
such as an earthquake, may lead to a secondary stressor, such as a tsunami or a landslide.

To characterize the CI system scope, the interdependencies, and the domain of stress testing examined, we extracted three classes of 
attributes from each article. The first relates to the CI Sectors (e.g., energy, transport, water supply, etc.) that are the focus of the study. 
The second concerns the level of CI Interdependencies considered, describing whether the analysis is conducted at a cross-sectoral 
level or focused on a specific sector.

Finally, in the Domain of stress testing, we assessed whether the studies extend beyond the physical domain to include others, 
such as organizational, economic, and cyber domains. 

(2) How is it modeled?

For the Stressor, we investigated the Uncertainty Modeling Approach by identifying whether the study employs a deterministic, 
probabilistic, or a hybrid approach combining both in the scenario design.

Following Linkov and Kott [36], risk and resilience assessment methods were classified into metric-based and model-based 
analytical approaches. Accordingly, we analyzed the stress testing approach, based on whether the study uses metric-based 

Fig. 2. PRISMA diagram—scoping review [26].
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approaches (Individual metrics, indices, dashboards, and decision analytics), model-based approaches (statistical models, 
network-based methods, simulation-based analysis, scenario analysis, and spatial data analysis), or a combination of both. In addition, 
all the analytical approaches were further examined with respect to whether they adopt static representations of system performance 
or explicitly incorporate dynamic system modeling to represent temporal system evolution, cascading effects, or recovery processes. 

(3) What is measured?

Under Stress Testing Orientation, we determined whether the methodology of each study is primarily oriented toward Risk stress 
testing or Resilience stress testing. In this review, Risk stress testing refers to methodologies that evaluate the likelihood and conse
quences of predefined hazard scenarios, typically focusing on failure probabilities, damage estimation, or threshold exceedance. In 
contrast, resilience stress testing frames stress testing around different stages of resilience rather than solely around hazard likelihood 
and evaluates how CI systems maintain their functionality under disruptions and how they recover and adapt over time. Therefore, if a 
study was classified as Resilience stress testing, we additionally recorded the specific resilience stages under investigation. In the 
literature, researchers have converged around the National Academy of Science (NAS) definition of disaster resilience as “the ability to 
(1) prepare and plan for, (2) absorb, (3) recover from, and more successfully (4) adapt to adverse events” [37,38]. The subdivision of 
resilience stress testing into these four stages allowed us to analyze the assumed dynamics and timing of the stress testing. 

(4) What is the stress testing workflow?

We analyzed the selected papers to determine whether they proposed a Framework or Workflow for stress testing and extract 
these frameworks. This enabled us to identify the common steps and elements in different workflows developed for stress testing 
methodologies.

Since stress testing should ultimately lead to improved preparedness, we examined whether these frameworks Involved Stake
holders in the design or execution of stress testing, for example, in scenario development, or vulnerability assessment. In addition, we 
explored whether the frameworks include an Iterative Adaptation approach. Iterative adaptation in stress testing involves contin
uously refining strategies, models, or decisions based on new information, feedback, or evolving system conditions. We assessed 
whether this is explicitly incorporated, as iterative adaptation plays an important role when designing a methodology that takes into 
account the changing risk landscape. This is particularly important in contexts characterized by deep uncertainty, such as climate 
change-related events. The increasing complexity of modern society means that these events and their impacts are constantly changing 
and evolving. Beyond the general domain areas of stress testing, we also examined whether the studies address Adaptive Strategies 
more broadly. Specifically, we assessed whether stress testing methodologies focus solely on technical (physical) system adaptations 
(e.g., infrastructure hardening, redundancy, engineering upgrades) or whether they also consider non-technical strategies, such as 
organizational learning, institutional flexibility, policy change, behavioral adjustments, and governance innovation.

2.2. Thematic analysis of data for framework development

To analyze the diverse insights derived from the extracted data and to support the development of a conceptual framework for 
stress testing of CIs in the context of HILP events, we applied thematic analysis, adapting the approach proposed by Braun and Clarke 
[39] to the context of our study. The phases of thematic analysis enabled the systematic identification of methodological steps, 
recurring patterns, and gaps in the current literature regarding the design and application of stress testing methodologies. These in
sights directly informed the development of a new conceptual framework tailored to HILP events. Accordingly, after data extraction, 
we applied our structured thematic analysis, comprising six analytical phases, as discussed in more detail below.

Familiarization with the data: We began by familiarizing ourselves with the extracted data to better understand the scope and 
focus of each study. This involved reviewing the extracted data points and each extracted workflow or framework for stress testing of 
CIs for the studies that developed one.

Generating initial codes: Based on the results of extracted data, we systematically identified and organized common features 
across studies. In other words, for each extraction point (e.g., level of interdependencies), we noted common focuses. For instance, 
several studies focused on single-sector analyses. These recurring patterns were coded as initial analytical observations. In addition, we 
mapped and compared the procedural steps described in the identified workflows and conceptual frameworks, and when key elements 
were unclear, we reviewed the accompanying text to support more accurate categorization.

Searching for themes: Next, we grouped similar steps and organized them into preliminary phases that represent common 
methodological stages or processes in existing stress testing approaches. These phases include, for example, pre-assessment (e.g., 
scoping, problem structuring, and scenario definition), assessment (e.g., scenario simulation), and treatment (e.g., monitoring and 
adaptation). In addition, we mapped the recurring patterns of extracted data points onto these same stages. For example, a focus on 
single-sector analysis relates to the pre-assessment phase, where decisions about the scope of the problem are made.

Reviewing themes: We refined these preliminary themes through an iterative process, assessing whether the proposed stages and 
components of our emerging conceptual framework aligned with the frameworks and workflows consistently applied across the 
reviewed studies.

Defining and naming themes: Once refined, each theme was clearly defined and named to represent a distinct stage or component 
of the stress test process. These included, for example, Pre-assessment, Assessment, and Treatment, along with their corresponding sub- 
themes. Moreover, we developed Table 1, in which, for each extraction point, we summarized the requirements associated with HILP 
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Table 1 
Summary of HILP requirements across the extraction points.

Extraction Point Aspect Requirement for HILP

- CI Sectors
- Level of CI
Interdependencies

Sectoral Scope HILP events require a systemic, cross-sectoral stress testing approach that explicitly maps and analyzes interdependencies among CIs, as failures propagate through 
feedback loops and cascading effects that cannot be captured through single-sector assessments alone [3,11,40–42].

- Domain of stress testing Domain 
Coverage

HILP events require stress testing methodologies that explicitly incorporate and analyze interactions across the physical, informational, cognitive, and social domains, 
as disruptions fracture the integrity of these interconnected domains [11,38,42,43].

- Stressor Attributes
- Uncertainty
Modeling
Approach

Stressor 
Definition

HILP events require threat-agnostic rather than hazard-specific modeling, as predefined scenario-based approaches fail to capture the complexity of cascading failures, 
emergent threats, and environmental interdependencies. As the threat landscape facing CI is continuously expanding, such events are characterized by nonlinear 
escalation, deep uncertainty, and unpredictable cascading dynamics [1,11,42].

- Stress test Analytical
Approach

System 
Modeling

HILP events require an approach that, rather than focusing on individual hazards, emphasizes the system's inherent qualities and capabilities, thereby enabling 
adaptability and robustness in the face of unforeseen challenges [42,44,45].

- Stress test Orientation Modeling 
Orientation

HILP events require a resilience-based stress testing approach that enables threat-agnostic and scalable analysis beyond component-level risk assessments, focusing on 
system structure, interdependencies, and performance under degraded conditions to strengthen the capacity to absorb, recover, and adapt amid increasing complexity 
and cascading disruptions [11].

- Specific
Resilience Stages

Resilience 
Stages

HILP events require stress testing frameworks that evaluate how systems maintain critical functions during disruptions, recover from degraded states, and adapt over 
time, independent of specific hazard scenarios [11,42].

- Involvement of Stakeholders Stakeholder 
Engagement

HILP events require active stakeholder involvement in stress testing processes to assess technical and governance interdependencies, address information gaps and 
misinformation, and evaluate soft functions and coordination dynamics that may act as single points of failure in complex, multi-scalar systems [42,46].

- Iterative Adaptation Iterative 
Learning

HILP events require iterative and adaptive stress testing processes, as resilience is a dynamic capability that must continuously evolve with changing threat conditions 
and shifting system interdependencies [11,44].

- Adaptive
Strategies

Adaptation 
Strategies

HILP events require multi-domain adaptive strategies that go beyond physical protection measures to strengthen social coordination, cyber resilience, and financial 
robustness, given that disruptions propagate across these interconnected domains [42,43].
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events, citing the relevant academic literature.
We then compared the recurring patterns in the extracted data points (e.g., a predominant focus on single-sector analyses) with the 

requirements of stress testing for HILP events (e.g., the need to account for cross-sector interdependencies and cascading effects). This 
comparison enabled us to identify gaps and limitations in existing methodologies and to assess whether adjustments were required to 
better address HILP events in stress testing.

Producing the report: Finally, we consolidated the framework and discussed how the identified focuses and methodological 
patterns observed across studies could be adapted to HILP events. This step involved reflecting on how existing approaches could be 
extended to better capture uncertainty, interdependencies, and systemic resilience under extreme conditions.

3. Results

3.1. Overview of the stress testing literature

The 107 studies identified span publications from 2007 through the mid-2020s, with relatively limited activity prior to 2014 and a 
marked increase over the last decade, indicating growing scholarly interest in stress testing for CIs (Fig. 3). This rise coincides with 
greater attention to infrastructure resilience in policy and research [34,47].

Fig. 4 distinguishes case studies (n = 62) and conceptual papers (n = 10) and maps this methodological scope onto the geographic 
distribution of the included studies. Among the case-study applications, the majority focus on high- and upper middle-income contexts 
(e.g., [14,48,49]), with a strong concentration in Europe (n = 19), followed by North America (n = 9), Asia (n = 8), and Australia (n =
5). A smaller number of studies adopt a synthesized or generic case-study setting (n = 10) that is not tied to a specific geographic 
location.

Studies explicitly addressing low- and lower-middle-income contexts remain limited (e.g., Lachaut et al. [50]; Ray et al. [51]; 
Sunkara et al. [52]), with case studies concentrated primarily in Asia (n = 4) and Africa (n = 3). Overall, the distribution highlights a 

Fig. 3. Number of publications per year.

Fig. 4. Methodological scope, income level & geographic scope.
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clear imbalance in the empirical application of stress testing methodologies, with substantially greater coverage of high- and 
upper-middle income regions as compared to middle- and low-income contexts. This imbalance may reflect differences in data 
availability, funding, and analytical capacity across regions.

3.2. What is tested? Sector, level of interdependencies, domain and stressor

Single-Sector vs. Cross-Sectoral Focus and Sectoral Coverage: The majority of the reviewed studies focus on a single infra
structure sector in isolation, with 66 out of 72 studies (around 92%) adopting a sector-specific perspective (Fig. 5). Within these single- 
sector studies, water systems dominate the literature (n = 31), followed by transportation (n = 20) and energy systems (n = 17). These 
studies commonly examine water supply systems (e.g., Becher et al. [53]; Verbist et al. [54]), transportation networks such as road and 
port systems (e.g., Aydin et al. [22], Clarke and Obrien [14], Pitilakis et al. [55]), and energy infrastructures including hydropower 
generation and electric power grids (e.g., [56]).

In contrast, cross-sectoral studies remain limited (n = 6 out of 72) and mostly adopt a general or conceptual perspective (e.g., 
Comes and Bertsch [57], Linkov et al. [11]), rather than modeling interdependencies across specific CI sectors. Only a small number of 
studies explicitly examine interactions between sectors, such as combined water–energy systems (e.g., Bhave et al. [58]) or broader 
multi-sector configurations including transportation, water, and energy (e.g., Jovanović et al. [59]). Other critical sectors, such as 
chemical infrastructure, are largely absent from both single-sector and cross-sector stress testing applications.

Overall, the evidence indicates that most stress testing studies focus on a narrow subset of infrastructure sectors and adopt pre
dominantly sector-specific perspectives, with limited development of approaches capable of capturing interdependencies across CI 
systems. Given the increasing interdependence of critical infrastructures, there is a broad consensus that their performance cannot be 
evaluated in isolation from their wider environment or from other infrastructures upon which they depend [60]. This gap limits the 
ability of current studies to capture risks that emerge from cross-sector interactions. Such a gap in understanding can lead to ineffective 
coordination and response during emergencies [61] or insufficient preparedness as risks are not adequately evaluated [62].

Domain: Across the reviewed studies, Fig. 6 illustrates that the majority focus exclusively on the physical domain, with 42 out of 72 
studies adopting a purely technical perspective (e.g., Bourgin and Le-Cler [63], Choine et al. [64], Lam et al. [65], and Spence and 
Brown [66]). The remaining 30 studies incorporate at least one additional domain, most commonly economic (n = 13) (e.g., Lam et al. 
[65], Rehman et al. [67], and L. Xiao et al. [68]) and organizational (n = 9) dimensions (e.g., Jeuken et al. [69], Schätter et al. [70], 
and Zhang et al. [71]), while social (n = 7) (e.g., Bhave et al. [58] and Lachaut et al. [50]) and cyber (n = 6) domains (e.g., Kilic [72], 

Fig. 5. Comparison of sectoral coverage in single-sector and cross-sectoral studies.

Fig. 6. Sector level and domain of focus.
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Nikolopoulos et al. [73], and Nikolopoulos et al. [74]) appear less frequently. Within single-sector studies, multi-domain approaches 
most often combine the physical domain with economic (n = 10), cyber (n = 5), or organizational (n = 5) aspects, whereas more 
complex configurations involving three or more domains remain rare. Cross-sector studies show a similar pattern, with two studies 
focusing only on the physical domain, while the remainder incorporate only one or two additional dimensions.

Despite the inherently multi-domain nature of CI systems, spanning physical, organizational, cyber, economic, and social di
mensions, explicit integration across multiple domains remains limited. While some contributions explore cyber–physical in
terdependencies or discuss multi-domain stress testing from a conceptual perspective, the literature overall continues to prioritize 
technical and physical analyses over broader cross-domain interdependencies. This results in comparatively limited attention to the 
cyber, organizational, economic, and social dimensions, as well as to the interdependencies that connect these domains. This limited 
perspective is concerning because the non-technical domains can also shape how disruptions evolve, how cascading effects propagate, 
and how effectively systems and communities respond to disastrous events [3,60,75,76].

Stressor Characterization: Across the reviewed studies, environmental shocks emerged as the dominant class of primary stressors, 
with climate-related events emerging as the most frequently considered class of primary stressors (Fig. 7). Climate related stressors 
such as floods and droughts are predominantly examined in single-stressor settings (n = 28) [48,77,78], but also feature prominently 
in multi-stressor applications (n = 12). Within studies adopting climate-related multi-stressor approaches, the additional stressors most 
commonly incorporated alongside the primary hazard are demand-related changes (e.g., [50,52,54,79]).

Geophysical hazards, primarily earthquakes, constitute the next most frequently addressed class of environmental stressors, 
although they appear less often overall, with only two single-stressor [22,80] and six multi-stressor studies focusing on such events. 
Among the multi-stressor earthquake-focused studies, studies mostly consider cascading hazards, including landslides, tsunami im
pacts, and soil liquefaction (e.g., Argyroudis et al. [12], Choine et al. [64], Clarke and Obrien [14], and Pitilakis et al. [55]).

Human-made stressors, including cyber-physical attacks, remain sparsely represented (n = 4) [72–74,81], while biological 
stressors are almost absent, appearing as a primary stressor in only one study [70]. Notably, a substantial number of studies (n = 12) 
adopt a nonspecific threat approach or do not define a particular triggering hazard (e.g., Gauthier et al. [82], Jovanović [83], Kaulbars 
et al. [84], Liao and Ilic [85], and Z. Xiao and Bai [86]).

An important distinction across the reviewed stress testing studies is whether they adopt a nonspecific or threat-agnostic approach 
to modeling stressors. As the results show, however, most studies rely on specific stressors, such as earthquakes [55], cyber-physical 
attacks [81], or climate change-induced droughts [51]. While such specificity is valuable for hazard-focused risk analysis and can 
support stakeholder engagement by making scenarios more tangible for them to process, it may constrain the generalizability of the 
methodology when addressing unknown or unpredictable events. In contrast, studies such as Jovanović et al. [59] and Xu et al. [87] do 
not focus on a specific type of threat and discuss their frameworks without predefining any type of hazard. These approaches may 
enable the assessment of the system independent of any special trigger event, meaning the methodology can be adapted to different 
contexts.

3.3. How is it modeled? Uncertainty and analytical approach

Uncertainty Modeling Approach: Fig. 8 illustrates the distribution of uncertainty modeling approaches across infrastructure 
sectors. Overall, hybrid approaches, combining deterministic and probabilistic elements, are most frequently employed, particularly in 
single-sector studies (e.g., Argyroudis et al. [12], Gauthier et al. [82], John et al. [88], and Z. Yang et al. [49]).

This approach has strong representation in the water (n = 17), transport (n = 8), and energy (n = 7) sectors, reflecting an effort to 
balance defined disruption scenarios with explicit representation of uncertainty. In comparison, deterministic and probabilistic ap
proaches appear less frequently and are largely confined to the same sectors (water, transport, and energy). Despite the presence of 
cascading effects and compounding uncertainties that could benefit from more flexible modeling strategies, cross-sector studies remain 
limited in the modeling of stress scenarios, with only a few examples of hybrid deterministic and probabilistic approaches across 
different sectors [59,71,83].

Fig. 7. Overview of primary stressors categories and use of single vs. multi-stressor scenarios in studies.
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Across the studies, exploratory scenario approaches are commonly used to address uncertainty. Many studies incorporated 
probabilistic components, such as stochastic modeling, Monte Carlo simulation, or scenario randomization, to explicitly represent 
uncertainty [51,89]. Hybrid approaches, which combine deterministic modeling with probabilistic approaches, were frequently 
employed to broaden the range of potential disruptions and reduce dependence on fixed assumptions [13,55,65,90]. These hybrid 
frameworks enable the examination of systems under multiple plausible futures, enhancing the robustness of evaluations under un
certain and evolving conditions. By contrast, only a limited number of studies relied exclusively on deterministic approaches [91]. 
Such approaches can facilitate the analysis of events or hazards that cannot be incorporated into probabilistic risk analyses due to 
methodological limitations [12]. Consequently, the limited use of deterministic approaches constrains the ability of existing analyses 
to adequately capture rare, highly uncertain events, such as HILP events.

Overall, hybrid modeling dominates in single-sector studies, likely due to its flexibility in integrating both defined disruption 
scenarios and probabilistic variability. However, hybrid approaches are not commonly observed in cross-sector contexts, where the 
complexity and cascading uncertainties of events could benefit from more flexible modeling strategies. Moreover, although deter
ministic approaches have proven to be useful to take into account highly uncertain and rare events in the analysis, they have been less 
commonly used compared to probabilistic approaches in general. Therefore, this can limit the ability of existing stress testing 
methodologies to adequately capture uncertainty, unprecedented disruptions, and complex cascading effects.

Analytical (Model-Based and Metric-Based) Approaches: We categorized the reviewed studies according to their primary 
analytical approach, distinguishing between model-based, metric-based, and hybrid (model-based and metric-based) frameworks. 
Fig. 9 highlights a clear contrast between single-sector and cross-sector applications. Studies focusing on a single infrastructure sector 
predominantly rely on model-based approaches, with 56 out of 65 single-sector studies using exclusively model-based methods (e.g., 
Bouziotas et al. [92], Lam et al. [65], and Nasrazadani et al. [93]), while eight studies combine model-based and metric-based ap
proaches (e.g., Goodwill et al. [94], Ray et al. [51], and Verbist et al. [54]). Among cross-sector studies, although their overall number 
is low, most employ model-based and hybrid approaches, and no study relies solely on a metric-based approach. Of the five cross-sector 
studies, three adopted hybrid assessment, integrating decision analysis, resilience indices, and scenario-based simulation to capture a 
broader range of system attributes. Jovanović et al. [59] and Linkov et al. [11] further extend these hybrid approaches by proposing 
the incorporation of network analysis to explicitly represent interdependencies across sectors. The remaining two studies, Bhave et al. 
[58] and Zhang et al. [71] rely primarily on model-based approaches, using mainly scenario analysis and simulation to evaluate system 
performance.

Fig. 10 further shows that, when disaggregated by sector, the dominance of model-based approaches remains consistent across 
infrastructure domains, including water, energy, and transport systems. Most studies rely on scenario-driven simulation [63,77,86], 

Fig. 8. Scenario modeling approaches across infrastructure sectors.

Fig. 9. Analysis approaches and the level of analysis.
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often complemented by spatial [22,66], network-based [65,95], or statistical modeling approaches [78].
The methodological differences observed between single-sector and cross-sector studies may be linked to variations in data 

availability and system complexity. Single-sector systems are generally easier to represent in detail, which supports the use of model- 
based approaches. By contrast, cross-sector or more generic system representations are harder to fully parameterize, leading studies to 
rely more on hybrid approaches rather than solely model-based approaches. The limited use of metric-based approaches represents an 
additional shortcoming, particularly in complex systems where such methods can enhance understanding, especially in contexts with 
limited data availability, for example, through stakeholder engagement.

Furthermore, most modeling approaches adopt static representations of infrastructure performance, with only a limited subset of 
studies implementing dynamic system modeling to capture temporal system evolution and cascading effects (e.g., [56,85,89]). This 
pattern may reflect a combination of data limitations, computational complexity, and the analytical scope of existing studies.

Overall, these results indicate that while analytical approaches vary with system scope, current stress testing studies rely mainly on 
quantitative methods, with qualitative approaches rarely implemented. This reliance reflects a strong preference for formal, data- 
driven techniques, but may limit the ability of stress testing methodologies to capture contextual, organizational, and decision- 
making dimensions that are critical in complex disruption scenarios, especially in situations where extensive data are not available 
[96]. Furthermore, quantitative approaches, whether model-based or hybrid, are most often applied in a static manner, suggesting that 
current methodologies are not well equipped to represent evolving system dynamics, cascading effects, or recovery processes over 
time. Although hybrid analytical frameworks are proposed in some cross-sector studies, they are frequently presented at a conceptual 
level and remain limited in both number and practical implementation, indicating a gap between methodological development and 
real-world application.

3.4. What is measured? Risk vs. resilience stress testing

Stress Testing Orientation: Fig. 11 illustrates the resilience versus risk orientation of stress testing approaches across the reviewed 
studies. Of the 72 studies included in the review, the majority (n = 47) adopt a resilience-oriented stress testing framework (e.g., Aydin 
et al. [22], Bhave et al. [58], Jovanović et al. [59], and Rokstad et al. [97]), while 25 studies are primarily risk-oriented (e.g., 
Argyroudis et al. [12], Clarke and Obrien [14], Esposito et al. [13], and Z. Xiao and Bai [86]). Notably, all cross-sector studies (n = 6) 
fall within the resilience-oriented category [11,57–59,71,83], whereas risk-oriented approaches are observed exclusively in 
single-sector applications. Among single-sector studies (n = 66), both risk- and resilience-oriented frameworks are represented, 
although resilience-based approaches are more prevalent overall (n = 41) (e.g., Amestoy et al. [98], Kilic [72], L. Xiao et al. [68], and 
Yin et al. [99]).

Resilience Stages: A closer examination of resilience-oriented studies shows that most analyses address combinations of resilience 
stages rather than focusing on a single dimension. Robustness (or absorption) emerges as the central component across all resilience- 
oriented applications (n = 47). The most common combinations pair robustness with adaptation (n = 13) (e.g., Lachaut et al. [50], Ray 
et al. [51], and Z. Yang et al. [49]) or recovery (n = 11) (e.g., Aguila Téllez et al. [100], Bai et al. [101], and Rokstad et al. [97]). By 
contrast, only a small number of studies (n = 3) comprehensively address all four resilience stages, preparedness, robustness, recovery, 
and adaptation, within a single framework [59,83,94]. These findings indicate that although robustness is consistently incorporated, 
comparatively less attention is given to the equally important dimensions of adaptation and recovery, and comprehensive stress testing 
approaches that systematically cover all resilience stages remain limited. This trend may partly reflect methodological and practical 

Fig. 10. Sector and analysis approaches.
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considerations, since robustness and absorption are often more straightforward to operationalize through simulation-based perfor
mance assessment, whereas preparedness, recovery, and long-term adaptation require broader institutional, organizational, and 
governance considerations that are more difficult to quantify and model within traditional stress testing frameworks.

Cross-sector studies demonstrate a stronger tendency to integrate multiple resilience dimensions, including adaptation and re
covery, whereas single-sector applications more commonly concentrate on robustness-related system performance under stress. This 
may be due to the inherently systemic perspective of cross-sector analyses, which more explicitly address interdependencies and 
cascading effects, thereby necessitating consideration of recovery and adaptive capacity beyond the immediate system performance.

Among the cross-sector studies, Comes and Bertsch [57] propose a dynamic resilience-based approach aimed at improving the 
robustness of CIs against unrecognized and unexpected hazards. Linkov et al. [11] present a tiered resilience-based stress testing 
framework that focuses on absorption, recovery, and adaptation, though their approach remains largely conceptual. Bhave et al. [58] 
implement a resilience-based stress test in the Lake Malawi Shire River Basin, evaluating system robustness under extreme conditions 
while also assessing adaptation strategies such as revised operational rules and contingency planning. Jovanović et al. [59] propose 
and implement a framework that explicitly incorporates all resilience stages, preparedness, absorption (robustness), recovery, and 
adaptation.

Overall, these findings suggest that although resilience has become a dominant conceptual framing for stress testing, empirical 
applications remain concentrated on robustness. The implementation of stress testing across multiple sectors and across the full 
spectrum of resilience stages remains comparatively limited. This narrow emphasis resulted in stress tests characterized by static, 
single-system performance analysis and a focus on component failures, rather than simulating the evolving states of interconnected 
systems and exploring cascading failures over time. As a consequence, far less attention is devoted to recovery and adaptation, stages 
that determine the long-term resilience of CI systems under conditions of extreme uncertainty. As Esposito and Stojadinović [15] 
argue, assessing only the risk profile of a civil infrastructure system does not provide sufficient insight into its capacity to function and 
recover after a disaster. Traditional risk-based approaches typically capture immediate losses following a disaster but overlook how 
community needs and service demands change over time and how infrastructure systems, such as water, gas, and electricity, gradually 
restore their capacity to meet those needs [11,102,103]. The temporal dimension is therefore essential [104,105], as the dynamics of 
service restoration, recovery trajectories, and the adaptive behavior of communities are more accurately represented through 
resilience-informed modeling than through probabilistic risk assessments.

3.5. What is the stress testing workflow? Research frameworks, stakeholder involvement, iterative adaptation, adaptive strategies

Among the 72 reviewed studies, 28 studies present some form of a conceptual framework or workflow for the stress testing of CIs. 
As illustrated in Fig. 12, the majority of these frameworks are sector-specific, with most developed for the water sector (n = 10) (e.g., 
He et al. [91], Koh et al. [78], and Verbist et al. [54]) and the transport sector (n = 10) (e.g., Aydin et al. [22], Nasrazadani et al. [106], 
and Yin et al. [99]), followed by the energy sector (n = 4) (e.g., Bourgin and Le-Cler [63], Liao and Ilic [85], and Xu et al. [87]).

The literature also includes a smaller number of generic frameworks (n = 4) without focusing on a specific sector. For example, 
Esposito et al. [13] propose a structured stress testing workflow consisting of four phases of Pre-assessment, Assessment, Decision, and 
Reporting, and explicitly describe interactions among key actors during expert consultation and input integration processes. Although 
the approach has been applied to different sectors separately, it does not explicitly account for interdependencies among CI. Comes and 
Bertsch [57] introduce an iterative stress testing framework that couples stress test design with participatory approaches and 

Fig. 11. Sector level and risk or resilience orientation of approaches and resilience stages of interest.

A. Cheshomi et al.                                                                                                                                                                                                     International Journal of Disaster Risk Reduction 142 (2026) 106194 

12 



incorporates dynamic elements, such as evolving external trends, changing preferences, risk aversion, and societal goals. Their 
methodology emphasizes system-inherent vulnerabilities and adopts a generic perspective that is not tied to specific initiating hazard 
events. Similarly, Linkov et al. [11] develop a tiered framework for integrated risk and resilience stress testing of CI systems, structured 
to move from preliminary screening assessments to increasingly detailed quantitative analyses. More recently, Jovanović [83] presents 
a resilience indicator-based methodology for stress testing infrastructures exposed to adverse events and polycrises. Their framework is 
structured into four phases of preparation, testing, closing, and post-testing, and considers both threat-side and asset-side dimensions 
of resilience. These frameworks integrate threat identification, indicator-based resilience assessment, scenario development, inter
dependency analysis, and standardized reporting within a coordinated multi-actor framework. However, despite these advances, a 
comprehensive framework that synthesizes the different existing approaches into an adaptable structure applicable across different 
contexts is still lacking. Such a framework could help guide the future development of stress testing methodologies for CIs across 
varying infrastructural, organizational, and geographic settings.

As mentioned in the methodology section and illustrated in the theoretical framework guiding this review, in addition to analyzing 
existing frameworks and workflows for aspects such as their procedural steps, we also examined whether stakeholders are explicitly 
included as part of the framework or workflow due to the high importance of their perspectives and requirements in the stress testing 
analysis. Furthermore, we assessed whether the proposed frameworks adopt an iterative and adaptive approach and whether adap
tation is limited to technical aspects or extends beyond them. These points are elaborated on in more detail below.

Stakeholder Engagement: Stakeholder engagement is not addressed consistently across the reviewed stress testing frameworks. 
Fewer than half of the studies (n = 13 out of n = 28) explicitly include stakeholder perspectives in the design or execution of stress tests 
(e.g., Albano et al. [90], Comes and Bertsch [57], Esposito et al. [13], Jovanović [83], Linkov et al. [11], and Pitilakis et al. [55]), while 
the remaining studies either exclude stakeholder involvement or do not explicitly mention it. Among the frameworks that do engage 
stakeholders, the level and form of involvement vary considerably, ranging from expert-centered interaction workflows [13,55] to 
approaches that either directly involve stakeholders in the stress testing process or explicitly incorporate stakeholder preferences and 
priorities into the analysis [57,78,90]. Taken together, these findings indicate that stakeholder engagement is not systematically 
embedded within stress test frameworks and lacks a consistent mode of implementation. This may stem from the predominant focus on 
model-based and quantitative approaches, in which stakeholders are typically involved only in a consultative role rather than as active 
participants in the analysis. This narrow engagement constrains the ability of stress tests to incorporate contextual knowledge, 
behavioral dynamics, organizational cultures, social norms, and indigenous knowledge, all of which strongly influence how systems 
respond and adapt during real crises [1,107–110]. While certain operational constraints can be represented and tested through models, 
these deeper socio-cultural and behavioral dimensions are often underrepresented, despite their critical role in shaping system 
resilience.

Iterative adaptation: Iterative adaptation in stress testing refers to the explicit use of feedback and model updating to refine 
strategies, models, or decisions as system conditions and information evolve. Among the reviewed studies, only a limited number 
explicitly incorporate an iterative process (n = 9 out of n = 28). These studies mostly implement the stress test iterations through 
dynamic stress testing frameworks that allow for progressive refinement of analysis, scenario updating, and strategy adjustment over 
time. Iterative elements are commonly supported by mechanisms such as stakeholder feedback, adaptive decision-making processes, 
or time-sequenced simulations [11,52,57,85,90].

Overall, the predominance of non-iterative approaches highlights a significant gap in the ability of current frameworks to represent 
dynamic risk evolution and support adaptive decision-making. This limitation is particularly critical given that CI systems are complex 
adaptive systems composed of numerous interacting components whose behavior evolves over time [41,111]. As noted by Comes and 
Bertsch [57], designing such systems requires approaches that account not only for external trends but also for changing societal 
preferences, risk perceptions, and goals. This, in turn, implies that stress testing methodologies must be capable of continuous 
adjustment as new information emerges and conditions evolve. However, most existing frameworks rely on one-off evaluations and 
fixed models, offering only limited capacity for iterative adaptation.

Adaptive strategies beyond technical: This dimension captures the extent to which stress testing methodologies address not only 
technical system adaptations (e.g., infrastructure hardening, redundancy, or engineering upgrades) but also non-technical strategies 
such as organizational learning, institutional flexibility, policy change, behavioral adjustments, and governance innovation. Among 
the reviewed frameworks, most studies limited their focus to adaptation to the technical domain, often overlooking broader 

Fig. 12. Conceptual frameworks and workflows identified in the literature for stress testing by sector.
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dimensions. Only a small number of studies (n = 6 out of n = 27), such as Albano et al. [90], Bourginand and Le-Cler [63], Bouziotas 
et al. [92], Linkov et al. [11], and Schätter et al. [70], considered targeted adaptation strategies beyond the technical level. These 
studies incorporated a variety of intervention options beyond physical aspects, such as organizational coordination, policies, business 
continuity planning, and operational flexibility, thus offering a more holistic approach to resilience. Overall, focusing primarily on 
technical adaptation measures leads many studies to overlook organizational, policy, and coordination strategies. These measures 
often enable adaptive behavior and may, in some cases, offer more cost-effective improvements to resilience than purely technical 
solutions.

4. Discussion

In this section, we synthesize the results of the scoping review by reflecting on the major gaps identified across the reviewed studies 
and discussing the limitations these gaps introduce for the analysis in the context of HILP events. Based on our findings, we present a 
new conceptual framework to align existing stress testing methodologies with the requirements of HILP events.

4.1. Synthesis

Building on the analytical structure developed in Table 1, which defined the key aspects of stress testing analysis considering the 
extraction points and articulated their associated HILP-oriented requirements, we now examine how gaps in existing stress testing 
approaches perform against these requirements. We begin by discussing six major categories of knowledge gaps we identified across 
the reviewed studies, with each subcategory (gap) representing a methodological or conceptual constraint in current stress testing 
practices. For each gap, we explain its limitations with respect to the requirements of HILP events and propose directions for advancing 
research and practice.

At the end of this synthesis, Table 2 summarizes the dominant themes in the current stress testing literature, highlights their gaps, 
and links them to the limitations of these approaches when examined through the lens of HILP events. In addition, Table 6 in the 
Appendix provides a complementary overview of how studies proposing explicit stress testing frameworks or workflows perform 
against the identified HILP-oriented requirements, highlighting their key strengths and limitations.

4.1.1. Lack of cross-sector stress testing
Scholars studying infrastructure interdependency have long noted that failures do not remain confined to the originating system. 

Cascading risks are recognized as a major form of failure within interdependent CI networks [41]. These cascading effects arise from 
interdependent infrastructure networks [112,113], where feedback loops can significantly amplify even minor disruptions [114]. 
Therefore, given the growing interdependencies of the aging, tightly coupled, and complex infrastructure systems, it is crucial to 

Table 2 
Synthesis of main focuses, gaps in the current literature on stress testing approaches for CIs, and their limitations in addressing HILP events.

Gap 
No.

Aspect Major focus of traditional approaches Shortcoming for HILP events

1. Lack of Cross-Sector Stress Testing
​ Sectoral Scope Single-sector stress tests (e.g., water, transport, 

energy)
Fails to capture cross-sector interdependencies and cascading failures; HILP 
disruptions propagate across multiple interconnected systems.

2. Limited Multi-Domain Perspectives and Non-Technical Adaptation Strategies
2.1 Domain 

Coverage
Predominant focus on the physical domain of 
infrastructures

Overlooks non-technical domains, particularly organizational dimensions and 
interdependencies across different domains, which are central to shaping HILP 
impacts and response capacity.

2.2 Adaptation 
Strategies

Emphasis on technical measures (e.g., 
infrastructure hardening)

Overlooks organizational, policy, and coordination measures that enable 
adaptive response under deep uncertainty.

3. Limited Threat-Agnostic Modeling and Insufficient System Focus
3.1 Stressor 

Definition
Hazard-specific scenarios (e.g., floods, 
droughts, earthquakes) and hazard-centric 
modeling

Cannot address unknown and unpredictable threats; lacks the threat-agnostic 
flexibility required under HILP uncertainty.

3.2 Modeling 
Orientation

Hazard-centric and risk-based stress testing Shifts attention away from system vulnerabilities and interdependencies, 
limiting identification of systemic bottlenecks.

4. Underrepresentation of Recovery and Adaptation Stages and Lack of Dynamic System Modeling
4.1 Resilience 

Orientation
Focus on preparedness and absorption 
(robustness)

Ignores recovery and adaptation processes that determine long-term resilience 
under extreme and prolonged disruption.

4.2 System 
Modeling

Static system performance analysis; 
component level failures

Does not capture cascading failures over time or evolving system states, missing 
critical HILP dynamics.

5. Lack of Broader Stakeholder Engagement and Participatory Approaches
5.1 Stakeholder 

Engagement
Expert-driven, analyst-led, and predominantly 
quantitative approaches

Misses contextual knowledge, decision constraints, information flows, 
coordination needs, and behavioral responses critical during unprecedented 
crises.

6. Limited Iterative Adaptation
6.1 Iterative 

Learning
One-off evaluations using fixed models Cannot evolve with changing risks, feedback, or learning, limiting relevance for 

evolving HILP conditions.
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account for cross-sector interdependencies. Doing so enables better identification of vulnerabilities that may result in cascading effects 
across CI systems and helps map single points of failure that can escalate even small triggers into HILP events [1,3,11].

Our review shows that current stress testing research focuses predominantly on CI sectors in isolation, with a particular emphasis 
on the assets within each sector. Little has been explicitly documented regarding the interdependencies and interactions between 
multiple sectors [40]. A systemic perspective is therefore essential for understanding the vulnerabilities that arise within networked 
and interdependent systems. Stress testing methodologies must move beyond single-sector assessments to explicitly map and analyze 
cross-sector interdependencies.

4.1.2. Limited multi-domain perspectives and non-technical adaptation strategies
According to the U.S. Army's Network-Centric Warfare doctrine, any complex system, including CI, operates across four man

agement domains: physical, information, cognitive, and social [38,115]. These domains are the constructs that form the system, and 
diverse and unpredictable threats, such as HILP events, can fracture infrastructural integrity across multiple domains, affecting 
physical assets, social response systems, cyber components, and financial stability [43].

Our findings indicate that current stress testing methodologies concentrate predominantly on the physical and technical di
mensions of CI systems. Overemphasizing the physical infrastructure and asset-based performance in stress testing limits our un
derstanding of how disruptions propagate across interdependent systems and hinders the role of institutions and governance 
dimensions, such as coordination strategies, organizational arrangements, and policy frameworks, which are critical for enabling 
effective and even more cost-efficient responses to HILP events.

These findings highlight the need for stress testing methodologies that adopt a systems-thinking perspective and explicitly 
incorporate different domains and interconnectedness across these domains. Since resilience emerges from interactions among 
physical, informational, cognitive, and social elements, stress testing must move beyond the single-domain analysis and better capture 
the full range of adaptive capacities required to manage HILP disruptions. Incorporating multi-domain perspectives also supports the 
identification of organizational and governance-based interventions, which are essential for enabling coordinated and adaptive re
sponses in complex socio-technical systems.

4.1.3. Over-reliance on hazard-specific scenarios, hazard-centric stress testing and lack of system focus
Recent research argues that hazard-specific resilience approaches are inherently limited because their reliance on predefined 

scenarios prevents them from capturing the full complexity of cascading failures, novel threat combinations, and the dynamic evo
lution of risks over time, particularly in systems where environmental interactions play a critical role [42]. Similar concerns are echoed 
in other studies, which emphasize the need to prepare for complex scenarios and acknowledge that predicting all details of specific 
threats, the extent of disruption, or the likelihood of a scenario is often nearly impossible ([36]).

Our review indicates that the current stress testing literature increasingly adopts hybrid scenario approaches that combine 
deterministic and probabilistic elements to better represent uncertain and evolving disruptions. However, the findings also show that 
most stress testing studies continue to rely predominantly on hazard-specific scenarios, particularly climate-related hazards (e.g., 
floods, droughts) and geophysical events (e.g., earthquakes). While such events are undeniably significant due to their global impacts, 
this emphasis reinforces a hazard-centric perspective in which resilience is assessed relative to predefined threat categories, with 
greater attention to the hazard itself than to systemic behavior and structural vulnerabilities.

However, the consequences of a disaster are not only a function of the triggering hazard but are also shaped by how hazards interact 
with exposure and the vulnerability of systemic interdependencies. As Helbing et al. [116] note, disasters, regardless of their cause, 
tend to generate comparable systemic consequences such as transportation breakdowns, supply chain disruptions, and impacts on 
trade and communication systems. These cascading outcomes arise from interdependencies within infrastructure networks, not 
exclusively from the magnitude or specific type of the initiating event. Therefore, approaches that focus on a particular hazard type, as 
well as those that prioritize the hazard rather than the system, may overlook this dimension of how disruptions propagate through 
interconnected systems, which can substantially amplify impacts beyond those directly caused by initiating hazards. Addressing such 
shortcomings requires contextual, system-level knowledge that supports decision-making across multiple infrastructures and gover
nance levels and over different temporal and spatial scales.

These insights underline the need for stress testing methodologies that move beyond hazard-specific modeling. Given the defining 
features of HILP events, such as low recurrence, limited historical data, nonlinear escalation, and unpredictable consequences [1], 
stress testing cannot rely on models designed around specific hazards. Instead, it should prioritize systemic fragility and adaptive 
capacity irrespective of the initiating event. Therefore, stress testing methodologies should evolve from hazard-centric, scenario-bound 
approaches to threat-agnostic, system-focused frameworks that explore how infrastructures fail under deep uncertainty. Such ap
proaches would emphasize identifying critical vulnerabilities, mapping cascading pathways, and strengthening adaptive capacities 
across interconnected systems, ultimately aligning stress testing practice with the resilience requirements of HILP events.

4.1.4. Under-representation of recovery and adaptation stages, in resilience stress testing, and lack of dynamic system modeling
Our analysis shows that most existing stress testing approaches concentrate primarily on risk assessment, and that even studies 

framed within resilience assessments tend to focus largely on the preparedness and absorption stages. This narrow emphasis leads to 
static, single-system, and component-focused stress tests that overlook system evolution, cascading effects, and the critical roles of 
recovery and adaptation in long-term resilience. Risk-based approaches capture immediate losses but fail to represent how infra
structure systems restore functionality over time, thereby limiting the ability to capture the temporal and nonlinear dynamics of 
interconnected CI systems that are essential for understanding their behavior under disruption. These findings point out a major 
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mismatch between existing stress testing approaches and the dynamic nature of HILP events where both the nature and intensity of 
threats evolve over time, requiring system resilience characteristics to evolve accordingly [42]. In this context, while risk-oriented 
stress testing may identify vulnerabilities or thresholds of failure, it provides limited insight into how systems recover or adapt in 
the aftermath of disruption, especially under conditions of deep uncertainty. A resilience-oriented perspective reframes stress testing 
from being merely a “strength test” to a dynamic assessment of system performance not only at the moment of impact but also in the 
minutes, hours, days, and weeks that follow. This broader view examines whether and how the system continues functioning, the speed 
at which essential services are restored, and the extent to which the system adapts to changing post-disruption conditions. This implies 
that stress testing methodologies for civil infrastructure systems need to explicitly incorporate the modeling of evolving system states 
and account for recovery and adaptation processes. Such approaches should capture how infrastructures restore and deliver essential 
services over time, as well as how communities gradually regain their capacity to use these services. Only by integrating recovery and 
adaptation within dynamic, system-level stress testing can we obtain a comprehensive understanding of infrastructure resilience under 
deep uncertainty and generate actionable insights for long-term resilience planning.

4.1.5. Lack of stakeholder engagement and participatory approaches in stress testing
Our review indicates that although some stress testing studies involve stakeholders in their design, engagement is typically limited 

to decision-makers and technical experts. Most approaches remain model-based and analyst-driven and focus predominantly on 
quantitative modeling, with little to no inclusion of a broader range of stakeholders. These findings align with previous work by Comes 
and Bertsch [57], Linkov et al. [11], Trump et al. [42], and Pescaroli et al. [1], emphasizing that participatory cross-sectoral and 
decision-maker-oriented approaches to stress testing and resilience assessment are necessary. This limited engagement restricts the 
inclusion of contextual, behavioral, and socio-cultural factors, such as organizational dynamics and local knowledge, that are critical 
for understanding how systems respond and adapt during real crises.

Therefore, participatory approaches that integrate stakeholder values, missions, operational knowledge, and governance realities 
into stress testing are essential, enabling the development of adaptive methodologies that both reduce over-reliance on highly 
quantitative, bottom-up modeling and ensure that stress tests dynamically incorporate diverse perspectives, contextual insights, and 
evolving system conditions. Such participatory approaches can inform qualitative and semi-quantitative models that require less data 
yet more accurately represent real-world system behavior at a higher level. They also help identify coordination bottlenecks and 
vulnerabilities that emerge not only from technical failures but also from the actions, decisions, and interactions of the people and 
organizations responsible for managing crises. Participatory approaches can also strengthen fully quantitative models by grounding 
model structure, parameters, assumptions, and validation processes in stakeholder knowledge and real-world system dynamics. In this 
way, participatory stress testing can enhance the robustness, credibility, and contextual relevance of quantitative analyses, while also 
identifying coordination bottlenecks and vulnerabilities that emerge not only from technical failures but from the actions, decisions, 
interactions, and governance arrangements that shape crisis response.

4.1.6. Limited iterative adaptation
Iterative adaptation is only marginally represented across existing stress testing frameworks, revealing a significant limitation in 

addressing evolving risks and adaptive decision-making. The lack of iterative adaptation may especially constrain the ability of 
methodologies in the context of HILP events. Evolving hazard patterns may lead to extreme events occurring in regions with no prior 
exposure or to increases in the magnitude and frequency of known hazards, such as those induced by climate change. These changing 
external stressors interact with emerging internal system vulnerabilities, raising the likelihood of cascading failures in which even 
small triggers can escalate into large-scale disruptions. In this context, the evolving nature of hazards and the deep uncertainty 
associated with HILP events underscore the need for stress testing methodologies that iteratively integrate new information on in
terdependencies, system performance, and environmental stressors.

To address these challenges, adaptive methodologies are essential for ensuring that stress tests remain relevant in fast-changing 
environments and accurately reflect the evolving risk landscape [57]. Therefore, stress testing for CIs must be designed as a 
comprehensive, efficient, and dynamic process. Such an approach should enable the continuous updating of scenarios, model pa
rameters, system representations, and performance expectations as new data, shifting priorities, or changing environmental conditions 
emerge.

4.2. Conceptual framework for stress testing of CIs in the context of HILP events

While several stress testing frameworks have been proposed in the literature, our review highlights two closely related issues. First, 
as summarized in Table 2, existing approaches exhibit important methodological limitations, such as a narrow focus on specific sectors 
or hazards and limited consideration of interdependencies and system dynamics. Second, as a result, the current frameworks remain 
fragmented and application-specific, lacking a comprehensive and flexible structure that can serve as a general basis for developing 
stress testing methodologies, especially in the context of HILP events.

In response, this study proposes a conceptual framework (Fig. 13) that builds directly on the identified gaps and advances the state 
of the art by explicitly incorporating the requirements of HILP events into the stress testing process. Compared to existing frameworks 
which are typically sector specific and focused on static risk assessment, our new framework is designed to be an adaptable guiding 
structure that supports the development of different stress testing methodologies across contexts.

The proposed framework introduces five key advancements. First, it adopts an integrative perspective by explicitly linking the 
model world, workshop world, and real world, thereby bridging analytical modeling, participatory processes, and real-world 
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implementation, an integration that is largely absent in existing frameworks. Second, it embeds stakeholder engagement as a core 
component across all stages (pre-assessment, assessment, and treatment), ensuring that diverse perspectives and contextual knowledge 
are systematically incorporated. Third, it integrates iterative adaptation as a fundamental mechanism, enabling continuous learning, 
feedback, and refinement under evolving system conditions. Fourth, rather than prescribing fixed solutions, the framework system
atically indicates how stress testing processes should be adjusted at each stage to better account for HILP-specific requirements. Fifth, 
by integrating these elements into a unified structure and synthesizing the frameworks from the literature, the proposed framework 
moves beyond existing approaches and offers a more comprehensive and flexible foundation for developing stress testing method
ologies that better address the challenges of HILP events.

The proposed framework, illustrated in Fig. 13, distinguishes between the model world, the workshop world, and the real world. 
The model world represents the analytical and simulation environment in which system representations, stress scenarios, and per
formance evaluations are developed. The workshop world captures the participatory setting in which analysts, experts, and decision- 
makers collaboratively structure the problem, interpret results, and define interventions. The real world refers to the socio-technical 
system in which decisions are implemented and where cascading effects ultimately occur. The framework is further structured around 
three main stages, pre-assessment, assessment, and treatment, through which these elements are integrated. The following sections 
elaborate on these stages and demonstrate how the framework aligns stress testing practices with the requirements of HILP-oriented 
analysis. Fig. 14 visually summarizes this alignment within the three stages of the proposed framework.

4.2.1. Pre-assessment
The pre-assessment stage establishes the foundation of the stress test. In this stage, analysts, with input from stakeholders, define 

the problem to be examined, including the infrastructure network of interest, relevant hazards or stressors, and the overarching ob
jectives of the analysis. A clear definition of system boundaries is also essential. Spatial boundaries refer to the geographical extent of 
the network, possible hazard sources, and locations where consequences may manifest. Temporal boundaries, as outlined by Clarke 
and Obrien [14], involve determining the time horizon of the analysis, the number and size of time intervals, and whether the system 
representation is static or dynamic.

Once the scope is defined, analysts model the system of interest and collaboratively develop scenarios. Scenario development 
should not aim to enumerate all possible worst-case events. Instead, credibility and relevance are central to effective scenario thinking 
[117]. Drawing on expertise from multiple disciplines ensures that scenarios remain scientifically credible while reflecting diverse 
perspectives and stakeholder concerns. At this stage, it is critical to shift beyond sector-specific framings and incorporate cross-sectoral 
integration and multi-domain interdependencies. Equally important is the inclusion of broader stakeholder groups, beyond technical 
experts and decision-makers, to ensure that the defined problem, system structure, and plausible scenarios reflect contextual 
knowledge and operational realities. We therefore propose including scenarios that enable the participation of a wide range of 
stakeholders, including even those beyond the “usual suspects,” such as frontline operators, community representatives, and 

Fig. 13. Conceptual framework for stress testing of critical infrastructures in the context of high impact low probability events.
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non-traditional actors whose insights may not be systematically captured in current stress testing practices. Engaging such diverse 
perspectives helps ensure that scenarios reflect the full spectrum of system interdependencies and decision constraints, enabling us to 
better map the bottlenecks that may trigger HILP events. In addition, we recommend constructing scenarios that combine deterministic 
and stochastic elements and support the exploration of compound, cascading, and emerging or unknown threats. This approach not 
only broadens stakeholder engagement but also better captures the uncertainty and complexity that characterize HILP events.

4.2.2. Assessment
In the assessment stage, analysts determine the consequences associated with each scenario. Depending on the scale, purpose, and 

data availability of the assessment, analyses may be qualitative, semi-quantitative, or quantitative. Scenarios are simulated through 
topological analysis, system models, and computational tools to identify vulnerabilities, cascading pathways, and components whose 
failure would generate severe consequences.

However, for HILP events, assessment must move beyond traditional hazard-centric analysis. Rather than evaluating vulnerabilities 
solely with respect to specific threats, stress testing should focus on system vulnerabilities, independent of the initiating event. 
Moreover, instead of relying on static models, a dynamic assessment is required—one that evaluates system behavior at the moment of 
impact and throughout the subsequent minutes, hours, days, and weeks. This requires integrating models of evolving system states and 
explicitly incorporating recovery and adaptation processes.

Methodologies must also move beyond purely quantitative models, including simulation-based models (such as agent-based 
models), network-based analyses, probabilistic models, or data-driven statistical models, which often require extensive datasets 
that may be unavailable for HILP events. Participatory approaches and qualitative or semi-quantitative analyses are essential for 
capturing perspectives that would otherwise remain unrepresented. Coupling participatory methods with technical modeling ensures 
that stress tests reflect external trends as well as changing priorities, stakeholder needs, and contextual constraints.

Such an approach supports the development of adaptive methodologies that reduce reliance on highly quantitative, bottom-up 
modeling and enable stress tests to integrate diverse perspectives, contextual knowledge, governance realities, and evolving system 
conditions. By combining model-based outputs with expert and stakeholder assessments, stress testing becomes more reflective of real- 
world system behavior and more capable of identifying vulnerabilities across technical, organizational, and social dimensions.

4.2.3. Treatment
After the assessment stage and the generation of results, any unacceptable outcomes must be addressed through the design and 

implementation of appropriate interventions. Stress testing for CIs must therefore be conceived as a comprehensive, adaptive, and 
dynamic process, enabling the continuous updating of scenarios, model parameters, system representations, and performance ex
pectations as new data, shifting priorities, or changing environmental conditions arise.

In this stage, adaptation measures aimed at improving system resilience and reducing the likelihood of CI failure should be 
identified with the support of experts and their domain-specific knowledge. Importantly, the set of potential interventions should not 
be limited to technical solutions. Rather, it should also include organizational, governance, and coordination-based measures, which 
are often essential for enabling effective and adaptive responses in complex socio-technical systems. Once a preliminary set of al
ternatives has been identified, these interventions should be implemented within the modeled system so that their effects can be 
evaluated. Re-running the analysis with these candidate interventions allows analysts to assess how each measure influences system 
performance, cascading effects, and recovery trajectories.

Fig. 14. Adjustments needed for stress testing methodologies to adapt to high impact low probability events.
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Finally, decision-makers must be engaged in selecting the final set of validated interventions for implementation. Their involve
ment ensures that the chosen measures align with strategic priorities, operational realities, and community needs, thereby supporting 
informed and context-sensitive resilience planning.

5. Conclusion

In this study, we conducted a scoping review of stress-testing methodologies for terrestrial CI to identify key methodological el
ements and shortcomings, particularly in the context of HILP events. The review demonstrates that existing gaps in stress testing 
methodologies developed to date constrain their capacity to address HILP events, which are characterized by a combination of fea
tures, including deep uncertainty, cascading and nonlinear dynamics, and prolonged, evolving system disruption.

Building on these findings, the primary contribution of our study lies in the development of a conceptual framework structured 
around three main stages of pre-assessment, assessment, and treatment. It discusses how the necessary adjustments can be incorpo
rated at each stage to enable future stress testing methodologies to better adapt to and be fine-tuned for HILP events. Rather than 
proposing a single prescriptive method, the framework provides a flexible and integrative structure within which future stress testing 
methodologies can be designed, refined, and aligned with the complex and uncertain nature of HILP events.

The proposed framework contributes to both academic research and practice in the fields of stress testing and CI resilience. From an 
academic standpoint, it synthesizes existing stress testing methodological approaches for terrestrial CIs into a coherent conceptual 
structure explicitly tailored to the challenges posed by HILP events. Therefore, it provides a structured foundation for the development 
of methodologies that better account for challenges such as extreme uncertainty and non-linear system behavior. From a practical 
perspective, the framework also offers guidance for practitioners seeking to design, implement, or refine stress testing exercises. 
Embedding stress testing into training activities and an iterative cycle of reflection can transform training from a one-off analytical 
exercise into a continuous capacity-building process. This dual role can enable decision-makers to identify critical bottlenecks that may 
escalate disturbances into HILP events, while simultaneously fostering learning, adaptation, and improved coordination for real-world 
crisis response.

Several limitations of this study should be acknowledged. The review was limited to peer-reviewed journal articles and conference 
papers and did not include gray literature, which may have excluded relevant practitioner and policy perspectives. In addition, no 
formal quality appraisal of the included studies was undertaken beyond the scoping review approach. The conceptual framework used 
to guide the analysis may also have influenced the interpretation of findings, and the restriction to English-language publications may 
have resulted in the omission of relevant work from other regions. Despite these limitations, this study provides a coherent synthesis of 
existing stress testing practices and offers a structured base for the development of future stress testing methodologies that are more 
adaptive, systemic, and aligned with the challenges posed by HILP events.

CRediT authorship contribution statement

Ali Cheshomi: Writing – review & editing, Writing – original draft, Visualization, Validation, Methodology, Investigation, Formal 
analysis, Data curation, Conceptualization. Nazli Yonca Aydin: Writing – review & editing, Validation, Supervision, Investigation, 
Conceptualization. Tina Comes: Writing – review & editing, Validation, Supervision, Conceptualization.

Declaration of competing interest

The authors declare that they have no known competing financial interests or personal relationships that could have appeared to 
influence the work reported in this paper.

Acknowledgements

The work of the authors has been possible thanks to the support of HE AGILE (AGnostic risk management for high Impact Low 
probability Events), funded by HORIZON EUROPE Research and Innovation Action (Project number: 101121356; Call: HORIZON- 
CL32022- DRS-01; Topic: HORIZON-CL3-2022-DRS-01-02), and the UK government's Horizon Europe funding guarantee 
n◦10062626. The authors gratefully acknowledge the contribution of Dr. Arka Bhattacharyya. The authors used AI-based tools for 
language editing and text refinement. All content was reviewed and approved by the authors.

Appendix

Search string

TITLE-ABS-KEY ((infrastructure* OR (energ* OR electricit* OR grid* OR “fossil fuels”) OR (telecom* OR ICT* OR “communica*" 
OR “Information and Communication Technologies” OR IT*) OR water* OR (transport* OR mobility OR railway* OR road* OR 
bridge*) OR (nuclear OR “radiological risk” OR “radiation leak”) OR food OR (chemical* OR “hazardous material*" OR hazmat OR 
“toxic release”)) AND (resilience* OR risk*) AND (“stress test*”) AND NOT disease* AND NOT medical* AND NOT cardio* AND NOT 
bank*)AND (EXCLUDE (SUBJAREA, “MEDI”) OR EXCLUDE (SUBJAREA, “PHAR”) OR EXCLUDE (SUBJAREA, “NURS”) OR EXCLUDE 
(SUBJAREA, “ARTS”) OR EXCLUDE (SUBJAREA, “IMMU”) OR EXCLUDE (SUBJAREA, “HEAL”) OR EXCLUDE (SUBJAREA, “VETE”) 
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OR EXCLUDE (SUBJAREA, “DENT”) OR EXCLUDE (SUBJAREA, “PSYC”) OR EXCLUDE (SUBJAREA, “ECON”) OR EXCLUDE (SUB
JAREA, “MATE”) OR EXCLUDE (SUBJAREA, “BIOC”)) AND (LIMIT-TO (DOCTYPE, “cp”) OR LIMIT-TO (DOCTYPE, “ar”) OR LIMIT-TO 
(DOCTYPE, “re”) OR LIMIT-TO (DOCTYPE, “cr”)) AND (LIMIT-TO (LANGUAGE, “English”)) AND (EXCLUDE (EXACTKEYWORD, 
“Physiology”) OR EXCLUDE (EXACTKEYWORD, “Animals”) OR EXCLUDE (EXACTKEYWORD, “Mental Stress”) OR EXCLUDE 
(EXACTKEYWORD, “Hydrocortisone”) OR EXCLUDE (EXACTKEYWORD, “Electrocardiography”) OR EXCLUDE (EXACTKEYWORD, 
“Pathophysiology”) OR EXCLUDE (EXACTKEYWORD, “Financial Markets”) OR EXCLUDE (EXACTKEYWORD, “Financial Risk”) OR 
EXCLUDE (EXACTKEYWORD, “Financial System”))

Table 3 
Filters/limits that are applied to the database.

Criteria 
Type

Name Description

Inclusion Infrastructure 
Scope

Mentions of physical Critical Infrastructures (e.g., energy, electricity, water, ICT, telecom, transport, food, chemical, 
nuclear) in title, abstract, or keywords.

Conceptual Focus Contains terms like resilience, risk, and “stress test*" in the search fields.
Document Type Limited to articles (ar), reviews (re), conference papers (cp), and conference reviews (cr).
Language Limited to English-language publications.

Exclusion Irrelevant Terms Excludes terms unrelated to CI (e.g., disease, medical, cardio, bank).
Subject Areas Excludes subject areas: MEDI, PHAR, NURS, ARTS, IMMU, HEAL, VETE, DENT, PSYC, ECON, MATE, BIOC.
Exact Keywords Excludes keywords: Physiology, Animals, Mental Stress, Hydrocortisone, Electrocardiography, Pathophysiology, Financial 

Markets, Financial Risk, Financial System.

Inclusion & exclusion criteria

Table 4 
Eligibility Criteria

Inclusion (Eligible) Exclusion (Not Eligible)

Studies focusing on physical Critical Infrastructures (CI) within sectors such as 
chemical and nuclear, transport, water, food, ICT, and energy or mentioning 
CIs in general.

Studies from other domains such as Finance, Banking, Medicine, 
Pharmacology, Toxicology, Pharmaceutics, Nursing, Arts & Humanities, 
Immunology & Microbiology, Health Professions, Veterinary, Dentistry, 
Psychology, Economics, Econometrics & Finance, Materials Science, 
Biochemistry, Genetics, Molecular Biology. Studies focusing on non-physical 
infrastructure or specific infrastructures outside the mentioned CI sectors.

Studies that develop, propose, apply, examine, or conceptualize Stress Testing 
(ST) methodologies for CIs. Includes: (1) development or application of ST 
methodologies, (2) conceptual frameworks for ST methodology 
development, (3) contributions to ST under uncertainty, (4) comparative or 
analytical studies of ST methodologies.

Non-relevant use of “stress testing” terminology (e.g., biomechanics/ 
physiological stress testing on humans; in-situ geological stress testing of 
rocks/materials).

Disruptive events, including human-made incidents (e.g., human error or 
malicious attacks), natural hazards, technological failures, pandemics, 
contaminations, and other relevant events.

​

Peer-reviewed journal articles and conference proceedings presenting 
methodological/conceptual contributions relevant to CI Stress Testing.

Not peer-reviewed (e.g., theses, dissertations, preprints, reports, book 
chapters, white papers, project deliverables, working papers, government 
documents)

Articles published in English. No date restrictions were applied. Articles in languages other than English.

Full text extraction

Table 5 
Full text extraction elements

Question Category Extraction Point Sub-Extraction Point Explanation Examples

What is tested? Stressor Stressor Attributes Primary Stressors The stressor type that is the 
main focus of the study.

Earthquake, flood, terrorist 
attack, etc.

​ ​ Secondary Stressors It is either caused by the 
primary stressor, for example, 
when the primary stressor is 
an earthquake and the 
secondary one is a tsunami. 
Alternatively, it may occur 
alongside the primary 
stressor, such as when the 
primary stressor is drought 
and the secondary one is 
population growth.

Tsunami, landslide, population 
growth, etc.

(continued on next page)
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Table 5 (continued )

Question Category Extraction Point Sub-Extraction Point Explanation Examples

System CI Sectors Sectors of focus Identifying the sector or 
sectors that the study focuses 
on.

Energy, transport, water 
supply, etc.

System Level of CI 
Interdependencies

One sector ​ The study examines only one 
CI sector in isolation, without 
accounting for cross-sector 
effects.

Energy sector only, water 
sector only.

​ ​ Cross-sectoral ​ The study explicitly considers 
interdependencies between 
two or more CI sectors.

Energy–water–transport 
interdependencies.

System Domain of ST Physical ​ Focuses on physical 
infrastructure components, 
assets, or networks and their 
functional failures.

Power lines, substations, 
pipelines, roads, bridges.

​ ​ ​ Cyber ​ Focuses on digital systems, 
cyber assets, cybersecurity 
vulnerabilities, and 
disruptions affecting ICT 
components that support CI 
operations.

Cyberattacks on SCADA; 
communication network 
outages.

​ ​ ​ Social ​ Addresses human behavior, 
population dynamics, 
community response, or 
societal vulnerability.

Evacuation behavior, 
population exposure, social 
preparedness.

​ ​ ​ Organizational ​ Examines coordination, 
decision-making, emergency 
procedures, and institutional 
interactions between CI 
operators.

Inter-agency communication, 
command and control 
structures.

​ ​ ​ Economic ​ Focuses on financial impacts, 
resource allocation, economic 
losses, or cost–benefit 
analysis under stress.

Direct/indirect economic 
losses, business interruption 
costs.

How is it 
modeled?

Stressor Uncertainty 
Approach

Modeling Deterministic 
design

scenario Uses predefined, fixed 
scenarios without explicitly 
modeling uncertainty or 
variability.

Single earthquake scenario 
with set magnitude; predefined 
flood depth.

​ ​ ​ Probabilistic 
design

scenario Represents uncertainty 
explicitly using probability 
distributions, stochastic 
simulations, or hazard 
likelihoods.

Probabilistic flood frequency 
curves; Monte Carlo 
simulations.

​ ​ ​ Hybrid ​ Combines deterministic 
elements with probabilistic 
components (e.g., 
deterministic hazard paired 
with probabilistic fragility).

Deterministic and probabilistic 
earthquake scenarios.

System ST 
approach

​ Metric-based approach Uses individual metrics, 
indices, dashboards, or 
decision analytics to assess 
system performance under 
stress without simulating full 
system dynamics.

Resilience indices, 
vulnerability metrics, 
performance scores.

​ ​ ​ Model-based approaches Use computational, 
analytical, or simulation 
models to represent system 
behavior under stress.

Network flow models, agent- 
based models, system 
dynamics, cascading failure 
simulations.

​ ​ ​ Hybrid Combine metric-based and 
model-based elements for a 
more comprehensive 
assessment.

—

What is measured? System ST Orientation Risk based ST Tests system performance 
under predefined severe or 
extreme hazard scenarios. It 
remains hazard-specific and 
often uses probabilistic or 
scenario-based assumptions.

Risk assessment under 1-in- 
100-year flood; failure 
probability of substations 
under magnitude 7 
earthquake.

​ ​ Resilience based ST Assesses how the system 
prepares for, absorbs, 
recovers from, and adapts to 

Recovery curve analysis; 
cascading failure modelling 

(continued on next page)
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Table 5 (continued )

Question Category Extraction Point Sub-Extraction Point Explanation Examples

disruptions. Focuses on 
system functionality and 
performance over time and is 
suitable for HILP or hazard- 
agnostic scenarios.

across interdependent 
networks.

What ST 
framework/ 
workflow is 
proposed?

— ST framework/workflow — Describes whether the study 
proposes an explicit 
framework or workflow 
including steps such as 
scenario development, 
modeling, and assessment.

—

System Stakeholders 
involvement

Stakeholders involvement 
in methodology

Identifies whether 
stakeholders are engaged in 
the design, implementation, 
or interpretation of the 
analysis.

Workshops with CI operators; 
expert elicitation; codesign of 
scenarios; joint model 
validation.

System Adaptation Adaptation mechanism Identifies whether the 
frameworks include an 
iterative adaptation 
approach. Iterative 
adaptation in ST refers to the 
continuous refinement of 
strategies, models, or 
decisions based on new 
information, feedback, or 
evolving system conditions.

—

System Adaptation Adaptation domain Identifies whether ST 
methodologies focus solely on 
technical (physical) system 
adaptations (e.g., 
infrastructure hardening, 
redundancy, engineering 
upgrades) or whether they 
also consider non-technical 
strategies, such as 
organizational learning, 
institutional flexibility, policy 
change, behavioral 
adjustments, and governance 
innovation.

—

Synthesis of strengths and limitations of stress testing frameworks and workflows in the context of HILP events

Table 6 
Summary of strengths and limitations of stress testing frameworks and workflows in the context of HILP events

Reference Framework Infrastructure Cross- 
Sector 
Stress 
Testing

Analysis 
Beyond 
The 
Physical 
Domain 
(Multi- 
Domain)

Adaptive 
Strategies 
Beyond 
Technical

Non- 
Specific 
Stressor

Exploratory 
Scenario 
Development

Resilience 
Oriented 
Stress 
Testing

Dynamic 
System 
Modeling

Stakeholder 
Engagement 
in Stress 
Testing

Iterative 
Adaptation 
Analysis 
Approach

[13] Stress test workflow 
and actor 
interaction process

General ⨯ ⨯ ⨯ ✓ ✓ ⨯ ⨯ ✓ ⨯

[11] Tiered approach to 
integrate risk and 
resilience stress test 
for CIs

General ✓ ✓ ✓ ✓ Not 
Determined

✓ ✓ ✓ ✓

[57] Framework for 
dynamic stress tests 
for CI resilience

General ✓ ✓ ✓ ✓ Not 
Determined

✓ ⨯ ✓ ✓

[83] A resilience 
indicator-based 
methodology for 
stress testing 

General ✓ ✓ ⨯ ✓ ⨯ ✓ ⨯ ✓ ✓

(continued on next page)
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Table 6 (continued )

Reference Framework Infrastructure Cross- 
Sector 
Stress 
Testing  

Analysis 
Beyond 
The 
Physical 
Domain 
(Multi- 
Domain) 

Adaptive 
Strategies 
Beyond 
Technical 

Non- 
Specific 
Stressor 

Exploratory 
Scenario 
Development 

Resilience 
Oriented 
Stress 
Testing 

Dynamic 
System 
Modeling 

Stakeholder 
Engagement 
in Stress 
Testing 

Iterative 
Adaptation 
Analysis 
Approach

infrastructures 
exposed to adverse 
events and 
polycrises.

[78] A modified CRIDA 
framework

Water ⨯ ⨯ ⨯ ✓ ✓ ⨯ ⨯ ✓ ✓

[90] A framework for 
climate adaptation 
planning based on 
stress testing 
scenarios

Water ⨯ ✓ ✓ ⨯ ✓ ✓ ⨯ ✓ ✓

[51] Multidimensional 
stress testing of 
hydropower under 
various 
uncertainties

Water ⨯ ✓ ⨯ ⨯ ✓ ✓ ⨯ ✓ ⨯

[66] Integrated modeling 
chain for evaluating 
adaptation 
performance

Water ⨯ ⨯ ⨯ ⨯ ✓ ✓ ⨯ ⨯ ⨯

[89] Workflow to assess 
climate risks to 
water supply 
systems

Water ⨯ ✓ ⨯ ⨯ ✓ ⨯ ✓ ✓ ⨯

[91] A stress testing 
framework for 
evaluating urban 
system flooding

Water ⨯ ⨯ ⨯ ⨯ ⨯ ✓ ✓ ⨯ ⨯

[54] A stress testing 
method to assess 
water security under 
climate stress

Water ⨯ ⨯ ⨯ ⨯ ✓ ✓ ✓ ✓ ⨯

[53] Multi-hazard stress 
testing for water 
supply systems to 
climate-related 
disruptions

Water ⨯ ⨯ ⨯ ⨯ ✓ ⨯ ✓ ⨯ ⨯

[92] A simulation-based 
framework to (re-) 
design and stress 
test water systems

Water ⨯ ⨯ ✓ ⨯ ✓ ✓ ⨯ ✓ ⨯

[118] A framework to 
examine the climate 
change impacts on 
rainfall–runoff 
dynamics and 
regional water 
allocation.

Water ⨯ ⨯ ⨯ ⨯ ✓ ✓ ✓ ⨯ ⨯

[55] Port stress test 
framework (from 
Esposito et al., 
2017)

Transport ⨯ ⨯ ⨯ ⨯ ✓ ⨯ ⨯ ✓ ⨯

[65] Stress test for the 
road network under 
hydro hazards

Transport ⨯ ✓ ⨯ ⨯ ✓ ✓ ⨯ ⨯ ⨯

[22] Graph-based urban 
road network stress 
testing under 
seismic risks

Transport ⨯ ⨯ ⨯ ⨯ ✓ ✓ ⨯ ⨯ ⨯

[14] Multi-hazard stress 
testing framework 
for transport 
networks

Transport ⨯ ⨯ ⨯ ⨯ ✓ ⨯ ⨯ ✓ ⨯

(continued on next page)
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Table 6 (continued )

Reference Framework Infrastructure Cross- 
Sector 
Stress 
Testing  

Analysis 
Beyond 
The 
Physical 
Domain 
(Multi- 
Domain) 

Adaptive 
Strategies 
Beyond 
Technical 

Non- 
Specific 
Stressor 

Exploratory 
Scenario 
Development 

Resilience 
Oriented 
Stress 
Testing 

Dynamic 
System 
Modeling 

Stakeholder 
Engagement 
in Stress 
Testing 

Iterative 
Adaptation 
Analysis 
Approach

[95] Workflow for the 
INFRARISK decision 
support tool

Transport ⨯ ⨯ ⨯ ⨯ ✓ ⨯ ⨯ ⨯ ✓

[99] A framework for 
assessing flood 
resilience in 
mountain 
communities using 
hydrodynamic 
modeling and stress 
testing.

Transport ⨯ ⨯ ⨯ ⨯ ✓ ✓ ✓ ⨯ ⨯

[106] A multi-layer 
framework linking 
source events to 
network and societal 
impacts through 
cascading model 
interactions

Transport ⨯ ✓ ⨯ ⨯ ✓ ✓ ✓ ⨯ ⨯

[93] A framework linking 
hazards to 
infrastructure 
damage, network 
performance, 
recovery, and 
societal impacts.

Transport ⨯ ✓ ⨯ ⨯ ✓ ✓ ✓ ⨯ ⨯

[119] A network-based 
simulation 
framework assessing 
flood impacts and 
recovery dynamics 
in urban rail transit 
systems.

Transport ⨯ ✓ ⨯ ⨯ ⨯ ✓ ✓ ⨯ ⨯

[70] Business continuity 
model against food 
supply chain 
disruptions

Transport ⨯ ✓ ✓ ⨯ ✓ ✓ ⨯ ✓ ✓

[85] A stress testing 
model for cascading 
failures in power 
networks

Energy ⨯ ⨯ ⨯ ⨯ ⨯ ⨯ ✓ ⨯ ✓

[87] Workflow for 
extreme scenario 
analysis of the 
energy system

Energy ⨯ ⨯ ⨯ ✓ ✓ ✓ ✓ ⨯ ⨯

[63] Integrated model 
chain for stress 
testing hydropower 
under climate risks

Energy ⨯ ✓ ✓ ⨯ ✓ ✓ ⨯ ⨯ ✓

Data availability

Data will be made available on request.
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