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1
Introduction

This chapter introduces the thesis and sets the stage for the research. First, it outlines
the context and motivation that drive this work. Finally, it presents the objectives and
provides an overview of the structure of the report.

1.1. Motivation
Ensuring the reliability of space systems is one of the most critical challenges in mis-
sion design. Mission success primarily hinges on how early potential faults are sur-
faced and addressed in design. When issues are discovered late, during qualification
testing or on-orbit, design freedom is limited, infeasible or expensive. Even small satel-
lite missions, such as those led by universities, face this challenge: while they operate
with lower budgets, the scientific and educational costs of mission failure remain high.

Figure 1.1: Life-cycle cost impact curve [1]

1
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The well-established systems-engineering insight is that the cost to change a design
rises steeply with lifecycle maturity. Decisions made in the concept and preliminary
design phases lock in the majority (about 75%) of a system’s life-cycle cost (Figure 1.1).

Despite this, fault detection and risk assessment in practice are still dominated by
document-centric, late-phasemethods and component-focused tests, with limited em-
phasis on system-level behaviour early in design. The result is a persistent gap be-
tweenmission complexity andvalidationmethods. According toNASA reports, nearly
40% of small satellite missions over the past two decades have ended in partial or total
failure. Many of these failures are not due to major hardware defects, but arise from
software behaviour, subsystem interactions, communication protocols, or lack of inte-
gration testing [2]. NASA’s Small Satellite Reliability Initiative has similarly identified
gaps in standardised processes and system-level validation as major contributors to
mission losses [3].

Model-Based Systems Engineering (MBSE) is a promising framework to address these
challenges. It provides a platform to model and analyse system architectures from
the earliest stage [4]. However, while MBSE is widely recognised for its potential in
enhancing traceability, documentation, and design integration, proactive early-stage
fault detection is not popular in current practices [5]. If leveraged beyond documenta-
tion, MBSE can move fault detection and risk reasoning into the conceptual and pre-
liminary design phases, when it’s cheapest and most impactful to implement. This
thesis is motivated by that opportunity: to develop and demonstrate an MBSE-based
fault detection and risk-assessment framework that implements early, system-level
checks rather than relying solely on late-phase, document-driven analysis.

1.2. Problem statement
Current fault detection and risk assessment activities are concentrated in the later
stages of system development. Methods such as FMEA, FMECA, FTA, and opera-
tional FDIR, while valuable for insights, are typically applied during verification or
operations, when design freedom is limited and corrections are costly.

Figure 1.2: Research Position of this thesis



1.3. Case Study Context: NEBULA-Xplorer 3

As shown in Figure 1.2, most existing practices are positioned at later phases of the
systems engineering lifecycle. In contrast, Phases A–B remain underutilised for fault
detection and risk assessment, even though decisions made here determine the major-
ity of life-cycle cost.
This thesis directly addresses this lack of balance by focusing on the early phases of
the development lifecycle. By shifting fault detection and risk reasoning upstream, it
seeks to provide actionable feedback when it is most effective, laying the groundwork
for the research objectives and questions that follow.

1.3. Case Study Context: NEBULA-Xplorer
To ground the research in a realistic setting, this thesis adopts NEBULA-Xplorer as
its case study. NEBULA-Xplorer is an innovative X-ray astronomy mission at Space
Research Organisation Netherlands (SRON), featuring a novel instrument concept de-
signed to investigate extreme gravity and relativistic behaviour of binary systems
[6]. The mission combines a novel scientific payload with standard satellite subsys-
tems, and therefore faces the typical challenges of student satellite projects: limited
resources, multidisciplinary integration, and stringent reliability requirements.

These characteristicsmakeNEBULA-Xplorer an ideal context to demonstrate anMBSE-
based framework for early fault detection and risk assessment. The mission is suffi-
ciently complex to reveal the strengths and limitations of the approach, while still at
a stage in its lifecycle where early design interventions can influence key architectural
choices. Amore detailed description of themission, including its objectives, structure,
and requirements, is provided in Chapter 4. The mission will serve as a practical and
relevant case study to evaluate how early-stage fault detection could potentially affect
design decisions.

1.4. Objectives and research questions
The Research Objective for this thesis is as follows:

To develop a fault detection framework integrated with MBSE to improve
early-phase design fault identification and risk assessment for the

NEBULA-Xplorer mission.

The main research question is broad in its scope. Therefore, it can be broken down
into the following sub-questions to aid in the completion of the project:

• RQ1: How can MBSE models be developed to represent fault-critical informa-
tion necessary for early-stage fault identification?

• RQ2: What fault patterns can be identified from early-phase MBSE models?
• RQ3: How can an external analysis tool be integratedwithMBSE tools to enable

the automated detection of early-stage faults?
• RQ4: Howeffective is theMBSE-based fault detection and risk assessment frame-

work in identifying early-stage faults within the NEBULA Xplorer mission con-
text?
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1.5. Thesis outline
The content in this thesis is structured around four research questions.

Chapter 1 introduces the problem context, motivation, and defines the research ques-
tions and objective.

Chapter 2 and 3 address RQ1, reviewing existing methods for early fault detection
and risk assessment in the context of space systems. The state of the art is analysed to
identify gaps and to derive directions for framework development.

Chapter 3 answers RQ2 by designing the proposed MBSE-based framework. The
methodology for integrating fault detection, failure analysis, and risk assessment lay-
ers is described, supported by the definition of attributes, rules, and analysis steps.

Chapters 4, 5 and 6 collectively respond toRQ3. They introduce theNEBULA-Xplorer
case study, describe the tool environment and implementation, and demonstrate the
application of the framework through worked examples across all three analysis lay-
ers.

Chapter 7 addressesRQ4, validating the framework against its requirements and eval-
uating it through the FEMMP criteria. The chapter highlights strengths, limitations,
and alignment with standards.

Chapter 8 concludes the thesis by summarising the answers to all research questions
and reflecting on the contributions.

Chapter 9 provides recommendations for future work, outlining extensions and im-
provements that could increase the scope of the framework.



2
Background

This chapter provides the background needed to position the thesis. It defines ter-
minology, reviews current practices in fault detection and risk assessment, highlights
approaches to early-phase failure analysis, and introducesModel-Based Systems Engi-
neering (MBSE) in the context of spacemissions. The chapter concludes by identifying
the gaps that motivate the proposed framework.

2.1. Terminology
2.1.1. Fault and Failure
In dependability engineering, fault and failure form different points on a causal chain.
According to ECSS, fault is defined as the inability or deviation of an item from its ex-
pected performance. Failure is the event resulting in an item to no longer performing
its intended function. The presence of a fault, if left undetected, canmanifest as failure
[7].

Space systems are designed to be fault-tolerant, meaning that they can continue to
achieve the intended mission objectives even in the presence of one or more faults.
This is typically achieved through design measures such as redundancy or recovery
mechanisms. A good fault-tolerant design can only be achieved through early fault de-
tection as hidden or cascading faults can lead to failure if not identified and mitigated
early.

2.1.2. Risk
In systems engineering, risk is considered a measure of combination of likelihood of
an undesirable eventwith the severity of its consequences. The INCOSESystemsEngi-
neering Handbook defines risk as “the potential consequence of a future event, which
may be desirable or undesirable, and its probability of occurrence” [8]. NASA simi-
larly frames risk as “the potential for performance shortfalls, which may be realised
in the future, with respect to achieving explicitly established and stated performance
requirements”[9].

5
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Within the context of space missions, risks can be technical, programmatic, cost, or
schedule-driven. This thesis focuses on technical risks: those arising from architec-
tural decisions, subsystem interactions, or design choices. These are often linked to
the presence of faults and their potential to propagate into failures.

Risk assessment, therefore, refers to the structured process of identifying, evaluating,
and prioritising risks so that they can be mitigated proactively. In early design phases
(Phases 0–A–B), the goal of risk assessment is not to achieve quantitative results, but
to highlight critical design issues while flexibility is still high and corrective action is
feasible.

2.2. Fault Detection and its link to Risk Assessment
Fault Detection, Isolation and Recovery (FDIR) methods have long played a critical
role in ensuring the reliability of space missions. These methods generally focus on
detecting andmitigating faults onboard a satellite in the shortest possible time. While
the approaches to fault detection have matured over time, they still rely heavily on
simulation, testing and telemetry data analysis and are often implemented late in the
development cycle [10][9].

Traditional fault detection techniques are often categorised into model-based, data-
driven and knowledge-based approaches:

• Model-Based Approaches
These approaches rely on physical or analytical models to replicate the system’s
behaviour. Methods like parity relations and Kalman filters compare predicted
behaviour with telemetry data to identify faults. They are commonly employed
in onboard FDIR systems[11][12].

• Data-driven Approaches
These use machine learning and statistical methods that are trained on real-time
or historical telemetry data. Methods like support vector machines, neural net-
works and clustering have been applied in fault detection and require large vol-
umes of labelled data. These techniques focus on late-stage design and opera-
tional phases as well [13].

• Knowledge-Based Approaches
These approaches involve the development of an expert- defined system rely-
ing on rules, databases or predefined fault libraries. They are more explainable
and can work with limited data, making them attractive for early-phase analy-
sis [14]. Despite the effectiveness of FDIR in an operational context, one area of
fault detection remains largely untapped. The integration of these existing tech-
niques into system design activities could help detect and manage faults early
on. However, most of these are either too heavy for Phases A and B studies or
disconnected from the system architecture .

• Hybrid Fault Detection Approaches
A rising trend for incorporating early fault management has been leaning to-
wards Hybrid Fault detection, which blends multiple paradigms to tailor exist-
ing approaches to overcome their limitations. For example, Pesola proposed a
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framework to integrate the benefits ofmodel-based anddata-driven approaches[15].
The fault detection was, however, demonstrated during the hardware-in-loop
campaign, which is not always possible at an early stage. Another relevant work
proposes a fault prediction system combining rule-based reasoning with struc-
tured fault tree logic [16].

These approaches are effective in operations, but offer limited support in the early
design phases, which is the focus of this thesis.

2.2.1. Early phase fault detection
In Space missions, the early stages refer to initial phases where the mission is iden-
tified, its feasibility is evaluated, and a preliminary design is determined. These are
typically designated as Phase 0, A, and B in ESA and NASA project life cycles [17].

Recent studies have emphasised the importance of shifting fault detection activities
earlier into the system design phase. Studies conducted at Thales Alenia Space high-
light how simpler architectures could be generated if fault management strategies
are incorporated during requirements specification and design phases. Delaying this
could result in late design changes that impact the cost and planning of the mission
[18].

2.3. Risk Assessment methods
In parallel with fault detection, space missions typically apply risk assessment tech-
niques to evaluate and prioritise critical aspects of design. Risk assessment includes
identifying, analysing, prioritising and mitigating potential risks to a project or orga-
nization. It is performed in an integrated, holistic way, maximizing the overall ben-
efits in areas such as: design, manufacturing, testing, operation, maintenance, and
disposal, together with their interfaces control over risk consequences management,
cost, and schedule [19].

While performing risk assessment, trade-offs are performed among often competing
goals and associated risks are assessed based on their severity, impact and likelihood
of occurrence. The assessments of the alternatives for mitigating the risks are iterated,
and the resulting measurements of performance and risk trend are used to optimize
the tradable resources [20].

Risk assessment methodologies help quantify and qualify risks based on assessment
factors and provide a systematic framework for decision-making in an event of risk.
This enables implementation of appropriate risk mitigation strategies.

Common risk assessment methodologies include:

Qualitative
Qualitative analysis uses descriptive labels like ’High’, ’Medium’, ’Low’ based on sub-
jective judgment to assess risk likelihood and impact. It is suitable for scenarios where
quick assessment is needed or data is limited. It is a simple and fast method, but lacks
measurable precision and may be inconsistent [21].
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Quantitative
Quantitative analysis assigns numerical values to risks using statistical data ormodels
like Monte Carlo simulations. It is suitable for cases with mature data about risk en-
vironments, as detailed financial or statistical modeling is involved. While it is highly
precise and transparent, strong data availability and technical modeling is required to
perform this assessment [21].

FMEA/FMECA
Failure Modes and Effects Analysis (FMEA) / Failure Modes, Effects and Criticality
Analysis (FMECA) is performed on the functional design, physical design and the
processes used to realize the final product Functional FMECA, Product FMECA and
Process FMECA respectively) [22].

In FMEA assessment, all potential risks and failure modes are identified and classi-
fied based on severity, whereas in FMECA, they are classified based on criticality of
their consequences. During the analysis, appropriate measures are proposed and in-
troduced in the design to render all such consequences acceptable. [22].

When any design changes are made, the FMEA/FMECA is updated and the assess-
ment is done again to analyse the effects of new failure modes introduced by the
changes. This methodology also has provisions for failure detection and recovery
actions. In addition, potential failure propagation is also studied.

Hardware-software interaction analysis (HSIA)
HSIA is be performed to ensure that the software reacts in an acceptable way to hard-
ware failure. It is performed at the level of the technical specification of the software.
This analysis can be included in the FMEA analysis [22].

Fault tree analysis (FTA)
A Fault Tree Analysis is performed to ensure that the design conforms to the failure
tolerance requirements for combinations of failures or event combinations leading to
the undesirable end events such as loss of mission. FTA can be performed at subsys-
tem level with respect to the top events like loss of function of the subsystem, and
inadvertent activation of the subsystem function [22].

Common-cause analysis
Common‐cause analyses are be performed on reliability and safety critical items in
to identify the root cause of failures that have a potential to negate failure tolerance
levels. They can be accomplished as part of FMEA/FMECA or FTA [22].

Although multiple risk assessment methods are well established in the literature, in
practice they are not always applied correctly or at the appropriate stage to realise
their intended benefits. Studies highlight that risk assessment is frequently conducted
too late in the lifecycle, or is performed superficially, reducing its ability to influence
architectural decisions and design trade-offs in the early phases[23].
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2.4. Model Based Systems engineering
2.4.1. Systems engineering and shift to MBSE
Systems Engineering is defined by INCOSE as a ”transdisciplinary and integrative ap-
proach to enable the successful realization, use, and retirement of engineered systems,
using systems principles and concepts, and scientific, technological, andmanagement
methods”[8]. It addresses and satisfies the needs of stakeholders by developing cost
and time-effective solutions.

In the context of space missions, the systems engineering process is quite disciplined
and highly focused on mission safety. A space systems engineer coordinates and
plays a key role in various tasks including development of the concept of operations
(ConOps) and resulting system architecture, defining and allocating requirements,
evaluating design trade-off, balancing technical risk between systems, assessing in-
terfaces, and providing oversight of verification and validation activities [9].

Applying systems engineering practices in space missions has helped reduce risks,
enhance collaboration, optimize costs and schedules, and improve product quality
by providing a structured framework for managing complex problems. However, the
disadvantages of these practices can include the high cost of implementing robust sys-
tems engineering processes to address the complex nature of space missions. Also,
there exists the potential for over-engineering and challenges in integrating innova-
tions into established processes, particularly in lower-cost, risk-tolerant missions.

In the past, systems engineering relied heavily on traditional methodologies to de-
velop complex systems using documents and spreadsheets to manage information
and requirements [24]. This required manual updates and posed synchronization
challenges, leading to excessive rework and long feedback loops. This Document
Based Systems Engineering (DBSE) has been replaced by modern, smart practices
which also tackle the disadvantages of systems engineering in space missions. One
such practice is Model Based Systems Engineering (MBSE), which has gained consid-
erable traction in recent years.

2.4.2. What is MBSE?
MBSE is an approach that focuses on achieving systems engineering objectives and
goals. As defined by INCOSE, ”Model-based systems engineering (MBSE) is the for-
malized application of modeling to support system requirements, design, analysis,
verification and validation activities beginning in the conceptual design phase and
continuing throughout development and later life cycle phases” [25]. The systems’
MBSE model aims to understand, communicate, explain, and innovate in the user’s
interest [26].

The life cycle of a system consists of various activities at different stages that provide
the support necessary for efficient modelling. Modelling supports the systems activi-
ties, and system engineeringmodels drive these activities among the life cycle process
[27].
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Figure 2.1: MBSE Pyramid [27]

An appropriate MBSE methodology embraces some important elements: a method, a
modelling language, and tools essential for successfully executing this processes [28].
As shown in Figure 2.1, these elements provide an overview of the overall MBSE and
indicate its capabilities that create the system model [29]. Each of these elements are
decribed below:

Method
This indicates the collection of design techniques, systems engineering processes, and
approaches used for developing complex system architecture models[29]. It provides
details about tasks to be performed on the different elements and how each task and
operation occur at different stages. However, eachmodellingmethod contains a series
of functions taking place in sequence, and the collection of design techniques can be
viewed as a process itself [29]. A modelling methodology shall provide all relevant
parameters through the necessary sequential stages of the system’s life cycle; how-
ever, it also depends on the systems engineering team to determine the appropriate
parameters and sequence [30].

Modeling Language
This element is used to express the relationship between actions and elements of a
system. It is neither a technique nor a framework and is considered a key enabler for
MBSE [28]. The language defines what to communicate without determining how a
logical sequence of activities and tasks occurs in the system [29]. Therefore, it provides
the medium of expression and categorises such relationships and components in the
graphical form necessary for the modelling. There are various modelling languages
available, implemented through specified standards[30].

Tool
Modeling tools are employed to streamline critical tasks and strengthen the architec-
tural capabilities of a methodology. Each modeling approach illustrates how a sys-
tem’s activities are performed. Through these models, the system architecture can
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visually represent various actions within the system, along with their dependencies
and both internal and external interfaces. Tools implement the graphical characteris-
tics of modeling methods, and it also ensures compliance with standards and allows
the system architecture to be updated when any modification has occurred [30].

2.4.3. Advantages of MBSE
Amajor advantage ofMBSE is credited to its central repository that contains the collec-
tion of all system information from which access to any required information is possi-
ble. This allows for easy formation and identification of interconnections between the
model elements. It also handles any model updates efficiently by ensuring automatic
propagation of design changes, performing consistency checks, and error detection.
MBSE promises to be a more rigorous and effective means of developing complex
systems [31].

Several significant benefits of employing MBSE can be listed as follows:

• Reduction of Cost and timeline: Clear definition of stakeholder needs and de-
sign assessments help capture risks and uncertainties accurately. Using this,
appropriate design decisions are made early on, based on design implications,
risks and dependencies. Also, issues are discovered early through the enforced
consistency and relationship visibility [32]. This helps reduce the cost and dura-
tion of the expensive integration and test phase.

• Ease of communication among diverse stakeholders: MBSE helps develop an
unambiguous system description which is precise and can be evaluated for con-
sistency, correctness, and completeness [33]. This helps discuss problems and
potential solutions clearly, perform holistic trade-off studies and implement risk
mitigation steps at the right stage by the appropriate stakeholders.

• Knowledge capture: By providing effective means for capturing, assimilating,
and retaining design decisions and details in an electronic repository [33]. This
information can be reused and updated in the later stages and is retained by the
model.

• Decision-Making: Since changes in MBSE tools are instantly reflected across
the entire design, system design trade-offs based on a set of requirements can
be conducted quickly to aid decision-making. Design risks and cost can also be
incorporated into the model to enhance the decision-making process.

• Error Checking and Data Verification: MBSE tools can validate the model con-
sistency and conformance to standards [33]. Moreover, by reviewing the model
execution, developers can affirm that the right system is being built[32]. The
identification of inconsistencies in model indicates design flaws. To eliminate
them, design parameters can be modified and quick data verification could be
performed. Trade studies could include more variables or be more detailed to
find precise solutions or reduce errors [33].

• Documentation and Reuse: Templates for automatically generating formatted
documents from the central repository can be developed usingMBSE tools. The
documents generated based on the current design parameters can be referred to
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for another similar project. Additionally, from a single repository, multiple con-
sistent views can be produced to communicate and analyse designs in different
contexts.

These advantages collectively illustrate an important application of MBSE — risk as-
sessment. Identifying and assessing risks, as well as developing appropriate mitiga-
tion strategies, are integral components of theMBSE process. This approach supports
informed design decisions, reduces project costs, and helps maintain realistic sched-
ules for complex projects.

2.4.4. MBSE and Fault detection
MBSE has emerged as a powerful methodology for handling the increasing complex-
ity of space systems. It enables the creation of structured, graphical models to repre-
sent system architectures, requirements, and behaviors from the early stages to imple-
mentation. Several MBSE tools and frameworks have been explored in the context of
safety and fault analysis.

The COMPASS toolset [34] developed by ESA is a relevant example that combines
modelling in the ADL language with formal model-checking capabilities to support
system-level verification, fault analysis and design assurance. However, its use and
access are largely restricted to formal logic experts and require steep learning curves
and complete model definitions.

The SafeSysE project [35] is a similar project that explores the integration of SysML
with safety analysis methods such as FMEA and FTA throughmodel transformations.
In this approach, safety engineers define metamodels to extend the usability of the
SysML models for safety analysis.

An additional tool,MADe (Model-basedAnalysis andDesignEnvironment) [36]widely
used in safety engineering literature and recommended byNASA, supports faultmod-
eling, functional FMEA generation and diagnostic reasoning using a model-based ap-
proach. While MADe provides a structure to the safety logic, it is proprietary and
may not integrate directly with open-source MBSE platforms like Capella.

In the automotive and aerospace domains, the SysML Safety Profile [37] was devel-
oped in line with ISO 26262 and ARP4761 standards. These approaches propose
adding safety properties as tagged values or stereotypes and rely on manual rule-
checking or tool-augmented validation through plug-ins. The RiskML framework [38]
and PRISMA further explore extending MBSE to support quantitative risk modelling.

Studies such as [39] also demonstrate transformations from SysML to fault trees, while
[40] proposes MBSE-assisted FMEA methods that balance manual design input with
automated risk extraction. Despite these advancements, a gap remains in tools that
offer lightweight, explainable, and early-phase fault detection integrated with MBSE
modelling, especially suited for conceptual design or resource-limited settings like
NEBULA-Xplorer.
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2.5. Identified gaps & need for a framework
Building on the state of art, it becomes clear that while MBSE, fault detection and
risk assessment have individually advanced, their intersection in the context of early
design stages remains underdeveloped. The literature consistently emphasises the po-
tential benefits of integrating failure analysis earlier in the lifecycle, yet also illustrates
that existing practices are either too resource-intensive or insufficiently adapted for
preliminary modelling.

This indicates a persistent disconnect between what current methods offer and what
early-stage system engineering actually requires. Tomake this distinction explicit, the
following key research gaps are identified:

• Focus on late-stage methods: Despite increasing interest in early-stage fault
analysis, most existing fault detection and management techniques are still con-
centrated on late phases of system development, such as testing, simulation, or
operational telemetry. This means that their value for supporting system mod-
eling and architectural reasoning in the initial design stages remains limited.

• Restricted applicability of hybrid approaches: Although hybrid approaches
that combine rule-based reasoning with formal transformations or data-driven
models have been proposed, their demonstration is typically restricted to veri-
fication and validation campaigns. As a result, their potential to assist during
initial architecture definition has not been sufficiently explored.

• Limitations of existing MBSE safety extensions: While MBSE offers a struc-
tured platform for modeling complex system architectures, most existing safety-
oriented extensions such as COMPASS and SafeSysE, depend on advanced for-
mal methods, fully matured models, or domain-specific toolchains. This re-
liance on heavy infrastructure makes them unsuitable for contexts with limited
resources and experience, such as student-led missions.

• Lack of automated and explainable analysis: Few frameworks provide auto-
mated and explainable fault detection that works directly with MBSE outputs.
In particular, existing methods do not adequately address the detection of ar-
chitectural, functional, or interface-level fault patterns during the early design
stages.

• Accessibility and scalability issues in current tools: Current tools do not pro-
vide integrated features for inspecting early-stage designmodels in a way that is
both scalable across different system complexities and accessible to teams with-
out extensive expertise in formal verification. This creates a gap for lightweight
solutions that can adapt to varied mission needs.

• Absence of immediate design feedback: Existing practices do not seamlessly
integrate fault detection into early-stage modelling workflows. There is a lack
of mechanisms that allow design teams to receive immediate, actionable feed-
back on faults during architectural decision-making, which limits the proactive
management of risks in the early lifecycle.
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• Limitations of early-stage risk assessment methods: Traditional risk assess-
ment techniques such as FMEA and FMECA are widely used but typically de-
pend on detailed design information (component reliability data, failure rates,
or mature hardware models). At early stages, such data is unavailable, which
forces teams to rely on qualitative judgement.



3
Framework development

This chapter outlines a general, tool-agnostic framework for early Fault detection, sup-
porting technical risk assessment during Phases A-B. Building upon the motivation
and gaps identified in the previous section, the discussion emphasises the engineering
design of the framework, its development process, target objectives, proposed archi-
tecture, and potential modes of implementation in a broad context, independent of
any specific mission or toolchain.

3.1. Methodology
This section describes the methodological process followed to develop the proposed
framework. Risk assessment and System design are both iterative approaches, and
hence, the development of this framework also followed an iterative approach. Start-
ing from the identified problem statement and early-phase constraints, requirements
were first generated, followed by an MBSE-centred solution to make every design
choice traceable to a rationale. Framework development (Figure 3.1) followed a tool
and mission-agnostic approach and was divided into the following phases:

1. Objective and Requirements Definition:
From the problem definition and literature-based gaps, a concise set of frame-
work requirements was derived, specifying: (i) the types of issues that must
be detectable in early phases, (ii) the form of outputs required to support en-
gineering decisions, and (iii) quality attributes expected of the solution. Each
requirement was treated as an acceptance criterion to enable later verification.

2. MBSE Model development strategy:
To support early fault detection without depending on the availability of a ma-
ture design, a minimal model content was specified. This MBSE Model concept
defines the elements and relations that any MBSE model should provide: Re-
quirements, Functions, Components, Interfaces/Exchanges, and Allocations. In
addition, failure-relevant attributes were designated to themodel elements. The
intent is to enable analysis on developing models while remaining independent
of any specific tool.

15
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Figure 3.1: Framework Development Methodology
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3. Rules discovery and formalisation:
Concurrently with the modelling strategy, a catalogue of detection rules was de-
veloped. Patterns were drawn from recurring early-phase concerns (e.g., unallo-
cated critical functions, single points of failure, andmissing requirement traces).
Each rule was expressed as a checkable statement comprising preconditions, de-
tection logic, and required evidence in the finding.

4. Risk Assessment integration:
To ensure that findings become actionable in design reviews, a fixed mapping
from detection findings to FMEA entries was defined. The mapping specifies
which fields can be populated directly from the model and rule evidence and
which fields remain subject to engineering judgement.

5. Case application and tailoring:
The Framework was applied to a case study: NebulaXplorer mission and tai-
lored to demonstrate its feasibility. Case-dependent modifications were noted.

6. Framework refinement:
Observations from the application step were used to refine the baseline. Re-
visions focused on clarifying assumptions, improving rule wording to reduce
ambiguities, and, where necessary, updating the MBSE model features.

7. Evaluation plan:
Evaluation was planned along two complementary tracks: (i) requirement ver-
ification, whereby each framework requirement was revisited and (ii) method
assessment using a recognised evaluation framework.

3.2. Requirements
This section specifies the Functional (what the framework shall do) andNon-functional
(how it shall behave) requirements to be usable in early phases. These have been de-
rived from the research gaps discussed in Section 2.5. Each requirement is denoted
with a unique ID, FR-XX for Functional and NFR-YY for non-functional requirements.
They are illustrated in Table 3.1 and Table 3.2

Table 3.1: Framework functional requirements

ID Name Description (The framework shall..)

FR-01 Fault detection Detect defined categories of early-phase (A-B) faults
from MBSE models, including allocation issues, inter-
face mismatches, and redundancy gaps.

FR-02 MBSE Model Operate on MBSE model representations that provide,
at minimum, the following architectural information:
functions, components, and their allocated relation-
ships; and redundancy attributes where applicable.

Continued on next page
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Table 3.1: Framework functional requirements (Continued)

FR-03 Findings dataset Generate a structured findings dataset that lists each de-
tected fault, affected element(s) and fault types.

FR-04 Failure Analysis Analyse the effect of potential function or component
failures on higher-level system capabilities, given the
current architectural design.

FR-05 Risk Assessment Provide an output dataset suitable for downstream risk
assessment, including at a minimum: function/compo-
nent, failure mode, effect and associated severity and
likelihood.

Table 3.2: Framework non-functional requirements

ID Name Description (The framework shall..)

NFR-01 Terminology Use terminology consistent with widely adopted MBSE
practices (e.g., allocation, interface, redundancy) to en-
sure interpretability by system engineers.

NFR-02 Explainability Provide transparent reasoning for the results.

NFR-03 Determinism Produce identical outputs, given identical inputs and
configurations.

NFR-04 Robustness Degrade gracefully on incomplete input while still
analysing mandatory fields.

NFR-05 Usability Allow adaptation of detection rules or thresholds to dif-
ferent mission contexts.

NFR-06 Traceability Ensure traceability of results to the originating model el-
ement.

3.3. Proposed Framework Architecture
At its core, the framework operates on a minimal MBSE model that provides just
enough detail to enable analysis without requiring a fully matured architecture. This
model forms the foundation of the framework, and its specific content is described
in Section 3.4. The framework applies four interdependent layers (Figure 3.2), using
the model as a foundation. Each layer addresses a distinct step in the transition from
system requirements to actionable risk insights.
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Figure 3.2: Framework Architecture

Requirements Traceability Layer
This layer requires that all system functions be explicitly derived from higher-level
functional requirements. This ensures that no “orphan” functions remainunconnected
tomission needs, while also providing a baseline for later analysis. Traceability at this
stage is treated as a primary rule: every function should have a requirement origin,
and every functional requirement should be realised by at least one function.

Rule-based dection Layer
A set of formalised rules is executed on the MBSE model to detect early-phase issues.
These include, for instance, consistency between power demand and supply, envi-
ronmental specifications, and requirement–function allocation checks. Each rule is
expressed as preconditions, detection logic, and supporting evidence, ensuring trans-
parency and reproducibility.

Failure Analysis Layer
Interprets the MBSE model as a graph of functions and their interconnections. Fail-
ures are represented as degraded or removed nodes, and their effects are propagated
through functional chains to assess the impact on higher-level capabilities. The details
of this analysis are explained in Section 3.6.
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Risk Assessment Integration Layer
Translates detectionfindings and failure propagation outcomes into a functional FMEA
structure according to ECSS standards [22]. Citing the limitations of existing risk as-
sessment for applicability to early phases, Functional FMEA was chosen over a hard-
ware approach for the following reasons:

• Captures credible points of failure independent of the final design and integra-
tion choices.

• Feeds the technical risk register before part-reliability data is determined.

Model evidence pre-populates fields such as function/component, failure mode, ef-
fect, severity and design recommendation, while likelihood remains subject to engi-
neering judgement. In this way, early fault detection results directly contribute to
risk-informed decision-making.

3.4. MBSE Model Specification
The framework relies on a minimal MBSE model that captures essential system infor-
mation. To define this foundation, the Systems Engineering Body of Knowledge (SE-
BoK) was adopted as a reference [41]. SEBoK identifies four essential system views
that together provide a complete representation of a system throughout its lifecycle:

• Requirements View: Capturing stakeholder goals, system-level capabilities, and
success criteria.

• Functional/Behavioural View: Describing what the system must do to meet re-
quirements, including functional breakdown and state-dependent behaviours.

• Structural View: Representing the system’s architecture in terms of components
and their relationships.

• Parametric View: Defining constraints, properties, and quantitative attributes
that govern system performance and behaviour.

These views are independent of any particular modelling language or tool and form a
widely accepted foundation for system modelling. From these views, the framework
adopts a subset of model elements that can be realistically defined in Phases A-B:

• Requirements (Requirements view): High-level mission and system require-
ments, which provide the source for all subsequent functions and structure. They
are the starting point for establishing traceability.

• Functions and exchanges (Functional View): Represented in a Function Break-
down Diagram (FBD), giving a hierarchical decomposition of system behaviour
from the functional requirements. Additionally, exchanges are defined between
functions to represent the flow of data, control, or resources. These exchanges
are grouped into functional chains that describe the main system capabilities.
Capturing the functional chains enables the framework to reason about end-to-
end capability realisation and to analyse how a particular function failure may
disrupt higher-level mission objectives.
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• Components and allocations (StructuralView): Abstract physical building blocks,
serving as allocation targets for the established functions. These elements repre-
sent the logical and eventual physical breakdown (eg: Subsystems, Assemblies)
of the system. They are primarily defined using a Block Definition Diagram
(BDD), with their internal composition detailed in an Internal Block Diagram
(IBD).

• Failure-relevant Properties (Parametric View): Attributes such as redundancy,
power requirements, and radiation tolerance, which enable the framework to
perform rule-based checks and support risk assessment.

The model content was intentionally kept minimal to avoid dependence on detailed
design information that is typically unavailable in Phases A-B, while still sufficient
to capture and highlight early-phase design and architectural faults. This structured
specification forms the foundational layer for the subsequent framework capabilities:
guaranteeing that traceability, rule-based detection, failure analysis, and risk assess-
ment are all based on consistent system data.

3.5. Rule Formalisation
The second layer of the framework is a rule-based detection that enables early identifi-
cation of architectural issues in Phases A-B. Rules were derived from recurring early-
phase concerns reported in literature and design practice, and each was expressed in
a formal structure to ensure transparency and reproducibility.

A rule is defined using three elements:

• Preconditions: Model elements and attributes required for the rule to be appli-
cable.

• Detection Logic: Conditional statement that evaluates the model against the in-
tended pattern.

• Supporting Evidence: Specific model elements or attributes that triggered the
finding, ensuring the result is traceable and interpretable.

The rules applied in this framework are grouped into three broad categories:

1. Traceability Rules: InMBSE practice, requirements, functions, and components
are expected to be consistently linked to avoid elements existing in isolation. In
early design phases, these traces could be incomplete or omitted. For this reason,
the framework treats traceability not as an assumption but as an explicit rule to
be verified.

The two primary checks are:

• Requirement-Function Traceability: Every functionmust be derived from
at least one requirement (Table 3.5)

• Function-Component Allocation: Every function must be allocated to a
component that realises it.
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Table 3.3: Illustrative example: Requirement-Function Traceability rule

Preconditions Function F exists, Requirement R exists
Detection Logic If F has no «deriveReq» (or equivalent) trace link from

any R, trigger finding.
Evidence The identifier of the orphaned function is reported.

2. Consistency Rules: Consistency rules check that quantitative attributes cap-
tured in the model do not conflict. Typical examples include resource balance
checks and redundancy definitions.

Table 3.4: Illustrative example: Power Balance rule

Preconditions Function F is allocated to Component C; both have de-
fined power attributes

Detection Logic If C.PowerRequired > F.PowerAvailable, trigger finding
Evidence “Component C1 requires 15 W, but Function F1 gener-

ates only 10 W.”

3. Attribute Completeness Rules: In early phases, many design attributes that are
important for risk assessmentmay not yet be known or specified. Rather than as-
suming completeness, the framework explicitly checks for the presence of such
attributes and flags missing data. This allows the model to highlight ’known-
unknowns’ parameters that will need to be defined later to enable a comprehen-
sive analysis.

Table 3.5: Illustrative example: Radiation Tolerance rule

Preconditions Component C exists in the model
Detection Logic If C does not have a Radiation Tolerance attribute de-

fined, trigger finding
Evidence “Component C2 has no defined radiation tolerance.”

By capturing rules in this structured format, the framework enables systematic detec-
tion of incomplete, inconsistent, or untraceable design elements. These findings are
then passed forward into the failure analysis and risk assessment layers.



3.6. Failure Analysis 23

3.6. Failure Analysis
The failure analysis layer builds on the traceability and rule-based checks defined ear-
lier. While those layers ensure that the MBSE model is consistent and complete, this
layer investigates the structural robustness of the functional architecture itself. The
idea is to move beyond verifying attributes and links, and also ask: what happens if a
function or exchange fails?

To answer this, the functional block diagram is represented as a directed graph of
functions and exchanges, enabling the use of graph theory-based methods to reason
about failure propagation and bottlenecks [42]. In this way, the framework introduces
an analysis methodology capable of revealing architectural weaknesses during early
lifecycle phases, well before detailed design specifications are finalised.

3.6.1. Graph representation of Functional Architecture
To enable automated analysis, the functional block diagram is abstracted into a
directed graph, where edges have a defined direction and are represented as:

𝐺 = (𝑉, 𝐸)
• Nodes V: Functions (F)
• Edges E: Functional Exchanges (FE)
• Attributes: Each FE carries a classification attribute(type:Resource/Core/Utility)

while each F carries redundancy/performance properties.

Adjacency representation
The abstract graph, G = (V, E) is transformed into computational representations that
enable algorithmic reasoning:

• Adjacency list: For every function 𝑢 ∈ 𝑉 , its outgoing neighbors { 𝑣 ∈ 𝑉 |
(𝑢, 𝑣) ∈ 𝐸 } are stored explicitly in an adjacency list, denoted by:

adjout(𝑢) = {𝑣 ∈ 𝑉 | (𝑢, 𝑣) ∈ 𝐸}

• Adjacency matrix: The adjacency matrix 𝐴 is a binary 𝑛 × 𝑛 matrix defined as

𝐴𝑖 𝑗 =

{
1 if a functional exchange (𝑖 → 𝑗) ∈ 𝐸,

0 otherwise.

Figure 3.3a shows an example of functional block diagram (FBD) fragment. The same
diagram can be abstracted into a directed graph, shown in Figure 3.3b, where func-
tions are represented as nodes and functional exchanges as edges annotatedwith their
type.
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(a) Functional Block Diagram (FBD) fragment.

(b) Graph abstraction of the same fragment.

Figure 3.3: From model to graph abstraction: (a) FBD fragment, (b) equivalent
directed graph representation.

For illustration, the adjacency matrix 𝐴 of the example graph in Figure 3.3 is shown
below. An entry 𝐴𝑖 𝑗 = 1 indicates a functional exchange 𝐹𝑖 → 𝐹𝑗 .

𝐴 =


0 1 1 0
0 0 1 1
0 0 0 1
0 0 0 0


This representation is particularly useful formatrix-basedmetrics (e.g., path counting,
centrality). Well-established graph metrics can be applied to these for failure analysis
and redundancy evaluation.

3.6.2. Functional Chains and Neighbourhoods
A Functional Chain in MBSE represents a particular end-to-end capability of the sys-
tem. It typically describes how a mission objective is realised through a sequence of
functions and exchanges. The realisation of functions depends not only on the pri-
mary functions involved but also on the functions and exchanges that interact with
them.
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To capture this, the framework analyses each function chain along with its one-hop
neighbourhood:

• Primary nodes: The set of functions directly involved in the chain.
• Neighbour nodes: The functions that directly interact with a primary node via

a functional exchange.
• Internal edges: Functional exchanges linking two primaries.
• Boundary edges: Functional exchanges, not part of the chain but flowing in or

out of primaries.

Figure 3.4: Functional chain and one-hop neighbourhood

Endpoints of the chain (Figure 3.4) are denoted as source S and sinkT and are inferred
automatically. The rule used is that a source has no inbound exchanges from within
the chain, and a sink has no outbound exchanges.

Once the functional chain and its neighbourhood are identified, their structure can
also be expressed in a matrix form. The adjacency matrix introduced earlier can be
restricted to just the primary nodes of the chain, producing the submatrix:

𝐴𝑐 = 𝐴[𝑉𝑐 , 𝑉𝑐]
where A is the system adjacency matrix and 𝑉𝑐 the set of chain nodes. Interactions
between the chain and its neighbourhood are described by boundary submatrices:

• Outgoing boundary matrix:

𝐵𝐶→𝑁 (𝑢, 𝑣) = 1 if 𝑢 ∈ 𝑉𝐶 , 𝑣 ∈ 𝑉 \𝑉𝐶 , (𝑢, 𝑣) ∈ 𝐸

• Incoming boundary matrix:

𝐵𝑁→𝐶(𝑣, 𝑢) = 1 if 𝑣 ∈ 𝑉 \𝑉𝐶 , 𝑢 ∈ 𝑉𝑐 , (𝑣, 𝑢) ∈ 𝐸
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Together, these boundary matrices capture the external dependencies of the chain,
indicatingwhich external functions supply inputs to the chain andwhich downstream
functions depend on its outputs. This representation allows the analysis to highlight
two types of issues in architectural design:

1. Internal fragility: Potential weak links or single points of failure in the chain
2. External dependency: Outside exchanges or functions whose failure could

disrupt the capability realisation.

3.6.3. Extended Graph Representation
The adjacency matrix representation introduced in section 3.6.1 can effectively cap-
ture the structural connectivity of the functional architecture. To extend the analysis
beyond architectural weaknesses and assess the consequences of a failure, additional
attributes are introduced:

• Node capacities:
Each function 𝑢 ∈ 𝑉 is associated with a redundancy capacity c(u). This value
indicates the number of ways in which a function can be realised, which in turn
represents the tolerance of a function to failure. For example, a function realised
by two redundant units would have 𝑐(𝑢) = 2. These values can be represented
as a diagonal capacity matrix:

𝐶 = diag
(
𝑐(𝑢1), 𝑐(𝑢2), . . . , 𝑐(𝑢|𝑉 |)

)
• Exchange classifications:

Each functional exchange (𝑢, 𝑣) ∈ 𝐸 carries a qualitative label, 𝑡 and is used to
differentiate the impact of the loss of a particular edge on a node.

𝑡 : 𝐸 → {𝑅𝑒𝑠𝑜𝑢𝑟𝑐𝑒 , 𝐶𝑜𝑟𝑒 , 𝑈𝑡𝑖𝑙𝑖𝑡𝑦}

The three matrices (𝐴, 𝐶, 𝑡) together form the basis for all the failure metric calcula-
tions introduced in the following sections:

• 𝐴 captures structure (whether dependency exists)
• 𝐶 captures redundancy (failure tolerance)
• 𝑡 captures criticality (type of dependency)

3.6.4. Method and Metrics
The different metrics and the steps to calculate the same are presented in this section.

Connectivity and Reachability
This analysis evaluates whether a functional chain can survive a single functional fail-
ure. The central question it evaluates is whether the path from the source S to the sink
T remains connected when individual intermediate functions are removed.
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Two complementary tests are applied on the functional chain:

1. Baseline Connectivity
An initial connectivity test confirms that a directed path exists between S and T
in the intact graph 𝐺 = (𝑉, 𝐸).

2. Single-Node Path Survivability
To assess the functional chain vulnerability, each intermediate function, 𝑢 is re-
moved in turn and for every modified graph 𝐺−{𝑢}, reachability is re-assessed.
If removal of 𝑢 disconnects 𝑆 from 𝑇, then u is identified as a critical node or a
single point of failure.

The output of this analysis is the set of Single Point of Failures (SPOFs). This metric
forms the foundation of internal fragility assessment. A chain dominated by SPOFs
reflects a weak architecture with limited tolerance to single-node failures, whereas an
empty SPOF matrix indicates resilience.

Neighbour dependencies
The analysis then evaluates whether the integrity of the functional chain depends on
the functions in the one-hop neighbourhood. The question is whether the failure of
a neighbour function 𝑁 ∉ 𝑉𝑐 can indirectly break the chain by isolating one or more
primary functions. To assess this, the following checks are performed:

1. Gather required inputs per primary:
For each primary 𝑃 ∈ 𝑉𝑐 , the inbound exchanges, grouped by name and type
are listed.

2. Uniqueness by type:
For each required input(name, type) of 𝑃, collect its corresponding nodes. If the
provider set reduces to N for that (name, type) then 𝑃 is uniquely dependent on
neighbour 𝑁 for that typed input.

3. Cascade removal and reachability:
If 𝑁 fails, the uniquely dependent 𝑃 is functionally isolated with respect to that
input. Remove 𝑁, 𝑃 and re-assess reachability from S to T. If the path is broken,
classify 𝑁 as a supporting-critical neighbour for that chain.

Redundancy and Min-Cut Analysis
This test evaluates the structural redundancy of a functional chain, providing a quan-
titative measure of its tolerance against single functional failures. It addresses the
question: What is the minimum number of simultaneous function failures required
to lose a capability?

The redundancy analysis is formulated as a minimum vertex cut problem. A vertex
cut is the smallest set of nodes whose removal eliminates all directed paths from 𝑆 to
𝑇. To compute this, the capacity matrix introduced earlier is used as follows:

1. Node transformation:
Each function 𝑢 ∈ 𝑉𝑐 is split into two nodes (𝑢𝑖𝑛 , 𝑢𝑜𝑢𝑡) connected by an internal
edge (𝑢𝑖𝑛 , 𝑢𝑜𝑢𝑡).
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2. Capacity assignment:
The internal edge (𝑢𝑖𝑛 , 𝑢𝑜𝑢𝑡) is given capacity of 1, representing the cost of remov-
ing that function. Functional exchanges are assigned infinite capacity, reflecting
the assumption that edges do not fail at this point.

3. Algorithm execution:
A standard max-flow/min-cut algorithm is applied to the transformed graph.
By the Max-FlowMin-Cut Theorem, the maximum flow value equals the size of
the minimum cut set.

The resulting min-cut value or Failure Resilience Score (FRS) provides a measure of
the chain’s structural resilience:

• min-cut = 1: no redundancy exists, a single function failure interrupts capability
realisation.

• min-cut ≥ 2: multiple disjoint paths exist and can tolerate at least one failure
before loss of capability.

Global Centrality
This analysis moves beyond individual functional chains to identify global single
points of failure (SPOFs) that act as critical bottlenecks across the entire functional
architecture. The central question is: Which functions are global bottlenecks and lie
on a disproportionately high number of shortest paths?

To answer this, the betweenness centrality (𝐶𝐵(𝑢)) is calculated for every function
𝑢 ∈ 𝑉 . It is a measure of how often a function lies on the shortest path between any
two other functions 𝑠 and 𝑡:

𝐶𝐵(𝑢) =
∑

𝑠≠𝑢≠𝑡∈𝑉

𝜎𝑠𝑡(𝑢)
𝜎𝑠𝑡

Where:
𝜎𝑠𝑡 is the total number of shortest paths between two functions 𝑠 and 𝑡.
𝜎𝑠𝑡(𝑢) is the number of those shortest paths that pass through function 𝑢.

The computation is performed using a standard betweenness centrality algorithm on
the adjacency matrix of the graph, 𝐺. The output is a ranked list of functions by their
betweenness score. Functions with high centrality values are critical bottlenecks, as
failures here risk cascading effects across multiple chains. These nodes are candidates
for redundancy, architectural decoupling, or monitoring.

Coupling analysis
The coupling risks of every function are evaluated using the fan-out and fan-in met-
rics. It helps answer the question: Which functions are vulnerable due to excessive
incoming or outgoing exchanges?
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For each function 𝑢 ∈ 𝑉 :

• Fan-in: number of distinct exchanges feeding into 𝑣, i.e. 𝑑𝑒𝑔−(𝑣)
• Fan-out: number of distinct exchanges relying on 𝑣, i.e. 𝑑𝑒𝑔+(𝑣)

These values are computed directly from the adjacency list of the graph discussed in
the previous section. The output highlights the top-ranked functions by fan-in and
fan-out:

• High fan-in nodes are integration hotspots. Failure here may affect multiple
upstream inputs.

• High fan-out nodes are cascade risks. Failure here propagates downstream to
many dependents.

Both patterns indicate functions that warrant special design considerations, such as
functional splitting or redundancy.

3.7. Risk Assessment
The analyses presented in the previous section yield various metrics. These results
are not standalone numerical values. Instead, they provide the building blocks for a
structured risk assessment. Each metric maps directly onto the concepts traditionally
used in Failure Mode and Effects Analysis (FMEA):

• Function Failure Analysis: Generates candidate functional failure modes (e.g.,
“Loss of Function X”).

• Chain Connectivity & Survivability Tests: Captures the failure effects, i.e. the
loss of end-to-end mission capability.

• Min-Cut Value: Provides a measure of resilience to failure.
• Fan-In / Fan-Out Coupling: Indicates cascading risk.

The Functional FMEA is automatically derived from theMBSEmodel: each row corre-
sponds to the failure of a logical function, with its effects, severity, and design recom-
mendations filled in by analysis. Importantly, the framework does not estimate the
likelihood of occurrence. In early design phases, reliable failure rate data is unavail-
able. Likelihood is explicitly left blank, to be populated manually by engineers using
judgment or historical reliability data.

3.7.1. Severity assessment
A central aspect of the Functional FMEA is the evaluation of severity. In this frame-
work, severity is determined from two complementary sources:

1. Functional exchange tag: Each functional exchange is classified according to its
mission relevance and maps to a consequence score as shown in Table 3.6
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Table 3.6: Functional Exchange and consequence scores.

FE Tag Description Consequence Score

RESOURCE Irreplaceable system resource P2 / 4 (Catastrophic)

CORE Primary mission data or capability enabler
(e.g., science data, pointing reference)

P3 / 3 (Critical)

UTILITY Supporting, safety, or monitoring data
(e.g., heater commands, confirmations)

P4 / 2 (Major)

2. Structural integrity check: Independent of tagging, the structural analysis iden-
tifies whether a single functional failure severs the 𝑆 → 𝑇 chain. If so, this struc-
tural break overrides functional tagging and assigns the highest severity.

The final severity is therefore assigned according to:
Final Severity = max

(
𝑃Structural, 𝑃FE Tag

)
Where,
𝑃Structural denotes severity derived from connectivity tests
𝑃FE Tag is derived from mission relevance tagging

The resulting severity classes (P1–P5) are defined in Table 3.7.

Table 3.7: Severity classification scheme (aligned with ECSS categories).

Priority
(P)

Condition Met Severed
FE Tag

Score Consequence

P1 Structural Break: 𝑆 → 𝑇 path
severed

Any 4 Catastrophic

P2 Functional Isolation: Path
survives, but RESOURCE lost

RESOURCE 4 Catastrophic
(Resource Loss

Override)

P3 Functional Isolation: Path
survives, but CORE lost

CORE 3 Critical (Mission
Objective Loss)

P4 Functional Isolation: Path
survives, but UTILITY lost

UTILITY 2 Major
(Degradation)

P5 No Isolation: Neighbor
removed, no unique input

lost

N/A 1 Minor (Negligible
Impact)

This severity scheme ensures that themost disruptive failures are always ranked
above functional degradations. In this way, the framework aligns directly with
ECSS severity categories mentioned in [22].
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3.7.2. Aggregation of results
The analyses described in section 3.6 are conducted on an individual chain basis. A
particular systemmayhavemultiple capabilities andhence,may bedefined byvarious
chains. To provide a single, system-level view, results from each chain have to be
aggregated to provide an overall assessment.

For every function, 𝑢 a single, comprehensive Function Risk Profile (FRP) is consoli-
dated as follows:

1. Primary Ranking Criteria (Consequence):

• Worst-Case Severity(𝑃∗(𝑢)): It is themaximumseverity assigned to 𝑢 across
all functional chains, measuring the highest impact of its failure on anymis-
sion capability.

𝑃∗(𝑢) = 𝑚𝑎𝑥𝑐ℎ𝑎𝑖𝑛𝑠 𝑐𝑃𝑐(𝑢)
2. SecondaryRankingCriteria (Exposure andVulnerability): They sort the sever-

ity of functions that lie on the same band.

• Chain coverage𝑁𝑐(𝑢): Thismeasures the involvement of the function across
the functional chains, thus flagging system-level risk

𝑁𝑐(𝑢) = #{chains where 𝑢 appears with non-trivial impact}

• Structural involvement flag 𝐵(𝑢): This is a Booleanflag that indicateswhether
a function is a bottleneck in at least one functional chain. A ’TRUE’ value in-
dicates the need for a design action (e.g., increased redundancy) and hence,
a higher priority over another function at the same severity level.

• Minimum Failure Resilience (𝐹𝑅𝑆𝑚𝑖𝑛): A function’s redundancy risk is
governed by the minimum observed Failure Resilience Score (FRS) across
all chains containing it. The least resilient value determines the function’s
overall redundancy requirement.

3. TertiaryRankingCriteria (Hubs&Tie-breakers): They are the final tie-breakers
and produce the mitigation priority rank

• Maximum Coupling (𝐹𝑎𝑛_𝑜𝑢𝑡𝑚𝑎𝑥): Functions with a higher Fan out act
as hubs whose failure can cascade and affect many downstream functions.
They are, hence, ranked higher.

• Global Centrality Rank: This parameter acts as a final tie-breaker when
all other criteria scores are equal for a particular function. This ensures
that the function most critical to the overall network structure is addressed
before others.

The consolidated Function Risk Profile (FRP) encapsulates the per-chain vulnerabili-
ties into a finalMitigation Priority Rank, directly serving as a prioritised list of design
recommendations and mitigation actions that engineers can implement to manage
risk.
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3.7.3. Functional FMEA & Design Recommendations
The final step of the framework is to consolidate the calculated Functional Risk Pro-
file (FRP) into a Functional FMEA in line with ECSS standards. The objective is to
produce a document that can guide design and be used for reviews in early phases.
The Functional FMEA is a semi-automated, row-per-function failure analysis and is
mapped as shown in Table 3.8.

Table 3.8: Derivation of Functional FMEA Fields

FMEA Field Derivation Source Automation Status

Function Function name. Auto-filled
Failure Mode “Loss of Function 〈name〉.” Auto-filled
Effect Text summarised from the worst-case chain

analysis.
Auto-filled

Severity (P) Determined by consolidated Worst-Case
Severity (𝑃★), using the P1–P5 scale.

Auto-filled

Recommended
Action

Rule-based mapping from 𝑃★ and structural
flags (FRSmin, Fanoutmax).

Auto-filled

Likelihood /
Detection

Not automatically assessed due to lack of
early-phase reliability data.

Manual

Design Recommendations
The framework proposes some commonmitigation actions based on the consolidated
Function Risk Profile, attempting to translate the metric into actionable design recom-
mendations:

Table 3.9: Design Recommendations in FMEA

P1 or 𝐵(𝑢) = TRUE Add redundancy: Alternate S→T route or redundant
providers; review common-cause links.

P2 (RESOURCE Loss) Isolate/Secure: Resource redundancy or fail-safe
modes.

P3 (CORE Loss) Backup/Buffer: Secondary core source/path,
buffering/caching, or eliminating single enabler
functions.

P4 (UTILITY Loss) Degrade Gracefully: Monitoring + fallback, controlled
degradation, or add a secondary utility source.

Primary Evidence Recommended Action

Continued on next page
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Table 3.9: Design Recommendations in FMEA (Continued)

High Fanoutmax (Hub Risk) Refactor: Split the function (modularisation),
introduce a buffer/mediator, or simplify dependency
structure.

Primary Evidence Recommended Action

By automating the majority of the FMEA construction, the framework accelerates the
identification of structural vulnerabilities and aids in early design, well before detailed
design commences.

Summary
This chapter presented the design of the proposed framework, structured into four
layers: requirements traceability, fault detection, failure analysis, and risk assessment.
The design was grounded in ECSS-compliant methods such as FMEA, while extend-
ing them with MBSE and graph theory-driven metrics. Key choices made were in-
troduced, including the use of functional chains as analysis objects, the definition of
failure characteristics attributes, and the integration of severity scoring and resilience
metrics. Together, these design elements provide the foundation for demonstrating
the framework in later chapters, ensuring that the analysis outputs can be traced with-
tin the MBSE environment.



4
NEBULA-Xplorer mission

This chapter introduces the NEBULA-Xplorer mission and its systems engineering
context. It outlines the mission objectives, the role of SRON and partner organisa-
tions, the team structure, mission phases, and the approach to requirements genera-
tion. These elements provide the organisational and technical background on which
the framework from Chapter 3 will be applied and tailored.

4.1. Mission Overview and Objectives
NEBULA-Xplorer: Netherlands Educational SmallSat for Exploring Binary-linked
Astrophysics-X-ray Observer aims to become one of the most innovative projects in
the Dutch scientific community. Led by SRON, Space Research Organisation Nether-
lands, the mission is primarily student-driven and offers students the opportunity to
engage in astrophysics research and contribute to the development of new space tech-
nologies.

Figure 4.1: Black hole binary system [43]

34
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The primary goal of the NEBULA-Xplorer is to investigate the extreme gravity and rel-
ativistic behaviour of binary systems, with a special focus on observing the relativistic
jets produced by matter falling onto the black hole or neutron star within these sys-
tems.

In black hole–donor star binary systems, matter from the companion star is pulled
into the black hole’s accretion disk via an accretion stream (Figure 4.1). Well-studied
binaries such as Cygnus X-1 and IGR J17091-3624 exhibit distinctive patterns of X-ray
variability. By analysing both the energy spectrum and the timing of this X-ray emis-
sion, valuable insights can be gained into the dynamics of accretion and the geometry
of black holes.

The present mission emphasises the detection of relativistic jets, an aspect of these
systems that remains less understood compared to accretion and disk processes. X-
ray features typically evolve over timescales of days to months, highlighting the im-
portance of extended monitoring for improved understanding of their temporal and
physical development.

Although observatories such as XMM-Newton, Chandra, and NICER already enable
valuable X-ray studies, access to these facilities is quite limited and subject to intense
competition. NEBULA-Xplorer distinguishes itself by offering the capability to collect
continuous, dedicated soft X-ray data for the Dutch scientific community.

The overarching scientific objective ofNEBULA-Xplorer is to design anddeploy a com-
pact X-ray observatory satellite capable of sustained monitoring of X-ray binary sys-
tems. Alongside this, the project also carries an educational mission: to create an
environment where students gain direct, hands-on involvement in every stage of a
space mission. This dual purpose not only advances scientific knowledge but also
equips students with the skills and experience necessary to contribute to the future
workforce of the Dutch space sector.

4.2. Systems engineering context
The NEBULA-Xplorer mission is developed within a structured systems engineering
framework. This section introduces the main stakeholders, timeline and the team
structure, followed by the approach to requirements generation and the digital en-
gineering tools that support the project.

4.2.1. Stakeholders
The primary stakeholder and lead organisation of the NEBULA-Xplorer mission is
SRON, Space Research Organisation Netherlands. As the primary research center for
astrophysical instrumentation and space science, SRON has a long history of devel-
oping X-ray detectors, space instruments, and contributing to international missions
with ESA and NASA. In NEBULA-Xplorer, SRON carries full responsibility for mis-
sion leadership, systems engineering, and payload development, while at the same
time embedding education as a central mission objective.
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In addition to SRON, several other stakeholders are involved. Dutch universities sup-
ply students from a range of disciplines, who form themainworkforce behind themis-
sion. Industrial partners such as Airbus NL, ISISpace, and Royal NLR are expected to
support spacecraft bus development, launch preparation, and ground segment opera-
tions. The Dutch scientific community represents the end-users of the mission’s data,
benefiting from continuous soft X-ray observations of binary systems.

4.2.2. Team Structure
The NEBULA-Xplorer mission is structured using several coordinated teams, that re-
flect the spacecraft’s major elements and the mission’s educational nature. Overall
responsibility rests with SRON, where the Mission Project Leader oversees technical
and scientific coherence and resolves ambiguities in requirements or interfaces in con-
sultation with the Principal Investigator (PI) and the Product Assurance (PA) Man-
ager.

The Systems Engineering (SE) team, led by SRON with support from industrial part-
ners (Starion Group), plays a central role in defining requirements, managing inter-
faces, and ensuring verification and validation in line with ECSS standards. Owing
to the educational nature of the project, the composition of this team is flexible, as
students join for limited periods and rotate across subsystems.

Three dedicated teams implement the mission design:

• Spacecraft team: responsible for the design, manufacturing, and testing of the
satellite bus, expected to be led by an industrial partner such as Airbus NL or
ISISpace (TBD).

• Payload team: led by SRON, tasked with the design, integration, and testing of
the X-ray instrument.

• Ground segment team: expected to be led by Royal NLR, responsible for the
development of ground support equipment and operations.

Each of these subsystem teams reports requirements or interface issues to the SE team,
which maintains mission-wide consistency. This structure ensures a balance between
expert oversight and student-driven execution, allowing participants to gain hands-on
experience while ensuring reliability.

4.2.3. Mission phases and timeline
The mission follows the standard ECSS development lifecycle, with phases 0/A (mis-
sion concept and feasibility), B (detailed definition), C/D (design, development, man-
ufacturing, assembly, integration, and verification), E (operations), and F (disposal).
Due to its student-driven nature, these phases are not strictly sequential: payload
and spacecraft development may progress at different paces, and transitions between
phases are often more fluid than in conventional missions.
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The mission adopts an EM-PFM model philosophy, in which both the spacecraft and
the scientific instrument are first realised as Engineering Models (EM) before transi-
tioning to Proto-Flight Models (PFM). Depending on maturity levels, certain subsys-
tems may also require dedicated qualification, and the use of breadboards or early
prototypes is not excluded.

Development of the payload instrument began in September 2024, and since then,
three groups of students have contributed to its design and testing. Phase 0/A con-
cluded with a System Requirements Review (SRR) for the spacecraft and a Prelimi-
nary Design Review (PDR) for the scientific instrument, both conducted in July 2025.
Normally, SRR and PDR take place after Phase B, but for NEBULA-Xplorer these re-
views were expedited to reflect the educational and iterative nature of the mission.
Subsequent reviews, including a Conceptual Design Review (CoDR) in Phase B and
a Critical Design Review (CDR) in Phase C/D, are planned as the project matures.

The mission is currently baselined for a launch in late 2029 or early 2030, with a nom-
inal operational lifetime of five years before entering end-of-life disposal (Phase F) in
line with ECSS guidelines. Over the full course of development and operations, it is
anticipated that more than 400 students will participate in the project, reflecting the
inherently dynamic and continuously evolving nature of a student-driven mission.

4.2.4. Requirements generation and flowdown
The requirements for NEBULA-Xplorer are organised hierarchically to maintain a
clear link between the mission objectives and the technical design. At the highest
level, theMission Requirements Document (MRD) defines all requirements needed to
achieve the scientific goals of themission. These cover themission timeline, spacecraft
and instrument, launcher, ground segment, and operations. The full requirement hi-
erarchy for the MRD is shown in Appendix ??.

The System Requirements Document (SRD) flows down directly from the MRD. The
SRD organisation and requirement categories are illustrated in Figure 4.2. SRD trans-
lates high-level mission requirements into system-level specifications and further into
subsystem- and equipment-level constraints. Each requirement in the MRD and SRD
is assigned a unique identifier, followed by a category code and sequential number:

𝑋 − 𝑌𝑌𝑌𝑌 − 𝑛𝑛𝑛

Where,

• X is the requirement type: ”R” for a requirement or ”G” for a goal
• YYYY is the requirement category consisting of 3 to 4 letters
• nnn is the requirement identifier (sequential number of 3 digits).
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Figure 4.2: System Requirements Organisation [44]

Requirements are mandatory and must be verified, while goals serve as desirable per-
formance targets to maximise scientific output without introducing excessive cost or
complexity. Both documents are managed in the CDP4-COMET environment [45],
which supports collaboration and traceability across subsystems. Any changes are
handled through Redmine and the mission’s Change Control Board (CCB).

4.3. Tailoring the Framework to Mission Needs
The previous section describes the overall context of themission and the various stake-
holders involved. They have varying roles, levels of influence, and expectations. Tai-
loring the proposed framework requires further understanding of stakeholder priori-
ties:

• SRON (Mission Owner): Its interest lies in the credibility of the framework
and its alignment with ECSS standards. SRON uses the outputs in system-level
reviews and needs confidence that the results are accurate and review-ready.

• System Engineering (SE) team: They are the primary users of this framework.
Their power is high because they integrate the results into design decisions.
Their interest is also high: the framework should integrate seamlessly into cur-
rent systems engineering practices.

• Student team (rotatingworkforce): The frameworkmust be usable, explainable,
and resilient to incomplete inputs. Their power is low, but their day-to-day in-
teraction with the framework gives them high interest.
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• Industrial Partners (Airbus NL, ISISpace, Royal NLR, etc.): Their direct use of
the framework, and hence their interest, is limited.

• Dutch Scientific Community: They are interested in scientific data continuity,
but their interest or power in framework development is low.

Figure 4.3: Power-Interest Grid for framework

Plotted on a Power-Interest (PI) Grid (Figure 4.3), the Systems Engineering team and
SRON emerge as the most powerful stakeholders, with students also playing a critical
role due to their high day-to-day involvement. This combinationmakes explainability,
traceability, and lightweight implementation central to tailoring the framework for
NEBULA-Xplorer.

Mission specific needs
Stakeholder priorities highlight several mission specific needs that the framework
must address to be effective for NEBULA-Xplorer:

• Lightweight implementation: The frameworkmust operatewith limited resources,
relying on open-source or low-cost tools and minimal design data.

• Continuity despite turnover: The frameworkmust remain explainable, traceable,
and resilient to incomplete model data.

• Iterative application: Since mission reviews are iterative and non-linear, the
framework must provide outputs that can be updated and reused across phases.
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These needs provide the link between stakeholder expectations and the generic frame-
work requirements defined in Chapter 4. They also highlight the constraints under
which the framework has to be applied.

Summary
This chapter concludes that the NEBULA-Xplorer mission provides both the complex-
ity and constraints necessary to demostrate the proposed framework. Its scientific
ambition, coupled with limited resources and student-led development, underscores
the need for lightweight, adaptable methods. The stakeholder analysis highlights
that tailoring the framework to mission-specific needs such as open-source usability,
resilience to team turnover, and alignment with iterative ECSS reviews as essential.
Overall, the chapter establishes that early, MBSE-driven risk management is not just
beneficial but critical for ensuring mission reliability in this context.



5
Tool and Method Set-up

This chapter introduces the toolchain used to implement the framework in context
of NEBULA-Xplorer mission. Capella with the Arcadia methodology is introduced,
supported by CDP4/COMET for requirements management and Python scripts for
automation.

5.1. Selection of MBSE Tool and Methodology
The selection of Capella as the MBSE tool for this study was a direct result of the
mission-specific needs of theNEBULA-Xplorer (section 4.3). Although the framework
is designed to be tool-agnostic, its implementation for the NEBULA-Xplorer required
a unique tool selection. Capella is an open-source tool that implements the Arcadia
Methodology and addresses the constraints from the mission more effectively than
comparable MBSE tools in the following ways:

• Open-source and lightweight: Capella can be installed and maintained with
minimal effort in a student context where turnover is high. Unlike commercial
tools such as Cameo or Enterprise Architect, it does not require licenses or signif-
icant setup resources, making it more practical for a resource-constrained mis-
sion.

• Built-in Arcadia methodology: Capella provides a defined set of viewpoints
that guide model development without the need for custom profiles. This built-
in structure supports consistency and reduces the learning curve, while also en-
suring that evolving models remain interpretable across project phases.

• Educational accessibility and adoption: Capella is widely used in academic
and industry contexts, supported by tutorials and community resources. Its ac-
cessibility makes it particularly suitable for rotating student teams, while still
producing models that are robust enough for professional stakeholders such as
SRON and industry partners.

The following subsection provides a detailed introduction to the Arcadia methodol-
ogy, serving as a basis for the model development presented in Chapter 6.
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5.1.1. ARCADIA Methodology
Arcadia (ARChitectureAndDesign IntegratedApproach) provides a structuredmethod
for the development of complex systems. It introduces amodel-based and architecture-
centric approach, guiding engineers through the definition, analysis, design and vali-
dation of a system [46]. This methodology is highly adaptable, supporting various de-
velopment strategies such as top-down or bottom-up modelling, particularly through
its implementation in tools like Capella [47].

Figure 5.1: ARCADIA Methodology [48]

The methodology follows a sequential approach and enables defining the ”problem
space” before the system design. They key phases as shown in Figure 5.1 are:

• Operational Analysis: This phase explores the problem space by defining the
capabilities and user needs from an operational standpoint. It defines the scope
of what the system is expected to do for its user.

• System Analysis: This phase builds on the operational layer and defines what
the system must do it satisfy user needs. The system is treated as a ’black box’,
andboth functional andnon-functional requirements are identified,without any
description of internal structure.

• Logical Architecture: This phase shifts attention to how the system will meet
the defined requirements. System functions are decomposed into logical com-
ponents, which are then allocated within a conceptual architecture.

• Physical Architecture: This layer addresses the actual implementation of the
system. Logical components are realised by specific physical components. The
resulting model provides a blueprint for system development and integration.
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5.2. Toolchain and Workflow
The practical implementation of the framework requires an integrated tool environ-
ment capable of supporting requirements management, system modelling and auto-
mated analysis. To achieve this, a toolchain was established that combines Capella,
CDP4/COMET and Python scripts, each fulfilling a distinct role within the workflow:

Figure 5.2: Toolchain and workflow

• Capella: This forms the backbone of the setup, providing the MBSE environ-
ment to model the system. It captures the spacecraft and instrument functions
and interactions. The architecture developed in this tool forms the input for all
automated analysis. The Property Value Management Tool (PVMT) is used to
enhance the models with the essential attributes discussed in Chapter 3.

• CDP4 COMET: The team uses COMET to manage the Mission Requirements
Document (MRD) and the SystemRequirements Document (SRD). This environ-
ment provides collaborative editing capabilities and is integrated with Capella
via a COMET-CDP4 plug-in, developed by the Starion group, to enable efficient
data transfer between the two platforms.
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• Python: To automate the analytical processes, Python scripts are integrated to
process the Capellamodel data. These scripts implement the core fault detection
and risk analysis logic detailed in Chapter 3, generating outputs that pinpoint
potential design faults, identifymissingmodel data, anddelineate critical failure
modes within the system.

The overallworkflow is operated by auser systemengineer, whomaintains theCapella
model, manages requirements in CDP4, executes the analysis scripts, and coordinates
changes. This setup is deliberately lightweight and based on open-source or widely
available infrastructure, aligningwith themission-specific needs identified in Chapter
4. Figure 5.2 illustrates the interactions between the tools, showing how requirements,
models, and analysis results are exchanged within the framework.

Summary
This chapter introduces Capella, supported by the Arcadia methodology, as the most
effective balance between accessibility, structure, and robustness for implementing
the framework in the NEBULA-Xplorer mission. Its open-source nature and built-in
viewpoints address the mission’s constraints of limited resources and high student
turnover, while ensuring outputs remain consistent and interpretable. The integra-
tion of CapellawithCDP4/COMET for requirementsmanagement and Python scripts
for automated analysis establishes a lightweight yet complete toolchain. Overall, the
chapter demonstrates that this setup not only satisfies mission-specific needs but also
offers a practical way for applying and verifying the proposed framework in the fol-
lowing chapters.



6
Framework Verification

This chapter demonstrates the framework on the NEBULA-Xplorer baseline design,
showing how fault detection, failure analysis, and risk assessment are applied in prac-
tice. It illustrates the workflow from MBSE modelling to the automated outputs high-
lighting critical vulnerabilities.

6.1. Baseline design: NEBULA-Xplorer
The NEBULA-Xplorer mission consists of a compact X-ray telescope as the primary
payload, supported by adedicated spacecraft bus that provides the necessary resources
for operation. These elements together define the technical baseline of the systems
that is represented in the MBSE Model.

6.1.1. Instrument: X-ray Telescope
The payload of NEBULA-Xplorer is a compact X-ray telescope designed to study the
quasi-periodic behaviour of binary systems by detecting their X-ray emissions. The
telescope has an effective area of 200 cm2 at 1 keV and 180cm2 at 6 keV and measures
approximately 110 x 85 x 50 cm. This size is unusually compact for an X-ray observa-
tion instrument and is achieved through a set of nested cylindrical mirrors that reflect
incoming X-rays onto a focal-plane detector.

The instrument design is further organised into the following key subsystems:

• Optical Assembly: A concentric arrangement of cylindrical mirrors that pro-
vides the necessary grazing-incidence reflection of X-rays. The mirror geome-
try has been optimised to achieve the effective area, enabling the payload to fit
within the volume and mass budget of a small satellite.

• Detection system: A commercially available detector unit mounted on the focal
plane. It provides the sensitivity required for long-term flux measurements but
must be cooled to approximately -35◦C to maintain performance.

• Calibration system: Mounted near the detector unit, this system provides the
reference signals to monitor and verify the detector’s performance in orbit.

45
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Figure 6.1: NEBULA-Xplorer instrument [49]

• Read-out electronics: Dedicated front-end electronics that convert the analogue
detector signals into digital data, which is passed to the spacecraft’s on-board
computer. These electronics also provide housekeeping monitoring and an in-
terface with the spacecraft’s main computer.

• Structure: A compact housing integrates all subsystems into a stable assembly.
It provides optical alignment, mechanical robustness, and thermal interfaces to
the spacecraft bus.

6.1.2. Spacecraft bus
The spacecraft bus provides all the supporting resources required to operate the X-
ray telescope in orbit and ensures that the mission objectives can be achieved. The
bus module integrates all the necessary subsystems for power, thermal management,
communication, command handling and attitude control.

The main subsystems of the bus are:

• Attitude and Orbit Control System(AOCS): Maintains accurate pointing of the
telescope, using reaction wheels, magnetorquers and star trackers.

• Propulsion: The role of the propulsion system is limited to providingΔ𝑉 for col-
lision avoidance and end-of-life disposal in linewithmission anddebris-mitigation
requirements.

• Communication: It includes the downlink of science and housekeeping teleme-
try, as well as uplink of commands for payload and bus operations.

• Power: Provides continuous power through deployable solar arrays and battery
storage.

• Command & Data Handling(CD&H): On-board computing and data manage-
ment. It handles instrument commanding, mode switching, mass memory, and
routing of science/housekeeping data.
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• Thermal Control: Ensures stable operating temperatures for both the bus and
payload, consideringworst-case cold and hot combinations of attitude, orbit and
internal dissipation encountered during the mission.

• Structure & Mechanisms: The primary platform supporting payload and sub-
systems; withstands launch loads and provides mounting and mechanisms for
deployables (e.g., solar arrays)

In the months leading up to the System Requirements Review (SRR) in July 2025, the
NEBULA-Xplorer team conducted a preliminary selection of various components to
realise the requirements of each subsystem. Appendix ?? provides an overview of
the internal and external configuration of the NEBULA-Xplorer satellite as captured
during the SRR. The detailed specifications of these components are documented in
[49]. These selections were then captured as attributes within the MBSE model.

6.2. MBSE Model Development
The model development follows ARCADIA methodology and covers its Operational,
System and Logical Architecture layer. The Physical Architecture is not elaborated
since the framework targets early-phase design, where not all components may be
allocated.

6.2.1. Operational Analysis
The operational analysis establishes the link between stakeholder expectations and
defines how the NEBULA-Xplorer system will be utilised. It begins with the identifi-
cation of the key stakeholders and operational entities, represented in the Operational
Entity Breakdown Diagram (Figure 6.2). These include the Team (SRON, student con-
tributors, and industry partners), the Mission Operations Team, the Ground Segment,
the Launch Service Provider, the Space environment and the Scientific Community,
which are the end-users of the data.

Figure 6.2: Operational Entities Diagram [OEBD]

From this baseline, a set of operational capabilities (Figure B.1 in Appendix B) was de-
fined and associated with the entities. At the highest level, these comprise continuous
observation of X-ray binaries, delivering space segment to the target orbit, mission op-
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erations and health management, and end-of-life disposal. Other capabilities include
providing mission funding and student participation in design and operations.

Figure 6.3: Operational Architecture Diagram [OAB]

Each capability was refined into a number of operational activities (e.g., planning ob-
servation schedules, collecting and downlinking data, monitoring spacecraft health,
anomaly response). These activities were then allocated to the relevant entities: for
example, observation planning is performed by the Team, command execution and
monitoring by the Ground Segment, and data exploitation by the Scientific Commu-
nity.

The resulting operational model provides a comprehensive view of how NEBULA-
Xplorer is intended to function within its environment. It forms the basis for the sub-
sequent system analysis, where these operational capability of performing X-ray ob-
servation is further expressed using system-level capabilities that the spacecraft must
fulfil.
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6.2.2. System Analysis
In the Arcadia methodology, the System Analysis layer refines the operational view
by treating the spacecraft as a black box, defining the system’s necessary actions to
achieve its mission objective. Unlike the operational analysis, which focused on stake-
holders and their needs, this layer introduces system actors, themission objective, and
the resulting system capabilities and interactions.

The identified system actors interacting with NEBULA-Xplorer include:

• SRON/NebulaXplorer team, responsible for mission management and science
operations

• Mission operations segment, ensuring safe and continuous operations
• Ground segment, enabling command and telemetry exchange
• Launch provider, responsible for orbit insertion and compliance with launch

constraints
• External space environment, which imposes natural disturbances and degrada-

tion factors

From this baseline, the mission objective was captured as:

”Provide X-ray binary measurements, safety and mission compliance solution.”

Figure 6.4: Mission Capabilities Diagram

This mission objective was decomposed into a set of system capabilities (Figure 6.4),
such as:

• Performing continuous observations of X-ray binary systems.
• Establishing communication with the ground segment.
• Managing mission operations and commands.
• Executing end-of-life disposal in compliance with guidelines
• Ensuring spacecraft safety
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After allocating each capability to the relevant system actor, the system functionswere
defined (Table 6.1). In Arcadia, system functions represent the activities the system
must perform to realise the capabilities, while still treating the system as a black box.

Table 6.1: Requirement and mapped functions list.

Sno. Requirement ID Mapped Functions

1 R-SC-100 Perform X-ray observation with instrument onboard

2 R-SC-040 Perform end-of-life deorbit manoeuvre (space debris
mitigation)

3 R-SC-060 / R-SC-062 Provide spacecraft command and telemetry
communication

4 R-SC-061 Ensure secure and reliable communication

5 R-SC-140 / R-GSR-050 Determine orbit knowledge

6 R-GSR-050 Maintain spacecraft orbit

7 R-GSR-010 Enable operational control throughout all mission
phases

8 R-SC-080 Provide, manage, and distribute electrical power

9 R-SC-090 Maintain safe thermal environment for payload and
sub-systems

10 R-SC-110 Provide structural support and subsystem
integration

11 R-IF-020 Enable payload interfaces with other systems

12 R-SC-121 Enable payload operational control

13 R-SC-120 Store and manage mission data onboard

14 R-SC-063 Transmit science data to ground

15 ENV (category) Ensure mechanical and structural compliance with
launch and mission environments

16 R-SC-130 Maintain 3-axis stabilisation

17 R-SC-131 Provide required pointing accuracy

18 R-SC-141 Control the orbit of the spacecraft

19 R-GSR-070 (detect) /
R-SC-041 (response)

Detect and respond to external collision risks

For NEBULA-Xplorer, the identification of system functions was guided directly by
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the System Requirements Document (SRD) and the operational activities. This map-
ping exercise implements the Requirements Traceability layer of the framework in-
troduced in Chapter 3 and was captured in a System Function Breakdown Diagram
[SFBD]. This is crucial because the framework mandates fault detection and risk anal-
ysis only on functions explicitly tied to defined requirements. Excluding untrace-
able functions ensures consistency with the framework’s philosophy and its focus on
requirement-driven risk analysis.

Development of System Architecture
Following the identification of system functions, the subsequent step in the System
Analysis layer was to define the functional exchanges. These exchanges formalise the
input-output flows between functions and describe their interactions.

The next activity involved the allocation of functions to either the spacecraft system or
external actors (e.g., Ground Segment, Mission operations). This allocation step clari-
fied the distribution of responsibilities and provided the foundation for constructing
the System Architecture Blank [SAB] as shown in Figure 6.5.

For clarity and conciseness, this thesis does not present all intermediate System Data
FlowBlank [SDFB] diagrams generated during themodelling exercise. These are avail-
able in the project repository link in Appendix B. The focus here remains on the con-
solidated [SAB], which captures the essential exchanges and allocations relevant to
NEBULA-Xplorer mission.

Transition to Logical Architecture
Following the completion of the System Analysis layer, which essentially produced a
system-level functional block diagram, the modelling was intentionally extended to
define the Logical Architecture. While the Framework described in Chapter 3 permits
concluding analysis at the System layer for certain applications, the specific objectives
of this work, early fault detection and risk assessment for NEBULA-Xplorer, required
a higher fidelity of modelling. At this level, functions are decomposed and mapped
to subsystem components, enabling the annotation of functional redundancies, inter-
faces, and dependencies. This ensures the effective implementation of the framework,
particularly in performing comprehensive failure analysis.
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Figure 6.5: System Architecture Diagram — NEBULA-Xplorer
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6.2.3. Logical Architecture
The Logical Architecture represents the system’s white-box description by defining
how the system will work to fulfill its objectives.

Logical Function Decomposition
The system-level functions defined in the previous section were transitioned to the
Logical Architecture and subsequently decomposed into logical functions. This re-
finement ensured that each function achieved a level of detail sufficient to support
subsystem or component mapping and subsequent annotation. Every logical func-
tion was explicitly traced back to its originating requirement in the SRD, thereby pre-
serving a clear derivation chain:

SRD Requirement Logical Function Sub–Logical Functions

Figure 6.6: Illustrative example: Logical Functional Breakdown

An example of the above derivation chain is illustrated in Figure 6.6 and a complete
Logical Functional Breakdown Diagram [LFBD] can be found in the repository link
(Appendix B). To define the interactions between the functions, Logical Data Flow
Blank [LDFB] diagrams were generated, although they are not reproduced here. The
complete set is maintained in the repository link in Appendix B.

Development of the Logical Architecture
The system was then decomposed into logical components that reflect the instrument
and spacecraft bus as described in section 6.1. Figure 6.7 shows the Logical Compo-
nent Breakdown for the NEBULA-Xplorer mission. With both functions and compo-
nents defined, allocation was performed to map each logical function to exactly one
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Figure 6.7: Logical Component Breakdown Diagram (LCBD)
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logical component. Functional exchanges captured in [LDFB]s were subsequently im-
plemented as component exchanges. This consolidation resulted in a Logical Archi-
tecture model as shown in Figure 6.8.

Functional Chains
The next step after creating the Logical Architecture in Capella is to establish func-
tional chains. They are ordered sequences of functions and functional exchanges that
depict a specific system capability path within a context [47]. They are represented
through a network of functional exchanges and serve as a key input for Failure Anal-
ysis in the Framework.

For NEBULA-Xplorer, the establishment of functional chains was guided by two prin-
ciples:

1. Coverage ofmission-critical capabilities: Each chain corresponds to a top-level
capability essential to mission success.

2. Completeness of function involvement: Every logical function identified in the
model is covered by at least one chain, ensuring that the risk assessment layer
does not overlook any functional element.

Based on these criteria, five primary functional chains (Figure 6.8) were defined:

• Perform X-ray observations: Represents the end-to-end path from instrument
operations to data collection, storage, and downlink.

• EOL Disposal: Captures functions required to ensure the safe disposal of the
spacecraft at the end of its life.

• Collision Avoidance: Ensures that the spacecraft can detect and respond to col-
lisions.

• Power Generation: Represents the production, storage, and distribution of elec-
trical power to all spacecraft subsystems.

• Thermal Control: Covers the thermal regulation functions necessary to main-
tain both spacecraft bus and instrument componentswithin their operating ranges.
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6.2.4. Attribute Definition and Management
A dedicated attribute structure was developed using Capella’s Property Value Man-
agement Tool (PVMT) to enable subsequent fault and risk assessment. The attributes,
stored as properties in PVMT, were organised into four coherent groups: function at-
tributes, component attributes, exchange attributes, and failure characteristics. This
organisation directly maps to the principal elements of the Logical Architecture, en-
suring every critical design feature is linked to the risk analysis framework.

The guiding principle behind the structure was as follows:

• Design-oriented descriptors: Functions, components, and exchanges are en-
riched with properties, including redundancy, power capacity, and type, that
describe design decisions and performance.

• Risk-oriented descriptors: Constraints represent failure modes, each with its
own set of risk attributes similar to an FMEA document.

Figure 6.9: PVMT Structure
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The PVMT system was implemented hierarchically so that all attributes belonging to
one group are clearly distinguished from the others and can be queried automatically
during analysis. Figure 6.9 shows the attribute tree as defined in PVMT, illustrating
how the four groups are structured and how they relate to the different model entities.

Function Attributes
To extend themodelwith reliability-related information, a set of customattributeswas
defined and attached to logical functions using PVMT. These attributes are designed
to capture implementation-relevant properties that directly affect failure analysis and
redundancy considerations. Table 6.2 summarises the attributes defined for logical
functions.

Table 6.2: PVMT attributes for Logical Functions.

Attribute Type Description Unit

Redundancy
level

Integer Number of parallel implementations of
the function (≥ 1).

-

TID tolerance Float Total ionising dose the hardware can
withstand before degradation.

krad

Radiation type Enumeration Radiation resistance level of the
implementation (none, tolerant,

hardened).

None

Figure 6.10 illustrates their application for the logical function, Convert analog signal
to science data, which represents the analogue-to-digital converter of the detection
chain. Here, the redundancy level is set to 2 (two ADCs in design), while the TID
tolerance is specified as 300 krad. The radiation type attribute was defined in the
property structure but not actively used in the current analysis.

Figure 6.10: Example of PVMT function attributes applied to the logical function

Component Attributes
Logical components were also extended with custom attributes to capture resource
usage and environmental limits relevant to failure analysis. These attributes represent
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quantitative properties at the subsystem level, enabling the framework to reason about
power consumption and radiation limits. The data rate attribute was defined in the
property structure but not used in the current analysis, as not all data was known at
that stage. Table 6.3 summarises the attributes defined for logical components.

Table 6.3: PVMT attributes for Logical Components.

Attribute Type Description Units
Power
consumed

Float Estimated power demand of the
component in nominal operation.

W

Worst mission
TID

Float Maximum radiation exposure expected
during mission lifetime.

krad

Capacity data Float Maximum throughput or capacity
relevant to the component.

Mbps

In addition, the Power subsystem was treated as a special case, as it must support
power budgeting and related fault conditions. A separate property group (Power
characteristics) was defined and mapped only to the Power logical component. This
group captures properties such as end-of-life array output, battery capacity, depth of
discharge (DoD), transmission efficiency, and power margin, as shown in Table 6.4.

Table 6.4: PVMT attributes for Power Subsystem.

Attribute Type Description Units
Arrays EOL Float End-of-life power generation capacity

of solar arrays.
W

PCDU Max Float Maximum distribution capability of
the Power Conditioning &

Distribution Unit.

W

Battery capacity Float Available energy storage capacity. Wh
Eclipse duration Float Maximum eclipse time expected

during orbit.
s

DoD Float Depth of discharge of the batteries. %
Transmission
efficiency

Float Efficiency of power transfer from
source to load.

%

Power margin Float Residual margin of available power
over required power.

%
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Figure 6.11: Example of PVMT function attributes applied to the logical component

As an illustration, Figure 6.11 shows the attribute assignment for the Power logical
component. Only those values that were available were populated in the model. To-
gether, these values enable automated fault detection for power and form the input
for the risk assessment scripts described in Chapter 3.

Functional Exchange Attributes
For functional exchanges, the attributes defined earlier (Section 3.7.1) were applied
directlywithin themodel. Each logical functional exchangewas categorised according
to its contribution to mission functionality.

Table 6.5: Example Functional Exchange attributes.

Exchange Attribute Value

Pixel Frame Functional Exchange Type Core

Callibration command Functional Exchange Type Utility

Power Functional Exchange Type Resource

Table 6.5 illustrates examples of functional exchange types. The exchange “Pixel Frame”,
connecting the detection unit to the read-out electronics, was assigned the type Core,
since it is part of the primary observation chain. In contrast, non-critical flows like the
Calibration Command were assigned to the Utility category. Exchanges like Power
were assigned the Resource category.

Constraint (Failure Mode) Attributes
While design attributes are attached to functions, components, and exchanges, fail-
ure analysis requires a different structure. As shown in the attribute tree, a dedicated
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attribute set termed Failure Characteristics was defined, applied not directly to logi-
cal functions but to constraints representing specific failure modes. This separation
ensures that multiple failure modes can be documented in the model if failure anal-
ysis is extended in the future. It also allows the documentation of a separate ’Risk
Management’ architecture diagram to capture the FMEA.

The Failure Characteristics attributes were defined to align with information fields re-
quired in an ECSS-compliant FMEA (ECSS-Q-ST-30C). They include identifiers (Fail-
ure Mode ID, textual description), risk parameters (Severity, Likelihood, Detectabil-
ity), and mitigation-related information (Mitigation Type, Design Recommendation).

Unlike the design attributes, risk descriptors are not populated during the modelling
process. Instead, they are automatically generated during execution of the Risk As-
sessment layer (see Section 3.7). Their role at this stage is therefore structural: to
provide a container for the risk analysis outputs, ensuring that the subsequent FMEA
report can be derived consistently from the model without manual re-entry of data.
The outputs and an example of the attribute population are discussed in Section 6.2.4.

6.3. Fault Detection Layer demonstration
The Fault Detection layer was applied to the NEBULA-Xplorer model to demonstrate
the second step in the framework. Two rules were implemented in Python and ex-
ecuted on the Capella model enriched with PVMT attributes. The purpose was to
illustrate how requirement-driven checks can flag potential faults in design decisions
or missing data already at the logical architecture stage. Both rules include attribute
completeness checks as a built-in rule, since the absence of key properties could in-
validate the analysis.

6.3.1. Rule 1: Power adequacy
The power adequacy rule verifies that the spacecraft’s power generation and storage
capacity are sufficient to cover the demand of all logical components, with the design
margin applied. The implementation checks three aspects:

• Total demand completeness: The rule first sums the attribute Power_consumed
across all Logical Components (LCs). Missing values are reported individually.
The required power is defined as

𝑃req =

(
𝑁∑
𝑖=1

𝑃𝑖,consumed

)
(1 + 𝑚),

where 𝑚 is the design margin (default 20% according to ECSS [50]).
• Sunlight adequacy: The available steady-state power is the minimum of the

solar array end-of-life output (𝑃array) and the PCDU capacity (𝑃pcdu). The check
is satisfied if

min(𝑃array, 𝑃pcdu) ≥ 𝑃req.

• Eclipse endurance – The usable battery capacity (𝐸batt), corrected for depth of
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discharge (𝐷𝑂𝐷), efficiency factors (𝜂), and end-of-life degradation, must sus-
tain the demand during eclipse of duration 𝑡ecl. The required energy is

𝐸need =
𝑃req · 𝑡ecl

𝐷𝑂𝐷 · 𝜂batt · 𝜂trans

The condition checked is 𝐸batt ≥ 𝐸need.

The output of the rule provided the following results:

1. If all inputs were present and the adequacy check passed → OK.
2. If data was complete but one adequacy check failed → FAIL.
3. If key parameters or LC consumption values were missing → ATTENTION,

with a list of missing attributes.

An excerpt of the output is shown below:

The rule identified a total demand of 74.2 W with a 20% design margin, which was
within the available array and battery capacity. However, five Logical Components
(defined under instrument) lacked Power_consumed values, resulting in an ”ATTEN-
TION” outcome rather than a full ”OK”. This check ensures the possibility of running
the analysis every time new components are selected across the team.

6.3.2. Rule 2: Radiation Tolerance
The radiation tolerance rule checks compliance with the mission’s expected Total Ion-
ising Dose (TID) environment. The rule follows the structure shown below:

1. The Worst_mission_TID is defined as a scalar property on the satellite-level log-
ical component.

2. Each logical function allocated to the spacecraft is expected to carry a TID_tolerance
attribute.

3. Functions without this attribute are flagged as MISSING.
4. Functions with tolerance values below the mission TID are flagged as FAIL.
5. Only functions with values above the mission TID baseline are considered OK.
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An excerpt of the output is shown below:

It shows that several functions did not have TID values defined, leading to 36 missing
entries. Gaps in entries at this point are expected as not all components or associated
values are known. Among the functions with values, 7 were correctly validated as
having sufficient radiation tolerance. Importantly, no function failed the rule, i.e., none
had a tolerance below the worst-case mission value.

The summary result, therefore, highlights an incompleteness of attribute assignment
rather than design inadequacy. This illustrates the value of the rule: missing or un-
defined values are flagged as clearly as design violations, ensuring early detection of
gaps in the attribute population.

6.4. Failure Analysis Layer demonstration
To demonstrate the implementation of the Failure Analysis layer, the Perform X-ray
observations functional chain was selected as shown in Figure 6.12. This chain captures
the end-to-end flow of mission science data, from photon capture to downlink, and
thus represents a critical capability of NEBULA-Xplorer.

The chain has the following scope:

• 10 Primary Logical Functions
• 26 Supporting functions
• 10 internal and 39 Boundary functional exchanges of type: Core, Utility and

Resource
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Figure 6.12: Perform X-ray observation chain and neighbourhood

This neighbourhood view ensures that not only functions inside the chain but also
supporting functions in other subsystems are considered. The method described in
Section 3.6 was implemented using custom scripts developed in Python4Capella. Ex-
amples are presented below to demonstrate how different types of supporting and
primary functions are analysed in the results:

Example 1: Distribute Power
Within the PerformX-rayObservations neighbourhood, the function Distribute Power
was highlighted by the analysis. Single Node Cut test showed that its removal discon-
nects several primaries (Change spacecraft mode, Receive uplink commands, Store
and manage mission data onboard, Transmit housekeeping and science data) from
the resource power. This made the baseline path from uplink to downlink unreach-
able as shown in the excerpt below.
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Severity assessment classified this as Catastrophic (P1) when left unmitigated, down-
graded to Critical (P3) after considering functional redundancy (𝐹𝑅𝑆 = 2). This im-
plies that a single failure in the distribution would compromise the science telemetry
and control. It presents itself as a system-level bottleneck and a design recommenda-
tion to introduce resource redundancy or a fail-safe mode.

Example 2: Maintain Pointing Accuracy
The ’Maintain pointing accuracy’ function, which supports the science chain, did not
fail entirely but suffered a degradation (a loss of pointing reference input). This degra-
dation impaired the performance of the subsequent function, ’Focus X-ray photons’,
resulting in reduced science data quality.

According to the severity rules, this failure was classified as Critical (P3) upon cut
analysis. Upon correction for redundancy, the severitywas corrected toMajor (P4), not
mission-ending, but significantly impacting mission success. This case demonstrates
how the framework distinguishes between catastrophic failures and degradation.

Example 3: Provide Detection Calibration
The calibration function supported the ’Convert analog signal to science data’ primary.
Its removal did not isolate the chain but removed calibration frames, affecting data
quality.

The severitywas classified asMajor (P4) but reduced toMinor (P5) upon correction for
implementedmitigation actions. This indicates an impact on quality with no material
effect on end-to-end delivery. That is, the chain remains available but data quality or
accuracymay drift until the next calibration. The recommendation output was that no
immediate redundancywas required, but that periodic recalibration or ground-based
correction could manage the risk.

Example 4: Store and Manage Mission Data Onboard
Among the 10 primary functions in the Perform X-ray Observations chain, ’Store and
Manage Mission Data Onboard’ was identified as a bottleneck. Removal of this func-
tion severed the downstream transfer of science and housekeeping data, breaking the
uplink–downlink objective.
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The single-node cut test identifies five primaries that individually break the chain
when removed, including ’Store and manage mission data onboard’:

Consistently, the chain-level redundancy calculation reports FRS = 2 (min-cut) and
names Store andmanagemission data onboard as a SPOF for science/telemetry conti-
nuity. A failure here prevents science data persistence and onward transmission even
if upstream functions are healthy. Possible design recommendations would include
adding distributed storage and separate HK/TT&C storage paths where feasible.

Single Chain Analysis
For Perform X-ray observations chain, the analysis surfaces:

• Path-breaking neighbours functions (e.g., Distribute power)
• Performance-degrading supporting functions (e.g.,Maintain pointing accuracy).
• Benign utilities functions (e.g., Provide detection calibration) that can be han-

dled during operation.
• Intrinsic chain SPOFs (e.g., Store andmanagemission data onboard) confirmed

by FRS=2.

6.5. Risk Assessment Layer demonstration
The methodology described in Section 3.7 was implemented using the results of the
FailureAnalysis layer, applied across all the defined functional chains of theNEBULA-
Xplorer. While the Failure Analysis Layer highlighted the severity of failures within
a single chain (eg.,Perform X-ray Observations), the current layer consolidates these
results at a system-level.
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Severity Aggregation
The results of the Failure Analysis layer provide chain-specific severities that are then
consolidated into a worst-case severity for each logical function. This step ensures
that the resulting risk assessment is comprehensive and accounts for a function’s role
across different chains.

To illustrate this, a subset of functions from Perform X-ray Observations chain were eval-
uated across other chains using the method described in section 3.7.1.

Example 1: Distribute Power
• In the X-ray observation chain, its loss was classified as Critical (P3), since it

breaks the path from ’Receive uplink commands’ to ’Transmit housekeeping and
science data.’ Without this function, several primaries (e.g., Change spacecraft
mode, Store mission data, Transmit data) lose their power input.

• In the Power generation chain, the same function again appears as a bottleneck,
as all generated power must eventually be distributed to downstream users.

• As a result of aggregation, ’Distribute power’ remainsCritical (P3), highlighting
it as a cross-chain vulnerability.

Example 2: Store and Manage Mission Data Onboard
• In the observation chain, failure of this function impacts the science data collec-

tion. This was scored as Critical (P3).
• In the thermal control chain, it continues to play a vital role, butwithout creating

additional structural breaks.
• Maintain desirable temperature is hence consolidated as Critical (P3), empha-

sising its importance for spacecraft health and data integrity.

Example 3: Rotate Solar Panels
• This function is only present in the Power generation chain, where failure re-

duces solar flux capture and limits power availability. It was classified as Critical
(P3) in that chain.

• Since it does not appear elsewhere, the aggregated severity remains Critical (P3).

Example 4: Determine coarse attitude
• In both the observation chain and the collision avoidance chain, its failure does

not sever end-to-end connectivity, but reduces pointing quality. This was con-
sistently rated as Major (P4).

• Determine coarse attitude remains at Major (P4), a degradation but not a ’loss
of mission’ condition.

Assigning a single severity value reveals that functions such as Distribute power, Man-
age instrument modes, and Maintain desirable temperature are identified as system-
level critical functions, whereas others like Determine coarse attitude or Provide de-
tection calibration are localised risks. This constitutes the first step in building the
Function Risk Profile (FRP) that underpins the risk assessment layer.
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Aggregation into Function Risk Profile
The next step in the layer is to aggregate results across all functional chains to identify
functions that persistently pose a risk at the system level. To achieve this, each logical
function was assigned a Function Risk Profile (FRP) as described in section 3.7. The
FRP consolidates:

• Worst-case severity observed across any chain in which the function appears.
• Chain coverage (i.e., number of independent chains where the function is re-

quired)
• Minimum redundancy score (𝐹𝑅𝑆𝑚𝑖𝑛), reflecting whether the function is a bot-

tleneck or supported by parallel paths
• A bottleneck flag, denoting whether the function repeatedly appears as a single

point of failure.

The following examples illustrate some of the use cases to demonstrate this process:

Example 1: Distribute Power
• Among all functions, Distribute Power emerged as the most critical system-level

risk. It appeared in four separate chains (Perform X-ray observations, Collision
Avoidance, EOL Disposal, Thermal Control) and reached a worst-case severity
of Critical (P3).

• Its (𝐹𝑅𝑆𝑚𝑖𝑛 = 2) indicated low redundancy, and failure of this function consis-
tently propagated to at least five critical primaries, including Change spacecraft
mode, Transmit housekeeping data and Store mission data.

• This persistence across chains flagged Distribute Power as a system-level bottle-
neck and high on the top risk table.

Example 2: Change Spacecraft Mode
• The function ’Change Spacecraft Mode’ was also consistently highlighted. It ap-

peared across multiple operational chains, with a worst-case severity of Critical
(P3) and an 𝐹𝑅𝑆𝑚𝑖𝑛 of 3.

• Although some redundancywas available, the function acted as a hub: upstream
failures in Receivemode change command or Respond to faults directly compro-
mised mission continuity.

• Its repeated occurrence across chainsmarked it as amission-critical dependency
requiring attention and mitigation.

Example 3: Measure temperature
• Thermalmonitoring functions also featured prominently. Measure Temperature

appeared in two chains (Thermal Control and Perform X-ray observations) and
reached a worst-case severity of P3 (Critical).

• Its 𝐹𝑅𝑆𝑚𝑖𝑛 = 1 confirmed the absence of redundancy, and its failure directly af-
fected data storage and thermal regulation.
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• Although its impact was more localised than Distribute Power, it was classified
as a high-risk single-point failure in the thermal subsystem.

Example 4: Maintain Concentrator–Detector Alignment
• Certain functions emerged as mission-specific risks. Maintain Concentrator–

Detector Alignment appeared only in the Perform X-ray observations chain, but
with a severity of P3 (Critical). Misalignment immediately compromised photon
focusing, with no redundancy available.

• Although limited in scope, this function represents a critical vulnerability for
the scientific mission objective.

FMEA Population
The Framework generates a populated Functional FMEAdirectly from theMBSEModel.
Each row corresponds to a logical function and its failure mode, effect and severity de-
rived from the risk assessment layer. As an example, Figure 6.13a shows the failure
mode representation as constraints, and its corresponding populated entry for ’Dis-
tribute Power’ is shown in Figure 6.13b. The failure of this function affects several
other functional chains, and the corresponding values from the analysis are shown.
Fields like ’Detectability’ and ’Likelihood’ are not populated and must be done man-
ually by the user as discussed in Section 3.7.3

(a) Failure Mode constraint connected to
“Distribute power” function.

(b) Property view of FailureMode30 with characteristics.

Figure 6.13: Failure Mode modeling in Capella: (A) graphical linkage and (B)
detailed attributes.
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The same process is repeated for all functions in the model, yielding a complete Func-
tional FMEA consistent with ECSS standards. The demonstration confirms that the
framework is able to automatically generate multiple design-related fields from anal-
ysis outputs, reducing manual effort while remaining consistent across chains.

Summary
Chapter 6 demonstrates the framework in practice by applying it to the NEBULA-
Xplorer MBSE model and progressively layering fault detection, failure analysis, and
risk assessment. The results show that the framework can automatically highlight crit-
ical vulnerabilities such as power efficacy, bottlenecks, and alignment risks, while pro-
ducing consistent outputs like functional FMEA tables. By embedding risk-relevant
attributes directly into the MBSE model and coupling them with automated Python
analyses, the framework reduces manual effort and ensures traceability across func-
tional chains. Overall, the chapter confirms that the approach delivers actionable,
ECSS-aligned insights early in the design phase, proving both its feasibility and value
for decision-making.



7
Framework Validation

This chapter validates the framework by assessing it against the defined requirements
and through the FEMMP evaluation. It establishes the framework’s strengths, identi-
fies limitations, and positions it for refinement and broader applicability.

7.1. Requirements Coverage
Validation of the proposed framework is performed against the set of functional and
non-functional requirements defined in Chapter 3. These requirements form the basis
ofwhat the framework is expected to deliver (FR-01 to FR-05) andhow it shoulddeliver
those results (NFR-01 to NFR-06).

Table 7.1: Functional Requirement Compliance

ID Req. Name Compliance Section Implementation Evidence

FR-01 Fault
detection

Yes 6.3 Rule-based detection layer identified
redundancy gaps, and interface dependencies in
the Capella logical architecture.

FR-02 MBSE
Model

Yes 6.2 Operated directly on Capella logical model;
processed 74 Logical Functions and 691 ports.
Demonstrated integration with Python4Capella.

FR-03 Findings
dataset

Yes 6.5 Generated structured outputs (console and
MBSE Model) listing element, type, effect, and
rationale. Includes persistent IDs for traceability
to functions.

FR-04 Failure
Analysis

Yes 6.4 Performed SPOF detection, chain survivability
tests, and cascade dependency analysis for the 5
functional chains.

FR-05 Risk
Assessment

Yes (partial
automation)

6.5 Severity aggregation, mitigation ranking, and
FMEA population demonstrated. Likelihood left
manual, consistent with early-phase data
availability.
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Requirement coverage is demonstrated by mapping each requirement to concrete ev-
idence obtained from the implementation and case study results. Coverage is shown
through a compliance matrix, linking each FR/NFR to the specific layer of the frame-
work and to the outputs presented in Chapters 3 and 6. This process ensures that all
previously defined requirements are addressed by the framework in practice. Tables
7.1 and 7.2 discuss the requirement compliance.

Table 7.2: Non-Functional Requirement Compliance

ID Req. Name Compliance Implementation Evidence

NFR-01 Terminology Yes Uses Capella/ECSS terms (function, exchange,
redundancy, SPOF). Ensures interpretability by system
engineers.

NFR-02 Explainability Yes Each finding cites the rule and evidence element (e.g.,
“Power severed → disables Change spacecraft mode”).

NFR-03 Determinism Yes Multiple re-runs on the same model yield identical
outputs, confirming determinism.

NFR-04 Robustness Yes
(validated)

Missing radiation rule was flagged as a warning
without halting execution, showing graceful
degradation.

NFR-05 Usability Yes Rule set configurable for mission context; extensible in
Python.

NFR-06 Traceability Yes Findings map to originating Capella element IDs;
retained in structured dataset.

The framework satisfies all defined functional and non-functional requirements. To-
gether, these results provide evidence that the framework operates as intended and de-
livers an ECSS-aligned,MBSE-integrated risk analysis suitable for early design phases.

7.2. FEMMP Evaluation
The previous sections evaluated the framework’s compliance against two critical cri-
teria: its ability to satisfy functional requirements and its effectiveness in addressing
non-functional requirements. However, the usefulness of such a framework also de-
pends on its suitability as part of an MBSE methodology. In other words, it is not
enough that the framework produces analyses; it must also integrate with processes,
tools, and practitioners in a coherent manner.

To assess this, the Framework for the Evaluation of MBSE Methodologies and Pro-
cesses (FEMMP) developed by Weilkiens et al. was adopted [51]. FEMMP provides
a structured catalog of evaluation criteria that allow MBSE end-users to benchmark
methodologies against a common set of expectations. These criteria cover aspects
such as essentials, practicality, efficiency, usability/experience, and support. FEMMP
takes a system-level view, focusing on the overall methodology, its process integra-
tion, its implementation in tools, and its applicability to case studies.
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Although FEMMP is originally meant for established MBSE methodologies, its use
here is justified on two grounds:

• The framework developed in this thesis is not a standalone methodology but an
MBSE extension. Applying FEMMP allows its strengths and limitations to be
highlighted relative to a recognised standard.

• FEMMP’s broad coverage ensures that evaluation is complete and transparent,
helping to identify both the capabilities as well as the areas beyond its current
scope.

Figure 7.1: FEMMP Criteria types [52]

The FEMMP criteria are weighted based on four different metrics, depending on rel-
evance (Figure 7.1) [51]. For this thesis, the focus is on evaluation criteria most ap-
plicable to process integration, model quality, and tool support in early design. This
ensures clarity while avoiding unnecessary complexity at this stage of validation. Ta-
ble 7.3 presents the evaluation of the framework using FEMMP. A complete overview
of the FEMMP evaluation criteria and questions can be found in Appendix C

Table 7.3: Evaluation of Framework using FEMMP

Title ID Response Type Response Evaluation

Learning Curve G-A01 Scale B Requires MBSE and Python knowledge;
Manageable for users with some experience.

Suitability for Beginners G-A02 Scale C Not suitable for complete beginners; assumes
prior system modelling experience.

Training Effort G-A03 Statement – Needs training in MBSE + custom scripts; effort
moderate for first-time users.

Industry Domains G-B01 Statement – Tailored for space missions, adaptable to other
domains by changing the severity scale
standard.

Support of Standards G-B03 Statement – Aligns with ECSS severity & FMEA; partial ISO
coverage.

MBSE–SE Information
Exchange

I-B02 Scale A Results exportable outside using CSV; seamless
cross-tool exchange.

Philosophy (distinction of
elements)

L-B01 Yes/No Yes Functions, exchanges, and failure modes clearly
separated in Capella.

Continued on next page
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Table 7.3: Evaluation of Framework using FEMMP (Continued)

Modelling Features M-B01 List Functional
chains,
failure
modes,
severity,
FMEA

Covers major failure/risk constructs needed for
system-level RAMS.

Modelling ISO 15288 M-B02 Scale B Covers architecture & analysis; lifecycle
coverage partial.

Meta-Model M-B04 Yes/No No Relies on existing MBSE tool meta-model; no
independent metamodel developed.

ISO Standard Coverage P-B01 List ECSS FMEA,
ECSS phase

A/B

Provides partial alignment with standards but
not certified.

Reference Frameworks P-B02 List ECSS
FMEA/FMECA,

Risk-
informed
design

Leverages existing frameworks in methodology.

Precision T-B01 Scale A Deterministic, rule-based analysis with
traceable evidence.

Expert Perspectives T-E01 Scale B Expert opinions to be integrated through
change in design decisions and likelihood data;
semi-automated.

Reporting T-E02 Scale A Structured reports and failure tables.

Consistency Checks T-E04 Yes/No Yes Validates data-completeness, flags missing or
broken links.

Navigation T-E05 Scale A Clear in the MBSE tool; outputs from scripts
offer clear recommendations.

User Interface T-U03 Scale B Outputs are text/console-based; no interactive
GUI beyond Capella.

Integration L-P02 Scale C No integration with external
reliability/thermal/RAMS tools.

Scalability M-P01 Scale B Handles small-to-medium spacecraft models;
large-scale untested.

Redundancy M-P04 Statement – Prevents duplication by storing outputs within
the same Model.

Consistency P-P01 Yes/No Yes Direct mapping of failure modes to originating
model elements.

Connectivity (API/Exchange) T-P01 Scale B Uses Python4Capella API; can be generalized
beyond Capella.

Reusability T-P02 Yes/No Yes Scripts are currently mission-specific; require
tailoring for reuse.

Documentation G-S01 Scale B Documented in thesis, similar to a user guide.

Training G-S02 Scale C No structured training; self-study required.

Support T-S01 Scale C No vendor support; only community forums.

Discussion of FEMMP Evaluation Using the FEMMP Evaluation, several important
insights can be derived regarding its capability and limitations. The evaluation shows
that the framework performs strongly in the Essentials category. These include the
criterion, Learning Curve, Suitability, Training Effort, and Standards. Since the frame-
work can be used with any MBSE tool and supports risk aggregation across mul-
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tiple functional chains, foundational capabilities expected from a risk management
methodology are realised.

From a practicality perspective, the framework is clearly aligned with ECSS FMEA
standards, but coverage of ISO 15288 [53] is partial. It is currently tailored to small-to-
medium satellitemissions, meaning scalability to large ormulti-satellite constellations
remains unproven but should be possible. Reusability to any domain is easily possible
but requires tailoring of the scripts.

The Efficiency criterion of Precision, Redundancy, Consistency, and Connectivity is
also evaluated for the framework. Reporting is structured, connectivity is supported
through Python4Capella APIs, and redundancy of outputs is avoided. From a usabil-
ity and experience lens, the evaluation is more mixed. Navigation inside Capella is
straightforward, but the framework doesn’t have a dedicated GUI apart from the Risk
Assessment constraint diagram, which may limit accessibility for non-expert users.
The learning curve is manageable for MBSE users but not suitable for those without
prior modelling knowledge.

Lastly, the support category is the weakest at this point, which was expected. Since
this is a thesis project, its documentation in current form is sufficient for research use
but would require further development to support widespread industrial adoption.
Overall, the FEMMP evaluation highlights a framework that is strong onmethodolog-
ical rigour and precision, but limited in usability, scalability, and support. The eval-
uation also identifies specific improvement areas, which are taken forward into the
conclusions and recommendations chapter.

Summary
Chapter 7 validates the framework bymapping its performance against the functional
and non-functional requirements defined earlier, showing that all core objectiveswere
met. The framework was further benchmarked using the FEMMP evaluation, which
confirmed strengths in methodology and traceability, while identifying limitations in
scalability, and support. These results establish that the framework is not only techni-
cally feasible, providing structured, explainable, and repeatable risk insights within
an MBSE workflow. At the same time, the evaluation highlights areas for refinement,
particularly in extending applicability beyond the current mission context.
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Conclusion

The objective of this thesis project was to fulfill the following:

To develop a risk management framework integrated with MBSE to improve
early-phase design fault identification and risk assessment for the

NEBULA-Xplorer mission.

The research questions defined in Chapter 1 are addressed by the work as follows.

1. How can MBSE models be developed to represent fault-critical information necessary for
early-stage fault identification?

Thisworkdemonstrated that fault-critical information can be embeddeddirectlywithin
the MBSE model through the definition of dedicated attribute sets. This has been de-
scribed in sections 3.4 and 6.2. Design attributes such as power demand or radiation
tolerance were attached to functions and exchanges, while a parallel “Failure Char-
acteristics” attribute family was introduced to capture failure modes, severity, and
mitigation. This ensured that the architecture contained both design-oriented and
risk-oriented descriptors. By maintaining a clear separation between functional ar-
chitecture and failure annotations, the model could support both system design and
failure analysis without duplication or inconsistency.

2. What patterns of faults or vulnerabilities can be identified early in the design process?

Through the development of automated fault rules, the framework identified three
categories of early vulnerabilities:

i Data incompleteness (missing attributes)
ii Performance inadequacy (power and radiation tolerance shortfalls)
iii Structural vulnerabilities (single points of failure, hubs in functional chains)

Demonstrations on the Perform X-ray Observations chain revealed critical dependen-
cies such as reliance on ’Distribute Power’ and ’Store and manage mission data on-
board.’ Themethod showed that early-phasemodelling can highlight bottlenecks and
fragility, well before all hardware design details are available (Section 6.3 and 6.4).
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3. How can external analysis methods be integrated with MBSE for failure and risk assess-
ment?

The framework integrated external analysis usingPython4Capella scripts that extracted,
processed, and reintegrated analysis results back into theMBSE environment (Section
5.2). Graph theory-based metrics such as min-cut values, fan-in/out coupling, and re-
silience scores were computed externally but written back as attribute values within
themodel. This enabled the semi-automatic generation of a Functional FMEA aligned
with ECSS standards. The integration preserved the existing MBSE model, and exter-
nal tools helped implement the different layers of the framework.

4. How effective is the proposed framework in identifying and prioritising system-level risks?

The demonstration showed that the framework is effective in revealing and prioritis-
ing risks in a structured manner (Section 3.7). Critical functions and dependencies
were consistently flagged across chains, with severity aggregated into system-level
profiles. The automated prioritisation produced a mitigation ranking. For example,
identifying power distribution and thermal control as high-risk enablers, while the
calibration function was classified as low-impact. Validation using FEMMP further
confirmed that the methodology satisfies essential MBSE evaluation criteria, though
limitations remain in terms of likelihood estimation, GUI maturity, and scalability
(Section 7.2). By addressing the four research questions, the work showed that MBSE
can extend beyond descriptive architectures to provide actionable evidence for risk-
informed decision-making. The demonstration confirmed that the approach is capa-
ble of uncovering single points of failure, and producing structured recommendations
in the early design phases.

While the framework is not without limitations, it constitutes a step toward bridging
system modelling and Risk Management practices in a unified environment. The fol-
lowing chapter discusses these limitations in detail and outlines recommendations for
future work and improvements.
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Recommendations

The current work has shown that it is feasible to embed fault detection, failure analy-
sis, and risk assessment directly in an MBSE workflow. However, the current imple-
mentation represents a first step, and several aspects can be improved to broaden its
applicability and value.

Firstly, the analysis is currently limited to single-failure modes as used in traditional
Failure FMEA. While this provides useful early insights, it does not capture cascad-
ing or a combination of multiple failures. Future work should therefore extend the
approach to include this, enabling a more comprehensive analysis of failures.

Secondly, the framework presently models function loss as a binary condition. Many
failuresmanifest instead as degradedor partial performance. Representing such graded
states of functionality would make the analysis outcomes more realistic.

Thirdly, the current analysis is static in nature, as is expected with the designmaturity
in early phases. Timing, latency, and dynamic failure propagation are not taken into
account. Integrating time-based parameters into functional exchanges, or coupling
with simulation environments, would allow assessment of delay-critical behaviours.
Similarly, capacity and load aspects can be incorporated to extend rule checks for per-
formance validation.

Fourthly, while the framework automatically consolidates a Functional FMEA, the
likelihood of occurrence and detectability remains a manual entry. Introducing his-
torical reliability data or expert methods could support more complete early-phase
risk assessments and extend them to FMECA.

Finally, the FEMMP evaluation highlighted gaps in usability and integration. Docu-
mentation and training material should be expanded, a more accessible user interface
should be developed, and extend the analysis to would ensure smoother transition to
detailed design stages.

These recommendations provide a roadmap formaturing the framework. Eachwould
enhance its ability to support system design in early phases, moving it further closer
to a methodology that balances MBSE with risk-informed design.
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A
Appendix: NEBULA-Xplorer Mission

The requirements in the MRD are categorised according to the following structure.

Figure A.1: MRD Organisation [44]

An overview of the internal and external configuration of the NEBULA-Xplorer satel-
lite as captured during the SRR are presented below:
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Table A.1: System Components

ID Component

1 X-ray instrument

2 2x Battery packs

3 Star tracker module

4 Bus subsystem mounting rack: PDU,
ACU, PMU, and 2x S-band transceivers

5 Dawn 4U Cubedrive

6 S-band Antenna

7 GNSS Receiver

8 Sun sensor

9 Instrument electronics module

10 2x Magnetometers

11 SADM

12 Reaction wheel module

13 OBC, TCM, and inertial measurement
unit

Figure A.2: NEBULA-Xplorer Internal Configuration
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Table A.2: Externally Mounted System Components

ID Component

1 Star tracker module

2 Propulsion module

3 2x S-band antennas

4 4x Coarse sun sensors

5 3x Magnetorquers

Figure A.3: NEBULA-Xplorer External Configuration
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B
Appendix: MBSE Model &Diagrams

Figure B.1: Operational Capabilties Diagram [OCB]
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Repository Access
All scripts, models, and analysis workflows developed during this thesis are main-
tained in a Git repository. The repository contains:

• Python scripts for framework automation
• Capella model files

The repository link: https://github.com/gargipantoji/Nebulaxplorer.git
The repository is private and access can be provided upon request to the author.

https://github.com/gargipantoji/Nebulaxplorer.git


C
Appendix: FEMMP Criteria
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