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A Local-First Approach for Green Smart Contracts

QUINTEN STOKKINK and JOHAN POUWELSE, Delft University of Technology, The Netherlands

Shared code in blockchains, known as smart contracts, stands to replace important parts of our digital governance and finan-
cial infrastructure. The permissionless execution of smart contracts is tightly coupled to cryptocurrencies and Proof-of-Work
blockchains. As a result, smart contracts inherit the environmental impact of Proof-of-Work blockchains, such as its energy
consumption, carbon footprint, and electronic waste. The four concepts of relaxed consistency, strong identities, probabilistic
consensus, and the use of liabilities instead of assets may change the status quo. This work explores the integration of these
concepts to decouple smart contracts from Proof-of-Work blockchains. By means of a local-first approach, which may ex-
pose users to inconsistent ephemeral contract states, the architecture of smart contracts can be transformed to become green.
Because such contract states may be dropped, we base the interactions between users on liabilities. We propose a novel para-
digm for smart contract architectures, named Green Smart Contracts, that is based on a local-first approach. Furthermore, we
present and implement a prototype solution for this paradigm. We validate the need for a mechanism to resolve consistency
violations by replaying the contract calls of a real smart contract. Our simulation shows that violations occur more often
(13% of contract invocations) when using liabilities than when using a traditional blockchain (3% of contract invocations).
However, we additionally validate that they can be avoided using a consensus mechanism, and our experiments show that
a publish-subscribe messaging pattern uses the fewest messages to do so, though it may not be applicable for use cases that
disallow the inherent imbalance in the messaging between peers. Our carbon emission estimation shows that a Green Smart
Contract approach lowers carbon emissions by 52.31% when compared with the messaging behavior of a typical peer-to-peer
blockchain with 1000 nodes.

CCS Concepts: « Computer systems organization — Peer-to-peer architectures;
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1 INTRODUCTION

By 2030, it is expected that digitization and automation will make 80% of current financial firms “go out of
business, become commoditized or exist only formally but not competing effectively” [23]. Executing the newly
emerging digitized and automated processes will require multiple servers that are governed by different entities
that have mutual distrust (e.g., due to geopolitics). Therefore, the financial sector is looking into Web3 devel-
opments such as blockchains and smart contracts to modernize its infrastructure [19]. Smart contracts, which
consist of program code that is published in a blockchain and seek to provide permissionless execution, trans-
parency, and availability of source code, can serve to meet the demands of new digitized governance and financial
infrastructure [8, 11, 14, 18, 26, 50, 59, 65]. Some smart contracts are even already seeing up to 20 000 invocations
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Fig. 1. System models for information flows between users’ smart contract invocations and the underlying hash-based data
structures: from traditional proposals (a) to recent proposals (b) and local-first (c).

per day [48]. Unfortunately, the blockchains that power smart contracts are not environmentally friendly [57].
The Chinese government has even banned cryptocurrencies due to their utilized resources, energy consumption,
carbon footprint, and electronic waste [70]. This work seeks to integrate and leverage recent proposals to realize
a paradigm shift in the architecture of smart contract systems and, thereby, provide a greener alternative for
future digitization and automation.

Our work proposes a shift away from the traditional models used by, for example, Bitcoin [43] and
Ethereum [71], in which all users are able to observe and verify that the program code of a smart contract is
executed correctly while collaboratively appending to the same hash fabric (e.g., a blockchain). In the traditional
system model, users attempt to invoke smart contract code and nodes attempt to add these invocations to a
blockchain in return for payment. When added to a blockchain, the code can be observed and executed on all
nodes. Thereby, every node in such a system can calculate the state of a smart contract based on the history of
invocations. As all nodes are expected to execute all invocations of the smart contract code, the responsibility for
its correct execution does not depend on a single party but rather on the entire network. Network-wide verifica-
tion allows smart contracts to achieve fairness and cooperation among competitors in a trustless context [20]. In
short, the system model of the traditional approach to smart contracts, shown in Figure 1(a), consists of a pool
of users that invoke smart contracts and a pool of nodes that attempt to add these invocations to a shared hash
fabric, consisting of a blockchain.

Several concepts have been proposed for the blockchain ecosystem that could be integrated to realize a par-
adigm shift. Generally, the metric of “throughput” (i.e., the number of contract invocations per time unit for
smart contracts) is optimized and with it comes lesser communication requirements and lesser environmental
impact [3]. A throughput increase is often achieved through the concepts of weaker consistency models (to cap-
ture how invocations are recorded) and weaker consensus models (the manner in which invocations are agreed
upon), and typically these approaches no longer use a traditional single chain of blocks but rather a hash fab-
ric of blocks. For example, “sharding” uses cliques of nodes, known as “shards”, that communicate intensively
internally but very little between each other [64], and Hashgraph opts for a Directed Acyclic Graph instead of
a single chain [6]. As a result, the system models of recent proposals, shown in Figure 1(b), have to consider
multiple pools of nodes that attempt to synchronize with a shared hash fabric. However, users do not actively
take part in this synchronization.

Smart contracts are not necessarily compatible with weaker consistency and consensus models. Depending
on how a consistency model is weakened, the safety and liveness guarantees of a system may radically change.
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Users and nodes may not be able to observe (all) interactions with smart contracts, they may not be able to
observe interactions in the right order, and perhaps they may only be able to observe interactions after a long
delay. Furthermore, weaker consensus may lead to temporary decisions on allowable inputs and, by extension,
a change in the values of the outputs of smart contracts [36], which must be retroactively corrected.

A next step, away from network-wide verification, is a local-first approach to the smart contract execution
model. The approach proposes to make sharing interactions with other nodes a secondary concern [33]. The
corresponding system model, shown in Figure 1(c), requires users and nodes to actively engage in change man-
agement by merging the changes in their hash-fabric caches to the global shared hash fabric. The local-first
approach was originally proposed for human users that collaboratively edit a shared data structure but produce
very little consistency conflicts [33]. Thereby, local-first is a green approach to smart contract execution, as it
eliminates the need for Proof-of-Work and minimizes the required communication of data. However, when in-
tegrated into existing blockchain systems, a local-first approach would still need its invocations paid for using
the cryptocurrencies of Proof-of-Work blockchains. Otherwise, users would not be incentivized to store invoca-
tions so they can be verified by other users. Furthermore, like a sharding approach, a local-first approach depends
heavily on the identities of nodes to edit caches, whereas blockchains typically do not have identity management
beyond public keys.

This work enables a local-first approach by challenging the need for cryptocurrencies and arguing that identi-
ties can be used in a permissionless smart contract system. Firstly, our insight is that cryptocurrencies represent
assets and, therefore, require network-wide verification. By changing from assets (i.e., what is owned) to the con-
cept of liabilities (i.e., what is owed), network-wide verification is no longer required before smart contract execu-
tion. Secondly, our insight is that modern identity management no longer requires central governance. Identities
can be stronger than just public keys: strong identities do not necessarily violate smart contracts’ promise of a
trustless context that enables fairness and cooperation. However, due to the application of these concepts, green
architectures are necessarily subject to new design constraints. In this work, we derive these constraints for sys-
tems and their architectures in order to make use of novel green concepts. Thereby, these resulting novel systems
can be applied to meet all of the functional requirements of smart contracts to modernize governance and finan-
cial infrastructure without the operational risk of being banned by governments due to environmental concerns.

This work defines a novel paradigm for smart contract execution called Green Smart Contracts (GSCs), which
is based on concepts observed in proposals for the Web3 ecosystem and executes smart contracts using a local-
first approach. The overall contribution of this work is the definition of a novel architectural paradigm for
local-first smart contract execution. We envision our paradigm challenging Proof-of-Work blockchains as the
de facto standard for execution of smart contracts, which currently require network-wide verification for each
contract invocation. Our aim is to allow both system and application designers to leverage a greener alternative
for contract execution. Our work offers the following contributions:

e Contribution 1: We discuss how the concepts of relaxed consistency, strong identities, probabilistic con-
sensus, and liabilities allow for greener smart contracts (Section 2).

e Contribution 2: We derive the constraints for system architectures to leverage the four concepts for
greener smart contracts (Section 3).

e Contribution 3: We design a greener smart contract prototype solution (Section 4).

e Contribution 4: Our simulation shows the necessity of consensus for a widely used real smart contract
and the amount of time that nodes work with a cache that is inconsistent with the global hash fabric
(Section 5).

e Contribution 5: Through further experiments, we show that inconsistencies in the hash fabric can be
effectively resolved for multiple use cases (Section 6).

e Contribution 6: Based on our results, we create a model for CO, emissions that shows when our approach
becomes a greener alternative to existing solutions (Section 6).
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The remainder of this work is structured as follows. In Section 2, we identify the main problem of smart con-
tract execution and we discuss four concepts that are used in the design of our proposed architectural paradigm.
In Section 3, we give the design constraints that define our model. In Section 4, we discuss the implementation
of our paradigm (Green Smart Contracts). In Section 5, we validate the need for careful configuration of our
paradigm. In Section 6, we experiment with different configurations to show that our model accurately executes
smart contracts and what the consequences of the configurations are both in terms of messages and their result-
ing CO, emission estimates. In Section 7, we discuss related work that did not get discussed in the preliminaries
(Section 2). Lastly, in Section 8, we give the conclusion of this work.

2 PROBLEM STATEMENT AND PRELIMINARIES

The problem that smart contracts face is that they inherit a large ecological footprint by being tied to Proof-
of-Work blockchains. We look for an execution model that can make use of recent trends in the blockchain
ecosystem to address this problem. We present four concepts that can be leveraged for greener smart contracts,
and we explain how they can be leveraged.

Concept 1: Relaxation of the consistency model. Weakening the consistency model will improve through-
put of a system. In practice, this is why systems that weaken their consistency model to allow for indepen-
dent block updates (like Directed Acyclic Graphs) have shown higher transaction throughput [5, 35]. However,
network-wide consistency cannot be weakened to the point of being eliminated. The order of executed opera-
tions matters for smart contracts [41, 66]: users’ reads and writes to smart contracts are interdependent. Thereby,
completely forfeiting consistency enables front-running attacks through information hiding [21]. Nevertheless,
basing the consistency model on application-defined locality is a winning strategy [13, 17], especially if a small
group of nodes has additional influence over a data structure’s contents [40]. Exploring the application of a
weaker form of consistency for smart contracts remains promising.

Examples of solutions that leverage weak consistency are Avalanche [53], Hashgraph [6], and the Tangle [49]. The
commonality between these solutions is that they use Directed Acyclic Graphs that see their transactions inter-
linked based on some form of locality. Locality is based on “transactions” for Avalanche, “actors” for Hashgraph,
and “sites” for the Tangle. We propose taking the concept of relaxing consistency based on locality to the extreme
and investigate local-first consistency.

Concept 2: Using strong identities to detect forks. Individual countries and the European Union are cre-
ating passport-level identity solutions for use in the blockchain ecosystem, known as Self-Sovereign Identity
solutions [4, 62, 63]. If strong identities were used for smart contracts, there would be no way for users to inter-
fere with contract operations (i.e., “writes”) of other users. However, despite a lack of writing contention, even
when grounded in natural persons, identity does not guarantee validity. Secondly, a strong identity does not
imply any special permissions (like in a permissioned blockchain). A strong identity is not necessarily a trusted
identity. A well-identified user may still produce a conflict with itself (e.g., to fool other users and through bugs),
which is the classic blockchain forking problem and still needs consensus. Nevertheless, strong identities and
public key infrastructure have been shown to greatly improve the detection efficiency of information that users
attempted to hide [34].

Examples of solutions that leverage strong identities are Corda [27], eBay, and Uber. Corda proposes ownership
of contract applications based on public keys and the usage of identity to assign legal weight to documents on
its ledger. Identity is leveraged both for privacy (not all nodes have to know of all transactions) and efficiency
(not all nodes need to process all transactions). eBay and Uber have a centrally governed platform that provides
strong user identities, which are a legal requirement, vital for employee management (Uber), and required for
the selling of goods (eBay) and services (Uber) between their respective users. In short, for eBay and Uber strong
identity is used for accountability. We investigate the application of strong identities to gain both efficiency and
accountability without central governance.
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Concept 3: Using probabilistic consensus for smart contract invocations. A probabilistic approach
achieves high throughput and hardens its probabilistic guarantees over time [36]. Using a small-world assump-
tion, detection of violations of agreements made through probabilistic consensus becomes more efficient with wit-
ness and audit protocols [10, 25]. Just like for the consistency model, the highest throughput is achieved when the
locality of the data that consensus is formed over is close to the nodes that are selected to form consensus. Prac-
tically, the consensus mechanism should be tightly coupled to the consistency mechanism. For instance, there is
a large increase in throughput for smart contracts if locality of Ethereum is optimized, known as “sharding” [64].

Examples of solutions that leverage probabilistic consensus are Avalanche [53], Bitcoin [43], and Ethereum [71].
One of the key innovations of Bitcoin is its probabilistic consensus, known as Proof-of-Work, requiring no com-
munication between nodes in order to reach consensus (simply deciding on the longest known chain). Ethereum’s
“sharding” further leverages locality and adopts a model of communication between cliques of nodes. Avalanche
even proposes “metastable consensus”, relying on majority votes in overlapping localities. We note that proba-
bilistic consensus, especially when exploiting locality, is mostly focused on making any decision, which is not
necessarily the best decision for some use case or application. Therefore, we enable the use of these probabilistic
consensus mechanisms but we do not pick a single mechanism in order to remain use case agnostic.

Concept 4: Postponing consensus using liabilities. Liabilities can materialize as tokens in contracts and
can represent many different things, such as assets, trades, and loans, to support a token economy [69]. An ex-
ample of a liability is payment through credit, where a user clears a transaction regardless of the user’s balance,
versus payment through debit, where the user must have the required sum beforehand. In other words, liabili-
ties support systems that depend on authorization instead of ownership. However, even though liabilities can
represent assets, to avoid double-spending of assets (like currency) a system requires some form of network con-
sensus. Nevertheless, consensus is then only required after executing the smart contract and it can be postponed
(or possibly even avoided) for use cases that depend on liabilities.

Liabilities stand to change the nature of a token economy when used in combination with the concepts of
probabilistic consensus and weak consistency. Instead of serving one network-wide token (e.g., a token that
serves a cryptocurrency), a unique token can be used for the locality of a contract that does not require the
whole network to verify it. Thereby, every contract would have its own exchange rate against currency from other
contracts (akin to exchanges between fiat currencies). Therefore, the vision of a general token economy, or digital
currency, is transformed into one that exists only in the multiple localities of nodes: token microeconomies.

Examples of solutions to leverage tokens are Ethereum Request for Comment 20 (ERC-20) tokens [68], non-fungible
tokens (NFTs) [39], and Basic Attention Tokens [38]. The ERC-20 standard exists to capture fungible tokens and
the NFT standard was made for non-fungible tokens (i.e., assets). Both standards operate from smart contracts
on the Ethereum blockchain and tokens that derive from them can represent the breadth of use cases for digital
liability and asset management. For example, the Basic Attention Token is an ERC-20 token that uses a user’s
ad viewing time as the basis for its value. Instead of treating tokens as something to be implemented in a smart
contract, we investigate the treatment of tokens as the primitive to power smart contracts.

Combining concepts. Any combination of the four concepts that we have previously presented can be lever-
aged to adapt a hash fabric to a given application domain. However, these concepts can also be viewed as the evo-
lution toward individual accountability and decentralization of governance to replace network-wide verification.
When viewed in this manner, shown in Figure 2, we see the communication costs of solutions lessen as individual
accountability is increased. As communication costs are tied to the environmental impact of blockchains [3], it
follows that the concept of liabilities is the next logical step to investigate, which we do in this work.

The four concepts we present are highly reminiscent of digitized governance and financial infrastructure in
the physical world and, therefore, are applicable to digitizing these processes. For example, a person may use
one’s physical credit card (an identity) to withdraw physical money (a liability) at a physical bank (a node). Of
course, to limit risk, the bank will disallow the person to withdraw more money than the individual’s credit card
limit allows. If the transaction succeeds, banks will engage in clearing and settlement with each other (logic
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‘ PoW Blockchains ‘ Example: Bitcoin [43]

‘A‘ Relaxed Consistency ‘ Example: Hashgraph [6]

“‘ Probabilistic Consensus ‘ Example: Avalanche [53]

‘A‘ Strong Identity ‘ Example: Corda [27]

‘\‘ Liabilities \ this work

Fig. 2. The addition of concepts to Proof-of-Work blockchains and examples of solutions that implement all concepts up to
that point.

Table 1. Differences Between GSCs and Smart Contracts that
Use Traditional (PoW) Blockchains

Property Smart Contracts GSC
incentive payment reciprocity
fork detection majority probabilistic
impartiality majority randomness
use case assets liabilities
finality probabilistic consensus configurable

that needs consensus) and record the overall exchange of money between banks (consistency) in their ledgers.
Another example is the casting of votes: a person may show one’s passport (an identity) to cast a vote (a liability)
at a government office (a node). The different offices then check whether duplicate votes have been cast (logic
that needs consensus) and tally the votes (consistency) to record election results.

3 PROPOSED MODEL

We now determine to what extent the concepts presented in Section 2 can be applied and to what extent their
application changes the smart contract execution model. In order for a system to integrate these concepts into a
local-first system model (Figure 1), we derive the design constraints that we use to create a prototype solution.
The findings are summarized in Table 1.

Any system that executes smart contracts requires incentive compatibility. In general, no rational user per-
forms more work than necessary. Inherently, a decentralized system such as a smart contract system is prone to
freeriding, which must be alleviated by implementing either a payment or a reciprocity scheme [22]. Traditional
blockchains opt for the former, requiring payment for both proposing—and interacting with—a contract. How-
ever, the payment approach provides an unfortunate link between contract execution and payment through
cryptocurrency, coupling the low throughput of cryptocurrencies to contracts. Therefore, the dependency on
payments can only be broken by using reciprocity, leading to Constraint 1: Green smart contract execution and
dissemination should only depend on reciprocity between users, not on payment.

A fork detection mechanism requires scalability with respect to the number of users. Smart contracts may
have a large volume of interactions, e.g., up to 20 000 interactions per day have been observed [48]. Of course,
multiple contract invocations fit inside a block but Proof-of-Work blockchains both have a limited number of
blocks per day (e.g., Bitcoin roughly sees one block per 10 minutes) and require the majority of the network
to observe and accept each newly proposed block. To this end, to overcome the limitations of Proof-of-Work,
relaxations to the consistency and consensus models of blockchains have been proposed (Section 2). However,
these relaxations change the nature of the smart contract invocations, which can no longer be assumed to be
finalized through consensus but should be assumed to be tentative and part of an ephemeral state. Therefore, in
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order to leverage these novel probabilistic approaches, our second constraint is formulated as Constraint 2: Green
smart contract execution should build on probabilistic fork detection, not consensus.

A green smart contract system should ensure that the processing of invocations remains impartial to their
contents. Traditionally, blockchains assume that the majority of nodes in a network is sufficient to quell any
individual nodes that are partial to the contents of invocations (e.g., incentivizing the acceptance of valid invo-
cations with a block-mining bounty in Bitcoin [43]). However, issues with impartiality may arise even when the
majority of nodes in a network is used [59]. Furthermore, depending on the explicit involvement of a majority
of nodes conflicts with Constraint 2. Instead, more recent proposals trust in the random selection of nodes to
ensure impartiality. For example, Verifiable Random Functions have been proposed to elect verifiably random
quorums [42] and randomly selected nodes (witnesses) can be used for fault detection [25]. For invocation pro-
cessing to remain impartial, without violating Constraint 2, we impose Constraint 3: Green smart contracts should
use a random selection of nodes to ensure impartiality, not a majority.

Greener smart contract systems can be decoupled from cryptocurrencies. Cryptocurrencies inherently require
a system for asset management. To solve “double-spending” of the assets (i.e., transferring ownership of a sin-
gle asset to more than one user), a form of consensus needs to be used. To avoid assets in their entirety, a
liability-based interaction model (Concept 4) can be used to power smart contracts. By switching to liabilities
as the underlying primitive, the system model of smart contracts (Figure 1(a)) necessarily changes into that of
a local-first approach (Figure 1(c)). Asset management now becomes a part of the application layer instead of
the underlying substrate for contracts. We explore the resulting solution space by imposing Constraint 4: Green
smart contract execution should be based on liabilities, not on assets.

A greener smart contract system can exploit a relaxed consistency model. For example, even Bitcoin uses a
gossip network to share contract invocations (and blockchain blocks in general) between nodes and later forms
consensus on the finality of transactions based on the longest chain of blocks [43]. By explicitly separating the
consistency mechanism from the consensus mechanism, recent works have shown the benefits of immediate
availability of data in the system, fewer exchanged messages, and a higher throughput [1, 56]. However, the
downside is that the invocations of users may not be deemed valid on the application layer at a later time and
they may be rolled back. For Bitcoin, the probabilistic finality of transactions of six blocks (about one hour) [53]
is sufficient for digital currency. However, the finality requirement may change depending on the application
layer. For example, the Corda white paper [27] argues that a PDF document is binding, even if it is not even
on a blockchain, as long as it was signed by an authority. Therefore, in order to remain application agnostic,
we postulate the following Constraint 5: Green smart contracts should allow for configuration of their consensus
mechanism, not provide a single fixed mechanism.

4 IMPLEMENTATION

A greener architecture design that makes use of the concepts that we have presented is different from tradi-
tional blockchain architectures. We present the architecture of our GSC prototype, which satisfies the design
constraints presented in Section 3. Our prototype architecture has five components: (1) a hash fabric storing
smart contracts and their operations as an immutable history, (2) a consensus component to detect and resolve
forks, (3) a runtime for users to interact with contracts, (4) a virtual machine that runs the code and operations
captured in the hash fabric on every node, and (5) a networking protocol for contract discovery. We now explain
how these components interact and we discuss their necessity, with Figure 3 as a visual reference.

The hash fabric is the central component of GSC architectures, persisting (i.e., both storing and sharing
between users) the content and operations of smart contracts (that run in the virtual machine). The hash fab-
ric replaces what would traditionally necessarily be a single “main” (block)chain. For instance, traditionally, in
Ethereum all executed user code ends up in one chain. In contrast, due to weaker consistency and consensus
models, the hash fabric can represent a data structure that is no longer a single chain. For example, next to a
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Fig. 3. Main components of GSC architectures and their interactions.

traditional single chain, the hash fabric may also use a mesh or a Distributed Acyclic Graph. Nevertheless, the
data structure that is used by the hash fabric should form an immutable history.

As users interact with GSC architectures through an interface, they generate so-called proposals to modify the
underlying data structure. These proposals capture and hide the semantics of the smart contract information
in the hash fabric. Proposals are shared between users using a consistency mechanism of a hash fabric. The
primary function of the consistency mechanism is to synchronize new proposals with the network and to apply
received proposals. Secondarily, the consistency mechanism may also be forced to change the data structure
itself, a rollback that invalidates proposals in the hash fabric in case of consistency violations. In short, proposals
lead to the temporary—and possibly inconsistent—states that are typical for a local-first approach.

Our prototype defines simple push and pull gossip messages to share proposals in network overlays. Each
proposal contains fields for its code, the consensus round it belongs to, its proposal type (i.e., contract creation,
operation, or rollback), its base address in the virtual machine, and its block number in the hash fabric. Consensus
rounds are necessary when the hash fabric needs to decide between inconsistent proposals using a consensus
mechanism, which we describe shortly.

Figure 4 shows an example of how our prototype transforms proposals, received through a network overlay,
into blocks in its hash fabric. The first block contains the contract creation proposal, followed by interactions
with the contract. This first proposal (Proposal 1) places its contract code at address 0x00000000 in the virtual
machine component, claiming block number 1 and participating in consensus round 0. Proposals are rejected
if they are proposed for a consensus round that has already finished. An arbitrary consensus mechanism may
decide to accept or reject blocks that are proposed in a certain consensus round. Of course, one of the blocks
necessarily has to be rejected if the order of applying the proposals (Proposal 2 and Proposal 3) leads to different
states. However, a new ordering may be chosen in a consensus round, such as Proposal 3 being placed in a new
Block 3 in round 1.

The consensus mechanism is tasked with evaluating the structure and semantics of the hash fabric to select
the dominant history from the valid histories captured by the hash fabric. For example, one may select the
“longest chain” as the dominant history (known as Nakamoto consensus [72]) from multiple forks of valid blocks in
a blockchain. Though forming consensus on an entire history is certainly possible (e.g., in a relational database or
a simple log of executions), it is more efficient to only form consensus on new entries in an append-only log as the
data structure grows. Within the scope of this work, probabilistic consensus is considered (Constraint 2), which
may lead to multiple conflicting histories. The consensus mechanism determines the currently valid proposals
and their corresponding causal history (i.e., the “head of the chain” in traditional blockchains).
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Fig. 4. How proposals (push/pull gossip messages) are captured in the hash fabric.

Not all contract interactions require consensus (e.g., inspecting the value of a variable in a smart contract’s
state). What interactions do need consensus can be derived through the hash fabric and the virtual machine.
Firstly, in the case that the hash fabric fails to apply a proposal (e.g., when two proposals define the same block
number when using a single chain) consensus is needed. Secondly, in the case that the virtual machine fails to
apply a proposal (e.g., when two proposals write a different value to the same memory address) consensus is
once again required. In both cases, consensus is used to select a single dominant history.

What proposals a user is required to store depends on the chosen consensus mechanism. However, what users
end up storing also depends on the trust between users. For example, in theory, Bitcoin requires that all nodes
wishing to add blocks to a blockchain store the entire longest chain. In practice, “light nodes” may store only
a subset of all blocks and trust in other nodes that store the entire chain [24]. Within the scope of this work,
we acknowledge that more efficient storage schemes exist that exploit reciprocity and randomness (Constraints
1 and 3) and trust, for example, Timely Sharing with Reputation Prototype [61], and we assume that they are
leveraged by users to obtain the necessary data to form consensus.

A runtime is needed for users to create contract code. This is a common approach, for example, found in
Bitcoin and Ethereum [73], to make contracts version independent and portable. The hash fabric only provides
the history of operations on the contract. From its history, the runtime derives the current human-readable state
of a contract to present to the user. The state is calculated by applying the application programming interface
(API) abstractions to the result of executing the operations captured in the dominant history of the hash fabric.

The GSC architecture compiles contract code written in a Domain-Specific Language. In our prototype, con-
tracts are written in the Solidity language. The creation of a new contract causes two proposals, one for the hash
fabric’s language API and one for its compiled equivalent, the application binary interface (ABI). We make the
distinction between the source contract and the actual compiled contract, as the high-level language implementa-
tion may not produce the same compiled code for different virtual machines. However, the API is still practically
necessary for human interaction, as the ABI exposes users to low-level details that are difficult to work with [60].

A virtual machine optimistically locally executes all compiled (ABI) code that is received through a user’s
network. Essentially, this is no different from how blockchain solutions normally offer their transactions to their
respective virtual machines [44, 64]. However, in contrast to normal execution of virtual machine instructions,
GSC systems explicitly maintain the state of all forks of the hash fabric (Constraint 2). In our prototype imple-
mentation, we use the Ethereum Virtual Machine (EVM), which maintains a “main chain” to execute contract
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code on (normally stored in blockchain blocks) [28]. To execute code from any arbitrary preceding state, we
select a previous state as the main chain and execute code from that point.

New proposals, regardless of their semantics (both contract creation and operations on contracts), consist of
virtual machine instructions that have been compiled from an API call. The virtual machine is responsible for
retrieving the state from a given header and applying given virtual machine instructions to potentially persist
a new state and header and—in case of state changes—may return code to share with other users, just like in
Ethereum [28].

The biggest difference between GSC’s proposals and traditional smart contract execution is the lack of cur-
rency (e.g., Ethereum’s “gas” [28]). In GSC systems, depending on the chosen hash fabric and consensus mecha-
nism, code is not necessarily pushed to strangers that do not have an intrinsic benefit to run code (i.e., users that
have no causal relationship). Therefore, there is no need for currency to power a contract. However, our proto-
type does still use the currency mechanism of the underlying EVM to protect against infinite loops [28]. To do so,
every execution is supplied with an ample amount of artificial currency (equivalent to several millions of dollars).

Contract discovery, consistency, and consensus can be based on locality for GSC systems, and blockchains
in general [67], to make a system scalable. Whether or not an application allows for this depends on the system
configuration (Constraint 5). In other words, if desired, contracts and their interactions may only be discovered
by third parties when they are interacted with. The ability to exploit locality depends on the second concept
for GSCs: strong decentralized identities. These strong identities make it possible for users to determine that a
particular contract belongs to the user presenting it beyond reasonable doubt (i.e., using cryptography [15]). The
locality-based approach ensures that network-wide consensus is not strictly necessary (but can still be applied)
to establish ownership of—and interactions with—a contract. The absence of network-wide consensus can make
GSCs more energy efficient (“green”) than traditional blockchains [3].

What constitutes locality may differ from application to application and governs the permissible underlying
networking technology [51]. For example, when the GSC paradigm is used to manage contracts that govern
physical systems, networking technology such as Bluetooth or Wi-Fi Direct may suffice. Over the Internet, this
locality may be a common application-driven interest of multiple peers (e.g., a particular file in Bittorrent).

5 VALIDATION

One of the key concepts of local-first software is that humans do not produce many “conflicts” when interacting
with each other [33]. In smart contracts, these conflicts would materialize as forks. We explore the need for fork
resolution in GSCs by running a real-world trace of an Ethereum smart contract, focusing on the time to resolve
inconsistencies between nodes. The smart contract used in these simulations is from the “CryptoKitties” game,
which allows users to generate and trade cartoonish pictures of cats. Conflicts can arise on a high abstraction
level when users attempt to “breed” with each other’s cats or transfer their ownership, but also on a lower level
when the contract writes to a shared memory address in the virtual machine.

5.1 Dataset

The CryptoKitties game consists of five smart contracts: the “Core” contract, “GeneScience” contract, “Offers”
contract, “SalesAuction” contract, and “SiringAuction” contract [31]. The latter three contracts are used to sup-
port the exchange of cat pictures and the “GeneScience” contract is used to support generation of entirely new
pictures. Apart from these supporting contracts, the core game logic is implemented in the “Core” contract, which
we focus on. We query bitquery.io, a website for blockchain analytics, for the first 5839 blocks of the Cryp-
toKitties “Core” smart contract (defined at address 0x06012c8cf97bead5deae237070f9587f8e7a266d). These
blocks contain the first 9 769 transactions, not evenly spread over the blocks (shown in Figure 5(a)), between 543
unique addresses. The transactions contain 12 distinct contract calls defined by the CryptoKitties contract, for
which we give the number of occurrences in the dataset in Figure 5(b).
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Fig.5. The number of transactions per block (a) and the number of occurrences per contract call type (b) in the CryptoKitties
dataset.

Due to privacy concerns, bitquery. io omits the actual argument values of contract calls. We do not attempt to
circumvent this omission, but we replace the arguments with random values. Consequentially, the smart contract
may execute different instructions in the EVM. Therefore, the state of the smart contract in our simulation is
not expected to be equal to that of the real CryptoKitties contract on Ethereum. To mitigate this limitation, our
simulation does not keep track of the instructions that were invoked but rather the number of times that the
EVM was called to execute any set of instructions.

5.2 Setup and Methodology

Our dataset consists of addresses calling methods on the CryptoKitties contract code, mapped to a network of
nodes that propose these method calls to a consensus mechanism. We create a node for each address in our
dataset. We use a fully connected network of nodes and we fix the latency for all messages between nodes to
50ms. This choice is rooted in the network protocol of Bitcoin, in which up to 1000 peers can be discovered in
a single message without further communication, well more than the 543 users in the dataset [54]. Similar to a
real blockchain, we use a list of blocks as the data structure for the hash fabric and we adopt the oldest-known
value to reach consensus.

Our dataset is replayed using a batches strategy that introduces transactions using the dataset timestamps and
a spaced strategy that introduces transactions with a spacing of 250ms. For the former strategy, every node in
our network proposes its transactions using the timestamps defined in the dataset. The batches strategy leads to
nodes that have transactions in the same block attempting to claim the same sequence number in our list data
structure. Therefore, the consensus mechanism must select one of the conflicting calls. For the spaced strategy,
consecutive contract calls in the dataset are spaced by 250ms, causing all preceding transactions to be finalized
before new ones are initiated. Thereby, the second strategy maintains the order of the original transactions, but
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Fig. 6. Average number of occurrences of the four metrics per node for the CryptoKitties dataset replay.

not their timing. The intention of these strategies is to show the difference between real contract interactions
and artificial workloads.

We capture a total of five metrics. The first four metrics are occurrences relative to the node count to expose
any nonlinear message complexity. Firstly, we keep track of the total number of received messages. Included in
the total number of messages are those that may be needed to form consensus, to push messages, and to pull
specific messages (due to rollbacks, a single message may need to be pulled more than once). The messages
needed for consensus are also counted as the second metric, which is always zero in this simulation, but they
will play a role in Section 6. Thirdly, the number of rollbacks of (part of) the hash fabric is recorded. We also keep
track of the required EVM calls, as opportunistic execution implies higher CPU loads, which may be restrictive
to CPU-limited devices. The fifth metric is the time that nodes are in an inconsistent state, which we call the
convergence time. The convergence time is the time between when the first consensus message is received for a
particular consensus round (which corresponds to its block height; see Figure 4) and the time at which the last
consensus message is received.

5.3 Results

We first discuss the metrics related to the number of messages, presented for both of our strategies in Figure 6. As
mentioned before, no messages are needed to reach consensus due to the choice of consensus mechanism. Even
so, the replay of a real dataset leads to relatively few rollbacks, with 7 rollbacks for 54 EVM calls for the batches
strategy and no required rollbacks when the hash fabric is finalized between contract invocations. Therefore, we
conclude that real smart contracts do not necessarily have a lot of conflicting interactions. Regarding the different
strategies, we see much fewer messages and EVM calls for the batches strategy as opposed to the spaced strategy.
This absence of messages occurs due to conflicting interactions not being forwarded and applied in the network,
which could be resolved by a retry mechanism.

In Figure 7, we show the time it takes for contract calls to converge for both of our strategies. Our results show
that the batches strategy causes the convergence time to reach into the order of several seconds, up to almost a
minute. This is explained by nodes attempting to claim the same list index in the list of blocks, which require a
consensus mechanism to select only one of the conflicting calls for the index. Our second observation is that the
convergence time goes to 0 seconds if each call is proposed 250ms after the last call finished (the spaced strategy).
The chosen spacing allows each node to receive the previous contract call and propose a new contract call with
a list index that does not conflict with the preceding transaction. Clearly, when a smart contract has very little
(or no) conflicting calls, no consensus mechanism is required for a consistent state for all nodes.

5.4 Modeling Conflicts

Our results support that little to no conflicts in the consistency layer enable a system in which network-wide
consensus is unnecessary. However, it may be unrealistic to assume that no conflicts occur. For example, out
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Fig. 7. Box plot of the time until contract interactions have converged, when nodes interact concurrently (“batches”) and
when interactions are spaced out (“spaced”).

of the proposed transactions to Ethereum, an estimated 3% fails [46]. In contrast, in our CryptoKitties replay,
we observed that 13% of the proposed transactions fails due to consistency violations when using the batches
strategy. Furthermore, in our replay, the resolution of consistency violations is based on the time a call was made.
Currently, we do not know of technology that allows timestamps to be (unconditionally) verified. Therefore, we
do not have evidence for any system being able to exist to benefit from that finding.

As, to our knowledge, systems do not exist that forego consistency violations in the hash fabric, some form
of consensus mechanism is required. Supported by the results of Section 6.3, we believe that using identities to
provide conflict resolution is the next-best option for real smart contracts. However, as mentioned in Section 3,
using the GSC paradigm and depending on identities is not compatible with all use cases that smart contracts
are currently serving. For asset-based use cases, the consensus model of traditional smart contract execution is
still the only viable option.

We use a simple model to validate the use of our local-first approach. Given the period of time an invocation
is vulnerable to conflicts f, the number of new invocations per second r, and the probability of conflict between
two transactions p, the expected number of conflicts experienced by a single transaction is p X r X f. Our results
yield p = 0.13 in the worst case of the batches strategy and our dataset has r = 0.011296 invocations per second.
Therefore, invocations succeed without conflict more often than not (when p X r X f < 0.5) if the time to reach
finality for each invocation is f < 340.49 seconds. From our results from the spaced strategy, we observe that
f < 0.25 seconds. Therefore, the inequality is satisfied and, at least in the case of CryptoKitties, invocations will
succeed without conflict more often than not, validating the use of a local-first approach. In fact, in comparison
with the 3% failures of Ethereum, that is, 0.03 expected conflicts, our approach leads to only a fraction of this,
with 0.00036712 expected conflicts when p = 0.13, r = 0.011296, and f = 0.25. Furthermore, given p = 0.13 and
f = 0.25, our approach is applicable up to r = 15.38 invocations per second per contract. As the most popular
smart contracts receive 20 000 invocations per day [48], that is, r = 0.23, our approach offers 66.44 times the
necessary invocations per second.

6 EXPERIMENTS

Inconsistencies do occur in real smart contracts (Section 5), which are exacerbated in a green local-first approach.
GSC architectures must leverage a mechanism to decide a dominant history (Section 4) and, depending on
the use case, different consensus mechanisms may be used. For example, if a single leader is permissible, a
publish-subscribe communication pattern can be used. If a completely leaderless mechanism is required, a
metastable consensus mechanism such as Snowflake [52] can be used. In this section, we conduct experiments
in order to provide insight into the consequences of deploying a selection of different consistency and consensus
mechanisms.
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pragma solidity ~0.5.11;
contract SimpleContract {
uint value = 0;
function setValue(uint _value) external {
value = _value;
}
function getValue() external view returns(uint) {
return value;

}

Fig. 8. A simple solidity smart contract.

6.1 Setup

Four different mechanisms are used as the consensus mechanism with our GSC prototype: Raft! [47], metastable
consensus (similar to Snowflake [52]), a publish-subscribe mechanism, and adopting the oldest-known value. The
chosen algorithms represent the breadth of approaches to peer-to-peer agreements; we discuss them in further
detail later.

To determine a node count for our experiments, we note that Raft was tested with five servers [47], Snowflake
was tested with up to 2000 nodes [52], and the remaining two mechanisms depend on the limits of the communi-
cation substrate. We pick a middle-ground of up to 1000 nodes for our experiments and we simulate networks of
10, 100, and 1000 nodes. We again use a fully connected network topology, rooted in the same rationale as in Sec-
tion 5 (even 1000 nodes can be discovered in a single message). We measure the four metrics as in Section 5 that
pertain to message handling (“total”, “consensus”, “rollbacks”, “vmcalls”). The smart contract shown in Figure 8,
created by S. Verma,? is used to run our experiments.

Two different mechanisms for consistency are used. Firstly, the simple list requires all received records to
have a unique list index. When two records attempt to occupy the same list index, the consensus mechanism is
invoked. Secondly, a conflict-free replicated data type (CRDT) [58] represents the other extreme for consistency
mechanisms; it is the recommended data structure for a local-first approach [33]. The CRDT data structure adds
incoming records to the current index (a “merge” in a Sequence CRDT [45]) until two records are found that are
order dependent and, therefore, require a decision from the consensus mechanism (as discussed in Section 4). If
the consensus mechanism requires the nodes to take an initial vote, every one of them votes for the oldest record
it knows of.

6.2 Methodology

Our methodology consists of introducing a conflict in the simulated network and waiting until all nodes have
accepted a new record, resolving the conflict. Our experiment follows three synchronized phases: sharing the
initial contract, creating the conflict, and waiting for it to be resolved.

The first phase of our experiment consists of sharing the contract code. Records are created for two indices:
the API code (“block 1”) and the ABI code (“block 2”). We then wait for all nodes to receive both blocks, forming
consensus according to the consensus mechanism (without conflicts, all nodes accept both blocks). We start
counting toward our metrics after this first phase has completed.

In the second phase, we introduce a conflict using two nodes that invoke the API of the contract (Figure 8). One
node invokes setValue(11) and one node invokes setValue(13), which would leave the system in an inconsis-
tent state if both transactions were applied without ordering them (some nodes would have 11 and some nodes

1Specifically, https://github.com/streed/simpleRaft.
Zhttps://medium.com/better-programming/part- 1-brownie-smart- contracts-framework-for-ethereum-basics-5efc80205413.
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would have 13 as the return value of getValue()). After introducing this conflict, we resume communication
between nodes and end the experiment (the final phase) by waiting for all nodes to accept either value.

6.3 Results

The consensus mechanism of adopting the oldest-known value is discussed first. Every node, except for the two
originators, only receives a total number of two messages, the lowest number of messages out of all experiments.
For the list consistency (Figure 9(a)) the second message conflicts with the first message, which requires a rollback,
leading to two executed EVM calls. For the CRDT (Figure 9(b)), nodes attempt a merge of three possible records:
setValue(11), setValue(13), and the set {setValue(11), setValue(13)3}. The former two proposals are
made by the originators, whereas all other nodes forward the latter form. The latter form is reevaluated by the
originators, leading to the average of just over two EVM calls.

The results for a single publisher, given in Figures 9(c) and 9(d), are largely similar to the results of the oldest-
known value. For the list consistency (Figure 9(c)), the required number of rollbacks in the system is now equal
to one. Only one of the conflicting messages is published by the originating identity and the other one is rolled
back on the node that produced it. For the CRDT consistency layer, the conflicting messages can still exist with
the same identifier, which is only later corrected by the consensus mechanism.

Metastable consensus is the first nontrivial consensus protocol, shown in Figures 9(e) and 9(f) (note the
change in the vertical axis range). The number of messages increases as the number of nodes increases, which
is a direct consequence of the design choice to avoid a leadership election protocol. Due to state deduplication
in the EVM calls and the consensus layer being able to freely add and remove messages for a given index, the
EVM call count is inflated.

Raft is the final consensus mechanism that we evaluate. Its results, given in Figures 9(g) and 9(h), show a
decrease in message count as opposed to metastable consensus, largely due to its leadership election protocol [47].
Electing a single identity to resolve a conflict after its detection requires fewer messages, as opposed to having
all nodes converge to a single value over time, as with metastable consensus. However, when the number of
messages is a concern, having a pre-established leader (i.e., a single publisher) is still superior.

All of the combinations of consensus mechanisms and consistency mechanisms successfully resolve conflicts,
though their environmental impact may be different. The choice of CRDT consistency mainly causes a higher
number of EVM calls and—from the perspective of environmental impact—is therefore less desirable due to the
higher CPU utilization. More traditional consensus mechanisms are known to have a higher environmental
impact [3]. Therefore, the choice of consensus mechanism is key to making GSCs environmentally friendly.
Applications should strive to make use of the concepts of GSCs as much as possible if they wish to reduce their
environmental impact.

6.4 Model for Environmental Impact

We now define a model for environmental impact by estimating CO, emissions based on our observed messaging
behaviors and their associated expected conflicts. We derive the behaviors of our four metrics from our results,
shown in Table 2. The behaviors we define are a simplification of our actual results as they change with the
number of nodes. For example, though we model the total number of messages for CRDT and Raft as 14n, our
results are actually 12.4n for 10 nodes, 13.84n for 100 nodes, and 13.98n for 1000 nodes. Our defined behaviors
become more accurate as the number of nodes grows. As related work suggests that the exchanged number of
messages of a method is the primary driver for environmental impact [3], we focus on three functions to describe
the distinct messaging behaviors (Table 2): b;(n) = 2n, by(n) = 14n, and b3(n) = n?.

For each conflict that is introduced, its total number of messages b;(n) are added to the aggregate total number
of messages for the entire network. In Section 5.4, we determined that the number of conflicts is given by pxrx f.
Therefore, the aggregated total number of messages is given by p X r X f X b;(n). For fully connected networks,
f is simply the maximum latency [ between nodes, while random graphs may have f = O(log(n) X [) and linear
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Fig. 9. The number of occurrences of the “total”, “consensus”, “rollbacks”, and “vmcalls” metrics versus the number of nodes
for the eight combinations of consistency and consensus mechanisms. Bars that go beyond the vertical plotting range are
labeled.

topologies have f = O(n X I). By assuming, without loss of generality, that r is measured per time unit /, we can
eliminate / from our equations. Thereby, we obtain the following three functions for the aggregated total number
of messages: O(my) = p X r X O(1) X b;(n), O(my) = p X r x O(log(n)) X b;(n), and O(ms3) = p X r X O(n) X b;(n).
To tie the messaging behavior to CO, emissions, we require estimates for the energy expenditure of transmit-
ted messages and the emissions of the expended energy. Firstly, a realistic upper bound for the energy expen-
diture per gigabyte is 0.2kWh/GB [12]. Secondly, though the CO; emissions vary per region, we use the United
States average of 0.603kgCO,/kWh to model emissions [2]. We use the Ethereum maximum smart contract
invocation size of 24kB as the message size, assuming that the overhead data needed for consensus is negligible.
Given these assumptions, we obtain a result of 0.0028944 gCO,/message to estimate our carbon emissions.
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Table 2. Behavior of Our Four Metrics to Resolve a Conflict Between Two Contract Invocations Given the
Number of Nodes (n) for the Measured Consistency and Consensus Mechanisms

Consistency Consensus Total Msgs. Consensus Msgs. Rollbacks EVM Calls
List Oldest-Known 2n 0 n 2n
CRDT Oldest-Known 2n 0 0 2n

List Publish-Subscribe 2n 0 1 n
CRDT Publish-Subscribe 2n 0 0 2n

List Metastable n? n? 0 n
CRDT Metastable n? n? 0 % n?
List Raft 14n 3n n 2n
CRDT Raft 14n 8n 0 3n

We evaluate our model to calculate CO; emissions for the nine different combinations of b; (b1, by, and b;)
and mj; (my, my, and ms). To compare between the different behaviors, we fix the value p = 0.13 to match our
CryptoKitties results. Our results are visualized in Figure 10. They highlight that a low node count or a low in-
vocation rate trivially keeps carbon emissions down. However, when the node count and the invocation rate are
both increased, the choice of consensus mechanism and messaging topology starts to matter. With a local-first
approach of fully connected nodes (m;), the choice of consensus mechanism is hardly an influence. For a more
loosely connected messaging topology (m; and ms), a fixed publisher or predetermined finalization strategy such
as “oldest-known” (b;) is preferential. Given a typical peer-to-peer network with logarithmic message propaga-
tion time and Raft consensus (i.e., by, m2), even the worst-performing consensus mechanism with local-first (i.e.,
bs, m1) has only 47.69% of the carbon emissions at n = 1000, r = 500. In the majority of these cases, the Green
Smart Contract approach is a greener approach.

7 RELATED WORK

Throughout this work, we have highlighted the individual works that are closely related to the topics we ad-
dressed. We now position our contributions on a coarser scale. On the coarsest scale, one can consider using
solar panels to power the hardware of nodes [37], which necessitates additional physical hardware, and the
trade of emission certificates [9, 29], which requires a secondary market. For a more focused discussion, we
regard work that proposes changes to software architecture.

One of the key works that precedes our work and falls within our definition of a “recent proposal” (Figure 1(b))
is the Hedera Hashgraph [7]. The Hedera Hashgraph proposes both a weaker consistency model (in the form
of a Directed Acyclic Graph data structure) and a weaker consensus model (which they call “asynchronous
Byzantine Fault Tolerance”). Furthermore, the consensus layer is optionally permissioned (i.e., configurable).
Whereas Hedera is similar to our Green Smart Contracts in its relaxations, it falls short of going to the extreme
of a local-first model and it uses the traditional blockchain model for users to offer interactions to nodes. Our
work goes one step further and actively embraces a new paradigm for user interactions with smart contracts.

Our work is closely related to the “local-first software” proposal by Kleppmann et al. [33], which mainly
focuses on change-based updates to shared data structures. Our work builds on their findings and uses a local-
first approach to the consistency layer in smart contracts. However, the work of Kleppmann et al. is mainly
focused on how humans interact to form a shared data structure. One of their conclusions is that “conflicts are
not as significant a problem” because “users have an intuitive sense of human collaboration and avoid creating
conflicts”. Whereas we have found that there are certainly less conflicts in a real-world smart contract than in
a lab setting (see Section 5), with a 13% failure rate, we believe that conflicts are a significant problem for smart
contract execution.
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Fig. 10. Estimated carbon emissions as a function of the invocation rate and the number of nodes, given functions b; for
messaging behavior and functions m; for the aggregated total number of messages.

Smart contract execution is the next evolution after the state machine replication movement (which came after
shared memory systems). Even though smart contract execution does away with any trust assumptions between
nodes, Byzantine Fault Tolerance (BFT) in its execution model is still shared with the domain of state machine
replication. Very few works explore execution without a critical dependency on BFT consensus. Of particular
note is Eve [32], proposing state machine replication with tunable fault tolerance to speed up execution. The
proposal of the authors of [32] is to first agree on an order of operations, then to execute those operations, and
lastly to verify the resulting state. In contrast, our work proposes to execute operations opportunistically, verify
the resulting state, and then to agree on an order only when a conflict is found. However, just like our work, Eve
exposes a design space of “nondeterminism introduced by allowing parallel execution”. Our work argues that
this design space consists of liability-based applications.

Our proposal to make contracts the central point of interaction is closely related to the publish-subscribe com-
munication pattern. However, regarding the execution of program code, most works only consider the publish-
subscribe pattern to distribute executable tasks to nodes (e.g., Sadoghi et al. [55] and Dayal et al. [16]). Jehl and
Meling [30] explore a publish-subsribe-based state machine model based on broadcasts in the presence of Byzan-
tine failures. In contrast to the aforementioned work (and in agreement with local-first software), we believe that
a single publisher (a contract) and its subscribers (the users that interact with the contract) naturally emerge from
smart contract use and do not require additional reliable broadcast.

8 CONCLUSION

Green Smart Contracts are able to challenge Bitcoin and Ethereum as ubiquitous technology, to serve all appli-
cations. This work has identified the concept of liabilities, to replace the established model of cryptocurrencies
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serving as the primitive to support smart contract execution. By depending on liabilities as a primitive, Green
Smart Contracts are able to maximally leverage weak consistency and probabilistic consensus to form a novel
green “local-first” architectural paradigm for smart contract execution. The requirement of stronger identity
management for such architectures can be overcome without violating the context of permissionless and trust-
less smart contract execution. The benefit of our local-first approach is that the requirements of applications
that use liabilities are severely lowered as opposed to applications that depend on assets. Going forward, smart
contract applications should carefully examine their application domain to potentially make use of the commu-
nication improvements offered by the Green Smart Contract paradigm. Future digitization and automation can
become greener and more performant.
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