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Abstract

Battery, one of the least ecology-friendly components of (embedded) computing
systems, should be removed and replaced by renewable energy sources. How-
ever, renewable energy is unstable and unpredictable. Therefore, a large body
of research work focuses on making computing systems operational despite fre-
quent power interrupts. Unfortunately, efforts in making wireless communica-
tion systems intermittently-powered without any compromise to their function-
ality have been fruitless. To address this challenge we present an architecture for
intermittently-powered wireless communication systems. Core novelties of our
architecture are: (i) time-deterministic process-driven state restoration archi-
tecture, and (ii) time and peripheral abstraction layer. As a case study for our
architecture, we build FreeBie: a battery-free intermittently-powered Bluetooth
Low Energy device. To the best of our knowledge FreeBie is the first battery-
free active radio (non-backscatter) wireless system that sustains bi-directional
communication on intermittent harvested energy supply.
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Chapter 1

Introduction

More than billions of Internet of Things (IoT) devices will surround us in the
coming years [90, [7]. This implies that the batteries (powering the IoT) world
need to be regularly replaced, monitored, and recycled [31]—inducing a major
environmental impact to our planet and monetary cost to the consumer [28] [47].
While the search for a battery that is longer-operational [31], better recyc-
lable [86] and having high-energy density [I14] continues, the road leading to
such batteries is still long [126], [13].

A dedicated line of research addressing the battery sustainability problem
is radical in its approach, as it tries to find out how we can build (wireless)
IoT completely independent from batteries [50] 110, 10T}, 92]. In such systems
conventional battery is either removed or replaced by cheaper, non-aging, non-
leaking, lighterEl less dependent on sparsely-available chemical elements and
temperature-stable energy reservoir: a capacitor. The energy to power such
battery-free system comes from ambient sources, for example from solar radi-
ation [22] or Radio Frequency (RF) emissions [43]. Nonetheless, unique proper-
ties of battery-free systems—small storage and unpredictable and intermittent
energy supply—create one of its kind challenges for the design of IoT wireless
communication.

Figure 1.1: First truly battery-free open-source [2] smartwatch with
FreeBie: intermittently-powered BLE communication.

!Battery was the heaviest component of the weight-optimized BLE node [63] Table 1], or
a battery is just bigger than size-optimized BLE node [I5] Figure 1].



1.1 Problem Statement

Turn on threshold

Turn off threshold

Stored energy

— A————
Off time (how long?) Off time (how long?)

Figure 1.2: Symbolic time trace example of stored energy for
intermittently-powered device: active computation periods inter-
woven by periods of complete off times—both periods of unknown
duration. [26]

Any ToT sensor, battery-based or battery-free, requires a wireless link to com-
municate. This link needs to be (i) low-power—to operate as long as possible on
a single energy charge, (ii) belonging to one of the mainstream wireless stand-
ards (such as LoRa [66] or BLE [128])—to be backward compatible with already
deployed networks, (iii) independent from external infrastructure—to be flexibly
deployable, and (iv) bidirectional—to enable remote maintenance and firmware
updates [0, O]. To address requirement (i)—(ii) plenty of research effort has
been dedicated to enabling ultra-low-power communication for popular wire-
less communication standards—Ileading to battery-free operation—through the
principle of backscatter. Recent examples of such wireless standard-compliant
backscatter-based transmitters include [66] (LoRa), [128] (BLE) or [20] (Long
Term Evolution (LTE)). These wireless systems however do not address re-
quirement (iii). Simply, backscatter-based transmitters must either rely on
dedicated signal exciters or other active radio infrastructure to backscatter
on. A related approach based on wake-up radio [94] is also not viable for the
same reason. Therefore the only solution to battery-free IoT that addresses
requirements (iii) is an ultra-low-power active radio. However, intermittent op-
eration of a battery-free active radio (i.e. non-backscatter) IoT node implies
that the active radio communication becomes also intermittent, see Figure [I.2]
Therefore, a design of a truly bi-directional (connection-based) wireless active
link for a battery-free IoT sensor—addressing requirement (iv)—mneeds to sus-
tain already established connection despite frequent power interrupts. Sadly,
all battery-free intermittently-powered state-of-the-art active radio platforms
available are connection-less such as beacon-only (best-effort) BLE communica-
tion [42]. Simply, classical techniques to prolong IoT life based on duty cycling
do not apply, as intermittent operation takes away control over the wake-up
times of the device. Moreover, power off the device from intermittent harvested
energy de-synchronizes connection between the end device and host and dis-
allows precise timing. All this results in wireless communication being one of
the unsolved challenges in intermittent computing domain [I15, Section 4(b)].
Therefore a battery-free IoT that is useful, i.e. that addresses requirements
(i)—(iv), has yet to be achieved.



1.2

Contribution

Addressing the problem of battery-free intermittently-powered active radio IoT,
we provide the following contributions.

C1

C2

C3

Architecture for intermittently-powered connection-based active
radio system. We propose a new wireless system architecture in which
the intermediate state of a non-backscatter-based battery-free radio sys-
tem (that is, application and all lower layers, including physical layer) is
stored in external non-volatile memory and is being restored after enough
ambient energy is harvested. In consequence, this enables sub-zero cur-
rent standby without any changes to wireless radio front-end and/or Mi-
crocontroller Unit (MCU) electronics while sustaining the already estab-
lished connection. Our core novelty is a new system state checkpointing
in which separate checkpoint layers for application and radio layers are
handled individually and where the checkpoints are triggered by the radio
process completion time. The separation of layers allows for much faster
store and memory reload operation, especially when the memory footprint
of the wireless radio stack and upper layers differ. Checkpoints triggered
by the process end allow for a low probability of radio state disruption by
unnecessary in-between checkpoints. Moreover, our novel super-low power
timekeeping architecture cooperating with our time-deterministic check-
pointing system allows for microsecond-level time measurement granular-
ity allowing for keeping track of radio protocol state in-between power
interrupts and resuming already established communication when energy
conditions allow. Both of the architectural novelties give rise to a new
concept of power supply time and peripheral abstraction to the radio
layer: the radio software stack never sees that the radio is powered off
even when the storage capacitor is fully depleted.

Implementation of fully functional bi-directional intermittently-
powered active wireless link. Based on our proposed architecture we
pick one of the most ubiquitous wireless technology for the IoT: Bluetoothﬂ
and in particular its low energy configuration BLE [12], and build a truly
intermittently-powered non-backscatter BLE radio system which we re-
lease as open source [2]. With our architecture, battery-free BLE node
can communicate bidirectionally with a conventional BLE access point
and can sustain already established bi-directional BLE link, even after
multiple full power supply outages at the battery-free BLE node. FreeBie
used in the system evaluation integrated into a fully-functional battery-
free smartwatch is shown in Figure [1.1

Novel battery-free IoT applications. Our intermittently-powered ra-
dio architecture enables never before seen applications, in particular fully-
functional BLE device firmware update performed battery-free on an in-
termittent power supply.

2Bluetooth Special Interest Group expects almost 5 billion Bluetooth device shipments in
2022 alone [10].






Chapter 2

Motivation

Since the first publication advocating battery-free computation and sensing [92],
many battery-free devices of increased level of complexity have been demon-
strated, ranging from simple battery-free switches [I30], computational Radio
Frequency Identification (RFID) tags [12I] and battery-free handheld gaming
consoles [27] to autonomous sensors [73] and implantable on-body [I17] and
disposable sensors [29] where use of batteries is simply impossible. Recent real-
life sensor networks deployment reports articulate that a quest for battery-free
IoT must be intensified. For instance, a report on 3.5 year-long underground
archaeological site wireless sensing concluded that [4, Section 4.2] “(battery)
maintenance represents a hampering factor regardless of the value of the data”.
Beyond academia, calls for freeing the IoT from batteries is echoed by the IoT
industry. For instance, a recent study of large-scale (more than 12000 devices)
commercial three-year-long BLE deployment [30] concluded that BLE beacons
were out of power before the expected operation of 24 months after the deploy-
ment; moreover the BLE beacons themselves were polluting the environment as
abandoned beacons were never collected back due to high cost of human labor.

As we indicated in Chapter [I| battery-free operation powered by harvested
energy implies that power supplied to the (IoT) device is intermittent. Tak-
ing a very recent example, long-term experiments run with a commercial-grade
battery-free BLE node of [24] demonstrate that time of the day, orientation,
and location inside of a deployment location can affect the duration of con-
tinuous operation: from almost constant operation to few transmission activ-
ities throughout the day only [69, Section 5]. Therefore necessary system sup-
port for intermittently-powered devices performing computation is needed that
takes care of [81], Section 2] (i) control flow—to guarantee that the device will
start from the state right before the last power failure instead of starting from
scratch, (ii) data consistency—to guarantee that the system will restore cor-
rectly from power failure, (iii) environmental consistency—to guarantee that
the time-sensitive data will be handled correctly when collected sensor data be-
comes outdated after restoring from power failure, (iv) concurrency—to enable
execution of concurrent applications, and (v) inter-device communication—to
enable wireless communication between (intermittently-powered) devices and
guarantee synchronization despite power interrupts.

While there are already plenty of frameworks available that aim at attaining
points (i)—(iv), sustaining a communication of a radio link (let it be backscatter-



based or active) powered by an intermittent source is (i.e. attaining point (v))
is far from being solved—mnone of the frameworks we are aware of is able to
support radio communication fulfilling all requirements listed in Chapter

2.1 Infeasible Solutions for “Intermittent” Com-
munication

A typical workaround is a provision of sufficiently-large capacitor or large energy
harvesting source (e.g. large area solar panels) that allows for a single atomic
operation—sending of a packet, or a train of packets if connection-based data
exchange is needed between transmitter and receiver (for instance, for updating
device’ firmware). Large capacitor or large energy harvester, however, induces
long charge time or large size of the whole device that are detrimental to the
sampling frequency for sensing-driven applications, but most importantly it still
does not guarantee that the chosen capacitor size would be sufficient—even for
cascaded capacitor architectures as in [22,[49]. So all active radio intermittently-
powered devices trade-off capacitor size for communication functionality, send-
ing connection-less data, such as beacons in case of BLE, e.g. [65] [I11]. Simply,
when the device powers off mid-transmission of a beacon, the device will re-start
and re-send the beacon again until successful. This approach, however, is not
feasible for connection or handshake-oriented protocols, especially if they have
strict timing requirements to establish and sustain a connection.

Other classical techniques such as duty cycling (setting system regularly to
low power or sleep mode) [I8] and transmission power control [35] are also
infeasible. Duty cycling is infeasible for intermittently-powered wireless com-
munication, as the main capacitor may deplete within the sleep period resetting
connection state, while duty cycling itself consumes energy. Transmission power
control while saves energy of the device the transmitted power reduction does
not translate to large overall gains for the device; for an example BLE module
6.3 times reduction in transmission power reduces current consumption only by
1.44 [I12] Table 7] (see also [T1], Table 4]).

The ultimate goal is to create a framework that would enable real communic-
ation on intermittently-powered budget. Such a framework needs to fulfill the
following set of requirements.

Requirement 1: Safe and reliable restoration of wireless protocol state
after power failure. If timing requirements are not violated—that is, if time
passed in-between power failures is within the allowed delay—wireless protocol
should seamlessly resume without the need to restart the already established
connection. This resumption must be supported by a dedicated software frame-
work. Such framework is responsible for making a copy of the protocol state i.e.
volatile registers, to a non-volatile memory right before the power interrupt and
restoring the last saved state from non-volatile memory back to the respective
volatile registers.

There are two main classes of such frameworks that optimize the amount
of memory to store and resume: task-based, e.g. [84] and checkpoint-based,
e.g. [73]. Task-based systems are built around the concept of a task, i.e. a section
of code with a defined input and output variables. Tasks, through these input
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and output variables, are connected with each other to form a state machine.
Tasks store results of their intermediate variables to a non-volatile memory right
at the end of their operation. If a system fails from power off then it resumes
from the last state in a task chain restoring only the variables used by the last
task. Unfortunately transformation of code into tasks, in addition to annot-
ating by when a certain variable is not useful anymore after resumption from
power off, is not feasible due to the very large program code base and complex-
ity of function dependencies of a typical wireless protocol implementation—we
speculate that it would take months to do so manually, while nobody has demon-
strated a successful automatic task transformation for such a large code base.
Therefore task-based systems are not suited for intermittently-powered wireless
protocols, as we need a framework that can deal with such complexity with no
penalty to the developer (in terms of development time) or to the system (in
terms of monetary cost deploying such a system). A conceptual counterpart
to a task is a checkpoint, i.e. a function inserted manually or automatically
at compile time to the original code base that stores the state of the program
until that checkpoint. Checkpoints can be defined such that they can store all
system state (non-volatile registers, stack) or store specific register variables
to non-volatile memory (reducing memory footprint and store and restoration
time). While, intuitively, a checkpoint-based system is simpler to implement
than a task-based system (they require less code transformation), both tasks and
checkpoints introduce computation penalty—the store and restore operation—
which will break the timing of the original wireless protocol implementation. In
other words, checkpoints or tasks cannot be placed inside of any of the wireless
protocol functions.

Fortunately, state saving to and restoration from non-volatile memory can
be triggered not only by software, i.e. by the end of a task or location of a
checkpoint in the code, but also by the internal timer (state saving is performed
at specific time intervals) or the capacitor voltage monitor (saving system state
when the capacitor voltage drops below a given threshold). However, existing
non-software checkpointing methods are also not suited for the wireless protocol
state restoration as the timer would have to be aligned to the protocol state and
the voltage-based trigger would break the system state (it would not guarantee
state resumption at a specific time). The only viable option for wireless protocol
is when the protocol state is at the end of the protocol process, i.e. the only
atomic operation that needs to be executed as is.

Finally, the restoration time from the checkpoint must be constant and time-
bounded—otherwise, the system will break the real-time requirement of the
wireless protocol state machine. This means that, for instance, checkpointing
methods that store varying memory regions at each checkpoint moment (like in
differential [27] or logging-based [73] checkpoints) are also not feasible, as the
larger the checkpoint size—the longer the restoration time.

To make requirements even more stringent, a needed framework would have to
separate state tracking of all running applications of the intermittently-powered
device, i.e. not only wireless protocol code but also application code, forcing
prioritization by skipping application state checkpoint to checkpoint commu-
nication stack to keep the connection alive as long as possible. Moreover, the
required framework must support interrupts as radio firmware must communic-
ate with peripherals.

Table summarizes the most representative frameworks supporting inter-



mittent operation from the perspective of all requirements listed here. We con-
clude that no existing system fulfills Requirement 1.

Needless to say, techniques that trade-off accuracy of computation for faster
completion time in the intermittent computing domain are also not feasible for
the reasons described above.

Requirement 2: Abstraction of time and peripherals. Wireless protocol
operating on an intermittently-powered device requires a dedicated software
abstraction layer to mask time and peripherals state that would normally be
disrupted by intermittent operation. Such an abstraction layer should provide
undisputed time and peripheral information after resumption from a previous
power-off state.

We conjecture that one intermittently-powered device component—on-board
timer—must be continuously powered. Once this requirement is fulfilled, while
still keeping the timekeeping device battery-free and ultra-small, the inter-
mittently-powered communication support framework can start abstracting time.
Furthermore, the time restoration process needs to be accurate and fast enough
as not to disrupt the already-established connection event timing. Existing
state preservation and restoration frameworks presented in Requirement 1 do
not provide an accurate device time, including dedicated timekeeping systems
for intermittently-powered devices [26].

2.2 Call for Action

Motivated by all the above requirements, we proceed with the description of the
architecture that attains the goal of sustaining wireless protocol communication
for battery-free intermittently-powered devices.
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Chapter 3

Architecture

We propose a novel system architecture for an intermittently-powered battery-
free wireless node schematically presented in Figure [3.] Our architecture en-
ables the battery-free device to be fully off—instead of relying on only low power
or sleep modes of the MCU—and to recover from these power outages whilst
meeting the real-time networking or application requirements, thus significantly
reducing power consumption.

3.1 Network Structure

We consider a host-end device network structure where the host is tethered
or battery-based and runs an unmodified wireless communication protocol of
choice. The end node, on the contrary, is completely battery-free and inter-
mittently-powered (by means of any form of energy harvesting). Additionally,
we assume the devices do not share a common signal that can be used to syn-
chronize the devices. As with common network protocols, the end device has
to announce its presence to a host for a connection to be established. Finally,
we assume that both a host and an end node share a common process architec-
ture, including a network process, an operating system process and processes
per individual application running as shown in Figure 3.1

3.2 State Preservation and Restoration

In our system unlike other checkpointing frameworks, we separately checkpoint
the memory regions of each individual process. This results in three types
of checkpoints targeting: (i) network, (ii) application and (iii) operating sys-
tem process. Note that as there can be multiple applications running at the
same time, multiple application checkpoints may exist. Our framework sup-
ports dynamic memory and interrupts as most modern network stacks utilize
these features.

Dynamic memory is checkpointed and restored in the operating system check-
point. The operating system checkpoint represents the minimum that has to be
restored at each restoration including the scheduler and other operating system
functionality together with the peripheral state. Additionally, depending on the
scheduling, the network or application processes can be restored when the device

11
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Figure 3.1: Proposed system architecture of the intermittently-
powered battery-free wireless system.

turns back on. Application and network process checkpoints are only commit-
ted together with an operating system process checkpoint. This protects from
a situation where memory can be dynamically allocated within a process—in
that case checkpointing the application process without the operating system
process would lose the dynamic memory. In order to make the system incor-
ruptible, each checkpoint is double-buffered, making restoration possible even if
the system loses power during checkpointing.

With the proposed above architecture we only need to restore the checkpoints
required for the period the device is on. We differentiate three different power
cycles: (i) application only, (ii) network only and (iii) application and network
i.e. combined.

The scheduler determines the next cycle during the previous cycle before
switching off. During application only cycles, the network does not have to be
restored or checkpointed. Similarly, during network only cycles, the system does
not require application restoration. Combined cycles occur when the application
is scheduled for execution close to a networking event or when the networking
event triggers the application to run. To support the latter combined scenario,
application dynamic loading is required.

3.2.1 Dynamic Loading

Before the scheduler executes any application process, the process checkpoint
is dynamically restored, just right before the execution. Here we differenti-
ate a (i) non-real-time and (ii) real-time application processes. Non-real-time
processes checkpoints can be restored by the scheduler just before execution.
Real-time processes, however, are restored together with the operating system
process when the device restarts after a power failure before the device resumes
operation. These include any real-time application processes and the network

12



process. These processes must be restored before their respective scheduled
deadlines, otherwise events can be missed.

3.2.2 Real-Time Virtualization

After the MCU has been switched off, not only volatile memory (process state)
is lost but also the state of the peripherals, including the notion of time. Thus
upon boot, we synchronize to an external time reference after restoration but
before resuming operation. This synchronization point is carefully chosen in
advance before the device switches off, allowing sufficient time for restoration
of the real-time processes and boot time for the microcontroller. We describe
this next Wake_up pOiIlt as Twakcup = ,-Tncxt,cvcnt - Tboot - Trcstorca where Tboot
is fixed due to the boot time of the MCU and other various fixed delays and
Trestore 1S determined dynamically. Each time the device switches on Tiestore
is measured. If Tiestore €xceeds the allotted time, the expected restore time is
increased. In this case, the timing for this power cycle is invalid, although non-
timing critical processes can still be executed. This mechanism leverages the
concept of recovering the connection if a single network event can be missed, a
single overshoot does not lead to catastrophic failure, which is further described
in Section B.3.11

In order to minimize changes to existing network stacks and operating sys-
tems, we introduce a new virtualization layer in-between the peripherals and
the pre-existing software. During restoration, peripherals are restored and the
proposed software layer compensates the timing peripherals for the off-time of
the device. This way the network stack or application does not experience any
effects of the intermittent operation. When the external synchronization is com-
pleted and the offset to the timing peripherals is applied, operation is resumed
as normal.

3.2.3 Process Separation

In order to separate the memory of the different processes, we introduce a new
linker-based method. Unlike in task-based models, where the programmer has
to define each variable associated with a task, we separate the memory of differ-
ent processes using directories. Hence, a quick separation between application
and networking processes can be achieved by placing the source files in differ-
ent folders, memory declared in the source files present in each of the respective
folders is allocated in different non-volatile memory sections and then it is check-
pointed in different sections. Our framework provides, (i) application and (ii)
network folders. The remainder of the source files that are not placed under
one of these folders are assumed to be operating system sources. This method
requires minimal intervention by the developer, allowing this technique to be
applied to different software stacks.

Figure[3.2)shows the the resulting memory architecture. Our proposed process
separation method does not require any modifications to the linker itself. One
limitation of our approach is that during execution, the memory from a non-
restored process can not be read or written to. However, using operating system
features such as messages, interaction between processes can still be achieved.
With memory protection units of modern microcontrollers, this can be enforced
at minimal overhead.

13
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Figure 3.2: Checkpointing memory architecture.

We acknowledge that this is not the optimal method of selecting which memory
has to be checkpointed for each process. Manually determining which variable
should be restored in what process would be more efficient. However, with soft-
ware stacks of hundredths of thousands of lines of code as shown in Table
this is not a reasonable solution. We instead aim to provide a generic solution
that can be applied to different code stacks with ease.

3.3 Scheduler Adaptation

In order to allow the device to fully turn off, we change the scheduler behavior
allowing the device to turn off if the next event is sufficiently far enough in the
future. This complements the normal scheduler behavior of going to sleep. If
there is insufficient time to fully turn off, sleep mode is still leveraged. The
process of turning off can be described as follows. Firstly, the next time the
device powers on is determined by the virtualization layer. Next, based on the
scheduler queue, the real-time processes that need to be restored during the
next cycle are detected. Then, any process that has been executed during the
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Lines of code

Bluetooth (Cordio) [80] 397200
TCP/IP (LWIP) [39] 88100
Thread (OpenThread) [46] 250 500

Table 3.1: Lines of code of different network stacks implementations.
Only C/C++ lines of code are counted. Measured using cloc [25].

current cycle is checkpointed, followed by the operating systems checkpoint,
committing all checkpoints of the power cycle. Finally, the device is switched
off.

Upon wake-up, the device restores the real-time processes, operating system
checkpoint, compensates the virtualization layer for the off time and then syn-
chronizes with the external time source. Then the device resumes operation as
normal. If the device is unable to power back up at the desired time after switch-
ing off, or if the device switches off due to insufficient energy during operation,
recovery is executed.

3.3.1 Connection Recovery

MCU main
supply voltage
connection event v/ v v/
I v Y 1X X t7 10t > time

{EQ Eq Eo E3

>

<
<

connection timeout

Figure 3.3: When it is possible to restore from power failure.

When the device does not turn off by itself but the device turns off unex-
pectedly due to a power failure, recovery could still be possible. Most wireless
networks operate based on timeouts: when a connection has been established
but packets are not received for a predefined duration of time, the connection is
dropped, which is known as the connection timeout. If enough energy is harves-
ted in-between the power failure and the connection timeout is exceeded, when
the device power recovers before resuming operation, a connection recovery can
be attempted, as illustrated in Figure|3.3] Based on the connection parameters
and the current time, the next network event can be scheduled and the missed
event can be skipped.

15



16



Chapter 4

Implementation

We proceed with presenting the details of the implementation of the architecture
introduced in Chapter [3] As a case study, we select BLE as a wireless protocol
of choice and denote its intermittently-powered version as FreeBie.

4.1 FreeBie Hardware

© EYSKBN
ZWB
TAIYO YUDEN

Figure 4.1: FreeBie hardware fabrication details. The main com-
ponents are: (A) Wireless module [23] featuring Nordic nRF52840
MCU [106], (B) Ambiq AMI1815 RTC [53], (C) Lux meter
OPT3004 [56], (D) Accelerometer BMA400 [109], (E) Texas Instru-
ments BQ25570 energy harvester [55], (F) Fujitsu MB85RS4MT 512
KB FRAM [78], (G) External power switch [113], (H) Display flip-
flop [69] and buffer [60], and (I) Miscellaneous logic chips (switch
buffer [58] and inverter [57]).

Photo of the designed and fabricated FreeBie node is presented in Figure [.1]
Its design files are open-sourced and available via [2].

17



4.1.1 Wireless Connectivity and Logic

At the center of FreeBie is a wireless module [23] containing nRF52840 BLE Sys-
tem on Chip (SoC) [106]. To store the state of the system in-between power fail-
ures, a fast non-volatile memory Ferroelectric Random Access Memory (FRAM)
MBS85RS4MT [78] is used and connected to the MCU through an Serial Peri-
pheral Interface (SPI).

4.1.2 Timekeeping

To keep track of time, we chose the AM1815 Real Time Clock (RTC) [53] due
to its resolution and low power consumption, creating a similar architecture
as proposed in [67]. We did not use a hardware timer like TPL5111 [61], as
used by [63] or completely battery-free timekeeping architectures as recently
proposed in [26] due to timing accuracy requirements for Bluetooth.

4.1.3 Sensors

FreeBie contains two external sensors: (i) Inter-Integrated Circuit (I12C)-connected
accelerometer BMA400 [109] and (ii) a luminosity censor OPT3004 [56]. Both
sensors are powered through the MCU itself and are turned on only when re-
quired.

4.1.4 Energy Management

The FreeBie mote is separated into two power domains: (i) the system power
domain and (ii) an always-on power domain. This design allows the system do-
main to turn completely off when not required. An external RT'C not only keeps
track of time in the continuous power domain but also is capable of switching
the system power domain on and off.

A Texas Instruments BQ25570 [55] energy harvester is included in FreeBie.
Its boost converter boosts the voltage generated by EXL2-1V50 solar panels [76)
being the main energy source to FreeBie. EI The harvested energy is stored in
two 7.5mF capacitors [64]. The system domain is powered by the internal
buck converter in the energy harvester configured to generate an 1.8V supply.
The energy harvester switches the buck converter on when the voltage on the
storage capacitors reaches 2.6V and switches it off when the capacitor voltage
drops below 2.05V.

4.2 FreeBie Software

We have chosen Packetcraft open-source BLE stack [89], which is based on the
Arm Mbed Cordio stack [80], as a foundation to implement FreeBie’s networking
architecture. We remark that we are aware of other open-source implementa-
tions of BLE protocol, namely Apache Nimble [5], and Zephyr [127]. Out all of
these implementations only Packetcraft’s stack supports BLE 5.2.

While most vendors only release their Bluetooth stack in the binary format,
the Packetcraft stack released all the source code from the application layer

IWe have also fabricated a FreeBie version with another energy harvester circuit from
Nowi [88]. However, for the experiments, a version with the TI energy harvester was chosen.
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to the lowest layer that configures the hardware registers. It also can be built
with the standard GCC toolchain [I]. In addition, it is lightweight and can
be deployed on Nordic nRF52 series MCUs, rather than requiring a desktop
environment or is tightly coupled in a development infrastructure such as MBed
and Zephyr. Finally, our preference for Packetcrafts stack was dictated by the
native support by the support of our chosen SoC and the lightweight stand-alone
implementation.

4.2.1 Real-Time Virtualization

The real-time virtualization presented in Section [3.2.2]is implemented as follows.
The external timer we used has a time resolution of only hundredths second in
Binary Coded Decimal (BCD) format, while it is sourced by a 32kHz crystal. In
this case, the minimal modulo 10 division of a second is 25 hundredths second,
without introducing errors of fractions. Hence, we use 25 hundredths second as
the base interval, and the synchronization interval can only be multiples of the
base interval. It also means that the absolute time of synchronization can only
be multiples of 25 hundredths second.

Originally, the time reference used by the software is the on-chip RTC of the
MCU, which resets to zero on every boot. As the abstraction layer, we add an
offset value on top of the raw on-chip RT'C counter value. The offset value starts
from zero at the first boot and it is checkpointed and restored as an internal
state of the Operating System (OS). We modify the software so that it always
gets the current time from the abstraction layer rather than directly the on-chip
RTC, so the software gets a continuous time reference.

The wake-up time and synchronization time are calculated as described in
Section [3:2.2] When it is determined by the scheduler that the device should
be turned off, the alarm of the external timer is set to the wakeup time and
then it turns the MCU off. It turns on the MCU when the alarm is triggered.
When the MCU boots up, the on-chip RTC is cleared to zero but not started.
After booting is finished, the MCU sets the alarm of the external timer to the
synchronization time, then it goes to sleep and waits for the interrupt from the
external timer. At the synchronization time, the external timer alarm triggers
the interrupt on the MCU, which starts the on-chip RTC immediately. After
this, the software has a synchronized time reference.

When there are power failures, it is possible that the calculated wakeup time
and the synchronization time are already passed when the MCU turns on. In
this case, the MCU will not get the interrupt from the external timer because
the alarm is set to the past. If the synchronization is not finished within the
expected time, then the MCU should try to recover as described in Section
We note however that the recovery procedure is not yet implemented. In this
scenario, the MCU resets everything in this implementation.

4.2.2 Process Separation

Process separation, described in Section [3.2.3] is implemented as follows. Our
OS layer is the default one that comes with the Cordio stack, which is called
Wireless Software Foundation (WSF). We take out the source files of the WSF
and its underlying components, Platform Abstraction Layer (PAL) and the
MCU peripheral drivers, and put them in the operating system folder. The

19



Connection timeout ! i Connection alive
i Recovery

--------------------------

Already
loaded

Checkpoint
invalid

Execute

Network idle Not loaded
’ Network \ :
Restore | active | Restore Dyna.m|c
Checkpoint| OS network loading
valid
Checkpoint Sleep time > threshold

Figure 4.2: Scheduling.

other source files of the Cordio stack are put in the network folder. The source
files of our top-level applications are put in the application folder. Finally, all
the remaining source files are put in the operating system folder. We customize
our linker file to allocate memory based on which folder the source file is in,
which results in the memory map as shown in Figure [3.2]

4.2.3 Checkpoint

Our non-volatile FRAM is connected to the MCU by the Quad Serial Peripheral
Interface (QSPI). We use the customized linker file to mark the starting and
the ending address of each memory region.

When restoring, data are read from the corresponding region in FRAM then
written to the corresponding region in Random Access Memory (RAM) or re-
gisters. For the network stack and each application, there is a boolean flag
to indicate whether the region is restored or not, which is cleared to false on
every boot and set to true after the restoration of the region. However, all these
boolean flags are set to true in the first boot.

When checkpointing, data are read from the corresponding region in RAM
or registers then written to the corresponding region in FRAM. A region is
checkpointed only when the region is restored. Nevertheless, the OS region is
always checkpointed in the end. After that, the boolean flag indicating the
checkpoint is valid is set. This boolean flag is false on the first boot.

4.2.4 Scheduling

The implemented scheduling policy is illustrated in Figure

The first part of the scheduling code is added in the sleep function of PAL
before its original contents. For the first step, we check the time of the next
scheduled process, and calculate the time interval from now to the next wakeup
time. If the calculated time interval is smaller than two times the sum of restore
time and margin time described in Section[3.2.2] then the checkpoint is skipped
and the original sleep function is executed. Otherwise, the scheduler checks the
relative time between the next network process and the next application process
to determine the type of the next power cycle. If the next application process
is earlier than the next network process for 250 ms, our base synchronization
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interval, then we know for sure that the network will be idle in the next power
cycle. Otherwise, we conservatively assume that the network will be active in
the next power cycle. Corresponding boolean flags are set accordingly for the
restoration procedure in the next power cycle. Finally, the MCU executes the
checkpoint and configures the external timer to turn itself off.

The second part of the scheduling code is added at the beginning of the
main function. When the MCU is turned on again, it initializes the peripherals
and checks if the checkpoint is valid. If the checkpoint is invalid, the MCU
initializes everything as if it is its first boot. If the checkpoint is valid, the MCU
starts restoring. The OS is always restored, and the network stack is restored
only when it is predetermined that the network will be active in this power
cycle. After that, the MCU synchronizes the time reference. Finally, the MCU
continues execution from the end of the checkpoint code, which is the sleep
function of PAL.

Sync
L 2
T Check | Check
Restore[Restore| Waiting R T —pciﬁt —p;ﬁt
net oS for sync Sleep X|F|X net oS
VCC S|

>Time

Figure 4.3: Events in one network-only cycle.

An example of a typical network-only cycle is illustrated in Figure[4:3] When
the MCU is turned on, it finds that the checkpoint is valid and the network is
expected to be active. Hence, it restores the OS and the network stack. Once
restored, it waits for the synchronization interrupt from the external timer.
After synchronization, it goes back to sleep. The BLE radio activities will be
triggered accurately, which are receiving, Time Inter Frame Space (TIFS) or the
specified time interval between consecutive packets on the same radio channel,
and transmitting. When the radio activities are finished, the MCU goes back to
sleep but finds out sleep time is greater than the threshold, so it checkpoints the
restored memory regions then turns itself off. Note that the receive time, TIFS
and the transmit time are relatively very short (at microseconds level) compared
to restore and checkpoint time (at milliseconds level). The figure presents the
concept but does not reflect the true time length of each event.

Finally, each application process has a boolean flag indicating whether the
process is loaded or not, and the flag is reset to false on every boot. At the
beginning of every application process, that boolean flag is checked and the
corresponding application process is loaded dynamically if the flag is false. After
the loading is finished, the flag is set to true. If the flag is already true, then
loading is skipped.

4.2.5 Connection Parameters Handling

We make sure the Bluetooth connection parameters are suitable to work inter-
mittently under a tight power budget.
Firstly, we modify the application framework of the Cordio stack to reject
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the connection parameter request from the BLE master if the connection para-
meters are not suitable. The connection interval should be greater than 250 ms,
our base synchronization interval. Secondly, we modify the Cordio stack so
that it actively requests suitable connection parameters. Once a connection is
established, FreeBie starts requesting desired connection parameters. In addi-
tion, even though our device as a BLE peripheral cannot reject the update of
connection parameters from the BLE central, it will immediately request new
connection parameters if the ones updated by the BLE central are not suitable.

4.2.6 BLE Stack Configuration

Firstly, we have changed the system low frequency clock source. Originally, it is
the 32 kHz crystal, but the crystal requires typically 250 ms start-up time, which
is not acceptable. Another option is its internal 32 kHz Resistor-Capacitor (RC)
oscillator, but it requires calibration to be used as an accurate clock on every
boot. In the end, we have to use the clock that is synthesized from the system
high frequency clock. Its start-up time is short enough and it is also accurate
enough. Secondly, to achieve a higher power supply efficiency of the MCU,
the on-chip Direct Current (DC)/DC regulator is used rather than the default
Low-dropout (LDO) regulator.

4.3 Case Study Implementation

Two case studies are implemented for evaluation.

4.3.1 Smartwatch

We have developed the smartwatch application that implements two standard
Bluetooth services, (i) the Current Time Service [II}, /current-time-service-1-1]
and (ii) the Alert Notification Service [I1], /alert-notification-service-1-0], oper-
ating on top of FreeBie. The smartwatch works as the Attribute Protocol (ATT)
client [I2] Section 6.4.1] of those two services. For the BLE central we have de-
veloped an Android application working as the ATT server of those two services.

In this application, we have a Liquid-crystal display (LCD) screen connected
to the MCU by SPI working as the smartwatch display. On the first boot, the
smartwatch starts from the default time. Once a connection is established, the
smartwatch tries to find the Current Time Service and the Alert Notification
Service on the BLE central. After service discovery completes, the smartwatch
enables all the notifications of both services. When the minute of the real-
world time increments for the first time after the connection is established, the
BLE central sends the current time to the smartwatch, which updates the time
immediately and also restarts the one-minute timer to update the watch time
so that it can keep aligned with the real-world time. In addition, the BLE
central can send an unread email notification to the smartwatch anytime, and
the smartwatch will show on the screen an email icon and the number of unread
emails according to the received notification.
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4.3.2 Firmware Update

First successful demonstrations of over-the-air reprogramming of specific battery-
free devices, i.e. Computational Radio Frequency Identifications (CRFIDs) that
is backscatter-based node, were reported in [I18, [3]. We refer to two recent
comprehensive surveys on the topic of over-the-air firmware update and repro-
gramming [6,[9]. The purpose of this case study is not to create a novel firmware
update application but to evaluate FreeBie. Hence, only the very basic functions
of a firmware update application are implemented.

In this application, we have reserved two memory regions in FRAM for the
firmware. On the first boot, the default firmware is populated from the Flash
memory to the first firmware region in FRAM, and then the firmware is ex-
ecuted periodically from there. When updating, the new firmware is written to
the inactive firmware region in FRAM. Before the update is finished, the old
firmware can still be executed. Once the update is finished, the new firmware
will be executed, and the old firmware becomes inactive.

We have created a simple custom BLE service for our firmware update ap-
plication, and FreeBie works as the AT'T server of that service. Once connected,
the BLE central should first send the firmware length and then initiate the up-
date. Once initiated, our device starts requesting an 8-byte firmware section by
sending the index of the section. Once our device receives the requested firm-
ware section, it writes the section to the corresponding address in the inactive
firmware region. If necessary, the same firmware section can be requested again.
This process repeats until all the firmware sections are obtained by our device,
and finally it sends a notification to the BLE central indicating that the update
is completed.
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Chapter 5

Evaluation

We now proceed with the evaluation of FreeBie. We start with describing the
setup used in gathering data.

5.1 Evaluation Setup

5.1.1 Code Generation and Programming Tools

We use the GNU Arm Embedded Toolchain [7] version 9.3.1 (9-2020-q2-update).
In addition, we use CMake [72] (version 3.19.1) to build the project. Finally,
we use the educational J-Link [102] to program the MCU, and the version of
J-Link software [103] is 6.88a.

5.1.2 Recording Tools

We use a Saleae Logic Pro 16 logic analyzer [99] to record the signals that
indicate the events and status of our system. The version of Logic software [98]
used with the logic analyzer is 2.3.33. For the BLE communications, we use the
nRF Sniffer [I04] to capture packets. The nRF Sniffer firmware is programmed
to an nRF52 Development Kit [I05], and on the PC side we use Wireshark [124]
(version 3.4.7) to control the nRF Sniffer.

5.1.3 Environment Setup

During the evaluation, we put FreeBie into a light box, and we use a Philips Hue
smart light bulb [93] as the only light source to create the targeted evaluation
environment. We use a UNI-T UT383 lux meter [120] to verify the luminance
of the created environment. We evaluate our system at three luminance levels:
3001x, 6001x and 10Kklx.

5.1.4 BLE Central

In the evaluation of the smartwatch application, we developed an Android ap-
plication, which runs on a Google Pixel 3a smartphone [122] with Android
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BLE Connection Slave Supervision Clock

Central Interval Latency Timeout Accuracy
Android 45 ms 0 5s 500 ppm
Nordic 2s 1 32s 20 ppm

Table 5.1: Initial connection parameters.

Luminance Connection Slave Supervision
Level Interval Latency Timeout
300 Ix 3998.75 ms 3 32s
600 1x 2s 1 32s
10 klx 1s 0 32s

Table 5.2: Requested parameters to update.

11 [@5]. For the firmware update application, we used the nRF52840 Devel-
opment Kit [I07] as the BLE central, and the corresponding firmware was de-
veloped with the Nordic BLE stack SoftDevice S140 [T08].

5.1.5 Advertising and Connection Parameters

The advertising interval of FreeBie is always fixed at 2s. The initial connection
parameters of the two BLE centrals are shown in Table[5.1] For Android, we do
not have any Application Programming Interface (API) to configure these para-
meters so we must use them and these parameters can be vendor-specific. For
the Nordic BLE central, we can configure these parameters so we use parameters
that are suitable for intermittent operations at the beginning of a connection.

According to the Bluetooth Core Specification [I2]: (i) the connection interval
shall be a multiple of 1.25ms in the range 7.5ms to 4s and (ii) supervision
timeout shall be a multiple of 10 ms in the range 100 ms to 32s and it shall be
larger than (1 + Slave_Latency) x Connection_Interval x 2.

The requested parameters from FreeBie vary with the luminance level, as
shown in Table When it is only 3001x, the amount of energy that can
be harvested is very limited, so we use the maximal allowed parameters to let
FreeBie stay off for the longest possible time. As the luminance level increases,
FreeBie can harvest more energy so we can decrease the connection interval and
the slave latency accordingly.

5.2 Code Size

Code size of the two developed applications is presented in Table We expect
the time it takes to checkpoint and restore to be proportional to the object code
size of the corresponding memory region.

5.3 Case Study: Smartwatch

Figure shows the execution of smartwatch at 3001x. On the top left, we
can see the storage capacitor voltage, on the bottom left we can see the sys-
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Smartwatch Firmware Update

data bss text data bss text
No restore 24 468 16 468
Application 0 2368 0 12
Network 376 5668 320 5168
(O} 700 10096 548 7164
Total 1100 18600 240392 884 12812 208893

Table 5.3: Object code size of the applications (in bytes).

tem operation which shows a light green bar when FreeBie is turned on and
operating. The operating time of FreeBie can be relatively so short that it only
shows as a very thin light green bar. In this case, a zoom-in view of one power
cycle is provided on the right side. In the zoom-in view of system operation on
the bottom right, more details can be presented. Restoration and checkpoint
are shown as dark blue bars. The thin brown bar indicates synchronization.
The BLE radio activities are shown as the dark green bar and the smartwatch
application activities as the red bar.

The execution started when the storage capacitor voltage reached 2.6 V. At
the beginning of the first operation, the voltage dropped sharply due to the
inrush current and the workload of initialization. However, once the first power
cycle was finished, the storage voltage could recover to above 2.5V. After one
round of advertising, it was connected with the Android BLE central. Since the
connection was established, FreeBie was turned on continuously for a relatively
long time, and the voltage also dropped significantly. This is because FreeBie
must work with the Android initial connection parameter, which has a very
short connection interval so that FreeBie cannot checkpoint or turn off. At
the end of this continuous on period, the requested connection parameters were
finally applied, and from there FreeBie can checkpoint and turn off. After 60s,
when the Bluetooth services were configured and both BLE peripheral and BLE
central started sending empty packets, the slave latency was used and the off
time of FreeBie was further increased so that the storage capacitor could be
gradually charged up. Note that in this scenario the slave latency being used
was 2 but not the requested 3, because Android as the BLE central only granted
2 and FreeBie must work with it. We can observe the continuous increasing trend
of the storage voltage, and it could be eventually charged to the maximal level
(2.6 V) even though not shown in the figure.

The zoom-in view shows a network only power cycle. At the beginning of the
power cycle, we can see the sharp fall of the storage voltage due to the inrush
current. The voltage recovered a little, but it dropped again when FreeBie was
restoring as indicated by the dark blue bar. Once restored, FreeBie was soon
synchronized as indicated by the thin brown bar and the voltage recovered to a
stable level. The next significant voltage drop was due to the network activity
shown as the dark green bar. Finally, the workload of this power cycle was
finished, and FreeBie checkpointed as indicated by the last dark blue bar and
turned itself off.

Figure shows the execution of smartwatch at 6001x. We can see that it
is very similar to Figure FreeBie could harvest more energy at 600 1x, so
it could still run smartwatch very well even though the requested connection
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Figure 5.1: Evaluation of Smartwatch at three diffident luminances.

interval is shorter and slave latency is smaller.

Figure[5.1dshows the execution of smartwatch at 10 klx. In this scenario, Free-
Bie could harvest abundant energy so that the storage voltage never dropped
below 2.4V. However, the zoom-in view is a little different. We can see some
spikes on the storage voltage, which are caused by the energy harvester when
there is abundant power.

By analyzing the recorded execution trace, we have obtained the checkpoint
time of the three types of power cycles in smartwatch, as shown in Figure
We can see that the checkpoint time is proportional to the corresponding object
code size as reported in Table [5.3]

5.4 Case Study: Firmware Update

Figure shows the execution of Firmware Update at 6001x. On the top, we
can see the storage capacitor voltage. In the middle, we can see the system
operation which shows a light green bar when FreeBie is turned on and oper-
ating. In addition, a light blue bar is shown to indicate the updated firmware.
At the bottom, we have the zoom-in view of the three types of power cycles. In
Firmware Update, the LCD screen is not used, so we have a few more pins to
acquire more details about the events and status of FreeBie during evaluation.
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Restoration and checkpoint of the OS are shown as light blue bars, and that of
the Network as dark blue bars. The brown bar indicates the synchronization.
The BLE radio activities are shown as the red bar and the application activities
as the dark green bar.

This figure is very similar to Figure p.1b| its counterpart in smartwatch, but
with a major difference. We can see that FreeBie did not have to go through a
long continuously on period at the beginning of firmware update, and hence it
can keep a higher storage voltage from the start. This is because of the different
initial connection parameters by the BLE central, as shown in Table [5.1] If
FreeBie can work intermittently from the start of a connection with suitable
parameters, it can survive a tighter power budget.

The zoom-in views clearly show the differences among the three types of power
cycles. We can see that there are no dark blue bars in an application only cycle,
which means the network is not restored or checkpointed. Meanwhile, there are
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no dark green bars in a network only cycle, meaning no application activities.
A combined cycle has everything. After the network activity ended, indicated
as the red bar, FreeBie did not checkpoint but went to sleep because the next
event was very near. Finally, after finishing the application activities, FreeBie
found that the next event would be far in the future, so it checkpointed all the
restored memory and turned itself off.

The checkpoint time of the three types of power cycles in firmware update
is shown in Figure We can barely see the Application checkpoint time in
the figure, because the application code object size is very small, as reported in
Table [5.3] and the corresponding checkpoint time is very short.
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Chapter 6

Related Work

Page limits of this paper do not allow to provide a comprehensive literature
study of all the domains that intermittently-powered active radio communic-
ation spans. Despite this obstruction, we survey the most relevant research
results.

6.1 Low-Power Battery-Based Wireless Network-
ing

First attempts in making wireless networks (including BLE) battery-free were
preceded by research that focused (and still focusing) on prolonging the lifetime
of battery-powered wirelessly-communicating devices. Many techniques are con-
sidered including (i) removal of power-consuming components, such as crystals
leading to crystal-less radios [19], (ii) connection interval adaptation [70], (iii)
duty cycling and its optimization considering various environment and applica-
tion requirements—in the context of connection-based point-to-point BLE link
see e.g. [116l [75], (iv) or even such non-orthodox methods as wireless node
optimization for weight [63]E] Our architecture opens a new avenue in low-
power wireless communication—complete system switch-off and restoration for
the duration of specific connection interval—that (to the best of our knowledge)
has not been addressed by any existing work up to date.

One could still continue with the use of batteries in low-power networks, such
as high-density batteries [85], or a hybrid storage made of (lithium-titanate-
oxide) battery and capacitor [64]. But no matter how advanced the batteries
are, all their limitations listed in Chapter [1] hold.

6.2 Semi Battery-Free Wireless Networking

Another area of research targets merging battery-free and battery-based sys-
tems into one with the aim of minimizing the overall node’s energy consumption
through the use of a backscatter transmission and reception. Such augmenta-
tion of IoT with backscatter tags was advocated in [91]. These include [52]

INaturally, the list of techniques listed here is not complete. We refer the reader to nu-
merous surveys in that area, the recent one being [14].
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(uplink transmission than can be switched between computational RFID and
BLE), [96] (fast switching between all possible combinations of passive and act-
ive reception and transmission), [51] (enabling or disabling career generation for
transmitter or receiver depending on the remaining battery supply), [40] (RF
backscatter (uplink) and Visible Light Communication (VLC) (downlink)). All
these techniques, needless to say, need (i) a battery and (ii) a carrier generation
source.

A separate class of such devices is nodes based on wake-up radios [94]. Wake-
up radios are a preferred choice for quick synchronization of a network of battery-
free devices but they still consume power when listening (which increases with
receiver sensitivity [94, Figure 12]) and requires the same infrastructure invest-
ment as backscatter-based radios, i.e. dedicated wake-up radio transmitter. An
example of industrial monitoring battery-free sensors based on proprietary low-
power radio wake-up radio technology can be found in [34] (although details of
the sensor design are not disclosed).

6.3 Battery-Free Wireless Networking

First attempts to make wireless devices battery-free were based on backscatter
transmission. There are numerous of such systems existing, including the ones
that modulate specific communication protocols on top of already existing sig-
nals such as LoRa [66] or LTE [20]. None of the backscatter-based systems we
are aware of enables bi-directional intermittently-powered operation.

An alternative approach for battery-free wireless networking focuses on act-
ive radios. In all such systems known to date storage capacitor is dimen-
sioned such that one complete packet transmission—in the majority of the
cases: a broadcast—will run out of a single capacitor charge, even if the rest
of the computation on the device is performed intermittently. Such systems
include intermittently-powered battery-free network for long hard-to-reach loc-
ation monitoring [4] and self-synchronizing BLE battery-free network for contact
tracing [42]. Full implementation of battery-free but not intermittent energy-
neutral real-time operating system communication via IEEE 802.15.4 or LoRa is
presented in [97]. In a similar spirit deep reinforcement learning for battery-free
non-intermittently-powered node to optimize duty cycling of on-board sensors
and and sleeping was presented in [38] and [37], respectively.

Yet another conceptual approach is to perform transformations of already
existing protocols to have them failure-resilient from the power supply. Such
protocol transformation has been presented for a simple message dissemina-
tion protocol in multi-hop Wireless Sensor Network (WSN) [95]. The network
however assumed a conservative case in which node with a power-off had its
all memory flushed and needs to initialize from zero. Mathematical analysis
of channel capacity of intermittent communication point-to-point is presented
in [68].

A different approach of providing energy to battery-free systems is based
on wireless power transfer. A recent example of such system include [87, 62].
Needless to say, while providing instantaneously higher energy than energy har-
vesting, wireless power transfer is energetically inefficient from the transmitter
perspective.
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6.4 Battery-Free Bluetooth

As we mentioned already the first battery-free radios were build around the
concept of backscatter. The first academic work on such architecture for Bluetooth
can be found in [33]. Backscatter-based Bluetooth communication is continu-
ously extended to new setups such as the infrastructure-assisted Bluetooth/WiFi
backscatter-based system presented in [129]. Commercial implementations of
backscatter-based architecture for Bluetooth include [123].

All of the battery-free backscatter- as well as non-backscatter-based BLE
nodes we are aware of do not operate intermittently when considering BLE
protocol itself. In each of such nodes one connection-less beacon transmissions
can be sent within a single capacitor charge from harvested energy; the recent
examples of non-backscatter version of such system are [17, [44] 36 [T00, 65 [119]
(academic work) and [32] 24] (industry). Another (but less popular) approach
for battery-free Bluetooth is based on providing power wirelessly to the BLE
nodes [79]. Except for our work no studies on intermittenly-powered Bluetooth
are presented beyond general calls for such system. In particular, an advocacy
for intermittently-powered BLE where a peripheral could “record a ‘snapshot’ of
the current connection state and then recall it when the device resumes power”
is given in [48] Section 5.2.1].

A battery-free BLE node of a similar hardware architecture to ours (i.e. an
RTC-driven SoC with external FRAM) has been presented in [I1I]. The fun-
damental difference, however, is that the node of [I11I] unsurprisingly does not
allow for state retention of the intermediate state of the BLE protocol (and
other applications).

Finally, as a matter of record, we also point to the new generations of ultra-
low-power Bluetooth SoC [§] that can further benefit from our state retention
architecture.

6.5 Battery-free Systems

Beyond battery-free devices listed in Chapter [2] recently many more devices
have been demonstrated, for example on-device machine learning [74] or dis-
tributed voice command interpretation [83].

We note a smartwatch with energy harvesting and BLE but with battery
supply [82].

6.6 Battery-free Systems Development Tools

Although we have evaluated FreeBie with in-house measurement tools, we note
that many tools exist already aiding in evaluating intermittently-powered devices.
These include (i) platforms to replay recorded energy harvesting traces [41], (ii)
ns-3-based simulation frameworks [16] (of LoRa-based battery-free networks in
particular), (iii) planning tools for location of solar-powered battery-free sensors
to maximize solar radiation [69], or (iv) debugging tools [21].
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6.7 Intermittently-Powered Systems Software Frame-
works

Software supporting intermittently-powered operation have already been com-
paratively presented in Table
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Chapter 7

Conclusions

This paper presented a new system architecture enabling battery-free operations
of a wireless communication protocol. Our architecture enables to sustain an
already established wireless connection despite power interruptions. The pro-
posed architecture was used in developing FreeBie: first truly intermittently-
powered Bluetooth Low Energy (BLE) system that is not based on backscatter
or connection-less (beacon broadcast) transmissions.
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Chapter 8

Future Work

8.1 Battery-free Access Point

In our architecture, only the end device is battery-free and intermittently powered.
The next research goal is the intermittently-powered access point. The main
research challenge would be a synchronization mechanism (a good starting point
would be an architecture [42]) and an efficient wake-up schedule for end devices.
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