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1 INTRODUCTION

Nowadays more and more aspects of an electronicdesign are migrating from hardware to software (e.g.
filtering, control loops, etc.). So the software part of a design needsto be protected asitis the
intellectual property of the designers. Otherwise acompany might copy the software thatis developed
by other parties, thus avoiding paying forthe development costs which enables the company tosell the
same product more cheaply. This mightlead to higher market shares for the competitorand an overall
loss of profit for the original developers.

Hopefully most microcontrollers come with protection to preventthe read of flash or EEPROM memory.
But a Firmware (normally a HEX file[3]) needs to be loaded to a target microcontroller after fabricating
the hardware. To that end the manufacturer of the electronicboard needs to have the firmware to
program the devices. Normally manufacturers fabricate electronicboards for many other companies
and itis lesslikely that designers and manufacturerare working for the same company. Asthe
manufacturer makes the actual device and as they have access to the firmware, the manufacturercan
easily sell the device to other parties without the designers noticing.

1.1 BACKGROUND

Not much academicresearch has beendoneinthisfield. Forhigh-end products like mobile phones a
secure bootloader[1] isbeing used. Inthis method firstabootloaderis programmed to the device, then
this bootloader uses cryptographicmethods to write the firmware in to the device itself. As these
devices normally have a big storage size, the crypto bootloaderis not much overhead forthem. But for
low end devices like 8 bit microcontrollers with 16KB of flash memoryitis not rational to use 50% of the
memory fora secure bootloaderand of course it will increase the overall price of the product ifa
microcontroller with a higher storage capacity is chosen. Also, in this method the bootloaderitself also
has to be written tothe target ina secure way.

Anotherway of protecting the firmware is to decryptthe firmware inthe programmerand not inthe
device itself, then there will not be an additional overhead to the memory forsolvingthisissue. There
are companies like Softlog[2] that are offering tools for protecting the firmware but they do not offer
much information about the implementation of their design, so one cannot assure the level of the
security of theirdesign.

1.2 THESIS OBJECTIVES

The purpose of thisthesis assignmentisto develop an open source programmerthat can solve the
above-mentioned problem by using cryptographic methods. The SSP is planned to be more thana
simple programmer, itshould be able to program target devices withoutintervention of acomputer
with justa single button forthe userconvenient. Also, it should be able to store anumber of firmwares,
inorder to letthe operator choose between firmwares. The SSP should be able connected to the
internetviaan Ethernetsocket and also to the targetdevice via UART, in orderto connect the target
device to a host faraway for monitoring, controlling and debugging purposes.



SSPis plannedto useinfor three mainsituations:

1) Production programming
2) Consumerelectronics aftersalesservice
3) Researchanddevelopmentofthe devices which have electronic boards

12.1 Production programming

After PCBassemblyitis necessarytoloada firmware to the board. In orderto ensure thatno one can
extract or modify the firmware (SSP file) without having the keys forthe encryption, itisrequired to
encryptand signthe firmware, thiscan be doneina PCapplication. In this way, firmware could easily be
distributed tothe suppliers overthe internet. The keys forencryption mustbe pre-shared between the
SSP programmerand the PC application, so the firmware is generated fora specific SSP programmerand
it cannot be used by any other SSP programmer.

The SSP should be able to store a number of SSP files (encrypted firmware)in its SDmemory, so it can
be usedfor different target devices without reconnectingittoa PC. An Operator should be able to see
the information of the firmware on the SSP’s LCD and choose the right firmware toload to the board. It
should also program target devices without the intervention of a PC (stand-alone), so that the operator
doesn’tneed toworry about the extra configuration and connection to the PC.

Programming
Header

Figure 1 Production Programming — SSP programmer on the right, Production line on the left

1.2.2 Consumer electronics after sales service

It might be that there isa flawinthe loaded firmware foradevice. In this case, the SSP can be usedto
reprogram an electronicboard in the consumer’s place. This avoids alot of time being wasted due to
transportation and if also any damage that might be caused when the device has gone fora repaircycle.
As with the productionline, the SSP benefits from storing multiple firmware and loading firmware oniits
own.
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Figure 2 after sales service — SSP programmer on the right, after sales service-man on the left

1.2.3 Research and development of the devices which have electronic boards

The SSP could offer much more than a programmer. With an addition of Ethernet connection and GSM
module it could be able to communicate with the outside world. One example of its use would be a
majorhelpindesigning orimproving the efficiency of a new product based onits consumerusage. For
instance, if arefrigerator manufactureris planningtolaunch a new product. Aftertesting the product
withinits laboratoriesitis necessary to optimize the control system ortest the product base on
customers usage indifferent cities oreven different parts of the world. The SSP will allow to do this

withoutthe need for moving the whole setup to the consumer’slocation by having aremote connection
to the target device.

In this way, not only they can have bidirectional communication with the target board overthe internet,
but they can also reprogram the target remotely and optimize the control parameters.

Debug Header |
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Figure 3 Research and development of a product



1.3 THESISSTRUCTURE

Thisthesisassignmentisabout designing the SSP and its PC tool. The report focuses on the actual design
and implementation of the three parts of the design naming: 1) The SSP hardware 2) The SSP software
3) The PCtool, in chapter 2. Followed by the outcome of the project and comparisons with other
methodsin chapter3. Finally possible future expansion of the designis givenin chapter4.



2 METHOD

For a simple programmer, a HEX file whichis the representation of datain memory locationis used to
program a target device. This HEX file has a plain text file format. In orderto have the required extra
security on the programming method anew file format (.SSP) has to be introduced. This file should
include encrypted dataand also information about the firmwareand the target device. The encrypted
datainthe file should only be available in presence of the key for the file. The key forthe encryption has
to be shared between the programmer and the PCapplication.

The general ideaof the designisrepresented in Figure 4. The ideais to encrypt the firmware which
avoids regenerating the original hexfile from SSP file without having the encryption key. The file should
alsoinclude aunique identifier for the file which allows to control the number of successful
programmingto the targets by checkingif the file has been used by the programmer before. In this way
designers can have more control overthe production. This unique identifier has to be protected witha
signature which avoids modifying the file. With this signature the programmer can check if the file is
modified and check the validity of the source of the file.

The design consist of two parts, one of whichis the PC application and the otheristhe programmer
hardware and its software. A specificfile format (.SSP)isintroduced to allow the programmerand the
PC application totalktoeach other.

A PC applicationis developed to encryptandsignthe firmware and generate the SSP file and the
programmeris designedtoverify and decryptthe SSP files and extract the embedded HEX file and
information and, inthe final stage, load it onto the target device.

The keys for the encryption have to be storedinthe PCand the programmer. The keyfileinthe PC
should be encrypted with apassword phrase, so that it can be storedin a safe manner. For the
programmerthe key has to be storedin the flash memory of the programmer’s microcontroller and the
configuration of the microcontroller hasto be set for avoiding the read of flash memory.

As the generated SSP file has encrypted data, it could be transferred through an unsecuredinternet
connection by means of email or otherfile sharing systems.

> G rig > t%‘

PC APP

rogrammer

Figure 4 the Idea



2.1 SSPFILE
The SSP file formatisintroduced to the system forthe connection betweenaPCand the programmer.
The SSP file is comprised of three parts.

1) Header

2) Compressed and encrypted HEX file

3) Signature

2.1.1 Header

Extra information aboutthe target device and the firmware isadded to the file asa header. Thisheader
is concatenated tothe top of the encrypted firmware. To make the headerreadable in the SSP filewith a
simple text editor, it consists of anumber of null terminating strings and these strings are not encrypted.
The data in the headerare as follows:

1) Versionofthe header

2) Name of the firmware

3) Version of the firmware

4) Creationdate of thefile

5) UniqueID forthefile

6) Target microcontroller

7) Numberof HEX recordsin thefile

Each of the stringsinthe header starts with a specificidentifier string. These strings are representedin

Table 1. As an example, if the target deviceis chosen to be “PIC16F1936” then, its correspondingstring
would be “MCU: PIC16F1936”. In this way the programmer can easily recognize the stringin the case of
there being different header versions.

HeaderInformation Identifier String
Version of the header HVersion:
Name of the firmware Name:

Version of the firmware Version:
Creation date of the file Creation Time:
Unique ID forthe file UID:

Target microcontroller MCU:

Table 1 Header identifier strings

2.1.1.1 Version of the header

It might be necessary to change the Header format to expand the configurability of the programmer. A
headerversionidentifierisadded tothe header which allows the design to be compatible with the
future versions of the programmer.



2.1.1.2 Name ofthefirmware

Itis necessary forthe programmeroperatorto know which file he wants to load to the target device.
This name has to be in the file itselfand protected by asignature, in orderto avoid any possible
mistakes. This stringis shown on the SSP’s LCD while programming.

2.1.1.3 Version of the firmware

Normally firmware is changed intime, this can be forupgrades or for solving flaws in the software or for
compatibility with aspecifichardware version. To track the files properly aversionisadded to the
header.

2.1.1.4 Creation date of thefile
When using the PC tool to generate the SSP file, atimestampis added to the header. The operatorcan

checkto seeifthe file is newly generated and the designer has not sent any wrong files by mistake.

2.1.1.5 Unique ID for the file

The SSP file needs to have aunique ID. Thenthe programmer can identify whether the file has been
used before and for how many successful programming count. This ID cannot be changedin the file asit
is protected by the designer’ssignature.

2.1.1.6 Target microcontroller

Because different microcontrollers are programmed in different ways itis necessarytoinclude the
microcontroller’'s model in the file.

2.1.1.7 Number of HEX records in the file

To calculate the message digest to validate the designer’s signature, the programmer needs to know
whenthe file finishes, to do this a 32bit integernumber, representing the number of the HEX record in
thefile, isaddedtothe end of the header. Before this number an escape character (0x13) isadded to
the headerto find this numbereasier.

2.1.2 Compressed and encrypted HEX file

A HEX[3] fileis a representation of the datain memory locations. The fileformatis standardized by the
Intel Corporation. This fileformatis used for the binary information of almost all devices with memory
storage (e.g., Microcontrollers, EEPROM, Flash memories).

“,n

Each line of textina HEX fileis called HEX record. Each record starts with a “:” character and itis
followed by the databelow:

1) Onebyte for data countin the record
2) A 16 bitaddressof the data

3) One byte for Record Type

4) Actual data to be writtenin memory
5) One byte checksum

6) End ofline character/s



Below one see an example of a HEX record from Wikipedia[18]:

:10010000214601360121470136007EFE09D2190140

|:| Start code

|:| Byte count
|:|Address

[[ Record type
|:| Data

|:| Checksum

Most HEX records consist of 16 bytes of data. In orderto make the access of a record convenientand
faster, smallerrecords are padded with zero. In this case all the records will be 21 byte sized and there

“u.n

will be noneedfor “:” toidentify the start of a record. Addressesthatare multiples of 21 represent the
start of arecord.

A HEX file has a plaintext format and data is shown in hexadecimal notation. This means that to show
each byte there will be 2 ASCll characters. To decrease the amount of data to be encrypted and
decryptedthatisdirectly proportional tothe processingtime, the HEX file is compressed by storing the
binary value of each byte instead of 2 ASClI characters. In this way the output file will be half the size of
theinputfile.

The record’s address formatis bigendianformatbut, ‘int’ type datain the PIC32 microcontrollerisin

little endian format[4]. In orderto avoid extra conversion in the programmer’s microcontroller, the
endianness of the addresses is reversed.

The compressed HEX file is encrypted using asymmetricencryption method. In this method both
encryptorand decryptor use the same key and this keyis pre-shared between them. AES with akey size
of 128 bitsin CBC mode is used for symmetrical encryption asitis knownto be unbreakable at this time
and itis widelyusedintheinternetandin bankingandin many othersecure systems[5].

The formatted headeris addedtothe encrypted message and then the whole message is signed to
avoid changesinthe SSP file and to make sure of the source of the file in the programmer.

2.1.3 Signature

To avoidintentional changesin the SSPfile; itissignedinthe PCapplicationandthenitisverified onthe
programmer. Inorder tosign a message ora file, firstthe message digest of the file has to be calculated.
Thenthis digest must be encrypted using an asymmetrical encryption method. Asymmetrical encryption
means that the encryption and decryption keys are not the same, sothat it is possible to have the
verifierand the signerwith two different keys, one is privately hold by the signerand the otheris
distributed publicly. The encrypted message digestis decryptedinthe verifier side with the public key of



the signer. This extracted message digest can be compared with the calculated digest of the received file
and if both of them are the same it means the file is not modified.

Secure Hash Algorithm (SHA) which is a cryptographichash function is used for calculating the message
digest. Itis called secure hash because the message cannot be changed, as opposed to CRC hash
functions where the message could be modified but the hash result can still be the same. SHA256 is
usedinthisfile formatand at thistime this algorithm is known to be unbreakable.

This message digestis encrypted with 1024bit RSA private key and the resultisaddedtothe end of the
SSPfile. The verifier can verify the file integrity by decrypting the signature with the publickey of the
signerand comparingthe resultto the received message digest. This method is widely usedin the
internet when accessingaweb service usinga Transport Layer Security(TLS)[6].



2.2 SSP HARDWARE

The SSP hardware is designed to be more than a simple programmerand it can be used for multiple
purposes. Figure 5demonstrates different modules for the hardware in blocks. Brown blocks are sockets
and interfaces of the programmerto the outside and green blocks are internal controllersin the
programmer. The hardware consists of different modules:

1) Programmingheaderforconnectingtothe target microcontroller

2) USB connectionforloadingfirmware to the programmerina convenientway
3) Ethernetcontrollerandsockettoconnectto theinternet

4) SD memoryreader, tobe able to load firmware orlog data

5) EEPROMto bufferthe firmware

6) LCD and push buttons for userinterfacing

7) Internal control forgeneratingrequired voltagelevels for programming

8) GSM module forhavinginternet wirelessly orreceivingacommand viaSMS

Programming
Header

Internal
Control
Ciruit
USB

Socket
EEPROM

Ethernet SD
Controller memory
(DP83848C)

Ethernet
Socket

GSM User

Controller Interface

(SARA G450)

GSM SIM GSM
socket Antenna

Figure 5 SSP hardware block diagram

The PCB has 4 layers and components are situated on both sides of the PCB. Figure 6 shows the different
parts of the design. Each part isexplainedin detail inits respective section.

10



1-Programming Header \ (14-VoltageTranslators j (13-SIM Card Socket )

12-GSM Module

2-User Interface \

11-Target VPP Voltage

10-Target Voltage

4-Power Supply \ :

9-GSM Supply

5-USB Connection
6-Ethernet Connection 7-EEPROM 8-SD Memory Card

Figure 6 SSP Hardware — Top and bottom side of the board

2.2.1 Programming header

The Programming header carries In Circuit Serial Programming (ICSP)[7] signals and also a bidirectional
UART connection, in orderto send and receive information to/from the target device.

In Circuit Serial Programming (ICSP) is atechnique in which aprogrammable device is programmed after
the deviceis placedina circuitboard.

To program a PIC microcontroller with ICSP, 5signals are necessary[7]. See Figure 7:

1) Programmingvoltage (normally 9volts) — Target VPP
2) Supplyvoltage ( normally3.30r 5 volts) —Target_VDD
3) Ground reference

4) Programmingclock—Target_CLK

5) Programmingdata— Target_Data

11
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Figure 7 Programming Header

Thereisalso possibilityto connectan extra programkey to the programmingheader (Pinnumber13) to
make the operator’sjob easier.

2.2.2 Userinterface

The user can communicate with the programmer with a couple of push buttons and a character LCD. A
conventional 2*16 LCD[8] integrated with the HD44780 controlleris used forthis programmer. Five push
buttons are used asjoystick for the user to surf menus, and there is a special button for programming.

There are a couple of LEDs for showing the status of the programmer, including: 1) USB 2) Power 3)
Programming Failed 4) Programming Passed 5) UART 6) GSM 7) SD memory action

2.2.3 Main Processor

PIC32MX795[4] is selected forthis design because of its rich set of peripherals. There are stacks for USB
and Ethernet connectionforthis processor, which makes it easy to connect this board to the outside
world. This microcontroller has a powerful MIPS4K processorinside, which gives it the performance of
1.65 DMIPS/MHz or 3.28 Coremarks~MHz[9]. There are also many design examples, application notes
and developmentkits available for Microchip’s microcontrollers which make the design process faster.

224 PowerSupply

The programmer can be powered via a USB cable or an external powerjack. Barrier voltage diodes are

used to choose the maximum voltage between the USB and the external power source, which makes it
possible to powerthe board with both connections simultaneously. The input voltage is stepped down
by a 3.3 voltslinearvoltage regulatorto powerthe components on the board. Two layers of the board

are dedicated to the powersupply, one for 3.3 volts and the otherfor ground.

2.2.5 USB Connection

The PIC32 isintegrated with a USB host and device controllers. This microcontroller can be connected to
the USB socket directory. USB connectionis used to transfer data from PC to SD memory within the

12



programmerin a fastand reliable way. Microchip has provided astack for full USB support and many
experimental setups, in orderthe programmer become familiar with the stack.

2.2.6 Ethernet Connection

Ethernetconnectionisadded tothe design, for the designto be able to connect to the internet. Not
onlyto upgrade its firmware from a serverthatis not locally connected to the programmer, but also to
be able to do some extra controllingand monitoring to the connected target. This extra functionality can
be used to debugthe device thatthe targetis designed for orthe targetitself. PIC32MX795L is
integrated with Media Access Controller (MAC) [4]. With justa phy chip and an Ethernet socket with
couplingtransformers for hardware[16] and use of TCP/IP which Microchip has provided[9], data
transmission through the internetfromandtothe device is deployed easily.

2.2.7 EEPROM

Two 1M bits EEPROM chips are used to store the encrypted firmware. These EEPROMs are used as a
bufferthat makesthe programmer much faster compared to reading information directly from the SD
memory card. EEPROMSs are connected to the PIC32 by a SPI bus.

2.2.8 SD Memory Card

Micro SD memoryis used to store firmware and in some cases log data. SD memory has a SD and SPI
interface. SPlisusedinthis design because not much bandwidthis necessaryanditrequireslesser
number of connection wires. Microchip’s MDD stack[9] is used to access the formatted datastoredin
the SD memory.

2.29 GSM Supply

SARA G350 GSM module[10] is ahigh powerdemandingdevice. It cannot be powered by linearvoltage
regulator, because itwould waists alot of power. As the manufacturer of the GSM module suggested,
the LM20343 switchingvoltage regulator[11] is used. The design example of the chip’s datasheetis used
for thisdesign.
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Figure 8 GSM Power Supply Schematic
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2.2.10 Target Voltage Regulator

The Programmeris able to program microcontrollers with different voltage levels and it can also power
the target board. Circuit below is designed as a variable DC power supply. The circuitis controlled by a
PWM output of the programmer’s microcontroller (RD2). This PWM signal is low pass filtered by a
simple resistor capacitor network to generate a pure DC reference voltage, then thisreferencevoltageis
compared to half of the output voltage (TargetV)[12]. In this way this power supply can generate
voltages from zero up to twice the input voltage thatis standard 3.3 volts and the maximum of the input
voltage. This output voltage is then read by microcontroller’'s ADCto adjust the PWM duty cycle, in
orderto maintain output voltage fixed and compensate nonlinearities.
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Figure 9 Power supply for programming

Thisinternally generate voltage can supply the target device by TR6 a P-Channel mosfet. Thereisa
blockingdiode ‘D5’ in the case if the target board is already powered.

2.2.11 Target Vpp Voltage

For programming a PIC microcontroller, a9 volts programmingvoltage is required. Becausethere isno
voltage higherthaninputvoltage (normally 5volts) available inthe programmer, itis necessary to have
a boost power supply for generating this voltage [12].
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Figure 10 Boost power supply for generating 13 volts

Figure 10 demonstrates the boost voltage generator used by this programmer. The circuitis controlled
by a PWM signal from the microcontroller. By adjusting the duty cycle of PWM signal itis possible to
change the amount of stored energy in the inductor (L2) in each PWM cycle. The inductor’s current is
proportional toits energy and the current goes through the capacitor C49 and the capacitorintegrates
the current and generates the output voltage VPP. Diode D4 avoids the current to flow back fromthe
capacitor. In thisway itis possible to generate highervoltage thanthe input voltage. The output voltage
(VPP) lowered by a passive voltage dividerthenit is sampled by the microcontroller’s ADCto control the
input PWM duty cycle in orderto maintain the output voltage at the desired voltage[12].

Target VPP

RAS/WVPP ON

TR4
RA4/VPP_GND = R /l? >\-11\-1BT3904

GND
Figure 11 Vpp switch circuit

The MCLR pin of the target device orthe programming voltage of the programmerhasto ableto bein 3
states, naming: 9 volts (programming mode), ground, and floating (disconnected). The circuitin Figure
11 is designed to switch the target’s MCLR pin to one of the required states[13].
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2.2.12 GSM module

A GSM module isadded to the design to make the programmer be able to connect to the internet, even
whenthereisnota properinfrastructure like Ethernet network available. The GSMmodule thatis used
for this projectis SARA-G350[10], which is designed specifically for machine to machine (M2M) interface
purposes. This module supports microphone and speaker connection, but they are not used for this
design. Connection to this module isvia the PIC32 UART module. Because the voltagelevel in GSM
module is differentformthe voltage level used forthe PIC32, a simple resistor voltage dividers are used
for voltage level translation.

Right now the module only supports 2G, but manufacturer has announced that, this year they will
introduce anew module with support for3G with a complete compatibility to the 2G version.

2.2.14 Voltage Translators

The programming method of the PIC microcontrolleris serial. Forcommunicating with the PIC memory
controllertwo signal paths are necessary; oneis the clock signal and the otheris a bidirectional data
signal[12].

The clock signal is a one directional signal from programmer to the target device. Because the target
voltage mightbe different from the programmer’sinternal voltage, a voltage translatoris necessary. A
bipolarvoltage translator |C (74LCV1T45) is used forthis purpose thatis also able to make the output
signal floating. The output of the circuitis protected by a PTC and a Zenerdiode to avoid over current
and voltage situations. The input of the circuit (RF13) is directly connected to the PIC32 pin and the
output (Target_CLK) isdirectly connected to the programmingheader. Output can be enabled by RA9.
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Figure 12 Programming clock circuit

Data signal driver (Figure 13) isalmostthe same as the clock driver circuit, exceptthat the data signal is
bidirectionaland data has to flow from programmer to target and vice versa[12]. Dataflow directionis
controlled by ‘DIR’ pin of the 74LCV1T45 IC[14]. If the ‘DIR’ pinislow the ‘Target_Data’ value can be
read by RF4 pinonthe PIC32 and if the ‘DIR’ pinis highthe ‘Target_Data’ value can be written by RF5
pinon the PIC32.
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Figure 13 Programming data circuit

In the programmersocketan extra UART connectionis added toletthe programmerconnectto the
target microcontroller and gather/send some datafrom/to the target device and translate this
information to TCP/IP packets. This extraconnection path can be used for remote controlling or
debugging.

2.3 SSP SOFTWARE

Like many other Embedded Systems, the software for SSP whichisrunningonthe PIC32 is writtenin C.
Microchip offers MPLAB X IDE and XC32 compilerfordeveloping software for PIC32forfree [9]. Also
TCP/IP and USB stacks can be downloaded from Microchip’s websiteforfree[9].

The software part of SSP is divided in five parts:

1) Userinterface

2) Programming

3) Internal control

4) Ethernetcontroller
5) USB controller

2.3.1 Userinterface

Software reads push buttons states and shows the status of the programmeron a couple of LEDs. It also
controlsa 2*16 HD44780 character LCD viaa parallel port. Usercan select a specific firmware by
pressing “Enter” key and choose the right firmware according to the information showing on the LCD. By
holdingthe “Enter” key formore than 2 seconds the useris able to load the firmware from SD memory
to the external EEPROMon the board. By pressingthe program key the programming sequence starts.
After programming, ared LED will illuminateif the programmerfailed toload the firmware to the target
ora green LED illuminates meaning asuccessful writeto the target.
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When the USB cable is connected, the USB led will start blink with the frequency of one hertz.

2.3.2 Programming

For the start of programmingthe datafirst needstobe copiedtothe SD card of the programmer. There
are a number of waysto do so:

1) Detachingthe SD card from the programmerand connectingitdirectlytoa PC and copyingthe
SSPfile tothe card and then pluggingthe SD card back in the programmer

2) Connectingviaprogrammer’s USB connection and copy the SSP file to the programmer. After
connection, the PCwill recognizethe programmeras a memory storage device

3) Copyingdatausing FTP or a custom TCP/IP protocol. Inthiscase it is necessary forthe
programmerto be connectedto Ethernet connection

2.3.2.1 Copying Data to the EEPROM

Afterloadingthe SSPfile to the programmer, programmer has to verify if the SSP file is not modified and
file’s publisheris known. Todo so, the signature partof the file is extracted fromthe file and itis
decrypted usingthe publicRSA key. The resultisthe message digest that has to be the same as thefile’s
digest whichis calculatedinthe programmer. If both digests are the same, the headerand encrypted
file canbe storedin the EEPROM, if not the file is deleted. The RSA key is stored in the PIC32’s internal
flash memory, and the configuration bits of the PIC32 are configured in away that avoid any read of the
datainits flash memory. Datais copiedto an EEPROM IC because of its fasteraccess time and
simplicities. In this way programmer will be able to continue programming even without the SD card
attached. The message digestisalsocopiedtothe EEPROM in orderto checkthe integrity of the data
afterwards. The datain the EEPROM is still encrypted because the EEPROMcommunication bus can be

monitored and the written data could be extracted. Figure 14 demonstratesthe process of copying data
fromthe SD card to EEPROM.
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Figure 14 Signature verification and loading a SSP file to the programmer process

2.3.2.2 Reading data from the EEPROM

For programmingthe target device, dataisloaded from the external EEPROMchip to the
microcontrollerin blocks, becausethere might not be enough spacein PIC32’s RAM, whichis 128KB, to
store the whole firmware for programming chips with high amount of flash memory capacities (in MB
range in some cases). Each HEX record has the size of 21 bytesand the AES encryption block size is 16
bytes. In orderto avoid extra calculation foridentifying arecord start, each time the leastcommon
multiple of the two numbers (336= 16*21) bytes are read fromthe EEPROM. Thenthisblockis
decrypted and buffered locally in PIC32. The key for decryptionisstoredin the PIC’'s flash memory and
configuration bits of the PIC32 are setin a way that itavoids a read of the flash memory. Then by each
call of the higherlevel software a HEX record is checked and is returned if the checksumiis correct.
When there are no more buffered records, again the microcontroller will access the external EEPROM
chipto refill the buffer with anew block. This process continues until the end of the file is reached.
Figure 15 shows the flow chart of reading data from the EEPROM.
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2.3.2.3 Programming Sequence

The first stage of programmingis to check the targetdevice partnumber. Thisnumberisread fromthe
target and compared with the value in the header of SSP file. If the target device does not match the SSP
filethe program sequence is aborted, if they match the targetis erased for making the target ready for
writing data. The software isimplemented in away that with each call to a function, successivedatain
the memorylocationisreturned fromthe local buffer. After erasing the target, microcontroller’s FLASH
and EEPROM memories dataare writtento the targetdevice. Then the written datais verified and after
that configuration bits (including Flash write protect) are written and verified[13].

The integrity of the EEPROM memory is checked with SHA algorithm two times, in orderto make errors
as low as possible. Firsttime is at the start of the programming, before writing,and the second oneis
for the verification stage. Also the check sum of each HEX record is checked before returning the data to
the highersoftware layer (programming layer).
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2.3.3 Internal control

The software is able to read voltage levels of Input, Target voltage, generated target voltage and
programmingvoltage. The PIC32’s ADCis configured to read voltage levels automatically (one afterthe
otherand automaticsampling). The software generates aninterrupt when all the voltages are read. The
maximum allowed voltage forthe PIC32's ADC is 3.3 volts, in orderto be able to measure higher
voltages a passive voltage divideris used.

For the powersupplies, in orderto make the generated target voltage and the programming voltage at
therequiredlevel, the duty cycle of the PWM is modified in the interrupt service routine of ADC. Figure
16 show the conversion and control block diagram used in software for the programming voltage circuit
and also for the target supply voltage controller.

A Simple proportional controllers with saturation value are used to control the output voltages.

Reference P
Voltage controller Voltage

Passive
1/8

Voltage
Divider

Figure 16 Voltage controller

234 Ethernet controller

Microchip has provided afull TCP/IP stack for PIC32 for free[9]. This stack has to be configured to meet
the specificdesign requirement. The Stackis runninga DHCP clientto gainan IP address from a router
or a server. Forthe userto be able to see some information and the status of the programmervia
computerterminal, SSP alsoruns a telnetserver. ATCP-UART bridge serverisalso running on the board
which can be used to debugand monitorthe target device remotely overthe internet.

235 USB Controller

Likewise Ethernet Microchip has provided afull USB stack for PIC32 forfree[9]. This stackis configured
to act as a memory storage device whenitis connected toacomputer. By thisway a PCrecognizesthe
SSP as a memory device and the user can easily copy and paste SSP files to the SD memory of
programmerwithoutthe need forany special device driver.
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2.4 PC APPLICATION

A PC applicationis developed to encrypta HEX file and signit, in order to generate the output SSPfile.
Thisapplicationis developed foraWindows machine with the aid of Microsoft’s .Netframeworkin C#
language. Figure 17 shows the main application’s form.

In the PC applicationaformisfilled by the useraboutthe name of the file, version, target
microcontroller, etc.; thisinformation is used to make the headerforthe SSP file. User needs to load the
HEX file and also two keys for generatingthe SSP file. The keys are stored on adisk encrypted usinga
password and for loading the keys the correct password has to be entered by the user.

SSP Tools ﬂ

File  Help
Name Mame Here
Version 1

MCU PIC16F1936

uID 12
Make AES Make R5A
Browse AES | | Browse RSA

View AES View RSA

Browse Hex

Make

Welcome

Figure 17 PC Application's main form
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24.1 Key management

The PC application is able to generate the AES and RSA keys. These keys can be viewed in a number of
ways including hexadecimal integer, little endian byte array, big endian byte array and base64 string.
These keys are included in the SSP software at the compile time as a byte arrays. Keys for the PC

application are encrypted and signed withthe same
method thatis used for SSP file; keys are encrypted
with the AES algorithm, then the header is added
and then the message is signed with the
application’s private key. The AES encryption key is
derived froma textstringthat the userhas chosen
as the password for the key. A string is used as
password forthe user’s convenience. The password
string is converted to a binary byte array using
RFC2898 protocol[15] and the outputis used as AES
key for symmetrical encryption. Keys can be stored
inhard drive to be loaded laterin to the application.

2.4.2 SSP file generation process

RSA Key Viewer ﬂ
Data Type Data Format
{®) Public key @ Eyte Amay Little
() Private key (") BaseB4
N () Hexadecimal
OF () Byte Amay Big
View

Figure 18 Key viewing form

Afterthe keysforthe file generation are loaded and the formisfilled, a HEX file needs to be loaded to
the application. Figure 19shows the overview of the process to generate the SSPfile. First the HEX file is
compressed, using the method mentioned in SSP file format. Thenitis encrypted using AES-128 and
afterthat the formatted headerisadded tothe encrypted HEX file, next the message digestis calculated
and itis encrypted by a private RSA key to make the signature of the whole file whichis then added to

the end of thefile.
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3 DISCUSSION

There are many IC programmersin the market but the special thing with this programmeris the ability
to write the firmware to the targetin a secure way which meansthe firmware file generated forthe
target device can only be decrypted with the programmer holding the key for the file. Another big
advantage of this programmerisits standalone feature which makesitable to programthe target device
withoutthe intervention of a PC, which makes it suitable for production and field programming. Itis also
able to holda numberof firmware inits storage to program different target devices.

All of the information required to program the device is storedinthe SSP file, sothereisnoneed forthe
operatorto configure anythingand with asingle button the target device could be programmed.

The SSP targets low end Microcontrollers. These microcontrollers have the highest annual production
rate compared to other processors and microcontrollers. Low end microcontroller are designed to have
as less price as possible.

The encryptioninvolved does not add much over head to the programmingtime. 300 milliseconds for
the total of 2.3 seconds programming time of 5K bytes of a PIC microcontrollers flash memory.

3.1 PROBLEMS IN THIS SYSTEM AND COMPARISON TO OTHER METHODS

The method used in the SSP will be able to offersecurity tosome extentanditisto avoid simple misuse
of the firmware. Asin the last stage of the programming (connecting to the target device) thereisno
security involved and the programming bus can be monitored and data could be extracted. Thereisno
way for avoiding this, as a security method must be developed by the chip manufacturers.

For more advanced systems like mobile devices, designers have solved this proble m by usingasecure
bootloader[1]. Inthis case a bootloaderwithaspecial keyisloadedtothe device and later ausercan
simply upgrade the firmware of the mobile device with encrypted and signed firmwareviathe
bootloader. Eveninthis case the bootloaderhasto be writtentothe targetin a secure way.
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4 FUTURE WORK AND RECOMMENDATIONS

The SSP has many different modules that may be even used for other purposes otherthan programming
as a development platform.

Below a couple of ways forimproving and expanding the usage of this programmer are discussed.

4.1 PROGRAMMING COUNTER

One of the mainissuesthat could not be solved during this projectisthe programming count. In order
to fully monitorthe usage of the programmeritis useful to maintain information about the number of
successful programming counts for each firmware and somehow limitit. The SSP file includes a unique
identifierand this numberis protected by the signature of the designers. The programmer can checkiif it
has programthe specificfirmwarebefore and the programming countitis not higherthan the value
allowed by the designers. Forthat, itis necessary to store information on amemory. All non-volatile
memory units have a life cycle and they can be reprogrammed fora finite number of times. Fora
counterlike this, which changes often, itis necessary to devise an elegantimplementation for memory
write. If not, the programmerwould have a low life cycle which meansin the middle of the production
the programmer might suddenly stop working and because the memory cells are destroyed, the
programmer needsto be changed.

Three methods were found during this thesis assignment forsolving this problem, each of them hasiits
own benefits and drawbacks.

4.1.1 Writing on a non-volatile memory only in the case of power loss

Itis possible touse a voltage detectorcircuit that finds the poweroutsituation and interrupts the main
processor. Then the processorcan start writing the contextinformation on the non-volatile memory unit
while the supply’s voltage is decreasing before the black out. Then again the processor can read the data
from the non-volatilememory and store and modify them laterinthe local RAM, which has no life cycle
issue.

In this way there will not be a life cycle issue as the memory cells only will be programmed in power out
situations. Inavery pessimisticcase, repowering the device for 10 times a day, withan EEPROM witha
life cycle of 100K writes, the programmer can live for more than 27 years. But the problem with this
scenarioisthat if the powerdrops suddenly the processor will not have the enough time to write the
data on the memory. This means if the usershorts circuits the powersupply line on the board before
unpluggingit, the programmer cannot save the programming counts.

4.1.2 Authenticating with a server before the start of programming

A more advanced way of monitoring the programmeris to have an online programming. In this way
each time before startingto program a target device, the SSP has to ask permission fromaserverthatis

maintained by designers of the firmware. This way, the programmer can only program targets whenitis
allowed.
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SSP software isrunninga TCP/IP stack. It alsoincludes aSSL layerfor communications. Itis possible to
write a custom TCP/IP application for the SSP and also a service thatruns on the above mentioned
serverthat can communicate with each otherina secure way.

But the problem with this method s, if the in middle of production internet access forthe SSPis lost
then programmer fails to program, which is disastrous fora production line.

It mightbe a wise choice to combine this method with one of the other memory based methods.

4.1.3 Increasing the non-volatile memory life cycle by software

There are a number of methods like wear-leveling[17] that change the locations of data or decrease the
number of erase cycles by writing bits instead of bytes. Another way is not to store allincrementsin the
counterand forexample onlyincreasein number of 10. These methods willincreasethe life cycle of the
programmerto some extent, butif the programmeris goingto be used for mass production, like 10K a
day, none of these method willgrantee alife cycle of more than a yearfor the programmer.

4.2 SHARING KEY BETWEEN DESIGNER AND SUPPLIER

In this design the keys forthe decryption are written to the SSP’s flash memory at the compile time. So
the keys cannot be changed later. If necessary, one canfind a secure way to change the keys remotely.

4.3 ADD SUPPORT FOR OTHER DEVICES

Right now this programmer only supports Microchip’s enhanced midrange microcontrollers. With the
same hardware it is possible to add support forall of Microchip’s microcontrollers by just changingthe
software. Itis also possible to change the programming part of the hardware design toadd supportfor
other Microcontrollers orany device with memory.

4.4 DEVELOPING AN USB DRIVER FOR PCFORSSP

For now the only possible way for programming the target device istoload the firmware into the SD
card of the programmer. For expanding the usage of the programmeritis possible to write a custom
USB driverfor this programmer that could make it compatible with MPLAB X IDE and that can be used
directly by the IDE itself. Then there will not be aneed foran extra PC application. Extra configurations
and maybe status of the programmer could also be written to/read from the programmer.

Itisalso possible towrite adrivertowrite the SSP file directly tothe EEPROM of the programmer and
omitthe SD card memory asa mid-step for programming.

45 |INTERNET CONNECTION THROUGH GSM NETWORK

The SSP includes a GSM module. Because the focus for this assignment was the programmeritself, it
was decided nottodiverge the project and invest time in optimizing the programming function of the
device instead of having extrafunctionality forit. This module benefits frominternal TCP/IP stack. It is
possible to combine GSMand Microchip’s TCP/IP stack together, then programmer could be connected
to theinterneteven wirelessly. Beingable to have wireless connection, then the programming could be
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monitored more reliable and also the programmercould be used for datalogging and monitoring
withoutthe need of an Ethernet networkinfrastructure atthe place where the programmeris being
used.

4.6 MICROCONTROLLER WITH A CRYPTO BOOTLOADER IN HARDWARE

One of the most secure ways to write a firmware to a target device isto have a bootloaderinthe
hardware of the target chip. It is possible to add this crypto bootloader when you can modify the
hardware of the chip as an example toan open source softcore ina FPGA.

5 CONCLUSION

The SSP is designed to write afirmware orany othertype of data to a device with memoryinasecure
way. The SSP can be used forwriting datain the target’s memory and protect the design’sintellectual
property by using cryptographic methods. In this proposed method of programming, in order to avoid
changesinthe file, the firmware isalso sighed. The cryptographic methods thatis used in this system
(AESand RSA) are known to be the most secure methods atthe time of the design.

The method offers protection of the software to some extent, forsimpledesignsitisa valid product. It
can alsobe used forremote debugging and development of a product.
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7 APPENDICES

7.1 SSP PROTOTYPE
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7.2 SSP 3D MODEL
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7.3 SSP HARDWARE SCHEMATIC
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7.4 SSP PCB SKETCH
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7.4.2 Bottom
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7.5 HARDWARE ERRATA

7.5.1 Ethernet Controller
In 1C2, pin number 37 hasto be connected tothe netlabel "PFOUT” or pin number 18.

In the prototype itis connected with an external jumper wire.

7.5.2 ADC voltage reference

The voltage reference IC(REF3020) for ADC that has reference voltage of 2.048, is lowerthan 2.5; the
minimum allowed in the PIC32’s datasheet. In the prototype this ICis omitted and the supply for ADCis
connected directly tothe 3.3 voltsline.

7.5.3 Character LCD

The LCD chosenforthis design needs 5volts supply. But the microcontroller works with 3.3 volts. Inthe
prototype the supply voltage for LCDis directly connected to the input voltage of the board. So, for
poweringthe board usinga powersocket, the onlyinputvoltage allowed for the boardis 5 volts. The
contrast pinof the LCD is directly connected tothe ground to meetthe required voltage difference
betweenVddand Vo mentionedinthe LCD’sdatasheet(4.1< <4.7 volts). R51isomitted and R50 is
short circuited.
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