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SUMMARY

In modern society, data is increasingly important for people’s daily lives and commercial
activities to benefit organization, management and analysis. Proper data utilization in-
volves different stages, and the data life cycle is introduced to describe the procedures
as generation, collection, processing, storage, management, analysis, visualization and
interpretation. Along the data life cycle, data privacy is highly concerned since possible
breaches can lead to the abuse of personal information and financial loss. In this the-
sis, we advance data privacy protection in data processing, data management, and data
analysis correlated with the Spark Living Lab project in the domain of supply chains
and machine learning. To enhance privacy protection, we propose solutions based on
differential privacy and cryptographic protocols since they provide strong and provable
security and privacy guarantees. Moreover, we integrate differential privacy and cryp-
tographic protocols to achieve strong privacy guarantees efficiently and practically for
data processing, management, and analysis.

In data processing, we focus on data anonymization and location data perturbation
in supply chains. Data de-identification is essential to comply with privacy laws, such as
GDPR, before possible sharing or analysis. We propose an anonymization algorithm by
combining differential privacy and k-anonymity to achieve stronger privacy guarantees
or better data utility than using them alone. Meanwhile, we consider trajectory hiding
under possible attacks and real maps, which propose a more practical solution to share
trajectory data under privacy protection.

In data management, we address secure data sharing with cryptographic protocols.
Data sharingis vital in data management to advance collaboration and knowledge. How-
ever, possible data breaches and malicious inputs can lead to potential financial loss
and identity theft. In this thesis, we propose a framework for sharing logistic data in a
privacy-preserving way using blockchain and cryptographic protocols. Differential pri-
vacy is applied to anonymize data, while cryptographic protocols enhance privacy dur-
ing data transmission.

In data analysis, we pay attention to privacy-preserving machine learning. Machine
learning models are usually trained on large datasets which may contain sensitive per-
sonal information. It is important to consider privacy protection during the training
and utilization of models. We use differential privacy and secure multi-party computa-
tion techniques to design a framework for collaborative learning among multiple parties
against inference attacks. Also, we utilize zero-knowledge proof to validate model in-
tegrity without leaking the model.
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SAMENVATTING

In de moderne maatschappij zijn data steeds belangrijker voor het dagelijks leven van
mensen en commerciéle activiteiten om organisatie, beheer en analyse ten goede te ko-
men. Correct datagebruik omvat verschillende fasen en de datalevenscyclus wordt ge-
introduceerd om de procedures te beschrijven als generatie, verzameling, verwerking,
opslag, beheer, analyse, visualisatie en interpretatie. Gedurende de datalevenscyclus is
dataprivacy zeer belangrijk, aangezien mogelijke inbreuken kunnen leiden tot misbruik
van persoonlijke informatie en financieel verlies. In dit proefschrift bevorderen we de
bescherming van dataprivacy in dataverwerking, databeheer en data-analyse gecorre-
leerd met het Spark Living Lab-project op het gebied van toeleveringsketens en machi-
naal leren. Om de privacybescherming te verbeteren, stellen we oplossingen voor op
basis van differentiéle privacy- en cryptografische protocollen, aangezien deze sterke en
aantoonbare beveiligings- en privacygaranties bieden. Bovendien integreren we diffe-
rentiéle privacy- en cryptografische protocollen om op een efficiénte en praktische wijze
sterke privacygaranties te bereiken voor dataverwerking, -beheer en -analyse.

Bij dataverwerking richten we ons op data-anonimisering en locatiegegevensversto-
ring in toeleveringsketens. Data-anonimisering is essentieel om te voldoen aan privacy-
wetten, zoals de AVG, voor mogelijke data uitwisseling of analyse. We stellen een anoni-
miseringsalgoritme voor door differentiéle privacy en k-anonimiteit te combineren om
sterkere privacygaranties of beter data-nut te bereiken dan wanneer ze alleen worden ge-
bruikt. Ondertussen overwegen we trajectverberging voor mogelijke aanvallen en echte
kaarten, wat een praktischer oplossing oplevert om trajectgegevens te delen met priva-
cybescherming.

In databeheer richten we ons op veilige gegevensuitwisseling met cryptografische
protocollen. Gegevensuitwisseling is van vitaal belang in databeheer om samenwerking
en kennis te bevorderen. Mogelijke datalekken en kwaadaardige invoer kunnen echter
leiden tot potentieel financieel verlies en identiteitsdiefstal. In dit proefschrift stellen
we een raamwerk voor om logistieke gegevens op een privacybeschermende manier te
delen met behulp van blockchain en cryptografische protocollen. Differentiéle privacy
wordt toegepast om gegevens te anonimiseren, terwijl cryptografische protocollen de
privacy tijdens gegevensoverdracht verbeteren.

In data-analyse besteden we aandacht aan privacybeschermende machine learning.
Machine learning-modellen worden meestal getraind op grote datasets die gevoelige
persoonlijke informatie kunnen bevatten. Het is belangrijk om privacybescherming in
acht te nemen tijdens de training en het gebruik van modellen. We gebruiken differen-
tiéle privacy en veilige multi-party computation-technieken om een raamwerk te ont-
werpen voor samenwerkend leren tussen meerdere partijen tegen inferentieaanvallen.
Bovendien maken we gebruik van een zero-knowledge bewijs om de integriteit van het
model te valideren zonder het model prijs te geven.

xiii






INTRODUCTION

In the 21st century, data is playing an essential role in the world, influencing different as-
pects of our lives, including personalized experience, healthcare improvement and sci-
entific research. According to statistics from IDC and Statista, the global data volume
reached 64.2 zettabytes in 2020 and is predicted to soar to over 180 zettabytes in 2025 [1].
The tremendous growth highlights the increasing influence of data on both individuals
and businesses. For individuals, data can improve personal organization, financial man-
agement, travel navigation, fitness tracking, social and shopping behaviour analysis. For
companies, data-driven insights can contribute to better supply chain management, risk
management, market analysis and research, financial analysis and planning. As a result,
data has become more indispensable in our lives than ever, and its proper utilization is
of greater importance.

Proper data utilization involves different phases. Jeannette Wing, a renowned re-
searcher in cybersecurity and privacy, introduced the datalife cycle to illustrate the whole
procedure as shown in Figure 1.1, including generation, collection, processing, stor-
age, management, analysis, visualization, and interpretation [2]. In the beginning, data
can be generated from people and sensors. People generate data from their daily be-
haviour, such as surfing websites, while sensors can generate data while monitoring,
such as the temperature, humidity and wind of the day. After generation is data collec-
tion. Since data streams usually come rapidly, it is impossible to collect only the propor-
tion of data which is valuable for analysis or different tasks. Instead, all data are collected
and processed afterwards. Data processing involves possible data cleaning, wrangling,
and privacy-preserving approaches such as anonymization. Then, data is structurally
stored in hard disks or solid-state drives (SSDs) to optimize possible future uses. How-
ever, data comes in different types and velocities. From data management, we need to
utilize various kinds of data and share them with other parties if needed. After that, data
can be used for analysis in machine learning or data mining, which can help people
make decisions. Finally, data visualization and interpretation enable people to better
understand the result of data analysis with pictures and explanations.

Along the data life cycle, data privacy should be carefully considered at each phase
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since sensitive personal information can be included [2]. Meanwhile, the leakage of
commercial data can result in data ownership issues and associated potential commer-
cial value loss. Different countries enforce laws and regulations to enhance data privacy,
such as the General Data Protection Regulation (GDPR) in the EU, the Personal Informa-
tion Protection Law (PIPL) in China, and the California Consumer Privacy Act (CCPA) in
the US. Though regulations force companies and organizations to take action to avoid
data leakage, in recent years, severe data privacy breaches still occurred. For example, in
2023, 815 million COVID testing records were stolen from the Indian Council of Medical
Research [3]. Also, the Facebook breach in 2021 exposed 533 million user records, in-
cluding names, phone numbers, locations, and email addresses [3]. Such breaches can
cause the abuse of personal information or financial loss, which emphasizes the impor-
tance and urgency of advancing data privacy protection [4].

There is an increasing demand for data utilization and data privacy protection in
different domains. For example, in supply chain management, which ensures the trans-
portation of goods and greatly impacts the whole economy and business, supply chain
data is essential for improving the efficiency and performance of supply chain opera-
tions, but the data is sensitive and can imply commercial secrets such as the type of
goods and the transportation route. Based on that, in 2020, the Spark! Living Lab project
was granted by the Dutch Research Council. In collaboration among different institutes
and logistic companies from both the industry and academia [5], the project aims at sup-
ply chain 4.0 and data-driven logistics while utilizing sensitive logistic information in a
secure and privacy-preserving way to offer reliable and accurate operational services.

For privacy and security concerns in the project, the main goal of the thesis is to
achieve confidentiality, integrity, and availability (CIA). Confidentiality ensures that sen-
sitive supply chain data is only available for authorized users and not accessible to the
adversary. Integrity maintains data accuracy and reliability, preventing potential adver-
sarial tampering during data sharing. Availability guarantees the system is reliable and
functioning when authorized users access the resources. Such properties are further



considered according to different use cases from the Spark! Living Lab project, which
ranges from certificate management to goods condition surveillance. In the thesis, the
following three use cases are further considered with more specific adversary models.

Use Case 1: Data anonymization for bin-packing. This use case is from one of our part-
ners, the Port of Rotterdam. Inlogistics, the bin-packing problem is how to load packages
into a minimum number of containers, which requires detailed package information for
optimization, such as the weight and volume of packages. However, the package data
can imply the type or recipients of goods, resulting in the theft of targeted products from
the ports [6, 7]. In the adversary model, we assume the adversary is the logistic operator
with access to the package data but can misuse the data to identify the target package for
theft. As a result, package data anonymization is essential to lower the risk of potential
thieves and achieve privacy-preserving bin-packing.

Use Case 2: Privacy-preserving location data sharing. This use case is from the logis-
tics companies in the Spark! Living Lab project. In logistics, location data is needed
for delivery tracking and border checks. A real-time tracking system can improve the
estimation of delivery time and improve customer satisfaction [8]. Also, during trans-
portation, location data is essential for border checks in the electronic Contract for the
International Carriage of Goods by Road (eCMR) [9]. However, location data can expose
the location of truck drivers, which violates GDPR [10], and provides an open gate for
package thieves [7]. In our adversary model, we assume the potential adversary can be
(1) the internal user who has access to the shared location data and aims to locate the
truck for theft and malicious tracking or (2) the external user who wants to steal the lo-
cation data of the truck without access. The adversaries hold background knowledge of
the truck, such as the city’s road map. As a result, it is essential to apply location data
perturbation and privacy-preserving data sharing. Location data perturbation aims to
publish an approximate location of the truck, which is useful for tracking, but the accu-
rate location point is hidden. Privacy-preserving data sharing guarantees that only the
recipients can receive the approximate location information but no one else.

Use Case 3: Privacy-preserving machine learning. During the progress of the project, it
became apparent that machine learning-based solutions, such as fraud detection and
demand forecasting, can benefit productivity and decision-making for supply chains.
Such machine learning models are trained on sensitive supply chain data, and it is cru-
cial to train and use a machine learning model in a privacy-preserving manner. In the
adversary model, we assume the adversary can be (1) the end users who aim to infer fur-
ther information about the training data of a machine learning model or (2) the model
owners who try to break the integrity of machine learning models by claiming an un-
achievable high accuracy or a model type which is not actually used. As a result, de-
signing privacy-preserving machine learning solutions can have significant impacts on
supply chain management. More specifically, we consider the setting of a small group of
small and medium-sized enterprises (SMEs) jointly training a model (to save cost) while
protecting against possible data leakage and privacy attacks. When the model is trained,
they can sell or provide their model services to others. Then, it is important to prove
the ownership, correctness and performance of the private model without leaking the
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structure of the model or the training data.

As mentioned above, all use cases rely on sensitive supply chain data. On the one
hand, we want to improve supply chain operations based on the available data. On the
other hand, we need to avoid sensitive data being misused or stolen. Considering the
data life cycle and our use cases, it is vital to develop privacy-preserving solutions for
data processing, management, and analysis, which determine how data looks, how it
is managed among parties, and how it is used for analysis. Regarding our use cases,
we further investigate the procedures in data anonymization for bin-packing, privacy-
preserving location data sharing, and privacy-preserving machine learning.

To deal with the privacy issues in our use cases, we rely on cryptographic tools to
achieve secure communication among multiple parties against potential adversaries.
Cryptographic tools provide strong and provable security and privacy guarantees, but
protocols based on such tools suffer from runtime efficiency issues. Differential privacy
is another powerful tool for privacy protection. It also provides privacy guarantees with
high efficiency, but it is challenging to find a good utility-privacy trade-off. In this the-
sis, we utilize and integrate cryptographic protocols and differential privacy for more
advanced solutions for different use cases.

In the rest of the chapter, we first provide a brief description of the privacy-enhancing
techniques we utilized in this thesis in Section 1.1. Then, we discuss the privacy chal-
lenges in Section 1.2 in more detail with respect to our use cases. After that, we proceed
with our problem statement in Section 1.3 and finalize the chapter with our contribu-
tions in Section 1.4.

1.1. PRIVACY ENHANCING TECHNIQUES

Differential privacy, k-anonymity, and cryptographic protocols provide hands-on ap-
proaches to privacy preservation. This section further explains their concepts and how
they can benefit data privacy. In brief, differential privacy applies small noise to a query
or dataset to protect data privacy [11, 12]. k-anonymity achieves data anonymization
using data generalization and suppression [13]. In contrast, modern cryptographic pro-
tocols are based on mathematical principles to achieve communication in the presence
of adversaries [14]. An adversary is malicious and aims to hinder the users of the cryp-
tosystem from attaining their objectives. The following provides details and the histori-
cal background of differential privacy and cryptographic protocols.

DIFFERENTIAL PRIVACY

Differential privacy [11, 12, 15] provides strong privacy guarantees for algorithms over
aggregate datasets, which implies that the existence of any record in the dataset does not
influence the output probability with factors € and 6. This property prevents adversaries
from determining whether a specific sample is included in the dataset or not.

Definition 1.1 ((¢, §)-differential privacy). A randomized algorithm M satisfies (€,5)-
differential privacy if for all neighboring datasets D,D' € N'*! differing in one element,
and any S < Range(M),

PrIM (D) € S] < e PrIM (D) € S] + 6, (1.1)
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where e is the base of the natural logarithm function, N is the set of non-negative integers
and X is the universe for all datasets. If is 0, M satisfies e -differential privacy.

Among plenty of differentially private mechanisms, the Laplace mechanism [15] and
the exponential mechanism [16] are widely applied, and they achieve differential privacy
with different approaches. The Laplace mechanism is usually used to deal with numeric
data and queries. The Laplace noise is added to the accurate output of the query f so
that the output of M satisfies e-differential privacy over the query. In contrast, the expo-
nential mechanism aims to select one item from a possible finite output group. For each
item, a utility score is determined by a predefined utility function. A probability is then
assigned to each possible output according to the score. By doing that, the mechanism
can output a precise element using the probabilities, and perturbation is added for the
selection procedure.

Other mechanisms, such as the Gaussian mechanism [15] and the geometric mech-
anism [17], achieve differential privacy similar to the Laplace mechanism, but the Gaus-
sian mechanism applies the Gaussian noise, and the geometric mechanism works with
integer values. Besides, similar to the exponential mechanism, the permute-and-flip [18]
randomly chooses a value from a set of options, weighed by a utility score and the pri-
vacy parameter €. For each item, a biased coin is flipped, and this item is returned if the
coin comes with a head. If the item is not returned, the probability of outputting the next
item is updated. The authors of [18] show that the permute-and-flip mechanism never
performs worse than the exponential mechanism.

Differential privacy can provide strong privacy guarantees in practice. In data anony-
mization, differentially private mechanisms apply noise to the raw dataset or during the
sampling so that an adversary can not identify individuals’ information from the output
dataset [19-21]. Also, differential privacy is widely applied in machine learning mod-
els against inference attacks, which aim to identify whether a specific record is in the
training set or not. The noise is applied to the gradient or different processes during the
training [22-24]. What's more, differential privacy is applied to other domains, such as
location privacy [25], recommender systems [26], and data mining [27].

k-ANONYMITY

k-anonymity is a widely used approach for data anonymization [13]. For each record
in the dataset, there are at least other k — 1 same records so that the record is indis-
tinguishable. While achieving optimal k-anonymity is NP-hard, there are plenty of ef-
fective solutions. Mondrian [28] applies kd-tree to split the dataset and reconstruct it
with equivalence classes whose size is at least k. Mondrian works well with numerical
data but not on categorical ones. Also, Emam et al. [29] proposed OLA, which achieves
k-anonymity using a pre-defined generalization hierarchy with generalization rules for
each attribute. The approach works well with numerical and categorical data but suf-
fers from high computational complexity. Other k-anonymous approaches, such as k-
Optimize [30], Flash [31], Datafly [32], achieve k-anonymity in different ways, but either
the run time is long for large datasets or too much utility is lost during the process. Be-
sides the efficiency problem, another problem for k-anonymity is the lack of mathemat-
ical and unambiguous proof of which attributes are identifiable, which needs further
investigation and studies.
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CRYPTOGRAPHIC PROTOCOLS

Cryptography is about achieving secure communication with the presence of adver-
saries [14]. Modern cryptography algorithms are widely used to hide secrets and pro-
vide secure communication among computer networks, but more advanced and com-
plicated protocols are still needed to achieve different goals. In this thesis, when design-
ing a privacy-preserving collaborative learning framework, we utilize homomorphic en-
cryption to compute a function over multiple parties while keeping their inputs private.
Also, we apply zero-knowledge proof (ZKP) to prove the correctness and performance
of a machine learning model in a privacy-preserving manner. Now we briefly introduce
these two concepts.

HOMOMORPHIC ENCRYPTION

Homomorphic encryption (HE) [33] is a crucial approach for secure multi-party com-
putation (MPC), which was first introduced by Yao in 1982 to consider the Millionaires’
Problem where two millionaires want to know who is richer without exposing any infor-
mation about their wealth [34]. HE is a public key encryption scheme where mathemat-
ical operations, such as addition and multiplication, can be performed on the ciphertext
with the result correct and encrypted. As a result, HE allows a third party to perform
calculations without accessing the raw data. According to the type and number of op-
erations, there are three types: partially homomorphic encryption that supports either
addition or multiplication; somewhat homomorphic encryption that supports a limited
number of additions and multiplications; and fully homomorphic encryption that sup-
ports an unlimited number of addition and multiplication operations [35]. For example,
for partially homomorphic encryption, in an additive homomorphic encryption scheme,
such as Paillier [36], we have

Dy (Epr(my) -Epg(myp)) = my + my, (1.2)

where E, () denotes the encryption of m using the public key pk, and Dy (c) denotes
the decryption of ¢ using the secret key sk. Similarly, in a multiplicative homomorphic
encryption scheme, such as ElGamal [37], we have

Dy (Epr(my) -Epr(myp)) = my - my. (1.3)

HE schemes, including RSA [38], ElGamal [37], Paillier [36], Gentry’s FHE scheme [39],
are applied in different domains such as e-voting [40, 41], data analysis [42, 43], and
cloud computing [44-46]. Nevertheless, further study is needed to improve the efficiency
(to lower the computational overhead) while keeping the scheme secure [35].

ZERO-KNOWLEDGE PROOF

Different from MPC, zero-knowledge proof allows a prover to prove to a verifier that a
statement is true without revealing any information beyond the validity of the state-
ment [47]. To achieve this goal, the protocol demands interactions between the prover
and the verifier, but this suffers expensive communication costs. Then, the idea of non-
interactive zero-knowledge proof (NIZK) is proposed to avoid interactions [48, 49]. In an
NP relationship R, the verifier V can verify a statement from the prover P based on the
proof 7 with a witness w for input x with (x; w) € R. In general, a zero-knowledge proof
scheme has the properties of completeness, soundness, and zero-knowledge.
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* Completeness. For any true statement, the probability is 1 that the proof from an
honest prover can convince an honest verifier, which means that with the public
parameters pp and = — P (x, w,pp), if (x; w) € R, we have

Pr[V(x,7,pp) =11 = 1. (1.4)

* Soundness. For any false statement, the probability is negligible that the proof
from a malicious prover can deceive an honest verifier, which means that for any
probabilistic polynomial time (PPT) prover P* and a PPT extractor &, they can
extract a witness w that 7% — P*(x,pp) and w — EP" (*, x, pp). If (x; w) ¢ R, we
have

Pr(V(x,7*,pp) = 1] < negl(A). (1.5)

e Zero-knowledge. The verifier can not learn any information about the statement
beyond its validity, which means that for any PPT verifier V* and PPT simulator S,
if (x; w) € R, we have

View(V* (x, pp)) * S (%) (1.6)

where View denotes the view of the verifier during the process, S V" (x) is the view
from the simulator with input x and V*, and ~ implies indistinguishability.

Modern zero-knowledge proof schemes, such as Zero-Knowledge Succinct Non-inter-
active Argument of Knowledge (zk-SNARKS) [50-53], Bulletproofs [54], are widely used
for cryptocurrencies like Monero and Zcash. Meanwhile, zero-knowledge proofs also
benefit other domains, including authentication systems [55, 56], supply chain man-
agement [57, 58], and machine learning model evaluation [59-63].

1.2. DATA PRIVACY CHALLENGES

After introducing the concepts of differential privacy and cryptographic protocols, this
section describes the privacy issues according to our three use cases along the data life
cycle: (1) data anonymization for bin-packing, (2) privacy-preserving location data shar-
ing, and (3) privacy-preserving machine learning. The state-of-the-art privacy-preserving
solutions and their limitations are discussed. After that, data privacy challenges are elab-
orated for each stage with the potential for improvement.

DATA ANONYMIZATION FOR BIN-PACKING
As discussed in Use Case 1, during bin-packing, the package data is sensitive and can
be used to infer the contents and recipients of the package, so data anonymization is
needed for privacy-preserving bin-packing. Data anonymization techniques [11, 13]
can prevent possible adversaries from identifying whether an individual is in the dataset
after a sensitive dataset is published. According to GDPR, it is not allowed to process
identifiable personal data that is related to a natural person without consent. For data
utilization, properly anonymized data is crucial for bin-packing, while its influences on
overloading or oversizing need to be evaluated.

Asintroduced in Section 1.1, k-anonymity and differential privacy provide promising
approaches for data anonymization by suppression and generalization or by applying a
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small noise to the data. However, they have limitations. For k-anonymity, an adversary
can carry out linkage attacks to identify an individual in the dataset using background
knowledge or comparing the overlap among different datasets. Against such problems,
differential privacy is efficient and provides provable strong privacy guarantees, but it
can greatly lower the utility of the dataset to achieve privacy protection. One possible
way is to combine k-anonymity and differential privacy to optimize the trade-off be-
tween privacy and utility, as suggested in [19]. However, no specific approach has been
proposed, and it is still an open question to design a feasible solution.

PRIVACY-PRESERVING LOCATION DATA SHARING

As discussed in Use Case 2, privacy-preserving location data sharing is critical for deliv-
ery tracking and border checks. It involves two parts: (1) location data perturbation and
(2) privacy-preserving data sharing.

Location data perturbation, or trajectory hiding, enables the share of an approximate
location, which is useful for location-based services but does not leak the accurate loca-
tion point of the truck. Though k-anonymity can deal with dataset anonymization, it
is unsuitable for other types of sensitive data requiring de-identification, such as peo-
ple’s geolocation and trajectory data. Instead, differential privacy perturbs location data
and trajectories with privacy guarantees by adding noise to the actual. Existing solutions
theoretically consider differential privacy for location point hiding [25] and trajectory
hiding [64, 65]. Andrés et al. [25] defined geo-indistinguishability to consider the privacy
of individuals within a radius r, but only single location points are protected. Fang et
al. [64] introduced a threshold of §-neighbourhood for continuous location points. Xiao
etal. [65] also considered the temporal correlation with Markov chains. However, practi-
cal performance is not evaluated under possible attacks if the adversary has background
knowledge, such as the road map. Under differential privacy, theoretical privacy guar-
antees are different from practical protection [66]. Further investigations and research
remain to show how well differential privacy protects location privacy in practice.

Data sharing is vital in data management for advancing knowledge, expanding data
access and collaborating research. It improves transparency and accountability among
different parties, which contributes to better efficiency and improvement in research
and business. Nevertheless, companies still avoid sharing their data access with others
due to privacy concerns [67]. The shared data usually contains sensitive information
about individuals or companies. Different companies lack trust in each other, and data
sharing exposes sensitive information to possible unauthorized access, data breaches,
misuse and loss [68]. Most existing data-sharing solutions for supply chains are based
on centralized services, but centralized systems cannot provide entirely trustworthy data
computing, traceability or immutable data storage. Meanwhile, it is costly for SMEs to
build their centralized solution. In contrast, blockchain is a distributed and immutable
ledger with traceability, non-repudiation, and transparency [69]. Such properties are
important to protect against counterfeit products and improve transparency. Also, the
blockchain-based platform can be shared among SMEs to save costs and enhance coop-
eration. Data validation and privacy are of great concern in a blockchain-based supply
chain [70]. Since location data is commercially sensitive, and enterprises do not want
their data known to other participants, a privacy-preserving blockchain-based data shar-
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ing platform is desired [71].

As blockchain can build trust among companies since it is decentralized, traceable,
immutable and transparent [69], it is already possible to see blockchain as a data-sharing
platform among companies in supply chain management [72-75]. For location sharing,
Wu et al. [72] propose a framework with multiple private ledgers and one public ledger.
The private ledger is used for customers of a specific shipment to share custody events.
The public ledger is for global tracking, including the geolocation of trucks. The con-
sensus is based on proof of work, and the load is increased due to private and public
chains. Privacy is considered in the private ledger, but location perturbation is not ad-
dressed. Furthermore, data validation is done by crowd-sourcing from the participants
in the private chain to ensure that they share the same information. This can not deal
with malicious users who add fake data or events to the chain.

Though blockchain provides possible solutions for data sharing among companies,
there are two challenges remaining: the validation of the source of data and possible data
breaches on the transparent ledger. It is challenging to achieve data validation to avoid
maliciously inserted fake data with human participation, and most existing blockchain-
based supply chain solutions do not address the challenge [72-75]. To deal with it, one
possible way is to avoid human interaction and enable IoT devices to sign the data when
collected, but this is still not well addressed in the existing works. Data breaches can
occur during data sharing due to poor access control or the property of transparency.
Cryptographic protocols can be applied to allow only authorized users to access the data
or transactions in the blockchain. However, existing research has not paid much atten-
tion to the privacy of data sharing with blockchain. Privacy preservation is considered in
DECOUPLES [74], but the design lacks a general framework and feasibility for different
blockchain platforms.

PRIVACY-PRESERVING MACHINE LEARNING
As discussed in Use Case 3, we focus on privacy-preserving machine learning (ML) in
terms of privacy-preserving small-scale collaborative learning and private machine learn-
ing model validation. In ML, adversaries aim to gain sensitive information about the
training set or the ML model. Based on the work [76], privacy attacks on ML models can
be categorized into four types: (1) membership inference attacks, which aim to deter-
mine whether a specific entry was included in the training set, (2) property inference
attacks, which aim to infer additional information that only holds for a subset of the
training set and was not included as a feature, (3) reconstruction attacks, which aim
to reconstruct parts or whole of the training samples, and (4) model extraction attacks,
which aim to create a substitute model with very similar functioning to the target model.
In collaborative learning, where a group of parties jointly train a model without shar-
ing data in a parallel or sequential manner, the adversary can deploy inference attacks to
exploit the model to infer personal information without directly accessing the underly-
ing data, which can cause serious privacy leakage [77]. Collaborative learning deals with
the lack of training data while avoiding sharing data among different parties, but it also
suffers from membership and property inference attacks. To perform membership infer-
ence attacks, a shadow model and an attack model are trained [78]. The shadow model
is trained on data similar to the target model so that predictions by the shadow model
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are similar to the target model. The attack model is trained using predictions from the
shadow model with ground truth labels, indicating whether the used sample was origi-
nally included in the training set [78]. Property inference attacks are performed similarly,
except that the data is labelled according to the inferred property [77].

Differential privacy mitigates inference attacks by applying a certain amount of noise
at a record or participant level during the training. At the record level, noise is applied
to obfuscate individual records. Since the noise is identically distributed for all dataset
entries, record-level differential privacy protects against membership inference attacks
but not property inference. Instead, participant-level differential privacy ensures that
the model behaviour does not change much when all data entries from a specific user
areremoved [79]. An adversary is unable to determine which data point belongs to which
user. Thus, participant-level differential privacy prevents property inference attacks.
Unfortunately, to maintain both good model utility and privacy protection, thousands
of participants are required [77]. As noted in [80], more research is needed to prevent
property inference attacks in collaborative settings with low numbers of participants. A
potential approach is to apply efficient cryptographic protocols or combine them with
differential privacy to protect against inference attacks while maintaining data utility.

Apart from data privacy for the training data, the ownership and integrity of a ma-
chine learning model are critical. The model can have high values and include sensi-
tive private information on the training data. While machine learning applications are
widely used nowadays, integrity is a concern that a model is stated to have high accu-
racy while it is not reproducible and can not be validated [59]. It is necessary to validate
a model by testing it on public datasets and checking that the prediction is correctly
computed by the model. However, the model owner is reluctant to release the model
publicly since this leaks the model itself. For models with high values or high ownership
requirements, publishing the model is not a choice because an adversary can simply
take the model for personal use. To address the problem of integrity while protecting
the privacy of models, one solution is zero-knowledge proof. The prover sends proof
that the model correctly generates the prediction with a given dataset, while the verifier
can evaluate the prediction and check the correctness of computing with the proof [59].
There are existing solutions for zero-knowledge machine learning models, such as de-
cision trees [59] and neural networks [60-63]. However, as the existing work assumes
that the model is correctly structured, a more robust security model is needed. Also,
a scheme with lower storage or computation costs is needed for large-scale datasets in
practical and real-world uses. One way is to formulate the machine learning model into
a format which is more efficient for zero-knowledge proof to accelerate and optimize the
zero-knowledge proof process.

1.3. PROBLEM STATEMENT

The previous sections include the background and importance of data privacy in the do-
mains of supply chain management and machine learning according to the use cases
in the Spark! Living Lab project. Considering the data privacy challenges discussed in
Section 1.2, existing data anonymization techniques for bin-packing have high compu-
tation costs, and their influence on overloading and oversizing is not well evaluated. For
location data sharing, the existing adversary model is not practical, and there is a lack
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of a general framework for location data sharing among trucks, recipients and logistic
companies. For machine learning, privacy preservation in collaborative learning among
small-scale parties is not well addressed in existing works. Also, it is still time-consuming
to validate the correctness and performance of a decision tree model. The research goal
of the thesis is to mitigate the stated problems in the use cases in supply chain man-
agement and machine learning to enhance data privacy protection during bin-packing,
location data sharing, and machine learning.

Considering the data privacy protection methods introduced in Section 1.1, crypto-
graphic protocols provide provable security and privacy guarantees, and differential pri-
vacy is efficient and measurable for privacy protection. Both methods are robust ways of
protecting data privacy while keeping the utility. This thesis applies differential privacy
and cryptographic protocols to advance privacy protection techniques. Meanwhile, we
further introduce our research questions according to the use cases.

DATA ANONYMIZATION FOR BIN-PACKING

As described in Section 1.2, data anonymization for bin-packing is essential to comply
with GDPR for data processing. However, existing solutions mainly rely on k-anonymity,
which can take hours for anonymization. Meanwhile, the utility of the output k-anony-
mous dataset can be low if the optimal is not found. Moreover, k-anonymity does not
give theoretical proof on how to choose identifiable attributes, and it suffers from possi-
ble linkage attacks with background knowledge. For bin-packing, it is also not well stud-
ied how often packing violation (overloading or oversizing) happens when anonymiza-
tion techniques are applied. The limitations of existing solutions imply the need to
increase the efficiency in terms of anonymization time and space usage for privacy-
preserving bin-packing, which brings the first research question:

Q1: How to increase efficiency in privacy-preserving bin-packing?

PRIVACY-PRESERVING LOCATION DATA SHARING

As discussed in Section 1.2, privacy-preserving location data sharing involves location
data perturbation and data sharing. Geolocation data is highly sensitive since it implies
the physical location of humans. Existing solutions apply differential privacy as the basic
approach to sanitize trajectory data of people or vehicles, but a more practical adversary
model is not considered where the adversary can carry out possible attacks and hold
background knowledge about the trajectory, such as the road map of the city. This brings
the second research question:

Q2: How to provide location privacy for tracking services for logistics in practice?

For data sharing, as discussed in Section 1.2, blockchain provides a decentralized,
traceable, immutable and transparent data-sharing platform for multiple parties to share
their data. However, the privacy concerns in such decentralized platforms are usually
not well addressed, such as how the data is only available to the responding users with-
out information leakage. For data validation, the constrained IoT device is cheap and
can avoid human interaction, but its capability and battery life remain unknown if lo-
cation privacy algorithms and cryptographic protocols are applied. There is a lack of a
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general framework on how data can be shared under privacy preservation and data val-
idation using a decentralized platform with constrained IoT devices among the trucks,
the logistic companies and the users. This brings our third research question:

Q3: How to design a privacy-preserving and decentralized platform for location sharing
with constrained IoT devices?

PRIVACY-PRESERVING MACHINE LEARNING

Section 1.2 argues that data analysis is the core of data science, and machine learning is
the core of data analysis. Though machine learning brings lots of benefits to our lives,
the model is trained on possibly highly sensitive data, which emphasizes the importance
of enhancing data privacy in machine learning. There are a large number of papers pro-
tecting against possible attacks using differential privacy and cryptographic protocols.
Further research remains to be done to achieve higher utility while preserving data pri-
vacy during the training process. As discussed in Section 1.2, though participant-level
differential privacy can protect against property inference attacks in large-scale collabo-
rative learning, it can bring too much noise and result in low utility in a setting among a
small number of participants. This brings the fourth research question:

Q4: How to design a privacy-preserving small-scale collaborative learning system against
inference attacks?

Another critical privacy issue for machine learning is the privacy or ownership of the
model itself. A machine learning model may include sensitive information about the
owner, or the model may have a high value. It is important to validate the integrity of the
model while keeping it secret from adversaries. Zero-knowledge proof is a strong can-
didate to prove that the model correctly generates the prediction while not leaking any
information about the model. There are limited existing solutions for zero-knowledge
machine learning models. Most of them are for neural networks, and only a few are for
decision trees. Further studies are needed to improve the storage and computation cost
while considering stronger security assumptions for a more powerful adversary for zero-
knowledge decision trees. This brings our fifth research question:

Q5: How to validate the correctness and performance of a private decision tree in a privacy-
preserving manner?

1.4. CONTRIBUTION OF THE THESIS

The thesis consists of seven chapters and an appendix. From Chapter 2 to Chapter 6,
each chapter is composed of one research paper. Since different papers are published
or submitted to different venues, all chapters can be read separately. The notations in
different chapters may conflict, but a notation table is included in each chapter. The
technical details of the papers are kept with possible minor revisions compared to the
published version.
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CHAPTER 2
DATA ANONYMIZATION

This chapter answers to the research question Q1. In this chapter, we address the data
anonymization issue in bin-packing, where data such as the weight of the packages is
needed when assigning items to trucks. However, the information is sensitive and can
be used to identify the contents of the package. To protect privacy during bin-packing,
we propose two different privacy-preserving data publishing methods. Both approaches
use differential privacy (DP) to hide the existence of any specific package to prevent it
from being identified by adversaries. The first approach combines differential privacy
with k-anonymity, and the other one applies clustering before differential privacy. We
show that the proposed approaches have better privacy guarantees, better efficiency,
and better performance than the existing works that use either differential privacy or k-
anonymity. This chapter is a copy of the paper titled “Privacy-Preserving Bin-Packing
with Differential Privacy” by Li, T., Erkin, Z., and Lagendijk, R. L. in IEEE Open Journal of
Signal Processing vol. 3, pp. 94-106, 2022.

CHAPTER 3

LOCATION DATA PERTURBATION

This chapter answers to the research question Q2. In this chapter, we propose a privacy-
preserving real-time location sharing system, including a differential privacy-based lo-
cation publishing method and location sharing protocols for both centralized and de-
centralized platforms. Different from existing location perturbation solutions, which
only consider privacy in theory, our location publishing method is based on a real map
and different privacy levels for recipients. With analyses and proofs, the proposed lo-
cation publishing method provides better privacy protection than existing works under
real maps against possible attacks. We provide a detailed analysis of the choice of the pri-
vacy parameter and its impact on the suggested noisy location outputs. This chapter is a
copy of the paper titled “Trajectory Hiding and Sharing for Supply Chains with Differen-
tial Privacy” by Li, T., Xu, L., Erkin, Z., and Lagendijk, R. L. in 28th European Symposium
on Research in Computer Security (ESORICS 2023), pp. 297-317, 2023.

CHAPTER 4

LOCATION DATA SHARING WITH PRIVACY PRESERVATION

This chapter answers to the research question Q3. In this chapter, we propose a block-
chain-based supply chain solution with location privacy preserved on trucks for multiple
participants. We use cryptographic tools to construct protocols for our platform frame-
work, ensuring secure and privacy-preserving data sharing. Meanwhile, we deploy our
efficient differentially private location privacy algorithm for constrained IoT devices em-
bedded in the delivery truck to avoid human interaction and possible physical intrusion.
Data validation and transparency are achieved within the supply chain and logistics. Our
evaluation demonstrates the practicality of deploying our location privacy algorithm on
constrained IoT devices in real-world scenarios. This chapter is a copy of the paper titled
“PrivIrack: Privacy-Preserving Trajectory Tracking for Supply Chains” by Li, T., Kromes,
R., Erkin, Z., and Lagendijk, R. L., which is under review from IEEE Transactions on De-
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pendable and Secure Computing.

CHAPTER 5

DATA PRIVACY ENHANCEMENT FOR COLLABORATIVE LEARNING

This chapter answers to the research question Q4. In this chapter, we propose a novel
protocol leveraging secure multi-party computation and differential privacy to prevent
inference attacks in sequential collaborative learning. Participants jointly determine a
training order, and they only receive information on whom to send their data, so they
are unaware of whose data they are receiving. We prevent inference attacks using a se-
cure joint permutation selection protocol with an overhead of only a few seconds. Mean-
while, we apply differential privacy to hide the training order by applying a random time
delay. This chapter is a copy of the paper titled “Robust Small-Scale Collaborative Learn-
ing Against Inference Attacks” by Li, T., van Tetering, D., and Erkin, Z., which is under
review from IEEE Transactions on Information Forensics and Security.

CHAPTER 6

ZERO-KNOWLEDGE DECISION TREE

This chapter answers to the research question Q5. In this chapter, we give a novel ap-
plication of zero-knowledge matrix lookup arguments to the domain of zero-knowledge
decision trees. The model owner can prove the performance and correctness of a de-
cision tree by releasing a commitment and proving zero-knowledge statistics over the
committed data structure. Our scheme based on lookup arguments has succinct veri-
fication. The prover’s time complexity is asymptotically better than the state of the art
and is secure in a strong security model where the commitment to the decision tree can
be malicious. This chapter is a copy of the paper titled “Lookup Arguments: Improve-
ments, Extensions and Applications to Zero-Knowledge Decision Trees” by Campanelli,
M., Faonio, A.*, Fiore, D,, Li, T.*, and Lipmaa, H. (in alphabetical order), in Public-Key
Cryptography (PKC 2024), pp. 337-369, 2024.

CHAPTER 7

DISCUSSION

This chapter discusses the answer to the main research question. This chapter sum-
marizes the conclusion of the thesis and the future work according to the findings in
Chapter 2 to Chapter 6. Based on that, this chapter addresses how much and how well
the research question is answered in the thesis.

In summary, here we list the publications that are included in the main chapters of
the thesis.

1. Li, T., Erkin, Z., and Lagendijk, R. L. “Privacy-Preserving Bin-Packing with Differ-
ential Privacy”, in IEEE Open Journal of Signal Processing vol. 3, pp. 94-106, 2022.

2. Li, T, Xu, L., Erkin, Z., and Lagendijk, R. L. “Trajectory Hiding and Sharing for
Supply Chains with Differential Privacy”, in 28th European Symposium on Research
in Computer Security (ESORICS 2023), pp. 297-317, 2023.
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3.

Li, T., Kromes, R., Erkin, Z., and Lagendijk, R. L. “PrivIrack: Privacy-Preserving
Trajectory Tracking for Supply Chains", under review from IEEE Transactions on
Dependable and Secure Computing.

Li, T., van Tetering, D., and Erkin, Z. “Robust Small-Scale Collaborative Learning
against Inference Attacks Using Multi-Party Selection and Differential Privacy",
under review from [EEE Transactions on Information Forensics and Security.

Campanelli, M., Faonio, A.*, Fiore, D., Li, T.*, and Lipmaa, H. (in alphabetical or-
der), “Lookup Arguments: Improvements, Extensions and Applications to Zero-
Knowledge Decision Trees”, in Public-Key Cryptography — PKC 2024, pp. 337-369,
2024.

Also, the following publications were published during the PhD study but are not
included in the thesis since they are less relevant to the topics developed in this thesis.

6.

10.
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DATA ANONYMIZATION

With the emerging of e-commerce, package theft is at a high level: It is reported that 1.7
million packages are stolen or lost every day in the U.S. in 2020, which costs $25 million ev-
ery day for the lost packages and the service. Information leakage during transportation
is an important reason for theft since thieves can identify which truck is the target that
contains the valuable products. In this paper, we address the privacy and security issues in
bin-packing, which is an algorithm used in delivery centers to determine which packages
should be loaded together to a certain truck. Data such as the weight of the packages is
needed when assigning items into trucks, which can be called bins. However, the informa-
tion is sensitive and can be used to identify the contents in the package. To provide security
and privacy during bin-packing, we propose two different privacy-preserving data pub-
lishing methods. Both approaches use differential privacy (DP) to hide the existence of any
specific package to prevent it from being identified by malicious users. The first approach
combines differential privacy with k-anonymity, and the other one applies clustering be-
fore differential privacy. Our extensive analyses and experimental results clearly show that
our proposed approaches have better privacy guarantees, better efficiency, and better per-
formance than the existing works that use either differential privacy or k-anonymity.

This chapter is a copy of the paper titled “Privacy-Preserving Bin-Packing with Differential Privacy” by Li, T.,
Erkin, Z., and Lagendijk, R. L. in IEEE Open Journal of Signal Processing vol. 3, pp. 94-106, 2022.
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2.1. INTRODUCTION

Today, data plays an important role in our modern society. Many services such as trans-
portation, supply chain logistics and healthcare are heavily dependent on data. On
the one hand, more data improve the quality of services and even enable personalized
ones. On the other hand, the collected data pose a serious threat in terms of privacy
violations since the collected data are mostly privacy-sensitive or commercially valu-
able [1]. Considering container management systems for the transportation of goods,
in the largest ports around the world, thousands of containers per day are being trans-
ported [2]. Trucks bring containers in and out, and while doing so, it is commercially
important to use the container space as much as possible. To utilize the container space
efficiently, different companies share the trucks to transport their products, and opti-
mization algorithms are proposed to arrange the packages in containers [3, 4]. While
doing so, it is also important to protect the commercially sensitive package data since
such data can be obtained by malicious entities, resulting in the theft of certain products
from the ports [5, 6]. As reported in a survey with 2000 respondents who have shopped
online in the last 12 months [7], 43% of them reported a package stolen in 2020. Among
them, 64% had more than one package stolen. Also, it is mentioned that information
leakage is an important reason for truck theft, and thieves know which truck is the target
that contains the valuable products [5]. In some cases, only the targeted products are
stolen [8].

There are different processes during the transportation of packages that may leak
information. In this paper, we address the privacy and security issues in bin-packing.
The information of packages is needed when assigning items into bins. However, the
information is sensitive and can be used to identify the contents in the package. Thieves
can infer an iPhone or a MacBook in the package with a specific weight and volume since
it always has the same weight and volume.

To protect data privacy and simultaneously use the optimization algorithm for better
container management, the authors in [9] proposed a method to solve the bin-packing
problem under privacy preservation. In that work, k-anonymity, which is a well-known
technique for data anonymization [10], is used to publish anonymous container data.
The authors use two k-anonymous algorithms: k-Optimize [11] and Flash [12], to pub-
lish data in a privacy-preserving manner. For every record in the dataset, there are k—1
same other records in the same dataset so that the record is indistinguishable. The au-
thors use stochastic programming and robust optimization to address the uncertainty
introduced by the k-anonymous published data that are fed to the optimizer. The au-
thors clearly point out the trade-off between privacy guarantees and accuracy. However,
the work completes computation in the order of minutes to hours for 25 or 50 items,
which is with low efficiency. Meanwhile, the work is sensitive to the homogeneity attack
since attackers can know the sensitive information if all the k tuples of quasi-identifiers
share the same value in the sensitive attribute. Also, it is sensitive to the background
knowledge attack since attackers can know the sensitive information based on some
background knowledge. For example, there are k same packages, but the attacker knows
the destination of the targeted package, and only one out of the k packages is heading to
the targeted destination [13].

Machanavajjhala et al. [13] introduced [-diversity to mitigate attacks that exploit
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similar sensitive attributes within the same k-anonymous group. A dataset satisfies /-
diversity if each quasi-identifier group has at least I diverse sensitive values, adding com-
plexity to an attacker’s attempts to infer individual data. However, Li et al. [14] noted
that [-diversity overlooks semantic relationships between sensitive values. They pro-
posed t-closeness, which maintains that the distribution of sensitive attributes in each
k-anonymous group is similar to that of the overall dataset, with ¢ as the threshold for
allowable distance. While z-closeness offers stronger privacy, it can be challenging to
implement, as setting an appropriate ¢ is difficult, and some sensitive attributes may
inherently skew the distribution, limiting its practicality [15].

Besides approaches using k-anonymity, there are different privacy-preserving opti-
mization methods, such as [16-18], in which only the optimization process is privacy-
preserving. In these works, the optimizer knows the original information of packages
and containers, which raises privacy risks in that the optimizer can be malicious by mis-
using the data or leaking information to other malicious users.

In this paper, we address the bin-packing problem as in [9]. In the adversary model,
we assume that package data is anonymized and published in public. Then the pub-
lished dataset is used for bin-packing optimization. The adversary aims to infer the con-
tent in the packages and locate the truck in which the target package is placed. They
have access to the anonymized dataset, but they do not know the privacy parameters
used for anonymization, such as k for k-anonymity or €, for differential privacy.

To protect against the adversary, we focus on Differential Privacy (DP) [19, 20] instead
of k-anonymity for two reasons: 1) to provide better privacy protection and 2) to achieve
better efficiency in terms of run-time such that our proposals can be considered feasible
in practice. We propose two algorithms based on DP:

* Differential privacy with k-anonymity. We first generate a lattice including all the
possible generalization results of the input dataset with a given hierarchy, and then
use the exponential mechanism [21] to output a specific generalization according
to the utility. This method adds noise to the mapping function, which involves
sampling, suppression and generalization selection. This method can reach a low
value of ¢ for differential privacy and show low uncertainty based on the preset
generalization hierarchy. However, the sampling and suppression result in only a
proportion of data being processed.

* Differential privacy with clustering. We first cluster the data based on the number
of occurrences, and then add Laplacian noise [20] to each cluster. This method di-
rectly adds noise to the data, resulting in a shorter run-time but introducing more
noise, which has an impact on the performance.

Our security analysis and experimental results clearly show that our proposed methods
provide better privacy and security guarantees than the previous work by comparing
the probability of identifying the targeted package. The experiments show that the run-
time of our proposed methods is significantly low, 0.1 seconds for 50 packages, while the
previous work [9] needs several minutes or hours for anonymization. Also, the proposed
methods achieve a comparable packing performance to the previous work [9].

The rest of the paper is organized as follows. In Section 2.2, we explain the prelimi-
naries including differential privacy and k-anonymity. In Section 2.3, we present related
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works about the existing privacy-preserving data publishing methods and optimization
methods. Then Section 2.4 shows our two differential privacy-based data publishing
methods followed by the security analysis in Section 2.5 and experimental results and
analysis in Section 2.6. Finally, we give the conclusion and discussions in 2.7.

2.2. PRELIMINARIES

2.2.1. DIFFERENTIAL PRIVACY

Two datasets D and D’ are neighbouring datasets if they only differ in one or zero rows
of data, and an algorithm A satisfies e-differential privacy (e-DP) if and only if for neigh-
bouring datasets D, D" and any set O < range(A) [19, 20]:

Pr[A(D) € O] < e Pr[A(D") € O]. 2.1

However, the guarantee is so strong that it is very hard to be implemented, and it
is excessive in many situations [22]. To make it more practical, parameter § serves as a
small error factor in the equation. A satisfies (¢, §)-differential privacy if:

Pr[A(D) € O] < e°Pr[A(D") € O] +6. (2.2)

Based on the definition, the Laplace Mechanism and the Exponential Mechanism are
two widely used mechanisms that satisfy differential privacy.

THE LAPLACE MECHANISM.

It is the most general mechanism for differential privacy, and it adds Laplace noise [20].
To add the noise, the mechanism applied Laplace distribution which is centred at zero
with a scale parameter b:

_ _1 _lxl
Lap(x|p=0, b) = b exp( b ). 2.3)

We use Lap(b) to denote density Lap(x | =0, b). Then for the query f : DN — R,
a randomized algorithm A satisfies e-differential privacy if € > 0, k is the dimension of
the dataset, and y; is the noise added to dimension i:

AD, f,e)=fD)+ O .. y&)

A
and y; ~ Lap(%).

(2.4)

In Equation 2.4, A f is the sensitivity for the query f: DV — R, and the [, - sensitivity
(Af) is defined as:

Af= max [1f ) - FXDIh. (2.5)
X,X'EDN:HXfx’Hlsl
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THE EXPONENTIAL MECHANISM.

The exponential mechanism [21] is a technique for designing algorithms with differen-

tial privacy. In the exponential mechanism, a utility function u: DN x R — R is defined

to access the utility of each element input n € R, where D is the domain and R is a range.

Then a measure p is used to assign a large probability of elements with a large utility.
With the utility function u, we calculate the sensitivity (Au) of the utility function as:

Au =max max lu(X, n) - u(X',n)l, (2.6)
neR X, X'eDN:||X-X'|l1=1

and the output probability of the exponential mechanism is defined as:

¢ B _exple-ulX,0)-u)
PrlA} A, (X)=r€R] = T exp (@ - uX,n) - pmdn’

(2.7)

which satisfies e-DP (where € = 2¢'Au).

2.2.2. BIN-PACKING PROBLEM
The bin-packing problem is an NP-hard optimization problem [23]. A real example is
how to load packages into a minimum number of containers while avoiding overload-
ing nor oversizing. The problem can be considered with different dimensions: weight
and volume (height, width and length), which means that the problem can be with 1-D
(weight or volume), 2-D (weight and volume) or 4-D (weight, height, width and length).
In this paper, we formulate the bin-packing problem as proposed in [24]. Consider-
ing 1-D bin-packing problem, for n items (or packages), we load them into the minimum
number of bins (or containers). w; is the weight of item j € N, where N = {0,1,2,...,n},
and all the bins have capacity c. We define the decision variables y; and x;,; as follows:

o 1 ifbin i is used, 2.8)
Y1730 ifbin i is not used, '
1 ifitem j isloaded in bin i, 2.9)
X;i= .
"7 1o ifitem j is notloaded in bin i.

Given y; and x;,j, as shown in Equation 2.8 and 2.9, the formulation of the 1-D bin-
packing problem is:

min ) y;, (2.10)
ieN
s.t ) wjxij<cy; YieN, (2.11)
JEN
Y oxij=1 Vi,j€N. (2.12)
ieEN

In Equation 2.10, the objective is to minimize the number of bins, and the two con-
straints ensure that every bin is not overloaded and one item can only be loaded into one
bin.
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2.2.3. THE FRAMEWORK FOR BIN-PACKING

Figure 2.1 shows the framework used in this paper. The framework was proposed in [9],
including two modules: the data publishing module and the optimizer module. In the
data publishing module, we apply anonymization methods to the private dataset and
publish the differentially private (DP) dataset to the public. Then the optimizer mod-
ule gets data from the public and applies optimization to solve the bin-packing problem
using the anonymous data. The whole framework is privacy-preserving since the opti-
mization is based on anonymous data.

Ny Uy U I T T T T T T T T T I
| | | ] I |
| Anonymization Publlsh | l Get |
I e —— > ) T Vo |V

- [ ata | | Data q‘
1 | 1

1 | Public | Optimization Solution |
| Private dataset DP dataset | | |
1 Data Publishing : : Optimizer :
O | S U M

Figure 2.1: Framework overview.

2.3. RELATED WORK

Data anonymization is a technique to achieve privacy protection in data mining. The
idea is to analyze data without revealing users’ sensitive information [25]. Among many
approaches, data perturbation methods [26, 27] attracted significant attention in recent
years. By applying data perturbation, a certain amount of noise is added to the raw
dataset to achieve data anonymization. The noise decreases the utility of the dataset
while preserving users’ privacy by adding uncertainty to the dataset. Two widely used
methods are k-anonymity [10] and differential privacy [19, 20], which are based on data
generalization and adding random noise.

The concept of k-anonymity was introduced by Samarati and Sweeneyin 1998 [10]. A
dataset is k-anonymous if, for each individual in the dataset, there are at least k—1 other
individuals which show the same value. There are a variety of k-anonymous algorithms
for data anonymization. For example, Datafly [28] is a heuristic k-anonymous algorithm,
which generalizes the quasi-identifiers showing the most distinct values. Mondrian [29]
is another modern k-anonymous algorithm proposed by LeFevre et al. By using kd-tree,
Mondrian splits the dataset and reconstructs it with equivalence classes whose size is at
least k. Also, Emam et al. [30] proposed OLA, which achieves k-anonymity by using a
pre-defined generalization hierarchy with generalization rules for each attribute.

In 2019, Hoogervorst et al. [9] applied k-anonymity to the bin-packing problem
to publish the weights of packages. The authors used full domain generalization and
partition-based single-dimensional recoding to generalize the data. Also, two k-anony-
mous algorithms: k-Optimize [11] and Flash [12], are evaluated. However, k-anonymity
is sensitive to the homogeneity attack and the background knowledge attack [13]. Mean-
while, k-anonymity brings uncertainty for the optimization, so the authors also applied
stochastic programming and robust optimization to improve the performance of bin-
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packing. As far as we know, this is the only literature which applied anonymization tech-
niques to the input data for bin-packing instead of proposing a privacy-preserving opti-
mizer.

Different from k-anonymity, differential privacy aims to hide the existence of any
single row of data in the dataset. Differential privacy can be applied to either add noise
to the output of a certain query (such as the optimization in [16]) or add noise to the
dataset [26, 31-34]. The work of [33] and [34] consider the trajectory data release using
differential privacy. Hyukki Lee and Yon Dohn Chung [26] released the medical micro-
data in a differentially private way. They applied generalization, suppression and in-
sertion to add noise to the data. Moreover, they used the exponential mechanism to
maximize the utility of the output dataset. The CASTLEGUARD [32] applied the Laplace
mechanism to the numerical data to get a differentially private dataset, but the output is
noisy and sparse with a low value of . Also, Holohan et al. [31] applied k-anonymity to
part of the attributes and differential privacy to the rest. Similar to the work of CASTLE-
GUARD, they also applied the Laplace mechanism to the numerical data. Besides, they
gave a confidence interval for the perturbation. We used this method in Section 2.4.2.

Overall, from the literature, there are two main techniques for data anonymization:
k-anonymity and differential privacy. However, k-anonymity based approaches are sen-
sitive to background knowledge attacks and need a long run time (several minutes or
hours) to find the optimal. Meanwhile, existing differential privacy based methods in-
troduce large noise to the dataset for bin-packing problems, which can influence the
performance. To achieve better efficiency, better privacy guarantees (compared to k-
anonymity solutions) and better performance for bin-packing (compared to the existing
differential privacy solutions), we propose two different approaches by (1) combining
the use of k-anonymity and differential privacy and (2) applying clustering with differ-
ential privacy.

2.4, DATA ANONYMIZATION USING DIFFERENTIAL PRIVACY

In this section, we present two data anonymization methods based on differential pri-
vacy with different approaches and strengths. The first method combines differential
privacy and k-anonymity using preset generalization hierarchy and the differentially pri-
vate node selection method, which shows better privacy guarantee but lower efficiency.
The second method adds Laplace noise to the data in each cluster, which works more
efficiently since all items are considered each time, but it is with a lower privacy guaran-
tee.

2.4.1. DIFFERENTIAL PRIVACY WITH K-ANONYMITY

This subsection shows a data anonymization method that combines differential privacy
with k-anonymity. We firstly generalize data based on the full-domain generalization
method and construct a differential private mapping function based on a k-anonymous
algorithm OLA [30]. Then we prove that the new k-anonymization method satisfies dif-
ferential privacy.
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FULL-DOMAIN GENERALIZATION

Full-domain generalization [35] is a widely used method for recoding [10]. For different
quasi-identifier attributes Q;, a generalization function ¢; is defined as ¢; : Do, — Dg;,
and D, <p Dg,;, which means that Dg, is generalized from Dq,. D, is the original
dataset and Dg;, is the generalized dataset. For each value g € Dy, ¢»; mapsitto g € Dg;,,
and we can get that g € y* (g) (which means that g is a generalization of ¢), or g = g. In
a full-domain generalization, all values g for all attributes Q; are replaced by ¢;(qg).

Level 3

Level 2

Level 1 | 11-13 ‘ ‘ 13-15 ‘ | 15-17 | | 17-19 |
v v v v

Level 0 | 12 ‘ ‘ 14 ‘ | 16 I | 18 |

Figure 2.2: An example full-domain generalization.

In Figure 2.2, we give an example of the possible generalization of four values {12, 14,
16,18}. For the value 12, we can generalize it into “11-13" or “11-15" or “11-19" or re-
main as “12". By generalization, we add some uncertainty to the data, which can de-
crease the utility but better protect privacy. The generalization is independent of data
distribution, and instead, it is determined by the attribute. Also, with the generalization,
the generalized value of different inputs may be the same, such as “12" and “14" may
both output “11-15". The full-domain generalization method is used for k-anonymity
since it reduces utility (with more generalization) to achieve k-anonymity. However, the
generalization can only be used for 1-D bin-packing problems, since it is not possible to
generalize a 2-D tuple in a same way. In this paper, we combined OLA and differential
privacy to show a solution.

LATTICE-BASED STRUCTURE
Firstly, we define different levels to show how much an attribute is generalized. As shown
in Figure 2.2, level zero means that no generalization is applied, and level three means
that the data is fully generalized. Based on the definition, we use a lattice-based struc-
ture to decide how many generalizations should be applied when using the full-domain
generalization. The structure is proposed in a k-anonymous algorithm OLA [30]. Fig-
ure 2.3 gives an example when there is only one attribute, and <0 >,<1>,<2>,<3 >
are all the nodes in the lattice.

Then we expand it to be with two attributes as shown in Figure 2.4. Each node indi-
cates a different generalization of an attribute. The lattice becomes larger with a deeper
full-domain generalization hierarchy or more attributes.
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Max Generalization
__—--111-19
Level 3 - 11-19
11-19
Possible Generalization

,,,,, -] 15-19
Level 2 Q 11-15

11-15

Possible Generalization
Levell ° oo ——117-19
13-15

11-13

Original
Level 0 o [
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Figure 2.3: An example lattice with level 2 for one attribute.

Max Generaliztion

(11-20, 11-20)
(11-20, 11-20)

Possible
Generalization

(11-15, 11-15)
(16-20, 11-15)

Input Data

(12, 13)
(19, 11)

Figure 2.4: An example lattice with level 2 for two attributes.

APPLICATION OF DIFFERENTIAL PRIVACY

Li et al. [22] give the idea of differential privacy under-sampling (B, €,)-DPS where f is
the sampling factor, € is the privacy budget, and 6 is the small error factor for differential
privacy. The sampling means that every record is only with probability § being selected
from the original dataset, otherwise it is removed. For an algorithm A, if AP ise-DP A
satisfies (B, ¢,5)-DPS. AP means that the dataset is firstly sampled with probability 8, and
a smaller § results in a smaller €. The same paper also proves that if the mapping func-
tion A,, of a k-anonymization algorithm satisfies €, -DP, the k-anonymization algorithm
satisfies (,€,0)-DPS where

ez—-In(1-p) +ey, (2.13)

n
§=d(k,f,e~e1)= max Y. fGinp),
mnzlyl j>yn (2.14)
(e 1 -1+p)
66—61

’}/:

’
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in which f(j;n, B) returns the probability of achieving j successes in 7 trials and the
probability of a successful trial is .

Algorithm 1: Differential privacy with k-anonymity
Input: Input dataset D;,, privacy budget ¢;
Output: Differentially private dataset D,
: Apply the f sampling to D;,, and get D),
: Construct the lattice generalizations for attributes of D', |
: Calculate the utility of each node by Equation 2.15
: Compute the probability for every node to be selected as the output (using the
exponential mechanism with €;)
: Randomly pick a node n; according to the probability
: Generalize the dataset D, for n;
: Suppress the records which do not satisfy k-anonymity
: return D,
. Note: sensitivity Au can be calculated anywhere and the algorithm satisfies
2e1Au-DP

=W N =

© o N O U

Based on the definition of e-DP k-anonymization algorithm, we present Algorithm 1.
We firstly apply the sampling, which means that every record is with a probability § being
selected from the original dataset. In the second step, we generate the lattice based on
the generalization hierarchies. Then in step 3 in Algorithm 1, we calculate the utility
of each node using the utility function in Equation 2.15 with consideration of privacy
and information loss. Intuitively, we want the algorithm with a higher privacy guarantee
and lower information loss. For the privacy part sup(D, n), we consider k-anonymity in
terms of the proportion of the suppressed data. For the information loss part gen(D, n),
we consider how many levels have been generalized.

u(D,n) =sup(D,n)-gen(D,n), (2.15)
where D |
sup(D, n) = —2-AROMYMILYL 1 9y 2.16)
|me|
1 Na na.
enD,n)=1-— )Y ————€[0,1]. 2.17)
g Na FZI |FDGy|

Equation 2.15 shows the trade-off between the information loss (gen(D, n)) and the
privacy concern (sup(D, n)). Ideally, the output node is with the highest utility value.
In Equation 2.16, we choose the remaining proportion of the dataset to ensure that a
higher value of sup(D, n) represents better privacy guarantee. In Equation 2.17, N4 is
the number of attributes, n4; is the generalized level, and |[FDG 4, | is the fully generalized
level.

Based on the utility function and Equation 2.7, we can calculate the output proba-
bility of the exponential mechanism in step 4 in Algorithm 1 as shown in Equation 2.18.
With the output probability for each node, a node is selected as the output node.
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exp (€ - u(D, 1)) - u(t)
Jrexp (e ulD,n)-unydn

PrlA¢ . (D)=teR]=

u,Au

(2.18)

Equation 2.18 satisfies e-differential privacy (where € = 2¢/Au), and the sensitivity
(Au) of the utility function is:

Au = max max lu(D, n) — u(D', n)|. (2.19)
neR D,D'eDN:||D-D'||; <1

The sensitivity shows the maximum change of the value of the utility function if we
change only one row of data in the dataset. For the utility function in Equation 2.15,

Au =max max |u(D, n) — u(D', n)|

neR D,D'eDN:||D-D'||; <1
= max max lsup(D,n)—sup(D’,n)|

neR D,D'eDN:||D-D'||; <1 (2.20)
-gen(D, n)
<| (D, n) (D,n) + i | i
<|supD,n) - |sup(D,n)+ — || = —.

P P DI)' DI

With the equations, the mapping function satisfies €; -DP with the exponential mech-
anism, so Algorithm 1 satisfies (f,¢,5)-DPS as in Equation 2.13.

DISCUSSIONS
The proposed method can be expanded to be used for different data anonymization
tasks with both categorical and numerical data. Also, the method can be applied to
datasets with different dimensions. The proposed method can be used as a general
scheme, but we only consider it for the bin-packing use case in this paper.

Meanwhile, the complexity of the approach is influenced by the number of attributes
and records of a dataset. When the number of attributes increases, the lattice will in-
crease exponentially, resulting in a long run time.

2.4.2. DIFFERENTIAL PRIVACY WITH CLUSTERING
This subsection shows another anonymization method in which we adopt clustering be-
fore applying the Laplace mechanism, as shown in Algorithm 2.

Section 2.3 shows that we can add noise to the raw dataset to satisfy differential pri-
vacy, which is used in [31] and [32]. In the bin-packing problem, all the attributes are
numerical, so we can add Laplace noise to the value of each attribute (v;) as:

/ Av;
v, =vi+Lap T , (2.21)

where Av; = max(v;) —min(v;). Here the sensitivity is defined as the difference between
the largest and lowest possible weight. If the weight is anonymous among this range, it
is anonymous among all the packages.

By adding Laplace noise, the output v} satisfies e-DP. However, sometimes customers
do not want to change the value of their products. For example, the weight is 10kg and
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the volumeis 1m3, and we publish it as 12kg and 0.8m3. However, for express or logistics,
the price is based on weight and volume. It can cause a problem if the differentially
private value is not close to the accurate one. Considering this problem, the published
dataset is only used to optimize the bin-packing problem, such as how to load packages
into a minimum number of containers. Also, we introduce a confidence c € [0,1], and
Holohan et al. [31] show that the probability

Pwielvi—revi+rd)=c, (2.22)

A .
where r; = _2b In(1-c¢). (2.23)
€

By applying that, we can publish an interval instead of a single value. With the confi-
dence c, we can control the probability of whether the accurate value is in the interval.

Equation 2.21 shows that the noise is influenced by outliers, such as the extremely
large or heavy packages. In order to reduce the influence of outliers, we adopt clustering
before applying differential privacy.

Here the clustering is based on the proportion of occurrence. For example, we can
divide the input dataset into five parts by 5%, 30%, 30%, 30% and 5%. By applying the
clustering, we can ease the problem of outliers, but it only satisfies differential privacy
within each cluster. Most data are anonymous among the 30% records, which show sim-
ilar weights or volumes.

To some extent, the clustering method extends the restriction of differential privacy.
The proposed method anonymizes any single record among its cluster instead of the
whole dataset. It is a trade-off between utility and privacy. There are thousands of pack-
agesinreal use, and being anonymous among its cluster, which is with hundreds of pack-
ages, is still secure, as shown in Section 2.5.

In Algorithm 2, the sensitivity is calculated for each cluster with complexity O(n,),
and the noise is added to the weight of each package with complexity is O(n), so the
complexity for Algorithm 2 is O(n.) + O(n,) where 7, is the number of clusters and n,, is
the number of packages.

Also, the differential privacy with clustering method can be expanded to different
data anonymization tasks, but it is restrictive since only numerical data with low dimen-
sions can be considered. With high dimensions, there are a large number of clusters,
and only a few records are in each cluster, which makes it infeasible. In this paper, we
consider the bin-packing problem, which is a suitable use case for the approach.

2.5. SECURITY ANALYSIS

This section analyzes and compares the privacy guarantees provided by the k-anonymity
method in [9], the DP with k-anonymity method and the DP with clustering method in
Section 2.4. As mentioned in Section 2.3, the work of [9] is the only literature which con-
sidered privacy in bin-packing. There are other works which applied differential privacy
for anonymization, such as [31], but the privacy guarantee is the same as our proposed
approaches since differential privacy is applied to all of them. For that work, the perfor-
mance for bin-packing is further compared in Section 2.6.
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Algorithm 2: Differential privacy with clustering

Input: Input dataset for de-identification D;j,

Output: Output dataset D,y

Sort D;j,

: Apply clustering to D;;, based on the proportion of occurrence

: Calculate Av; for each cluster

: Calculate v} by adding Laplace noise to each cluster using Equation 2.21
: Calculate the interval of each v} using Equation 2.22 and 2.23

Get Dy,; by combining the output of each cluster

: return Dy,

U B N T N

In this paper, we assume that the adversary knows the accurate information of one
package and wants to identify this package from the anonymous output. If the adver-
sary can identify the package, they know which container the package is loaded to, and
can thus track the package. To quantify how well privacy is protected in this scenario,
we compare the probability that an adversary can identify the correct package from the
output dataset.

In the work of [9], only k-anonymity is considered. Each row of data occurs at least
k times in the output dataset. We can calculate the probability of identifying the same
package from the output dataset given the information of the target package, as shown
in Equation 2.24. In the scenario, the adversary knows the original weight a; (such as
a; = 12) and wants to identify which b; is its output. The adversary first finds all possible
b; which show the correct generalization for a; (such as [10, 15]). Based on the definition
of k-anonymity, there are at least k possible b; showing the same generalization [10, 15],
so the probability is at most 1/k.

. (2.24)

| —

Prlidentify correct b; € Doy of ararger € Dipl <

In the differential privacy with k-anonymity method in Section 2.4.1, we add uncer-
tainty to the dataset using sampling, generalization and suppression. Compared to the
work of [9], this approach applies f random sampling and differentially private mapping,
which achieves (f,¢,6)-DP. On the one hand, in the output dataset, every single row of
data is hidden in a crowd. Based on the definition of differential privacy, the probability
of outputting a specific record changes less than e° if we change any record in the in-
put dataset. On the other hand, this approach applies k-anonymity with sampling and
differentially private mapping. The ff sampling adds more uncertainty in that the adver-
sary does not know whether the target package is in the input dataset or not. Even if the
adversary gets all the possible b;, they do not know whether the correct data is included.
Equation 2.25 shows the new probability equation and 0 < § < 1.

1
Prlidentify correct b; € Doy of Grarger € Dinl < ,B%. (2.25)

Besides, the differentially private mapping function provides stronger privacy guaran-
tees. In k-anonymous algorithms, the mapping is usually based on the existence of a
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few values [22]. For example, if the dataset is {1,2,3,5,7,9} and k = 3, one of the possi-
ble generalizations is {[1,3], [5,9]}, which shows the existence of “1, 3, 5, 9" in the input
dataset. The differentially private mapping does not overly depend on any single record
in the input dataset. Each possible generalization can be chosen as the final output con-
cerning their probability from the exponential mechanism [22]. As a result, the mapping
function enhances the privacy guarantee, but it cannot be shown in Equation 2.25.

In the differential privacy with clustering method in Section 2.4.2, we add Laplace
noise to each cluster to hide the existence of any single row of data in each cluster. For
example, if we have a dataset D: {ay, a1, ..., as} with two clusters C;: {ay, a1, a2} and C;:
{as, as, as}. The output dataset is D':

{ap+Lap(61/¢€), a; +Lap(d1/€), ap +Lap(61/¢€), 2.26)
as +Lap(02/€), as+Lap(d2/€), as +Lap(d2/€)} ’
where the sensitivity
0;= max_|ax—ayl. 2.27
i ax,ayecil x—ayl (2.27)

Assume that the adversary knows Xx;qrger = X2 from D and the output dataset D'
They want to identify x, from D’, so they calculates the difference between the accurate
data and the output data, getting:

{Aag +Lap(6,/€), Aay +Lap(6,/€), Aaz +Lap(01/€),

2.28
Aas +Lap(62/€), Aay+Lap(d2/€), Aas +Lap(d2/€)}. ( )

where Aa; = atarger — ai.
If the adversary infers that the noise is generated by the Laplace mechanism, they
know the probability density function for Laplace distribution:

_ o lx—y
f(xl,u,b)—zbexp( b ). (2.29)

Based on the probability density function, the adversary can get the probability equa-
tion:

Pr(identify correct b; € Doy of ararger € Dinl
_ fbrarget — Grarger |0 =0,b= o1/€)

b;—a =0,b=0;/e
b,vEZDW,f( i target |1 ile) (2.30)

fLap(6:1/€) |u=0,b=2051/e)

Y f(Aa;+Lap(6;/e)lu=0,b=6;l¢)
bi€Dout

However, in Equation 2.30, the adversary cannot get access to the value of §; and ¢,
so they cannot get the result of the probability. Meanwhile, Equation 2.30 shows that
Lap(d;/e) influences the output probability. With a high sensitivity §; or a low ¢, the
variance of the Laplace noise is large. The result of the Lap(6;/€) counts equally or more
than Aa;, which can hide any record in the cluster.

In conclusion, both our proposed methods show better privacy guarantees, which
can lower the probability that a potential attacker identifies targeted packages from the
group.
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2.6. EXPERIMENTAL EVALUATION

This section shows the experimental evaluation of the proposed methods in Section 2.4.
We use Python to implement both methods on a laptop with Windows 10 Pro, Intel Core
i7-10710U CPU and 16.0 GB RAM. We use Google Or-Tools [36] for optimization. We
have compared the performance of our proposed methods to the existing methods using
k-anonymity [9] or differential privacy [31] with seven different synthetic datasets.

BPPLIB [37] has given different benchmarks for bin-packing, such as Falkenauer [38],
Scholl [39], and the Randomly Generated Instances [40]. Among them, the datasets are
generated following the uniform distribution with a different number of items (n), ca-
pacity (c), minimum (1) and maximum (u) values. These datasets have a variety of com-
binations of these four factors (n, c, 1, u) to test the performance of the optimization
algorithms for bin-packing. However, this paper focuses on evaluating the proposed
anonymization algorithms in terms of the performance for bin-packing, feasibility and
run-time, instead of assessing the optimization methods. In the experiments, we con-
sider more distributions such as normal distributions and uniform distributions, but
fewer combinations of the four factors. To properly evaluate both proposed approaches,
different instance settings are applied, and the settings are further introduced in Ta-
bles 2.1 and 2.2.

This section first shows the optimization methods for bin-packing and introduces
the factors to evaluate the performance. After that, we demonstrate the performance of
the proposed methods, in which the instance setting and performance analysis are in-
cluded. Finally, we compare the performance of our proposed approaches to the existing
works.

2.6.1. OPTIMIZATION METHODS

Equation 2.10 shows how the standard optimization works, and the optimization result
is the number of bins needed to load all the items. Note that the bin-packing problem
is computationally NP-hard. The optimization method is how the problem is solved,
so the optimization methods influence the global performance in terms of run time and
whether the optimal is found. There are different optimization methods for bin-packing,
such as the work of [3, 4]. In this paper, the performance of the optimization methods
is not our focus, and we choose a widely used optimization tool (Google Or-Tools) in all
the experiments and set a time limit (1 minute) for optimization.

In the experiments, we can apply the upper bound or the mean value to the standard
optimization for the anonymous data. With the upper bound, the optimization for Al-
gorithm 1 is ensured to be feasible for the containers. The optimization for Algorithm 2
is feasible with at least the probability of the confidence ¢ in Equation 2.22. With the
upper bound, the solution is feasible to the containers, but it can also lead to container
space waste since the weights can be largely overestimated. With the mean value of the
interval, we can avoid the overestimated weights. However, it also increases the risk that
the container is overloaded, making the solution infeasible to the constraints.

2.6.2. PERFORMANCE METRICS
To evaluate the performance of the proposed methods, we introduce different factors.
Also, to mitigate the influence of the randomness for differential privacy, every experi-




40 2. DATA ANONYMIZATION

ment is carried out ten times, and the average is used as the result.

Objective ratio (0/0,). o is the optimization result using the output data from the
proposed algorithms, and o, is the optimization result using the original data. The opti-
mal objective ratio is 1, since a ratio larger than 1 means more bins are used, and a ratio
less than 1 means some bins must have violated the restrictions.

Feasibility f. For each bin b;, the optimization result using the anonymous data
can violate the constraints in Equation 2.10. For example, two anonymous items whose
weights show as {11.2,13.6} are loaded to a container with capacity = 25, but the accu-
rate weights of these items are {12,15}, which violates the constraint. To evaluate how
often the violation happens, we use the feasibility value f to represent the proportion of
the bins that satisfies all the constraints using the accurate data. If B = {by, b; ..., by,} is
the optimization result that uses m bins to load all the items and D(b;) is the accurate
weights of the items in bin i, then

_ Xpe8bi, Dby)

! IB|

) (2.31)

0 ifbin i violates constraints,
where g(b;, D(b;)) = . (2.32)
1 otherwise.
Anonymization time t,. The run-time to run the proposed methods. We use the
anonymization time to evaluate the efficiency of the methods.
Suppression rate. We introduce the suppression rate to evaluate how much data is
suppressed in the differential privacy with k-anonymity method.

2.6.3. PERFORMANCE OF DIFFERENTIAL PRIVACY WITH K-ANONYMITY
INSTANCE SETTINGS.

Seven different instance settings are evaluated, as shown in Table 2.1. Similar to the
benchmarks in BPPLIB, we consider uniform distribution in instances I to IV with the
same distribution as the instances used in the work of [9]. Setting I and II have differ-
ent numbers of medium and large items with uniform distribution (U). Similarly, we
increase the capacity from 500 to 2500 to evaluate the small items in setting III and IV.
Also, we add the normal distribution to consider a different distribution. Instance VI is
with a combination of two uniformly distributed sub-sets, which is also with the same
distribution as used in [9]. It is with 25% large items and 75% small items. Instance VII is
generated by [39] with more items (200) and the optimization is hard to be solved. This
instance is supposed to show how well different algorithms work on a larger dataset.

In Table 2.1, c is the capacity of the bins; the weights of all the items are in the range
of [I-c, u-cl]; nis the number of items. Due to the suppression by k-anonymity, the
number of items is larger than the settings for the clustering method in Table 2.2. In the
settings, ‘L’ means large items, ‘U’ means uniform distribution, and ‘N’ means normal
distribution.

PARAMETER SETTINGS.
In the (B, €,0)-DP with k-anonymity method, Equation 2.13 and 2.20 show that:

ez—ln(l—ﬁ)+el:—ln(l—ﬁ)+2€’-%, (2.33)
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Table 2.1: Experimental settings for DP with k-anonymity.

setting c l u n distribution
1.50/L/U 500 0.25 0.75 50 100%: U(125,375)
II. 80/L/U 500 0.25 0.75 80 100%: U(125,375)

II1. 50/S/U 2500 0.05 015 50 100%: U(125,375)
IV.80/S/U 2500 0.05 015 80 100%: U(125,375)
V.50/L/N 500 0 1.00 50 100%: N(250,100)
75%: U(125,250),
VL. 50/L/Un 500 025 075 50 25%: U(250,375)

VII. 200/L 100000 0.2 0.35 200 Asusedin [39]
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Figure 2.5: The performance of the differential privacy with k-anonymity method using the average or the
upper bound of intervals (with €’ = 3). The x-axis is k, and the y-axis is: the objective ratio o/ oy, the feasibility
f, the anonymization time #, (s), and the proportion of the remaining data 1 — suppression.

where § is the sampling rate and €; = 2¢’Au is for the ¢;-DP mapping function. In
the evaluation, we assume that the instances in Table 2.1 are after the f sampling. We
choose the number of k € [2, 6] as the independent variable to evaluate the performance
since the value of € (in Equation 2.33) and é (in Equation 2.14) are both dependent on
k. Meanwhile, we set ¢’ = 3 to achieve a relatively small value of €. For example, with
k=4, |D| =40, f=0.7, we can get ¢ = 1.8. Due to the randomness of differential privacy,
we carry out every experiment ten times and use the average value for evaluation. Also,
it is time-consuming to get the optimal solution for an optimization problem, so we set
a time limit of 1 minute for the standard optimization.

PERFORMANCE ANALYSIS.

Figure 2.5 shows the performance of the differential privacy with k-anonymity method.
We use both the average (avg) and the upper bound (max) of the output intervals as the
input to the standard optimizer. The average performs better than the upper bound in
terms of objective ratio at the cost of feasibility. The weights of items are overestimated
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with the upper bound, leading to a larger objective ratio ranging from 1.0 to 1.2 (k =
6). For the same reason, the optimization results using the upper bound always satisfy
all the constraints. On the contrary, the average weights are closer to the real, but the
weights can be underestimated, resulting in overloaded bins.

For most settings with the upper bound, the objective ratio increases with a higher
value of k. With a larger k, the exponential mechanism is more likely to choose a node
with more generalization to keep a low suppression proportion. With more generaliza-
tion, the upper bound is more overestimated, which increases the objective ratio. Mean-
while, the objective ratio is more close to 1 with a larger dataset. For instance setting VII,
the objective ratio is close to 1 even using the upper bound.

For the flexibility, it is not always equal to 1 if the average bound is applied. The
probability of violation is around 10% to 20%. To mitigate this problem, we can set the
capacity a bit smaller than the real capacity. Also, in practice, we can drop some products
to satisfy the constraints.

The suppression rates are different among different distributions. For uniform dis-
tributions, the suppression is around 10% to 25%, which means that only a small pro-
portion of data are suppressed. For the normal distribution in setting V, the suppression
rises to around 30% since weights are sparse for the large/small items. For a similar rea-
son, values are sparse for the large items with the nonuniform distribution, resulting in
a higher suppression (20% to 30%). When the number of items increases, the suppres-
sion rate is only with around 10% even when k = 35, which shows its advantages in large
datasets.

The suppression also introduces a problem that not all the items are considered for
bin-packing. To deal with that, there are three different approaches:

* Keep the items into the next pool and wait for k items with the same range for
k-anonymity.

 Apply differential privacy directly or apply Algorithm 2 to the suppressed data.

* Consider more about the suppression in the utility function, so the utility function
can guarantee that the output is with a low suppression.

Both the low suppression rates and the low objective ratio show that the proposed
utility function works well. Also, the run-time for the anonymization algorithm is less
than 0.1 seconds to output an anonymous dataset.

Equation 2.33 shows that a smaller k means a smaller ¢, but this is with limits. When
we calculate 6 using Equation 2.14, if k is small, the value of 6 is large. Dwork et al. [41]
show that 6 should be smaller than 1/|D|, where |D| is the number of records in the
dataset. The value of § is large with a small-scale dataset and a small k, but § can satisfy
it with a large dataset and a suitable k. For example, if |D| = 1000, 8 = 0.7,k = 40,e; =1,
we can get § < 6.8 x 10~* < 1/|D|. In real use, there are thousands of items being loaded
everyday. We can select the minimum k, which satisfies the restriction.

2.6.4. PERFORMANCE OF DIFFERENTIAL PRIVACY WITH CLUSTERING
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Figure 2.6: The performance of the differential privacy with clustering method with different confidence
factor c. The x-axis is €, and the y-axis is: the objective ratio o/ oy, the feasibility f, and the anonymization
time t, (ms).

EXPERIMENTAL SETTINGS.
Table 2.2 shows the instance setting, which is similar to the previous method. We only
change the number of attributes since no suppression nor sampling is applied here.

Table 2.2: Experimental settings for DP with clustering.

setting c l u n distribution
1. 25/L/U 500 025 075 25  100%: U(125,375)
II. 50/L/U 500 025 075 50  100%: U(125,375)

III. 25/S/U 2500 0.05 015 25 100%: U(125,375)
IV.50/S/U 2500 0.05 015 50 100%: U(125,375)
V.25/L/N 500 0 1.00 25 100%: N(250,100)
75%: U(125,250),
VI.25/L/Un 500 025 075 25 25%: U(250,375)

VII. 200/L 100000 0.2 0.35 200 Asusedin [39]

In the evaluation, € € [0.5, 1,2, 3,4, 5] is the independent variable. We evaluate the per-
formance with different confidence factors c € [0,0.5,0.7,0.9]. We use the upper bound
for all the intervals as the input to the optimizer. Also, we carry out every experiment ten
times and set a time limit of 1 minute for standard optimization.

PERFORMANCE ANALYSIS.

Figure 2.6 shows the performance of the differential privacy with clustering method. The
approach with a low confidence factor shows a better objective ratio but lower feasibility.
Moreover, all the approaches are robust with different distributions. When ¢ = 0, the
output data is {v; + Lap(A/e)}, which is also the average of the intervals when ¢ # 0.
When the value of ¢ increases, the intervals become larger, and it is more probable that
the accurate data is in the interval. As a result, the increasing upper bounds increase
both the objective ratios and the feasibility. Also, the confidence factor can improve the
feasibility at a small cost of the objective ratio when € is small. For example, when ¢ = 0.7,
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Figure 2.7: The performance of the comparison method (differential privacy without clustering). The x-axis is
€, and the y-axis is: the objective ratio o/ oy, the feasibility f, and the anonymization time ¢, (ms).
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Figure 2.8: The performance of the comparison method (k-Optimize with standard optimizer). The x-axis is
k, and the y-axis is: the objective ratio o/ oy, the feasibility f, and the anonymization time , (s).

the objective ratio is around 1.2, and the feasibility is around 0.9. Although the feasibility
is not always equal to 1, we can mitigate it using a smaller capacity than the real capacity.
Also, in practice, the trucks can remove some products to meet the constraints.

When ¢ increases, all the objective ratios are closer to 1, and all the feasibility in-
creases. If € keeps increasing, both the feasibility and the objective ratio can converge at
1. This shows a trade-off between the privacy concern and the utility for optimization.
With a larger €, less noise is added to the accurate data, so the algorithm has a weak pri-
vacy guarantee and good utility for the optimization work. Also, the anonymization can
be finished within 3 ms.

2.6.5. COMPARISON RESULT

EXPERIMENTAL SETTINGS.

In this section, we compare the performance of our proposed methods to the differen-
tial privacy without clustering approach as used in the work of [31] (in Figure 2.7), and
the work of [9] (in Figure 2.8), which applies two different k-anonymous algorithms (k-
Optimize [11] and Flash [12]) to achieve privacy-preserving data publishing. The experi-
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mental results show that k-Optimize shows the overall best performance [9], so we con-
sider k-Optimize as the comparison method. Meanwhile, we set the minimum interval
as 4 (e.g. 10 — [8,14] — [8,22]...). A smaller minimum interval means a more optimized
k-anonymous output, but the run-time becomes longer.

The instance setting is the same as the differential privacy with clustering method
in Table 2.2. Considering the randomness from the input dataset, we carry out each
comparison experiment ten times and use the average as results.

PERFORMANCE COMPARISON.

Figure 2.7 shows the result if only differential privacy is applied with confidence fac-
tors. It shows a similar result compared to the proposed differential privacy with clus-
tering method. However, the clustering shows a better objective ratio. The objective
ratio is around 1.2 when ¢ = 0.7 (with clustering), but without clustering, the objective
ratio is around 1.4 when ¢ = 0.7, and even higher with an increasing number of items.
Meanwhile, the feasibility is closer to 1 when clustering is applied. The result shows that
the proposed clustering method can improve the original differentially private method
in terms of objective ratio and feasibility. Compared to the differential privacy with k-
anonymity method, our proposed method has better objective ratio (always between 1
and 1.2) and similar flexibility.

Figure 2.8 shows the performance of the k-Optimize method with the standard opti-
mizer. We use both the average (avg) and the upper bound (max) of the intervals to show
how well it works. The average shows a better objective ratio at the cost of the feasibility.
The objective ratio using the upper bound of the k-Optimize output ranges from 1.1 to
1.3 for large items, and is very close to one for small items. Meanwhile, the feasibility
of using the average values range from 0.8 to 0.9 for most settings, while it is very close
to one for setting III and smaller than 0.8 for setting V. For all settings, a larger k always
leads to an increase of the objective ratio since a larger k always means larger intervals
in the output of the k-anonymous algorithm. The run-time for k-Optimize ranges from
10° to more than 10% seconds with 25 or 50 items.

The differential privacy with k-anonymity method and the k-Optimize method have
shown very similar objective ratios and feasibility. Meanwhile, the differential privacy
with k-anonymity method runs much faster than the k-Optimize, which means that we
can expand the proposed method to 2-D or 4-D packing problems while k-Optimize can
not. However, the proposed method is with suppression, while the k-Optimize considers
all the input data. Because of the suppression, the number of rows of the input data is
not the same for both methods, resulting in the differential privacy with k-anonymity
method outperforms the k-Optimize. To better compare these methods, we compare
the result of setting I for the proposed method in Figure 2.5 to the result of setting II for
the proposed method in Figure 2.5. The proposed method is with fewer records in the
input dataset, but it shows better feasibility and better objective ratio when k < 4. As a
result, the proposed method can show a comparable result to the k-Optimize in terms of
objective ratio and feasibility while it is much faster.

Compared to the differential privacy with clustering method, the k-Optimize method
also shows a similar result. For example, when € = 1 and ¢ = 0.5, the proposed method
shows comparable objective ratios and better feasibility than the k-Optimize method
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(k = 4). With larger € and smaller k, the proposed method also shows better objective ra-
tios and feasibility than the k-Optimize method. With both the higher privacy guarantee
or lower privacy guarantee, the proposed method can outperform or show comparable
performance in terms of objective ratio and feasibility. Meanwhile, the proposed method
is much faster.

2.7. CONCLUSIONS AND DISCUSSIONS

We propose two different privacy-preserving data publishing approaches using differen-
tial privacy to solve bin-packing problems under privacy-preserving. By calculating the
probability of identifying the correct item, we prove that both proposed methods can
provide better privacy guarantees than the previous work using k-anonymity. Using dif-
ferential privacy, each item is supposed to be hidden among a group of items instead
of only k items by using k-anonymity. Also, we carry out seven different experiments
based on different data distributions and a different number of inputs. The results show
that our proposed methods are much faster than the k-anonymous approach (from 103
s to less than 0.1 s) without any cost of objective ratio or feasibility. And the proposed
methods are with better performance (lower objective ratio and higher or similar fea-
sibility) than the approach only applying differential privacy. In conclusion, both pro-
posed methods show advantages in privacy preservation and run-time over previous ap-
proaches that only apply k-anonymity or differential privacy while showing comparable
objective ratio and feasibility. Meanwhile, both proposed methods can be used to solve
2-D or 4-D bin-packing problems, and we leave them as future works.

When we apply privacy-preserving methods, the better privacy guarantee always
means the less useful output, so it is important to find the trade-off between these two
aspects. In this paper, we use experiments to show the relationship between privacy
guarantees (k and €) and performance (0/0,, and f). With some performance cost (10%—
20% o/o, and f), the proposed methods can provide good privacy guarantees (such as
€ = 1). A better utility function or a better clustering method can help improve the per-
formance of both proposed methods, and it remains as future works to find how much
the utility function and the clustering can influence the performance factors.
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LOCATION DATA PERTURBATION

With the fast development of e-commerce, there is a higher demand for timely delivery.
Logistic companies want to send receivers a more accurate arrival prediction to improve
customer satisfaction and lower customer retention costs. One approach is to share (near)
real-time location data with recipients, but this also introduces privacy and security is-
sues such as malicious tracking and theft. In this paper, we propose a privacy-preserving
real-time location sharing system including (1) a differential privacy based location pub-
lishing method and (2) location sharing protocols for both centralized and decentralized
platforms. Different from existing location perturbation solutions which only consider
privacy in theory, our location publishing method is based on a real map and different
privacy levels for recipients. Our analyses and proofs show that the proposed location pub-
lishing method provides better privacy protection than existing works under real maps
against possible attacks. We also provide a detailed analysis of the choice of the privacy
parameter and their impact on the suggested noisy location outputs. The experimental
results demonstrate that our proposed method is feasible for both centralized and decen-
tralized systems and can provide more precise arrival prediction than using time slots in
current delivery systems.

This chapter is a copy of the paper titled “Trajectory Hiding and Sharing for Supply Chains with Differential
Privacy” by Li, T., Xu, L., Erkin, Z., and Lagendijk, R. L. in 28th European Symposium on Research in Computer
Security (ESORICS 2023), pp. 297-317, 2023.
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3.1. INTRODUCTION

Today, e-commerce is playing an important role in people’s daily lives. According to
Statista, in 2020, more than two billion people made orders online, with over $4.2 trillion
in transactions. In e-retail, customers care about when they can receive the products,
which raises the demand for logistics. Logistic companies, such as DHL, UPS, aim to
minimize the delivery time while keeping packages safe [1]. Meanwhile, logistic compa-
nies provide a time slot for delivery. Unfortunately, these time slots usually span multiple
hours, which reduces customer satisfaction on many levels [2]. On some occasions, the
delivery time is updated to a new date and time due to transportation problems, causing
frustrations and discomfort from customers. The mismatch between the predicted and
actual arrival time causes problems for both customers and companies. Customers need
to wait longer for the package. For companies, every delay adds to the cost of customer
retention rate, customer acquisition cost, and customer lifetime value [3].

One possible solution is to provide a more precise delivery prediction, e.g. by offering
real-time location data to help calculate the exact delivery time. According to Hublock,
real-time location sharing systems are important and needed in logistics to improve the
transparency of logistics. As a result, companies can improve customer satisfaction and
lower the cost of retaining or acquiring customers [4]. Besides, the system is useful for
disputes and knowing the reason for delays, and unburdening the customer service de-
partment [4]. It is already possible to see the use of real-time tracking, e.g., DHL offers
a live tracking service for selected shipments [5]. Unfortunately, sharing accurate loca-
tions introduces security and privacy issues. According to [6, 7], the accurate location
of trucks can be used for malicious tracking and theft. Imagine that a customer buys a
very cheap product, locates the truck carrying that product, and steals other valuable
packages in the same truck, resulting in economic damage [6, 7].

Given that we want to improve customer satisfaction by providing a realistic time
of arrival and, at the same time, preventing potential theft, it is necessary to provide
technical solutions that achieve both goals. There are existing approaches using gener-
alization [8], adding dummy data [9], applying suppression [10], or using differential pri-
vacy [11] for publishing data with anonymity or privacy concerns. The first three meth-
ods are not suitable for real-time location sharing since they require the background
knowledge of attackers and the whole trajectory as input, which are not available in real-
time tracking since the entire trajectory is unknown when the truck is moving, and the
adversary can carry out different attacks (e.g. malicious tracking or theft) based on back-
ground knowledge, such as the road map of the city. In contrast, differential privacy [12,
13] adds noise to the actual data and provides privacy guarantees, which is a strong can-
didate. Although there are existing approaches to publish location data with differential
privacy [11, 14-16], there is no work considering both real-time location publishing and
continuous trajectory privacy on a real map.

When the adversary holds real road maps, it is challenging to hide the trajectory of a
truck. Even though the noise is added to real trajectory points, the published trajectory
points are possibly up and down to the actual route, which can be de-noised using a
filter or analysis. Meanwhile, it is important to add proper noise considering the road
density. It is sufficient to add slight noise to anonymize the road for a truck moving with
high road density, such as in the city centre. However, with the same noise, the actual
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trajectory is distinguishable if the truck moves in an area with low road density, such as
the countryside.

In this paper, we consider a network of logistic companies sharing location data with
their customers using a location sharing platform. For different privacy-preservation
needs and settings, protocols for centralized and decentralized platforms are needed.
On the one hand, large enterprises can build their own centralized solutions. On the
other hand, decentralized solutions are needed for small and medium-sized enterprises
(SMEs), which occupy more than 90% of business in Europe [17]. SMEs often share sim-
ilar needs but lack the technical resources to build or digitize their own supply chains. A
platform shared by SMEs is desired to achieve the same functionality [18]. Blockchain is
a candidate for the decentralized solution since it is traceable, immutable and transpar-
ent [19].

For trajectory hiding and secure location sharing, we focus on cities for package de-
livery and omit motorways. Location data of the Truck is reported based on regular in-
tervals using the location sharing platform. The Sender and Receiver of a package in
the Truck can access that information, which is used for estimating the time of arrival
or any other optimization purposes. Note that using only the location perturbation al-
gorithm cannot guarantee that the location is shared in a privacy-preserving manner on
the platform. In order to provide protection, only the owner of a package and the cor-
responding delivery company should know the location information. We achieve this
goal with cryptographic tools. Our proposal is effective regardless of the structure of the
platform, which can be centralized or distributed, e.g. utilizing blockchain technology.

In summary, our contributions are as follows:

* We present a privacy-preserving location sharing system for logistics, including a lo-
cation perturbation algorithm together with location sharing protocols, for tracking
packages in (near) real-time to provide more precise arrival prediction than time slots.
To the best of our knowledge, this is the first paper that considers real road maps and
attacks for location perturbation.

* To prevent potential theft, we use differential privacy and geo-indistinguishability with
different privacy levels for corresponding receivers. Our concrete privacy analysis and
proof indicate the proposed approach provides better trajectory privacy preservation
under real road maps and possible attacks than existing works. The detailed experi-
ments show how privacy parameters are selected and how the utility remains in terms
of arrival prediction. Also, the run-time is in the order of nanoseconds, which is feasi-
ble for real-time data sharing.

 To protect customers’ privacy and the commercial interest of logistic companies, our
proposed protocols provide anonymity, unlinkability and auditability in centralized
and decentralized settings. Our experiments and analysis indicate that the proposed
platform is privacy-preserving and has less storage cost than previous works. For feasi-
bility, an Ethereum platform can process ~ 450 trucks due to the underlying blockchain
technology, which is sufficient for average-sized cities even though the use of block-
chain is not optimized.

Remark 3.1. The selection of platforms (blockchain) is not our focus since companies
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can build their own centralized or decentralized solutions according to their needs
with our proposed protocols.

3.2. PRELIMINARIES

Differential Privacy. Differential privacy (DP) was raised by Dwork [12, 13] to protect
individual privacy and better use the dataset. In Equation 3.1, for neighbouring datasets,
the probability of whether the output belongs to O differs less than e€ with a small error
factor 6, which hides the existence of any individual.

Definition 3.1 ((¢, §)-differential privacy). An algorithm A satisfies (€, 6 )-differential pri-
vacy iff for neighbouring datasets D, D' which only differ in one record, and with any
range O < range(A):

Pr[A(D) € O] < e Pr[A(D) € O] +6 . 3.1

The Gaussian mechanism is a widely used mechanism to achieve (¢, §)-differential

privacy [20], which adds noise as N (u, o) with g = 0, 0% = 2In(1.25/8) - (A2)%/(€%). b is
the small error, such as 1072, A, is the I, sensitivity.
Geo-Indistinguishability. Based on the definition of differential privacy, Andrés et al. [14]
define geo-indistinguishability to allow to provide location based services (LBS) con-
sidering privacy within a radius r. In general, a mechanism .A satisfies ¢-geo-indistin-
guishability iff for any radius r > 0, the user enjoys er-privacy within r, and the privacy
level is proportional to r.

Definition 3.2 (geo-indistinguishability). An algorithm A satisfies ¢-geo-indistinguisha-
bility iff for any two different points x, x':

dp(Ax), AxX)) <e-d(x,x). (3.2)

d(-,-) denotes the Euclidean distance. For two different points x, x" s.t. d(x,x') <r,
the distance dp(A(x), A(x")) of corresponding distributions should be at most /, and
€ =1/r. Andrés et al. [14] present the Planar Laplace Mechanism which satisfies e-geo-
indistinguishability. Assume u is the smallest distance unit, dy is the precision of the
machine for angle 8, and ry, 4 is the range within which the mechanism satisfies e-geo-
indistinguishability. If g = u/7y,4x09, we have € from:

1 +2e'U
e+ —lnq—

— <€, (3.3)
u q-2et

where €' is the privacy parameter for CE‘,1 (p). The noise is added to angle 6 and distance
r in Cartesian coordinates. C,/ (1) shows the probability of any random point between 0
and r. If p is uniformly selected from [0, 1), we can get r = Ce’,l(p) = —% (W_l (’%1 + 1))
where W_; is the Lambert W function.

3.3. SECURITY REQUIREMENTS

Objectives. The objective is a secure and privacy-preserving location sharing system for
anumber of trucks. On the one hand, the published location should have privacy preser-
vation and good utility for arrival prediction. On the other hand, location data should be
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published using a privacy-preserving platform. The platform only shares the location
with Sender and Receiver, while no other information is leaked. More precisely, other
parties in the platform cannot access the location of certain packages or link that pack-
age to a sender or a truck.

Set-up and Assumptions. There are three roles in the platform: Truck collects GPS data
and shares it on the platform every n minutes. n is based on the number of Trucks si-
multaneously in the platform (considering system capacity) and how sparse the trajec-
tory should be (considering privacy preservation). Only Trucks can publish information
on the platform. Sender and Receiver access data from the platform, and each (Sender;,
Receiver;) pair shares the same package information for package i. It is assumed that
different companies share the same platform to provide location-based services to cus-
tomers. Each company has several trucks but does not know the information of others.
Moreover, we assume the distance to the destination is correlated to the delivery time.
Other variables may also influence the estimate, including the characteristics of the road
network and the current traffic levels. These are not considered here.

Adpversary Model. In package delivery, we assume Trucks always send the correct lo-
cation data, which is automatically collected from sensors and shared on the platform.
Malicious drivers who can turn off the sensors are not considered. Internal adversaries
(Senders and Receivers) can only access information from the platform. They try to mis-
use the available shared data from the platform to carry out malicious actions such as
theft or malicious tracking. External adversaries try to steal the location data from the
platform without access. Meanwhile, we assume the adversary has background knowl-
edge of the truck, such as the road map of the city. However, we do not consider a power-
ful adversary with additional capacities, including surveillance cameras or drones. Such
adversaries are hard to protect against even if no location information is shared.

Attack Model. There are possible attacks on the location perturbation process and the
sharing platform. For location perturbation, adversaries try to re-identify the actual lo-
cation of trucks by de-noising the published location data (such as using filters). With the
identified location, adversaries can find the truck and carry out theft or malicious track-
ing. For the sharing platform, (1) adversaries try to find the linkage between customers
and packages for malicious commercial analysis, such as finding target customers for
certain logistic companies. (2) Adversaries try to get information about other packages.
If adversaries know the location of all packages, they can find the target truck with target
packages.

3.4. RELATED WORK

Location Privacy with DP. We consider DP-based location perturbation to provide pri-
vacy guarantees while publishing trajectory data in real-time. Dwork et al. [21] introduce
the idea of event-level DP for DP under continual observation, but it is not robust when
events are coming continuously. The actual location can be obtained by averaging the
published location if the user stays in a certain area for a long time. Kellaris et al. [22] pro-
posed w-event DP to protect the event sequence occurring within w successive times-
tamps by applying Laplace noise and budget allocation method. Fang et al. [23] gave the
idea of 6-neighbourhood instead of the standard one. § is a threshold for the general-
ized location point to guarantee that it is close to the actual location. Also, Xiao et al. [15]
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proposed d-location set based differential privacy to account for the temporal correla-
tions and protect the accurate location at every timestamp. The temporal correlation is
modelled through a Markov chain, and they hide the actual location in the §-location
set in which location pairs are indistinguishable. However, a reliable transition matrix is
difficult to be constructed in a real scenario [24]. Xiong et al. [16] applied differential pri-
vacy to cluster and select location points, but the whole trajectory is known before the
perturbation. Andrés et al. [14] gave the definition of geo-indistinguishability to allow
location based services (LBS) to provide a service considering the privacy of individu-
als within a radius r. Also, the planar Laplace mechanism is proposed, which satisfies
e-geo-indistinguishability.

Although many different works consider location privacy, there are no works show-

ing whether they can protect a real trajectory in a real use case with a real map under a
possible attack. For example, suppose the trajectory of a truck is published and the ad-
versary hold the background knowledge (e.g. the city map). In that case, the adversary
may infer the actual location of the truck if there is only one road which the truck can
pass around the published location.
Decentralized Supply Chains. Among decentralized solutions, blockchain is potentially
a disruptive technology for supply chains since it is traceable, immutable, and trans-
parent [19], with which the participants can trace the transaction. Maouchi et al. [25]
proposed DECOUPLES, a decentralized, unlinkable, and privacy-preserving traceability
system for supply chains. In their design, the PASTA protocol is proposed based on the
stealth address to anonymize the receiver of a transaction. Each product has a unique
product ID (pID). The receiver uses pID to generate a pair of tracking keys and sends
the public key to the sender. The sender uses the public key to calculate a one-time
stealth address as the receiver address, so only the receiver who owns the private key can
track the package. However, they only consider two parties, while three parties (Sender,
Truck, Receiver) are more common in real supply chains. This results in unnecessary
one-time stealth addresses and more storage costs in real use.

Sahai et al. [26] proposed a privacy-preserving supply chain traceability system based
on a protocol using zero-knowledge proofs and cryptographic accumulators. The pro-
posed system provides unlinkability and untraceability, but only two parties are consid-
ered. Sezer et al. [27] designed a traceable, auditable, and privacy-preserving framework
for supply chains using smart contracts. However, package information is not encrypted,
which leads to possible leakage.

3.5. LOCATION PERTURBATION

3.5.1. PRIVACY PARAMETER SELECTION

In geo-indistinguishability, the privacy parameter € controls how much noise is added
to the location data. If the same amount of noise is added all the time, it is not large
enough when the truck is far away from the destination and not small enough when
close to the receiver, which influences the utility. The correct amount of noise should be
added depending on the location of the truck. In the city centre, there are many routes
within a small radius r, and it is possible to hide the real route with less noise. However,
when the truck is located far away from the city centre, there are fewer alternative routes
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Algorithm 3: Location Perturbation

Input: Currentlocation x, destination location f, previous angle 6y =0
Output: Sanitized version z of input x

: Get € using Equation 3.6.

: Get ¢’ using Equation 3.3.

: 0 — AngleSelection(8y), then set 8y — 6.

: Uniformly select p € [0,1) and set r — C' (p).

z— x+ <rcos(0),rsin(0) >.

: return z.

(consider a rural area with fewer roads around). To hide the real route, the radius r needs
to be increased to include additional routes. Notice that we apply the distance to the city
centre as the second factor for privacy parameter selection in this paper. Other factors,
such as city density or road density, can also be used. We exclude motorways between
cities since it is practically not possible to hide the location of a truck when there is only
one road available.

With geo-indistinguishability where I = € r (I is the privacy level, € is the privacy
parameter, and r is the radius). We can formulate / as:

Iy, ifd(x, f;)islarge
I(x, fi)=1 ln, ifd(x, f;)is medium (3.4)
l;, ifd(x, f;)issmall,

where d(x, f;) is the distance between the location of truck x and receiver f;. Here f; rep-
resents the i-th receiver. A smaller privacy level (stronger privacy guarantee) is applied
when the truck is far from the city centre, and [ is larger to provide more precise arrival
predictions when the truck is close to the receiver. The function is only applied when the
delivery is scheduled for the next user i. Otherwise, [ is set as I;.

Similarly, r is based on the distance d; (x, ¢) between the truck (x) and the city centre
(c). r should be smaller when the distance is shorter, so we have:

rs, ifdj(x,c)is small
r(x,c) =1 rm, ifd;(x,c)is medium (3.5)
r;, ifd;(x,c)islarge

€i(x, fi,c) = l(x, fi)I r(x,c). (3.6)

Here, the values of different parameters are chosen based on use cases. Different
distance d and different privacy parameters € should be defined based on the scenario.
The selection of parameters is further discussed in Section 3.8.

3.5.2. ANGLE SELECTION

In geo-indistinguishability, only the privacy of single location points is considered with-
out real road maps, as shown in Figure 3.1. The adversary can infer the actual trajec-
tory even if every location point is protected. With a median filter and real maps, the
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(a) Published trajectory (b) Filtered trajectory
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Figure 3.1: An example output by PL, and the filtered output of the sanitized trajectory. The blue line shows
the actual trajectory, the red line shows the published trajectory by PL¢, and the green line shows the filtered
trajectory.

Algorithm 4: AngleSelection

Input: Previous angle 6y, privacy parameter €,
Output: Output perturbed angle 6
1: Calculate the new angle 6 using Equation 3.7.
2: Round 0 into the range [0,27)
3: return 0

adversary can achieve a trajectory close to the actual one (as shown in Figure 3.2). Al-
though there are differences between the actual and published trajectories, adversaries
can identify the correct road using a real map.

In this paper, we consider the connection between different location points by apply-
ing similar angles. Instead of uniformly selecting the new angle 8, we apply the Gaussian
mechanism [20] to add noise to the previous 6y, and

0=00+N(u=0,0=12In(1.25/86)-Ny/ey). (3.7

We use €, as the privacy budget for the angle selection mechanism to distinguish it
from the € for geo-indistinguishability. With Equation 3.7, we calculate the new angle
6 and round it into the range [0,27), as shown in Algorithm 4. The process mitigates
the filtering attack by misleading the adversary to a wrong trajectory. We further analyze
privacy protection in Sections 3.7 and 3.8.

Here the angle 0 of round k; is the input for round k;;;. We need the composition
theorem to calculate the privacy parameter €, with k rounds. In general, for k mecha-
nisms M; that all provide (¢, 6)-DP, the sequence of M;(x) provides (ke;, k6;)-DP [28]. By
contrast, with the Gaussian noise, the scale is only oWk).

Theorem 3.1. For real-valued queries with sensitivity A > 0, the mechanism that adds
Gaussian noise with variance (8kIn(e+ (e/ 6))A§/ €%) satisfies (¢,6) -DP under k-fold adap-
tive composition for anye >0 and 6 € (0,1] [29].
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Figure 3.2: An example output by PL, on a real map. Figure 3.3: An example output after the Angle
Blue: actual trajectory, red: published, green: Selection is applied. Blue: actual trajectory. Red:

filtered.

published.

In Theorem 3.1, the variance for k-fold Gaussian mechanism is (8In(e + (¢/9)) - k -
A%/€*) while for Gaussian mechanism is (2In(1.25/6) - AZ/€?). If we set the global privacy
parameter as €y, the privacy parameter for each round is at the scale of (eo/v'k). In in-
verse, if each round is €,-DDP, the angle selection algorithm provides (\/Eea, 6")-DP where
k is the number of rounds. The small error §’ is not further explored here, and we refer

interested readers to [29].

Table 3.1: Notations used in protocols and algorithms.

NOTATION DESCRIPTION
Na, N Nonce used by Alice and Bob
IDy4,IDpg Identity of Alice and Bob
f Key derivation function (KDF)
Fap,Fpa Key materials for KDF
Kap Long term key shared by Alice and Bob
Kaa, Kap Public key of Alice (or Bob)
kaa, kap Private key of Alice (or Bob)
Pid Package ID
TKp,,4, TKp,,p | Tracking key of Alice and Bob for p;4
fv Flag for matching
H; Hash function
P Stealth address
R Transaction public key
P’ User-computed stealth address
E AES-CBC encryption
E ECIES encryption

3.6. DECENTRALIZED LOCATION SHARING SYSTEM
In this section, we introduce the protocols for our decentralized location sharing system

with notations in Table 3.1.

Initialization. 'With assumptions in Section 3.3, each Truck has an account (ad-
dress). Companies register valid addresses at shared certificate owners (CO). The system
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only accepts data from valid addresses and can track data accordingly.

Hiding Confidential Information. We encrypt the location data to provide confiden-
tiality. A truck can transport several packages with the same location. Equation 3.6 im-
plies only three possible location outputs. We apply AES-CBC to encrypt the logistic
data. Then, we use the public key k4, for Elliptic Curve Integrated Encryption Scheme
(ECIES) [30] to encrypt the symmetric keys. ECIES is based on Diffie-Hellman, with data
and recipients’ public keys as inputs.

Our Protocols. In PASTA [25] as in Section 3.4, for any specific package, Alice and Bob
need two tracking keys to track the same data. Our design overcomes this shortcoming
by sharing the same tracking key among them.

Firstly, Protocol 1 is used to establish a shared key between Alice and Bob. The pro-
tocol is based on the international standard ISO/IEC 11770-2-6 [31] where ID; is the
identity of i, N, is a nonce (a number only used once), F4p and Fp4 are keying mate-
rials. Both Alice and Bob provide two key materials (for K, and K3). The session key is
derived as f(Fap, Fpa) where f is the key derivation function. K4p is the long-term key
shared by Alice and Bob.

Alice (Sender) Bob (Receiver)
Np

{Na,Np,1Dp,Fap1,FaB2}K 4

{NB,Na,Fpa1,Fpa2tk,p

kaa — f(Fap1,Fpa1) kpa — f(Fap1,Fpa1)
kap — f(Fap2,Fpa2) kpp — f(Fap2,Fpa2)

Protocol 1. Key establishment mechanism. ID; is the identity of i. N, is a nonce.
Fap, Fpa are keying materials. f is the key derivation function. K,p is the long-term key
shared by Alice and Bob.

After the shared key is derived, Charlie (Truck) makes a request to both Sender and
Receiver (Alice and Bob). For a (Truck, Sender, Receiver) pair, they share the same (p;g4,
TKpia,Kp) and return the same keys (Kap = Kp = Kp, TKpiaa = TKpiap = TKpig) in
Protocol 2. TK is the tracking key, p;; is package id shared between the sender and
receiver, H; is a hashing function.

Protocol 3 shows how the three-party stealth address works. Using the public shared
keys TK and K}, Truck can generate a random r and broadcast the (R, P) pair. For the
Sender and Receiver, they can calculate the stealth address P’ using private tracking key
tkpiq and R and find the match on the platform.

By applying the proposed protocols, each location record is shared with both Re-
ceiver and Sender instead of storing two same records on the decentralized platform, so
in theory, we can save half storage than the PASTA protocol as used in [25].
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Charlie (Truck) Alice (or Bob) Charlie (Truck)  Alice (or Bob)
IDA,IDB,pid I’ERZp,thG
Request TK), , 4 and TK), ;8 P—H;(rTKy,,)G
+Kb
TKp;ga — Hs(piakaa)G Broadcast (R,P)
Kap — kapG
TKp, ;4 Kap Check each (R, P)
? tkpid e Hs(pidkAa)
if (TKp;ya=TKp,,B P H,(tkp,,R)G
and K = Kgp) : 7+KAb
Protocol 3 P'=pP
Protocol 2. Matching function to check Protocol 3. Three-party stealth address
whether Alice and Bob return the same protocol. TK and K}, are public shared
keys. TK is the tracking key, p;4 is package keys. P is the stealth address. r is the
id, H, is a hashing function. random nonce.

Extensions. The proposed protocols can be used for centralized platforms or blockchain-
based platforms. For centralized platforms, with Protocols 1, 2, the encrypted location
information can be shared. For blockchain platforms, the certificate owner (CO) uses
register transaction to control the validity of trucks. Trucks use publish transaction to
publish real-time location data. With the contract, we can validate and trace the source
of a transaction. For a register transaction, we verify the sender is a valid CO and the
value is valid. For a publish transaction, the contract checks the validity of the sender
and the data.

3.7. ANALYSIS

3.7.1. SECURITY AND PRIVACY ANALYSIS

Location Perturbation. Section 3.2 includes different trajectory publishing mechanisms,
but most only consider differential privacy in theory, and all the approaches do not
consider a real map. There are existing works [32] showing that a differentially private
mechanism still suffers from attacks in real use cases. In this paper, with assumptions in
Section 3.3, we consider privacy under real maps, showing that our proposed approach
provides better privacy protection.

Figures 3.2-3.5 show example outputs from PL, and the proposed method for two
different trajectories. In Figures 3.2 and 3.4, the filtered trajectory is close to the actual,
and it is predictable on which road the truck is moving. Although the trajectory is in a
large city, Paris, it is hard to hide from the actual. The basic idea of our proposed angle
selection approach is to mislead the adversary to a wrong trajectory that is close to the
actual one but not the same one. If the noise trends in the same direction (e.g. south) as
the actual trajectory, the adversary can identify the wrong road. In Figure 3.5, when the
published trajectory is south to the real one, it is more probable for the adversary to infer
the wrong road. Moreover, we conclude Lemma 3.2, indicating that the proposed an-
gle selection mechanism achieves stronger privacy guarantees than randomly selecting
angles.
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Chaillot:
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o Leaflet | Data by © OpenStreetMap, under ODbL.

B a = e,
Chaillat 8 1 Loaflst| Data by © OpenStrestMap, under ODbL.

Figure 3.5: Another example output with angle
selection. Blue: actual, red: published, green:
filtered.

Figure 3.4: Another example output by PLc. Blue:
actual, red: published, green: filtered.

Lemma 3.2. The angle selection mechanism can provide stronger privacy protection than
randomized angle selection, considering trajectory hiding in real maps under attacks (such
as median filters).

Proof. In this proof, we first introduce our metrics to evaluate privacy protection lev-
els under median filter attacks. The analysis is generally applicable, and we use Fig-
ure 3.6 to visualize how the metrics work under attacks. Then, we show that a larger
distance perturbation results in better location privacy protection. Finally, we prove that
the proposed angle selection mechanism provides stronger privacy guarantees than ex-
isting works.

Figure 3.6 shows an example trajectory with three location points Lag(xy, o), La; (x1,
¥1), Laz(x2,y2). Similarly, outputs with angle selection are Lsy, Ls;, Ls, and with ran-
dom angles are Lrg, Lry, Lra. Magy, Msg1, Mrg; are the midpoint for the first two loca-
tion points (such as Lay and La;). We can compare privacy protection levels between
different approaches using two metrics when a median filter is applied: (1) distance dif-
ference. Compare the distance between the published location points (midpoints), for
example, the distance between Mag, and M sy, to the distance between Magy; and Mry;.
(2) length of average vector differences. Compare the distance of average vector dif-
ference from May Maj, to Msy Ms;2 and from Mag Maj, to Mrgy Mriz. The average
vector difference shows the distance difference among the published trajectories (as the
dotted lines) since the lines can intersect in the middle. Here the average vector differ-

ence from Mag May» to Msy; M sy, is %(MamMsm +MajoMsy).

Assume an adversary A knows the perturbation is generated from the Laplace distri-
bution. With the published location (Lp;) and the distance d; = 0, the probability that
A can identify the original location (La;) can be calculated. The probability that the
guessed distance dy = A is within A to the actual distance d; is:

fd’AP(dx)ddx fﬁféexp(— p)ddx ( di - A) di+ A
= =exp exp(— )

[ p@dadde [ Lexp(-9yda, ) b

ol 4} 2)-on[-2)

(3.8)
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Angle Selection
Ls, °

Figure 3.6: An example trajectory with three location points.

where b is the scale. With the same error A, Equation 3.8 shows that a smaller distance
d; means a higher probability of guessing a more accurate approximate perturbation
distance. The adversary can draw a circle with a radius close to the distance to infer the
actual location with a real road map. A circle with a larger radius can cover more roads,
so it is harder to locate the actual location and privacy is better protected.

In Algorithm 3, the perturbation for Lag(xo, yo) is (r cos(8),rsin(d)), 0 € [0,2r). The
output is Lo (xp + 19 cos(0p), yo + 19 sin(fp)). Similarly, we have La; and L;. If the midpoint
for LoL; is My;, we have Mag, and My; (xo1, yo1). For distance difference, we have the
distance dy; between Magy; and My; that

4-d3, = (xo1 — (%0 + x1))* + (Yo1 — (Vo + y1))?

(rocos(Bg) + 11 cos(ﬁh))2 + (rgsin(fg) + 1y sin(ﬁh))2 (3.9

ro2 + rl2 +2rgry cos(@g —61).

With the same amount of noise (the same rg, r1), we can maximize dy; when 6y = 0;.
By the angle selection mechanism, 6 has a higher probability of being closer to 8, than
randomly selected, resulting in a larger dy; and stronger privacy guarantee. Similarly, we
have the average vector difference v;(xg4, y4) as:

2v4 = Magy Mo, + May, My, (3.10)

We have 4x; = (rgcos(0g) +2r1 cos(01) + 12 cos(62)) and 4y, similarly. We can calculate
the length of the average vector difference |v,4| from 16|v, 12 as:
(rocos(Bp) + 211 cos(01) + 12 cos(02))? + (ro sin(@g) + 271 sin(6;) + r sin(6))? 3.11)
= rg + 4r12 + r22 +4rgrycos(@g—01) +4rirycos(@y —02) + 2rgra cos(Bg — 62). ’
To maximize |v4|, we have 6y = 6; = 6. The angle selection mechanism lets every output
0; similar to the previous angle 6;_;, which results in a larger |v 4].
The proposed system achieves larger distance and vector differences under filter
attacks with the same amount of added noise. With Equation 3.8, the angle selection
mechanism provides stronger privacy guarantees than random selection. O

The angle selection mechanism satisfies (ﬁea,é’ )-DP for k rounds, which means
that angles are hidden among the range of [0,27) with privacy budget v'ke,. In Sec-
tion 3.2, we assume location points are published every n minutes. Considering half-day




64 3. LOCATION DATA PERTURBATION

Table 3.2: Computational and storage analysis. N7, Ny, Np: number of trucks, encrypted location data,
destined product information. kgg: key size (bits) for AES-CBC. e, a, (p, r): size (bits) of encrypted data,
address, stealth address.

Protocol Operation Truck Receiver/ On-Chain Storage
Sender

Protocol 1 Key Derivation - O(Np) -

Protocol 2 Tracking Key Derivation - O(Np) -

Protocol 3 Compute Stealth Address | O(Np) - -

Confidential Decryption O(eNp) - -

Data Sharing Encryption - O(eNp) -

Smart Con- .

tract Register O(NT) - aNt

Operation Publish ONL+Np) | - ?;L e;))+ Np(kse +

delivery with six hours and n = 5, there are k = 72 rounds and vk ~ 8.5. With a total de-
sired privacy budget €41, €4 = €41;/V'k is for each round. The noise is added to angles, so
the output is probably beyond the range [—, 7). This can lead to a random output angle
with a small e,(< 1). To achieve higher utility, we select a larger €, to output an angle
with higher probability in the range of [-m, 7). With a larger €,, the adversary may infer
that the perturbed angle is related to the previous angle. Differential privacy (DP) has
the strong assumption that the adversary knows all other records in the dataset, but the
adversary never knows any output angle in our scenario. It is secure to select a larger e,
such as ¢, = 5. Section 3.8 shows how we select €¢,. From the definition of DP, the angle
selection results in a larger privacy parameter than selecting uniformly, but Lemma 3.2
illustrates it can provide stronger privacy guarantees against real adversaries with possi-
ble attacks. Itis not sufficient to only consider privacy guarantees based on the definition
of DP. Instead, a stronger adversary with background knowledge should be considered
since this is non-negligible in real cases. Other DP-based works [15, 22, 23] also consider
location privacy similarly with analysis only in theory or lines instead of a real map.

The privacy parameter selection function provides different privacy guarantees based
on distances under real maps. In a real use case, receivers only need a more precise loca-
tion when the truck is close. If the receiver is far away from the city, there can be privacy
leakage, and it is easy to identify the road of the truck (since there might be only one
route within a small radius). Meanwhile, the delivery prediction error can be larger than
hours when the package is far from the receiver, but when the truck is within k km, the
error should be minimized (to minutes). With the privacy parameter selection function,
we can better protect the real location of trucks and provide a more precise arrival time
prediction when the truck is away or close to the receiver.

Location Sharing System. Our encryption algorithm relies on the security of AES-CBC
and ECIES encryption functions. For Protocol 1, the international standard ISO/IEC
11770 [31] guarantees Alice and Bob can securely exchange key materials. The key deriva-
tion function PBKDF2 [33] guarantees only the holders of key materials can generate the
key k. The security and privacy of protocol 2 are based on the assumption that SHA-
3 is a cryptographically secure hash function. If a probabilistic polynomial time (PPT)
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adversary A obtains the private tracking key tkp,,, = Hs(piakaa), A can not derive ka,
or identity of the owner since the hash function is one-way. The security and privacy
of protocol 3 rely on ECDLP [34]: given two points B,Q € E(Fp) where Q €< P >, find-
ing a k such that Q = kP is computationally infeasible. Meanwhile, protocol 3 holds the
property of anonymity and unlinkability (with proof in Appendix 3.10.1).

Lemma 3.3. (Anonymity and unlinkability) A PPT adversary A can not derive the receiver
of a stealth address or distinguish the receiver of two different stealth addresses in Proto-
col 3.

Remark3.2. If an adversary aims to access 100 trajectories from multiple days and trucks,
he needs to send or receive 100 packages. Also, the 100 trajectories will not follow the
same routes since the receivers are not the same.

3.7.2. PERFORMANCE ANALYSIS
We analyze our protocols with a blockchain-based platform to show the feasibility and
performance since blockchain is a potentially disruptive technology for supply chai-
ns [19]. We summarize the computation complexity and on-chain storage in Table 3.2,
showing that the computation complexity is linear with the number of trucks or pack-
ages. Meanwhile, the proposed encryption method has a lower storage cost than DE-
COUPLES [25] (with proof in Section 3.10.2).

The protocols can also be used for centralized platforms where the complexity is only
determined by Protocols 1, 2, which is less, but a trusted and reliable centre is needed to
avoid possible hardware failure or information leakage [35].

3.8. EXPERIMENTAL EVALUATION

3.8.1. LOCATION PERTURBATION

This subsection includes the selection of privacy parameters (¢,€,), and evaluation (run
time and distance difference). We use Python for implementation, with Mac OS 11, 2
GHz Quad-Core Intel Core i5 CPU, 16 GB RAM.

Dataset. The GPS trajectory dataset (collected by GeoLife) [36] is used for evaluations.
Trajectories are collected by different GPS loggers and GPS phones from 182 users, in-
cluding 17,621 trajectories covering 1,292,951 kilometres. We have evaluated our algo-
rithms using different trajectories and we use each trajectory to simulate one stop of the
truck based on the map of Beijing.

Distance Metric. We use the Haversine formula as the error function to calculate the
distance difference between two location points. If ¢ and A are latitudes and longitudes,
and r is the radius of the Earth, we have d((¢1,11), (¢2,12)) as:

- Ao —A
d=2r arcsin\/sin2 (%) +COS (7 - COS ¢y - sin? (%) ) (3.12)

€ (for e-geo-indistinguishability) is selected by Equation 3.6. We can define which dis-
tance is large, medium, or small based on city sizes. For example, inner, central, and
outer rings in cities define the distance to the centre. For the first run of the algorithm,
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Figure 3.8: Example output with € = 0.005.
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with € = 0.0025. output with € =0.001.  probability and e when the angle noise n; is 0.1257,
0.257 and 0.57.

we need to scale the privacy level [ with the output results using different r. Table 3.3
shows the relation between r and the real distance difference, so we can calculate [ by
multiplying the average distance and e. When [ = 3.2, the distance difference is approx-
imately the same as r. We set [,; = 3, [ = 1 (to better preserve location privacy by low-
ering €) and /; = 5. Considering the density of roads in a city, we can set r to contain
at least n (such as 5) different roads with different distances between the truck and city
centre. Here we set r,, = 1000(m), rs = 400, r; = 2000 using the real road map of Beijing.
Figures 3.7-3.10 support that the proposed parameters work well in the real map with
different ([, r) pairs. For example, with [ = 3, r = 400, we have € = 0.0075, whose output is
similar to Figure 3.7 and 3.8. If I = 1, = 1000, we have ¢ = 0.001 as shown in Figure 3.10
with much larger noise. After defining parameters [ and r for the first time, the value of
€ can be calculated in real uses.

€4 (for angle selection) can be selected based on the probability of outputting an angle
ranging in (0 — n;,00 + n;) where n; € [, ) is the output noise of the Gaussian mech-
anism. We can draw the output probability in Figure 3.11 using:

o1 _a2 T o1 _x
P(ni)=f e 207? dx// e 20%dx (3.13)
=TT

-n; OV271 ovV2m

where 0 = v/2In(1.25/6)-Az /e, and A, is the I-sensitivity. With different n;, the same e,
results in a similar probability when €, > 4, so we can choose the desired ¢, (such as 5)
and control the probability (such as 0.7).

Distance Difference. Based on Equation 3.12, we evaluate the average distance (the dis-
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tance between the actual location and the published one) and the average distance error
(the error for the calculation of the distance between the current location to the destina-
tion) in Table 3.3. All experiments are performed 100 times based on the dataset while
the average is used. A smaller € has a larger error, meaning that the distance or the error
is smaller when the truck is closer to the receiver (small /) and the city centre (small r).

Run Time. The run time is around 108 seconds (< 1 us). The proposed algorithm can
be applied to smart devices to sanitize location data in real-time.

Utility Analysis. Figures 3.7-3.10 and Table 3.3 illustrates the relation between ¢ and the
distance error. With a small ¢ = 0.0005, the average distance error is around 4.18 km. If
the truck speed is at 50 km/h, considering the distance error is the straight-line distance
(without considering road maps), the actual arrival time prediction error is around 5
to 10 minutes. However, for the adversary, Table 3.3 shows that the distance difference
is 6.43 km. Even if they know that the truck is within 6.43 km of the published loca-
tion, they need to check the circle area with a radius of ry = 6.43 km to find the truck.
With our proposed angle selection mechanism, the adversary needs to check the roads
in rg = 129.9 km? to find the truck, which is infeasible in practice. In Figure 3.10 with
€ =0.001, the published location is several streets away from the original location. The
adversary cannot locate the truck even if they hold the road map. Similarly, with a large
€ = 0.01, the difference or error is only around 200 meters, which infers that the predic-
tion error is within one minute. Figure 3.7 shows that the published trajectory is close to
the actual, but the angle selection method can mislead the adversary to the south of the
real trajectory. Moreover, a large € is only set when the truck is close to the receiver in the
city centre.

3.8.2. LOCATION SHARING SYSTEM

We implement and evaluate our protocols with Ethereum to test the feasibility of our
protocols. In real cases, enterprises can choose their own solutions based on the pro-
posed protocols. We use Rust for implementation and JavaScript VM to deploy the smart
contract. ChaChaRng is the pseudo-random number generator. SHA-3 is the hash func-
tion. Curve25519 is the elliptic curve. AES-CBC is with a 128-bit key. All tests are with
Win 10 Pro, 32GB RAM, and Intel Core i7-10700.

We evaluate the run time for our protocols (where S/R is Sender/Receiver): (1) key
derivation (S/R: 0.506 s), (2) generate TKj;4 (S/R: 0.438 ms), (3) generate stealth address
P (Truck: 0.850 ms), and (4) generate user-computed stealth address P’ (S/R: 0.440 ms).
The key derivation limits the performance. The off-chain encryption includes (i) AES-
CBC to encrypt the data and (ii) ECIES to encrypt the symmetric keys. The run time for
ECIES (0.295 ms) is much longer than AES (172 ns) with Ny = 20, Np = 100, which limits
the performance. With 30 items and stealth addresses (512-bit), the average gas cost for
our encryption method is 2.398 x 106, which is less than DECOUPLES [25] (2.864 x 10).

The scalability relies on the proof of work consensus model. For every second, Ether-
eum can process around 15 transactions [37], so our platform can publish location data
from 15 trucks. Assume the location data is sent every five minutes. The platform can
support 15 x 60 x 5 = 450 trucks, which is practical for SMEs.
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Table 3.3: Average distance and average distance error in meters with differente.
e=1/r | Avg. distance | Avg. error e=1/r | Avg. distance | Avg. error
0.0001 31661.92 27017.11 0.0005 6435.09 4180.74
0.001 3231.63 1963.17 0.003 1076.24 619.72
0.005 656.07 371.39 0.006 532.53 309.11
0.007 453.70 265.82 0.008 401.11 232.70
0.01 319.22 184.90 0.05 63.55 37.16

3.9. CONCLUSIONS

We propose a real-time privacy-preserving location sharing system considering real maps
and possible filtering attacks. We improve the state-of-the-art in two folds. Firstly, our
proposed location publishing mechanism is feasible in real applications. Based on our
exclusive security and privacy argumentation and proof, the proposed angle selection
algorithm can better protect the privacy of trajectories than existing works. The ex-
periments show the location publishing method is fast and practical for real-time data
processing, which only needs nanoseconds. Secondly, our proposed location sharing
protocols can protect privacy-sensitive data using cryptographic constructions under
centralized and decentralized settings. Our security analysis proves that the system is
privacy-preserving. With Ethereum, our proposal has lower storage costs compared to
the previous work [25]. It is feasible and can handle ~450 trucks, a reasonable amount
for an average city. Companies can build their own solutions using our protocols to im-
prove.
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3.10. APPENDIX

3.10.1. PROOF FOR LEMMA 3.3

Lemma3.4. (Anonymity and unlinkability) A PPT adversary A can not derive the receiver
of a stealth address or distinguish the receiver of two different stealth addresses in Proto-
col 3.

Proof. Assume that a PPT adversary .A holds a stealth address (B, R) and p;4 and a list of
tuples (TK; p,,, Kp,), A needs to compute P’ = Hy(r TK; ;,,)G + Kj,) such that P’ = P. To
find such a P, A need to compute P - K}, = Hg(rTK; p,,)G. Because of the one-wayness
of ECDLP it is computationally infeasible to compute the H;(rTK; p,,). And since A
does not know the secret value r, he can not contrust P’ = Hy(r TK;, pia) G + Kp,;) himself.
Therefore, it is infeasible for A to derive the receiver of (P, R).

Similarly, assume that .A gets two stealth addresses (P;, R1) and (P2, R»), A needs to
distinguish the following two scenarios: (1) two stealth addresses belong to the same
receiver, and (2) two stealth addresses belong to two different receivers. For scenario (1),
A computes P; — P; as:

Py — Py = Hy(rTKp,,,)G + K — (Hs(r TKpp,,,) + Kp)
= (Hs(r TKp,y,) = H(r TKp,,,)) G (3.14)

=xG for some unknown x.

Since the adversary A does not hold p;q1, piaz and r, (Hs(r TK),,) — Hs(rTKp,,,)) is a
secret value x for him. For scenario (2), A computes P; — P, as:

Py — P, = Hy(r TKp,,,)G + Kp, — (Hs(r2 TKp, ,,) + Kp,)
= (Hs(r TKp,,,) = Hs(ra TKyp,,,) + Kp, = Ki,)G (3.15)

=yG for any unknowny.

The adversary A does nothold p;q1, piaz, 11, 12,50 (Hs(r1 TKp, ;) — Hs(r2TKp, ;,) + Ky, —

Ky,)G is a secret for A.
In both scenarios, the adversary A can not derive the secret value. Given two differ-
ent stealth addresses, it is computationally infeasible for A to distinguish. O

3.10.2. PROOF OF LOWER STORAGE COST
Lemma 3.5. The proposed encryption method has lower storage costs than DECOUP-
LES [25].

Proof. The space cost for only using ECIES is Sgcrgs = Np(e+ (p,1)). To compare the
space cost of the encryption algorithm S and Sgcgs, we compute S — Sgcigs as follows:

S—Sgcigs = Npre+ Np(ksg + (p,r)) — Np(e+(p,T1))

(3.16)
=(Np— Np)e+ Np(ksg—e)

Since many products share the same location, we have Ny < Np < 0. If e > ks, we get
S—SkciEs <0 (the size of the encrypted data is larger than the size of the symmetric key).
Our encryption method requires less storage than ECIES. O
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LOCATION DATA SHARING WITH
PRIVACY PRESERVATION

Privacy preservation is challenging for digitized supply chains in light of regulatory con-
straints such as GDPR. While GPS data is crucial for trajectory tracking in supply chains,
it can inadvertently expose the carrier’s location, violating GDPR guidelines. This paper
presents PrivTrack, which leverages a differentially private trajectory perturbation algo-
rithm and cryptographic protocols for privacy-preserving trajectory tracking for blockchain-
based supply chains with constrained IoT devices. First, we utilize an efficient differen-
tially private algorithm for trajectory hiding against a more practical adversary model
with real road maps and possible filter attacks. We optimize it to be adaptable for deploy-
ment on constrained IoT devices. Our detailed evaluation demonstrates its feasibility in
real-world scenarios and privacy protection against possible de-noising attacks. Second,
we propose a platform for privacy-preserving trajectory sharing with cryptographic pro-
tocols. Our IoT-based solution is anti-spoofing without human interaction. Our proof-of-
concept blockchain-based solution also provides data validation while the smart contract
validates the authenticity in a decentralized manner and allows access control. Further-
more, our evaluation shows that our solution is cost-effective, as the execution time of our
protocols is ~200 ms with an autonomy of almost one month, which is feasible for real-
world use cases. Our flexible and scalable solution empowers companies to customize
their solutions by selecting and varying privacy parameters, storage options, and IoT de-
vices while maintaining all properties.

This chapter is a copy of the paper titled “PrivIrack: Privacy-Preserving Trajectory Tracking for Supply Chains”
by Li, T., Kromes, R., Erkin, Z., and Lagendijk, R. L., which is under review from IEEE Transactions on Depend-
able and Secure Computing.
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4.1. INTRODUCTION

In January 2017, the electronic Contract for the International Carriage of Goods by Road
(eCMR) [1] was officially launched and used in European Union logistics. The purpose
of the CMR Convention is to standardize the conditions of the contract for cross-border
carriages of goods. eCMR is the electronic version of freight documents, which replaces
the use of old paper CMR to increase efficiency and reduce paperwork in logistics. The
occurrence of eCMR increases the need for digitized supply chains. However, most dig-
itized solutions rely primarily on centralized systems, such as cloud or local back-end
services, which suffer from potential data manipulation and unauthorized access to the
data [2]. As a consequence, financial institutions suffered an average of $5.72 million in
losses in 2021 [3].

Centralized systems cannot provide entirely trustworthy data computing, traceabil-
ity or immutable data storage. In contrast, blockchain is a distributed and immutable
ledger with traceability, non-repudiation and transparency. Such properties are impor-
tant to protect against counterfeit products and improve transparency. Also, the block-
chain-based platform can be shared among small and medium-sized enterprises (SMEs)
to save costs and enhance cooperation. Data validation and privacy are of great concern
in a blockchain-based supply chain [4]. Note that logistic data is commercially sensi-
tive, and enterprises do not want their data known to other participants, so a privacy-
preserving platform is desired [5]. Though blockchain provides traceability and im-
mutability, data validation is important since a dishonest party can easily add fake data
to the blockchain and fool the users. Among different blockchain-based supply chain
platform solutions [4, 6-9], security and privacy usually rely on advanced cryptographic
protocols. However, such designs lack data validation and a general system architecture
with different participant roles.

Besides a reliable digitized supply chain, one other crucial factor for eCMR is the
(geo)location of trucks. During transportation, location data is needed for delivery in-
spection and cross-border checks. Meanwhile, logistics companies also need to share
location data with their customers to increase customer satisfaction and provide more
precise arrival prediction [7, 10]. In practice, companies, such as DHL, share the actual
location of trucks with their customers [11]. Customers want to acquire the location
data to estimate a more precise arrival time and understand the possible reason for de-
lays. Though the location of trucks is highly demanded by both logistics and customers,
the location of truck drivers is considered sensitive information according to GDPR, im-
plying that the actual location should not be shared [12]. Sharing location data can raise
the risk of drivers since they will be the target when a target package is contained in the
truck.

Considering location privacy, there are several existing solutions [13-18] where dif-
ferential privacy is a promising technique for efficient real-time trajectory hiding with-
out knowing any background knowledge for the attacker. However, they only consider
privacy protection in theory based on the differential privacy guarantees. Even with
their trajectory perturbation algorithmes, it is unclear whether the approaches can pro-
tect against a more practical adversary model with background knowledge and possible
de-noising attacks. In contrast, Li et al. [7] consider privacy protection under possible
filter attacks, and the adversary holds background knowledge of the trajectory, such as
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the real road map. The approach includes the privacy parameter selection for a proper
choice of € for geo-indistinguishability, together with the angle and distance perturba-
tion schemes to add noise to a location point in the polar coordinates.

Most of the previously mentioned solutions are designed and tested on mobile pho-
nes, which have powerful computation abilities. However, mobile phones suffer from
possible GPS spoofing [19]. If the holder of the mobile phone is malicious, the GPS infor-
mation can be altered before being sent, which can not be validated for the use of supply
chains. Using constrained IoT devices can be a promising solution for performing loca-
tion privacy protection operations without human interaction. The device is considered
to be isolated during the transportation of goods, which avoids possible physical intru-

sion.
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Figure 4.1: Our designed trajectory tracking solution for supply chains.
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The application of constrained IoT devices faces different challenges when preserv-
ing location privacy. Firstly, constrained IoT devices are limited in terms of computa-
tional power, memory size, and battery life. Since location sharing is a dynamic process,
it implies that the constrained IoT device is equipped with a battery and uses wireless
communication for data transmission. With existing works, it is unclear whether it is
feasible to achieve location privacy in constrained IoT devices and how the performance
is impacted. Also, considering the transportation can last over several days in a supply
chain use case, a study exploring the device’s battery life is also required. Furthermore,
it is challenging to ensure data authenticity in the constrained IoT context, especially
when the IoT device needs to be authenticated by a blockchain [20, 21]. The creation
of a valid blockchain transaction or the digital signature generation for a payload per-
formed locally in the IoT device is a resource-intensive computation [22, 23]. Finally,
for constrained IoT devices, the security requirements may differ from those of mobile
phones or computers. The differences involve the random number generation for the
trajectory perturbation algorithm and the elliptic curve-based cryptographic operations
for blockchain interactions such as digital signature and Diffie-Hellman key exchange
(DHKE).

In addition, blockchain can be utilized to achieve data integrity and authenticity,
which are validated in a decentralized manner through smart contracts. The sensing
IoT devices can also be authenticated in a decentralized way to remove the need for a
trusted third party that might misbehave during authentication. Moreover, the smart
contract allows the deployment of sophisticated access controls to verify which client
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has access to the data and add new data to be stored in the blockchain.

Our objective is to develop a privacy-preserving trajectory tracking platform for sup-
ply chains against adversaries, ensuring secure data sharing, data validation and loca-
tion privacy. Additionally, the platform should be feasible for real-world use with the
proposed protocols on constrained IoT devices.

We assume that the platform is shared among a group of companies (SMEs) for lo-
cation based services to their customers. Companies have their own trucks but do not
know the information of other companies. There are six roles in our design (as shown in
Figure 4.1), with the following actions. The logistics company initializes a transportation
session. The IoT device collects location data, and it sends the hash to the blockchain
and the encrypted data to the cloud storage through the gateway. The private keys of [oT
devices are not shared with the logistics companies and are maintained by the manufac-
turer of the device, or the secret key is hardware secure, meaning it cannot be accessed.
We assume the truck driver does not maliciously turn off the gateway. Such malicious be-
haviour can not be prevented even without privacy concerns, but it should be detected
based on the design. When a package is delivered, the truck driver collects proof of the
delivery, such as the signature of the recipient. The blockchain is used to ensure data au-
thenticity and validation in a decentralized manner. The cloud is used for data storage.
The logistics company and users can access and validate the data via smart contracts.
Users are the customers whose packages are transported in the truck. For the location
perturbation algorithm, we assume the distance to the destination is correlated to the
delivery time. In this paper, we do not consider other variables that may influence the
estimate, such as the characteristics of the road network and the current traffic levels.

In our adversary model, the IoT device is honest. It collects and sends the logistics
data to the gateway. The gateway is malicious, and it tries to tamper with the data. Note
we assume that truck drivers cannot turn off the gateway, and they register the delivery
of packages upon delivery proof. Otherwise, these malicious actions can be detected.
The users are malicious and try to misuse the logistics information to locate the truck
driver during transportation by de-noising the published location data. The malicious
users hold background knowledge of the truck, such as the road map of the city, but they
are not powerful enough to access surveillance cameras or drones. Such over-powerful
adversaries can not be protected against even if no location information is shared. Also,
malicious users try to infer the information of other recipients in the same truck and the
location of other trucks without having any package inside so that they can locate the
target truck carrying the target packages. The logistics company is semi-honest when
initializing transportation (Generating and sharing correct keys). For other phases, we
assume it is malicious, trying to deceive customers by tampering or adding invalid logis-
tics data. The blockchain platform is operated in a decentralized manner, and the cloud
storage is operated by trusted parties.

In this paper, we propose PrivIrack, with contributions in two categories: (1) a tra-
jectory perturbation algorithm and (2) a privacy-preserving trajectory sharing platform
with constrained IoT devices.

Trajectory Perturbation Algorithm. We utilize differential privacy and geo-indistin-
guishability to mislead the adversary to a wrong trajectory, which protects against pos-
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sible filter attacks under real road maps. Our proposal relies on [7], which proposes a
trajectory hiding mechanism consisting of three parts: privacy parameter selection, an-
gle perturbation and distance perturbation. However, we improve the privacy parameter
selection part of that work to be more adaptable for deployment in constrained IoT de-
vices with less storage, battery, and time costs. Our evaluation shows the feasibility of
deploying the algorithm on a constrained IoT device. Our further experiments demon-
strate that the perturbed location data is robust against filter attacks and remains useful
for eCMR and package tracking.

Trajectory Sharing Platform. For privacy-preserving data sharing, we design a block-
chain-based solution with cryptographic protocols to ensure data validity, confidential-
ity, integrity and availability with detailed security and privacy analysis. Our proposed
PoC platform supports data validation with blockchain and constrained IoT devices.
Data and IoT devices are authenticated in a decentralized way to remove the need for
a trusted third party. Moreover, our smart contract allows access control to verify which
client has access to the blockchain and the cloud storage. Furthermore, we have an im-
plementation (that will be published on GitHub upon paper acceptance) that enables
location privacy and blockchain interaction for constrained IoT devices through gate-
way communication. We also provide an implementation to call hardware secure com-
putation of cryptographic operations to guarantee different security requirements. The
location privacy operation entails a reasonable cost in terms of energy consumption and
execution time. We present the main performances for different processing states of our
proposed protocol when higher security requirements in secret key operations are ap-
plied.

We claim that our proposed solution is flexible and scalable for companies to cus-
tomize their solutions with varying privacy parameters, storage options, and IoT devices
while retaining all properties.

The remainder of our paper is organized as follows. In Section 4.2, we introduce nec-
essary backgrounds, including the related works on location privacy, blockchain-based
supply chains and constrained IoT devices. In Section 4.3, we explain our trajectory per-
turbation algorithm based on differential privacy and geo-indistinguishability. In Sec-
tion 4.4, we show the design of our protocols and system architecture based on crypto-
graphic protocols. In Sections 4.5 and 4.6, we demonstrate implementation details and
evaluation results for both the trajectory perturbation algorithm and the proposed data-
sharing platform based on constrained IoT devices. In Section 4.7, we give the security
and privacy analysis for the trajectory perturbation algorithm and the system design. In
Section 4.8, we conclude our work.

4.2. BACKGROUND AND RELATED WORK

In this section, we introduce the necessary background and related works, including
abundant existing solutions for location privacy, privacy-preserving blockchain-based
supply chain, and the application of IoT in blockchain use cases. Based on the litera-
ture, it is unclear whether location privacy and data validation can be achieved via con-
strained IoT devices in real-world uses. Moreover, a general framework is missing for
privacy-preserving data sharing and tracking within a supply chain when IoT devices
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are considered.

4.2.1. LOCATION PRIVACY WITH DIFFERENTIAL PRIVACY
For location privacy, differential privacy [24, 25] is widely used and aims to hide the ex-
istence of any record in a dataset by applying a small noise to the query.

Definition 4.1 ((¢,6)-differential privacy). For neighbouring datasets D, D' which only
differ in one record, an algorithm o satisfies (€,0)- differential privacy iff with any range
O < range(d ):

Pr[o/(D) € O] < e Pr[/ (D) € O] + 6. 4.1)

For example, the Gaussian mechanism achieves (¢, §)-differential privacy [26] by adding
Gaussian noise to the query. The noise is N (u, o) with = 0, 0> = 2In(1.25/6) - (A2)?/ (€?).
6 isasmall error, A; is the /5 sensitivity. In this paper, the Gaussian mechanism is applied
for the location perturbation.

There is plentiful research with differential privacy for location privacy, such as w—ev-
ent DP [27], §—neighbourhood [14], geo-indistinguishability [13], 6—location set [18],
etc., but existing solutions only consider privacy protection in theory based on the def-
inition of differential privacy. Besides, Li et al. [7] achieve trajectory hiding with real
road maps by applying angle selection and privacy parameter selection to the idea of
geo-indistinguishability. The authors [7] design a location-sharing platform for logistics
based on Ethereum, but this is expensive for the gas cost and inefficient for practical
use that the blockchain only supports ~60 trucks. For applications, most approaches
only consider mobile phones [28, 29], which may suffer from spoofing attacks. There
also exist efficient algorithms that claim they can be used on IoT devices, but they lack
evaluation on IoT platforms, such as [30, 31].

Among various approaches, geo-indistinguishability, as introduced in [13], has low
computation cost and is tested with real road maps against possible filter attacks in [7].
Let set X’ contain all possible user location points, and set Z include all possible returned
location points. d(-,-) denotes the Euclidean distance.

Definition 4.2 (e-geo-indistinguishability). An algorithm & satisfiese-geo-indistinguisha-
bility iff forx,x' e X, Zc Z:
A (0)(Z) < 4D g (X (2) . (4.2)
The Planar Laplace Mechanism satisfies e-geo-indistinguishability, as shown in Fig-

ure 6 in [13] where the noise is added in polar coordinates. The perturbed angle 0 is
uniformly drawn from [0, 27r) and the perturbed distance r is

-1
P +1

4.3)

o 1
Clp=—7 (Wfl(

with p uniformly drawn from [0,1). W_; is the Lambert W function. The mechanism
satisfies e-geo-indistinguishability where
q+2et

1
e=e' +—In

. 4.4
e 4.4)

Here u and dy are precision parameters for r and 6. r;,, is the range for geo-indistin-
guishability, and g = u/r;,4x09. For more details, we refer to [13].
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4.2.2. PRIVACY PRESERVATION IN BLOCKCHAIN-BASED SUPPLY CHAINS

Blockchain is deemed a disruptive technology for supply chains due to its traceability
and immutability. However, privacy and data validation are not usually well addressed.
For example, modum.io [6] is presented to monitor the temperature and humidity dur-
ing transportation in a pharmaceutical supply chain. The data is collected by IoT devices
and then shared with the public via blockchain, but privacy is not considered in the de-
sign, and the data source is not validated.

With privacy concerns, Wu et al. [9] propose a framework with multiple private
ledgers and one public ledger. The private ledger is used for customers of a specific
shipment to share custody events. The public ledger is for global tracking, including
the geolocation of trucks. The consensus is based on proof of work, and the load is in-
creased due to private and public chains. Privacy is considered in the private ledger,
but the privacy of geolocation is not addressed. Furthermore, data validation is done
by crowd-sourcing from the participants in the private chain to ensure that they share
the same information. This still can not deal with malicious users who add fake data or
events to the chain. Besides, the work of [4] shows a design for freight declaration and
tracking. The logistics data is validated via different kinds of claims. Actual geolocation
is shared with customers for tracking, which leaks information. Maouchi et al. [8] de-
sign a privacy-preserving blockchain-based traceability system for supply chains, which
achieves receiver anonymity and unlinkability. The protocol is based on the stealth ad-
dress, where transactions are always broadcast. In practice, this can restrict its applica-
tion in permissioned blockchains. Also, the practical factors are not included, such as
data collection, location privacy, and actor roles.

In industry, the Tradelens [32] project was initiated by IBM to deploy a sophisticated
blockchain-based product shipment tracking system under access control. However,
the project was halted due to a lack of interest from potential commercial partners in
investing [5]. Another example is Walmart’s Food Trust project, which is an IBM-based
blockchain service with the goal of tracing the origins of 20 different alimentary prod-
ucts [33]. Both projects are strictly based on Hyperledger consortium blockchains and
are not scalable for different types of blockchain platforms. Moreover, a solution with
IoT and gateway communication is not provided and implemented. Data validation is
not considered, and the location privacy of deliverers is not addressed in their proposals.

4.2.3. BLOCKCHAIN WITH CONSTRAINED IOT DEVICES

For integrating IoT with blockchain technology, the authors of [23, 34] insist that IoT
devices should establish direct, authenticated communication with the blockchain net-
work. Therefore, blockchain transactions are created and signed locally on the IoT de-
vice, and the validity of the transaction is proved by the smart contracts. Since the trans-
actions are signed on the IoT devices, data authenticity is reinforced. Furthermore, if a
gateway is involved in the communication to forward the transaction to the blockchain,
the gateway can not alter the transaction since the digital signature of the transaction
needs to be validated by the blockchain. With the digital signatures of the transactions,
in addition to data authenticity, more traceable and trustworthy data processing is guar-
anteed using the smart contract. The approach cannot be considered a generic solution
since the IoT device can only communicate with a single blockchain due to the differ-
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Algorithm 5: Location Perturbation Algorithm &1 p

Input: Current location point x, previous angle 6y = 0, city map M, ¢, for angle
selection.
Output: Sanitized version z of input x
1: procedure PRIVACY (M)
2:  Define privacy parameters for different districts in M.
3:  Get €' using Equation 4.5 with x, M.
4: end procedure
5. procedure ANGLE (6y,€,)
6:  Get the new angle 0 using Equation 4.6 with 0y, €.
7:  Round 6 into the range [0,27), and then set 6y — 0.
8: end procedure
9: procedure DISTANCE (¢/,0)
100 1~ CE‘,1 (p) with p uniformly selected from [0, 1).
11:  z<— x+ <rcos(8),rsin(@) >.
12: end procedure
13: return z.

ent requirements for transaction creation, such as transaction structure, type of elliptic
curve in the digital signature, and the hash algorithm used. Arnaudo et al. [22] proposed
a generic protocol for allowing IoT communication with different types of blockchains.
The protocol enables a generic payload to be digitally signed using the ECDSA scheme
and secp256k1 curve. Afterwards, the signed payload is sent to the gateway, which incor-
porates it into the desired blockchain transaction. In case the gateway alters the payload,
the smart contract denies its execution, and the payload is not registered.

4.3. TRAJECTORY PERTURBATION ALGORITHM

In this section, we introduce our location perturbation algorithm & ; p, as shown in Algo-
rithm 5, using privacy parameter selection, geo-indistinguishability and angle selection
based on [7]. Our approach optimizes the deployment of & p on constrained IoT de-
vices. In &1p, we choose the privacy parameter based on the city road map, and we
add noise in terms of angle and distance. The perturbed angle for a new round is sim-
ilar to the previous round so that the output series of location points is more probably
perturbed to the same direction (such as to the south) of the real trajectory, where the
Gaussian mechanism is applied to generate the angle. The perturbed distance is gener-
ated similarly to the Planar Laplace Mechanism.

4.3.1. PRIVACY PARAMETER SELECTION

According to geo-indistinguishability, the amount of noise for perturbation is controlled
by the privacy parameter €. In practice, if the same noise is added all the time, it might
be too large for an area with high road density and be too small with low road density.
For example, in the city centre with potential high road density, a circle within a small
radius r may cover a number of different streets. As a result, a small noise is sufficient to
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Figure 4.2: An example output by PL¢ on a real map with € = 0.001. Blue: actual trajectory, green: published
with PL¢.

preserve privacy. However, when a truck is moving in a rural area, there may be only a
few roads nearby, and the actual road can be identified with the same perturbation. As a
result, the privacy parameter should be determined based on the relative location of the
truck regarding the city road map M.

In large cities, the city is usually divided into several areas. For example, Paris has 20
administrative districts. Similarly, Shanghai has four ring expressways according to the
distance to the city centre. Using such urban planning information, we can determine
different privacy parameters e for different locations of the truck x based on the city road
map M, as shown in Equation 4.5.

€s, if xisin suburb area Mg
e(x, M) =1¢;, ifxisin District M; (4.5)
€. if xisin central area M,

From the equation, €; is the smallest (with the largest noise) since it is in a rural area
with fewer roads nearby. Similarly, €, is the largest, considering the high road density in
the city centre. For different district M, the value of epsilon should be selected based
on different scenarios. The PRIVACY procedure in Algorithm 5 shows the angle selection
algorithm, and we further address the selection of privacy parameters in Section 4.5.

Remark 4.1. The selection of privacy parameters can also be dependent on other factors,
such as the distance between the truck and the recipients, but this can lead to higher
computation and communication costs for IoT devices to send multiple transactions to
different receivers. We further analyze the complexity in Section 4.7.

4.3.2. ANGLE PERTURBATION
Geo-indistinguishability considers location privacy for single location points, while tra-
jectory privacy is not well addressed under real road maps. In geo-indistinguishability,
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Figure 4.3: An example output after a median filter is applied. Blue: actual trajectory, black: published
trajectory de-noised by a median filter.

the noise is added in polar coordinates with angle and distance perturbation, where the
angle perturbation is uniformly random, resulting in the output location points around
the actual trajectory. As shown in Figures 4.2 and 4.3, when adversaries apply the me-
dian filter to de-noise the output trajectory under city road maps, they can achieve the
nearly actual trajectory. One approach is to apply noise with similar angle perturbation
so that the output trajectory tends to be parallel to the actual, which can lead the adver-
sary to a wrong trajectory. To achieve similar angle perturbation while providing privacy
guarantees, differential privacy is considered with the Gaussian mechanism that

21n(1.25/68) - (A,)?
0=00+N|p=0,0%= n( 62) (B2)7) (4.6)
a

where 6 is the new angle perturbation considering the previous angle 8. The algorithm
satisfies (€4, 0)-differential privacy. Since the algorithm is run for multiple rounds, the
composition of differential privacy is needed. After sequentially applying k rounds, the
algorithm provides (O(\/%)ea,o")—differential privacy [7, 35]. The ANGLE procedure in
Algorithm 5 shows the angle selection algorithm, and we further discuss the selection of
€4 in Section 4.5.

4.3.3. DISTANCE PERTURBATION

We apply the distance perturbation in a similar way to geo-indistinguishability accord-
ing to Equation 4.3 as introduced in Section 4.2. The DISTANCE procedure in Algorithm
5 shows how distance perturbation works. We further show its performance in terms of
utility and privacy in Section 4.5.
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Figure 4.4: Detailed protocols for our design with four phases and six roles. The operations in blue texts
consist of the sub-protocol and are run independently between the logistic company and truck drivers for
access control.

4.4. SYSTEM ARCHITECTURE

In this section, we present the framework of our design in Figure 4.1. The IoT device
is embedded in a container of a truck, where it collects logistics data such as GPS data,
temperature, etc. The collected data is encrypted and then transmitted to the gateway
via BLE communication. Note that the gateway cannot decrypt the data, and it broad-
casts the hash of the encrypted data to the blockchain platform, while the encrypted
data itself is stored in the cloud. Users (customers) and logistics companies can access
and track their logistics data using the blockchain platform and cloud storage. Notably,
data authenticity is achieved via the payload digitally signed by the IoT device. Mean-
while, a sub-protocol is operated by the logistics company and truck drivers (deliverers)
to maintain the ID list for access controls in the blockchain and the cloud storage, as
shown in blue texts in Figure 4.4. The sub-protocol is run independently of the main
protocols (in black texts). Our detailed protocol is shown in Figure 4.4 with four phases:
initialization, data transmission, storage and retrieval. In addition, we address how ac-
cess control works in each phase. We also give detailed privacy and security analysis of
our design in Section 4.7.

4.4.1. INITIALIZATION PHASE

In the setup, each IoT device has a unique public-private key pair, and only the public
key is shared with the corresponding logistics company. Logistics companies hold the
public keys of all their IoT devices, but the companies do not know the private keys.
In Figure 4.4, for each transportation, the logistics company first generates a key pair
(pky, sk,), and the public key pk, can be seen as the transportation ID. pk,, is shared
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with the IoT device to enable it to start the delivery session. Both (pky, sk,) and pki,;
are shared with the customers so that the customer and the IoT device can generate the
same shared symmetric key k using the DHKE while keeping their own private key safe.
The shared symmetric key can then be used to encrypt and decrypt the logistics data.
For access control, the logistics company generates an ID list to include which users
have access to the logistics data. Then, it shares the list with the truck driver (gateway)
and the blockchain for initialization. After that, the ids are assigned to all the customers
for the truck. Note that only the sub-protocol can access the ID list, and the sub-protocol
is independent of the main protocols, as shown in Figure 4.4.

4.4.2. DATA TRANSMISSION PHASE

In this phase, as shown in Figure 4.4, the IoT device first collects logistics data, which
includes (1) general data D, such as humidity, temperature, etc. and (2) location data
L, which is the GPS data of the truck. The location data is sanitized by Algorithm 5 with
predefined ¢’ and e,. The IoT device then uses the symmetric key k to encrypt the san-
itized logistics data. After that, the IoT device signs the encrypted data ¢ and sends it to
the gateway. The digital signature on the encrypted data ensures authenticity. Hence,
only aregistered IoT device can issue logistics data for the goods. Moreover, the device is
authenticated in distributed settings, thanks to a specific smart contract that allows reg-
istering the device’s public key. Note that the IoT device, in this PoC, is the source of trust
as it is capable of providing location privacy since the data is not issued by a gateway that
can be more easily manipulated by a misbehaving entity. Afterwards, the gateway calcu-
lates the hash of ¢ and sends the hash (instead of c) to the blockchain. Also, the gateway
signs the blockchain transaction to prove the identity. As the transaction is signed by the
gateway, we assume that the gateway is known to the blockchain network by its public
key. Similarly, the gateway sends c to the cloud storage. For access control, the ID list is
shared by the logistics company, and the truck driver collects the delivery proof from the
recipients. The delivery proof can be the signature of the recipient and the confirmation
of delivery from the logistics company based on the signature. The truck driver then
sends the removed idy to the blockchain with the transportation ID pk, and delivery
proof 7, (note this is part of the sub-protocol).

4.4.3. STORAGE AND RETRIEVAL PHASE

In the blockchain, the smart contract stores the hash value of ¢ under the transportation
ID if and only if the signature of the IoT device Sig;,; on the hash value of c is valid.
Since the validity of the signature is proven in a decentralized manner, the overall sys-
tem can provide trustworthy data storage management. Moreover, our application for
constrained IoT devices allows issuing digital signatures using hardware-secure private
keys. As these private keys cannot be accessed and they are unique for each IoT device,
the signature creation is considered trusted. We include further details on private keys
in Section 4.6.1. For the cloud, when it receives ¢ from the gateway, it computes the hash
of the encrypted logistics data. If the hash is included in the blockchain (from a valid
source), the cloud adds the hash and the encrypted data to the database. In case the
content of ¢ was manipulated, which can be verified via hash validation, the cloud can
claim the invalidity of c.
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For retrieval, pk, is used as the index for customers to find their transportation and
get the hash of ¢ from the blockchain. With the ID list, only customers in the ID list have
access to the hash h. The hash is then used to locate the corresponding logistics data in
the cloud. Similarly, the cloud first checks whether £ is included in the storage. Then,
the cloud checks whether the user id is in the ID list by accessing the smart contract.
After the verification, a valid user can access ¢ and decrypt it using the shared symmetric
key k to get m. Note that both the blockchain and the cloud do not have k and cannot
decrypt c. Meanwhile, when a parcel is delivered, the smart contract updates the ID
list by removing id, upon a valid delivery proof 7. As a result, the customer does not
receive any additional logistic updates for the truck. After the delivery, customers only
lose access to further data, and they can still track their old logistics data for their package
in our platform. We include further security and privacy analysis for our protocols in
Section 4.7.

4.5. EXPERIMENTAL RESULTS FOR TRAJECTORY PERTURBATION

In this section, we introduce our experiments for the trajectory perturbation algorithm,
including the selection of privacy parameters € and €,, and the utility-privacy trade-off
evaluation. In this section, the evaluation is based on a laptop with Windows 10 Pro,
Intel Core i7-10710U CPU and 16.0 GB RAM. The IoT-related application evaluation and
performance are further included in Section 4.6.

For the experiments, we use the GPS trajectory dataset [36], including 1,292,951 kilo-
metres and 17,621 trajectories collected by GPS loggers and phones from 182 users. In
the dataset, we consider the trajectories with transportation modes ‘Bus’ and ‘Car & Taxi’.
We test our trajectory perturbation algorithm based on the map of Beijing. For simula-
tion, each trajectory is considered as one delivery of the truck.

4.5.1. DISTANCE METRIC

For evaluation, we use the Haversine formula as the distance metric to calculate the dis-
tance between two GPS location points, as shown in Equation 4.7. Here ¢ and A are the
latitude and longitude, and r is the radius of the Earth.

- Aa—A
d((@1, A1), (@2, 12)) = 2r arcsin \/sin2 (%) +COS (7 - COS Py - sin® (%) . @D

In this section, we utilize d((¢1,11), (¢2,12)) to evaluate the distance between the
output and the actual location point (Avg. distance in Table 4.1), and the distance dif-
ference between the truck and the destination using output and actual location points
(Avg. error in Table 4.1).

4.5.2. PRIVACY PARAMETER SELECTION

€a

€, determines the amount of noise added to the perturbed angle, influencing whether
the output angle is similar to the previous. According to the Gaussian mechanism, we
can calculate the probability Pr(dy) that the output angle 6 € [0y — 69,0 + 6g) where 6y is
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the previous angle and dy € (0, #]. The probability function is shown in Equation 4.8. A,
is the I»-sensitivity for angle selection, which is 27 in our scenario.

5 _ o, fx
PI‘( 9):—
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where f(x) = e 202, g =—2
ovV2n €5

In Figure 4.10, we further illustrate the relation between the value of ¢, and the prob-
ability of the output angle within the range of dg € {1/4%,1/8m,1/12x} to the previous
angle. With an increasing €,, the output angle is closer to the previous angle. For exam-
ple, when ¢, = 150, the output angle is nearly 100% within 1/87 and ~ 90% within 1/12x
to the previous angle. However, the high probability implies a series of similar output
angles, which can leak information about how the angle is perturbed. In this paper, we
select e, = 20 to control the output angle. With e, = 20, the output angle is 49.8% within
1/4m, 26.3% within 1/8m, and 17.7% within 1/127 to the previous angle so that the out-
put trajectory tends to a similar direction to the actual while preserving location privacy.
Under the assumption of differential privacy, the adversary has access to all records in a
dataset except one. In our scenario, the adversary can never access any output angles.
As aresult, though €, = 20 is a large value for differential privacy, privacy is still preserved
and can provide even better privacy guarantees for trajectory perturbation.

C
€ determines the amount of noise for distance perturbation for geo-indistinguishability.
As shown in Table 4.1, the average distance can be used to estimate the distance between
the published and the actual location point. With the average distance difference, we
can use real maps to consider road density to find whether the real trajectory is hidden
among different roads. For example, Figure 4.9 shows the potential distance perturba-
tion of a specific location point with € = 0.001 and € = 0.003. From the figure, the average
distance perturbation circle covers 9 main roads and more than 20 different streets. Sim-
ilarly, when € = 0.003, the average distance perturbation circle is smaller and covers only
three main roads. Based on the experimental results, we can select € under road maps.
In this paper, we choose € = 0.001.

4.5.3. UTILITY AND PRIVACY EVALUATION

PRIVACY PRESERVATION

In Figures 4.2 and 4.3, we illustrate the output trajectory under possible attacks such
as a median filter. Though the perturbed trajectory seems randomized in Figure 4.2,
the noise can be well removed using a median filter. Based on Figure 4.3, an adversary
can re-identify the actual trajectory of a truck. Similarly, we give further examples in
Figures 4.5 and 4.7 to show that a median filter can denoise and re-identify the actual
trajectory. On the contrary, Figures 4.6 and 4.8 demonstrate that the output trajectory of
Arp can mislead the adversary to a new trajectory instead of the actual one. With the
output trajectory, the adversary will probably infer another road and trajectory which
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Table 4.1: Average distance and average distance error with differente.

€ Avg. distance (m) [ Avg. error (m)
0.0001 23174.54 20442.49
0.0005 4619.80 3329.57
0.001 2310.57 1583.53
0.003 769.97 528.39
0.005 462.46 318.25
0.007 329.28 226.01

0.01 231.51 156.80
0.05 46.17 29.83

is parallel to the actual road. By misleading the adversaries, we can enhance location
privacy protection in practice. Further privacy analysis is included in Section 4.7.

UTILITY EVALUATION

Table 4.1 implies that the publish location point is around 2.3 km away from the actual
when € = 0.001. Such deviation does not greatly influence the impact of location data
on eCMR for truck location control. Meanwhile, the average distance error indicates the
error distance between the truck and the destination. Since the average error is around
1.6 km, the error can lead to an approximate five-minute difference in arrival time esti-
mation. The application of A, p can maintain the utility of trajectory data for both eCMR
and arrival prediction.

4.6. IMPLEMENTATION AND EVALUATION FOR CONSTRAINED
I0T DEVICES

In this section, we focus on the technical aspects of implementing the proposed solu-
tion. Our PoC contains three main components: the API that is enabled for constrained
IoT devices, the gateway application that forwards the messages received from the IoT
devices via Bluetooth Low Power (BLE) communication, and the smart contract that in-
cludes access policies, signature verification and storage mechanisms. One main aim of
the experiments is to validate that our proposed location privacy algorithm is capable
of operating efficiently in a constrained IoT device. Another objective is to demonstrate
the impact of using the proposed protocol in these devices.

4.6.1. 10T DEVICE API

Our proposed protocol for constrained IoT device applications is developed in C++ and
available as open-source code. Our implementation has also been adopted for the Ar-
duino environment, and we outsource transaction generation from the IoT device us-
ing the approach in [22]. For the experiments, we use an Arduino Nano 33 IoT device
equipped with an ARM Cortex-M0 CPU and an ATECC608A crypto chip [37] for accel-
erating cryptographic primitives, secure private key storage, and truly random number
generation. Our protocol for IoT devices contains four main operations as follows.
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Figure 4.5: An example output by PL¢ on a real map
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Figure 4.8: Another
example output by Ay p
with € =0.001.

Figure 4.9: Average distance circle from an
example location point with € = 0.001 and
€=0.003.

TRAJECTORY PERTURBATION ALGORITHM

The operation corresponds to Algorithm 5. As the algorithm includes random number
generation operations, it is essential to note that the truly random number generation in
certain embedded devices is still challenging [38]. Therefore, our implementation con-
tains functionalities to ease the usage of an Internal High-Quality NIST SP 800-90A/B/C
Random Number Generator (RNG) embedded in the ATECC608A crypto chip.

ENCRYPTION

AES cipher is applied using the symmetric key to encrypt the sanitized data. Our imple-
mentation for AES is based on the Tiny AES C library [39] to realize the AES-CBC cipher.
One strength of our protocol is due to the frequent update of the symmetric key. Each
time when a new session of delivery is initiated, a new symmetric key k is derived us-
ing DHKE. For DHKE operation, we employed the Trezor-Crypto library [40] using P-256
NIST curve. Since the DHKE is a computationally expensive operation and the private
key storage is challenging in constrained IoT devices, we also propose a hardware-secure
DHKE execution in the ATECC608 crypto-chip. Note that the original ArduinoECCO08 li-
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Figure 4.10: Relation between €, and the probability of an angle output within the range of
n; €{1/4m,1/8m,1/127} to the previous angle.

brary does not contain an interface for DHKE operation. Therefore, we provide a patch
for the original library.

SIGNATURE

The signature Sig;,; is obtained by employing the ECDSA digital signature algorithm
using the P-256 NIST curve. Our software-based implementation inherits the digital
signature operations and the necessary SHA-256 cryptographic hash function from the
Trezor-Crypto library. We also provide an interface to enable the call of the ECDSA sig-
nature operation executed by the ATECC608 crypto-chip. With this partial hardware ex-
ecution, the signature can be performed faster and more securely as the private key is
hardware-secure. Note that the private keys cannot be accessed and modified from the
micro-controller that embeds the ATECC608 crypto-chip or to which the chip is con-
nected. In addition, the private keys are generated only once in the initialization phase
while programming the crypto-chip. The temper-proof security is guaranteed since only
the results of operations requiring the use of the private keys are accessible.

COMMUNICATION (TX/RX)
The communication in our PoC between the IoT device and the gateway is managed via
Bluetooth Low Energy (BLE) Generic Attribute (GATT) profile [41]. The IoT device adver-
tises a main service and three characteristics that the gateway subscribes to. The main
characteristic is the sending (Tx) of the sanitized data. The remaining characteristics are
used for reception purposes (Rx). They indicate if a session of delivery is ended, or if a
new session ID (pk,) must be used to generate a new symmetric encryption key k. In
Figure 4.11, we denote these reading characteristics as “Notification flag" and “session
ID flag", respectively. In our protocol, the Bluetooth radio module is switched off be-
fore and after the Tx/Rx communication. Furthermore, each Tx is followed by a short
listening phase (Rx) to see if the session has ended, meaning the device can remain in a
power-safe “Sleep mode" for a longer period of time. We use the ArduinoBLE library [42]
to establish the BLE communication between the IoT device and the gateway.

Since energy consumption is crucial in wireless sensor networks, as most devices
are powered by batteries with a limited lifetime, the design of processing states and the
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Figure 4.11: Processing states in the IoT application.
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Figure 4.12: The Protobuf Payload.

limitation of the number of communications must be precisely planned. Figures 4.11
and 4.12 shows the processing states of our protocol and the payload structure used.
After the initialization phase, the device can perform sensing operations specific to the
given use case (e.g., temperature, humidity, etc.). Following the sensing operations, the
device runs the privacy-preserving location algorithm. The result of the algorithm and
the sensed data are incorporated into a specific structure. Afterwards, the sanitized data
is encrypted and digitally signed. It is worth noting that the payload, which contains the
encrypted data and its signature, is realized using Protobuf [43] data format that allows
alanguage-neutral serialization of the structured data. The serialized data structure can
then be sent to the gateway via BLE (Tx state). Then, the “Notification flag" is read to
identify if the session is ended or not. In case the session continues, the device passes
to an energy-saving “Sleep mode". In our context, the sleep mode is fixed to 5 minutes.
After the sleep time has elapsed, the device comes again to the sensing state, and the
previously described processing states repeat once again. In case the session is ended,
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Table 4.2: Runtime energy consumption and execution time of our protocol. The table also compares the
measured metrics when hardware accelerations are applied for the Elliptic Curve Digital Signature, the
Elliptic Curve Diffie-Hellman and random number generation. Note: Total* energy consumption does not
include the Key Generation because this operation is called only when a new session of the protocol starts.

Mode Metric | Algorithm | Encryption | Signature | Key Gen. | Total*
Pure Software Avg. AE | 0.4m] 62.1u) 85.3m]J 360m]J 85.8m]J
Avg. AT | 3.6ms 540us 741.4ms 3.13s 745.5ms
Partial Hardware | Avg. AE | 9m] 62.1u] 17m] 17.2m]J 26.1m]J
Avg. AT | 76.6ms 540us 123.3ms 137ms 200.4ms

the device proceeds to a “Deep sleep mode", which can be a greatly longer period, such
as 1-2 hours. Waking up from the “Deep sleep mode", the next step is to verify if a new
session ID (pk,) was provided by the gateway. If it is not present, the device returns to
the “Deep sleep mode". Otherwise, a new symmetric key (k) is generated using the new
session ID, and the device can move to the sensing state.

In regards to secure communication between the IoT device and the gateway, the
authentication protocol can vary depending on the communication protocol used. Nev-
ertheless, authentication of the IoT and the gateway can be ensured by applying TLS or
other authenticated encryption protocols on top of the given communication protocol.
As our study focuses on the feasibility of trajectory tracking in constrained IoT devices,
we left out authenticating the IoT device to the gateway.

4.6.2. GATEWAY API AND SMART CONTRACT

The gateway API acts as a communication bridge between the IoT device, the blockchain
and the cloud. Our proposed gateway API allows the connection of an IoT device by
specifying the BLE MAC address of the device. The API is supplied with the official fabric-
go-sdk [44] to enable the generation of valid blockchain transactions and interactions
with smart contracts. In this paper, we consider Hyperledger Fabric as the blockchain
platform, and we further introduce the details of blockchain applications in Section 4.6.5.
When the IoT device is in sleep mode, the connection is also stopped. Therefore, the
gateway API can be turned into a re-scanning phase to connect the IoT device again.
The gateway API has two main functionalities. After the serialized Protobuf BLE packets
(sent by the IoT devices) are received and decompressed, the encrypted data (c) and its
hash value are forwarded to the cloud back-end service, while the hash value and the
signature are embedded into a blockchain transaction and sent to a specific smart con-
tract. In addition to forwarding BLE data to the blockchain, the gateway API also informs
the IoT device about the end of the delivery session and the opening of a new session by
providing a new session identifier pk,). Our proposed gateway API is implemented in
Golang, and it uses the Go Bluetooth [45] cross-platform package for BLE. Our work is
tested on a Linux operating system.

The proposed smart contract in Hyperledger Fabric, after receiving the transaction
created by the gateway;, first verifies if the signature on the payload issued by a registered
device is valid. We assume the public key (pk;,;) of the IoT device is registered at the
smart contract by the logistics company. The data storage in the distributed ledger is
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Table 4.3: Estimated days of autonomy when our protocol is or is not applied. The results also show the
different battery life when only the software implementation (SW) and the partial hardware acceleration
(HW) are applied.

Without our protocol | With our protocol (SW) | With our protocol (HW)
AE static (J) 22.29 22.29 22.29
AE dynamic (J) 1.83 1.92 1.856
AE total (J) 24.12 24.21 24.14
Estimated battery life | 641.1h / 26.7day 640.3h / 26.6day 641h / 26.7day

handled via the storage of key:value pairs. If the signature is valid, a composite key is
generated by combining the session ID (pk,) and the hash value of the encrypted data
(c), with the corresponding value equal to the hash digest.

4.6.3. 10T EXPERIMENTAL RESULTS
We program the Arduino using Arduino IDE v1.8.19. The principal objectives of the ex-
periments are as follows.

* Determine the power consumption of our proposed protocol with and without
applying a partial hardware-secure execution.

* Highlight the impact of our protocol and the location privacy algorithm on the
overall execution time and energy consumption of the IoT device.

* Estimate the battery life with and without applying our protocol.

ENERGY CONSUMMATION MEASUREMENTS

In the following measurements, we analyze the energy consumed by different operation
states, i.e., location privacy algorithm, encryption, signature, key generation and com-
munication (Tx/Rx), as we previously described. We used the Otii Ace Pro [46] power
supply and analyzer to measure the energy consumption and to highlight the consumed
energy and time taken by the different operations of our protocol. Table 4.2 represents
the average execution time AT and the energy consumption AE of our proposed pro-
tocol. Note that this measurement does not include the energy consumption and ex-
ecution time of the communication (Tx/Rx) protocol, since the choice of the commu-
nication can have a high impact on the overall energy consumption, and other more
energy-efficient wide-area network wireless communication protocols can also be em-
bedded into our proposed implementation according to requirements of the given use
case.

In the measurements, the sanitized logistic data is constructed from the sensing data,
which we have fixed to 5 bytes but whose length can vary up to 1024 bytes and the coor-
dinates (longitude, latitude) are represented by two 32-bit floating numbers. The results
also highlight the performance differences between applying hardware-secure comput-
ing (HW) on cryptography-related operations and executing the pure software imple-
mentation (SW) of the protocol.
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Figure 4.13: Current consumption of the protocol while sending a digitally signed location information
protected with our location privacy algorithm
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Figure 4.14: A closer look on the current consumption of our protocol when the Tx/Rx communication is out
of scope

After observing the results of Table 4.2, we can conclude that the implementations
of the location privacy algorithm are competitive with other operations in the protocol.
Nevertheless, there are significant differences in execution time and power consump-
tion between the software implementation and the hardware-secure location privacy al-
gorithm. This is due to the computation time of random numbers generation by the in-
ternal NIST 800-90 A/B/C random number generator, and the communication overhead
between the crypto chip and the Arduino board. Overall, the software implementation
of the location privacy algorithm can be executed in 3.6ms, while the same algorithm
using a NIST-recommended random number generation takes a considerable 76.6ms.

We notice that the Encryption operation takes the shortest execution time among
other operations. However, the encryption depends on the size of the plaintext, i.e., the
larger the sensing data, the longer the execution time. In this setting, the plaintext size
was relatively small. Meanwhile, the signature and the key generation have fixed execu-
tion times, as the input data used by these algorithms are fixed. We can also observe that
the signature and key generation operations can be highly accelerated, and more effi-
cient energy consumption can be achieved by using the hardware acceleration provided
by the ATECC608A crypto chip.

Figure 4.13 illustrates the current consumption of a computation period of our pro-
tocol and the communication phase via BLE. The same figure also highlights the cur-
rent consumption of the sleep mode that we display as the “Idle” phase. As we can see,
the communication phase takes significantly longer time than the proposed protocol.
Figure 4.14 shows the current consumption of the different operations of our protocol
without the communication phase. The retrieved current consumption highlights the
execution of the software implementation.
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AUTONOMY ESTIMATION

In this experiment, we estimate the achievable autonomy by our PoC. Therefore, the time
and energy consumption of the communication phase (Tx/Rx) is taken into account. We
assume that the device is supplied by four 3.4Ah batteries that are considered perfect,
and they deliver 3.7V until complete discharge, and the energy consumption of the volt-
age regulator between the batteries and the device is negligible. Table 4.3 highlights the
estimated autonomy of the IoT device. The total energy consumption is the sum of the
static and the dynamic energy consumed. In the following, we assume that the device
data sending rate is 300 seconds (5 minutes), which also means that the device is in sleep
mode for 5 minutes, in this mode the current consumption is 14.7mA (“Idle” state), and
the reciprocal energy consumption is 22.29]. In the scenario when our protocol is used,
the dynamic energy consumption is the sum of the consumption of our protocol (as in
Table 4.2) and the BLE communication, which is 1.83]. Obviously, when our protocol is
not applied, the dynamic energy consumption is equal to the energy consumption of the
BLE communication.

Estimations are calculated with the following equations:

E, (Wh)
Estimation(hours) = Zhartery ™ 77
Etoral(W) (4.9)
Etotal(n
E W)y= ———.
rotat (W) Period(s)

The estimated battery life shows that our proposed protocol only slightly impacts
total energy consumption since, without the protocol, only one hour of autonomy is
gained compared with the purely software-based implementation. When we apply hard-
ware acceleration on cryptographic-related operations, the values estimated for the bat-
tery life with and without using our protocol are almost equal.

Note that in our evaluation, the data is sent from the IoT device to a gateway module
via BLE. Other low-power energy consumption communication protocols, such as Lo-
RaWAN [47], allow more efficient energy consumption with a shorter time delay. The Lo-
RaWAN configuration [22] is nearly 6 times faster than the BLE communication when the
data is less than 242 bytes long. Note that the Arduino board used in our experiments is a
“Low-Power” architecture instead of “Ultra-Low-Power”, meaning that its consumption
in the “Idle” phase is around 14 m A, which is largely above the “Ultra-Low-Power” char-
acteristic with approximately 100 pA. The application of an “Ultra-Low-Power” board
implies a longer battery life, and the proposed location privacy algorithm itself is effi-
cient in terms of execution time and energy consumption. It is feasible to employ our
approach in other constrained embedded systems and IoT devices with a slight impact
on the overall consumption of the given device.

4.6.4. TRAJECTORY PERTURBATION ON CONSTRAINED IOT DEVICES

We implement Algorithm 5 in C++ and compare the output trajectory to [7] (with Python)
in Figures 4.15 and 4.16. The performance of our implementation is at the same privacy
level as shown in Section 4.5 with the same ¢ = 0.001. Note that the result cannot be the
same since the random values are different for each run, but the level of noise is similar.
Meanwhile, the output location point is around a block away from the actual, which sup-
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Figure 4.15: Example output trajectory with actual in blue, with C++ (IoT enabled) implementation in green,
and with Python (for generic use in [7]) implementation in red.

ports the idea that it can protect the actual location of trucks in [7, 13]. Meanwhile, the
randomness of the algorithm is guaranteed by the NIST-recommended random number
generator within the IoT device.

Note that the random number generation in our implementation is also feasible by
calling Arduino’s random number generation features, which is faster than calling the
NIST-recommended crypto chip we presented. However, Arduino’s random number
generation uses a fairly random input for the seed instead of truly random. The weaker
guarantee of randomness can lower the privacy guarantee of our trajectory perturbation
algorithm Az p. Also, there remains more work for truly random number generation on
constrained devices.

4.6.5. JOT-BLOCKCHAIN APPLICATIONS
In our implementation, we rely on Hyperledger Fabric, which is a permissioned block-
chain that allows the deployment of sophisticated access policies. Also, the new mem-
ber registration to the blockchain network is restricted. With the access control, only
authorized users can add or read transactions on the ledger. Another advantage is its
modular architecture, allowing the usage of different cryptographic signature schemes.
Moreover, Hyperledger Fabric eases the deployment of smart contracts since they can be
implemented in different programming languages. Thanks to its modularity, easy policy-
making, and popularity in enterprise-level use cases, Hyperledger Fabric is a promising
candidate for supply chain and logistics applications. To showcase its performance in
real-life use cases, we refer to the study of Guggenberger et al. [48], indicating that a Hy-
perledger Fabric network deployed in four different European countries and containing
a total of eight peer nodes can achieve a throughput of over 1000 transactions per second
with a latency of 1.2 seconds. According to these results, we can confirm that our IoT-
blockchain-based location privacy platform is suitable to be implemented in practice
since the overall latency of a location data sending, including its distributed validation
and storage, would not exceed more than 1.5 seconds.

Regarding real-world applications of IoT-blockchain implementations, the IoTeX pro-
ject [49] uses hardware secure computation to ensure the root of trust in IoT-blockchain
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Figure 4.16: Example output trajectory with actual in blue, with C++ (IoT enabled) implementation in green,
and with Python (for [7]) implementation in red.

communication. However, IoTeX-issued constrained IoT devices contain an ARM Crypto-
Cell-310 crypto module [50], which is not scalable since it is only compatible with Arm

Cortex M processors, which can only be found as an integrated module in SoCs. In our

work, we apply the ATECC608A cryptographic chip, which is compatible with a wide va-

riety of constrained IoT devices. In addition, IoTeX requires the use of the IoTeX public

blockchain, which implies an amount of gas price to be paid after each transaction is-

sued. Our proposed solution is considered more generic, as it is compatible with any

kind of blockchain because the payload of the transaction is signed locally in the device,

which can be afterwards verified in any kind of smart contract.

4.7. ANALYSIS

4.7.1. TRAJECTORY PERTURBATION

In Section 4.5, we illustrate how privacy parameters are selected and the performance of
our trajectory perturbation algorithm in terms of privacy protection and utility for eCMR
and arrival prediction. In theory, the angle perturbation algorithm also provides stronger
privacy guarantees than uniformly random perturbation [7]. The distance perturbation
provides strong privacy guarantees based on geo-indistinguishability [13]. Meanwhile,
we optimize existing solutions to be more adaptable for deployment on constrained IoT
devices with lower computation and storage costs.

In the work of [7], different privacy parameters are considered, resulting in N en-
cryption using the public key of N different users to encrypt n AES keys, where the n
AES keys are used for the encryption of n different location outputs and 7 is dependent
on the variety of privacy parameters. As a result, n+ N encryption is needed. With A;p
in our paper, we optimize the privacy parameter selection procedure. Only one message
is encrypted and transmitted to the blockchain since different users share the AES key
for the encryption of the perturbed location data. In theory, we expect that A;p only
consumes approximately 1/(N + n) costs in terms of time and energy for encryption.
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4.7.2. SYSTEM SECURITY AND PRIVACY ANALYSIS

In Figure 4.4, we assume the key generation scheme, key exchange scheme, symmet-
ric encryption scheme, signature scheme, and hash functions are secure by design. We
consider the security and privacy of our protocol in terms of confidentiality, integrity
and availability in Theorems 4.1 to 4.5.

Lemma 4.1. A probabilistic polynomial time (PPT) adversary A cannot access or change
the transmitted logistic information.

Proof. Our adversary model assumes that the gateway is malicious. Only the IoT device
can create the logistic data and transmit it to the storage via the gateway. The user and
the logistics company can access their logistic data.

The logistic data is encrypted by a shared key between the IoT device and the user.
Note that the gateway (the PPT adversary .4) only holds pk,, so it cannot generate k.
Based on the security of the key exchange scheme and the symmetric key encryption, it
is computationally infeasible for A to decrypt ¢ without the symmetric key. .4 cannot
access the logistic information.

Similarly, based on the security of the signature scheme, the gateway, the user and
the logistics company (A) cannot change ¢ or transmit fake encryption ¢’ to the storage
since this cannot pass the signature verification from the smart contract. Note that the
logistics company cannot forge the signature or private key of the IoT device when our
protocol is used with the hardware secure module (with the assumption that the hard-
ware module does not reveal any information about the private key, since it cannot be
accessed). However, in our software-based solution, the private key of the IoT device
must be issued by an independent third party that does not collude with the logistics
company. The cloud then rejects the addition to the database since the hash is not in-
cluded in the blockchain. .4 cannot change the logistic information.

Meanwhile, based on the security of the signature scheme and the verification with
the smart contract, the proposed protocols can protect against possible attacks such as
MITM attacks or spoofing. O

Lemma 4.2. The system can provide trustworthy data authenticity and validation with
the blockchain against PPT adversaries.

Proof. With the application of blockchain, data authenticity and validation can be achie-
ved in a decentralized manner. Considering a PPT adversary, the signatures of the gate-
way and the IoT device are verified using the smart contract. Also, data validity is based
on the decentralized verification implemented in the smart contract. The trusted data
validation process holds as long as the consensus process is valid, implying that the ma-
jority of the consensus rule participants are honest, such as the Practical Byzantine Fault
Tolerance (PBFT) consensus algorithm requiring that 2/3 of the participants be hon-
est. O

Lemma 4.3. Logistic data must arrive on the blockchain periodically within a predeter-
mined time error margin. If the adversary A denies the message forwarding, the system
can detect it and notify the users.
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Proof. From our adversary model, we assume that the gateway is malicious. Malicious
gateways can possibly deny the transmission of data (by turning off the mobile phone).
Although this behaviour cannot be protected by design, our protocol can detect it. We
assume that at the beginning of the protocol, a specific time error margin is determined,
accounting for expected communication costs and delays. If the waiting time exceeds
the margin limit, the blockchain can report the denial of data transmission. Addition-
ally, the protocol allows for setting a threshold on the maximum number of consecutive
messages that may fail to appear on the blockchain ledger. If the threshold is exceeded,
the blockchain can notify the users of suspicious behaviour during the delivery of the
IoT message forwarding process. This may cause users to miss some logistic informa-
tion and suspect some malicious behaviour. Nevertheless, the received data is always
valid and correct according to Theorem 4.2. O

Lemma 4.4. Only authorized users in the ID list can track their items in the truck. If an
adversary A maliciously forwards an ID list with unauthorized customers, the system can
detect it and be known by logistics companies.

Proof. Based on our assumptions in Section 4.1, when a package is delivered, the truck
driver registers the delivery upon proof of the delivery, such as a signature. Meanwhile,
as introduced in Section 4.4, the gateway can only remove user ids from the ID list upon
the proof of delivery for the package. As a result, the adversary .4 do not have access to
add new unauthorized users to the ID list or remove the users whose packages are not
delivered. Also, .A can not retain existing users whose packages are delivered since the
removed id is automatically forwarded to the blockchain upon a valid delivery proof. If
A bypasses logistics companies and sends a new ID list, the blockchain and the cloud
can check whether the logistics company verifies the ID list and notify the logistics com-
pany if the ID list is forged. O

Remark4.2. Note thatlocation privacy is aimed at protecting the privacy of truck drivers.
In practice, if the truck driver is malicious and wants to share the location of the truck, it
is not possible to protect against it since the truck driver can always positively share his
location with others.

Lemma4.5. All authorized users can access their logistic data validated and correct before
their package is delivered. After the delivery, users can not have further information about
the truck but can always track and validate their past logistic data.

Proof. Based on the key exchange scheme, the user (and the logistics company) holds
the same shared symmetric key k as the IoT device, so the user can decrypt ¢ and get the
logistic information. From the storage, the signatures of the IoT device and the gateway
are verified based on the signature scheme, which guarantees that the received logistic
information is valid. Meanwhile, Theorem 4.1 shows that .4 cannot change the transmit-
ted logistic information, so it is correctly generated by the IoT device. When the package
is delivered, the user id is removed from the ID list. Based on Theorem 4.4 and the ac-
cess control by the blockchain and the cloud, the user can not know whether there is
further information for the truck. The user no longer has access to the new blocks in the
blockchain nor access to the newly added record in the cloud. For past logistic informa-
tion, the ID list remains as the old, so the user can still track and validate it. O



4.8. CONCLUSION 99

Remark 4.3. With our protocol, a third party can validate a series of logistic data without
knowing the content. For example, assume a third party wants to buy the logistic data
from a user. With the blockchain, the user can use the hash to show the validity of the
data without revealing the content. With the transportation ID pk,, the user can also
prove where and when the package is transported.

4.8. CONCLUSION

With our innovative solution, PrivIrack, location privacy with constrained IoT devices
is now available to track the trajectory of trucks for delivery in big cities. We first show
that our trajectory perturbation algorithm provides privacy protection against median
filter attacks under real road maps by misleading the adversary to a wrong trajectory.
The output perturbed trajectory data is useful for eCMR and package tracking. Also, our
evaluation illustrates the feasibility of applying our trajectory perturbation algorithm
in constrained IoT devices. Then, we propose a platform that enables the interaction
of constrained devices with a blockchain-based platform, offering data validation, au-
thenticity and access control. Our security and privacy analysis show that the proposed
protocols provide privacy-preserving data sharing together with the trajectory perturba-
tion algorithm. Based on our experiments, we demonstrate that our protocols have a
low impact on the IoT device battery life. When using an IoT device based on an Arm
Cortex-MO processor, the run time is also feasible: 3.6 ms when the random numbers
are generated in software, and 76.6 ms when generated in a NIST-recommended hard-
ware module. Considering the overall performance of constrained IoT devices, the run
time of our protocols is ~200 ms with an autonomy of almost one month, which is well
aligned with the needs of real-world use cases.
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DATA PRIVACY ENHANCEMENT FOR
COLLABORATIVE LEARNING

Automated fraud detection is hindered by a lack of fraud samples in collected data. Col-
laborative learning can solve this problem by allowing institutions to jointly train a model
without directly sharing their data. However, the applicability of collaborative learning is
restricted due to its vulnerability to inference attacks, which aim to extract sensitive in-
formation from the model. Such attacks are effective in a decentralized, sequential col-
laborative learning setting where participants have white-box access to the model and
can view a portion of the training data, posing privacy risks and deterring collaboration.
To address these challenges, this paper introduces a novel framework and protocols that
leverage secure multi-party computation and differential privacy to mitigate inference at-
tacks and side-channel timing attacks in a small-scale sequential collaborative learning
setting. The protocol begins with participants collaboratively establishing the training or-
der. Together with an anonymous communication network, each participant knows only
the destination for their data transmission without knowledge of the source. Additionally,
responder anonymity is achieved through the use of Tor’s hidden services, which conceal
the identities of recipients. To the best of our knowledge, our work is the first to mitigate
inference attacks using a secure joint permutation selection protocol with a low overhead
of a few seconds. Besides, we apply differential privacy during the training process against
membership inference attacks. Moreover, we introduce proper time delays based on differ-
ential privacy to mitigate side-channel timing attacks under anonymous communication
networks. Our detailed privacy and security analysis illustrates that our framework and
protocols enhance privacy protection against side-channel timing attacks and inference
attacks.

This chapter is a copy of the paper titled “Robust Small-Scale Collaborative Learning Against Inference Attacks”
byLi, T., van Tetering, D., and Erkin, Z., which is under review from IEEE Transactions on Information Forensics
and Security.
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5.1. INTRODUCTION

Automated fraud detection is of great importance with advances in e-commerce. For
personal, according to the European Central Bank, billions of Euros are lost due to credit
card fraud every year [1]. For business, it is essential to manage financial fraud for sup-
ply chain risk management [2]. The automated fraud detection system is widely used
to audit all transactions. Financial institutions and companies create such systems by
training machine learning algorithms on transaction data. However, the performance
is obstructed by a lack of positive (fraud) samples [3]. An ideal solution is to merge the
data of all institutions or companies and train on the resulting dataset. Unfortunately,
the included sensitive information and security risks for transferring render this solution
unrealistic [4]. Moreover, laws such as GDPR in Europe prohibit the sharing of original
sensitive data [5]. This motivates the need for protocols that allow collaborative training
without sharing private data and comply with GDPR.

Collaborative learning deals with the lack and leakage of training data while follow-
ing GDPR [4]. It allows parties to jointly train a model in parallel or sequential settings
without sharing data [6]. In the parallel setting, each party trains the model locally and
then shares the model parameters with a central entity that aggregates the parameters
to get the final model [7]. In contrast, a central entity is not needed for the sequential
setting where every participant trains the same model one after the other [6]. Recently,
sequential collaborative learning has garnered attention within the collaborative learn-
ing community [8, 9]. It shows benefits in terms of fewer training rounds [10] and has
advantages when each party holds small datasets [11], which are essential for collabora-
tive learning. Also, it is vital for other emerging distributed learning techniques such as
split learning [12, 13].

Though sequential collaborative learning has such strengths, it still suffers from in-
ference attacks where an adversary tries to obtain additional knowledge about the model
or the data used for training [14]. Data confidentiality renders these attacks a breach of
privacy [15]. Inference attacks can be performed in a white-box setting by insiders, e.g.,
participants in collaborative learning, or by outsiders in a black-box setting [16]. The
white-box setting is more powerful since it possesses truly positive samples and can,
therefore, develop a more accurate dataset to train the attack model [17].

However, mitigating or preventing inference attacks in collaborative learning is chal-
lenging and remains an open problem [6, 17]. Differential privacy (DP) is widely applied
to protect record-level or participant-level privacy by adding a small noise to the train-
ing process or to the output result. The record-level privacy aims to hide the existence
of each individual in a dataset, but deploying record-level DP can not protect property
inference attacks. For participant-level privacy, the overall feature of a participant (insti-
tution) is protected, but participant-level DP requires thousands of participants to retain
utility. For fraud detection, the number of parties is small (around 10), and participant-
level DP results in low model utility. Instead, the secure multi-party computation tech-
nique is a candidate to hide the training order so that an adversary can not infer which
party a record belongs to. It remains the utility of the model and protects the privacy of
involved institutions, such as the general features of all clients in a specific bank. To de-
termine their position in training, adversaries can derive knowledge utilizing the timing
information, so-called side-channel timing attacks. Based on the time it takes to process
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a given input and the resulting output, the adversary can infer how many training pro-
cesses have been done to assume his position. To protect against such attacks, a random
can be added to anonymize the training time.

The objective of this paper is to construct a framework and protocols to mitigate
membership and property inference attacks and side-channel timing attacks in a small-
scale sequential collaborative learning setting among »n participants.

We assume a fixed group of n + ¢ parties are willing to collaboratively train a model
of a predetermined type. Each party p; owns a local dataset and has published its public
key pkp;. We assume each party has sufficient computational power to train a model
locally in a reasonable time, and the training time for each party is similar. All parties are
subdivided into two groups: a group of ¢ leaders A, and a group of n participants p;.

In the adversary model, we assume that the participants are semi-honest (honest-
but-curious). All participants follow the protocol honestly but try to infer the knowledge
of a target participant using information received during the protocol. We assume that i
out of n participants (adversaries) collude with each other to exchange their knowledge.
The adversaries try to infer their training position using timing-based side-channel at-
tacks based on the training time of other participants. Other kinds of side-channel at-
tacks are beyond the scope of this study. Also, the adversaries aim to use the updated
model of each round of training to apply inference attacks to identify (1) which partici-
pant a record belongs to and (2) the property of a target participant. For the leaders, we
assume that more than half of them follow the protocol correctly.

In this paper, we propose a novel framework and protocols to mitigate membership
and property inference attacks and side-channel timing attacks in small-scale sequen-
tial collaborative learning among n(~ 10) participants using secure multi-party com-
putation and differential privacy, as shown in Figure 5.1. A training order is determined
jointly without revealing the final result to the participants. Together with the Tor anony-
mous communication network, sender anonymity is ensured, and an additional exten-
sion provides responder anonymity as well. As a result, the adversary is unable to target a
specific participant. To jointly select a permutation, we leverage distributed decryption
to ensure a ciphertext can only be decrypted if all parties contribute, and joint random
number generation to mask individual values. Meanwhile, we apply differential privacy
to add a random time delay of each training procedure to protect against the timing side
channel. During the training procedure, record-level local differential privacy is utilized
to double safeguard against membership inference attacks besides secure multi-party
selection.

Our detailed security and privacy analysis illustrate that our design can mitigate both
membership and property inference attacks, even when participants collude among a
small number of parties. With only sender anonymity, adversaries have low confidence
in their attacks since the training order is hidden. For example, when 2 out of 6 parties
collude, we lower the success rate of membership inference attacks from 78% to 26%
and from 24% to 12% concerning different training orders and targets. When i out of n
parties collude, we illustrate and prove that the attack success rate is lowered in most
scenarios and remains the same in the rest. Meanwhile, when responder anonymity is
guaranteed, though the communication cost is roughly doubled, the attack success rate
is reduced by a factor of @ compared to scenarios where the training order is exposed. a
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ranges from 2 to 4 and is dependent on the distribution of adversaries within the network
topology. For property inference attacks, the attack success rate also decreases, with the
effectiveness of our design influenced by the data distributions among participants. Our
example shows an expected 30% lower attack performance.

In addition, our complexity analysis and experiments show that our protocol is prac-
tical and requires an overhead of only a few seconds considering nine participants. The
overhead of anonymous communication ranges from seconds to a few minutes based on
the model size (3s for 55 KB and 90s for 60 MB). To our knowledge, this work is the first to
leverage secure multi-party computation with minimal overhead to provide privacy and
robustness against inference attacks in sequential collaborative learning.

Remark 5.1. Even though we present our protocol in a fraud detection setting, it is ver-
satile and can be used in any setting that requires sequential collaborative learning, such
as in the medical and healthcare domain [4, 18].

Remark 5.2. In this paper, our protocols focus on participant-level privacy for a small
number of institutions while participant-level differential privacy requires thousands of
parties for a good utility [19]. Our protocols emphasize that an adversary can not infer
which specific participant a record belongs to, but it is possible to execute inference at-
tacks to find whether a record is in the training sets of all other n— 1 parties. Record-level
differential privacy is applied to mitigate this issue.

The remainder of this paper is structured as follows. We first introduce related works
and preliminaries in Sections 5.2 and 5.3. Then, we explain our protocols and collabo-
rative learning procedures in Section 5.4 and 5.5. Afterwards, we address security and
privacy analysis in Section 5.6. Finally, we analyze complexity and performance in Sec-
tions 5.7 and 5.8, and conclude the paper in Section 5.9.

5.2. RELATED WORK

Inference Attacks. Inference attacks aim to infer knowledge about the data used to train
a model or the model itself [19]. Two types of inference attacks can be distinguished:
membership inference attacks, aiming to determine whether a specific entry is included
in the training set, and property inference attacks, aiming to infer additional information
that only holds for a subset of the training set and is not included as a feature [19]. To per-
form a membership inference attack on a target model, two models need to be trained,
the shadow model and the attack model [15]. The shadow model is trained on data sim-
ilar to the data used to train the target model. This ensures that predictions made by
the shadow model are similar to those of the target model. To train the attack model, we
use predictions obtained by the shadow model and provide these with a ground truth
label, indicating whether the used sample was originally included in the training set.
Since we have no knowledge of which samples were used to train the target model, a
correctly trained shadow model is essential to provide ground truth labels for the attack
model [15]. Similarly, for property inference attacks, attackers require data labelled ac-
cording to the property they want to infer [19]. The vulnerability of parallel collaborative
learning to insider membership and property inference attacks has been noted in several
works [17, 19]. For sequential settings, Pustozerova and Mayer consider membership in-
ference attacks [6]. The attack success is measured with varying numbers of participants,
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epochs, and classes. These settings are compared to a baseline centralized setting to de-
termine their influence on attack success. Results show that the attacks become more
powerful when executed in a decentralized setting. Moreover, the attack performance
increases as the number of epochs and the number of participants increase.

Mitigation Techniques. While we demonstrate the severe consequences of these at-
tacks, mitigating or preventing them remains an open problem [6, 17]. Truex et al. sug-
gest model hardening techniques, such as model choice and regularization, but do not
evaluate them for effectiveness [17]. Melis et al. propose four different techniques to
mitigate vulnerability [19], including sharing fewer gradients, dimensionality reduction,
dropout, and differential privacy. The first three approaches either do not restrict attack
success or significantly decrease model performance. With differential privacy, the first
way is to deploy at record-level using noise to obfuscate individual records. Since the
noise added is identically distributed for all dataset entries, this does not prevent prop-
erty inference. To achieve this, participant-level differential privacy can be used. While
record-level differential privacy ensures that the behaviour of a model does not change
when one entry in the dataset is removed, participant-level differential privacy ensures
model behaviour does not change when all data entries belonging to a specific user are
removed [20]. From this, it follows that an attacker is unable to determine which data
point belongs to which user. Therefore, by definition, participant-level differential pri-
vacy prevents property inference attacks. Unfortunately, to ensure model performance
and participant-level differential privacy at the same time, thousands of participants are
required [19]. In this work, we focus on a collaborative learning setting where the num-
ber of participants is in the order of tens, and the amount of noise required to ensure
participant-level differential privacy is of such magnitude that it renders the model un-
usable. As noted in [21], more research is needed to prevent property inference attacks
in collaborative settings with low numbers of participants. The work of [6] proposes to
randomize the order of the nodes in each training cycle to reduce the information avail-
able to the attacker. The attacker does not know at which time a specific participant
trains the model, thereby disabling them from inferring whether a data sample was held
by that participant. While they reason this prevents membership inference attacks, they
leave its evaluation to future work.

5.3. PRELIMINARIES

In this section, we introduce the cryptographic building blocks of the paper with nota-
tions in Table 5.1.

5.3.1. JOINT RANDOM NUMBER GENERATION

We rely on joint random number generation to mask individual values generated by par-
ticipants. Based on the works of [22] and [23], we ensure these random numbers cancel
out during aggregation, thereby allowing the aggregating party to obtain a correct result.
The scheme uses the sign function:

L s,
si(j)= o .1
-1 ifi<j.
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Table 5.1: Notation table.

Symbol Definition
p large prime
g generator for Z,
q prime order of Zj,
G cyclic group with prime order g
4 number of leaders
Ajy,..., Ay | group ofleaders
n number of participants
Plr-- Pn group of participants
l number of permutations among partici-
pants
random number generated by p;,0 < v; <
Vi
(n'-1)
v jointly selected permutation index
. permutation table containing all permu-
tations
Ty jointly selected permutation v from 7
skp;/ska; | secretkeyheld by p;/A;
pky;/pks; | publickeyheld by p;/A;
PK shared decryption key held by leaders
kp, secret value generated by p;
Ry, jointly generated random number of p;
T fresh randomness in Zj;
E( pi C2p, ) | ciphertext created by p;
H (c;kA’ ) commitment on ¢; by Ay
si(j) sign function (see Equation 5.1)

Joint random number generation proceeds as follows. First, each party broadcasts its
public key gkpi, for public generator g € Z,, and a random secret key kp, € Z,,. Then,
each party calculates its random number R, using s;(j) that

K kp.\k LS ky.k
Rp,= Y si(N@"f»i="3% si(jHgri (5.2)
j=Lj#i j=1,j#i

where gk”f' is the broadcast key from p;, and K is the number of parties for the joint
random number generation. Verifying resulting random numbers sum to zero is done
by

K K K ok
LRp=2 2 siPgr
i=1 i=1j=1,j#i (5.3)

K i-1 ok
=Y Y (si(D+s;)Ng i =0.
i=1j=1
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5.3.2. DISTRIBUTED EXPONENTIAL ELGAMAL CRYPTOSYSTEM

To allow the use of additive homomorphism, we use a distributed exponential version of
the ElGamal cryptosystem [24]. This requires a cyclic group G with prime order g and
public generator g to be agreed on by all participants.

Key Generation. Each party generates its secret key sk, = x; < [0,...,q — 1] and its
public key pky,, = g* (mod p). Then, a shared public key PK is created to be used for
encryption and collaborative decryption.

n
PK =[] pky, =g"+ . (5.4)
i=1

i=

Encryption. In the exponential version of the ElGamal cryptosystem, a message m € G
is encrypted as g . First, fresh randomness r € Zg is generated. Then, ¢; is computed
as c; = g" and ¢, is computed as ¢, = g™ - PK". Finally, the resulting ciphertext is E(m) =
(c1,¢2).

Shared Decryption. To perform decryption, each party broadcasts a partial decryption
of the ciphertext. These are combined to retrieve the correct plaintext message. For a
ciphertext E(m) = (c1, ¢2), this results in the following steps:

* Each party computes ¢1*%7i and broadcasts this with commitment H(c; **»1).

 Each party checks whether all received partial decryptions c;* k»i and correspond-
ing commitments H (CISkpi) match.

() — (%} — gm
n skp; T skpytetskp, T
[ a™ ¢

e If this is the case, each party computes
» To retrieve m, each party computes the discrete log.

Homomorphism. Exponential ElGamal is an additively homomorphic cryptosystem
that multiplying two ciphertexts results in the addition of the two plaintexts: E(m;)
E(my) = E(m; + my), which can be verified as follows:

E(my)-E(my) = (g",g™ - PK™) - ("2, 8" - PK'?)

:(gr1+r2'gm1+m2.PKr1+r2):E(m1+m2). (55)

Additionally, additive homomorphism ensures that exponentiation of a ciphertext
with a plaintext message corresponds to a multiplication of the two in the plaintext do-
main: E(my)"™ = E(m; - my), which can be verified as follows:

E(ml)m2=(gr1,gm1'PKr1)m2 (5 6)
— (grl.mg’gml-mz ‘PKrymz) =E(m;-my). '

5.3.3. MAJORITY VOTING
Each party uses majority voting to determine who to send their data to. In majority vot-
ing, parties vote once for one of the n candidates, and the party receiving the most votes
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wins. Votes are represented by punch-hole vector ballots [25]. Each ballot consists of
n options. When voting for candidate i, the option C;[i] is set to an encryption of one
C;[1]. All other options are set to C;[0]. To allow additively homomorphic tallying of
votes, exponential ElGamal encryption is used. To ensure a ballot is correctly formed
(e.g. contains 1 one and n — 1 zeros), non-interactive zero-knowledge (NIZK) proofs are
included [24]. These allow a party to prove a ciphertext E(m) is encrypted correctly us-
ing exponential ElGamal encryption. This means that a cyclic group G, with prime order
g and public generator g, is available. Each party has a secret key x; and public key
pk = g*i. To prove a ciphertext E(m) = (c1,¢2) = (g",8™ - pk”) is encrypted from m, it
is necessary to prove that c¢; and gf—,z,, have the same exponent. This is done using the
non-interactive zero-knowledge proof [24]. If verifications pass, E(m) = (1, ¢) is a valid
encryption of m.

NIZK proof for Plaintext Knowledge

Prover:
- Generate random r € Z

Compute E(m) = (c1,¢2) = (g", 8™ - pk")

Generate random 7 € Z

Compute T; = g and T, = pk’

Compute v = Hash(E(m)||T1|| T>)
ands=r-v+t

Send ¢y, ¢, T1, T», v and s to the Verifier

Verifier:

— Verify that g° =¥ Ty

— Verify that pk® = (gc—,%,)" T

5.3.4. DIFFERENTIAL PRIVACY
Differential privacy [26, 27] aims to apply a small noise to a query to hide the existence
of any single data in a dataset. For neighbouring datasets D and D which only differs in
one record, a mechanism M satisfies e-differential privacy (DP) if and only if for any set
S c Range(M):

Pr[M(D) € S] < e PrIM (D) € S]. (5.7)

The Laplace mechanism achieves e-DP by applying the Laplacian noise to the output
of a query.

Definition 5.1 (Laplace Mechanism [27]). A randomized algorithm M satisfies e-DP over
aquery f :DN = RF ify; ~ Lap(A—f) and

€

MDD, f,e)=fD)+ (1 -.. yi)- (5.8)



5.4. TRAINING ORDER SELECTION 113

Here Lap(b) is the density Lap(x|p =0, b). Af is the [; sensitivity of the query f as

Af= max |f (D) - f(D"I. (5.9)
D,D'eDN:|D-D'|<1
Besides e-DP, a small error factor § can be introduced to release the strong guarantee
a bit and make it more practical. A mechanism M satisfies (¢,5)-DP if and only if for any
set S € Range(M):
PrIM(D) € §] < e PrIM(D") € S] +6. (5.10)

Similar to the Laplace mechanism, the Gaussian mechanism achieves (€,5)-DP by
applying the Gaussian noise.

Definition 5.2 (Gaussian Mechanism [27]). A randomized algorithm M satisfies (¢,5)-DP
over a query f : DN —R¥ ify; ~ N (u=0,0), 0? = 2In(1.25/8) - (A2 f)?/ (€?) and

M®D, f,e)=fD)+ 1 ... Yi)- (5.11)
Here A, f is the I, sensitivity of the query f as

Ao f = max |1 f(D) = f(D"l2,
D,D'eDN:|D-D'|<1

and ||x|l2 = \/Z;]x;12 .

With differential privacy, € is the privacy parameter where a lower value of € can result
in a larger noise and a stronger privacy guarantee. In this paper, we apply the Laplace
mechanism to introduce the time delay and the Gaussian mechanism for differentially
private learning.

(5.12)

5.4. TRAINING ORDER SELECTION

As explained in Section 5.1, we consider a setting with multiple parties that collabora-
tively train a predetermined machine learning model in a sequential setting. With this
protocol, we prevent inference attacks by jointly choosing the training order without in-
forming all parties about the result. To achieve this, we divide parties into two groups:
leaders and participants. At the start of the protocol, leaders agree on a permutation
table 7 containing all n! permutations of participants, representing all possible orders
for training. To determine the selected permutation, each participant submits a random
number 0 < v; < (n!—1). Since sharing the permutation with each participant directly
still enables the execution of inference attacks, participants are only informed on which
participant is next in order. This is done using majority voting: each leader informs each
participant to whom to send their data by voting on the respective participant. Partici-
pants send their gradient to the one that has received the most votes. This ensures the
resulting order is correct as long as the majority of the leaders are honest. Our protocol
broadly works as follows:

1. Initialization: A set ofleaders A, is selected randomly. Together, these agree on the
permutation table 7. Additionally, public parameters for the encryption scheme
are set. Based on these, all parties generate their public and secret key. Finally,
leaders jointly generate their shared decryption key.
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Figure 5.1: The framework for robust collaborative learning among a small number of participants with
multi-party selection and differential privacy. The left part is the training order selection, which includes all
five protocols. When the order is established, the right part is the collaborative learning procedure, including
model training and anonymous communication.

2. Joint Random Number Generation: All participants jointly generate random num-
bers with a zero-sum. These are used to mask individual submissions.

3. Joint Index Selection: Each participant generates a random number 0 < v; < (n!—
1) and encrypts it together with the jointly generated random number from the
previous step. The resulting ciphertext is shared with the leaders.

4. Aggregation & Partial Decryption: Each leader uses additive homomorphism to
sum received ciphertexts. Additionally, it shares a partial decryption of the result
with all other leaders. Finally, each leader combines all received partial decryp-
tions to determine v using the modulus of the sum.

5. Majority Voting: To inform each participant to whom to send their data, lead-
ers send each participant a ballot. Each participant tallies the received votes and
sends its data to the participant who received the most votes.

5.4.1. INITIALIZATION

First, the set of leaders Ay, ..., Ay is selected randomly. Together, these agree on a per-
mutation table 7, containing all possible permutations n!, and on public parameters of
the distributed exponential ElGamal cryptosystem. Next, all participants generate their
secret and public key (sk,, pkp,;) using the key generation algorithm described in Sec-
tion 5.3. Leaders generate their secret and public key (ska,, pk4,) similarly. Finally, lead-
ers generate their shared decryption key using Equation 5.4. An overview of this proce-
dure is given in Protocol 4.
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Protocol 4: Initialization
All leaders A;,..., Ay do the following:
Generate permutation table «

— Setup distributed exponential ElGamal (G, p, g, g)

Generate public and secret key pair (ska,, pka,)

ghttan

Generate shared decryption key PK =[]} | pka, =

All participants py, ..., p, do the following:

- Generate public and secret key pair (skp,, pkp,)

5.4.2, JOINT RANDOM NUMBER GENERATION

The joint random number generation (JRNG) step is performed among participants. To-
gether, they derive random numbers that sum to zero. This allows the masking of indi-
vidual values while ensuring their sum can still be derived. To achieve this, each partic-
ipant first generates a secret value kj, € Z;‘, and computes gkl’i. Next, each participant

broadcasts gk"i

tion s;(j) and Ry, = 25.(:1 i Si (j)gk”f “»i where K is the number of participants and kp,
is the broadcast key from other participants. An overview of the JRNG procedure is given
in Protocol 5.

. Finally, each final random number R, is computed using the sign func-

Protocol 5: Joint Random Number Generation

All participants py, ..., p, do the following:

- Generate secret value kj, and broadcast gk”i

to all participants

- Compute final random number using R, = Z;{:l jiSi (j)gk”f ki

5.4.3. JOINT INDEX SELECTION

Each participant generates a random number 0 < v; < (n! - 1), which is used later to de-
termine the permutation 7, from the permutation table. First, this value is masked using
the jointly generated random number Ry, . Next, it is encrypted using the distributed ex-
ponential ElGamal cryptosystem and fresh randomness r; € Zy. Altogether, this yields
E (Clm , Czni) =(g'i,g"-PK"i -gRF’i ), which is shared with all leaders. An overview of the
procedure is in Protocol 6.

Protocol 6: Joint Index Selection

All participants py,..., p, do the following:
— Generate random 0 < v; < (n! - 1) and fresh randomness r; € Z;

— Encrypt E(Cll’i , Czl’t) =(g"i,g"-PK"i .ng)

— Broadcast E(Clpi 1C2,.)
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5.4.4. AGGREGATION & PARTIAL DECRYPTION

During this step, each leader aggregates all received ciphertexts using additive homo-
morphism. For aggregation, the masks computed using joint random number genera-
tion cancel out, allowing the correct addition of ciphertexts. This is verified as follows:

E(mp,)-...- E(mp,)
= (grlygvl .PKrl .ngl) N (gr”,g’/" .PKr" .gRﬂrL)
— (gr1+--~+r,1 gu1+--~+vn PRt ,go) (5.13)

=E(mp, +---+mp,).

ka,
After aggregation, each leader A; publishes a partial decryption by broadcasting cf A

ska;
with commitment H(c, “i). If all commitments are verified, decryption proceeds as fol-

lows:

Co _ Co v

H[ cSkAi - CSkA1+-"+SICAn _g : (514)
i=1"1 1

Finally, v is determined using a lookup table. To ensure the sum of all numbers v;, as
submitted by participants, lies within the range 0 < v < (n! - 1), we use the modulus of
the sumas v = (}_ v;) (mod n!) [28]. An overview of this procedure is shown in Protocol 7.

Protocol 7: Aggregation & Partial Decryption

Allleaders Aj,..., Ay do the following:
— Aggregate all received ciphertexts [17_, E(mp,)

— Broadcast partial decryption and commitment
SkA4 SkA.

(c; ", Hc, ")

— Computed complete decryption ﬁ =gV

i
M-, ¢

— Determine v using a lookup table

5.4.5. MAJORITY VOTING

Using the obtained index v, leaders determine the corresponding permutation 7, from
7 and use it to determine to which participant p; a participant p; should send its data. To
inform participants about this, leaders create n punch-hole vector ballots B, together
with non-interactive zero-knowledge proofs.

After receiving ¢ ballots and verifying zero-knowledge proofs, participants perform
homomorphic tallying of votes by forming matrices using received ballots. Each row
represents a participant p;, and each cell (p;j, A;) indicates whether a leader A; voted
to send data to participant p; or not. By summing each row using additive homomor-
phism, the number of leaders agreeing on a participant p; is determined, informing p;
to whom to send its data. An overview of the majority voting step is given in Protocol 8.
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Protocol 8: Majority Voting

All leaders Ay, ..., Ay do the following:
— Determine 7,

- Create n ballots By, and send these to the corresponding participant
All participants p;,..., p, do the following:

— Sum all received ballots B, using additive homomorphism

— Send data to participant p; with the most votes

5.4.6. AGAINST SIDE-CHANNEL TIMING ATTACKS

Even though the training order is not shared with participants, in practice, an adversary
can infer his position using possible side channels such as the timing information. As
shown in our adversary model in Section 5.1, we only consider the adversary trying to
infer their position in the training order based on the training time of other participants.
For example, an adversary aims to obtain a numeric code for which each number is be-
tween 0 and 9. Assume that the program used to check the passcode aborts immediately
after receiving a wrong digit. The adversary derives the first digit by supplying ten codes,
each with a different start number. The code with the most time to process is the one
with the correct first digit. By repeating this process, the adversary retrieves the pass-
code using only the execution time of the given inputs.

Our protocol is vulnerable to side-channel timing attacks under the assumption that
computations by each participant take similar time. After joint permutation selection,
the first party starts training and sends gradients to the next participant. Each partici-
pant repeats this process following the determined permutation. If all participants own
the same amount of data and use the same hardware for training, the training time is
equal among the participants. Using this information, participants obtain their posi-
tion in the permutation by dividing the total time they have waited by the time needed
for training. Now, inference attacks can be executed by attacking the first and second
models received and by comparing the results obtained in the attacks. For example, in
a membership inference attack, participants p, and p,-; can accurately attack partici-
pants p; and p;,. Additionally, all other participants can determine whether a data sam-
ple was held by the ones before or after them, thereby also acquiring secret knowledge.

To mitigate this vulnerability, we introduce random delays, which are determined
using the Laplace mechanism Lap(u, b = Af/€) [29, 30]. By using a well selected value of
€, we provide differentially private time delays [27]. In general, the overall time ¢; for a
participant p; includes the training time f;;;, and the time delays 7;,. With the Laplace
noise Y; ~Lap(u, b= Af/€), we have:

ti =ty +tg, = by, + Y5 (5.15)
If we assume that each participant has a similar training time of 7,,¢ and the first

participant is py in the training order, participant p; can infer its position i using its
waiting time ,,, and i = ty),/ t4yg. With our random delays, ty, = i - (fayg + Y;) and
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i (tgye+Y5) i-Y:
j= 8 T (5.16)
Lavg tavg

As a result, the inferred position error brought by the introduced random delay is
i-Y;/tayg. Here, the second participant has the shortest delay since i = 1. To hide the
training order, Y;/#,,g is supposed to be larger than k with a high probability. Note that
if k < 1, the second participant can still infer its position in the training order, so Pr(|Y| >
1-t4yg) needs to be large enough. Similarly, the delay is too long if k is larger than the
number of participants n. We set 0 < k < n and choose the expected k. = 5. We have the
noise Y; that

Yi~Lap(u=ke-tavg, b=Afle). (5.17)

Note that we choose to use y = k,-t4,¢ instead of 0 to avoid generating a delay shorter
than #,,¢ (with 7 <1). Also, we do not set 1 < k < n since the initial setting of k is public,
and the second participant can still infer that it is in the second position if 1 < k < 2.
Instead, we choose to keep the probability of k < 1 to be low. With the probability density
function of Laplace distribution, we have

n-tay ly—pl
k-ta,,gg ﬁe body
Pr(Y; > k- tavg) = — , (5.18)
Ntavg 1 _ly-u
0 spe b dy
and
1 _py .
y 2 b ify<upu,
F(y) :f Lap(u, b) = _ (5.19)
T 1-=e 3 ify=pu.
2
With the assumption that all participants have similar training time, we have 7,,; =
max{ty,;}. Also, with p = gtm,g, b= ATf, we can get
~ktav,
1—%-3_%—%-e_¥ .
m if ktgvg <p,
_ l1-e b
PG> Kt =) g
z’¢ b —3e’ .
T ifktggzp,
l-e b (5.20)
1_1.6—%_1.6—(%—16)6 n
2 2 ifk<—,
iy l—-e 2 2
T 1l ,-k-Be_ 1 -k
=.e 2 —=.e 2 n
2 2 ifk=—.
l1-e 2 2

Before the training starts, we can control the probability of outputting a delay longer
than k average training time. Then, the value of € can be calculated using Equation (5.20).
With a large number of Pr and k, there is a low probability that the participant can dis-
tinguish between different participants based on the training time. We include further
security and privacy analysis in Theorem 5.2 in Section 5.6.
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Figure 5.2: An example that a user browses a website over Tor where the traffic goes over multiple relays.

Meanwhile, a large time delay is needed only for the first one or two rounds of train-
ing to hide the order. When the first few rounds are finished, the value of Af can be
updated based on the (max — min) time of previous rounds. To ensure each participant
has access to the correct value A f, we require leaders to share it with the participants.

5.5. COLLABORATIVE LEARNING

In Section 5.4, we introduce our privacy-preserving training order selection method. Af-
ter the training order is determined, collaborative learning is carried out among a small
number of parties. As shown in Figure 5.1, the participant p; is supposed to train the
model under differential privacy and share the updated parameters with the next par-
ticipant pjex; under anonymous communication. In this section, we further explain
anonymous communication and training procedures.

5.5.1. ANONYMOUS COMMUNICATION

With our protocol, participants only receive information on the next receiver of the mo-
del. This implies they have no knowledge of whose data they are receiving. Otherwise,
colluding participants can utilize the information to infer their position in the network
and break the security guarantees in Section 5.4. As a result, it is important to provide
sender anonymity using anonymous communication channels. Sender anonymity en-
sures that a message cannot be linked to its sender [31]. This is achieved by requiring
participants to send their model updates over an anonymous network.

In this paper, we apply Tor [32] to achieve sender anonymity among the participants.
Tor is a circuit-based, low-latency distributed overlay network for anonymous commu-
nication, and it currently stands as the most widely used system of its kind due to its
low latency and flexibility [33]. In a typical Tor circuit, the traffic from a Tor user is sent
through three randomly selected relays before reaching its destination, as illustrated in
Figure 5.2. These relays include the guard relay, the middle relay, and the exit relay. Each
relay only knows its predecessor and successor, making it impossible to trace the com-
plete path from the user to the destination. The message is encrypted in multiple layers,
with each layer encrypted with the shared symmetric key between the user and a spe-
cific relay. The user first selects a guard relay, establishes the connection, and performs a
Diffie-Hellman key exchange to derive the shared symmetric key. For the middle and exit
relays, the connection is established through the guard relay (and subsequently through
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the middle relay). Each relay decrypts its respective layer to reveal the address of the
next relay and forwards the remaining encrypted message. The exit relay can access the
original traffic from the user and send it out onto the public Internet. During the trans-
mission, the sender’s IP is only known by the guard relay, but the guard relay does not
know the content or the destination of the message since it can not decrypt the subse-
quent layers of encryption. As a result, sender anonymity is achieved.

Compared to Onion Routing (OR) [34], Tor applies the Diffie-Hellman key exchange
instead of asymmetric encryption to achieve forward secrecy. Besides sender anonymity,
Tor also provides hidden services to achieve responder anonymity, where the respon-
der (hidden service host) can provide TCP service without revealing the IP address. The
user and the responder can establish bidirectional anonymous communication through
a rendezvous point, which is a randomly selected Tor relay. The responder randomly
selects several introduction points and builds anonymous circuits to them. It then cre-
ates a document listing all its introduction points and uploads it to a set of HSDir nodes.
The user can build an anonymous circuit to one of the introduction points and send a
request that includes a randomly selected rendezvous point. The responder receives the
request from the introduction point. Both the user and responder can build anonymous
circuits to the rendezvous point and complete the handshake.

When the hidden service is not used, all participants can obtain the address of the
next participant in the training order from the leaders, and they can establish anony-
mous communication with their next participants through Tor. The current participant
encrypts the updated model using the receiver’s public key to prevent the exit relay from
accessing the plaintext of the model parameters. The encrypted model parameters are
then sent to the next participant through Tor.

When the hidden service is used to achieve responder anonymity, the leaders send
the encoded name of the next participant (hidden service host). The current participant
encrypts the model parameters and sends them to the hidden service host. If the public
key can potentially reveal the receiver’s identity, a secure data communication protocol,
such as HTTPS, is required to avoid the exit relay getting the model parameters. Although
the hidden service provides responder anonymity, it also lowers the communication ef-
ficiency, as both the sender and the host need three relays in the anonymous circuit to
reach the rendezvous point, so the communication cost is doubled.

Remark 5.3. Note that we show the feasibility of applying Tor in our framework, but
optimizing Tor is not the focus of this paper. Meanwhile, other techniques, such as DC-
net-based solutions [35], can also achieve sender anonymity and are applicable to our
proposal. Nevertheless, Tor is already widely available, making it easier to integrate and
generally more efficient [32, 35].

5.5.2. TRAINING PROCEDURE

In the collaborative learning procedure in Figure 5.1, the model is trained under differ-
ential privacy to protect against membership inference attacks. In the sequential col-
laborative learning setting, there is no central server to aggregate all updated model
parameters, which makes it difficult to deploy central differential privacy. Instead, lo-
cal differential privacy is considered during the training of each participant to address
membership inference attacks.
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In Algorithm 6, we illustrate the behaviour of a participant to achieve local differen-
tial privacy in collaborative learning based on DP-SGD [36]. The training parameter 6
is initialized as a random value at the beginning of the collaborative learning. As shown
in Figure 5.1, each participant receives 6 from the previous one and uses it as the initial
state for its training. The output 0 is then encrypted and transmitted to the next receiver
in the network. During the training process, The Gaussian mechanism is applied to de-
ploy the noise to the gradient. Meanwhile, the gradient is bounded (with clipping) to
avoid the excessive influence of a sample on the gradient. Since the training repeats E
epochs, the composition of differential privacy is considered, and Algorithm 6 achieves
(O(pVEe), )-differential privacy [36].

Algorithm 6: Ac;: Collaborative learning under local differential privacy with
DP-SGD
Input: Dataset D:{dy,d,...,dn}, loss function L(0) = %Ziﬁ(Q, d;), sampling
probability p, learning rate 1, Gaussian noise scale o, clipping bound C,
iterations E, training parameter 6.
Output: Of
for epoch e € [E] do
for d; in a random batch from D with probability p do
ge(di) = Vegﬁ(ge,di)
end for
§e = 5 Ti(ge(dr) min(l, ro—G5m) + N (0,07 C)
Oer1=00—nge
end for
return 6g

Algorithm 6 provides a differentially private solution for deep learning under collab-
orative learning settings. Existing works show that the application of differential privacy
can protect against membership inference attacks [37]. We give further privacy analysis
in Section 5.6 on how it works under our framework and how privacy parameters should
be selected.

Remark 5.4. Note that other machine learning models can also be considered here for
collaborative learning, and differential privacy should be applied differently. This paper
considers DP-SGD due to its good performance in different machine-learning tasks. Our
security and privacy analysis is also based on the use of DP-SGD.

5.6. SECURITY AND PRIVACY ANALYSIS

In this section, we give a further analysis of our proposed protocols. We first show the
security of our protocols in terms of the random permutation generation and selection.
Besides, we further analyze the robustness of our protocols against side-channel timing
attacks and inference attacks.
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5.6.1. ROBUSTNESS AGAINST SIDE-CHANNEL TIMING ATTACKS

Lemma 5.1. The order of permutation is randomly selected and cannot be accessed or
changed by a probabilistic polynomial time (PPT) adversary A. Each participant follows
the correct order as long as the majority of leaders act correctly.

Proof. The security of our protocol relies on two sub-protocols: the joint random num-
ber generation protocol (in Protocol 5) and the joint index selection protocol (in Proto-
col 6). During joint index selection, we assume each party uses a secure pseudo-random
number generator, thereby ensuring the generated submissions are truly random. When
doing so, the security of our protocol is reduced to that of the joint random number gen-
eration protocol, which is based on the hardness of the Decisional Diffie-Hellman As-
sumption. Since the jointly generated random numbers are determined using the public
keys of the Diffie-Hellman Key Exchange, this ensures that the jointly generated num-
bers cannot be distinguished from random numbers. This shows that the permutation
is chosen randomly in a semi-honest setting. Meanwhile, to ensure participants are cor-
rectly informed on whom to send their data to, the protocol relies on the security of the
majority voting protocol. Based on the correctness of non-interactive zero-knowledge
proofs, leaders prove that the ciphertext is indeed encrypted from its plaintext value,
which ensures that each ballot is correctly formed and can not be manipulated by mali-
cious leaders. With the majority voting, as long as the majority of leaders inform partici-
pants correctly, the outcome vote is correct. O

Lemma 5.2. With properly selected parameters, the side-channel timing attack is miti-
gated under random delays.

Proof. According to our adversary model in Section 5.1, the adversary uses the side-
channel timing information, such as the training time of other participants, to infer its
position in the training order. Equation (5.20) illustrates that the random delay intro-
duces an error of at least k positions with probability Pr(Y; > k- £,,¢) when the adversary
infers its position in the training order. However, if k < 1, the adversary can still infer
that it is the second in the training order, so the probability Pr(Y; < #4,¢) should be small
enough. Here we set the probability larger than prj for outputting a delay more than
k-tayg (k< n/2), and we have

1
_1-3 2
Pr(Y; > k- tag) = T > Pk
l—e 3 (5.21)

:>1n€>ln(1ek€+1 ri) —In(l - pry)
2 2 2 Pri PTri) .

Equation (5.21) provides the approach to calculate the value of € when there are n
participants with any predetermined probability pr. Here we only care about the prob-
ability when k is small, such as k < 1, since Pr(Y; < f4,¢) determines whether the second
participant can infer its position in the order. In Tables 5.2 and 5.3, we show the exam-
ples where we limit the probability of k < 1 to 5% or 2%. The corresponding value of € is
0.302 and 0.624, which provide considerable privacy guarantees.

Even if the adversary has access to the probability distribution as shown in Tables 5.2
and 5.3, they cannot confidently infer their position in the training order. Meanwhile, the
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k 1 2 3 4 5 6 7 8 9 10
prr | 5.0% 6.8% 91% 124% 16.7% 16.7% 124% 9.1% 6.8% 5.0%

Table 5.2: Example probability distribution with pr; = 5% and € = 0.302.

k 1 2 3 4 5 6 7 8 9 10
pri | 20% 3.7% 7.0% 13.0% 243% 243% 13.0% 7.0% 3.7% 2.0%

Table 5.3: Example probability distribution with pr; = 2% and € = 0.624.

probability of pr; can be chosen based on different scenarios to minimize the potential
privacy risk, which greatly mitigates the side-channel timing attack.

When the first one or two rounds are finished, the delay is much smaller since Af is
max— min training time. Since the delay is differentially private and differs each round,
a participant is unable to infer its value using information obtained over subsequent
rounds. Altogether, this shows that the discussed side-channel timing attacks are miti-
gated using random time delays. O

Lemma5.3. All participants can only know the identity of the following receiver and can
not infer the training order.

Proof. Based on Lemma 5.1 and Lemma 5.2, the training order is hidden in the train-
ing order selection procedure. Also, the side-channel timing attack is mitigated during
collaborative learning under anonymous communication networks. As a result, each
participant can only get the identity of the next receiver in the network and can not infer
the training order. O

5.6.2. ROBUSTNESS AGAINST MEMBERSHIP INFERENCE ATTACKS

With Lemma 5.1 to 5.3, we can further show the robustness of our protocols against in-
ference attacks. Membership inference attacks aim to gain additional information about
individuals from the output of the model, such as whether an individual is included
in the training set of a participant. In sequential collaborative learning, each partici-
pant receives the model at different stages. According to Lemma 5.1 and Lemma 5.2,
the training order is randomly selected and is unknown to all participants. As a result,
each participant can only access the difference before and after one round is finished.
Even though the adversary can extract information about records from the model, it is
not possible to distinguish which specific participant the record belongs to. We exam-
ine three scenarios to demonstrate robustness against inference attacks. For scenarios
involving colluding participants, we initially focus on sender anonymity in anonymous
communication, and then expand the discussion to include responder anonymity.

NO PARTICIPANTS COLLUDE

When no participants collude in the network, a malicious participant A can only infer
whether an individual is included in the training set of all other parties. Suppose there
are n participants in the network, and the precision for membership inference attack is
a% to correctly identify whether an individual is included in the aggregated dataset of
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Figure 5.3: An example of collaborative learning with six participants where two of them (p3, p5) are colluded.

other n — 1 participants. In this case, the adversary .4 can a% correctly identify whether
an individual is included in the training set of other n — 1 participants. Our protocols
protect certain membership inferences based on our differential privacy-based learning
algorithm. Meanwhile, A can ,fiy"l correctly identify whether an individual is included
in the training set of a specific participant since the training order is hidden and A can
only access the aggregated updated model from all other participants. Thus, .4 can only
randomly guess which participant the data belongs to. Without our protocols, .4 can get
the training order of the sequential collaborative learning. In the first round, .A can infer
the previous participants with higher probability. More specifically, if A is the second in
the order, he can a% correctly infer whether an individual is included in the training set
of the first participant.

TWO PARTICIPANTS COLLUDE

In Figure 5.3, we give an example where two out of six participants collude and try to
carry out membership inference attacks over other participants. With our protocols, if
the adversaries A (p3 and ps) want to infer whether an individual is included in the
training data of p4 (or pg), they do not know whether p, is the only participant between
them. As a result, A can only achieve an attack precision guarantee of 6_“;7"_1 = %% to
correctly identify whether the individual is trained with p4. Here, 6 is the number of all
participants, 2 is the number of adversaries, and 1 is the number of participants (pg)
which is definitely not between the adversaries. Similarly, if .4 wants to infer p; (or p»),
the attack precision guarantee is % . % = %% since A do not know whether p; is in
the interval from ps to p3 or in the interval from p3 to ps. Without our protocols, the
adversary can access the training order and can a% correctly infer ps. For p1, p2, ps, the
precision is “T%. Furthermore, with the responder anonymity property provided by Tor,
the adversaries do not know the identity of the receiver for their updated model, and the

a% a%

precision of the inference attack is g=5 = “7.

Note that the estimation does not consider the influence of the size of the dataset on
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the precision of membership inference attacks. With a CNN model trained on the CIFAR-
10 dataset, the attack precision decreases when the training set size becomes larger [15].
Assume each participant holds around 2,000 data records. The attack precision for the
aggregated model of pi, p2, ps is around 73% while the precision of p, alone is around
78% [15]. As a result, our estimation using a% is approximate instead of precise. Mean-
while, for p;, we can roughly lower the precision from 73%/3 = 24.3% to 73%/6 = 12.2%
and for p4, the precision lowers from 78% to 78%/3 = 26%.

i OUT OF 1 PARTICIPANTS COLLUDE
Here we consider i colluded participants are not next to each other. Otherwise, we can
see them as the same malicious participant. If the adversaries A want to infer a partici-
pant p; who is not in their sending list, it is unclear between which two adversaries the
target p; is. There are i possible intervals (between two adversary participants) where p;
can be located. The attack precision guarantee is % . n_“;f." 7 since each interval can be up
to n—2i+1 participants. If p; is in the sending list of one of the adversaries, the adver-
sary can only ignore the other participants on the sending list. As a result, the precision
guarantee is n_“z'?’ﬂ . Without our protocols, the adversary can access the training order,
and the precision is based on the distribution of the adversaries. Based on random order
n-2i+1 Cazi
x=1 on=2i

generation, the expected precision is E(a) = ), . “7%. Here, Cfl is the number

-1
of ways to choose i items from a set of n. g,"):jzzl’ is the probability that the target is in an
interval with x participants. “7% is the attack precision for this interval.

Note that we can also calculate the expected attack precision when our protocols are
applied, which is E(a) for participants on the sending list and %E (a) for those not on the
sending list of the adversaries. However, this can not represent the actual attack preci-
sion rate with our protocols since the adversaries can never know the actual number of
participants between them. When the adversaries aim to carry out membership infer-
ence attacks on a specific target, the attack precision is not converged to E(a) since the

T 1, a% a%
training order and topology are never changed, so we use = - and =575 to represent

the attack precision guarantees for participants in or not inlthré slending list. Compared to
E(a), we achieve equal or lower expected attack precision and the actual attack precision
guarantees are even lower.

Similarly, with the responder anonymity, the adversaries can only infer that the target

is among the other n — i participants, so the precision of the inference attack is ﬂ"l .
Compared to the expected precision without our protocols, we have the attack precision
reduced by a factor of @ = E(a)/g—f"i with examples in Table 5.4.

| n=7 n=8 n=9 n=10
2 2.34 2.33 2.30 2.27
3 3.00 2.92 2.81 2.71
4 | 3.00% 4.00 3.75 3.50

i
i
i

Table 5.4: Example ratios a for n €{7,8,9,10} and i € {2,3,4}. For n =7,i =4, there are at least two
neighbouring adversaries. This is equivalent to the n=6,i = 3 case.

Our analysis of the three different scenarios gives both theoretical and experimental
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results to demonstrate that our proposed protocol and framework mitigate membership
inference attacks under sequential collaborative learning settings.

Remark 5.5. In Section 5.5, we apply local differential privacy to protect against mem-
bership inference attacks to infer whether an individual is included in the training set
of all other participants. Based on our privacy analysis, we illustrate that we provide a
double safeguard using our proposed multi-party selection protocols to further protect
against membership inference attacks aiming at a specific participant.

5.6.3. ROBUSTNESS AGAINST PROPERTY INFERENCE ATTACKS

Different from membership inference attacks, property inference attacks aim to infer the
property of a participant in the network, such as finding the ratio of characteristics (such
as gender labels) in the dataset of a participant. Our protocols also provide robustness
against property inference attacks.

With the example in Figure 5.3, p3 and ps are malicious, and they want to infer the
property of other participants. With our protocol, the training order is hidden from the
adversaries. Even though the adversaries can infer the property between them, they do
not know whether it is the property of the dataset of the target participant or it is the
property of an aggregated dataset from multiple participants. For example, assume the
sizes of datasets for p1, p2, p4, pe are the same, and the female proportion of the datasets
are 60%, 85%,30%, 50% respectively. When the adversaries carry out the property infer-
ence attack to infer the property of p;, they can only achieve an inference based on an
aggregated dataset with female proportion 55%, which is far from the actual, which is
85%. As a result, the inference is not credible any more. Similarly, when the adversaries
want to infer the property of p4, though the proportion of the dataset is the same as the
actual, the adversaries do not hold this information and can not have a confident infer-
ence as well.

Without our protocol, the adversaries can access the training order and find out
which participants are between the adversaries. With the same example in Figure 5.3, the
adversaries can correctly infer the property of p,. Meanwhile, for the property inference
of p;, the adversaries can also improve their inference based on possible background
knowledge on the distribution of datasets of p» and pg.

As a result, our protocols hide the information about the training order to confuse
the adversaries so that they can only guess the target positions with low confidence.

5.7. COMPLEXITY ANALYSIS

We analyze the computation and communication complexity of our protocol. For com-
putation complexity, we use the number of modular operations and encryption and de-
cryption operations. For communication complexity, we use the number of messages
sent. In our analysis, we distinguish between operations performed by leaders and oper-
ations performed by participants. An overview of the computation and communication
complexity of our protocol is given in Table 5.5.

For leaders, computation complexity is dominated by the number of modular expo-
nentiation operations. For participants, it is dominated by the number of modular addi-
tions. Since ¢ < n, computation complexity is higher for participants. Communication
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Table 5.5: Computation and communication complexity of our protocol.

Modular Modular Modular Encryption/ | Number of
Addition | Multiplication | Exponentiation | Decryption | Messages

Leaders A, ..., Ay
1. Initialization - 0 1 - -1
2. Joint Random Number Generation
3. Joint Index Selection - - - -
4. Aggregation & Partial Decryption - n 1 -/1 /-1
5. Majority Voting - - - n-(n-1)/- n

Participants p,..., Pn
1. Initialization - - 1
2. Joint Random Number Generation n-1 - 1 - n-1
3. Joint Index Selection - - - 1/- l

4. Aggregation & Partial Decryption - - - - -
5. Majority Voting - l-(n-1) - -1l-(n-1) 1

complexity is the highest for leaders since they need to include non-interactive zero-
knowledge proofs. For example, to prevent one leader from corrupting the outcome of
the protocol, we ensure ciphertexts can only be decrypted using partial decryption re-
sults from all other leaders. While this does ensure a correct outcome, it also requires
¢ additional messages to be sent during the aggregation & partial decryption protocol.
Moreover, the requirement of shared decryption also causes high communication com-
plexity during the initialization protocol: to establish a shared decryption key £ messages
are shared among leaders.

5.8. PERFORMANCE ANALYSIS

We implement our protocols and measure the run time of each step for varying num-
bers of participants and leaders. The number of leaders evaluated is {2,3,5,7,8,9,10},
while the number of participants varies between {3,5,7,8,9,10}. For each experiment,
the number of leaders is less than or equal to the number of participants, ¢ < n. Each
setting was run ten times to prevent the influence of outliers. Manual inspection of the
results showed the run time of the protocol is independent of the number of leaders ¢.
Therefore, in this analysis, we fix the number of leaders to ¢ = 3. Experiments are con-
ducted using a 2048-bit key. We test on a Dell XPS 15 9550 laptop with an Intel Core i7
CPU. We implement our protocols using Python 3.9 and the gmpy?2 library' for modular
arithmetic.

Initialization. The run time of initialization is dominated by pre-computations, such as
the generation of the lookup table. Its length is defined as n - n!, where n denotes the
number of participants. As the number of participants increases, the length of the ta-
ble increases with a factorial factor. Because of this, the time needed for initialization
increases similarly. Figure 5.4a indeed shows that when increasing the number of par-
ticipants from n = 7 to n = 8, the average duration of the initialization protocol increases
significantly. In our design, we focus on small-scale collaborative learning where n < 10.
Also, the initialization is only needed once when the training starts, and it is not needed
for each round of training.

Ihttps://gmpy2.readthedocs.io/en/latest/
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Figure 5.4: Average duration of initialization and joint random number generation protocols over 10 runs for
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Figure 5.5: Average duration of joint index selection, aggregation & partial decryption and majority voting
protocols over 10 runs for varying numbers of participants (n).

Joint Random Number Generation. Since joint random number generation is performed
among participants only, its duration increases as the number of participants increases.
However, since the number of operations does not increase with a factorial factor, we
expect its runtime to increase slower. This is also visible from Figure 5.4b. Overall the
protocol requires less than half a second to finish.

Joint Index Selection. The heaviest computation in this protocol is encryption, per-
formed by participants using their generated numbers v;. After encryption, each par-
ticipant shares its ciphertext with all leaders. The average duration of the joint index
selection protocol is shown in Figure 5.5a. Its duration increases as the number of par-
ticipants increases. The required encryption operations also explain why this protocol
requires more run time compared to joint random number generation.

Aggregation & Partial Decryption. During aggregation & partial decryption, each leader
first performs partial decryption and full decryption afterwards. Finally, to determine the
value for v, each leader uses the lookup table. From this, it follows that its duration grows
significantly as the number of participants increases. This is also visible from Figure 5.5b.



5.9. CONCLUSION AND DISCUSSION 129

Since we perform a lookup rather than generate the table itself, the runtime duration is
less than initialization.

Majority Voting. At the start of the majority voting protocol, each leader creates n en-
crypted ballots and shares them with corresponding participants. After receiving ¢ bal-
lots, each participant sums these and decrypts the result. As the number of participants
increases, the number of ballots increases with it, resulting in more encryption opera-
tions being performed. Figure 5.5¢ shows that the duration of the majority voting proto-
col is similar to that of joint index selection.

Anonymous Communication. The use of Tor brings an overhead of approximately 3
seconds when accessing a 55-kilobyte website compared to a direct visit [32]. The over-
head increases to around 90 seconds (from 210s to 300s) when downloading a file with 60
megabytes [32]. When the hidden service is used, we expect the overhead to be roughly
doubled, as six relays instead of three are required.

Overall Performance. So far, we assessed each protocol separately for varying numbers
of leaders and participants. While the number of leaders varied starting from two, the
number of participants varied from three. This is required because in a setting with two
participants, inferring whether a sample is owned by the other participant is obvious.
Looking at each protocol separately shows that all protocols run in at most half a second,
except for the initialization and aggregation & partial decryption protocols. It is impor-
tant to note that initialization has to be performed only once. Additionally, the duration
of aggregation & partial decryption requires less than a second for all n < 9. Overall, after
initialization, our cryptographic protocols introduce an overhead of only a few seconds,
while anonymous communication brings an overhead ranging from several seconds to
a few minutes, depending on the model size.

5.9. CONCLUSION AND DISCUSSION

The performance of automated fraud detection is hindered by a lack of positive sam-
ples in collected data. While sequential collaborative learning can address this issue, its
vulnerability to inference attacks restricts its applicability. In this paper, we propose a
framework and protocols to mitigate inference attacks using secure multi-party compu-
tation, anonymous communication, and differential privacy. Our protocols require par-
ties to jointly determine the training order while ensuring that participants only know
the recipient of their model updates. Tor is applied to achieve sender anonymity during
the transmission of model parameters. With its hidden service, responder anonymity is
also guaranteed. Additionally, differential privacy is employed to mitigate side-channel
timing attacks. Altogether, our design prevents participants from identifying the origin
of model parameters or using updates from a specific target for model training, thereby
mitigating inference attacks. Our detailed security and privacy analysis demonstrate
that our design effectively mitigates inference attacks and side-channel timing attacks
among semi-honest participants and honest majority leaders. Also, our experimental re-
sults illustrate that our protocol is practical and facilitates privacy-preserving sequential
collaborative learning with an overhead of only a few seconds for our protocols and an
additional overhead of several seconds for anonymous communication. To our knowl-
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edge, our work is the first to prevent inference attacks using a secure joint permutation
selection protocol.

In general, membership inference attacks aim to find whether an individual is in-
cluded in the training set of a model. In this paper, we consider a slightly different mem-
bership inference attack that tries to find to which specific participant the record be-
longs. In practice, such inference is more useful and sensitive since it can link the infor-
mation of an individual to a participant (such as companies, banks, or hospitals). In col-
laborative learning settings, it is more important to hide the identity of the participant
who owns the data since this may expose sensitive information about the relationship
between individuals and institutions. In real life, different companies, banks, and hos-
pitals need small-scale collaborative learning for cooperative research or data analysis,
which also highlights the need for our framework.
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MACHINE LEARNING MODEL
PROTECTION

Lookup arguments allow to prove that the elements of a committed vector come from a
(bigger) committed table. They enable novel approaches to reduce the prover complexity
of general-purpose zkSNARKs, implementing “non-arithmetic operations” such as range
checks, XOR and AND more efficiently. We extend the notion of lookup arguments along
two directions and improve their efficiency: (1) we extend vector lookups to matrix lookups
(where we can prove that a committed matrix is a submatrix of a committed table). (2) We
consider the notion of zero-knowledge lookup argument that keeps the privacy of both
the sub-vector/sub-matrix and the table. (3) We present new zero-knowledge lookup ar-
guments, dubbed cq+, zkcq+ and cq++, more efficient than the state of the art, namely
the recent work by Eagen, Fiore and Gabizon named cq. Finally, we give a novel applica-
tion of zero-knowledge matrix lookup argument to the domain of zero-knowledge deci-
sion tree where the model provider releases a commitment to a decision tree and can prove
zero-knowledge statistics over the committed data structure. Our scheme based on lookup
arguments has succinct verification, prover’s time complexity asymptotically better than
the state of the art, and is secure in a strong security model where the commitment to the
decision tree can be malicious.

This chapter is a copy of the paper titled “Lookup Arguments: Improvements, Extensions and Applications to
Zero-Knowledge Decision Trees” by Campanelli, M., Faonio, A.*, Fiore, D., Li, T.*, and Lipmaa, H. (in alpha-
betical order), in Public-Key Cryptography (PKC 2024), pp. 337-369, 2024.
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6.1. INTRODUCTION

General-purpose zero-knowledge succinct arguments of knowledge (zkSNARKSs) pro-
mise to efficiently and succinctly prove any kind of NP-statement while keeping pri-
vacy, integrity and verifiability guarantees. Thanks to their generality, a great number
of real-world applications can be performed with built-in security. The two-step recipe
for building a brand new zero-knowledge application typically consists of first describ-
ing the application in a low-level constraint system (for example, Rank-1 Constraint Sys-
tem [1] or Plonk arithemization [2]) and then use the latest fully-developed zkSNARK
as backend. Unfortunately, most often, the unfolded circuit of the applications at hand
becomes huge and, thus, the proving time could become unfeasible for real-world ap-
plications.

Lookup arguments [3-7] are a novel approach to reducing the size of unfolded cir-
cuits, bringing back to the real world many interesting applications. Briefly and infor-
mally, a lookup argument allows to trade sub-circuits evaluations for lookup into their
truth tables. For example, instead of having » different sub-circuits describing the com-
putation of a hash function in the final unfolded circuit, the protocol designer could
define n different custom gates that perform efficient lookup operations in the truth ta-
ble of such a hash function. More concretely, lookup arguments are used in current
zkSNARKSs for representing “non-arithmetic operations" that cannot be expressed ef-
ficiently through the finite field operations supported by the zkSNARK, such as range
checks, XOR and AND (see for example [3, 8]). Very recently, the work of Arun, Setty and
Thaler [9] shows how to use lookup arguments to create SNARKSs for virtual-machine ex-
ecutions, namely a new SNARK scheme, called Jolt, that allows verification of the correct
execution of a computer program specified with an assembly language. Informally, in
Jolt, the truth table of each assembly instruction is encoded in a (predefined and highly
structured) table. Then, lookup arguments enforce the correct instructions execution,
namely checking the inputs and outputs described by their truth tables.

In this work, we advance on lookup arguments in multiple ways. We propose new
lookup arguments that improve over the state of the art [4]. One of our schemes en-
joys, almost for free, an extended notion of zero-knowledge, which we call fully zero-
knowledge, which protects the privacy of arbitrary commitments to the tables. Orthog-
onally, we consider two natural extensions from vectors to matrices and give construc-
tions for such extensions. Finally, we motivate the extensions to matrix and to fully zero-
knowledge by giving a new application to privacy-preserving machine learning that cru-
cially relies on them.

New Lookup Arguments based on cq. In a lookup argument, the prover aims to show
that each coefficient of a (short) committed vector f of size n belongs to the (large) ta-
ble t of size N > n. Since N > n, one of the desiderata of lookup arguments is that the
prover’s computation does not depend on N. Following a fast-pace line of recent works,
Eagen, Fiore, and Gabizon [4] proposed an efficient lookup argument called cq (cq for
cached quotients). Notably, cq’s prover’s computation is quasi-linear in n, while the proof
size and verifier's computation are constant (e.g., proofs are 3840 bits, when using the
standard BLS12-381 elliptic curve). In spite of appearing nearly optimal in efficiency, cq
comes with two shortcomings. The first one is that it is not designed to have zero knowl-
edge in mind. The second, more technical, one is that its use in larger protocols likely
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requires additional proof elements and pairing computations.' In this work, we propose
a new lookup argument, dubbed cq™, that addresses all these shortcomings of cq and
even achieves better efficiency. Namely, cq* achieves (standard) zero-knowledge at no
overhead: it has the same prover’s computation of cq and shorter proofs (3328 bits, and
2944 bits without ZK). Additionally, we consider two variations of cq™: the first, dubbed
zkeq*, is fully zero-knowledge, while the second, dubbed cq**, has shorter proofs. Both
schemes require in verification only one pairing computation more than cq™.

Lookup Arguments for Matrices. A lookup argument could be used to show that a
database f is a selection of the rows of a database t. However, to naively use lookup ar-
guments for such an application, each row of the database must be efficiently encoded
in one single field element (supported by the lookup argument). We consider two nat-
ural extensions to matrices. We focus on Kate et al. [10] polynomial commitment (also
known as KZG commitment scheme) adapted to matrices. We give two lookup argu-
ments for matrices that internally call a lookup argument for KZG commitments. (We
find this modularity useful given the current fast pace of the research on lookup argu-
ments.) The first scheme allows proving that a committed database f is a selection of the
rows of a committed database t, the second one allows proving that f is a selection of a
projection of a database t.

A New Approach to Zero-Knowledge for Decision Trees. We show an application of fully
zero-knowledge matrix lookup arguments to zero-knowledge for decision trees (zkDT).
We improve over the framework of Zhang et al. [11], which showed zkSNARKs for eval-
uations of committed decision trees and zkSNARKSs for accuracy of committed decision
trees. The former kind of zero-knowledge protocols can prove that a committed decision
tree T, on input a vector x, outputs a label v, while the latter schemes enable to validate
the accuracy (namely, the ratio of true positives) of a decision tree on a given dataset.

Our framework can instantiate different kinds of statistics over committed decision
trees, including evaluation and accuracy. Our design decouples the computation of the
committed decision tree and the performed statistics. This allows for a plug-and-play
approach. For security, we extend the notion of security from [11] considering possibly
maliciously generated commitments to decision trees.

Our Contributions. We can summarize our contributions as follows:

1. A zero-knowledge lookup argument that improves the state of the art for arbitrary
tables [4].

2. Aconstruction for zero-knowledge matrix lookup argument based on zero-knowledge

(vector) lookup arguments for KZG-based vector commitment.

3. Anew paradigm for proving decision tree classification in zero-knowledge. We can
instantiate our paradigm with our matrix lookup arguments and obtain speedups
of two orders of magnitude for proving time compared to previous work.

1This is due to the fact that cq assumes an SRS of the same size as the table t, and this allows avoiding a degree
check. This condition, though, is often not guaranteed (e.g., in a SNARK for constraint systems larger than
such a table).
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4. Strengthening the security model for zero-knowledge decision trees: we formalize
a setting where the commitment to a decision tree may not be trusted.

6.1.1. TECHNICAL OVERVIEW

Our Zero-Knowledge Lookup Arguments. Similarly to cq, cq™ uses the technique of
logarithmic derivates of Habock [12]. However, we diverge from cq early, introducing
several novel ideas that allow us to improve on cq’s efficiency. One of the differences is
that, while cq uses Aurora’s sumcheck [13] twice, our cq* only runs it once. Nicely, this
technique allows us to kill two birds with one stone, in fact, cq* does not require any
additional low-degree tests. We give a more detailed technical overview in section 6.4.1.

Matrix lookup from vector lookup. To commit to a matrix, we can commit the concate-
nation of the rows of the matrix. Our matrix lookup arguments label all the entries of
such a vectorization with the coordinates of each cell of the sub-matrix F into the bigger
table T. Similarly, in the precomputation phase, they label each cell in the big table T
with its coordinate. To prove that the k-th row of F appears in T, we show that the la-
belled matrix F* = (i}, j,Fi, j) jea) is a sub-matrix of labeled table T* = (i, j,T; ;); ; and
that i) = i = --- = ig (in particular i; = k), where d is the number of columns of the ma-
trices. Notice that the first claim can be proved efficiently with a (non-succinct) matrix
commitment for matrices with N - d rows and 3 columns following techniques from [3],
while the second claim can be efficiently expressed through polynomial equations fol-
lowing techniques from [14]. In particular, for the first part, given a challenge p — F,
the prover hashes h(F*) = Z?zl pi1 -F? to a single column (where F; are the columns
of F*). Since k(') is a universal hash function, if #(F*) is a subvector of 1(T*), then with
overwhelming probability, F* is a submatrix of T*, thus reducing matrix lookup argu-
ment to vector lookup. For the second part, we notice that the first column F; of F*
is a step function, thus we first commit to the shift of FT and then show that the dif-
ference between the shifted column and the column F; is a function that has zeros in
well-defined positions. More details in section 6.5.2. The second scheme goes even fur-
ther and proves that a matrix F with d’ columns and d’ < d is a submatrix of T. As before,
we set F* = (i, J,Fi j)ier, jep for subset R = {ry,...,rgy} < [N] and D < [d]. Additionally,
using the technique of shifted polynomials, F;’id,ﬂ. = F;,(i+1)d’+j =rj forany i, j. More
details in appendix A.4. Both of our compilers preserve quasi-linear running time in n
thanks to the linear homomorphic property of KZG commitments.

Our Approach to ZK for Decision Trees. A decision tree is an algorithm that performs a
sequence of adaptive queries reading from its input and outputs a value. At each query,
the algorithm moves from a node in the tree to one of its children, and the output is
defined by the label of the reached leaf. Two important parameters are the total number
of nodes Niot and the number of features d of the inputs. Following the work of Chen et
al. [15], we can efficiently (although redundantly) encode a decision tree as a matrix with
Niot Tows and 2d + 1 columns. An evaluation of a decision tree under this alternative
representation consists of locating the row corresponding to the correct leaf and then
showing that the input vector matches all the constraints described by such a row. Thus,
we can commit to a decision tree by committing to its matrix encoding, and to prove
correct evaluation, we can commit to the single row corresponding to the correct leaf
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and prove with a matrix lookup argument that the committed row is indeed a leaf of the
committed decision tree. Once isolated such a row, we can then prove that the input
vector matches all the constraints described by the row. Notice that our strategy scales
well with the number of different evaluations. In fact, to prove statements which involve
multiple input vectors for the decision tree, we can commit at proving time to a matrix
whose rows correspond to the entries of the leaves reached by the evaluations (instead
of committing to a single row). Thanks to the efficiency property of the matrix lookup
argument, the prover time complexity is independent of the size of decision trees.

Beyond a Trusted Commitment to the Tree. A malicious committer could commit to
a matrix that contains a row that matches a leaf with a label, let’s say, 0, and another
row that matches the same leaf but where it maliciously assigns the label 1. Now, such
a bogus commitment to a decision tree could allow the malicious prover to show both
Tx) =0and T(x) = 1. The problem is that the committed matrix does not encode a de-
cision tree. To solve this problem, we show a set of sufficient algebraic conditions (cf.
section 6.6.2) for a matrix to encode a decision tree. We can check efficiently these al-
gebraic conditions through a general-purpose zkSNARKs for R1CS (see for example [13,
16-21]). However, the number of constraints is O(d N%,), and thus the prover time com-
plexity is quadratic in the number of nodes. The algebraic constraints we propose are
essentially linear equations between matrices and Hadamard-product equations, which
are the kind of equation checks performed in R1CS-based zkSNARKSs. In fact, if we gave
up on the privacy of the decision tree’, we could define an R1CS circuit that depends
on the tree-structure of the decision tree, and we would go down to O(d Niot) number
of constraints. We show that we can restore zero-knowledge using this approach, by
privately committing to such an R1CS-like circuit and prove in zero-knowledge that the
circuit belongs to a well-defined family of circuits (defined by the algebraic constraints in
section 6.6.2). In particular, we use the techniques from Zapico et al. [6] for committing
to a basic matrix, namely a matrix whose rows are elementary vectors, and to prove its
basic-matrix structure and the permutation argument from Plonk [2] to prove the rows
of the matrix are all different.

6.1.2. RELATED WORK

Lookup Arguments. Lookup arguments were introduced by Bootle, Cerulli, Groth, Jakob-
sen and Maller [3]. The state-of-art for lookup arguments for arbitrary tables® is the re-
cent work of Eagen, Fiore, Gabizon [4] named cq and based on the technique of logarith-
mic derivates of Habock [12]. cq has prover complexity proportional only to the size of
the smaller vector and independent of the bigger table assuming pre-processing for ta-
ble. To our knowledge, all lookup arguments with similar efficiency properties are based
on the Kate et al. (commonly known as KZG) polynomial commitment scheme [10].
Among these, we mention Caulk+ by Posen and Kattis [5] (based on Caulk [6] by Zapico

2Specifically, giving up only to the privacy of the structure of the decision tree while keeping private the values
of the thresholds and labels

3Recently, Setty, Thaler and Wahby [22] introduced a new lookup argument for a restricted subclass of tables.
Their work is extremely efficient, and in particular more efficient than cq, for such a restricted class of ta-
bles. On the other hand, cq can handle arbitrary tables. For this reason, we refer to cq as the state-of-art for
arbitrary tables.
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et al) and Baloo [7] by Zapico et al.. The latter work introduces the notion of Commit-
and-Prove Checkable Subspace Argument (extending over [20]) that we use for our (ex-
tractable) commitment scheme (cf. section 6.6.3).

Comparison with [4]. As previously mentioned, we diverge from cq, introducing several
novel ideas that allow us to improve on cq’s efficiency. As the end result, cq*’s communi-
cation is about 14% (or even 23% in a variant without the ZK) better than cq’s. All other
efficiency parameters of cq™ are similar to cq’s. Moreover, we propose cq*™*, a batched
variant of cq*. cq*" saves 23% (or 33%, in a variant without ZK) communication com-
pared to cq. A slight drawback of cq** is that the verifier has to execute one more pairing.
We emphasize that cq is already almost optimally efficient, and thus improving on it is
non-trivial.

Concurrent Work. Choudhuri et al. [23] very recently introduced the notion of segment
lookup arguments which, besides some syntactical differences, matches the simpler of
our notions of matrix lookup arguments. Additionally, in [23], they show, in our lingo,
a matrix lookup argument based on cq. Their matrix lookup argument is less efficient
than ours; we defer to table 6.1 for more details. Interestingly, in the same paper, the
authors build a general-purpose zkSNARK based on Plonk and matrix lookup, which
they call Sublonk, showing another application for matrix lookup arguments. The main
feature of Sublonk is that the prover’s running time grows with the size of the active part
of the circuit, namely the part of the circuit activated by its execution on a given instance.
Sublonk makes black-box use of the underlying matrix lookup argument. Thus, we can
plug in our scheme to obtain a more efficient version of Sublonk.

Privacy-Preserving Machine Learning. We focus on the related work on zero-knowledge
proofs for decision trees and, more in general, for machine learning algorithms. The
main related work for decision trees is the paper of Zhang et al. [11], where they intro-
duce the notions of zero-knowledge proofs for decision tree predictions and accuracy.
Besides decision trees, zero-knowledge proofs and verifiable computation for machine
learning is a vibrant area of research (see for example [24-30]).

Comparison with [11]. Briefly, the main techniques of [11] consist of an authenticated
data structure for committing to decision trees and highly-tuned R1CS circuits to eval-
uate the authenticated data structure in zero-knowledge. More in detail, they commit
to a decision tree with a labelled Merkle Tree whose labelled nodes are the nodes of the
decision tree. This commitment scheme is binding and hiding and allows for path open-
ings (with proof size proportional to the length of the path). On top of this authenticated
data structure, they use general-purpose zkSNARKSs for R1CS to prove, for example, the
knowledge of a valid opening for a path and the labelling of the leaf. While the basic ideas
are simple, the paper needs to solve many technical details and presents many optimiza-
tions which are necessary to obtain a practical scheme. The backend general-purpose
zero-knowledge scheme they use is Aurora [13]. Thanks to this choice and because of
the Merkle-Tree approach, their zero-knowledge scheme has a transparent setup and is
presumably post-quantum secure.

Their security model stipulates that the decision tree is adversarially chosen, but the
commitment to a decision tree is honestly generated. On the other hand, in our se-
curity model, we require the commitment scheme to be extractable, thus allowing for
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maliciously generated commitments. Notice that, besides improving security, our def-
initional choices allow for more efficient design. In fact, the (proof for the) extractable
commitment is generated only once, let’s say in an offline phase, while the (multiple)
proofs of evaluation, in the online phase, can leverage extra security properties offered
by the extractable commitment and thus faster.

For comparison with our work, we consider the extractability of their scheme for de-
cision tree evaluation. This is not immediate: the main reason is that the witness for
the zkSNARK is a single path from the root to the evaluated leaf (which could be ex-
tracted) while, to obtain our notion of extractability, it would be required to extract the
full decision tree. Additionally, their authenticated data structure could allow to commit
(and prove statements) to 2-fan-in direct-acyclic graphs (DAGs), which are more general
than trees’. We believe their second scheme for the accuracy of decision trees can be
proved secure in our model. In fact, proposed as an efficiency optimization, their sec-
ond scheme computes a consistency check over the full decision tree. Thanks to this, we
could extract the full tree from the zZkSNARK. We also believe that our techniques could
be integrated into theirs. Our approach separating the extractable commitment from the
“online-stage” of the zero-knowledge proof could be adapted to their scheme for accu-
racy (thus improving its efficiency). Interestingly, by using our approach, their scheme
could be interpreted as an application of a lookup argument based on [3] and [13] to
decision trees. The main difference is this: our scheme runs lookup arguments over the
leaves associated with the evaluation vectors, while the scheme in [11] requires lookups
for paths from the root to the leaves associated with the evaluation vectors.

For other points of comparison efficiency-wise (we refer the reader to section 6.6.5
for more details), we mention that their commitments require hashing only, while ours
requires multiexponentations in a group. Therefore, their commitment stage is faster
than ours. Our proof size is concretely smaller (few kilobytes vs hundreds of kilobytes).
To compare proving time, we start from observing the asymptotic advantages of our so-
lutions: their prover is linear in the size of the tree and in the complexity of a hash func-
tion; ours is sublinear in all these dimensions. This results in concretely faster proving
times despite the fact that our prover requires group operations and theirs only field
operations. This is a consequence of removing the constants deriving from the hash
function size, the sublinearity in the tree and of the efficient lookup argument instan-
tiations”. Our improvements also translate to a better verification time. Our estimates
show improvements of almost one order of magnitude for proving time (regardless of the
underlying backend proof systems for [11]; see appendix A.1) and two orders of magni-
tude for verification time.

6.2. PRELIMINARIES

We denote matrices with capital and bold, for example, M, and vectors with lowercase
and bold, for example, v. We denote with o the Hadamard product between two ma-

4We believe that this does not pose any problems neither for correctness nor for soundness, as indeed, one
could argue this is a feature rather than a bug.

5As a bottleneck, the dependency [11] has on the hash function is one that is hard to remove. Applying a
hash function optimized for SNARK constraints, e.g. the one we used to experimentally run [11]—SWIFFT—
nonetheless yields high constants in practice regardless of the proof system used as a backend.
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trices/vectors of the same size, while - is reserved for the matrix-vector/vector-vector
multiplication. Given two vectors a,b we define a < b if and only if Vi : a; < b; (and
similarly for <). We denote by | the concatenation by columns of two matrices. We de-
note by F a finite field, by F[X] the ring of univariate polynomials, and by F_;[X] (resp.
F.4(X]) the set of polynomials in F[X] of degree < d (resp. < d). For any subset Sc F,

we denote by v g(X) d=ef]'[sEs(X — s) the vanishing polynomial of S, and by A?(X) the s-
th Lagrange basis polynomial, which is the unique polynomial of degree at most |S| — 1
such that for any s’ € S, it evaluates to 1 if s = s’ and to 0 otherwise. Any multiplica-
tive subgroup of a finite field is cyclic. Thus, given a group H, we can find an element
o that generates the subgroup H. For convenience, given a subgroup H of order n we
denote with w,, a fixed generator of H. If H < IF is a multiplicative subgroup of order
n, then its vanishing polynomial has a compact representation v (X) = (X" — 1) and
AX) = v (X (n(X - w7 ). Both v i (X) and ¥ (X) can be evaluated in O(logn)
field operations. For any vector v € F", we denote by vy (X) the low-degree encoding
(LDE) in H of v, i.e., the unique degree-(|H| - 1) polynomial such that, vg(w’ ) = v;,
when the subgroup H is clear from the context, we simply write v(X). Similarly, we con-
sider the k-degree randomized low-degree encoding (RLDE) in H of a vector v € F” to
be a randomized polynomial of the form Dy (X) = vg(X) + v g(X)p,(X) for a random
polynomial p, of degree k. Sometimes, we will not explicitly mention the degree of the
randomizer. In this case, the reader should assume that the degree is set to be the min-
imum degree necessary to keep zero-knowledge of v in the presence of evaluations (on
points outside of H) of the polynomial 7.

Atype-3 bilinear group G isatuple (q,G1,G2,Gr, e, Py, P2). G1,G, and G are groups
of prime order q. Pj,P, are generators of G1,G,. e: G; x G, — Gr is an efficiently-
computable non-degenerate bilinear map, and there is no efficiently computable iso-
morphism between G, and G;. We use the implicit notation [a]; := aP;, for elements in
G;,i€{1,2, T} and set Py := e(Py, Py).

6.2.1. COMMIT-AND-PROVE SNARKS

A commitment scheme is a tuple of algorithm CS = (KGen,Com) where the first algo-
rithm samples a commitment key ck and the second algorithm, upon input of the com-
mitment key, a message p and opening material p, outputs a commitment c. The ba-
sic notions of security for the commitment scheme are (perfect) hiding and (computa-
tional) binding. The former property states that no (unbounded) adversary can distin-
guish commitments of two different messages when the opening materials are sampled
at random from their domain, the latter property states that no (polynomial time) ad-
versary, upon input of the commitment key, can find two different messages and two
opening materials that commit to the same commitment.

Following Groth et al. [31], we define a relation R verifying triple (pp; x; w). We say
that w is a witness to the instance x being in the relation defined by the parameters pp
when (pp; x; w) € R (equivalently, we sometimes write R(pp;x; w) = 1). For example,
the parameters pp could be the description of a bilinear group, or additionally contain a
commitment key for a commitment scheme or a common reference string. Whenever it
is clear of the context, we will write R (x; w) as a shortcut for R (pp; x; w).

Briefly speaking, Commit-and-Prove SNARKs (CP-SNARKSs) are zkSNARKSs whose re-
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lations verify predicates over commitments [32]. Given a commitment scheme CS, we
consider relations R whose instances are of the form x = ((c;) je, ), where we can un-
ambiguously parse the witness w = (P jeter (P ) jere) for some ¢ € N with Vj : pjisin
the domain of a commitment scheme CS, and such that there exists a PT relation R such
thatlet W = (p;) jeje):

Rpp;x;w) =1 < ﬁ(pp;fc; Ww)=1AVje[l]:cj=Com(ck,pj,p;j).

We refer to a relation R as derived above as a Commit-and-Prove (CP) relation. Given
a CP-relation R and a commitment scheme CS, we can easily derive the associated NP-
relation R. Instances of NP-relations may contain only commitments. Therefore, us-
ing the notation above, the instances of the associated CP-relation are empty strings €,
namely, R is a predicate over the committed witness. To avoid cluttering the notation,
in these cases, we may omit the (empty) instance and simply write R(pp, ).

A CP-SNARK for R and commitment scheme CS is a zkSNARK for the associated
relation R as described above. More in detail, we consider a tuple of algorithms CP =
(KGen, Prove, Verify) where:

e KGen(ck) — srs is a probabilistic algorithm that takes as input a commitment key
ck for CS and it outputs srs := (ek, vk, pp), where ek is the evaluation key, vk is the
verification key, and pp are the parameters for the relation R (which include the
commitment key ck).

* Prove(ek, x, w) — m takes an evaluation key ek, a statement x, and a witness w such
that R(pp, x, w) holds, and returns a proof 7.

 Verify(vk, x,m) — b takes a verification key, a statement x, and either accepts (b =
1) or rejects (b = 0) the proof 7.

In some cases, the KGen algorithm would simply (and deterministically) re-parse the
commitment key ck information. In these cases, we might omit KGen and refer to the
CP-SNARK as a tuple of two algorithms.

Zero-Knowledge in the SRS (and RO) model. The zero-knowledge simulator S of a
CP-SNARK is a stateful PPT algorithm that can operate in three modes. (sts,sts) —
S§(0,1", d) takes care of generating the parameters and the simulation trapdoor (if nec-
essary). (1,sts) — S(1,stg, x) simulates the proof for a statement x. (a,sts) — S(2,sts, s)
takes care of answering random oracle queries. The state sts is shared and updated after
each operation. We define zero-knowledge similarly to [33, 34]:

Definition 6.1 (Zero-Knowledge). We say that a CP-SNARK CP for a CP-relation R and
commitment scheme CS is (perfect) zero-knowledge if there exists a PPT simulator S such
that for all adversaries A and for all d € N:

ck — CS.KGen(1",d)
Pr| srs — CP.KGen(ck) ~
AProve(srs,-,-),RO(-) (srs) = 1

(srs,sts) — S(0,ppg)
Pl isicas0 (srs) = 1
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where Sy, S, are stateful (wrapper) algorithms that share their statest = (sts, OQro) where
sts is initially set to be the empty string, and Qro is initially set to be the empty set, such
that:

e S1(x, w) denotes an oracle that first checks (pp, x, w) € R where pp is part of srs and
then runs the first output of S(1,stgs, x).

o S,(s) denotes an oracle that first checks if the query s is already present in Qro and
in case answers accordingly, otherwise it returns the first output a of S (2,sts, s). The
oracle updates Qro by adding the tuple (s, a) to the set.

Knowledge Soundness. Our definition of knowledge soundness is in the algebraic group
model [35]. An algorithm A is called algebraic if for all group elements that A outputs,
it additionally provides the representation relative to all previously received group el-
ements. That is, if elems is the list of group elements that A has received, then for
any group element z in output, the adversary must also provide a vector r such that
z = (r,elems). We define the notion of knowledge soundness in the algebraic model.

Definition 6.2 (Knowledge Soundness in the AGM). A CP-SNARK is knowledge extractable
in the Algebraic Group Model if for any PT algebraic adversary, there exists a PT extractor
& that receives in input the algebraic representationsry,...,r; of A and such that:

ck — CS.KGen(1", d);srs — CP.KGen(ck);
Pr|(x,m,1y,...,x7) — A(srs);w — E(srs,ry,...,r7) | <negl(n)
Verify(srs, x, 1) A "R (pp, X, w)

Indexed Relations and Universal CP-SNARKs. We extend the notion of relations to in-
dexed relations [36]. We define a PT indexed relation R verifying tuple (pp, ind, x, w). We
say that w is a witness to the instance x being in the relation defined by the pp and index
ind when (pp, ind, x, w) € R (equivalently, we sometimes write R (pp, ind, x, w) = 1).

Briefly, we say that a CP-SNARK is universal if there exists a deterministic algorithm
Derive that takes as input an srs and an index ind, and outputs a specialized reference
string srs;nq = (vk;,,4,€king) where vk, ; is a succinct verification key and ek; ;4 is a prov-
ing key for such an index. Moreover, we require that the verifier Verify (resp. the P) of
a Universal CP-SNARK takes as additional input the specialized verification key vk;,,
(resp. the specialized ek;, ). We refer to appendix A.2 for more details.

6.2.2. EXTRACTABLE COMMITMENT SCHEMES

An extractable commitment scheme for a domain D = {D,},, is a commitment scheme
equipped with a CP-SNARK that proves the knowledge of an opening of the commit-
ments.

Definition 6.3. Given a domain D, CS = (KGen,Com,VerCom) is an extractable com-
mitment scheme for the domain D if there exist two algorithms Com’,Prove’ such that
Com(ck, p, p) executes (1) c — Com’(ck, p, p) and (2) © — Prove'(ck,c, (p, p)) and outputs
(c,m), and (Prove’,VerCom) is a CP-SNARK for the commitment scheme (KGen, Com’) and
for the CP-Relation ﬁopen defined below:

Reopen = PP & p: p € Dy}
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6.2.3. POLYNOMIAL, VECTOR AND MATRIX COMMITMENT SCHEMES
We use the KZG polynomial commitment scheme of [10] described below:

KGen(1",d;,d,) samples a type-3 pairing group with security level n and outputs com-
mitment key ck := (([s*])ie(a)» ([$'],) ie(dy),) for random secrets s € Zg.

Com(ck, p) outputs [p(s)];.

We notice that the above commitment scheme is not hiding and it is extractable’ for
the domain of polynomial of degree d; in the algebraic group model of [35] under the
power discrete logarithm assumption (PDL), which informally states that find s is hard
given a freshly sampled commitment key, see definition A.2 for details. The commitment
scheme allows for a very efficient CP-SNARK Il = (Proveeya, Verify,,,) for the CP-
relation Reval = {(X, ¥; p): p(x) = y}. In particular, the prover Proveg,, upon input the
SRS ck, an instance ([ p(s)] 1, %, y) and the witness p, computes the unique polynomial w
such that the equation below holds and outputs [w(s)]; as its proof:

pX)=wX)- (X-x)+y.

On the other hand, the verifier Verify,,, upon input the SRS ck, an instance (c, x, y) and
a proof 7, checks e(c—[y] 1o [12) = e, [s — x]2).

Vector and Matrix commitment schemes. From a polynomial commitment scheme, we
can define a vector commitment. Specifically, let H be multiplicative subgroup of F with
order N, and let wy be a fixed generator of H. We can commit to vector v by committing
to the low-degree encoding of v over H. Namely, [vg(s)]; is a commitment to v. The
commitment key should additionally contain the description of the subgroup H to allow
for verification. Notice that such a commitment scheme is not hiding. We can make it
hiding by committing to a RLDE of v over H instead of its LDE. We can easily adapt the
CP-SNARK for R4 to spot-opening of a committed vector.

We define the vectorization of a matrix M € F”*? to be the vector m € F" which is
the concatenation of the rows of M. Namely, for any i € [n], j € [d], we define mg.;,j =
M;, ;. To commit to a matrix M, we commit to its vectorization m. Notice that, addition-
ally, the commitment key should contain the values n and d, and the subgroup H should
be of cardinality n - d.

6.3. ZERO-KNOWLEDGE MATRIX LOOKUP ARGUMENTS

Given two vectors f,t, we say that f is a sub-vector of t if there exits a (multi) set K =
{k1,..., kn} such that f; = t;, for any j. We write f < t to denote that fis a sub-vector of t.
Notice we diverge from the usual notion of sub-vector. Namely, we assume that a sub-
vector f may contain multiple copies of an element in t and, moreover, any permutation

6As argued in [16], we can define a vacuous CP-SNARK for opening in the AGM where the prover does nothing
and the verifier checks that the commitment is a valid group element. However, Lipmaa et al. [37] recently
defined AGMOS, a more realistic variant of the AGM where the algebraic adversary can obliviously sample
group elements. They pointed out that KZG is only extractable after the prover has successfully opened the
commitment at some point. In this case, such a vacuous CP-SNARK is not sufficient. We leave it to further
work to prove the security of our protocols in AGMOS.
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of fis a sub-vector of t. We extend the notion of sub-vectors to matrices. We say that a
matrix F € F"*4 is a (rows) sub-matrix of a matrix T € FN*? if F parsed as a F%-vector
of length 7 is a sub-vector of T parsed as a F¢-vector of length N. In other words, F is a
matrix whose rows are also rows in T. Similarly, given a multi set K = {k,..., k;} we can
define the sub-matrix Fix as the sub-matrix of F which j-th row is the row Fy;. Notice
that our notion of sub-matrix is not standard. Besides the differences mentioned for the
notion of sub-vector, we consider the special case where the number of columns of F
and T are the same. This is sufficient for our application. However, for completeness, in
appendix A.4.1, we consider the more general case where F may be a selection of a pro-
jection of T. We call the latter the rows-columns sub-matrix relationship. We consider
the following indexed CP-relation, where we will refer to T as the table and to F as the
sub-vector (or sub-matrix):

Rzkiookup := 1pp; (N, d, n); & (T,F) : F<T,|T| = N x d,|F| = nx d}, (6.1)

Previous work focuses on d = 1, namely the lookup argument for vector commitments,
where the table T is public. Moreover, some of the previous work did not focus on zero-
knowledge. Namely, previous work focused on (ZK or not) CP-SNARKSs for the following
CP-relation:

Riookup := 1p; (t, n); &£ £< ¢, Ifl = n}. 6.2)

A fully zero-knowledge lookup argument for a commitment scheme CS is a CP-SNARK
for the CP-relation 7A—\J/zk|ookup and for the commitment scheme CS. We use the adjec-
tive fully zero-knowledge to distinguish our definition from the definition from previous
work. State-of-the-art lookup arguments have prover time complexity independent of
the length of the table and quasi-linear (or even linear) on the length of the sub-vector.
To obtain such a property, all the lookup arguments for arbitrary tables in previous work
precompute the table T, producing auxiliary material that is then used during the prov-
ing phase. Thus, using the notational framework of Universal SNARK, the precomputa-
tion is handled by the Derive algorithm (since t is in the index).

Definition 6.4. A tuple of algorithm CP = (KGen, Derive, Prove, Verify) is a lookup argu-
ment for a commitment scheme CS if (1) CP forms a CP-SNARK for 7A2|00kup and CS, (2)
Derive is a F-linear function (with respect to the proving key in its output) and the com-
mitment scheme is linearly homomorphic and (3) Prove has running time poly(n, n).

We define an additional algorithm Preproc to handle our stronger privacy require-
ment. Similarly to Derive, the algorithm Preproc performs an offline preprocessing —
both algorithms are necessary only for speeding up the proving and verification algo-
rithms. The difference is that Derive works over public information, meanwhile Preproc
works over private information’.

7 Alternatively, one could define one single algorithm Derive that handles both public and private data. In
this case, one needs to redefine the Universal SNARK’s framework to handle zero knowledge correctly. Our
definition instead is only functional as we require that Preproc, Prove form a two-step prover algorithm for a
Universal SNARK.
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Definition 6.5. A tuple of algorithm CP = (KGen, Derive, Preproc, Prove, Verify) is a fully
zero-knowledge lookup argument for a matrix commitment scheme CS if (1) (KGen, Derive,
Prove', Verify) forms a CP-SNARK for ﬁzklookup and CS where Prove' is the algorithm that
upon witness (T,F, pr, pa) such that T\x = F first runs (aux;) jein) — Preproc(srs, T, pr)

and then runs Prove with witness (F, pp, (aux;) jex)); (2) Preproc is a F-linear function

and the commitment scheme is linearly homomorphic and (3) Prove has running time
poly(nd, n).

6.4. OUR NEW ZERO-KNOWLEDGE LOOKUP ARGUMENTS

In this section, we present our new lookup arguments for KZG-based vector commit-
ments. Let the commitment ¢; and c¢, to the vectors t and f respectively, be KZG com-
mitments to randomized low-degree encodings of t and f. We denote these polynomials
T(X) and F(X), respectively. Since t and f have different sizes, we interpolate them over
two multiplicative subgroups of F: K of order N and H of order n < N. In our con-
struction, we need n | N; however, this usually holds in practice where both n and N are
powers of two. Hence, we have

N n
T(X) =Y GAT X +pr-vr(X), FOO:= Y fid] (X)+pr(0-vu(X)
j=1 i=1

Above, pp(X) is a random polynomial of degree < b so that ¢y = [F(s)]; is perfectly hid-
ing. Furthermore, our lookup arguments work (and are zero-knowledge) for any choice
of by = 0; this property matters whenever the commitment cg is generated by other pro-
tocols with their own zero-knowledge requirements (e.g., ¢ may come from a SNARK
construction where br is carefully set to meet the number of leaked evaluations of F(X)
in that protocol). Our lookup arguments achieve zero knowledge without leaking addi-
tional evaluations of F(X).

Onthe other hand, if pt —s$F is arandom field element, then ¢ = [T (s)]; is a perfectly
hiding commitment to t. Otherwise, if p1 = 0, we capture the case of public tables (that
is the common use case of lookup arguments).

We use the following lemma from [12].

Lemma 6.1 (Set inclusion, [12]). Let [F be a field of characteristic p > N, and suppose
that (a,-)?i " (bl-)f.\i | are arbitrary sequences of field elements. Then {a;} < {b;} as sets (with
multiples of values removed), if and only if there exists a sequence (m;) ;=1 of field elements
fromIF, < F such that

N 1 _yvN m;
Y xa =L Xoh 6.3)

in the function field F(X). Moreover, we have equality of the sets {a;} = {b;}, if and only if
m; #0, foreveryi=1,...,N.

Roadmap. For the sake of presentation, we first describe our main lookup argument
cq*, which works for a public table t, thus meeting definition 6.4. This protocol is fully
described in Fig. 6.1 and explained in the next section. Next, we discuss an optimized
variant, cq**. Finally, in Section 6.4.2 we show how to obtain the protocol meeting the
fully zero-knowledge notion of definition 6.5.
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6.4.1.cq* LOOKUP ARGUMENT
For ease of exposition, we present our protocol as a public coin interactive argument.
We can compile it into a CP-SNARK using the Fiat-Shamir heuristic.

Setup. We assume a universal srs = (([sf] )Nlo, ([sf]z) o)) forany Ny = N+max(bg,1)-1
and N> = N + max(br,1) + 1, where br is the degree of the randomization polynomial
P (X) explained earlier.

Round 1. Our interactive lookup protocol cq* starts the same as cq [4]. Namely, based

on theorem 6.1, the prover computes the multiplicities vector m such that Y% =1 tnj—]X =
n

1 Tx + yd and sends to the verifier a commitment [m(s)]; to a randomized low-degree
encodlng m(X) of m over K.

Round 2. The verifier sends a random challenge S. At this point, the goal of the prover is
to convince the verifier that

Z] 1:, [5 ?1f+,3 (6.4)

which, by Schwartz-Zippel, implies the polynomial identity over F[X] and thus f < t by
Lemma 6.1. To this end, the prover commits to randomized low-degree encodings of the
two vectors containing the terms of the two sums, i.e.,

A(X);B(X) s.t. A]:A(a){v_l):tﬂ and Bi:B(wZ—l):

5 (6.5)

1
fi+p -
In order to prove the well-formedness of A(X) and B(X), as in cq, the prover commits
to the polynomials Q4 (X) = (AX)(T(X) + B) — m(X))/v g (X) and Qp(X) = (B(X)(F(X) +
B)-1)/v g(X). As we discuss later, we compute a commitment to Q4 (X) using the cached
quotients technique of [4] to meet the efficiency requirement (3) of definition 6.4.

From this point, our protocol diverges from cq. At this point of the protocol, cq would
proceed by applying Aurora’s univariate sumcheck on both A(X) and B(X) to prove the
correctness of results A(0) =} ; A(wfv_ 1) /Nand B(0) =Y ; B(wﬁl‘l)/ n and then the verifier
would check that the results are equal.

In cq*, we instead apply Aurora’s univariate sumcheck on a scaled sum of A(X) and
B(X) and prove that the result is zero. More precisely, we define C(X) := A(X) —971B(X)z(X)
where we denote 9 := N/n and z(X) := v g\g(X) and use the following lemma (see Ap-
pendix A.3 for its proof).

Lemma 6.2. Z;V:O A(wfv_l) = ;’ZOB(wil_l) iff Z C(w H=o0

The lemma relies on the observation that the polynomial A(X) := 971 B(X)z(X) encodes
over K the same vector encoded by B(X) over H, i.e., (+ﬁ) but in different positions;

while in the rest of positions it encodes zeros. Thus, ZN A(w ) = ?:0 B(wﬁl’l). More-
over, multiplying B(X) by z(X) gives us for free a low- c{egree test on B(X).
Thus, towards proving (6.4), we use Aurora’s sumcheck on C(X) to show

ARc(X) e F<n—2[X], Qc(X) s.t. C(X) = Rc(X) X + Qc(X)vk(X) . (6.6)
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However, we do not send commitments to these two polynomials but use alternative
techniques that allow us to obtain both zero knowledge and an efficient degree check
on Rc(X). More precisely, to obtain zero-knowledge, we use the sparse ZK sumcheck
technique from Lunar [16]: the prover commits to a polynomial S(X) := RsX + psv g (X),
with the idea that in the next round we perform a sumcheck on C(X) + nZS(X), for a
random challenge 1 to be chosen by the verifier in the following round. Actually, al-
though for ease of expositions we introduced the use of S(X) here; this polynomial is
computed and committed as [S(s)]; in round 1. In summary, in round 2, the prover
sends [A(s), B(s), Qp(8)];.

Round 3. The verifier sends random challenges y, 7. In this round, the prover’s goal is to
show that

AX)(TX) + p) = m(X) = Qu(X)v k(X), (6.7)
BX)(F(X)+p)—-1=Qp(X)vu(X), (6.8)
AX) =97 B(X)z(X) +1*S(X) = (Re(X) +7° Rs) X = Qc,s (X)V g (X) (6.9)

where Qc,s(X) = Qc(X) + nzps in (6.9). To prove equation (6.7), we use the cached quo-
tient technique of [4] to compute a commitment [Q 4(s)]; using » scalar group multipli-
cations (see below).

To prove equation (6.8), notice that we already sent Qg(X); thus, using a lineariza-
tion trick and random point evaluations, we set By = B(y) and we show B(X) evalu-
ates to By on y, D(X) := By(F(X) + ) — 1 - Qp(X)v g (y) evaluates at 0 on y. We batch
these claims using the verifier’s challenge 7. Namely, we send the KZG-evaluation proof
P(X) = ((B(X) - By) +nD(X)N/(X - 7).

To prove equation (6.9), we apply a novel idea that allows obtaining, for free, a degree
check on R¢(X). We set the polynomial U(X) = (X* — 1) where p = N} — N + 2 and ask
the prover to send R(.(X) = (Rc(X) + n?Rs)U(X). To balance this, we multiply the rest of
equation (6.9) by U(X), obtaining

(AX) - 97" BX)Z(X) +n* SN U(X) - REX) X = Qe s(X)V g (X)U(X) (6.10)

To further optimize this, we batch equations (6.7) and (6.10) by using the verifier’s ran-
dom challenge 1 (and multiplying (6.7) by U (X)), finally obtaining:

AX) - TXOUX) + (B+MAX) - m(X) +n°S(X) - U(X)
- %B(X) Z(X)UX) - QX)vr(X)UX) =nRo(X)- X (6.11)

The idea of this batching is that after multiplying (6.7) by U(X), both equations aim to
prove that the left-hand side is divisible by v k (X) and thus we can send a single quotient
polynomial Q(X) = QA(X) +nQc(X) +n?ps.

To summarize, in round 3, the prover sends [P(s), R::(s), Q(s)], and B,.

Verification. The verifier proceeds as described in Verify of Fig. 6.1. The verification
item (ii) is a standard technique to check the batched evaluation proof [P(s)];. The ver-
ification item (i) instead implements the check of eq. (6.11) using pairings. Doing this
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requires the verifier to have in the verification key the G, elements [T (s)U(s)], as well
as [U(s),z(s)U(s),v g (s)U(s)],. Therefore, we let Derive compute all these elements and
include them in the verification key.

Prover efficiency. We discuss how the prover algorithm can be implemented with O(n)
scalar multiplications in G; and O(nlogn) F operations. First, one can easily see that
by preprocessing the computation of the elements [)L]}g(s)] . and [v k(s)]; and by using
the n-sparsity of m, it is possible to compute [m(s), A(s)]; using 2(n + 1) scalar multipli-
cations. Computing Qp(X) is the only step that requires time O(nlogn) (in field opera-
tions). Computing [B(s), Qp(s), P(s)]; requires = 3n scalar multiplications.

Computing the commitments [Rg(s)]1 and [Q4(s)]; with = 2n and n scalar multi-
plications, respectively, can be achieved thanks to the cached quotients and, again, the
sparseness of m. Following [4], in Derive for t, we compute and store

(TO-1))AF(X)
[Q](S)]l where Q](X) = W .

Then, we use this auxiliary input to compute, with 7 + 1 scalar multiplications,

[Qa()]y = Xm;204; [Qj()]; +[pa(T(S) +B) = pm], - 6.12)
The correctness of Q4(s) is due to
Aj(TX)-tHAKX)
N — N ] j
Zj:lAij(X)_Zj:ITX)j
_yN ATEHPNE oy ADI0
T &=l v X) j=1 T4

K K
(6.5) N Aj/lj (X) N mj)Lj (X)
= (T(X)+,3)Z]=1 Vg (X) _Zj=1 viX)

_ (AX)—pav X)) TX)+P)-mX)+pmVv g X)
- vk (X)

=QAX)—pa(TX)+B)+pm -

. . . . . . K N H n
Using a similar technique, in Derive we can precompute (rj (s))j NGO

AKx0-21%(0) i
where {r]]K(X) = %U(X)}

1

A0z -150
,and { ri.HI(X) = %U(X)} ,and use

JEIN] ie[n]
them to compute [Ré(s)]1 in 27 scalar multiplications.

Thus, the prover’s computation is dominated by 87 scalar multiplications, which was
also the case in cq that did not achieve zero-knowledge and assumed A(X) to be of de-

gree < N.

cq**: a variant with a shorter proof. We can further optimize cq* by applying one
more batching technique that consists of sending a single group element [P*(s)]; =
[P(s) + R:(s)] | and in merging the two verification equations ((i)) and ((ii)) as follows:

e([AW]1L [TOUE)(s-7)],) ~e([(ﬁ+n)A(3) - m(s) +n28(3)] E [U(S)(s—y)]z)'

-1 _
e(FBON, [20UEs-D],)  -e(lQWh, [VKOUEE-1]) "
e(n[B(s)+nD(s) - By, [sl2) =e(n[P*(9)]y. [sts=1],) -
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This change also requires some small changes. First, we require in the srs to have N, =
N +max(bg, 1) +2. Second, the verification key vk, , computed by Derive must include
[(s*U(s), s*2(s)U (s), s*V k (5)U(s))}_, ] ,- Third, the table-dependent verification key for
t should include [(s*T(s) U)ol

Overall efficiency. Assume that we use a standard curve like BLS12-381, where elements
of G (resp., IF) are g, = 384 (resp., f = 256) bits long. Then, in cq*, the communication
is 8g; + 1f (3328 bits) and in cq™™*, 7g; + 1f (2944 bits). The prover executes ~ 8n scalar
multiplications. Verifier has to execute 5 pairings in cq* or 6 in cq**. Importantly, two or
three of the pairings are with the standard G, element (depending on the variant, [1, x],
or [1,x, x2]2). Hence they can be batched with other pairings in the master protocol and
essentially come for free.

If one does not wish ZK, we can remove [S(s)]; from the argument, and proof size is
7¢1 + 1f (2944 bits) in cq*, and 6g; + 1f (2560 bits) in cq**.

To compare, in cq [4] (that is not ZK), the communication is 8g; + 3f (3840 bits), the
prover’s computation is = 8n scalar multiplications, and the verifier has to execute 5
pairings. Hence, even cq® (with ZK) has better communication than cq (without ZK)
while having the same cost in the rest of the parameters.

Security. In the following theorem, we argue the security of cq* (see Appendix A.3 for the
proof and the definition of the Power Discrete Logarithm (PDL) assumption); the proof
of cq™* is very similar.

Theorem 6.3. The protocol cq* from fig. 6.1 is a lookup argument according to defini-
tion 6.4. Specifically, cq™ is knowledge-sound in the AGM and ROM under the (N1, Na)-
PDL assumption (see definition A.2), and, furthermore, the protocol is zero-knowledge.

6.4.2. OUR FULLY ZERO-KNOWLEDGE LOOKUP ARGUMENT

In this setting we have T(X) = Z?’:l = tj/l]}((X) + p1 vk (X) where p17 < F and ¢¢ =
[T(s)];. We need only slight modifications to turn cq* to a fully zero-knowledge lookup
argument. We refer to the modified lookup argument as zkcq™, formally described in
fig. A.2 in appendix A.3.2. First, we defer, from Derive to Preproc, the computation of all
the table-dependent group elements. Namely, Preproc(srs, t, p1) computes ([Q;(s))] 1);\7: 1
and & — [T(s)U(s)]2. The latter group element is included as part of the proof at proving
time by the algorithm Prove. As consequence, Verify needs to additionally run the pair-
ing check e([1]1,&) = e(ct, [U($)]2) to verify the well-formedness of the commitment c;.
In the proof of knowledge soundness, this check allows us to ensure that the polynomi-
als extracted from ¢, and &; are of the form T*(X) and T*(X)U(X) for some T*(X); thus,
after verifying this we can apply virtually the same proof of Theorem 6.3.

6.5. OUR MATRIX LOOKUP ARGUMENT

We show a compiler from a fully zero-knowledge vector lookup argument for KZG-based
vector commitment to a fully zero-knowledge matrix lookup for the (succinct) KZG-
based matrix commitment from section 6.2.3. The same construction applies for lookup
argument as in definition 6.4.
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Derive(srs,t, n): // Assume that [t| = N = [K|, n = [H| and n | N, srs= (l(sj)jgwl] |1 , ’(sj)]-g[‘\;z] ]2)

for any N7, N2 = N+max(bp,1) - 1.
Set = N; — N +2; define U(X) := (X*-1), 9 = N/n, and z(X) = v x\u(X);
Define T(X) := Z}V:I = tj)L]}((X);

AXx)-1% ) Al —AH
Let{rK(X):%U(X)} ,{r?ﬂ(){)zwm){)} :
] jeIN] ieln]
(TX)-tHAE ()
and{Qj(X):W} :
JEIN]
Compute ek, := | (SN, FH (), U(s), v (s), svir(s), Qi (NN, TH)]| ;
p t,n - j j=1 i=1’ » VK ) K ) J j=1 1;

Compute vk, , := [1,U(5),z()U(5),V K (HU (), T(HU(9)]y;
Return (eky,n, vk 5,)-

Prove(eky,u, cp, (F, oF X))z //cp= [ 3501 (s) + pr(s)v ()], deglpp) = br.

Compute m = (my,...,my) s.t. Vj:t; appears m; times in f; samples p,, <s$
IF;
Compute [m(s)]; — X, m;- [Mﬁ(s)] +Pm W (9)ly; // n scalar mults
Sample Rg, ps —$F and compute [S(s)]; — Rs- s+ ps-VK(S);

B— RO(kaynll (ct,cpll [m(s)]1) //Fiat-Shamir challenge.

Sample p4 T, pp(X) —$F<1 [ X];

LetAj—m;/(t;+pB)Vj=1,...,.Nand B; - 1/(F; + B) Vi=1,...,n;

Compute [A(s)]; — Zﬁ.vzl Aj [/1]}((5)] . +oa-Vvk(S)]y;

Compute [B(s)]; — X7, B; [/1II.HI(S)]1 +p8(8) - [VE(S);

Compute Qp(X) — (B(X)(F(X) + B) —1)/vy(X) and [Qp(s)];;

(y,m — RO(BI [A(s), B(s), Qp(s),S(8)];);//Fiat-Shamir challenge.

Compute By — B(y), D(X) — By - (F(X) + B) =1 - Qp(X)v u(y);

Compute P(X) — ((B(X) — B(y)) +nD(X))/(X —y) and [P(s)]y; // KZG-proof
for (6.8).

Compute [RE(5)] | — Ym0 Aj- [r}g(s)] . -97'¥" B [rl-H[(S)] 1 +1*Rs-[U ()1
Compute [Qa(9)]y — Xm;z0 4, - [Qi(®], + [pa(T(S)+B) = pm];s

Compute [Qc(9)]y — [pa+9 ' pp(9)]};

Compute [Q(s)]; — [Qa(9)]; +7[Qc()]y +1* [ps];;
Return 7 = ([m(s), S(s), A(s), B(s), Qp(5), P(5), R:.(5), Q(5)] | , By).

Verify(vkt,n, Cg, )2

Compute [D(s)]y — By(ce+ [B],) — 111 = v u(y) [Qp(S)];.
Return 1 if and only if the following holds:

@) e((A®)]1,c - e((B +m - [A®] = [m)]1 + N> (SO, [U(9)]a) - e/ -
[B$)]1, () U(9)]2) - e(Qs)], [VR(HU$)]) ™ = e [REE)] |, [x]2),

(i) e([B(s)]y+n[D()]1 - [By],,[112) = e([P()]1,[s-7],)

Figure 6.1: Our zero-knowledge lookup argument cq*.
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6.5.1. THE STRAW MAN SOLUTION

An alternative approach to commit to a matrix is to one-by-one vector commit to its
columns. The obvious shortcoming is that the commitment scheme is not succinct in
the number of columns. Nonetheless, this approach already results in a matrix lookup
argument (under the assumption that the vector commitment is linearly homomorphic).
In particular, consider the lookup argument that hashes together the columns t; of the
table T and the columns f; of the sub-matrix F using a random challenge p computing
vectors

t* Zthpj_l f* Zijpj_l.
j j

Notice that by Schwartz-Zippel lemma we that f* < t* implies F < T with overwhelm-
ing probability. Thus, we could run a vector lookup argument over (f*,t*), thanks to
the linear homomorphic property of the commitment scheme the verifier can compute
commitments to f* and t* and verify the proof. Notice the prover time complexity is
poly(n,d, n) thanks to the [F-linearity of the precomputation algorithm. However, the
verification time is linear in the number of columns. We show in the next section how to
restore succinct verification time and commitment size.

6.5.2. OUR SCHEME

In fig. 6.2 we describe our scheme mtx[CP] that runs internally a lookup argument CP
for KZG-based vector commitment scheme. The proof of the following theorem is in
appendix A.4. In the description of the scheme, we let K (resp. H) be a multiplicative
subgroup of F of order N - d (resp. of order n-d), we let w := wy.4 be the fixed generator
for H and we consider the following matrices and polynomial:

]FNXd

1. the matrixRe where R; ; =1,

2. for any k the matrix C'¥) e F¥*? where C; ; = j.

3. Letv (X) be the vanishing polynomial of H={w%™*i: jel,d-1],i€ [n].

Theorem 6.4. The lookup argument mtx[CP] defined in fig. 6.2 is knowledge-sound in
the AGM and ROM under the (N - d, N - d)-PDL assumption and assuming that CP is
knowledge-sound. Furthermore, the protocol is zero-knowledge assuming CP is zero-
knowledge.

A row-column Matrix Lookup Argument. In appendix A.4.1 we consider the rows-colu-
mns sub-matrix relation where F < T if and only if there exist (multi)sets R = {ry,..., 7}
and C = {cy,..., cq} with F; j =Ty, ¢, and give an rows-columns matrix-lookup argument
system mtx*[CP] for such a relation. Briefly, the main difference with the scheme in this
section is that we commit to an additional vector ¢ which is the concatenation of the
vector (cy,...,cg) for n times, prove in zero-knowledge its tensor structure, and show that
f' =f+p-6C+p?-disasub-vector of t*.
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Derive(srs, N, d, n):
Let f, ¥, €y and &, be vectorizations of the matrices F,R,C®) and C™.
Compute ¢,y — Com(ck,tn), ¢,y — Com(ck,Cy) and c.,, — Com(CE,).
Compute (ek’,vk") — CP.Derive(srs, Nd, nd).
Return (ek’,vk,,) where vk, = (¢, n,Cc,N, Cenr [V 5 (5)],,VK).

Preproc(srs, T, p):

Let t be vectorization of the matrix T.

Compute (auxr, ;) je(na) — CP.Preproc(srs,t, o),
(auxpg,j) jeqna) — CP.Preproc(srs, i),
(auxc, j) jerna) — CP.Preproc(srs, €y).

Let aux; = (QUXT,dj+j,AUXR di+j, AUXC,di+]) jeld)-
Return (aux;)e[nj-

Prove(ek, (ct,cp), F, (aux) jex): //Tix =F, K ={ki,..., kn}.
LetSbes.t. S;j=k;forie(n], jeld].
Let 0(X) be the randomized low-degree encoding over H = (w) of the vector-
ization of S.
Compute w(X) such that o(w- X) —o(X) = w(X) - v g(X).
(p,{) — ROk, |l (ct,cp)ll(CR,n)CR/,n, Cw)). //Fiat-Shamir challenge.
Compute z — g(w-{).
Compute proofs mg and g for Reval @, z;0(X)) = 1 and Reyal((, z;0(w -
X)N=1
Let n* proof for ﬁzkbokup((N- d,n-d);e; (E*,f’*)) =1 where

' =t+p-cn+p? iy f=f+p-c,+p>- 0 (6.13)
Return 7 = ([0(8)]1, [0 (- )11, (W), TR, Tp, ¥, 2).

Verify(vk,, (cT,cp), 7):
Parse the proof 7 = (cR,n,cR/,n,cw,nR,nR/,ﬂ*,z).
(p,{) — ROk, |l (ct,cp)ll(CR,n)CR/, 0, Cw)). //Fiat-Shamir challenge.
Compute ¢} < cr + pce, N + p>cpn and ¢, < Cp + pCe,n + P2Cryn-
Return 1 if the following checks hold (else 0):

() Verifyqya (ck, (cppw-{,2) =1,

(i) Verifyeyal(ck, (cr n,(,2) =1,
(iii) e(Cr n—Crn» [112) = e(cw, [V (s)],),
(iv) CP.Verify(srs,vk', (c,cp), ") = 1.

Figure 6.2: Our Matrix Lookup Argument mtx[CP].
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Table 6.1: Summary of efficiency of our constructions for matrix lookups. The relation considered is
parametrized with table size of size N x d and looked-up submatrix of size n x d. P is the cost of one pairing.
Proof size includes commitment to the witness.

Scheme Preprocessing Proof size Time (P) Time (V)

mitxP"€P [zkcq™] (section 6.5.1) | OdNlogN)F,G | (d+9g + 1] O0(nd)G, +O(ndlogm)F aG, +7p
mtx[zkeq™] (fig. 6.2) O(dNlogdN)F,G 16g; + 2f O(nd)G, + O(ndlog(nd))F 13P
[23] O(dNlogdN)F,G 20g; + 6f O(ndlognd)G, + O(ndlog(nd))F 23P

6.5.3. CONCRETE EFFICIENCY

In table 6.1, we describe the complexity of proving a matrix lookup in a table T described
by a matrix of size N x d. The size of the submatrix we are looking up in the larger table is
nxd. In appendix A.6, we describe a breakdown of efficiency measurements for our fully
zero-knowledge construction (mtx[zkcq*]). Our naive scheme, the one derived from the
observations in section 6.5.1, and the scheme in appendix A.4.1 have efficiency analyses
which follow similarly. The values for [23] are taken directly from the paper, the number
of pairings in verification is computed by simple inspection of the protocol, the extra
O(log nd) factor in the number of exponentiations in G, for the prover arises from their
sub-protocol adapted from [6].

6.6. ZERO-KNOWLEDGE DECISION TREE STATISTICS

A decision tree is an algorithm that, upon an input, performs a finite sequence of adap-
tive queries on the input and eventually outputs a value. Concretely, we consider binary
decision trees where the inputs are vectors in [B]? for natural numbers d and B, where
the queries are comparisons and the outputs (often called the labels) are in [B]. We let
Niot be the number of nodes in a decision tree T, and we index the root node with 1. A
binary tree with Nt nodes and where each node has either zero children or exactly two
children, has Njg,¢ := (Niot +1)/2 leaf nodes, and the remaining Nijnt = Niot — Niear Nodes
are called internal nodes (including the root node). We index the internal nodes of the
decision tree with numbers in [Njn¢]. The computation of a decision tree T upon input
x, denoted as T (x), consists of a traversal of the tree from the root node to a leaf. During
the traversal, the computation fetches, from each internal node i, a threshold #; and a
feature index e; € [d]. If x,, < t;, the computation continues recurring on the left child of
node i, and otherwise, to the right child. Once reaches a leaf, the computation outputs
the label v; assigned to the leaf i as the final output.

Therefore, seen as a data structure, a decision tree T is made by a binary tree (namely,
the structure of the tree), by the values d;, ¢; for each internal node 7, and by the label v;
for each leaf node i. We refer to this encoding of a tree as the standard encoding. We
define Tn,,,5,4 to be the set of decision trees with Nyot nodes that maps vector in [B]¢ to
the co-domain F.

Quasi-Complete Decision Tree. We define the notion of quasi-complete decision tree.
The difference with a standard tree is that during the traversal, the computation fetches
from each internal node i two vectors E; and T;, we call the vector E; € {0, l}d the feature
vector associated to the node i and vector T; € [B]¢ the threshold vector associated to
the node i. The computation continues recurring on the left child of node i if Vj € [d] :
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E;j =1= x; <T;j, on to the right child of the node i if Vj € [d] : E; j =1 = x; = T; j, or
outputs L if neither of the two conditions holds. The pseudo-code of the evaluation of a
quasi-complete decision tree is in fig. A.4 in appendix A.5.

Similarly to decision trees, we define Tl\zot, Bato be the set of quasi-complete decision

trees with Nior nodes that maps feature vector in [B]¢ to the co-domain F. Notice that
when for any node j the (row) vector E; is an elementary vector (namely with only one
position set to 1) then the quasi-complete decision tree is indeed a standard decision
tree thus Ty,,,,B,a © Tl\jtot, B

The class of quasi-complete decision trees defines a correct but not complete com-
putational model. In fact, every input is either correctly labelled to one label or to the er-
ror message L. Being a more general class of computation than standard decision trees,
it is easier to decide whether a data structure is a quasi-complete decision tree than to
decide if it is a standard decision tree. This allows for faster prover time. On the other
hand, an adversary that commits to (strictly) quasi-complete decision tree (namely, a
decision tree in Tl\zot, B.d \ TNmt, B,4) cannot prove contradicting statements, in particular,

we require that it cannot prove any statistics on an input x whenever T (x) = L.

6.6.1. SECURITY MODEL

We consider the scenario where a model producer commits to a decision tree T, the
model producer can delegate the computation of statistics on a set of data points and
predictions over T to a server, a user can obtain such statistics. Informally, we require
integrity of the computation, namely the statistics are correctly computed over the set of
data points and predictions over the committed decision tree T, and privacy, namely the
user does not learn anything more than the validity of such statistics.

We consider an adversarial model where either the model producer and the server
can be corrupted, or the user is corrupted. Previous work considered only the case where
the model producer is honest [11] (and either the server or user are corrupted). Notice
that a corrupted model producer could commit to a useless/bogus decision tree. Unfor-
tunately, we cannot do anything to prevent that. On the other hand, we would like to
prevent the corrupted model producer and corrupted server can convince the user of
the validity of incoherent statistics. For example, an attacker should not be able to con-
vince the user that simultaneously T (x) = 1 and T (x) = 0 for a data point x.

To formalize such property, we use the notion of knowledge soundness for argument
systems. In particular, we require that whenever the verifier is convinced (w.r.t. a com-
mitment c) of the statistic over a set of data points, there must exist an extractor that
outputs an opening of the commitment to a decision tree T where such a statistic over
such data is correct. Notice the commitment to the decision tree is binding. Thus we
must obtain coherent statistics over many queries on the same committed decision tree.
To optimize the efficiency of the statistic evaluations, we split in two parts the genera-
tion of a valid commitment from the evaluation of a proof for a given tuple statistic/data
points.

Definition 6.6. Let S be an arbitrary set of tuples (S, m) such that S : [B]"" — {0,1}*
and m € N where S is an efficiently computable function (a statistic). A (commit-
and-prove) decision-tree-statistic argument for a set of statistics S is a tuple zkDT =
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(KGen, Com, VerCom, Derive, Prove, Verify) where:

(i) CSpr = (KGen,Com,VerCom) define an extractable commitment scheme for the
domain T* of (quasi-complete) decision tree. In particular, KGen takes in input
a natural number Nior the maximum number of nodes, and the natural numbers
B and d, besides the security parameter and generates a commitment key for the set

%
7;3,d,Ntot'

(ii) CPpt = (Derive, Prove, Verify) define a Universal CP-SNARK for the indexed CP-
relation RpTstat defined below.

y=8(Tx1),..., TXm)), }

RDTstatz{pp;(S,m);y,(Xj)je[m]);T: Vi:Tax)#L (S,mes

6.6.2. THE EXTENDED ENCODING OF DECISION TREES
We introduce an alternative encoding of a decision tree as a data structure before pre-
senting our zero-knowledge decision-tree statistics argument. We follow the work of
Chen et al. [15]. In particular, we define a d-dimensional box as a tuple of vectors in
[B + 1]¢, where the first vector defines the left bounds and the second vector defines the
right bounds. We say that a vector x € [B]¢ is contained in a box (b-,b") ifb- <x<b".
We can assign to each node of a decision tree a d—dimensional box. In particular, we
denote with (N;,N;) the box assigned to the i-th node in the tree and with N-,N" the tu-
ple of matrices of all the boxes of a decision tree (mapping the i-th row to the box of i-th
node).

We can associate a (quasi-complete) decision tree to a tuple of matrices, below we
define such a relation:

Definition 6.7. Given a quasi-complete decision tree T with Niot nodes and given matri-
cesN~,N~, we say that (N-,N~) is aboxes-encoding of T if

1. Ny =0andN; =B+1, where0 (resp. 1 andB) is the vector of all 0 (resp. of all 1 and
of all B).

2. Let p € [Nint] be the index of a node and let | and r respectively be the indexes of the
left child and right child of the node with index p.

N;-N, =0 N;-N; =0 (6.14)
Epo(N;~T,) =0 Epo(N;~T,) =0 (6.15)
(1-Ep)o(N;—N;) =0 (1-Ep)o(N; —N,) =0 (6.16)

The computation, through a boxes-encoding, of a decision tree T (x) consists in find-
ing the index k of the leaf whose box contains x and outputs the label associated with
such a leaf. For a quasi-complete decision tree, such an index k might not exist. We
formalize this in the next definition and prove such a computational equivalence in the
next lemma whose proofis in appendix A.5.
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Definition 6.8. Let T be a quasi-complete decision tree with Niox nodes (with domain
(B1%) and (N-,N-) be a boxes-encoding of T. For anyx € [B)%, ifx is contained in the box
of aleaf of T define the index of the leaf as kT (X) such thatx is contained in (NkT (x)’Nch )
else kt(x) isset to L.

Whenever it is clear from the context, we will omit the subscript T and write k(x) to
refer to such an index.

Lemma 6.5. Let T be a quasi-complete decision tree with Niox nodes and (N",N”) be a
boxes-encoding of T. Letv be the vector of the labels assigned to the leaf nodes of T, namely
foranyi € [Nint+1, Niotl, we have v; as the label assigned to the i-th leaf. For anyx € (B4,
T =viw or T = L.

As corollary of the above lemma, we have that the boxes of leaf do not overlap be-
cause no vector x can be contained in more than one of the boxes of the leaves.

Before giving the next definition, we set some notation: given a decision tree, we say
that node p splits at coordinate i* € [d] if i* is a coordinate where p’s left and right child
boundaries are different, namely, N;j, ;7 N;,l. and N;}y ;7 N;, ; where ¢ and r are the left
and right child of p. We are ready to describe our (more redundant but ZKP-friendly)
encoding of a quasi-complete decision tree.

Definition 6.9. Let T be a quasi-complete decision tree with Niox nodes. Let T =
(N-,N-,v,L,R,E) be a tuple of matrices (described below). We say that T is an extended
encoding of T if the following conditions hold:

(i) (N,N) is a boxes-encoding of T;

(ii) v is the vector of the labels assigned to the leaf nodes of T;

T

(iii) L (resp. R) is the Nint x Niot bit matrix whose p-th row is the elementary vector e,

(resp. erT ) if € is the left (resp. r is the right) child of node p’sinT,

(iv) E€ {0, 1}t >4 js the bit matrix such that its p-th row and i column is 1 iff the node
p splits at coordinate i.

Let Encode be the algorithm that, given a quasi-complete decision tree T, computes the
extended encoding of T.

Let the matrices P-, P~ € FNint*d describe the boxing encodings of the internal nodes,
and F-,F- € FNieaf*@ describe the boxing encodings of the leaves. Thus:

!

The function Encode in definition 6.9 is injective but not surjective. In the next lemma
(whose proofiis in appendix A.5), we give sufficient conditions for belonging in the image
of Encode.

Lemma 6.6. Consider a tuple (N-,N~,L, R, E, V) such that the following constraints hold:



6.6. ZERO-KNOWLEDGE DECISION TREE STATISTICS 159

a) The following equations hold:

N;=0,N;=B+1, (6.17)
L-N =P ,R-N =P, (6.18)
Eo(L-N" —R-N)=0 (6.19)
(1-E)o(P ~R-N) =0, (1-E)o(P ~L-N)=0 (6.20)

b) All the boxes are not empty. Namely, for all i, j we have N; ;, <N; ;.

¢) The matrix (%) is a (row) permutation of the (squared) matrix (0||In,,,—1) (the ma-

trix whose rows are the row vectors (€;) jc[2, N,,.] Of length Niot).

Then there exists a quasi-complete decision tree T with Nyotr nodes such that Encode(T) =
(N-, N, L,R,E,v).

6.6.3. EXTRACTABLE COMMITMENT TO DECISION TREES

In a nutshell our commitment procedure on input a decision tree computes the encod-
ing described in section 6.6.2, then it commits to the matrices F-,F and v and prove in
zero-knowledge the constraints from theorem 6.6. We can implement the latter zero-
knowledge proof using a general-purpose R1CS circuit describing the constraints of the
lemma, however, the size of the circuit would be O(dNtzot), in fact, we would need to
commit to the remaining matrices P~,P~,L,R and E and we would need already O(d Ntzot)
multiplication gates for eq. (6.18). We show how to remove the quadratic dependency
from the number of total nodes. The main idea is to notice that L and R have sparsity lin-
ear in Niot, thus we can use techniques from [7] to commit to such sparse matrices and
then prove in zero-knowledge that the constraints in item c) of theorem 6.6 hold for the
committed matrices. The remaining constraints can be proved in O(d Niot log(d Niot)).

The building blocks. Consider the following (indexed) CP-relations:

Riin = {pp;&; (M,N,R) :M-N =R} (6.21)
Rhad = {pp;&; (M,N) : MoN = 0} (6.22)
Rperm = {pp3 (N, 1(X)); 85 p(X) : 37, ¥ j € [N]: i(m(@))) = pl))} (6.23)
Rehife = {PP; S;€ (V, W) 1 Vi = W(ivs (mod ju))} (6.24)
Rrange = {pP; (B, n, d);e;X: X e (B} (6.25)
Rem = {pp: K;&;M: Mk = 0} (6.26)

Our scheme uses CP-SNARKs for all the relations above as building blocks. The first
three relations are standard, and CP-SNARKSs for them can be found in the related work.
Given a CP-SNARK for R, we can define a CP-SNARK for Rehit in fact that the shift-
ing operator can be described through a linear transformation. The latter linear trans-
formation can be public, thus the underlying CP-SNARK (for Rji,) does not need to be
zero-knowledge w.r.t. the first matrix M, in particular, a commitment to such a matrix
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could be part of the index polynomials. A CP-SNARK for ﬁrange can be realized using
our lookup argument and considering the table b = (j) je(5) and proving that the vector-
ization X of X is such that X < b. Finally, a CP-SNARK for Rem can be easily realized by
committing to a matrix T such that Tx = T and 0 everywhere else and to the vanishing
polynomial in v g in G as part of the index. At proving time, the prover returns as proof
a commitment to the quotient polynomial g such that f'(X) = g(X) -v g (X) where f'(X)
is the polynomial associated to the matrix M — T. At verification time the verifier checks
e(cm — ¢, [112) = e(m, [v k2).

For the CP-SNARK for 7A2|in, we require two different commitment schemes, one for
the first matrix and one for the other two. In particular, we consider an alternative way
to commit to matrices following the work of [7, 20]. Let M be a basic matrix, namely a
matrix whose rows are elementary vectors. Let H be any fixed subgroup with [H| = Niot ©
of F with generator w. For any basic matrix M € {0, 1} and n, k € N, let coly (X) be the

(low-degree) polynomial such that coly (w’) = w/ where the i-th row of M is the vector e]T.

(notice that coly is the LDE of the vector whose i-th element is the value w/). We define
the sparse (hiding) commitment of a matrix M as a (hiding) polynomial commitment of
coly;. Namely, we define:

sparseCom(ck,M, p) := Com(ck, coly, p).

Notice that, by the above definition, a sparse commitment to a basic matrix M has a dual
interpretation (as a sparse matrix or as a vector col).

Let CPji, be a CP-SNARK for the Rj;, relation where the first matrix is committed
using sparseCom while the other matrices are committed with the matrix commitment
scheme from section 6.2.3. An instantiation of such a scheme can be found for the
matrix-times-vector case (namely, N € F”*!) in Baloo by [7] (see Sections 5.2, 5.3 and 5.4
of the paper). We show a generalization to matrix-times-matrix case in appendix A.5.4.
We write to underline that the matrix M is committed with a sparse matrix commit-
ment. For example, we can write (pp,&;M,N,R) € 7@“,1 to identify the statement that
there are commitments cys, ¢y, cg Where the first is a sparse matrix commitment and
that open to M,N and Rwith M-N =R.

Let CPp,g be a CP-SNARK for the Rp,q relation where all the matrices are commit-
ted using the commitment scheme from section 6.2.3. Notice that a CP-SNARK for our
matrix commitment scheme for such a CP-relation derives directly from CP-SNARK for
vector commitment. Finally, let CPperm be a CP-SNARK for the CP-relation ﬁperm. The
permutation argument of Plonk [2] is a CP-SNARK for such a relation.

The Extractable Commitment to Decision Tree. We define our extractable commitment
scheme for the domain of quasi-complete decision trees. The main idea is, as part of the
proof of opening, to commit to the matrices L and R through sparse commitments to
basic matrices and then prove the linear relations from theorem 6.6 in zero-knowledge
with a complexity that is linear in the sparsity of the matrices and the dimension d. The
additional constraints on the two matrices L and R are proved using the permutation
argument. To improve readability, we list below shortcuts used in the protocol’s descrip-

8 Alternatively, we can consider the same subgroup used for the matrix commitment and thus [H]| = Niot - d.
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KGen(1", (Niot, B, d)):
Sample a type-3 pairing group ppg with security level n.
Set ck’ — (ppg, ([s'] Dicimi (['],)iern,) for random secrets s —$Zg.
Compute srssm1 — CPgm.Derive(ck’, [Nint]),srssm2 — CPsm.Derive(ck’, (Nint, Niot])
and srssm,3 — CPsm.Derive(ck’, {1}).
Compute stsperm < CPperm.Derive(ck’, (Nyor — 1, id)).
Compute srsyange “— CPrange.Derive(ck’, (B, Niot, d)).
Compute srsehie ~— CPgpise.Derive(ck’, Nint).
Return ck := (ck’, [(b(s)]1 »SISperm), SfSrange, SSshift, (Srssm,j)jE[S])~

Com(ck, T, p1):

“Compute (L, R,E,N-,N-,v) — Encode(T), parses pT as (0, 0_,0_)-
cy — Com(ck,v, p,). // Parse v as a Nyot x d matrix whose last d — 1 columns are empty.
c. — Com(ck,F_,p.),c. — Com(ck,F_p ), c —Com(ck,P_,p.),c’ — Com(ck,P_p.).
cin — Com(ck,L-N-,),c;,, — Com(ck,R-N-) and cg < Com(ck, E).
¢y, — sparseCom(ck, L), cp — sparseCom(ck,R) and cl — sparseCom(R).
Let colg, coli and colg be the underlying polynomials.
Prove the following statements, let ;t = (1, ...,716) be the proofs.

T1y.e T4t (L,N-,B), (LN, L-N), (R,N-,P), (R,N",R-N) € Rijn,
5, 6, 7 . (ELN-R-N), 0-EP -R-N), 0-EP -L-N") € Rpaa,
78, 9: (B, Neot, d;N"—=N"—1) € Rrange, (Neot — 1, id; coly (X) + colr(X)) € Rperm,

ALK (Nint, colg, colr) € ﬁshift,
TR TS WGE), Wi B, (N2 P), (N2 P), (N3 P), (W3 P — B) € Rem.

Return (c_,c_,¢,), 7w where 7w = (</, ¢, ¢, Crny CE, €Ly CRy C,y TT) -

Verify(ck,cT):
Letct =(c_,c_,cy,m) and parse 1. Letcy,_ —c_+c’ andcy,_ —c.+c’.
. Verify my, 72, w3, T4 W.Lt. (cp,Cn,, ), (CL,CN,-,C1n), (CR,CN,-, €, (CR,CN,-, Crn)-

. Verify 75, 76, 17 W.L.t. (CE, €15 — Crp), ([111 —Cg, €. —Crp), ([111 —Cg, € — Cpp).

. Verify w10 W.r.t. (Ning; (Cr, CR)).

. Verify myy, ..., w16 W.r.t. ([Nintl,¢.),([Nint],¢.),(Nint, Niot], ), (Nint, Neot], ), ({1}, ¢)), ({13,
c = [b(9)]).

1
2
3. Verify ng, mg w.r.t. ((B, Niot, d);cn,- —Cn,- — [111) and (Neot — 1, id;cp + c;{).
4
5

Figure 6.3: Our extractable commitment CS 1. The value Ny = Niot - d, N1 and N are big enough to support
all the building-block.
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tion.

e (8) R (2) m- (2) 2 )

The padding for the matrices make them all to have N;o: rows. Moreover, we let B be the
matrix whose first row is the vector (B + 1,..., B + 1) and the remaining rows are set to 0,
and we let b(X) be the LDE of the vectorization of such a matrix. This polynomial can
be computed in O(dlogd) operations, however, for simplicity, we commit to the poly-
nomial at key-generation phase. We let id be the low-degree polynomial that evaluates
id(w") = 0™ for i € [Nyot — 1] (equivalently, the commitment [id(s)]; is a sparse-matrix
commitment to the matrix (0[|In,,-1)).

Theorem 6.7. The commitment scheme CSpr defined in Figure 6.3 is hiding, and it is an
extractable commitment scheme for the domain{Ty, o YNy, in the AGM and assum-
ing the building blocks are knowledge-sound and zero-knowledge.

Efficiency. The extractable commitment in this section has constant proof size when the
CP-SNARK for Rj;, is instantiated with the building block described in appendix A.5.4.
Its proving time is O(d Niotlog(d Niot)) when applied to a decision tree with d features
and Niot nodes. Notice that Net is usually at least one order of magnitude larger than d.

6.6.4. CP-SNARK FOR STATISTICS ON DECISION TREES
Consider the scheme CPp7 in fig. 6.4 based on the following building blocks:

1. Let CPjgokup+ be a CP-SNARK for the indexed CP-relation:

5 (Bl Fp) < (Toll ... 1TH)
Rbokup*:{pp; (N, d, 1);& (T)) jetm), B jeim) 5 e . " }

Vj:ITjl=Nxd,|Fjl=nxd

2. Let CPyange be a CP-SNARK for the indexed CP-relation ﬁrange in eq. (6.25).
3. Let CPgtat be a CP-SNARK for the following indexed CP-relation:

Rstat = 1pp, (S, m); y;v: SV) = y A V| = m}

Notice, we can easily define a CP-SNARK for 7A2|ookup* on top of our compiler from sec-
tion 6.5. Namely, we batch together the matrices T; and the matrices F; using a random
challenge, as described in section 6.5.1, and then we run our matrix lookup argument. As
corollary of theorem 6.7 and the theorem below, we have that the CPpr and the commit-
ment scheme CSpr from the previous section define a decision-tree statistic argument.

Theorem 6.8. CPpp = (Derive, Prove, Verify) in fig. 6.4 defines an Universal CP-SNARK
for the indexed CP-relation RpTstat-
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Derive(srs, (S, m)):
Compute SIS(s,m) — CPgtat.Derive(ck, (S, m)), SIS —
CPookups-Derive(ck, Niot, d, m).
Compute srs(g, m,q) < CPrange.Derive(ck, (B, m, d)) with values B, d contained
in srs.
Return the specialized SRSs.

Prove(srs, (cT, ¥, (X;) jerm)), (T, pT)):
Parse ct = (c_,c_,cy) and p1 = (p_, p_, pv)-
Let k; = k1 (x;) and K = {ky,..., k}, where kT (-) as defined in definition 6.8.
Compute matrix commitments c, Cz, c3 to the matrices (I_{)| K> (l_{)| K VK-
Compute a proof 7 yookup that

(m; & (B, F_,v), (B) ik, ()1, ViK)) € Riookups-

Compute a (not hiding) commitment to the matrix X whose rows are the vec-
tors (Xj)je[m]-
Compute proofs n

range and ;.

range for the following two statements:

((B,m,d);X— (E)x) € Reange, (B, m,d); (F) x —X— 1) € Ryange-

Compute a proof 7stat that ((S, m); y;vix)) € Rstat-
Return (cy, €2, €3, Tzklookups Tranger Frange: Tstat)-

Verify(srs, vk g ), (€T, ¥, (X}) jem)), TT):
Parse the prOOf T = (Cl; C2,C3, ”Zklookup’ n;ange' ”;ange’ ”stat)-
Compute cx — Com(ck,X) where X is the matrix whose rows are the vectors
(X;) jeim)- Return 1 if the following statements hold (else 0):

1. CPiookups-Verify(srs,vk,,, (c1,¢2,¢3,C.,C,Cp), Taklookup) = 1

2. CPrange.Verify(srs,vk(B,m,d), (cx — cl),n;ange) =1and

CPrange.Verify(srs,vk(B,myd), (2 —cx = [111), Tyange) =1

3. CPstat.Verify(srs,vkg pmy, (€3, ¥), Tistat) = 1
4. VerCom(ck,cT) =1.

Figure 6.4: Our CP-SNARK CP 1. The pre-processing algorithm runs the preprocessing of the matrix lookup
argument on F_,F_,vand openings p1 = (0_, 0_, o).
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Table 6.2: Comparison between our solution and [11] for zero-knowledge decision tree accuracy. Parameters
are d (number of attributes), m (size of sample), || is the cost of hash function invocation (such as SHA256);
|Hcirc| is the cost of a hash function invocation as a circuit; IP is the cost of one pairing. Notation O(f) refers
to O(flog f). This table does not include the one-time cost of preprocessing for the prover (see table 6.1 for
concrete costs). Notice that the asymptotics in the row for our construction account for just the commitment
algorithm and the extractability proof. The asymptotics reported for [11] are actually a lower bound and do
not include some additional factors in their complexity, such as tree height. Dominated factors, such as B and
k (input and output size of decision tree respectively), are also not included in the asymptotics.

Scheme Commit Time Prover Time Verifier Time Proof Size
[11] O(Not) | H| O(md + Niot log m + Neot [ Hcire)F O(md)F Olog? (md))f
Our solution || O(dNiot)(G +F) O(md)(G+TF) Oo(m)G+ 0P O(M)(g1 +§)

6.6.5. EFFICIENCY AND CONCRETE INSTANTIATIONS
We discuss how to instantiate our scheme above, the resulting system has a universal
trusted setup.

* CPjookup+ can be instantiated with our construction mtx[zkcq™] from section 6.3;

* CPrange can be implemented through a (vector) lookup in a table of size B where
the subvector being looked up is of size m ’;

* CPstat can be implemented through a general-purpose commit-and-prove SNARK,
such as [16, 38]. For concreteness, and to minimize proof size, in the remainder
of this document, we consider the proof scheme CP-LunarLite from [16] (Section
9.4).

We can provide an upper bound on the total proof size for the instantiations above to
20G; elements'” per each of the proof above (this is a loose upper bound)—see table 6.1
in this work, Table 1 and Section 9.4 in [16]. On a concrete curve like BLS12-381 this
yields a total proof size of at most approximately 3.84KB (this is a generous lower bound).
For comparison, the proof size in [11] is of the order of hundreds of kilobytes.

Decision Tree Accuracy. In the specific case of proving decision tree accuracy we
prove that a decision tree is able to correctly estimate a specific fraction of a given data
sample. Namely we consider the statistic that upon input (v}) je(m), (¥}) je(m computes
Zj eqy (vj,yj) /m, vj = T(x;) for j € [m] where k € N is a small constant and eqy, is the
function returning 1 when its two arguments, of size k, are equal’ I otherwise it returns
0. Thanks to theorem 6.8 this can be reduced to a CP-SNARK for the following relation':

Race ={(m, k);((yj)je[m],n*);(l)j)jelm] in* = Zeqk(vj,J’j)} (6.27)
J

Even with an R1CS-based (Rank-1 Constraint System) general purpose SNARK, the rela-
tion above can be implemented very efficiently.

9The idea is to consider the table b = (}) je(B) and prove, through a lookup argument, that that X < b where x is
the vectorization of X.
10We approximate the size of field elements with that of G; elements.
1n typical applications of decision trees the labels are integer values belonging to a small domains, for exam-
ple, either booleans or bytes.
12Here expressed as a sum instead of a fraction. Since the size of the sample is public this is equivalent.
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Our estimates show improvements of almost one order of magnitude for proving
time and two orders of magnitude for verification time for representative choices of pa-
rameters (see appendix A.7 for details). Our prover runs in the order of a few seconds; our
verifier in the order of 100ms. The construction in [11] in contrast has a prover running
in the order of minutes (2-5m) and a verifier running in the order of 10s'°.

13These estimates refer to running times on an AWS EC2 c5.9xlarge. This architecture is comparable to the one
used in [11].
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DISCUSSIONS

Since 2020, when the Spark! Living Lab project started, we have investigated different
use cases in collaboration with other institutions and companies. We first focused on
logistics-related use cases such as bin-packing and location sharing. With the progress
of the project, Al is developing rapidly and is being applied in almost all domains, which
also include supply chain management. We then moved our focus to Al privacy protec-
tion, not only for supply chain management but also for Al privacy in general.

The previous chapters include our designed solutions for critical privacy issues in
data anonymization for bin-packing, privacy-preserving location data sharing, and pri-
vacy-preserving machine learning in stages of data processing, data management, and
data analysis. We utilize differential privacy and cryptographic protocols to achieve lower
computation complexity and stronger privacy guarantees. Moreover, we take advantage
of blockchain for data sharing and k-anonymity for data anonymization. This chapter
first summarizes the contribution of the thesis and explains how the research questions
are answered according to the use cases as discussed in Chapter 1. After that, we discuss
the limitations of our proposals in three parts: the utility-privacy trade-off for differential
privacy, the potential of blockchain in supply chains, and the real-world deployment of
our proposals. Also, we include the potential future works.

7.1. SUMMARY OF CONTRIBUTIONS

In this section, we summarize our contributions according to the three use cases and
five research questions addressed in the thesis.

7.1.1. DATA ANONYMIZATION FOR BIN-PACKING
For this use case, we investigate the following question in Chapter 2:

Q1: How to increase efficiency in privacy-preserving bin-packing?

As discussed in Section 1.3, the objective is to increase the efficiency (in terms of
anonymization time and space usage) of the data anonymization algorithm for privacy-
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preserving bin packing. We propose two different privacy-preserving data publishing ap-
proaches using differential privacy to solve bin-packing problems under privacy-preser-
ving. By calculating the probability of identifying the correct item, we prove that both
proposed methods can provide better privacy guarantees than the previous work using
k-anonymity. Using differential privacy, each item is supposed to be hidden among a
group of items instead of only k items by using k-anonymity. Also, we carry out seven
different experiments based on different data distributions and a different number of in-
puts. The results show that our proposed methods are much faster than the k-anonymous
approach (from 103 s to less than 0.1 s) without any cost of objective ratio (to evaluate
the number of trucks) or feasibility (to evaluate the probability of overloading). Both
proposed methods show advantages in privacy preservation and run-time over existing
approaches that only apply k-anonymity or differential privacy while showing compara-
ble objective ratios and feasibility. Meanwhile, both proposed methods can be extended
to solve 2-D or 4-D bin-packing problems

When we apply privacy-preserving methods, a better privacy guarantee always means
aless useful output, so it is important to find the trade-off between these two aspects. In
this paper, we use experiments to show the relationship between privacy guarantees (k
and €) and performance (0/0, and f). With some performance cost (10%—20% o/o0, and
f), the proposed methods can provide good privacy guarantees (such as € = 1). A bet-
ter utility function or a better clustering method can help improve the performance of
both proposed methods. We give further discussions about the privacy-utility trade-off
in Section 7.2.1.

7.1.2. PRIVACY-PRESERVING LOCATION DATA SHARING
As discussed in Section 1.3, privacy-preserving location data sharing involves two parts:
location data perturbation and privacy-preserving data sharing.

For location data perturbation, we address the following question in Chapter 3:

Q2: How to provide location privacy for tracking services for logistics in practice?

The objective is to de-identify trajectory data in practice while keeping utility for
privacy-preserving location-based services. We use differential privacy and geo-indistin-
guishability with different privacy levels for corresponding receivers. Our concrete pri-
vacy analysis and proof indicate the proposed angle selection algorithm can provide bet-
ter trajectory privacy preservation under real road maps and possible attacks than exist-
ing works. The detailed experiments show how privacy parameters are selected and how
the utility remains in terms of arrival prediction. Also, the run-time is in the order of
nanoseconds, which is feasible for real-time data sharing.

For privacy-preserving location data sharing, we address the following question:

Q3: How to design a privacy-preserving and decentralized platform for location sharing
with constrained IoT devices?

In Chapter 3, we design a blockchain-based framework to share location data in a
privacy-preserving manner among multiple logistic companies and users. Our proposed
location sharing protocols can protect privacy-sensitive data using cryptographic con-
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structions under centralized and decentralized settings. Our security analysis proves
that the system is privacy-preserving. With Ethereum, our proposal has lower storage
costs compared to the previous work [1]. It is feasible and can handle ~450 trucks at the
same time, which is a reasonable amount for an average city. Also, companies can build
their own solutions using our protocols to improve.

For further improvement, in Chapter 4, we present PrivIrack, a general framework
for privacy-preserving location data sharing. We leverage our differentially private tra-
jectory perturbation algorithm and cryptographic protocols for privacy-preserving tra-
jectory tracking for blockchain-based supply chains with constrained IoT devices. Now,
location privacy with constrained IoT devices is available to track the trajectory of trucks
for delivery in big cities. With constrained IoT devices, we first show that our trajectory
perturbation algorithm provides privacy protection against median filter attacks under
real road maps by misleading the adversary to a wrong trajectory. The output perturbed
trajectory data is useful for eCMR and package tracking. Also, our evaluation illustrates
the feasibility of applying our trajectory perturbation algorithm in constrained IoT de-
vices. Then, we propose a platform that enables the interaction of constrained devices
with a blockchain-based platform, offering data validation, authenticity and access con-
trol. Our security and privacy analysis show that the proposed protocols provide privacy-
preserving data sharing together with the trajectory perturbation algorithm. Based on
our experiments, we demonstrate that our protocols have a low impact on the IoT de-
vice battery life. When using an IoT device based on an Arm Cortex-MO0 processor, the
run time is also feasible: 3.6 ms when the random numbers are generated in software,
and 76.6 ms when generated in a NIST-recommended hardware module. Considering
the overall performance of constrained IoT devices, the run time of our protocols is ~200
ms with an autonomy of almost one month, which is well aligned with the needs of real-
world use cases.

7.1.3. PRIVACY-PRESERVING MACHINE LEARNING
As discussed in Section 1.3, for privacy-preserving machine learning, we focus on privacy-
preserving small-scale collaborative learning and decision tree model validation.

For privacy-preserving small-scale collaborative learning, we investigate the follow-
ing question in Chapter 5:

Q4: How to design a privacy-preserving small-scale collaborative learning system against
inference attacks?

In our use case, the performance of automated fraud detection is hindered by a lack
of positive samples in collected data. While this problem could be solved by using se-
quential collaborative learning, its vulnerability to powerful inference attacks restricts its
applicability. In Chapter 5, we present a protocol to prevent the execution of inference
attacks using secure multi-party computation techniques. To achieve this, we require
parties to jointly determine the training order. While doing so, we ensure that partici-
pants only receive information on whom to send their data to. This disables them from
training a model using parameters received from a specific target participant, thereby
preventing the execution of inference attacks. By including a security analysis, we have
shown our protocol is robust against semi-honest participants and leaders. Addition-
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ally, we discuss how to make the protocol resistant to timing attacks using differential
privacy. With this work, we contribute a practical protocol that is robust against infer-
ence and timing attacks to facilitate privacy-preserving sequential collaborative learn-
ing. To our knowledge, our work is the first to prevent inference attacks using a secure
joint permutation selection protocol with an overhead of only a few seconds.

For decision tree model validation, we investigate the following question:

Q5: How to validate the correctness and performance of a private decision tree in a privacy-
preserving manner?

In Chapter 6, we give a novel application of zero-knowledge matrix lookup argument
to the domain of zero-knowledge decision tree where the model provider releases a com-
mitment to a decision tree and can prove zero-knowledge statistics over the commit-
ted data structure. We improve over the framework of Zhang et al. [2], which shows
zkSNARKSs for evaluations of committed decision trees and zkSNARKSs for accuracy of
committed decision trees. The former kind of zero-knowledge protocols can prove that
a committed decision tree T, on input from a vector x, outputs a label v, while the latter
schemes enable the validation of the accuracy (namely, the ratio of true positives) of a
decision tree on a given dataset. Our framework can instantiate different kinds of statis-
tics over the committed decision trees, including evaluation and accuracy. Our design
decouples the computation of the committed decision tree and the performed statistics.
This allows for a plug-and-play approach. For security, we extend the notion of security
from [2] considering possibly maliciously generated commitments to decision trees. Our
scheme based on lookup arguments has succinct verification, the prover’s time complex-
ity is asymptotically better than the state of the art, and it is secure in a strong security
model where the commitment to the decision tree can be malicious.

7.2. LIMITATIONS AND FUTURE WORKS

In this section, we further discuss the limitations and future works of the thesis. Based
on our contributions and works in previous chapters, this section includes three main
topics for discussion: the utility-privacy trade-off for differential privacy in practice, the
potential of blockchain in supply chains, and the real-world deployment of our proposed
solutions.

7.2.1. DIFFERENTIAL PRIVACY IN PRACTICE

In Chapters 2, 3 and 5, differential privacy is utilized as a main tool for data privacy en-
hancement, but there is a lack of a good way of quantifying ‘privacy’ for differential pri-
vacy in practice.

In Chapter 2, though € and k provide parameters to quantify privacy protection levels
for data anonymization, it is still unclear which level is a ‘good’ level for privacy protec-
tion against adversaries. For instance, “c = 1” provides different practical privacy pro-
tection levels with different schemes and scenarios. In data anonymization, the privacy
protection level is not only determined by e but also by the statistics of the dataset, mak-
ing it harder to add an appropriate amount of noise to achieve privacy protection. One
possible solution is to deploy linkage attacks with different e values to find a good utility-
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privacy trade-off. However, this is time-consuming in practice and may not counter
other unknown attacks. Based on the findings, there remains more work on a fairer way
of quantifying privacy protection other than only using the values of € from differen-
tial privacy and k from k-anonymity. A fair privacy protection metric, together with the
existing information loss metrics, is beneficial for finding a better trade-off between pri-
vacy and utility.

Similar to Chapter 2, in Chapter 5, it is difficult to choose a suitable ¢ under differ-
ential privacy to achieve a ‘good’ level of privacy during the training to protect against
the inference attacks. Many researchers usually pay more attention to finding a new no-
tion of differential privacy or achieving a tighter boundary by adding noise differently.
However, when companies claim that they publish a model with € = 1, it is still un-
clear whether the model is published in a privacy-preserving manner against possible
attacks since privacy is also determined by the statistics of datasets and how the model
is trained. This brings the difference between theory and practice. In theory, applying
differential privacy can provide privacy guarantees against inference attacks. However,
in practice, there are existing works with € values as large as 100 or 1000, which makes
the application of differential privacy not meaningful any more. It is also vital that tech-
niques are not misused since this makes people believe that an insecure system is secure.
This is even more horrible than no privacy-preserving methods are applied. Similar to
data anonymization, ideally, there could be a better way to represent privacy protection
level instead of only using €. In the meantime, in Chapter 5, though differential privacy
provides provable privacy guarantees with low computation cost, it negatively influences
model utility with the introduced noise. Instead, secure multi-party computation pro-
vides strong privacy guarantees while maintaining data utility with higher computation
complexity. In Chapter 5, we combine the use of differential privacy and cryptographic
protocols to protect privacy among small-scale participants against inference attacks.
The proposal implies that neither differential privacy nor cryptographic tools are perfect
for optimizing all factors. Further studies remain on how to utilize differential privacy
and cryptographic protocols in a more efficient manner to provide privacy protection
for various scenarios and use cases.

In Chapter 3, we propose a scheme that provides weaker theoretical privacy guar-
antees but better practical privacy protection. However, the focus here is not all about
whether a scheme should be evaluated in a more practical setting. The core of our idea
is to be more practice-oriented instead of only considering privacy guarantees in theory.
Taking trajectory hiding, for instance, our focus is on how to de-identify on which road
the vehicles or pedestrians are moving. It is important to achieve tighter boundaries or
define new notions for location privacy based on differential privacy, but more attention
is needed to whether this contribution benefits practical uses. In Chapter 3, we assume
the adversary holds the city road map and applies filter attacks, which is the first work
to address trajectory hiding in a practical scenario by misleading adversaries to iden-
tify a wrong road or trajectory. However, there remains a probability of a correct guess
(due to the randomness of differential privacy), and it is still unknown whether there are
other trajectory reconstruction attacks. Possible approaches, such as road selection and
location perturbation, can further enhance the practical privacy protection of existing
solutions based on road maps. Also, the investigation of other trajectory reconstruction
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methods, such as machine learning or graph-based methods, remains in future studies.

7.2.2. BLOCKCHAIN IN SUPPLY CHAINS

In Chapters 3 and 4, blockchain is utilized as a good choice of platform for privacy-
preserving data sharing. At the beginning stage of the Spark! Living Lab project, block-
chain is seen as a disruptive technology for supply chains. However, it turns out that
blockchain has few advantages for supply chain use cases.

In both Chapter 3 and Chapter 4, we introduce blockchain-based privacy-preserving
data sharing platforms for location data. Based on the literature, blockchain is a poten-
tially disruptive technology for supply chains due to the properties of decentralization,
traceability, immutability and transparency [3]. In supply chains, such properties are de-
sired. Especially for small and medium-sized enterprises (SMEs), a decentralized plat-
form makes it possible to have a shared supply chain platform with others to lower the
cost of digitalization. Meanwhile, traceability enables companies to track and trace their
raw materials. Immutability and transparency also build trust among companies and
customers. In theory, it seems a perfect match between blockchain and supply chain.
Unfortunately, there are only limited existing applications of blockchain for a decentral-
ized solution for supply chains, and blockchain faces different kinds of challenges when
deployed in practice, such as data validation, privacy, and adoption issues.

In Chapter 4, we propose a solution for data validation by removing human inter-
action in the process. Our proposed approach works well according to our analysis
and experiments, but it does not mean that companies are willing to use the proposal.
Companies are reluctant to share data with others because commercially sensitive in-
formation may be leaked. Instead, companies prefer a more centralized system where
they can control all the data internally. Furthermore, companies usually lack expertise
in blockchain, making it difficult to build their own blockchain-based solution. This
means companies need to pay even more to replace the current supply chain system
with a blockchain-based solution. As a result, companies are interested in blockchain
since they do not want to miss out on any opportunity for the application of emerging
technology rather than having a use case where blockchain is a perfect match. In fact,
most companies do not have clear ideas about how blockchain should be applied.

Meanwhile, blockchain is not the only solution for supply chains. Other distributed
solutions, such as distributed databases, also offer potential solutions for data sharing
and storage [4, 5]. Another weakness of blockchain is the computational complexity for
consensus and energy consumption, which also raises costs and lowers scalability. New
solutions based on proof-of-stake provide new opportunities, but they do not have ob-
vious advantages over other techniques. Companies can use blockchain as one of the
possible solutions, but it is not necessarily the best. In supply chains, there exist only
a few suitable use cases for blockchain, and blockchain only has advantages over other
approaches in limited scenarios. Except for supply chains, the adoption of blockchain in
other domains, such as healthcare, economics and education, remains further multidis-
ciplinary research to investigate whether blockchain is a suitable solution or a hype.



7.2. LIMITATIONS AND FUTURE WORKS 177

7.2.3. DEPLOYMENT OF OUR PROPOSALS

The real-world deployment of our proposals can have a significant impact, but unfor-
tunately, this does not happen. As discussed in Section 7.2.2, companies do not want
to deploy blockchain-based solutions since they want to keep control of their supply
chains, but there are more reasons that hinder the deployment of our proposals.

One reason is the difference between the assumed adversary model and the adver-
sary in practice. For example, in Chapter 6, though our proposal can avoid the verifier
accessing the decision tree structure, it is still possible for the adversary to rebuild the
model based on several rounds of interaction. The adversary can feed the model owner
fine-tuned data samples and infer the decision boundaries based on the outputs from
the decision tree. With the stolen model, the adversary can further infer the training
set of the model. There is a lack of trust among different parties, and there needs to be
more work to improve trust further. One potential way is to combine different security
and privacy approaches together to advance privacy protection, such as zero-knowledge
proof and differential privacy. Another way is to build more explainable Al models and
support the model performance with a solid theoretical background.

Besides the reasons above, another main factor is the environment. In the Spark! Liv-
ing Lab project consortium, there are different logistic companies that brought multiple
use cases. Our work brings privacy protection solutions closer to practice using differ-
ential privacy and cryptographic tools. It was a good opportunity to deploy our design
and proposals in real. However, due to COVID-19 starting in 2020, global supply chains
are affected in terms of human resources and transportation. For companies, there is no
urgent need to deploy privacy protection proposals since they do not lead to compet-
itive advantages. Though our proposals are well recognized by our company partners
in the project, they are not a game changer for the business. Instead, the investment-
profit trade-off of our proposals is not convincing for the companies. Enhancing pri-
vacy protection can strengthen the trust between companies and customers, which has
long-term benefits in terms of profits and reputation. However, privacy enhancement
requires substantial initial investment costs when deploying advanced techniques. Ac-
cording to the study [6], the budget for GDPR compliance can be $50 million for a single
company. Moreover, companies are hesitant to incur investment costs since the reward
is often implicit and realized over extended periods. Consumers are also willing to trade
their privacy for more convenient services [7]. Furthermore, the hype of blockchain in
supply chains also makes companies more careful when considering the application of
research outputs in practice. To advance the deployment of privacy protection propos-
als in companies, one way is to enforce privacy laws and regulations, which ensures that
companies have to prioritize privacy enhancement. Another way is to improve social
consciousness of the importance of privacy. When customers have more privacy con-
cerns, companies need to enhance privacy protection to maintain good reputations and
retain their customers.

Nevertheless, there are potentials and opportunities. Recently, with the rapid devel-
opment and application of Al in different domains, companies are putting more em-
phasis on the application of machine learning models to benefit their business. Sub-
sequently, Al privacy has become more important than ever since a machine learning
model can potentially expose sensitive information about the training data. Meanwhile,
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a private model can have a high value, so it is also essential to deal with the ownership
and verification issues. Now, machine learning is usually being used without much pri-
vacy protection or privacy guarantees, as people are more focused on the utility and
performance of a model. Further development of Al requires further investigation and
deployment of privacy techniques to avoid possible leakage and commercial loss.

In this thesis, we focus on enhancing privacy preservation in the training and de-
ployment of machine learning models. We propose a framework to mitigate inference
attacks in collaborative learning settings. Additionally, we introduce the zero-knowledge
lookup arguments for private decision tree evaluation. Both contributions advance data
privacy protection in machine learning and promote the development of more secure
and privacy-preserving machine learning systems.
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SUPPLEMENTARY MATERIAL FOR
CHAPTER 6

A.1. ON APPLYING OTHER BACKENDS

Here we elaborate on why applying different backends (e.g., Groth16 [1] or Marlin [2])
does not substantially change our comparison with [3]. This is particularly true for prov-
ing time, for which the main bottleneck of the approach in [3] lies in the number of con-
straints, which stems from the essence of their “tree-visiting” approach. This results in
dependence on the size of the hash function among other metrics, as discussed in the
introduction.

We verify this claim by running [3] on Groth16—one of the most optimized, highly
succinct proof systems—instead of Aurora (the main backend originally described [3])
and using their original code'. When running it over Groth16 we observe that the scheme
in [3] runs in = 3 minutes. If one wanted to use a universal setup scheme (e.g., Marlin)
these numbers would be at least 4x as large. As a comparison, we recall that the ballpark
of our scheme is 15-30s (pg30). This results in approximately an order of magnitude
difference between our scheme and Marlin applied to [3]. Note that this comparison is
apple-to-apple: it is on the same architecture, on the parameters referred at 164, and
using the original code for [3].

The above observations are for proving time. For other dimensions—verification and
proof size—applying a scheme like Marlin to [3] would obtain numbers close to ours. For
proof size these numbers may be marginally better than ours.

A.2. ADDITIONAL MATERIAL ON SECTION 6.2

Definition A.1 (Universal CP-SNARK). A universal CP-SNARK for an indexed relation R
is a tuple of algorithms 1 = (KGen, Derive, Prove, Verify) where

1 Available at https : //github. com/TAMUCrypto/ZKDT_release.
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* Derive is a deterministic algorithm that takes as input an srs (which includes rela-
tion parameters pp) produced by KGen, an index ind, and outputs specialized SRS
StSina = (€kina,Vkipg). The length of vk, ; is poly(n,loglind]).

e Consider the relation R' such that R'(pp, (ind, x), w) <= R(pp, ind, x, w), the tu-
ple of algorithms (KGen, Prove, Verify') is an argument system for the relation R’
and Verify' is the algorithm that upon input srs, instance (ind,x) and a proof 7,
first runs Derive on srs and index ind, then runs\Verify(vk;, 4, X, 7).

A.3. ADDITIONAL MATERIAL ON SECTION 6.4
LemmaA.l. z A(a) = o Bl iff zN C(w H=o.

Proof. Recall that we denote C(X) := A(X) — 5B(X)Z(X), 9:= N/nand z(X) := v g\ (X).
Define
AX):= AX) - C(X) = $B(X)z(X) .

For any j € [N] A(w ) = 1éB(a) )z(w ) Now, z(wN ) = 0 when wN GIH (.e., 9¢
—-1) and z(w’ N ) = 9 otherwise. Hence,

j—l ) .
A(w b ¢H (ie,91j-1),
B( : wN "eH (e, 01j-1) .

Writing j — 1 = (i — 1)9 in the last case, we get that when 9| j —1,
-1y _ Jj-1y _ (i-19y _ i—1y _
Alwy ) =Bwy )=Bwy ") =Bw;, ") =B; .

Thus,
Al = otu-1
B(wl Y, j-1=3G-19 .

Hence, the “low-degree part” of A(X) only depends on the values of B(X) on the sub-
group H a}nd hence, we do not have to perform a low-degree test on B(X). Moreover,
S A@N ) = X1y Bl ™. Thus, T Cly ) = 2N Awl ) - X1 B!, This
proves the claim. O

A.3.1. SECURITY PROOFS OF cq™

KNOWLEDGE-SOUNDNESS.

We prove knowledge-soundness in the AGM under the standard PDL assumption. We
give a complete proof for cq™; the proof for cq** follows from that and the known poly-
nomial commitment batching lemmas.

Definition A.2 (Power Discrete Logarithm [4]). Let d;(n),d»(n) € poly(n). A bilinear

group generator GroupGen is (dy, d»)-PDL (Power Discrete Logarithm) secure if for any
. dl

non-uniform PPT A, AdeLdZ'GroquenyA(n) =

Pr| pp < GroupGen(1");s —s[F*: (pp,[(s) ] [(s) ] )= ]:negl(n) .
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Theorem A.2. Assume U(X)t X. Let Ny = N+b—1 and N, = N+ 1. Then the inter-
active protocol cq* from fig. 6.1 is knowledge-sound in the AGM under the (N1, N,)-PDL
assumption.

Proof. Let.Abe an algebraic knowledge-soundness adversary that, after interacting with
the honest verifier, outputs the following group elements:

[m(s), A(s), B(s),Qg(5), S(s), P(s), R(.(5),Q(s)] |

with explanations, showing that the outputs are evaluations of polynomials m, A, B, Qp,
S, P, Ré, Q that all have degree < N;. Moreover, m(X) and S(X) do not depend on §,y,7,
while (A(X), B(X), Qp(X)) depend on S, and (P(X),Ré(X),Q(X)) depend on ,7,7n. The
adversary also returns one field element By (the claimed value of B(y)).

As usual in the AGM proofs, one has two cases: an information-theoretic and a com-
putational case (a reduction to PDL). One writes down a polynomial form of the verifier’s
equations (two equations V; and V; in the current case), such that the verifier accepts iff
V1(s) = Va(s) = 0. Here, the coefficients of V; and V, can be computed from the outputs
of the extractor. In the information-theoretic case, we consider the possibility that both
V) and V, are zero polynomials and show that .4 must have been honest. In the com-
putational case, we analyze the case that either V;(X) or V5 is a non-zero polynomial,
but the verifier still accepts, i.e., V;1(s) = V»(s) = 0. We then construct a reduction to the
security of PDL.

Information-theoretic case. By the second verification equation in fig. 6.1,

V2(X):=B(X)+nD(X)-B,-P(X)-(X~-7)
is a zero polynomial. Thus,
X=-M1(BX)+nD(X)—-By) .

Since neither B(X) or D(X) depends on 7, we get by the Schwartz-Zippel lemma that
(X =7) | (B(X) = By) and (X —y) | D(X). Hence, B(y) = By and D(y) = 0. Recalling that
D(X) =B (F(X)+p)—1-Qp(X)vu(y), we get

B FM+P)-1=Qp)vu(y) .
Since neither B(X) or Qg (X) depends on v, by the Schwartz-Zippel lemma,
BX)(F(X) + ) - 1=Qp(X)vu(X)

as a polynomial. Matching the left and right-hand sides for the values of X = w/,’!, we

get
1

:m,

Next, from the first verification equation, we get that the following polynomial V; (X)
is a zero polynomial:

B;

AXTX) + (B+mAX) —m(X)—

=101 B(x)200 + 12800 - QUOV & (X)

~U(X)—17RZ.(X)X .
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Since U(X) { X, we get that U(X) | R/.(X). Since degU(X) = u= N1 — N +2, R..(X) =
Rc(X)U(X) for some polynomial R¢(X) of degree < N — 2. Thus,

AX)TX) + (B+mMAX) - m(X) - §B(X)z(X) +n*S(X)
=nRc(X)X +QX)vk(X) .

Recalling that C(X) = A(X) — %B(X)Z(X), we get
AX)(T(X) + B)—m(X) +nC(X) +7]ZS(X) =nRc(X) X+ Q(X)vk(X) .

Here, only Q(X) = Q(X,n) and Rc(X) = Rc(X,n) depend on 1 (and y) while other poly-
nomials do not. Let Y be the indeterminate corresponding to 1, and let us write Q and
Rc as bivariate polynomials in X and Y. By applying the Schwartz-Zippel lemma again,

AX)TX)+B)-mX)+YC(X)+ Y28(X) = YRc(X, V)X + Q(X, Y)v g (X)

as a polynomial.
Setting Y =0, we get

AX)(TX) + ) -m(X) = Q(X,0vkX) .
Considering the values of X = w{V_ ! again, we get

M
ji= .
tj+ﬂ

On the other hand, define Q(X) := (Q(X,Y) - Q(X,0))/Y and 7c(X) := (Re(X,Y) — Rc
(X,0))/Y. Thus,

AX)(T(X) +B) — m(X) + YC(X) + Y2S(X)
=Y (Fc(X, Y)Y +Rc(X,0))- X+ (Q(X, V)Y + Q(X,0)) -V g (X) .

Ignoring addends that do not depend on Y, we get
CX)+YS(X)=(Fc(X,Y)Y +Rc(X,0))- X + @(X, Y)vk(X) enspace.
Replace now Y by any constant, say Y = 0. Thus,
C(X)=Rc(X,00X + @(X,O)VK(X) .

Since degy Rc(X,Y) < N -2, by the Aurora’s sumcheck,

N
ZC]'ZO .
=1

By theorem 6.2,

N n
2 Aj=) Bi.
j=1 i=1
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Next, we already expressed A; and B; as m;/(t; + ) and 1/(f; + §). Thus,
m; noo1

>y

oity+p St

Since m; does not depend on 5, we can apply the Schwartz-Zippel lemma, obtaining

jz::ltj+X_i:X‘ifi+X )

By Habdck’s lemma (theorem 6.1), this means that {f;} < {t;}. Hence, the adversary is
honest. This proves the information-theoretical case.

Computational case. In this case, one of V; and V5, is a non-zero polynomial but
Vi(s) = Va(s) = 0. W.lo.g., assume V; # 0 (since deg V] > deg V>, this results in a stronger
PDL assumption). Note that degV; < N1 + N + (N} — N +2) = 2(N; + 1). We construct the
following (N;, N»)-PDL adversary 5. B ( [ (si)i.\ilo] X [(si)ﬁ\fo] 2) uses its as the SRS for A. B
then invokes A, playing the honest verifier and obtaining a protocol transcript. Since A
is algebraic, it returns explanations, i.e., polynomials m,..., Q. Given these polynomials,
B can compute all coefficients of V;. Hence, 5 has a known non-zero polynomial V; of
degree 2(N; + 1), such that V;(s) = 0. 5 now uses a standard probabilistic polynomial-
time root-finding algorithm over finite fields to obtain all roots of V;, and tests which
root equals s by using its input. Hence, B can compute s and thus break (N}, N2)-PDL.

Analyzing both cases finishes the proof. O

Zero-Knowledge. We prove the zero-knowledge property of cq*; the proof for cq*™ is
nearly identical and is omitted.

Theorem A.3. The interactive protocolcq* from fig. 6.1 is honest-verifier zero-knowledge.

Proof. To prove the theorem we first describe the simulator and then argue why its sim-
ulation is indistinguishable from a honestly generated proof.

We present the simulator in fig. A.1. What Sim does is to generate the commitments
[m(s), A(s), B(s)]; as in the prover algorithm but by setting A; = B; = m; = 0. Next, it
samples the remaining elements following the correct distribution that makes the veri-
fication equations accept.

Let us argue about each element, output by the simulator:

* m(s) (resp. A(s)) is masked by random value p,, (resp. p4); this perfectly hides
m(X) (resp. A(X)) since only one evaluation of it (at X = s) is known.

* B(s) is masked by a degree-1 random polynomial; this perfectly hides B(X) since
only two evaluations of it (at X = s and X = y) are known.

* Qp(s) is computed as in the interactive protocol.
* S(s) is computed as in the interactive protocol.

e P(s) is computed as in the interactive protocol.
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* R(.(s) is computed as in the interactive protocol in the case A;j = B; = 0. Note that
the pair (S(s), R;.(s)) is uniformly random due to the choice of Rg and ps.

* Q(s) is chosen so that it makes the verifier accept. To check it, let us rewrite the
first verification equation in cq** but in discrete logarithms:

AT UE) + ((B+mA(S) — m(s)+77S(s)) U(s)—

%B(S)Z(S)U(S) —Q()VK(HU(s) =nRy(s)s

Writing in simulator chosen A(X), B(X), m(X), S(X), and R.(X), this is equivalent
to

pAVEKE)T(HU(s)+
(B+mpaVK($S) = pm(9)VK(S)+1* (sRs(s) +V k()ps(s))) U(s)—
2 P86 KU = QW k(DU =1 RV (S)s

Cancelling n° Rs(s) U (s) s and dividing the rest by v i (s) U(X), it is equivalent to

Q(s) = ﬁ+n+T(s))pA(s)——pB(s) Pm($)+1n°ps(s) .

A.3.2. OUR FULLY ZERO-KNOWLEDGE LOOKUP ARGUMENT

We describe the protocol zkcq™ in fig. A.2. We remark that Preproc computes the value
¢ which is included in the proof. This is just syntatic sugar, and it is only necessary for
matching the syntax of CP-SNARK. In practical implementations, the value & could be
posted together with ¢, and their well-formedness could verified only once.

A.4. ADDITIONAL MATERIAL ON SECTION 6.5

Theorem 6.4. The lookup argument mtx[CP] defined in fig. 6.2 is knowledge-sound in
the AGM and ROM under the (N - d, N - d)-PDL assumption and assuming that CP is
knowledge-sound. Furthermore, the protocol is zero-knowledge assuming CP is zero-
knowledge.

Proof. Notice that the vectorization operator is linear, moreover that Preproc applies a
linear function to the precomputation through CP of the vectorizations of the matrices
T,R,C"™Y). Thus the Preproc is F-linear when Preproc’ is F-linear.

The algorithm Prove makes O(nlogn) field operations and group multiplications and
additions to compute o, w, 1g, r and makes O(n) field operations to compute z. The
proofs mr and my take O(nlogn) field operations and group multiplications and addi-
tions. Notice that Prove does not need to compute t* 1 to compute the proof 7*. In fact,
to compute such a proof, the prover needs only:

2
(@ux}) jex = (auxp,j) jek + p - (@uxc,j) jek + p° - (QUXR,j) jek>
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Sim(s, (I, n), (cq, cp), [T(8)]1):

1. pm —s$IF; m(s) — pmvi(s);
2. Rs,ps —$IF; S(X) — XRs(X) + psv g (X);

3. Send [m(s), S(s)]1;

4. Obtain S;

5. pa<—sF; A(s) — pavi(s);

6. pp(X) —sF<1[X]; B(S) — pp(S)vK(s);
7. [Qp(8)]y — (B(s)(cg+ B111) — D/vu(s);
8. Send [A(s), B(5), Qp(5)]y;

9. Obtainy,n;

10. [D(8)]1 — By)(ce+PB1]1) —1=v ) - [Qp(];

B)vygm
v

11. / Notethat D(s) = (B(y) - )(F(s)+ﬁ)—1+vH(Y)'

20N

Il Replacing s with y, we get that D(y) = 0;

Claim Dy < 0;

Claim By < B(y) = pp(y)vk(Y);
12. [P()]1 < ﬁ((B(s) —By) (111 +n[D($)]);
13. R:(s) —n-Rs-U(s);
14. Choose Q(s) that makes the verifier accept:

[Q))1 — PO B+0+[TS)]) = §0B(S) = pm()+77ps(5);
15. Send [P(s), R:(5),Q(s)] |, By.

Figure A.1: Simulator of cq™

which, thanks to the F-linearity of CP.Preproc, are valid auxiliary information for ©, f‘*)
and then it runs the prover of CP whose running time is poly(n - d, n).

Completeness is almost straightforward. Let K = {k;,..., k,} be such that T|jx = F
notice that for any i and for any j we have Ty, j +pj + 0%k; = F,j+pj+ pZS,-,j. In fact,
Ty, j = Fi j by the hypothesis for completeness and S; ; = k; by inspection of the prover’s
algorithm. Moreover, we have that o(wX) —0(X) evaluated in w%t] is equal to S; j4+1 —
S;j=0for je{l,d-1}andS;,10—S; 4 otherwise. Thus the polynomial o (wX) - o (X) is
divisible by v 7 (X).
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Derive(srs, N, n): // Assume that n| N, srs = ([(sf'),-c[y” ] . [(sf),-c[:\;, ]2) forany Ny = N+max(bp,1)—

1and N> = N+ max(bp,1) + 1.
Set p=Nj — N +2; define U(X) := (X¥-1),9=N/n, and z(X) = v g\g(X);

Ao-1%0 AH —AH
Let {r}K(X) SR R U(X)} ,and {rlH(X) = A0 A0 U(X)} ;
JE[N] i€(n]
Compute eky, , := [(r}K(S))?/:I, )L, U),vK(8), sVK(S), (xi)?:obp_l

Compute vky ,, := [1,U(s),2(8)U(5), vk (HU (9],
Return (eky,n, vk ,)-
Preproc(srs, t, p1):
Define T(X):= £}, = t;A%(X) + p7-v(X), and compute & — [T()U ()13

Compute auxy := (t, [(Qj(s));v:l,—r(s)] Rk
Return (aux¢, Cy).

Prove(eky,n, (ct, cp), auxy, (F, pp (X))): //cr= [Z,-f,'ﬁ[,* (8) + pe(s)v 1;(3)]1, deg(pF) =bp.
Compute m = (my,...,my) s.t. Vj: tj appears m; times in f; samples p,, —s[F;

Compute [m(s)]; — ij:l mj- [/l]f(s)]l +pom - [VK(S)]y; // nscalar mults
Sample Rg, ps —$ F and compute [S(s)]; — Rs- s+ ps -V k(S);

B— RO(ka,nII (ce,cp)ll [m(s)]y) //Fiat-Shamir challenge.

Sample py —$F, pp(X) —sF< [X];

Let A; — m;/(tj+P)Vj=1,...,Nand B; — 1/ + ) Vi=1,...,n;
Compute [A(s)]; — £, A; [Ag,((s)]l toa VO

Compute [B(s)l; — X!~ Bi [A(9)], +p5(9)- [VE(s)]y;

Compute Qp(X) — (B(X)(F(X)+ ) - 1)/vm(X) and [Qp(s)];;

(y,m — RO(BITA(s), B(s), Qp(s), S(s)1;);//Fiat-Shamir challenge.
Compute By — B(y), D(X) < By - (F(X) + ) —1- Qp(X)v u(y);
Compute P(X) — ((B(X) - B(y)) +nD(X))/(X —y) and [P(8)];;
Compute [RA(8)], = Zm; 2045+ [r]]K(s)]l —07' x 7 Bi-[rH(9)], + P Rs- (U
Compute [Qa(S)]; — Xm0 4 - [Qis)], +[paT () +B) = pm];;
Compute [Qc(s)]; — [pa+ 97 pp(s)];;

Compute [Q(s)]; — [Qa()]; +n[Qc(9)]y +1? [ps]y;

Return 7 = (&, [m(s), S(s), A(s), B(s), Qp(5), P(s), R&(5), Q(9)] |, By).

Verify (vky ,,, (ce, cp), )z

Compute [D(s)]; — By(cg+ [,5]1) =1 =vu() [Qp(9];.
Return 1 if and only if the following holds:

@) e(AM®)]1,co-e((B+m)-[AS = (M) +77 [SO)]1, [U($)]2) - e/ - [B(S)]1, [2(HU(8)]2) ™ -
e(1QW), VR(OUB)) ™! = e [RE(S)] |, [x]2),

(i) e([B(s)l +1[D()]1 = [By],,[1]2) = e([P()]1, [s—7],)
(i) e((1]1,&) = e(cy, [U(9)]2)

Figure A.2: Our fully zero-knowledge lookup argument zkcq*.

As for zero-knowledge, by randomizing o by summing v k (X) - 7 (X) where r is a ran-
dom polynomial with deg(r) = 2, we have that the values o(s),c({), o (w- s) are uniformly
distributed. In particular, one could sample random value z and random group elements
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for cg n,cr n, and use the zero-knowledge simulator of the proof of evaluation and the
zero-knowledge simulator of CP.

We focus on knowledge soundness in the AGM. Notice that the prover and verifier
algorithm define a one-round public-coin protocol where we applied the Fiat-Shamir
transform.

The adversary outputs valid representations for the proof elements that we can parse
as polynomials. Let 1 (X) and 62(X) be the polynomials underlying the commitments
cr,n and cp , notice that by the verification equations in items (i) and (ii) there exist two
polynomials W; and W, such that:

01 X)-z2=WX)X-w-0 (A1)
G2(X)—z2=Wo(X)(X-0) (A.2)

By change of variable we have 51 (wX) —z= W (wX)(w- X —w () = oW (@X)(X =),
and thus o (wX) — 62 (X) is divisible by (X — (). Since ( is sampled uniformly at random
after 6; and 6, are defined, by the Swartz-Zippel Lemma we have that §; (wX) = 62(X).

By the pairing equation in item (iii) we have

01(wX) —01(X) = Ws(X)v g(X)

and thus for any i, j with j € [1,d — 1] we have o1y = g1 (@4 ). The latter im-
plies that there exists a multi-set” of indexes K = {ki,..., k,} such that o (w%*/) = k;.
Finally, consider the vectors i, f with elements in F® such that 5.;., i=Tsj, CEI\][) R, j)
and fd-wj = (F,-,j,CE.Z?,(fl(wd'”f)). Notice that f <  if and only if Tjx = F. Moreover, the
Swartz-Zippel Lemma implies that the family of hash functions with signature F® — F
that maps (xg, X1, x2) to Y p’ x; with key p sampled uniformly at random over F form a
universal hash function family, namely for any x,x’ such thatx # x' Pr[h(x) = h(x)] = 1/q.
Notice that, the vectors  and T are fully defined before p is sampled. Thus by union
bound over all the tuples of coordinates of fandtand by the universal hash property, we
have that with 1 — Q(nd/ g) probability f* <T* implies that <. O

A.4.1. ROwS-COLUMNS MATRIX LOOKUP

In this section we consider a more general notion of the sub-matrix relation, to which
we refer as (rows-columns) sub-matrix relation, where F < T with F € F"*4 T ¢ FN*D
and N, D, n,d € N holds true if and only if there exist (multi)sets R = {ry,...,ry} and C =
fc1,...,cqt with F; j = Tri,c,' for any i,j. Similar to the notion of rows sub-matrix, we
define T|rxc be the sub-matrix of T such that (T\rxc);,j = Tri,cj for any i, j. We realize an
argument system for the relation:

N

F<T
R’Zklookup = {PP; (N,D,n,d);&T,F: }

ITjl=NxD,|Fl=nxd

Notice that we are not zero-knowledge neither with respect of the number of columns
nor the number of rows of the sub-matrix F.

2K is a multiset because there might exist i, k such that k; = kj.
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In fig. A.3 we describe our second scheme mtx* [CP] for rows-columns matrix lookup,
namely a matrix lookup argument w.r.t. the more general relation described above, the
that runs internally a lookup argument CP for KZG-based vector commitment scheme.
In the description of the scheme, we let K (resp. H) be a multiplicative subgroup of F
of order N - D (resp. of order n-d), we let w := w,,.4 be the fixed generator for H and we
consider the following matrices and polynomial:

IFNXd

1. the matrixRe where R; j =i,

2. for any k the matrix C¥) e F** where C; ; = j.

3. Let v g(X) be the vanishing polynomial of the set Hg = {@+] . jell,d-1lie
[n]}.

4. Let v g(X) be the vanishing polynomial of the multiplicative subgroup H.

Theorem A.4. The lookup argument mtx*[CP] defined in fig. A.3 is knowledge-sound
in the AGM and ROM under the (N -d, N - d)-PDL assumption and assuming that CP
is knowledge-sound. Furthermore, the protocol is zero-knowledge assuming CP is zero-
knowledge.

The proof of the theorem is very similar to the proof of theorem 6.4, the only differ-
ence is that the prover additionally shows that ¢ (X) has a well-defined tensor-product
structure that we prove in the next lemma.

LemmaA.5. LetH = (w) be a multiplicative subgroup of F of order n-d with d = 1, there
exists ¢ of length d such that o€ (X) is the LDE of c¢® 1 (over H) if and only if € (w? - X) —
o€(X)=0 modv g(X).

Proof. The first implication is easy. In fact, let o€(X) be the LDE of c® 1 then
oC(@iHD-d+rj modndy _ 5C(,)i-d+j modndy for any j and j € [d]. We can prove the other
direction by induction.

Let v ;(X) be the vanishing polynomial of the set H; = {w/:0< Jj <i-d}, we can show
thatif 5(X) := €% X)-0€(X) =0 mod v ;(X) and i < n then 3¢, d such that w®(X) is
the LDE of (c® 1;]|d) and 1; has length i.

* For i = 1 the statement is trivially true because Vj € [d] : 0€ (w?*/) = 0€(w/) thus
there exists ¢, d such that ¢ is the LDE of c||c||d.

* For n =i > 1 we have that 6(X) =0 mod v ;(X) implies 6(X) =0 modv ;_1(X),
thus o€ is the LDE of ¢® 1;_;||d. We need to show that d = ¢||d’ for some vector
d'. Notice that ¢ (w? - 0 =D4*]) — gC(wi=14+]) = 0 for j € [d] thus, if i < n, the
first d coordinates of d agree with the last d coordinate of ¢® 1;_;, which means
that d = ¢||d’ for some d’, if i = n the first d coordinates of d agree with the first d
coordinates of c® 1,_1, which means thatd =c.
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Derive(srs, N, d, n):
Let t,f,F, &y and &, be vectorizations of the matrices T,F,R,C") and C".
Compute ¢,y — Com(ck,Ey) and ¢,y — Com(ck,Cn).
Compute (ek’,vk") — CP.Derive(srs, Nd, nd).
Return (ek’,vk,,) where vk, = (¢, N, Co,n, [V R(S)]2, VK.

Preproc(srs, T):
Compute (auxr, ;) je[Nd) — CP.Preproc(srs, 1),
(auxg,j) jeiva) — CP.Preproc(srs, tn),
(auxc,j) jeina) — CP.Preproc(srs, €n).
Letaux; = (Quxr,gi+j, QUXR di+j>AUXC,di+}) jeld)-
Return (aux;)je[n-

Prove(ek, (ct,cp), F, (aux) jex): //Tirxc =F, R=1{r1,...,r,}, C={c1,...,cq}.
Let 8" bes.t. 8%, =rforie(n], jeld]. Let S be st S, = c; for ie(nl, jeld].
Let o (X) (resp. (X)) be a randomized LDE over H of the vectorization of S¥ (resp. S).
Compute wR(X) such that o’ (w- X) — o R (X) = wR(X) - v r(X).
Compute wC(X) such that 6€(w? - X) - € (X) = wC(X)-v mX).
(p,0) — RO(vk Il (cr,cp) I (R ns Y, ,,,cw)). //Fiat-Shamir challenge.
Compute ZR—ow-0), zC <—a(w -0).
Compute proofs mg and 7y for Reva|(w ( z® 0% (X)) =1and 7A23V3|(( z%0w- X)) =1
Compute proofs e and ¢ for Reva|(w -(, z%;6¢(X)) =1 and Re\,a|((,z ot X)) =1;
Let n* proof for RzHookup((N d,n-d);eT,F)) = 1 where

t'=t+p-cy+p% iy F'=f+p-6C+p?-6" (A3)
Return 7 = ([0(9)]1, [0(@- )], (w1, 7R, TR, ", 2).

Verify(vk,,, (ct, Cp), m):
Parse the proof 7 = (cg,n,Cp' p) Cow» TR, TR, T, 2).
(0,0) < ROk, |l (ct,cp)II(CR,n)CR, p» Cuw)). //Fiat-Shamir challenge.
Compute ¢; «— ¢+ pce, N + p*Crnv and ¢ — Cp + pCe,p + P*CR .
Return 1 if the following checks hold (else 0):

(i) Verifygyai(ck, (cprn,w-(,2) =1,

(i) Verifyeyal(ck, (Crr,n, ¢, 2) = 1,
(iii) e(Cr,n—Crn [112) = ecw, [V £ (9],),
(iv) CP.Verify(srs,vK', (cf,cp), %) = 1.

Figure A.3: Our rows-columns Matrix Lookup Argument mtx* [CP].



192 A. SUPPLEMENTARY MATERIAL FOR CHAPTER 6

Procedure T (x):

n<«<—1 /[ rootnode

while 7 is not a leaf do
fetchE,, T,
ifVjeldl:Eyj=1= x;j<T,; then n < left child of n
elseif Vje [d]:E,j=1= x; =T, then n < right child of n
else return L

fetch v, from v/ Vector of all the labels

return v,

Figure A.4: The pseudo-code of an evaluation of a quasi-complete decision tree.

A.5. ADDITIONAL MATERIAL ON SECTION 6.6

A.5.1. THE EXTENDED ENCODING OF DECISION TREES

Lemma A.6. Let T be a quasi-complete decision tree with Nyot nodes and (N",N”) be a
boxes-encoding of T. Letv be the vector of the labels assigned to the leaf nodes of T, namely
foranyi € [Nint+1, Niot], we have v; as the label assigned to the i -th leaf. For anyx € (B4,
T(X) = Vk(x) OTT(X) =1.

Proof. Let ny,...,ns be the nodes traversed by the computation of T (x), we prove that x
is contained in (N;,,,N;, ) for any j or T(x) = L. Notice that n; is the root, namely n; =1,
and by (1) of definition 6.7 we clearly have x is contained in (N}, N;). Moreover, assume
that at the i-th step, x is contained in (N, ,N; ). If Vj € [d] : E,, j = 1= x; <Tj,,; then
n;i+1 is the left child of n; and because of egs. (6.14) and (6.15) we have that x is contained
in (N;,HI,N;”H). Similarly, if Vj € [d] : E; j = 1= x. = Ty, j, then n;, is the right child
of n; and because of egs. (6.14) and (6.16) we have that x is contained in (N;,,, ,N;,. ).
Otherwise, we have T(x) = L.

Because of egs. (6.15) and (6.16) the boxes of the left and right children are disjoint
(namely, there isn’t any x that is contained in both boxes). Thus by induction on the
structure of the tree, the set of the boxes of all the leaves are pair-wise disjointed. This
implies that if T (x) # L then k(x) is uniquely defined. Thus n; is equal to k(x). O

LemmaA.7. Consider a tuple (N-,N-,L, R, E, V) such that the following constraints hold:

a) The following equations hold:

N; =0,N; =B+1, 6.17)
L-N =P ,R-N =P, (6.18)
Eo(L-N —R-N) =0 (6.19)
(1-E)o(P"—-R-N) =0, (1-E)o(P"~L-N)=0 (6.20)

b) All the boxes are not empty. Namely, for all i, j we have N; ;, <N;;.
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75?' - 1

X3 =

X = (x1, X2, X3)

R <52

X
o

Figure A.5: Example of decision tree (d = 3, Njnt = 3, Ntot = 7). X is the input to the tree. Internal nodes are
marked by their (circled) index only, otherwise the subscript in the labels (v;-s) marks their index. The root is
implicitly indexed as node 1.

Niot

0 0 1 0 1 0 0
L=| 0 1 0 0 0 Nint =0 o0 0 1 0

0 0 0 1 0 0 1

d

—

[0 0 0] [B+1 B+1 B+1]

050 B+1 B+1 B+l 4

0 50 3 B+1 B+1 010
N'=]00 0| {Neot N=[(B+1 5 B+1[E=|1 0 0 Nint

350 B+1 B+1 B+1 0 0 1

0 50 3 B+1 1

0 5 1 3 B+l B+l

Figure A.6: Matrix examples for decision tree in fig. A.5. Notice that the boundaries in N~ and N~ consist of a
half-open interval that is greater or equal to N~ and less than N~ (e.g. 0 < x; <3 for node 3). Notice how the
Hadamard product of a row of 1 — E can be used to show two sibling boxes are the same except in one
coordinate, e.g. for nodes 6 and 7 we use the third row of 1 — E (node 3 is their parent ) to show that it should
hold (1-E)30(N"g—N"7) =0and (1 -E)30 (N —N"7) =0. Also, for the split coordinate, the right bound of
the left child should equal the left bound of the right child and equal the threshold of their parent. For
example, for node 2, the right bound of the left child (node 3) for x7 is (Ez o (L-N~)2)1 = 3. Similarly, for the
right child, we have (Ez o (R-N7)2)1 = 3. We have the threshold for node 2 and x is T,; = 3.

¢) The matrix (%) is a (row) permutation of the (squared) matrix (0||In,,,—1) (the ma-

trix whose rows are the row vectors (€;) ie(2, Ny, Of length Niot).

Then there exists a quasi-complete decision tree T with Nyotr nodes such that Encode(T) =
(N-,N°,L,R,E,v).
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Proof. First, notice that the constraint in eq. (6.17) is necessary by definition of box-
encoding of a tree.

From item c), for any p € [Nint], L, and R, are elementary vectors, so there exists
unique /,r such that L;; = 1,R; ; = 1. Since Niot —1 = 2Njpt and LUR = [2, Not, the

. L . . .
rows of the matrix = are linearly independent. As a result, all internal nodes have one

left child and one right child.

We define a procedure that, upon the input data structure (N-,N-, L, R, E, v) such that
the hypothesis of the lemma holds, computes an (alleged) quasi-complete decision tree.
We then show that the latter is indeed a quasi-complete decision tree, namely, that (I)
the resulting (indirect) graph is acyclic and the number of edges in the graph is Nyot — 1
(thus, it is a tree), moreover, the out-degree of any of the nodes is either 2 or 0 (thus it is
a binary tree), and (II) for each internal node p, the procedure defines the feature vector
E, € {0,1}% and threshold vector T, € [B].

e Start with a fully disconnected graph with Nio: nodes. For any p € [Nint], let [, r be
the unique indexes such that L, ; = 1 and Ry, = 1. Add the direct edge (p, ) and
(p, r) to the direct graph.

* SetT — Eo(L-N"). For any p, the p-th row of T and E are the feature and threshold
vectors for p.

* Associate to the leaves the labels v. Namely, for any i > Njnt, the i-th node gets
assigned the label v;.

We notice that for any p, E,, T, are well defined. In fact
Epo(N;—-T,)=E,o(N;—(L-N),)=0

where the first equation comes by definition of T}, and the second by definition of L. No-
tice that, by hypothesis of the lemma, we have T, = R-N". Thus, with the same derivation
as above, we have Ej, o (N, —Tj) = 0. By definition of L (resp. R) and eq. (6.20) we readily
derive that eq. (6.16) holds for E. Thus we have then proved condition (II).

We can focus on proving condition (I). First notice, it is easy to check that the out-
degree of any of the nodes is at most 2, by definition of the procedure described above.
Notice that the number of edges added by the procedure is the added number of rows in
L and R, namely Niot — 1 = 2Njnt. Thus we need to prove that the procedure did not add
twice the same edge. This could only happen if there is a node p € [Njn¢] such that for
the same child node i, L, ; = Ry; = 1. However, we have proved that all internal nodes
have one left and one right child. Given that the number of elements in (L, R) is Niot — 1,
we have that any child node i can not serve as a child node more than one time. In other
words, for any child node i, we have the only p € [Njyt] such thatL,; =1or Ry ; = 1.

Define P; := ) j |Nf,j - NE,j' as the “potential” associated to the box (N;,N;) over the
integers. For any p € [Njnt] with L, ; =1 and Ry, , = 1, we have P, > P; and Py, > P;. For
the former, namely P, > P;, notice that because of egs. (6.18) to (6.20) and item b), for
any e; with all Ej, = 1, we have it holds that N;, ,, = Nie <Nj, <Npe, =Npe. and
thusN, . —-N, ., > N — N, while, Npe, ~Npe, = N;,ej - Nf,e]- for the other indexes

e; with all Ep,ej = 0. The latter, namely that P, > Py, follows similarly. Assume there
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exists a cycle in (the indirect generalization of) the graph produced by the procedure
described above, and let (jy,..., jx = j1) be such a cycle. First, notice that because of the
constraint in item c), every node has an in-degree at most 1 in the direct graph. Thus, if
a cycle exists in the indirect graph, there is a cycle in the direct graph as well. Moreover,
by construction, all the edges in the graph are of the form (p, I) or (p, r) for p € [Nint]. We
have for any k that P; < Pj,,, and thus P; < P; which reaches a contradiction. Thus
there are no cycles in the graph. O

A.5.2. EXTRACTABLE COMMITMENT TO DECISION TREES

Theorem 6.7. The commitment scheme CSpr defined in Figure 6.3 is hiding, and it is an
extractable commitment scheme for the domain{Ty o ;}Nioy,d,B in the AGM and assum-
ing the building blocks are knowledge-sound and zero-knowledge.

Sketch. We can prove hiding by relying on the hiding of the matrix commitment scheme
and the zero-knowledge of the underlying CP-SNARKs".

By definition of extractable commitment we can interpret the commitment function
as a first sub-procedure that generates a (binding) commitment and second procedure
that generates a proof. By inspection of the algorithm, we can divide the commitment
function above in this way. We need to prove knowledge soundness in the AGM for the
derived CP-SNARK.

The extractor, using the algebraic representations, extract polynomials from the com-
mitmentsc_,c_,c,, the commitmentsc’,c’, the sparse commitments c;,cg and the com-
mitment cg. From such polynomials, the extractor can derive matrices (N,N-,L,R,E,v).
In particular, the matrix N~ is defined as the sum of the (padded) matrices F- extracted
from c_ and P~ extracted from ¢’ (similarly for N-). We show that the constraints of the-
orem 6.6 hold, thus the extractor can compute a valid quasi-complete decision tree T
from the extracted extended encoding.

The validity of the proofs m;1,...,m14 enforce that N~ (resp. N-) stacks the matrix P~
on to of F~ (resp. P~ on top of F"). Moreover, the validity of the proofs 75,76 enforce
the constraint eq. (6.17), as otherwise we would either break the knowledge soundness
of CPgp, or the binding property of the matrix commitment scheme.

The validity of the proofs 77 and 73 implies that eq. (6.18) indeed holds, as otherwise
we would either break the knowledge soundness of CPj;, or the binding property of the
matrix commitment scheme.

The validity of the proof 7, (resp. m4) implies that the commitments ¢;, (resp. cj)
open to the matrix L-N~ (resp. R-N"), this coupled with the validity of the proof 75 im-
ply the constraints in eqgs. (6.19) and (6.20). Again, we can formally prove this by a first
reduction to the biding property of the matrix commitment (showing that the knowl-
edge extractors for 7,4 and 75 should output the same matrices as computed by the
algebraic representations), and then to the knowledge soundness of CPj;, and CP},4q-

The validity of the proof g implies item b) in a straightforward manner. The validity
of the proofs g and 71y and the definition of the polynomial id(X) by the KGen algo-

3Notice that, using higher degrees for the randomizers of the commitments, hiding would still hold even if the
proofs leaked evaluation points (see the notion of leaky-zero-knowledge from [5]) from the commitments in
b4
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rithm imply item c). In particular set c’(X)d:efcoli(X) +colr(X), we have ¢/ (h') = coli (h')
and ¢'(h"*Nint) = colg (h') for i € [Nint]. Moreover, ¢’(X) is a permutation of i(X) which,
by definition, represents a sparse commitment of the matrix whose rows are the elemen-
tary vectors (€+1) je[ Nyt —11- O

Proof. We can prove hiding by relying on the hiding of the matrix commitment scheme
and the zero-knowledge of the underlying CP-SNARKs".

By definition of extractable commitment we can interpret the commitment function
as a first sub-procedure that generates a (binding) commitment and second procedure
that generates a proof. By inspection of the algorithm, we can divide the commitment
function above in this way. We prove knowledge soundness in the AGM for the derived
CP-SNARK.

The extractor £pT, using the algebraic representations, extract polynomials from the
commitments c_,c_,c,, the commitments ¢, c’, the sparse commitments ¢z, cg and the
commitment cg. From such polynomials, the extractor can derive matrices (N,N-,L, R,
E,v). In particular, the matrix N- is defined as the sum of the matrices F. extracted from
c_ and P_ extracted from ¢’ (similarly for N-). We show that the constraints of theo-
rem 6.6 hold, thus the extractor can compute a valid quasi-complete decision tree T
from the extracted extended encoding. We proceed with a sequence of hybrids where
Hj is the extractability game for CSpr that returns 1 if the verifier accepts the proof and
the extractor fails to produce a valid witness. In the next hybrids we sometimes reduce
to the (N1, N»)-PDL assumption (see definition A.2).

Hybrid H;. The Hybrid H; is the same as Hy but it additionally runs the extractor w.r.t.
instances ([Nintl,¢.), (INint],€.), ((Nint, Neot],€), (Nint, Neot], ') let F-,F-, P~ and P~ be
the extracted matrices the hybrid returns 0 if either F- or F~ have the first Nj,; rows
set to 0 or P~ or P~ have the last Niot — Nint rows set to 0 or the matrices are not the
valid opening for the respective commitments c_,c_,c’ and ¢’. It is easy to see that
Pr[Hp = 1] < Pr[H; = 1] = negl(n) where the negligible factor comes from the knowledge
soundness of CPg,.

Hybrid H,. The Hybrid H; is the same as H; but it additionally returns 0 if F #F or
F- #F or P- # P~ or P~ # P~. Let E; be the event that one of previous dis-equations
holds true. We have that Pr[Hy = 1] < Pr[H; = 1] + Pr[E;]. Notice the event E; implies an
attacker against the binding property of the matrix commitment scheme, thus Pr[E;] =
negl(n).

In the next hybrids we can iteratively use the same proof strategy of the previous hybrids
by first relying on the knowledge soundness of one of the CP-SNARKs and then on the
binding property of the commitment scheme. Thus from now on we implicitly assume
that the matrices extracted by the extractors of the CP-SNARKs match the matrices ex-
tracted by the extractor EpT.

Hybrid H3. The Hybrid H3 is the same as H; but it additionally returns 0 if N; # 0 or
N; # (B+1,...,B+1). By the knowledge soundness of CPsy, we have that both F_; and

4Notice that, using higher degrees for the randomizers of the commitments, hiding would still hold even if the
proofs leaked evaluation points (see the notion of leaky-zero-knowledge from [5]) from the commitments in
b4
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P_; equal the row vector 0, thus Nj = 0. Similarly for N; however here we notice that
we prove that (N~ + B); equals to 0 and F_; equals to 0 and thus Nj is the row vector
(B+1,...,B+1).

Notice that when Hs = 1 the constraint eq. (6.17) of theorem 6.6 holds.

Hybrid Hy. The Hybrid Hy is the same as Hs, but it additionally (runs the extractor
w.r.t. instance-proof tuple (cr,cn,,c’), 71, such extractor exists because of the knowl-
edge soundness of CPy;,) and returns 0 if L-N- # P~. The distinghuishing event be-
tween H3 and Hy is the event the extractor fails to extract a valid witness, thus if CPy;,
is knowledge-sound (and the matrix commitment is binding) then Pr[H3] < Pr[H4] +
negl(n).

Hybrid Hs. The hybrid Hjs is the same as Hy, but it additionally (runs the extractor w.r.t.
instance-proof tuple (cg,cp,,c’),73) returns 0 if R-N~ # P~ . Similarly to the previous hy-
brids, this hybrid is negligibly close to H4 because of the knowledge-soundness of CPy;,
(and the binding property of the commitment scheme).

Notice that when Hs = 1 the constraint eq. (6.18) of theorem 6.6 holds.

Hybrid Hg. The hybrid Hg is the same as Hs, but it additionally returns 0 if L- N~ is not
a valid opening for c;;, or R-N- is not a valid opening for c,,. We can prove Pr[Hs =1] <
Pr[Hg = 1] + negl(n) based on the knowledge soundness of CPy;,.

Hybrid H;. The hybrid H; is the same as Hg, but it additionally returns 0 if
E-L-N-R-N)#0V1-E-P -R-N)#0VI-E-(P -L-N) #0.

Leveraging the conditions from Hg on ¢;,, and ¢, 5, using knowledge soundness of CPy,,4
and the binding of the matrix commitment scheme we have Pr[Hg =1] < Pr[H; =1] +
negl(n).

Notice that when H; = 1 the constraints of eqs. (6.19) and (6.20) of theorem 6.6 hold.

Hybrid Hg. The Hybrid Hg is the same as Hy, but it additionally returns 0 if N" —N-—1 ¢
[B]Met*d By the binding property of the commitment scheme and by the knowledge
soundness of CP,,nge we have Pr{H7] < Pr[Hg] + negl(n).

Notice that when Hg = 1 we have that N;.’j < N;'j for any i, j (namely, the constraint in
item b) of theorem 6.6 holds).

Hybrid Hy. The Hybrid Hy is the same as Hg, but it additionally extracts the (sparse)
matrices L,R and returns 0 if L+ R is not a permutation of the matrix (0||I Niot—1). We
reduce to knowledge soundness of CPperm noticing that the polynomial id(X) in the
indexer of the instance ((Niot — 1,id),c + c;?) is a valid representation (according to the
sparse matrix commitment scheme) of the sparse-matrix (0[|I,,,—1).

Hybrid H;y. The Hybrid H, is the same as Hy, but it returns 0 if R is not a shift of R.
By the knowledge soundness of CPg;s; we have that the probability of the two hybrids is
negligibly close.
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Notice that if Hyy = 1 then all constraints in theorem 6.6 are satisfied thus there must
exist a valid quasi-complete decision tree T with N;ot nodes associated to the extracted
matrices returned by the extractor, which is in contradiction with the winning condition
of the adversary, thus the probability of Hjg = 1 is equal to 0. O

A.5.3. CP-SNARK FOR STATISTICS ON DECISION TREES
Theorem 6.8. CPpr = (Derjve, Prove, Verify) in fig. 6.4 defines an Universal CP-SNARK
for the indexed CP-relation RpTstat-

Proof. Zero-knowledge follows easily from the hiding of the commitments c;,c»,c3 and
the zero-knowledge of the three CP-SNARKSs. In particular, the zero-knowledge simula-
tor could sample the commitments by commiting to dummy values and run the zero-
knowledge simulators of the three CP-SNARKS.

We recall that c_ (resp. c¢.) commits to the matrix F_ (resp. F.) whose first Nj,; rows
are filled with 0 and the remaining submatrix is F~ (resp. F~).

The completeness follows by theorem 6.5, the homomorphic properties of the matrix
commitment scheme and the completeness of the CP-SNARKSs. In particular, the lemma
implies that c3 commits to the vector (T (X)) je[n], moreover by definition of kT, the ma-
trix X—F_,g) contains non negative numbers smaller than B and the matrix (F_jx —X-1)
contains non negative numbers smaller than B.

For knowledge soundness, we define the extractor of the CP-SNARK to be the same as
the extractor ¢,y of the extractable commitment scheme. We proceed with a sequence
of hybrids where Hj is the knowledge soundness game for the CP p 1 with extractor Ecom-

Hybrid H;. Let T (and opening material (p,,p_,p.)) be the extracted quasi-complete
decision tree, the hybrid H; additionally computes (N-,N*,v,L,R,E) — Encode(T) and
sets F_,F_ be the sub-matrices (relative to the leaf) of N-,N- and returns 0 if v,F_,F_
(and their opening materials) do not commit to c,,c_,c_. It is easy to see that Pr[Hp] <
Pr[H;] + negl(n), where the latter negligible value depends on the error of the extractable
decision-tree commitment scheme.

Hybrid H,. The hybrid H; is the same as H; but it additionally runs the extractor of
CPiookup €xtracting matrices My, M, fg, F_,F_, ¥ and it outputs 0 if (M; [|[M2 [Ifag) # (F_|
F 9. Itis easy to see that Pr[H;] < Pr[Hy] + negl(n), where the latter negligible value
depends on the knowledge soundness error of CPjqokups-

Hybrid Hs. The hybrid Hj is the same as H, but it additionally returns 0 if F_ F_,9) #
(F_,F_,v), where the former matrices are extracted from the extractor of CPbokup* and
the latter from the extractor of the extractable commitment. It is easy to see that Pr[H] <
Pr[H3] + negl(n), because the distinguishing event allows to break the binding property
of the matrix commitment scheme.

Hybrid H4. The hybrid Hy is the same as H3 but that additionally returns 0 if (X — M, ¢
[BI"*4. To show Pr[H3] < Pr[H,] + negl(n) we can follow the same two-fold strategy of
the previous two hybrids, namely we can (1) define a sub-hybrid experiment where we
run the extractor of CPrange and return 0 if the extracted matrix is not in the range thus
reducing to the extractability of CPy,nge and (2) we can show that the extracted matrix
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must be equal to X—M; because of the binding and homomorphic property of the matrix
commitment scheme.

Hybrid Hs. Similarly to the previous item, the hybrid Hs additionally returns 0 if (M, —
X-1) ¢ [B]"*%, We can show Pr[H4] < Pr[Hs] + negl(n) in a very similar manner to the
previous step.

Hybrid Hg. Let K be the set of indexes such that (M | M ||fhg) = (F_||E_||v) x. The hybrid
Hp additionally returns 0 if K # {k+ (X1),..., k+ (X;)}. By the change introduced in H; and
by theorem 6.5 for any i # j the boxes (F~;,F;) and (Fj,F;) do not overlap. Thus for
any i € [m] there must exists only one index k; such that (1\7[1)i =F_ k; (resp. (M) ;i =F_ ki)
moreover by the changes introduced in H; and Hs we have that F_ =X < F. k;» thus
such a unique index k; must be equal to k+ (x;). We have Pr[Hg] = Pr[Hs].

Hybrid H;. The hybrid H; additionally returns 0 if y # S((1g3)1,..., (1M3),,). Similarly
previous hybrids we can reduce to the biding of the vector commitment to prove that the
vector mg is the same that the knowledge extractor of CPgt,t would compute and then
reduce to the knowledge soundness of CPg,¢. Thus, we have Pr[Hg] < Pr[H;] + negl(n).

We show that the probability for H; is 0, we can now conclude the proof by chain-
ing the equations proved in the previous steps. Because of the changes in H, and Hs,
in H; we have that m3 = vk, moreover, by the check introduced in Hg we have that
K = {k+&x1),..., ks (X;»)}. Notice this already implies that Vj : T(x;) # L. Moreover, be-

cause of the check introduced in H; we have y = S(ka(xl),..., va(Xm))' These last two
implications negate the winning condition of the knowledge soundness of CPp7, thus
Pr[H7] = 0. O

A.5.4. CP-SNARKS FOR LINEAR RELATIONS WITH SPARSE MATRIX COM-
MITMENT

Let M be a basic matrix, namely a matrix whose rows are elementary vectors. Let H be
the subgroup of F generated by % and defined in the commitment key for the vector
commitment’. For any basic matrix M € {0,1}¥*” and k, n € N, let coly(X) be the (low-
degree) polynomial such that coly(h’) = h/ where the i-th row of M is the vector e]T
(notice that coly can also be interpreted as a vector whose i-th element is the value
h'). We define the sparse (hiding) commitment of a matrix M as a (hiding) polynomial
commitment of coly;. Namely, we define:

sparseCom(ck, M, p) := Com(ck, coly, p).

We write to underline that the matrix M is committed with a sparse matrix commit-
ment. Our goal is to realize a CP-SNARK for the relation:

Riin = {pp:s; (MLN,R):M-N=R, NeIF"Xd}.

5We assume |H| = k, n.
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Our building blocks are CP-SNARKs CP’ and CP” for the relations:
%in = {pp:E; (M,n,»):M-n=r, nelF”'d},

lin

! = {pp;M;e; (n,r):M-n=r, neIE‘"'d}.

Notice that above n is a vector, while 7 is an integer. The difference between the two
relations is that in the first M is part of the witness while in the second M is part of the
index. Notice that an instantiation of CP’ can be found in Baloo [6] while instantiations
of CP” can be derived easily from zkSNARKs for R1CS based on holographic polynomial
IOP such as [5, 7, 8]. The prover time complexity for the latter scheme depends quasi-
linearly on the sparsity of the matrix M.

Gadget Matrices, Operators and Vectorizations. Consider the matrix I,, ; which stacks
d identity matrices I, of size n, namely I,, ; = I,, ® 1 where 1 is of length d. Consider
the linear operator r that maps a matrix A to the vectorization row-by-row of A, simi-
larly, consider the linear operator ¢ that maps a matrix A to the vectorization column-
by-column of A. Finally, we consider the permutation matrix P such that for any A we
have:

P-r(A) =cA) (A.4)

We also recall that to compute a matrix commitment of A we are implicitly computing a
vector commit to r(A).
Let M ®1I be the tensor-product of M and I, namely the following matrix:

M 0 O
MeI= 0 0
0O 0 M

It is not hard to prove that the following holds:
M:-N=R < (M®I)-c(N) =cR). (A.5)
Moreover if M € {0, 1}**" is a basic matrix then :
colyer (W) = coly (W) + n-i.

Namely, the (k-i+ j)-row of M®I contains the j-th row vector of M shifted of n-i columns.
The equation above can be translated in the vector domain. Namely, if we let ¢ the eval-
uation over H of coly (X) and ¢’ the evaluation over H of colpe1(X) we have that:

I,q-c=c-s

where the shifting vector s is such that sy.;, j = n- i forall i, j e Nand j < k. Thus for any
basic matrix M € {0, l}kx " and for any d we have:

M =MeI; < I, 4 -coly =colyy —s. (A.6)

Our Scheme. Our CP-SNARK scheme is shown in fig. A.7.
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KGen(ck):
Run the keygen algorithms of CP’ and CP”. Moreover, derive proving and verification keys
for the matrix I,, 4 and for the matrix P.

Prove(srs, (cy,cn, cr), (ML N, R), (0um, PN, PR)):
Commit cg,c < Com(ck, c(R)), c,c — Com(ck,c(N)).
Prove that (P;;r(R),c(R)) € R\ .
Prove that (P;&;r(N),c(N)) € ﬁ;:n
Compute M' =M & I and commit cjy < sparseCom(ck,M').
Prove (I 4;€; coly, colyy —s) € R}/ .

Prove (&M}, c(N),c(R)) e R’

lin*

Verify(srs, (Cpr, €N, CR), TT):
Parse 7w = (Cppr, CR,c, M1, 2, 703).
Verify the proofs:

. m with instance (cg, cg,c) and verification key for P (for CP")

. my with instance (cy, cy,c) and verification key for P (for C P"

1
2
3. w3 with instance (cp; — Com(ck,s), cj) and verification key for in,d (for CP").
4

. w4 with instance (cpy,Cn ¢, Cr,c) (for CP").

Figure A.7: Our CP-SNARK scheme for linear relations with sparse matrix commitments.

Theorem A.8. The CP-SNARK defined in fig. A.7 is zero-knowledge and knowledge sound.

Proof Sketch. Zero-knowledge is trivially implied by the zero-knowledge of the CP-SNARK
CP’ and CP" and by the hiding property. As for knowledge soundness, we let the extrac-
tor be the same of CP” on instance (¢, c N,c»CR,c). Because of the knowledge soundness
of 3 and by eq. (A.6) we have that the extracted matrix M’ is of the form M' = M ® L
Because of the knowledge soundness of 7; and 7, and eq. (A.4) we have that the com-
mitments cy,c and cg, commits to c(N) and c(R). Finally, because of the knowledge
soundness of 74 we have that M’ - c(N) = c(R) and thus because of eq. (A.5) we have that
the extracted witness (once parsed adequately) is valid for the relation. O

A.6. EFFICIENCY BREAKDOWN FOR OUR MATRIX LOOKUP AR-
GUMENTS

 Proofsize. Our protocol requires one zkcq™* proof (9g; + 1f), plus: three KZG com-
mitments, four group elements (mp and 7mpz), and one field element. The total
proof size is 16g; + 2f.

 Proving time. In addition to the zkcq™ prover (requiring O(nd) group operations
and O(ndlog(nd)) field operations) the prover performs:

— field operations required to compute polynomial evaluations for w, o and
v g (X). We have deg(w) = n, deg(o) = n-d and deg(v z (X)) = n-d.
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A — three multiexponentiations of size n in order to compute [0 (s)]1,[0(k - $)]1,
[w(s)]1; notice that we use the sparsity of o (see definition of o) (we ignore
the masking factors for simplicity).

— four multiexponentiations of size n - d in order to compute group elements
g and np (two batched KZG proofs in zero-knowledge).

¢ Verification time. In addition to the steps for zkcq™’s verifier (requiring 7 pair-
ings), verification requires: a constant number of group operations and six pair-
ings (we use the fact that we can batch some of the pairing equations). The total
number of pairings performed by the verifier is 13.

A.7. DETAILS ON THE EXPERIMENTAL EVALUATION
Here we provide details on the machines, their running times, and the concrete effi-
ciency analysis for estimates.

For the experimental parameters referred to in the main text:

e Our proving time if run on our machine (hereafter OM) is below 4s.

* Qur proving time if run on machine from [3] (hereafter TM) is below 13s (at least
9x faster than the approach in [3])

We stress that these are quite pessimistic upper bounds. Below we detail how these
numbers are derived.

A.7.1. DETAILS ON THE MACHINES AND THEIR RUNNING TIMES
A setup of the machines can be found at:

https://aws.amazon.com/ec2/instance-types/

As mentioned in footnote '*,0M is an EC2 c5.9xlarge and TM is an EC2 c5n.2xlarge.

On OM, an MSM of size 100K in G is approximately 140ms (using arkworks; we
derived these numbers running the Zkalc framework on OM"). On TM, the same MSM
requires approx 450ms.

A.7.2. DETAILS ON ANALYSIS AND ESTIMATES
We can break down the proving time in the following sub-pieces:

Total time = time(commitments) + time(zklookup) + time(zkrange) + time(zkstat)

Parameters of interest: d =50, m = 2000 and k = 10 (see paragraphs starting on
page 164 for definitions). Below MSM(x) stands for one multi-scalar multiplication of
size x. To estimate field operations we use the conservative cost assumption 4Fops <
1G;ops. MSMs are in G;.

TIME(COMMITMENTS):
° (1,C,C3,Cx : 2MSM(md) + IMSM(d) + 1IMSM (md)

Shttps://zka.lc/
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TIME(ZKLOOKUP):
* zkcq+: TMSM(md) (see section 6.4.1, section 6.4.2 and appendix A.3)

* matrix lookup (non-zkcq+ part of the proof): 3MSM(m) + 4MSM(md) (see fig. 6.2
and appendix A.6)

TIME(ZKRANGE):
e Batched cq+: 7MSM(md) (see section 6.4.1)

TIME(ZKSTAT):

* The main computation in zkstat involves proving relation in Equation 6.27. Even
with an R1CS-based (Rank-1 Constraint System) general purpose SNARK, this re-
lation can be implemented very efficiently For example, an upper bound on a
naive implementation is = m - k (with a very small multiplicative constant). This
number accounts for implementing the equality predicate (bit decomposition and
bit equality checks, done m times) and a sum of m bits (which can be described
with a single constraint row in an R1CS). For representative values of m and k—
respectively 2000 and 10 (see Figure 5 in [3])—this roughly corresponds to 20K con-
straints which results in an additional proving time of only tens of milliseconds. .

FINAL SUM:

Summing the above, we obtain: 17MSM(md) + 3MSM(m) + IMSM(d). This quantity is
for cryptographic operations. In order to also account for field operations, we apply our
cost assumption from above and add an additional 25% cost. The concrete numbers we
obtain are those stated above.
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