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Abstract

The Byzantine agreement problem is a challenge in distributed computing that
explores how reliable parties can reach consensus even though there are unreliable or
malicious participants. Quantum solutions propose better fault tolerance than the clas-
sical solutions, tolerating up to ¢ < 4 number of faulty or malicious parties, compared
to the classical solutions with a limit ¢ < % where n is the number of participating
parties. The Weak Broadcast Protocol we study proposes a quantum-aided solution
using entangled four-qubit states. However, the hardware imperfections of quantum
computers affect the reliability of the protocol. This paper investigates the impact
of leakage errors, defined as unintended measurement outcomes that fall outside the
set of expected basis states, on the failure probability of the protocol. We simulate
the protocol in a noise-free setting using SquidASM to validate our setup and failure
probabilities against the results reported in prior work. We then introduce a custom
bit-flip leakage noise model, supported by an analytical formulation, and compare it
with the pessimistic assumptions on the effect of the leakage errors by the prior work.
Our results show that while the protocol’s failure probability increases significantly
under leakage noise, it is not as pessimistic as assumed before. The observed behavior
differs for different fault configurations and shows that moderate noise may significantly
affect the failure probability of the protocol. These findings suggest that the protocol
is vulnerable to realistic noise.

1 Introduction

Quantum networks are expected to support applications such as secure communication and
distributed quantum computing that can go further than what classical systems can do
nowadays [12]. As these networks grow, it becomes important to ensure that nodes can
reliably agree on shared values, although some components are malicious or faulty.

The Byzantine agreement problem is a specific problem in distributed decision-making
that describes a situation where multiple parties must reach an agreement in presence of
malicious or faulty parties, which are participants that does not behave as expected, either
due to hardware imperfections or adversarial behavior [7]. Byzantine Agreement Protocols
aim to solve this problem for n parties to reach a consensus. This problem is critical in
practical systems such as secure communication, blockchain consensus, and coordination
in quantum networks [12]. Even though classical Byzantine protocols are well studied,
they cannot overcome the faulty behavior under certain bounds without increasing the
communication complexity.

In classical systems, Byzantine agreement can tolerate up to t < 7 faulty parties where n
is the number of participating parties [10]. However, the quantum Weak Broadcast protocol
studied in Guba et al. tolerate up to t < & for correctness and security [6]. Quantum Byzan-
tine protocol offers fault tolerance for fewer assumptions and quantum resource efficiency,
as first explored by Fitzi [4]. The Weak Broadcast (WBC) protocol originally introduced
by Fitzi and developed by Guba et al. is a quantum-aided solution using entanglement and
quantum measurements to offer a stronger solution for the Byzantine agreement problem
)

Guba et al. focused primarily on analyzing the protocol’s failure probabilities under
various hardware imperfections, including measurement errors, gate noise, imperfect entan-
glement generation, and leakage errors [(]. However, their assumptions on leakage errors
are treating each each leakage event equally harmful. In this work, we focus specifically
on analyzing the effect of leakage errors under more realistic and selective assumptions by



simulating the protocol on a classical computer and isolating leakage from other types of
hardware noise. Leakage errors, in the context of this paper, are a type of quantum noise
where the system produces a measurement outcome in a basis state that lies outside the
ideal set of basis states of the protocol. A four-qubit state can have 16 possible basis states,
but only six are valid for this protocol. When the outcome corresponds to one of the ten
invalid basis states, it is considered a leakage error.

To answer this, as a first step, WBC(3,1) protocol was implemented in SquidASM, a
quantum network simulator, under noise-free conditions. The results were validated by
comparing with the baseline findings of failure probability of the protocol from Guba et
al. Then a custom leakage noise model was introduced and simulated. This paper ana-
lyzes how the leakage errors affect the protocol’s failure probability across different faulty
configurations.

Our main contribution with this research is a simulation of leakage errors and an analysis
of how they affect the failure probability of WBC(3, 1). The leakage errors are simulated
by a custom bit-flip noise model. The findings show that leakage errors increase the failure
probability of the protocol significantly, however they are not as pessimistic as Guba et al.
assumes [6]. With this research, we conclude that the protocol is not robust and does not
perform well under leakage noise.

The remainder of this paper is structured as follows: Section 2 provides information
about the background of WBC(3,1) and the simulation methodology. Section 3 outlines
the problem statement including the definition of leakage errors, introduces the custom bit-
flip noise model we implemented, and presents our analytical analysis of the noise model.
Section 4 analyzes the experimental setup and presents our main findings under both noise-
free and noisy settings for the different faulty configurations of the protocol. Section 6
outlines responsible research considerations. Section 5 analyzes and interprets the simulation
results. Section 7 summarizes the conclusions and proposes directions for future work.

2 Background and Methodology

This section outlines the basics of quantum computing, implementation of WBC(3,1) pro-
tocol, explains the simulation approach used in SquidASM under noise-free conditions, and
describes how faulty configurations were modeled. It also discusses how the failure proba-
bilities were measured and the design of the leakage noise model.

The protocol WBC(3,1) has three parties involved including Sender S, Receiver Ry and
Receiver R;. See Figure 2. It depends on a four-qubit entangled state, where sender performs
measurements for two of the qubits and sends information to both receivers. If none of the
parties are malicious or faulty, the expected behavior for the protocol to succeed is Ry and
R, agreeing on the information - bit-value, S sent. In case of having faulty or malicious
parties it is acceptable that the protocol aborts and do not reach a consensus. The three
configurations of this protocol - no-faulty, S-faulty, Ry-faulty - will be explained later in this
chapter.

2.1 Quantum Computing

In this paper, we refer to basic information and notation from quantum computing concepts
to be able to explain the methodology used to model and simulate the protocol.

An n-qubit quantum state can be represented by a complex vector of dimension 2". Each
component of the quantum state corresponds to a basis state in the computational basis.



Quantum gates are represented as 2™ x 2" unitary matrices that act on the states (qubits)
to perform transformations. Measurement in the computational basis of a qubit collapses
its quantum state into a classical bit string. The qubits collapse to a certain state based
on the probability amplitudes of the state vector which are coeflicients of the basis states.
These concepts are explained in detail in the textbook named "Quantum Computation and
Quantum Information" by Nielsen and Chuang [9].

2.2 Qubit Teleportation

Quantum teleportation is a protocol that allows a qubit to be transmitted from one party
to another without physically sending the qubit. This protocol is used in WBC(3,1) when
the sender sends qubits to the receivers.

The protocol uses a shared two-qubit entangled state, specifically named Bell-pair, with
some local operations and classical communication. First, an entangled pair is distributed
between the sender and the receiver. Later, the sender entangles the qubit it wants to
teleport, which is an unknown state |¢)) = «|0) + 8]1), with their half of the Bell pair and
performs a measurement. The outcome, which is two classical bits, is sent to the receiver,
who applies Pauli corrections (I, X, Z, or XZ) to their half of the entangled pair. After
these steps, the receiver’s qubit is in the state |¢), and the sender’s original qubit has
been destroyed by measurement. This process preserves the quantum state and shows that
quantum information can be sent without physically relocating the qubit.

To see a more detailed explanation, the reader can check chapter 3.11 from the Qiskit
Textbook by IBM [1].

2.3 Four-Qubit State

In the implementation of WBC(3,1) protocol, we used the four-qubit entangled state |},
originally proposed by Cabello [2].

|y = i(2|0011> —10101) — |0110) — |1010) — |1001) + 2|1100))
2V3

This state is used in the protocol because of the entanglement properties it has. It
is non-separable, meaning it cannot be written as combination of different states. It also
satisfies global unitary invariance, meaning the state remains unchanged when the same
unitary operation is applied to all four qubits. This results in a symmetry that ensures
measurement outcomes remain consistently correlated when measured in the same basis [2].
This entangled state was also used in the first experimental demonstration of a quantum
protocol for Byzantine agreement and liar detection, conducted by Gaertner et al. [5].

Due to these properties, the state is the right choice for communication protocols using
entanglement. We prepared the state using the Loop Circuit mentioned by Guba et al. [6].



-0733

Figure 1: Preparation circuit for the four-qubit state used in WBC(3,1) based on the Loop
Circuit from Guba et al. [0]

2.4 WBC(3,1) Protocol Description

In the protocol WBC(3, 1), the sender and the receivers share m number of four-qubit
states, the specific state mentioned previously, and do their measurements m times. This is
done by sender teleporting the two qubits to each of the receivers. This helps to statistically
reduce the failure probability of the protocol and ensure that parties reach a consensus. The
protocol is described in four stages by Guba et al. [0].

1 2 3

Figure 2: Illustration of the three parties involved in the WBC(3,1) protocol: Sender S,
Receiver Ry, and Receiver R;.

1. Invocation Phase: The sender S sends a classical bit xg € {0,1} to both receivers
and creates m number of 4-qubit entangled states. It measures its two qubits from each
state in the computational basis. If both measured bits equal to xg, the corresponding
index out of m is added to a check set og, which is sent to both of the receivers.
Receivers receive x; = xg and 0; = 0g, and the sender sets its output to yg = zs.

2. Check Phase: Each receiver R; measures the qubits indexed by o; out of m qubits
they received. If all measurement results differ from x; meeting the Consistency Con-
dition, and |o;| > T = [ - m] meeting the Length Condition, the receiver accepts the
message:

e Ry sets yo = xo; otherwise yo =L (abort).

e R, sets intermediate value g; = x1; otherwise g7 =..
3. Cross-Calling Phase: Rj sends yo and og to R;. R; receives them as yp; and po;.
4. Cross-Check Phase: R; evaluates the received information with three conditions:

(a) Confusion Condition: yo1 # 71, and yo1 #L.
(b) Length Condition: |pg;| > T.



(¢) Consistency Condition: The number of indices in py; where the measurement
of Ry differs from yo; is at least AT + |po1| — T

If all conditions are satisfied, then y; = yo1; otherwise y; = 7.

After completing the protocol, the goal is to ensure that the receivers reach a consensus
on the value of the sender’s bit. The success of the protocol is determined by the following
conditions:

e Validity: If the sender S is honest and follows the protocol, then both honest receivers
must agree on the original bit value xg.

e Consistency: If any honest receiver outputs a bit y € {0, 1}, then the other parties
must on the same value y or abort. Disagreement among honest participants is not
allowed unless some parties abort.

The four phases of the protocol work together to ensure secure and fault-tolerant agree-
ment in the presence of a potential adversary. The invocation phase ensures that the receivers
receive a check set from the sender so that they can verify the sender’s bit by checking the
consistency over the check set. The check phase allows receivers to individually verify the
sender’s message based on their own measurements. Without this step, a malicious sender
could distribute inconsistent data. However, even if the check phase is present, disagree-
ment between the receivers could still happen if the sender could manage to send incorrect
information to one receiver. Cross-calling includes Ry sending information to R, and the
final cross-check phase enables them to resolve disagreements and reach a consensus. These
phases are important, because the R; chooses to accept the value sent by Ry, or abort based
on the consistency condition. These stages help to ensure that the validity and consistency
conditions of the protocol are met.

The 4 phases mentioned above describe the no-faulty configuration of the protocol. For
the no-faulty configuration, the protocol succeeds when s = yo = y1. Two other config-
urations were implemented to model adversary strategies of the sender S and one of the
receivers Ry based on the descriptions by Guba et al [6].

e S-faulty: The sender acts maliciously by sending inconsistent information, that being
rg = 0 to one of the receivers and xs = 1 to the other receiver. The protocol ensures
the receivers can detect this malicious activity and either agree or abort. The failure
condition is yo # y1

e Ry-faulty: Receiver Ry behaves maliciously, by providing false information to Rj.
Ry sends inconsistent bit value from zg and a falsified check set during the Cross-
Calling Phase. However, R; verifies this information using strict consistency and
length conditions based on its own measurements. The protocol succeeds only when
R, agrees with S.

2.5 Protocol Parameters p and A

The parameter p determines the size of the check set which is used to validate the sender’s
consistency and A sets the threshold for accepting a receiver’s output during the cross-check
phase.

Optimizing these values is important to minimize the failure probability of the protocol.



Guba et al. performed an empirical optimization over the (u, A) parameter space and
figured that the values p = 0.272 and A = 0.94 are an effective configuration that achieves a
low failure probability considering all three configurations [6]. These values are within the
theoretical region where the protocol is proven to be secure, allowing the failure probability
to decay exponentially as the number of rounds increases. This is why we use the same
values in our simulations.

2.6 SquidASM

In this research, SquidASM was used to implement and test the WBC(3,1) protocol under
measurement noise.

SquidASM is a framework built higher-level on top of NetSquid that makes it easier to
design and simulate distributed quantum protocols [11, 8]. NetSquid is a Python package
that provides a simulator for quantum networks which uses discrete events to model how
information is processed and shared between nodes [11, 8].

We implemented our simulation using SquidASM because it provides built-in features
for setting up nodes, classical control, and adding noise. It also offers different device types
which can be specified in the configuration. It offers a "generic" and a "Nitrogen-Vacancy
(NV) Center" device. NV device has more fields to introduce noise, which will be discussed
later in the Section 4.

3 Definition, Modeling, and Analytical Evaluation of Leak-
age Errors

In this section, we present the design and implementation of a custom leakage noise model
for the WBC(3,1) protocol that was developed to isolate and study the effect of leakage
errors on the failure probability of the protocol.

3.1 Problem Statement and Definition of Leakage Errors

In the context of this paper, leakage errors refer to having a measurement outcome not being
from the intended set of "useful" states, but transforming into an unintended "useless" state.
Specifically, in the context of the WBC(3,1) protocol, leakage occurs when the measurement
of a four-qubit state yields a basis state that is not one of the six basis states with non-zero
amplitude in the four-qubit state. The intended or "useful" states for the protocol are "0011,
0101, 0110, 1010, 1001, 1100".

In this research, we investigate how leakage errors, measurement outcomes that fall
outside the set of six useful four-bit states from the ideal four-qubit state, impact the failure
probability of the WBC(3,1) protocol. Addressing this question is important because useless
measurement outcomes either violate the length condition or the consistency condition.
Length condition is violated by having different measurement outcomes in the sender node,
which then prevents the protocol from producing a large enough check set. The consistency
condition is not met when a receiver has at least one measurement same as the sender among
the indices specified in the check set.

By definition, this error can only be simulated by introducing small probabilities to mea-
sure a qubit incorrectly as |0) or |1), indicating that leakage errors represent measurement
errors. Therefore, we address how "leakage" or "measurement" errors affect the failure
probability of the protocol similarly.



3.2 Modeling of Leakage Errors

To be able to model the leakage errors, we considered two different approaches: Bit-flip
Model and Kraus Operator Model. The Bit-flip Model changes the measurement outcome
after the measurement process is done by small probability and the Kraus Operator Model
applies noise directly to the quantum state before measurement, using matrices that capture
the probabilities of different measurement outcomes due to imperfections. The reader can
check Appendix C to learn more about the Kraus operators and Kraus Operator Model.

We assumed these two approaches would produce similar failure probability graphs for
the protocol, because both noise models have the same probability of having a specific
measurement outcome as mentioned in Table 1 in Appendix D [3].

After running the experiments with both noise models, we observe that the outcomes
are unexpectedly different. The explanation of the Kraus Operator Model can be found in
Appendix C with its mathematical formulation presented in Appendix C.1. The model is
already implemented as a feature in SquidASM, and its logic is described in their paper [3].
Furthermore, we discuss our discoveries related to the difference between the Kraus Operator
Model and Bit-flip model in Appendix D.

For the purpose of this research, we decided to further investigate the failure probability
of the protocol simulating the bit-flip errors, because we wanted to have a full transparency
and controllability over our noise model. Furthermore, in this model, we capture all possible
measurement outcomes probabilistically, which makes it a simple approach, aligning with
our definition of leakage, and allows for straightforward analytical analysis of its effect on
the protocol.

3.3 Bit-flip Model

In the Bit-flip approach, to model the leakage errors, we represent them as independent bit-
flip errors applied to each of the four qubits right after they are measured. This approach
assumes that the quantum state itself is not corrupted before measurement.

In order to represent the probability of measuring a qubit to be state |0) or |1), we define
po and p; as follows:

e po: The probability of incorrectly measuring a qubit in state |0) as |1).
e pi: The probability of incorrectly measuring a qubit in state |1) as |0).

The qubit is assumed to have been correctly collapsed into |0) or |1), and the classical
outcome of the measurement is affected by pg or p; due to noise arising from the hardware
imperfections in the readout process.

Applying these bit-flips to each qubit in a useful four-qubit basis state results in a
bit string that is one of the unintended states formally defined as the leakage error with
probability ¢(po,p1).

We derived an analytical expression of the bit-flip model for the no-faulty configuration
to represent the protocol’s failure probability under py and p;, and the derivation can be
found in Section 3.4.

3.4 Bit-flip Model Analytical Failure Probability Under Noise

To model the failure probability of the WBC(3,1) protocol under asymmetric measurement
noise, we analyze the effect of two different causes of the failure on the protocol: (1) the



check set being too small, failing the length condition, and (2) the presence of harmful
leakage within a sufficiently large check set, failing the consistency condition.

We will base our calculations as s = 0, so the state is 0011, and the same calculations
can be done for 1100. However, two scenarios are asymmetric due to different py and p;.

3.4.1 Probability of Measuring 0011 Under Noise

We first define the probability of measuring the basis state 0011 under bit-flip noise as:

1
Poo1 = 3 [(1 —po)*(1 — p1)? + pipi + (1 — po)po(l — p1)p1] - (1)

We consider that leakage can occur deviating from any one of the six useful states used
in the four-qubit entangled state. This expression accounts for, correct measurement of 0011
without error, four-bit flip transformation of 1100 into 0011, two-bit-flip transformations of
the other four useful states into 0011.

We cannot end up at the state 0011 from applying 1 or 3 bit-flips to any of the other
useful states in the four-qubit state.

3.4.2 Failure Due to Check Set Size (Ir)

The required threshold check set size is defined as T' = [u - m] by the protocol. The
probability that fewer than T" useful states out of m states were measured can be expressed
as:

T-1
0011 __ m m o m—m
= <m0011)p000101n (L = poo1z)™ oo (2)

moo11=0

This is a binomial tail probability summing the chance that fewer than T rounds result
in measurements to be included check set. This formulation is inspired by the analytical
failure probability derivation for the no-faulty configuration presented by Guba et al. [0].

3.4.3 Failure Due To Inconsistencies in the Check Set

Even if the check set is sufficiently large, the protocol may still fail if any of the included
indices are corrupted by a harmful leakage. When there is one inconsistent value the protocol
fails to reach a consensus by definition. As ¢(po,p1) is the probability that a useful state
leaks to a useless state, the probability that at least one harmful leakage occurs over m
rounds is:

PO =1 — (1= ¢ (pg, p1)))™ (3)

We also analytically redefine the leakage probability g(pg, p1) to include only the harmful
events that can affect the protocol’s success through corrupted check set entries.

We define the set of harmful measurement outcomes as the ones that can lead to incon-
sistency when the sender measures 00 and receivers’ bits differ from the expected 11. The
set of harmful measurements: {0010,0001, 0000}.

When any of these outcomes occur, due to its own 00 measurement, the sender includes
the corresponding index in the check set. However, the receivers do not observe a consistent
1 and 1 outcomes that contradict with the sender’s bit. This leads to a failure in satisfying
the consistency condition, thus contributes to the failure probability of the protocol.



We write the ¢(po, p1) as follows categorizing the leakage possibilities into different terms:

o) =5 (1= po) [1=(1=p)?) + 154 (L=po) 1 [1—po- (1~ py)
Term 1 Term 2
t3ont(1-8d). (4)
e

Each term represents probability of having a harmful measurement originating from
intended states from the four-qubit state.

e Term 1: Original state 0011
e Term 2: Possible original states {0101,0110, 1010, 1001}
e Term 3: Original state 1100

3.4.4 Combined Failure Probability

We now combine the two components representing the failure due to check set size and
failure due to inconsistencies in the check set. When the the state is assumed to be 0011 he
overall theoretical failure probability under asymmetric measurement noise is:

PP = UM (1= 1) - [1 = (1= g™ (po, p1)™)] (5)

This reflects the failure probability when the check set is too small (probability I1) or it
is large enough (1 — I7) but it has inconsistent values due to any leakage event.

As mentioned before the same calculations can be done for the state 1100. To cover both
scenarios where the selected state is 0011 either 1100, we can rewrite the analytical failure
probability of the protocol as:

nois, 1 1
pgc y) _ 3 _p(}on + 5 .p}loo 6)

4 Experimental Setup and Results

This section describes the experimental setup created to simulate the protocol under noise-
free and noisy conditions for no, S-, and RO-faulty configurations and outlines the results of
the simulations.

4.1 Experimental Setup

We conducted the simulations locally using the SquidASM framework and Python, paral-
lelizing the simulations to multi-process Monte Carlo trials using available CPU cores [11].

We created a three-node network including three nodes representing a sender (S) and
two receivers (RO and R1), using NV center quantum device in our configuration. In the
configuration file config.yaml, we disabled all hardware noise that can be specified, to isolate
the effect of measurement leakage errors. Since we used the bit-flip model, the measurement
errors were also set to zero.



We simulated leakage errors in the protocol by flipping measured bits with asymmetric
probabilities: pg = 0.05 and p; = 0.005. The reason behind this selection is that NetSquid
paper reported that the fidelities for state |0) is 0.95 and or state |0) is 0.995 [3]. This
allowed us to have more direct control over the bit-flip model than what is available via
SquidASM configuration field, which implements Kraus Operator Model.

We used p = 0.272 for the check set threshold and A = 0.94 for the cross-check acceptance
threshold as the protocol parameters as recommended by Guba et al. [(].

For each m € [20,400], we executed N = 100 independent Monte Carlo trials and
computed empirical failure probabilites based on the results.

Error bars in the plots from Figure 4 and Figure 3 represent the standard error of a
Bernoulli distribution, computed by +/p(1 — p)/N, where p is the empirical failure proba-
bility observed across N trials for each value of m.

4.2 Reproducing the Protocol’s Failure Probability Under Noise-
Free Conditions

Before introducing any noise into the system, we validated the correctness of our imple-
mentation of the protocol by reproducing the noise-free results by Guba et al., specifically
those presented in their Figure 4 [6]. They plot both the exact failure probabilities for the
no-faulty configuration and the upper-bound failure probabilities for the S- and RO-faulty
configurations of WBC(3,1). Their results are based on N = 10,000 Monte Carlo trials per
value of m, which were compared against analytical estimates. Their Monte Carlo results
are very close to the analytical probabilities.
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Figure 3: Simulation results under noise-free conditions: no-faulty, S-faulty, and RO-faulty
configurations.
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Due to computational limitations, we performed simulations with N = 100 trials per
m, but our results closely follow the same trend as the exact and the upper bound curves
reported in the paper by Guba et al. [6]. The exact and upper bound calculations are shown
in the graphs in Figure 3 by the green circles.

The observed failure probability matches the expected trend as m increases. This con-
firms that our implementation correctly captures the baseline behavior of the protocol under
noise-free conditions.

4.3 Failure Probability of the Protocol Under Bit-flip Modeled
Leakage Errors

As for the purpose of this research, we investigated how the failure probability of the protocol
is affected under the leakage noise.

In Figure 4, there are three graphs representing the failure probability of the protocol
under leakage noise for different faulty configurations. In the first graph for the no-faulty con-
figuration, the purple triangles mentioned as "Bit-flip Theoretical Model" are representing
our analytical derivation of the failure probability under leakage noise. The "Noisy Model"
mentioned on the graphs and plotted by blue squares represent Guba et al.’s pessimistic
assumption of leakage errors [0].
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Figure 4: Simulation results under bit-flip model: no-faulty, S-faulty, and R0O-faulty config-
urations.

For the no-faulty configuration, we observe that the bit-flip model produces less pes-

simistic results. The failure probability still increases as m increase, however at a slower
rate. The pessimistic model by Guba et al. approaches to not reaching to a 100% failure

11



probability exponentially. The trend observed with the bit-flip model appears to be closer
to a linear trend.

According to our observations, the S-faulty configuration does not show increase in failure
probability under bit-flip noise. The failure probability remains below the upper bound
values derived for the noise-free scenario, suggesting that the protocol is less sensitive to
leakage errors in the S-faulty configuration.

The RO-faulty configuration shows increase in the failure probability of the protocol
under leakage noise. However, the increase is not as much as the no-faulty configuration.
The failure probability increases with a linear-looking trend.

5 Discussion

This section analyzes the simulation results and trends in failure probability under leakage
noise and compares them with the noise-free baseline.

5.1 Reliability of the Monte Carlo Simulation Results

Although our simulations used a smaller number of Monte Carlo trials compared to Guba et
al., respectively N = 100 and N = 10,000, the trends that were produced for the noise-free
baseline closely match the exact and upper-bound failure probabilities. Furthermore, the
error bars we use are representing the standard error of mean as mentioned in Section 4.

Across the values of m, the error bars are narrow relative to the range of the y-axis
and do not overlap across significantly different values of m. This shows that the observed
trends are statistically reliable. As a result, we concluded that running the simulation with
N = 10,000 was not necessary and proceeded with N = 100.

5.2 No-Faulty Configuration Under Bit-Flip Noise

According to our findings, the no-faulty configuration shows a significant increase in the
failure probability as the number of rounds m increases. This is because, in the no-faulty
configuration, the protocol only succeeds if all three parties accept the same value. Even a
single leakage event can introduce an index in the check set that either does not correctly
reflect the sender’s measurements or fails to meet the consistency requirements for the
receivers, leading to failure.

When we compare our results to the pessimistic assumption by Guba et al., the rea-
son we observe a less pessimistic failure probability is that we redefine leakage probability
specifically based on events that may actually corrupt the protocol, rather than treating any
leakage as equally harmful. Additionally, we distinguish between two failure cases: one due
to an insufficient check set size (length condition) and one due to inconsistencies in the check
set (consistency condition). Guba et al. do not separate these cases and instead assume
that any leakage event can cause the protocol to fail [6].

5.3 S-Faulty Configuration Under Bit-Flip Noise

In the S-faulty configuration, where the sender is sending inconsistent bits and check sets
to the two receivers, a failure is only recorded if both receivers accept and output different
measurement values. The success and failure cases of the protocol can be observed in the
Figure 8 in Appendix A. Under bit-flip noise, our results show a slight decrease in the number
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of such failures. This appears as a counterintuitive outcome. However, it arises from the
fact that leakage noise increases the chance that at least one receiver fails the consistency
check or receives a check set that is too small, leading them to abort. Since aborting is a
successful outcome in the S-faulty configuration, originating from the idea that deception
was not successful, the presence of leakage noise actually contributes to the success cases in
this configuration.

To summarize, these result show that in the S-faulty configuration, moderate noise can
reduce the failure probability by increasing the number of events that at least one receiver
aborts, preventing the adversary from successfully deceiving both parties.

5.4 RO-Faulty Configuration Under Bit-Flip Noise

In the RO-faulty configuration of the protocol, the protocol only succeeds when R; does not
abort and accept the same value as the sender. Any other outcome is considered as a failure.
Our observations show that RO-faulty case is also affected significantly by the bit-flip noise
applied. Bit-flips that can occur in the sender’s measurements have a similar effect as the
no-faulty case, which may either make the size of the check set too small to satisfy the length
condition or introduce indices that later cause consistency failures. When the bit-flip occurs
in Ry’s measurements, this can contribute to Ry’s adversary strategy, because R; will be
more likely to be deceived and accept the incorrect value sent by Ry or abort.

Another point we must consider is that due to our implementation always setting the
sender’s bit to xg = 0, the failure probabilities are slightly lower than randomizing xg
or setting g = 1. We discuss further in Appendix B that, due to the asymmetry in
measurement fidelities for states |0) and |1), measurement errors on the state 0011 are less
likely to violate consistency condition than those on 1100.

In conclusion, RO-faulty case is also significantly affected by the leakage errors and the
failure probability of the protocol increases over increasing m.

6 Responsible Research

This section discusses reproducibility, ethical considerations, and our use of Large Language
Models (LLMs).

In order to have reproducible research, it is important to be transparent with the method-
ology and results. We explained the methodology and experimental setup including all the
parameters, chosen values and the mathematical formulations. Since this research is based
on simulations, the results presented are inherently stochastic. With larger sample size,
more accurate estimates can be produced.

For the base case scenario, simulation results are compared with analytical values to
verify that they follow the expected trends. However, there are no analytical comparisons
for the noisy simulations. Although analytical expressions are not provided and the number
of simulation runs are relatively small, the results follow expected theoretical trends. Each
configuration was simulated over 100 runs with error bars included to represent statisti-
cal uncertainty. The error bars are calculated using the Binomial Standard Error, which
accounts for the variance in repeated independent Bernoulli trials.

To further support reproducibility, the simulation code is available the following GitHub
repository: https://github.com/ayseidilevci/noisy byzantine agreement.git.

The research does not involve any data privacy concerns since it depends on the simula-
tion data results rather than human subjects or personal data.
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During the research, we used LLMs such as ChatGPT to improve clarity, structure,
and grammar. Our technical content, methodology or analysis are the original work of the
authors.

7 Conclusions and Future Work

This section summarizes key findings regarding the impact of leakage errors on the WBC(3,1)
protocol and provides an overview of the next steps for future research and improvement.

7.1 Conclusion

In this work, we analyzed the effect of leakage errors on the failure probability of the
WBC(3,1) protocol. We proposed a custom bit-flip noise model that allows us to have
control over asymmetric measurement error probabilities and offers a transparent and an-
alyzable methodology for simulating leakage. We also derived an analytical expression for
the failure probability of the protocol under this model.

We reproduced the noise-free failure probabilities originally presented by the Figure 4
from Guba et al. and took it as a baseline, confirming the correctness of our implementation
[6]. Although we used a smaller number of Monte Carlo trials (N = 100), we showed that
the trends remain statistically reliable as confirmed by narrow error bars. After validating
our experimental setup we went deeper in the analysis of leakage errors.

Under the bit-flip noise model, the no-faulty configuration had a steady increasing trend
in failure probability with increasing m, consistent with our theoretical expectations. How-
ever, by refining the definition of harmful leakage and separating failure causes into length
and consistency violations our model resulted in less pessimistic results than the assumptions
made by Guba et al [6].

In the S-faulty configuration, we observed a slight decrease in failure probability under
noise. This effect is because the likelihood that at least one receiver aborts due to inconsis-
tencies or insufficient check set size increases and aborting is treated as a success scenario
originating from the idea that faulty sender could not deceive the receivers to agree on
different values.

The RO-faulty configuration also showed a significant increase in the failure probability
due to leakage. In this case, bit-flips in either the sender’s or R;’s measurements can make
it easier for the adversarial strategy of Ry to reach its goals or disrupt honest consensus.

In summary, our findings show that the leakage errors degrade the protocol’s performance
significantly and the protocol is not very robust and resilient against noise.

7.2 Future Work

An unanswered question that remains from our research is why the bit-flip model produces
different results from the Kraus Operator model implemented by SquidASM, even though
they have the same probabilities for producing the same basis state outcomes. A deeper
investigation into the implementation details of SquidASM, specifically the NV center device
configuration and how the noise is applied, and a formal mathematical comparison between
the two noise models would be an important direction for future research.

Additionally, according to our analysis the failure probability of the WBC(3, 1) protocol
increases significantly under the leakage noise and this shows us that the protocol lacks
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robustness when exposed to hardware noise. Exploring alternative ways of designing the
protocol that is more resilient to errors would be a significant improvement.
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A Protocol Success Condition Truth Table for Different
Faulty Configurations

S | Rop | R1 | no faulty | S faulty | Ry faulty
0] 0 0 v’ v’ v’
0| 0O 1 X X
0] 0 L X v’ X
0] 1 0 X X v’
0| 1 1 X v’ X
0] 1 1 X v’ X
0] L 0 X v’ v’
0| L 1 X v’ X
0| L | L X v’ X
110 0 X v’ X
110 1 X X v’
110 1 X v’ X
1 1 0 X X X
1 1 1 v’ v’ v’
111 L X v’ X
1| L 0 X v’ X
1| L 1 X v’ v’
1| L | L X v’ X

Figure 5: Truth table for the success conditions of the protocol from Guba et al. [6].

B Effect of Sender Bit Choice on Failure Probability

Our implementation of the protocol for the no-faulty configuration randomizes the bit value
of tg =0 and zg = 1, and for S-faulty configuration it purposefully sends both 0 and 1 to
different receivers. However, in the RO-faulty case, the sender always picks xg = 0 and Ry
creates an adversarial check set assuming itself and R; should measure 1. For the noise-free
cases, since the protocol is symmetric, this does not cause any problems, however, under
asymmetric bit-flip noise, the failure probability of the protocol is affected based on the
value chosen for zg.
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Failure Probability (No Faulty), N = 100, p0 = 0.05, p1 = 0.005
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Figure 6: zg = 0 No-Faulty Configuration Under Bit-flip Noise Model.
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Figure 7: zg = 1 No-Faulty Configuration Under Bit-flip Noise Model.
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Figure 8: g = 0,1 No-Faulty Configuration Under Bit-flip Noise Model.
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According to our experimental observations and mathematical derivations, the protocol
simulated with the preferred state 0011 to create the check set has significantly lower failure
probability compared to the preferred state 1100. The reason behind is that, the failure
probability of the protocol depends on both the length condition and consistency condition,
but mathematically it is mostly dominated by the consistency condition. Since the fidelity
of |0) is less than the fidelity of |1), setting xs = 0 increases the failure probability by
length condition, but receivers’ having to measure their qubits as 1 decreases the failure
probability due to consistency condition. Since consistency condition dominates length
condition, selected measurement outcome |0011) to create a check set leads to lower failure
probability than [1100).

C Kraus Operator Model

The Kraus operator model simulates leakage by applying a quantum noise process that
probabilistically flips the qubit state before measurement, modifying the state itself rather
than only the classical outcome. This approach simulates leakage errors using the stack type
Nitrogen-Vacancy (NV) center gdevice in SquidASM which applies noise through the Kraus
Operators. It represents the decoherence processes that occur prior to measurement.

This model assumes that noise occurs before the measurement, at the quantum level,
thus the qubit’s state may be disrupted before the measurement, leading to incorrect mea-
surement outcomes even with a perfect measurement device.

The noise process can be described using two Kraus operators My and M;, which flip
the state from |0) to |1) and vice versa.

= (4 ats) =" )

These operators satisfy the completeness relation MJ Mo+ MlT M; = I, making it a valid
quantum channel. The parameters f; and f; represent the fidelities of correctly preserving
the |0) and |1) states.

This approach follows the error modeling used in the NV-center configuration of NetSquid
[3]. A detailed mathematical derivation of this model is provided in Appendix C.1. The
probability of measuring a qubit as |0) and |1) are shown as follows:

po = folal* + (1 — f1)|B?
p1 =1 fo)la]*+ f1|8

The probabilities above result from applying the Kraus operators to any quantum state
|t)) = a|0) + 1) and computing the diagonal entries of the resulting density matrix.

The values fy and f; are fidelity values of measuring the qubits correctly. Based on
experimentally reported readout fidelities for NV center quantum devices, for the state |0)
the fidelity value is 0.95 and for the state |1) it is 0.995 [3].

C.1 Derivation of Measurement Probabilities Using Kraus Opera-
tors

We consider a qubit state represented as:

) = al0) + Bl1), where af? + |82 = 1
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The density matrix of this pure state is:

2 *

To model a noisy measurement in the computational basis with potential measurement
errors, we use two Kraus operators:

These operators correspond to a POVM measurement, and they satisfy:
MM+ MM, =1
C.2 Probability of outcome 0
The probability of measuring outcome 0 is:
po = Tr(MJ Mop)
First compute:
MJMO - ({)0 1 —Ofl)

Then compute the matrix product:

i (fo 0 N\ (laP? aB\ [ folaf? foaB* )
MOMO”‘(o 1—f1> <a*ﬁ |ﬁ|2)‘<<1—f1>a*5 (1= f)|BP2

Now take the trace:
po = Tr(M Mop) = folal* + (1= f1)|B*

C.3 Probability of outcome 1

Similarly, for outcome 1: .
p1 = Tr(M{ Mp)

with
MlTMl _ <1 —OfO f(‘)l)
t (= fo)lef* (11— fo)a6*>
MiMip = ( fro*B Al

Taking the trace:
p1=(1— fo)lal* + f1l8]?

C.4 Final Result

po = folal* + (1 — f1)|8?
p1=(1— fo)la> + f1|B[?
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C.5 Kraus Operator Noise Model Simulation Results

The same implementation of the WBC(3,1) protocol used in the noise-free evaluation was
used under the Kraus operator noise model introduced in Section 4.

To simulate the quantum measurement errors, we used the SquidASM simulator with
its built-in support for modeling device level noise through Kraus operators. In particular,
we configured the simulation to use the NV quantum device model by specifying the device
type and error parameters in the YAML configuration file used by SquidASM.

prob_error_0: 0.05
prob_error_1: 0.005

These parameters correspond to the probability of bit-flip errors occurring for qubits
initially in states |0) and |1). They reflect experimentally reported readout error rates based
on the fidelity values for NV-center-based quantum devices which is taken from the NetSquid

paper [3].
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Failure Probability (No Faulty), N = 100, p0 = 0.05, p1 = 0.005
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Figure 9: Failure probability of the protocol under leakage errors implemented by Kraus
Operator Model.

Figure 9 shows the Monte Carlo simulation results for the failure probability of the

22



WBC(3,1) protocol under the Kraus operator noise model, with the theoretical predictions
from Guba et al, which are shown as the blue squares called the "Noisy Model". [6].

In the no-faulty configuration, the failure probability increases significantly due to the
noise, closely aligning with the pessimistic theoretical upper bound proposed in [6], especially
afterm = 100.

For the Ry-faulty configuration, a less drastic increase in failure probability is observed.
However, the S-faulty configuration is largely unaffected by the noise.

D Bit-flip Model vs. Kraus Operator Model

To evaluate how the noise models affect the protocol, we compared the behavior of a classical
bit-flip noise model and a Kraus operator-based noise model. Although both approaches
involve using the same error probabilities pg and p; and although they yield similar probabil-
ities for individual measurement outcomes when simulated, their influence on the protocol’s
overall failure probability significantly differs.

For both of the noise models the probabilities can be shown as

Po = fo|OZ|2 +(1- f1)|5|2
p1 = (1= fo)lal® + f1|8]?

The derivation from the Kraus operator based model can be found in the Appendix C.1.
Even though, the bit-flip model applies the noise after the measurement, the resulting prob-
abilities, since o and 3 are the probabilities of measuring state |0) and |1) respectively, turn
out to be the same at the end of the process.

To investigate this further, we ran an experiment in which the four-qubit entangled
state used in the protocol was generated and measured under either bit-flip noise or Kraus
operator noise over 10,000 runs. The resulting post-measurement state distributions were
consistent for both of the models as shown in the Table 1.

In order to dig deeper into where the noise models differ to produce different trends for
the failure probability of the protocol, we designed another experiment where we applied
noise either to only the sender or only the receivers. There was a key difference that in the
bit-flip model, the effect of noise on either party resulted in similar failure probability trends.
The results are shown in the Figure 10. In contrast, the Kraus operator model showed a
significant failure probability increase only when the noise was applied to the receivers, not
the sender.
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Table 1: Measurement outcome probabilities and standard errors for Kraus Operator and
Bit-flip Noise Models over 10,000 trials.

State Kraus Operator Bit-flip SE Kraus Operator SE Bit-flip

0000 0.0000 0.0000 0.000000 0.000000
0001 0.0022 0.0024 0.000469 0.000489
0010 0.0024 0.0024 0.000489 0.000489
0011 0.2973 0.2993 0.004571 0.004580
0100 0.0022 0.0022 0.000469 0.000469
0101 0.0751 0.0749 0.002636 0.002632
0110 0.0746 0.0738 0.002627 0.002614
0111 0.0238 0.0234 0.001524 0.001512
1000 0.0023 0.0022 0.000479 0.000469
1001 0.0743 0.0751 0.002623 0.002636
1010 0.0767 0.0746 0.002661 0.002627
1011 0.0234 0.0235 0.001512 0.001515
1100 0.2960 0.2960 0.004565 0.004565
1101 0.0236 0.0238 0.001518 0.001524
1110 0.0236 0.0237 0.001518 0.001521
1111 0.0026 0.0025 0.000509 0.000499
Bit-flip Model - Noise for Only Sender Kraus Operator Model - Noise for Only Sender
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Figure 10: Failure probability applied to Sender and Receivers Separately.
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