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Abstract—Cloud-based data storage service has drawn increasing interests from both academic and industry in the recent years due
to its efficient and low cost management. Since it provides services in an open network, it is urgent for service providers to make use of
secure data storage and sharing mechanism to ensure data confidentiality and service user privacy. To protect sensitive data from
being compromised, the most widely used method is encryption. However, simply encrypting data (e.g., via AES) cannot fully address
the practical need of data management. Besides, an effective access control over download request also needs to be considered so
that Economic Denial of Sustainability (EDoS) attacks cannot be launched to hinder users from enjoying service. In this article, we
consider the dual access control, in the context of cloud-based storage, in the sense that we design a control mechanism over both
data access and download request without loss of security and efficiency. Two dual access control systems are designed in this article,
where each of them is for a distinct designed setting. The security and experimental analysis for the systems are also presented.

Index Terms—Cloud-based data sharing, access control, cloud storage service, Intel SGX, attribute-based encryption

1 INTRODUCTION

N THE recent decades, cloud-based storage service has

attracted considerable attention from both academia and
industries. It may be widely used in many Internet-based
commercial applications (e.g., Apple iCould) due to its
long-list benefits including access flexibility and free of local
data management. Increasing number of individuals and
companies nowadays prefer to outsource their data to
remote cloud in such a way that they may reduce the cost of
upgrading their local data management facilities/devices.
However, the worry of security breach over outsourced
data may be one of the main obstacles hindering Internet
users from widely using cloud-based storage service.
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In many practical applications, outsourced data may need
to be further shared with others. For example, a Dropbox
user Alice may share photos with her friends. Without using
data encryption, prior to sharing the photos, Alice needs to
generate a sharing link and further share the link with
friends. Although guaranteeing some level of access control
over unauthorized users (e.g., those are not Alice’s friends),
the sharing link may be visible within the Dropbox adminis-
tration level (e.g., administrator could reach the link).

Since the cloud (which is deployed in an open network) is
not be fully trusted, it is generally recommended to encrypt
the data prior to being uploaded to the cloud to ensure data
security and privacy. One of the corresponding solutions is
to directly employ an encryption technique (e.g., AES) on the
outsourced data before uploading to cloud, so that only spec-
ified cloud user (with valid decryption key) can gain access
to the data via valid decryption.

To prevent shared photos being accessed by the
“insiders” of the system, a straightforward way is to desig-
nate the group of authorized data users prior to encrypting
the data. In some cases, nonetheless, Alice may have no idea
about who the photo receivers/users are going to be. It is
possible that Alice only has knowledge of attributes w.r.t.
photo receivers. In this case, traditional public key encryp-
tion (e.g., Paillier Encryption), which requires the encryptor
to know who the data receiver is in advance, cannot be lever-
aged. Providing policy-based encryption mechanism over
the outsourced photos is therefore desirable, so that Alice
makes use of the mechanism to define access policy over the
encrypted photos to guarantee only a group of authorized
users is able to access the photos.

In a cloud-based storage service, there exists a common
attack that is well-known as resource-exhaustion attack. Since a
(public) cloud may not have any control over download
request (namely, a service user may send unlimited numbers
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of download request to cloud server), a malicious service
user may launch the denial-of-service (DoS)/distributed
denial-of-service (DDoS) attacks to consume the resource of
cloud storage service server so that the cloud service could
not be able to respond honest users’ service requests. As a
result, in the “pay-as-you-go” model, economic aspects
could be disrupted due to higher resource usage. The costs
of cloud service users will rise dramatically as the attacks
scale up. This has been known as Economic Denial of Sus-
tainability (EDoS) attack [32], [33], which targets to the cloud
adopter’s economic resources. Apart from economic loss,
unlimited download itself could open a window for network
attackers to observe the encrypted download data that may
lead to some potential information leakage (e.g., file size).
Therefore, an effective control over download request for
outsourced (encrypted) data is also needed.

In this paper, we propose a new mechanism, dubbed dual
access control, to tackle the above aforementioned two prob-
lems. To secure data in cloud-based storage service, attri-
bute-based encryption (ABE) [9] is one of the promising
candidates that enables the confidentiality of outsourced
data as well as fine-grained control over the outsourced
data. In particular, Ciphertext-Policy ABE (CP-ABE) [5] pro-
vides an effective way of data encryption such that access
policies, defining the access privilege of potential data
receivers, can be specified over encrypted data. Note that
we consider the use of CP-ABE in our mechanism in this
paper. Nevertheless, simply employing CP-ABE technique
is not sufficient to design an elegant mechanism guarantee-
ing the control of both data access and download request.

A strawman solution to the control of download request
is to leverage dummy ciphertexts to verify data receiver’s
decryption rights. It, concretely, requires data owner, say
Alice, to upload multiple “testing” ciphertexts along with
the “real” encryption of data to cloud, where the “testing”
ciphertexts are the encryptions of dummy messages under
the same access policy as that of the “real” data. After
receiving a download request from a user, say Bob, cloud
asks Bob to randomly decrypt one of the “testing” cipher-
texts. If a correct result/decryption is returned (i.e., indicat-
ing Bob is with valid decryption rights), Bob is authorized
by Alice to access the “real” data, so that the cloud allows
Bob to download the corresponding ciphertext.

Nevertheless, several disadvantages of the above approach
may be identified as follows. First of all, the data owner, Alice,
is required to encrypt a number of dummy ciphertexts under
the same policy as the “real” ciphertext. This may yield a con-
siderable computational overhead for Alice, which may bring
inconvenience in practice, for example, Alice just wants to
upload one photo to iCloud from her cellphone, but needs to
prepare more than one ciphertexts. Second, all ciphertexts,
including dummy ones, are uploaded to cloud at the same
time. This inevitably imposes extra cost on network band-
width (as well as prolonging data uploading time), which
may not be applicable to some service users whose cellular
network is under pay-as-you-go plan or equipped with old
generation of broadband cellular network technology (e.g.,
3G). Third, a data receiver/user, Bob, has to additionally
decrypt a random-chosen “testing” ciphertext from cloud, as
a test of his valid download request. As a result, Bob has to
“pay” double (decryption price) for accessing to the “real”
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data, which again may not be scalable in resource constrained
setting. Therefore, this paper raises the following question:

“Does there exist a cloud-based mechanism supporting dual
access control (over both fine-grained data access and download
request) without loss of security and efficiency?”

1.1 Our Results and Contributions

We answer the aforementioned question affirmatively by
presenting two secure and efficient cloud-based dual access
control systems' in different contexts. With the aim of pro-
viding an efficient way of dual access control, we briefly
introduce the technical roadmap as follows. To guarantee
the confidentiality of outsourced data without loss of policy-
based access control, we start with a CP-ABE system [36],
which is seen as one of the building blocks. We further
employ an effective control over data users’ download
request on the top of the CP-ABE system. We design a new
approach to avoid using the technique of “testing” cipher-
text. Specifically, we allow data user to generate a download
request. Upon receiving the download request, with help of
the authority or the enclave of Intel SGX, a cloud server is
able to check if the data user is authorized to gain access to
the data. No other information is revealed to the cloud server
except the knowledge of whether the user is authorized.
Based on the above mechanism, the cloud maintains the con-
trol of the download request. The systems we propose are
with the following distinct features:

(1) Confidentiality of outsourced data. In our proposed sys-
tems, the outsourced data is encrypted prior to being
uploaded to cloud. No one can access them without
valid access rights.

(2)  Anonymity of data sharing. Given an outsourced data,
cloud server cannot identify data owner, so that the
anonymity of owner can be guaranteed in data stor-
age and sharing.

(3)  Fine-grained access control over outsourced (encrypted)
data. Data owner keeps controlling his encrypted
data via access policy after uploading the data to
cloud. In particular, a data owner can encrypt his
outsourced data under a specified access policy such
that only a group of authorized data users, matching
the access policy, can access the data.

(4)  Control over anonymous download request and EDoS
attacks resistance. A cloud server is able to control the
download request issued by any system user, where
the download request can set to be anonymous.
With the control over download request, we state
that our systems are resistant to EDoS attacks.

(5)  High efficiency. Our proposed systems are built on the
top of the CP-ABE system [36]. Compared with [36],
they do not incur significant additional computation
and communication overhead. This makes the sys-
tems feasible for real-world applications.

1.2 Related Work

To apply fine-grained policy-based control over encrypted
data, ABE [9], [29] has been introduced in the literature.

1. Hereafter, we use ”dual access control” to denote the control over
encrypted data and download request.

Authorized licensed use limited to: TU Delft Library. Downloaded on January 23,2023 at 11:37:36 UTC from IEEE Xplore. Restrictions apply.
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Concretely, ABE has two main research branches: one is CP-
ABE, and the other is KP-ABE which refers to as key-policy
ABE. This paper mainly deals with the former. In a CP-
ABE, decryption key is associated with attribute set and
ciphertext is embedded with access policy. This feature
makes CP-ABE quite suitable for secure cloud data sharing
(compared to KP-ABE). Note this is so because KP-ABE
requires decryption key to be associated with access policy
which yields heavy storage cost for cloud user. Since the
introduction of seminal CP-ABE [9], many works have been
proposed to employ CP-ABE in various applications, e.g.,
accountable and traceable CP-ABE [22], [23], [24], [25],
multi-authority [10], [17], outsourced CP-ABE [15], [16],
[21], and extendable variants [34].

Although being able to support fine-grained data
access, CP-ABE, acting as a single solution, is far from
practical and effective to hold against EDoS attack [11]
which is the case of DDoS in the cloud setting [11], [39].
Several countermeasures to the attack [12], [33] have been
proposed in the literature. But Xue ef al. [38] stated that the
previous works could not fully defend the EDoS attack in
the algorithmic (or protocol) level, and they further pro-
posed a solution to secure cloud data sharing from the
attack. However, [38] suffers from two disadvantages.
First, the data owner is required to generate a set of chal-
lenge ciphertexts in order to resist the attack, which enhan-
ces its computational burden. Second, a data user is
required to decrypt one of the challenge ciphertexts as a
test, which costs a plenty of expensive operations (e.g.,
pairing). Here the computational complexity of both par-
ties is inevitably increased and meanwhile, high network
bandwidth is required for the delivery of ciphertexts. The
considerable computational power of cloud is not fully
considered in [38]. In this paper, we will present a new
solution that requires less computation and communica-
tion cost to stand still in front of the EDoS attack. Recently,
Antonis Michalas [20] proposed a data sharing protocol
that combines symmetric searchable encryption and ABE,
which allows users to directly search over encrypted data.
To implement the functionality of key revocation in ABE,
the protocol utilizes SGX to host a revocation authority.
Bakas and Michalas [3] later extended the protocol in [20]
and proposed a hybrid encryption scheme that reduces
the problem of multi-user data sharing to that of a single-
user. In particular, the symmetric key used for data
encryption is stored in an SGX enclave, which is encrypted
with an ABE scheme. Similar to [20], it deals with the revo-
cation problem in the context of ABE by employing the
SGX enclave. In this work, we employ SGX to enable the
control of the download request (such that the DDoS/
EDoS attacks can be prevented). In this sense, the purpose
and the technique of ours are different from that of the
protocols in [3], [20].

1.3 Organization

The rest of the paper is organized as follows. Section 2 intro-
duces the necessary preliminaries. The system architecture
and security model are given in Section 3. The proposed sys-
tems and security analysis are in Sections 4 and 5, respec-
tively. Performance evaluations are provided in Section 6.
Finally, Section 7 presents a brief conclusion and future work.
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2 BACKGROUND

2.1 Notation

Let PPT be probabilistic polynomial-time. Define [k] = {1,
2,...,k} for k € N. Let (aj,as,...,a,) be a row vector and
(ar,aq,..., onn)L be a column vector. By v; we denote the ith
element in a vector @. Let G = (G, G, p, e) be the groups and
the bilinear mapping description, where G' and G are two
multiplicative cyclic groups of prime order p and e:
G x G — G is a bilinear map.

2.2 Prime Order Bilinear Groups

Let G and G be two multiplicative cyclic groups of prime
order p. Let g be a generator of G and e: G x G — Gr bea
bilinear map. The bilinear map e has the following proper-
ties: (1) Bilinearity: Yu,v € G and z,y € Z,, we have e(u”,
) = e(u,v)™; (2) Non-degeneracy: e(g, g) # 1. We say that
G is a bilinear group if the group operations in G and
the bilinear map e: G x G — G can both be computed
efficiently.

2.3 Complexity Assumption

Assumption 1 (Decisional g¢-parallel Bilinear Diffie-
Hellman Exponent assumption (decisional ¢-Parallel
BDHE) [36]). The Decisional g-parallel Bilinear Diffie-Hell-
man Exponent problem as follows. Initially choose a group G of
prime order p according to the security parameter, pick a ran-
dom group element g€ G, and q+2 random exponents
¢, 8,b1,ba,...,b, € Zy. If an adversary is given the group
description (p, G, Gr, e) and Z including the following terms:

s

9,9

gc’ e ’g(:q7gc‘1+27 cee agch

gs'ij gC/bj7 v 79((}1/1)‘7‘)7 g((zq+2/bj)7 oo 7g<(2q/bj) VISJS(I
gl gl nb) Vi< k<qhti-

it is hard for the adversary to distinguish e(g, g)“"cq+1 € Gr
from an element R which is randomly chosen from Gp. An
algorithm A that outputs p € {0,1} has advantage e in solv-
ing the above assumption if |PrlA(Z e(g,9)"" )=0]—
Pr[A(Z,R) =0]| > e

Definition 1. We say that the decisional g-Parallel BDHE
assumption holds if no PPI" algorithm has a non-negligible
advantage in solving the decisional q-Parallel BDHE problem.

2.4 Ciphertext-Policy Attribute-Based-Encryption
Ciphertext-Policy Attribute-based-Encryption (CP-ABE) is a
versatile encryption supporting fine-grained access control
over encrypted data. In a CP-ABE system, each data user is
issued with a secret key according to his attributes. A data
owner can choose an access structure A and encrypt his data
under A. The encrypted file can be decrypted by any data
user whose attribute set satisties A. CP-ABE systems pro-
posed in recent years usually make essential use of linear
secret-sharing schemes. The definitions of access structure
and linear secret-sharing schemes are shown as follows.
Access Structure [4], [25]. Let S denote an attribute uni-
verse. A collection A C 2° is called monotone if VB,C € A :
if Be Aand B C C, then C € A. A collection (respectively,
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monotone collection) A C 25 of non-empty subsets of S is an
access structure (respectively, monotone access structure)
on S. The sets in A are called authorized sets, and the sets
not in A are called the unauthorized sets.

Linear Secret-Sharing Schemes (LSSS) [4], [25]). Let S be an
attribute universe and p be a prime. A secret-sharing scheme
[T over S'is called linear (over Z,) if (1) The shares of a secret
s € Z,, for each attribute form a vector over Z,; (2) For each
access structure A on S, there exists a matrix M with [ rows
and n columns called the share-generating matrix for [ ] . For
i=1,...,1, we define a function p labels row i of M with
attribute p(7) from S. When we consider the column vector
U= (s,r9,...,m,), Wwhere s € Z,, is the secret to be shared and
73,...,7y € Z, are randomly chosen. Then M7 € Z)*! is the
vector of [ shares of the secret s according to []. The share
(M?©); “belongs” to attribute p(j) for j € [I].

A CP-ABE system consists of four algorithms the follow-
ing four algorithms:

o Setup(\,U). The setup algorithm takes as input a secu-
rity parameter A and attribute universe /, and outputs
a master secret key MSK and the public parameters
PP.

o  Encrypt(PP, A, M). The encryption algorithm takes as
input the public parameters PP, an access structure
A and a message M, and outputs a ciphertext CT".

o KeyGen(MSK,S). The key generation algorithm takes
as input the master secret key MSK and an attribute
set S, and outputs a secret key SK.

e Decrypt(PP, SK,CT). The decryption algorithm takes
as input the public parameters PP, a secret key SK
and a ciphertext CT. If the attribute set of SK satis-
fies the access structure of CT), it outputs a message
M; otherwise, it outputs L .

The definition of CP-ABE'’s security can be found in [36],

which achieves indistinguishability under chosen-plaintext
attacks (i.e., is IND-CPA secure).

2.5 Authenticated Encryption With Associated Data
Authenticated encryption with associated data (AEAD) is a
form of symmetric-key encryption which simultaneously
provides confidentiality as well as integrity [28]. A symmet-
ric-key encryption scheme SE mainly consists of the follow-
ing two PPT algorithms:

e SE.Enc(m,sk) — ct: On input a message m and a
symmetric key sk, it outputs a ciphertext ct.
e SE.Dec(ct,sk) — m: On input a symmetric key sk
and a ciphertext ct, it outputs a message m.
An symmetric-key encryption scheme SE should be
semantically secure under a chosen plaintext attack.

2.6 Intel SGX

Intel Software Guard Extensions (SGX) is a set of new
instructions available on recent-model Intel CPUs that allow
for the creation of isolated execution environments called
enclaves [19]. Our systems build on the notion of enclave,
which is designed to run code and handle secrets in a trust-
worthy manner, even on a host where the system memory
and OS are untrusted. The enclave provides three main secu-
rity properties: isolation, sealing, and attestation. Isolation
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Fig. 1. Overview of system architecture.

restricts access to a hardware guarded area of memory such
that only that particular enclave can access it. Any other pro-
cess on the same processor, even the OS, hypervisor, cannot
access that memory. Sealing provides a way of encrypting
enclave secrets for persistent storage to disk such that the
secrets can be retrieved even if the enclave is torn down.
Encryption is performed using a private seal key that is
unique to that particular enclave, no process other than the
exact same enclave can decrypt (or modify) it. Attestation
enables an entity to verify that the desired code is indeed
running securely and unmodified within the enclave. In par-
ticular, there are two forms of attestation: local attestation and
remote attestation [7]. Local attestation is used for attestation
between two enclaves on the same platform. The two
enclaves on the same machine can derive a shared key, called
Report Key, using the Root Seal Key shared between them.
Remote attestation enables an enclave to generate a report
that can be verified by any remote entity. Specifically, in
order to generate a quote, an enclave first attests to a special
enclave called the Quoting Enclave locally and sends it a
report. After verifying the received report, the Quoting
Enclave converts it into a quote, which contains the same
underlying data. Essentially, the quote is signed with a secret
key for an anonymous group signature scheme called Intel
Enhanced Privacy ID (EPID) [7], [13]. The signature gener-
ated from EPID can be essentially verified by using the group
public key.

3 SYSTEM ARCHITECTURE AND SECURITY MODEL

3.1 System Architecture

The architectures of our dual access control systems for
cloud data sharing are shown in Fig. 1. Concretely, the sys-
tems consist of the following entities:

e  Authority is responsible for initializing system param-
eters and data user registration. Also, it handles the
call request from the cloud in the first proposed
construction.

e  Data owner holds the data and wants to outsource his
data to the cloud. In particular, data owners (only)
want to share their data with those who satisfy cer-
tain conditions (e.g., professors or associate profes-
sors). They will be offline once their data have been
uploaded to the cloud.

e Data user wants to download and decrypt the
encrypted data shared in the cloud. Those who are

Authorized licensed use limited to: TU Delft Library. Downloaded on January 23,2023 at 11:37:36 UTC from IEEE Xplore. Restrictions apply.
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authorized can download the encrypted file and fur-
ther decrypt it to access the plaintext.

e Cloud provides convenient storage service for data
owners and data users. Specifically, it stores the out-
sourced data from data users and handles the down-
load requests sent by data users.

e  Enclave handles the call request from the cloud (used
in the second system).

The description of workflow is introduced as follows.
Data owners encrypt their data under the access policies
chosen by themselves and upload the encrypted data to the
cloud. Authorized data users can download the shared data
by sending a download request to the cloud. Upon receiv-
ing a download request from an authorized data user (see
®in Fig. 1), the cloud does as follows.

(@) For our basic system, the cloud sends a call
request to the authority (see red @ between the
cloud and the authority in Fig. 1). After receiving
a response from the authority (see red ® between
the cloud and the authority in Fig. 1), the cloud
sends a response back to the data user (see @ in
Fig. 1).

(b) For our enhanced system, the cloud sends a call
request to the enclave (see black @ above the cloud
in Fig. 1). After receiving a response from the enclave
(see black ® above the cloud in Fig. 1), the cloud
sends a response back to the data user (see @ in
Fig. 1).

3.2 Security Assumptions
The security assumption of each entity is described as
follows.

Authority is fully trusted by other entities.

Data owner is honest in the sense that she/he encrypts
the outsourced data and uploads the encrypted data
to the cloud honestly.

e Data user is malicious in the sense that she/he may try
to download the shared file which is not authorized
for her/him and launch the EDoS attacks.

o  Cloud is honest-but-curious in the sense that it may
gather sensitive information curiously by observing
the transcript but will not deviate from the specifica-
tion. Specifically, it will store the outsourced data
and handles the access control on the download
request honestly. However, it may try to infer more
information (they are not supposed to know) than
what is revealed by the transcript.

e  Enclave is fully trusted in the sense that it will execute
the loaded program (using the loaded secret data
inside if necessary) honestly.” In particular, the pro-
gram and static data inside the enclave cannot be
read or modified from the outside, even for root nor
any other type of special-access program. It is a hard-
ware-based guarantee provided by the Software
Guard extensions (5GX).

2.In our implementation, we will utilize the SGX SDK crypto-
graphic library and add the property of data-oblivious to make it to be
secure against side channel attack. In this sense, the enclave can be
assumed to be fully trusted.
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3.3 Design Goals and Security Requirements

Given the security assumption of each entity described above,
the main design goals of our proposed systems include the
following;:

o Amnonymous data sharing. The identity of the data
owner should not be public. In particular, for a
newly uploaded file, the real identity of the file’s
owner cannot be identified by the cloud.

o  Confidentiality of shared data. The data outsourced to
the cloud should be invisible to the cloud and unau-
thorized data users.

o Anonymous download request. For a download request
sent from a data user, the request should be anony-
mous in the sense that the cloud cannot identify who
sends this request.

e  Access control on download request. To thwart a mali-
cious data user’s EDoS attacks, the shared data in
the cloud can only be download by those who are
authorized.

e Access control on shared data. The shared data can only
be decrypted by those who are authorized.

Based on the security assumptions and design goals pre-

sented above, the security requirements of our systems
include:

e  Security against honest-but-curious cloud: a) The cloud
cannot identify the owner of any newly uploaded
file; b) The cloud cannot obtain the plaintext of the
encrypted data stored on it; ¢) The cloud cannot
identify the sender of any download request.

e  Security against malicious data user: a) Any unautho-
rized data user cannot download the shared file(s)
(i.e., resistant to data user’s EDoS attacks); b) Any
unauthorized data user cannot decrypt the shared
file if the data user obtains the file. A data user is
defined to be unauthorized if his/her attribute set
does not satisfy the access policy of shared file.

4 THE PROPOSED SYSTEMS

4.1 System Overview

We employ the use of a hybrid system to protect the data,
which combines the efficiency of a symmetric-key system
with the convenience of a public-key system. In particular,
the proposed dual access control systems are both in Key/
Data Encapsulation Mechanism (KEM/DEM) setting [31].
The message is encrypted by an efficient symmetric-key
encryption scheme, while the inefficient public-key scheme
(i.e., the CP-ABE) is used only to encrypt/decrypt a short
key value.

To achieve the security requirements of anonymous data
sharing, confidentiality of shared data and access control on
shared data, we employ the CP-ABE technique as the basic
building block. Specifically, we present the construction
based on the CP-ABE scheme in [36] due to its efficiency and
elegant construction. To achieve the security requirements of
anonymous download request and access control on down-
load request, we design an effective mechanism that the
cloud can judge whether a data user is authorized or not
without revealing any sensitive information (including the
identity of the data user, the plaintext of the outsourced
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data) to it. In the first system, the cloud needs the help of
the authority during the judgement on the download
request (sent by a data user). As a result, the authority
needs to be always online. However, in some other cases in
practice, the authority may not be always online. This
leads to the second (enhanced) system where the authority
can be offline after the parameter initialization procedure.
In particular, we employ the SGX technique to replace the
role of the authority during the access control on down-
load request procedure.

We now explain the rationale behind our proposed sys-
tems. In order to provide strong security and privacy guar-
antees for shared data on the cloud (that could defend the
EDoS attack), a cloud-based data sharing system should
support dual access control as described in Section 1. We
start from the CP-ABE system proposed in [36], and adapt it
to the KEM/DEM setting. However, simply employing the
CP-ABE construction from [36] in the KEM/DEM setting is
not sufficient to provide dual access control. New technique
needs to be introduced such that the control of both data
access and download request can be guaranteed. Different
from the strawman solution described in Section 1, we intro-
duce a new approach to avoid using the “testing” ciphertext
in the strawman solution. Specifically, we allow the data
owner to generate a download request, which contains a
randomized form of the secret key held by the data owner.
The download request retains the “decryption capability”
of the secret key such that it can be used to test whether the
underlying data owner is capable to to decrypt the shared
ciphertext(s). Since the above mentioned component con-
tained in the download request is randomized, it cannot be
utilized to infer the owner of the secret key. That is, the
download request enables the cloud to check whether the
data owner of the download request is authorized without
leaking the identity of the underlying data owner (i.e., the
download request is anonymous). To further prevent leak-
ing secret information to the cloud, the verification of down-
load request needs the help of the authority or the enclave of
Intel SGX. Our first system is designed for the case where
the verification of download request involves the help of
the authority, while the second system is designed for the
case where the enclave of Intel SGX is involved during the
verification of download request procedure. We note that
our technique described above is general in the sense that it
can be applied to most of the current CP-ABE constructions
based on bilinear maps.

4.2 The Basic System
The procedures are described as follows. Let I' be the CP-
ABE scheme in [36].

e Parameter Initialization :

In this procedure, the authority setups the system
and publishes public parameters which will be uti-
lized by other entities. It is run by the authority, con-
sisting of the following steps:

— Initialize a security parameter A and obtain a
bilinear map group system (G,Gr,p,e) by call-
ing the group generator G with X as input, where
G, Gr are groups with prime order p and e is a
bilinear map.
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- Randomly choose U group elements {4, ...,
Ay} € G as the attribute universe of the system
and o, a € Z,.

— DPublish the parameters PK = (g,¢", Ai,..., Ay,
e(g,9)") and keep the parameters MSK = (a, ¢*)
as the master secret key.

Note that the generation of PK, MSK is the almost same
with the underlying CP-ABE scheme in [36], excepting that
MSK contains an additional parameter a. That is, the above
procedure operates the same as the algorithm Setup(\, /) of
I', excepting that it adds a into the master secret key MSK.

e Data User Registration :

The authority takes charge of issuing secret access
credential for each registered data user in this proce-
dure. In order to join the system, each data user needs
to register with the authority. For each data user, the
registration procedure (run by the authority) consists
of the following steps:

— Assign a unique attribute set S to the data user.
— Randomly choose v € Z,, set the secret key

SK - (Ll = gaglwv L2 - gvv {Lii.z - A;}V,’L’ES’ S)

Note that this step operates the same as the algo-
rithm KeyGen(MSK, S) of I'.
— Issue SK to the data user.
e Shared File Generation and Outsourcing :

In this procedure, data owners encrypt their data
under the access policies chosen by themselves and
upload the encrypted data to the cloud. It is run by
the data owner, consisting of the following steps:

—  Encrypt the message M as follows: choose a ran-
dom symmetric key SK and run SE.Enc(M, SK)
to obtain a symmetric ciphertext C7 .

— Choose an access policy (M, p), where M is an
[ X n matrix.

—  Encrypt the symmetric key SK under (M, p) as
follows: randomly choose {;},. € Z, and a vec-
tor § = (s,92,...,yn) € Z,. Calculate \; = - M,
for i = 1 to I, where M, is the ith row of M. Set
the ciphertext as

CT = (Cl =SK- e(ga g)asa C? = 987
{Dri= g™ A, Day = "}y, (M, p)).

Note that this step operates the same as the algo-
rithm Encrypt(PK, (M, p), M) of T.
- Upload (CT,CT) to the cloud.
e Download Request Generation :

In order to download a shared (encrypted) file from
the cloud, a data user generates a download request as
follows.

— Choose a random r € Z,, set L} = (L)', L} =
(L2)" {Ls, = (Lsa) Fopes:
—  Send the download request DReq = ('download’,
(LY, Ly, { Ly, ysesy S)) to the cloud.
e Access Control on Download Request :

This procedure provides the access control over
download request in the sense that only authorized
data users can download the shared data. For a
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download request DReq= ('download’, (L}, L},
{L} . }ypess S ) for a shared (encrypted) file (CT,CT)
(where CT'=(C1, Cs, { D14, D}, (M, p))), the access
control on download request procedure consists of the
followmg steps:
The cloud forms a call request as (CT DReq) and
sends the request to the authority.’

—  Upon receiving the call request (CT, DReq) from
the cloud, the authority takes Cy from CT and L,
from DReq as input, computes E; = e((Cy)",
L) = e(g, 9)*". Tt then sends E; to the cloud.

- If Sdoes not satisfy (M, p), the cloud sets E, =1L .
Otherwise, let I C [/] be defined as I = {i: p(i) €
S} and the cloud computes the constants {w; €
Zyp}icr such that Y., w;A\ = s. The cloud then
calculates

B, = H(e(DL,;,L/Q)e(DQ,,L; o))"

el

Note that if the data user is authorized (i.e., S
satisfies the access policy (M, p) defined over
CT), then E, equals e(g, g)™"".

—  The cloud checks whether the following equation
holds or not: E; = E;. If yes, it sends the shared
(encrypted) file (CT,CT) to the data user. Other-
wise, it concludes that the data user is not autho-
rized for the file, and ignores the data user’s
download request.

e Access Shared Data :

In this procedure, an authorized data user decrypta
received (encrypted) file using his secret access cre-
dential to access the underlying data. Specifically,
upon receiving a shared (encrypted) file (C7,CT)
(where CT = (Cy,Cy, {D:, DZ.i}iemv (M, p))), an autho-
rized data user does the following steps to recover the
shared data (i.e., plaintext).

- Let IC[l] be defined as I={i:p(i)eS}
Compute the constants {w; € Z,},.; such that
Zie] U)L)\L = s. Calculate

FE= H(G(Dl.,iy LQ)C(DQJ’ L3,p<i)))w,,j _

el

e(9,9)"",

F =e(Cy, L1)/E = e(g,9)*,SK = C1/F.

Note that this step operates the same as the
algorithm Decrypt(CT, SK) of I.
—  Run SE.Dec(CT, SK) to obtain the plaintext M.

4.3 The Enhanced System

In the basic construction, the authority must be always
online. It is desirable that the cloud can check the down-
load request by itself. In this subsection, to address this
issue, we present an enhanced system. The procedures
Data User Registration, Shared File Generation and Outsourcing,
Download Request Generation, Access Shared Data are the
same as those of the basic system, the remaining algo-
rithms are modified as follows.

3. To save bandwidth, the cloud could simply take C5 from CT and
L), from DReg to form the call request as (C, L}).
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e Parameter Initialization :

This procedure is almost the same with that of
the basic system, excepting for the following addi-
tional steps (that follows the last step of the basic
system):

—  The cloud equipped with SGX processors creates
an enclave.

—  The authority prepares a SGX program C for real-
izing the following functionality: Upon receiving
an input h, compute E| = (h)° and output E,
where ¢ is the internal secret inside an enclave.

— The authority establishes a secure channel with
the enclave, and securely loads the code of pro-
gram C and the master secret parameter a to the
enclave, using for instance AES-GCM for confi-
dentiality and integrity protection [26] (In partic-
ular, the authority uses a randomly generated
secret key to encrypt the code and the data, and
employs the secure channel to share the secret
key with the enclave).

— The enclave keeps a as its internal secret (i.e., sets
a=s).

In order to verify the software running in the enclave on
the cloud side, the authority uses remote attestation [2] to
check the integrity of the code (i.e., the program C) and static
data (i.e., the master secret parameter a) loaded into the
enclave [26] (please refer to Section 2.6 for more details
about remote attestation).

e Access Control on Download Request :

The procedure is almost the same as that of the
basic system, excepting for replacing the first step
with the following steps:

— The cloud sends a call request to the enclave with
C (of CT) as input.

— Upon receiving the call request with Cj, the
enclave runs program C with C as input (i.e., cal-
culates £ = (C3)") and returns F to the cloud.
The cloud computes By = e(E}, L) = e(g, g)™"

Side- Channel Resilience. Although the security of SGX is
evolving, it is still susceptible to a number of side-channel
attacks [6], [14], [30], [37]. One defense against these side-
channel attacks is to ensure that the enclave program is
data-oblivious. That is, the program will not include control
flow branches or memory access patterns that depend on
the values of sensitive data [7], [13]. Another approach is to
employ the technique of ORAM [27]. For the enhanced sys-
tem, the only enclave operations that touch secret data are
decryption operations (for loading the data via AES-GCM)
and the specific function (that compute E; = (h)* and out-
put E)). In our implementation of AES-GCM, we utilize the
SGX SDK cryptographic library, therefore, it is resilient to
software-based side-channels (which is similar to [7]). For
the function, we implemented it in a way that it achieves
the property of data-oblivious (i.e., control flow branches or
memory access patterns will not depend on the sensitive
data). Therefore, the enhanced system is secure against side
channel attack.

4. Note that a cloud equipped with SGX processors can create multi-
ple enclaves if necessary.
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5 SECURITY ANALYSIS

In this section, we present the security analyses of the two
proposed systems on how they achieve the security require-
ments listed in Section 3.

5.1 Security of the Basic System
(1) Security against honest-but-curious cloud

For simplicity, we denote by I';, I'y the CP-ABE scheme
in [36] and the basic system in Section 4.2, respectively.

Lemma 1. [36] If the decisional g-Parallel BDHE assumption
holds, I'; is IND-CPA secure.

Lemma 2. If Iy is IND-CPA secure, I'y is IND-CPA secure.

Proof. To prove the security of I's, we suppose there exists a
PPT adversary A, with a challenge access policy (M*, p*)
(M* is an [ x n matrix) that has a non-negligible advan-
tage in breaking I's. We build a PPT simulator algorithm
A, that has a non-negligible advantage in breaking I';.

e Init: A; gets the challenge access policy (M*, p*)
from A, and sends the received (M*, p*) to the I'y
challenger.

e Setup: A; receives the public parameters pk =
(g,9% h1s. .., hu,e(g, g)¥) from the T’y challenger. It
sends pk to A,.

e  Phase 1: For the secret key query from A4, with an
attribute set .S (with a restriction that S does not
satisfy (M*, p*)), A; sends it to the I'; challenger
and obtains a secret key SK¢ = (K', L', {K},.q)-
Ay then sets Ly =K' Ly=L{Ls, =K.}, q)
and returns SK = (L, Ly, {L3, },c5)) to As.

o Challenge: Ay declares two equal length messages
(mg,my) and sends them to A;. A; chooses two
random symmetric key SKy, SK;, sends them to
the I'y challenger and obtains a challenge cipher-
text CT" = (C",C" {C;1,Cr o} ep)- A1 selects
a random bit by, € {0,1}, and runs SE.Enc(}M,
8Ky, ) to obtain symmetric ciphertexts C7". It
then returns the new challenge ciphertext CT™,
CT* to AQ.

Query Phase 2: Same as Query Phase 1.
Guess: A; outputs a guess b € {0, 1} and sends it to
Aj;. A; sends the received b to the I'; challenger.
Note that the distributions of the public parameters,
challenge ciphertext and decryption keys in the above
game are the same as that of the real system, if 4, can
break I'; with a non-negligible advantage, .4, can break
I'; with the same advantage. O

Lemma 3. If the decisional g-Parallel BDHE assumption holds,
the cloud cannot identify the owner of any newly uploaded file.

Proof. From Lemmas 1 and 2, we have that I'; is IND-CPA
secure. Hence, the shared file (C7,CT) does not contain
any information that can be used to make inference about
the owner of the file. We conlclude that the cloud cannot
obtain any useful information to know the owner. ]

Lemma 4. If the decisional g-Parallel BDHE assumption holds,
the cloud cannot obtain the plaintext of the encrypted data
stored on it.
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Proof. According to the Shared File Generation and Outsourc-
ing phase, we know that the encrypted data (C7,CT) is
generated based on a hybrid system of the symmetric-key
encryption scheme SE and the CP-ABE scheme I'; [36].
From Lemmas 1 and 2, we have that the basic system in
Section 4.2 I'y is IND-CPA secure. Due to the security
property of I's, it follows from the security result of hybrid
encryption system [8] that the encrypted data (C7,CT)
can only be decrypted with valid secret keys. Since the
cloud cannot obtain such secret keys, it cannot decrypt
the file. 0

Lemma 5. If the decisional q-Parallel BDHE assumption holds,
the cloud cannot identify the sender of any download request.

Proof. From Lemmas 1 and 2, we have that the basic system
in Section 4.2 is IND-CPA secure. Hence, for any down-
load request DReq = ('download’, (L}, Ly, {L} }v,cq:S)),
it does not leak any information that can be used to make
inference about its sender. We conclude that the cloud can-
not obtain any useful information to identify the sender. O

Theorem 1. The basic system in Section 4.2 is secure against
honest-but-curious cloud.

Proof. It follows directly from Lemmas 3, 4, and 5. O
(2) Security against malicious data user

Lemma 6. If the decisional g-Parallel BDHE assumption holds,
any unauthorized data user cannot download the shared file(s).

Proof. In order to download a shared file (CT, CT) (where
CT = (C1,C2,{ D1, Da,i}icpys (M, p)) from the cloud, a
download request sent by any data user has to pass the
check on the cloud side. Specifically, for a download
request DReq = ('download’, (Li,Lh,{L},}y,cq9)), it
passes the check on the cloud side if the following two
conditions are satisfied: (1) (M, p) is satisfied by S; and
(2) the equation E; = E» holds, where E;, = e((C)", L)),
Ey = [lies(e(Dui, Ly)e(Dag, Ly ,)))"  (as  described in
Section 4). Since the authority is fully trusted, we have
that By = e((C2)", Ly) = e(g,9)™". Suppose there exists
an adversary (i.e., unauthorized data user) that can con-
struct a download request such that the equation £, =
e(g,9)™" (e., Fy=E;) holds during the procedure
Access Control on Download Request. That is, the adver-
sary can construct a download request that satisfies the
above conditions (1) and (2). It implies that the adversary
can construct a download request that is derived from a
valid secret key. It implies that the adversary can construct
such valid secret key, which breaks the IND-CPA security
of the basic system in Section 4.2. However, from Lemmas 1
and 2, we have that the basic system in Section 4.2 is IND-
CPA secure. O

Lemma 7. If the decisional q-Parallel BDHE assumption holds,
any unauthorized data user cannot decrypt the shared file even
if the data user obtains the file.

Proof. It follows directly from Lemma 2. 0

Theorem 2. The basic system in Section 4.2 is secure against
malicious data user.

Proof. It follows directly from Lemmas 6 and 7. O
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TABLE 1
Comparison Between the Two Proposed Systems and the CP-ABE System in [36] in Terms of Computational Cost'
PI DUR SFG DRG ACC ASD
[36] P+FE (B3+|S)E E,+(1+3l)E+ Eg,° X X Do+ (1 +2|I))P?3
P1 P+E (3+|S)E E,+ (1+31)E + Eg, (2+|S)E 2|1|1P Dy + (1+2|I))P
P2 P+E? B+|S)E E,+(1+3)E+ Eq, 2+|S)E (T+2|1))P Dy + (1+2|I))P

!P1 stands for the basic system, P2 stands for the enhanced system, PI stands for the computational cost of the procedure Parameter Initialization (i.e., the Setup
algorithm of the CP-ABE system in [36]), DUR stands for the computational cost of the procedure Data User Registration (i.c., the KeyGen algorithm of %),
SFG stands for the computational cost of the procedure Shared File Generation and Outsourcing (i.e., the Encrypt algorithm of %), DRG stands for
the computational cost of the procedure Download Request Generation, ACC stands for the computational cost of the procedure
Access Control on Download Request on the cloud side, and ASD stands for the computational cost of the procedure Access Shared Data (i.e., the
Decrypt algorithm of 2). Let P be a pairing operation, E be an exponentiation in G, Eq,. be an exponentiation in Gy, |S| be the size of the attribute set of a
secret key, [ be the size of an access policy, |I| be the number of attributes in a secret key that satisfies a ciphertext’s access policy, E, be the computational cost for
the encryption of the underlying symmetric-key encryption scheme, and D, be the computational cost for the decryption of the underlying symmetric-key encryp-
tion scheme.

2The maximum amounts of time to load the SGX program C and the master secret parameter a to the enclave is much smaller than the maximum amounts of time

to compute an exponentiation in G or a pairing, hence, we ignore it here.

3For fair comparison, the CP-ABE system in [36] is considered in the KEM/DEM setting.

5.2 Security of the Enhanced System
(1) Security against honest-but-curious cloud

Theorem 3. The enhanced system in Section 4.2 is secure
against honest-but-curious cloud.

Proof. The proof of this theorem is the same with that of
Theorem 1. O

(2) Security against malicious data user
Let T, T, be the CP-ABE scheme in [36] and the
enhanced system in Section 4.3, respectively.

Lemma 8. If ' is IND-CPA secure, T, is IND-CPA secure.

Proof. Since the procedures Data User Registration, Shared
File Generation and Outsourcing of I', are the same as
those of the basic system, the proof of this lemma is the
same with that of Lemma 2. O

Lemma 9. Any unauthorized data user cannot download the
shared file(s).

Proof. Similar to the basic system, in order to download a
shared file (C7,CT) (where CT = (Cy,Cs,{D1;, Dgyi}iem,
(M, p))) from the cloud, a download request sent by any
data user has to pass the check on the cloud side. Specifi-
cally, for a download request DReq = ('download’, (L}, L),
{L5 . }vees» S)), it can pass the check on the cloud side if
the following two conditions are satisfied: (1) (M, p) is sat-
isfied by S; and (2) the equation E; = E, holds, where
By = e((Co)", Ly), B> = [iey(e(D1is Lh)e(Don Ly )" (as
described in Section 4). Due to the isolation functionality
of SGX, the code and data (i.e., C and a) inside the enclave
protected memory cannot be modified by any process
external to the enclave. Hence, £/ always equals (C5)” and
E; always equals e(g, g)**"". Suppose there exists an unau-
thorized adversary that can construct a download request
such that the equation E» = e(g,g)™" (.e., F» = F}) holds
during the procedure Access Control on Download Request,
i.e., the above conditions (1) and (2) are satisfied. It implies
that the adversary can construct a download request that
is derived from a valid secret key. Since the adversary is
unauthorized, it implies that the adversary can construct
such valid secret key, which breaks the IND-CPA security
of the enhanced system in Section 4.3. However, from

Lemmas 1 and 8, we have that the enhanced system in
Section 4.3 is IND-CPA secure. O

Lemma 10. Any unauthorized data user cannot decrypt the
shared file even if the data user obtains the file.

Proof. It follows directly from Lemma 8. a

Theorem 4. The enhanced system in Section 4.3 is secure
against malicious data user.

Proof. It follows directly from Lemmas 9 and 10. 0

6 PERFORMANCE EVALUATIONS

6.1 Theoretical Analysis

Since the two proposed systems are built on the top of the
CP-ABE system in [36], in this subsection, we first give a
theoretical analysis of the comparison between the two pro-
posed systems and the (underlying) CP-ABE system in [36].
Let %, 21, 25 be the CP-ABE system in [36], the basic system
in Section 4.2 and the enhanced system in Section 4.3,
respectively. Table 1 gives the comparison in terms of
computational cost. In particular, the computational cost of
Parameter Initialization of %; (resp. X,) is the same (resp.
almost the same) as the algorithm Setup (), i) of %, except-
ing that it adds a into the master secret key MSK. Further-
more, the generation of secret key of 3; (resp. ) is the same
with that of %;. In addition, the computational costs of
encryption and decryption of 2, (resp. %) are the same with
that of 3.° That is, compared with 3, the two proposed sys-
tems do not impose any additional computational cost.
Table 2 gives the comparison in terms of communication
cost. In particular, the public parameters size, secret key size,
ciphertext size of 21 (resp. %) are all the same with that of
2. We note that the technique used to fulfill the feature of
access control on download request is “transplantable” to
other CP-ABE.

Table 3 gives the comparison among the strawman
approach described in the Introduction, our proposed
systems and the related work in terms of computational
cost. For a fair comparison, for each computational cost

5. For fair comparison, % is considered in KEM/DEM setting (i.e.,
with the same setting as 3 and 3,).
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TABLE 2
Comparison Between the Two Proposed Systems and the CP-ABE System in [36] in Terms of Communication Cost'
PKS MSKS SKS DRS Cs?
[36] ~ (1.215 + 0.405|4]) KB ~ 0.405 KB ~ (0.81 4 0.405|S|) KB x ~ (0.81 + 0.81]) KB
P1 ~ (1.215 + 0.405|U/|) KB ~ 0.469 KB ~ (0.81 +0.405|S|) KB ~ (0.81 +0.405|S|) KB ~ (0.81 +0.811) KB
P2 ~ (1.215 + 0.405|U|) KB ~ 0.469 KB ~ (0.81 + 0.405|S|) KB ~ (0.81 + 0.405|S|) KB ~ (0.81 +0.811) KB

!P1 stands for the basic system, P2 stands for the enhanced system, PKS stands for the size of the public parameters, MSKS stands for the size of the master secret
key, SKS stands for the size of secret key, DRS stands for the size of download request, and CS stands for the size of ciphertext (the CP-ABE part, i.e., CT in
Section4.2). Let U be the attribute universe, | S| be the size of the attribute set of a secret key, I be the size of an access policy.

2For simplicity, we omit the symmetric part of the ciphertext (i.e., the symmetric ciphertext CT in Section 4.2).

TABLE 3
Comparison Between the Two Proposed Systems and Other Related Work in Terms of Computational Cost'
PI DUR SFG DRU DRC ASD
[38] CPKABE'FCPKSM CSKABE T(CCTABE+(N+1)CCT5+C5,Q+NH) (1 =+ 2\]\)P+CSM H DABE + DS
P3 CPK5E CSK 4 5E (N(] +1)(CCTABE+CCTS) (1 +2‘I|)P E Dape + Dy
P1 CPKape CSKape CCT App+CCT, 2+|9)FE 2|1|P Dyapp + D;
P2 CPK 435 CSK 45 CCT 45+CCT, 2+ |S)E (1+2/I)P  Dapg+ D,

'P1 stands for the basic system, P2 stands for the enhanced system, P3 stands for the strawman approach described in the Introduction (with Ny challenge cipher-
texts), PI stands for the computational cost of the procedure Parameter Initialization, DUR stands for the computational cost of the procedure
Data User Registration, SFG stands for the computational cost of the procedure Shared File Generation and Outsourcing, DRU stands for the computa-
tional cost for access control on download request on the data user side, DRC stands for the computational cost for access control on download request on the cloud
side, and ASD stands for the computational cost of the procedure Access Shared Data. Let CPK 4pp; be the computational cost for generating the public param-
eters of the underlying CP-ABE scheme, CPKg;, be the computational cost for generating the public parameters of the signature scheme in [38], CSK4pp, be the
computational cost for generating the secret key of the underlying CP-ABE scheme, CCT 4pg be the computational cost for generating the ciphertext of the under-
lying CP-ABE scheme, CCT be the computational cost for generating the ciphertext of the underlying symmetric-key encryption scheme, Cy;, be the computa-
tional cost for generating the signature of the signature scheme in [38], H be the computational cost of the hash function in [38], T be the number of update for
challenges in [38], N be the number of challenge plaintexts in [38], |I| be the number of attributes in a secret key that satisfies a ciphertext’s access policy, P be a
pairing operation, CSy.. be the computational cost for decryption of the underlying symmetric-key encryption scheme, E be an exponentiation in G, |S| be the
size of the attribute set of a secret key, D app; be the computational cost for the decryption of the underlying CP-ABE scheme, and D, be the computational cost
for the decryption of the underlying symmetric-key encryption scheme.

TABLE 4
Comparison Between the Two Proposed Systems and Other Related Work in Terms of Communication Cost’
PKS SKS DRS CS
[38] SPKABE-I-SPKSZ'Q SSKABE SCTABE+SCT5+SPS T'(SCTABE+(N+1)'SCT5+SCsig+N'SH)
P3 SPK ABE SSK ABE SCT 4pe+SCT, (NU + 1)SCTABE
P1 SPK 45k SSK ape SSK ApE SCTapr
P2 SPKABE SSKABE SSKABE SCTABE

'P1 stands for the basic system, P2 stands for the enhanced system, P3 stands for the strawman approach described in the Introduction (with Ny challenge cipher-
texts), PKS stands for the size of the public parameters, SKS stands for the size of secret key, DRS stands for the communication cost for download request, and CS
stands for the size of ciphertext. Let SPKapp be the size of public parameters of the underlying CP-ABE scheme, SPK;, be the size of the public parameters of the
signature scheme in [38], SSK 4 be the size of secret key of the underlying CP-ABE scheme, SCT 4pr; be the ciphertext size of the underlying CP-ABE scheme,
SCT, be the ciphertext size of the underlying symmetric-key encryption scheme, SP be the plaintext size of the underlying symmetric-key encryption scheme,
SC,ig be the signature size of the signature scheme in [38], Sy be the size of a hash in [38], T be the number of update for challenges in [38], N be the number of
challenge plaintexts in [38].

in [38], we only count the computational cost which
is used for access control on download request. The
computational costs for procedures Parameter Initialization,
Shared File Generation and Outsourcing and access control
on download request on the data user side of our proposed
systems are less (or much less) than that of [38]. In contrast,
the access control on download request on the cloud side of
our proposed systems require more computations. This
exactly reflects the main design philosophy: to move expen-
sive computations to the cloud as many as possible. Table 4
gives the comparison among the strawman approach
described in the Introduction, our proposed systems and the
related work in terms of communication cost. For a fair com-
parison, we only count the communication cost in [38] which

is used for access control on download request. It shows that
the communication cost for download request of our pro-
posed systems are less than that of [38]. In particular, the
ciphertext size of our proposed systems are much less than
that of [38].

6.2 Experimental Analysis

To evaluate the practical performance, we implement the
two proposed systems within the Charm framework [1],
where 224-bit MNT elliptic curves from Pairing-Based
Cryptography library [18] is used. The experiments are per-
formed in test beds of two PCs. The first PC plays the roles
of data owner and data user, the second PC plays the role of
authority and cloud. The hardware and software of the first
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PC are as follows: Intel Core i7-7700M CPU @3.6 GHz,
32 GB RAM, Ubuntu 16.04 LTS 64-bit, Python 2.7.12. The
hardware and software of the second PC are as follows:
Intel Core i7-7700 CPU @3.6 GHz, 32 GB RAM, Ubuntu
16.04 LTS 64-bit, Intel(R) SGX SDK 2.1.102.43402 and Intel
(R) SGX PSW 2.1.102.43402, Python 2.7.12 and C/C++. In
order to simulate the worst case, we generate ciphertext pol-
icies (of CP-ABE) in the form of (4; and As... and A)),
where A; is an attribute. We set 20 distinct access policies in
this form with the number of policy attributes increasing
from 5 to 95, repeat each instance 20 times and take the aver-
age. All the instances are kept completely independent to
each other. The time is given in milliseconds.

We aim to evaluate the efficiency of the basic system
(denoted by P1) and the enhanced system (denoted by P2)
by comparing the running time taken in each procedure
with the underlying CP-ABE in [36] (denoted by W11,
which does not support the functionality of access control
over download request), the strawman approach des-
cribed in the Introduction (denoted by P3, where the num-
ber of challenger ciphertext is 1,000) and the related
approach proposed in [38] (denoted by X18, where the
number of update for challenges is set to be 2, the number

1020 H————0—H0—0 0
100 1000 2000 3000 4000 5000 6000 7000 8000 9000 10000

Number of download request

of challenge plaintexts is 1,000). Fig. 2 shows the experi-
mental results in terms of computational cost. In particu-
lar, Figs. 2a, 2b, 2c and 2d illustrate that the time costs for
procedures Parameter Initialization, Data User Registration,
Shared File Generation and Outsourcing, and Access Shared
Data of the basic system and the enhanced system are
the same (or almost the same) with that of the underly-
ing CP-ABE in [36]. Fig. 2c shows that the computational
costs for shared files of our proposed systems are less
than that of the strawman approach and the approach in
[38]. Fig. 2e shows that the time cost for the procedure
Download Request Generation of the basic system is the
same with that of the enhanced system, and less than that
of the strawman approach and the approach in [38]. Fig. 2f
illustrates that the time cost executed on the cloud side for
the procedure Access Control on Download Request of the
enhanced system is a little higher than that of the basic system.
Fig. 2g shows the time cost executed on the authority side for
the procedure Access Control on Download Request of
the basic system, which only costs 4.36 ms on average.
Fig. 3 shows the experimental results in terms of communi-
cation cost. In particular, Figs. 3a, 3¢, 3d illustrate that the
communication costs for procedures Parameter Initialization,
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Data User Registration, Shared File Generation and Outsourcing
of the basic system and the enhanced system are the same
with that of the underlying CP-ABE in [36]. Fig. 3a shows that
the communication cost for procedure Parameter Initialization
of our proposed systems are less than that of the approach
in [38]. Fig. 3d illustrates that the communication costs
for ciphertexts of our proposed systems are less than that
of the strawman approach and the approach in [38].
Fig. 3e shows that the communication cost for the procedure
Download Request Generation of the basic system is the
same with that of the enhanced system, and less than that of
the strawman approach and the approach in [38]. Fig. 3f
shows that our proposed systems dramatically reduce the
communication overhead under EDoS attacks, where the
number of attribute for each download request is 50 and
the file size is 1 MB. To sum up, our proposed systems achieve
the feature of access control on download request without
incurring significant overhead compared to the underlying
CP-ABEin [36].

7 CONCLUSION AND FUTURE WORK

We addressed an interesting and long-lasting problem in
cloud-based data sharing, and presented two dual access
control systems. The proposed systems are resistant to
DDoS/EDoS attacks. We state that the technique used to
achieve the feature of control on download request is
“transplantable” to other CP-ABE constructions. Our experi-
mental results show that the proposed systems do not impose
any significant computational and communication overhead
(compared to its underlying CP-ABE building block).

In our enhanced system, we employ the fact that the secret
information loaded into the enclave cannot be extracted.
However, recent work shows that enclave may leak some
amounts of its secret(s) to a malicious host through the mem-
ory access patterns [37] or other related side-channel attacks
[14], [30]. The model of transparent enclave execution is hence
introduced in [35]. Constructing a dual access control system
for cloud data sharing from transparent enclave is an interest-
ing problem. In our future work, we will consider the corre-
sponding solution to the problem.
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