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ARTICLE INFO ABSTRACT
Keywords: The honey password vault is a promising method for managing user passwords and mitigating password-
Privacy guessing attacks by creating plausible-looking decoy password vaults. Recently, various methods, such as

Password security

Honey password vault
Distribution transforming encoder
Differential attack

Chatterjee-PCFG (IEEE S&P’15), Golla-Markov (ACM CCS’16), and Cheng-IUV (USENIX Security’21), have
been proposed to construct the cornerstone of honey password vaults, known as the distribution transforming
encoder (DTE). These innovations significantly enhance the security and functionality of each kind of DTE.
However, our findings indicate that when users employ multiple honey password vaults of distinct DTEs to
manage their passwords, a passive attacker can easily compromise user passwords by exploiting differences
among those DTEs. Consequently, we propose the differential attack targeting existing honey password vaults.
The extensive experimental results confirm the effectiveness of this attack, distinguishing real from decoy
password vaults with accuracy from 99.13% to 100.00%. In response, we design a novel, collaborative
approach to train DTE, called federated DTE model, and construct a secure honey password vault. This strategy
markedly bolsters security, reducing the differential attack’s distinguishing accuracy to approximately 52.41%,
nearing the ideal threshold of 50.00%. Our findings emphasize the need for collaborative strategies to maintain
password security to combat advanced cyber threats.

1. Introduction Upon obtaining an encrypted password vault, an attacker can com-

promise the user’s passwords by brute-force guessing all possible mas-

Users widely use passwords to prove their identities and obtain
authorization to access Internet resources (Wang et al., 2023c; David
and Wool, 2021; Xie et al., 2024; Galbally et al., 2017; Zhang et al.,
2021). In practice, users usually leverage password vaults to organize
their passwords (Lyastani et al., 2018; Gasti and Rasmussen, 2012).
Meanwhile, according to the survey (Munyendo et al., 2023), most
of the users maintain more than one password vault. For example, a
user can manage his/her passwords in a mobile vault application, like
Apple Keychain (2024); at the same time, he/she also stores passwords
in a web-based vault, like Chrome Password Manager (Google, 2025),
to ensure that he/she can access his/her passwords conveniently at
any time. The traditional password vault encrypts users’ passwords
using password-based encryption (PBE) with the users’ master pass-
word (1password, 2021; Enpass, 2025; Han et al., 2016). However,
the tendency to create weak master passwords by users significantly
heightens the risk of vault breaches (Wang et al., 2023b; Xu et al.,
2023; Wang et al., 2023a; Pasquini et al., 2020; Zhang et al., 2022).

* Corresponding author.

ter passwords (Li et al.,, 2014, 2024). Specifically, if the guessing
master password is incorrect, the attacker will obtain meaningless
random characters (Li et al., 2023); oppositely, he/she can obtain a
meaningful password vault and identify the correct master password.
In real applications, password vaults consistently experience security
breaches (PasswdTeam, 2025; Islam et al., 2023). For instance, 90%
of passwords stored in Chrome Password Manager suffer data leak-
age (Chrome, 2022; Thomas et al., 2019) while 2.6 billion iPhone users’
passwords have been compromised in two years (AppleReport, 2023).

The state-of-the-art solution against the brute-force guessing attack
is using honey password vault (Chatterjee et al., 2015; Golla et al.,
2016; Cheng et al., 2019, 2021; Rao et al., 2023). In this solution,
when an attacker guesses incorrect master passwords and encrypts
the vault, he/she will obtain plausible-looking decoy password vaults
indistinguishable from the real one. Distribution transforming encoder
(DTE) is the main component of honey password vaults to achieve
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Fig. 1. The differential attack scenario against honey password vaults. Different honey vault systems 1password and LastPass encrypt the same plaintext password vault from a
user. Suppose 1password and LastPass use the PCFG-DTE (Chatterjee et al., 2015) and Markov-DTE (Golla et al., 2016), respectively. The PCFG-DTE encodes passwords using a
trained grammar tree, and the Markov-DTE encodes passwords using an n-gram model. (More details about the differences between PCFG-DTE and Markov-DTE are described in
Section 2.3). Ipassword and LastPass generate and store their ciphertext password vaults C' and C? in two cloud servers, respectively.

this indistinguishability (Jaeger et al., 2016; Juels and Ristenpart,
2014; Juels and Rivest, 2013). DTE runs through encoder-decoder
configurations. Initially, the encoder transforms the plaintext password
vault into a seed. PBE encrypts this seed into a ciphertext. Upon
decryption, PBE converts the ciphertext back to a seed. The decoder
subsequently transforms into a plaintext password vault. Importantly, if
the decryption process involves an incorrect master password, the DTE
is designed to produce decoy vaults that appear valid and are entirely
fictitious.

Our Motivation. Various password applications providing diverse
services have recently led numerous users to store their passwords
in multiple vaults for convenience (Oesch and Ruoti, 2020; Hou and
Wang, 2023). As illustrated in Fig. 1, we find that when a user stores
his/her plaintext vault in two honey password vault systems con-
structed with diverse DTEs, such as PCFG-DTE (Chatterjee et al., 2015)
and Markov-DTE (Golla et al., 2016), these honey password vault
systems are vulnerable to the differential attack. Although DTEs have
advantages in generating plausible-looking decoys, we found significant
differences in the decoys produced by various DTEs, which introduce
severe security risks to honey password vaults. When an attacker
obtains various ciphertext password vaults from multiple applications,
he/she can compare the decoys decrypted by these DTEs and identify
the correct vault with considerable accuracy. We have identified that
the discrepancies among DTEs allow attackers to immediately discern
the real password vault from the decoys. The major novelty of this
paper is to discover the differential attack and propose a new and secure
strategy to train DTEs for various honey password vaults.

All current honey password vault systems are vulnerable to differ-
ential attacks because the DTEs employed by different honey password
vaults exhibit great diversity. The initial implementation of a honey
password vault leveraging the DTE framework was proposed by Chat-
terjee et al. (2015). They construct a DTE using the PCFG model (Han
et al,, 2021; Houshmand et al.,, 2015). Subsequently, Golla et al.
(2016) designed an adaptive DTE to generate decoy password vaults.
After that, Cheng et al. (2021) investigated the incrementally updated
measure for honey vault utilizing a conditional probability model. The
SMART scheme (Rao et al., 2023) designed by Rao et al. focuses on
the dynamic of the master password, and the DTE of SMART is the
same as the work of Cheng et al. (2021). The above various DTEs
depend on their models and training datasets: (1) different DTE models
have different ways of generating decoy password vaults; (2) DTEs
with different training datasets generate decoy password vaults having
statistical differences, even if these DTEs have the same models. By
analyzing the similarity between the generated vaults, attackers can
identify the real vault.

Our Ideas. The essence of addressing differential attacks is elim-
inating the discrepancies among DTEs to create uniform decoy pass-
word vaults. We propose a federated framework for training different
DTEs to counteract the differential attack. The federated framework
removes the variances among the existing DTE models and their train-
ing datasets and constructs a general DTE for various honey password

vaults. The primary challenge is integrating multiple types of DTEs. We
first normalize all kinds of DTEs as a generic conditional probability
model. Subsequently, we construct a federated learning method to train
the generic model according to the various DTEs. In contrast to the
traditional honey password vault, our method significantly mitigates
the differential attack. Moreover, our federated DTE model learns the
datasets of various honey password vaults, enhancing generalization
performance and bolstering security.

Our Contributions. We propose the differential attack against honey
password vaults according to their DTEs’ differences. Since the vari-
ances among DTEs make honey password vaults generate the decoy
vaults with different distributions. Such differences enable attackers
to identify the decoy vaults and find the correct master password.
Specifically, the differential attack is effective for two scenarios in real
deployments. In the first scenario called Example I, once attackers
obtain the ciphertext password vaults from any two honey password
vaults, where their DTEs use the same model but distinct datasets, they
can immediately distinguish the real password vault from decoys. As
for the second scenario Example II, if two DTEs use distinct models
and training datasets, attackers can also identify the real password
vault by comparing the differences between the decoy password vaults
generated by those two DTEs.

As a countermeasure to the differential attack, we construct a new
framework to build the federated DTE from a number of different DTEs
and establish the federated honey password vaults as shown in Fig. 2.
This framework mainly consists of four parts: (1) each participant vault
trains the local DTE model using its local dataset; (2) each participant
vault uploads the trained model parameters to the server; (3) the server
aggregates the trained model parameters of all participant vaults into a
global DTE model; (4) the server transmits the global DTE model to all
participant vaults, and then each participant vault uses the global DTE
model to construct its federated honey password vault as the traditional
vault does. This approach leverages the collective model parameters
of multiple participant honey password vaults while safeguarding the
privacy of their respective local datasets.

We conduct empirical experiments on the differential attack and its
countermeasure. The differential attack can achieve 99.13%-100.00%
accuracy in distinguishing the real password vault from decoys, yield-
ing a significant attack performance against current honey password
vaults. Our federated honey password vault reduces the performance
of the differential attack to 52.41% (the optimal result is 50.00%).
We also assess the capability of our federated honey password vault
against previous attacks, such as the KL divergence attack (Golla et al.,
2016), the encoding attack (Cheng et al., 2019), and the intersection
attack (Cheng et al., 2021). All evaluations confirm that our work has
achieved significant security improvement.

The remainder of this paper is structured as follows. Section 2
provides background and related works, introducing honey encryption
and analyzing various honey password vaults and their limitations.
Section 3 defines the differential attack model and its priority function
and presents two cases to implement the differential attack. Section 4



P. Xu et al.

@ Train Local Model i

@ Upload Local Model parameters
@ Aggregate Local Model parameters %
@ Distribute Global Model 3

! | | N

ofx FE 0¥ BE | 0% AF
AT e |
Honey Vault ; ® Honey Vaulti i @ Honey Vault i

Fig. 2. The Federated DTE Framework.

details our proposed federated DTE model. Finally, Section 5 evaluates
the effectiveness of both the differential attack and the federated DTE
model by comparing their performance with the current leading works.

2. Backgrounds and related work
2.1. Password-based encryption

Password-based encryption (PBE) is the most widely used technique
to encrypt plaintext with an encryption key derived from the user-
created password (Dong et al., 2021). PBE generates an encryption key
by algorithm KDF(pwd, sa), where sa is a random salt, pwd is a user-
created password, and KDF is a key derivation function based on the
user’s passwords, utilizing the hashing algorithm SHA-256. Algorithm
KDF(pwd, sa) usually executes the SHA-256 function ¢ times, where ¢ is
a constant number, e.g., ¢ = 10,000. PBE generates a ciphertext C with
the encryption key. Current research works (Wang et al., 2016) show
that PBE is highly susceptible to brute-force attacks. By conducting
q times brute-force guessing, the attacker can successfully decrypt
a single ciphertext with a probability of g/c2#, where the guessing
passwords are selected from a distribution with a min-entropy of u.
For example, given a PBE ciphertext C = PBE.Enc(pwd, msg) with the
inputs of message msg and password pwd, where pwd and msg usually
satisfy some known distributions. The brute-force guessing attacker
recovers msg by decrypting C with every guessing password candidates
PWD = {pwd,, pwd,, ..., pwdy} and yield the corresponding candidate
messages MSG = {msg,,msg,, ..., msgy }. Suppose that msg represents
an 11-digit phone number encoded via ASCII. The probability of msg;
# msg being a valid ASCII encoding of an 11-digit string is negligible,
less than (10/256)'! < 277*. Hence, once the attacker cracks to get the
junk characters, it can tell that the pwd, is incorrect.

2.2. Honey encryption

Honey encryption (Juels and Ristenpart, 2014) is an advanced
cryptographic primitive to resist the above brute-force guessing attack.
Honey encryption can prevent attackers from successfully recovering
the real message, even if they try to decrypt a ciphertext with all pos-
sible guessing passwords (Tian et al., 2023; Li et al., 2021). The main
framework of honey encryption is DTE-then-PBE. The DTE is made up of
an encoder and a decoder. When inputting a message msg, the encoder
samples a seed .S. Then, PBE encrypts S with an input password pwd
and yields a ciphertext C. Honey encryption uses reverse procedures
when decrypting a ciphertext. Suppose a brute-force guessing attacker
wants to recover the message of a honey encryption ciphertext C with
every guessing password candidate PWD = {pwd,, pwd,, ...,pwdy},
where the guessing passwords satisfy a distribution with min-entropy .
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The attacker will yield the corresponding candidate messages MSG =
{msg,,msg,,...,msgy}. The attacker cannot identify the real message
from MSG since all messages in MSG have the same distribution.
Consequently, honey encryption limits the attacker’s probability of
guessing the correct password to be 1/2#. And honey encryption is more
secure than PBE. Moreover, a well-designed DTE that fits the specific
applications will make honey encryption more effective.

2.3. Honey password vault

Honey password vault (Duan et al., 2024) is a specialized applica-
tion of honey encryption to enhance the security of password storage
systems. The main concept is to generate convincing decoy password
vaults when attackers attempt to brute-force decrypt the ciphertext
by guessing the user’s master password. Hence, they cannot confirm
whether the decrypted password vault is real and fail to find the correct
master password.

Chatterjee et al. (2015) used the probabilistic context-free grammars
(PCFG) to model the first DTE. Then, they constructed the cracking-
resistant password vault Nocrack. The PCFG model is a parse tree that
divides a password into three grammar structures: letters, symbols, and
numbers (Li and Zeng, 2021). The probability of each grammar struc-
ture relies on the training password datasets. The PCFG-DTE encodes a
password vault into a seed according to the probabilities of all grammar
structures of the password. To decode a seed, the PCFG-DTE converts
the seed to several grammar structures and obtains the password. Since
the parse tree is small, the PCFG-DTE is more likely to generate the
same grammar structures and obtain similar passwords.

Golla et al. (2016) utilized the n-gram Markov model to construct
a DTE called Markov-DTE. The n-gram Markov model divides each
password into several grams of length n (Yang et al., 2018; Li et al,,
2017). The probability of each gram also relies on the training password
datasets. The Markov-DTE encodes a password vault into a seed accord-
ing to a sequence of probabilities of several grams of the password. To
decode a seed, the Markov-DTE converts the seed to several grams and
obtains the password. In order to generate more real decoy vaults, the
Markov-DTE uses an adaptive mechanism that adjusts the distribution
of decoy vaults to be more similar to that of the real password vault. As
a result, the attacker is unable to differentiate between the distributions
of the real password vault and decoys.

Cheng et al. (2021) designed an incremental updateable honey pass-
word vault based on the conditional probability DTE. The conditional
probability DTE encodes a password vault using the reuse method. The
reuse method divides a password into a base and a suffix. The base
is the prefix substrings that often appear in most passwords, and the
suffix is the other part, except for the base. The probabilities of the base
and the suffix rely on the training password datasets. The conditional
probability DTE encodes a password vault into a seed according to a
sequence of probabilities of the base and the suffix of the password. To
decode a seed, the conditional probability DTE converts the seed to the
base and the suffix and obtains the password. In order to realize the
incremental updateable mechanism, the conditional probability DTE
encrypts the added or modified password and then directly adds the
generated ciphertext to the tail of the ciphertext password vault. The
incremental update mechanism removes an old password by marking
it as deleted in plaintext, without modifying the ciphertext of the
password vault.

3. Differential attack

The security of a honey password vault scheme depends on its
DTE, which is constructed with a chosen model, like PCFG, Markov,
and conditional probability, and its training dataset. This section will
introduce the details of the differential attack and two examples to
explain why this attack is effective.
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Algorithm 1 Differential Attack Process.
DifferentialAttack(C!, C?, DTE,, DTE,)

1: Create two candidate master password lists MP' and MP?, each
containing N

:fori=1to N do

3: Decrypt each ciphertext C![j] € ¢! by algorithm
PBE.Dec(C![j], MP![i]) and generate a seed list S'[i];

4:  Decrypt each ciphertext C?[j] € > by algorithm
PBE.Dec(C2[j], MP?[i]) and generate a seed list S2[i];

5: Decode each seed S![i,j] e S'[i] by decoder
DTE,.Decoder(S![i,j]) and generate a plaintext password vault
Vil

6: Decode each seed S2[i,j] IS S2[i1 by decoder
DTE,.Decoder(S2[i, j]) and generate a plaintext password vault
Vil

7: end for

8: For any two password vaults V![i] €

V2, Compute their similarity value r;
Priority(V![i], V2[], DTE,, DTE,);
9: Let r, , be the maximum one in {r;;|i,j € [1, N]};

Xy
10: return MP'[x] and MP?[y] as the guessing results;

Priority(V![i], V2[j], DTE,, DTE,)

N

Y! and V?[j] €

, by priority function

1: Compute the encode probability of each password in V![i] and V?[/]
with DTE; and DTE,, respectively;

2: Let P![i] and P[] denote the encode-probability lists of V'[i] and
V2[j], respectively;

3: Compute the similarity value r; j between P!'[i] and P?[j] using
Jensen-Shannon divergence;

4. return r; ;;

3.1. Attack process

Without loss of generality, suppose a user stores his/her password
vault in two honey password vaults of different DTEs DTE; and DTE,,
where DTE, is trained with model model, and training dataset d;, and
DTE, is trained with model model, and training dataset d,. The size
of his/her password vault is M. Let C' and C? be the two ciphertext
vaults generated by those two honey password vaults with two master
passwords, respectively. Note that the user chose these two master
passwords (could be the same), and both DTE,; and DTE, are public
in practice.

Given two ciphertext vaults C! and 2, a differential attacker does
the following steps to guess the user’s master passwords and break out
the user’s password vault:

1. Create two lists of candidate master passwords MP' and MP?
targeting two ciphertext password vaults C! and C?, respectively
(as shown in Algorithm 1, Step 1; the generate method is sim-
ilar with the previous works, like (Golla et al., 2016; Cheng
et al., 2019, 2021); our experiment will mention the details in
Section 5);

2. Recovery all possible plaintext password vaults V! and V? from
¢! and C? using every candidate master password in MP! and
MP?, respectively (as shown in Algorithm 1, Steps 2-7);

3. Compute the similarity of any two plaintext password vaults
V![i] € V! and V?[j] € V? by computing their Jensen-Shannon
divergence and returning the two vaults having the maximum
similarity as the final guessing results (as shown in Algorithm 1,
Steps 8 and 9).

In practice, a user may store his/her passwords in more than two
honey password vaults. We will illustrate that this case can be effec-
tively reduced to the following Examples I and II, and experiment with
this case in Section 5.6.

Computers & Security 157 (2025) 104592
3.2. Priority function

In the differential attack as shown in Algorithm 1, the key step of
the priority function Priority(V![i], V2[j], DTE,, DTE,) is to compute the
similarity of two possible plaintext password vaults by calculating the
Jensen-Shannon divergence of these two vaults’ encode probabilities.
Given two encode-probability lists P![i] and P2[;], the details to com-
pute their Jensen—Shannon divergence (Menéndez et al., 1997) are as
follows.

Given a password p € V'[i] U V?[j], let P'[il(p) and P2[j](p)
denote the probabilities of p in P![i] and P2[j](p), respectively. The
Jensen-Shannon divergence of P'[i] and P?[,] is to compute

ISP || P2

:12

2
pEV!IiUV2[}]

2 Pilp)
PLil(p) + P2Lj1p)
P2
+ 1 Z 2 P [J](P). .
PEVIIUV2L] PUip) + P2[j1(p)
Furthermore, the similarity value between V![i] and V2[;] is defined
as

Pi1(p) log(

P2[j1(p) log(

riy = exp(=JSP'[il || P*[j1),

where exp is a natural exponential function. The higher similarity value
indicates that the corresponding vaults are more likely to be real.

3.3. Two examples

DTE is the fundamental element of the honey password vault.
Notable DTE models include the PCFG model, Markov model, and con-
ditional probability model. Consider a user who stores his passwords
in two honey password vaults with distinct DTEs DTE; and DTE,,
respectively. In Example I, we suppose that DTE, and DTE, have the
same model but different datasets. In Example II, we suppose that DTE,;
and DTE, have different models and training datasets. Note that in
practice, two different honey password vaults necessarily have different
training datasets. Further elaboration on scenarios involving more than
two honey password vaults is discussed in Section 5.6.

Example I. Suppose the models of both DTE, and DTE, are the
PCFG model. The PCFG model parses a password as a combination of
letters, numbers, and symbols. Let L, S, and D denote the successive
letters, symbols, and numbers, respectively. For example, the password
“MyVault@456” is denoted by Lg.S, D3, where the subscripts indicate
the number of successive letters, symbols, and numbers, respectively.
The PCFG model encodes the password “MyVault@456” according to
the probabilities of Pr(LgS|Ds), Pr(Lg = MyVault), Pr(S, = @), and
Pr(D; = 456), and these probabilities are decided by the corresponding
training dataset.

Suppose differential attackers guess the correct master passwords;
they will decrypt out the correct seeds from those two honey pass-
word vaults. Then, DTE; and DTE, can decode the same and correct
password vaults. Otherwise, he/she will obtain two random seeds
according to the PBE'’s security. Since DTE; and DTE, have different
training datasets, they will decode two different decoy password vaults.
Consequently, dataset differences perpetuate inconsistencies in decoy
password vaults, underscoring the effectiveness of differential attacks
against DTEs trained on different datasets of the same DTE model.

Example II. Suppose the models of DTE, and DTE, are the PCFG and
Markov models, respectively. In contrast to the above PCFG model, the
Markov model processes the password “MyVault@456” utilizing the n-
grams (n = 4) model. It divides the password into several segments
as {w; = MyVa,w, = yVau,wy; = Vaul,w, = ault,ws = ult@, wg =
@4, w, = 1@45,wy = @456,wy = AMyV,w,, = 456$}, where
A and $ represent the start and the end symbols, respectively. The
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Fig. 3. The federated DTE model.

probability of a segment only depends on n prefixes segments. The DTE,
encode the password “MyVault@456” according to the probability
Pr(w w, ... wyg) = Pr(wy) - Pr(w,|w;) - Pr(w;s|w,w,) ... Pr(wq|ws ... wg) -
Pr(wg|wg ... wy). These probabilities rely on the corresponding training
dataset.

Suppose differential attackers guess the correct master passwords;
they will decrypt out the correct seeds, and DTE, and DTE, can decode
the same and correct password vaults. However, if the guesses are
incorrect, he/she will obtain two random seeds, and the divergence in
the models between DTE, and DTE, and their different training datasets
results in significantly distinct decoy password vaults. DTE, parses and
encodes a password based on grammatical structures. DTE, decomposes
a password into fixed-length segments. Compared with Example I, the
different models and training datasets give the differential attacker
more confidence to distinguish a real password vault from a decoy one.

4. Federated DTE

Previous studies proposed multiple types of DTE. When employing
these different DTEs to build honey password vaults, all those vaults are
vulnerable to the differential attack. This section innovatively proposes
a federated DTE model to resist the differential attack. In practice, all
honey password vaults can employ the federated DTE model to build
their systems. The employment measure is the same as the traditional
method introduced in Sections 2.2 and 2.3. Hence, this section pays
attention to the construction of the federated DTE.

4.1. Federated DTE model

The federated DTE model consists of several key steps, as shown
in Fig. 3. At first, each honey password vault initializes and sends
its untrained DTE model to a server, and the server normalizes the
received untrained DTE models. Secondly, each honey password vault
trains its initialized DTE model with the local training dataset and
uploads the trained DTE model parameters to the server. Thirdly,
the server aggregates the received trained DTE models’ parameters
to obtain a global model. After several rounds of the local training
of honey password vaults and the server’s aggregation, the server
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gradually converges the model parameters and obtains the final global
model. Finally, the server returns the final global model to all vaults.
Each vault uses the final global model to construct its honey password
vault as the traditional method does.

Algorithm 2 Federated DTE Training Process

FederatedTraining({V'}; A)
Setup Phase:

1: Each vault V' initializes and sends the untrained local model model;
to the server A;

2: The server A normalizes the received models {model,} from {V'} to
initialize a global DTE model ¢°;

The tth Round Training Phase:

1: Each vault V' implements the local training G =
LocalTraining(¢'~!, model;,d;) and send (G",n;) to the server A,
where n; is the size of the local training dataset for vault V';

2: The server A aggregates {G'} and generates a new global DTE
model ¢' = GlobalAggregating({(G"', n;)});

3: The server A send ¢' to all vaults;

Final Phase:

1: Each vault V' constructs its honey password vault system with the

final global DTE model G

According to the above main ideas, we can define our federated
DTE model as follows. The model has two kinds of parties: Vaults and
a Server A. Let V' denote the ith vault, and {V'} denote all vaults
joining the federated DTE model. To generate the final global model,
the federated DTE model defines a T-round federated training process
between all vaults and the server, named FederatedTraining({V'};.4) as
shown in Algorithm 2. All participant vaults {)'} aim to construct
the federated DTE model without exposing their training datasets to
the other vaults or the server. FederatedTraining({V'}; .A) consists of the
following three phases:

1. In the setup phase, each vault V' takes its selected passwords as
the local training dataset d; and chooses a DTE model model; as
the traditional honey password vault does. Note that model; can
be a well-known model, such as the PCFG model, the Markov
model, and the conditional probability model, and d; can be
a public password dataset, such as Pastebin, RockYou, Yahoo,
Myspace, Gmail, and LinkedIn. Upon receiving all vaults’ mod-
els, the server A normalizes these models to an initial global DTE
model ¢Y;

2. In the training phase, all vaults, and the server implement a
T-round training to obtain a final (or convergence) global DTE
model ¢". In each round ¢ € [1,T], each vault V' implements a
local training process, namely ¢ = LocalTraining(¢'~!, model;, d;),
where ¢'~! denotes the current global DTE model. After re-
ceiving all vaults’ {(G",n;)}, the server A aggregates {G"'} and
generates a new global DTE model by running algorithm ¢' =
GlobalAggregating({(G", n;)}), where n; denotes the size of the
local training dataset of vault V; finally, the server .4 sends ¢
to all vaults;

3. In the final phase, each vault V' uses ¢” to establish its honey
password vault system with PBE as the traditional method does.

The following sections introduce three essential components in
the federated DTE model training process: model normalization, local
model training, and global model aggregating.

4.2. Model normalization

To construct an initialized global DTE model ¢°, the server normal-
izes each received untrained DTE model model; from the participant
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Algorithm 3 Local Training Process

LocalTraining(G'~!, model;, d;)

1: Initialize ¢" = ¢'~1;

2: for each local training epoch e =1 to E do

3:  for each batch B c d; do

4 Compute gradient P; = VL(G", B);

5: Set ¢ = G"' — yP,, where 7 is the learning rate;
6: end for

7: end for

8: return G';

Algorithm 4 Global Aggregating Process
GlobalAggregating({(¢",n;)})
1: Compute the total training dataset size n = ), n;;

2: Generate the aggregated model by computing ¢' = Y, %g’*" ;
3: return ¢';

vaults V' to a conditional probability model. The conditional proba-
bility model parses a password as a base and a suffix. The base is
the prefix substrings that often appear in most passwords, and the
“suffix” is the other part except for the base. For example, given a
password “acd f2345”, the conditional probability model sets “acd f”’
as the base and “2345” as the suffix, respectively. The conditional
probability model encodes the password according to the probability
of “acd f2345”, where Pr(acd f2345) = Pr(acdf) - Pr(2345|acd f), and
the probabilities Pr(acd f) and Pr(2345|acd f) depend on all participant
vaults’ datasets and will be computed in the training phase.

Suppose the model model; chosen by V' is a PCFG one. The server
normalizes model; to a conditional probability model as follows. In
a PCFG model, the probability of a password is the product of the
probabilities of grammar structures. The conditional probability of any
grammar structure is independent of others. For example, the server
normalizes the PCFG model as Pr(2345|abcdef) = Pr(2345). In the
training phase, the vault V' will compute the probabilities Pr(2345) and
Pr(abcdef) according to its dataset and send these probabilities to the
server.

When the chosen model model; is an n-gram Markov one, the server
normalizes model; to a conditional probability model as follows. In
an n-gram Markov model, the conditional probability of a gram only
depends on the last n grams. For example, the server normalizes the
Markov model as Pr(abcdef) = Pr(abcd) - Pr(bcde|abed) - Pr(cdef |abede),
where all these probabilities and Pr(2345|abcdef) will be computed by
the vault V' in the training phase and sent to the server. For more
details on model normalization, see Appendix.

4.3. Local training

For each vault V;, the local model training process (G'~!, model,, d;)
takes the current global model parameters ¢'~!, the chosen local model
model;, and the local dataset d; as inputs and constructs a local con-
tribution ¢, which will be utilized by the server A to generate the
next-round global model. Before the training, the vault V' divides its
local dataset d; into several batches according to the total size n; of d;.
Algorithm 3 shows the details of vault V', which are as follows.

1. Vault V' initials the tth round local contribution with the re-
ceived current global DTE model G'~! from the server A (as
shown in Algorithm 3, Step 1);

2. Vault V' trains the local model using its dataset d; multi times
(as shown in Algorithm 3, Steps 2-7). Let E denote the times.
At each time of training, vault V' repeats to compute gradient
P, = VL(G", B) and then update ¢ = G — 4P, for all batches,
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where B denotes a batch or subset of the local training dataset d;,
L denotes the cross-entropy loss function, V denotes the process
to minimize the loss function, and #n denotes the learning rate;

3. Finally, vault V' returns its local contribution G to the server
A. (as shown in Algorithm 3, Step 8).

Note that parameters E, B, and n are assigned according to the
specific dataset. We will set them in Section 5.4.

4.4. Global aggregating

The server A aggregates and generates the global DTE model ¢’ by
executing GlobalAggregating({(G"*, n;)}) in the tth round training phase.
Algorithm GlobalAggregating takes all vaults’ contributions and dataset
sizes (G", n;) as inputs and constructs a new global DTE model ¢'. As
shown in Algorithm 4, the server A performs the following processes:

1. Computes the total size of all vaults’ datasets via n = Y, n;;

2. Aggregates all local contributions to obtain a new global DTE
model ¢' = Y, %Q'*" , where "7' denotes the weight of vault V;

3. Sends the new global DTE model ¢’ back to all participant vaults
for the next-round training phase.

4.5. Security analysis against the differential attack

The federated DTE effectively mitigates all participant vaults’ sta-
tistical and model differences to resist the differential attack. Further-
more, the federated DTE aggregates all participant vaults’ datasets,
resulting in a high-quality DTE model with superior generalization
performance while enhancing password security.

In the federated DTE model, each participant vault V' uses the
same global model ¢” to construct its DTE and honey password vault
system. Using the same DTE model by all participant vaults achieves
the consistent statistical distribution of the generated decoy password
vaults. Suppose a user utilizes two different password vaults in practice.
When decrypting these two ciphertext vaults with the incorrect master
passwords, the differential attacker will obtain two decoy password
vaults having the same distribution as the real password vault. Hence,
the federated DTE model can resist the differential attack. The global
model ¢T is a conditional probability model that can also withstand
prior attacks, such as the KL divergence attack (Golla et al., 2016), the
encoding attack (Cheng et al., 2019), and the intersection attack (Cheng
et al., 2021). We will evaluate the capability of the federated DTE
model against the differential attack and the prior attacks in Section 5.

In addition, the server .4 does not access any password data of
vaults directly. Moreover, our federated DTE model can adopt the
existing privacy-preserving methods, including secure multi-party com-
puting (Bonawitz et al., 2017), differential privacy (Wei et al., 2020),
and homomorphic encryption (Phong et al., 2018), to prevent the
server from extracting the participant vaults’ passwords during the
training phase. Hence, we omit this work in this paper since main-
taining password security during the training phase is not our novel
contribution.

5. Evaluation

Based on real-world datasets, we assess the effectiveness of the
differential attack and our proposed federated honey password vault
scheme under prior attacks such as KL divergence attacks (Golla et al.,
2016), encoding attacks (Cheng et al., 2019), and intersection at-
tacks (Cheng et al., 2021). The experimental results indicate that our
framework is practical and has considerable security improvements.
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5.1. Experiment setting

We conducted experiments on both the traditional honey password
vaults and the federated honey password vault within a uniform ex-
perimental setup, utilizing Python 3.6 coupled with Cryptography 37.
Consistent with methodologies employed in prior research (Chatterjee
et al., 2015; Golla et al., 2016; Cheng et al., 2021; Rao et al., 2023),
our encryption process incorporated AES encryption in CTR mode along
with SHA-256 in PBKDF2 for key derivation.

5.2. Dataset

For a fair comparison with (Chatterjee et al., 2015; Golla et al.,
2016; Cheng et al., 2021), we utilize the most widely used datasets
Pastebin, RockYou, Yahoo, Myspace, Gmail, and LinkedIn leak datasets,
to evaluate the differential attack and train local DTEs. The password
vault dataset Pastebin, which contains 276 plaintext password vaults,
is the only real-world dataset in existence. Pastebin’s vault size ranges
from 2 to 50. The RockYou is one of the largest password lists publicly
available, consisting of 32.6 million passwords, with 14 million unique
passwords obtained by an SQL injection attack. The Yahoo dataset was
leaked by the hacker group D33DS in 2012 and has around 442,800
password samples. The Myspace dataset obtained in 2006 by a phishing
attack contains about 50,000 passwords, of which 37,100 are unique.
The Gmail dataset contains over 5 million Gmail credentials. The
LinkedIn dataset consists of 6 million total passwords.

In the initial phase of our evaluation, we partitioned password
datasets sourced from RockYou, Yahoo, Myspace, Gmail, and LinkedIn
into two distinct subsets: 90% for training and 10% for testing. Follow-
ing that, we trained DTE models using the training set. Following the
research works (Golla et al., 2016; Cheng et al., 2021; Bojinov et al.,
2010; Chatterjee et al., 2015; Rao et al., 2023), we only use the above
public and outdated password lists for research purposes, and we do
not imperil any Internet user’s security and privacy.

5.3. Security benchmarks

This paper introduced two essential security benchmarks to assess
the efficacy of honey password vault systems: the average rank of the
real password vault, denoted as 7, and the attack accuracy « (« = 1—7).
The metric 7 ranges between 0 and 1. To facilitate a fair comparison
across different implementations, we employed the method from Cheng
et al. (2021) for estimating the cumulative distribution function F(x)
of the real password vault’s rank, which encapsulates the overall at-
tack results. Assuming a uniform distribution as a baseline, expected
values for both 7 and « are 0.5. We further explored the distribution’s
specific quartiles, F(0), F(1/4), F(1/2), and F(3/4), which represent
the probabilities of correctly identifying real vaults at different ranks:
immediately and at each quarter of the total range. Ideally, for a linear
F(x) reflecting a uniform distribution, the values are 0, 0.25, 0.5, and
0.75, respectively.

In practice, attackers may generate a large guessing list based on
the leaked passwords (Sahin et al., 2023). Suppose the real master
password is not in this list, attackers regenerate it again. However, the
spaces of master passwords and decoy password vaults are enormous,
as shown in Wang et al. (2022). Calculating the rank of a real password
vault is complicated by generating all decoys. Therefore, we choose
to calculate the relative rank of the real password vault in candidate
lists, which is common in previous works (Chatterjee et al., 2015;
Golla et al., 2016; Cheng et al., 2021). The performance of the attack
remains unaffected by the sampling experiments. Because the success
rate only depends on the attacker’s ability to rank the real password
vault near the top rank for online verification, rather than guessing the
master password successfully. Online verification is resource-intensive
as it is easily detected by remote servers and blocked by some existing
mechanisms (Freeman et al., 2016).
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5.4. Experiments for federated DTE model

The federated DTE training process is shown in Algorithm 2. De-
tailed steps are as follows:

1. In the setup phase, we set K(K =9,99,999,9999) as the number
of participant vaults to implement the federated DTE training
process. Participant vaults construct DTEs of participant vaults
with model,, model,, and model;. Define the model,, model,, and
modely as PCFG, Markov, and the conditional probability model,
respectively. The number of each model is equal. Set the datasets
d,, d,, d3, d,, and ds as RockYou, Yahoo, Gmail, and LinkedIn.

2. In the training phase, we define parameters of learning rate #,
epochs E, and batch B. The learning rate 5 parameter dictates
the impact of the loss gradient on the model parameter updates,
with a fixed value of 0.0003 used for training. The number
of epochs E defines the times the model processes the entire
training dataset, set to 3. The data batch B is according to the
training dataset, and we set B as 1000.

3. In the final phase, each vault uses the global DTE model to estab-
lish its honey password vault system. The federated honey pass-
word vault consists of two main components: federated DTE and
PBE. The federated DTE is constructed from the received global
model, and PBE remains the same as the traditional method. The
federated DTE transforms the vault to obtain the seed. After that,
PBE encrypts the seed using the master password to produce
the ciphertext password vault. As for the encryption process,
PBE derives the encryption key using the master password and a
uniform salt by password-based key derivation function (KDF).
Here, KDF is instantiated with SHA-256.

5.5. Experiments for differential attacks

In real-world scenarios, different vault applications provide various
services to users. Therefore, a number of users store their passwords in
different types of honey password vaults. Based on the above scenario,
suppose that different attackers obtain ciphertext password vaults from
different honey password vault applications. The two ciphertexts con-
tain a large number of passwords from the same user. The realization
of the differential attack is outlined in Algorithm 1. Detailed steps are
as follows:

1. Create two candidate master password lists. The size of the
candidate master password lists is N (N = 10, 100, 1000, 10000).
The attacker analyzes the user’s password-generating habits in
the context of the existing leaked password dataset to generate
two lists of candidate master password lists MP! and MP? for
ciphertext password vaults.

2. Initialize DTEs. To perform Example I, initialize DTE,; and DTE,
with two same models and then train DTE, and DTE, using
different datasets d, and d,. To perform Example II, initialize
DTE, and DTE, with two distinct models and use different
datasets d, and d,.

3. Obtain ciphertext vaults from different DTEs-based honey pass-
word vaults. Denote the ciphertext password vaults as C! and C?
encrypted from the same vault V, respectively. Set the size of the
Yas M (M e [2,50]).

4. Decrypt ciphertext vaults and generate candidate vaults. Decrypt
ciphertexts C' and C? utilizing the candidate master passwords
in MP! and MP?, correspondingly, output the seeds S' and S2.
Then, decode the seeds to produce the candidate vaults V' and
V2,

5. Rank password vaults with an attack priority function and out-
put the top-ranked vault. Compute the score list r; of V! and
V2 with Priority() designed in Section 3.2. Sort the score list in
decreasing order to obtain the ranked list. The higher rate indi-
cates a higher probability of the candidate password vault being
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Table 1
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Evaluation: the differential attack on various honey vault systems. Symbols model,, model,, and model; denote PCFG, Markov, and conditional probability models, respectively.
Symbols d,, d,, ds, d,, and ds denote the RockYou, Yahoo, Myspace, Gmail, and LinkedIn datasets, respectively.

Attack Scheme F a F(0) F(1/4) F(1/2) F(3/4)
DTE(model,,d,)|DTE(model,, d,) 0.29% 99.71% 97.61% 99.83% 99.83% 99.83%
DTE(model,,d,)|DTE(model , d5) 0.24% 99.76% 98.98% 99.83% 99.83% 99.83%
DTE(model,,d,)|DTE(model,, d,) 0.83% 99.17% 96.42% 98.98% 98.98% 99.66%
DTE(model,,d,)|DTE(model,, ds) 0.51% 99.49% 97.72% 98.21% 99.86% 99.89%
DTE(model,,d,)|DTE(model |, dy) 0.69% 99.31% 96.93% 99.32% 99.32% 99.49%
DTE(model,,d,)|DTE(model, d,) 0.87% 99.13% 97.44% 98.80% 99.15% 99.32%
DTE(model,, d,)|DTE(model |, ds) 0.63% 99.37% 96.90% 97.31% 98.80% 99.89%
DTE(model,, d;)|DTE(model,, d,) 0.48% 99.52% 98.12% 99.27% 99.76% 99.81%
DTE(model,,ds)|DTE(model |, ds) 0.56% 99.44% 97.39% 98.80% 99.46% 99.78%
DTE(model,,d,)|DTE(model,, d,) 0.10% 99.90% 98.98% 100.00% 100.00% 100.00%

Example I DTE(model,,d,)|DTE(model,, ds) 0.72% 99.28% 96.93% 99.32% 99.32% 99.49%
DTE(model,,d,)|DTE(model,, d,) 0.57% 99.43% 96.42% 99.15% 99.66% 100.00%
DTE(model,,d,)|DTE(model,, ds) 0.70% 99.30% 96.59% 99.15% 99.32% 99.83%
DTE(model,, d,)|DTE(model,, d,) 0.42% 99.58% 97.95% 99.39% 99.63% 99.73%
DTE(model,,d,)|DTE(model,, ds) 0.43% 99.57% 97.77% 99.14% 99.42% 99.90%
DTE(modely,d,)|DTE(models, d,) 0.75% 99.25% 97.64% 99.16% 99.16% 99.66%
DTE(models, d,)|DTE(model;, d3) 0.58% 99.42% 97.10% 99.32% 99.32% 99.83%
DTE(models, d,)|DTE(models, d,) 0.64% 99.36% 96.24% 99.15% 99.49% 99.80%
DTE(modely, d,)|DTE(models, dy) 0.47% 99.53% 97.27% 99.49% 99.49% 99.83%
DTE(model,,d,)|DTE(models, d;) 0.56% 99.44% 97.95% 99.32% 99.46% 99.76%
DTE(models, d3)|DTE(models, ds) 0.63% 99.37% 98.15% 99.11% 99.45% 99.93%
DTE(model,,d,)|DTE(model,, d,) 0.12% 99.88% 94.56% 100.00% 100.00% 100.00%
DTE(model,, dy)|DTE(model,,d,) 0.28% 99.72% 92.35% 99.72% 99.81% 99.92%
DTE(model,,ds)|DTE(models, d,) 0.11% 99.89% 94.89% 100.00% 100.00% 100.00%
DTE(model,,d,)|DTE(models, d,) 0.27% 99.73% 95.40% 98.88% 99.90% 99.90%
DTE(model,,d,)|DTE(models, d,) 0.42% 99.58% 96.59% 99.66% 99.66% 99.13%

Example II DTE(model,,d,)|DTE(models, ds) 0.14% 99.86% 96.59% 100.00% 100.00% 100.00%
DTE(model,,d,)|DTE(models, d,) 0.33% 99.67% 96.25% 99.66% 99.66% 100.00%
DTE(model,,d,)|DTE(model5, ds) 0.22% 99.78% 96.59% 99.83% 99.83% 100.00%
DTE(model,, d,)|DTE(models, ds) 0.25% 99.75% 96.42% 99.83% 99.83% 100.00%
DTE(model,, ds)|DTE(models, d) 0.27% 99.73% 96.59% 99.83% 99.83% 99.83%
DTE(model,,d,)|DTE(models, ds) 0.30% 99.70% 96.93% 97.68% 99.37% 99.77%

correct. The ranked list provides an ordering of the candidate
password vaults based on their similarity rates. The top-ranked
vault is the most promising candidate for a real password vault.

5.6. Experimental results

We evaluate the differential attack against three state-of-the-art
honey password vault schemes, of which DTEs are based on model,,
model,, and model;, respectively, as shown in Table 1. Define the
model|, model,, and model; as PCFG, Markov, and the conditional
probability model, respectively. Set the datasets d,, d,, ds, d,, and ds as
RockYou, Yahoo, Myspace, Gmail, and LinkedIn. The security metrics
used to assess the attack performance are defined in Section 5.3.

Evaluation on Example I. We designed attack scenarios, for Ex-
ample I, and the results are shown in 1. The attack scenario of
DTE(model,,d,)|DTE(model,,d,) performs Example I against two honey
password vaults using the same model model, to construct DTEs, and
trains models using d; and d,, respectively. From Table 1, we see that
the 7 (real password vault’s rank) under Example I is 0.29%, and the
accuracy a is 99.71%. F(0), F(1/4), F(1/2), and F(3/4) are 97.61%,
99.83%, 99.83%, and 99.83%, respectively. The attackers successfully
rank 97.61% of the real password vaults in the first position.

In scenario of DTE(model,,d,)|DTE(model,, ds), the honey password
vaults are constructed with model, and the datasets are d, and ds,
respectively. The experimental findings reveal that the real password
vaults in Example I have an average rank 7 of 0.63%, and an attack
accuracy a of 99.37%. Specifically, the values for F(0), F(1/4), F(1/2),
and F(3/4) are 96.90%, 97.31%, 98.80%, and 99.89%, respectively.
Attackers are able to rank 96.90% of the real vaults in the top position,
while 97.31% are placed in the top 25% of candidate vaults. Addition-
ally, 98.80% of the real vaults appear in the top 50%, and 99.89% are
found in the top 75% of the candidate vaults.

In scenario of DTE(model,,d;)|DTE(model,,d,), two honey pass-
word vaults created using the same model, for constructing DTEs. The

datasets used for training are models that are datasets d; and d,,
respectively. For the attack scenario of Example I, the real password
vaults have an average rank 7 of 0.48%, and the attack accuracy « is
99.52%, suggesting that the real vaults are often correctly identified by
the attacker. The cumulative distribution values F(0), F(1/4), F(1/2),
and F(3/4) are 98.12%, 99.27%, 99.76%, and 99.81%, respectively.
According to the results, 98.12% of real password vaults are at the
top rank, and 99.27% of real password vaults are ranked in the top
quarter of the candidate vaults. Note that Table 1 shows experimental
results for model, with five datasets and the partial results of model,
and model;. The conclusions of the experiments for model, and model;
are the same as model,. Due to the page limitation, we will show the
full table in the full version of this paper. According to the experimental
results, the average rank of real password vaults is very close to the top
among candidate vaults. Therefore, the differential attack is effective in
Example L.

Evaluation on Example II. We designed scenarios for Example IIL
The scenario of DTE(model|,d,)|DTE(model,,d,) in Table 1 perform the
Example II against two DTEs constructed with model; and model, and
train models use d, and d,, respectively. The presented results show
that attackers rank the real password vault upper 0.12% in the candi-
date vaults. And the attack accuracy achieved 99.88%. In this scenario,
F(0), F(1/4), F(1/2), and F(3/4) are 94.56%, 100%, 100%, and 100%,
respectively. The attackers place 94.56% of the real password vaults at
the top and 100% of the real vaults in the top quarter of the candidate
vaults.

In the scenario DTE(model|,ds)|DTE(models,d;), two honey pass-
word vaults created DTEs using model, and models, trained on datasets
ds and d,, respectively. The results indicate that attackers are able
to position real password vaults within the top 0.11% of candidate
vaults. A closer examination of the F(x) for these rankings shows that
F(0) is 94.89%, meaning that 94.89% of real vaults are placed as the
first candidate vault. Moreover, F(1/4) = F(1/2) = F(3/4) = 100%,
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Table 2

Performance of differential attack against existing honey password vaults with different
experimental parameters. The real password vault is sourced from Pastebin. We set
N, = 100, N, = 1000, N3 = 10,000 (M is of size each vault and N is the size of the
candidate set).
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Table 3

Evaluation: the differential attack on multiple honey vault systems. Symbols model,,
model,, and model; denote PCFG, Markov, and conditional probability models, respec-
tively. Symbols d,, d,, ds, d,, and ds denote the RockYou, Yahoo, Myspace, Gmail, and
LinkedIn datasets, respectively.

Vault size Example I Example II
M I a F a
2-3 0.67% 99.33% 0.13% 99.87%
N 4-8 0.00% 100.00% 0.00% 100.00%
! 9-50 0.00% 100.00% 0.00% 100.00%
All (2-50) 0.22% 99.78% 0.04% 99.96%
2-3 0.73% 99.27% 0.24% 99.76%
N 4-8 0.00% 100.00% 0.00% 100.00%
2 9-50 0.00% 100.00% 0.00% 100.00%
All (2-50) 0.24% 99.76% 0.08% 99.92%
2-3 0.84% 99.16% 0.26% 99.74%
N 4-8 0.00% 100.00% 0.00% 100.00%
3 9-50 0.00% 100.00% 0.00% 100.00%
All (2-50) 0.28% 99.72% 0.08% 99.92%

implying that all real password vaults are ranked within the top 25%
of the candidate vaults.

The models are different when constructing DTEs in scenario
DTE(model,,d,)|DTE(models, d,) to create two honey password vaults in
Table 1. The attacker ranks the real password vault at the top 0.42%.
Moreover, 96.59% of the real password vaults are ranked first, and
99.66% of the real password vaults are ranked in the upper quartiles
of candidate vaults. Therefore, the differential attack can effectively
identify every real password vault from decoy password vaults in
Example IL

Discussion on Experimental Parameters. We investigate how the
size of the vault (M) and the number of candidate vaults (N) affect the
differential attack, with the results in Table 2. The experiments reveal
that a larger vault size increases the diversity of passwords, which
reduces the similarity among candidate vaults, thereby improving the
attack’s accuracy. Furthermore, an increase in the number of candidate
vaults leads to a slight rise in the number of decoy vaults with all the
same passwords. We evaluated Examples I and II for the differential
attack, respectively. The size of the real password vaults is M € [2,50].
The size of candidate vault is N € {100, 1000, 10000}. In Example II,
the average rank 7 ranges from 0.13% to 0.26%, corresponding to an
accuracy between 99.74% and 99.87%. While M is set to 2-3, the real
password vaults are ranked in the upper 0.67%-0.84% of the candidate
vaults in Example II. The results show that the attack effectiveness may
slightly decrease for tiny vault sizes, but it still maintains a high ranking
for the real password vaults. When M is larger than 3, the differential
attacks all achieve 100% accuracy in Examples I and II.

Differential Attack for Multiple Honey Password Vaults. In real-
ity, most Internet users employ more than two password vaults to store
their passwords, such as three or four password vaults (Ma et al., 2019;
Isler et al., 2019). This section explores the extension of the differential
attack to scenarios where users utilize multiple honey password vaults.
The multiple honey password vault scenario also suffers from a differ-
ential attack against any two pairs of vaults. The differential attacker
can identify the correct master password using the Algorithm 1 for any
two password vaults.

Suppose a user has N honey password vaults, denoted as
VL2, ..., PN, where N > 2. The differential attack against multiple
honey password vaults is as follows: Firstly, the differential attacker
generates candidate master password lists MPL MP2, ..., MPN for
each of the N vaults, respectively. Then, the differential attacker de-
crypts each password vault V' using its corresponding candidate master
password, yielding N candidate password vaults DV', DV?,..., DYV,
For each pair of candidate password vaults DV’ and DV, the differen-
tial attacker computes the similarity rate of candidate password vaults
using the priority function in Section 3.2 and obtains a ranked list

Scheme F a

DTE(model,,d,)|DTE(model,,d,)|DTE(model;, ds) 0.11% 99.89%
DTE(model,, d,)|DTE(model,, d;)|DTE(models, d,) 0.20% 99.80%
DTE(model,,ds;)|DTE(model,, d,)|DTE(models;, ds) 0.13% 99.87%
DTE(model,.d,)|DTE(models, dy)|DTE(model,  ds) 0.14% 99.86%
DTE(model,, d,)|DTE(model, d,)| DTE(model, , d,) 0.12% 99.88%
DTE(model,, ds;)|DTE(modely, d,)|DTE(model , ds) 0.20% 99.80%
DTE(model,. d,)|DTE(model, , dy)|DTE(model,, ds) 0.10% 99.90%
DTE(modely, d,)|DTE(model |, dy)|DTE(model,, d,) 0.08% 99.92%
DTE(model,, d;)|DTE(model, , d,)|DTE(model,, ds) 0.03% 99.97%

of candidate password vaults. The highest-ranked vault in the sorted
list corresponds to the most likely combination of the correct master
password. Therefore, the differential attack extends to the case where
the user employs multiple vaults, and our federated honey password
vault framework resists the differential attack.

To prove our conclusions, we experimentally assumed that the user
stores passwords in three types of honey password vaults. Table 3 shows
the effect of differential attacks on three honey password vaults with
different DTEs constructed by the model, (PCFG model), the model,
(Markov model), and the model; (conditional probability model), re-
spectively. The above models are trained with datasets d; (RockYou),
d, (Yahoo), d; (Myspace), d, (Gmail), and ds (LinkedIn), respec-
tively. Each row in Table 3 such as DTE(model,,d|)|DTE(model,, d,)|
DTE(models,d3) represents a scenario in which a user stores his/her
password vaults in three honey password vaults with three different
DTEs. Experimental results are the average rank of the real password
vault 7 and the attack accuracy a. For example, the DTE(model,,d,)
|DTE(model,, d,)|DTE(models, d3) utilizes the model |, model, and models
to construct DTEs with datasets d,, d,, and ds, respectively. The average
rank of the real password vault 7 is 0.11%, and the attack accuracy «
is 99.89%. The experimental results show that 99.89% of the real pass-
word vaults are ranked first. Therefore, the differential attack on three
honey password vaults is highly precise in identifying the real password
vault. The experimental results of the above attacks show that if a user
stores his/her password vault in more than three password vaults, the
differential attack against multiple password vaults is effective.

Evaluation on Federated Honey Password Vaults. We have
shown that the differential attack can effectively distinguish the real
and decoy password vaults against current honey vault schemes (Chat-
terjee et al.,, 2015; Golla et al., 2016; Cheng et al., 2021). Next,
we also evaluate the performance of our federated honey password
vault scheme, comparing it against previous schemes (Chatterjee et al.,
2015; Golla et al., 2016; Cheng et al.,, 2021) under KL divergence
attacks (Golla et al., 2016), encoding attacks (Cheng et al., 2019),
and intersection attacks (Cheng et al., 2021). We briefly outline the
core mechanisms of the above attacks proposed in previous works.
The KL divergence attack distinguishes distribution differences be-
tween the decoy and real password vaults (Golla et al., 2016), the
encoding attack compares the encoding path of the decoy and real
password vaults (Cheng et al,, 2019), and the intersection attack
analyzes overlaps in password vaults before and after updating (Cheng
et al., 2021).

In the following, we compare the performance of the instantiated
federated honey password vault scheme with previous works such as
Chatterjee-PCFG (Chatterjee et al., 2015), Golla-Markov (Golla et al.,
2016), and Cheng-IUV (Cheng et al., 2021). We calculate the average
outcomes for the aforementioned attack scenarios. Experimental results
prove that our scheme can resist the above attacks, as shown in Fig.
4. We conduct scenarios for the differential attack and calculate the
average of the attack results. In Fig. 4, the federated honey password
vault scheme effectively resists the differential attack and decreases
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Fig. 4. Evaluation: Differential attack and previous attack methods (Golla et al., 2016; Cheng et al., 2019, 2021) against different vault sizes M € [2,50]. The N = 1,000. We train

DTEs using RockYou, Yahoo, Myspace, Gmail, and LinkedIn datasets.

the accuracy to 50.34%-59.86%, 50.68%-59.35%, 49.48%-58.16%,
0.49%-0.54%, and 0.48%—0.54% for five datasets, which are approach-
ing the optimal value 50%. Our federated honey password vault scheme
is also compatible with SMART and resists the MPGA (Rao et al., 2023)
against master passwords. Note that MPGA is an attack against the
master password, and the other attacks focus on the security of the DTE.
Therefore, MPGA is not discussed with the other attacks in this paper.
As the genetic countermeasure of MPGA, the SMART technique can
be directly combined with our federated honey password vault. There-
fore, our experiments prove that the federated honey password vault
framework is effective against differential attacks as well as previously
proposed attacks such as KL divergence attacks (Golla et al., 2016),
encoding attacks (Cheng et al., 2019), intersection attacks (Cheng et al.,
2021), and MPGA (Rao et al.,, 2023). Our framework significantly
improves security.

6. Conclusion

This paper first proposes the differential attack against state-of-the-
art honey password vault schemes. Our detailed experiments demon-
strate the capability of our proposed attacks to recognize the real
password vault from decoy password vaults with nearly 100.00% ac-
curacy. To counter the vulnerability and resist the differential attack,
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we further design a novel federated DTE model where honey password
vaults jointly train a global DTE and then use the DTE to construct a
federated honey password vault. Our explicit security analysis proves
that the federated honey password vault provides superior security
guarantees. Moreover, our extensive experiments illustrate that the
distinguishing accuracy reduces to 52.41%, which is close to the ideal
50%.
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Appendix. Model normalization

The PCFG-DTE (Chatterjee et al., 2015) is designed with password
generation rules and calculates password probabilities using a parse
tree. This model treats passwords as combinations of letters, numbers,
and symbols. To encode the vault, the PCFG-DTE analyzes the sub-
grammar of each password within the vault and converts passwords
into seeds, and then concatenates these seeds for output. Each PCFG-
DTE-based participant vault in the federated DTE model independently
generates its password-generation rules and corresponding probabil-
ities, which serve as initial model parameters. During the federated
training process, these parameters are transmitted from each vault to
the server.

The Markov-DTE (Golla et al., 2016) models password vault using
the n-gram Markov model. In the n-gram Markov model, the probability
of the next token in a sequence is derived from a prefix of length n. The
Markov-DTE fixes an n — gram to compute the transition probabilities
of each prefix gram for passwords. Then, the Markov-DTE fixes the
base password of the password vault and computes the transition
probabilities by the reuse rate of the base password. Each Markov-
DTE-based participant vault in the federated DTE model computes the
transition probabilities with local datasets and sets each probability as
initial DTE model parameters.

The conditional probability model-based DTE (Cheng et al., 2021)
applies an incremental update mechanism of the password vault. This
type of DTE encodes passwords one by one. The probability of a
vault V is defined as Pr(V) = H:ZO_I Pr(pw;, pwy, pw,, ..., pw;), where
Pr(pw;; |(pw,~/)£,‘:'|) is the conditional probability of generating a new
password pw;,; given the i number of old passwords pw;, pw,, ..., pw;.
This mechanism efficiently facilitates password updates within the
vault. The DTE, based on the conditional probability model, encodes
the new password using the conditional encoder and appends it to the
end. Each conditional probability model-based participant vault in the
federated DTE model sets the conditional probabilities as the initial
DTE model parameters.

The server normalizes the PCFG model and Markov model to the
conditional probability model. The normalized method is designed as
follows: In the PCFG model, the probability of a password is the product
of the probabilities of grammar structures. The conditional probability
of a grammar structure does not depend on any previous structure.
Hence, the global model normalizes the PCFG model to the conditional
probability model as Pr(r;|rr; ... r;_;) = Pr(r;) where r; is the grammar
structure and Pr(r;) is trained on a training dataset. The PCFG model
contributes the probabilities of the grammar structure model parame-
ters to the global model. To normalize the Markov model of n-gram,
the conditional probability of a gram only depends on the last n grams.
Therefore, the conditional probability is defined as Pr(r;|riry ... r;i_)) =
Pr(r;|ri_yrips1 --- rio)( > n) where r; is each gram and Pr(r;) is trained
on a training dataset. The Markov model contributes the probabilities
of grams as model parameters to the global model.

Data availability

Data will be made available on request.
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