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ABSTRACT:  It is generally accepted that humans are the “weakest link” in structural design and con-
struction processes. Despite this, few models are available to quantify human error within engineering 
processes. This paper demonstrates the use of a quantitative Human Reliability Assessment model within 
structural engineering. The model consists of four steps. In the first step the process and its boundary con-
ditions are identified. In the second step, the effect of human error on a single task is defined. In the third 
step, these effects are combined into an overall effect on the engineered structure. Finally, the structural 
failure probability is estimated by combining the strength and loading conditions by means of a Monte 
Carlo simulation. The use of the model is demonstrated using a case study based on the design process of 
a frame structure. This case study shows that the model has the potential to quantify the effect of human 
errors within carefully defined boundary conditions.

present and future vulnerabilities to catastrophic 
events.

2  THEORIES USED FOR THE MODEL

Error is defined in this study as: “Any member of 
a set of  human actions or activities that exceeds 
some limit of  acceptability” (Kirwan 1994). 
There are three major elements in the produc-
tion of  an error according to (Reason 1990): the 
nature of  the task and its environmental circum-
stances, the mechanisms governing performance 
and the nature of  the individual. Furthermore, 
the notion of  intention, and the distinction 
between competence and control are important 
aspects of  errors with respect to HRA (Hollnagel 
1993).

An error can evolve into an accident. Accidents 
are the unfortunate end of a sequence of events and 
conditions (Hudson 2010). An important phenom-
enon of accidents is that in general multiple causes 
(or errors) can be identified (CUR 2010). Useful 
models of accident causation are the Domino 
model of Heinrich (Hudson 2010) and the ‘Swiss 
Cheese’ model of Reason (Reason 2000, Reason 
et al. 2001). Both models were used as a starting 
point for the developed model.

1  INTRODUCTION

In recent years major structural failure incidents 
have occurred in the Netherlands. Examples 
are the collapse of five balconies of a residential 
building in Maastricht in 2003 and the partial 
collapse of the roof structure of a football sta-
dium in Enschede in 2011. An important aspect 
is the presence of human error in both examples, 
which is far from coincidence. Researchers such as 
Ellingwood (1987), Kaminetzky (1991), Stewart 
(1993), Fruhwald et al. (2007) and Vrouwenvelder 
(2011) have all concluded that most of the struc-
tural failures are caused by human errors. However 
current codes do not take these into account in the 
determination of the level of safety.

The objective of  this paper is to demonstrate 
the use of  quantitative risk analysis models for 
evaluating the effects of  human error in struc-
tural engineering. For this a Human Reliability 
Assessment (HRA) model is proposed and sub-
sequently demonstrated by means of  a case study. 
The proposed HRA model is a Risk Management 
Support tool aimed towards evaluating low prob-
ability—high consequence risks, occurring due 
to human malfunction in (structural) engineer-
ing processes. The model enhances the possibili-
ties for a company to allow the evaluation of  the 
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Another method of error analysis is by means 
of Human Reliability Assessments (HRA), 
a specific type of Probabilistic Risk Assessments 
aimed at the assessment of human potential in a 
system. A HRA is performed by estimating the 
quantitative or qualitative contribution of human 
performance to system reliability and safety 
(Swain 1990, Kirwan 1994). Human error quanti-
fication is the most developed part in most HRA 
processes, which usually consists of calculating a 
Human Error Probability (HEP) (Kirwan 1994). 
Aspects within the working environment which 
affect these HEPs are: cognitive level, available 
time, relationship between people, work load, con-
nections between tasks and spatial distance from 
task (Spurgin 2009). These factors are frequently 
termed performance shaping factors (DiMattia 
et al. 2005), and are often used in Error Manage-
ment to prevent the occurrence of future human 
errors (Grozdanovic & Stojiljkovic 2006). An 
important HEP-influencing factor is the cogni-
tive demand level of the task. A useful distinction 
in these demand levels is made by Reason (1990): 
Skill-based, Rule-based and Knowledge-based.

Few specific HRA tools for Structural Engi-
neering are available in the literature. An example 
is the research of Stewart and Melchers (Melchers 
1989, Stewart 1993). Stewart’s HRA model is a 
Monte-Carlo simulation, based on event-tree logic 
in which a design task is subdivided into succes-
sive individual components. A more general model 
is the Cognitive Reliability and Error Analysis 

Method (CREAM) of Hollnagel (1998). This 
model is aimed towards the complex interaction 
between human cognition, and the situation or 
context in which the behaviour occurs. Stewart’s 
model and the CREAM model are both incorpo-
rated to a certain extend in the proposed model.

3  DEVELOPING THE HRA MODEL

The model consists of a quantitative Human Relia-
bility Assessment (HRA) model, for evaluating the 
effects of human error in structural engineering. 
The model starts with selecting an Engineering 
Process which has the potential to result in cata-
strophic consequences, when performed incorrectly. 
Through a couple of distinctive steps a relative fail-
ure probability for the specific Engineering Process 
is obtained. A schematic overview of this model is 
presented in Figure 1. The process consists of four 
steps, which are: identify process and boundary 
conditions, assess effect on basic task, assess effect 
on overall process and calculate failure probability 
of the process.

In the first step the process and its boundary 
conditions are identified, which is required in order 
to focus on the most critical processes. The second 
step in the model is to quantify the effect of human 
errors on a basic task. For this, the process is subdi-
vided into basic tasks, for instance: consult regula-
tions, obtain requirements, etc. Within these basic 
tasks, a Human Error is defined by a Human Error 

Figure 1.  Simplified flow chart of the HRA model. Steps: 1) assess effect on basic task 2) assess effect on overall 
process 3) calculate failure probability of the process.
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Probability (HEP) and an Error Magnitude (EM). 
The HEPs are defined by evaluating the underlying 
cognitive functions and the particular design con-
text of the basic task, based on the CREAM model 
presented in Hollnagel (1998). Within this model, 
each basic step is subdivided into basic cognitive 
tasks, for which standard failure probabilities are 
defined. This standard failure probability is sub-
sequently multiplied by an adjustment factor to 
take the design context into account. The Error 
Magnitudes (EM) are defined as numerical devia-
tions from intended values. These deviations are 
modelled using astandard distributions such as 
Normal, Lognormal, etc., which fit the character-
istic of the particular task. For example the EM 
distribution of a calculation task consist of com-
putation errors (Lognormal distribution) and deci-
mal errors (Discrete distribution), as indicated by 
the research of Melchers (1989).

Within the structural design process typical 
design tasks are frequently occurring. Examples 
are consulting norm requirements and calculat-
ing a formula. Within this research seven basic 
tasks are distinguished for which a Human error 
distribution is calculated: Consult, Obtain, Derive, 
Determine, Calculate, Insert, Communicate. 
Furthermore, a distinction is made of the level of 
complexity of each task. For this, three different 
levels of cognitive demands are distinguished, in 
line with the cognitive levels suggested in Reason 
(1990):

•	 Skill-based level; highly routinised activities in 
familiar circumstances.

•	 Rule-based level; problem solving activities by 
means of previous established ‘if-then’ rules.

•	 Knowledge-based level; problem solving activi-
ties based on a higher level analogy.

The resulting HEP-values are shown in Table 1. 
In order to obtain these values an extra adjustment 
factor is used to take the difference between opera-
tional tasks (on which the CREAM model is based), 
and design tasks into account. This adjustment 

factor (value =  0.5) is based on a comparison of 
the intermediate results (on the knowledge based 
level) with HEP values obtained for design types 
of tasks (Stewart 1993).

The linkage of individual tasks into an overall 
task is performed by means of a Monte-Carlo sim-
ulation. The procedure for simulating each basic 
task is based on the task-cycle approach presented 
in Stewart (1993). The basic task procedure is 
shown in Figure 2 for the typical basic task “cal-
culate reinforcement”. The procedure starts with 
input parameters which can be the output param-
eters of a preceding basic task or an input param-
eter from outside the considered design process. 
The next step is to generate a Random Number 
(RN) between 0 and 1, and to obtain a Human 
Error Probability (HEP) for the basic task at 
hand. If  the RN is smaller then the HEP, failure 
occurs and subsequently the output of the micro-
task is multiplied with an Error Magnitude (EM), 
obtained from the EM distribution function. If  
the Random Number is equal to or larger then the 
HEP no error occurs and subsequently the output 
of the micro-task is not multiplied with an Error 
Magnitude. The result of this procedure is an error 
distribution function as shown in Figure 2.

In the third step, the effects on the basic design 
tasks are combined into an overall effect. Which is 
expressed as a function of the resistance properties 
of the engineered system. This is implemented by 
linking each individual task to numerical (design)
values of the considered structural design proc-
ess. The basic tasks are coupled by means of an 
analogy based on the calculation sequence of the 
underlying structural design process. This method-
ology enables a clear relation between cause and 
effect, which is required from a ‘chain of events’ 
perspective.

Table 1.  Numerical values of Human Error Probabili-
ties (HEP).

Basic  
task

Skill- 
based

Rule- 
based

Knowledge- 
based

Consult 2.25 ⋅ 10-3 1.25 ⋅ 10-2 2.24 ⋅ 10-2

Obtain 1.28 ⋅ 10-5 2.50 ⋅ 10-3 –
Derive 5.13 ⋅ 10-4 7.63 ⋅ 10-4 2.06 ⋅ 10-2

Determine 5.13 ⋅ 10-4 1.03 ⋅ 10-2 3.00 ⋅ 10-2

Calculate 2.56 ⋅ 10-5 7.75 ⋅ 10-4 2.02 ⋅ 10-2

Insert 1.28 ⋅ 10-5 2.50 ⋅ 10-3 –
Communicate 7.68 ⋅ 10-4 1.05 ⋅ 10-3 1.10 ⋅ 10-2 Figure 2.  Monte-Carlo simulation procedure of a  

basic task.
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Finally the structural failure probability is 
obtained by combining the resistance properties 
with loading conditions within a reliability analy-
sis on element level. For this, a Monte-Carlo simu-
lation procedure based on the reliability function 
of the plastic capacity of the considered element 
is proposed. The simulation procedure is shown in 
its basic form in Figure 3. The input for this simu-
lation procedure consists of parameters obtained 
from the design simulation (step 3) and param-
eters obtained from the probabilistic model code 
(JCSS 2001). These input values are incorporated 
as deterministic values within each Monte Carlo 
iteration. Failure will occur if  the reliability func-
tion (Z  =  R  -  S) is smaller or equal to zero, in 
which R is the resistance and S the loading acting 
on structural element level. The probability of fail-
ure is subsequently estimated using the following 
formula:

P
n
nf
f≈ 	 (1)

where n is the total number of simulations and 
nf  is the number of simulations for which Z ≤ 0. 
By running a sufficient number of simulations a 
reliable result is obtained.

4  IMPLEMENTATION OF THE MODEL

The use of the model is demonstrated by a case 
study, consisting of the (structural) design process 
of a beam element within an office building. Two 
beam types are distinguished: a single beam ele-
ment and a frame structure as shown in Figure 4. 
For the simulations of the case study, the numeri-
cal calculation program Matlab is used. It should 
be noted that the construction process is not 

considered in this case study due to limitations in 
size and scope. The context of the process under 
consideration consists of two parts: the design 
object and the design organisation. The design 
object consists of a concrete frame structure with 
hollow core slabs and a stabilising core (as shown 
in Fig. 4). The design organization is a typical engi-
neering company in The Netherlands.

In this case study two scenarios are considered 
in more detail: the level of design control by the 
designer/superior and the level of professional 
(engineering) knowledge of the structural designer. 
The level of professional knowledge is distinguished 
within the model by identifying two types of design 
engineers: an experienced engineer and an inexpe-
rienced engineer. For each of these two types of 
engineers a cognitive demand level (skill-, rule- or 
knowledge based) is assigned to each basic task. 
This results in a different error probability distri-
bution on the basic task level, of which the effect 
on the total process can be assessed.

Within a design process several types of  con-
trol can be distinguished. The level and profun-
dity of  control is process dependent, and differs 
widely. In this research, two levels of  control are 
distinguished: Self  checking (checking performed 
by the person who has prepared the design) and 
Normal Supervision (checking by different per-
sons than those originally responsible). The level 
of  control is incorporated in the model by using 
control loops within the design process. Within 
these loops, the process is reconsidered if  the 
outcome is not within certain limits. Within the 
software of  the case study, the process contin-
ues after two iterations with the incorrect value. 
This process is very basic but encompasses some 
important aspects of  control: comparison of 
the results with an output which the designer/
supervisor deems realistic and reconsidering for a 

Figure 3.  Monte Carlo procedure based on the reliabil-
ity function.

Figure 4.  Overview of the office building used within 
the case study.



2303

Figure 5.  Function of the top reinforcement distribu-
tion depending on the level of control.

finite number of  times if  the designer/supervisor 
suspects in-correctness.

5  RESULTS

In this section, the results of the case study will 
be discussed, with the aim to show the potential 
of the model. The effect of superior/engineer-
ing control is visually demonstrated in Figure  5 
by means of a histogram plot. In this plot one 
parameter is selected, namely the volume of top 
reinforcement. This is considered relevant to rep-
resent the effect of the whole process. The three 
bars of the histogram subsequently represent the 
following situations: no control sequence is used 
to check the results, only the designer has checked 
his own results based on experience and finally the 
designer has checked his results and a superior has 
checked the result as well (based on experience). It 
can be seen from Figure 5 that the percentage of 
error-free designs is increased from 78% to 85% in 
case of self-checking. Also the scatter within the 
error is reduced. In case of superior control, the 
figure shows that the negative errors leading to a 
top reinforcement lower then 1000 mm are almost 
completely disappeared. Furthermore the percent-
age of error-free designs is increased from 85% 
to 89%. From this it can be concluded that self-
checking and superior control are both important 
aspects of human error prevention.

The effect of professional experience is visually 
demonstrated in Figure 6 by means of a histogram 
plot of the same top reinforcement. It can be seen 
that experience has some effect on the error-free 
design percentage, which is increased from 89% to 
92%. However one important thing to mention is 
that the error occurrence beneath a reinforcement 
area of 1500 mm is not decreased. This has a large 

Figure 7.  Solution domain of the simulation of the 
frame structure as a function of top/bottom reinforce-
ment and beam height. No. of simulations: 20.000. 
(Mesh) reliability function based on plastic limit state 
analysis. () Frame does not fail. (X) Frame fails.

Figure 6.  Function of the top reinforcement distribu-
tion depending on experience.

effect on the final structural failure probability. 
This is due to the fact that these errors (which 
reduce the reinforcement area) decrease the struc-
tural resistance. From this is can be concluded that 
experience has also some effect, however less than 
the control mechanisms. This can be explained 
from the fact that a fairly simple design process 
is selected, which requires less engineering knowl-
edge and provides sufficient control possibilities. 
A more complicated process will inevitable lead to 
other results.

Now the effect of different design sequences 
will be discussed. For this the results of a struc-
tural design process for a single beam (statically 
determinate) and a frame structure (statically 
indeterminate beam) is considered. The results are 
presented in Figures 7 and 8. The solution of a sin-
gle simulation (of the Monte Carlo simulation) is 
presented by a circle or cross, while the mesh sur-
face represent the reliability function. Failure will 
occur if  the result of a simulation is beneath this 
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Figure 8.  Solution domain of the simulation of a sin-
gle beam as a function of top/bottom reinforcement and 
beam height. No. of simulations: 20.000. (Mesh) reliabil-
ity function based on plastic limit state analysis. () Beam 
does not fail. (X) Beam fails.

Table 2.  Failure probabilities of the frame structure 
and single beam.

Scenario
Frame 
structure

Single 
beam

Experienced designer  
with self-checking

1.1 ⋅ 10-3 5.2 ⋅ 10-3

Experienced designer  
with normal supervision

0.3 ⋅ 10-3 1.0 ⋅ 10-3

Inexperienced designer  
with self-checking

1.3 ⋅ 10-3 5.4 ⋅ 10-3

Inexperienced designer  
with normal supervision

0.4 ⋅ 10-3 1.1 ⋅ 10-3

ing knowledge is higher than the effect of control. 
These results are occurring due to the specific 
situation of the case study, and are not relevant 
for real situations. The results are only useful rela-
tive to each other, as the underlying Human Error 
Probabilities are quite subjective and need further 
calibration with real cases. As such, the model is 
limited to comparing different structural design 
processes with each other, and cannot be used to 
extract absolute failure probabilities.

6  DISCUSSION

This paper mainly focussed on the basic layout of 
a Human Reliability Assessment (HRA) model for 
structural engineering from a scientific perspective 
(in contrast to a practical perspective). Based on 
this, some usability requirements are discussed 
beneath. A functional requirement of the HRA 
model is to quantify human error in structural 
engineering in a realistic and useful manner. In line 
with (Ale et al. 2012) and (Hudson 2010) the depar-
ture point is: “[...] that control systems need to be 
capable of at least as much variation as the body 
to control” (Ale et al. 2012). This entails (among 
others) that the relation between an error and the 
causes of error should be presented on a realistic 
manner. Furthermore, human behaviour (Cogni-
tive Aspects) and the (organizational) context of 
the situations should be taken into account.

Error causation and the influence of context are 
very complex to model with a HRA model due to 
non-linear (the causal effects are not simplified to 
a single chain) and non-deterministic (the relation 
between two values is not deterministic) behaviour 
of accident causation (Ale et  al. 2013, Hudson 
2010). Within the presented model this is incorpo-
rated to a certain extent. The non-linearity from 
organizational causes to structural consequences is 
present in the focus of the model on the complex 
interactions between human cognition, rather then 

mesh surface (indicated with a ‘X’), results above 
this surface are deemed safe (indicated with a ‘). 
The reliability function is considerably simplified in 
order to represent some characteristics of the func-
tion. Only three parameters are depicted (beam 
height, bottom reinforcement and top reinforce-
ment), while the other parameters are kept fixed (as 
well as the loading conditions). Nevertheless both 
figures provide some useful insights into the results 
of the analysis and the used reliability function.

First of all, both reliability functions present 
two important aspects of failure in reinforced con-
crete beams: a lower reinforcement ratio results 
in a higher collapse probability and the reinforce-
ment ratio has an optimum due to brittle concrete 
failure. However the effect of ductile behaviour, 
robustness and catenary effects are ignored, from 
which it can be concluded that the analysis on 
element level is insufficient to cope with system 
level phenomena. Secondly, when comparing both 
figures, the effect of different design sequences 
becomes visible. The scatter within the solutions in 
case of a frame structure is larger than in case of a 
single beam. However, the failure space in case of a 
frame structure is smaller, which results in a larger 
failure probability in case of a single beam element 
despite the smaller scatter within the beam element 
case. This entails that the failure probability of a 
structural element depends on the design process 
and the structural robustness of the engineered 
system.

Summarising all the results of the case study, 
the probability distributions of the simulations are 
presented in Table 2. The Failure probability for the 
single beam is higher, and the effect of engineer-
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defining specific routes of human information 
processing. The focus on cognitive failure causes 
rather then operational failure causes avoids the 
need to identify each possible cause of failure, 
which is rather impossible. Concerning the non-
deterministic character of accident causation, the 
model represents the variables in terms of proba-
bility distributions rather then simple failure rates. 
This is in line with distributions used in (Ale et al. 
2009, Ale et al. 2010). The question remains if  the 
proposed model is advanced enough to cope with 
the non-linear and non-deterministic properties of 
accident causation. Concerning this, three aspects 
are identified which hamper the use of the model: 
factors well of the line of direct causality, com-
mon effects of higher order causes and accidents 
beyond imagination.

Another related issue is to what extent the 
model is capable to incorporate the two types of 
error provoking conditions (Reason 1990): active 
failures and latent conditions. Active failures are 
the unsafe acts committed, while latent conditions 
are unsafe conditions within a system. A HRA 
model should be capable to cope with both error 
provoking conditions in order to be reliable and 
realistic. Active failures are incorporated in the 
model by using Human Error Probabilities (HEP) 
and Error Magnitudes (EM) on the basic-task 
level to present the probability of occurrence of an 
active failure in the design process.

Latent conditions are incorporated by using the 
design context and the overall design layout. Latent 
conditions have large impacts on the conditions in 
which a design is performed. This is presented by a 
weighting factor depending of the design context, 
based on the CREAM model. Furthermore, latent 
conditions within the overall design process are for 
instance incomplete control mechanisms within 
the organization (which can be modelled with a 
design sequence). It may be questioned if  all latent 
conditions are taken into account, and if  the rela-
tion between latent condition and consequence is 
correct. Within building industry, many probable 
organizational influencing factors have been sug-
gested (Terwel & Vambersky 2012). However, it is 
very hard to detect all latent conditions, and quan-
tify their influence. Representing this relation by 
means of a weighting factor and the process layout 
is very basic, but is a useful approximation.

7  CONCLUSION

This paper discussed the use of a HRA model 
within Structural Engineering to detect vulner-
abilities within Structural Design processes as a 
consequence of Human Error. The model con-
sists basically out of four steps: select process and 

boundary conditions, assess effects on basic tasks, 
assess effect on overall process and calculate failure 
probability. Through these steps a relative failure 
probability of the engineering process is obtained.

Based on the performed case study and compar-
ison with literature it is concluded that the model 
has potential to identify vulnerabilities within a 
Structural Design process. However the model is 
very crude at this stage and needs further improve-
ments to have any practical use. Furthermore, 
quantifying human error probabilities is sensitive 
to subjectivity. as a consequence, the results can 
only be used for relative comparison.

Due to the explorative character of this research, 
several opportunities for further research are iden-
tified. First of all verification and calibration of 
the model is required to improve the model and 
its practical use. Secondly, the Human Error Prob-
abilities are primarily based on operational types 
of actions (in contrast to design actions considered 
in this research) and the Error Magnitudes within 
design tasks are only vaguely known. Improvements 
of these numerical values is required to improve the 
validity of the model. Another interesting aspect 
is the effect of learning (single loop, double loop) 
on the failure probabilities within the model. Also 
the effect of safety barriers should be considered in 
more detail. Safety barriers are often interrelated 
due to common organizational factors. Within the 
model this is applied on a basic manner through the 
amplification factor for the design context. Finally, 
the real behaviour of structures (robustness, ductil-
ity) at the point of failure should be incorporated 
and the construction stage of a building process 
could be investigated in more detail.

Through this case study it becomes clear that 
Human Reliability Assessments have the potential 
to be used within structural engineering. However, 
it still has a long way to go before HRA can be of 
any practical use in construction.
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