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2 Executive Summary

Phishing attacks are a growing problem worldwide, causing significant losses and damage
to individuals, organizations, and governments each year. As attackers use increasingly
sophisticated social engineering techniques to deceive their victims into giving away sensi-
tive information or downloading malware, organizations have responded by implementing
a range of anti-phishing measures. These measures encompass both technical solutions
as well as educational initiatives aimed at promoting reporting and enhancing overall
security against phishing attacks. However, despite these efforts, there remains a gap in
reporting rates in response to phishing emails. To address this, the present research aims
to understand how organizations can foster a reporting culture by exploring the factors
that influence reporting behavior and examining the role of infrastructure and support
systems in enhancing reporting rates. This educational case study adopts a mixed meth-
ods approach, combining perspectives from both the security team and the users. It
utilizes qualitative interviews with the security team to gain insights into existing mea-
sures and processes and analyze quantitative phishing simulation logs to understand user
behavior across different user groups. Subsequently, interviews are conducted with users
to gain a deeper understanding of the factors that influence reporting behavior and the
role of infrastructure in enhancing reporting.

The organization employs a comprehensive approach to prevent phishing attacks through
a multi-layered approach by partnering with different companies that provide a range of
solutions and places a strong emphasis on raising awareness among its users through
phishing simulation exercises. The organization recognizes that cybersecurity is a team
effort and strives to balance security measures with user experience and aims to foster a
culture of reporting. The analysis of phishing simulation logs indicate higher susceptibil-
ity to phishing attempts among students and faculty, with lower reporting rates observed
among students. Furthermore, the analysis of the educational landing page revealed low
user engagement, prompting questions about the effectiveness of teaching moments im-
mediately after a user clicks on the link. The reported phishing emails and simulation
emails successfully replicated persuasion techniques and targeted impersonation. Peak
periods for phishing attempts were also identified, necessitating heightened user vigilance
and proactive measures during those times. Among reported phishing emails, attack-
ers commonly employed authority and scarcity as persuasion techniques. The phishing
simulation emails effectively replicated these observed techniques, providing users with
realistic scenarios to enhance their skills in detecting and responding to sophisticated
attacks.

The study utilized the COMB model to identify factors influencing reporting behavior.
Under capability, self-efficacy in identifying phishing emails, awareness of consequences,
understanding the reporting process, and recognizing the importance of reporting were
primary factors affecting reporting behavior. Similarly, within the opportunity, the ease
of reporting, time and cost to the user were major factors. Additionally, exposure to
phishing emails, timely feedback, and social norms played key roles. Lastly, under mo-
tivation, personal work ethic and values, collective responsibility towards colleagues and
the organization, personal experiences with phishing, perceived threat level of the email,
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and the perceived effectiveness of reporting as an action were identified as factors in-
fluencing reporting behavior. Ultimately, fostering a reporting culture necessitates a
collaborative effort involving the organization, its users, and technical systems. Users
should be encouraged to actively participate in reporting incidents, but the organization
must also be mindful of the associated costs and challenges. To achieve this balance, the
organization should carefully evaluate the desired reporting level, considering available re-
sources, potential impact of phishing attacks, and the time and effort required from users
to report incidents. The organization should ensure a clear and user-friendly reporting
process, including a dedicated report button and regular reminders. Communication,
transparency, and trust-building are essential for emphasizing the benefits of reporting
and providing timely feedback. Training programs play a key role in raising awareness
about the consequences of phishing attacks and equipping users with the skills to identify
suspicious emails. Incentive programs should be thoughtfully designed to encourage re-
porting without distracting users from their primary responsibilities. Creating a culture
where colleagues support each other can also enhance reporting rates. Leveraging tech-
nology, such as implementing notification systems for already reported malicious emails
and exploring automated mechanisms to remove flagged emails from users’ inboxes, can
optimize the reporting process, show appreciation for users’ efforts, and reduce report-
ing burdens. Ultimately, embracing a paradigm shift that recognizes humans as part of
the solution, rather than the problem, is crucial in nurturing a reporting culture. These
strategies foster a proactive community, actively protecting against phishing attacks and
ensuring a secure digital environment.
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3 Introduction

3.1 Background:

In today’s digital world, cybersecurity is a pressing concern for both individuals and
organizations, as more of our personal and professional lives move online. The rapid ad-
vancement of digital technologies has led to significant changes in many industries, with
organizations looking for ways to leverage these technologies to improve efficiency, reduce
costs, and gain a competitive edge. However, the widespread use of the internet has made
individuals more vulnerable to cyber-attacks and sensitive information breaches. Cyber-
criminals see this as an opportunity to obtain confidential information such as usernames,
passwords, bank account information, credit card, or social security numbers, which they
can use for criminal activities such as identity theft or fraud. Phishing is one of the most
common types of cybercrimes, which involves an attacker impersonating a legitimate in-
stitution to trick users into providing personal or financial information(Gupta, Tewari,
Jain, & Agrawal, 2016).

Phishing attacks are often carried out through emails and websites, which are commonly
used as communication channels but can also be exploited for deceptive purposes. Cy-
bercriminals use social engineering tactics to deceive people into revealing their sensitive
information, such as by replying to fake emails or clicking on links within them. Phishing
attacks have become a significant threat to organizations of all sizes and across all indus-
tries, with cybercriminals constantly developing new tactics and methods to trick users
into revealing their personal information. According to a study by messaging security
provider SlashNext, which analyzed billions of link-based URLs, attachments, and nat-
ural language messages in email, mobile, and browser channels over a six-month period,
found more than 255 million attacks, representing a 61% increase in the rate of phish-
ing attacks compared with 2021 (Oreilly, 2023). Some of the recent phishing scams in
history include the 2019 attack on Maastricht University, where hackers used a phishing
email to gain access to the university’s systems, causing widespread disruption and forc-
ing the university to pay a ransom to the attackers (Bannister, 2020). The 2016 hack of
the Democratic National Committee is another notable phishing scam, in which Russian
hackers used a phishing email to gain access to the organization’s email server, resulting
in the release of thousands of confidential emails (Nakashima & Harris, 2018). In 2014,
JPMorgan Chase suffered a data breach in which hackers used a spear-phishing email to
gain access to employee email accounts, stealing personal information from millions of
customers (Roman & Ross, 2014). These attacks not only result in financial losses but
also pose a significant threat to individuals’ privacy, and their sophistication is making
it increasingly difficult to detect them.

From the organizational perspective, the security team employs different metrics to gauge
users’ awareness and response to potential threats. Among these metrics, reporting rates
in phishing simulation exercises are considered an important metric to assess how the
organization will respond in the event of a phishing attempt. However, it is crucial to
recognize that reporting entails additional responsibilities and costs for users. In this con-
text, it also becomes important for the organization to reassess the threshold at which
the costs of encouraging reporting might outweigh the benefits. It is vital to consider



the potential loss of labor productivity and opportunity cost to users when imposing
this additional responsibility. Striking a balance is essential to ensure that the expec-
tations for increased reporting are realistic and aligned with the users’ capacity. Users
may prioritize personal safety and perceive ignoring suspicious emails as a suitable course
of action, creating a discrepancy between their actions and organizational expectations.
This discrepancy poses a challenge in accurately assessing the true scale of the problem
and implementing effective countermeasures. Furthermore, reporting rates can be im-
pacted by a variety of factors such as a lack of knowledge and skills related to identifying
phishing emails, inadequate infrastructure & support systems that fail to promote neces-
sary incentives, ease, and perceived value in reporting, as well as other factors like fear
of reprisal or uncertainty about the reporting process. While previous research supports
some of these factors that influence reporting behavior, the understanding of the under-
lying influences that affect reporting behavior remains limited (Kwak, Lee, Damiano, &
Vishwanath, 2020). Therefore, the main objective of this research is to investigate the
factors that influence an individual’s decision to report or not report phishing emails,
with a focus on understanding how to enhance organizational security. By gaining an
understanding of these factors, organizations can develop effective strategies to cultivate
a reporting culture ! is an essential aspect of cybersecurity. and improve overall secu-
rity. This involves enhancing infrastructure and support systems to facilitate a reporting
culture and empower individuals in recognizing and responding to phishing attempts.
The research will also explore patterns of phishing emails that bypass technical solutions,
aiming to educate users on emails that pose a greater risk to their security. By taking
a comprehensive approach that considers both organizational and user perspectives, this
study aims to contribute to reducing the risk and impact of phishing attacks and ensuring
the safety of the organization. This necessitates acknowledging the additional responsi-
bility and cost associated with reporting for users and developing robust infrastructure
and support systems that encourage reporting while alleviating the challenges faced by
users

3.2 Problem Definition:

In this section, the research problem will be explored. By considering a series of previous
studies and the knowledge gaps that appear when analysing previous work that show
relevance for further research. Together, this will result in the final problem statement
and a description of the scope of the project.

3.2.1 Prior Research:

Prior research has extensively explored the multifaceted nature of phishing attacks and
the challenges they pose to individuals and organizations. Phishing attacks, characterized
by the deceptive attempt to acquire sensitive information, present a significant threat in
today’s digital landscape. The consequences of these attacks encompass various aspects
such as fraud, theft, harm to reputation, regulatory breaches, and intellectual property

LA reporting culture is an organizational environment that encourages individuals to report security
threats and incidents without fear of retribution. It fosters open communication, individual initiative
(self-efficacy), and clear expectations within the work environment (subjective norms) (Marin, Burda,
Zannone, & Allodi, 2023)



loss (Hong, 2012). Phishing is a socio-technical issue that requires addressing both the
human and technical aspects (Distler, 2023). Researchers have focused on understand-
ing the measures and processes implemented within organizations to prevent phishing
attacks. Studies have highlighted the importance of technical solutions such as email
filters, spam detection, and anti-phishing software, as well as organizational policies,
training programs, and awareness campaigns (Kumaraguru, Sheng, Acquisti, Cranor, &
Hong, 2008; Stembert, Padmos, Bargh, Choenni, & Jansen, 2015).

Multiple studies have been conducted to investigate the susceptibility of users to phish-
ing attacks, exploring various factors that contribute to this vulnerability. These factors
include demographics such as age and gender, as well as individual characteristics like
personality type and job role (Vishwanath, Harrison, & Ng, 2018; Lain, Kostiainen, &
Capkun, 2022). Prior research has highlighted persuasive techniques used by attackers in
phishing attempts, including social engineering tactics, urgent requests, and mimicry of
trusted entities (Jagatic, Johnson, Jakobsson, & Menczer, 2007; Ferreira & Teles, 2019).
The authors believe understanding these persuasive principles and behavioral traits can
enhance existing detection tools and improve overall security.

Factors influencing an individual’s decision to report or not report phishing emails have
been explored in prior research. Previous studies have recognized several factors that
contribute to the decision of individuals to report or not report phishing emails. These
include limited knowledge, ease of reporting, lack of incentives, and concerns regarding
potential consequences such as fear of reprisal or uncertainty about the reporting process
(Kwak et al., 2020; Distler, 2023). While these factors have been mentioned in prior re-
search, a comprehensive understanding of the underlying influences that impact reporting
behavior remains limited.

3.2.2 Research Gaps:

The existing research on phishing prevention has predominantly focused on understand-
ing the responsibility for prevention from either the organizational or human perspective.
However, there is a research gap in comprehensively addressing the question of respon-
sibility and collaboration in phishing prevention efforts. It still remains unclear whose
ultimate responsibility it is to prevent phishing attacks and how collaboration between
the organization and employees can effectively enhance prevention strategies. When ex-
ploring the human side, limited research has been conducted on understanding the factors
that influence employees’ decisions to report or not report phishing emails. This knowl-
edge gap is crucial as it can inform the development of effective phishing prevention and
mitigation strategies. By identifying the barriers that hinder employees from reporting
phishing emails, organizations can address these issues and promote a reporting culture.
Furthermore, gaining insights into the psychological mechanisms underlying reporting
decisions can guide the design of targeted training and awareness programs, enhancing
individuals’ ability to recognize and report phishing attempts effectively.

In addition, there is a notable research gap regarding the specific steps organizations can
take to enhance their infrastructure and support systems to foster a reporting culture
and combat phishing attacks. While existing literature often emphasizes user behavior



and individual responsibility, it tends to overlook the critical role played by infrastruc-
ture and support systems in enabling and empowering individuals. Understanding how
organizations can strengthen their infrastructure and support systems will contribute to
creating an environment that promotes timely reporting of phishing attempts and en-
hances overall organizational security.

Lastly, another noteworthy research gap lies in the limited exploration of integrating both
the perspectives of the security team and the users into a unified approach. Existing lit-
erature tends to focus on either the viewpoint of the security team or the users separately,
overlooking the potential synergies that can be achieved through their collaboration. In-
tegrating these perspectives in a single research study can provide valuable insights into
the dynamics, interactions, and shared responsibilities between the security team and the
users in combating phishing attacks.

Overall, addressing these research gaps contributes to the advancement of knowledge and
understanding in the field of phishing prevention. By examining the factors influencing
reporting behavior, enhancing infrastructure and support systems, and integrating the
perspectives of the security team and the users, this research aims to foster a reporting
culture, develop effective prevention strategies, and ultimately safeguard organizations’
sensitive information against phishing attacks.

3.3 Research Objective

In this case study, set within an educational institute, the primary goal is to explore how
the organization can foster a reporting culture to effectively combat phishing attacks. The
study delves into understanding the factors influencing reporting behavior and examines
the role of infrastructure and support systems in enhancing reporting rates. By analyzing
the interplay between user behavior and organizational support, this case study aims to
provide valuable insights for designing strategies that promote reporting and strengthen
overall security against phishing attacks.

3.3.1 Sub-Research Objectives

e Examine the current anti-phishing measures and processes in place within the or-
ganization to prevent phishing attacks

e Investigate trends and patterns in phishing simulation logs to assess the effectiveness
of anti-phishing measures in enhancing reporting behavior and identify groups that
are more susceptible to phishing attacks

e Analyze phishing emails that bypass technical filters to identify common character-
istics and techniques, and assess the effectiveness of phishing simulation emails in
replicating them to enhance users’ recognition and reporting of such emails.

e Identify the primary factors that influence an individual’s decision to report or not
report phishing emails.



e Evaluate the current infrastructure support for individuals in recognizing and re-
porting phishing attempts and propose strategies for improving the infrastructure
to enhance reporting rates.

3.4 Research Question

To achieve the research objectives mentioned, the following research question and sub-
questions have been formulated.

Main Research Question: How can the organization foster a reporting culture to
combat phishing attacks?

3.4.1 Sub-Research Questions

e What measures and processes are currently in place within the organization to
prevent phishing attacks?

e What is the current state of clicking and reporting behavior among individuals who
have received phishing simulation emails?

e How does the design of phishing simulation emails compare to the characteristics
and techniques of emails that bypass technical filters?

e What are the main factors that influence an individual’s decision to report or not
report phishing emails?

e How can infrastructure and support be enhanced to improve an individual’s ability
to recognize and report phishing attempts?

3.5 Research Scope:

Based on the research objectives and questions, this study investigates the factors influ-
encing reporting behavior and explores strategies to enhance infrastructure and support
systems for fostering a reporting culture in an educational institute in the Netherlands.
The research adopts a mixed methods approach, involving qualitative analysis through
semi-structured interviews with the security team, faculty, support staff, and students,
and quantitative analysis of phishing simulation logs to examine clicking and reporting
behavior. By gathering insights from multiple perspectives, the study aims to gain a
comprehensive understanding of the problem. The research scope focuses on the specific
context of the educational institute in the Netherlands, aiming to identify the key factors
impacting reporting behavior and propose recommendations for improving infrastructure
and support systems to promote a culture of reporting. The findings of this study will
contribute to the field of phishing prevention and provide practical insights for enhancing
security practices in educational institutions.



3.6 Thesis Outline:

The thesis is structured into ten chapters, each serving a specific purpose in providing
a comprehensive analysis of the research topic. The first chapter presents an executive
summary, offering a concise overview of the thesis by summarizing the main research
findings and recommendations. Chapter 3 serves as the research introduction, setting the
context for the study. It provides background information, defines the research scope,
and states the research question and aims. This chapter establishes the foundation for
the research and highlights its significance in the field of study. Chapter 4 introduces the
case and outlines the research methodology, which follows a mixed methods approach.
It further delves into the research methods employed for each sub-research question,
including qualitative semi-structured interviews, quantitative phishing log analysis, and
document analysis. Chapter 5 conducts a thorough literature review, examining relevant
studies and theories related to the research topic. This chapter synthesizes previous
research and establishes a theoretical framework that informs the subsequent chapters.
Chapter 6 presents the findings from interviews conducted with the I'T team and security
solution providers. It sheds light on the current processes and measures in place to protect
the organization, focusing on the infrastructure perspective from the practitioners’ side.
Chapter 7 analyzes the phishing simulation log to investigate the clicking and reporting
behavior of users. The chapter presents the findings and identifies patterns or trends in
the data. Chapter 8 explores the characteristics of reported emails by comparing them
to the design of phishing simulation emails. It examines the similarities and differences
to identify areas for improvement. Chapter 9 presents the findings from user interviews,
which provide insights into the factors that impact reporting behavior. The chapter also
discusses ways to recommendations to enhance infrastructure and support systems to
foster a stronger reporting culture. Chapter 10 engages in a discussion of the research
findings in relation to the existing literature. It explores the implications of the findings,
compares them with previous studies, and delves deeper into the topic. The chapter also
addresses the validity, reliability, and limitations of the study, while suggesting directions
for future research. Finally, Chapter 11 offers a conclusion and practical recommendations
based on the research findings. It summarizes the main insights of the thesis and provides
actionable recommendations for enhancing the organization’s phishing prevention and
reporting efforts.



4 Methodology

4.1 Research Approach:

The case study approach is a valuable research methodology that will be adopted in this
study to examine the phenomenon of phishing and reporting behavior within an orga-
nizational context. A case study is a suitable research approach for this project as it
allows for an in-depth exploration of a contemporary event within its real-life context
(Yin, 2012). By adopting a case study methodology, the research aims to provide a de-
tailed analysis of the phishing incidents, the organizational culture surrounding security,
and the experiences and behaviors of the individuals involved. This approach enables the
research to delve into the complex dynamics and nuances of the phishing phenomenon,
bringing it closer to the lived reality of employees and the organization (Hodkinson &
Hodkinson, 2001).

One of the primary advantages of the case study approach is its ability to generate an
in-depth understanding of the bounded system under investigation (Creswell & Poth,
2016). In the context of this research, the case study will allow for a detailed exploration
of the organizational practices, policies, and procedures related to phishing incidents, as
well as the perceptions, experiences, and behaviors of the different user groups. This
depth of analysis will provide valuable insights into the factors that influence reporting
behavior and help develop a supportive culture for reporting phishing incidents by en-
hancing infrastructure and support systems. However, it is important to acknowledge the
limitations of the case study approach, particularly in terms of validity and generalization
(Yin, 2013). Since case studies typically involve a limited number of cases, generalizing
the findings to a broader population may be challenging. In this research, the focus
will be on a specific organizational context, which may limit the generalizability of the
findings to other organizations. Therefore, the results should be interpreted within the
context of the case study organization, and caution should be exercised when applying
them to other settings.

4.1.1 Case Study Selection:

The selection of a case study for this research is motivated by the growing threat of
phishing attacks targeting educational institutions and the need to understand reporting
behavior within this context. Educational institutes, including universities, are increas-
ingly targeted due to the wealth of information available online, such as research, contacts,
and sensitive data, which poses a higher risk for potential breaches. According to a study
conducted by a security company, Zscaler, the education industry experienced a 576%
increase in phishing attempts in 2022, which propelled it from the eighth most-targeted
sector to the most targeted sector (Zscaler, 2023).

Universities and educational organizations offer a wide range of digital resources and
services to their students and staff members. Moreover, the decentralized nature of uni-
versities, with diverse user groups and varying technical capabilities, adds complexity to
the security landscape. With the increasing adoption of Bring Your Own Device (BYOD)
policies in educational settings, personal devices connected to the university network may



lack robust security measures, further amplifying the risk of successful phishing attacks
(Bann, Singh, & Samsudin, 2015). By focusing on an educational organization with over
30,000 students, researchers, and personnel, this case study offers a unique opportunity
to explore the intricate dynamics of phishing incidents and reporting behavior within a
real-life setting. Through an in-depth analysis, this research aims to shed light on the
current practices and measures, challenges, and factors that influence reporting behavior,
ultimately informing the development of targeted strategies to mitigate phishing threats
in educational environments.

4.2 Research Design
4.2.1 Mixed Methods Research

In this study, an embedded mixed methods research approach was utilized to gain a com-
prehensive understanding of how the organization can foster a reporting culture. The
study specifically focuses on two key aspects: the factors that influence reporting be-
havior and the potential enhancements that can be made to infrastructure and support
systems. The embedded design integrates qualitative and quantitative data within a
dominant method to provide a more nuanced and holistic understanding of the research
problem (Johnson, Onwuegbuzie, & Turner, 2007). The initial phase involves conducting
qualitative interviews with the security team to gain insights into the existing measures
and processes in place for preventing and addressing phishing attacks. These interviews
provide valuable information about the technical measures, educational initiatives, and
reporting procedure. Concurrent with the security team interviews, the analysis of phish-
ing simulation logs is performed to examine the reporting rates and identify any patterns
or trends. The insights obtained from both the security team interviews and the analysis
of phishing simulation logs inform the subsequent phase of the study, interviews with
different user groups. These interviews aim to explore participants’ understanding of
phishing, concerns regarding phishing attacks, confidence in identifying phishing emails,
and their experiences with reporting or not reporting suspicious emails. By considering
the insights from the security team interviews and the analysis of phishing simulation
logs, the interviews with users are designed to delve deeper into the factors influencing
their reporting behavior.

By integrating qualitative and quantitative data within the embedded mixed methods
design, this study aims to capture a comprehensive picture of the factors influencing
phishing reporting behavior. The embedded design allows for the alignment of qualitative
and quantitative components, leveraging the strengths of each method. This approach
enhances the validity and depth of understanding, enabling a robust analysis of the re-
search problem. While employing an embedded mixed methods approach presents certain
challenges, such as data integration and analysis complexities, these challenges are effec-
tively managed through careful design and alignment of the qualitative and quantitative
components. By combining these methods, this study aims to provide valuable insights
into phishing reporting behavior and contribute to the development of effective strategies
for enhancing infrastructure and support to combat phishing attacks.



4.3 Methods in sub-questions

To ensure a thorough and comprehensive analysis, this study will employ a combination
of research methods. This section aims to provide an overview of these methods, their
objectives, and their relevance to addressing the sub-questions. Three primary research
methods will be utilized, as depicted in Figure 1.

QUALITATIVE SEMI-
STRUCTURED INTERVIEWS DOCUMENT ANALYSIS

QUANTITATIVE LOG
ANALYSIS

Figure 1: Research Methods

4.3.1 Qualitative Interviews

Qualitative interviews play a crucial role in gaining in-depth insights and understand-
ing within the research context (Flick, von Kardorff, & Steinke, 2004). In this study,
two rounds of semi-structured interviews will be conducted, one with the security team
and the other with users, to capture diverse perspectives and experiences. The use of
open-ended questions will allow participants to provide detailed and nuanced responses,
while closed-ended questions will serve as prompts to explore specific aspects further
(Adams, 2015). Semi-structured interviews provide flexibility while maintaining consis-
tency across participants (Dearnley, 2005). They enable the researcher to ask the same
core questions to all participants while also allowing for adaptation based on individual
responses and roles. This flexibility is particularly valuable when exploring participants’
viewpoints, such as understanding organizational protocols and guidelines from different
perspectives. By allowing participants to express their independent thoughts within a
group setting, a rich and comprehensive understanding of decision-making processes can
be obtained (Adams, 2015).

However, it is important to acknowledge that conducting semi-structured interviews can
be time-consuming and labor-intensive, requiring interviewer expertise (Adams, 2015). In
this study, to address this challenge, a balance was struck by conducting a sufficient num-
ber of interviews. A total of 10 interviews were conducted with IT practitioners, taking
into consideration their limited time availability due to their professional responsibilities.
This sample size was deemed appropriate to gain valuable insights from a diverse range
of I'T professionals involved in preventing phishing attacks within the organization. Addi-
tionally, to capture a comprehensive range of perspectives from the different user groups,
a total of 26 interviews were conducted with users, ensuring diverse representation and
data saturation (Guest, Bunce, & Johnson, 2006). The larger number of user interviews
was motivated by the aim to achieve data saturation, where no new themes or insights
emerge from subsequent interviews, thus ensuring a thorough understanding of users’



experiences, perceptions, and challenges concerning phishing attacks.

Research Question 1: "What measures and processes are currently in place within the
organization to prevent phishing attacks?"

This sub-question aims to investigate the measures and processes currently implemented
by the organization to prevent phishing attacks and mitigate potential damage in the
event of a successful breach. The research method involves conducting semi-structured
interviews with professionals from various teams within the organization, including the
Safety, Privacy, and Architecture teams. By conducting these interviews, a comprehen-
sive understanding of the strategies and practices employed by different teams to combat
phishing attacks can be obtained while also getting a view of potential challenges they
face to safeguard the organization. For this research, a purposive sampling technique will
be used to select a total of 10 IT practitioners as participants for the interviews. The
sample will be chosen based on their diverse roles and responsibilities within the orga-
nization, ensuring representation from teams involved in technical measures, educational
initiatives, compliance with regulations, and communication. This diverse sample will
provide a holistic view of the organization’s approach to phishing prevention and response.
Through the semi-structured interviews, participants will be encouraged to share their
experiences, challenges, and best practices related to phishing prevention and incident
response. The interviews will delve into topics such as technical measures, educational
initiatives, compliance frameworks, incident management protocols, and communication
strategies. To establish a consistent and reliable point of contact with the organization
throughout the research period, one employee will be identified as the main liaison. This
employee will assist in coordinating the interviews and facilitating communication be-
tween the researcher and the organization.

Research Question 4: "What are the main factors that influence an individual’s deci-
sion to report or not report phishing emails?"

To investigate the main factors influencing an individual’s decision to report or not re-
port phishing emails, a qualitative research method was employed. Both surveys and user
interviews were considered as potential research approaches for gathering insights from
participants. While surveys offer the advantage of collecting data from a larger sample
size, user interviews were chosen as the preferred research method for this study. User
interviews provide a more personalized and in-depth exploration of participants’ perspec-
tives, allowing for a comprehensive understanding of their experiences, motivations, and
challenges. This qualitative approach enables probing questions and the flexibility to
seek clarifications, leading to more nuanced and detailed responses. Additionally, user
interviews facilitate the exploration of emerging themes and unexpected insights that
may not be captured by standardized survey questions. The decision to focus on users
was driven by the analysis of quantitative phishing logs and insights from the security
team interviews, which indicated a low reporting rate. By engaging directly with users,
this research aimed to gain deeper insights into their perspectives, behaviors, and mo-
tivations related to reporting phishing emails. The interviews were designed based on
the COMB (Capability, Opportunity, Motivation, and Behavior) model, which provides
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a theoretical framework for understanding and analyzing behavior change (Michie, van
Stralen, & West, 2011). The interview questions were tailored to explore users’ awareness,
knowledge, capabilities, and perceived barriers in reporting phishing emails. Addition-
ally, factors such as the perceived severity of the threat, trust in reporting mechanisms,
organizational support, and personal motivation were also addressed to provide a com-
prehensive understanding of the decision-making process.

Research Question 5: How can infrastructure and support be enhanced to improve an
individual’s ability to recognize and report phishing attempts?”

Similarly, this qualitative research approach also provides insights into how infrastructure
and support can be enhanced to foster a reporting culture. By conducting interviews with
users, valuable suggestions and feedback are gathered on how infrastructure support can
be improved to enhance their ability to recognize and report phishing attempts effectively.
The user interviews serve as a platform for users to share their experiences, challenges,
and recommendations, which can be invaluable in identifying areas of improvement in
support systems. By analyzing their responses, one can gain a deeper understanding of
the specific requirements and needs of users when it comes to infrastructure support.

To investigate the factors influencing individuals’ decision to report or not report phishing
emails and enhancement of infrastructure support, a mixed sampling approach is being
utilized. The sampling procedure involves stratifying the participants based on their user
groups (professors, support staff, and students) and their reporting behavior (reported or
not reported the previous phishing simulation email). For users who have reported the
phishing email from the previous phishing simulation campaign, emails are sent out to
invite them to participate in the study. The recruitment process ensures representation
from each user group, allowing for a comprehensive understanding of their experiences
and perspectives. Insights from these interviews can help understand the perception of
the reporting process. In the case of users who have not reported the email, different
sampling strategies are employed based on their user groups. For students, a random
sampling technique is being implemented outside the library, where every 15th person
passing by is approached for potential participation in the study. This approach aims to
capture a diverse range of student perspectives across different faculties. On the other
hand, for professors and support staff, a convenience sampling approach is being adopted.
This involves recruiting participants based on their availability and accessibility. Word-
of-mouth and existing networks are being utilized to identify and approach potential
participants within these user groups.

4.3.2 Quantitative Phishing Simulation Logs

Research Question 2: "What is the current state of clicking and reporting behavior among
individuals who have received phishing simulation emails?"”

To investigate the clicking and reporting behavior of individuals who receive phishing
simulation emails, a focused research method is implemented. The analysis centers on
utilizing the data from the logs of the most recent phishing simulation round. These
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logs provide valuable insights into clicking and reporting patterns, facilitating the iden-
tification of user groups that are more susceptible to falling for phishing attempts and
those that exhibit lower reporting rates. Additionally, the logs shed light on the groups
that infrequently report phishing emails. By examining the reporting behavior across
different user groups, any variations or discrepancies in reporting rates can be identified,
contributing to an understanding of the challenges specific groups face in recognizing and
reporting phishing attempts. This knowledge can inform targeted awareness and train-
ing initiatives. The analysis of the logs places emphasis on various aspects of clicking
behavior, including the timing of clicks, such as how quickly individuals click on phish-
ing emails, as well as the time of day when most clicks occur. These insights provide a
comprehensive overview of the current state of clicking and reporting behavior, aiding in
the development of strategies to enhance cybersecurity awareness and response.

4.3.3 Document Analysis

Document analysis is a research method that involves the systematic examination and
interpretation of various types of written or recorded documents.

Research Question 3: "How does the design of phishing simulation emails compare to
the characteristics and techniques of emails that bypass technical filters? "

To address the research question on the effectiveness of phishing simulation emails in
improving users’ recognition and reporting of sophisticated phishing emails, the study
employs document analysis. The analysis focuses on a dataset of reported phishing
emails collected from 1st March to 15th May. The analysis is two-fold. Firstly, the
analysis focuses on the examination of phishing emails that successfully bypassed tech-
nical filters. By studying the persuasion principles and techniques employed in these
emails, the study aims to understand the specific strategies used by attackers to evade
detection. This analysis involves comparing the characteristics of these bypassed emails
with the persuasion techniques incorporated in the phishing simulation emails. The goal
is to assess the effectiveness of the simulations in raising awareness and improving users’
ability to recognize and respond to sophisticated phishing attempts, particularly those
that pose higher risks to the organization. Secondly, the analysis extends beyond the
persuasion principles to identify broader trends related to target organizations, timing,
and frequency of phishing attacks. By examining these trends, the study aims to uncover
patterns such as the most frequently targeted organizations and the specific day and time
periods when phishing attacks are more prevalent. These insights can inform the devel-
opment of tailored training materials, enhance user awareness during high-risk periods,
and enable the organization to strengthen its network security measures accordingly.

4.4 Ethical Considerations

The research conducted in this study strictly adhered to ethical considerations through-
out the entire process. Prior to collecting data, approval was obtained from the Human
Research Ethics Committee (HREC) at TU Delft, ensuring that necessary measures were
in place to mitigate any potential risks. A comprehensive data management plan was
implemented to maintain confidentiality and anonymity of the participants. Measures
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such as using pseudonyms and other techniques were employed to protect their iden-
tities. Participants were fully informed about the study and their rights as research
participants, and ethical guidelines were followed to respect their well-being. Informed
consent was obtained from all participants before conducting interviews, providing them
with information about the study’s purpose, their involvement, and any potential risks or
harms. Participants had the freedom to withdraw from the study at any point without
consequences. The interviews were recorded using Microsoft Teams solely for transcrip-
tion purposes, and participants were assured of the privacy and secure storage of the
recordings, with deletion upon completion of the thesis. Data confidentiality was main-
tained by treating all participant information as highly confidential and securely storing
it according to the Data Management Plan. Personal information was carefully removed
before analysis to protect participant identities. These rigorous ethical measures were
implemented to uphold the study’s integrity and ensure the well-being and privacy of the
participants.
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5 Literature Review

5.1 History and Evolution of Phishing Attacks

The history of phishing attacks can be traced back to the early days of the internet, with
the first known attack taking place in the mid-1990s. At that time, hackers began using
randomized credit card numbers generated by algorithms to steal users’ passwords from
America Online (AOL) (Whitman & Mattord, 2022). These early attacks were conducted
via instant messages or emails that posed as messages from AOL employees, which con-
vinced users to reveal their passwords. As attackers learned that requesting customers
to update their account information was an effective way to steal sensitive information,
phishers began to target larger financial institutions. The term "phishing" was coined in
1996 to describe these attacks, which were also referred to as carding or brand spoofing
(Cui, Jourdan, Bochmann, Couturier, & Onut, 2017).

Phishing started to evolve rapidly during the 2000s and 2010s, when people had little
knowledge of the practice. Scammers began targeting online payment gateways, such
as Paypal and E-gold, stealing user information through fake emails that looked legiti-
mate. In late 2008, the emergence of cryptocurrencies provided an untraceable payment
method for hackers, who could then collaborate, extort victims, and securely cash out on
their scams (Bartoletti, Lande, Loddo, Pompianu, & Serusi, 2021). Ransomware attacks,
which are mainly delivered through phishing emails, also began to increase in frequency
and severity, with losses often totaling millions of dollars. In the early 2010s, hackers
started to use phishing for purposes beyond financial gain, such as the 2016 politically-
motivated phishing attack on Hillary Clinton’s campaign chairman, John Podesta.

In present times, phishing attacks are increasing in both sophistication and frequency,
with attackers exploiting different channels and threats to trap more victims. Social
engineering-based methods are the attackers’ weapon of choice, and they continue to
focus on such attacks rather than sophisticated techniques and toolkits. The rise of
emerging technologies such as mobile and social media has exacerbated the problem,
with a large proportion of attacks originating from social media (Marforio, Masti, Sori-
ente, Kostiainen, & Capkun, 2016). According to a report by the Anti-Phishing Working
Group (APWG), there were over 1,270,883 unique phishing attacks in the third quarter
of 2022, the highest ever recorded (APWG, 2022).

5.2 Types of Attacks and Impact

While the basic premise of phishing remains the same - tricking individuals into giv-
ing away sensitive information - the tactics and methods used have become increasingly
sophisticated. As a result, there are now many different types of phishing attacks from
traditional email phishing to more sophisticated spear-phishing, whaling attacks and BEC
(Parmar, 2012). Spear phishing attacks are customized attacks aimed at a particular vic-
tim to obtain sensitive information, whereas vishing and smishing attacks are focused on
voice and text communications respectively. BEC or Business Email Compromise is a
type of phishing attack where the attacker sends an email posing as a high-level executive
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or manager to a lower-level employee in the finance or accounting department (Bakarich
& Baranek, 2019). The aim of the attacker is to deceive the employee into divulging sensi-
tive information or making a financial transaction. On the other hand, smishing is a type
of phishing attack that uses text messages as the attack vector, while vishing uses phone
calls (Stembert et al., 2015). These attack methods are designed to evade SPAM filters
and target more potential victims. Smishing and vishing have become more prevalent
due to the widespread use of mobile phones and texting. Criminals use these methods
to trick users into revealing personal information or to initiate a financial transaction by
pretending to be a legitimate source. These attack methods highlight the adaptability of
cybercriminals to leverage new technologies to exploit users. As a result, individuals and
organizations need to remain vigilant and aware of these types of attacks to minimize the
risk of being victimized.

Determining the total damage caused by phishing attacks is challenging due to underre-
porting and difficulty quantifying the overall impact. A framework proposed by Anderssen
in 2012 categorizes cybercrime costs into direct, indirect, and defense costs (Anderson et
al., 2012). Direct costs refer to the value of losses or damages suffered by victims, while
indirect costs relate to losses or opportunity costs borne by society. Defense costs refer to
the value of preventive measures taken to mitigate cybercrime. A study reported that in
the United States, phishing attacks cause direct losses ranging from 61 million to 3 billion
USD annually (Hong, 2012). However, these figures do not account for significant indirect
costs and defense costs incurred. Furthermore, research also highlights that phishing at-
tacks often serve as a starting point for other harmful cyber-attacks, such as ransomware
(Masood, Sirshar, & Zainab, 2015). Prior research underscores the significant impact of
phishing attacks on individuals, organizations, and society as a whole. These attacks can
result in financial losses, damage to reputation, and theft of sensitive information and
hence phishing attacks are a serious threat and require continuous attention and effort
to prevent and mitigate their impact (Alkhalil, Hewage, Nawaf, & Khan, 2021).

5.3 Persuasion Techniques and Believability of Phishing Emails

With the increasing complexity and sophistication of phishing attacks, it is becoming
more difficult for even experienced users to identify and avoid them. This has led re-
searchers to investigate various aspects of phishing emails to understand how attackers
are able to convince their targets to take the desired action. Jagatic et al. (2007) stated
that phishing emails are successful due to their exploitation of human psychology and
interactions. These emails use personal and contextual information to appear trustwor-
thy and persuade victims to give away personal information and money (Jagatic et al.,
2007). The authors suggest that identifying various types of persuasive principles and
behavioral traits in phishing emails can complement and enhance current detection tools.
Similarly, according to a study by Ferreira & Teles (2019), persuasiveness in phishing
involves exploiting innate cognitive vulnerabilities in human cognition, such as author-
ity, liking, scarcity, consistency, social proof, and reciprocity—principles of persuasion
based on Cialdini’s work. These techniques are used to convince the target to perform
a desired action. The study found that using persuasion techniques can greatly increase
the likelihood of successful victimization(Ferreira & Teles, 2019). Kersten et al. (2022)
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conducted a study that identified factors that contribute to the believability of phishing
emails across three dimensions: realism, relevance, and persuasiveness (Kersten, Burda,
Allodi, & Zannone, 2022). The paper concludes that technical, contextual, language and
layout are critical factors in the believability of an email.

Realism is a crucial aspect of phishing emails as it determines the extent to which they
resemble legitimate messages. Research has highlighted several key factors that increase a
target’s suspicion about the legitimacy of an email, including the use of spelling mistakes,
bad grammar, unknown links, and inconsistencies in the sender’s name and email address
(Steves, Greene, & Theofanos, 2020; Parsons et al., 2016). In addition, the visual cues in
phishing emails such as logos and conventional formatting can affect their believability
(Williams & Polage, 2018). Research also highlights that the context of phishing emails
and alignment with the environment of the user can influence how they view the email
(Burda, Allodi, & Zannone, 2021). If a phishing email’s pretext and other characteristics
match the recipient’s context, they are more likely to concentrate on the email’s con-
vincing aspects and disregard any suspicious cues that could indicate a phishing attack.
Understanding persuasion techniques and factors influencing phishing email believabil-
ity is crucial for developing effective countermeasures and awareness programs (Akbar,
2014). By identifying these factors, individuals can be more vigilant against suspicious
cues. A list of questions (Figure 2) has been developed, aligned with Cialdini’s princi-
ples, to facilitate the analysis of persuasion techniques employed by attackers in phishing
emails.

Technique Questions

Does the email offer a free gift or incentive in exchange for taking a specific action?

X . Is there a mention of a favor or assistance that has heen done for the recipient?
Reciprocity

Does the email create a sense of obligation by highlighting a past interaction or relationship?

Does the email use language that implies the recipient owes something in return?

Does the email emphasize limited availability or urgency to act quickly?

Is there a mention of a limited quantity or time-limited offer?

Scarcity
Does the email create a fear of missing out on an exclusive opportunity?

Does the email use language that implies scarcity or rarity?

Does the email mention a reputable organization, figure, or expert to lend credibility?

X Is there a display of official logos, certifications, or endorsements?
Authority

Does the email use language that implies the sender has superior knowledge or expertise?

Does the email reference official sources or industry standards?

Does the email remind the recipient of a previous commitment or agreement they have made?

S Is there an emphasis on the recipient’s desire to remain consistent with their past actions or decisions?
Consistency

Does the email highlight how the requested action aligns with the recipient’s values, beliefs, or personal goals?
Does the email imply that the recipient has already expressed interest or intent in a related matter?

Does the email mention others involved in the particular task or action?

Does the email mention someone the recipient knows or respects?

Social Proof
Does the email use testimonials or customer reviews to show social proof?

Does the email create a sense of belonging or conformity by referencing others who have taken the desired action?

Does the email use friendly or flattering language to establish a positive connection?

Liki Is there an attempt to create similarity or commonality with the recipient?
iking

Does the email appeal to the recipient’s desire to be liked or accepted by others?

Does the email use language that implies the sender has a genuine interest in the recipient’s well-being?

Figure 2: Questions to analyze Cialdini persuasion techniques used by attackers in re-
ported emails
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5.4 Anti-phishing Measures

Various countermeasures have been applied to prevent phishing attacks. Technical filter-
ing solutions are deployed to prevent phishing emails from reaching their target users.
These solutions can use rule-based or machine learning-based techniques to analyze in-
coming emails and classify them as either legitimate or phishing messages (Fette, Sadeh,
& Tomasic, 2007). While machine learning-based techniques have become more effective
in detecting phishing websites and can be used to create blacklists (Vrbanci¢, Fister, &
Podgorelec, 2018; Sirigineedi, Soni, & Upadhyay, 2020), attackers can also use similar
techniques to bypass these detection systems (Bahnsen, Torroledo, Camacho, & Villegas,
2018). Rendall et al. (2020) emphasize the importance of adopting a multi-layered ap-
proach in combating phishing attacks. Such an approach involves implementing various
security measures and strategies across different levels of an organization’s infrastructure
(Rendall, Nisioti, & Mylonas, 2020).

Alternatively, educating users is a proactive method of preventing phishing attacks. By
creating awareness about the different types of phishing scams and training users to
identify them, this method can help prevent employees from falling victim to phishing
attacks and consequently avoid possible information leaks. Additionally, web filtering
software or a specific firewall can be used to analyze websites visited by employees and
prevent access to sites with malicious intent (Alnajim & Munro, 2009).

5.5 Integrating the Human Factor as a part of the Solution

The field of cybersecurity has historically emphasized the human element as a poten-
tial source of vulnerability, leading to efforts focused on excluding, training, controlling,
and constraining individuals, often reducing them to mere rule-followers (Zimmermann
& Renaud, 2019). However, there is a growing recognition of the need to shift towards a
collaborative approach that combines technical measures with human considerations as
part of the solution. This mindset shift emphasizes the importance of enhancing factors
that contribute to improved recognition and reporting of phishing attempts by users. If
the human element is to play a significant role in mitigating risks, it becomes essential
to understand how users respond when assigned security-related tasks. If the human
element is to play a significant role in mitigating risks, it becomes essential to understand
how users respond when assigned security-related tasks. By gaining insights into users’
behaviors, motivations, and challenges, organizations can develop strategies that effec-
tively engage users in phishing prevention.

In this context, research by Beautement et al. (2008) provides valuable insights into
managing security behavior within organizations. The study investigates the factors that
influence compliance with security policies among employees, emphasizing the significance
of considering the perceived costs and benefits of compliance from both individual and
organizational perspectives (Beautement, Sasse, & Wonham, 2008). By understanding
these factors, organizations can design security tasks and policies that align with employ-
ees’ interests and motivations, fostering a culture of compliance. Similarly, Herley (2009)
delves into the rational rejection of security advice by users, highlighting the importance
of striking a balance between users’ capabilities and the demands placed on them. The
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study suggests that security advice may present a poor cost-benefit tradeoff, adding to
users’ burden without providing substantial benefits (Herley, 2009). Recognizing the
limitations users face and the potential overload of security tasks, organizations can de-
velop more realistic and effective strategies to engage users in security-related activities,
including reporting phishing attempts.

5.6 Phishing Awareness & Training

Different methods are available for cybersecurity awareness training, classified into cate-
gories based on their delivery methods - online, game-based, video-based, and simulation-
based methods. Each of these methods has its advantages and disadvantages. A review
by Chowdhury and Gkioulos suggests that organizations should consider various factors
when choosing a method, such as cost, scalability, and level of interactivity (Chowdhury
& Gkioulos, 2021). Meanwhile, a study by Abawajy evaluated three delivery methods
for cybersecurity awareness, namely text-based, game-based, and video-based methods
(Abawajy, 2012). The study found that all methods were successful in increasing the
participants’ understanding of phishing and its risks, with the video-based method being
the most preferred by users. Another study found that gamification of cybersecurity con-
cepts and principles was the preferred mode to raise awareness among students (Beuran,
2016). Tally et al. (2023) recommend incorporating enjoyable and interactive elements
into anti-phishing training programs, simulating media and conversations that users will-
ingly participate in during their everyday lives (Tally, Abbott, Bochner, Das, & Nippert-
Eng, 2023). Overall, the choice of cybersecurity awareness training method depends on
various factors, including the audience, training objectives, and available resources.

5.6.1 Target Groups: Susceptibility to Phishing

Several studies have explored the impact of demographic and personal factors on sus-
ceptibility to phishing attacks. Sheng et al. found that individuals between the ages of
18 to 25, and women who have undergone less technical training are more susceptible
to phishing attacks (Sheng, Holbrook, Kumaraguru, Cranor, & Downs, 2010). Similarly,
Jagatic et al. discovered that phishing emails were slightly more likely to be successful
when the sender was of the opposite gender to the receiver (Jagatic et al., 2007). On the
other hand, Flores et al. found that women are less susceptible to phishing attacks and
that computer experience at work and willingness to help correlate with the participant’s
phishing susceptibility (Rocha Flores, Holm, Svensson, & Ericsson, 2014). Halevi et al.
discovered that less suspicious/aware online users are more likely to fall victim to phishing
and that conscientiousness can be targeted by attackers to gain a higher phishing response
rate (Halevi, Memon, & Nov, 2015). The study by Hong found that gender, trust, and
personality are attributes that make some individuals more vulnerable to phishing attacks
than others (Hong, 2012). Finally, Butavicius et al. (2012) found that computer-savvy
participants were more vulnerable to phishing attacks in the informed experiment, but
those with more extroverted or open personalities had better performance in detecting
phishing emails in the non-informed experiment (Pattinson, Jerram, Parsons, McCormac,
& Butavicius, 2012).
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Furthermore, studies have also investigated the impact of people’s level of awareness on
their susceptibility to phishing attacks. A study by Parsons et al. found that participants
who were informed that they were participating in a phishing study demonstrated better
performance in identifying phishing emails (Parsons, McCormac, Pattinson, Butavicius,
& Jerram, 2015). However, participants with formal training in information systems
performed more poorly overall. Educational and awareness activities related to email
environments are critical in managing the increased threat of identity theft (Sheng et al.,
2010). Signal detection theory has been used to measure vulnerability to phishing at-
tacks, showing that phishing-related decisions are sensitive to individuals’ response bias,
confidence, detection ability, and perception of consequences (Stanton, Theofanos, Pret-
tyman, & Furman, 2016). Vishwanath et al. (2018) developed the Suspicion Cognition
Aromaticity Model (SCAM) model to describe the likelihood of phishing victimization
based on individual beliefs concerning cyber-risk, both heuristic and systematic patterns
exhibited while processing an email, deficient self-regulation, and developed email habits
(Vishwanath et al., 2018). The model uses experiential, dispositional, behavioral, and
cognitive factors to provide a more comprehensive explanation of the phishing victim-
ization process. It is evident that various parameters have been identified as affecting
susceptibility to phishing attacks, including age, gender, online activity, technical knowl-
edge, education, experience, personality, risk perception, and awareness. Some param-
eters have shown clear impacts, while others require more research. One approach to
training employees could be to use a standardized framework and then develop a cus-
tomized training regime based on the individual’s response to the training and progress
using models such as the SCAM.

5.7 Effectiveness of Phishing Training

The effectiveness of anti-phishing training can be improved by various approaches. Firstly,
embedded training, which simulate real-world phishing attacks by sending test emails
to individuals without prior notification can be more effective than traditional non-
embedded training because it simulates real-life scenarios, and users are more likely to
learn from their mistakes (Siadati, 2017). According to Kumaraguru et al., users who re-
ceived embedded training spent more time reading the training materials and showed an
improved training effect (Kumaraguru et al., 2008). Additionally, personalized training,
which can be based on the user’s performance and pace, can increase the effectiveness of
training (Carella, Kotsoev, & Truta, 2017). It provides the employees with the impression
that the training is customized to their needs, making them more engaged in the learning
process. In-class training can have a high short-term impact on the user’s ability to detect
phishing attacks, but embedded training still outperforms no training or in-class training
in the long run (Carella et al., 2017). A study by Karumbaiah et al. observed that users
who were exposed to high-quality anti-phishing training videos were less likely to fall for
phishing attacks than those who received other types of training (Karumbaiah, Wright,
Durcikova, & Jensen, 2016).

The type of phishing attack that users are trained against also affects the effectiveness of
training. A study found that embedded training is not as effective against spear-phishing

19



as it is against general phishing (Caputo, Pfleeger, Freeman, & Johnson, 2014). The
authors speculated that the training information may not have been perceived as credible,
relevant, or interesting by the participants. Lastly, the way in which phishing education
is presented to users can significantly impact its effectiveness. Warning messages can
be effective in practice, but they must be designed in a way that actively interrupts
the user’s primary task, requires the user to read the message, and displays clear and
understandable choices (Egelman, Cranor, & Hong, 2008). According to Akhawe et al
(2013), the experience of the user for a specific warning message has a significant impact
on the click-through rate (Akhawe & Felt, 2013). While embedded training in a corporate
setting provides a valuable teaching opportunity for users, it is important to recognize
that research suggests that immediate feedback and tailored framing alone may not be
sufficient to achieve the desired outcomes of reducing click rates or increasing reporting
(Caputo et al., 2014). The research conducted by Reinheimer et al. (2020) highlights
the importance of incorporating periodic reminders, preferably at least once every six
months after the initial training, in phishing awareness programs. These reminders serve
as valuable touchpoints for users, reinforcing their knowledge and skills in identifying
suspicious emails and staying vigilant against evolving phishing tactics (Reinheimer et
al., 2020).

5.7.1 Click Rates

Click rates are commonly used as a metric to assess the effectiveness of phishing simulation
exercises. Low click rates are often interpreted as a positive outcome, suggesting that
users are successfully recognizing and avoiding phishing emails. However, it is important
to note that low click rates do not necessarily indicate training effectiveness and may
be influenced by various factors (Steves et al., 2020). Low click rates can result from
several reasons. Firstly, if the phishing emails used in the simulation exercises are too
easy or lack complexity, users may easily identify them as suspicious and refrain from
clicking. Secondly, if the emails are not contextually relevant to most staff, they may
perceive them as irrelevant or less threatening, leading to lower click rates. Lastly, if the
same phishing scenario is repeated or if the emails are very similar to previous exercises,
users who have encountered them before may already be aware of the threat and avoid
clicking. Phishing awareness training program click rates should not be solely relied upon
as a measure of effectiveness, as they can create a false sense of security, emphasizing the
need for a comprehensive metrics-informed approach to combat phishing threats (Greene,
Steves, & Theofanos, 2018). In addition to analyzing overall click rates, organizations can
also gain valuable insights by focusing on a specific group of employees known as "repeat
clickers." These individuals consistently engage in clicking on phishing simulation emails,
regardless of the content or context (Lain, Kostiainen, & éapkun, 2022). By examining
the behavior and challenges faced by repeat clickers, organizations can gain a deeper
understanding of their susceptibility to phishing attacks and develop targeted strategies
to enhance their security awareness and resilience (Fiore, Caulkins, Reinerman-Jones, &
Canham, 2019).
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5.7.2 Reporting Rates

In addition to the detection of phishing attempts, many training approaches in anti-
phishing programs emphasize the importance of reporting suspicious emails to the IT
department. Reporting phishing emails plays a crucial role in enabling organizations to
respond to ongoing attacks, alert employees, and implement additional countermeasures.
However, it is often observed that users tend to report phishing attacks infrequently.
Several factors influence the likelihood of reporting a phishing attack. Self-efficacy, which
refers to an individual’s confidence in performing a specific behavior, plays a significant
role in determining whether users will report suspicious emails (Vishwanath, Herath,
Chen, Wang, & Rao, 2011). Additionally, the expectation of negative outcomes and
an individual’s level of cyber security self-monitoring also influence reporting behavior.
Customized feedback can also build user trust and encourage the reporting of phishing
incidents (Pilavakis, Jenkins, Kokciyan, & Vaniea, 2023). Complicated reporting proce-
dures can also be a barrier to reporting and I'T departments need to communicate clearly
how and why to report phishing emails (Distler, 2023). Researchers have explored the
use of gamification approaches to increase the reporting rates of phishing attacks (Jensen,
Wright, Durcikova, & Karumbaiah, 2022a). By introducing game-like elements and in-
centives, such as badges or achievement milestones, organizations aim to motivate users
to actively report suspicious emails. However, there is a delicate balance to be maintained
to avoid an excessive number of false positives, where legitimate emails are mistakenly
reported as phishing attempts. Striking the right balance involves encouraging employ-
ees to report suspicious emails while minimizing the occurrence of false positives, thus
preventing an overload of reported emails (Jensen et al., 2022a).

Several studies have used reporting rate as a metric to evaluate the effectiveness of anti-
phishing training programs. Studies have reported a significant increase in the reporting
rate of simulated phishing attacks after providing regular training to employees (Jensen et
al., 2022a; Lain, Kostiainen, & Capkun, 2022). The reporting rate is a useful metric as it
can be directly linked to the ultimate goal of the anti-phishing training, which is to prevent
successful phishing attacks. However, it is important to note that reporting rate alone may
not be sufficient to determine the effectiveness of anti-phishing training (Lain, Kostiainen,
& éapkun, 2022). This approach has limitations as it does not necessarily reflect the
actual behavior of employees in detecting and avoiding phishing attacks. Reporting rate
can be influenced by factors such as the ease of reporting, incentives, and company culture,
which may not be directly related to the effectiveness of training (Jensen et al., 2022a).

5.8 Theoretical Models:

Understanding the human factor in security is crucial for developing effective strategies to
combat cybersecurity threats. Previous studies have employed various theoretical models
and frameworks of behavior change to examine the motivations and factors influencing
individuals’ security behaviors. The Protection Motivation Theory (PMT), the Theory
of Planned Behavior (TPB) and Capability-Opportunity-Motivation-Behavior (COM-B)
has been used in the context of security, as demonstrated by multiple studies. Yoon et
al. (2012) examined college students’ information security practices and found that atti-
tudes towards information security were influenced by factors such as perceived severity,
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response efficacy, response costs, and self-efficacy (Yoon, Hwang, & Kim, 2012). Jansen
and Van Schaik (2018) tested the PMT model in the context of fear appeal interventions
to reduce the threat of phishing attacks. The study demonstrated the significance of
self-efficacy and fear as predictors of protection motivation, and the model’s consistency
across fear appeal conditions and time (Jansen & Van Schaik, 2018). Menard et al. (2017)
integrated self-determination theory (SDT) and PMT to investigate individuals’ volun-
tary secure behaviors in response to threats. The study highlighted the importance of
intrinsic motivation and individual-focused appeals in eliciting secure responses (Menard,
Bott, & Crossler, 2017).

Shahbaznezhad et al. (2020) utilized the Theory of Planned Behavior (TPB) to investi-
gate the factors influencing users’ susceptibility to clicking on phishing emails (Shahbaznezhad,
Kolini, & Rashidirad, 2020). Jalali et al. (2020) examined the factors influencing compli-
ance intention and behavior in the context of information security. The study found that
TPB factors, collective felt trust, and trust in information security technology were posi-
tively related to compliance intention, while workload was associated with the likelihood
of employees clicking on a phishing link (Jalali, Bruckes, Westmattelmann, & Schewe,
2020). Van Der Kleij et al. (2021) explored Dutch citizens’ cybersecurity behavior using
the COM-B model. The study revealed that relevant knowledge, motivation, and oppor-
tunity were associated with self-reported cyber secure behavior (Van Der Kleij, Van 't
Hoff-De Goede, Van De Weijer, & Leukfeldt, 2021). Van Der Kleij et al. (2020) uti-
lized the COM-B model to explore the interplay between capability, opportunity, and
motivation in employee security behaviors to prevent data leakage incidents. The study
emphasized the significance of enhancing motivation and opportunity alongside knowledge
to influence effective data leakage prevention behavior in organizations (Van Der Kleij,
Wijn, & Hof, 2020).

After evaluating the different theoretical models, the Capability-Opportunity-Motivation-
Behavior (COM-B) model (Figure 3) was chosen as the most suitable framework for in-
vestigating reporting behavior in the context of phishing incidents. The decision to utilize
the COM-B model stems from its comprehensive approach, encompassing individual ca-
pabilities, environmental opportunities, and motivational factors, which are essential in
understanding and influencing reporting behavior.

Capability

_

» Oppoun -

Figure 3: COMB Model of Behavior Change
(Michie, Van Stralen, & West, 2011)
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6 Infrastructure & Support

This chapter presents the findings from interviews conducted with stakeholders, including
members of the ICT team and security solution providers. The focus is to understand the
organization’s strategies, practices, and challenges in combating phishing attacks. The
chapter delves into the technical and educational measures employed, the procedures and
mechanisms for reporting phishing incidents, and the impact and repercussions of such
attacks.

6.1 Data collection and interpretation method

In order to gain a comprehensive understanding of the measures and processes imple-
mented by organizations to prevent phishing attacks and mitigate potential damage, a
series of semi-structured interviews were conducted. The interviews were conducted with
10 ICT practitioners who represent various teams within the organization’s ICT depart-
ment as well as security solution providers. The team consists of both internal and
external consultants. The list of participants can be found in Table 1.

Table 1: Overview of Interviews

Participant Code Role/Team Company Code
P1 Engineer Cl1
P2 Engineer Cl1
P3 Privacy Cl1
P4 Privacy Cl1
P5 Manager Cl1
P6 Security Consultant Cl1
P7 Awareness Cl1
P8 Awareness C2
P9 Engineer C3

P10 Awareness C3

After a short introduction of the purpose of the study and the interview, all respondents
were asked to sign an informed consent form, either written or orally. This explained that
data would not be shared, only in an aggregated and anonymized way. All participants
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gave permission to record the interview on audio. All interviews were held online via MS
Teams due to preference by the interviewee. The interviews took on average 33 minutes,
with the shortest 25 minutes and the longest 49 minutes. A narrative analysis approach
was employed to interpret and analyze the qualitative data collected from the interviews.
The focus of the analysis was on capturing the participants’ experiences, challenges,
and best practices related to phishing prevention and incident response. By carefully
reviewing and interpreting the interview transcripts, valuable insights and narratives
were identified, providing a deep understanding of the strategies and practices employed
to protect the organization.

6.2 Technical Measures

During the research interviews conducted with the ICT team, several key insights were re-
vealed regarding the technical measures employed to combat phishing emails and enhance
email system security. The participants highlighted the role of various technologies, such
as robust email filters, spam detection algorithms, and malware scanners, in identifying
and blocking suspicious emails with potential phishing attempts. The team mentioned
the use of multiple solutions to strengthen email security - " We have multiple solutions
that we use. Solution from [C3] is the first line of defense. Then it will be redirected
through our Linux systems and then it will be delivered at the Microsoft Exchange, which
also has its own checks in place."[P1] The participants mentioned this multi-layered ap-
proach is an important part of the organization’s strategy to safeguard against phishing
attempts.

Participants highlighted the role of email filters in detecting and preventing phishing
emails. These filters utilize various techniques including machine learning algorithms to
categorize emails - "so we also filter based with engines that use machine learning for spam
and phishing through which can analyze patterns and behaviors to identify more sophisti-
cated and targeted phishing attempts." [P9]. Additionally, the organization recognizes the
differing risk profiles and hence has implemented different filters - "we’re differentiating
between students and employees, with both of them on two different systems. Employees
are more at risk within the organization because they’re using more corporate-sensitive
data than students. So that’s the reason why we put all employees behind a more so-
phisticated e-mail filter.” [P5] The participant highlighted this distinction ensures that
employees, who handle more corporate-sensitive data, are provided with a more sophis-
ticated email filter to mitigate their higher risk.

In addition to email filters, participants also mentioned how URL rewrites strengthen
the organization’s defense against phishing attacks. By employing URL rewrites, the
organization tries to protect users both message delivery and when interacting with links
in emails - "we do URL rewrites so that you are protected when the message gets delivered,
but also when you click on the message.” [P6] This approach ensures that users are
protected from potentially malicious websites. The system acts as the 2nd line of defense
- "if somebody clicks on the link, basically the system goes to check the link before you
get to see the data, and then if it turns out to be phishing, then we know... it got blocked
on the 2nd check."[P7] These insights highlight the email security approach employed by
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the organization, which encompasses advanced email filters, user segmentation based on
risk profiles, and the implementation of URL rewrites to protect the organization.

6.2.1 Challenges

While the technical measures implemented by the organization offer protection against
phishing attempts, they are not without their challenges. One of the challenges encoun-
tered is the increasing sophistication of attackers in their attempts to bypass email filters.
As Interviewee P5 acknowledged, "It’s a cat and mouse game... they always find new
ways to come through the filters. "[P5] Attackers continuously evolve their techniques
to bypass detection, requiring constant updates and adjustments to the email filters to
stay ahead. Another challenge lies in the detection of highly targeted and sophisticated
phishing attempts - "When it becomes more targeted, that’s when it becomes also more
interesting for security analysts to look at it first as well." P[9] They highlighted that
identifying and distinguishing these advanced threats from legitimate emails can be a
complex task, requiring thorough analysis and expertise from security analysts.

Another challenge mentioned with the technical measures is the dynamic nature of phish-
ing attacks. They emphasized the clever tactics employed by attackers, explaining, "At-
tackers are smart, right? They will just set up the Office 365 account, they will put out
some malware on there. The site will be completely legit, and if you are patient zero, we
don’t know it’s the first time that something is coming from that Office 365 account, so it
gets delivered. Then 15 minutes later, you change the content behind it, you make it into
something phishing or malicious, right? But then the message has already been delivered. "
[P9] This highlights the ongoing challenge of identifying and blocking malicious URLs
in real-time to prevent users from accessing harmful content. Addressing this challenge
requires continuous monitoring, rapid response mechanisms, and the ability to quickly
update filters and block pages to keep pace with evolving phishing techniques. Another
challenge lies in the occurrence of false positives, where legitimate emails or websites
are mistakenly flagged as phishing attempts. "The other day we had this event in Spain
which a few of our employees even attended and they received a newsletter of this event
passed through but the URL of this website got blocked because there might have been some
suspicious activity which was detected by [C3]. I visited the website myself outside of our
environment... and I couldn’t see anything, there was nothing weird going on. So this
was a false positive." [P2] False positives can disrupt normal communication and cause
inconvenience for users, as they may be wrongly notified and prevented from accessing
legitimate resources. Despite the robustness of the technical measures in place, achieving
100% accuracy in filtering out phishing emails remains a challenge. " Currently, our email
filter is able to successfully filter out 99.4% of the emails.” [P7]/ While this indicates a
high success rate, it also means that a small fraction of phishing emails still manage
to bypass the filter. All participants emphasized the importance of reporting phishing
emails as a crucial step in addressing the challenges posed by sophisticated attacks that
can bypass technical measures, as it provides valuable feedback for enhancing email se-
curity protocols, enabling proactive improvements, and strengthening the overall defense
against phishing attempts.
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6.3 Reporting Process

The reporting process for suspicious emails within the organization plays a crucial role
in identifying and mitigating potential threats. To report a suspicious email, users are
typically required to forward it to a designated abuse-handling email address. However,
in certain cases, particularly when further analysis is required to determine the email’s
nature, the security team requests users to save, extract, and attach the email for header
analysis. Once received, the Security Incident Response Team (SIRT) takes charge of
handling these reports and initiates an investigation. Upon receipt of a report, they con-
duct an initial assessment to determine if any previous reports of the same email exist.
This step helps prevent duplication of efforts and ensures efficient utilization of resources.
" The reports can come into the mailbox and can be sent via top desk” [P1] which indicates
that multiple channels are available for users to report suspicious emails conveniently.

The content of the reported email is analyzed by the SIRT team. They look for potential
indicators of phishing attempts, such as bad grammar, suspicious sender addresses, and
links that could lead to malicious websites. " We decode this link and then I usually open
a sandbox. Through the sandbox, I'm going to look on in the website itself...to figure out
what this person could have done." [P2] This investigation helps in understanding the na-
ture and severity of the threat, enabling the team to respond effectively. Upon confirming
a reported email as a phishing attempt, appropriate actions are taken - "when we can see
that it 1s malicious ourselves, then we can block it within minutes. And so then we can
Just edit it on our systems and have it blocked."[P1] The SIRT team blocks the sender to
prevent further communication and takes measures to prevent outgoing network traffic
associated with the email. Additionally, the findings from reported emails contribute
to the continuous improvement of the organization’s email filters. "The information of
this message will also be used to adjust the email filters to block similar messages in the
future. "[P5] This iterative process ensures that the email filters are constantly updated.

6.3.1 Challenges

The reporting process, while essential for identifying and mitigating phishing attempts,
also presents several challenges that impact its effectiveness. One notable challenge is
the absence of a dedicated reporting button within email clients, which can make it less
intuitive for users to report suspicious emails. While implementing such a button is
technically feasible within the organization’s license, it requires a cumbersome process
of deployment across all employee computers. This approach is time-consuming and not
compatible with different email clients and operating systems. As Interviewee P6 re-
marked, "Not everyone uses Qutlook. You have a lot of email clients, so of course, a
lot of people use different email clients. "The diverse range of systems and email clients
used by employees, including Chromebooks, Linux, Windows, macOS, Android, and iOS,
further complicates the implementation of a universal reporting button. Interviewee P1
humorously remarked, "Sometimes I wish we functioned like a bank. So everybody has
one computer and you can only use one application for emails." The remark underscores
the complexity faced by the organization due to the wide variety of systems and email
clients used, making it challenging to establish uniformity in reporting and security prac-
tices. Furthermore, the volume of reported emails, especially the phishing simulation
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campaigns can be overwhelming for the Security Incident Response Team. In order to
manage the volume of reported emails and optimize resource allocation, the organization
has implemented message templates that need to be manually triggered to acknowledge
receipt of the reported emails. "The implementation of the report button could reduce our
workload since we won’t have to initiate the automated reply for every email manually.

[PQ n

6.4 Educational Measures

The educational measures implemented by the organization encompass multiple aspects.
Firstly, there is a centralized website that serves as a repository of information regarding
security and privacy, including resources on how to recognize phishing attempts. The
participants highlighted the importance of disseminating information about guidelines
and best practices to users and how the Privacy and Security website suits that purpose.
"The website provides basic information so people have a place to go to, to find infor-
mation, and everything is in one place. That was really important.” [P3] Secondly, the
organization conducts training sessions and e-learning activities to enhance individuals’
knowledge and awareness. These initiatives aim to equip employees and students with
the skills and understanding necessary to identify and respond appropriately to phishing
attempts. "We try to do trainings and also have sessions on safety compliances. We or-
ganized escape room challenges to promote good password habits.[P6]" The organization
views these initiatives as a way to empower individuals with practical skills and reinforce
the importance of cybersecurity best practices.

The organization recognizes the importance of reaching out to a wider population and
conducts awareness programs through various channels. While at a nascent stage, over
the last year, the organization has stepped up the effort to reach out to various user
groups through collaborative efforts with faculties to conduct awareness campaigns, stat-
ing - "we also collaborate with people in the faculties to conduct awareness campaigns,
although this is still in the early stages and hasn’t seen many outcomes yet." [P4] The or-
ganization considers the involvement and collaboration with department heads as a part
of the strategy to reach out to a wider network and raise awareness on security matters.
The organization also organizes an annual security week in October, during which various
activities and workshops are conducted to engage and educate users on essential topics
like password management and identifying phishing attempts. ""One significant event
we utilize is the security week where we organize activities to raise awareness about pass-
word management and phishing attempts, providing valuable tips for identifying phishing
emails. "[P6]

Lastly, participants mentioned that the phishing simulations are a crucial component of
the university’s educational measures, aiming to replicate real-life phishing attempts in
a controlled environment. The organization believes these simulations serve as learning
experiences, allowing participants to gain firsthand exposure to common phishing tactics
and develop the skills needed to identify and respond to fraudulent emails. "The objective
of our phishing simulations is to create a safe environment for users to experience and
learn about common phishing tactics.” [P7] During the phishing simulations, participants
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are provided with feedback and guidance on recognizing phishing attempts and improving
their responses. "So when a person clicks, they are being informed, they have clicked
on the phishing link on the link and the phishing e-mail simulation. Um, they get the
imformation on how to recognize it the next time and how they should have been able to
recognize it for the specific e-mail, and we also give some information about the report
procedure. "[P8] The organization believes this feedback mechanism allows individuals
to understand the specific indicators they missed in the simulated phishing email and
provides them with actionable knowledge to identify similar threats in the future.

6.4.1 Challenges:

The educational measures implemented by the university face several challenges that af-
fect their effectiveness and reach. One significant challenge arises when assessing user
awareness and response, particularly in the context of phishing simulations. While click
rates for these simulations are high, indicating user engagement with the simulated phish-
ing attempts, the organization is unsure about users’ ability to detect phishing attempts
and their awareness of the importance of reporting, as reflected by the relatively low
reporting rates. Interviewee P5 highlighted this concern, stating, " Click rates are high,
but reporting rates are low." It is important to note that while low reporting rates may
suggest a lack of user awareness, it is also possible that some users are aware of the
phishing attempts but choose to ignore them. However, making assumptions about user
behavior without concrete evidence can hinder the organization’s efforts to enhance user
awareness and response.

Another challenge lies in effectively communicating technical information to a non-technical
audience. "Trying to translate the complexity of information security and privacy to eas-
ily understandable instructions for people.” [P7] is a significant challenge. Participants
also highlighted privacy and cybersecurity topics might not be as exciting or popular as
other subjects, which makes it challenging to keep users engaged and motivated in edu-
cational programs and secure practices - "The topic honestly is not something that many
people find sexy. It’s not a topic that many people think, 'Oh wow, interesting article
about privacy."[P7] Unlike trendy subjects, discussions about privacy and cybersecurity
may not immediately grab attention or generate enthusiasm. As a result, it becomes
more difficult to sustain users’ interest and commitment to learning and implementing
security measures. Lastly, participants emphasized the challenge of reaching out to a
large number of users in the organization, with one participant stating, "for a campus
with 40,000 people, achieving widespread reach becomes challenging." [P4]

6.5 The Security Team’s Perspective
6.5.1 Potential Consequences of a Phishing Attack

A successful phishing attack on an organization can result in various consequences, each
carrying its own significance. One of the primary concerns is the unauthorized access to
sensitive data."If someone gains access to an employee’s or student’s account, unautho-
rized people can potentially access research data, organization systems, and other storage
applications. " [P4] Intellectual property, research data, and confidential information are
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at risk in such scenarios. Breaches of sensitive data can lead to severe consequences for
the organization, including compromised research projects, potential risks to research
participants, and violations of data protection regulations. Financial implications are
another significant concern arising from successful phishing attacks. Unauthorized access
to financial records, customer data, or other sensitive information can result in financial
losses for the organization. "If an attacker successfully gains access to sensitive data,
it constitutes a data breach under GDPR. In such cases, if authorities determine that
the organization did not implement adequate security measures, we could potentially face
financial penalties."[P3] Lastly, reputational damage is a major concern following a suc-
cessful phishing attack. "A data breach can lead to the conclusion that the organization
has not done what it should.[P3]" The participants highlighted that the loss of customer
trust, damage to brand reputation, and negative public perception can have long-lasting
consequences for the organization’s relationships with stakeholders, partners, and the
broader community.

6.5.2 Importance of Reporting:

Reporting plays a vital role in the overall cybersecurity strategy of the organization,
serving as a crucial mechanism for promptly identifying and addressing potential secu-
rity threats. When individuals report suspicious activities or phishing attempts, they
become active participants in the collective defense of the organization. "If an email
1s not reported at all because everyone thinks someone else did, then the organization is
at risk.” [P4] Low reporting rates can leave the organization vulnerable, as incidents
may go undetected and unaddressed for extended periods. Moreover, reporting incidents
helps organizations improve their systems and enhance their security measures. "I would
love to get it higher of course as mentioned because this will also help us see how to
improve, where to, how to and where to improve our systems.” [P1] The participants
mentioned by analyzing reported incidents, the organization can gain valuable insights
into the types of threats targeting their users and identify areas for improvement. Report-
ing provides essential data for updating technical filters, refining security protocols, and
developing targeted training programs to address specific vulnerabilities. It empowers the
organization to proactively enhance its defenses and stay ahead of evolving cyber threats.

While the organization strives for higher reporting rates to gain a better understanding of
overall awareness among users, the importance of quick reporting cannot be overstated.
"The sooner we get a report from an email, the better we can protect the rest of the cam-
pus.” [P7] This urgency becomes even more critical in cases like CEO fraud. Another
participant highlighted the significance of response time, stating, "For us, it is important
to know how quickly someone reports an email. Like I said in the case of CEO fraud,
the sender puts a lot of pressure and is very active with these emails. The more they
talk with each other, the more that trust is built, and the more likely it is that they will
send the gift cards or buy something. So response time is important in a lot of cases. It’s
also very important because we need the information as quickly as possible so we can do
our analysis"[P2]. Swift response time plays a critical role in cutting off further com-
munication between scammers and employees, minimizing the risk of fraudulent actions.
Additionally, quick reporting enables the organization to promptly analyze and assess the
associated risks, allowing for immediate mitigation measures. Participants mentioned the
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faster the information is received, the more effectively the organization can respond and
safeguard itself against cyber threats. In the context of phishing simulations, the organi-
zation strives for higher reporting rates as they serve as a valuable metric to gauge the
overall awareness within the organization. "We want to raise awareness on the behavior
that you should have when you receive a phishing e-mail. So we are trying to make people
aware like, hey, if you receive a phishing e-mail, many people are not aware that they
should report it.[P7]" By encouraging individuals to report simulated phishing emails,
the organization can gain insights into the level of understanding and engagement among
their users.

6.5.3 Clash of Perspectives: The Security Team’s Side

One valuable insight gained from the interviews is the ICT team’s understanding that
security measures can sometimes be seen as an annoyance by users. Users may not always
fully understand the reasons behind the implementation of certain security steps. This
lack of understanding can contribute to their dissatisfaction and perception that such
measures only make their tasks more challenging. "When we implement multi-factor
authentication, employees often express their dissatisfaction, considering it an extra and
inconvenient step. They fail to see how this extra step is actually keeping them safe. We
often hear feedback that we’re making things more difficult, but our intention is not to
inconvenience users; rather, it’s to enhance security." [P5] The security team recognizes
that users may not always be fully aware of how their actions can impact the overall
security of the organization. Users might not understand the potential consequences of
their behavior and how it can either contribute to or mitigate security risks. In the
context of phishing - "many people think I didn’t click it. I deleted. That’s fine. And
yes, in the individual case that’s fine because you mitigated the risk, but you could have
contributed to the protection of the organization by reporting it. You know you get an
e-mail you wouldn’t immediately think that you can protect the university by reporting
it so you think, I’ll delete it and get it out. So it’s basically the human behavior or the
customs that they’re used to."[P7]

The security team views cybersecurity as a team sport, recognizing that finding a balance
between security and usability is crucial. They strive to avoid limiting users’ autonomy
and freedom within the ICT environment. "You know, from the IC'T team’s perspectives,
I think you should make some kind of playground and if you’re within the playgrounds,
you can do whatever you like and as long as you stay within the fences of the playground
you can play with whatever tools you can find and do whatever you like... So that’s
basically the strategy and the balance we’re trying to find between the users and ICT tech-
nology because if we don’t, then they’re going to shop somewhere else.” [P7] The security
team hopes this collaborative approach will allow them to understand user needs, provide
necessary support, and prevent users from resorting to external solutions that may com-
promise security. Furthermore, the team views transparency and clear communication
as important factors when developing infrastructure and support systems. "I believe that
consistency and clear communication are crucial when it comes to cybersecurity aware-
ness and education. It’s important for us to practice what we preach and communicate in
a way that is consistent and recognizable for everyone in the organization.[P4]"
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6.6 Chapter Summary

The goal of this chapter was to understand the measures and processes implemented by
the organization to prevent phishing attacks. The findings reveal that the organization
employs a comprehensive approach, incorporating both technical and educational mea-
sures. In terms of technical measures, the organization follows a multi-layered approach
by partnering with different companies that provide a range of solutions. Regarding edu-
cational measures, the organization places a strong emphasis on raising awareness among
its users. They employ various initiatives, with a particular focus on conducting phishing
simulations, to equip users with the knowledge and skills needed to identify and respond
to phishing attempts. However, challenges exist in this area, such as low reporting rates
for simulation exercises. To address this, the organization recognizes the importance of
fostering a culture of reporting and emphasizes the significance of reporting suspicious
activities for the organization’s overall security. Additionally, the organization is also
searching for solutions to make the reporting process more efficient. Lastly, the organiza-
tion recognizes that cybersecurity is a team effort and strives to balance security measures
with user experience. They understand the importance of user cooperation in effectively
preventing phishing attacks. By finding this balance, the organization aims to protect
itself without causing unnecessary inconvenience to its users, promoting a collaborative
approach to cybersecurity.
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7 Phishing Simulation Logs

This chapter delves into the analysis of phishing simulation logs, which provide valuable
insights into the design and effectiveness of phishing campaigns. The first section of
this chapter presents the process involved in designing the phishing simulation campaign.
The second section focuses on the characteristics of phishing emails, including their de-
sign elements, frequency of campaigns, and the metrics used to assess their success. Here,
insights from the interviews with the security team will also be shared wherever neces-
sary. The subsequent section presents a detailed analysis of the most recent phishing
simulation round. This analysis encompasses multiple aspects, including the number of
emails sent, click rates, reporting rates, and the time elapsed from email delivery to link
clicks (specifically for individuals who clicked the link). Furthermore, the study examines
the time of day when users opened the link and assesses user engagement on the landing
page to which they were redirected (upon clicking the link), based on the number of
clicks. This analysis is conducted across three distinct user groups: students, faculty, and
support staff. By examining these key metrics and user behavior patterns, a compre-
hensive understanding of the effectiveness of the phishing simulation and its impact on
different user groups can be gained. These findings will contribute to the development of
targeted cybersecurity awareness and training programs to mitigate the risks associated
with phishing attacks

7.1 Designing the Campaign

The design and customization of the phishing campaigns are integral to the collaborative
efforts between the organization and its partner company, which specializes in raising
awareness and implementing tailored campaigns for various organizations. The design of
the phishing emails is driven by the goal of closely emulating the techniques used by real
cybercriminals. "So that is the underlying theory that we’re using - the use of persua-
sion principles. So people are more likely to click when you try to convince them in an
e-mail, for example, by adding time pressure in the phish e-mail or adding authority in
it, for example.” [P8] This approach aligns with the principles of marketing and social
psychology, which are widely employed by the partner company when designing these
campaigns. By leveraging these principles, the campaign aims to accurately simulate the
threats faced in real-world scenarios.

The partner company’s approach is to customize the campaigns, tailoring them to match
each organization’s unique characteristics and specific needs. For instance, considering
the organization’s periodic request for password resets, the phishing campaigns may lever-
age this context to create a sense of urgency and familiarity. By incorporating specific
attributes and cues relevant to the organization, the partner company ensures that the
phishing simulations are contextually aligned and resonate with the recipients. The par-
ticipant mentioned, "We have the cue types or the red flags in the phish email, and you
have the relevance or the context to the user or to the recipient of the email, and I think
those two combined are giving you some type of complezity score.” [P8] By combining
cues and relevance, the campaign aims to create a more complex and persuasive email,
increasing the susceptibility of users to engage with the content.
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The organization utilizes three key metrics to assess the success of the phishing simula-
tion campaign. Firstly, they track the number of individuals who receive the simulated
phishing email, as they have access to the recipient list. Secondly, they measure the
number of people who click on the link within the email, indicating a potential vul-
nerability to phishing attacks. Finally, they monitor the number of users who report
the email, demonstrating an awareness and active participation in maintaining security.
These metrics are assessed at a departmental level rather than on a personal level, allow-
ing the organization to gauge the effectiveness of the campaign across different groups.
The organization conducts phishing campaigns four times a year, taking into account the
impact on employees. The company avoids scheduling campaigns during critical periods
such as exams or summer holidays to prevent unnecessary inconvenience. " We schedule
our phishing simulation on a moment that we think is the best time to bother people basi-
cally because you’re still bothering them obviously." [P7] They recognize that repetition
is crucial for effective learning, but they also acknowledge the importance of avoiding
excessive repetition to maintain employee engagement. By strategically planning the fre-
quency and timing of the campaigns, the organization aims to strike a balance between
teaching employees about phishing threats and minimizing any potential disruption or
frustration.

7.2 Round 2 Simulation Email

In this section, the second email of the four-round phishing simulation campaign is ana-
lyzed. The email was distributed to all users, and specific measures were taken to ensure
its successful delivery. Email filters were intentionally turned off to bypass any security
measures that could potentially block the email. The timing of the email distribution was
limited to the working hours between 8 AM and 6 PM, when users are actively engaged
with their email accounts.

Password reset ).

‘ @ IT Department < t@servicedesks.org> Tuesday, 31 January 2023 at 10:25 AM
To:

Dear_

The password of your _ account will expire in 3 days.
Please change your password immediately using this link.

Your password should consist of:

e 8 characters;

e 1 number;

e 2 capitals;

e 1 special character.

This message was automatically generated and cannot be replied to.

Figure 4: Round 2 Phishing Simulation Email

The phishing email (Figure 4) used in the simulation aims to deceive users by closely
resembling legitimate password reset requests. It employs a minimalistic design, free from
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images or visual elements that could raise suspicion or trigger email filters. The email
uses social engineering techniques to manipulate recipients’ emotions and behaviors. It
creates a sense of urgency by notifying recipients that their account password will expire
in three days. This urgency prompts immediate action without thorough scrutiny of the
email’s legitimacy. To enhance the email’s credibility, specific password requirements
are mentioned such as an 8-character password, including 1 number, 2 capital letters,
and 1 special character. These detailed requirements aim to convince recipients that
the email is a genuine communication from the organization. Lastly, the email adopts an
impersonal tone and explicitly states it cannot be replied to, adding an authoritative layer
and discouraging recipients from seeking clarification. This tactic exploits individuals’
tendency to trust and follow instructions without questioning their authenticity.

7.3 Results of the Phishing Simulation Exercise

This section offers a comprehensive analysis of the 2nd round of the phishing simulation
exercise conducted by the organization, including metrics such as email volume, click
rates, reporting rates, time from email delivery to link clicks, timing of link clicks, and
user engagement on the educational landing page.

7.3.1 Results Overview

As depicted in Figure 5, out of the 42,417 emails sent in the phishing simulation, a total of
11,085 users (26.1%) were lured into clicking on the link in the email. Additionally, 2,610
users (6.1%) reported the email as suspicious. However, it is important to acknowledge
that the behavior of the remaining users who did not fall for the phishing attempt is
uncertain. It is unknown whether they opened the email or deliberately chose to ignore
it.

Phishing Simulation Round 2 Results

- _ 42,417 (100%)
Clicked
11,085 (26.1%)

Reported 2610 (6.1%)

Actions

Figure 5: Round 2 Phishing Simulation Results

7.3.2 Click-rates by User Group

The findings from the phishing simulation analysis (Table 2) reveal interesting patterns
across different user groups. The user groups in focus include students, faculty, and
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support staff, each representing distinct roles within the organization. Students encom-
pass individuals enrolled in various Bachelor’s and Master’s programs, while the faculty
category comprises professors and researchers. Support staff comprises individuals serv-
ing in diverse functions within the university, excluding students and faculty. The click
rates varied across the different user groups. The highest click rate was observed among
students, with 27.65% of the total student population falling for the phishing attempt.
Faculty members exhibited a similar susceptibility, with a click rate of 26.47%. In con-
trast, support staff demonstrated a relatively lower click rate of 15.78%. These findings
suggest that students and faculty members may be more vulnerable to engaging with
phishing emails compared to support staff.

Table 2: Phishing Simulation Round 2 Click Rates

User Group | Total Population | Users Clicked | Click Rate (%)
Faculty 8,928 2,363 26.47%
Student 28,951 8,006 27.65%

Support Staff 4,538 716 15.78%

Total 42,417 11,085 26.13%

7.3.3 Time Interval between Receiving and Clicking

The analysis of time intervals between email receipt and link clicks in the phishing sim-
ulation email reveals insights that shed light on user behavior and response patterns
(Table 3).

Table 3: Time Interval Between Receiving and Clicking on Link (in Minutes)

Time Interval (Minutes) | Frequency | Percentage | Cumulative Percentage
<1 Min 275 2.48% 2.48%
1 to 5 Mins 451 4.07% 6.55%
5 to 15 Mins 554 5.00% 11.55%
15 to 60 Mins 1265 11.41% 23.96%
60 to 720 Mins 3239 29.22% 53.18%
720 to 1440 Mins 1227 11.07% 64.25%
Beyond 1440 Mins 4074 36.75% 100%
Total 11085 100% 100%

Examining the shorter intervals (Figure 6) reveals a significant trend, with a notable
percentage of users clicking on the phishing link within the first few minutes. Specifically,
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2.48% of users clicked within the first minute, 4.07% within the first five minutes, and
5.00% within the first 15 minutes. These findings suggest that a considerable percentage
of users (11.55%) might be more susceptible to engaging with phishing emails within
minutes of receiving the email. Furthermore, the analysis revealed that nearly one-fourth
of users who fell for the phishing attempt did so within the first hour (23.96%). This
statistic emphasizes the importance of prompt identification, reporting, and appropriate
response to phishing emails to protect the organizaiton. Looking beyond the first hour,
53.18% of users clicked on the link within the first 12 hours. The remaining time intervals,
classified as the "Rest" category, encompass 36.75% of users. This segment includes users
who clicked on the link beyond the initial 24-hour period.

Time Interval between Receiving Email vs Clicking Email
4500

36.75%

4000

3500
29.22%

3000

~N
ul
(=]
[=]

No. of User
N
[=]
(=]
o

1500

i 11.07%

1000

5.00%
4.07%

500

2.48%

|

1 5 15 60 720 1440 Rest
Minutes

Figure 6: Time Interval Analysis: User Response to Phishing Email

7.3.4 Click Frequency by Time Interval

The analysis of click frequency by time interval (Figure 7) in the phishing simulation cam-
paign provides insights into the temporal patterns of user engagement with the phishing
simulation email. During the early morning hours, from 12 AM to 6 AM, the click fre-
quency remains relatively low, ranging from 0.15% to 0.81%. This can be attributed to the
reduced email activity during these hours, as users are less likely to be actively checking
their inboxes before starting their workday. As the workday commences, one witnesses a
gradual increase in click frequency, with peak engagement occurring between 8 AM and
11 AM. During this period, the percentage of clicks ranges from 7.23% to 9.92%. This
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finding aligns with the typical start of the working day when users are actively checking
and responding to emails. The higher click frequency during these hours indicates an
increased vulnerability to phishing attacks, as users may be more inclined to promptly
interact with emails without thoroughly scrutinizing their authenticity. Throughout the
midday hours, from 12 PM to 3 PM, the click frequency remains consistently high, rang-
ing from 7.74% to 8.96%. This period coincides with lunch breaks, during which users
often engage with their mobile devices, including checking personal and work emails.
As the afternoon progresses, the click frequency gradually decreases, with percentages
ranging from 4.40% to 3.18% between 4 PM and 7 PM. As the workday nears its end,
users may be wrapping up their tasks and decreasing their engagement with work-related
emails. Students, too, are likely finishing their classes for the day, leading to a decrease in
email activity. Moving into the evening and nighttime hours, the click frequency further
declines. From 8 PM to 11 PM, the percentage of clicks ranges from 2.60% to 0.86%.

ANALYSIS OF CLICK FREQUENCY BY TIME INTERVAL

1200

9.93%
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Figure 7: Analysis of Click Frequency by Time Interval in Phishing Simulation Campaign

7.3.5 Engagement on Education Landing Page

As highlighted in the interviews, the organization views the landing page as an educational
opportunity for users, offering valuable information on how to recognize phishing emails,
report incidents, and enhance their overall cybersecurity awareness. It offers insights into
how users could have identified the phishing email and provides specific tips and tricks
for enhanced awareness. Each box on the landing page highlights a particular aspect,
such as checking email addresses, and includes an "Explain" button that users can click
to delve deeper into the topic and gain a better understanding. Analyzing the data
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(Figure 8), one can observe that the majority of users (69.49%) clicked on only one call-
to-action (CTA) on the landing page. This might suggest a lack of active exploration and
limited engagement with the educational content. As the number of clicks increases, the
percentage of users decreases significantly, indicating a declining trend in user interaction
with additional CTAs. For instance, only 20.80% of users clicked on two CTAs, followed
by a gradual decline in engagement for higher numbers of clicks.

ENGAGEMENT WITH EDUCATIONAL LANDING PAGE

9000 80.00%

69.49%
70.00%

7000
60.00%

50.00%

40.00%

NO. OF USERS

30.00%

20.80%

2000 ‘ 20.00%

10.00%
1000 598%

~

2.00%

. 0.82% 0.36% 0.18% 0.09% 0.07% 0.03% 004% 0.01% 0.02% 0.01% 0.01% 0.01% 0.01% 001% 0.01% 0.01% 0.02% 0.01% 0.01% 0.01%

] T=— 0.00%
1 2 3 4 5 6 7 8 9 10 11 12 13 16 18 20 22 23 24 25 27 29 31 67

NO. OF CLICKS

mmm Users Percentage

Figure 8: Analysis of Engagement on Education Landing Page based on Number of clicks

The low frequency of engagement with the content on the landing page raises concerns
about the effectiveness of the educational content in capturing users’ attention and fos-
tering deeper engagement. Interviewee P8 also stressed on this by stating, "what is funny
to see is that the moment isn’t actually the best learning moments. Because people are
being pulled away from their work, they’re doing some research, seeing an email, clicking
on the link, and then they’re distracted and they say, OK, I'm doing my job right now.
So let’s skip this. So that’s not the perfect moment of training. Also, people are in a state
of emotion. Somehow they feel like theyre a bit fooled. So yeah, efficiency of the educa-
tional landing pages is to be doubted.” Considering these insights, it is important for the
organization to reassess the landing page’s effectiveness in terms of user engagement and
learning outcomes. However, it is important to highlight some limitations of this data.
Firstly, it assumes that users need additional information beyond the provided headers,
but it’s possible that some users understood the tips and tricks based solely on the head-
ers themselves. Secondly, the analysis relies solely on click data and does not take into
account other behavioral indicators such as time spent on the page or interaction with
other elements.
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7.3.6 Repeated Clickers

In this analysis (Table 4), the term "repeated clickers" refers to individuals who clicked
on the links in both phishing simulation rounds. These individuals demonstrate a consis-
tent pattern of engaging with potentially malicious content despite previous exposure to
phishing awareness campaigns. According to the data collected, a total of 2,665 repeated
clickers were identified across various user groups. Among them, the majority were stu-
dents, accounting for 73.8% of the repeated clickers. Faculty members comprised 20.8%
of the repeated clickers, while support staff represented 5.4%.

Table 4: Analysis of Repeated Clickers

User Groups Number of Repeated Clickers | Percentage of Repeated Clickers | Percentage of Total Population
Student 1967 73.8% 6.79%
Faculty 555 20.8% 6.22%

Support Staff 143 5.4% 3.15%

Grand Total ’ 2665 100% 6.28%

The presence of a considerable number of repeated clickers raises concerns about the
effectiveness of the organization’s phishing awareness and training programs. Despite
exposure to prior simulations and educational initiatives, these individuals continue to
fall victim to phishing attempts. The percentage of repeated clickers within the total
population is an important metric to consider. Across all user groups, repeated clickers
make up 6.28% of the organization’s population. This indicates a notable proportion
of individuals who exhibit a higher susceptibility to phishing attacks, thereby posing an
elevated risk to the organization.

7.3.7 Reporting

Table 5 provides insights into the reporting numbers across the different user groups
within the organization. Out of the total population of 42,417 users, 6.1% reported
the simulated phishing attempt. Within the organization, where reporting rates serve
as a metric to gauge awareness, the current reporting rate is considered relatively low.
The organization encourages reporting during simulations as they believe it increases the
likelihood that individuals will recognize and report real phishing attacks in the future.
The organization considers this aspect crucial for its cybersecurity defense as it enables
swift identification and mitigation of phishing threats.

Table 5: Phishing Simulation Round 2: Reporting Rates

User Group Total Population | Users Reported | Percentage
Students 28,951 436 1.5%
Faculty & Support Staff 13,466 2174 16.1%
TOTAL 42,417 2610 6.1%
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Examining the data across different user groups, it is observed that the reporting rate
varies. Among students, 1.5% reported the phishing simulation, while faculty and sup-
port staff had a higher reporting rate of 16.1%. This suggests that faculty and support
staff may be more vigilant or proactive in identifying and reporting phishing attempts
compared to students. However, it is important to note that the organization’s data
does not provide a breakdown of the reporting rates specifically for faculty and support
staff, as they are grouped together. This limitation restricts a more precise analysis of
reporting behaviors within this specific user category.

7.4 Chapter Summary

This chapter aimed to examine the clicking and reporting behavior of users in response
to phishing simulation campaigns. Before delving into the data analysis, the chapter
provided insights into the steps taken to design the campaigns. The partner company
employs social psychology principles and attempts to mimic the tactics used by cyber-
criminals when designing phishing simulation emails as showcased in 7.2. The metrics
used for evaluation, such as the number of emails sent, click rates on links, and the number
of emails reported, are consistent with industry standards. The frequency of campaigns,
set at one every quarter, appeared to strike a balance between increasing awareness and
not overwhelming the users. The analysis of click rates revealed that students and faculty
members were the most susceptible groups within the organization. This highlights the
importance of targeted awareness and training programs tailored to these specific user
segments. FExamining the time interval between email receipt and engagement, it was
found that approximately 25% of the users who fell for the phishing email did so within
the first hour. This situation poses a challenge for the organization as a significant num-
ber of users are susceptible to phishing attacks based on their response times, particularly
during the initial hour if the phishing attempt goes undetected. Furthermore, the analy-
sis of the time of day, when users clicked on the phishing simulation email link, revealed
that users were more susceptible at the start of the working day when they were actively
checking and responding to emails. Similarly, during lunch hours and the final hour before
wrapping up for the day, users were more susceptible to phishing. These findings suggest
that targeted awareness campaigns and heightened vigilance during these vulnerable time
periods may be effective in reducing click rates.

The analysis of engagement on the educational landing page, specifically the number of
clicks on elements that explained tips and tricks to identify phishing emails, indicated
low engagement. This suggests that the current timing may not be the most effective
educational moment. However, it is important to note that this data alone does not
provide a conclusive understanding, as it does not account for other behavioral indicators
such as the time spent on the page. The percentage of repeated clickers, individuals
who fell for phishing attempts in multiple simulation rounds, stood at 6.28% across the
organization. Students and faculty made up a significant portion of the repeated clickers
and these findings suggest the need for continuous education and targeted interventions
for these individuals to enhance their awareness and reduce their vulnerability. Lastly,
the analysis of reporting rates indicated a concerning low rate among students, with only
1.5% reporting suspicious emails. Understanding the barriers and challenges faced by
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students in reporting such incidents is crucial for developing effective reporting mech-
anisms. In contrast, the combined reporting rate for support staff and faculty stood
at 16.1%), suggesting a higher level of awareness and willingness to report among these
groups. However, the organization’s data does not distinguish reporting rates between
faculty and support staff, limiting a more detailed analysis of reporting behaviors within
this user category.
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8 Email Characteristics

This chapter presents an analysis of reported phishing emails, focusing on key character-
istics observed within a sample of emails reported during a time period. The objective
of this analysis is to investigate various aspects of these phishing emails, including the
utilization of persuasion techniques based on Cialdini’s principles, the date and time of
the emails, and their categorization by type (government, ecommerce, administrator, aca-
demic, individual). The purpose of this analysis is two-fold. Firstly, the analysis aims
to compare the characteristics observed in reported phishing attempts targeted at the
organization with the persuasion techniques employed in phishing simulation campaigns
conducted by the organization. By examining these phishing attempts within the specific
context of the organization, valuable insights can be gained into whether the organiza-
tion’s simulation campaigns effectively mimic the techniques used by real-world attackers.
Additionally, by studying the patterns of date and time associated with reported phish-
ing emails and identifying the types of organizations attackers attempt to mimic, the
organization can enable users to exercise extra caution and take appropriate preventive
measures to mitigate the risks associated with phishing attacks.

8.1 Data Collection & Analysis

For this analysis, a selective list of reported phishing emails was provided by the security
team. The dataset consisted of emails reported between 1st March 2023 and 15th May
2023. It is worth noting that some emails were reported by multiple users, but only one
instance of each unique email was included in the analysis. The approach employed in this
study involved document analysis, where the content and characteristics of the emails were
examined. It is important to acknowledge that the sample size of the reported phishing
emails in this analysis is relatively small. The analysis focused on three key aspects of
the reported phishing emails: persuasion techniques, date and time of the email, and
the individual /type of targeted organization impersonated. By examining the utilization
of persuasion techniques, such as those based on Cialdini’s principles, insights into the
psychological tactics employed by attackers could be gained. This understanding is vital
for identifying effective social engineering strategies and enhancing user awareness and
training programs. The analysis of date and time attributes aimed to uncover potential
patterns or trends in phishing attempts, which can aid in the development of proactive
defense measures. Categorizing the emails by type provided valuable insights into the
specific domains or sectors targeted by attackers, enabling targeted countermeasures.
By studying real-life examples, this analysis contributes to the development of targeted
awareness programs, equipping users with practical knowledge and strategies to identify
and mitigate phishing risks and facilitate the ongoing improvement of email security
measures and increasing user awareness in the ever-changing landscape of cyber threats.

8.2 Findings
8.2.1 Persuasion Techniques

Based on the analysis of the phishing emails in the dataset (Appendix 14), the research
observed the utilization of persuasion techniques based on Cialdini’s principles (Figure
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2). The findings, presented in Table 6, reveal that the authority principle was the most
frequently employed technique, appearing in 75.00% of the phishing emails. Following
closely was the scarcity principle, utilized in 45.00% of the cases. The consistency princi-
ple was present in 42.50% of the emails, while the liking principle was observed in 15.00%
of the cases. The social proof principle appeared in 7.50% of the emails, and the reci-
procity principle was identified in only 2.50% of the cases.

Table 6: Analysis of Persuasion Techniques in Reported Emails

CIALDINTI’S PRINCIPLES | FREQUENCY | PERCENTAGE
Authority 30 75.00%
Scarcity 18 45.00%
Consistency 17 42.50%
Liking 6 15.00%
Social Proof 3 7.50%
Reciprocity 1 2.50%

The effectiveness of the authority principle suggests that individuals may be inclined to
comply with requests from authoritative figures to avoid potential negative consequences.
Additionally, the prevalence of the scarcity principle indicates that phishers leverage the
perception of limited availability to create a sense of urgency or fear of missing out
(FOMO) among recipients. It is important to note that these persuasion techniques
are not mutually exclusive, as a single phishing email may employ multiple principles
simultaneously. Hence, the total percentage does not sum up to 100%. The significance
of authority and scarcity as prevalent techniques underscores the importance of enhancing
user awareness and understanding of these specific tactics employed by phishers. Such
insights contribute to a deeper comprehension of the strategies used in phishing attacks
and aid in the development of more effective countermeasures to protect individuals and
organizations from falling victim to these attacks.

8.2.2 Target Types

The analysis of the phishing emails in the dataset, as shown in Table 7, aimed to examine
the target types impersonated by attackers (Figure 15). Among the different target types
, the most commonly impersonated were "Individual" and "Financial," each accounting
for 22.5% of the phishing emails. For instance, attackers targeted individuals by posing as
professors and sending emails to colleagues, while others exploited financial matters, such
as fake invoices, gift card scams, and activation links of bank accounts. These examples
demonstrate the attackers’ exploitation of personal connections and financial motivations
to increase the success rate of their phishing attempts.
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Another prominent target type identified in the analysis was "Administrator" appearing
in 17.5% of the phishing emails. Phishers strategically impersonated administrators, such
as the President of the organization, or claimed to be from the helpdesk department, cre-
ating a sense of authority and legitimacy. By leveraging positions of authority, attackers
aimed to deceive recipients into complying with their requests. Additionally, the analysis
revealed that "Government Authority" was targeted in 15.0% of the phishing emails. In
multiple cases, attackers impersonated the Chamber of Commerce (KVK) and used de-
ceptive tactics, such as QR codes, to trick recipients into divulging sensitive information.

The targeting of "E-Commerce" and "Academic" entities constituted 10.0% and 7.5%
of the phishing emails, respectively. Phishers used various techniques, such as claiming
orders from popular retailers like Walmart or sending attachments related to academic
research papers. Lastly, 5.0% of the phishing emails targeted "Telecommunication" en-
tities. Attackers impersonated mobile service carriers, like AT&T, and created a sense
of urgency by claiming that voicemails would expire soon. These phishing emails often
included attachments that potentially contained malicious content.

Table 7: Analysis of Target Types Impersonated in Reported Emails

TARGET FREQUENCY | PERCENTAGE
Individual 9 22.5%

Financial 22.5%
Adminstrator 17.5%
Government 15.0%

10.0%
7.5%
5.0%
TOTAL 40 100.0%

E-Commerce

Academic

O | W [~ | O | | O

Telecommunication

8.2.3 Day and Timing Analysis

The analysis of the phishing emails presented in Table 8 reveals interesting patterns
regarding the days on which attackers choose to send their malicious messages. The find-
ings demonstrate a notable preference for phishing email distribution on Mondays, which
accounted for 30.0% of the dataset. This suggests that attackers capitalize on the start
of the workweek, taking advantage of increased email traffic and potential distractions
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that may accompany individuals’ return to work after the weekend. Following closely
behind, Fridays emerged as the second most common day for phishing email distribution,
representing 25.0% of the dataset. Attackers may target Fridays, anticipating a potential
decline in individuals’ focus and vigilance as the workweek draws to a close. Thursdays
and Wednesdays each accounted for 15.0% of the dataset, while Tuesdays represented
10.0%. These findings suggest While there is a notable concentration of phishing emails
on Mondays and Fridays, it is important to recognize that attackers distribute phishing
emails consistently throughout the workweek.

Table 8: Day of the Week Analysis of Reported Emails

DAY FREQUENCY | PERCENTAGE
Monday 12 30.0%
Friday 10 25.0%
Thursday 6 15.0%
Wednesday 6 15.0%
Tuesday 4 10.0%
Sunday 2 5.0%
TOTAL 40 100%

The timing analysis of phishing emails presented in Table 9 reveals interesting patterns
regarding the preferred hours for sending such malicious emails. The interval between
12:00 PM and 3:59 PM emerges as the peak period for phishing email distribution, ac-
counting for 27.5% of the dataset. This concentration suggests that attackers strategically
exploit these midday hours when individuals are heavily engaged in work-related tasks
and communication. Notably, this timeframe also coincides with the lunch break for
many individuals. The hours from 8:00 AM to 11:59 AM also exhibit a significant con-
centration of phishing emails, accounting for 25.0% of the dataset. This time period
marks the start of the workday, where individuals may face a backlog of emails and pri-
oritize addressing their inbox promptly. Attackers may exploit this situation, recognizing
that individuals are likely to be focused on catching up with their tasks and may have a
higher vulnerability to phishing attempts during this time. Between 4:00 PM and 7:59
PM, there is a slightly reduced frequency of phishing emails, constituting 17.5% of the
dataset. The interval between 4:00 AM and 7:59 AM corresponds to the early hours of the
day and accounts for 15.0% of the phishing emails. These early-morning phishing emails
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Table 9: Analysis of Timing of Reported Emails

TIMING FREQUENCY | PERCENTAGE

12:00 PM - 3:59 PM 11 27.5%

8:00 AM - 11:59 AM 10 25.0%

4:00 PM - 7:59 PM 7 17.5%

4:00 AM - 7:59 AM 6 15.0%

8:00 PM - 11:59 PM 4 10.0%

12:00 AM - 3:59 AM 2 5.0%
TOTAL 40 100%

potentially have a higher chance of being the first thing individuals view when checking
their inbox. The evening timeframe from 8:00 PM to 11:59 PM represents 10.0% of the
phishing emails. Although the frequency is relatively lower during these hours, attackers
still target this period. Lastly, the interval between 12:00 AM and 3:59 AM has the lowest
frequency of phishing emails, accounting for 5.0% of the dataset. The lower concentra-
tion of phishing emails during late-night and early-morning hours may be attributed to
individuals being offline or experiencing reduced email activity. This, coupled with the
uncommonness of work-related emails during these hours, suggests that attackers may
find fewer opportunities and individuals may exercise greater caution.

8.3 Comparison with Phishing Simulation Emails

The analysis carried out on the phishing simulation emails sent during the three rounds
aims to evaluate their effectiveness in incorporating persuasion principles observed in
reported phishing attempts. The first simulated phishing email (Figure 16), posing as
a Microsoft administrator, utilized the principles of scarcity and authority. It created
a sense of urgency by emphasizing the expiration of the activation link at the end of
the month, while also leveraging the credibility associated with Microsoft. The second
email (Figure 17), mimicking the IT department, employed the principles of authority,
scarcity, and consistency. It notified users of upcoming password expiration, invoking
the authority of the IT department and using a three-day time limit to create a sense of
urgency. The email is also consistent with security practices of the organization as users
are required to periodically change their password. Lastly, the third email (Figure 18),
posing as the IT service desk, also capitalized on the principles of scarcity and authority.
It generated urgency by warning of full account storage and the potential loss of email
functionality. The authoritative position of the IT service desk added credibility to the
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email’s claims.

By comparing the organization’s phishing simulation emails with the common persuasion
techniques observed in reported phishing attempts (Table 6), it becomes evident that the
organization has successfully replicated the most prevalent tactics employed by attackers.
The simulations utilize authority and scarcity in all emails, and consistency is employed
in the second email. This strategic approach creates a realistic environment for users to
enhance their skills in identifying and responding to phishing attacks. The incorporation
of these elements provides valuable training opportunities by empowering users to better
recognize and mitigate actual phishing threats. As seen in Table 7, around 50% of the
reported phishing attempts occurred between 8 PM and 4 PM. Comparing this to the
click behavior by time intervals of the second phishing simulation round, around 75% of
the users that clicked the phishing emails clicked it between 8 AM and 4 PM. This pattern
suggests that attackers take advantage of users’ active engagement with their work emails
during this time, making them more vulnerable to phishing attacks. By exploiting the
users’ focused attention and potential distractions, attackers increase the likelihood of
their phishing emails being successful. It is crucial to acknowledge this strategy and raise
awareness among users about the increased risks during these periods.

8.4 Chapter Summary

This chapter aimed to provide an analysis of the characteristics and persuasion tech-
niques used in reported phishing emails and assess whether the phishing simulation
emails effectively replicate characteristics and techniques. The findings revealed that
the most prevalent persuasion techniques in reported phishing emails were the authority
and scarcity principles. These techniques were successfully replicated in the phishing sim-
ulation emails conducted by the organization. By incorporating these elements into the
simulations, users were exposed to realistic scenarios that aimed to enhance their skills
in identifying and responding to sophisticated phishing attacks. Additionally, the analy-
sis identified various target types, with individuals, financial entities, and administrators
being the most commonly impersonated. Attackers strategically exploited personal con-
nections, financial motivations, and positions of authority to exploit users and increase
the likelihood of falling for phishing attempts. Moreover, the analysis examined the dis-
tribution patterns of phishing emails and identified the most common days and times
for attackers. The findings revealed that Monday and Friday accounted for over 50%
of the observed phishing attempts, while the majority of attempts (over 50%) occurred
between 8 AM and 4 PM. In comparison to the click behavior observed during the sec-
ond phishing simulation round, it was notable that a significant majority (around 75%)
of users who engaged with the phishing emails did so between 8 AM and 4 PM. This
pattern suggests that attackers strategically target users during their busy work schedules
or towards the end of their workday when they may be more susceptible to falling for
phishing attempts. The above analysis can help users identify and respond to malicious
emails, thereby raising awareness and promoting a proactive approach to combat phishing
attacks. By identifying the peak periods of phishing engagement, the organization can
encourage users to exercise extra caution and remain vigilant during those times, enhanc-
ing their ability to detect and report suspicious emails. Furthermore, incorporating this
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analysis into awareness programs can provide engaging material that educates employees
about the specific risks they may face during their busy work schedules. Finally, closely
monitoring the network and system during these identified high-risk periods allows the
organization to implement proactive measures and swiftly respond to potential phishing
attacks, safeguarding its infrastructure and data.
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9 User Perspective

This chapter delves into the findings derived from semi-structured interviews conducted
with users representing various user groups, including students, faculty, and support
staff. The primary objective of this chapter is to gain insights into the factors that
influence users’ reporting behavior in phishing incidents. Additionally, the chapter aims
to extract recommendations provided by the users regarding how the organization can
improve its infrastructure and support systems to foster a reporting culture. To structure
and present the findings in a comprehensive manner, the COM-B model is employed as
a framework. This model provides a multidimensional perspective, encompassing the
capabilities, opportunities, and motivations that shape users’ reporting behavior. By
analyzing and synthesizing these findings, the chapter will provide valuable insights and
practical recommendations for enhancing the organization’s reporting infrastructure and
support systems, thus strengthening its overall cybersecurity defenses.

9.1 Data Collection and Interpretation

In order to gather insights into the factors influencing users’ reporting behavior in phishing
incidents and obtain recommendations for improving the organization’s infrastructure and
support systems, a total of 26 interviews were conducted with users from various groups,
including students, faculty, and support staff. Among these interviews (Figure 10), 16
were conducted via Teams, while 8 were conducted in person. Prior to the interviews,
participants were asked to sign an informed consent form, either written or orally, which
ensured the confidentiality and anonymity of the data. All participants granted per-
mission for the interviews to be recorded for reference purposes. The interviews had
an average duration of 21 minutes, with the shortest interview lasting 16 minutes and
the longest lasting 34 minutes. The analysis of the qualitative data collected from the
user interviews was conducted using a thematic analysis approach. The thematic anal-
ysis involved a deductive coding process (Figure 9), utilizing the pre-defined framework
of the COMB model, which encompasses the categories of Capability, Motivation, and
Opportunity. This coding process allowed for a systematic examination of the interview
data, identifying relevant excerpts and categorizing them into the respective categories
as outlined by the model.

CATEGORY CODE RAW TRANSCRIPT

"I don't know if it's just my instincts or
experience, but | feel confident. When | see some
seduction, if you like, then | already get

I don't have the that | will

Self Efficacy in Identifying Phishing Emails

always be able to catch it, but yeah, I'm always
alert."

"1 haven't encountered any phishing emails
except for the test ones. And if | click on the link,
it's just a sil So, | don't think it's
necessary to report it."

Limited Exposure To Phishing Emails

Figure 9: Deductive Coding Example
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Participant Code Department User Group
U1 Electrical & Computer Science
u2 Technology Management
u3 Applied Sciences Faculty
U4 Mechanical & Material
us Technology Management
ue Technology Management
u7 Technology Management
us Aerospace Engineering
U9 Technology Management
u1o0 Electrical & Computer Science
Uil Electrical & Computer Science
Uiz Civil Engineering Student
uis3 Technology Management
ui4 Industrial Design Engineering
uis Mechanical & Material
uUle Technology Management
Uiz Aerospace Engineering
uis Technology Management
ui19 Information and Communication Technology
u20 Industrial Design Engineering
u21 Human Resources
u22 Education & Student Affairs Support Staff
u23 Human Resources
U24 Security & Privacy
u2s E-Learning (EdX)
uU26 IP Manager

Figure 10: Overview of User Interviewees

9.2 COM-B Model

The study adopts the COM-B model (Capability, Opportunity, Motivation, and Behav-
ior) as a theoretical framework to investigate the factors influencing reporting behavior
in phishing incidents. The COM-B model provides a comprehensive perspective by ex-
amining the interplay of users’ capabilities, opportunities, motivations, and resulting be-
haviors in the context of cybersecurity. Capability encompasses users’ knowledge, skills,
and awareness of phishing threats and their potential consequences. Opportunity refers to
the contextual factors and organizational infrastructure that facilitate or hinder reporting
behavior. Motivation encompasses the individual’s inclination, perceived benefits, and
perceived risks associated with reporting phishing incidents. The subsequent sections
will provide a detailed analysis and discussion of the findings within each category of the
COM-B model shedding light on the factors influencing users’ reporting behavior in the
context of phishing.
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9.2.1 Capability

The analysis of the capability aspect within the COM-B model (Figure 11) sheds light
on the users’ proficiency, knowledge, and confidence in recognizing phishing emails, while
also exploring their understanding of the potential repercussions of phishing attacks. The
findings from the interviews with both users who have reported phishing incidents and
those who haven’t shed light on these factors highlighting the variations in capability
among different user groups. Users who have reported phishing emails demonstrated a
higher sense of self-efficacy in their ability to identify and report suspicious emails. "I
don’t know if it’s just my instincts or experience, but I feel confident. When I see some
seduction, if you like, then I already get suspicious. I don’t have the arrogance that I will
always be able to catch it, but yeah, I'm always alert.” [U23] The confidence exhibited by
users in identifying phishing emails can be attributed to their exposure to a significant
number of such emails - "ohh well I get a lot of them, so by now I'm used to them. They’re
mostly similar in their style as well, and I'm like, OK guys, this is not working." [U20]
However, users also raised concerns about the increasing sophistication of these emails
which might hamper their ability to identify them. This was highlighted by Interviewee
U3, "well, in the past it was obvious because you could see the sender’s address, you could
see spelling errors, you could see lots of things that were a mismatch. Now they become
more evolved, so it 1s becoming harder.” Participants also expressed their concern about
potentially flagging legitimate emails as phishing and highlighted the need for caution.
As one participant stated, "Yea, when in doubt, I forward it to my manager first to con-
firm as some emails can be relevant for the other teams we work with." [U25]

On the other hand, users who haven’t reported phishing incidents expressed lower levels
of confidence in their ability to identify phishing emails. Some participants mentioned
falling for the phishing simulation emails, which undermined their confidence in distin-
guishing legitimate emails from phishing attempts: "I must admit, I fell for the storage
full email a few weeks ago and that made me doubt whether I can identify those emails.
But then, these emails are trickier than ones I have received on my personal email. The
password reset one was also tough because my password was actually expiring around the
same time." [U17] The sentiment regarding the sophistication and difficulty of phishing
simulation emails was echoed by several participants, highlighting the impact it has on
user confidence. Participant U19 emphasized the importance of starting with less sophis-
ticated phishing emails, stating, " Having said that, I think it’s also good to start with a
little bit less sophisticated phishing emails... A lot of people will fall for these and it can
get demotivating for people."

The participants’ understanding of the potential consequences of phishing attacks on the
organization varied among users. Users who have reported phishing emails demonstrated
a strong awareness of the potential consequences, particularly related to the data they
handle based on their job roles: "The consequences on the organization can be huge as
getting into the patent database would be highly interesting for certain companies and gov-
ernments. Quantum computing, nuclear research, this is stuff they would like to have.”
[U26] The potential consequences related to data confidentiality, reputational damage,
system lockouts, and financial losses to the university were commonly mentioned by these
users. The findings indicate that users’ awareness of the potential consequences plays can
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impact their reporting behavior. Recognizing the potential harm that phishing attacks
can cause to the organization’s valuable data and overall operations, users who possess a
deeper understanding of these potential consequences are more inclined to report suspi-
cious emails.

In contrast, users who haven’t reported phishing incidents displayed a lesser understand-
ing of the potential consequences of such attacks. They cited limited exposure to real-life
examples or situations, leading to a lack of awareness. One user candidly admitted, "To
be honest, I'm not so aware or worried about the consequences regarding the university.
Most of the personal data they have is my grades, so I'm more concerned about phishing
emails related to my personal email account.” [U10] This suggests that the lack of aware-
ness of the potential consequences of phishing attacks on the organization can impact
users reporting behavior as users may overlook that their university email accounts grant
access to the directory of all email IDs registered within the organization, potentially
exposing other users to risks if the directory is compromised. Additionally, research data,
communication with colleagues/faculty, and sensitive information shared via email are
examples of content that users may not want to be compromised. One participant also
mentioned how "sometimes there is privacy-sensitive content on my email. Let’s say. [
mean, could be anything about mental health or family problems or I mean, doesn’t hap-
pen so often, but it happens.” [U2] Similarly, a few participants expressed the view that
deleting or ignoring suspicious emails served as an alternative to reporting. Notably, they
were unaware of the importance to report such incidents and the role reporting plays in
safeguarding the organization. Although this behavior demonstrated their capability in
recognizing and protecting themselves, it also revealed a gap in their understanding of
the broader impact of reporting on organizational protection.

CAPABILITY

SELF EFFICACY IN IDENTIFYING AWARENESS OF AWARENESS OF THE AWARENESS OF REPORTING
PHISHING EMAILS CONSEQUENCES IMPORTANCE OF REPORTING PROCESS

Figure 11: Factors Influencing Reporting Behavior categorized under Capability
9.2.2 Opportunity

The opportunity section of the COM-B model (Figure 12) provides insights into external
factors that influence users’ reporting behavior. One common theme mentioned by both
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users who have reported and not reported was the importance of clarity in the reporting
process. A majority of the users who have never reported before mentioned they weren’t
aware of the reporting process: "I’ll be honest, I don’t know where to report and who
handles it. In my previous organization, there was a button, but I don’t see that here.”
[U6] This highlights the need for clear and easily accessible information regarding the
reporting process to ensure users are well-informed and empowered to take appropriate
action. Interestingly, even users who have been reporting incidents shared their initial
struggles in finding the correct email address to report phishing emails. One user shared
their experience, stating, "The thing is, I've been working here for a long time and I still
had the previous email address where we had to report emails in my mailbox. And that’s
not the email address anymore...So I still used the old one to report, and then you think,
God, I'm never gonna get a reply. And then you have to go somewhere to look for the
information. And that’s a bit annoying." [U22]

Users who have reported incidents generally find the reporting process to be efficient
and not excessively time-consuming. Participant Ul stated, "It’s really easy and takes
2 seconds. Press forward to abuse and then done. I think it’s like the lowest level of
hassle. I'm very glad that they didn’t imagine some ticketing system to do this. I would
never submit anything”. Most of these users feel that reporting incidents does not sig-
nificantly disrupt their workday. The majority of them attributed this to repetition and
their experience of having been doing it for a long time. They acknowledged that as
they became more familiar with the process and encountered phishing attempts regu-
larly, it became more of a routine task integrated into their daily workflow. However,
even among users who have reported, there were a couple of concerns about the poten-
tial time and effort required, especially on busy days: "I worry that I might forget to
report if I have too many things to do." [U21] Similarly, a few users who haven’t re-
ported incidents voiced their concerns about the time-consuming nature of thoroughly
scanning and reporting emails, especially when they are already overwhelmed with their
workload. Participant U16 stated, "Especially when I have deadlines and stuff, spend-
g time on scanning emails and then reporting it iwsn’t my priority. " Participants also
mentioned that timely acknowledgment and feedback influences reporting behavior - "if
there’s no feedback, so it’s like, what’s the purpose? You never know. What you do it
for?" [U5]. When users receive prompt acknowledgment and feedback, they feel their
efforts are valued, fostering a sense of involvement and encouraging continued reporting.
Some participants also highlighted the role of their colleagues in promoting reporting
behavior: "You know, we also alert each other, like someone receives an email, puts it in
our team’s group...I think that’s also very helpful. So it’s not borne by one person." [U23]

Another factor that was mentioned across the interviews was the exposure to phishing
emails. A significant number of users who haven’t reported phishing incidents mentioned
that they haven’t come across any phishing attempts apart from the simulated ones sent
by the university: "I haven’t encountered any phishing emails except for the test ones. And
if I click on the link, it’s just a simulation. So, I don’t think it’s necessary to report it."
[U12] This limited exposure to real phishing emails reduces their opportunities to report
such incidents. It is worth noting that this may indicate the effectiveness of the email
filters in successfully detecting and blocking phishing attempts. Among the users who
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correctly identified the simulated phishing emails and reported them, a couple of them
expressed dissatisfaction with the repetition of such exercises. They indicated that they
might not participate in future simulations due to this reason. However, for a majority
of the users who have reported multiple times, their continuous exposure to phishing
attempts is a result of the nature of their work. Users in departments such as HR,
Intellectual Property, and Student Affairs emphasized encountering phishing attempts
more frequently. This indicates that their roles and responsibilities make them more
susceptible to targeted phishing attacks.

OPPORTUNITY
SOCIAL NORMS
EASE OF REPORTING TIME & EFFORT e s RESPONSE MECHANISMS s
INFLUENCE OF COLLEAGUES

Figure 12: Factors Influencing Reporting Behavior categorized under Opportunity

9.2.3 Motivation

The analysis of the motivation aspect within the COM-B model (Figure 13) showed that
for many individuals, reporting phishing incidents is driven by intrinsic motivation and
personal work ethic and values. They view it as an extension of their character and a
reflection of their commitment to doing the right thing. As one user aptly put it, "I
think that’s a personality trait. If I see a piece of paper on the street, I pick it up and
put it in the bin. That’s the way I work. So that’s my motivation. I think it’s good work
ethic."[U4] This natural inclination to take action and contribute to a safe environment
extends to their digital behavior, where they actively identify and report phishing at-
tempts.

Another important factor that influences users’ motivation to report phishing incidents
is their collective responsibility towards their colleagues and the community as a whole.
They recognize that reporting these incidents is not solely about protecting themselves,
but also about safeguarding others. This collective responsibility is driven by a genuine
concern for their colleagues’ well-being and a shared commitment to the organization’s
security. As one user highlighted, "I wouldn’t want to say responsibility, but for the orga-
nization and for my colleagues, as in, I recognize this. I would want somebody else that
recognizes this to report it for me on the off chance that I may be misled. So it’s maybe
for the greater good, I don’t know." [U1] This perspective reflects an understanding that
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individual actions can have a ripple effect, and by actively reporting phishing attempts,
they contribute to protecting the university against cyber threats. Even among users
who haven’t reported phishing incidents, many still acknowledge the shared responsibil-
ity of keeping the university safe. While they rely on the IT team to establish protective
measures, they understand that they too have a part to play in maintaining security.
As Participant U3 mentioned, "Yea in a sense I think it is the IT teams responsibility
to protect the university by blocking these emails. But then yea ofcourse, they cannot
block everything, as someone will find a loophole and then we are responsible in a certain
way. " While both participants from the ICT team viewed reporting as a part of their
job responsibilities, it was interesting to hear a couple of other participants view this as
a part of their job as well: "OK, well for me, just like the safety of the systems and our
data, I feel like it’s a part of my job and me being like a responsible employee." [U20]

The interviews also revealed personal experiences or knowing someone who has fallen
victim to a cyberattack also influence users’ motivation to report phishing incidents.
Three participants mentioned they had witnessed the adverse effects of phishing first-
hand through stories shared by others. They understand the importance of reporting
and preventing similar incidents from occurring: "I recall one of the experiences from my
bachelors in another institute where one of my friends who was an international student
got an e-mail from the university account stating that she had to pay a huge amount of
money as her tuition fee and without checking the validity, she paid the money. This was
sent to multiple students and after this experience I realized if someone would have told
the authorities, she wouldn’t have lost that money." [U19]

Another factor that came to light was that the perceived threat of an email also in-
fluences reporting behavior. While users may often overlook or dismiss more obvious
phishing attempts, they exhibit a higher likelihood of reporting emails that they perceive
as targeted and carrying a greater risk. As Participant U22 shared, " When you receive
those 'we have somebody dying in that country and you’re the only relative’ or you’re the
person that gets all their money’ scams, those are easy to spot. But a few months ago,
I recewved an email from T-Mobile, supposedly from our organization’s suppliers, asking
me to click links and log in. So those are more dangerous and I immediately reported it."
This highlights how users differentiate between different types of phishing emails based
on their perceived threat levels, prioritizing the reporting of more targeted and sophisti-
cated attempts.

A few participants also raised concerns regarding the perceived effectiveness of reporting
and how their actions contribute to the organization’s protection. As one user highlighted,
"Like I have no idea if it is worth reporting these emails or if reporting the mail, in general,
has any outcome.” [U10] This highlights the need for the organization to provide clearer
communication and feedback to users regarding the outcomes of their reports. Users
want to know if their reports are making an impact and if measures are being taken to
enhance overall security based on their contributions. This opinion was also shared by
multiple users who reported emails in the past but did not receive any feedback on the
actions taken or impact of the report. Lastly, one participant also raised concerns about
the privacy of data during the phishing simulation emails. The organization partners
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with another company for the phishing simulation exercises and the participant wasn’t
too pleased as they remarked, " "The first time I reported and then the second and third
the second time I still reported and say ohh. It’s just a test. La La, la, la, la and then
the third time I started to ignore it and then I start to complain about it to exclude me
from these tests. Because I hated that they provide my data to a 3rd company" [U3].
This experience highlights the importance of maintaining user privacy and ensuring clear
communication when conducting phishing tests or any other security-related activities.

PERSONAL WORK ETHIC &
VALUES COLLECTIVE RESPONSIBILITY PERSONAL EXPERIENCES PERCEIVED THREAT LEVEL PERCEIVED EFFECTIVENESS

Figure 13: Factors Influencing Reporting Behavior categorized under Motivation

9.3 Infrastructure & Support Enhancement

In addition to gaining insights into factors that influence reporting behavior, the inter-
views also provided valuable recommendations for enhancing the organization’s infras-
tructure and support systems. These recommendations have been categorized into three
key areas: educational measures, reporting process, and incentives.

9.3.1 Educational Measures

A considerable number of participants expressed concerns about the lack of awareness
regarding phishing attacks and believe training programs would be beneficial. They men-
tioned their openness to such programs during the onboarding process and at the start of
the academic year.: "I think on the matter of introduction for new personal, if I related
to myself, I haven’t had any IT introduction at all. This can be improved I think, just for
new people to be able to know about security processes or how to identify phishing emails
or where to report and stuff.” [U24] However, participants also highlighted the need for
the organization to exercise caution in their communication strategies for these training
programs with clear and effective communication deemed essential to ensure user partic-
ipation. They also highlighted the importance of designing training programs that are
worthwhile and engaging: "It should be something interesting that actually makes people
want to learn, not just a dull lecture. Back in my previous organization, in these trainings
and you would just go click, click, click, click through and people were really ranting about
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that." [U26]

Participants stressed on the importance of sharing real-life examples and consequences
of phishing attacks as an effective educational approach. By showcasing actual instances
of how individuals and organizations have been harmed by phishing incidents, users gain
a better understanding of the risks involved. Participant U10 expressed this sentiment
stating, "Whenever these huge data breach scandals and what they really did with the
data, then all of a sudden everyone was like, wow, how did that happen? So I think these
examples are basically a little bit like the pictures on the cigarettes, you know, it’s like
maybe have this big example of what can happen and people may think about it a little
bit further and take action in the future.” These firsthand accounts serve as cautionary
tales that create a sense of urgency and highlight the critical need to remain vigilant in
identifying and reporting phishing attempts.

Phishing simulations emerged as a widely recognized and effective method for raising
awareness among participants. The majority of users expressed their belief in the value
of these simulations, considering them valuable tools for educating users: "I think the
simulations are really effective. They are a real test and it keeps us on our toes." [U11]
The simulations were seen as a practical way to test and improve users’ ability to identify
and report phishing attempts. However, it is worth noting that a few participants voiced
their dissatisfaction with the frequency of these simulations, perceiving them as excessive
and intrusive. Despite this, there was a mixed response when it came to the frequency
of the simulations, with some users expressing a desire for more frequent simulations to
reinforce their vigilance, while others felt the current frequency was sufficient.

Alongside the training programs and phishing simulations, participants also recommended
a dedicated website that provides comprehensive information on phishing and the latest
trends and examples. This website would serve as a valuable resource to educate users
about common phishing techniques, emerging threats, and real-life examples of successful
and attempted phishing attacks. However, when participants were asked about their
awareness of the existing Security and Privacy website, the findings revealed that the
majority, with only two exceptions, were unaware of its existence. This lack of awareness
indicates a significant communication gap and highlights the importance of improving the
visibility and accessibility of the organization’s Security and Privacy website: "Having a
website with up-to-date information and resources would be really helpful [U19]"

9.3.2 Reporting Process

Participants suggested improvements to the reporting process to make it more efficient
and effective. The implementation of a dedicated report button within the email client or
other communication platforms was seen as a valuable addition. Participants who have
reported before expressed enthusiasm for the addition of a dedicated report button, seeing
it as a valuable enhancement to streamline and expedite the reporting process: "So yeah,
the best thing for me is just make sure there’s a reporting button on the ribbon of your
e-mail and then you can just click on report and send it in directly to the security team”
[U19]. In the absence of a dedicated reporting button, participants expressed the need for
the organization to periodically educate and communicate the reporting process to users.
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It was evident that many participants were unaware of how to report phishing attempts.
Therefore, regular reminders and updates regarding the reporting process are essential to
ensure that all users are well-informed and equipped to report suspicious emails effectively.

Another important improvement suggested by participants is the provision of meaningful
feedback after reporting. Participants expressed the importance of receiving confirma-
tion regarding the legitimacy of their reported emails and whether their reports had
contributed to identifying actual phishing attempts. Additionally, they highlighted the
need for informative guidance and tips on how to handle similar situations in the future.
Participants believed that receiving such feedback would not only address their concerns
about the effectiveness of their reports but also increase their confidence in identifying
such emails in the future. As participant U5 stated, "It is important to receive some
kind of answer related to whether the reported email is legitimate or not. Otherwise, you
don’t have a clue if what you have done has any kind of positive contribution. And you
can also learn from it yourself." Additionally, while participants understood the need for
automated acknowledgment messages, some raised concerns about the lack of informa-
tive responses to their specific questions. They felt that the automated messages did not
sufficiently address their queries, leading to frustration and a sense of unresponsiveness.
Participants emphasized the importance of providing informative and tailored responses
to address their concerns effectively.

9.3.3 Incentives

Participants acknowledged the potential benefits of incentives in motivating individuals
to report phishing incidents but suggested that reporting behavior should not solely rely
on incentives. They expressed the belief that the reporting behavior should remain cen-
tered around protecting themselves and the organization, rather than being driven solely
by incentives. Striking a balance is necessary to ensure that the main activities and re-
sponsibilities of the organization are not overshadowed or detracted from.

The majority of participants expressed the belief that an encouraging acknowledgment,
such as a personalized message highlighting the user’s contribution to keeping the univer-
sity safe, would be a meaningful form of recognition. They mentioned that making the
acknowledgment memorable and impactful for the user would further encourage report-
ing behavior. Suggestions included sending emails with stickers, GIFs, or other visually
engaging elements, as well as personalizing the acknowledgment to make it feel more
genuine and encouraging. Participants believed that such personalized acknowledgments
would not only reinforce a positive reporting culture but also create a lasting impression
that stays with the user: "It’s a bit childish but like what you get from saving water or
enerqy, you get the smiley faces. I would love to see a message like YAY with like a police
sticker, I don’t know, and your name. You protected your colleagues, or you protected the
organization from such and such, and the consequences could have been this." [U21]

End-of-year recognition was suggested by a few participants as a way to acknowledge and
appreciate the efforts of those who consistently reported phishing incidents throughout
the year: "it can be announced once a year. As in we have, uh awarded. I don’t know
500 people because of their reporting this year. And that’s done in the annual Christmas
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message from the ICT department. [U1]" Recognizing the top performers in reporting
throughout the year would not only acknowledge their dedication but also motivate others
to actively participate. Participants were also enthusiastic about department-wise com-
petitions and believed they could serve as an engaging and educational approach to raise
awareness about phishing threats and encourage reporting. A few participants mentioned
the potential use of gamification elements within the reporting process, such as badges or
achievement milestones, to provide a sense of accomplishment and motivation for users:
"I think gamification is a really good incentive, especially because they’re all tech-savvy.
So I've seen like these buttons or badges saying you reported 100 emails [U24]." By adding
gamified features, the reporting process can become more interactive and encourage users
to stay attentive against phishing attempts. Lastly, a few participants suggested the idea
of providing tangible rewards like stickers and badges as incentives for completing train-
ing modules.

9.4 Chapter Summary

The aim of this chapter was to explore the factors that influence users’ reporting behavior
in the context of phishing attacks using the COM-B model. The findings shed light on
the various aspects of capability, opportunity, and motivation that shape users’ actions
in identifying and reporting phishing emails.

Regarding capability, users who reported phishing incidents demonstrated a strong sense
of self-efficacy in recognizing and reporting suspicious emails. However, they also ex-
pressed concerns about the increasing sophistication of phishing emails, which can make
them more challenging to detect. In contrast, users who hadn’t reported phishing inci-
dents displayed lower levels of confidence and skill in identifying phishing emails. Some
participants admitted falling for phishing simulation emails, which undermined their con-
fidence and ability to distinguish legitimate emails from phishing attempts. Limited ex-
posure to real-life examples further hindered their awareness of the broader consequences
of phishing attacks on the organization. Some participants also chose to ignore or delete
suspicious emails as they weren’t aware of the necessity to report them. Similarly, users
highlighted lack of awareness of reporting process to be a barrier. With respect to oppor-
tunity, participants highlighted the need for clarity and ease of reporting process. Many
users who hadn’t reported before mentioned their lack of awareness about the reporting
process, while even experienced reporters initially struggled to find the correct email ad-
dress. Exposure to phishing emails also played a role in reporting behavior, especially for
users in specific departments, such as HR and Intellectual Property. Some participants
who hadn’t reported phishing incidents had limited exposure to real phishing attempts.
In terms of motivation, participants who reported phishing incidents were intrinsically
motivated and viewed reporting as an extension of their work ethic and commitment to
doing the right thing. They also expressed a sense of collective responsibility toward their
colleagues and the organization as a whole. Personal experiences or knowing someone
who had fallen victim to a cyber attack further influenced participants to report incidents.
While users generally found the reporting process efficient, concerns about the potential
time and effort required were expressed, particularly on busy days. Participants recog-
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nized the shared responsibility of keeping the university safe, although some questioned
the effectiveness of reporting and the need for clearer communication and feedback from
the organization.

With respect to recommendations on enhancements and infrastructure and support sys-
tems, participants highlighted the need for educational programs, particularly during
onboarding and the start of the academic year, to raise awareness about phishing at-
tacks. They emphasized clear communication, engaging training sessions, and the use of
real-life examples to educate users about phishing tactics and risks. Phishing simulations
were recognized as effective tools for improving users’ ability to identify and report phish-
ing attempts. While a majority of the participants mentioned the usefulness of up-to-date
information on phishing trends, common techniques, and examples of successful attacks,
they were not aware of existence of the security and privacy website. Participants men-
tioned the reporting process could be improved with a dedicated report button within
the email client and stressed on the importance of regular reminders and updates on the
reporting process. Meaningful feedback was deemed essential, including confirmation of
the legitimacy of reported emails and informative guidance on handling similar situa-
tions in the future. Participants expressed the desire for personalized responses tailored
to their specific concerns, rather than generic automated messages. While incentives
were acknowledged as a potential motivator, participants emphasized the importance of
maintaining a reporting culture centered around protecting the organization. Suggestions
for incentives included personalized acknowledgments with visual elements, end-of-year
recognition for consistent reporting, department-wise competitions, and gamification fea-
tures such as badges.

60



10 Discussion

The discussion chapter aims to comprehensively analyze and interpret the findings ob-
tained from the research on fostering a reporting culture to combat phishing attacks.
Employing a mixed-method approach that considers organizational and human factors,
the study sought to understand the complexities involved in promoting reporting behavior
within the organization.

10.1 Results Discussion

To address SRQ1: "What measures and processes are currently in place within the or-
ganization to prevent phishing attacks?", interviews were conducted with the ICT team
and security solution providers. The findings revealed that the organization follows a
multi-layered approach by partnering with different companies that provide a range of
solutions. This approach aligns with the recommendations of Rendall et al. (2020), who
emphasize the importance of adopting a multi-layered approach in combating phishing
attacks (Rendall et al., 2020). Such an approach involves implementing various security
measures and strategies across different levels of an organization’s infrastructure. Ad-
ditionally, the effectiveness of the technical solutions was supported by user interviews,
where the majority of participants mentioned not receiving phishing emails except dur-
ing the phishing simulation exercises. However, the analysis of reported phishing emails
in Chapter 8 highlighted the need for further optimization of technical filters, as some
phishing emails that were clearly identifiable managed to bypass the filters. Another
insight from the security team interviews was the utilization of more sophisticated email
filters for faculty and support staff. This decision was driven by their access to corporate-
sensitive data, aiming to mitigate the potential risk to the organization in the event of
successful phishing attacks on these user groups. While students may not have direct
access to corporate-sensitive data, it is crucial to recognize that they are still exposed to
various types of risks. During the user interviews, Participant U19 highlighted an account
of their friend falling victim to a phishing attack through a spoofed university account
in another institution. This raises important questions about the vulnerability and risk
exposure of students to phishing attacks. While the burden of the financial impact may
not directly fall on the organization, it is important for the organization to take steps
to protect all user groups from the potential risks and consequences of phishing attacks.
It’s vital to acknowledge that the impact on user groups should be considered beyond
the protection of sensitive data alone. Different user groups may face distinct risks and
consequences in the event of a successful phishing attack, necessitating a comprehensive
approach to security measures that safeguard all stakeholders involved. Moreover, it is
crucial to recognize the distinction between individual risk and organizational risk in the
context of phishing attacks. While the organization may possess more extensive resources
to manage potential consequences, individual users may have limited means to cope with
impact of successful attacks. Hence the organization should implement technical mea-
sures that account for the potential impact on both the organization and individual users,
ensuring a well-rounded security strategy.

Apart from the technical measures, the organization recognizes that protecting itself from
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phishing attacks requires a collaborative effort and views the users as an integral part
of the solution. It aligns with the shifting cybersecurity mindset that emphasizes the
role of humans as a solution rather than a problem (Zimmermann & Renaud, 2019). In
line with this perspective, the organization implements various educational initiatives,
with phishing simulations being the most prominent method. The security team believes
that embedded training, which involves providing simulated phishing emails to individ-
uals without prior notification, is an effective approach. This aligns with the findings of
Siadati (2017), who suggests that embedded training can be more effective than tradi-
tional non-embedded training because it simulates real-life scenarios and allows users to
learn from their mistakes (Siadati, 2017). The findings of this research indicate that the
organization’s phishing simulation emails effectively emulate the persuasion techniques
employed in real-life phishing attacks. The majority of participants in the study also
found phishing simulations to be effective. However, the analysis of user engagement
with the training material on the landing page, which users are redirected to after click-
ing on a phishing simulation link, revealed limited engagement. This finding is consistent
with research by Caputo et al. (2014), which suggests that while embedded training
provides valuable teaching opportunities, immediate feedback and tailored framing alone
may not be sufficient to achieve the desired outcomes of reducing click rates or increasing
reporting (Caputo et al., 2014).

During interviews with the ICT team, the importance of reporting phishing incidents
emerged as a recurring theme. The security team emphasized the promptness of reports,
valuing speed over quantity, as a crucial feedback mechanism for assessing the effective-
ness of technical solutions and enabling early detection and prevention. However, this
shift in responsibility from infrastructure to users comes with its own costs and challenges.
Users are required to invest additional time and effort in the reporting process, divert-
ing their attention from primary tasks and potentially impacting productivity. Herley
(2009) emphasizes that users’ rejection of security advice is rational from an economic
standpoint, as it often imposes indirect costs or externalities (Herley, 2009). Therefore,
organizations must recognize and acknowledge the effort and costs borne by users in the
reporting process. Moreover, the expectation of prompt reporting places significant pres-
sure on users, potentially pushing them beyond their compliance threshold (Beautement
et al., 2008). Users may feel overwhelmed by the added responsibility of consistently
monitoring their emails for potential phishing threats. This raises questions about the
long-term sustainability of the reporting culture and its potential impact on users pro-
ductivity (Lain, Kostiainen, & éapkun, 2022). To ensure users active contribution to the
organization’s security efforts, it is essential for organizations to prioritize communica-
tion and transparency while also taking steps to ensure the reporting process is efficient.
By effectively communicating the purpose and significance of user training and phishing
simulation exercises, users can understand their crucial role as the organization’s first
line of defense and the shared responsibility for cybersecurity (Zimmermann & Renaud,
2019). This empowers users to actively participate in reporting and other security mea-
sures, contributing to the overall security posture of the organization. Striking a balance
between fostering a reporting culture and considering individual compliance thresholds
will be crucial in maintaining users’ active involvement and commitment to security.
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To address SRQ2: "What is the current state of clicking and reporting behavior among
indiwiduals who have received phishing simulation emails?”, the phishing simulation logs
were analyzed. The click rates of the second round of phishing simulations conducted
in the organization were observed to be 26.1%, which may appear high at first glance.
However, it is essential to consider that click rates can vary depending on the contextual
relevance of the phishing email. Research by Steves et al.(2020) indicates that highly con-
textually relevant phishing emails can lead to significant spikes in click rates (Steves et
al., 2020). Participants in the study highlighted that the simulation emails were difficult
to detect as they closely resembled genuine organization communications. In evaluating
the effectiveness of the phishing simulations, the organization tracks various metrics, in-
cluding the number of emails sent, clicked, and reported. While the reporting rate of
6.1% may seem low, it is important to note that 2610 unique reports were generated.
In the context of a real phishing attack, this number would be considered significant, as
even a single report can trigger appropriate action by the security team. However, in the
context of phishing simulations, the organization places importance on a higher report-
ing rate. This helps gauge user awareness and serves as a means to educate users about
the necessary actions in case they encounter a suspicious email. From the organization’s
perspective, while one report is sufficient for action, they recognize the absence of a hive
mindset among users. They prefer multiple individuals reporting rather than assuming
someone else has already done so. Although the organization does not have a specific
target reporting rate in mind, they aim to encourage as many users as possible to report
suspicious emails. Reporting, however, comes with costs for the organization in terms of
lost labour productivity and the opportunity cost for students. Users need to treat every
email with caution, investing additional time and effort to carefully scan and evaluate
the presence of phishing cues and red flags. Based on user interviews, it was evident that
many users were not aware of the reporting process, leading to a one-time cost of either
seeking clarification from colleagues/peers or visiting the website for guidance. Addition-
ally, with phishing simulation campaigns occurring four times a year, users are required
to dedicate time and effort to report emails during these simulations. These costs impact
productivity as users are not compensated for the time and effort invested in reporting.
The shift in focus from primary tasks to reporting and the additional cognitive load im-
posed on users can potentially hinder their overall productivity. Herley (2009) highlights
the challenge of balancing the benefits (reduction of direct losses) and costs (increase in
effort) of security advice, emphasizing the need to consider aggregate estimates across
the entire user population (Herley, 2009).

The cost-benefit tradeoff of fostering a reporting culture within the organization is a
critical consideration. Calculations were conducted to estimate the cost of lost labor pro-
ductivity for the organization and the opportunity cost for students in an academic year
(200 days). Detailed breakdowns of these calculations can be found in the Appendix A.4
and A.5. Based on user interviews, it was found that faculty and support staff receive
an average of 15 emails per day, while students receive around 7 emails per day. It was
assumed that users spend approximately 5 seconds on preprocessing and scanning for
cues or red flags in each email. Additionally, it was estimated that 50% of users were
unaware of the reporting procedure, resulting in a one-time cost of 120 seconds to seek
clarity on the process. The time required to report an email was estimated at 5 seconds,
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and users are expected to report at least 4 emails per academic year based on the number
of phishing simulations conducted. For faculty and support staff, the calculation consid-
ered the average salary (EUR 46K /year @ 28.75 EUR /hour) (Payscale, 2023). Assuming
100% reporting, the loss of labor productivity amounted to 56,407.58 hours, with a cor-
responding cost of EUR 1,621,717 (56,407.58 hours * 28.73 EUR /hour) per academic
year. For students, the calculation accounted for the opportunity cost of tuition fees, con-
sidering 10% as international students (EUR 15K /year @ EUR 9.38 /hour) and 90% as
EU/EFA students (EUR 2,500/year @ EUR 1.56 /hour). Assuming 100% reporting, the
lost opportunity cost for students amounts to 56,936.97 hours, with a corresponding cost
of EUR 133,446.02 (56,936.97 hours * (10% * 9.38 EUR /hour + 90% * 1.56 EUR /hour)).
Despite the conservative nature of these figures, the cost to the organization and the users
remains substantial.

On the other hand, it is important to assess the potential benefits of maintaining a strong
reporting culture. As the organization hasn’t suffered any data breaches in the recent
past, previous incidents were taken as a reference to highlight the significant financial
costs associated with attacks on educational institutions. For example, Maastricht Uni-
versity made a payment of EUR 200,000 as a result of a ransomware attack (Bannister,
2020). Furthermore, US universities have reported a range of costs from EUR 250,000
to EUR 850,000 for similar incidents (Bischoff, 2022). These numbers shed light on the
potential financial impact that successful phishing attacks can have on educational insti-
tutes. To ensure that the benefits of a reporting culture outweigh the associated costs,
the organization should carefully consider the intended outcome or desired level of user
reporting. This raises interesting questions about determining the threshold at which
users are adequately informed and aware of the reporting process. It is crucial to take
into account the implications on labor productivity and the potential impact on the core
business of the organization. It is interesting to note that at the current reporting rate
for faculty and support staff, which stands at 16.1%, the cost to the organization in terms
of lost labor productivity amounts to EUR 261,096.58 per academic year. Remarkably,
this figure exceeds the ransomware payment made by Maastricht University. However,
it is important to note that the financial impact figures might not consider the potential
fines that might be imposed as a result of a GDPR breach or reputational damage. The
purpose of these calculations is not to imply that the current state of reporting is optimal.
Instead, they highlight the need for the organization to take proactive steps in stream-
lining the reporting process and reducing the time and costs spent by users on reporting.
Implementing a dedicated reporting button and raising awareness about reporting pro-
cedures throughout the organization can significantly enhance reporting efficiency and
cost-effectiveness. Furthermore, when looking at the lost opportunity cost for students,
it is crucial for the organization to acknowledge that user effort is not without value
and should not treat the user’s attention and effort as an unlimited resource. (Herley,
2009). Understanding the actual worth of user time provides valuable insights into the
real cost of security measures to both the organization and its users. Striking a balance
between promoting a reporting culture and minimizing disruptions to the organization’s
operations while considering the impact on users becomes imperative in achieving effec-
tive risk mitigation and maintaining a productive work environment. While click rates
and reporting rates provide valuable insights, it is important to consider other metrics as
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well. Metrics such as time intervals between receiving and clicking, the time difference
between the first click and the first report, number of repeated clickers as suggested by
Steves et al. (2020), offer a deeper understanding of user response patterns (Steves et
al., 2020). Additionally, evaluating the open rate of phishing simulation emails, which
indicates the percentage of users who accessed the email but did not click on malicious
links or report the phishing attempt, provides valuable insights into user behavior and
engagement (Rizzoni et al., 2022).

The analysis of the time interval between receiving and clicking the link in the phishing
simulation emails further emphasizes the criticality of prompt reporting. It was observed
that approximately 25% of users who clicked on the phishing email did so within the
first hour. This finding highlights the urgency of reporting suspicious emails promptly,
as a significant percentage of individuals may interact with phishing emails within a
short span of time. Notably, a report by Proofpoint reveals that 52% of phishing vic-
tims click on malicious links within one hour (ProofPoint, 2019). Therefore, in the event
of an actual phishing attack, a delay in reporting could have dire consequences for the
organization. The research also sheds light on the clicking and reporting behavior of
different user groups in the organization. The analysis has revealed that students and
faculty members emerge as the most vulnerable groups in terms of susceptibility to phish-
ing attacks. This finding highlights the organization should develop targeted awareness
and training programs that address the specific needs and vulnerabilities of these user
segments (Vishwanath et al., 2018). Additionally, the data highlights the presence of re-
peated clickers, accounting for approximately 6.28% of users. It is essential to approach
repeated clickers with understanding and support rather than punishment. Instead of
blaming or penalizing these users, it is crucial to delve into their perspectives and chal-
lenges. As suggested by Canham et al. (2021), gaining a deeper understanding of their
experiences, organizations can identify the underlying factors contributing to their re-
peated clicking behavior and develop strategies to bolster their confidence and resilience
against phishing attacks (Canham, Posey, Strickland, & Constantino, 2021). This user-
centric approach promotes a culture of learning and improvement, fostering a positive
environment where users feel supported and empowered in their cybersecurity practices.

To answer SRQ3: "How does the design of phishing simulation emails compare to the
characteristics and techniques of emails that bypass technical filters”, document analysis
of the reported phishing emails was conducted. The findings of this study reveal that the
authority and scarcity principles are the most prevalent persuasion techniques observed in
reported phishing emails, and these techniques were successfully replicated in the phish-
ing simulation emails conducted by the organization. This aligns with previous research
that identifies authority as the most popular persuasion technique and highlights the high
involvement of the scarcity principle in targeting administrators and account-related con-
cerns (Akbar, 2014). By incorporating these techniques into the phishing simulations,
users were exposed to realistic scenarios that aimed to enhance their skills in identifying
and responding to sophisticated phishing attacks. Additionally, the analysis of common
days and times for phishing attempts showed that Mondays and Fridays were the most
common, which aligns with a report by Egress (2021) that identified Monday, Saturday,
and Friday as peak days for phishing activities (Egress, 2023). This information is valu-
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able for raising user awareness and promoting a proactive approach to combat phishing
attacks. By identifying these high-risk periods, the organization can encourage users to
exercise extra caution and remain vigilant during those times, enhancing their ability to
detect and report suspicious emails. Moreover, incorporating the findings of this analysis
into awareness programs can provide engaging material that educates employees about
the specific risks they may face during their busy work schedules. By highlighting the
prevalence of phishing attempts during certain days and times, employees can be bet-
ter prepared and informed about potential threats. Additionally, closely monitoring the
network and system during these identified high-risk periods allows the organization to
implement proactive measures and swiftly respond to potential phishing attacks, safe-
guarding its infrastructure and data.

To address SRQ4: "What are the main factors that influence an individual’s decision to
report or not report phishing emails” and SRQ5: "How can infrastructure and support be
enhanced to improve an individual’s ability to recognize and report phishing attempts?”
interviews were conducted with different user groups. The study employed the COM-
B model of behavior to investigate the factors influencing reporting behavior and also
recommendations to enhance infrastructure and support systems. Under the Capability
aspect of the COM-B model, it was observed that the self-efficacy of users, or their ability
to identify phishing emails accurately, directly impacted their reporting behavior. This
finding aligns with the research by Kwak et al. (2020), which demonstrated that users’
self-efficacy toward performing anti-phishing behaviors influences reporting (Kwak et al.,
2020). Aligning with Distler’s (2023) findings, participants mentioned alternative actions
to reporting, such as deleting or ignoring the email, but lacked awareness of the impor-
tance of reporting to safeguard the organization (Distler, 2023). While these actions
align with what is expected in terms of secure behavior, it raises interesting questions
on rethinking metrics to judge user awareness. Furthermore, the awareness of the po-
tential consequences of phishing attacks and the understanding of the reporting process
were found to impact reporting behavior. Users who were more aware of the potential
consequences associated with phishing attacks and had a clear understanding of how to
report such incidents were more likely to engage in reporting. These findings suggest that
increasing users’ awareness of the potential risks and the importance of reporting can con-
tribute to fostering a reporting culture within the organization. Participants in the study
expressed the belief that training sessions conducted during the onboarding process or
at the start of the academic year would be helpful in raising awareness about phishing
threats, and they were more likely to engage with such initiatives. However, they empha-
sized the importance of making these training sessions interactive and engaging, avoiding
the traditional, monotonous slide-based approach. This finding is consistent with the
recommendations from Tally et al.(2023), who emphasize the need for enjoyable and in-
teractive training experiences that mimic the media and conversations users voluntarily
engage with in their daily lives (Tally et al., 2023). To enhance awareness, participants
suggested using real-life cases and constant reminders through various mediums such as
posters, university screens, and even coffee machines. These suggestions align with Tally
et al.’s (2023) proposal that information distribution should strike a balance between the
surprising and the predictable, utilizing attention-grabbing methods to generate curiosity
and promote phishing awareness (Tally et al., 2023).
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In the opportunity category, the ease of reporting was identified as a crucial factor in-
fluencing reporting behavior. Participants in the study expressed enthusiasm about the
implementation of a reporting button, believing that such a feature would make the
reporting process more efficient. This finding aligns with research by Distler (2013),
which emphasized the importance of making reporting procedures as simple as possible
to facilitate user engagement in reporting activities (Distler, 2023). Moreover, the imple-
mentation of the report button can serve as a cost-saving measure for users allowing them
to quickly report potential phishing emails without having to invest excessive time and
effort. Additionally, colleagues and social norms play a role in shaping reporting behavior,
with individuals being influenced by the reporting behavior of their peers and perceived
social norms. This is supported by Marin et al. (2023) which demonstrates the impact
of social norms on shaping individuals’ security-related behaviors (Marin et al., 2023).
Under motivation, the research found that personal work ethic & values and collective
responsibility towards protecting colleagues and the organization influenced reporting
behavior. Participants expressed that reporting phishing incidents was the right thing
to do, reflecting their personal values and a sense of alignment with the organization’s
expectations. Previous research has shown a positive relationship between cyber secu-
rity behaviors and the organizational citizenship behavior (OCB) construct (Dreibelbis,
2016). Personal experiences or knowledge of someone who has fallen victim to a cyber
attack were found to be influential in motivating participants to report incidents. It is
interesting to note that participants also mentioned that the organization should raise
awareness about the real-life consequences and share relevant case studies or stories to
illustrate the potential impact on individuals and organizations. Lastly, the perceived
effectiveness of reporting, including the provision of acknowledgment and feedback, also
impacts reporting behavior. Research by Pilavakis et al. (2023) emphasizes the im-
portance of gaining the trust of users by providing customized feedback to encourage
reporting (Pilavakis et al., 2023). When individuals receive timely and tailored feedback
on their reported incidents, it reinforces their belief that their actions are valuable to the
organization’s security efforts.

The participants in the study expressed mixed reactions regarding incentives for reporting
phishing incidents. While many acknowledged the appeal of incentives, they emphasized
that their primary motivation was to protect themselves and the organization. Striking
the right balance is critical to ensure that the core responsibilities of the organization
are not overshadowed or detracted from. One potential downside of incentives potential
challenges associated with incentivized reporting, such as the risk of an increase in false
positives. This aligns with Jensen et al.’s (2022) research, which points out that orga-
nizations may inadvertently create an unbalanced incentive structure that overly favors
reporting hits, potentially compromising the accuracy and validity of reported incidents
(Jensen et al., 2022a). However, the research finds that it is worth exploring the potential
of acknowledgment, recognition, and gamification elements as effective strategies for fos-
tering a reporting culture within the organization. It is also important to highlight that
incentives and gamification measures for reporting phishing incidents do not eliminate
the costs borne by users. While they may appear attractive, they can be seen as a way
to encourage users to accept and absorb the cost rather than eliminate it. They should
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be carefully designed to ensure they do not shift users’ focus away from their primary
tasks and responsibilities and hence striking a balance between encouraging reporting and
maintaining productivity is crucial. With this in mind, acknowledgment and credit for
reporting can serve as effective motivators, reinforcing employees’ sense of responsibility
and encouraging their active participation in reporting phishing incidents.

While acknowledging the importance of fostering a reporting culture within the orga-
nization to combat phishing attacks, it is equally crucial to recognize and address the
associated costs for both users and the organization. To begin with, it is essential to im-
plement a reporting process that isn’t time-consuming and eases the burden on the user.
This can be achieved by developing user-friendly interfaces, streamlining reporting proce-
dures, and ensuring consistent communication and transparency. Comprehensive support
systems and training programs should be provided to educate users on the significance of
reporting and their vital role in safeguarding the organization’s security. Implementing
feedback mechanisms will reinforce the value placed on users’ time and effort in reporting
incidents. As emphasized by Zimmermann & Renaud (2019), it is vital to view individu-
als as valuable contributors to the solution rather than perceiving them as the problem in
building a reporting culture. This perspective fosters a collaborative environment where
users feel empowered to actively participate in reporting incidents (Zimmermann & Re-
naud, 2019). Additionally, to optimize user efforts and minimize reporting redundancy,
the organization should leverage technology. For instance, implementing a notification
or banner system for emails that have already been reported as malicious can prevent
users from repeatedly reporting the same emails. This not only saves users’ time but
also emphasizes the importance of reporting while conveying the organization’s apprecia-
tion for users’ commitment. Exploring the possibility of automatically removing flagged
emails from users’ inboxes can further streamline the reporting process. Looking ahead,
the long-term goal in the cybersecurity realm should be to shift the burden of reporting
away from individual users. Although a comprehensive solution may not be readily avail-
able,Drawing inspiration from examples such as Google’s replacement of CAPTCHAs
with "Are you a Robot?" and WhatsApp’s implementation of end-to-end message en-
cryption, where technological advancements relieved users from certain responsibilities,
opens the possibility for future innovations.

10.2 Validity & Reliability

In order to ensure the reliability and validity of the research findings, various measures
were taken. Firstly, a systematic approach was followed in the design and execution of the
study, ensuring that the research methods employed were appropriate for investigating
the research objectives. Multiple data collection methods, including interviews, document
analysis, and quantitative logs, were used to triangulate the findings and enhance the va-
lidity of the results. To enhance reliability, steps were taken to address potential threats
such as participant error, participant bias, researcher error, and researcher bias. The
research included interviews with individuals from different roles in the ICT department
to gather the Security team’s perspective. On the user side, interviews were conducted
with students, faculty, and support staff, aiming to gather diverse perspectives on the
factors influencing reporting behavior. A comfortable and conducive atmosphere was es-
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tablished during the interviews to address participant bias, encouraging participants to
provide honest and authentic responses (Cypress, 2017). Interviews were conducted in
a one-on-one setting, ensuring that participants felt at ease and were not influenced by
social desirability or the presence of others. To minimize researcher error, consistent inter-
pretation and analysis of the collected data were ensured (Brink, 1993). Interviews were
spread out over a 6-week time-period to maintain a fresh perspective and avoid potential
fatigue or mental exhaustion that could compromise data interpretation. The accuracy of
transcriptions and interpretations was verified through careful review of interview record-
ings. Furthermore, to minimize researcher bias, the interviews were approached with an
open mind, without any preconceived ideas or personal biases. The primary focus was on
truly listening to the participants and understanding their perspectives and experiences.

10.3 Limitations of the Study

While this study aimed to explore the factors influencing reporting behavior and how
organizations can enhance their infrastructure and support to foster a reporting culture
to combat phishing attacks, there are several limitations that should be acknowledged.
Firstly, it is important to note that the research was conducted within a single education
institute, which may limit the generalizability of the findings to other organizational
settings. Each industry and sector may have unique characteristics and organizational
cultures that can influence reporting behavior differently. Secondly, the sample size of
users in this study was relatively small, which may impact the representativeness of the
findings and the ability to detect subtle variations in reporting behavior. While efforts
were made to recruit participants from various backgrounds, a larger and more diverse
sample would enhance the statistical power and strengthen the external validity of the
results. Furthermore, at the time of conducting this study, the last round of the phishing
simulation campaign had not been conducted, and data for the third round was still being
compiled. As a result, the study’s insights were based on available data up to that point,
and a more comprehensive analysis of all four rounds would have provided better insights
into trends and patterns related to reporting behavior. Additionally, the sample size
of reported emails that were analyzed to identify characteristics of phishing emails was
relatively limited. A larger sample would have allowed for a more in-depth exploration
of phishing email characteristics, providing a more comprehensive understanding of the
types of phishing attempts encountered by the organization. Lastly, the study relied on
self-reported data, which is subject to response biases and may not always reflect actual
behavior. Participants’ perceptions, beliefs, and intentions may not perfectly align with
their actual reporting behavior in real-world scenarios. Future research could consider
incorporating objective measures or behavioral observations to supplement self-reported
data.

10.4 Future Research

In terms of future research, there are several additional avenues that can contribute to
the understanding of reporting behavior in the context of phishing attacks. First, con-
ducting a survey-based study to validate and further explore the identified factors can
enhance the generalizability of the findings. This can involve administering surveys to
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larger and more diverse sample sizes, including users from different organizations and in-
dustries, to assess the prevalence and significance of these factors across various contexts.
Furthermore, it is crucial to delve deeper into user groups and explicitly acknowledge the
heterogeneity within them, including students, faculty, and support staff. Factors such
as gender, age, experience, and seniority can significantly influence reporting behavior
within these groups and should be taken into consideration to obtain a more represen-
tative view. For instance, when examining reporting behavior among students, it is
important to consider the differences between international and local students, as their
experiences and exposure to phishing attacks may vary. Similarly, for faculty and support
staff, seniority and experience can play a role in shaping their approach to reporting inci-
dents. Analyzing how these demographic variables interact with the identified factors can
provide valuable insights into the nuanced nature of reporting behavior within different
user groups. Additionally, conducting comparative studies across different industries and
organizational settings can uncover variations in reporting behavior and shed light on
the influence of factors such as organizational culture, industry norms, and technological
infrastructure. Understanding these contextual nuances will enable the development of
tailored approaches for fostering reporting behavior in different environments. Lastly,
future research can focus on designing and evaluating interventions aimed at promot-
ing reporting culture. This may involve implementing awareness campaigns, targeted
training programs, or incentive structures. Researchers can employ rigorous evaluation
methods, such as randomized controlled trials or quasi-experimental designs, to measure
the effectiveness of these interventions in encouraging reporting behavior and mitigating
the impact of phishing attacks.
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11 Conclusion

11.1 Research Conclusion

In conclusion, this research highlights the importance of fostering a reporting culture
within the organization to effectively combat phishing attacks. While it is crucial for the
organization to promote reporting, it is equally vital to recognize and address the costs
borne by users. Striking a balance between encouraging reporting and acknowledging the
investment of users’ time and effort is key to fostering a sustainable reporting culture. The
main research question focused on identifying strategies and measures required to develop
a robust reporting culture, while the sub-research questions delved into various aspects
including the current measures and processes in place, clicking and reporting behavior
among individuals exposed to phishing simulation emails, characteristics of phishing sim-
ulation emails in comparison to actual phishing attempt, factors influencing reporting
decisions, and ways to enhance an organization’s infrastructure and support systems to
facilitate reporting.

The research sheds light on the multi-layered approach to security that the organization
has adopted to protect its users from phishing attempts. As phishing attacks become
more sophisticated, the continuous evolution of preventive solutions and filters is crucial
to keep pace with the evolving techniques employed by attackers. By investing in and
regularly updating these measures, the organization can enhance its ability to detect and
prevent phishing attacks. Alongside the implementation of these preventive measures,
fostering a reporting culture is equally important to empower employees in identifying
and promptly reporting suspicious emails. However, it is important for the organization
to strike a balance between effective risk mitigation and costs with respect to reporting
both to the user and the organization. The organization should ensure that the benefits
of a reporting culture outweigh the associated costs and challenges. This can be achieved
by carefully evaluating the desired reporting level, taking into consideration the orga-
nization’s resources, the potential impact of phishing attacks, and the time and effort
required from users to report incidents. Factors influencing reporting behavior in the
context of phishing attacks were identified through the study. Participants who recog-
nized the potential risks and understood the impact of phishing attacks were more likely
to report incidents. On the other hand, those who lacked awareness of the importance
of reporting or were unaware of the reporting process tended to resort to alternatives
such as deleting or ignoring suspicious emails, which are secure behaviors that protect
the individual from immediate harm. However, these actions can inadvertently leave the
organization and other peers at risk. Self-efficacy played a significant role, as users who
were confident in their ability to identify and report suspicious emails were more inclined
to report. Additionally, the level of exposure to real-life examples of phishing attempts
influenced participants’ awareness of the broader consequences of such attacks on the
organization. Lack of awareness of the reporting process and the importance of reporting
acted as barriers to reporting behavior.

Opportunities for reporting, including the ease of the reporting process and timely and

efficient response mechanisms, were identified as crucial factors in influencing reporting
behavior. Participants emphasized the need for a clear and streamlined reporting process
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that is easily accessible and user-friendly. The availability of a dedicated report button
within the email client and regular reminders and updates on the reporting process were
suggested to enhance the opportunity for reporting. Moreover, incorporating the report
button serves as a cost-saving measure for users, enabling them to swiftly report po-
tential phishing emails without excessive time and effort investment. Furthermore, the
role of social norms and the influence of colleagues in creating a reporting culture were
highlighted. Participants who viewed reporting as an extension of their work ethic and
felt a collective responsibility toward protecting their colleagues and the organization
demonstrated higher motivation to report incidents. Personal experiences, such as pre-
vious encounters with phishing attacks or knowing someone who had fallen victim to a
cyber attack, also influenced participants to report incidents. Additionally, the perceived
effectiveness of reporting was influenced by the organization’s acknowledgment, feedback,
and prompt actions following the reports. When users trust that the organization takes
appropriate steps, it fosters a sense of reliability and encourages active participation in
reporting potential threats.

Ultimately, to foster a reporting culture within the organization, a collaborative effort
is vital, involving the organization, its users, and technical systems. It is crucial to
acknowledge that reporting is an additional responsibility for users, and they may bear
the cost and invest their time in this endeavor. Highlighting how users act as the first line
of defense and showcasing the benefits of their actions in protecting the organization can
further motivate reporting behavior. While encouraging reporting is vital, it is essential
for the organization to reassess its end goal and determine at what point reporting efforts
are sufficient. Striking the right balance between promoting reporting and considering
the potential implications on users’ productivity and well-being becomes imperative. To
facilitate reporting, the process should be streamlined, efficient, and require minimal
steps. Acknowledging and providing timely feedback are critical factors in making users
feel appreciated for their reporting efforts. Training programs can play a significant
role in raising awareness about the consequences of phishing attacks, providing tips and
tricks to identify such attempts, and stressing the importance of reporting suspicious
activities. Incentive programs should be thoughtfully designed to encourage reporting
without shifting users’ focus from their primary responsibilities. Creating a culture with
a competitive spirit at the department level, where peers and colleagues look out for each
other, can enhance reporting rates. As observed in users who have reported multiple
times, reporting can become a habit and an integrated part of their behavior, which
should be the ultimate goal. Embracing a shift in paradigm that views humans as part of
the solution, rather than the problem, is essential in fostering a reporting culture. In this
context, the organization should leverage technology to minimize reporting redundancy
and optimize the reporting process. Implementing a notification or banner system for
emails that have already been reported as malicious can prevent users from repeatedly
reporting the same emails. Such measures can effectively streamline the reporting process
and convey the organization’s appreciation for users’ time and commitment. Additionally,
exploring the possibility of automatically removing flagged emails from users’ inboxes can
further alleviate the reporting burden. By implementing these strategies, the organization
can create a proactive and vigilant community, collectively safeguarding the organization
against phishing attacks and contributing to a more secure digital environment.
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11.2 Recommendations

To enhance the reporting culture within the organization and combat phishing attacks
effectively, several key recommendations can be implemented.

e Acknowledging Costs and Streamlining Efforts: Acknowledging the costs
associated with reporting is crucial for the organization to develop an effective cy-
bersecurity strategy. To address this, measures should be implemented to stream-
line the reporting process and reduce redundancy. By considering the cost-benefit
tradeoff, the organization can optimize reporting efforts while minimizing the bur-
den on users. As Herley (2009) suggests, if the cost of security advice exceeds the
harm caused by the attack, the advice provided becomes more harmful than the
attack itself (Herley, 2009). In line with this, one recommendation is to introduce
a notification or banner system for emails that have already been flagged as mali-
cious. Such a system can effectively prevent users from redundantly reporting the
same emails, streamlining the reporting process. The accompanying message should
not only highlight the significance of reporting but also convey the organization’s
sincere appreciation for users’ commitment and dedication. By implementing this
solution, the organization can reinforce the reporting culture while acknowledging
the value of users’ time and effort in upholding a secure environment.

e Establish a user-friendly reporting process: Implement a dedicated report
button within the email client, ensuring easy accessibility for users to report sus-
picious emails. User interviews revealed that reducing the steps required to report
suspicious emails would have a positive impact on reporting behavior. This aligns
with the research conducted by Distler (2020), which emphasizes the importance
of user-friendly reporting mechanisms to encourage timely and accurate reporting
of phishing attempts. Additionally, regular reminders and updates about the re-
porting process should be provided to increase awareness and engagement among
users. It is crucial to provide meaningful feedback to users, including confirming the
legitimacy of reported emails and offering informative guidance on handling similar
situations. This feedback validates users efforts and enhances their understanding
of phishing attempts (Lain, Kostiainen, & Capkun, 2022).

e Training Programs: Users showed a positive attitude towards training sessions,
particularly during the onboarding of employees and the start of the academic
year. To ensure the effectiveness of the training program, it is recommended to
incorporate personalized insights into the phishing training. By tailoring the train-
ing content to the specific roles and responsibilities of the different user groups,
individuals can gain a deeper understanding of how phishing attacks target their
specific areas of work. Users also highlighted a lack of exposure to real-life exam-
ples and case studies, and hence simulating real-world scenarios and showcasing
the consequences of successful phishing attempts can help develop a deeper under-
standing of the risks involved. Furthermore, integrating real-life examples, trends,
and case studies provides practical insights into evolving phishing tactics, reinforc-
ing the relevance of phishing awareness training. Regular training programs can
be extended to cover the reporting process, and feedback mechanisms can inform
reporters of the outcomes of their reports (Marin et al., 2023). Lastly, using various
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communication channels such as posters, flyers, and digital displays near communal
areas like coffee machines to reinforce key messages can further raise awareness as
highlighted by (Tally et al., 2023). In addition to personalized training sessions
and real-life examples, regular reminders are crucial in reinforcing users’ knowledge
of identifying phishing emails. Research by Reinheimer et. al (2020) emphasizes
the significance of periodic reminders, at least once every six months after initial
training, to ensure users retain the information and stay vigilant against evolving
phishing tactics. These reminders can serve as valuable touchpoints, refreshing
users’ memory on tips and tricks to identify suspicious emails, thereby bolstering
the effectiveness of the training program (Reinheimer et al., 2020).

"Phish of the Week" Campaign: To address users’ feedback about limited expo-
sure to real phishing attempts, it is recommended to implement a recurring "Phish
of the Week" campaign. This initiative showcases real-world phishing attempts
through various channels, providing employees with regular educational opportuni-
ties. By familiarizing employees with phishing tactics and red flags, the campaign
enhances their ability to recognize and respond to such attacks. It also encour-
ages active participation in reporting suspicious incidents, fostering a collaborative
approach to cybersecurity.

Employee Incentives and Recognition: Implement an incentive program to
recognize and reward employees who consistently report phishing attempts or ac-
tively participate in phishing awareness campaigns. Personalized acknowledgments
with visual elements, end-of-year recognition for consistent reporting, department-
wise competitions, and gamification features such as badges can serve as effective
incentives. The implementation of this program aims to boost employee motiva-
tion and foster a positive reporting culture. This recommendation is supported by
research conducted by Jensen et. al (2022), however, it is recommended to exer-
cise caution to ensure that the incentive program does not shift the focus away
from the primary task of reporting phishing emails (Jensen, Wright, Durcikova, &
Karumbaiah, 2022b).

Internal Communication Channels: To maximize the effectiveness of internal
communication channels, it is essential to raise awareness about dedicated security
and privacy websites among employees. The user interviews highlighted that many
users were not aware of the existence of such a website. By utilizing internal commu-
nication channels such as newsletters, intranet portals, and the security and privacy
website, the organization can provide timely and informative updates on phishing
trends, common techniques, and successful attacks. Sharing real success stories of
how employee reports have contributed to the organization’s security can further
emphasize the importance of reporting and motivate others to actively participate
in the reporting process.

Phishing Simulation Campaign Metrics & Results: In addition to click rates
and reporting rates, it is essential for organizations to consider a range of metrics
to gain a comprehensive understanding of user behavior in response to phishing
attempts. Metrics such as time intervals between email receipt and clicking, the
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time difference between the first click and the first report, and the number of re-
peated clickers, as suggested by Steves et al. (2020), offer valuable insights into user
response patterns (Steves et al., 2020). Additionally, it is important to consider the
open rate, as it provides valuable information on how many users opened the email
without taking any further action, which can help gauge users’ awareness and their
ability to identify potentially malicious content even if they did not interact with
the phishing attempt. The organization should also share statistics of phishing sim-
ulation programs organization-wide, including department-wise results, to provide
transparency and insight into the effectiveness of the program. This transparent
approach fosters healthy competition among departments, encourages continuous
improvement, and aligns with the research emphasizing the importance of result-
sharing in phishing prevention efforts (Rizzoni et al., 2022). To further incentivize
departments, introduce an end-of-year recognition program that awards the de-
partment with the fastest reporting rates and lowest click rates. This recognition
serves as a powerful motivator for departments to prioritize reporting suspicious
emails, exercise caution, and reinforces the significance of their contributions to the
organization’s cybersecurity goals.

11.3 Relevance to MOT Program

This research addresses a socio-technical problem by exploring the relationship between
human decision-making and organizational support systems in the context of cybersecu-
rity. The course Inter- and intra-Organisational Decision Making has provided a solid
foundation for understanding the cognitive processes involved in individual decision-
making. This knowledge is integral to comprehending the various factors that influence
reporting behavior in phishing incidents. As part of the Cybersecurity specialization,
the course on user-centered security emphasizes the significance of considering human
behavior and decision-making processes when designing effective security measures. It
challenges the traditional approach of solely blaming human error for security breaches
and highlights the importance of organizational factors. This study explores how the
organization can enhance their infrastructure and support systems to empower users and
cultivate a reporting culture, thereby mitigating phishing attacks.
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Appendix

Reported Phishing Email Analysis

Email No. Reciprocity | Consistency | Social Proof Authority Liking Scarcity | Link/Attachment| Type Day Timing of Email | Spam/Phishing Notes
Email 1 Yes Yes o Adminstrator Friday 10:00AM 3 Posing as the President of TU Delft. Account name vs Email
1D not matching. Uses wrong salutation - Esther
Email 2 Yes Yes Yes Yes Yes Friday 5:00 PM 3 Account termination from TU Delft
Email 3 Yes Yes Yes Academic Tuesday 9:30 AM s QR Code but in Chinese
Email 4 Yes Yes Yes Yes Adminstrator Monday 4:00 AM [ Migration of Email account
Email 5 Yes Yes Yes Yes ‘Government Authority Sunday 5:00 PM P QR Code, kv impersonation. Chamber of Commerce, domain
email id is different though
Email 6 Yes Yes Yes Yes Financial Monday 4:45 PM ICS card, expiry email
Email 7 Yes Yes Telecommunication Monday 10:45 AM Says there is a voicemail that will expire soon (Attachment)
Email 8 Yes Yes Academic Monday 1145 AM s Oxford business group doesn't even exist
Email 9 Yes Yes Yes Yes Financial Monday 7:00 AM P Email address looks off, creating urgency
Email 10 Yes Yes Individual Friday 845 AM P Gift cards, acting as a professor and sending email to
colleague
Email 11 Yes Yes Yes Yes Financial Wednesday 8:30PM [ 1CS, account reset
Email 12 Yes Financial Wednesday 1120 AM [ Invoice payment
Email 13 Yes Yes Yes Yes ‘Government Authority Thursday 530AM P Mentions that one can claim a refund, email address is very
easy to spot. (planet.nl domain)
Email 14 Yes Yes Yes ‘Adminstrator Friday 9:00 AM 3 Email from administrator, asking to upgrade to ensure
emails are delivered
Email 15 Yes Yes Yes Yes Finandal Monday 1230PM 3 1CS Card, dlaiming person can't use card as they haven't
verified themselves. Given a code.
Email 16 Yes Yes Sunday 922 AM P Storage Full
Email 17 Yes Yes ‘Academic Wednesday 1115 AM [ ‘Attachment of some paper, came twice
Email 18 Yes Yes Yes Wednesday 12:30PM 3 Office 365, password reset
Email 19 Individual Thursday 915 PM P Just a link, no subject
Email 20 Yes Individual Friday 2:46 PM [ SM, to be the son of the person
Email 21 Yes Yes Yes Yes E-Commerce Friday 530 PM [ ‘Walmart Iphone order. With 2 attachments
Email 22 Yes E-Commerce Monday 3:38PM P ‘Walmart Iphone order with an att: t of invoice
Email 23 Yes Yes Yes Yes Yes E-Commerce Monday 4:45 AM P Airlines loyalty program, gift cards limited offer
Email 24 Yes Yes Financial Monday 4:45 AM [ Verification of one's details to access bank accounts.
Email 25 Yes Yes Yes ‘Government Authority Tuesday 200PM P Chamber of commerce - company will no longer be
registered if details are not updated. Strange domain name
Email 26 Yes Yes Telecommunication Tuesday 200PM P Transfer of mobile service carrier. Impersonating At&t, the
company used by the university
Email 27 Yes E-Commerce Thursday 310AM P Package has left the warehouse, dick link to track. Very
poorly designed
Email 28 Yes Yes Yes Financial Monday 1150 AM 3 Verification/Activation of one's details to access bank
accounts.
Email 29 Yes Yes Yes Government Authority Monday 741AM 3 KVK, sending a confirmation code to verify account and then
alink to dick incase the person did not request for one
Email 30 Yes Individual Friday 230PM 3 Claiming to be looking out for the next of the kin of a person
who passed away and has a bank account in Dubai.
Email 31 Yes Yes Finandal Friday 1230PM P Message from bank daiming that the account holder has a
message pending
Email 32 Yes Individual Monday 2:00AM P Just a link sent out to the head of the department
Email 33 Yes Individual Thursday 11:05 AM [ Just a link sent to professor
Email 34 Yes Yes Yes Yes Financial Wednesday 1L10PM P 1CS cards, asking using to verify. Create urgency by saying
they have sent mutiple emails already and action needs to
be taken ASAP
Email 35 Yes Yes Yes Yes ‘Government Authority Thursday 131PM P Claiming to be tax authority that are having trouble
contacting the user. Link to verify email id
Email 36 Yes Individual Tuesday 330PM SM, to be the son of the person
Email 37 Yes Yes Yes Government Authority Friday 1:30AM P Chamber of commerce - message pending with
Email 38 Individual Friday 342 AM P Just 3 link, no subject
Email 39 Individual Wednesday 1136 AM [ Trying to build trust, asking if they received her email
Email 40 Yes Yes Yes ‘Adminstrator Thursday 1128 PM P ‘Acting as helpdesk, daiming all staff have to migrate
accounts to new outlook email
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Figure 14: Analysis of Reported Phishing Emails

Target Types

Target Type

Definition

Administrator

Refers to individuals with administrative roles in organizations or systems.

Academic

Mimics educational institutions, researchers, scholars, or entities related to academia.

Government Authority

Focuses on impersonating government agencies or officials to deceive recipients.

Financial

Person or entity posing as a financial institution or bank to deceive individuals into revealing sensitive financial
information or performing fraudulent transactions.

Telecommunication

Person or entity impersonating a telecommunication network provider to deceive individuals into disclosing
personal information, such as login credentials or payment details.

Individual

Tries to mimic an individual person, who may or may not be related to the recipient.

E-Commerce

Acts like an e-commerce website, often related to order delivery or transactions on online retail platforms.

Figure 15:
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A.3 Phishing Simulation Emails

Activate your Office

® MS Office <noreply-office@loginservice.app> Tuesday, 8 November 2022 at 8:50 AM
To:

MO

B* Microsoft

Hello @D, let's activate Office

Your Office account s not activated yet.
We would like to ask you to activate the account again.
This activation link s valid unti the end of this month.

Would you like to activate Office for this account?

0

Use a different account

Activate Office

Figure 16: Phishing Simulation Email Round 1

Password reset

‘ @ IT Department < t@servicedesks.org> Tuesday, 31 January 2023 at 10:25 AM
To:

pear [
The password of your _ account will expire in 3 days.
Please change your password immediately using this link.
Your password should consist of:
e 8 characters;
e 1 number;
e 2 capitals;
o 1 special character.

This message was automatically generated and cannot be replied to.

Figure 17: Phishing Simulation Email Round 2
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Exceeding mailbox storage D

® IT Servicedesk < t@servicedesks.org> Tuesday, 23 May 2023 at 11:56 AM
To: Robin Bahl

IS

Dear [N

The storage limit of your mailbox is almost full.

You won't be able to receive new emails within 3 days..

1949 MB |2048 MB

Click on the button below to temporarily increase your mailbox storage
to ensure you can keep on receiving emails.

CLICK HERE TO ENABLE ADDITIONAL STORAGE

Kind regards,
Servicedesk

This message is automatically sent and therewith not signed personnaly.

Figure 18: Phishing Simulation Email Round 3
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A.4 Calculations Cost of Loss Labour Productivity for Organi-

.
zation

User Group Number

Students (U1) 28951

Faculty (U2) 8928

Support Staff (U3) 4538

Total (D) 42417

Avearge Number of Emails Received by Faculty and Support Staff (A) 15 |Emails

Preprocessing: Additional Time taken over and above reading content of email to scan the email for red flags/cues (B) 5|Seconds

Number of Days in Academic Year (C) 200 |Days

L1: Total Productivity Time Lost Preprocessing every email with extra caution ((A*B*C*(U2+U3))/3600) 56108.33 |Hours

50% of users unaware about reporting Process: Time taken to visit website to find the Email 1d/Ask a colleague [one

time cost] (E) 120|Seconds

L2: Total Productivity Time Lost getting clarity on Reporting (0.5*D*E)/3600 224.43 |Hours

Time Spent Reporting Phishing Email (F) 5|Seconds

Number of Phishing Simulation Emails received per Academic Year (G) 4 |Emails

L3: Total Productivity Time Lost Reporting Phishing Simulation Emails (D*F*G)/3600 74.81|Hours

TP: Total Productivity Time Lost (L1 +12 +13) 56407.58 |Hours

Average Salary (Faculty + Support Staff) {J) 46000 | EUR/Year

0C1: Salary Per Working Hour (J/8*200) 28.75 |EUR/Hour

TC: Total Cost to Organization in Terms of Lost Productivity [TP*OC1] [100% Reporting] 1621717.86 |EUR

Total Cost to Organization @ 16.1% Reporting rate (TC*16.1%) 261096.58 |EUR

Total Cost to Organization @ 30% Reporting rate (TC*30%) 486515.36 |EUR

Total Cost to Organization @ 50% Reporting rate (TC*50%) 810858.93 |EUR

Total Cost to Organization @ 70% Reporting rate (TC*50%) 1135202.50 |EUR

Assumptions

1. User receives 15 emails on average (based on User Interviews)

2. 5 seconds extrato scan email for red falgs/cues

3.50% of users are not aware about reporting process (1 time cost)

4. Takes users about 120 seconds to find email id to report email

5. Takes 5 seconds to report an email

Figure 19: Cost of Loss Labour Productivity for Organization
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A.5 Calculation: Lost Opportunity Cost for Students

User Group Number

Students (U1) 28951

Faculty (U2) 8928

Support Staff (U3) 4538

Total (D) 42417

Avearge Number of Emails Received by users (A) 7| Emails
Preprocessing: Additional Time taken over and above reading content of email to scan the email

for red flags/cues (B) 5|Seconds
Number of Days in Academic Year (C) 200 [ Days

L1: Total Productivity Time Lost Preprocessing every email with extra caution ((A*B*C*U1)/3600) 56293.61 |Hours
50% of users unaware about reporting Process: Time taken to visit website to find the Email 1d/Ask

acolleague [one time cost] (E) 120|Seconds
L2: Total Productivity Time Lost getting clarity on Reporting (0.5*U1*E)/3600 482.52 |Hours
Time Spent Reporting Phishing Email (F) 10|Seconds
Number of Phishing Simulation Emails received per Academic Year (G) 4 |Emails
L3: Total Productivity Time Lost Reporting Phishing Simulation Emails (U1*F*G)/3600 321.6777778 |[Hours
TP: Total Productivity Time Lost (L1 +L2 +L3) 57097.81 |Hours
Tuition Fee International Students (Outside EU/EFA) (10% of Student Population) (H) 15000 |EUR/Year
0C1: Opportunity Cost Hourly Based on Tuition Fee (H/8*200) 9.38 [EUR/Hour
C1: Cost to Organization [International Students] (TP*OC1*10%) 53529.19 [EUR
Tuition Fee EU/EFA Students (90% of Student Population) (1) 2500 | EUR/Year
0C2: Opportunity Cost Hourly Based on Tuition Fee (I/8*200) 1.56 | EUR/Hour
C2: Cost to Organization [EU/EFA Students] (TP *OC2*90%) 80293.79 [EUR

TC: Total Opportunity cost lost for students (C1 +C2) [100% Reporting] 133822.98 |EUR
Total Opportunity cost lost for students @ 1.5% Reporting rate (TC*1.5%) 2007.34 |EUR
Total Opportunity cost lost for students @ 20% Reporting rate (TC*20%) 26764.60 [EUR
Total Opportunity cost lost for students @ 50% Reporting rate (TC*50%) 66911.49 [EUR
Total Opportunity cost lost for students @ 70% Reporting rate (TC*50%) 93676.09 |EUR
Assumptions

1. User receives 7 emails on average (based on User Interviews)

2.5 seconds extra to scan email for red falgs/cues

3.50% of usersare not aware about reporting process (1 time cost)

4. Takes users about 120 seconds to find email id to report email

5. Takes 5 seconds to report an email

Figure 20: Lost Opportunity Cost for Users
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A.6

Interview Protocol:

Gather Required Information

AV4

Prepare and tailor questions for each role

V4

Find potential interview candidates

V4

Explain about the research and interviewee rights

\Z

Agree on Interview

\Z

Conduct the Interview

AV4

Anonymise Transcripts and Member Checking

N\

Thematic Analysis

AV4

Process Results

Figure 21: Interview Protocol
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A.7 Consent Forms

Informed Consent Form for Research Study

You are invited to participate in a research study entitled " Catch the Phish: A Study on
Decision-Making and Reporting Behavior for Phishing Attacks " This study is being conducted
by Robin Bahl, a graduate student at TU Delft, as part of their master's thesis. The purpose of
the study is to investigate the IT team's infrastructure for recognizing and responding to
phishing attempts, and to examine the importance of reporting rates, consequences of phishing
attacks, and potential strategies to enhance reporting rates.

Your participation in this study will involve a semi-structured interview conducted in person
or via Teams call. The interview will be recorded and later transcribed for analysis. The
recordings are solely for the purpose of data analysis. To ensure confidentiality and privacy,
all identifying information will be removed during transcription, and the recordings will be
deleted at the end of the research project, with the data used for research purposes only.

Participation in this study is entirely voluntary. You may choose not to participate or to
withdraw from the study at any time without penalty. Your decision to participate or not
participate will not affect your relationship with the researcher.

The confidentiality of all information collected will be maintained, and only the research team
consisting of Robin Bahl and Prof. Simon Parkin will have access to it. The data will be stored
securely to ensure its protection. Once the study is completed, the recordings and transcriptions
will be securely destroyed.

The input from the interviews will be aggregated with the input of other participants for
analysis purposes. Only the insights from the aggregated data of all interviews will be made
public. Individual responses will be kept confidential, but we may include anonymized quotes
from interviews in any resulting publications (including the thesis and associated research
publications).”

If you have any questions or co is study, please feel free to contact the researcher
at r.bahl@student.tudelft.nl or . If you have any questions or concerns about

your rights as a research participant, you may contact the researcher or the TU Delft's research
ethics committee.

I have read and understood the study information stated above, or it has been read to me. I have
been able to ask questions about the study and my questions have been answered to my
satisfaction.

Name of participant Signature Date

Figure 22: User Consent Form
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Informed Consent Form for Research Study

You are invited to participate in a research study titled "A Study on Responses to Suspicious
Emails". This study is being conducted by Robin Bahl, a graduate student at TU Delft, as part
of their master's thesis. The purpose of the study is to investigate how individuals respond to
suspicious emails, particularly phishing attempts, and to evaluate the effectiveness of the
organization's infrastructure for recognizing and responding to such emails.

Your participation in this study will involve a semi-structured interview conducted in person
or via Teams call. The interview will be recorded and later transcribed for analysis. The
recordings are solely for the purpose of data analysis. To ensure confidentiality and privacy,
all identifying information will be removed during transcription, and the recordings will be
deleted at the end of the research project, with the data used for research purposes only.

Participation in this study is entirely voluntary. You may choose not to participate or to
withdraw from the study at any time without penalty. Your decision to participate or not
participate will not affect your relationship with the researcher.

The confidentiality of all information collected will be maintained, and only the research team
consisting of Robin Bahl and Prof. Simon Parkin will have access to it. The data will be stored
securely to ensure its protection. After the completion of the study, both the recordings and
transcriptions will be securely destroyed, ensuring the confidentiality and privacy of the
participants. It will be deleted within one month following the conclusion of the project,
specifically by the date of 22nd September 2023.

The input from the interviews will be aggregated with the input of other participants for
analysis purposes. Only the insights from the aggregated data of all interviews will be made
public. Individual responses will be kept confidential, but we may include anonymized quotes
from interviews in any resulting publications (including the thesis and associated research
publications).”

If you have any questions or concerns about this study, please feel free to contact the researcher
at r.bahl@student.tudelft.nl or If you have any questions or concerns about
your rights as a research participant, you may contact the researcher or the TU Delfi's research
ethics committee.

I have read and understood the study information stated above, or it has been read to me. I have
been able to ask questions about the study and my questions have been answered to my
satisfaction.

Name of participant Signature Date

Figure 23: ICT Team Consent Form
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A.8 User Interview Questionnaire

1.
2.

Can you tell me about your understanding of phishing?

Are you concerned about phishing attacks and their impact on your work /organization?
If yes, what do you think are the potential consequences?

Have you ever encountered a suspicious email that you suspected to be a phishing
attempt? If yes, please describe that experience/thought process. What steps did
you take?

In your opinion, whose responsibility do you believe it is to stop phishing attacks?

. How confident are you in your ability to identify phishing emails?

Have you ever reported a phishing email? What factors influence your decision to
report or not report a suspicious email as a potential phishing attempt?

Can you share any specific barriers or challenges you face when it comes to report-
ing phishing emails? What resources, tools, or support mechanisms would you find
helpful in increasing your confidence and ability to report phishing emails effec-
tively?

. How would you describe your experience with phishing simulation exercises and the

reporting process in the university/organization?

. What are your thoughts on the role of incentives in motivating individuals to report

phishing emails? Do you believe incentives would be effective? Why or why not?
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A.9 ICT Team Interviews

Abuse Team:

Can you describe the process for handling reported phishing emails?
How has the volume of reported phishing emails changed over time?
How do you prioritize which reported emails to investigate?

What challenges do you face in identifying and investigating phishing emails and
what tools/techniques do you use to overcome this?

How do you communicate with the user who reported a phishing email?

Can you walk me through a recent successful phishing incident and how it was
handled?

How do you determine whether a reported email is a legitimate threat or a false
positive?

How effective do you believe the current infrastructure and processes are in place
for identifying and reporting phishing emails?

In your opinion, what improvements could be made to the current reporting system?

What role do you think training and awareness programs play in promoting secure
behavior in response to phishing attacks?

How do you think reporting rates could be improved, and what steps could be taken
to encourage individuals to report suspected phishing emails?

What do you think are the most important factors to consider when developing
infrastructure and processes to combat phishing attacks?

Security Manager:

What is the organization’s overall strategy for preventing and responding to phish-
ing attacks?

How do you prioritize security investments and resources to combat phishing at-
tacks?

Can you walk me through a recent successful phishing incident and how it was
handled?

How do you balance the need for security with the need for employee productivity
and ease of use of technology tools?

How do you measure the effectiveness of the current infrastructure for identifying
and reporting phishing emails?

How do you communicate security risks and policies to employees?
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What process do you follow for evaluating and implementing new security solutions
for phishing prevention?

How do you ensure collaboration between the different teams to improve the overall
security posture of the organization?

How do you plan for and manage security incidents related to phishing attacks?

How do you ensure that the organization’s security strategy is up to date with the
latest phishing tactics?

In your opinion, what improvements could be made to the current reporting system?

What do you think are the main reasons that individuals fail to report phishing
emails?

How do you think reporting rates could be improved, and what steps could be taken
to encourage individuals to report suspected phishing emails?

What role do you think training and awareness programs play in promoting secure
behavior in response to phishing attacks?

Privacy Team: (Legal, Contracts & IT - Technical solutions/ GDPR)

What are the consequences of successful phishing attacks in terms of user privacy
and data security?

How do you respond to a successful phishing attack that may have resulted in a
data breach?

How do you communicate with affected individuals and stakeholders in the event
of a successful phishing attack?

What steps do you take to prevent data breaches resulting from phishing attacks?

Can you walk me through a recent successful phishing incident and how it was

handled?

What challenges do you face in identifying and responding to privacy risks related
to phishing attacks?

How do you collaborate with other teams, such as the Abuse Team and Security
Manager, to mitigate privacy risks related to phishing attacks?

How effective do you believe the current infrastructure and processes are in place
for identifying and reporting phishing emails?

What do you think are the main reasons that individuals fail to report phishing
emails?

How do you think reporting rates could be improved, and what steps could be taken
to encourage individuals to report suspected phishing emails?
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e What do you think are the most important factors to consider when developing
infrastructure and processes to combat phishing attacks?

e What role do you think training and awareness programs play in promoting secure
behavior in response to phishing attacks?

Phishing Simulation Provider

e How do you design your phishing simulation exercises?
e What are the specific characteristics that make a phishing email effective?
e How do you measure the success of a phishing simulation exercise?

e Can you provide examples of successful and unsuccessful phishing simulation exer-
cises that you have run in the past?

e How often do you recommend running phishing simulation exercises?

e How do you tailor your phishing simulation exercises to different types of users or
departments within an organization?

e How do you ensure the privacy and security of user data during a phishing simula-
tion exercise?

e What are the best practices for conducting a phishing simulation exercise, from
planning to execution?

e How do you handle user responses and feedback to a phishing simulation exercise?

e What are the most common mistakes that organizations make when designing or
conducting phishing simulation exercises?

e What do you think are the main reasons that individuals fail to report phishing
emails?

e How do you think reporting rates could be improved, and what steps could be taken
to encourage individuals to report suspected phishing emails?

e What do you think are the most important factors to consider when developing
infrastructure and processes to combat phishing attacks?

e What role do you think training and awareness programs play in promoting secure
behavior in response to phishing attacks?

Technical Solution Provider

e How does your solution identify and filter out phishing emails?

e What are the specific features or technologies that make your solution effective in
detecting and preventing phishing attacks?
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How does your solution adapt to new and evolving phishing techniques?
How does your solution handle false positives and false negatives?

How does your solution integrate with an organization’s existing security infras-
tructure?

How does your solution handle different types of phishing attacks, such as spear
phishing or whaling?

How do you measure the effectiveness of your solution in detecting and preventing
phishing attacks?

How often do you update your solution’s algorithms or features to keep up with
new threats?

Can your solution provide real-time alerts or notifications for potential phishing
attacks?

How do you ensure the privacy and security of an organization’s email data while
using your solution?

How does your solution handle phishing attacks that originate from internal sources,
such as compromised user accounts?

What do you think are the most important factors to consider when developing
infrastructure and processes to combat phishing attacks?

What role do you think training and awareness programs play in promoting secure
behavior in response to phishing attacks?
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