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Abstract

RFID technology is slowly replacing traditional bar codes as a way to iden-
tify and track objects and individuals. However, consumer-oriented mar-
ket penetration has been limited as dedicated RFID readers carry a high
start-up cost. Furthermore, interactions with the individual tags require
special-purpose, handheld RFID readers, instead of ubiquitous devices like
smartphones. Simply, traditional smartphones do not have the ability to
communicate with the RFID tags off the shelf.

To address this, we propose an interaction system design that utilises fixed
positioned RFID readers and common smartphones. This system removes
the need for expensive handheld RFID readers to interact with a single tag
and in its place uses a small, inexpensive smartphone attachment. The
system exploits RF phase measurements in the backscatter communication
that is used by RFID systems. By inducing a magnetic field near the RFID
tag, the RF phase rotation measured by the RFID reader can be changed
and turned into a communication channel.

We implemented a proof of concept of this interaction system consisting of
a fixed positioned RFID reader and RF phase modulator, and we evaluate
the created communication channel. We reach an average goodput of 15
bits/s with a packet reception rate of 96 % and an average goodput of 47
bits/s with a packet reception rate of 59 %. However, a raise in the packet
reception rate should be possible with a different fixed positioned RFID
reader.
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Chapter 1

Introduction

Wireless communication in small embedded devices is usually facilitated by
a dedicated infrastructure, e.g. Low Power WiFi [45] or Bluetooth [8]. The
most widespread method to implement such a dedicated infrastructure is by
using active transmitting and receiving radios. A significant problem with
systems that use active radios is that they need power hungry components
that require batteries or dedicated power sources to operate, which in turn
limits the placement and flexibility of deployment (batteries need to be
recharged or cables need installation). Furthermore, any required batteries
are usually expensive, bulky, unreliable and will require maintenance on
a regular basis [23]. To avoid the power hungry components, a form of
passive communication can be used: radio frequency (RF) backscatter [7].
Backscatter devices are usually powered by an RF source and can thus
operate without a battery. A backscatter device can change the reflection
coefficient of its antenna, which can then be used to send data through the
reflected RF waves.

The most well known technology using backscatter communication is
RFID (Radio Frequency Identification). A typical RFID system operates
in the 860–960 MHz frequency band [10] and consist of one or more RFID
readers combined with many batteryless tags that harvest energy from radio
waves emitted by the reader. The low cost, e.g. 10 cents per tag [39], and
batteryless nature of the tags allows for integration in everyday scenarios
such as indoor localisation [46] and tracking of objects [50], vibration sensing
[51], health care applications such as respiration monitoring [13] and retail
inventory tracking [29].

Despite the wide portfolio of industrial scenarios, integration into the
consumer-oriented, retail market seems to stay behind. The slow growth
can be attributed to any number of reasons. For instance, the price of
adoption and replacement of current systems (bar code or other) is high,
which makes RFID less attractive for small scale businesses [28]. Another
reason is the lack of simple, inexpensive integration with existing consumer
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devices used by retail employees such as smartphones, whereas bar codes can
be used with low cost scanners and smartphone cameras, RFID tags require
an expensive, specialised RFID reader. For instance, a common handheld
RFID reader can cost as much as e1700 [34].

Nonetheless, both the industry and the research community created so-
lutions to integrate existing consumer devices (smartphones in particular)
into RFID infrastructure, each with a different approach. For example,
many RFID hardware manufacturers, e.g. Alien, Impinj, sell RFID read-
ers that are connected to smartphones via Bluetooth, e.g. Alien ALR-S350
[35], or can be plugged into the headphone jack, e.g. Turck Reader [40],
whereas these RFID readers allow the use of smartphones, they also carry
high investment and replacement cost with them (e250–e2000 ).

The research community presented solutions to interact with RFID sys-
tems using legacy smartphones. A method communicate with RFID tags
through WiFi has been demonstrated by utilising frequency harmonics,
which makes tags transmit their ID as a WiFi access point (TiFi) [2]. How-
ever this solution is far from functional as it requires operation outside the
UHF RFID frequency band. Therefore, there is still a long way ahead in
enabling RFID technology ubiquitously.

1.1 Challenges of RFID Infrastructures

The cost of RFID systems for the end user is a function of the size of the area
that needs to be monitored. As the area increases, so does the number of
RFID readers. RFID systems are implemented in a number of different ways,
depending on scenario and application. For example, in a retail scenario,
e.g. clothing store, bookshop, every product is tagged and documented in
a database (i.e. every item with a tag is connected to an ID number in the
memory of the tag). This way the retailer can keep track of the inventory.
The retailer has the choice to either use multiple handheld RFID readers,
e.g. Alien ALR-S350 [35], or use a fixed RFID reader, e.g. Impinj R420 [16],
to manage the inventory, with each its own trade offs:

• Multiple handheld RFID readers: A handheld reader has the
ability to query tags which are in close proximity, which allows the
user to interact with individual products in a somewhat fine-grained
way (see Figure 1.1b). The user simply moves the RFID reader close
to the tag and the tag can be queried. However, to keep track of items
in the inventory (in case of a sell or return for example), the retailer
is required to perform regular, manual inventory counts by walking
through the shop and scanning each tag. Furthermore, if the retailer
has a many employees, the cost and maintenance of many handheld
readers is high. For example, with a popular RFID reader such as the
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(a) Fixed reader (b) Handheld reader

Figure 1.1: Two possible scenarios for retail RFID integration, each with
their own trade-offs. A fixed reader (Figure 1.1a) is enabling continuous
inventory management but not able to query a single tag without knowing
its ID. Handheld readers (Figure 1.1b) can query single tags with precision
but cannot perform continuous inventory management.

Alien ALR-S350, the cost of five devices (for five employees [1]) is over
e7000 [35].

• Fixed-positioned RFID readers: When a retailer decides to use a
fixed-positioned RFID reader, regular inventory counts are not neces-
sary as fixed RFID readers can keep track of an inventory at all times
(see Figure 1.1a). However, interactions with individual products will
not be possible with a fixed RFID reader as the reader is unable to
be moved. To perform an interaction with individual products, a tag
has to be taken away to isolate it or a single handheld RFID reader
might be needed, which is another expense that grows with the amount
of employees. For example, the cost of jointly using a popular fixed
RFID reader such as the Impinj R420 with a popular handheld reader,
exceeds e2800 [35, 38].

The factors mentioned above lead us to the following research goal.

1.2 Research Goal

Our goal is to enable interaction with existing RFID infrastructure (readers
and tags) via legacy smartphones. We want to replace the handheld RFID
readers (some attachable to smartphones) with a device that is orders of
magnitude cheaper. We are able to do that thanks to the observation that
information can be embedded in existing RFID reader to RFID tag commu-
nication. If we could modulate this information (by means of perturbing the
phase of amplitude of the RFID reader signal) our goal would be achieved.
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1.3 Contributions

This has lead to the following key contributions:

• Development and hardware implementation of a transmitter circuit
that can influence the measured RF phase rotation in RFID systems.
The circuit is simple in its design and uses low cost components to
enable customisability and easy integration.

• New protocol based on the use of the designed transmitter. The design
includes packet structure, encoding and error detection and correction.

• Development and implementation of RFID software that is able to
decode and interpret the modulated RF phase rotation samples. The
signal processing chain and data interpreter are integrated with the
RFID interface software.

• Evaluation of the effect that the transmitter has on the RF phase
rotation and an evaluation of the system’s effectiveness and goodput
at different bit periods. We demonstrate an average goodput up to 15
bits/s with a packet reception rate of 96 % and an average goodput up
to 47 bits/s with an packet reception rate of 59 %.

1.4 Thesis Outline

This thesis is organised as follows: Chapter 2 presents related work that tack-
les similar problems and topics that inspired this work and Chapter 3 covers
the basic concepts and topics related to RFID systems and backscattering.
The design choices and implementation details are described in Chapter 4
which is followed by the evaluation of the system in Chapter 5. In Chapter 6
the limitations that presented themselves during the project as well as pos-
sible future directions for the project are discussed. Finally, the conclusions
drawn from the thesis are presented in Chapter 7.
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Chapter 2

Related Work

To place this work in context, this chapter gives a summary of known state
of the art research and papers. Alternative applications for established tech-
nology and infrastructures is covered extensively in literature. Systems that
interact with RFID specifically are presented in Section 2.1, systems that
enable alternative communication through an existing platform like smart-
phones or displays, are covered in Section 2.2 and systems that use RFID
specifically in a novel way are Section 2.3.

2.1 RFID Tag Interaction

Interaction with RFID systems is extensively researched by the industry as
well as the academic community. As mentioned in Chapter 1, the approach
taken by the industry is to develop dedicated, RFID protocol specific, e.g.
EPC Class 1 Gen 2 [10], handheld readers at high cost [37]. However, the
approach that is taken by the academic community is based on exploiting the
existing hardware and infrastructure to interact with RFID tags (possibly
without use of handheld readers). We will now review the most relevant
contributions.

2.1.1 Location Based Systems

A method to interact with an RFID tag without the need for handheld RFID
readers, is to locate it relatively to a fixed reader. When the fixed RFID
reader has determined the position of the tag, a person can then locate a
specific tag and interact with it.

A method to locate a single or multiple tags has been explored in several
different papers, notably LANDMARC [22], PinIt [47] and Tagoram [50].
These papers can be divided into two separate methods of localisation: RSS-
based (LANDMARC, PinIt) and RF Phase-based (Tagoram). LANDMARC
is able to determine the position of a tag based on the location of reference
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tags that are nearby. By comparing RSS (received signal strength) of the
tags, neighbouring tags can be located. However, the method is accurate
up to 600 mm and suffers from variation between tags, antenna gain and
orientation. PinIt improves on LANDMARC by using a special antenna to
emulate an antenna array and comparing a multipath profile to reference
tags placed in the space. This method increases accuracy to 11 cm and
impoves non-line of sight performance, but requires a special antenna and a
priori placed reference tags to achieve it’s goal. Tagoram presents a system
that utilises the phase values of the backscattered signal that is provided
by the RFID reader. The tracking of mobile tags has shown to be possible
within a 5–8 mm median location error.

While location-based systems allow users to locate a specific tag based on
its ID number, interaction with, to the user, unknown tags is not possible
this way. Our work aims to allow interaction with tags without the needs
for the user to know the ID number of that specific tag.

2.1.2 Touch-Based Systems

If a central RFID reader can detect when an RFID tag is touched, more
granular interaction is possible. This way a user can select a single tag and
signal to the central RFID reader which one, without knowing the touched
tag ID number.

Methods that allow RFID readers to detect a touch interaction are pre-
sented in IDSense [18] and RIO [26]. IDSense presents a method to detect
when a tag is touched based on an RF phase change in the backscattered sig-
nal. The system uses a Support Vector Machine (SVM) to detect and classify
several different tag touch interactions. The SVM is trained by 600 labelled
touch interaction instances and achieves a 97 % accuracy. RIO presents a
system that allows users to create a touch interface out of RFID tags which
is able to detect touches and swipes. The system is able to achieve this
without extensive training of a model, but a simple four swipe calibration.
By comparing RF phase values to calibrated data through Dynamic Time
Warping (DTW), the position of a finger on a tag can be determined. The
system is able to detect a touch on a single tag with up to 100 % accuracy
and tracking the position of a finger on a tag with a median error of 3.8 %.

While both presented systems allow for accurate detection of touch, a
touch is still a simple, analogue interaction. Our work aims to extend the
interaction to actual digital data transmission opposed to an inaccurate,
analogue solution.

2.1.3 Cross-Technology Communication

The problem with most systems that try to interact with RFID tags is that
they usually require additional hardware or only allow simple interaction. A
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solution might be to use ubiquitous devices such as smartphones. However,
to make such an idea feasible, technology boundaries have to be crossed.

The system presented in TiFi [2] allows RFID tags to broadcast their EPC
ID as a WiFi access point, which can be detected by modern smartphones.
By exploiting harmonics of the carrier wave of RFID, tags can broadcast
their tag ID as an SSID (access point name) on the 2.4 GHz band that is
used by WiFi. The tags broadcast their SSID name only in a near field
(within 2 m), which provides local interaction with tags without the need
for expensive handheld RFID readers. While TiFi seems to offer a robust
solution, the system has its flaws. Firstly, the maximum frequency at which
the harmonic effect can be exploited is 828 MHz, which is well below the
standardised frequency band of 860–960 MHz [10] that RFID uses. The
robustness of the RFID tags allows them to still operate in such a low
frequency range, but is not allowed for RFID readers. Secondly, as all near
field tags are detected by the smartphone, single selection of an RFID tag
might not be possible which limits the interaction possibilities.

2.2 Alternative Applications for Established Sys-
tems

The meaning of alternative applications in this context can be defined as
any way to interact with or build on an existing platform, i.e. device or
system, to allow additional functionality.

2.2.1 Interactions

An example of interaction extension that allows additional functionality is
VSkin [41], which demonstrates touch gesture sensing on all surfaces of a
mobile device. This is achieved through sensing based on acoustic signals
inside and outside of the device. By measuring both the amplitude and
phase of each path of sound, the system is able to detect tapping events
with 99.65 % accuracy and finger movement with an accuracy of 3.59 mm.
As mentioned above, IDSense [18] and RIO [26] also enable interaction based
on existing platforms.

As the systems mentioned here only allow basic interaction, e.g. a single
touch or gesture, it limits the functionality by not allowing to transmit
digital data.

2.2.2 Digital Communication

A more complete extension to existing platforms would be an enabling of
actual data transmission. Systems like Bioamp [12], Touch-And-Guard [48],
Ripple [31], Ripple II [30] and Shadow [52] all utilise a feature of an existing
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platform to transmit data. Each of the mentioned systems exploit an existing
platform in a novel way to facilitate data transmission:

• Bioamp [12] modulates the natural capacitance of the human body
through a wristband to create a communication channel from a finger
to a touchscreen. The touchscreen device can sense the change in ca-
pacitance on the finger which is used to transmit authentication data.
Through this system a user can be continuously authenticated to make
sure no unauthorised persons are using the touch device. Achieved
data rates through the touchscreen itself are 12 bits per second but
can be increased to 2 kilobits per second if an external ECG electrode
connected to the headphone jack is used.

• Touch-And-Guard [48] attempts to established a secure connections
between a wristband and a touched device through hand resonant
properties. By using vibration motors and accelerometers secret bits
can be exchanged between a user wearing a wristband and a device
with an accelerometer. This system achieves a data rate of 7.84 bits
per second, which is faster than putting in a regular pin code and more
robust to eavesdropping.

• Ripple [31] is a system that, like Touch-And-Guard, exploits the vibra-
tion motors and accelerometers in mobile devices to create a commu-
nication channel. However, Ripple allows for two way communication
as two phones have vibration motors and accelerometers. The system
can reach up to 80 bits per second with regular phones and up to 200
bits per second on of the shelf vibration motor chips. Ripple II [30]
improves on Ripple by exploiting the microphone as a receiver instead
of the accelerometer. Furthermore, by using more dedicated hardware
the bit rate is increased to 30 kilobits per second.

• Shadow [52] exploits electromagnetic radiation (EMR) that is emit-
ted by displays to transmit information. By modulating the high-
frequency signals in the display interface the emitted EMR falls into
the FM band. Phones (that carry an internal FM receiver) can then
receive the information. The system achieves a throughput of 1.5 kilo-
bits per second at 20 cm without modifications to the hardware of the
display.

The systems mentioned above all exploit existing hardware or infrastruc-
tures to create alternative communication channels. As most of them are
in a proof of concept state the throughput is well below the throughput
of existing systems as WiFi or NFC. However, the created side channels
can facilitate unusual and novel applications without modifications to the
underlying infrastructure.
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2.3 Novel RFID Applications

Aside from the more directly applicable systems proposed in Sections 2.1
and 2.2, some state of the art papers explore the possibilities that RFID
systems may allow in the future. Some examples of novel applications using
RFID are:

• Tagbeat [51] presents a system that is able to detect the frequency of a
vibrating object that is tagged with an RFID tag. As the read rate of
modern RFID systems is not high enough for regular sound sampling,
Tagbeat developed a version of compressive sampling which they call
compressive sensing. The system can recover a vibration frequency up
to 1 kHz with a relative error rate of 0.03 %.

• Tagbreathe [13] exploits the precise movement detection in RF phase
rotation of backscattered signals to recover the respiration rate of a
person with an RFID tag on its chest. Which it can do with an accu-
racy of up to 95 % depending on the scenario, orientation and number
of users.

• The work presented in Tagyro [49] proposes a system to determine the
orientation of an object that is tagged with RFID tags. The system
relies on the relative RF phase rotation between tags to determine the
orientation and change of orientation of an object. The system reports
a small error of 4◦ on average.

• RF-Mehndi [53] employs multiple RFID tags as a passive personal
identifier. A grid of nine tags is connected to a conductor at the exact
same point and the exposed area of the conductor can be touched by
a fingertip. By relying on the relatively stable and unique internal
resistance of the human body, different users might be distinguished
by their impedance. Evaluation with 15 individuals achieve promising
authentication accuracy of 99 %.

The research presented above are examples of systems that build on ex-
isting technology to create novel applications.

2.4 Comparison to State of the Art

To position this work in its context, specifically tag interaction, it is impor-
tant to compare it with the different solutions that have been introduced.
Our system aims to reduce the cost of RFID infrastructure by introducing
a novel method to interact with tags (the specifics of the system design can
be found in Chapter 4).
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Fine Digital
grained COTS interaction Low cost

RFID reader 3 3 3 7

RIO [26] 3 3 7 3

IDSense [18] 3 3 7 3

TiFi [2] 7 7 3 3

LANDMARC [22] 7 3 7 3

PinIt [47] 3 7 7 3

This work 3 3 3 3

Table 2.1: Comparison with existing systems that allow interaction with
RFID tags. Fine grained means that a tag can be selected by the user
without the need to know the tag ID, COTS means the system is build
on commercial hardware and digital interaction means that the system can
either query or interact meaningful with the tag.

In Table 2.1 some important properties are compared across different solu-
tions. Some of the interesting ones are expense and commercial availability
(commercially of the shelf, COTS ), which make a big impact on adaptability
of a solution.
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Chapter 3

Background

This chapter gives background information regarding the topics covered this
thesis. The fundamentals of RFID and UHF RFID are covered in Section 3.1
and RFID sensing and RF phase measurements are explored in Section 3.2.

3.1 Radio Frequency Identification

While the field of RFID is made up of several different version and stan-
dards that use different frequencies, ranges and tag types, the basic building
blocks are generally the same. The following sections give an overview of
the different RFID versions (Section 3.1.1) and explore the version used in
this thesis (Section 3.1.2).

3.1.1 Basics of RFID

The roots of RFID can be found in a listening device from the 1950s: The
Thing [21]. This device allowed speech to modulate the impedance of an
antenna which in turn influenced the reflection of a carrier wave. By de-
modulating the reflection of the carrier wave, eavesdropping on conversations
could be achieved without a battery powered microphone. This method is
considered the basis for the creation of most modern RFID systems as we
know it today.

The basic building blocks of an RFID system are an interrogator (or
reader) and a transponder (RFID tag, microchip with an antenna). The
RFID reader transmits a carrier wave on which the tag will modulate their
identification information through On/Off Keying (OOK). The tag is able
to do this by switching the antenna connection through one of two different
resistance routes1 which will change the reflection characteristics of the tag

1In modern tags this is done by shorting the antenna, which leaves the tag without
power during this state.
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Figure 3.1: Basic principle of RFID backscatter: on-off keying a shorted
connection at the antenna to change the reflection of the tag.

(see Figure 3.1). The reader is able to recover the modulated reflection of
the carrier wave and extract the information that the tag transmitted.

While the basic concept behind RFID is the same for most versions, the
specific implementation can vary widely. The most common versions that
are used are differentiated from each other by the frequency range that is
used: LF (Low Frequency), HF (High Frequency) and UHF (Ultra High
Frequency). Roughly all modern RFID systems operate in either of these
three frequency bands. The lowest band (LF) has its center frequency at
125 kHz and has a maximum range of around 50 cm. These RFID systems
are generally used for building access control and animal tagging. The HF
version has its center frequency at 13.56 MHz and has a maximum range of
about 1 m. These tags allow for higher data rate and extended functionality
such as NFC (which enabled contactless payment cards) [5, 9].

All the mentioned RFID systems support either passive or active tags.
When a tag is passive it will be powered by the carrier wave from the reader
and is thus batteryless. An active tag usually has a transmitting antenna and
a battery which allows it to transmit its information without the presence
of a carrier wave.

3.1.2 Ultra High Frequency RFID

For this thesis the UHF RFID system is used, which operates in the 860–
960 MHz frequency band and has a range of around 10 m [10]. The range,
small size and low price make UHF RFID tags the go-to standard for large
scale industry, healthcare monitoring application and managing retail inven-
tory [17].

EPC Class 1 Gen 2

The main application envisioned for UHF RFID was supply chain manage-
ment. Low cost and high range make the tags ideal to tag a product by
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the manufacturer and be tracked throughout a supply chain. Compared to
old style barcodes, which require line of sight, RFID tags represent a more
robust and flexible solution. To reach such a goal, manufacturers realised
that interoperability between different brands of RFID tag was essential.
Therefore an organisation was created to standardise UHF RFID systems:
EPCglobal. The most popular version of the UHF RFID standards is the
EPCglobal Class 1 Generation 2 protocol (EPC C1G2) [10]. The protocol
is based around the Electronic Product Code, which is meant as an iden-
tification code for individual products and can be stored on RFID tags or
represented as a barcode.

The EPC C1G2 protocol describes the use of the UHF band to commu-
nicate with the tags and which communication standards the readers and
tags should use. The specific frequencies that RFID readers will use is de-
pendent on location, which can essentially be either one of two frequency
bands: the 865.6–867.6 MHz range (ETSI regulations, European territory)
and the 902–928 MHz range (FCC regulations, USA territory). However,
unlike the regional regulations for RFID readers, the RFID tags are usually
able to operate in any of the regions.

Anti Collision Protocol

An RFID system has two methods to prevent interference: spread spectrum
frequency hopping and the slotted ALOHA protocol.

The former is aimed at reducing the probability that two RFID read-
ers interfere with each other on the same frequency. By randomly hopping
through different frequencies, the probability that two RFID readers trans-
mit on the same frequency at the same time is drastically reduced. The
frequencies depend on the operation regions’ regulations.

Due to the batteryless nature of the RFID tags, no synchronisation is
possible between tags, which means tags will respond whenever they can
(ALOHA protocol). The problems arise with a large number of tags, which
will cause many collisions because data frames have a larger change to over-
lap. When data frames overlap and collide the data is lost. To reduce
the probability of collision, the slotted ALOHA protocol is used. Slotted
ALOHA divides the time into discrete time slots where the size corresponds
to the length of a data frame. Tags then wait for the start of a time slot to
transmit their data. This system reduces the change that a collision between
tags occur, however it does not completely eliminate interference as tags can
still respond in the same time slot.

3.2 RFID Sensing

Modern RFID readers have the capability to report more than just the tag
ID of RFID tags. Information about the signal strength (RSSI), RF phase
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Figure 3.2: Radio wave propagation between RFID reader and RFID tag

rotation of the reflected carrier wave and Doppler shift of the carrier wave
are some examples. The related work presented in Chapter 2 as well as the
work presented in this thesis, exploit this information in their innovations.
This section will focus on the RF phase rotation measurement that the RFID
reader reports.

3.2.1 RF Phase Measurement

The RF phase rotation measurement that the RFID reader reports is cal-
culated from the reflected carrier wave, which is visualised in Figure 3.2.
Suppose the distance between the RFID reader antenna and the RFID tag
is represented by D, the total distance that the carrier wave traversed will
be 2D and the phase rotation can then be defined as

θ =

(
2π × 2D

λ
+ θtag + θTx + θRx

)
mod 2π (3.1)

where λ is the wavelength of the carrier wave, and θtag, θTx and θRx repre-
sent the additional phase rotation induced by the circuitry of the tag and
the transmitting and receiving circuits of the reader. The measured RF
phase rotation repeats with a period of 2π every λ

2 in the direction of the
backscatter communication. RF phase rotation is also influenced by a lot of
environmental factors such as movement of the tag itself, movement around
the tag and touching the tag.

3.2.2 Impinj RF Phase Reporting

The Impinj Speedway R420 UHF RFID reader that is used in this work has
the capability to report RF phase measurement with 12 bit accuracy [15].
This means that the maximum value of 4096 equals 2π and the accuracy
in radians is 2π

4096 = 0.0015. This gives a theoretical accuracy in detecting
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movement of 39.9 µm (at a frequency of 915 MHz). However, Impinj notes
a standard deviation of ±0.1 radians [15], which translates to ±2.6 mm.
While this reduces the accuracy of the RF phase reporting slightly, this
reduction does not reduce the effectiveness of the system presented in this
work. Experiments going into the accuracy of the RF phase reporting have
been performed for this work and can be found in Appendix A.
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Chapter 4

Design and Implementation

As covered in Chapters 1 and 2, current solutions to interact with RFID
tags are either expensive or limited, which requires the development for a
new system. In this chapter the design choices and implementation details
are covered for the different components in the system.

4.1 System Overview

The system architecture, as presented in Figure 4.1, envisions a completed
infrastructure that requires components that are not included in this work,
as these require a significant engineering effort to develop without adding to
the scientific contribution. However, the components that this thesis cover
are the following: RF phase signal processing and data decoder (controller
program or receiver) and the RF phase modulator and data encoder (Ar-
duino and inductor). The server backend and smartphone application are
not in the scope of this work, these were developed as a parallel project to
this work and has been reported in [3]. Later on in this project we will refer
to some results from that implementation.

4.1.1 Interaction Design

The design of the system has been made with a certain progression of actions
in mind.

When looking from the perspective of a user, all interaction will be per-
formed through a smartphone with an inexpensive attachment. This is
visualised in Figure 4.2 as a series of actions on the smartphone. When
a user wants to interact with a tag he holds the attachment near (within
2 cm) of the tag and presses a button in the smartphone application. When
this happens a notification gets send to the server to expect a transmission.
The smartphone will then initiate the attachment (transmitter) to send the
selected data. The data can be anything the application requires, such as
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Figure 4.1: Overview of the system. The section in red (top part) is not
implemented in this work, the section in blue (bottom part) is implemented.
The circular lines near the transmitter represent an induced magnetic field.
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Figure 4.2: Interaction progression as seen from the perspective of the
smartphone.

the ID of the smartphone’s owner or a certain predefined command. The
transmitter then modulates the data on top of the regular communication
between the reader and the tag. The software behind the reader then de-
codes the modulated data from the RF phase values and sends it to the
server. When the server receives data from the RFID reader, it notifies the
smartphone with a confirmation that the intended data has been received.
When data is not received, the server will request the smartphone to send
the data again.

4.1.2 System Components

The system is primarily designed for digital communication, this means it
consists of a transmitter and receiver. The implementation of the transmit-
ter and receiver on top of the existing RFID infrastructure can be divided
into several separate components:

• Transmitter (Section 4.2): this part consists of a circuit design and
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data encoder to digitally influence the RF phase measurement.

• Signal processing chain (Section 4.4): this part processes the raw RF
phase values before they can be interpret to extract the encoded data.

• Data decoder (Section 4.5): this part takes the processed RF phase
values to extract the encoded data.

4.2 Transmitter

In Section 2.1 the related works only allow analogue interaction with RFID
tags. To make the interaction controlled and digital, modulation of the RF
phase needs to be more controllable. This section will explore the effects on
RF phase and presents a method and transmitter circuit design to modulate
RF phase values.

4.2.1 Effects on RF Phase

The first step in controlling the RF phase change is to determine what
affects the actual phase values. As mentioned in Section 3.2.1 the RF phase
parameter is dependent on several factors in the system: distance from the
antenna to the tag (D), wavelength (λ), phase rotation induced by the reader
transmit and receive circuitry (θTx and θRx), and the tag circuitry (θtag).
In a regular RFID system set up, θTx, θRx, θtag and λ are constant (aside
from the frequency hopping effect), however D will fluctuate. Usually tags
are moved around which will change the value of D. However, the overall
phase can also be influenced by activity around and position of the RFID tag
itself. Multipath fading has a strong influence on the measured phase values.
Fortunately, changes of D and influences by multipath fading are relatively
slow compared to the effect of the transmitter (in Figure 4.1), which means
they are easy to ignore. The changes in D can be used for applications such
as localisation, examples of which are presented in Section 2.1.1.

Effects on RFID Tag

Many examples of state of the art work exploit the D value in the phase
measurement for localisation or motion tracking (see Section 2.1.1), however
the phase rotation induced by the RFID tag (θtag) can also be changed.
This is shown by RIO [26] where the impedance of the RFID tag antenna is
changed by human touch. The impedance which is inherent to the human
body will add to the impedance of the tag antenna itself, which will change
the current running through the antenna. When the current changes in the
tag antenna, the reported RF phase will change as well. This current can
be expressed as [4]:
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Im = − Einc

(ZL + ZA)β cos2
(
βL
4

) (4.1)

where Im is the maximum current along the antenna, Einc is the incoming
electric field, ZL and ZA are the IC’s and antenna’s impedances respectively,
β the free-space constant and L the length of the tag’s antenna. When the
antenna is touched, the effective impedance ZA is changed, which changes
the current Im and in turn the reflected electric field. This means that the
effective change in phase of Im will result in a change in the measured RF
phase at the RFID reader’s side.

4.2.2 Enabling Digital Interaction

While touching a tag will result in a very consistent reaction in RF phase
measurement, the interaction itself is analogue. No more meaningful infor-
mation can be transmitted through touching a tag other than a single binary
interaction. To extend interaction to more reliable, digital interaction re-
quires a different method to change the measured RF phase.

Controlled Modulation

To achieve a digital interaction with the RFID tag, we propose to directly
influence the current in the tag’s antenna (Im) as opposed to the impedance
of the antenna (ZA). By creating a changing magnetic field near the tag’s
antenna a current can be induced that adds to the existing current in the
antenna. As determined in RIO [26], when the phase of the current in the
tag’s antenna (Im) changes, a corresponding change in the RF phase occurs.

To test the hypothesis stated in Section 4.2.1 and see if a magnetic field
near a tag has an effect on the RF phase measurements, a circuit needs
to be designed. In the interest of keeping the system simple and low cost,
the circuit only contains cheap components and does not require a complex
microcontroller. In Figure 4.3 the basic design is shown.

Modulation Circuit

For the actual implementation an Arduino Nano takes the place of the simple
microcontroller. The RFID tag that is used is an Avery-Dennison AD-236u7
[6] commercial RFID tag with a NXP UCODE 7 [32] IC. As there is no
extensive electromagnetic radiation (EMR) investigation done in this work,
no specific coil design is chosen. For the final implementation a tightly
winded coil is used as the inductor L. This inductor is made from copper
wire (0.5 mm thick) with approximately 40 windings and is circularly shapen
with an inner diameter of 30 mm and an outer diameter of 38 mm (this is
shown in Figure 5.2). By pulsing a current through the coil via simple
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Figure 4.3: Circuit to influence the current running trough the tag antenna.
The µC (microcontroller) is connected through a current limiting resistor R2
(120 Ω) to the base of the NPN-transistor (BC547). The source is connected
to an inductor (L) with a flyback diode D (1N4001 diode) to prevent voltage
spikes. The overall current through L is limited by R1 (22 Ω).

Clock

FM0 code

Data 10 1 0 0

Figure 4.4: Biphase-S (FM0) encoding of a sequence of bits.

on/off-keying (OOK), the measured RF phase is modulated. The effect can
be seen in Figure 4.8: the shift is small (< 0.5 radians) but large enough to
be detected.

4.3 Packet Structure and Encoding

To make the transmitter designed in Section 4.2 actually work, it requires a
robust encoding schema (Section 4.3.1) and packet design (Section 4.3.2).

4.3.1 Data Encoding

To encode the data the system utilises simple OOK to influence the measured
RF phase and create a line code. Due to the nature of the system the
value of the RF phase can drift over time due to factors around the tag
(see Section 4.2.1), which makes differentiating between a digital “low” and
digital “high” state difficult. To deal with these drifts a line encoding schema
needs to be used that can clearly differentiate between bits.

Taking inspiration from the encoding schemas used in the actual EPC
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Figure 4.5: Structure of the preamble, P represents the length of one bit.
The length of the preamble parts is designed to be distinguishable from
regular bits.

C1G2 protocol, we chose Biphase-S (also known as FM0) encoding [25].
This encoding scheme always has a transition between each bit and an extra
transition in the middle of a “zero” bit. This is visualised in Figure 4.4. This
encoding schema ensures that there will always be a transition between bits
and thus allows decoding by just looking at transitions, regardless of the
polarity of the signal.

4.3.2 Preamble Design

To make data frames detectable in a sequence of RF phase values that can be
noisy, a clearly distinguishable preamble has to be used. Furthermore, unlike
some systems that use regular predetermined bit streams as a preamble, the
design here should be easy to differentiate from regular data bits. This
condition is to make sure the preamble is not mistaken for bits and bits are
not mistaken for the preamble.

The choice made here is to make a short but recognisable shape with
pulses that are longer than a bit period. Furthermore, the shapes have
to be distinguishable enough so that noisy in the RF phase signal is not
mistaken for them. This lead to the design shown in Figure 4.5, where P
is the period of a single bit for reference. The two parts of the preamble
are both distinguishable from a regular data bit and by placing the larger
part (2.5× P ) after the shorter part (1.5× P ), there will be a clear border
between the preamble and the data. Furthermore, due to length of the two
parts, they are easy to distinguish from each other and cannot be mistaken
for each other.

4.3.3 Error Correction and Detection

To detect and possibly correct the inevitable errors that will occur in the
communication channel, some error correction and detection should be im-
plemented. As the projected bit rate is quite low, a simple code should be
sufficient enough without adding much overhead. With simplicity in mind
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Figure 4.6: Unwrapping RF phase values to remove inconsistencies created
by the periodical nature of the RF phase.

we chose to implement Hamming Error Correction coding with additional
parity bit (also known as SECDED (Single Error Correction, Double Error
Detection)) [11]. As the name says this code can correct single bit errors
and detect double bit errors.

4.4 Signal Processing

The RFID reader that is used in this work is the Impinj Speedway Revo-
lution R420 [16], a modern, high-end RFID reader that supports over 1100
tag reads per second. The raw phase values that the RFID reader reports
require several stages of signal processing before they can be interpreted.
Aspects like phase wrapping, frequency hopping and general noise need to
be addressed to make the data useful.

4.4.1 Phase Unwrapping

As mentioned in Section 3.2.1 the RF phase values are periodical with a
period of 2π, which means at the edge cases when the values are close to
0 or 2π it wraps around. This is shown in Figure 4.6a, which shows the
wraparound effect. To correct the behaviour around the 0 and 2π points,
the phase values need to be unwrapped.

To unwrap the RF phase values and remove the discontinuities, a phase
wraparound has to be detected first. This is done by looking at two succes-
sive phase values and determining the difference. If the difference is larger
than π in either direction, an unwrap action is needed. The exact conditions
are:
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Figure 4.7: RF phase values are normalised to remove unwanted shifts
caused by spread spectrum frequency hopping.

θi =


θi − 2π, if θi − θi−1 ≤ π,
θi + 2π, if θi − θi−1 ≥ π,
θi, if |θi − θi−1| < π.

(4.2)

By applying the unwrapping conditions on the raw phase values the dis-
continuations can be removed. In Figure 4.6b the resulted phase values
are plot and as shown, the unwrapping action results in a plot without the
discontinuities.

4.4.2 Frequency Hopping

In Section 3.1.2 it is mentioned that there are different regulations per region
of the world for UHF RFID readers. In the case of this thesis, the RFID
reader falls under FCC regulations and has to operate in the 902–928 MHz
frequency band. This means that the reader will hop through the frequencies
in a random order to reduce interference between multiple RFID readers.

An unwanted side effect that comes with hopping through frequencies is
a shift in the measured RF phase. The shift is caused by the change of the
wavelength in (3.1) which in turn is determined by the change in frequency
as

λ =
c

f
(4.3)

where f is the frequency and c is the speed of light). The effect of the
frequency hopping is shown in Figure 4.7a.

The shift that is caused by the frequency hopping is unwanted as it dis-
rupts any continuous measurements. There are a couple of methods to
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Figure 4.8: Effect of a moving median filter on noise in phase values.

manage the shift in phase values, however a complete removal of or com-
pensation to the shift is not possible. For the purpose of this work it is only
necessary to observe the phase values from a single channel. By calculating
the average value per channel and subtracting the average from each value
of the same channel index the phase looks flat (see Figure 4.7b).

However, the shift in phase values when a frequency hop occurs is not
the only unwanted effect. Every time the reader changes the frequency, the
reader needs between 7.5 and 12 ms to restart operations (see Figure 4.11a),
during which there will be no data. This unwanted discontinuation can not
be removed by any method. This issue is expanded on in Section 4.5.3.

4.4.3 Noise Filtering

The raw RF phase values (after unwrapping) might be very noisy, which is
unwanted if the modulated phase has large peaks from noise. Filtering noise
can be done with all kind of different filters, however in this case a simple
filter like a moving median filter is enough.

A moving median filter is simple to implement and does not require many
resources to run for single dimension data. A window size n is selected
(needs to be odd size to find the middle value) which is moved over the
data. The window is sorted and the median value is chosen as the filtered
value. The median filter filters noisy data without averaging edges in the
process, this is a preferable property for digital data transmission.

Figure 4.8 shows the effect of a median filter with window size n = 3 on
a sample of modulated phase values. Larger noise peaks are filtered out
without affecting the important edges in the modulated phase values.

4.5 Data Decoder

The final block of the system is the data decoder, which is responsible to
interpret the processed RF phase values. To decode the encoded bits from
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Figure 4.9: Derivative approximation of central differences on an RF phase
modulated signal.

the RF phase values, the data is processed further in three steps: first the
edges need to be detected (Section 4.5.1), then the start of the packet has
to be found (Section 4.5.2) and lastly the single bits need to be recovered
(Section 4.5.3).

4.5.1 Edge Detection

The most essential part in finding packets in the RF phase values is edge
detection. This can be done simply through determining the derivative of
the RF phase values. However, as shown in:

f ′(x) = lim
h→0

f(x+ h)− f(x)

h
(4.4)

the definition of the derivative of a function f at point x only holds for
continuous functions, which the RF phase is not. Because the RF phase is
not a continuous function but a discrete set of samples, the exact derivative
cannot be found. However, a derivative approximation by central differences
can be made:

f ′(x) ≈ f(x+ h)− f(x− h)

2h
. (4.5)

This is a fast approximation of the derivative of the RF phase at point x
and accurate enough to detect the important edges in the signal. The actual
edges are determined by a fixed threshold, which in this work is chosen
by looking at the peaks of the derivative of a test run. For example, the
threshold for the sample in Figure 4.9 would be 0.2. A future improvement
on this would be an adaptable threshold, dependent on the preamble.
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Figure 4.10: Position markers for expected bits to determine bit value.

4.5.2 Preamble Detection

Once the edges of the data signal are detected, the next step will be searching
for a preamble. We performed this by measuring the length of intervals
between edges. The preamble can then be detected by the following steps:

1. Measure length of interval Inti

• If 1P < Inti < 2p: move forward to step 2, i+ 1

• Else: start over at step 1, i+ 1

2. Measure length of interval Inti+1

• If 2P < Inti+1 < 3p: move forward to step 3

• Else, if: 1P < Inti+1 < 2p: stay on step 2, (i+ 2

3. Preamble detected!

4.5.3 Bit Recovery

Once the preamble has been detected, the system can then try to recover
the encoded bits on the phase channel. The first problem that makes bit
recovery hard is that, as described in Section 3.1.2, the RFID system uses
slotted ALOHA as a MAC protocol. This means that the RFID tag does not
respond with uniform time periods between each response, which essentially
means that sampling is non-uniform. When the pulsewidth is short, the
non-uniform sampling causes the length of the actual bits to vary.

To remove a dependency on measuring the length of intervals between
edges, we instead determine where bits should be. By placing markers in
certain expected time points of the signal and counting how many markers
there are between each edge, the different bits can be determined. This is
visualised in Figure 4.10, where the data pulses have black markers in them.
The position of these markers are determined by:

DOTn = (Tpreamble + 0.25P ) + 0.5P × n (4.6)
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where DOTn is the time point for marker number n, Tpreamble the time where
the preamble ends and P the pulsewidth of the data bits. This means that
every full bit will have two markers in it, which makes differentiating between
bits easier. This is because a “one” bit is represented by a single interval
with two markers in it and a “zero” bit is represented by two intervals after
each other, each with one marker in it.

Missed Edges

In a conventional data channel, such as serial communication, some bits will
be flipped due to interference. However, due to missed edges from frequency
hopping or general noise, the RF phase channel will have bits erased. To
maintain the number of transmitted bits at the receiver end and try to
correct the erased ones, the number of markers between each edge can give
an indication to where and how many edges are lost. To determine where
and how many bits need to be inserted, the following steps are taken:

1. Check the number of markers between the edges: if its lower than 3,
no edge is missed.

2. If the number of markers is equal or higher than three, it means that
there are edges missed. Within this case:

• If the number of markers is even, calculate the number of missing
bits by: num of bits = dnum of markers

2 e.
• If the number of markers is odd, calculate the number of missing

bits by: num of bits = bnum of markers
2 c.

3. Pad the number of bits with randomised values in the space where bits
are is missing.

With this method the number of bits in the data frames are maintained and
the chance of successful transmission is increased.

Effect of Frequency Hopping on Packet Reception

The reason this type of bit recovery is needed is because the RFID reader,
as described in Sections 3.1.2 and 4.4.2, hops between different frequencies
to reduce interference. This hopping has a profound effect on the operation
of this system as it requires the reader to halt operations for a short period
of time to change the frequency. The discontinuations vary in their length,
the distribution of which is shown in Figure 4.11.

As shown in Figure 4.11a, the time that the reader needs to switch to
another frequency is between 7.5–12 ms. If this switch happens in the mid-
dle of a data frame or the preamble, an edge might be delayed, disappear
completely or the preamble might not be detected. The chance that this
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Figure 4.11: Distribution of the time spent in between switching channels
(Figure 4.11a) where no RF phase data is reported and distribution of the
length of a single channel in milliseconds (Figure 4.11b) where RF phase
data is reported.

happens is higher, the longer the pulse width is. The reason the chance is
higher, is because the time the reader spends on a single channel is between
200–207 ms (see Figure 4.11b). For example: if we take a packet with 8 bits
of data (including error correction and detection), the packet length (in ms)
Tpacket is then determined by the length of the data bits plus the length of
the preamble, which are both determined by the pulse width P . This makes
Tpacket = 12× P (Tpreamble = 4× P and Tdata = 8× P ). The total time for
Tpacket grows linearly with the pulse width, which cannot be too low as the
sampling rate of the RF phase values varies between 400 and 550 samples
per second. This means that if we want to prevent an intersection by a
frequency hop the pulse width needs to be smaller, which might cause bits
no longer be detected due to the sampling rate. By using the bit recovery
technique described here, bits have a higher chance to be recovered if a fre-
quency hop intersects the packet. However, it cannot prevent a packet being
lost if the preamble is intersected.
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Chapter 5

Evaluation

This chapter will present the results of the evaluation of the effectiveness and
the limits of the design presented in Chapter 4. To do this, an experimental
setup has been created in a controlled environment. The specifics of this
setup are explained in Section 5.1 and the results of the evaluation are
presented in Sections 5.2 and 5.3.

5.1 Experimental Setup

The experiments are done in a small scale, static setup and environment.
The RFID reader and antenna are fixed and the position of the RFID tag
is within 1 m of the antenna. The system is implemented to work “live”,
which means that the RF phase data is processed and interpret at runtime
and not in post-processing.

5.1.1 Hardware Setup

As mentioned before, the RFID reader of choice in this work is the Impinj
Speedway Revolution R420 UHF RFID reader in FCC specification [16].
This reader is paired with an CushCraft S9028PCRJ 8 dBic 902–928 MHz
circular polarised antenna, which is 70◦ directional. The UHF RFID tag that
is used in the evaluations is a commercial tag designed for retail inventory
management: Avery-Dennison AD-383u7 (see Figure 5.3) [6]. A program
was written in Python 3.6 to communicate with reader through the stan-
dardised Low Level Reader Protocol (LLRP) [14, 27]. The program is run
on a Dell Optiplex with an Intel i5 vPro quad-core processor and 16 GB of
RAM. The RFID reader transmits at the maximum power of +32.5 dBm
and is set to maximum throughput mode (reader mode 0). The transmitter
described in Section 4.2 is implemented on a breadboard with an Arduino
Nano and simple components (see Figure 5.2).
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Figure 5.1: Setup to evaluate the sys-
tem.

Figure 5.2: Transmitter
circuit build on breadboard
with coil and tag on the
right.

Figure 5.3: Avery-
Dennison AD-383u7 [6].

5.1.2 Software Setup

Control of the system is migrated to the desktop PC running LLRP soft-
ware. The software creates a serial connection to the Arduino and a TCP
connection to the RFID reader. To make operation and monitoring easy
and more flexible, a graphical user environment is written in PyQt.

The software that is created for the project does all the signal and data
processing on the fly. The system has been demonstrated to work on a less
powerful laptop (XPS 13-9360, Intel i5-7500u, 8GB or RAM). This means
no especially demanding processing hardware is needed for the system.

5.2 Effect of Position Reader and Transmitter on
RF Phase Shift

To get a sense of the effect that position of the coil and antenna relative to
the tag have on the magnitude of the measured RF phase shift, we perform
the following experiments. The first experiment (Section 5.2.1) tests the
effect of the distance between the transmitter coil and the tag, which is
represented as R in Figure 5.4. The second experiment Section 5.2.2 tests
the effect the distance between the antenna of the RFID reader and the tag,
which is represented as D in Figure 5.4. In both tests the transmitter will
modulate a magnetic field near the tag 10 times via OOK with an interval
of 100 ms. We then measure the delta of the RF phase shift for all 10 edges
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Figure 5.4: Setup to evaluate the effect of the position of the reader and
tranmitter on the measured RF phase shift.
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Figure 5.5: Average induced RF
phase shift in radian per distance
between transmitter coil and RFID
tag.
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Figure 5.6: Average induced RF
phase shift in radian per distance be-
tween RFID antenna and RFID tag.

that are produced by the transmitter in the RF phase values and average
them.

5.2.1 Distance Between Transmitter and Tag

To determine the RF phase shift effect induced by the transmitter at differ-
ent distances from the tag, we vary the distance R in Figure 5.4. The dif-
ferent distances are: 2,10,15,20,25 mm. The RFID reader antenna is placed
at approximately 40 cm from the tag as this gave little noise and sufficient
RF phase shift (see Section 5.2.2).

The result of this test is visualised in Figure 5.5. As is shown in the bar
chart, the effect of the transmitter decreases as the distance R increases.
This is expected as the magnetic field is weaker further from the coil and
the induced current in the tag’s antenna is lower.
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5.2.2 Distance Between Reader Antenna and Tag

To determine the effect of the distance between the RFID antenna and
the RFID tag on the induced RF phase shift, we vary the distance D in
Figure 5.4. The different distances are: 15,30,45,60,75,90 cm. The distance
R between the RFID tag and the transmitter coil is 2 mm as it gave the
largest induced RF phase shift (see Section 5.2.1).

The results are visualised in Figure 5.6. As is shown in the bar chart an
increase of the distance D also increases the induced effect on the RF phase
by the transmitter, which seems counter intuitive. However, if we look at
(4.1) it is clear that the current in the tag’s antenna (Im) is strongly depen-
dent on the incoming electric field (Einc). Furthermore, from Coulomb’s law
we can derive the strength of an electric field as [43]:

E =
k ×Q
d2

(5.1)

where E is the electric field strength, k is Coulomb’s constant, Q the source
charge and d the distance separation from the source charge. Which means
that the strength of the electric field decreases with square of the distance
from the source. In (5.1) d is equivalent to D in Figure 5.4, which means
that when the distance between the RFID antenna and the tag increases, the
strength of the incoming electric field decreases, which means the current in
the tag antenna also decreases (which we know from (4.1)). However, as R
stays the same, the strength of the induced magnetic field, and in turn the
induced current, does not change. So when the distance D increases, the
induced current from the transmitter coil becomes relatively larger than the
current induced by the electric field Einc, which in turn results in a larger
induced shift in RF phase.

This would suggest that the best distance for the RFID antenna would
be as far as possible, however when we look at the error bars in Figure 5.6
we see that the standard deviation between consecutive RF phase edges is
quite large when D is 90 cm. Therefore a more stable distance would be
between 30 cm and 45 cm.

5.3 Packet Detection and Recovery

Sufficiently influencing the RF phase is the first step in creating a commu-
nication channel, however to transfer data packets, bits need to be detected
and recovered first.

The following experimental setup is used. The distance between the trans-
mitter and the tag is 2 mm and the distance between the RFID antenna and
the tag is 45 cm. We transmit a 100 data packets through the RF phase
channel. The time between each packet is randomised between 850 ms and
1150 ms so the probability that packets line up with the frequency hopping
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Figure 5.7: Preambles detected per 100 packets transmitted, averaged over
eight tests.

is lower. We then change the pulse width from 8 ms to 40 ms with 2 ms step
increments. For redundancy we run the tests 8 times and calculate the mean
and standard deviation from the outcomes.

5.3.1 Preamble Detection

A preamble has been designed in Section 4.3.2. As shown in Figure 4.5 the
size of the preamble is dependent on the pulse width of the data bits.

In Figure 5.7 the results of the tests are shown. As the pulse width
increases, so does the probability for successful detection. However, the
detectability of the packets is still only reaching a average of 96 % at most
in the best case. This is because the effect of the frequency hopping cannot
be completely mitigated. When a hop occurs in the middle of the preamble,
there is a high chance that it will not be detected. This is because the
RFID reader does not report any data during a hop. However, when the
pulse width increases, the impact of the hop time is reduced and packet
detection rises.

When we look at Figure 5.7 it is clearly visible that the number of pream-
bles that are being detected flattens off at a pulse width of 12 ms.

5.3.2 Bit Recovery

The next step is to test the effectiveness of bit recovery by the system. The
packet has no error correction or detection and is compared on the receiver
side to a pre-known byte for validity. The results of the tests are shown in
Figure 5.8.

The effect of the longer pulse width is clearly visible as the correctly
transmitted packets reach up to 95 % (36 ms pulse width), however for the

35



8 10 12 14 16 18 20 22 24 26 28 30 32 34 36 38 40
0

50

100

Pulse width (ms)

P
R

R
(%

)

Correct packets Incorrect packets

Figure 5.8: Correct and incorrect recovered packets. The effect of a longer
pulse width is clearly visible in the correctly recovered packets.

lower pulse widths the amount of erroneous bytes is still high. The graph
does show an acceptable packet reception rate (PRR) ranging from 55 % at
10 ms pulse width up to 95 % at 38 ms pulse width.

5.3.3 Error Correction

As discussed in Section 4.3.3, the data will be encoded to a form of Hamming
code called SECDED. This code is able to correct a single bit error and detect
a double bit error. This encoding does increase the amount of bits required
for the same data, which also increases probability that a frequency hop
will happen inside a packet. To test the effectiveness of SECDED on the
channel, we use two types of packets: a (8,4) encoding (4 data bits, 8 total
bits) and a (13,8) encoding (8 data bits, 13 total bits). For each encoding
we run the test four times and average the results.

The results of the tests are shown in Figures 5.9 and 5.10, the graphs
show before and after correction is applied to highlight the difference. In
both Figures 5.9 and 5.10 the error correction causes a sharp drop in failed
packets in the lower pulse widths (10–22 ms) where PRR ranges from 75 %
to 94 % for (8,4) encoding and 59 % to 88 % for (13,8) respectively. Above
22 ms pulse width the PRR flattens off around 95 % for (8,4) encoding, but
(13,8) encoding only reaches such a PRR at 34 ms pulse width.

Effect of Packet Length

The first thing to notice is that the longer packet (13 bits) has a higher
chance to be corrupted, especially in the lower pulse widths (see square
lines). This is because the longer packet, due to more bits, has a higher
chance to be interrupted by a frequency hop. As described in Section 4.5.3,
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Figure 5.9: Effect of the error correction on the transmission of (8,4)
SECDED encoded data packets. PRR plotted before (precorrected packets)
and after (corrected packets).

the time spend on a single channel is between 200 ms and 207 ms. Thus
when the packet length and pulse width grows, it becomes inevitable that a
hop will intersect a packet.

For example, an encoded (13,8) packet with a pulsewidth of 16 ms will
give a total packet time of: 1.5×16 + 2.5×16 + 13×16 = 272 ms (preamble
and data). This time goes beyond the time spend on a single channel and
so every packet will get intersected by a hop. This is visible as the PRR
is significantly lower in Figure 5.10 compared to Figure 5.9 at similar pulse
widths. However, when the pulsewidth increases, the number of correctly
received bytes also increases. This is because the pulsewidth becomes rel-
atively large compared to the hopping time (time spend between channels
where the reader does not report RF phase data).

Comparing this to the shorter packet (8 bits) we observe structurally bet-
ter performance in the same ranges. When we look at the same pulsewidth
(16 ms) the packet length is 1.5× 16 + 2.5× 16 + 8× 16 = 192 ms (preamble
and data), which has the possibility to fit within a single channel. When
we look at the difference between the pre-corrected and corrected lines, it
shows that there is a lot of single bit corrections in the lower pulse widths.

Another observation can be made on the effect of the error correction on
the goodput of the system. In the lower pulse widths (10–28 ms) the number
of packets that are corrected is quite high. Beyond the lower pulse widths
(30–40 ms), the effect is less pronounced but still observable.

5.3.4 Goodput versus Packet Reception Rate

We also looked at determining the goodput versus the chance a packet will
successfully arrive. The goodput is defined as the number of useful bits
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Figure 5.10: Effect of the error correction on the transmission of (13,8)
SECDED encoded data packets. PRR plotted before (precorrected packets)
and after (corrected packets).

delivered by the system per unit of time.
For example, the goodput for a single (8,4) encoded data packet with a

pulsewidth of 10 ms can be determined as follows: the full packet has an
overhead of 80 ms (i.e. the lendth of the preamble plus encoding overhead).
This means of the full packet, only one third is devoted to useful data.
This means that although the theoretical throughput at 10 ms is 100 bits/s,
the goodput is lower: (4/12) ∗ 100 = 33.33 bits/s. When we compare the
theoretical goodput (Figure 5.11) to the PRR (Figures 5.9 and 5.10), we can
get a sense of the trade-offs of the designed system.

If we look at the goodput of the system, it is clearly visible that the data
rate decreases rapidly as the pulsewidth increases. This is an unwanted
property, however when we compare this to the PRR of the system it is
visible that a higher probability of reception requires a larger pulse width.
When we look at the goodput of 13 bit packets in Figure 5.11, it shows a
higher goodput than 8 bit packets. However, when we compare the PRR
for both, we see that for the 13 bit packets to get the same high PRR of
94 % as the 8 bit packets, the goodput has to drop to 13 bits/s compared
to 15 bits/s. However, when comparing the maximum goodput with a PRR
higher than 50 %, the longer packets do prove superior: 47 bits/s at 59 %
versus 33 bits/s at 75 %.
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Figure 5.11: Theoretical goodput plotted. While the lower pulsewidths
carry a higher goodput, the chance that a packet will successfully arrive is
a lower.
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Chapter 6

Discussion

While the presented work can potentially allow users to interact with RFID
systems in a new and less expensive way, the technology is still in its very
early stages. To help successful future development its is important that the
current limitations and possible next steps are discussed.

6.1 Current Limitations

As shown in Chapters 4 and 5 limitations in the work are taken into the
design but have also resulted from the evaluation. To provide transparency
for the reader and possible future project we list the following limitations to
be taken into consideration:

• Frequency hopping: the mayor limitation in this work is caused by
the spread spectrum frequency hopping in the RFID system. The hop-
ping causes mayor discontinuations in the RF phase values that cannot
be compensated for. This means the maximum size of the data packets
is very limited, however as there is still room to compress or encode
meaningful information this issue can be dealt with. Furthermore, as
shown in Section 5.3.4 we show that a goodput of 47 bits/s can be
achieved with a PRR of 59 %. If the frequency hopping is eliminated,
the PRR could raise to a more acceptable rate.

• Antenna–tag distance: the distance between the tag and the RFID
reader’s antenna is a big influence on the effectiveness of the system
(as described in Section 5.2.2).

• Coil–tag orientation: the effect of the position of the coil relative
to the tag has been explored (Section 5.2.1), however the orientation
has not. The orientation has a significant effect on the functionality
of the system.
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• Single tag operation: the system has only been tested while the
reader focussed on a single tag, so performance while inventorying
might be different.

6.2 Future Work

Exploiting existing RFID infrastructures is considered a popular topic in
the research community (as shown by the novel explorations described in
Section 2.3) and although this work is the first to presents digital communi-
cation through RF phase measurement, there is still much room for future
projects and improvements.

First of which would be to build the system with an RFID reader from
the ETSI regulatory region as those are not required to frequency hop. This
would remove the RF phase measurement discontinuations imposed on the
system by the FCC RFID reader. However, to be able to integrate the
system world wide, a more robust encoding schema might be needed. By
looking into rateless or erasure coding [24], the channel might be made more
robust to bit erasures and discontinuations.

Furthermore, it would be interesting to see the effect of differently shaped
tags and coils on the effectiveness of the system. Which would also lead to an
investigation into the electromagnetic cause and effect of the transmitter on
the tag. Lastly it would be great to realise an attachment for a smartphone
on an actual PCB to test the real world performance of the system.
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Chapter 7

Conclusions

In this thesis we addressed the problem of RFID integration by looking at a
different way to interact with RFID tags. We explored a basic influence on
RF phase rotation in RFID systems, designed a system for RFID interaction
based on that and consequently build a working prototype of the transmitter
and the receiver. By creating and modulating (through OOK) a magnetic
field near the RFID tag, the RF phase can be exploited for digital commu-
nication. Based on low cost, simple and small components, we were able
to create this system at a vastly lower expense than conventional handheld
RFID readers and with more functionality than State of the Art research.

The digital communication channel designed in our system achieves an
average packet reception ratio (PRR) up to 96 % with a goodput of 15 bits/s.
However, a goodput up to 47 bits/s can be achieved with a PRR of 59 %.
In combination with the server part described in [3], we were actually able
to complete an interaction according to Figure 4.2. With these results we
demonstrate a novel method to interact with RFID tags that can drastically
reduce the expense compared to similar solutions.

We found that the limiting factor in raising the PRR is the effect of
frequency hopping on the RF phase measurements. The hopping causes
discontinuations in the communication channel that can prevent packets
from being detected. In Section 6.2 we propose to implement the designed
system on an RFID readers that can disable the frequency hopping, which
should raise the PRR in the system.
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Appendix A

Sound Recovery with RFID
Tags

To determine the precision that the Impinj Speedway Revolution r420 UHF
RFID reader [16] offers in terms of the RF phase rotation reporting, a set
of experiments have been performed. The overreaching goal was to find
whether it is possible to extract sound with the help of RFID tags placed
on the sound source.

A.1 Theoretical Precision

As described in Section 3.2.2 the theoretical precision of the RF phase mea-
surement comes down to 39.9 µm at a center frequency of 915 MHz. However,
Impinj lists a standard deviation of ±0.1 radians [14], which comes down
to ±2.6 mm. While the standard deviation seems large compared to the
absolute precision, it is a calculated, theoretical deviation and might not be
the same in a practical system.

A.2 Sound Recovery

Sound recovery through RF backscatter was actually one of the fundamental
applications that led to modern day RFID systems [21]. However, since the
standardisation of the EPC C1G2 protocol in 2004 there has not been much
research in the area of sound recovery with UHF RFID.

One notable paper that touches on sound recovery is Tagbeat [51] (also de-
scribed in Section 2.3), which exploits the movement detection in RF phase
measurements to detect the period of vibrations. This is done through a
method called compressive sensing, which can detect the period of a signal
even if its sampled below the Nyquist-Shannon sampling-rate. However,
the signal to be sampled has to be sparse in its nature, meaning no com-
plex combinations of frequencies can be detected. Furthermore, Tagbeat is
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Antenna

Soundwave

Figure A.1: Experimental setup to test RF phase precision through sound
recovery [16, 36].

evaluated on relatively large moving systems. A centrifuge, fan and engine
displace a lot more (order of cm) than a speaker dome for example (order
of mm).

A.2.1 The Sampling Theory

Implied in 1928 by Harry Nyquist and proved in 1933 by Claude Shan-
non (and independently discovered by Edmund Whittaker and Vladimir
Kotelnikov [19]), the sampling theory determines the bridge between the
continuous-time signals and discrete-time signals. The theorem determines
if a function x(t) contains no frequencies higher than B Hz and if it is sam-
pled at a frequency fs > 2B, perfect reconstruction of x(t) is guaranteed
[33].

What this essentially means is that to recover sound of a certain frequency,
the sampling frequency needs to be twice as high. The Impinj r420 RFID
reader lists a maximum throughput of 1100 tag reads per second, however
this is an aggregated number of reads with multiple tags. The single tag
throughput is measured to lie between 400 and 550 tag reads per second,
depending on the tag that is used. This would mean that realistically the
maximum frequency that can be recovered is 275 Hz. This seems limited,
however the fundamental frequencies of the human voice fall within the 85–
180 Hz range for males and 166–255 Hz range for females [44], which should
be detectable with the projected sample frequency.

A.2.2 Experimental Setup

To test the precision that is possible in RF phase measurement we created
an experimental setup. As seen in Figure A.1 an RFID tag is taped onto
the dome of a speaker, the antenna of the RFID reader is aimed at the
speaker and a sound is then played. As a tag we used the Alien ALN-9840
Squiggle RFID tag [42]. Some basic processing of the RF phase values is
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Figure A.2: Sine wave samples and interpolated. Note the distinct wave
pattern visible in the samples.
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Figure A.3: Fast Fourier Transform of the interpolated sine wave. Note
the large peak at 100 Hz.

done, this is the same as in Sections 4.4.1 and 4.4.2 which mostly removes
the discontinuations caused by frequency hopping. As the samples are non-
uniformly spaced we apply cubic spline interpolation [20] to create a smooth
line between the samples.

The speaker that is used in this experiment is a JBL Northridge E80, this
specific speaker dome has a cross-over frequency of 300 Hz. The speaker
is connected to a Pioneer VSX-917v 110 W AC-receiver. The audio source
is a tone generator and recorded voice audio file on an Apple iPhone 6S
connected via the headphone jack to the receiver.

Sine wave

The first experiment is to play a sine wave at 100 Hz through the speaker
and plot the resulting RF phase values. The dots in Figure A.2 are the raw
RF phase values and the red line represents the cubic spline interpolation.
A clear waveform is visible in this sample, which is logical as 100 Hz is low
frequency, so the speaker dome has a lot of movement. When a Fast Fourier
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Figure A.4: Voice samples samples and interpolated. The magnitude is a
lot lower compared to Figure A.2.
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Figure A.5: Fast Fourier Transform of the interpolated voice signal. Note
the large peak at 156 Hz, which suggests a fundamental voice frequency.

Transform (FFT) is performed on the waveform (see Figure A.3), a clear
peak is visible at the 100 Hz point.

Human Voice

The second experiment is to play a sample of human voice. This recording
is of the author making the sound of the letter M. The speaker dome has
trouble in reproducing all the frequencies, as this is no longer a single low
frequency tone but a composition of low and high frequencies. Most speak-
ers have a cross-over frequency to separate low, mid and high frequencies
for the respective specialised domes. The volume of the sound from the
dome decreases the closer the frequency gets to the cut-off. This is visible
in Figures A.4 and A.5 as the magnitude of the RF phase sample change
and the FFT is a lot lower compared to Figures A.2 and A.3. However, a
waveform is still visible in Figure A.4 and Figure A.5 clearly shows a peak
at 156 Hz, which suggest that for the letter M, the fundamental frequency
of the author is 156 Hz.
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Figure A.6: Fast Fourier Transform of the interpolated sine waveform
recovered from the aluminium foil experiment. Note the 100 Hz peak in the
spectrum.

A.2.3 Aluminium Foil

A final experiment is done to demonstrate the sensitivity of the RF phase
measurements. In place of the tag being stuck on the speaker dome, a small
piece of aluminium foil is taped onto the speaker dome. The tag is then
placed near (in the proximity of around 30–50 cm) the speaker, in this case
behind. A sine waveform of 100 Hz is then played through the speaker and
the samples analysed in the same way as described in Appendix A.2.2. The
FFT spectrum plot is shown in Figure A.6 where a distinct peak is visible
at the 100 Hz mark. Note that the magnitude is significantly lower than in
Figure A.3 but still very distinctive.

A.3 Conclusions

The conclusion that can be drawn from these experiments is that the preci-
sion of the RF phase measurements is very high. Large speaker movement is
clearly visible even though the RF phase change is lower than the specified
standard deviation of 0.1 radians. Furthermore, smaller movement through
a voice sample is also measurable, where the change in RF phase is much
lower (< 0.002 radians). The sensitivity of the RF phase is also demon-
strated through the aluminium foil experiment. If the setup and RFID
reader are improved on, the area of sound recovery through RFID might
turn out to be an interesting one.
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