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Abstract

Monitoring the circular economy (CE) transition requires data sharing and collaboration
between public and private actors. However, businesses are reluctant to share data with
authorities for monitoring purposes due to fear of losing control over sensitive data. The
emerging technology Multi-Party Computation (MPC), which enables collaborative data analysis
while maintaining data control, could address barriers in business-to-government (B2G) data
sharing and collaboration. This ongoing research aims to explore the potential of MPC in
facilitating B2G data sharing and collaboration for CE monitoring under the conditions of inter-
organizational trust and data control. Drawing on a B2G data sharing framework, our initial
findings suggest that MPC can benefit authorities in accessing sensitive business data, while
businesses can benefit from controlling shared data for compliance reporting. As MPC can be
deployed in various architectures, the next research steps are to examine links between variants
of MPC architectures and different data-sharing solutions.

Keywords
business-to-government, data sharing, privacy-enhancing technologies, multi-party
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1. Introduction

The transition towards a circular economy (CE)—a regenerative system designed to
minimize resource usage, waste, and emissions through narrowing, slowing, and closing
material loops [1, 2]—is a high priority for governments around the world. Policies like the
European Green Deal [3] to stimulate the CE transition are being implemented, but public
organizations lack the means to monitor the effects of these policies due to business data
being scattered across multiple actors in their own IT systems [4, 5]. In addition, given that
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businesses consider their data as commercially sensitive, they are reluctant to share their
data without assurances over data sovereignty and control [6, 7]. Therefore, a mechanism
is needed to enhance inter-organizational trust and control in business-to-government
(B2G) data sharing and collaboration for CE monitoring [8, 9].

Using Privacy-Enhancing Technologies (PETs)—technological artifacts to protect
sensitive data while maintaining its functionality [10, 11]—can overcome barriers in B2G
data sharing and collaboration. One of these PETs is Multi-Party Computation (MPC), which
enables joint computation between multiple stakeholders to generate meaningful insights
from various data sources while maintaining data control and respecting confidentiality
[12-14]. Although MPC is traditionally viewed as a privacy technology, its potential goes
beyond that and can also be seen as a data collaboration tool under the conditions of inter-
organizational trust and data control [15].

Public-private data sharing and collaboration is a nascent topic in the Information
Systems (IS) and e-government domains [8, 9], and empirical evidence is scarce on how this
type of data collaboration can be realized to enhance CE monitoring [5, 16]. This calls for
research into how CE monitoring can be realized through public-private data sharing and
collaboration. Despite the uptake of MPC research that unravels its potential to address data
sharing in the context of societal challenges [17, 18], the potential impact of MPC in the CE
context is lacking. Combining the two knowledge gaps, our main objective in this paper is
to explore the potential contribution of MPC in facilitating B2G data sharing and
collaboration for CE monitoring under the conditions of inter-organizational trust and data
control.

2. Research design

We conducted an exploratory case study in the context of the DATAPIPE project! that aims
to support Dutch authorities in fulfilling their new responsibilities in CE monitoring. The
authorities need information to establish whether companies comply with legal CE
requirements. One of their challenges is assuring that the data and the claims companies
provide on using recycled content are correct.

We selected the case of monitoring recycled battery content as mandated by the new EU
battery regulation that entered into force in August 2023 [19]. According to this regulation,
battery manufacturers must provide documentation regarding the share of recycled
content used in their new batteries. This recycled content (i.e., raw materials that were not
mined but obtained from recycling) concerns elements such as cobalt, lithium, nickel, and
lead that are recovered from battery manufacturing waste or post-consumer waste. The
initial EU targets for recycled content are set at a minimum of 16% cobalt, 85% lead, 6%
lithium, and 6% nickel, which will increase over time [19].

1 https://www.tudelft.nl/tbm/onderzoek/projecten/datapipe-project
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Figure 1. An analytical framework for business-to-government data sharing for public
value creation and the corresponding research methods

For the case analysis, we use a framework for investigating B2G data sharing for public
value creation developed by [8] (see the left side of Figure 1). This analytical framework
consists of three layers: the actor layer, the public value layer, and the infrastructure layer.
This high-level framework has previously been used in similar cases for CE monitoring to
show the relationship between choices made at the three levels and how they can be aligned
[8, 20]. The public value layer examines the public values that can be realized through B2G
data sharing and collaboration. The actor layer addresses the business and government
actors involved in the CE monitoring context, their internal information systems, and their
interactions. The infrastructure layer represents the technical design choices for the multi-
actor data-sharing infrastructure. Because of our objective to explore the potential



contribution of MPC in facilitating B2G data sharing and collaboration for CE monitoring,
our focus in this paper is on the infrastructure layer.

In examining each layer, we employed various research methods (see the right side of
Figure 1). For the public value and actor layers, we conducted desk research to review
scientific papers, reports, legal documents, and regulations concerning battery regulations.
For the infrastructure layer, we created an overview of different PETs that can contribute
to lowering the barriers to B2G data sharing and collaboration. We evaluated this overview
in an online session with a technology innovation expert from Dutch customs. After this
session, we focussed on MPC as a promising technology to explore its potential use for
commercially sensitive invoice data for cross-validation. Subsequently, we further
conceptually analyzed different MPC architecture models as part of data sharing
architecture and possible trade-offs in the context of CE monitoring. We presented our
analyses at weekly meetings with the project team and regular progress meetings with the
project beneficiaries for discussion, validation, and feedback.

3. Multi-Party Computation (MPC)

MPC is a cryptographic technique where two or more data owners jointly compute datasets,
which results in a meaningful output without revealing the input provided by each data
owner [21]. It works by encrypting and splitting the input data into multiple parts, which
are then distributed to multiple computational nodes. Subsequently, these nodes compute
partial results based on the encrypted data they received, which are then recombined to
obtain the final results. A simple example of MPC is the millionaire’s problem [13], in which
the net worth of two millionaires is securely compared to determine who is the richest
without disclosing their net worth to each other.

MPC is useful in a distributed computing scenario where multiple data owners would
like to collaborate by computing a function together with their own datasets to obtain
valuable insights without giving away their sensitive information [15]. This way,
organizations can ensure they keep control of their sensitive data while simultaneously
creating value from the relevant data. MPC has been implemented in various real-life
applications, including health risk prediction [24], fraud detection [25], economic
inequalities [18], and reporting sexual offenders [26]. With the growing attention on MPC
and PETs in general from academics and policymakers [27, 28], we can expect a growing
number of innovative use cases in the coming years [29].

MPC can be deployed in three architecture models [22, 23]. In the decentralized model,
computational nodes are installed locally in data providers and requesters. This model has
alow trust requirement as no additional party is involved in the computation, but it requires
more resources and effort to set up. Meanwhile, in the centralized single cloud model, one
cloud provider is involved as an additional party to set up computational nodes. While this
model can reduce the burden for data providers and requesters, it compromises security
robustness and trust requirements due to a single third party as a potential point of failure.
The third architecture addresses this issue, namely the centralized multiple clouds model.
In this model, computational nodes are deployed by multiple independent cloud providers
(instead of only one cloud provider) to lower the complexity while maintaining sufficient



robustness and trust requirements, as each cloud provider is independent and ideally
would not collude.

4. Preliminary results

We visualize our preliminary results in Figure 2, which is derived based on the analytical
framework of B2G data sharing and collaboration for public value creation introduced in
Figure 1. The remainder of this section describes our initial analysis of each layer. However,
given our focus on exploring the relevance of MPC in facilitating B2G data sharing and
collaboration for CE monitoring, we emphasize our analysis of the infrastructure layer.
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Figure 2: Initial analysis of MPC-enabled B2G data sharing and collaboration for CE
monitoring

4.1. Public value and actor layers

For the public value layer, we explore relevant public values that fit within our context of
CE, particularly CE monitoring. Our starting point is the conceptualization by [20], who
presented six CE-related public values: (1) due diligence, (2) extended producer
responsibility, (3) EU resilience goals, (4) creating a level playing field in the EU, (5)
reducing greenhouse gas emissions, and (6) resource circularity. Given that the ultimate
goal of CE monitoring is to ensure that circularity principles are adhered to while utilizing
critical resources, we select resource circularity as our key public value for our context
(see the top layer of Figure 2).

This public value is relevant if we zoom in on the specific case of battery regulation, as it
obliges battery producers to produce new batteries partly based on recycled content
extracted from old/used batteries. While it can be argued that other public values, such as
due diligence and extended producer responsibility could also be relevant, we limit the




scope of this paper to focus only on resource circularity as a broad public value that fits with
our context. Thus, the remainder of the analysis will take into account resource circularity
as a public value while looking at the potential of MPC in facilitating B2G data sharing and
collaboration for CE monitoring.

Meanwhile, for the actor layer, we incorporate relevant actors that play a role in
monitoring CE policies to ensure resource circularity. In this regard, we include those who
perform monitoring of CE policies (i.e., public institutions/policymakers) and those who
perform activities that might have implications on circularity and, therefore, relevant to be
monitored (i.e., private sector/businesses). Given our focus, we chose to emphasize the
involvement of two main actors, namely the monitoring authorities and the battery
producers (see the middle layer of Figure 2). Both actors are important and relevant to be
included in our analysis, as the new battery regulation requires authorities to monitor
recycled content in battery manufacturing. In turn, battery manufacturers are forced to
align their objectives with the battery regulation in their manufacturing process and
consider the mandatory recycling content target.

Further examining the relationship between the public value layer and the actor layer, it
is imperative that realizing the public value of resource circularity requires public-private
data collaboration between battery producers and authorities. However, some barriers and
tensions could arise between those actors. First, from a technical standpoint, both
authorities and battery producers have their own digital systems that may not be
interoperable, making it challenging to orchestrate data sharing between them. Second,
even if both systems are interoperable, battery producers would want to protect their
sensitive and confidential data, such as recipes with exact material composition and battery
chemistry, to maintain their competitive advantage. Thus, the tension between realizing the
public value of resource circularity and protecting sensitive data needs to be addressed.

4.2. Infrastructure layer

Moving to the infrastructure layer, our focus is to investigate how MPC can play a role in
the infrastructure layer to facilitate B2G data sharing and collaboration for CE monitoring
in the battery domain. Specifically, MPC is seen as a possible means to address one of the
data sharing barriers mentioned in section 4.1.: to address the tension between realizing
the public value of resource circularity and protecting sensitive business data. We position
MPC as a component on the infrastructure layer, in addition to the required technical
infrastructural components, such as e.g. a blockchain solution. As our focus in this paper is
on the potential impact of MPC, we assume other infrastructural components to be constant.

To conceptualize the relevance of MPC for CE monitoring in the battery domain, we
looked back again at battery regulation as a basis of our case analysis. The battery regulation
mandates that authorities monitor whether each battery produced by battery producers
contains the minimum required recycled content (see Section 2). The issue, then, is how
battery producers can share relevant data needed by authorities for monitoring recycled
content in new batteries without compromising control over sensitive business data.

For their monitoring task, authorities are not interested in the details of the complete
battery recipe or the exact percentage of recycled content in the battery. Instead, they are
only interested in checking whether the recycled content in the battery is above or below



the minimum recycled content. This scenario is where MPC can be highly relevant, as
authorities can access parts of the battery composition data from battery producers
required for monitoring recycled content, which is typically difficult due to its sensitive
nature. MPC use can also benefit battery producers by keeping their input data private,
meaning they do not need to reveal all details of the battery recipes to show their
compliance with the recycled content requirements.

4.2.1. Using MPC for B2G data sharing and collaboration in CE monitoring

We conceptualize four steps regarding how MPC can facilitate B2G data sharing and
collaboration for monitoring recycled content (see Figure 3). For simplicity, we limit the
scope of our use case to focus on the interaction between one battery producer (battery
producer A) and one government authority. Further, our discussion in this sub-section
focuses on a decentralized model as a baseline scenario for MPC architecture deployment
(see Section 3). We will discuss other MPC architecture options in sub-section 4.2.2.

As a first step, battery producer A internally prepares the recycled content data in new
batteries based on the battery bill-of-materials (Step 1: prepare data). In our example, the
percentage of recycled content in new batteries produced by battery producer A is 10%
cobalt, 89% lead, 8% lithium, and 3% nickel. Next, battery producer A locally encrypts the
input data using a dedicated MPC platform installed in their information system (Step 2:
secure data), meaning that authorities cannot see the original input data. After that, battery
producer A uploads the encrypted data via the MPC platform. Then, the computational
nodes perform the MPC protocol to analyze whether the recycled content in new batteries
produced by battery producer A is equal to or higher than the mandatory recycled content
target (Step 3: start MPC), which is set at a minimum of 16% cobalt, 85% lead, 6% lithium,
and 6% nickel [19] (see also Section 2). The computational nodes can only perform the
computation and cannot see the input data, as it is already encrypted. Finally, the MPC
protocol generates computation results that authorities receive as simple yes/no answers
(Step 4: share results).

Step 1: prepare data Step 2: secure data Step 3: start MPC Step 4: share results

Computation:
(Co216%; Pb285%; Li=6%; Ni26%) ?

Battery producer A Authorities

Co: 10%; Pb: 89%

|

1

: Co: No; Pb: Yes
Li: 8%; Ni: 3% :

Li: Yes; Ni: No

Computation results:

Recycled content data from
battery bill-of-materials

Input data: A .

Computational nodes
(centralized/decentralized)

Yes/No answer

Figure 3: Conceptualization of MPC use for monitoring recycled content in new batteries



In our example, the computation results indicate that battery producer A has not reached
the mandatory recycled content target for Cobalt (Co) and Nickel (Ni). Thus, authorities can
take further action to ensure that battery producer A (and other battery producers) can
fulfill the minimum target mandated by the regulation. It is important to note that
authorities only learned that the composition of recycled Cobalt and Nickel is still below the
minimum level and nothing else, including the actual percentage of these elements and the
complete battery recipes. Thus, using MPC to monitor recycled content can facilitate B2G
data sharing and collaboration to generate meaningful insights while respecting the
confidentiality of sensitive business data and ultimately creating public value of resource
circularity.

4.2.2. Design trade-offs in implementing MPC for CE monitoring

As introduced in Section 3, the underlying computational nodes for executing MPC (see Step
3in Figure 3) can be deployed in three architectural designs: (1) the decentralized model
(i.e., computational nodes are placed at the premise of battery producer A and the
authorities); (2) the centralized single cloud model (i.e., one cloud provider sets up
computational nodes); and (3) the centralized multiple clouds model (i.e,, multiple
computational nodes deployed by multiple independent cloud providers). Each design
choice of MPC architecture poses design trade-offs regarding resource complexity, security
guarantee, trust requirements, and implementation costs. We illustrate these design trade-
offs at the bottom layer of Figure 2.

On the one hand, the decentralized model can offer a stronger guarantee as computation
is done at the premises of battery producer A and the authorities. The trust requirement in
this model is also lower since no third party is involved in the computation process.
However, this model requires more effort and implementation costs as battery producer A
and the authorities must prepare their computing infrastructure. On the other hand, the
centralized single cloud model might reduce the implementation costs and address
complexity issues since a third party will deploy computation nodes centrally. However,
there is a risk that the security guarantee is compromised, leading to a higher need for trust
in the process. The centralized multiple clouds model can be an alternative that balances
security guarantees, trust requirements, complexity, and implementation costs. While
computing nodes are still deployed centrally, it is deployed by multiple third parties that
are independent and unrelated, which offers higher security guarantees and trust
requirements than the second model without placing the burden on authorities and battery
producer A to deploy the computing server themselves.

5. Discussions, conclusions and outlook

In this ongoing research, we explored the potential of MPC in facilitating B2G data sharing
and collaboration for CE monitoring, focusing on a specific context of monitoring recycled
content in new batteries. Our initial analysis shows that implementing MPC can address
barriers to B2G data sharing and collaboration in CE monitoring, which is challenging due
to concerns about the confidentiality and competitiveness of sensitive data owned by
businesses. MPC poses a new approach to sharing data by executing joint computation to



provide relevant insights for authorities on regulatory compliance without revealing
anything about sensitive battery data provided by battery producers. As a result, authorities
can access valuable data that is otherwise difficult to obtain from battery producers due to
their reluctance to share commercially sensitive data. At the same time, battery producers
can still share relevant data for compliance monitoring while maintaining control and
confidentiality, as only computation results are generated. Thus, we argue that MPC can
address tensions between public and private actors in the actor layer, particularly between
compliance monitoring for circularity and protecting sensitive data. Ultimately, by
addressing those tensions, MPC can contribute to realizing resource circularity as a public
value in the context of CE monitoring.

Our findings also suggest that it is crucial to consider various design trade-offs when
implementing MPC as there are variations in MPC architectures, which might include
introducing new entities. The design trade-offs in the infrastructure layer must be assessed
in terms of their effects on the willingness of battery producers to participate and whether
they contribute to realizing resource circularity as a public value. Likewise, as the various
design options for implementing MPC on the technical layer can influence the public value
layer, public authorities can establish reasoning about the benefits they see in using MPC
for improving their CE monitoring capabilities, given specific technical design choices of
MPC.

This ongoing research provides three main contributions. First, we make a theoretical
contribution by understanding the potential of MPC (as an emerging technology) in the
novel domain of CE monitoring (to contribute to resource circularity) with the framework
of [8] as a tool to establish this understanding. This contribution is essential because MPC
represents a novel and radical data-sharing approach that underlines the importance of
computation results as opposed to the underlying details of data [30]. Second, we contribute
to translating the generic MPC architectures to the specific case of CE monitoring in the
battery domain. As such, we add a new application domain where MPC can be of potential
value next to domains like health [24], finance [25], and crime prevention [26]. This way,
we enhance the richness of MPC use cases and how MPC can be relevant in addressing a
multitude of societal problems, which can boost its adoption by businesses and public
organizations. Third, we demonstrate the capabilities of MPC to support data sharing under
conditions of inter-organizational trust and control. In this regard, we illustrate the
potential generalizability of our initial findings for other cases in which both conditions are
essential to address concerns of businesses when they share their data with other
stakeholders like governments.

There are various possible avenues for further exploration and next steps. For instance,
our focus in this paper is on monitoring one company, and the next steps can expand this
by monitoring all battery producers in one particular country or even at the EU level. This
way, we can obtain macro insights on the level of compliance of all producers at the national
and EU level. Also, examining various CE monitoring use cases beyond monitoring recycled
content in new batteries can be interesting. This would include cases like upstream data
aggregation for battery carbon footprint declarations or performance readiness in
achieving the CE transition target. Such cases represent a different public value, which
involves more actors and requires a different technical architecture. Taking this path as a



next step will enrich our understanding of the dynamics of B2G data sharing and
collaboration in the context of CE monitoring.

Other potential avenues can be to expand the infrastructure layer further by
incorporating various technical solutions like a centralized platform, data spaces, or other
distributed data sharing architectures such as blockchain-based architectures. We can even
explore the relevance of other PETs beyond MPC, like homomorphic encryption, differential
privacy, federated learning, and zero-knowledge proof in the context of CE monitoring. By
making the architecture of the complex multi-actor data sharing environment explicit, we
can further examine the link and associated trade-offs between various technical solutions
and MPC architectures (and even different PETs).
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