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

             
     
             
         


        



           
        



  

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
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
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








 
 


             


              
               


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 

               

            


 
 
 

           

        


• 

• 

• 

• 

• 

           

   



•          
            


•          


• 

  






             
        
           
 

         

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










































    

























































































































 
 





 







































            
            

             


             


 
     



           


      
           


          



      
         








          
         


      









 



   


          



      
       


          


            
         



 
       
    


          





  


   



    


              
   
        



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 


 



             



   
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
            





               



           



 

          



              

               
          


• 

•            
            


    

    


• 

•          


•         


•           




           

     


             



          

   
          


 
          


 



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        




















































































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
   
              


 
             

            

     
            
        




           
        


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 
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


 
         
         
           

             
           



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 
             
         

             
          


 

            



       


            

             


 







              


              


 





           

              





















    






































 


































 
















































 



















 























 



         

             

           


     


 


              


 


             


           


• 

•           
  



•           
         
       
         


•            



           





 


           

     


•            


• 

• 


•           


• 


• 

•   



             
           
           
            



  
           
           
              
 


 

         



             
          




          








           


         
       













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












 

          


           


 



            
          

              

             
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




       



              
            





 

 











 






           
            
 





             

            

           

                      

                     

                 

              

                    

                

                























           


                

            


 
           
             




 


 




            


              



       



• 
            




 

•             



• 


       





• 


•            


 
          


          


           



• 
            


•     


 
    
          


       




• 
 


          


          

          


          






•       




• 


•              



























 










   
















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




              



 
   


            







 
      
         




          


             


          


            
     









 



 



 

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




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
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













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         
          

             
            
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
              
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    
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            
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



             









 











  








 






































 













 




 

 




 




 

































 
































 


































































































 









 














 



 



















































 



              




     
             



 
          

              


            

              


               
          




















  























 


































 









 
            


            
            

            


 
        



             
        


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




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




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• 

• 

• 

• 

• 

• 
      


               

           


• 

• 

• 
              



            
           


 




 

         


• 

• 

• 

• 

• 

• 

• 
               





 


   

            


 

   


• 

• 

• 

• 

• 

• 

• 
               

          


 

         











            


 

              
            
  


• 

• 

• 

• 

• 

• 

• 
               





          

         

            


 





• 

• 

• 

• 

• 

• 

• 



 

               





               

      

         


            


 

            
    




• 

• 

• 

• 

• 

• 

• 
               



      


            


 

            
    









• 

• 

• 

• 

• 

• 

• 
               

         
              



             

            


 

             
         




• 

• 

• 

• 

• 

• 

• 
               


             



             




 

            


 

            
           




• 

• 

• 

• 

• 

• 

• 
               

            
             



             

            


 



           


• 

• 

• 

• 

• 

• 

• 
               






 




• 

• 

• 

• 

• 

• 

• 
               

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



• 

• 

• 

• 
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 
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• 

• 

• 
             




        




 

             
           


               


• 

• 

• 

• 

• 

• 

• 
               

  








             

            


 



 
              


 
 

 
            


 
            


 
            

           
             




           
         


  






 










   

   

   





 

   



 














 

































































































 





 






 

































 



             





           
             


 





             


             


   
            
            




 
         
           


              

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             


            
                 







              





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

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





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




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

 
        
              


         
            


              
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            
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  
        







                  
            

          

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

 
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
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
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

( ) ( ) ( ) ( ) ( ) ⋅=⋅=   



( ) ( )
( )
( )


 ⋅=      

            
            



( ) 

( ) 

( ) 

( ) 

       
           






( ) ( )
( )
( )


 ⋅=       









              
             

       



               



( ) ( )
( )
( )

( )
( )

( ) ( ) ( ) ( )





 −

=

−⋅+⋅

⋅=

=

+

⋅=⋅=
















    






               
               


 
           


     



      




           


            
         




 

             
           


    



             
      


            


        
     
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
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
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
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   





















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




























































































































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















































































































































































































 







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             


          






         





               



           





       
            





 


                



 

            



            



• 





        


• 
        


     



• 
 



• 
 













































      
               
             



 
            



• 


•          




 

•      


•         
          

           
        


• 


•          


• 
          
         

          
  
       
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• 

• 






 












































































































































































             







 











































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
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
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
























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






















































































































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



















    




   

   
  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

   




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 



 

         
            


             
          



























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


         
  


          
         


          


             
      



         



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 

        



          



          


          
 


 


          
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          





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



 

 
 
 
 


 
 
 

             
        
  
           

      
        
               



































 










































































 

















              

           





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 
                

          






             
   
          

               
           


             


           


 
            


           


 
         


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
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

















           
               
                





            
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             



            


    ⋅±=      

              
     
          
              


              


            


















              











             
                  
                



 
           






              





  


  


          


            
         


 
         


            

         


             


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 

          




         
            


 

              

           



          


     


              


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



    



 

          



 
            




•            
     
              
         


•          
       

          



•         
         


   

             
      





   
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            



 
 


           
  





         




    





 

















































































































































  















            









               
     

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


 
               
         
               
              

































   






   







   




    




   




   

             
             




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
                 


             




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       

            
         



             
          

              
         

             






 


           
      


•                


• 


•           

             
   

          


• 
           
             



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            
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


 


            


           
           


 
 


           
          



 



          




 










   


         

       


 


         
  


 
         





• 


•            



• 



•        


•              


•        












 











 



 


          
        


 
     


 

         


          
        



   



            
       


           

  


           
     


 
   
           
         



 
        



    
    


 






 


  
  
         


           
           



     



           

        


          
         
       


            
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Abstract

After mapping of current European Union regulations on the management of accident risks
related to natural hazards and different industrial activities, this paper discusses insights from past
and current European Commission initiatives on harmonisation of assessment and management
of safety risks. The problem of safety comparison and risk/benefit communication is of critical
importance for sustainable decision making. For the specific case of the energy sector, the European
Commission’s Joint Research Centre (DG JRC) and DG TREN (Directorate General for Transport
and Energy) have recently started two connected initiatives, called energy risks monitor (ERMON)
and safety and security of energy infrastructures in a comparative view (SEIF-CV). While ERMON
deals with the development of a methodology and corresponding web-based information system to
cross-compare in a consistent way safety, risk and reliability performances of different energy sys-
tems (fossil, nuclear, renewables) across their specific fuel cycle chains, SEIF-CV creates a corre-
sponding network of stakeholders in the energy sector as well as the necessary review and user
panels for ERMON. Objectives and status of ERMON and SEIF-CV are described.
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1. Background

1.1. Need for consistency in risk management

Technological progress is directed towards fulfilling human needs for development and
progress. At the same time, the detriments or risks arising from specific technologies can-
not be avoided. The potential public health, environmental and economic risk impact of
technologies is therefore a topic of considerable public and professional debate across
all different industry sectors – from energy production to transport and process industries.
This demonstrates the need for all different types of risks to be systematically assessed and
managed in order to protect public health and safety, and to limit the environmental and
economic impacts of potential accidents.

Risk-informed methods provide various qualitative and quantitative measures that can
significantly support consistent decision-making on managing accident risks related to a
specific technology across its entire life cycle.

However, these methods rarely consider the requirements of individuals who may find
themselves in need of information on the ‘‘risk dimension’’ of a certain technology com-
pared to alternatives with similar benefits. Therefore, there is a necessity for risk assess-
ment methods and modelling data to be consistent within a specific technology sector
or across technological divides so that they can produce results that are, at least in prin-
ciple, dependable and comparable.

An additional challenge is posed by the recent international trend to focus on security
related risks (intended hazards, i.e. malicious acts) rather than safety risks (unintended
hazards, due to natural or technological causes). Although it is repeatedly mentioned that
research is needed on the new security challenges (COM(2004)72 – http://europa.eu.int/
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eur-lex/en/com/cnc/2004/com2004_0072en01.pdf; Research for a secure world – http://
europa.eu.int/comm/enterprise/security/doc/gop_en.pdf), which contain the dual elements
of security and safety, there is little common understanding on the practicalities of the
issue. As an example, there is currently no agreement on the extent to which external haz-
ards (such as natural hazards, e.g. severe seismic events or floods) and security related
events (such as terrorist attacks on a major hazardous installation) should be taken into
account in defining emergency plans and emergency planning zones (Vetere Arellano
et al., 2005).

1.2. Current EU regulations on technological risk management

The European Union (EU) currently has 25 Member States, 10 of which joined
in 2004. The EU has many features of an actual federal system: It has an elected par-
liament, a European Court of Justice, and an executive, the European Commission
(EC). There is an extensive body of EU legislation (e.g. ‘‘Directives’’) that takes prece-
dence over national and regional laws. Through the Single European Union Act of
1987, hundreds of economic policies and regulations were ‘‘harmonised’’ to achieve
the cross-national consistency necessary for the establishment of a true single European
market.

Recent years have seen the manifestation of various kinds of risks, such as natural
disasters, manmade disasters, criminal risks, terrorism risks, long term risks (e.g. pollu-
tion, climate change) and economic incidents. In many cases, the various kinds of damages
or possibility of damages resulting from these events can give rise to difficulties in activities
of an organisation or of a population, sometimes even affecting the organisation’s or pop-
ulation’s existence.

Against this background, the EC has taken in the last 10–20 years a number of legisla-
tive steps in order to protect safety, health and environment in the EU against both tech-
nological and natural hazards, e.g.,

• For natural hazards:
– 2000 Water Framework Directive (http://europa.eu.int/eur-lex/pri/en/oj/dat/2000/

l_327/l_32720001222en00010072.pdf);
– 2004 Regulation on Forest Fire Prevention (http://europa.eu.int/eur-lex/pri/en/oj/

dat/2003/l_324/l_32420031211en00010008.pdf);
– 2004 Floods Communication (http://europa.eu.int/eur-lex/en/com/cnc/2004/

com2004_0472en01.pdf);
– 2006 Proposal for a Directive on assessment and management of floods (http:

//europa.eu.int/comm/environment/water/flood_risk/pdf/com_2006_15_en.pdf), etc.
• For technological hazards:
– 1982–1996 Directive on Control of Major-Accident Hazards Involving Dangerous

Substances (‘‘Seveso Directive’’, http://europa.eu.int/comm/environment/seveso/
index.htm);

– 2003 Proposed Maritime Safety Directive (http://europa.eu.int/eur-lex/lex/LexUri-
Serv/site/en/com/2003/com2003_0001en01.pdf);

– 2004 Railway Safety Directive (http://europa.eu.int/eur-ex/lex/LexUriServ/site/en/
oj/2004/l_220/l_22020040621en00580060.pdf);
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– 2002–2004 Draft Directive on the Safety of Nuclear Installations (http://euro-
pa.eu.int/comm/energy/nuclear/safety/doc/com2003_0032en01.pdf), etc.

In addition, the integrated EU Civil Protection mechanism as well as the ECs INSPIRE
and GMES initiatives ensure a proper integral treatment of natural and technological haz-
ards (see: http://ec.europa.eu/environment/geo).

EU Safety Directives define generic objectives, but leave – with a very few exceptions –
the development and application of scientific/technical methods, data and acceptance cri-
teria to the EU Member States (subsidiarity principle). When implementing a Directive
into national law, Member States are free to adopt specific measures to pursue its manda-
tory overall objectives and to judge how this is practically ensured. However, as diversity
of specific technical approaches (methods, criteria) and traditional safety philosophies is
kept on the national level, a need for some level of EU-wide harmonisation arises in order
to make estimated risk levels comparable, and thus to ensure similar levels of protection
for people and the environment as well as fair treatment of transnational enterprises
throughout the EU. Usually, the problem is not one of compliance, but of transnational
approaches – and, in the case of safety/security issues, also more and more a problem of
proper risk communication. This is also the reason why in a more and more intercon-
nected Europe and globalising world there is a need for improving dialogue and trust
between the stakeholders involved (e.g. regulatory authorities, industry, consumers, other
social partners, non-governmental organisations, etc.).

1.3. The specific case of the energy sector

The use of different systems for the generation and distribution of energy, such as dif-
ferent fossil energy carriers, is at the base of any advanced society. They provide the basic
resources for industrial production, transport and domestic needs. On the other hand, they
involve hazardous activities that pose a threat to public health and environment and create
problems in dealing with dangerous wastes. During the last years a lot of attention has
been paid by regulators, utilities, environmental groups and the general public in Europe
and worldwide to risk issues related to the use of the different types of energy systems
across their fuel cycle chains.

The current socio-economic system is largely based on centralized conventional energy
sources (fossil, nuclear) and their distribution systems. In addition, legislation and the lib-
eralization of the energy market are focused on helping new or improved energy technol-
ogies to join the market at a competitive level, offering more possibilities for distributed
generation. Examples mentioned in the EU 2000 Green Paper ‘‘Towards a European
Strategy for the Security of Energy Supply’’ (http://europa.eu.int/eur-lex/en/com/gpr/
2000/act769en01/com2000_0769en01-01) and the recent update/commentary on it
(http://europa.eu.int/comm/energy_transport/en/lpi_lv_en1.html) to counter the increas-
ing energy supply dependence of the EU are renewable energy as well as advanced nuclear
technologies to help to reduce dependence on imports and increase the security of sup-
ply and at the same time limit the greenhouse gas emissions, in support of the Kyoto
protocol.

In such a wide context, where safety assessment practices and criteria are often incom-
plete and inconsistent, the problem of safety comparison and risk/benefit communication
is of critical importance for sustainable decision making in the energy sector.
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2. Towards more harmonisation in risk management on a European level

Harmonisation of risk assessment methods, data and acceptance criteria is a traditional
activity of the ECs Directorate General Joint Research Centre (DG JRC). The mission of
the JRC is to provide customer-driven scientific and technical support for the conception,
development, implementation and monitoring of EU policies. As a service of the EC, the
JRC functions as a reference centre of science and technology for the EU.

In May 2000, the JRCs Nuclear Safety and Systems Modelling and Assessment Units
organised a large International Workshop to review the status of technological risk assess-
ment across different industry sectors (nuclear and non-nuclear power industry, chemical
process industry, waste treatment facilities, various transport sectors, food industry, med-
ical devices) (Kirchsteiger ed., 2002).

Throughout the workshop’s presentations and discussions of risk assessment practices
across different industries and countries, it became clear that there are many similarities in
risk assessment at a generic technical level. The process of risk-informed decision making
can be broken down into a few basic steps, a sequence which could – although there are
differences in terminology – widely be accepted across industries. However, the fulfilment
of each step is heavily dependent on the specific cultural and regulatory context. Most
workshop participants agreed that comparative risk assessment along harmonised proce-
dures could significantly help the understanding of decisions made in other countries or
sectors and promote a transparent decision making process in which all stakeholders
can be involved.

It was generally felt that any successful standardisation should focus on the process
underlying risk assessment, and not attempt to harmonise risk criteria. On the other hand,
it should not be restricted solely to technical elements of risk assessment, but cover in some
way also aspects of risk management and thus of decision making. Standardisation should
not prescribe a particular risk assessment approach. The main objective of any such effort
should be to help stakeholders see more clearly the range of possibilities and assist decision
makers in decisions, which only they can make. For this reason, it was felt that a ‘‘univer-
sal risk assessment standard’’ is neither desirable nor realistic with regard to its wide accep-
tance and use, but that rather a ‘‘template’’, which maps out the technical steps in risk
assessment in a generic way, should be considered for development.

This template should:

• Focus on technical aspects involved in risk assessment, e.g. by explaining what is meant
with a certain term in a certain risk assessment context.

• Include generic components of decision making, e.g. by showing which are the common
elements in making decisions, however not attempt to lay down what ‘‘tolerable’’ levels
of risk might be.

• Avoid the duplication of efforts already done, and build on existing formal standards.

It is interesting to compare these conclusions and recommendations from 2000 with the
much more recent ones (2006) from the Joint Expert Group ‘‘Critical Infrastructure –
Energy Supply’’ by CEN, the European Committee for Standardisation.

JRC works together with CEN (http://www.cenorm.be) which has working groups
dealing with development of standards and standard-like methods in many areas, incl.
safety and security of energy infrastructures. CEN created in December 2003 the CEN
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Technical Board (BT) Working Group (WG) 161 on ‘‘Protection and Security of the Cit-
izen’’ as a monitoring and coordination platform for stakeholders. The goals of the CEN
BT WG 161 include:

• Ensure coordination of standardisation activities in this area, notably with ISO.
• Assess the needs of all relevant stakeholders for security standards.
• Propose new standardisation activities as and where necessary.
• Recommend actions to be taken by the CEN BT on subjects within the field of security
that may benefit from the development of standards.

• Ensure the CEN response to queries from stakeholders, in particular the EC services.

CEN BT/WG 161 focuses on needs for standards, standard-like documents, proce-
dures, minimal codes of practice and similar recommendations, and review existing ones
as necessary, in order to develop, harmonise, update or validate said documents. A num-
ber of expert groups have been established within CEN/BT/WG 161, incl. the mentioned
Expert group ‘‘Critical Infrastructure – Energy Supply’’.

In the minutes of the most recent meeting of this group (June 2006), the following
conclusions/recommendations are included (Sellerholm, 2006):

• The Subgroup on Oil and Gas performed a questionnaire survey among different indus-
trial and governmental institutions in Europe; none of the responses expressed a need
for a standard on risk assessment, however a generic guideline (template) on risk assess-
ment methodology was proposed by several ones.

• Much more information on energy related incidents/accidents is needed in a readily
available form and it was taken note of the fact that JRC is currently building a data-
base on such events (‘‘ERMON’’; see Section 3).

• A platform for stakeholders on energy risks is needed, i.e. a platform for private–public
dialogue and exchange of experiences, e.g. in the form of targeted workshops/confer-
ences (such as ‘‘SEIF-CV’’; see Section 4) or in the form of web-based information
systems and platforms (‘‘ERMON’’; see Section 3).

It seems that between 2000 and 2006 the issue of harmonisation of technological risk
assessment and risk management has been taken up at a European level, incl. strong par-
ticipation of industrial partners and standardisation bodies. The 2006 CEN WG recom-
mendation to move towards harmonised mapping of different risk assessment results
(generated by different risk assessment methods/approaches/criteria) and harmonised
communication of the findings via appropriate virtual or other platforms to all relevant
stakeholders corresponds very much to the 2000 findings of the mentioned JRC workshop.

Following the 2000 workshop, the JRC has undertaken quite a large debate (internal to
DG JRC as well as with other DGs of the EC and with Universities and Research Insti-
tutions of the EU Member States) in order to shape and define the content of the risk-
related activities/projects under the 6th Framework Programme (FP6, 2003–2006; see
e.g. http://www.cordis.lu/en/home.html). The problem of correctly assessing, managing
and mitigating risk has gained importance and visibility in almost all fields of human activ-
ities, from GMOs to energy systems and transport activities. This visibility is reflected in
the content of FP6, where risk is mentioned in many research areas, from the ‘‘classical’’
nuclear power plant risk assessments to food safety and natural hazards.
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Within JRC, the Nuclear Safety Unit of JRCs Institute for Energy (JRC-IE) has an
institutional activity dedicated to extracting generic principles, approaches, tools and
methodologies from the large experience available from within the nuclear safety field
for the development of a generic horizontal energy risk assessment platform. With the
transfer of all nuclear safety activities from JRC Ispra to JRC Petten in 2001–2002 and
the related transfer of competence in the risk assessment field, this work is performed
by JRC-IE in the context of its energy risks monitor (ERMON) Project (see Section 3)
in support of DG TREN, the Transport and Energy Directorate General of the EC.
JRC-IE support to DG TREN includes assistance to ongoing working groups on harmo-
nisation of specific energy safety issues, such as for natural gas pipelines safety.

Further, a major international conference on ‘‘safety and security of energy infrastruc-
tures in a comparative view’’ (SEIF-CV) has been organised by JRC together with DG
TREN in November 2005 in Brussels with the aim to develop, on the basis of discussions
among all stakeholders from different energy sectors recommendations for identifying and
prioritising research as well as policy needs for Europe in order to secure its future energy
supply. Further information is given in Section 4.

In addition to these European efforts, the International Risk Governance Council
(IRGC) has established itself since a few years as an independent foundation that involves
a public–private partnership which supports various sectors such as governments, business
and other organisations in developing and developed countries (see: http://www.irgc.org).
The IRGC creates value by offering a platform for global debate and as a source of com-
piled, and if possible unified, scientific knowledge on risk issues. Following its mission the
IRGC also aims to foster public confidence in risk governance and in related decision-
making by

• Reflecting different views and practices and providing independent, authoritative
information.

• Improving the understanding and assessment of important risks issues and ambiguities
involved.

• Designing innovative, efficient, and balanced governance strategies.

IRGC also elaborates generic recommendations and guidelines, which may, in the long
run, develop into internationally accepted best-practice type of risk governance
approaches.

3. The JRCs energy risks monitor (ERMON) project

3.1. Objective

In relation to the above-mentioned recommendations to establish a pan-European plat-
form for all stakeholders on energy risks, JRC-IE started in 2004 the development of the
so-called energy risks monitor (ERMON). The objective of ERMON is to offer tools for
comparative assessment of accident risks of different energy systems, which allows any
interested person or institution to compare ‘‘risk information’’ (e.g. risk assessment results,
incident/accident statistics, statements on ‘‘the risk’’, etc.) from different sources/of differ-
ent quality/in different formats related to the use of different energy systems across the
various steps in their specific fuel/life cycle chains.
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One basic problem when comparing risks associated to different energy systems is the
large variety of available types of Risk Figures. Risk Figures (or risk expressions) may
be either numerical or not and, within the numerical case, they may be based on actual
historical data (accidents) or on prognostic studies (Probabilistic Safety Assessments, Best
Estimate analysis and Worst Case Analysis among others). Further, these different Risk
Figures usually have a very different background and underlying quality of information
in terms of origin of data, type of model, quality assurance, peer review schemes, etc. This
fact makes performance of comparisons difficult for non-experts and results not easy to
communicate.

Within ERMON, a set of indicators is defined which are used to map the variety of
available risk information into common metrics in order to allow results comparison,
and to better understand the comparative risks and tradeoffs among different energy sys-
tems. This mapping is done in two phases (i.e. by using two different sets of connected
indicators):

1. The first one (‘‘risk characterisation’’) is related to the physical extent and perceived rel-
evance of the possible risk of a particular hazard.

2. The second one (‘‘risk qualification’’) is related to the quality and richness of the infor-
mation used in the assessments (data, assumptions, models, scenarios, etc.).

When put in an integrated form, both indicator mappings provide the user with the
essential information necessary to judge the risk associated with different energy systems
on the basis of the available information from different sources.

It is important to stress that the proposed project does not involve development of a
new ‘‘European energy accident super-database’’, but aims at fully using the existing data
resources from different European interest groups in a consistent manner. For this reason,
involvement of data owners at an early stage is essential and is achieved by the specific
composition of the project team.

3.2. Status and problems

During 2004–2005, the development of ERMON consisted of investigating the different
available types of risk expressions (from risk assessments, reports, databases, etc.), and the
steps along the energy chains for the different types of fuel (twelve chains considered –
coal, natural gas, petroleum, nuclear, biomass, geothermal, hydro, solar, PV modules (life
cycle), wind, wind turbines (life cycle), hydrogen).

The first activity resulted in the consistent identification of the most risk-prone step(s)
along various energy fuel/life cycles, while the second one resulted in the development of a
general scheme for all fuel/life cycles to be used as basis of comparison within ERMON
(Colli and Kirchsteiger, 2005). This scheme is characterised by four main steps:

• production (related to all production operations);
• transportation (all transportation steps including raw material, waste, and storage);
• power generation (power plant, including construction and dismantling operations);
• waste treatment (waste from the power plant as well as from other production
activities).
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The development of such a general scheme, together with the identified energy systems
into consideration, leads to the identification of a matrix [A], consisting of elements aij,
where i represents a step in the general fuel/life cycle and j represents a particular energy
technology. Each element aij can then be related to a unique set of values from both the
risk characterisation and the risk qualification indicators, as generated from the mapping
of a piece of ‘‘risk information’’ (e.g. a risk assessment study). In this way, a consistent
knowledge repository on the risks of different energy systems from different sources and
different levels of completeness/detail etc. can be built up.

Regarding the risk characterisation indicators, a draft set has been constructed and is
currently tested on different risk assessment results for different energy systems. The basic
model is the set of twelve numerically quantifiable descriptors developed by Hohenemser
et al. (2000) for technological hazards, a sequence of causally connected events leading
from human needs and wants to the choice of the technology and further to the conse-
quences caused by the release and the exposure to energy and/or material. The risk indi-
cators will be applicable for the comparison of risk in the cases of normal operation,
accident events and terrorist attacks. Consequences are evaluated in terms of human, envi-
ronmental and economical effects.

To confirm the appropriateness of the risk characterisation indicators, an in-depth inves-
tigation is performed for three specific energy chains: natural gas for fossil technologies, solar
photovoltaic for renewables andnuclear. The results for photovoltaic are close to publication.

The work on risk qualification indicators has not yet been started.
The overall model of ERMON is expected to be finalised in mid 2007 and the web-

based information system ready for operation/use by end of 2007.
The project is part of the work program of JRC-IE and is performed by JRC-IE staff in

cooperation with several external parties. Further collaborations with interested parties
are welcome.

4. SEIF-CV process

4.1. Justification

ERMON is developed in parallel to the needs of DG JRCs Policy Customers at the EC.
In the case of JRC-IE, this is mainly DG TREN. One measure to support DG TREN in
their development and implementation of an EU policy for security of energy supply is
JRCs organisation of conferences on safety and security of energy infrastructures in a com-
parative view (SEIF-CV). Safety and security aspects of energy infrastructures have come
to the foreground recently, triggered by growing concerns about the reliability and conti-
nuity of energy supply as well as from enhanced attention to potential terrorism threats.

The first SEIF-CV Conference, held on 14–16 November 2005 in Brussels, was the
spark of a process where dialogue and information exchange between the various stake-
holders in the field of energy is promoted.

4.2. Objectives of conference

The aim and motivation of SEIF-CV is to present and discuss about pressures (safety
and security risks, economical, socio-political, etc.) on the EU energy arena, and actions
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(standardised methods, research, policy measures, etc.) implemented to address this
dynamic and interconnected landscape. The final aim is to identify and reach consensus
from the different stakeholders (authorities, industry, NGOs, etc.) regarding important
factors ensuring/threatening reliable supply of energy products for Europe for the different
types of fuel, further needs for policy, research and standardisation on criteria and meth-
ods to ensure reliable supply, and how to improve risk communication at international
level. The medium- to long-term vision is that if successful, SEIF-CV will be the launching
of a series of Conferences/Seminars/Workshops on energy-related topics, in support to
SEIF-CV partners’ needs, particularly DG TREN.

SEIF-CV 2005, through multi-disciplinary and multi-sectorial actors involved in the
energy field, compared the accident and security threats associated with various energy
alternatives, from fossil fuels to renewables and nuclear. The event provided a forum
for the !200 participating scientists, industry, governmental authorities, NGOs, media
and risk communication experts from Europe, USA, Japan and Russia to present their
sector-specific energy risk experience, to promote mutual understanding of their respective
roles, to share best practice and to develop informal recommendations for further Euro-
pean policy and research needs in support of DG TREN and DG RTD (the European
Commission’s Directorate-General for Research and Technological Development). In
addition, the Conference also hosted a workshop on energy standards, dealing with three
scenario based exercises to identify needs of future standardisation organised by CEN/BT
Working Group 161 – Expert Group on Critical Infrastructure – Energy Supply.

The following sets of recommendations were developed in intensive discussions among
the participants from industry, authorities, research, consultants and NGOs. Further
information on SEIF-CV can be obtained from the authors or from http://www.
energyrisks.jrc.nl.

4.3. Summaries of the discussion groups

The following sets of recommendations were developed in intensive discussions among
the participants from industry, authorities, research, consultants and NGOs.

4.3.1. Policy roundtable recommendations
4.3.1.1. Safety issues.
(1) Involving industries and other stakeholders in improving safety of energy infrastruc-

tures by identifying which issues can be harmonised at EU level, prioritising them
and providing a method to address them (e.g. for pipelines):
• There was general agreement that this would be useful, however, there is the need

to respect the subsidiary principle and the need for a goal-setting approach, i.e.
define goal, organise resources, implement actions to address goals, measure per-
formance, review results and lessons learned to provide feedback to re-define goal,
if required.

(2) Moving towards a coordinated network of partners to create a Working Group on Acci-
dent Investigation and related issues:
• Quality of investigations should be improved. Need for common method to

ensure that when accident investigation is done, it is done at high quality. Lessons
learned should be more easily detected and mainstreamed into future practice
where responsibilities lie (individual and corporate). A Working Group on Acci-
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dent Investigation at EU level could assist in ensuring high quality and endorse
institutionalisation of procedures regarding lessons learned from accidents, guar-
anteeing feedback into preventive and mitigative risk management.

(3) Life extension of structures and pipelines:
• As there are many ageing infrastructures, there is a need for accepted tools to

address ageing – need for a standard dealing with life extension of structures
and pipelines on a risk-informed basis. Essential is common methodology for risk
assessment geared to needs of infrastructure operators and based on information
available to them from their systems. Learn from experiences in the nuclear field –
importance of cross-sector sharing of good practice – there are many IAEA stan-
dards in this area.

4.3.1.2. Security issues.
(4) Security issues should not overburden operators:

• Industry has already done a lot on safety issues and has increased efforts on secu-
rity issues. Operators may receive extra burdens from additional security require-
ments. This should not result in competition advantages between countries and/or
energy sources. Thus, common guidelines and standards to give a level playing
field are needed.

• Security measures should be kept at the local level as far as possible; extra mea-
sures should be based on proven methodologies, currently existing at company/
Member State level.

(5) Addressing the Subsidiary Principle with cross-border and burden-sharing issues:
• Cross-border activities could be vulnerability assessment of interconnected sys-

tems (e.g. electrical grid, pipelines) and emergency management, which cannot
be dealt with only at national level if several Member States are affected. In addi-
tion, cross-border contingency plans and interoperability of response measures
need to be more widely developed.

• Methods to assess coordination at EU level could be useful to clarify the sharing
of responsibilities between actors and also share potential burdens.

(6) The EU Energy Strategy should NOT be solely conditioned by security issues:
• The EU Energy Strategy should be a long-term vision that includes security issues

to the extent of their importance relative to the other issues.
• There are language/concept problems that need to be addressed in a systematic

manner. In some countries safety and security are distinct words (e.g. English
[safety, security] and French [sûreté, sécurité]), whereas in many languages it is
the same word (e.g. Italian [sicurezza], German [Sicherheit]). Thus, a common ter-
minology needs to be defined.

• Need to exchange experiences to better understand the concept. At EU level, a
framework could be useful to share concepts and promote security culture.

4.3.1.3. General issues.
(7) Safety and security are generally addressed separately in policies, although they are

interrelated concepts. However, there is a lack of a clear definition of the boundaries:
• Need to address this issue in a systematic and participatory manner, as over-

laps between safety and security due to lack of a clear and accepted boundary
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definition could lead to inadequate allocation of resources. Safety issues are gen-
erally driven by the potential (or known) consequences of events on people and
the environment while security issues are generally driven by the awareness of
threats (malicious, natural, technological, political, etc.) and measures to mitigate
against these threats. Interfaces between safety and security should be highlighted
and potential conflicts eliminated, in order to have consistent control of potential
consequences.

(8) Confidentiality: obstacle (for safety) or necessity (for security)?
• Need to strike information exchange balance between meeting needs of owners/

operators of energy infrastructures who do not wish to provide a ‘‘recipe to cause
disaster’’ to terrorists, but ensuring that inter-sectoral dialogue and public
involvement are not hindered, so that informed decisions can be made.

• Need to ensure that confidential information has a systematic peer-review mech-
anism at an agreed level of access and that the security of this information is guar-
anteed. This would result in sustaining the quality of information and promoting
inter-sectoral cooperation towards sustainable progress.

4.3.2. Research roundtable recommendations
4.3.2.1. Safety and security.
• Need to promote research towards establishing an energy security culture. Setting up
training curricula could be one step towards achieving this (e.g. starting with nuclear
security culture).

• Need to increase research efforts in mainstreaming risk-informed design by integrating
safety and security issues already in design phase and by ensuring transparency (i.e.
stakeholders should be engaged already in design phase, with opportunity to provide
comments and feedback). Regarding nuclear, consensus was that this should also be
linked to the Generation-IV Initiative on advanced reactor designs.

• Need to support cross-fertilisation of safety and security experiences across different
energy sectors (especially nuclear versus other energy sectors) and to develop support
tools for assisting with handling stress situations.

• Need to address vulnerabilities to attacks of information and control systems for energy
infrastructure operation and the consequences seem not to be given the attention they
deserve. Cyber-attacks are a steadily growing problem in general.

• Need for program of education and training as part of the Research–Innovation–
Education/Training triangle.

4.3.2.2. Security of supply.
• Need to promote research and rules (policy?) for security of energy supply: Example of
developing simple systems that are more insensitive systems towards disruptions (‘‘bad
quality but good supply’’).

• Need to further mainstream smart energy networks for integration of renewable sources
and distributed generation in various economical sectors (electricity, transport, heating,
etc.) with the push from research.

• Need to promote research with regard to a future hydrogen economy, incl. clean coal,
CO2 capture and storage, advanced nuclear systems (e.g. Generation IV) etc.

• Need to promote research in providing effective information feedback for energy pol-
icy-making, e.g. comparative assessment and risk communication.
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• Need to improve knowledge and understanding of short- and long-term threats
to energy supplies and transmission systems, incl. propagation of disruptions.
System-wide models for simulation of disruptions (both real and hypothetical) are
needed.

• Need to consider the external dimension of an EU energy security strategy.

4.3.2.3. Risk communication/acceptability.
• Need to strengthen the policy-maker/public interface through research support. It is
essential that governments learn to know how to better communicate with the public.
Training courses on risk communication could be promoted, incl. participation of more
representatives from governmental authorities.

• Need to promote collaborative exercises amongst stakeholders, supported by targeted
research, to ensure that efforts are optimised (e.g. transboundary nuclear emergency
preparedness exercises).

• Need for wider understanding of financial and economic risks of systemic failures (e.g. a
recent black-out in Austria lasted only a few hours but cost the country €40 million/h).
Risks could be reduced by improved interconnections both nationally and across Mem-
ber State borders.

• Need to ensure the continuity of energy-related FP6 (2003–2006) Technology Platforms
in FP7 (2007-2013). These technology platforms promote multidisciplinary dialogue
and cross-fertilisation of good practices across different technology sectors.

• Need to promote research in safety/security culture and human factors in order to
better identify and understand boundary conditions of technological risk reduction
capacity, for a given situation.

• Need to support research that analyses and proposes methodologies to better commu-
nicate risks, benefits, uncertainties and costs already at the design stage, e.g. exclusion
of potential for very high consequences (i.e. if the very high consequence scenario would
be considered, the cost of the structure needed to address this would be too expensive
and such an over-design would be impractical when set against a background of prior-
itising resource allocation in an effective manner).

4.3.2.4. Comparative assessments.
• Need to better coordinate different research efforts at EU level in the area of energy risk
assessment (i.e. safety, security and security of supply), communication to decision-
makers and the public (mainly for comparative energy risk assessment, e.g. EU-funded
projects ExternE, NEEDS, etc.). There are several research groups working on simi-
lar topics addressing the same users, thus over-laps and redundancies should be
avoided.

• At present, there is no general EU-wide risk assessment and risk management frame-
work across different technologies. Examples: Lack of balance in current risk accep-
tance criteria for the chemical process and nuclear industries. Very different levels of
quality in risk assessments for different sectors (lack of ‘‘quality measures’’, cross-indus-
try guidances etc.). There is a need to provide a peer-reviewed and user-driven method-
ology that addresses this issue to promote risk-informed decision-making for different
stakeholders (policy-makers, operators, public).
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4.3.3. Standardisation recommendations
In the frame of SEIF-CV, a scenario-based workshop on standardisation (organised by

the CEN Expert Group on Critical Infrastructure – Energy Supply) attracted 40 partici-
pants to identify areas where standardisation could be required. This was done during
the first day of the workshop. The second day was labelled a round table The following
recommendations resulted from the workshop:

• There is a need for communication of the very meaning of standards and its ‘‘fitness for
use’’ within the area of energy safety and security.

• In the following areas there is an obvious need for standardisation:
– Terminology to enhance preconditions for good crisis management.
– Common communication procedures for crisis management.
– Common definition of impact categories for crisis management.

• Continued work within the CEN Expert Group Energy Supply to further specify the
identified areas in need of standardisation based on the action areas: prevention,
protection, crisis management, consequence management and lessons learned
management.

Following the SEIF-CV Conference, the Expert Group on Critical Infrastructure –
Energy Supply has continued its work using the output from the workshop as a basis
for further elaborating the recommendations for future standardisation activities. Pres-
ently, three sub-groups are established; Electricity, Oil and Gas, and SCADA (Supervisory
Control and Data Acquisition Systems). Each sub-group maps the existing standards,
gaps and needs within the action areas used in the workshop. The results from the sub-
groups efforts will be compiled and the expert groups anticipate having its first recommen-
dations ready following the summer 2006 (see Section 2). The expert group is a unique
constellation where interests from industry, national authorities, as well as the European
Commission services, can exchange views and work together for future standardisation.
Additional experts are still welcome to join the group.

5. Contribution towards an energy risk-informed society in Europe

As discussed in this paper, past EC JRC activities have tried to map the status of use of
risk assessment for different applications, showing that differences in the current
approaches to risk assessment across different industries and countries mainly come from
the extent to which the sequence of the risk assessment process is taken into account and
from the explicit or implicit use of the basic criteria probability of occurrence and extent of
damage in some of the process steps (expressed in quantitative, semi-quantitative or qual-
itative terms).

Standardisation at a generic level is desirable and should focus on the process under-
lying risk assessment. It should, however, not attempt to harmonise risk acceptance
criteria, i.e. not to attempt to lay down what ‘‘tolerable’’ levels of risk might be; that
is for governmental authorities on the national level. The main objective of any such
effort should rather be to help all stakeholders, incl. the general public, to see more
clearly the range of possibilities and to assist decision makers in decisions, which only
they can make.
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For this reason, what is desirable and realistic with regard to wide acceptance and use is
a ‘‘template’’, which maps out the steps in risk assessment in a generic way. The develop-
ment of such a template should be accompanied by the development and continuous oper-
ation of an open reference system, e.g. a web-based Information System, capable to
support specific implementation and use of the template. For applications to the energy
sector, this is ERMON, supported by a network of experts, SEIF-CV, from different
stakeholders to provide and screen relevant information on energy risks.

In the EUs quest towards a liberalized energy market, it is essential that people be
aware of risks, benefits and uncertainties related to the different energy sources available
in the changing and inter-connected energy landscape. To address the many economic,
political, social, technological and cultural pressures on security of energy supply in the
EU, it is essential that tools, such as ERMON, and facilitating mechanisms, such as
SEIF-CV, be developed on a pan-European level to assist society in making informed
choices. ERMON and SEIF-CV also contribute to providing support towards a more con-
sistent EU energy risk management process.
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Antonio Hoyos Pérez (TREN), Augustin Janssens (TREN), Stanley Morris (JRC), Ioan-
nis Samouilidis (TREN), Manuel Sánchez Jiménez (RTD), Helena Sellerholm (Swedish
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Abstract

The paper presents and discusses steps in the development of a set of risk characterisation indicators (RCIs) to be applied for the
comparison of risk expressions from different energy systems across their fuel/life cycle to obtain a fair risk evaluation. The Joint
Research Centre of the European Commission (EC-DG JRC), and specifically its Institute for Energy in Petten/Netherlands (JRC-
IE), initiated a PhD study activity entitled European Energy Risks Monitor (ERMON), to assess and compare different energy technol-
ogies. The comparison is based, among others, on a set of risk indicators, developed on the backbone of a causal structure for energy
technologies. The development of the RCIs is a process which aims at the identification of the input for the development, starting with
the recognition of possible stakeholders for ERMON, the detection of possible risk scenarios available from different energy systems, and
concluding with the development of the indicators. This paper mainly focuses on the latter. The main characteristics of the resulting set of
indicators are presented and discussed, together with their application, and limits.
! 2008 Elsevier Ltd. All rights reserved.

1. Introduction

This paper focuses on the development of a set of Risk
Characterisation Indicators (RCIs), to facilitate the com-
parison of energy risks from comparing risk expressions
from different energy systems. In this paper, an energy sys-
tem is a complex process that transforms a primary energy
source (substance or natural phenomenon) into useful
power (that can be thermal, electrical, mechanical), taking
stock of various multi-dimensional aspects (human factors,
technology, organization, policy, interactions with the
environment, etc.). It is important to highlight the human
factors aspect, because people are involved in the energy
system both as executors of the fuel transformation and
conversion, but also as end-users. Different definitions of

risk are available from the literature. In this paper risk is
expressed as the combination of consequences and proba-
bilities. Taking this definition into account, energy risks
involve accidental or voluntary events, with different prob-
abilities, coming from normal operation or non-planned
internal and/or external (to the involved technology) events
resulting in human, economical, and environmental conse-
quences. Energy risks are reported as risk expressions.

Risk expressions cover a large variety of forms. They
can be numerical (probabilistic safety assessment results,
economic damage data, etc.) or can be represented by a
verbal statement (reports, news releases, etc.), based on his-
torical data or on prognostic studies. This fact leads to dif-
ficulties in making comparisons for non-experts, along with
the related challenges of communicating results.

Moreover, the qualification environment of these risk
expressions can be very different, leading to a very different
quality level of the information provided.

The data underlying these estimates can originate from
technology specific probabilistic studies, from specific his-
torical operating experience or from transfer of operating
experience from similar (generic) technology to the specific
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one of interest. Furthermore, risk expressions can be based
on different types of models, quality assurance and peer
review schemes, etc.

The planned Energy Risks Monitor (ERMON) Infor-
mation System is expected to allow end users to carry out
a fair comparison of the final results of any existing risk
expressions (from risk assessment studies and incident/
accident statistics) for different energy systems across all
steps in their specific fuel cycle chains.

ERMON adopts a methodology based on indicators to
score the degree of risk and to qualify the background of
the information.

Thus the comparison focuses on two different aspects:

1. The physical extent and perceived relevance of the pos-
sible risk of a particular hazard.

2. The quality and richness of the information used in the
assessments (data, assumptions, models,scenarios, etc.).

The first aspect leads to the development of a set of Risk
Characterisation Indicators (RCIs), while the second
aspects lead to a set of Risk Qualification Indicators
(RQIs). When put in an integrated form, both of them pro-
vide the user with the essential information necessary to
judge the risk associated with different energy systems on
the basis of the available information from published risk
assessments or incident/accident statistics.

ERMON
matrix

[A]

Identification
of a specific 

element (step 
in a specific 

energy chain) 
or column 
(complete 

energy chain) 
from the
matrix

Energy systems

Characterisation
of the technology

Characterisation
of the event

Application 
of the RCIs

Search criteria among 
stored information and

acquisition of data 

User’s choice 

Overall risk
characterisation

evaluations

Elaboration of information
to fit the indicators 

Normal
operation 

Accidental
event 

External non-
natural event 

Quantitative and/or 
qualitative evaluation

Causal 
chain

Qualification of
the information

Production

Transportation

Power generation

Waste treatment

Qualification of the background process 
of applied data or information, and

quantification of the uncertainties in
the results 

Application of the
RQIs

Pedigree matrix

Application of the NUSAP methodology

Overall risk
qualification 
evaluations 

Fig. 1. ERMON methodology scheme, highlighting the three processes of characterisation of the technology, characterisation of the event, and
qualification of the information.
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Fig. 1 shows in a schematic form the methodology of
ERMON through the most relevant steps, using a three-
block structure.

1. Characterisation of the technology: the first approach to
the development requests to determine a group of energy
systems to consider, which are identified in fossil fuels
(coal, oil, and natural gas), nuclear energy, renewable
energies (biomass, geothermal, hydro power, solar
energy, and wind energy), and hydrogen. The subse-
quent analysis of these technologies along their fuel/life
cycles leads to the identification of a general chain
scheme adaptable to all of them (Colli et al., 2005a).
This scheme is characterised by four main steps:
(a) Production – related to all production operations.
(b) Transportation – all transportation steps, includ-

ing raw material, waste, and storage.
(c) Power generation – power plant, including con-

struction and dismantling operations.
(d) Waste treatment – waste from the power plant as

well as from other production activities. Waste
can be treated or can be sent to a final disposal.

The development of such a general scheme, together
with the identified energy systems under consideration, lead
to the identification of a matrix [A], which is built up with
elements aij, where i = step in the general fuel/life cycle,
and j = energy technology. The matrix represents the basis
for the development of the ERMON tool. The filling level
in the matrix is associated with the correspondent complex-
ity of the chain analysed. The matrix [A] could allow reach-
ing different levels of information, identifying a single step
in a specific chain or a complete chain. The chosen element
(single matrix element or entire column) is then expressed
in indicator form.
2. Characterisation of the event: to describe the risk level of

the event into consideration, a set of Risk Characterisa-
tion Indicators (RCIs) is developed. Events can be cho-
sen among the categories of normal operation,
accidental events, and external non-natural events. This
part is discussed more in detail later in the article.

3. Qualification of the information: the qualification aspects
of the event will be carried out based on the NUSAP
(Numeral Unit Spread Assessment Pedigree) methodol-
ogy. As reported by S.O. Funtowicz and J.R. Ravetz in
the book ‘‘Uncertainty and Quality in Science for Pol-
icy”, NUSAP addresses different types of uncertainty
in a risk assessment, along with the quality of the infor-
mation supporting the assessment. NUSAP allows to
address uncertainty and quality at different locations in
a risk assessment, including input data, parameters, sce-
narios, model structure, model assumptions, indicators
used, model system boundary, and problem definitions.
NUSAP provides a systematic critical review of the avail-
able knowledge base for each of these risk assessment
components and pinpoints specific weaknesses in the
underlying knowledge base. It helps in assessing robust-
ness of outcomes of a risk assessment in view of the

uncertainties identified and in the setting of priorities
for the improvement of the quality. This methodology
will be applied to qualify the results of the RCIs.

The scope of this work is limited to aspects related to the
development of a set of Risk Characterisation Indicators
(RCIs) to compare risk expressions.

In accordance with the definition Stern and Fineberg
(1996) proposed for risk characterisation: ‘‘risk character-
isation is a synthesis and summary of information about a
potentially hazardous situation that addresses the needs
and interests of decision makers and of interested and
affected parties. Risk characterisation is a prelude to decision
making and depends on an iterative analytic-deliberative pro-
cess”, RCIs aim to provide information on the specific risk
under consideration and must respond to the need of the
different kinds of users involved in decision making pro-
cesses. This statement led to a preliminary investigation
of possible ERMON users, their needs, and also the types
of energy risks to consider in the development of the RCIs.
This in turn led to a set of event-specific characterisation
indicators, which will be then normalised and will become
energy-specific in a final overall consideration of ERMON.

In summary, Sections 2–4 describe the background
information used to develop the RCIs, whilst Section 5
portrays the RCIs in detail. Section 6 is dedicated to the
RCI applications and limits and Section 7 provides one
case study where the RCIs are implemented, which is then
followed by some conclusions (Section 8).

2. Methodology

The relevance of using indicators as a way to address
risk comparison is discussed by Gray and Wiedemann
(1999).

‘‘Indicators are a basic tool of management in any sphere,
in particular for describing and monitoring the situation
being managed, to help assess the available management
options, and to evaluate the outcomes of actions taken.
In addition, indicators are important in the communica-
tion between various stakeholders, which is involved in
all these functions. The basic, inherent difficulty with indi-
cators is that they are selective. They each represent one
measure of one aspect of any situation. This means that
there is always room for discussion and even disagreement
about whether they really represent that which one wants
to measure; whether other people want to measure the
same thing; and whether the measure is understandable
to non-experts (Gray and Wiedemann, 1999).’’

The reported statement also highlights a basic difficulty
when dealing with indicators: the problem of the clarity and
exactness of definitions. Indicators should be clearly defined,
especially in such a wide area as represented by energy sys-
tems. In this context, definitions play a fundamental role.

The aim of ERMON is to develop indicators that facil-
itate and provide a framework for energy risk comparison.
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The selected RCIs would be applicable to all energy sys-
tems in a way to make comparison easier, expressed by
common units or designations, and thus comprehensible
not only to experts. To obtain the set of indicators, various
main inputs are initially taken into consideration (see
Fig. 2). Fundamental is the appropriate knowledge of the
energy systems to be considered, along with the investiga-
tion of their fuel/life cycles. Energy technologies, character-
istics, and expected risk scenarios are also analysed. There
are many possible risk scenarios for energy systems, with
different impacts and importances, including multi-dimen-
sional risks (human, environmental, economical, etc.).
Moreover, energy technologies cover a wide range of sys-
tems, different according to adopted primary energy
source, equipment, machinery, processes, etc. This prior
investigation leads to the identification of what the indica-
tors should represent, with respect to importance and risk
significance. In addition, the possible available data and
information to be used should be also taken into account,
which dictates the investigation level of the indicators.
Finally, but not less important, is the identification of the
possible stakeholders, and their needs.

The scope of the ERMON tool is to communicate
energy risk results through normalised values in a clear
form to a large variety of stakeholders, to allow reasonable
energy risk understanding and comparison.

The choice of using indicators has been done taking into
account the large public, which ERMON would like also to
address. A basic zero to one scale with common units was
used to enable comparison and communication with the
indicators.

The groups of identified ERMON users are mainly (see
Fig. 3): governmental bodies at all levels, including govern-
ment-related activities; NGOs, including commercial and
non-commercial interest groups; institutions for public
and private research; commercial stakeholders; acting-
alone individuals; and the media, which act as a conduit
of information, but also can affect the opinions of the other
stakeholders. The above-mentioned stakeholders have a

large variety of interests, and ERMON should be able to
address them all.

To unify the approach to such a broad area, it is
necessary to use a model, which can easily be adapted
to different processes, and can integrate their character-
istics in a format easily understood by all interested
parties.

The choice has taken into consideration the causal
model, which has the capability to generalise the sequence
of events of energy technology hazards in a form adaptable
to all energy systems, using indicators to characterize the
significant steps of the causal structure.

The development of the indicators is done following the
example of the causal structure for hazard development in
energy systems of Hohenemser et al. (2000).

Fig. 4 shows the application logic of the RCIs, which,
as previously indicated, are event-specific. Various
events, with inhomogeneous background information,
can be filtered by the ERMON’s RCIs to reach compa-
rable results on the same level of information at the
final stage.

RCIs

Area of risk informationInput for development

Economical

Environmental

Human

General (various general
information on risk)

Energy systems fuel/life cycles

Energy technologies 

Energy characteristics

Energy risks

Interests of selected stakeholders

Available data/information

Fig. 2. Input used for the development of the RCIs, and areas of risk information covered by the indicators.

ERMON

Risk Data & Information Owners

Users
Government Commercials

Research Citizens

NGOs Media

Comparable risk results

Fig. 3. ERMON links with upstream data and information owners, and
downstream possible stakeholders.
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3. Risk scenarios in the energy sector

The process that leads to the development of the RCIs
has its basis on the investigation of the possible risk scenar-
ios in the energy sector.

The investigation is carried out in two directions; one
takes into consideration the type of events and tries to
classify them, while the second investigates the causes
and the impacts on the designated areas. According to
the scheme shown in Fig. 5, external risk concerning
energy systems can be classified into three different
categories:

1. Risks from normal operation.
2. Risks from accidental events (routine, severe, including

risks from natural disasters).
3. Risks from external non-natural events.

The larger development of the risk side is not associ-
ated with the dominance of risks in the energy sector,
but it is only related to a deeper investigation to fulfil
the scope of this study. Electricity production offers a
wide range of benefits, from the energy availability for
different purposes, leading to industrial, and thus eco-
nomic, development of the society, improving welfare,
and societal independence from other countries, boosted
by independence from external energy sources when pos-
sible. Anyhow electricity production has also a series of
associated risks, mainly divided into direct economic
and external, the first related to the energy market, and

the second involving events external to the electricity
itself as product.

The first risk category is triggered by elements at one or
more stages of the fuel cycle for each technology; these
events are common in normal operation and are not con-
sidered accidental. Their impact is usually limited by the
enforcement of safety procedures during normal produc-
tion (Fthenakis et al., 2006).

Ordinary toxic chemical emissions, as well as radioactiv-
ity releases due to normal operation activities can be listed
under this category. Issues like greenhouse gases (GHG)
emissions and resource depletion are clearly sustainabil-
ity-related. The authors are conscious of the importance
of sustainability concepts, and ERMON as tool will not
be considered completed without adding the related issues.
It is accepted that the two concepts of risk and sustainabil-
ity are both very important for managing energy related
decisions (see also Gray and Wiedemann, 1999). The plan
is, in fact, to integrate ERMON with added indicators to
cover sustainability aspects; however, this is not the scope
of this PhD study. At the moment, only external sustain-
ability studies are referenced, e.g. indicators for GHG mis-
sions and available resources and reserves for critical fuels
can be found in (IAEA et al., 2005).

A larger variety of events are then listed among acciden-
tal events, which are further characterised by the step in the
chain and the energy technology under consideration, or
events can also be triggered by natural disasters.

This second category analyzes infrequent and/or anom-
alous events that should not occur during normal opera-
tion. Their scale and characteristics vary across energy
technologies. Severe and catastrophic accidents with a very
low probability of occurrence often are assessed and man-
aged in a different way than small-scale accidents, which
are also less easily reported especially when the conse-
quences are minimal.

This reflects the importance of taking into consideration
‘‘extreme” events as highlighted in (Haimes, 2004): ‘‘For risk
methodologies and tools to be useful and effective, they must
be representative; that is, they must capture not only the aver-
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age risks, but also the extreme and catastrophic ones.” Aver-
age values are not enough to judge and prevent low-proba-
bility catastrophic situations. To be prepared to face
expected unacceptable risks, modern decision analysts need
to focus on also on expected maximum risk. Calamities,
such as dams bursting and nuclear-reactor meltdown, are
good examples. Extreme events are considered in ERMON
to set upper limits for the risk indicators. The maximum
value, associated with the maximum outcome for the spe-
cific indicator into consideration, has been set considering
catastrophic events and examining available historical
records. The importance of the maximum value is also
recalled by highlighting the maximum result among the indi-
cators applicable to a specific event, or series of events.

The third category encompasses events that may be trig-
gered during a specific fuel-cycle stage but whose conse-
quences are not amenable to evaluation. Such events
often are associated with the perception of risk in a popu-
lation and may have great or negligible impact, depending
on a variety of factors that standard risk analysis proce-
dures may not be able to account comprehensively (Fthe-
nakis et al., 2006).

This category aims to consider issues related to geo-
political instability, military conflicts or nuclear prolifera-
tion, which could be easily converted into the general prob-
lem of intentional terrorist actions and attacks to energy
infrastructures with the intent to harm the population
and cut the energy support in one or more countries. The
case of terrorist attack against energy infrastructures is dis-
tinguished from events of the second category for the differ-
ence in the originating cause, not due to an intrinsic
property of the system, but to the intentionality of the
event.

The nuclear chain has to consider also the added risk
related to nuclear proliferation, where nuclear knowl-
edge, technologies, and materials can be used for the
construction of nuclear weapons for war or terrorism
purposes.

With a global view of the different types of energy-tech-
nology-related risks, it is possible to describe events in
terms of release of material (through atmospheric, liquid
and solid pathways) and/or energy.

When treating the context of energy security, national
energy independence is also relevant, but clearly sustain-
ability related; as explained earlier, sustainability concepts
will be taken into consideration in the near future. This
topic has also already been considered in other studies –
see, for example, the net energy import dependency indica-
tor ECO 15 from (IAEA et al., 2005), or the case of supply/
demand and crisis capability indicators from Scheepers
(2006).

To give a valid support to the choice of the indicators,
an investigation of the possible risk scenarios for different
energy systems are evaluated and analyzed.

Within ERMON, as shown also in Fig. 5, the conse-
quences will be evaluated for three aspects of interest for
risk:

1. Human.
2. Environmental.
3. Economical.

Moreover attention will be paid to time frame, and
occupational and non-occupational aspects. Considering
the health impact, effects of energy systems on humans
can come from the following paths:

! Inhalation (e.g. toxic fumes, gases, etc.).
! Direct contact (e.g. materials, harmful substances, etc.).
! Thermal energy (e.g. fire).
! Mechanical energy (e.g. explosions, crashes).
! Radioactivity (e.g. radiological effects).

These different causes of risk for people could have dif-
ferent degrees of consequences, which could result in imme-
diate or delayed fatalities, injuries, evacuees, or long-term
health effects affecting also future generations (mainly
related to radioactivity contamination).

The effects of energy systems on the environment (esti-
mated mainly using Externe (1997) and Barbir et al.
(1990)) can derive mainly from the release of dangerous
substances (with and without radiological effects) and ther-
mal energy, producing consequences on:

! Live stock, with fatalities, injured, permanent damages,
effects on future generations and on the animal natural
habitat (animal are affected in a manner similar to
human beings).

! Contamination of air, ground, water, and environmen-
tal goods with high concentration releases.

! Radiological impact level on animals and environment.

Resource and water depletion, global warming, and dis-
turbance to the visual and acoustic amenity of neighbour-
hoods should also be mentioned as environmental effects,
but are more close to sustainability issues and not consid-
ered at the moment in the study; they will be introduced
later in the project, to complement the risk part.

The economical effects of possible risks from energy sys-
tems can be separated into two categories: direct (internal
economic consequences) and indirect (external economic
consequences). The first one includes property and rebuild-
ing costs or remedy for prevention/substitution. The sec-
ond category is then separated into environmental
(impact on public and occupational health, agriculture,
forests, biodiversity effects, aquatic impact, impact on
materials, global impact) and non-environmental (impact
on public infrastructure, security of supply, government
actions) effects (Hirschberg, 1998).

4. Causal chains

The approach of causal taxonomy using a causal model
has been developed by a group of researchers (C. Hohe-
nemser, R.E. Kasperson, R.W. Kates) at CENTED (Cen-
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ter for Technology, Environment and Development) at
Clark University in the eighties (Hohenemser et al.,
1985). The Clark University causal model conceptualizes
hazardous events as part of a causal sequence, beginning
with a human need or want and evolving into a series of
occurrences and consequences that cause harm to humans
or what they value. The original causal sequence consists of
seven stages (human needs, human wants, choice of tech-
nology, initiating events, outcomes, exposure, and conse-
quences) with one leading to the other through causal
pathways (Hohenemser et al., 1985). The initial aim of this
model was to help in the comparison of different technolog-
ical hazards, but it was later adapted to a large number of
applications, including also the comparison of environmen-
tal hazards (Kasperson and Kasperson, 2001). A causal
sequence approach has also been used for the prevention
study and the mitigation activities concerning accidental
releases of hazardous gases in photovoltaic manufacturing
facilities, highlighting also the point of intervention to mit-
igate hazards along the chain (Fthenakis, 2001).

Once the causal chain is fixed as a backbone to under-
stand the causal development of energy hazards, it is then
necessary to identify a method to highlight the characteris-
tics of every step in a measurable way. The methodology is
offered by C. Hohenemser, R.W. Kates and P. Slovic in
their work ‘‘The nature of technological hazard” (Hohe-
nemser et al., 2000). Here they study technological hazards
as a sequence of causally connected events, involving
potentially harmful releases of energy and materials, based
on a causal sequence, leading from human needs and
wants, to the choice of the technology and to the conse-
quences caused by the release and the exposure to energy
and/or material. To differentiate among different types of
hazards, the work defines and presents 12 measures for
individual hazards to be applied at the appropriate step
in the causal chain. The 12 indicators have relevant charac-
teristics that are applicable to all types of technological
hazards, comprehensible to nonexperts and expressed in
common units.

The indicators presented in (Hohenemser et al., 2000)
are numerically quantified partly by a categorical distinc-
tion (intentionality, transgenerational, potential non-
human mortality and experienced non-human mortality)
and partly by a logarithmic scale (spatial extent, concen-
tration, persistence, recurrence, population at risk, delay
of consequences, annual mortality and maximum poten-
tially killed). The choice of a logarithmic scale allows a
practical representation, with the quality of matching
human perception better than linear scales (like the decibel
sound intensity scale or Richter earthquake intensity
scale).

The purpose of this section has been only to briefly
introduce the methodology adopted in the development
of the set of RCIs for the ERMON project. For any deeper
analysis of the model here presented, and the related indi-
cators and scoring system, it is suggested to refer to Hohe-
nemser et al. (2000).

When looking into different energy systems the basic
problems are the variety of technologies encountered, the
different possible hazardous situations, together with a
large number of dissimilar risk expressions. This situation
prompts the need to look for a general model, which could
be easily adapted to different situations, and, at the same
time, permits to assess the diverse available risk informa-
tion. The authors have chosen Hohenemser et al.’s model
due to its high degree of versatility, which allows it to be
applied to different cases and situations, in a unique identi-
cal configuration.

Fig. 6 shows the causal structure model adapted to the
case of hazardous release of energy and/or material from
energy systems.

Using the causal sequence model helps identifying com-
mon characteristics of energy hazards in order to simplify
their analysis and management across a limited number
of steps. Implementing the causal model with the adoption
of indicators, allows expressing energy risks in common
units, with the aim to assist non-experts better understand
and compare different risks.

These are all important attributes that must be present
in ERMON, as it wants to refer to a large variety of energy
systems, as well as stakeholders.

5. ERMON’s risk characterisation indicators

The process to develop the set of RCIs to be used in
ERMON is based on the backbone of the causal structure,
according to the sample offered by Hohenemser et al.
(2000).

For the purposes of ERMON, and taking into consider-
ation the previously conducted investigation among the
possible risks in the energy sector, the causal structure
has been slightly modified, resulting in the sequence shown
in Fig. 6.

The model of hazard causation anchors at one end
human needs, and at the other consequences, linked
through a causal sequence of steps. Human needs and
human wants generate energy-related activities, which pro-
duce changes in material fluxes, that are the origin of
changes in valued environmental background components,
for routine or accidental events; these changes induce some
exposure that have some consequences to people and
things that they value.

In the context under investigation, human needs refer to
the possibility of using energy, available in the form of elec-
tricity or heat, for personal well-being, societal growth or
industrial activities.

The choice of the technology is then related to the iden-
tification of the specific energy system under analysis, eval-
uated along its fuel/life cycle, which constitutes the primary
source of the evaluated risk.

According to the chosen system, specific events are con-
sidered, which can generate a release of material or energy
according to different modalities, forms and pathways.
This release is going to change the usual natural back-
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ground, against which the level of exposure is defined, lead-
ing then to specific human, environmental and economical
consequences.

Each link in this chain may be described by some char-
acteristics, and each characteristic may then be described
by a measurable indicator (normalised numerical scale).
Specific indicators are identified at different stages in the
causal structure.

The sample risk indicators of Hohenemser et al. (2000)
were implemented and modified to be adapted to the
energy technology environment within ERMON. Several
in-depth studies to analyse specific risks and events in
selected industrial sectors were carried out: natural gas
transmission pipelines (Colli and Kirchsteiger, 2004),
chemicals threats from the photovoltaic manufacture
industry (Colli et al., in preparation), along with a first

attempt to apply a preliminary group of modified indica-
tors to open source information concerning two well-
known nuclear accidents (Colli et al., 2005b).

The aim of this first trial application was the need to fur-
ther develop the indicators and extend them to incorporate
other aspects (like the economical ones). Fig. 7 portrays the
list of RCIs, which are also enhanced by other additional
indicators listed in the last part of Table 1.

A complete set of 21 elements has been obtained (Colli
et al., 2007), which can be classified into the following
groups:

1. The RCIs, which group seventeen indicators related to
the causal chain in Fig. 7. Among these indicators, there
are those known as the core RCIs, which are those
resulting in a numerical value, that will finally allow a
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Table 1
Summary table of all indicators and their main characteristics

Identification
code

Indicator Sub-classification Definition Area of risk
(only for core
RCIs)

Specificity
(only for
core RCIs)

CT-01 Intentionality Accidental event
External non-natural event
Normal operation

Definition of the level of intentionality of the event
into analysis, distinguishing into accidental event,
external non-natural event, and normal operation

– –

CT-02 Matrix
reference

Element
Column

Identification of a fuel or life cycle in one of its main
steps, or in total. It defines the element aij (energy
system and step of chain) or the column (all chain) of
the ERMON matrix [A]. i = production,
transportation, power generation, waste treatment,
all. j = one of the identified energy systems

– –

MER-01 Concentration Material Energy
Nuclear radiation

Concentration of released energy or materials, relative
to a threshold considered significant

General General

MER-02 Persistence Time over which a release remains a significant threat
to humans

General General

MER-03 Recurrence Mean time interval between releases above a
minimum significant level

General General

MER-04 Spatial extent Internal
External (numerical
division)

Maximum distance over which a single event has
significant impact

Environmental General

MEE-01 Delay of
consequences

Delay time between exposure to hazard release and
occurrence of consequences

General General

MEE-02 Population at
risk
(potentially
affected)

Occupational
Non-occupational
Global value

Maximum number of people potentially affected by
the hazard (e.g. under less favorable conditions)

Human General

C-01 Latent fatalities Occupational
Non-occupational
Global value

Number of people affected by latent effects. The latent
fatalities are represented by the sum of late and
delayed fatalities

Human Specific

C-02 Experienced
annual human
mortality

Occupational
Non-occupational
Global value

Average annual deaths Human General

C-03 Population
immediately
affected

Occupational
Non-occupational
Global value (all with fur-
ther division into: fatalities,
injured, evacuees, global
value)

Number of immediate fatalities and/or injuries and/or
evacuees in a single event

Human General

C-04 Trans-
generational
health effects

Human
Non-human

Number of human/non-human future generations at
risk of adverse health effects

Human,
environmental

Specific

C-05 Experienced
non-human
mortality

Dead animals that have occurred Environmental Limited

C-06 Potential non-
human
mortality

Maximum potential dead animals Environmental Limited

C-07 Economical
loss (property,
rebuilding
costs)

Property and rebuilding costs of the damaged facility Economical General

C-08 External
consequences
cost

Environmental
Non-environmental

External costs related to the event into analysis at
different levels. Environmental: Impact on public and
occupational health, agriculture, forests, biodiversity
effects, aquatic impact, impact on materials, global
impact. Non-environmental: Impact on public
infrastructure, security of supply, government actions

Economical General

C-09 People affected
by loss of
energy supply

Number of people affected by loss/reduction of
foreseen energy supply

Human General

IB-01 Source
identification

Identification of information provider – –

(continued on next page)
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mathematical processing evaluation to rank risks. The
core RCIs are those numbered from 3 to 17 in the list
of Fig. 7.

2. The additional indicators, which collect additional infor-
mation to complement the RCI-related information.
These are: source identification, type of risk informa-
tion, risk significance, and completeness (codes IB-01,
IB-02, RS-01 and VI-01 in Table 1.

Each of these indicators presents an evaluation method.
The core RCIs can be evaluated on the basis of numerical
and/or verbal statements extracted from the source of
information. Both numerical-based and verbal-based eval-
uations are ranked according to correspondingly different
scales, and finally converted into a normalised 0-to-1
scale.

The same normalised scale is also applied to the addi-
tional indicator VI-01 (completeness), which is the ratio
between the number of indicators that received informa-
tion and their total. This ratio provides knowledge about
the richness of the scores available through the RCIs.

The remaining indicators are evaluated on a verbal
basis, through a free text or a pre-determined text. Finally,
the additional indicator RS-01 (risk significance) is the
result of mathematical processes, which allows selection
of the methodology applied, followed by a numerical
result. Risk significance is a relevant indicator, which com-
municates a judgment about the subjective importance of
different risk events and highlights relevant values among
the piece(s) of information under analysis. With this indica-
tor, two methodologies are used:

1. The Analytical Hierarchy Process (AHP) – to rank dif-
ferent risk events.

2. The maximum value – to highlight the maximum rele-
vant value(s).

The Analytical Hierarchy Process (AHP) is a decision
making mathematical process developed by Saaty (1980).
It involves building a hierarchy (ranking) of decision ele-
ments and then making comparisons between each possible
pair in each group (as a matrix). This gives a weighting for
each element within a level of the hierarchy, and also
allows the calculation of a consistency ratio (useful for
checking the consistency of the data). The AHP provides
an effective means to deal with complex decision making

and allows a better, easier and more efficient identification
of selection criteria, their weighting and analysis. The
AHP’s strength is its ability to capture both subjective
and objective evaluation measures, providing a useful pro-
cess for checking the consistency of the evaluation.

In addition to the AHP and the ranking process, it is
considered that maximum consequences are of great inter-
est in risk evaluation, as also stated in (Haimes, 2004).
Considering maximum value(s) avoid the misinterpretation
of events, and help stakeholders to highlight important
outcomes of a certain risk scenario.

When applying this concept to the core RCIs, the pur-
pose is to highlight a predominantly high score and to warn
the user about this value. The identification of the maxi-
mum value can be done across the indicators of a specific
application, as well as to identify the highest score of a spe-
cific indicator through a certain number of cases.

To have a clear knowledge of the considered situation,
the maximum value should be always accompanied by
the values of all the indicators linked to the event under
analysis.

These RCIs have been developed based on consequences
and probabilities but not on causes. For the authors, the
causes have already been previously considered in specific
incident/accident reports, risk assessments, etc., whose
results are then fed into the ERMON model.

Moreover, the development has taken into consider-
ation the possible information available for their prospec-
tive applicability, covering the main human,
environmental and economical aspects of risk.

The core RCIs have been divided into three categories:
general, limited and specific, in relation to their applicabil-
ity to the different chosen energy chains (coal, oil, natural
gas, nuclear, biomass, geothermal, hydro, solar, wind and
hydrogen as an energy carrier). The majority of the core
RCIs has ‘‘general” applicability (specificity column in
Table 1), which means that they are applicable to all the
energy chains taken into account in the investigation.
Two indicators (experienced non-human mortality, and
potential non-human mortality) are expected to be applica-
ble to five energy chains (coal, oil, nuclear, hydro and
wind), while other two (latent fatalities and trans-genera-
tional health effects) are ‘‘specific” and their application
is mainly restricted to the coal and nuclear chains.

Indicators identified as ‘general’ can be applied to a
large number of energy technologies, while those with ‘lim-

Table 1 (continued)

Identification
code

Indicator Sub-
classification

Definition Area of risk (only
for core RCIs)

Specificity (only
for core RCIs)

IB-02 Type of risk
information

Historical
Probabilistic
study

Distinction between risk information from actual events
(historical) and from probabilistic studies (risk expressions)

– –

RS-01 Risk
significance

AHP value
Maximum
value

Overall values calculated from the RCIs single values – –

VI-01 Completeness Level of completeness of the RCIs respect to the total of them – –
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ited’ or ‘specific’ applicability describe mainly the charac-
teristics of specific energy chains, always taking into
account the technology and the fuel, or the carrier involved
in the process.

The two specific indicators listed in Table 1 have been
developed with specific attention to radiological effects aris-
ing due to radioactive releases possible in the nuclear chain
and, in minor but not negligible part, in the coal chain
(Gabbard, 1993; World Nuclear Association, 2004).

The analysis across the specificity of the core RCIs finds
a partial correspondence also in the results of the possible
available data and information resources for application.
The probability to find data for the core RCIs is evaluated
using a high/medium/difficult scale, but when an indicator
has no application in a given energy chain, then the prob-
ability to find information is classified as ‘‘improbable”.

Resources are very different and the information has to
be collected taking into account this diversity. When iden-
tifying each probability to access resources for every single
indicator, it is necessary to consider not only incident/acci-
dent databases, but also other available reported risk-
related information (accident reports, lessons learned
reports, etc.), and risk assessments. In some cases the data
to be used to fill in the indicators can be directly available
in the correct form and measurement system, but in other
cases they must be elaborated from the original source.

Conventional energy sources present the higher avail-
ability of data and information. This is due to the long time
use of these technologies during the past decades, mainly in
the form of centralized energy production. Incidents and
accidents have been collected since long time, especially
by the industry itself. However, at times, access to this
information can be difficult due to confidentiality issues
(during the accident investigation, company policy, etc.).
There is also historical data available, as well as risk stud-
ies, which are accessible online or upon request to the
company.

Renewable energy technologies, with the exception of
hydropower, have experienced an extraordinary growth
especially in the last years, while in the past their use was
very limited.

Renewable technologies in some cases are quite new,
still in development to be competitive in the energy market,
and their applications are mainly in the form of distributed
generation, with limited power rates of the installations.
Renewable energies are often considered as complementary
to conventional energy sources. Their use is still quite lim-
ited compared with fossil fuels or nuclear, thus there is less
available information on renewable energy-related events
and a limited number of significant risk events, leading to
difficulty in finding information to be applied in ERMON,
as is the case, for example, in the solar and wind energy
sectors.

Besides the situation of renewables, hydrogen presents
the same problem, being a new technology approaching
the energy market. Hydrogen had a very limited use in its

historical background as an energy carrier, and results in
risk information being very difficult to find and collect.

Hydrogen, as an energy carrier, could be criticized when
listed together with energy fuels. The authors have taken
the decision to list hydrogen among the other energy
chains, with the knowledge that the level of hazard relies
also on the consideration of its production pathway. This
decision has been taken considering ERMON’s scope.
ERMON indicators have been developed with the idea in
mind that this information tool should not consider the
risk of the energy source in itself, but has to evaluate the
technologies adopted in processing a certain fuel, according
to its fuel or life cycle.

From this point of view, hydrogen technologies are not
an exception and should be included as well, as relevant
energy technologies for the future of electricity production.

The discussion carried out in this section is not intended
to be an absolute evaluation of the core RCIs, but is a
humble proposal of the authors, elaborated with the sup-
port of the expertise of relevant researchers in the energy
fuel/life cycle assessment arena.

6. Application and limits

The indicators are applied to single events (incidents/
accidents) and single pieces of information related to one
or more steps along a specific energy chain (e.g. an explo-
sion during natural gas pipeline transportation for the first,
and a report concerning threats of nuclear energy in the lat-
ter). Different parallel applications of the risk indicators
allow a cross comparison among the chosen events. Com-
parison among energy chains will be allowed as a final out-
come of a large number of information gathered through
ERMON and normalised according to the energy produc-
tion (MWh) per fuel or life cycle on annual basis.

To avoid inconsistencies, the comparison of two or more
events should follow specific criteria:

! The events should be related to the same level of the fuel
or life cycle under consideration, or, at least, they should
take into consideration similar processes.

! The events should be ‘technically’ similar (e.g. compari-
son of different explosions concerning natural gas and
oil).

! The indicators adopted for the comparison should have
obtained an evaluation for all the events analysed. If
information on one indicator has been provided for only
some events, but not for some others, then this indicator
should be excluded from the comparative process.

! If possible, the original format of the information can be
used for a given indicator; however, it may be the case
that information needs to be elaborated or interpreted
before using the information.

It is not necessary to have information for all the indica-
tors for every event analysed, but the higher the number of
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indicators available for the comparison, the more complete
the information and the outcome will be.

Once ERMON will be developed and a large amount of
data and information will available from different sources,
then the comparison of single events and pieces of informa-
tion could be completed to provide general trends about
risks in different energy sectors and energy technologies,
based on annual energy production by technology. This
would also allow validation of the comparison of single
events among different energy systems, with the overall risk
trends among the same considered energy sectors. The
application of the risk indicators is a process with a high
degree of subjectivity. The involved user is asked to give
his/her opinion throughout the entire process of informa-
tion collection for the application of ERMON indicators.
Also in the final judgment, the application of the Analytical
Hierarchy Process is a clear example of subjective method
of evaluation, which involves the interests and the particu-
lar characteristics of the user.

The subjectivity of the process has to be taken into con-
sideration for a clear understanding of the results of the
indicators. In the next development of the risk qualification
aspects, this issue will be undertaken to highlight the rea-
son behind certain choices and special qualitative indica-
tors (Risk Qualification Indicators – RQIs) will be
introduced to classify the quality of results obtained.

From the practical point of view, the application of the
RCIs follows the scheme initially proposed in Fig. 1.

ERMON is based on a fundamental matrix binding dif-
ferent energy chains with their steps of the fuel or life cycle
(Colli et al., 2005a).

Once identified the step taken into consideration, which
appears through the indicator CT-02 (i.e. the matrix refer-
ence), the user can choose among the three types of avail-
able energy risks (normal operation, accidental event and
external non-natural event), as previously presented and
discussed in Section 3 of this paper. Also this choice is
highlighted through an indicator, named CT-01, i.e.
intentionality.

Once the selected event or information is defined, then
the RCIs are applied to transform the risk expressions in
a normalised form, to allow comparison.

The overall risk characterisation scores are represented
by the identification of relevant values, like the maximum
and the result of the AHP application.

The application of the methodology will be carried out
using the ERMON tool (presently an excel spreadsheet
model), which requires a high degree of involvement of
the interested user.

The limits of the proposed indicators and the applied
methodology can be mainly related to the following
aspects:

! Subjectivity in the development and in the application of
the methodology.

! The indicators are not fully comprehensive of all energy
risk aspects.

Table 2
Case study

ERMON general chain Comparison/on/cases

Main step Sub-step of first level Sub-step of second level Natural gas Oil

Production Exploration
Extraction
Treatment

Transportation Raw material transportation
Transportation Long distance Pipeline explosion in

Carlsbad, NM,
USA, 2000 (NTSB,
2000a)

Pipeline explosion in Lagos,
Nigeria, 2006 (CNN, 2006)

Regional Pipeline rupture and release in:
(1) Bellingham, WA, USA, 1999
(NTSB, 1999); (2) Chalk Point,
MD, USA, 2000 (NTSB, 2000b);
(3) Fork Shoals, SC, USA, 1996
(NTSB, 1996)

Local
Waste transportation
Storage Material storage

Waste storage
Construction

Fixed installation Operation
Power generation Dismantling

Transmission/distribution facilities
waste treatment Waste reprocessing

Waste disposal

List of the considered cases, linked to the related step in the general chain adopted in ERMON (Colli et al., 2005a).
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! Ranking events through the use of the AHP need to
limit the number of elements in the comparison (events
and/or indicators) to 7 ± 2.

! Absence of sustainability aspects. This is only a tempo-
rary limit to be taken into consideration at the present
status of the development. Anyhow, the authors plan
to complement the RCIs with other sustainability indi-
cators in the near future.

To start with, the first limit is subjectivity, which shows
up at different stages of the whole process, from the devel-
opment to the use. The choice of the indicators is mainly a
subjective process. The involvement of the user is one of
the main characteristics of ERMON, and the judgement
of risk is a subjective process.

Subjectivity is involved in the process itself. The ranking
process using AHP is also subjective, and requires the

Fig. 8. RCIs available results for the natural gas explosion in Carlsbad.

Fig. 9. RCIs available results for the oil explosion in Lagos.
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direct involvement of the user, with his/her background,
knowledge, experience, personality, etc.

Subjectivity is also evaluated within the system itself, as
ERMON will use risk qualification indicators to classify
the quality of information used.

As a second limit, the proposed indicators do not cover
comprehensively all the aspects of risk, but are limited to
what has been considered more relevant to evaluate risk
in the energy sector. This is also another aspect that por-
trays subjectivity.

The involvement of the AHP in ranking different risk
events introduces the practical limit that the number of
elements involved in the comparison should not be
greater than 7 ± 2 (Saaty and Ozdemir, 2003). This
restriction is caused by the human limit in processing
information.

It is subsequently necessary, in case the elements exceed
the total amount of nine, to separate them into groups and

proceed with a ranking process that is divided in different
steps.

As the AHP involves directly the subjectivity of the user
and is based on his/her personal judgment, the definition of
the possible groups will be left to the user, who can choose
to divide indicators according to different criteria (eco-
nomic, environmental, etc.) related to his personal interest.

Finally, in order to complete and complement the risk
panorama across the different aspects of the energy tech-
nologies, it is important to also develop a set of sustainabil-
ity indicators (see, for example, IAEA et al., 2005), which
addresses the positive aspects, in terms of benefits brought
by the energy systems to the environmental, social, and
economical dimensions of society. The idea to complement
risk with sustainability aspects is discussed by Gray and
Wiedemann (1999). The importance of the inclusion of sus-
tainability-related aspects is important to the authors, as
explained in Section 2.

Table 3
Comparison of the common results for the considered pipeline explosions in Carlsbad and Lagos

Indicator Event 1: Carlsbad
(Natural Gas)

Event 2:
Lagos (Oil)

Comments

MER-02/verbal 0 0.25 The persistence of the release, in terms of threat, is, in both cases, higher for the oil
explosion. For both events the released substance (respectively natural gas and oil)
ignited and the fire lasted 55 min in Carlsbad and 12 h in Lagos

MER-02/numerical 0.22 0.36

MER-04/verbal 0.43 0.43 No numerical-based information can be used to compare the spatial extent. From
the text analyzed the extent of the damage can be classified as external, limited to the
neighbourhood areas

MEE-0 1/verbal 0 0 Considering explosions, the delay of consequences is expected to be immediate, at
the time of the explosion itself

C-02 occupational/verbal 0 0 The annual human mortality is referenced to the same year of the accident for both
cases. From the occupational point of view no fatalities resulted from the explosion
for natural gas as well as for oil. From the non-occupational side, 12 fatalities are
reported for Carlsbad, and 200 for Lagos

C-02 occupational/
numerical

0 0

C-0 2 non-occupational/
verbal

0.43 0.57

C-02 non-occupational/
numerical

0.11 0.23

C-03 occupational
fatalities/verbal

0 0 From the occupational point of view no fatalities resulted from the explosion for
natural gas as well as for oil. From the non-occupational side, 12 fatalities are
reported for Carlsbad, and 200 for Lagos. The event in Lagos is also responsible for
60 injured people in non-occupational environment

C-03 occupational
fatalities/numerical

0 0

C-03 occupational
injured/verbal

0 0

C-03 occupational
injured/numerical

0 0

C-03 occupational
evacuees/verbal

0 0

C-03 occupational
evacuees/numerical

0 0

C-03 non-occupational
fatalities/verbal

0.43 0.57

C-03 non-occupational
fatalities/numerical

0.11 0 0.23

C-03 non-occupational
injured/verbal

0 0.43

C-03 non-occupational
injured/numerical

0 0.18

C-03 non-occupational
evacuees/verbal

0 0

C-03 non-occupational
evacuees/numerical

0 0

The comments group every different sub-classification of the same type of indicator.
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7. Case study

An example application of the RCIs is shown later in
this section using open-source information from CNN,
and from the US National Transportation Safety Board

(NTSB). The considered events with their references are
listed in Table 2, which highlights the link between the
event under consideration and the corresponding step of
the general ERMON’s chain (Colli et al., 2005a). The
selected events are used for two types of comparison cases:

Fig. 10. RCIs available results for the pipeline rupture and oil release in Bellingham.

Fig. 11. RCIs available results for the pipeline rupture and oil release in Chalk Point.
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1. Case 1: Comparison between two events from two differ-
ent chains. Two cases of pipeline explosions are evalu-
ated, one from the natural gas chain, and one from
the oil chain.

2. Case 2: Comparison among three events from the same
chain. Three cases of rupture and release are evaluated
from the oil chain.

The events in both cases are technically similar and com-
parable, according to the criteria described in Section 6.

Before application, the reported information of each
event has been read, evaluated, applied, and in some cases
tailored to fit the indicators format.

Results are reported in table and chart format. Only
indicators with a significant numerical result have been
reported. Not applicable cases, where no information was
found for a given indicator, were not included in the table
and in the graphical representation.

In every application, the indicator(s) presenting the
maximum value among those listed is (are) highlighted in
the tables with a darker background of the corresponding
row.

Case 1: Comparison between two events from two differ-
ent chains: long distance transportation for natural gas and
oil.

Events considered:

! Natural gas explosion in Carlsbad, NM, USA, 2000.
! Oil explosion in Lagos, Nigeria, 2006.

In this first application, the sources of information used
are very different. Carlsbad’s event is described in a
detailed report from the US NTSB, while the explosion

in Lagos is only reported as a piece of news, which can
be quoted in one-page. Nevertheless, the information that
could be extracted for use in the RCIs is good in both
cases.

The application of the RCIs to the natural gas explosion
in Carlsbad leads to the normalised results shown in the
tables of Fig. 8, respectively, for verbal-based and numeri-
cal-based RCIs. To provide an example of graphical repre-
sentation of the indicators, a radar chart is shown along
with the tables.

The application of the RCIs to the oil explosion in
Lagos leads to the normalised results shown in the tables
of Fig. 9, respectively for verbal-based and numerical-
based RCIs. As the previous case, a graphical representa-
tion of the indicators in a radar chart is shown along with
the tables.

The common valid indicators to compare the two events
are shown in Table 3, along with their comments.

Case 2: Comparison among three events from the same
chain: regional transportation for oil.

Events considered:

! Pipeline rupture and release in Bellingham, WA, USA,
1999.

! Pipeline rupture and release in Chalk Point, MD, USA,
2000.

! Pipeline rupture and release in Fork Shoals, SC, USA,
1996.

In this second comparison case, the source of informa-
tion for the three events is the same; they are all described
in detailed reports from NTSB.

Fig. 12. RCIs available results for the pipeline rupture and oil release in Fork Shoals.
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Figs. 10–12 show the results for every single application
of the RCIs in table and chart format. The valid results are
reported for verbal-based and numerical-based indicators.

As for the previous comparison case, the common valid
indicators to compare the three events are listed in Table 4,
along with their comments.

The importance of the events has to be judged according
to the criteria of interest from the involved person. For
example, from the point of view of human consequences,
Bellingham could be considered more dangerous than the
other cases. On the other hand, if one were to consider
the released material standpoint, Fork Shoals seems to
have the highest level of threat.

8. Conclusions

The paper describes the process leading to the develop-
ment of RCIs, along with the additional indicators, which
will be applied in ERMON to evaluate and possibly com-
pare incidents/accidents from different energy technologies.
This method aims to provide insights to users to make bet-
ter risk-informed decisions.

The authors are aware that the present level of develop-
ment of the RCIs in this paper mainly addresses the conse-
quence component of risk. The probability component will
be introduced in the next stage of this PhD study in order
to more completely address risk. In this work, the term risk

Table 4
Comparison of the available results in common for the considered events

Indicator Event 1:
Bellingham

Event 2:
Chalk Point

Event 3:
Fork Shoals

Comments

MER-01 material/
verbal

1 1 1 From the text analyzed it can be extracted that the oil release was very much
above the accepted limits in all case. The order of magnitude of the release in
grams is 108 for Bellingham and Chalk Point, and one order of magnitude
more for Fork Shoals, with 109

MER-01 material/
numerical

0.88 0.85 0.94

MER-02/verbal 0.75 0.50 0.75 The persistence of the release can be compared only on the verbal-based
information. The longest period of persistence of the threat is for Bellingham
and Fork Shoals. For Chalk Point it took 40 days before the emergency was
over

MER-04/verbal 0.43 0.57 0.43 The events affecting Chalk Point and Fork Shoals had the major extent, due
to the contamination of water of the nearby riversMER-04/numerical 0.32 0.63 0.65

MEE-01/verbal 0 0 0 The delay time between exposure and consequences can be considered
immediate for all cases

C-02 occupational/
verbal

0 0 0 The annual human mortality is referenced to the same year of the accident for
both cases. From the occupational point of view no fatalities resulted from the
release. From the non-occupational side, 3 fatalities are reported only for the
event in Bellingham, 1 immediate and 2 late fatalities

C-02 occupational/
numerical

0 0 0

C-02 non-
occupational/verbal

0.29 0 0

C-02 non-
occupational/
numerical

0.06 0 0

C-03 occupational
fatalities/verbal

0 0 0 The only event showing presence of population immediately affected is
Bellingham, which reports 1 immediate fatality and 8 injured people for non-
occupational populationC-03 occupational

fatalities/numerical
0 0 0

C-03 occupational
injured/verbal

0 0 0

C-03 occupational
injured/numerical

0 0 0

C-03 occupational
evacuees/verbal

0 0 0

C-03 occupational
evacuees/numerical

0 0 0

C-03 non-occupational
fatalities/verbal

0.14 0 0

C-03 non-occupational
fatalities/numerical

0.03 0 0

C-03 non-occupational
injured/verbal

0.29 0 0

C-03 non-occupational
injured/numerical

0.10 0 0

C-03 non-occupational
evacuees/verbal

0 0 0

C-03 non-occupational
evacuees/numerical

0 0 0
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takes into consideration the wider context in which the
indicators will be introduced, dealing with risk evaluation.
The development has led to satisfactory results. A case
study has been introduced, showing two different possibil-
ities of comparison. It has also highlighted the fact that
consequences and characteristics of events are easier to
understand when expressed at the same level. The future
availability of data from historical risk events from existing
databases and risk assessment studies, along with informa-
tion extracted from other available sources, will determine
the validation of the theory and will confirm the potential
of the indicators, including the comparative methodology.
As the data and information collected increase, so will the
possibility obtaining good statistics on incidents/accidents.
In conclusion, it is important to stress that the development
of the RCIs is the first phase of the ERMON methodology.
The next phase will be the development of a set of risk
qualification indicators (RQIs), which aim to assess the
quality of the data used in ERMON (see Fig. 13 for clari-
fication). Against this background, the NUSAP (Numeri-
cal Unit Spread Assessment Pedigree) Methodology,
which defines pedigree and uncertainty matrices (Fun-
towicz and Ravetz, 1990), will be developed in the near
future to complete the indicators development.
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a b s t r a c t

The comparative assessment of risk issues related to different energy systems across their steps in the
fuel/life cycle is highly challenging due to the large variety of heterogeneous risk expressions, and is
further complicated by the difficulty in grouping different criteria of evaluation for ranking purposes.
Based on our previously developed set of 17 Risk Characterization Indicators (RCIs) to measure different
risk facets, a PRA-based logic-related grouping and ranking methodology to compare and rank risks
from different energy technologies is illustrated and applied. The application takes into account three
fossil fuels (coal, natural gas, and oil) using selected illustrative examples in open-source form, chosen
from the database ENSAD (Energy-related Severe Accident Database). The events are processed with the
RCIs and ranked according the proposed methodology. The RCIs can be used either for (1) analysis of
single events, (2) for comparison of events with similar characteristics, (3) for comparison of different
energy technologies based on aggregated values, and (4) within Multi-Criteria Decision Analysis
(MCDA) to rank events and energy chains. The benefits and limits of the energy risks comparative
methodology are discussed, considering its potential to support the management of energy-related
risks.

! 2008 Elsevier Ltd. All rights reserved.

1. Introduction

This paper focuses on the validation of a set of Risk Character-
isation Indicators (RCIs), which have been developed to assist in
the comparison of energy risk expressions from different energy
systems. Its principal aim is to demonstrate the methodology to
group the RCIs and subsequently to rank events to which they
are applied.

The present work brings further what already was initiated in
(Colli et al., 2008), enhancing the set of RCIs with an innovative
grouping and ranking approach based on PRA-related concepts
and logic.

Summary information from few selected events from the EN-
SAD (Energy-related Severe Accident Database – continuously
maintained and extended by the Paul Scherrer Institut) database
is used to validate the process (Burgherr and Hirschberg, 2008;
Burgherr et al., 2004; Hirschberg et al., 2004). They cover acciden-
tal events (not terrorist attacks) of significant outcomes, such as
explosion/fire in fixed facilities and in pipelines, from the coal, nat-
ural gas, and oil chains, for the extraction, treatment, and regional

transportation stages of the fuel cycle. The results obtained are dis-
cussed in view of the existing literature on fossil fuels.

In addition, two alternative evaluation paths for the RCIs are
introduced and evaluated on the base of the same group of ENSAD
cases in comparison with the main method in the paper.

To be complete, the presented methodology needs the evalua-
tion of the quality of the process. This will be obtained through
the evaluation and quantification of the uncertainty of the process,
based on the contribution of the various uncertainties coming from
each single step performed. This part is under development.

The paper is divided into eight sections. After the introduction,
Section 2 recalls relevant information about the set of RCIs (Colli
et al., 2008). Section 3 gives a theoretical description of the innova-
tive grouping and ranking methodology. Section 4 applies the risk
comparative methodology to a selected number of accidental
events affecting fossil fuels extracted from the ENSAD database.
Section 5 discusses the results obtained for the single steps of
the fuel cycle with possibility of analysis. Section 6 shows the over-
all relative ranking of risks among the natural gas and the oil
chains, validating the results on the base of existing literature. Sec-
tion 7 presents other two evaluation paths, both based on the
amount of electricity production for each of the involved coal, nat-
ural gas, and oil chains. In conclusion, general considerations are
introduced, based on the validity, benefits, and limits of the
methodology.

0925-7535/$ - see front matter ! 2008 Elsevier Ltd. All rights reserved.
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2. The Risk Characterization Indicators (RCIs)

When looking into different energy systems the basic problem
is the variety of technologies encountered, the different possible
hazardous situation, together with a large number of dissimilar
risk expressions.

This situation calls for a general model, which could be easily
adapted to different situations, and, at the same time, permits to
uniform the diverse available risk information.

Such a model has been found in the approach of causal taxon-
omy using a causal model developed by a group of researchers
(C. Hohenemser, R.E. Kasperson, R.W. Kates) at CENTED (Center
for Technology, Environment and Development) at Clark Univer-
sity in the 1980s (Hohenemser et al., 1985). This model conceptu-
alizes hazardous events as part of a causal sequence, beginning
with a human need or want and evolving into a series of occur-
rences and consequences that cause harm to humans or what they
value. The initial aim of this model was to help in the comparison
of different technological hazards, but it was later adapted to a
large number of application, including also the comparison of envi-
ronmental hazards (Kasperson and Kasperson, 2001). When the
backbone to understand the causal development of energy hazards
is fixed, it is necessary to identify a method to highlight the char-
acteristics of every step in a measurable way. Such a methodology
is offered by C. Hohenemser, R.W. Kates and P. Slovic in their work
‘‘The nature of technological hazard” (Hohenemser et al., 2000),
where they present a set of 12 indicators to characterize every step
of the causal sequence, having relevant characteristics that are
applicable to all types of technological hazards, comprehensible
to non-experts and expressed in common units.

The choice of the causal structure has its fundamental reason in
the high degree of versatility of the model, which makes it applica-
ble to different cases and situations, in a unique identical
configuration.

The analysis of the available information in energy risks, and
the elaboration and refinement of the original set of indicators as
from (Hohenemser et al., 2000), has led to the new modified set
of RCIs as shown in Fig. 1. A total of seventeen indicators have been
identified, covering the different areas of human, environmental,
and economic risk. For the related classification and definitions
see Table 1.

The majority of the RCIs has ‘‘general” applicability, which
means that they are applicable to all the energy chains taken into

account in the investigation (10 energy chains are considered: coal,
natural gas, oil, nuclear, biomass, geothermal, hydro, solar photo-
voltaic, wind, and hydrogen as an energy carrier). Two indicators
(experienced non-human mortality, and potential non-human
mortality) are expected to be applicable to five energy chains (coal,
oil, nuclear, hydro, and wind), while other two (latent fatalities,
and trans-generational health effects) are ‘‘specific” and their
applicability is mainly restricted to the coal and nuclear chains.
This analysis across the specificity of the RCIs finds a partial corre-
spondence also in the outcomes of the investigation of the possible
available data and information resources for use.

These are initial evaluations with only informative significance,
but the real use of the RCIs could lead to different possibilities of
application.

Each RCI presents an evaluation method. The indicators can be
evaluated on the basis of numerical and/or verbal statements ex-
tracted from the source of information. Both numerical-based
and verbal-based evaluations are ranked according to the corre-
sponding scales.

The characteristics of the scales are the following:

1. Verbal-based evaluation scales: all scales are based on six levels
(1–6, ranked as: no significance, very low, low, moderate, high,
very high), with different meaning according to what the indi-
cator is representing (e.g. the level 4 = moderate could mean a
time > 3 months and 61 year if referred to the persistence, or
a large group/up to 100 people if referred to indicators involv-
ing human beings).

2. Numerical-based evaluation scales: the definition of a quanti-
tative scoring system for the RCIs uses the example of the
basic model from (Hohenemser et al., 2000) and adopts the
use of a logarithmic scale. The RCIs use a logarithmic scale
on base 10. The function log10X = Y presents values Y < 0 for
X < 1, and values 0 6 Y < 1 for 1 6 X < 10. This has lead to the
need to add the value 10 to the logarithmic argument to avoid
negative results and especially to start the scale from level 1,
later on needed for significance of values when applying prob-
ability theory. The scales, expressed in logarithmical form,
have different upper limits according to the maximum value
considered. The most of them have upper value 10, but there
are also upper values 7, and 8. These circumstances lead to
the introduction of a normalization process to annul the
differences.

1) Intentionality 
2) Matrix reference 
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8) Population at risk 
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Fig. 1. Causal structure for energy systems and the linked set of RCIs.
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The indicators are applied to single events (incidents/accidents)
and single pieces of information related to one or more steps along
a specific energy chain (e.g. an explosion involving a natural gas
pipeline for the first and a report concerning threats of nuclear en-
ergy in the latter). Different analogous applications of the risk indi-
cators allow a cross comparison among the chosen events and
steps of the chain. Comparison among energy chains will be al-
lowed as a final outcome of a large number of gathered informa-

tion, otherwise it must be stated that the outcome is dependent
from the cases and the steps of the chain considered.

To avoid inconsistencies, the comparison of two or more events
should follow specific criteria:

! The events should be related to the same level of the fuel or life
cycle under consideration, or, at least, they should take into con-
sideration similar processes.

Table 1
RCIs classification table

Step in the
causal chain

Indicator
identification
code

Indicator Definition Sub-classification

Choice of
technology

CT-01 Intentionality Definition of the level of intentionality of the event
into analysis, distinguishing between accidental
event, external non-natural event, and normal
operation

Accidental event
External non-natural event
Normal operation

CT-02 Matrix reference Identification of a fuel or life cycle in one of its main
steps, or in total. It defines the element aij (energy
system and step of chain) or the column (all chain)
of the matrix [A]

Element
Column

i = production, transportation, power generation,
waste treatment, all
j = one of the identified energy systems

Material/energy
release

MER-01 Concentration Concentration of released energy or materials,
relative to a threshold considered significant

Material
Energy
Nuclear radiation

MER-02 Persistence Time over which a release remains a significant
threat to humans

MER-03 Recurrence Mean time interval between releases above a
minimum significant level

MER-04 Spatial extent Maximum distance over which a single event has
significant impact. The results are divided between
internal (if not affecting areas outside the border of
the involved facility or property ground) and
external (with specific numerical division on the
distance)

Internal
External (numerical division)

Exposure to
material/
energy

MEE-01 Delay of consequences Delay time between exposure to hazard release and
occurrence of consequences

MEE-02 Population at risk
(potentially affected)

Maximum number of people potentially affected by
the hazard (e.g. under worst conditions)

Occupational
Non-occupational
Global value (as total if the distinction is not
available or clear)

Consequences C-01 Latent fatalities Number of people affected by latent effects. The
latent fatalities are represented by the sum of late
and delayed fatalities

Occupational
Non-occupational
Global value (as total if the distinction is not
available or clear)

C-02 Experienced annual
human mortality

Average annual deaths Occupational
Non-occupational
Global value (as total if the distinction is not
available or clear)

C-03 Population immediately
affected

Number of immediate fatalities and/or injuries and/
or evacuees in a single event

Occupational
Non-occupational
Global value
(all with further division into: fatalities, injured,
evacuees, global value as total people affected if
the distinction is not available or clear)

C-04 Trans-generational
health effects

Number of human/non-human future generations
at risk of adverse health effects

Human
Non-human

C-05 Experienced non-human
mortality

Dead animals that have occurred

C-06 Potential non-human
mortality

Maximum potential dead animals

C-07 Economical loss (property,
rebuilding costs)

Property and rebuilding costs of the damaged
facility

C-08 External consequences
cost

External costs related to the event into analysis at
different levels

Environmental: Impact on public and
occupational health, agriculture, forests,
biodiversity effects, aquatic impact, impact on
materials, global impact.
Non-environmental: Impact on public
infrastructure, security of supply, government
actions

C-09 People affected by
loss of energy supply

Number of people affected by loss/reduction of
foreseen energy supply

A. Colli et al. / Safety Science 47 (2009) 591–607 593



! The events should be ‘technically’ similar (e.g. comparison of dif-
ferent explosions concerning natural gas and oil).

! The indicators adopted for the comparison should have been
evaluated for all the events analysed. If information on one indi-
cator has been provided for only some events, but not for some
others, then this indicator should be excluded from the compar-
ative process.

! If possible, the original format of the information can be used
for a given indicator; however, it may be the case that infor-
mation needs to be elaborated or interpreted before being
used.

It is not necessary to have information for all the indicators for
every event analysed, but the higher the number of indicators
available for the comparison, the more complete the information
and the outcome will be.

It must be stressed that this set of RCIs is one possible set of
indicators to characterize energy risks. The set can be modified if
necessary, but the grouping and ranking methodology that follows
will not be affected and is generally valid.

3. Grouping and ranking method for the RCIs using a PRA-based
methodology

The proposed method to compare energy risks does not consist
only in the application of the set of RCIs, but includes also the var-
ious steps shown in Fig. 2. In this visual representation of the pro-
cess, it can immediately be seen that the application of the RCIs is
only the first among thirteen steps to reach the final relative rank-
ing of the observed events. In view of a possible future develop-
ment of a tool based on this methodology, all the steps should be
performed and managed by a team of experts to reduce the impact
of human factors in the process (such as different models or eval-
uations set by different users with different background), and a
peer-review procedure should be considered. Only the final results
are shown to the public.

As highlighted in (Colli et al., 2008) and stated also in the pre-
vious Section 2, the indicators adopted in the comparative process
should have an evaluation (different from NA = not applicable) for
all the events into analysis. This is necessary for the significance of

the comparison itself. Thus, in step 2 the appropriate indicators are
selected to be processed in the following steps.

Another problem related to the differences in the evaluation
scale is that the resulting values obtained by the initial application
of the indicators could be inhomogeneous according to the scales,
which could have different upper limits. Numerical-based applica-
tions of the RCIs have scales mostly 1–10, but few indicators have
scales 1–7 and 1–8. To avoid inconsistency in the comparison and
reach homogeneous numbers, the values are normalized in two
steps.

When comparing different events on the base of some selected
criteria, the result is shown in a matrix-like form, where every col-
umn corresponds to a selected event, and each row to a compari-
son criterion. Thus, having a set on N events evaluated on a set
of M criteria, the matrix appears as follows:

½I# ¼

I1A I1B I1C % % % I1N
I2A I2B I2C % % % I2N
I3A I3B I3C % % % I3N
% % % % % % % % % % % % % % %
IMA IMB IMC % % % IMN

2

6666664

3

7777775
: ð3:1Þ

The 2-step normalization process first shows that every result is di-
vided by the maximum of its associated scale (row-based). Sec-
ondly, each value is normalized to the sum of all values in the
corresponding column.

The problem of different upper scale limits involves only the
RCIs with numerical-based application, as the verbal-based one
follows scales all in the range 1–6. Anyhow, to ensure the parallel
approach for both methods the 2-steps normalization is executed
also for the verbal-based evaluation.

The RCIs want to express risk as a combination of consequences
and probabilities. The consequences are clearly evaluated through
the application of the indicators with their scales. In fact, the RCIs
have been developed from a previous set of indicators used to eval-
uate all types of technological hazards (Hohenemser et al., 2000).
Their evaluation is actually a hazard characterization and quantifi-
cation. But talking about risk values means that hazards and prob-
abilities are both considered, according to the definition of risk
adopted in this work.
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Fig. 2. Step-by-step explanation of the process starting from the application of the RCIs to selected events, and leading to the relative risk ranking of the events themselves.
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In some cases it could be said that the probability has been con-
sidered in the study behind the data processed in the RCIs applica-
tion. But it is not always sure and verifiable. In this context it is
better to define and include in the indicators our calculated prob-
abilities. Finding information about probabilities considering a
specific event in a specific fuel or life cycle is difficult or almost
impossible in some cases (e.g. new technologies and renewable
energies). And where possible, it is based on statistical information
not easy to obtain. To avoid this problem, it can be assumed that
the information collected to sustain the application of the method-
ology in its completed final version will be used also as a support to
define probabilities. In fact, when practically applied in the form of
a tool, the methodology needs to rely on a consistent database; this
database, when established, will offer also the necessary back-
ground on which the application of the Bayes theorem is possible,
reaching the identification of the posterior distribution of probabil-
ity for selected cases. In the context of this paper, when performing
the practical application using selected events from fossil fuels,
specific assumption for probability are introduced.

Once the proper values are obtained, they are introduced in the
developed model and processed through the use of RiskSpectrum"

PSA Professional (! Relcon Scandpower AB, 2008), a simulation
software for fault tree and event tree analysis widely used at nucle-
ar power plants. The process of building the model starts by iden-
tifying, according to each step of the causal chain, the possible links
among the corresponding indicators, some of which are indepen-
dent, and some are dependent to other(s). For each stage of the
causal chain the associations are:

! Choice of technology: the two indicators, intentionality and
matrix reference, are considered as possibly independent.

! Material/energy release: the two indicators, persistence and
recurrence, are considered as possibly independent. The other
two indicators, concentration and spatial extent, are considered
as possibly dependent.

! Exposure to material/energy: the two indicators, delay of conse-
quences and population at risk, are considered as possibly
independent.

! Consequences: the relations among the indicators of this step of
the causal chain are shown in Fig. 3, where the only possibly
independent indicator is C-07 – economic loss, in terms of prop-
erty and rebuilding costs. The other indicators are considered as
possibly dependent according to the links shown in Fig. 3.

Once defined, these links are then visualized in form of a fault
tree, connected to the steps of the causal chain, which are trans-
ferred into the function events of the connected event tree (using
Probabilistic Risk Analysis (PRA) visualization). Every fault tree is
a logical model which links the RCIs to the correspondent step in
the causal chain.

For the need of the model and the simulation, an additional
fault tree represent the input event has been added to those linked
to the causal chain; this tree is linked to the initiating event of the
event tree.

The model for simulation is built for the complete set of indica-
tors, and remains the same once the interdependencies among the
RCIs are set. Then, each case undergoes the simulation with only
the basic events corresponding to the indicators with available
information. The non useful branches of the trees are switched
off, or, where necessary, deleted from the model, allowing an adap-
tation to each single case.

Once the model is ready for simulation with the appropriate
values, it is processed for sequence analysis with Risk Spectrum
and the results concerning the importance of the basic events,
and the list of minimal cutsets are taken into consideration. The se-
quence analysis of the model leads to define the importance of

every basic event, equivalent to a specific indicator. The impor-
tance of the basic events is calculated in Risk Spectrum with differ-
ent approaches. The one considered for our study is based on the
Fussell–Vesely formula, giving the importance as the ratio between
the top event unavailability based only on all the minimal cutsets
(MCSs) where the basic event ‘i’ is included, and the top event
unavailability including all minimal cutsets:

IFVi ¼
QTOPðMCSincludingðiÞÞ

QTOP
: ð3:2Þ

The importance according to Fussell–Vesely, together with the va-
lue assigned in the model, is processed using the Shannon formula,
to reach the ranking of the basic events. Shannon developed an en-
tropy formula, based on the statistical thermodynamics formulation
of entropy, to assess the level of disorder in the transmission of sig-
nals. On the basis of this formula he could define the number of bits
to be transmitted in a specific signal (Shannon, 1948). This formula
can be adapted also to the probabilistic environment (Jaynes, 2003).
The ranking of the basic events of the model is made according to
the absolute value resulting from the Shannon entropy formula in
the following form (Serbanescu, 1991):

jHj ¼j xiqi % lnðxiqiÞj: ð3:3Þ

The Fussell–Vesely importance is treated by the Shannon formula as
a weighting factor for the definition of the ranking, and it is identi-
fied by the term xi. The term qi represents the unavailability
according to the definition adopted in the Risk Spectrum program,
and refers to the values inserted in the model for the simulation,
which match with probabilities. Once obtained the ranking of the
basic events, it is possible to proceed to identify the ranking of
the minimal cutsets.

This ranking process allows the identification of groups of basic
events and minimal cutsets. Thus, the indicators and their possible
combinations are grouped according to their importance and en-
tropy level.

Finally, the quantification of the minimal cutsets and their over-
all value gives the ranking of the event into analysis. After process-
ing all events with this approach, the most significant event is
highlighted, and all the others are relatively ranked in its
comparison.
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Fig. 3. Diagram showing the possible links among the indicators of the conse-
quences step in the causal chain. These links are translated into possible sets of
combinations, useful for the transfer into the fault-tree-like model. The indicators
are represented with their identification codes, according to the list in Table 1.
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It must be stressed that the verbal-based and the numerical-
based RCIs are processed separately along all the application, up
to the final ranking, to avoid inconsistencies due to the different
evaluation methods.

4. Application of the RCIs using selected fossil fuels accidental
cases

The theoretical development of the RCIs and the relative rank-
ing method needs to be evaluated with a practical application.
Throughout this paper, an application is shown for fossil fuels. A
representative sample of cases has been selected and extracted
from the ENSAD database, maintained by the Paul Scherrer Institut
(PSI, Switzerland) (Burgherr and Hirschberg, 2008; Burgherr et al.,
2004; Hirschberg et al., 1998) to demonstrate the application of the
RCIs.

The first choice of the possible applicable cases relies on the fol-
lowing criteria:

! Events: accidental cases from coal, natural gas, and oil, with the
intent to cover the most possible steps in the general chain pro-
posed in Table 2.

! Place of the events: OECD countries.
! Time frame: period 1969–2000.
! Severity: most severe accidents to extent feasible, i.e. if some

others with a similar magnitude of consequences provide more
and detailed information there should be flexibility in the
choice. The focus is on high impact events for the importance
attributed to extreme events (Haimes, 2004).

Nevertheless, small accidents are also important contributors
and the authors are aware of that.

Concerning the presence of cases along the fuel cycle, the only
restriction applies to coal, where practically no severe accidents
occurred in other steps than extraction (part of production).

The cases identified by this first selection procedure undergo a
second selection, according to additional comparison criteria (com-

parable events should be technically similar and allow comparison
among at least two chains). Thus the restriction only to fire and
explosion cases among those available.

The selected cases are then identified by a reference code for
convenience; the code shows the link to the fuel cycle (C = coal,
NG = natural gas, O = oil) and lists the cases by number (see Table
2).

The cases are used for application with the RCIs according to the
procedure previously exposed in Section 3, reaching the relative
risk ranking of the events. An overview of the application’s phases
is also shown in Fig. 4.

The two configurations of the RCIs (verbal-based and numeri-
cal-based), are processed separately for convenience and meaning
of the results.

The procedure is repeated up to the final ranking for the three
steps which make possible a cross comparison among the involved
fossil chains (Table 2). The steps are:

1. Extraction.
2. Treatment.
3. Regional transportation.

The extraction step is the only one which allows comparison
among the three fossil chains.

Even if there is a restriction of the steps of the fuel cycle in-
volved in this case study due to the criteria of event selection, acci-
dents happen at every stage of the chain and no step can be
considered as totally risk free.

Finally, taking into account the majority of accidents included in
ENSAD for the selected period of time, the events are evaluated as
energy-related according to the ENSAD-related definition (Burgh-
err et al., 2004; Hirschberg et al., 1998).

4.1. Application of the RCIs and normalization of results

When applying the RCIs to the selected cases, the first step is to
identify which information is available in verbal form, and which

Table 2
Considered accidental cases, linked to the related steps in the general chain developed to fit different fuel/life cycles (Colli et al., 2005)

Main step Sub-step of first level Sub-step of second
level

Coal Natural gas Oil

Production Exploration
Extraction Explosion/fire in

fixed facilities
(6) –
Reference C-1 to
C-6

Explosion in fixed facilities (3) and
pipeline explosion on platform (1) –
Reference NG-1 to NG-4

Explosion/fire in fixed facilities (2)
– Reference O-1 and O-2

Treatment Explosion/fire in fixed
facilities (1) – Reference NG-5

Explosion/fire in fixed facilities (3)
and pipeline explosion in refinery (1)
– Reference O-3 to O-6

Transportation Raw material transportation
Transportation Long distance

Regional Pipeline explosion (3)
– Reference NG-6 to NG-8

Explosion on ship (2) –
Reference O-7 and O-8

Local
Waste transportation
Storage Material storage

Waste storage

Power
generation

Fixed installation Construction
Operation
Dismantling

Transmission/distribution
facilities

Waste
treatment

Waste reprocessing
Waste disposal

The general chain has four main steps, subsequently divided into more detailed sub-steps of first and second level.
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in numerical form. Then the verbal-based and the numerical-based
applications are carried on in parallel, based on the different scales
previously introduced.

In the next three subsections the normalized values of the ver-
bal-based and the numerical-based applications off the RCIs in-
cluded in the comparison are shown, respectively in Tables 3 and
4 for extraction, Tables 5 and 6 for treatment, and Tables 7 and 8

for regional transportation. As previously described, the normaliza-
tion is processed according to two steps. The first one involves the
normalization of each row according to the maximum value of the
applied scale of the correspondent indicator. In this example, and
considering only the RCIs available for comparison, the upper scale
value is 6 for the verbal-based RCIs, and 10 for the numerical-based
RCIs involved in this comparison (C-02 and C-03).

The second step involves the normalization of each value
according to the sum of the corresponding column.

4.1.1. Extraction
See Tables 3 and 4.

4.1.2. Treatment
See Tables 5 and 6.

4.1.3. Regional transportation
See Tables 7 and 8.

4.2. Grouping and relative ranking

Once the normalized values are obtained, the process enters in
the probability evaluation and composition (step 5 as from Fig. 2).
For this purpose and due to the fact that reliable probability data
for the events involved were not available for this study, let’s con-
sider the frequency of the events. It is considered that every event
has frequency 1. It happened at least once, thus frequency is 1.
Meaning that frequency 1, the event exists, suggests also that the
probability is 1. Thus, all the normalized values are assumed to
be multiplied by 1. With this supposition, it is possible to say that
the normalized results are proportional, thus correspondent, to the
probability values. This simple assumption makes it possible to use
the normalized values from the RCIs application as probabilities in
the developed PRA-based model and its subsequent Risk Spectrum
simulation. Through the simulation it is possible to assess the com-
binations of the indicators, and the ranking of the events.

The Risk Spectrum simulation software is normally used with
low probabilities (order of 10(2 or lower). With the present appli-
cation the program has to deal with high probability values, thus
limitations have to be expected. When assuming probability 1, a
subjective probability is taken into account.
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Fig. 4. Application procedure of the RCIs. They will be applied to single events with
inhomogeneous information, to reach comparable risk results and overall ranking.

Table 3
Normalized results for the verbal-based RCIs

Verbal-based RCIs

Chain Coal Natural gas Oil Comments

Case C-1 C-2 C-3 C-4 C-5 C-6 NG-1 NG-2 NG-3 NG-4 O-1 O-2

Indicator

MER-04 0.20 0.20 0.20 0.23 0.23 0.23 0.25 0.23 0.27 0.27 0.25 0.23 The spatial extent is internal/extended for
all cases, but O-1, which has been
classified as external/limited to 1 country
as the information said about release to
the surrounding, with later explosion, fire,
and blowout off the coast of Scotland

C-02, global 0.33 0.33 0.33 0.31 0.31 0.31 0.25 0.23 0.18 0.18 0.31 0.31 The experienced annual human mortality
has the highest rates among coal and oil
cases

C-03, global, fatalities 0.33 0.33 0.33 0.31 0.31 0.31 0.25 0.23 0.18 0.18 0.31 0.31 The highest rate of fatalities can be
counted for coal and oil cases

C-03, global, injured 0.07 0.07 0.07 0.08 0.08 0.08 0.17 0.23 0.27 0.27 0.06 0.08 Coal and oil cases present no injured. The
only injured people are reported for
natural gas cases

C-03, global, evacuees 0.07 0.07 0.07 0.08 0.08 0.08 0.08 0.08 0.09 0.09 0.06 0.08 No evacuees in all cases

The highest value is highlighted in bold characters. The comments based on the original information are in the corresponding column.
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Table 4
Normalized results for the numerical-based RCIs

Numerical-based RCIs

Chain Coal Natural gas Oil Comments

Case C-1 C-2 C-3 C-4 C-5 C-6 NG-1 NG-2 NG-3 NG-4 O-1 O-2

Indicator

C-02, global 0.36 0.35 0.34 0.33 0.33 0.33 0.27 0.26 0.25 0.26 0.35 0.32 The experienced annual human mortality has the
highest rates among coal and oil cases

C-03, global, fatalities 0.36 0.35 0.34 0.33 0.33 0.33 0.27 0.26 0.25 0.26 0.35 0.32 The highest rate of fatalities can be counted for coal
and oil cases

C-03, global, injured 0.14 0.15 0.16 0.17 0.17 0.17 0.25 0.26 0.28 0.26 0.15 0.18 Coal and oil cases present no injured. The only
injured people are reported for natural gas cases,
respectively 4, 6, 11, and 6 people

C-03, global, evacuees 0.14 0.15 0.16 0.17 0.17 0.17 0.21 0.21 0.21 0.22 0.15 0.18 No evacuees in all cases

The highest value is highlighted in bold characters. The comments based on the original information are in the corresponding column.

Table 5
Normalized results for the verbal-based RCIs

Verbal-based RCIs

Chain Natural gas Oil Comments

Case NG-5 O-3 O-4 O-5 O-6

Indicator

MER-04 0.30 0.27 0.30 0.20 0.30 The spatial extent is classified as internal/extended for all cases
C-02, global 0.30 0.27 0.30 0.20 0.30 The rate of annual human mortality is classified as affecting always a small group/up

to 50 people in all cases
C-03, global, fatalities 0.30 0.27 0.30 0.20 0.30 The rate of annual human mortality is classified as affecting always a small group/up

to 50 people in all cases
C-03, global, evacuees 0.10 0.18 0.10 0.40 0.10 Three cases have no evacuees (rate 1), while the case O-5 have the highest rate

(6 = very high = country level/population of one or more countries/>1000 people),
involving 10,000 people

The highest value is highlighted in bold characters. The comments based on the original information are in the corresponding column.

Table 6
Normalized results for the numerical-based RCIs

Numerical-based RCIs

Chain Natural gas Oil Comments

Case NG-5 O-3 O-4 O-5 O-6

Indicator

C-02, global 0.35 0.38 0.37 0.20 0.36 The global fatalities counted in the annual human mortality are in order: 6, 37, 13, 12, and
10. The lowest value is shown by the natural gas case

C-03, global, fatalities 0.35 0.38 0.37 0.20 0.36 The global fatalities counted in the annual human mortality are in order: 6, 37, 13, 12, and
10. The lowest value is shown by the natural gas case

C-03, global, evacuees 0.29 0.24 0.27 0.60 0.28 Three cases have no evacuees (rate 1), while the case O-5 involves the highest number of
evacuees, affecting 10,000 people

The highest value is highlighted in bold characters. The comments based on the original information are in the corresponding column.

Table 7
Normalized results for the verbal-based RCIs

Verbal-based RCIs

Chain Natural gas Oil Comments

Case NG-6 NG-7 NG-8 O-7 O-8

Indicator

MER-04 0.31 0.25 0.22 0.33 0.33 In most cases the spatial extent is evaluated as moderate, external. Only in case NG-7 the
rate is low, for internal/extended

C-02, global 0.23 0.25 0.22 0.25 0.25 In most cases the rate is 3 = low = small group/up to 50 people. Only case NG-8 have rate
4 = moderate = large group/up to 100 people.

C-03, global, fatalities 0,23 0,25 0,22 0,25 0,25 In most cases the rate is 3 = low = small group/up to 50 people. Only case NG-8 have rate
4 = moderate = large group/up to 100 people

C-03, global, injured 0.15 0.17 0.28 0.08 0.08 Only natural gas cases have injured people, while no one is affected in the two oil cases.
The highest rate is shown by case NG-8

C-03, global, evacuees 0.08 0.08 0.06 0.08 0.08 No evacuees in all cases

The highest value is highlighted in bold characters. The comments based on the original information are in the corresponding column.
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In Risk Spectrum the link between frequency and probability is
given by:

WðtÞ ¼ kð1( QðtÞÞ; ð4:2:1Þ

where W(t) is the unconditional failure intensity (frequency), Q(t) is
the unavailability (probability), and k is the failure rate. When fixing
the frequency as 1, and thus the correspondent probability as 1,
there must be a failure rate k with high value, to turn the term 1/k
to an almost negligible value. This means that assuming a high sub-
jective probability, implies the assumption of a high failure rate.

The limitations of Risk Spectrum arise when dealing with such a
context, where combinations of scenarios for decision purposes are
involved. These limitations lead to results which have significance
only for relative ranking purposes and have to be evaluated in a
relative comparison among each event taken into consideration.

Nevertheless, the logic of the process and of the all system is not
touched, and remains valid for the purpose of this work.

The values in Tables 3–8 are assumed multiplied by 1 and pro-
portional to probabilities. Event by event, for the two parallel ver-
bal-based and numerical-based applications, those values can now
be inserted in the model built establishing the links among the
RCIs. These applications shown in the next three subsections lead
first to the grouping and ranking of the indicators (basic events
of the model). Once the taxonomy of the basic events is obtained,
it is possible to establish the grouping and ranking of the combina-
tions of the RCIs (the minimal cutsets of the model).

Finally, the ranking of the events for each of the three fuel cycle
steps into exam is reached, based on the combination of the values
of the minimal cutsets.

Overall average values useful for comparison among the chains
are also obtained.

It must be stressed that the final ranking of the events is first of
all dependent on the number and the characteristics of the events
considered, and in a second stage is a relative ranking, which
means that the importance of the events and the overall average
importance must be related to the maximum value among those
presently obtained.

4.2.1. Extraction
The grouping procedure for the verbal-based and numerical-

based extraction cases relies on the model based on the fault trees
shown in Figs. 5–8.

The application is done per single event, considering the values
of Tables 3 and 4, plus the following additional basic events as-
sumed with probability = 1:

! Event, referred to the input event into consideration.
! Accidental event, referred to the intentionality indicator.
! Element, referred to the matrix reference indicator.

Processing the simulation and considering the Fussell–Vesely
importance according to the process previously discussed, the
ranking of the basic events is obtained, respectively, for the ver-
bal-based and numerical-based application of the RCIs. Applying

Table 8
Normalized results for the numerical-based RCIs

Numerical-based RCIs

Chain Natural gas Oil Comments

Case NG-6 NG-7 NG-8 O-7 O-8

Indicator

C-02, global 0.27 0.26 0.26 0.31 0.30 The information is available for all the interested cases, involving respectively 8, 6, 92, 29,
and 26 people

C-03, global, fatalities 0.27 0.26 0.26 0.31 0.30 The information is available for all the interested cases, involving respectively 8, 6, 92, 29,
and 26 people

C-03, global, injured 0.24 0.25 0.34 0.19 0.20 Only natural gas cases have injured people, while no one is affected in the two oil cases.
The number of people for NG cases is respectively 3, 4, and 425

C-03, global, evacuees 0.22 0.22 0.13 0.19 0.20 No evacuees in all cases

The comments based on the original information are in the corresponding column.

INPUT EVENT

INPUT event, case into 
analysis.

EVENT

INPUT event.

Fig. 5. Tree representing the input event, which is represented by a basic event that
could be further developed (diamond symbol). The presence of an OR gate with one
basic event is allowed and does not imply any distortion in the minimal cutsets.

CT

Choice of technology

INTENTIONALITY

Level of intentionality of 
the event into analysis.

MATRIX REFERENCE

Identification of a chain in 
one of its main steps or in 
total.

ACCIDENTAL EVENT

Accidental event.

ELEMENT

Element of the base 
matrix.

Fig. 6. Tree representing the step ‘choice of technology’ with the only indicators
involved in this comparison case. The indicators intentionality and matrix reference
are represented respectively by the basic events ‘accidental event’ and ‘element’. In
this paper only accidental events are considered.
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this taxonomy to the minimal cutsets, three groups of possible cut-
sets are defined (H, M, and L, see Tables 9 and 11), which give the
ranking of the combinations of RCIs. In both verbal-based and
numerical-based rankings, the combinations with the highest

importance are those including the indicator C-03 (population
immediately affected) in its sub-classification including the num-
ber of global fatalities.

For each group of minimal cutsets a risk value is calculated in
correspondence to every single case considered. Combining the
values of the three groups, the total risk value for each case is cal-
culated (see Tables 10 and 12).

In the verbal-based application the highest ranking value is
shown by event O-1, while in the numerical-based application
the event C-1 shows the highest ranking value. These are consid-
ered dominant events from the risk point of view.

Having done a risk ranking for all selected events, it is now pos-
sible to reach the average values corresponding to the risk of the
specific fuel cycle. For better understanding, the values are con-
verted into a ranking level, which classifies the chains from highest
(I) to lowest (III) level of risk (see Table 13). This classification is
obviously dependent on the events under analysis, on their num-
ber, and their characteristics.

4.2.2. Treatment
The fault trees and their assumptions in the treatment stage are

the same as in the extraction case, with the only exception that the
consequences tree does not show the global value of injured for the
indicator C-03.

ME-RELEASE

Material Energy Release - 
Causal Chain

SPATIAL EXTENT

Maximum distance over 
which a single event has 
significant impact.

Fig. 7. Tree representing the step ‘material/energy release’ with the only indicator
involved in this comparison case, spatial extent. The indicators not involved, and for
which there are no significant values, are not shown in this tree. The presence of an
OR gate with one basic event is allowed and does not imply any distortion in the
minimal cutsets.

CONS

Consequences - Causal 
chain.

COMBINATION 1

Combination of C-01, 
C-02, C-04 and C-08.

COMBINATION 2

Combination of C-01, 
C-02, C-03, C-04 and 
C-08.

EXP.AN.HUM.MORT-1

Average annual deaths.

C-02 GLOBAL - 1

Global people.

EXP.AN.HUM.MORT-2

Average annual deaths.

POP.IMM.AFFECTED-2

Number of immediate 
fatalities, injured, 
evacuees in a single 

C-02 GLOBAL - 2

Global people.

C-03 GLOBAL FAT - 2

Global people, fatalities.

C-03 GLOBAL INJ - 2

Global people, injured.

C-03 GLOBAL EV. - 2

Global people, evacuees.

Fig. 8. Simplified representation of the ‘consequences’ tree for the only indicators involved in the comparison case, here shown as basic events.

Table 9
Ranking of the importance of the minimal cutsets for the verbal-based application, based on the importance of the involved basic events (indicators)

Combinations/grouping of indicators and respective relative ranking (extraction – verbal-based)

ACCIDENTAL EVENT C-02 GLOBAL - 1 EVENT SPATIAL EXTENT L
C-02 GLOBAL - 1 ELEMENT EVENT SPATIAL EXTENT L
C-02 GLOBAL - 2 C-03 GLOBAL FAT - 2 ELEMENT EVENT SPATIAL EXTENT H
ACCIDENTAL EVENT C-02 GLOBAL - 2 C-03 GLOBAL FAT - 2 EVENT SPATIAL EXTENT H
C-02 GLOBAL - 2 C-03 GLOBAL INJ - 2 ELEMENT EVENT SPATIAL EXTENT M
ACCIDENTAL EVENT C-02 GLOBAL - 2 C-03 GLOBAL EV. - 2 EVENT SPATIAL EXTENT M
C-02 GLOBAL - 2 C-03 GLOBAL EV. - 2 ELEMENT EVENT SPATIAL EXTENT M
ACCIDENTAL EVENT C-02 GLOBAL - 2 C-03 GLOBAL INJ - 2 EVENT SPATIAL EXTENT M
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The simulation is carried on per single event, considering the
values of Tables 5 and 6.

Three groups of possible cutsets are identified for verbal-based
application (H, M, and L, see Table 14), and two (H and L, see Table
16) for numerical-based application, in both cases following the
same criteria of definition.

The combination of RCIs (minimal cutsets) with the highest
importance include the indicator C-03 (population immediately af-
fected) in its sub-classification including fatalities for the verbal-
based applications. On the other hand, the numerical-based appli-
cations include also the sub-classification of evacuees, taking into
consideration all the divisions in which C-03 appears in the model
for this specific case study.

For each group of minimal cutsets a risk value is calculated in
correspondence to every single considered case. Combining the
values of the three groups, the total risk value for each case is cal-
culated (see Tables 15 and 17).

The relative ranking of the events shows different dominances
in the verbal-based application compared to the numerical-based
one. In the first approach the dominant events from the risk point
of view are NG-5, O-4 and O-6. In the second approach the

Table 10
Risk ranking of the minimal cutsets grouping for the verbal-based application, reaching a total risk value for every event into analysis

Extraction – Verbal-based RCIs

Coal Natural gas Oil

C-1 C-2 C-3 C-4 C-5 C-6 NG-1 NG-2 NG-3 NG-4 O-1 O-2

H 0.04 0.04 0.04 0.04 0.04 0.04 0.03 0.02 0.02 0.02 0.05 0.04
M 0.02 0.02 0.02 0.02 0.02 0.02 0.03 0.03 0.04 0.04 0.02 0.02
L 0.13 0.13 0.13 0.14 0.14 0.14 0.13 0.11 0.10 0.10 0.16 0.14

Total
0.20 0.20 0.20 0.21 0.21 0.21 0.19 0.16 0.15 0.15 0.22 0.21

Table 12
Risk ranking of the minimal cutsets grouping for the numerical-based application, reaching a total risk value for every event into analysis

Extraction – numerical-based RCIs

Coal Natural gas Oil

C-1 C-2 C-3 C-4 C-5 C-6 NG-1 NG-2 NG-3 NG-4 O-1 O-2

H 0.25 0.24 0.23 0.22 0.21 0.21 0.15 0.14 0.13 0.13 0.24 0.21
M 0.21 0.21 0.22 0.22 0.23 0.23 0.25 0.25 0.25 0.25 0.21 0.23
L 0.71 0.69 0.67 0.66 0.65 0.65 0.54 0.53 0.50 0.52 0.69 0.64

Total
1.17 1.15 1.12 1.11 1.09 1.09 0.93 0.92 0.88 0.90 1.14 1.08

Table 11
Ranking of the importance of the minimal cutsets for the numerical-based application, based on the importance of the involved basic events (indicators)

Combinations/grouping of indicators and respective relative ranking (extraction – numerical-based)

ACCIDENTAL EVENT C-02 GLOBAL – 1 EVENT L
C-02 GLOBAL – 1 ELEMENT EVENT L
C-02 GLOBAL – 2 C-03 GLOBAL FAT - 2 ELEMENT EVENT H
ACCIDENTAL EVENT C-02 GLOBAL - 2 C-03 GLOBAL FAT - 2 EVENT H
C-02 GLOBAL – 2 C-03 GLOBAL INJ - 2 ELEMENT EVENT M
ACCIDENTAL EVENT C-02 GLOBAL - 2 C-03 GLOBAL EV. - 2 EVENT M
C-02 GLOBAL - 2 C-03 GLOBAL EV. - 2 ELEMENT EVENT M
ACCIDENTAL EVENT C-02 GLOBAL - 2 C-03 GLOBAL INJ - 2 EVENT M

Table 14
Ranking of the importance of the minimal cutsets for the verbal-based application, based on the importance of the involved basic events (indicators)

Combinations/grouping of indicators and respective relative ranking (treatment – verbal-based)

C-02 GLOBAL – 1 ELEMENT EVENT SPATIAL EXTENT L
ACCIDENTAL EVENT C-02 GLOBAL – 1 EVENT SPATIAL EXTENT L
C-02 GLOBAL – 2 C-03 GLOBAL FAT - 2 ELEMENT EVENT SPATIAL EXTENT H
ACCIDENTAL EVENT C-02 GLOBAL – 2 C-03 GLOBAL FAT - 2 EVENT SPATIAL EXTENT H
C-02 GLOBAL – 2 C-03 GLOBAL EV. – 2 ELEMENT EVENT SPATIAL EXTENT M
ACCIDENTAL EVENT C-02 GLOBAL – 2 C-03 GLOBAL EV. - 2 EVENT SPATIAL EXTENT M

Table 13
Levels of risk in extraction, dependent on the considered cases into analysis

Average values of risk in extraction

C NG O

Verbal-based application II III I
Numerical-based application I III II
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dominant event is O-3. This is expected since the two approaches
are based on different scales.

The ranking level, in this case only I and II, which classifies the
chains according to the decreasing level of risk is shown in Table
18. This classification is obviously dependent on the events under
analysis, on their number, and their characteristics.

4.2.3. Regional transportation
The fault trees and their assumptions in the regional transpor-

tation stage applications are the same as the extraction case.
The simulation is carried on per single event, considering the

values of Tables 7 and 8.
Three groups of possible cutsets are identified for verbal-based

application (H, M, and L, see Table 19), and two (H and L, see Table
21) for numerical-based application, in both cases following the
same criteria of definition. Again, the combinations of RCIs (mini-
mal cutsets) with the highest rate of relative importance are those
including the indicator C-03 (population immediately affected),
counting only fatalities in the verbal-based applications, including
injured and evacuees in the numerical-based applications.

For each group of minimal cutsets a risk value is calculated in
correspondence to every single considered case. Combining the
values of the three groups, the total risk value for each case is cal-
culated (see Tables 20 and 22).

The relative ranking of the events shows the risk dominance of
the two oil cases in both verbal-based and numerical-based
applications.

The ranking level, in this case only I and II, which classifies the
chains according the decreasing level of risk is shown in Table 23.
This classification is obviously dependent on the events into anal-
ysis, on their number, and their characteristics.

Table 16
Ranking of the importance of the minimal cutsets for the numerical-based applica-
tion, based on the importance of the involved basic events (indicators)

Combinations/grouping of indicators and respective relative ranking (treatment –
numerical-based)

C-02 GLOBAL – 1 ELEMENT EVENT L
ACCIDENTAL EVENT C-02 GLOBAL - 1 EVENT L
C-02 GLOBAL – 2 C-03 GLOBAL FAT - 2 ELEMENT EVENT H
ACCIDENTAL EVENT C-02 GLOBAL - 2 C-03 GLOBAL FAT - 2 EVENT H
C-02 GLOBAL – 2 C-03 GLOBAL EV. - 2 ELEMENT EVENT H
ACCIDENTAL EVENT C-02 GLOBAL - 2 C-03 GLOBAL EV. - 2 EVENT H

Table 15
Risk ranking of the minimal cutsets grouping for the verbal-based application,
reaching a total risk value for every event into analysis

Treatment – verbal-based RCIs

Natural gas Oil

NG-5 O-3 O-4 O-5 O-6

H 0.05 0.04 0.05 0.02 0.05
M 0.02 0.03 0.02 0.03 0.02
L 0.18 0.15 0.18 0.08 0.18

Total
0.25 0.22 0.25 0.13 0.25

Table 17
Risk ranking of the minimal cutsets grouping for the numerical-based application,
reaching a total risk value for every event into analysis

Treatment – numerical-based RCIs

Natural gas Oil

NG-5 O-3 O-4 O-5 O-6

H 0.46 0.47 0.46 0.32 0.46
L 0.71 0.76 0.73 0.40 0.72

Total
1.16 1.23 1.20 0.72 1.18

Table 18
Levels of risk in treatment, dependent on the considered cases into analysis

Average values of risk in treatment

NG O

Verbal-based application I II
Numerical-based application I II

Table 19
Ranking of the importance of the minimal cutsets for the verbal-based application, based on the importance of the involved basic events (indicators)

Combinations/grouping of indicators and respective relative ranking (regional transportation – verbal-based)

C-02 GLOBAL - 1 ELEMENT EVENT SPATIAL EXTENT L
ACCIDENTAL EVENT C-02 GLOBAL - 1 EVENT SPATIAL EXTENT L
C-02 GLOBAL - 2 C-03 GLOBAL FAT - 2 ELEMENT EVENT SPATIAL EXTENT H
ACCIDENTAL EVENT C-02 GLOBAL - 2 C-03 GLOBAL FAT - 2 EVENT SPATIAL EXTENT H
C-02 GLOBAL - 2 C-03 GLOBAL INJ - 2 ELEMENT EVENT SPATIAL EXTENT M
ACCIDENTAL EVENT C-02 GLOBAL - 2 C-03 GLOBAL INJ - 2 EVENT SPATIAL EXTENT M
ACCIDENTAL EVENT C-02 GLOBAL - 2 C-03 GLOBAL EV. - 2 EVENT SPATIAL EXTENT M
C-02 GLOBAL - 2 C-03 GLOBAL EV. - 2 ELEMENT EVENT SPATIAL EXTENT M

Table 20
Risk ranking of the minimal cutsets grouping for the verbal-based application,
reaching a total risk value for every event into analysis

Regional transportation – verbal-based RCIs

Natural gas Oil

NG-6 NG-7 NG-8 O-7 O-8

H 0.03 0.03 0.02 0.04 0.04
M 0.03 0.03 0.03 0.03 0.03
L 0.14 0.13 0.10 0.17 0.17

Total
0.21 0.19 0.15 0.24 0.24

Table 21
Ranking of the importance of the minimal cutsets for the numerical-based applica-
tion, based on the importance of the involved basic events (indicators)

Combinations/grouping of indicators and respective relative ranking (regional
transportation – numerical-based)

C-02 GLOBAL - 1 ELEMENT EVENT L
ACCIDENTAL EVENT C-02 GLOBAL - 1 EVENT L
C-02 GLOBAL - 2 C-03 GLOBAL FAT - 2 ELEMENT EVENT H
ACCIDENTAL EVENT C-02 GLOBAL - 2 C-03 GLOBAL FAT - 2 EVENT H
C-02 GLOBAL - 2 C-03 GLOBAL INJ - 2 ELEMENT EVENT H
ACCIDENTAL EVENT C-02 GLOBAL - 2 C-03 GLOBAL INJ – 2 EVENT H
ACCIDENTAL EVENT C-02 GLOBAL - 2 C-03 GLOBAL EV. – 2 EVENT H
C-02 GLOBAL - 2 C-03 GLOBAL EV. - 2 ELEMENT EVENT H
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5. Discussion of single results

The results obtained with the application of the available acci-
dental cases for extraction, treatment, and regional transportation
for the coal, natural gas, and oil fuel cycles respects in general the
trend of the relative risk ranking for the selected chains. Neverthe-
less, specific assumptions due to the limited number of cases, their
characteristics, and their selection criteria are necessary.

It is very important to state that the values of risk ranking for
every single event do not refer to a maximum absolute value. They
make sense only when compared among themselves.

Extraction is the only stage where a cross comparison among
the three chains is possible. The level of risk of coal and oil can
be considered similar, even if the result for the numerical-based
cases shows the dominance of coal as it should be the case for this
specific step in the fuel cycle. Anyhow, the risk associated to coal
and oil for both verbal-based and numerical-based applications
in extraction is higher than the risk associated to natural gas. The
same observation is also valid when looking to the relative ranking
of the single events involved.

The comparison between natural gas and oil is carried on along
all the three steps under observation. Considering the verbal-based
application of the RCIs, oil is more risky than natural gas in extrac-
tion and regional transportation, while the reverse situation is
shown in the treatment step. For the numerical-based application,
the same trend is confirmed.

These evaluations must be considered in light of this specific
case study, where judgment is based on only a limited number of
accidental events. From this point of view, the most difficult situa-
tion presents itself for the treatment step, where the judgment for
natural gas is based only on one available accident, in comparison
with the four available for oil.

Nevertheless, the results are very close to those found in the
existing literature concerning fossil fuels, see for example (Burgh-
err and Hirschberg, 2008), and the overall ranking in the next sec-
tion is going to further confirm the trend.

When looking into the results for each single event, indepen-
dently from the step of the chain to which it belongs, a question
could arise if considering that in some cases relative ranking higher
that 1 are obtained, even if dealing with a probabilistic context.

This is a problem that could appear when summing high prob-
abilities for every single cutest. The application of Risk Spectrum in
the way proposed is different from normal use and is proven to be
efficient to combine scenarios and relatively rank the events

according to their importance, but does not have to be seen as a
standard application to reach unavailability values.

The definition of the unavailability of the top event (ranking va-
lue of every accidental event considered) is calculated according
to:

QTOP ¼
X

i

QMCS;i; ð5:1Þ

where unavailability of the top event QTOP is the sum of the unavail-
ability of the single cutsets. This normal first order approximation is
called rare event approximation, which works very well when the
probabilities have very low values. This statement shows the origin
of the problem in some of our cases, where the total values are
sometime higher than 1. We actually work with high probability
values.

The previous formula is approximately equivalent to
X

i

QMCS;i ) 1(
Y

i

ð1( QMCS;iÞ: ð5:2Þ

The second part, also calculated by Risk Spectrum, is always a first
order approximation, but offering better approximation. This part is
often called min cut upper bound.

This second part is used by the program applying the formula
through a step by step process. The process terminates when
exceeding 1, or even close enough to 1. In this way, some minimal
cutsets from the list are absorbed by the program, and do not ap-
pear in the final result.

This can cause discrepancies with the top event unavailability
calculated by Risk Spectrum for every single simulation case,
where the absorption of some cutsets appears. In the results re-
ported in this paper, all the minimal cutsets available are consid-
ered in the sum.

The aim of the methodology proposed in this work is to reach a
relative rank of the events. And this is achieved by the proposed
method.

Possible issues can appear because we are using high probabil-
ity values in the basic events when simulating with Risk Spectrum.
This is a limitation of the use of PSA-based methodology in such a
context. But the ranking is given, and the ranking values must be
evaluated in relative comparison among themselves, just to state
the importance of the events from the risk point of view.

Passing then to the average values (ranked in Tables 13, 18 and
23), the situation is different. At this level the contact with proba-
bility is lost. These are just numbers, and treated like numbers. In
any case, values, as before, always make sense only in a relative
view, and are not related to any pre-determined maximum value.

6. Overall evaluation

Summing all the average values of relative ranking of each step
in every chain, it is possible to obtain overall average values for
comparison among fuel cycles. The results here are converted into
ranking levels for easier understanding. Table 24 shows the levels
according to the results obtained for natural gas and oil cases, add-
ing the average values for extraction, treatment and regional trans-
portation, respectively for verbal-based and numerical-based

Table 22
Risk ranking of the minimal cutsets grouping for the numerical-based application,
reaching a total risk value for every event into analysis

Regional transportation – numerical-based RCIs

Natural gas Oil

NG-6 NG-7 NG-8 O-7 O-8

H 0.40 0.39 0.39 0.43 0.42
L 0.54 0.53 0.52 0.61 0.61

Total
0.94 0.92 0.91 1.04 1.03

Table 23
Levels of risk in regional transportation, dependent on the considered cases into
analysis

Average values of risk in treatment

NG O

Verbal-based application II I
Numerical-based application II I

Table 24
Levels of risk in total (extraction + treatment + regional transportation) dependent on
the considered cases into analysis

Average values of risk in extraction + treatment + regional transportation

NG O

Verbal-based application II I
Numerical-based application II I
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applications; from this evaluation oil results as level I, thus more
risky than natural gas. Coal is excluded as involved only in the
extraction comparison, while corresponding cases for treatment
and regional transportation are not available.

This evaluation is based on the limited amount of available
cases, and shows that the rate of risk is higher in oil than in nat-
ural gas, for both verbal and numerical based applications. This
confirms the general trend in risk evaluation for the oil and nat-
ural gas chains, even if limited at the consideration of only three
stages along the fuel cycle, and a limited number of accidental
events.

This trend for risk concerning oil and natural gas is also con-
firmed by (Burgherr and Hirschberg, 2008), both for number of
fatalities and for number of accidental events.

7. Alternative evaluation paths

The proposed method for comparing the risks of energy systems
can be under judgment for a particular issue: the chain-specific en-
ergy production.

Actually the proposed method offers a risk ranking based on
maximum possible outcomes, thus in comparison with the worst
scenarios.

In this section, other two evaluation paths are proposed, taking
into consideration the electricity production by chain and applying
the same ENSAD selected accidental events. The results are again
expressed in relative ranking among the events into analysis.

The values of electricity production by fuels are taken from IEA
(IEA, 2007) and are referred to 2005 world statistics. The year 2005
is thus chosen as reference year for this study. The shares of fossil
fuels electricity production to the total of 18,235 TW are:

! Coal: 40.3%, corresponding to 7351 TW.
! Natural gas: 19.7%, corresponding to 3597 TW.
! Oil: 6.6%, corresponding to 1201 TW.

For the purpose of the paper, the energy values are converted
into MW.

7.1. Introduction of energy weighting factors

The first proposed alternative approach does not substantially
change the main process previously introduced (Fig. 2). It includes
only an additional step located along the application as shown in
Fig. 9.

The weighting factors are calculated as the ratio between the
amount of electricity production from a specific chain and the total
world electricity generation. Considering the world electricity sta-
tistics from (IEA, 2007), their values for the fossil chains under
investigation are:

! Coal: 0.403.
! Natural gas: 0.197.
! Oil: 0.066.

These weights are not considered alone, but possible combina-
tions among them are investigated. The final conclusion leads to
relate them to the highest weight among those involved in the cal-
culation, in this case that from coal. Terms wj/wMAX are defined,
with value 1 only for coal.

Afterwards, each indicator in normalized value in output from
step 4 (Fig. 9) is divided by wj/wMAX, obtaining:

I*ij ¼
Iij
wj

wMAX

¼ Iij %
wMAX

wj
; ð7:1:1Þ

where i = criterion, and j = event, following the reference codes as in
the matrix 3.1.

In fact, this means that the final relative risk ranking of every
event is scaled to the maximum electricity production. This ap-
proach is chosen to maintain the comparability among events
belonging to different chains, as comparison means also the need
of uniform evaluation supports.

The output values from step 5 follow the remaining process
shown in Fig. 9 to the final relative ranking of the events. The re-
sults of the case study, which uses the same data introduced in
Section 4, are shown in the following Sections 7.1.1 and 7.1.2,
respectively, for verbal-based and numerical-based approaches.

Combination with 
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ready for simulation 
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Fig. 9. Introduction of energy weighting factors in the process to evaluate the relative risk ranking of the accidental events for energy systems.
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7.1.1. Verbal-based applications of the RCIs
See Tables 25–27.

7.1.2. Numerical-based applications of the RCIs
See Tables 28–30.

7.1.3. Overall evaluation
The final results for the approach using weighting factors are

shown in Table 31 for extraction (the only step including coal)
and in Table 32 for natural gas and oil across the three available
steps. The chains classification is divided into levels (I, II, and III)
according to the decreasing level of risk.

Table 32 recalls the results obtained with the main method and
shown in Table 24, where oil has a higher risk impact than natural
gas, as confirmed also by statistics. The real effects of this modified
methodology are clear when looking at Table 31, which shows the

Table 25
Risk ranking of the minimal cutsets grouping for the verbal-based application in extraction including energy weight, reaching a total risk value for every event into analysis

Extraction – verbal-based RCIs

Coal Natural gas Oil

C-1 C-2 C-3 C-4 C-5 C-6 NG-1 NG-2 NG-3 NG-4 O-1 O-2

M 0.00004 0.00004 0.00004 0.00004 0.00004 0.00004 0.00027 0.00021 0.00015 0.00015 0.01112 0.00995
L 0.00155 0.00135 0.00135 0.00144 0.00144 0.00144 0.0055 0.00474 0.00446 0.00446 0.0627 0.05792

Total
0.0016 0.0014 0.0014 0.0015 0.0015 0.0015 0.0058 0.0049 0.0046 0.0046 0.0738 0.0679

Table 26
Risk ranking of the minimal cutsets grouping for the verbal-based application in
treatment including energy weight, reaching a total risk value for every event into
analysis

Treatment – Verbal-based RCIs

Natural gas Oil

NG-5 O-3 O-4 O-5 O-6

H 0.0003 0.0077 0.0082 0.0055 0.0082
M 0.0003 0.0077 0.0082 0.0055 0.0082
L 0.0075 0.0555 0.0671 0.0298 0.0671

Total
0.008 0.071 0.084 0.041 0.084

Table 27
Risk ranking of the minimal cutsets grouping for the verbal-based application in
regional transportation including energy weight, reaching a total risk value for every
event into analysis

Regional transportation – verbal-based RCIs

Natural gas Oil

NG-6 NG-7 NG-8 O-7 O-8

H 0.0005 0.0004 0.0004 0.0126 0.0126
M 0.0001 0.0001 0.0000 0.0032 0.0032
L 0.0059 0.0052 0.0041 0.0621 0.0621

Total
0.007 0.006 0.005 0.078 0.078

Table 28
Risk ranking of the minimal cutsets grouping for the numerical-based application in extraction including energy weight, reaching a total risk value for every event into analysis

Extraction – numerical-based RCIs

Coal Natural gas Oil

C-1 C-2 C-3 C-4 C-5 C-6 NG-1 NG-2 NG-3 NG-4 O-1 O-2

L 0.08 0.07 0.07 0.07 0.07 0.07 0.13 0.12 0.12 0.12 0.59 0.55

Table 29
Risk ranking of the minimal cutsets grouping for the numerical-based application in
treatment including energy weight, reaching a total risk value for every event into
analysis

Treatment – numerical-based RCIs

Natural gas Oil

NG-5 O-3 O-4 O-5 O-6

H 0.01 0.11 0.10 0.03 0.10
M 0.01 0.07 0.07 0.09 0.07
L 0.14 0.46 0.45 0.24 0.44

Total
0.16 0.64 0.62 0.36 0.61

Table 30
Risk ranking of the minimal cutsets grouping for the numerical-based application in
regional transportation including energy weight, reaching a total risk value for every
event into analysis

Regional transportation – numerical-based RCIs

Natural gas Oil

NG-6 NG-7 NG-8 O-7 O-8

M 0.02 0.02 0.02 0.16 0.16
L 0.11 0.11 0.11 0.37 0.37

Total
0.13 0.12 0.12 0.53 0.53

Table 31
Levels of risk in extraction, dependent on the considered cases into analysis

Average values of risk in extraction

Coal Natural gas Oil

Verbal-based application III II I
Numerical-based application III II I

Table 32
Levels of risk in total (extraction + treatment + regional transportation) dependent on
the considered cases into analysis

Average values of risk in extraction + treatment + regional transportation

NG O

Verbal-based application II I
Numerical-based application II I
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lowest level of risk for coal, which in extraction is contrary to
statistics.

It must be stated that the relative risk value for natural gas and
oil must be read ‘as if’ they produce the same amount of electricity
as coal. Thus, the conclusion should be that at the same level of
useful energy production, coal is less risky than natural gas, and
far less risky than oil.

This conclusion is in any case misleading, first because it con-
siders only few events, and second because enlarging risk to a lar-
ger scale with such an approach does not take into consideration
possible improvements in a specific technology when it is dealing
with a higher electricity production.

Therefore, the present approach is not suggested as convenient,
based on the limitations of our judgment.

7.2. Introduction of RCIs scales based on electricity generation per fuel
and normalization according to MWh of electricity produced

This second alternative approach change the main process more
radically, modifying the scales of the RCIs and eliminating the ver-
bal-based approach, even if the description of the process follows
the same steps as shown in Fig. 2.

The numerical values extracted from the source of information
are normalized according to the chain specific electricity produc-
tion expressed in MW.

It is supposed that the indicators C-04, C-05, C-06, C-07, and
C-08 (see Table 1), which initially had only verbal-based evalua-
tion methods, are modified to numerical values to fit the
method.

Step number three as from Fig. 2 is processed considering as
maximum value the total world electricity production.

The grouping and ranking procedure proceed according to the
first main approach and the results are shown in the following Sec-
tions 7.2.1 and 7.2.2.

7.2.1. Numerical-based applications of the RCIs
See Tables 33–35.

7.2.2. Overall evaluation
The final chain ranking shown in Tables 36 and 37 confirms ex-

actly the conclusions reached with the main method based on the
maximum impact of the events (also in respect of the numerical
values behind the levels categories I, II, and III, which arrange risks
from the highest (I) to the lowest (III) level).

The reason resides in the methodology itself, as in both cases a
normalization process is followed, and additionally on the fact that
the electricity productions from coal, natural gas, and oil have the
same order of magnitude.

The approach can be considered equivalent to the main one ini-
tially presented in this paper, with the only exception that it does
not allow the verbal-based evaluation.

8. Conclusion

The paper presented and discussed a comparative methodology
to rank and compare energy-related risks. The method, based on a
set of RCIs, has its core and innovative aspects in the grouping and
ranking procedure, which relies on a PRA-based logic-related pro-
cess to obtain the final results.

The theoretical development is validated by the application to a
set of accidental events affecting three chosen chains of fossil fuels.

Table 33
Risk ranking of the minimal cutsets grouping for the numerical-based application in extraction including evaluation in respect of the chain-specific electricity production, reaching
a total risk value for every event into analysis

Extraction

Coal Natural gas Oil

C-1 C-2 C-3 C-4 C-5 C-6 NG-1 NG-2 NG-3 NG-4 O-1 O-2

H 0.26 0.24 0.23 0.22 0.21 0.21 0.15 0.14 0.13 0.13 0.24 0.21
M 0.20 0.21 0.22 0.22 0.23 0.23 0.25 0.25 0.25 0.25 0.21 0.23
L 0.71 0.70 0.68 0.67 0.66 0.66 0.54 0.53 0.50 0.51 0.69 0.65

Total
1.17 1.15 1.13 1.11 1.10 1.10 0.94 0.92 0.88 0.89 1.15 10.8

Table 34
Risk ranking of the minimal cutsets grouping for the numerical-based application in
treatment including evaluation in respect of the chain-specific electricity production,
reaching a total risk value for every event into analysis

Treatment

Natural gas Oil

NG-5 O-3 O-4 O-5 O-6

H 0.46 0.47 0.46 0.32 0.46
L 0.72 0.75 0.73 0.41 0.72

Total
1.18 1.22 1.20 0.73 1.18

Table 35
Risk ranking of the minimal cutsets grouping for the numerical-based application in
regional transportation including evaluation in respect of the chain-specific electricity
production, reaching a total risk value for every event into analysis

Regional transportation

Natural gas Oil

NG-6 NG-7 NG-8 O-7 O-8

H 0.39 0.39 0.39 0.43 0.42
L 0.54 0.54 0.53 0.62 0.61

Total
0.94 0.94 0.91 1.05 1.03

Table 36
Levels of risk in extraction, dependent on the considered cases into analysis

Average values of risk in extraction

Coal Natural gas Oil

Numerical-based application I III II

Table 37
Levels of risk in total (extraction + treatment + regional transportation) dependent on
the considered cases into analysis

Average values of risk in extraction + treatment + regional transportation

NG O

Numerical-based application II I
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The accidents analysed are extracted from the ENSAD database,
with the support of PSI.

The overall average level of risk for natural gas and oil, calcu-
lated across three steps of the fuel cycle, confirmed the usual trend
of risk for the two chains.

Two other alternative evaluation paths including the chain-spe-
cific electricity production are introduced and discussed, confirm-
ing the validity of the main method presented.

The practical application of the grouping and ranking methodol-
ogy showed some limitations linked to the use of the simulation
program; the program is designed for PRA applications and thus
to deal with low probabilities, while here the assumed probabili-
ties have high values.

These limitations are not at all affecting both the method and
the outcomes, but only mean that the results must be read in rel-
ative way and do not have absolute meaning.

The overall methodology cannot be considered complete at this
stage, but need a further uncertainty investigation, which is cur-
rently under development.
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manufacture process
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ABSTRACT: The paper presents a Probabilistic Risk Assessment type (PRA-type) study developed by the
Institute of Energy of the Joint Research Centre of the European Commission (JRC-IE) for non-nuclear energy
applications and adapted to the manufacture process for multi-crystalline silicon solar cells production. The study
is in the context of a project, which is part of a PhD study that aims to develop a methodology to compare risks
across different energy systems. Risk assessment and risk data collection efforts are under way in most energy
sectors (nuclear, fossil, hydropower), making possible comparisons easier. The photovoltaic (PV) sector, as a new
rapidly growing energy technology, offers opportunities for assessing possible risks mainly based on the quantity
of dangerous chemicals used, but there seems to be a lack of reported information on its risk events. This situation
makes it difficult to analyze the impact of the PV technology, especially if the attention is on human health.
Therefore, other well-known methods to assess the safety level of PV manufacturing facilities, such as PRA, can
be used to assess corresponding risk levels. The PRA methodology allows to evaluate preliminary quantification
figures for failure frequencies, and to demonstrate the possible advantages in identifying the failure scenarios of
the process itself, so that countermeasures can be considered. This paper presents first a detailed analysis of the
PV manufacture process, conducted at a methodological level (knowledge of the single processes at every step,
with chemicals introduced, and resulting as reaction products) as well as at a technical level (machinery involved,
auxiliary systems). Next, on this basis, an event tree and fault tree model are constructed and the corresponding
analysis performed, using data available from generic chemical industry data-bases. The results of this analysis
show that it is possible to quantify the frequency of failures of such processes leading to health challenges and
also to identify the scenarios leading to those end states. Even if the figures resulting from the existing models
based on the information available so far indicate that such probabilities are unlikely in comparison with other
industries, nevertheless the results indicate the existence of weak links. Such weak points could lead to possible
health threats. The benefits of using such approaches in conjunction with other design tools are clear when
performing risk reviews before events happen. Such an application would be in line with the best practice on
these issues from other industrial fields (aviation, aero-space, nuclear, some other chemical processes). The
use of such models in the framework of risk comparison could complement the data collected to support the
development of the knowledge database on risks for various energy sources.

1 INTRODUCTION

Although the world’s PV industry is still new when
compared to other traditional energy sectors, PV is
already now considered to be among the major renew-
able energy technologies of the future, with a positive
growth rate for the coming years, and offering the
benefits of an increasing number of jobs in Europe.
The growth of PV is expected to be boosted also by
the decision of the Council of the European Union
in March 2007; "a binding target of a 20% share of
renewable energies in overall EU energy consumption

by 2020" (Council of the European Union 2007) has
been agreed, which will also affect PV through the
implementation of national programs.

However, in parallel to the high growth rate in the
PV sector, there is a real need to increase attention
also to the possible proportionate rise in risks. Risk
considerations are necessary for both existing and for
new technologies, and the PV sector shall thus not be
excluded.

PV electricity generation is a zero-emission process
regardless of which technology (materials and manu-
facturing process) is used, but the production processes
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of solar modules involve chemical sub-stances, which,
like in any other industrial process, can pose a threat
to occupational safety, in terms of acute or chronic
hazards, as well as to the environment, if they are not
properly handled. Possible risks from dangerous sub-
stances can come mainly from release of chemicals,
toxic fumes inhalation, fire and explosion.

The amount of substances used in PV manufacture
is extremely low compared to the chemical process
industry, as shown by the Energy research Centre of the
Netherlands (ECN) in their overview of the amounts
of substances used for crystalline silicon module pro-
duction (ECN 2007). However, the above-described
rapid current growth of the PV sector and its related
production needs could lead to the use of much larger
amounts of dangerous chemical substances and it must
be ensured that this does not put significant additional
risk to human health and the environment.

The hazards associated with the manufacture pro-
cess of the photovoltaic cells have been largely dis-
cussed (see for example (Fthenakis 2003a)). On the
other side, there are no information and reported inci-
dental events easily accessible from the interested
industrial sector and the semiconductor industry is
thus, generally taken as a bench-mark.

The lack of available safety data and information
concerning the photovoltaic manufacture industry, has
led to evaluate the probability of some particular events
using a PRA-based approach. In (Fthenakis 2003b)
the fault tree analysis for the photovoltaic cell manu-
facture process is presented as a method for accident
prevention available to the industry.

A fault tree is a modelling tool used in the qualitative
and quantitative analysis of a system to develop a deter-
ministic description of the occurrence of a selected top
event, based on the occurrence or non-occurrence of
the intermediate and basic events in a logic sequence.
Using such a Boolean model and appropriate mod-
elling data, the probability of occurrence of the fault
tree’s top event can be determined together with failure
sequences leading to that undesired top event.

Basis of a fault tree analysis is a proper definition
of the system of interest and the top event to be inves-
tigated. Tracing backwards in the causal sequence,
failures that could lead to the top event can be identi-
fied, until failures are reached that cannot be reduced
any more or cannot be quantified. Further-more,
boundaries of the system have to be assumed, taking
into account external, internal and temporal aspects.

2 OVERVIEW OF CHEMICAL SUBSTANCES
IN THE PROCESS AND THEIR ASSOCIATED
RISKS

Along the investigation of the specific process into
analysis for the fault tree study, it is important to

have knowledge of the different chemical sub-stances
entering, and being released as vapours or re-action
products from the process itself.

An overview and characterization of all the haz-
ardous substances, respectively entering and re-leased
from the process, is shown in Table 1 and Table 2.
The substances are investigated concerning their indi-
cation of danger and their classification according to

Table 1. Chemical substances introduced in the multi-
crystalline photovoltaic cell manufacture process into
analysis.

Indication of
danger according
to Directive 67/
548/EEC (updated
version Direc- Associated

Substance tive 92/32/EEC) risk

Nitric acid O: Oxidizing Skin irritation,
(HNO3) C: Corrosive severe burns.

Hydrogen T+: Very toxic Toxicity,
fluoride C: Corrosive severe burns.
(HF)

Potassium C: Corrosive Severe burns.
hydroxide
(KOH)

Hydrogen T: Toxic Toxicity,
chloride C: Corrosive severe burns.
(HCl)

Oxygen (O2) O: Oxidizing Contactwith
combustible
material may
cause fire.

Nitrogen (N2) Not classified Oxygen con-
sumption in air

Phosphoryl T+: Very toxic Toxicity,
chloride C: Corrosive severe burns,
(POCl3) reacts violently

with water.
Carbon Not classified Global

tetrafluoride warming
(CF4) potential.

Silicon hydride Not classified Fire/explosion.
(silane)
(SiH4)

Ammonia T: Toxic Fire, toxicity,
(NH3) N: Dangerous for severe burns.

the environment
Silver (Ag) Not classified In metallisa-

tion paste.
Aluminuim (Al) F: Highly In metallisa-

flammable tion paste.
(if powder)

Solvents:
Isomethyl butyl F: Highly Fire, harm,

ketone flammable irritation.
(C6H12O) Xn : Harmful

Terpineol Not classified Fire, harm,
(C10H18O) irritation.
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Table 2. Output chemical substances from the multi-
crystalline photovoltaic cell manufacture process into
analysis. The information for hydrogen fluoride, nitrogen,
ammonia, nitric acid, and solvents is considered in Table 1
and not repeated.

Indication of
danger according
to Directive 67/
548/EEC (updated
version Direc- Associated

Substance tive 92/32/EEC) risk

Sodium hydroxide C: Corrosive Severe burns.
(NaOH)

Nitrogen dioxide T+: Very toxic Toxicity.
NOX (NO2)

Chlorine (Cl2) T: Toxic Toxicity,
N: Dangerous for skin burns.

the environment
Diphosphorus C: Corrosive Skin irritation,

pentoxide severe burns,
(P2O5) harmful if

inhaled.
Tetrafluoro silane Not classified Toxicity.

(SiF4)
Fluorine (F2) T+: Very toxic Fire, toxicity,

C: Corrosive severe burns.
Silicon dioxide Not classified Toxicity.

(SiO2)
Fluorosilicic acid C: Corrosive Severe burns.

(H2SiF6)

the European Directive 67/548/EEC (updated version
consisting of Directive 92/32/EEC) on the approx-
imation of the laws, regulations and administrative
provisions relating to the classification, packaging
and labelling of dangerous substances. The associ-
ated risks in case of exposure to the substance are also
indicated.

It is important to highlight that the amount of dan-
gerous chemical substances involved in the process
is very small (ECN 2007) compared to other chemical
process industries, thus the possible related risk is also
more limited.

3 METHODOLOGY

3.1 Main features of the model and method used

The modelling of the process using the risk type
approach is based on the standards used by the nuclear
industry as shown in (NUREG2300) adapted to the
specificity of the photovoltaic manufacturing process.

In order to perform this adaptation a series of
assumptions and clarifications are needed. Previous
work, showed in (Serbanescu et al. 2008) and (Ser-
banescu 2006), clarifies how the PRA process can be
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Figure 1. The multicrystalline silicon photovoltaic cells
manufacture process. The highlighted boxes are those includ-
ing the processes which required special modeling due to
the chemical substances involved. The codes are: AB =
acid bath, TDF = tube diffusion furnace, EI = edge isola-
tion, SNARC = silicon nitride anti-reflective coating, MP =
metallization process, CF = contact firing.

Figure 2. Main Flow of a quantitative risk analysis. For the
explanation of consequences and risk categories see Table 3.

performed in other areas than the nuclear field and
identifies which are the main challenges. However in
this paragraph a short list of the main features of the
model and the steps of the method are presented.

The target of the PRA modelling for the pho-
tovoltaic manufacturing facilities is to support the
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Table 3. Definitions of the end states (consequences and
risk levels).

Release/
risk
category Description of category Rank

RB Release/spill leading to burns. H
RT Release/spill being toxic. H
RC0 Release/spill below imposed targets H

by regulations.
RC1 Release/spill reaching imposed targets M

by regulations.
RC2 Release/spill above imposed targets H

by regulations.
RK0 Very low risk induced by release/spill H
RK1 Low risk induced by release/spill M
RK2 Medium risk induced by release/spill. H
RK3 High risk induced by release/spill. M
EXPL Intermediate consequence category M

coding scenarios which could lead
to explosions.

FIRE Intermediate consequence category M
coding scenarios which could lead
to fire.

FLOOD Intermediate consequence category M
coding scenarios which could lead
to flood.

Release

RT

RB

OR

OR

RK3

RK0

RK1

RC1

RC2

RC1

RC0

OR / AND

FIRE

FLOOD

EXPL

RK2

RC2

OR / AND

OR / AND

OR / AND

OR / AND

Figure 3. End States for the evaluation of postulated sce-
narios. For the explanation of release and risk categories see
Table 3.

assessment of the corresponding risk levels of the
process, the potential weak links and possible future
improvements.

An attempt has been made to describe the instal-
lation phases, as shown in Figure 1. However, due to
the limited information accessible in open source, the

Table 4. List of initiating events (IE).

Code of initiating event Description

Releases/spills at the input
to process

IE_RELIN_AL_MP IE spill Al at input into MP.
IE_RELIN_CF4_EI IE release CF4 at input into

edge insulation (EI).
IE_RELIN_HCL_AB1 IE spill HCL at input into

acid bath 1.
IE_RELIN_HF_AB1 IE release HF at input into

acid bath 1.
IE_RELIN_HF_AB2 IE release HF at input into

acid bath 2.
IE_RELIN_HNO3_AB1 IE release HNO3 at input

into acid bath 1.
IE_RELIN_KOH_AB1 IE spill KOH at input

into acid bath 1.
IE_RELIN_N2_TDF IE N2 release at input in

TDF.
IE_RELIN_NH3_SNARC IE release NH3 at input into

SNARC.
IE_RELIN_O2_EI IE release O2 at input into

EI.
IE_RELIN_O2_TDF IE O2 release at input in

TDF.
IE_RELIN_POCL3_TDF IE POCL3 release at input

TDF.
IE_RELIN_SIH4_SNARC IE release SIH4 at input

into SNARC.
IE_RELIN_SOLVENT_MP IE spill solvents at input

into MP.

Releases/spills at the output
to process

IE_RELOUT_CL2_TDF IE CL2 release at output
TDF.

IE_RELOUT_F2_EI IE F2 release at output EI.
IE_RELOUT_H2SIF6_AB2 IE H2SIF6 release output at

AB2.
IE_RELOUT_HCL_AB1 IE release HCL at output of

AB1.
IE_RELOUT_HF_AB1 IE HF release at output

AB1.
IE_RELOUT_HF_AB2 IE release at output AB2.
IE_RELOUT_HNO3_AB1 IE release HNO3 at output

from AB1.
IE_RELOUT_KOH_AB1 IE spill KOH at output in

acid bath 1.
IE_RELOUT_N2_TDF IE N2 release at output

TDF.
IE_RELOUT_NH3_SNARC IE NH3 release at output

SNARC.
IE_RELOUT_NOX_AB1 IE NOX release at output

AB1.
IE_RELOUT_P2O5_TDF IE P2O5 release at output

TDF.
IE_RELOUT_SIF4_AB1 IE SIF4 release at output

AB1.

(Continued)
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Table 4. (Continued.)

Code of initiating event Description

IE_RELOUT_SIF4_AB2 IE SIF4 release at output
AB2.

IE_RELOUT_SIF4_EI IE SIF4 release at output EI.
IE_RELOUT_SIO2_SNARC IE SIO2 release at output

AB2.
IE_RELOUT_SOLV_CF IE solvent release at output

CF.
IE_RELOUT_SOLV_DRY IE solvent release at output

Dryer.
IE_RELOUT_SOLVENT_MP IE Solvent at output MP.

Area events

IE_SEIS IE earthquake higher than
design level.

IE_EXPL IE explosion in
manufacturing
area-external event.

IE_FIRE IE area event fire in the
manufacturing zone.

IE_FLOOD IE flood in manufacturing
area.

Figure 4. Sample event tree with barriers and end states.

Figure 5. Event tree for fire/explosion scenario.

Figure 6. Typical event tree for the releases.

Figure 7. Sample fault tree for a barrier.

Figure 8. Sample fault tree for a barrier.

Figure 9. Sample fault tree for a IE frequency calculation.
The top event considered covers the release of CF4 at input of
the edge isolation (EI) process. Branch A is further developed
as shown in the following Figure 10.
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Figure 10. As continuation from previous Figure 9, the fur-
ther development of branch A is presented. The path along
branch B is shown in the following Figure 11.

Figure 11. Development of branch B as from Figure 10.
Further investigation is needed for gates C, D, and E. The
progress is shown in the following Figure 12, 13 and 14.

results obtained will have relevance only from the point
of view of highlighting the methodology and identify-
ing relative importance and ranking of various issues
between them.

The main flow of the PRA methodology used for
this case is shown in Figure 2. The process of develop-
ing the PRA model is based on process description and
definition of the possible damages of various failures
(as described in previous paragraphs).

Based on this information a set of assumptions are
made related to the possible scenarios and their results.
These assumptions are based on existing information,
too. However they could be flagged as initial question-
able inputs to the model, for which later on extensive
sensitivity analyses are performed to check the impact
and importance of each of them to the results so that
to seek systematically for further model reviews based
on new updated information on those issues.

The next step in building the model is to define the
barriers assumed by design to cope with various chal-
lenges and dangerous results so that risk to workers

Figure 12. Development of branch C as from Figure 11,
reaching the basic events. The events identified with the dou-
ble triangle could be investigated in more details and could
be further developed; anyhow, for the level of this study it has
been decided to stop at this stage, mainly for the unavailability
of further, more detailed, information.

Figure 13. Development of branch D as from Figure 11,
reaching the basic events. The events identified with the dou-
ble triangle could be investigated in more details and could
be further developed; anyhow, for the level of this study it has
been decided to stop at this stage, mainly for the unavailability
of further, more detailed, information.

and public will be as low as possible. After defining
the possible challenges that could happen, the barriers
to them, and the possible end states in each case, a set
of scenarios can be built by using specialized computer
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Figure 14. Development of branch E as from Figure 11, reaching the basic events. The events identified with the double
triangle could be investigated in more details and could be further developed; anyhow, for the level of this study it has been
decided to stop at this stage, mainly for the unavailability of further, more detailed, information.

software (as for instance RiskSpectrum® PSA Profes-
sional (© Relcon Scandpower AB 2008)). The results
of the case calculations for those scenarios give us the
group of all the combinations of the installation com-
ponents failures leading to a certain consequence. The
modelling in RiskSpectrum uses special consequence
categories introduced in the event trees, assuring the
association between various scenarios. A special con-
nection is created to link consequences and scenarios
when they express identical situations (e.g. fire is con-
sidered both among scenarios and consequences); this
approach is shown by the feedback line in Figure 2.

The definition of the end states (consequences and
risk levels) are shown in Table 3, and their postulated
combination are illustrated in Figure 3.

The end states definition is used to qualify the ter-
mination of each branches of the scenarios build in the
so called event trees for all the postulated challenges
to the installation as listed in Table 4.

The end states are applied to all the resulting sce-
narios given that the challenges from Table 4 happen.
The list of challenges from Table 4 is called list of Ini-
tiating Events (IE). The IE basically belong to three
groups: releases before the process, releases during
and after the process, and challenges due to so called
area events (floods, fires, explosions, earthquakes).

The quantification of the scenarios is based on
the end states to which they lead (consequence cat-
egories). This quantification allows the evaluation of
the risk impact of components and groups of compo-
nents, which are subsequently ranked correspondingly.

Given the data limitations, the results are mainly sig-
nificant from the point of view of relative ranking and
importance of different elements, rather than from the
point of view of absolute values of their risk impact.

3.2 Some specific modeling issues

There are some specific issues of the event trees in
this particular model, related mainly to data limita-
tions and scarce information on some design features
of the assumed barriers. However by considering them
as input assumptions and performing sensitivity cal-
culations on their relative impact, the future iterations
considering improved data and assumptions could be
directed by risk ranking of the main contributors to the
final results.

The event trees have the form portrayed in Figures 4,
5, and 6, and they reflect the generic results of repre-
senting such type of scenarios as derived in previous
papers on analogue cases (Serbanescu et al. 2007).

The event trees consist of a representation of
braches indicating success or failure after a given
IE happened and various barriers (represented in the
upper horizontal bar) fail to protect the installation.

The description of the failure of barriers is per-
formed in a set of trees defining the manner the barrier
can fail to perform its function, as represented in
Figures 7 and 8.

The frequency of initiating events is calculated in
PRA using either results from existing database of fail-
ures (if that exists) or by developing special type of
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Figure 15. Main results of the PRA for photovoltaic manu-
facturing process.

fault trees for the IE frequency calculation (if there are
no data on IE). A sample for such fault trees built in our
case is represented in Figures 9, 10, 11, 12, 13 and 14.

4 MAIN RESULTS AND DISCUSSIONS

The results are summarized in Figure 15 and represent
the rank of the impact of a given contributor from the
model to the risk.

There are two main perspectives important from
the point of view of the impact of the results: first is
the impact of various releases and IE, and second is
related to the role and the ranking of impact to cope
with risk challenges for various components and/or
barriers assumed by design for the installation.

The coding is presented in qualitative manner
and has a relative character (considering the relation
between them of the contributors). The impacts are
coded with H, M, L, and VL, respectively for high,
medium, low, and very low impact.

More details are represented in Figures 16, 17
and 18.

The following main observations can be made based
on the results obtained so far:

• There is a high contribution of all the releases
after the process (silane, other flammable and non

Figure 16. Main results of the PRA study for the specific
PV manufacturing process, showing the level of contribution
to risk of various barriers and systems. Cleaning actions and
drainage of spill have the highest contribution to the low risk
category RK0, while the highest input for high risk categories
RK2 and RK3 comes from ventilation, fire and explosion,
and drainage.

Figure 17. Detailed information concerning the contrib-
utors to RK3, as from Figure 16. No really dominant
contribution is shown, even if the highest percentage is shared
by fire and explosion barriers, and drainage of spill.

flammable) on the highest release category defined
(RC2). This high contribution is accompanied by a
high contribution to the risk values for all flammable
substances. Highest risk (RK3) is associated with
fire and explosions.

• The output release of the flammable substances has
a lower impact on risk, but still significant.

• For the release/spill of substances before the process
there is lower impact on risk than for the same sub-
stances after/during the process. However the risk
for flammable is still significant.
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Figure 18. Main results of the PRA for photovoltaic man-
ufacturing process showing the risk contribution of silane
in comparison with other flammable and non-flammable
substances. Non-flammable substances give the highest con-
tribution to the low risk category RK0, while for the high
risk category RK3 the situation is dominated by silane and
flammable substances. The associated pie chart shows the
detailed situation for the contributors to the category RK3.

• For non flammable substances there is a medium
range risk both for releases before and after the
process.

• The risk due to fire and explosions is dominant
by comparison with other area events (flood or
seismic).

• The barriers role and the intrinsic installation pro-
cess role in managing risk challenges are dominated
by the role of fire and explosions barriers. The
detection systems, cleaning systems, and drainage
systems are of medium range role in coping with
the risk posed by various challenges. The intrinsic
design features like preservation of leak-tightness
and vacuum, support (electrical, control, etc.) sys-
tems and human errors are important tools to cope
with high category of releases and medium level of
risks.

5 CONCLUSIONS

The paper presents and discusses an innovative study
which attempts to apply, for the first time, the
PRA-based methodology in the field of the photo-
voltaic manufacture industry. Due to lack of data
from existing PV installations, the model has been
created in close relation with the nuclear environ-
ment, where this methodology is already of common
use for safety management of nuclear power plants.
Relying on proven PRA expertise and adopting data

available from generic chemical industry databases
could help where the information from PV area were
not sufficient.

The results of this analysis show that it is pos-
sible to quantify the frequency of failures of the
main processes leading to health challenges mostly
affecting the occupational environment. The devel-
opment starts with the identification of the possible
scenarios, logically linked to particular end states
through the development of event trees and fault
trees.

Even if the information available from existing
literature indicates that the probability of failures
in the PV process are unlikely in comparison with
other industries, especially due to the lower amount
of chemicals involved in the process (Fthenakis
2003a), nevertheless the results highlight the exis-
tence of potential weak links along the production
stream.

Such weak points could result in possible occu-
pational health and safety threats to humans. In a
complex system, such as a photovoltaic manufactur-
ing installation, where many interconnected compo-
nents dynamically function together, methods such
as PRA can assist in consistently and systemati-
cally identifying interdependencies in order to assess
potential risks throughout the entire life cycle of
the installation (design, construction, operation and
decommissioning).

Furthermore, the benefits of using PRA-based
approaches, also in conjunction with other design
tools, are clear when performing risk reviews before
events happen. If applied in the PV industry, the use of
the PRA method could offer a contribution to improve
safety management systems in the manufacturing
process.

Such an application would be in line with the best
practice on these issues from other industrial fields
(aviation, aerospace, nuclear, some other chemical
processes).
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