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In an age where data is a pivotal asset for businesses, the ethical acquisition and use of personal information has
become increasingly more significant. Empowering data providers with greater autonomy over their personal
data is more important than ever. To address this, we propose a novel negotiation-based information-sharing
framework that empowers individuals to actively negotiate the terms of their data sharing, addressing privacy
concerns and ethical data usage. The framework enables users to determine what personal information they
share and under what conditions, fostering a more balanced and transparent data exchange process. Our
system allows data consumer agents to negotiate with their human users and can operate fully automatically,
with agents representing data providers negotiating based on elicited preferences and needs. We propose novel
preference modeling approaches and a negotiation framework to facilitate the bilateral sharing of information
and incentives between data consumers and providers. User experiments demonstrate the efficacy of our
negotiation approach and the effectiveness of the proposed preference models. Empirical results validate the
benefits of the proposed framework.

CCS Concepts: •Human-centered computing→ Human computer interaction (HCI); • Security and privacy
→ Usability in security and privacy;
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1 Introduction
Internet of things, e-services, and social media constitute an excellent resource of data for un-
derstanding the consumer behaviour. Such data has already been a major factor for companies
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to transform their business and achieve significant competitive advantage. As a consequence of
companies’ current practice of using customers’ data for developing tailored and innovative services,
people started to view their own personal information as a commodity that can be exchanged,
either in return of specific services or even for money. However, consumer behaviour research
reports that people are reluctant to share their personal data due to fear of possible illegal and
unethical usage of their data and information [6, 9]. GDPR has also been effective in increasing
people’s awareness and concerns about sharing data/info. Putting these together, companies need
personal data, people have data, and there is a need to regulate and facilitate how people can
control the terms and conditions of sharing their data requested by the companies. The problem
with marketing ethics has been studied for a long time [20] and some duties for the marketers were
recognized such as justice, beneficence, noninjury, and so on [15].

We extend our data market framework [3] that revolves around an automated negotiation process
between the data consumer and the data provider which gives the data provider an active role
and power in deciding the terms of the data sharing, and facilitates the preservation of privacy in
compliance with the individual data provider’s privacy preferences. In this article, we propose a
framework oriented around incentives that goes beyond mere discussion of the data content being
shared. It also considers the terms under which the offer is made, specifically the selection of parties
to share the data with, the time period for sharing, and the incentives that the data consumer should
offer (e.g., usage is limited to 1 year, or sharing with third parties is not allowed). This approach
ensures that the focus is not solely on the data itself but also on the broader context of its exchange.

In order to operate effectively in this negotiation framework, users should be able to express their
privacy preferences in a quantifiable and structured way. This requirement introduces a significant
challenge, as privacy preferences are often implicit, subjective, and difficult to articulate. One of the
core motivations behind our work is to help users reflect on these concerns and better understand
what kinds of data they value, and under which conditions they are willing to share them. To
address this, we designed a preference elicitation process that not only captures user preferences
effectively but also facilitates self-assessment and awareness during the process. On this end, we
extend our preference model from [3] to more comprehensively capture individuals’ sensitivity and
their stance regarding various categories of personal data they generate, as well as their valuation
of this information. Moreover, in our former work, preferential interdependency among data types
were not considered for simplicity. However, sharing a particular data type may not seem very
critical, but sharing another data type along with the other may be risky. That is, sharing only your
neighborhood is not as risky as sharing both your neighborhood and email addresses. Therefore,
instead of considering the risk of each single data type separately and aggregating their overall
risk, it is desired to consider the interrelated data types as a single bundle and estimate the risk
over bundles to capture the underlying preferential interdependency. Accordingly, we introduce a
novel model to estimate user privacy violations.

Furthermore, this proposed framework has been assessed through human-agent experiments
where the companies are represented as autonomous agents in the negotiation system.The proposed
approach could also be used in an automated manner. In order to fully automate this process, the
agents would need to elicit the preferences of the data providers to represent them. In order to
evaluate our proposed approach, we conducted an extensive user experiment where the companies
were represented as autonomous agents, and the users negotiated for themselves. We first evaluate
our preferencemodel by asking users to rate the offers they receive and give.The results demonstrate
a close correlation between the preferences elicited from individuals and the given ratings. Moreover,
we evaluate our proposed framework by considering the agreement rate, the acquired utilities for
both parties and the number of interactions needed to reach an agreement. The results confirmed
our framework’s effectiveness.
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In the following sections, we overview the related studies regarding privacy negotiation frame-
works in Section 2. We provide a detailed background on Automated Negotiations in Section 3,
particularly the underlying negotiation protocol, bidding strategy, and acceptance we utilized
in our framework. Following this, Section 4 introduces our proposed framework, detailing its
design and functionalities. We then present our Preference Elicitation Tool in Section 5.2. Section 6
discusses our experimental setup and analyzes the results, providing evidence of our framework’s
effectiveness. Lastly, we conclude with our future research direction in Section 7.
The primary contributions of this study are:

(1) Preference Model: We developed a computational model of preferences capable of detecting
interdependent privacy risks in data, which enhances the management and understanding of
privacy complexities.

(2) Negotiation Framework: We introduced a negotiation framework that facilitates interac-
tions between data providers and consumers, improving outcomes for both parties.

(3) Reasoning Mechanisms: We implemented sophisticated reasoning mechanisms for both
data providers and data consumers, enabling more informed decision-making during negoti-
ations.

(4) Comparative User Study: We conducted a comprehensive user study to compare the efficacy
of our negotiation-based approach with that of a baseline method, providing empirical
evidence of its benefits. Furthermore, we analyzed the results elaborately from different
perspectives, such as privacy awareness, personality, and negotiation attitudes.

2 Related Work
Numerous studies have explored the concerns of service consumers regarding the privacy of
their personal data, which must be shared with service providers for processes like invoicing and
shipment [12, 23, 24]. These studies highlight the limitations of the traditional approaches adopted
by service providers, characterized as “take it or leave it”(where consumers must provide their
personal data to access services) and “one-size-fits-all” (where all consumers are treated uniformly
without considering the varying degrees of concern for their personal information). Such practices
are shown to adversely affect user satisfaction. Consequently, these works advocate for a more
adaptable strategy that incorporates privacy negotiation.

In this context, El-Khatib presents a privacy negotiation protocol where the data consumer and
data provider negotiate their privacy policy [12]. In this protocol, the data consumer initiates the
negotiation with an offer. The data provider can either accept this offer or reject it. In the case
of rejection the provider will also provide an explanation regarding rejection. In this framework
offers contain how the data provider’s information will be used with an accompanying discount as
an incentive. This pioneering work established the foundation for subsequent studies on privacy
negotiation approaches. However, it operates under the assumption that the consumer agent has
access to user preferences and employs a rule-based algorithm for decision-making. While this work
introduces the concept of privacy policy negotiation, it does not proceed to evaluate the proposed
system’s effectiveness. Our research builds upon this foundation, advocating for negotiation while
emphasizing the modeling of preferences and the reasoning processes of agents based on these
preferences. Additionally, we conduct an evaluation of our system through experiments involving
negotiation between users and agents.

Moreover, Preibusch frames this process as a dynamic back-and-forth discussion [24]. In that
study, data providers are categorized into four types based on their data privacy concerns: those who
are extremely cautious about any data use, those sensitive only to their financial and health data,
those concerned exclusively with personal data (such as social security numbers, email addresses,
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and bank account details), and those indifferent to data sharing. The service provider engages in
negotiations with a service consumer only if the consumer does not fall into the first category,
implying negotiations occur only when there is a potential for compromise. Unlike previous models,
the negotiation process here is not concluded upon the service consumer’s acceptance of an offer;
it persists until either party decides to terminate the discussions. While both studies advocate for
a more adaptable approach to privacy policy than traditional methods, they portray the service
consumer as less empowered compared with the service provider, with consumers limited to either
accepting or rejecting offers. In contrast, our framework equips service consumers with equal
bargaining power, allowing for a more balanced negotiation process.

Furthermore, Baarslag et al. propose a negotiationmechanism for managing permissions, wherein
the service consumer (i.e., the data provider) initiates the negotiation by making a partial offer
concerning the data to be shared, and then invites the service provider to complete this offer with
additional terms, such as a price discount [5]. In the proposed framework, requesting the service
provider to complete the offer incurs a cost to the service consumer, thus preventing the service
provider from disclosing its entire cost structure and precluding the agent from discovering all
possible offer combinations. Unlike earlier studies, this model grants the service consumer greater
bargaining power, though not equivalent to that of the service provider, as the latter always makes
complete offers. Consequently, the service consumer is restricted from seeking further discounts or
incentives and may hesitate to make more partial offers due to the associated costs. Our research
diverges from Baarslag et al.’s study by addressing the limitation that service consumers can
only make partial offers, a constraint that undermines the parity between service providers and
consumers. We employ a different approach to evaluate complete offers, taking into consideration
the potential interdependencies between various negotiation issues, contrary to the assumption
in Baarslag et al.’s study that preferences are represented using additive utility functions without
preferential interdependencies. However, we believe that such interdependencies may exist. For
instance, the assessment of data usage could vary based on the type of data. Therefore, our work
takes into account several factors to evaluate a bid, including the secrecy level of the information,
the risk associated with sharing it, and the profit derived from the offered incentives. While our
focus is primarily on the type of information and the incentives offered, Baarslag et al. also explore
additional dimensions, such as the intended use of the data. This opens an avenue for future
research to further explore the complexities of negotiation in permission management, including
the nuanced interplay between data usage and other relevant factors. For example, the evaluation
of data usage may differ depending on the type of data. Consequently, our work considers multiple
criterion’s when assessing a bid, including the data’s privacy level, the possible risks involved
if this information becomes public, and the benefits gained from the provided incentives. While
our focus is mainly on the type of information and the incentives offered, Baarslag et al. examine
additional aspects, such as the intended purpose of the data. This highlights an opportunity for
future research to delve deeper into the complexities of negotiation in permission management,
including the subtle interactions between data usage and other pertinent factors.

Recent research aims to automate the negotiation process to minimize human effort. Filipczuk
et al. introduce a multi-issue negotiation model, where agents exchange partial and complete offers,
negotiating over various bundled issues [14]. In this approach, the proposer (i.e., a data provider in
our context) submits partial offers with some undetermined issues. The responder then completes
the offer based on the partial proposal. Subsequently, the proposer can either accept or decline
the complete offer. This system allows for human participants to provide feedback during the
negotiation process, which is utilized solely for the purpose of eliciting user preferences without
directly influencing the content of the offers. This method effectively reduces the cognitive burden
on human users. On the other hand, we advocate that human users should retain the ultimate
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authority to make decisions a critical aspect given the sensitive nature of the negotiations involved.
Following, another study presents a context-aware agent-based framework that derives contexts
from previous user experiences to model the current situation and makes privacy decisions on
behalf of the user, even if the user has not explicitly been in a similar situation before [19]. In
this framework, the agent can decide to accept, reject, or consult the user if the current context
is ambiguous and thus requires the human to make the final decision. Furthermore, Kekulluoglu
et al. introduce a methodology for a multi-agent management system for privacy in online social
networks [17]. Each user is represented by an agent that aids in preserving their privacy through a
hybrid negotiation architecture. This architecture integrates semantic representations of privacy
rules and domains with agent-based decision-making using utility functions.

Another utilization of automated negotiations is big-data sharing, amplifying the risk of re-
identification and privacy breaches, especially in the domains with diverse data sources ranging from
IoT devices and social media with varying sensitivities and risks. Recent works have addressed these
challenges by proposing frameworks that integrate privacy-preserving mechanisms with scalable
negotiation strategies. For instance, Jung et al. tackle the challenge of balancing privacy risks with
economic incentives in data sharing [16]. Their framework employs differential privacy to mediate
negotiations, allowing data providers to adjust privacy parameters in exchange for compensation
dynamically.This addresses the need for individualized privacy solutions in large-scale data markets,
ensuring both privacy and fairness. Similarly, Ferradi et al. focus on the scalability and diversity of
big data operations [13]. They provide a comprehensive survey of security and privacy-preserving
techniques, emphasizing the importance of frameworks capable of managing heterogeneous data
sources and multi-party negotiations. By highlighting the complexities of big data sharing, such
as the interplay between privacy policies across different domains, their work underscores the
necessity for adaptable negotiation mechanisms that address these interdependencies.

While existing methods show promise in terms of accuracy, they lack the capability to elucidate
the rationale behind specific decisions to end-users. In response, Aycı et al. have introduced a
methodology designed to generate explanations for the decision-making processes of privacy
assistants [1]. Their method involves associating items with various topics to understand and
communicate why an item is deemed private or public. This process employs topic modeling and
machine learning classification techniques to identify and improve the topic descriptions.The critical
aspect of their approach is using these identified topics to create intuitive, user-friendly explanations
through textual or visual means, thereby enhancing the interpretability and transparency of the
system’s privacy decisions. There are also other works focusing on agreement over co-owned
data’s sharing policies amongst peers [11, 22] rather than negotiation between data consumers and
providers. These works are complementary to our work. After the peers have reached an agreement,
our framework could be used to negotiate with data consumers according to the groups agreed
upon privacy policies.

Another crucial avenue of complementary research focuses on ensuring that data, once shared,
is not subsequently re-shared with unauthorized third parties. This concern is especially critical in
real-world deployments where data usage is difficult to monitor post-negotiation. Recent approaches
have addressed this limitation by introducing enforceable data-sharing mechanisms. Urovi et al.
propose LUCE, a blockchain-based platform for license accountability and compliance, which offers
transparency and auditability regarding how shared data is used [27]. Similarly, Desai et al. explore
the use of smart contracts to automatically enforce sharing agreements and penalize violations,
thereby restricting data consumers from re-distributing data [21]. Furthermore, Braghin et al.
present DLPFS, a framework for data-leakage prevention that employs access control and secure
file handling mechanisms [7]. These systems are highly complementary to our work and could be
integrated into our negotiation framework to provide end-to-end guarantees for data governance.
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3 Agent-Based Negotiation
Automated negotiations structure the negotiation process between two or more agents over a finite
set of 𝑛 issues ℐ = {1, 2, … , 𝑛}. Each issue 𝑖 ∈ ℐ has a range 𝒟𝑖 of possible values. An outcome,
𝑜 ∈ Ω, is a complete assignment of values to all issues whereΩ is the Cartesian Product of the values
for each issue 𝑖 in their 𝒟𝑖. The set of all possible outcomes is defined as Ω = 𝒟1 X 𝒟2 X… X 𝒟𝑛.

The outcomes serve as offers, which agents evaluate using their utility functions that map each
negotiation outcome to a real number in the range [0, 1], indicating the desirability of that outcome.
Thus, a utility function mathematically represents the agent’s preferences. Additive utility functions
are the most commonly used utility functions in automated negotiations. Equation (1) illustrates
such a utility function, where 𝑤𝑖 represents the weight or importance of issue 𝐼𝑖 for the agent, 𝑜𝑖
represents the value for issue 𝑖 from 𝒟𝑖 in the offer 𝑜, and 𝑉 𝑖 is the valuation function for issue 𝑖,
which shows the desirability of the issue value 𝑜𝑖. An issue 𝑖’s value 𝑜𝑖 is more preferred when 𝑉𝑖
returns a higher value. Each negotiating agent has its own utility function and uses it to determine
what to offer and when to accept an offer. It is most commonly assumed that ∑𝑖∈𝑛 𝑤𝑖 = 1 and
the domain of 𝑉𝑖 is (0, 1) for any 𝑖. Agents generally do not know their opponent’s preferences or
bidding strategies.

𝒰(𝑜) =
𝑛
∑
𝑖=1

𝑤𝑖 × 𝑉𝑖(𝑜𝑖). (1)

3.1 Negotiation Protocol
The Stacked Alternating Offers Protocol (SAOP) is one of the most commonly used turn-taking
protocols, providing rules for interactions among agents. It determines the actions that can be
taken during a turn and when to stop the negotiation [2]. The interaction begins with one agent
making an offer. The receiving agent can then choose one of three actions: (i) accept the current
offer, (ii) make a counter offer, or (iii) end the negotiation without an agreement. The first two
actions, accepting the offer or making a counter offer, are based on the agent’s utility function. This
turn-taking interaction continues until an agreement is reached or the deadline is met.

3.2 Bidding Strategy
Any utility-based bidding strategy can be employed by the agent. According to such bidding
strategies, agents calculate a target utility based on time or opponent’s behavior and pick an offer
that satisfies this target. In this study, as the bidding strategy, we adopted a bidding strategy from the
literature [18] called the “Hybrid Negotiation” strategy, which combines time-based and behavior-
based concession strategies in agent negotiation. This innovative approach ensures a dynamic
adoptation to both the temporal constraints of the negotiation and the opponent’s behavioral
patterns. Traditionally, utility-based bidding strategies in the literature focus either on time or the
opponent’s behavior to calculate a target utility. In contrast, the “Hybrid Negotiation” strategy
integrates these two factors.

By using this hybrid approach, our agents can make their decisions adaptable to their opponent’s
behavior as well as remaining time to complete the negotiation. Equation (2) shows the calculation
of the target utility in this strategy.

𝑇𝑈𝐻𝑦𝑏𝑟 𝑖𝑑 = 𝑡2 × 𝑇𝑈𝑇 𝑖𝑚𝑒 + (1 − 𝑡2) × 𝑇𝑈𝐵𝑒ℎ𝑎𝑣 𝑖𝑜𝑟. (2)

𝑇𝑈𝐻𝑦𝑏𝑟 𝑖𝑑 is a weighted average of the time-dependent target utility (𝑇𝑈𝑇 𝑖𝑚𝑒) and the behavior-
dependent target utility (𝑇𝑈𝐵𝑒ℎ𝑎𝑣 𝑖𝑜𝑟), with the weighting based on the square of the remaining time
factor 𝑡. In the beginning of the negotiation, the agent takes into account its opponent’s behavior
more. While the deadline is approaching, it considers the target utility estimated by the time-based
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strategy more.
𝑇𝑈𝑇 𝑖𝑚𝑒(𝑡) = (1 − 𝑡)2 × 𝑃0 + [2 × (1 − 𝑡) × 𝑡 × 𝑃1] + 𝑡2 × 𝑃2. (3)

𝑇𝑈𝑇 𝑖𝑚𝑒 represents the time-based component, which decreases exponentially as time advances,
encouraging the agent to make concessions as the deadline approaches.

𝑇𝑈𝐵𝑒ℎ𝑎𝑣 𝑖𝑜𝑟 = 𝑈 (𝑂 𝑡−1
𝑗 ) − 𝜇 × Δ𝑈 . (4)

𝑇𝑈𝐵𝑒ℎ𝑎𝑣 𝑖𝑜𝑟 takes into account the opponent’s recent behavior, particularly how their utility has
changed, allowing the agent to respond in kind.

Δ𝑈 =
𝑛
∑
𝑖=1

[𝑊𝑖 × (𝑈 (𝑂 𝑡−𝑖
ℎ ) − 𝑈 (𝑂 𝑡−𝑖−1

ℎ ))] . (5)

Equation (5) aggregates the changes in the opponent’s utility over a window of 𝑛 past bids, weighted
by 𝑊𝑖, to inform the agent’s behavior-based strategy.

𝜇 = 𝑃3 + 𝑡 × 𝑃3. (6)

Finally, 𝜇 is a time-dependent parameter that influences the extent to which the agent mimics the
opponent’s behavior, increasing as the negotiation progresses.

3.3 Acceptance Strategy
A negotiation lasts until reaching an agreement or the deadline. When there is no agreement, both
sides get a zero utility score or the reservation value if available when the deadline is up. The most
common and successful strategy is the next utility acceptance strategy (𝐴𝐶𝑛𝑒𝑥𝑡). According to this
strategy, the agent accepts its opponent’s offer when the received utility of the opponent’s current
offer is equal to or greater than the agent’s target utility estimated for the current round.

4 Negotiation-Based Data Sharing Framework
Building on our earlier work [3], we propose a platform for data sharing where two autonomous
agents, a data provider and a data consumer, engage in a negotiation to decide together the terms
and conditions for sharing data. The proposed data sharing approach is based on two key constructs.
First, a data consumer (e.g., a company) must have specific some business goals that require the
data owned by the data provider. Second, a data provider (e.g., a customer) must have some sort
of motivation (i.e., incentive) for sharing their personal/private data. Figure 1 illustrates the
architecture of the negotiation-based platform for data sharing. The negotiation between the data
consumer and the provider is governed by the Alternating Offers Protocol [4, 25].The data consumer
initiates the negotiation with an offer, and the data provider either accepts the offer or makes
a counter offer. Negotiation proceeds in a turn-based manner until the termination condition is
satisfied, either through reaching a mutual agreement or upon hitting the deadline.

Particularly, after the enforcement of GDPR, individuals take privacy concerns more seriously and
value their personal data accordingly. The suggested platform provides a negotiation mechanism
for privacy-preserving data sharing. The data to be shared consists of a bundle of data pieces which
may be of different data types (e.g., age, gender, GPS, etc.)1 Certain data types may create a reason
for privacy (or secrecy) concerns. In our framework, agents negotiate (i) the content of the data
bundle (i.e. which data types to be shared), (ii) sharing policies (i.e., with whom to share, how long
to share) and (iii) incentives to be given by data consumer.

As illustrated in Figure 1, a shared ontology is utilized to create a common understanding among
agents. It formally defines data types (𝑇) that can be exchanged, potential sharing durations (e.g.,

1Note that, It is important to distinguish between data and data types: data refers to the actual information, while data
types indicate the category of that information. For example, ’31’ is data, whereas ’age’ is the corresponding data type.
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Fig. 1. Agent-based data sharing architecture.

six months, one year, etc.), possible sharing options such as “company only” or “company and
third party” and various types of incentives (e.g., Call Minutes in telecommunications). Thus,
the ontology’s content is specific to the domain. In the proposed framework, both agents elicit
stakeholders’ preferences and beliefs and build a private knowledge base to be utilized for the
reasoning process during the negotiation.

In this framework, an offer2 can be formalized as follows: 𝑜 < 𝑑, 𝑡, 𝑠, 𝑝 > where
— 𝑑 represents a subset of data types under negotiation (𝑑 ⊆ 𝐷), with 𝐷 being all possible data

types defined in the ontology.
— 𝑡 signifies the contract duration (i.e., the period during which the data will be shared once

the offer is mutually accepted by both agents).
— 𝑠 indicates the sharing policy, specifically detailing with whom the data may be shared.
— 𝑝 represents the incentives offered in exchange for the shared data.

For example a possible offer in this context may look like, (𝑜1 =< {Occupation, Education
Level}, “2 years”, “share with the company and third parties) represented by the data consumer
agent”,“3-month free phone call” > where occupation and education level constitute the data bundle,
the duration of contract is 2 years, and the proposed incentive is 3-month free phone call. In the
following sections, we describe how the data consumer and provider agents assess offers that they
receive on behalf of their stakeholders (i.e., company and individual customer).

4.1 Data Consumer Agent’s Reasoning
To determine whether the data provider’s offer is acceptable and what counteroffer to propose, the
data consumer agent assesses the offers according to the expected utility function defined below.
For this assessment, they require a knowledge base representing various characteristics of their
owners. The consumer agent’s knowledge base includes the possible business goals of their owners,
the mapping of these goals to the necessary data types, and the importance of each goal to the data
consumer agent. Additionally, the knowledge base contains the costs of incentives offered to the
data provider to encourage the disclosure of the required data types. The agent’s decision to accept
or reject an offer is based on the calculated utility of the offer.

We propose a utility function for the data consumer agent, as shown in Equation (7), where
the value of offers are determined by two factors: the total utility of the included data types under
specific conditions (i.e., duration and sharing policy) 𝑉 𝑎𝑙𝑢𝑒𝑠ℎ𝑎𝑟 𝑖𝑛𝑔(𝑑, 𝑡 , 𝑠) and the total cost of the
incentives 𝑉 𝑎𝑙𝑢𝑒𝑐𝑜𝑠𝑡(𝑝). It is important to note that the ranges of these value functions should be

2In this work, the terms offer and bid are used interchangeably
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consistent.
𝑈 (𝑜 < 𝑑, 𝑡, 𝑠, 𝑝 >) = 𝑉 𝑎𝑙𝑢𝑒𝑠ℎ𝑎𝑟 𝑖𝑛𝑔(𝑑, 𝑡 , 𝑠) − 𝑉 𝑎𝑙𝑢𝑒𝑐𝑜𝑠𝑡(𝑝). (7)

When preparing its offer, the data consumer agent (𝐴𝑔𝑒𝑛𝑡𝐶) makes certain that the data type
bundle, 𝑑, adequately fulfills its desired objectives. Similarly, when assessing the data provider’s
counteroffer, the agent first examines whether the proposed bundle aligns with its requirements.
This step is essential, as the provider (𝐴𝑔𝑒𝑛𝑡𝑃) might have left out specific data types previously
requested by the consumer due to privacy considerations.
𝐴𝑔𝑒𝑛𝑡𝐶’s business goals are represented as 𝐺 = 𝑔1, 𝑔2, … , 𝑔𝑘, where 𝑘 denotes the total number

of goals. Each goal 𝑔 ∈ 𝐺 requires specific data types to be acquired. For example, 𝑑1, 𝑑2, 𝑑3 ∈ 𝐷
are needed to achieve 𝑔1, while 𝑔2 might only require 𝑑3. 𝐴𝑔𝑒𝑛𝑡𝐶 seeks to acquire this data from
𝐴𝑔𝑒𝑛𝑡𝑃 through negotiation. Conversely, if some data types have high privacy value for 𝐴𝑔𝑒𝑛𝑡𝑃,
they may avoid providing this data or demand more incentives. Typically, each goal has a different
importance level for 𝐴𝑔𝑒𝑛𝑡𝐶. Therefore, a weight value, 𝑚𝑖, is associated with each goal 𝑔𝑖 ∈ 𝐺,
indicating its importance to 𝐴𝑔𝑒𝑛𝑡𝐶. The sum of these weights add up to one, i.e.,∑𝑘

𝑖 𝑚𝑖 = 1. In this
framework, a goal is deemed to be satisfiable if 𝐴𝑔𝑒𝑛𝑡𝐶 possesses all the required data to achieve it.

We define the value of a data type bundle under specific sharing conditions 𝑉 𝑎𝑙𝑢𝑒𝑠ℎ𝑎𝑟 𝑖𝑛𝑔(𝑑, 𝑡 , 𝑠)
as an additive function, as presented in Equation (8). Here, 𝑈𝐷 represents the utility of the data
type bundle, 𝑈𝑇 represents the utility of the duration (the length of time the data will be shared
with the company), and 𝑈𝑆 represents the utility of the sharing policy (i.e., with which parties the
data will be shared). The utility values range from zero to one. The importance of the data type
bundle, duration, and sharing policy are denoted by 𝑤𝑑, 𝑤𝑡, and 𝑤𝑠 respectively, with the sum of
these weights equal to 1. It is assumed that there are no preferential dependencies among these
factors. In other words, the data consumer would consistently favor a longer duration and a more
extensive sharing policy, regardless of the data type bundle’s content. However, the importance of
these utilities may fluctuate based on the specific data types included in the bundle. For example,
the utility of permitting the company to share the data bundle with a third party might be higher for
certain data types due to particular business requirements. In such scenarios, generalized additive
utility functions can be employed, where the utility of each factor is calculated for every possible
data combination.

𝑉 𝑎𝑙𝑢𝑒𝑠ℎ𝑎𝑟 𝑖𝑛𝑔(𝑑, 𝑡 , 𝑠) = 𝑈𝐷(𝑑) × 𝑤𝑑 + 𝑈𝑇(𝑡) × 𝑤𝑡 + 𝑈𝑆(𝑠) × 𝑤𝑠. (8)

The utility of a data type bundle, denoted as 𝑈𝐷(𝑑) in Equation (9), is determined by summing
the weights of the goals that can be satisfied by 𝑑. As discussed, here, 𝑆𝑎𝑡𝑖𝑠𝑓 𝑖𝑎𝑏𝑙𝑒(𝑔𝑖, 𝑑) is equal to 1
if 𝑑 includes all the data types needed for goal 𝑔𝑖; otherwise, 𝑆𝑎𝑡𝑖𝑠𝑓 𝑖𝑎𝑏𝑙𝑒(𝑔𝑖, 𝑑) is set to 0. It is crucial
to highlight that this approach assigns a value to the bundle as a whole, rather than assessing each
individual data item separately. The rationale behind this is that certain data items may hold little
value on their own but become significant when combined with others. For example, if 𝐴𝑔𝑒𝑛𝑡𝐶
requires both 𝑑1 and 𝑑2 to fulfill 𝑔1, the absence of either 𝑑1 or 𝑑2 would hinder the achievement of 𝑔1.

𝑈𝐷(𝑑) =
𝑘
∑
𝑖
𝑚𝑖 × 𝑆𝑎𝑡𝑖𝑠𝑓 𝑖𝑎𝑏𝑙𝑒(𝑔𝑖, 𝑑). (9)

Remember that an offer is composed of four key components: the data type bundle, the duration,
the sharing policy, and the incentives provided to the data provider. These incentives come with a
cost, which 𝐴𝑔𝑒𝑛𝑡𝐶 seeks to minimize. The cost value of the incentives, denoted as 𝑉 𝑎𝑙𝑢𝑒𝑐𝑜𝑠𝑡(𝑝), is
a function that translates the cost of incentives for the obtained data types 𝑑 into a real number
between zero and one [0, 1]. A higher value suggests that the selected incentive is particularly
expensive in relation to the data bundle. It’s important to note that the cost value will be greater
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than zero if the incentive cost for 𝐴𝑔𝑒𝑛𝑡𝐶 is lower in value compared with the worth of the data
provided by 𝐴𝑔𝑒𝑛𝑡𝑃.

4.2 Data Provider’s Reasoning
In this section, we describe how the data provider agent assesses an offer based on privacy concerns
and the benefits of the incentives provided by the data consumer agent. We define privacy using two
main components. The first is the desire for secrecy, which reflects the data owner’s reluctance to
share certain information simply because they prefer to keep it private. For instance, an individual
may not want others to see a video of them singing off-key at a karaoke event. While sharing
this video may not cause harm, it could cause discomfort. The second, is the risk/fear of harm
and uncertainty regarding potential unethical or improper use of the data by others without
consent. These components together determine the privacy value that the data provider assigns to
specific data content. Consequently, the knowledge base of the data provider agent includes their
preferences and beliefs about the secrecy and risk values associated with the information in their
knowledge base.

People exhibit significant variations in their levels of secrecy and risk perception when sharing
certain data types, as well as in how they value their private information. Some data types, such as
social security numbers, are universally considered private. However, there is considerable variation
among individuals (or individual companies) regarding the secrecy of other data types. Similarly,
some people perceive certain data as highly susceptible to privacy breaches, while others may feel
unconcerned about the same data. Thus, individuals value their data differently. In summary, an
effective data sharing approach should be attuned to these individual differences.

During the negotiation, the data provider agent evaluates both the utility of the incentive
proposed by 𝐴𝑔𝑒𝑛𝑡𝐶 and the extent of privacy intrusion involved in sharing the personal or private
information requested. Equation (10) shows how 𝐴𝑔𝑒𝑛𝑡𝑃 assesses the utility of an offer, where
𝑐𝑝, 𝑐𝑡, and 𝑐𝑠 serve as the coefficients for the expected tradeoff between incentive and privacy
violation, duration, and sharing policy, respectively. It’s important to note that these coefficients
are normalized to sum to one. We assume that 𝐴𝑔𝑒𝑛𝑡𝑃 employs a utility function, 𝑉 𝑎𝑙𝑢𝑒𝐼 𝑛𝑐𝑒𝑛𝑡𝑖𝑣𝑒(𝑝),
which translates each potential incentive into a real value between zero and one, reflecting the
user’s needs or preferences. Similarly, the provider agent uses utility functions for duration 𝑈𝑇(𝑡)
and sharing policies 𝑈𝑆(𝑠), mapping the given values for these factors to a utility value within the
zero to one range. Higher utility values correspond to more favorable conditions. For example, a
sharing policy that limits data sharing to the company alone is preferred over one that includes
sharing with third parties.

𝑈 (𝑜 < 𝑑, 𝑡, 𝑠, 𝑝 >) = 𝑐𝑝 × [𝑉 𝑎𝑙𝑢𝑒𝐼 𝑛𝑐𝑒𝑛𝑡𝑖𝑣𝑒(𝑝) − 𝑉 𝑎𝑙𝑢𝑒𝑝𝑟𝑖𝑣𝑎𝑐𝑦(𝑑)]
+ 𝑐𝑡 × 𝑈𝑇(𝑡)
+ 𝑐𝑠 × 𝑈𝑆(𝑠)

. (10)

When calculating 𝑉 𝑎𝑙𝑢𝑒𝑝𝑟𝑖𝑣𝑎𝑐𝑦, which represents the cost of a privacy breach, 𝐴𝑔𝑒𝑛𝑡𝑃 assesses
both the information’s level of secrecy and the risks associated with sharing the requested data
(i.e., potential negative consequences). Secrecy has a psychological aspect, reflecting an individ-
ual’s desire to keep certain personal information private, regardless of whether it could be used
against them. As such, secrecy is a deeply personal matter. In the proposed framework, the data
provider will determine the secrecy level for each type of information. For instance, a data provider
might be more reluctant to share their Social Security number than their phone number, so that
𝑆𝐿(𝑆𝑜𝑐𝑖𝑎𝑙𝑆𝑒𝑐𝑢𝑟 𝑖𝑡𝑦𝑁𝑢𝑚𝑏𝑒𝑟) ≻ 𝑆𝐿(𝑃ℎ𝑜𝑛𝑒𝑁𝑢𝑚𝑏𝑒𝑟). Higher secrecy levels indicate greater unwilling-
ness to share the corresponding information. The secrecy scale ranges from zero to one.
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Thus, the provider agent defines 𝑅𝑖𝑠𝑘(𝑥) to indicate the level of risk associated with sharing each
data item 𝑥 ∈ 𝐼 from their point of view. Although assessing the risk of individual data types may
seem straightforward, the overall risk can be influenced by the combination of data types being
shared. Sharing a single piece of data might not be risky on its own, but when combined with
other data, it could reveal sensitive information. For example, a provider might assign a low risk
to “occupation” and a medium risk to “GPS”, but a high risk when these two are shared together,
as it could disclose the company they work for. Consequently, providers may assess the risk of
individual data types and their combinations differently. To address this, the framework allows
providers to specify the risk associated with subsets of data types (i.e., 𝑅𝑖𝑠𝑘𝐷𝑃(𝑌 ) where 𝑌 ⊂ 𝐷) as
well as the risk for each data type individually (i.e., 𝑅𝑖𝑠𝑘(𝑥) ∀𝑥 ∈ 𝐷).

Accordingly, Equation (11) illustrates how the value of privacy is estimated in our framework.
Here,𝑅𝑖𝑠𝑘(𝑥) indicates the risk associated with sharing the requested item 𝑥 from the data provider’s
perspective, and 𝑅𝑖𝑠𝑘𝐷𝑃(𝑌 ) represents the risk of sharing a subset of data types, with 𝐷𝑃 denoting
data dependencies (i.e., sets of interdependent data types), where 𝑌 ⊂ 𝐷. 𝑆𝐿 signifies the normalized
secrecy level of the given information type. For example, if a data provider believes that sharing
both “GPS” and “occupation” together is riskier than sharing them individually, they define a
dependency such as 𝐺𝑃𝑆, 𝑜𝑐𝑐𝑢𝑝𝑎𝑡𝑖𝑜𝑛. In our formulation, we opt to consider the maximum value
of privacy violation rather than the average privacy violation of each piece of information in the
bundle. This approach is chosen because a bundle may contain data types with either very high or
very low privacy violations, and taking the average may not accurately reflect the significance of
the violation.

Consequently, Equation (11) demonstrates how privacy value is calculated within our framework.
In this context, 𝑅𝑖𝑠𝑘(𝑥) reflects the risk involved in sharing 𝑥 from the perspective of the data
provider, while 𝑅𝑖𝑠𝑘𝐷𝑃(𝑌 ) represents the risk linked to sharing a subset of data types, where 𝐷𝑃
stands for data dependencies (i.e., groups of interrelated data types) and 𝑌 ⊂ 𝐷. 𝑆𝐿 denotes the
normalized secrecy level for the specific type of information. For instance, if a data provider
considers that sharing both “age” and “gender” together poses a higher risk than sharing them
separately, they would define a dependency such as 𝑎𝑔𝑒, 𝑔𝑒𝑛𝑑𝑒𝑟. In our approach, we choose to
prioritize the maximum value of privacy violation over the average violation for each data item
in the bundle. This decision is based on the idea that a bundle may include data types with either
extremely high or low privacy risks, and averaging might not fully capture the severity of the
violation.

𝑉 𝑎𝑙𝑢𝑒𝑝𝑟𝑖𝑣𝑎𝑐𝑦(𝐼 , 𝑑, 𝑠) = max(max
𝑥∈𝐷

(𝑆𝐿(𝑥) ∗ 𝑅𝑖𝑠𝑘(𝑥)),

max
𝑌⊆𝐷∧𝑌∈𝐷𝑃∧𝑧∈𝑌

(𝑆𝐿(𝑧) ∗ 𝑅𝑖𝑠𝑘𝐷𝑃(𝑌 )))
(11)

5 Preference Elicitation and Negotiation Tool
The proposed negotiation approach and framework are versatile and can be applied to various
data sharing scenarios. To illustrate and assess our approach, we examine a use case from the
telecommunications sector. In this context, a telecommunications company aims to conduct data
analytics on its customers’ data. According to regulations, they must obtain customers’ consent to
keep and handle their private information. Rather than imposing a specific data sharing policy, the
company engages with customers to establish a mutually acceptable policy using the proposed
approach. For this purpose, the data consumer initiates a two-way negotiation process with data
providers to determine what data will be shared and what incentives will encourage sharing. For
example, the company might offer promotions such as “2GB’s”, “200 minutes”, and so on, to gain
customers’ consent for the data sharing policy.
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Table 1. Incentives

Incentive Name Duration (Days) SMS Minutes GB’s
Incentive 1 7 100 60 1 GB
Incentive 2 30 50 30 1 GB
Incentive 3 30 100 60 -
Incentive 4 30 - 30 2 GB
Incentive 5 30 500 - -
Incentive 6 30 - 100 -
Incentive 7 30 - - 4 GB
Incentive 8 90 - 30 2 GB
Incentive 9 90 500 - -
Incentive 10 90 - 100 -
Incentive 11 90 100 60 -
Incentive 12 90 - - 4 GB

To develop such a mechanism, first we must identify the relevant data types, the kinds of
incentives the company might provide in return for the requested data, and the sharing conditions
(i.e., duration and intended recipients). Those issues and their possible values form the negotiation
domain, which will be available for both sides as shown in Figure 1. For general usage purpose, we
developed a domain elicitation tool where negotiation issues and their possible values are acquired
from the data consumer side (Section 5.1). Other part of this tool is used for eliciting preferences of
data provider and consumer separately (Section 5.2). Lastly, we present a human-agent negotiation
tool where the data consumer agent on behalf of the company negotiates with a human negotiator
representing the customer on the given domain (Section 5.3).

5.1 Shared Ontology for Negotiation Domain
We design a straightforward interface to elicit domain knowledge. In our scenario, the negotiation
domain includes four key issues: the collection of all potential data types being negotiated, and
the incentives proposed by the data consumer, the duration for which the data will be shared, and
the intended recipients. The following data types are defined in our scenario: GPS information,
marital status, education level, occupation, age, neighborhood, email, daily call duration, daily SMS
usage, daily Internet usage, call log (i.e., log of all incoming and outgoing calls), application usage
statistics, and daily social media activity (general usage duration, not content). Regarding duration
and sharing policies, the contract duration specifies how long the access rights are granted, and the
sharing policy indicates with whom the data will be shared. In our case, two sharing policy options
are defined: (i) sharing only with the company, and (ii) sharing with the company and third parties.
There are four sharing duration options: (i) six months, (ii) one year, (iii) three years, and (iv) five
years. For incentives, 12 incentive packages are defined, as shown in Table 1.

5.2 Preference Elicitation
In this section, we provide the preference elicitation phase for both data consumer (i.e. telecommu-
nication company) and data provider (i.e., customer).

5.2.1 Data Consumer. The data consumer begins by defining the company’s business goals
and linking the necessary data types to these goals, along with their respective importance to the
company. Subsequently, the company provides cost details for the incentive packages listed in
Table 1. The utility of an offer for the company is determined by how well it meets the company’s
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(a) Data Consumer’s Goal Specification (b) Data Consumer’s Preferences for Sharing Policy

Fig. 2. Comparison of goal specification and sharing policy preferences.

Fig. 3. Data consumer’s incentive—promotion specification.

goals. Therefore, the data consumer agent assesses which goals can be satisfied by the data types
included in the offer. Figure 2(a) illustrates the dialogue interfaces used to gather these inputs, with
weight values ranging from 0 to 100. Figure 2(b) illustrates the process of eliciting the company’s
preferences related to sharing policy and duration. As the cost of promotion packages is a key factor
in calculating the expected utility for the company agent, the company representative provides the
cost details for each component of the packages. Figure 3 showcases the interface where both the
content and the cost of the promotion packages are specified.

5.2.2 Data Provider. The data provider (i.e., in our framework, customers), can specify their
preferences in three steps: (i) preferences regarding the sharing risk and secrecy level of each
predefined data type, (ii) sharing policy (which parties to share with), and (iii) duration, as shown
in Figure 4. As mentioned, some data types may pose more risk when shared together. Such
combinations are referred to as data dependencies in our framework. Assessing data dependencies
is subjective; thus, our tool elicits these combinations along with a quantified risk of sharing them
together. Finally, the data provider should specify their preferences for promotion packages as
shown in Figure 5, assigning a value between 0 and 100 to each package. Higher values indicate
greater preference.

5.3 Negotiation Tool
We developed a negotiation tool that enables the company agent and customers to interact and
reach a consensus on data type sharing. In our framework, the data consumer is represented by an
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Fig. 4. Data provider’s preferences regarding sharing risk, secrecy level, duration, and type of sharing.

Fig. 5. Data provider’s preferences on promotion packages.

intelligent agent, while the data providers are human participants. During our experiments, human
participants specify their preferences related to the data sharing policy using the elicitation tool
described above. These preferences are kept private by the system.

The negotiation starts with an offer from the company agent, who initially proposes a bid that
maximizes its own utility. When the company agent’s offers are displayed, the user rates them on a
0-10 Likert scale, as shown in Figure 6. If the user accepts the offer, the negotiation concludes with
an agreement. Otherwise, the user makes a counter-offer by selecting values for each negotiation
issue, as depicted in Figure 7. This interaction continues in a turn-taking manner.

6 Experimental Evaluation
We conducted a user experiment to evaluate our proposed framework. We recruited 60 participants
in our experiment, ranging from bachelor’s and master’s students to office employees. Participants’
ages ranged from 18 to 60, with a mean of 27.5, and there were 37 male and 23 female participants.
In the experiments, each user played the role of the data provider, specifying their preferences using
our preference elicitation tool and interacting with the company agent in two different sessions. In
one session we adopt the baseline setting where participants could only accept or reject the given
offers iteratively until reaching an agreement or deadline (i.e., take-it or leave-it in the literature), a
commonly baseline in privacy negotiation literature [5, 12, 24]. In the other session (our negotiation
framework), they actively negotiated with the consumer agent according to the proposed setting.
To minimize the learning effect on negotiation results, we used a randomization technique (i.e.,
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Fig. 6. Company agent’s offer.

Fig. 7. Making counter offer.

counterbalancing). Half of the participants started with the baseline approach and then experienced
our negotiation framework after a short break, while the remaining participants did the reverse.

To go into further detail, Figure 8 outlines the steps of our experiments. In the first step, users
specify their preferences using the preference elicitation tool shown in Figure 4. They provide
values for the secrecy level of each data type (SL), risk values of sharing each data type (Risk), risk
dependencies (𝑅𝑖𝑠𝑘𝐷𝑃), and utility functions for duration (𝑈𝑇(𝑡)) and sharing policies (𝑈𝑆(𝑠)). Note
that the coefficients for the expected tradeoff between incentive and privacy violation, duration,
and sharing policy (𝑐𝑝, 𝑐𝑡, and 𝑐𝑠, respectively) are set empirically. In Step 2, if the session requires
negotiation, the system initiates the negotiation session after loading the preference profiles. Other-
wise, the baseline approach of accepting/rejecting the given offers is used. During the session (Step
3), the exchanged offers, their subjective evaluations by the data provider (i.e., human participant),
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Fig. 8. Experimental setup.

and the agreements are recorded for session analysis. Finally, in Step 4, participants complete a
questionnaire with 15 questions to assess their satisfaction level.

For this experiment, we developed a profile for the company agent. In our scenario, the company
has identified seven specific goals as follows:

— Goal 1 with an importance of 8: Daily Internet Usage, Age
— Goal 2 with an importance of 16: Marital Status, Age, Daily Call Duration, Occupation
— Goal 3 with an importance of 16: Neighborhood, GPS, Occupation
— Goal 4 with an importance of 12: Daily Social Media Activity, Email, Age, Education Level,

Occupation
— Goal 5 with an importance of 14: Gender, Application Usage Statistics, Age, Occupation
— Goal 6 with an importance of 12: Gender, Call List, Age, Occupation
— Goal 7 with an importance of 22: Application Usage Statistics, Age, Daily Call Duration, Daily

Internet Usage, Daily SMS Usage, Occupation
In our preliminary research, we found that participants were more comfortable expressing

their preferences on a scale from zero to 100, rather than using real numbers between 0 and 1.
Consequently, we implemented this scale for all aspects of the expected utility, meaning that the
agent’s expected utility now ranges from zero to 100. Based on this, we established the utility values
for other elements of the offers as follows. In summary, the company shows a preference for a
5-year duration over 3 years, 3 years over 1 year, and 1 year over 6 months. Additionally, it favors
the sharing policy that includes sharing with third parties over sharing only with the company.
Therefore, their utility values are set as follows:

— Duration (5 years) = 100
— Duration (3 years) = 87
— Duration (1 year)= 75
— Duration (6 months)= 60
— Sharing policy (company only) = 80
— Sharing( company and with third company) = 100

To estimate the overall expected utility, the weights are distributed as follows: 0.7 for goal
satisfaction, 0.2 for duration, and 0.1 for sharing policy. The weight values guide the calculation,
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Table 2. Cost of Incentives for the Company

Incentive Cost Incentive Cost Incentive Cost Incentive Cost
Incentive 1 45.0 Incentive 2 23.0 Incentive 3 44.0 Incentive 4 14.0
Incentive 5 100.0 Incentive 6 45.0 Incentive 7 4.0 Incentive 8 14.0
Incentive 9 100.0 Incentive 10 40.0 Incentive 11 44.0 Incentive 12 14.0

Fig. 9. Correlations between estimated utilities and participants’ ratings.

beginning with determining the cost of each promotion (see Table 2), which is then normalized
using the formula 𝑐𝑜𝑠𝑡−𝑚𝑖𝑛(𝑐)

𝑚𝑎𝑥(𝑐)−𝑚𝑖𝑛(𝑐) × 100, where 𝑚𝑖𝑛(𝑐) and 𝑚𝑎𝑥(𝑐) represent the lowest and highest
costs among the packages.

In the following sections, we first investigate to what extent the proposed consumer preference
model can capture participant’s preferences (Section 6.1),analyze the session outcomes (Section 6.2),
and provide an elaborate analysis of the outcomes with respect to the participants personality traits
and privacy needs (Section 6.3). Finally, we provide a summary of our survey results (Section 6.4).

6.1 Assessment of Consumer Preference Model
The main components of the proposed preference model for the data provider are asked before the
sessions (preference elicitation phase). It is worth noting that the system (i.e., data consumer agent)
does not use this information while making its decisions. During the sessions, participants are
asked to rate each offer made during the sessions out of 10. These ratings are also not used by the
consumer agent. To assess the effectiveness and expressiveness of the proposed preference model
for the data consumers, we examine the correlation between the given ratings by the participants
and our model’s estimation for the utility of offers.

Figure 9 shows the correlations for each participant’s rankings with the estimated preference
model where the x-axis and the y-axis denote the participant’s corresponding correlation values,
respectively. The results show that 96% of sessions have a correlation above 0.5. None of them
involves a negative correlation. While 73% of sessions have a correlation above 80%, indicating
that the elicited preferences and the users’ ratings are highly correlated. Here, the blue bars
show the correlation of the session, and the red line depicts the threshold of 0.5 correlation.
These results support the idea that the proposed data provider preference model can capture the
preferences of the participants in general. That means we can even automate the negotiation
process. The data provider agent can negotiate on behalf of the human participants if it elicits their
preferences.
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Fig. 10. Estimated user utility for both settings.

6.2 Analysis of Session Outcomes
Given that our experimental design utilizes a within-subject framework, we chose to conduct a
two-tailed dependent sample t-test. To verify the suitability of this test, we initially conducted the
Kolmogorov-Smirnov test for normality and Levene’s test for homogeneity of variance. If the data
distribution met the criteria of these tests, the dependent sample t-test was applied; otherwise,
we employed a non-parametric statistical method, namely the Wilcoxon-Signed Rank test. All
statistical results are presented with a 95 confidence interval.

We observe that 58 out of the 60 negotiation sessions have ended up with an agreement in
our framework. While the baseline strategy has resulted in 49 agreements out of 60 negotiation
sessions. In terms of the agreements, our framework outperformed the classic accept/reject baseline
information-sharing system. Figure 10 shows the estimated utilities that participants received in
both scenarios, where the x-axis and y-axis depict the participant number and the corresponding
utility values that they received according to the estimated preference model, respectively. We
observe that 28% of the participants received higher utility in the baseline while 69% of the users
received higher utility in our framework. Overall, only 3% of the users received the same score. On
average, the participants received around the utility of 38.56 in the baseline system, whereas they
gained about the utility of 48.08 as seen in Figure 11(a), with the orange and blue bars representing
the scores for the baseline and our framework, respectively. Since the data met the criteria for both
the Kolmogorov-Smirnov test and Levene’s Test, we utilized a two-tailed dependent sample t-test.
The analysis revealed a statistically significant difference in the estimated participant utility at a 95
confidence level (t=2.59738, p=.0010569). In conclusion, data providers benefited more when using
our framework to share their information with data consumers, potentially leading to higher user
satisfaction.

On the other hand, we did not find any statistically significant difference in the agent’s utility
under a 95% confidence interval (z=-0.1708,p= 0.86502.), where we can observe the average utilities
gained by the data consumer agent (68.2 versus 69.3 on average) in Figure 11(b). In order to evaluate
the social welfare, we consider Normalized Social Welfare [10] (i.e., a product of both sides’ utilities)
as seen in Figure 11(c). When we applied the two-tailed dependent sample t-test to Normalized
Social Welfare, we found a statistically significant effect with a confidence interval of 95% (t=2.76383,
p=0.006614), with respective averages of 0.24 vs 0.30. As a result, social welfare and data provider’s
utilities are higher on the proposed approach while not significantly influencing the data consumer
agent’s utility.

Lastly, we analyzed the efficiency of the consensus-building process. As shown in Figure 12, our
framework significantly reduced the number of rounds required to reach a consensus compared
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(a) User Utility (b) Agent Utility

(c) Social Welfare

Fig. 11. Comparison of user utility, agent utility, and social welfare across experiments.

Fig. 12. Total number of rounds. Fig. 13. Agreement time.

with the baseline (averages of 13.2 vs 27.9, respectively). This effect was statistically significant
based on a Wilcoxon Signed-Rank test (𝑧 = −5.3471, 𝑝 < 0.0001). However as depicted in Figure 13,
this improvement came at the cost of longer session durations, where the baseline proved to be
faster (6.89 vs 5.71, respectively). This reveals a fundamental trade-off: our framework promotes
fewer, more substantive interactions to reach a decision, whereas the baseline relies on a larger
quantity of quicker, less impactful exchanges. These results support that our framework successfully
reduces the number of decision-making steps for the user, which is crucial in human-in-the-loop
systems.
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Fig. 14. Big five personality scores.

6.3 Further Analysis of the Outcomes
To gain deeper insights into our participants, we conducted a pre-survey, which consisted of the
Big Five Personality test (Section 6.3.1), a negotiation self-assessment survey (Section 6.3.2), and
a survey on how concerned they are about their privacy taking inspiration from the ’Westin’s
Privacy Index’ (Section 6.3.3). We analyze the participants’ outcomes in both setting by clustering
them with respect to their personality, negotiation skills and privacy concerns.

6.3.1 Big Five Personality. We incorporated the Big Five Personality Test into our study to
leverage its well-established framework for assessing fundamental personality traits. This test
consists of several questions to assess five personality traits: Extraversion, Agreeableness, Conscien-
tiousness, Emotional Stability, and Intellect as the key predictors of human behavior. We choose the
IPIP-BFM-20 for its effectiveness as our survey of choice [26]. This survey helps us assess a score
for each category so that a participant’ personality can be represented as a vector of those scores.
Accordingly, we clustered participants’ personality data and observed three clusters regarding the
Elbow analysis. Figure 14 shows the average scores of each cluster for five personality categories.

For each cluster, we analyzed the results of the outcomes illustrated in Figure 15. When we
investigated the results, we noticed that most of the failures across both systems (i.e., not reaching
an agreement) occurred in the first cluster and parties received relatively lower utility, where the
agreeableness of the participants is the lowest according to the Personality tests. The third cluster
received the highest utility on average, where the participants’ agreeableness and extraversion
scores were the highest compared with participants in other clusters.

6.3.2 Negotiation Self Assessment. To take participants’ negotiation attitude into account, taking
inspiration from a negotiation assessment survey from the literature, we asked them to rank the
following items with respect to their priorities: decreasing opponent’s utility, decreasing agreement
time, increasing their own utility and getting the best deal for both sides where the highest and
lowest priority are denoted by 4 and 1 points respectively [8]. Representing each participant as
a vector of those ranks, we clustered and found out four clusters of participants as illustrated in
Figure 16.
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Fig. 15. User utilities for personality clusters.

Fig. 16. Negotiation assessment scores.

For each cluster, we analyzed the results of the outcomes illustrated in Figure 17. When we
investigated the results, we noticed that participants that were more cooperative gained the highest
utility on average (see Cluster 1) while participants that were looking to decrease the opponents
reward ended up with the lowest utility on average (see Cluster 3). Notably, both of the failed
sessions in the proposed system, came from users that were in the fourth negotiation cluster (the
cluster with the lowest interest in finding the best deal for both sides and decreasing negotiation
time). In both cases, over 80%, both sessions included more than 80 percent of silent moves (i.e.,
repeated offers that were identical or nearly identical to the previous one, resulting in negligible
or no change in utility for either party). Since there were not enough exchanged offers to find a
suitable agreement for both sides, the negotiations timed out.

6.3.3 Privacy Self Assessment. Moreover, when we clustered our participants according to the
answers from the Privacy Assessment Survey. Taking inspiration from Westin’s Privacy Segmenta-
tion Index survey we cluster our participants on three groups [28]. We follow the convention of
grouping our participants on the following categories similar to [14].
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Fig. 17. User utilities for negotiation clusters.

(1) Privacy Fundamentalists: These are individuals who are highly concerned about their
privacy. They are hesitant to share personal information and are skeptical of organizations
using their data.

(2) Privacy Unconcerned: These people are not particularly worried about their privacy. They
are more willing to share personal information and are less skeptical of organizations using
their data.

(3) Privacy Pragmatists:These individuals will balance the benefits and risks of sharing personal
information. They are willing to share their data if they believe the benefits outweigh the
risks and if there are adequate protections.

When we analyze the average responses of the groups depicted in Figure 18. We can observe
that group 1 aligns well with Privacy Fundamentalists, they believe it is absolutely essential to
keep their personal information private (average score of 4.56 for Q4) and they are not willing
to share their information no matter the benefits (average score of 3.84 for Q5). While group 3
aligns well with Privacy Pragmatists, they are just as concerned about their privacy (average
score of 4.56 for Q4), however they tend to weigh the gained benefits against the potential risk
of sharing their information (average score of 4.81 for Q5) . Lastly, group 2 aligns well with
Privacy Unconcerned, they believe existing laws and organizational practices provide a reasonable
level of protection for data providers (average score of 2.71 for Q3) and they don’t believe it is
absolutely essential to keep keep their personal information private hidden (average score of 2.48
for Q4).

For each cluster, we analyzed the results of the outcomes illustrated in Figure 19. When we
investigated the results, we noticed that Privacy Pragmatists and Fundamentalists gained the highest
utility on average, while Privacy Unconcerned ended up with the lowest utility on average. It can
be easily seen that participants who are unconcerned about their privacy, gain little by adopting
the proposed approach compared with the baseline approach (on average 37.74 versus 38.94). On
the other hand, participants who care about their privacy (clusters 1 and 3) gained significantly
more when they used our negotiation approach in contrast to the baseline case.

6.4 Post Survey
Alongside measuring objective performance indicators like agent and participant utility and the
number of rounds, we also carried out a subjective assessment of the system through a questionnaire
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• Q-1: Consumers have lost all control over how personal information is collected and used by
companies.

• Q-2: Most businesses handle the personal information they collect about consumers in a
proper and confidential way.

• Q-3: Existing laws and organizational practices provide a reasonable level of protection for
consumer privacy today.

• Q-4: I believe it is absolutely essential to keep my personal information private. I do not trust
companies to handle my data responsibly.

• Q-5: When deciding whether to share my personal information, I weigh the benefits (like
personalized services, discounts, etc.) against the potential risks.

Fig. 18. Privacy personality centroids and survey questions.

Fig. 19. User utilities for privacy clusters.
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Fig. 20. Which system they prefer pie chart.

completed by participants at the conclusion of the experiment. The Likert scale questions were
structured on a five-point scale, where 1 indicates strong disagreement, 3 represents neutrality,
and 5 signifies strong agreement. When we analyze the responses given in our after-experiment
survey. The results show that the majority of the participants prefer to use our negotiation-based
information-sharing system. The distribution of which system the participants preferred is depicted
in Figure 20. We can also observe from the responses that the participants agreed on the fact that
the preference tool increased their awareness about the issues surrounding their privacy (average
score of 3.93 ± 0.74 for Q3). It can also be seen that the participants have appreciated the ability to
create their own offers and negotiate with the data consumer (average scores of 4.33 ± 1.08, 4.55 +
0.57 for Q5 and Q6, respectively). The average responses given to each survey questions is depicted
in Figure 21.

7 Conclusion
In conclusion, this study contributes to the ongoing conversation about incorporating negotiation
mechanisms into data-sharing processes. As we aim at improving data-sharing frameworks, it is
evident that data providers value the ability to make their own offers and engage in negotiations
with data consumers.

This can be seen in the results of our empirical analysis as well. In this work, we also explore a
preference negotiation tool to assess how well we can capture the preferences of data providers
to present them as autonomous agents in automated negotiations. Our findings demonstrate that
the preferences recorded are closely aligned with the actual preferences of the data providers. Sug-
gesting that our proposed tool holds strong potential for representing data providers in automated
negotiations. We plan to explore the effectiveness of fully automated negotiation mechanism for
information sharing in future works.

Moreover, for future work, we plan to extend the application of the negotiation framework
to different domains, such as healthcare, finance, and public services. These areas offer distinct
challenges regarding data privacy and negotiation dynamics. Exploring these diverse contexts
will enhance our understanding of the versatility and adaptability of our framework and contribute
to its evolution into a robust tool for data-sharing capable of handling a diverse set of domains.
Additionally, it would be interesting to conduct a larger-scale study to evaluate the framework’s
effectiveness across broader user populations and domains. To enable this, the framework can be
deployed as a mobile application and a public competition can be organized to support large-scale,
real-world participation. Lastly, while this study focused on modeling, negotiation, and preference
elicitation, we recognize that formal security guarantees and enforcement mechanisms are
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(1) The instructions provided to me for the experimental negotiation were clear.
(2) It was not clear to me how I should use the preference elicitation tool in which you specified

your preferences on information sharing such as secrecy level, risk level, and so on.
(3) It was clear to me how I make my offers in the given negotiation tool.
(4) Specifying my preferences in the given tool increased my awareness of privacy.
(5) I like the idea of negotiating about the information sharing policy (i.e., types, duration, etc.)

and incentives/promotion packages.
(6) Traditional approaches only allow to accept or reject a suggested offer. In the experiment, I

appreciate being able to propose my own offer(s).
(7) Consider that a software agent negotiates with a company on my behalf after eliciting my

privacy preferences. I will be confident that an agent can act on my behalf and help me in
the negotiation process.

(8) Assessing my privacy preferences was a more challenging process than I thought.
(9) It does not make sense to me to negotiate on information sharing policies and incentives.

(10) My preferences on sharing information policy would be the same for any context. It does not
matter whether it is telecommunications or healthcare or education.

(11) I would not let a software agent negotiate about information sharing policy on my behalf.
(12) My opponent made reasonable offers during the negotiation.
(13) My opponent took my privacy concerns into account.
(14) My opponent takes my previous offers into account while making its current offers.
(15) My opponent was not collaborative at all in finding a mutual agreement.

Fig. 21. The questions and average responses of post experiment survey.

essential for real-world deployment. In particular, future work should ensure that data users
cannot re-share personal data with unauthorized third parties and incorporate system-level
primitives and formal verification to protect the integrity and enforceability of negotiated
agreements.
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