
 
 

Delft University of Technology

Document Version
Final published version

Licence
CC BY

Citation (APA)
Fransen, J., van Tuijl, E., Simon, H. K., Nyagaya, S. O., & Kiriro, S. (2026). Informal smart urbanism: A case study of
digital resilience in Mathare informal settlement. Urban Studies. https://doi.org/10.1177/00420980261450022

Important note
To cite this publication, please use the final published version (if applicable).
Please check the document version above.

Copyright
In case the licence states “Dutch Copyright Act (Article 25fa)”, this publication was made available Green Open
Access via the TU Delft Institutional Repository pursuant to Dutch Copyright Act (Article 25fa, the Taverne
amendment). This provision does not affect copyright ownership.
Unless copyright is transferred by contract or statute, it remains with the copyright holder.
Sharing and reuse
Other than for strictly personal use, it is not permitted to download, forward or distribute the text or part of it, without
the consent of the author(s) and/or copyright holder(s), unless the work is under an open content license such as
Creative Commons.
Takedown policy
Please contact us and provide details if you believe this document breaches copyrights.
We will remove access to the work immediately and investigate your claim.

This work is downloaded from Delft University of Technology.

https://doi.org/10.1177/00420980261450022


Article

Urban Studies
1–18

� Urban Studies Journal Limited 2026

Article reuse guidelines:

sagepub.com/journals-permissions

DOI: 10.1177/00420980261450022

journals.sagepub.com/home/usj

Informal smart urbanism:
A case study of digital resilience
in Mathare informal settlement

Jan Fransen1 , Erwin van Tuijl2,3 , Harrison Kioko
Simon4 , Stephen Ochieng Nyagaya4 and
Samuel Kiriro5

Abstract
Informal smart urbanism is an emerging field that explores how digital technologies shape urban
development in contexts marked by informality. We understand informality as a dynamic set of
interactions that arise when formal regulations fail to meet people’s needs. Our study analyses
digital resilience practices—the everyday ways households respond to shocks through digital
technologies. These practices are widespread but often overlooked, especially given the vulner-
abilities inherent in informal settings. We explore how repetitive digital practices form extra-legal
rules. In Mathare, Kenya, four forms of digital resilience practices emerge: (1) belt tightening:
households with low resilience use digital networks to receive digital gifts, replacing non-digital
support; (2) maladaptive: digital tools are used in ways that undermine community resilience; (3)
adaptive: digital platforms are used to strengthen household resilience in the short term; and (4)
transformative: digital technologies systemically improve household resilience in the long term.
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Introduction

Digital technologies increasingly invade all
aspects of urban life, be it through dash-

boards managing traffic flows, the use of

laptops in schools, CCTV cameras, or the
use of social media. Scholars of smart urban-

ism critically examine how these technolo-

gies operate within cities, arguing that their
effects are conditioned, mediated, and con-

tested by layered systems of governance,
social relations, and the political economy.

Consequently, the impacts of digital technol-

ogies vary across geographies (Guma, 2019;
Luque-Ayala and Marvin, 2015; Sarkar,

2019).
While cities in the global South quickly

digitalize, this is still relatively understudied
(Luque-Ayala and Marvin, 2015; Guma,
2019, 2024; Sarkar, 2022). Informality is at
the heart of urbanism in the global South,
especially in Africa (Anyamba, 2011; Roy,
2005; Simone, 2001). It is often incorrectly
perceived as a substandard aberration,
which emerges in the absence of ‘‘modern’’
formal services and infrastructure
(Anyamba, 2011; Banks et al., 2020; Guma,
2019; Schramm and Bize, 2023; Simone,
2001). This coincides with persistent

narratives around urbanization in the global
South as problematic, while cities in the glo-
bal North are perceived as innovative global
nodes (Roy, 2005). By contrast, we perceive
informality as a diverse, innovative, yet pre-
carious set of urban interactions which
emerges in contexts where formal laws and
structures are unsuitable. It is a default prac-
tice, when laws, regulations, norms, and val-
ues are inappropriate (Roy, 2005). Its sheer
magnitude renders it the norm rather than
the exception of urbanization processes in
the global South (Anyamba, 2011).

In the past decade, informality has
emerged ‘‘as a marker’’ of smart urbanism
(Guma, 2024). Scholars critically assess digi-
tal practices, governance arrangements, and
the effects of digitalization on livelihoods
(Anyamba, 2011; Chambers, 2019; Datta,
2018; Guma, 2019; Guma and Wiig, 2022;
Kimari, 2021; Odendaal, 2006; Sarkar, 2019,
2022; Schramm and Bize, 2023; Van Tuijl
et al., 2026). We frame this emerging body
of scholarly work as informal smart urban-
ism. Although digital technologies are often
promoted as tools for pro-poor develop-
ment, their technocratic implementation—
without accounting for the realities of infor-
mal contexts—is unlikely to be effective
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(Guma, 2019; Luque-Ayala and Marvin,
2015; Odendaal, 2006; Sarkar, 2019).

We zoom in on the effects of informality
on digital resilience practices, defined as the
everyday activities of individuals, house-
holds, and organizations to recover from or
live with exogenous shocks, through the
design, deployment, and use of digital tech-
nologies (Boh et al., 2023; Tim and Leidner,
2023). These are indicated by the use of digi-
tal platforms on mobile phones or comput-
ers after a household has faced a shock,
such as employment loss, illness, theft, or
fire. We study these in informal settlements,
which are deeply vulnerable due to neglect,
discrimination, and substandard housing,
infrastructure, and services. At the same
time, they house over 1 billion people
(Satterthwaite et al., 2020). Within this vul-
nerability context, households are forced to
constantly live with and/or adapt to shocks
(Van Stapele, 2016). In this article, we ana-
lyze how households negotiate uncertainties
following shocks by using digital platforms
on their phones or computers or through e-
services and infrastructure. We are aware
that digital technologies also impact resili-
ence through other processes, including pri-
vacy concerns, e-planning, smart buildings,
and smart grids (Luque-Ayala and Marvin,
2015), but these are outside our scope.

Our research question is: How does
informality influence the digital resilience
practices of households in Mathare, Nairobi?
The case study is relevant for two reasons.
First, Nairobi is at the frontier of ICT devel-
opment, being referred to as Africa’s Silicon
Valley, where among others policy support,
the extensive use of M-Pesa, cheap mobile
phones, and the digitalization of municipal
services have led to a relatively large role for
ICT (Guma, 2019; Poggiali, 2017; Pollio,
2024). Second, Mathare has been a testbed
for water ATMs (Sarkar, 2019), shedding
light on how households of a relatively digi-
talized informal settlement within a digital

frontier city in the global South use digital
technologies to cope with shocks.

Our contribution is both theoretical and
empirical. Theoretically, we contribute to the
emerging body of work on informal smart
urbanism (see for instance Sarkar, 2019) by
exploring digital resilience practices. Most
studies on digital resilience are sectoral, ana-
lyzing for instance water ATMs (Guma,
2019, 2023, 2024; Sarkar, 2019, 2022) or
health (Bonina et al., 2021). The digital resili-
ence practices of households, however, cut
across sectors, as they cope with multiple
shocks simultaneously. We aim to move
beyond a sectoral approach by turning to
the resilience literature (e.g. Folke, 2006).
Without doing justice to this bourgeoning
body of literature, we explore how house-
hold resilience practices are repeated and
standardized, which we conceptualize as
emerging extra-legal rules. Empirically we
aim to envision how Kenya’s digital master
plan can enable the digital resilience of
households in informal settlements. The
remainder of the article discusses theory,
research methods, findings, debates, conclu-
sions, and recommendations.

Theory

Informal smart urbanism

Informality is found in all layers of urban
development, whether it relates to decision
making over dinner instead of during formal
governance processes, or entails an entrepre-
neur selling products on the street. Many
people, including urban elites, benefit from
informal decision making in their favor,
bribery, or illegal renting out of informal
housing (Banks et al., 2020). Informality is
thus not just a practice of the urban poor; it
is an organizing logic (Roy and AlSayyad,
2004). We describe how informality relates
to smart urbanism based on four character-
istics, leading to a conceptual framework.

Fransen et al. 3



State of exception: Informality as an historical
construct. Informality emerges and endures
when formal planning systems cannot cope
with the rate of urbanization and/or are
unrelated to local customs and values (Roy,
2005). In post-colonial cities, unequal plan-
ning practices set up in the colonial era have
led to the emergence of informality and
informal settlements—a practice that still
endures (Guma, 2019; Odendaal, 2006;
Sarkar, 2019). The mismatch between laws
and the way that people live and work dee-
pens when contexts change during shocks
and when new (digital) technologies are
introduced (Guma, 2023). Simone (2001)
therefore considers informality as a dynamic
process which emerges when urban citizens
attempt to access opportunities in response
to shocks and trends.

Informality is thus not the problem but
rather the solution to inappropriate plan-
ning (Turner, 1976). It is a widely practiced
state of exception to formal rules necessary
to make services and infrastructure afford-
able and available (Roy, 2005). This creates
power-laden gray spaces (Yiftachel, 2009),
within which informal practices are tempo-
rarily tolerated but never permanently legiti-
mized, neither integrated nor eliminated
(Schramm and Bize, 2023).

Digitalization processes are also often
inappropriate in informality contexts
(Guma, 2019; Pollio, 2024; Sarkar, 2019).
Critical scholars on smart urbanism discuss
how smart city programs, as main instru-
ments of urban digitalization processes,
exclude marginalized communities (Datta,
2018; Odendaal, 2006). Subsequent attempts
to digitalize municipal infrastructure and
services in informal contexts create states of
exception. As the ‘‘modern infrastructure
ideal’’ (Graham and Marvin, 2002) of a one-
size-fits-all service delivery does not work,
services delivery has become fragmented
(Guma, 2019; Sarkar, 2019). Water ATMs
have for instance emerged in informal

settlements alongside piped water in other
urban areas (Guma, 2019; Sarkar, 2019).
The delivery of water ATMs in an informal-
ity context demands a state of exception,
linking formal services to informal contexts.

Extra-legal rules. Within states of exception,
the interactions between civil, private, and
public actors reproduce over time, whereby
new and dynamic rules for social interac-
tions emerge (Simone, 2001). These rules
cater for situations not addressed by legal
systems and are therefore extra-legal rather
than illegal (Anyamba, 2011). Various scho-
lars anecdotally describe how extra-legal
rules emerge. Guma (2023) for example
describes how two people in Nairobi lose
their jobs during Covid-19 and subsequently
start providing informal ride-hailing services
on Uber and other platforms. They cut legal
corners as they do not have ID cards. In
these processes, their patterns of interaction
reflect extra-legal rules, which are partly for-
mal and informal. As another example,
Sarkar (2019, 2022) describes how the gov-
ernment starts working with informal water
providers to set up water ATMs, hardwiring
informality into the government’s service
delivery (Banks et al., 2020).

Disaster vulnerability. Scholars on resilience
highlight that informality is likely to be risk
prone due to discrimination, uncertainty
associated with extra-legal rules, substan-
dard housing, services, and infrastructure,
and the likely location of housing and work
on dangerous spots (Kimari, 2021;
Satterthwaite et al., 2020). As the context is
risk prone, households are forced to under-
take resilience practices (Kimari, 2021). At
the same time, attempts to digitalize resili-
ence practices are constrained by limited
skills and access to smartphones, computers,
internet, and other hardware and software
(Wamuyu, 2017).
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Space for agency: Digital resilience
practices. Agency materializes within the
context of deep vulnerabilities and extra-
legal rules. Scholars, especially in the field of
institutional economics, have widely
described the space for agency. At the bot-
tom of the pyramid, actors have limited
resources, capacities, networks, and negotia-
tion positions, which reduce their resilience
level. Their resilience practices are likely to
be survival oriented (Fransen et al., 2023)
and can be exploited in neoliberal markets
(Banks et al., 2020). On the other extreme,
Hernando de Soto (1989) argues that
informality offers opportunities for entrepre-
neurialism outside locked-in governance sys-
tems. Such an entrepreneurial perspective
enables innovative digital resilience practices
through experimentation, activism and inno-
vation (Guma 2024).

Resilience describes the capacity of sys-
tems and actors to withstand or recover from
shocks (Folke, 2006). Shocks are often per-
ceived as existential threats that pose contin-
uous and long-term risks (Boh et al., 2023).
However, in informal settlements households
also face daily threats, such as income loss,
fire, or illness (Fransen et al., 2024; Hati,
2025; Wyche et al., 2013). We are particu-
larly interested in these everyday shocks,
because these are commonplace in vulnera-
ble informal settlements. As digital resilience
practices are understudied at the household
level, we identify four forms of resilience
practices based on broader resilience theory.
First, households may be forced to reduce
costs by belt tightening after a shock, indicat-
ing a low level of resilience (Fransen et al.,
2023). Second, households can engage in
maladaptive practices which are resilient but
unsustainable or harmful to others (Elmqvist
et al., 2019). Third, households may adapt to
shocks through incremental change by adap-
tive practices (Folke, 2006). In informal set-
tlements, this is associated with a hustle to

survive when faced with a loss of employ-
ment, fire, illness, or other misfortune. The
fourth resilience practice is transformative,
which entails systemic change by learning
from shocks. Such transformations are how-
ever rare (Folke, 2006).

Households may use digital technologies
in their resilience practices. Scholars in
ICT4D argue that these are potentially
transformative, while opportunities for resi-
dents and firms in informal settlements have
increased as the costs of digital infrastructure
have reduced (Bonina et al., 2021). However,
whether or not digital technologies enhance
resilience is conditional. Ospina and Heeks
(2010) propose seven conditions: digital tech-
nologies add to resilience if households
become more robust, achieve scale, create
redundancy, respond more rapidly, become
more flexible, and are able to self-organize
resilience and learn. These indicators are in
line with Folke’s (2006) system approach
and Elmqvists et al.’s (2019) operationaliza-
tion of resilience.

Conceptual framework

We conceptualize that informality influences
digital resilience practices as a contextual
factor. Its high level of vulnerability exacer-
bates the frequency and intensity of daily
shocks and reduces options to use digital
technologies. At the same time, the extra-
legal rules within historically constructed
states of exception condition what digital
resilience practices households are likely to
undertake. The resulting digital resilience
practices are described based on the forms
of resilience and whether conditions are met
for digital technologies to contribute to resi-
lience (Figure 1). Recurrent digital resilience
practices subsequently turn into extra-legal
rules, thereby reproducing informality.
Table 1 operationalizes the study based on
theory.

Fransen et al. 5



Methods

The study forms part of larger community-
based participatory research in Mathare,
aiming to create reciprocal relationships
between researchers and community-based
organizations (CBOs) to co-produce knowl-
edge. Principles include working with com-
munity researchers, sharing knowledge,
holding validation workshops, and empow-
ering CBOs through applied knowledge. The
participatory approach has enabled us to
appreciate the informality context as experi-
enced by local researchers and residents.
Interviews were conducted by external and
community researchers, which led to ques-
tions derived from theory and daily
experience.

This research is approached as a case
study using mixed methods. Data is collected
through 46 household interviews, two work-
shops, and secondary data from 10 and 12
academic articles respectively on Nairobi
and Mathare. Interviews were sampled based
on maximum variety in location, sex, house-
hold composition, and age. Each interview
lasted about an hour and was conducted
inside the house, enabling observation and
privacy. Of the household sample, 56% are
female, the ages ranged from 18 to 72 with a
modal score of 25 to 34, while 37% lived in

tenement houses near the main road and the
remaining 63% in tin shacks on small foot-
paths. Household composition varied, with
slightly more male- than female-headed
households (54%) and many alternative
family structures, (grand)mothers looking
after (grand)children, children looking after
their parents, and friends living together.

In the first workshop, we asked 29 com-
munity leaders what shocks and stresses the
settlement has faced over the last two years
and what informality entails for them. In
interviews, we asked respondents what
shocks they had faced the last two years and
how they coped with these shocks.
Respondents showed the digital platforms
they used on their digital assets and we dis-
cussed if and how it helped them to over-
come the shocks using checklists. After the
analysis, we conducted a second workshop
with community leaders and respondents to
validate our findings.

We have deductively coded the transcripts
of interviews, observation notes, workshop
minutes, and literature notes according to
our operationalization, inductively adding
codes for household resilience practices. We
subsequently grouped the digital resilience
practices for types of shocks and the charac-
teristics of resilience practices, looking for

Figure 1. Conceptual framework.
Source: Authors.
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established, repetitive patterns, which we
conceptualize as extra-legal rules.

The relatively large number of in-depth
interviews, data triangulation, working with
community researchers, and the validation
workshop create a relatively high level of
internal validity. External validity is how-
ever low, as the sample is small and strati-
fied. We therefore theoretically generalize to
contribute to theory on digital resilience.

Findings

Informality and digital technologies in
Nairobi

Nairobi was established as a railway town in
1899 and became the capital of British East
Africa in 1905 (Hirst, 1994, in Anyamba,
2011). The original town was planned for
European railway employees and European
and Asian traders, while neglecting Africans
and Asian laborers (Anyamba, 2011). Town
planning during colonial time reinforced and
deepened racial segregation (Schramm and
Bize 2023). Myers (2015, in Sarkar, 2022)
argues that urban planning continued colo-
nial blueprints after independence in 1963.
Urban planning focused on large infrastruc-
ture projects, envisioning Nairobi as a
modernized ‘‘world city,’’ while ignoring
informal settlements (Harms, 2012, in
Schramm and Bize, 2023). Urban planning
thereby creates states of exception, tempo-
rarily tolerating about 60% of the city’s
population living in informal settlements
(Gerlach, 2008) and over 70% of informal
employment (Murunga et al., 2021).

At the beginning of the new millennium,
Nairobi started its journey to become a cen-
ter of digital technology in Africa. This
included policy support for starting entre-
preneurs and ICT firms and e-services
(Pollio, 2024), feeding Nairobi’s world-city
brand. The widespread use of digital tech-
nologies was advanced by the introduction

of MPESA in 2007, which revolutionized
digital payments and related financial ser-
vices (Guma, 2019), and by the introduction
of cheap Chinese phones (Pollio, 2024). Pro-
poor digital service delivery in informal set-
tlements took a flight since the late 2000s,
supported by among others the World Bank,
UN Habitat, and Water and Sanitation for
the Urban Poor (Guma, 2019). Water
ATMs and metered electricity and gas were
installed in informal settlements. However,
while these offer cheaper access to municipal
services, they are regularly vandalized by
competing informal services providers and
cartels. The services are not very reliable
either, with reported corruption and nepo-
tism in contracting water ATMs (Sarkar,
2022). While Nairobi thus became dubbed
Africa’s Silicon Savannah, the introduction
of digital technologies in the context of
informality has been bumpy (Guma, 2019;
Pollio, 2024; Sarkar, 2022).

Informality and digital technologies in
Mathare

Mathare is the third-largest informal settle-
ment in Nairobi, and is perceived to be one
of the most unsafe settlements (Van Stapele,
2016). It is a place where ‘‘the real thugs live’’
(Kimari, 2021: 148). It is an old, dense, and
consolidated informal settlement, with a his-
tory dating back to the 1920s (Fransen et al.,
2024). Located about 5 km from the CBD, it
attracts people working in the CBD and its
surrounding formal settlements. The settle-
ment includes informal apartment blocks up
to seven floors high, often without water
supply, drainage, or waste collection, as well
as houses of makeshift material. Most house-
holds rent, with absentee landlords.

The first water ATM of Kenya was intro-
duced in Mathare in 2015, with the interna-
tional goal to provide universal access to
safe water by 2030 (Sarkar, 2019). Similar e-
services have been provided on a smaller

8 Urban Studies 00(0)



scale for electricity and cooking gas. Health
services have been digitalized as well, but
their platforms are hardly used. The police
and the fire brigade also added digital con-
tacts but can best be reached by phone, using
personal contacts (workshop). Although e-
services are potentially cheap, with water
ATMs being 400% cheaper than other water
kiosks, their implementation is restricted by
their meagre presence, opposition from the
cartels (Sarkar, 2019), and the digital divide.
Water ATMs are located along major trunk
water lines and are often out of use: of the 25
smart water points, only three were func-
tional during our data collection, while 13
were taken over by community groups and
no longer digital or cheap and the others
were demolished by gangs to preserve their
income from water. CBOs and NGOs in
Mathare also offer other services, including
digital community mapping (Lundine et al.,
2012), digital women’s empowerment pro-
grams (Githaiga and Wildermuth, 2022),
and community waste management using
platforms to coordinate payments (Kovacic,
2014; Mkize, 2022). The formal private sec-
tor also offers digital services, with M-Pesa
as the main example, but most public ser-
vices are offered by informal providers, oper-
ating as CBOs, gangs, or cartels (Guma and
Wiig, 2022; Sarkar, 2019).

Household access to digital infrastructure
is constrained (Wamuyu, 2017), with consid-
erable spatial and temporal differences in
Internet and electricity access. Mathare has
multiple Base Transceiver Stations and Wi-
Fi antennae, especially of Safaricom, but
many are broken. Mabatini, a small village
in Mathare, had access to Moja Wi-Fi, a pri-
vate entity which offered free Internet if resi-
dents watched advertisements. However, the
Wi-Fi network is no longer available, and
the associated routers and antennae are dys-
functional or have been stolen. For most
respondents, the cost of internet and digital
assets is a key concern. Only a few

respondents own internet facilities, whereas
cybercafes and vocational training institutes
are sparse.

Daily shocks

All respondents have faced multiple shocks
in 2022–2023; we analyze the three main
reported shocks. The most-reported shock is
income loss. As most people work casually,
they regularly experience periods without
income. This has been made worse by
Covid-19, which has exhausted household
assets and caused high inflation rates and
governmental budget cuts (workshop). A
second shock relates to unsafety, be it crime,
murder, or fire. Crime and murder levels are
reportedly high in Mathare, compounded by
alcohol and drug abuse (MT34, MT41,
workshop). This includes police killings,
morbidly indicating the complex relation-
ships of Mathare residents with government
agencies (Van Stapele, 2016). The number of
fires is high due to cooking practices, build-
ing materials, illegal electricity, and local
conflicts (Hati, 2025). The third shock is ill-
ness, related to the unhealthy living and
working environment and poor health facili-
ties. Illnesses and accidents are not always
well treated, causing long-term effects
including lasting handicaps such as skin dis-
eases and blindness.

Digital resilience practices

In their responses to shocks, households
undertake a variety of actions, which are
temporarily tolerated by the government
(i.e. a state of exception). We find that
households apply 45 different resilience
practices, of which 18 (40%) are digital.
Table 2 groups these for shocks and forms
of resilience, whereby each group represents
a stylized repetitive digital resilience practice
(i.e. an emerging extra-legal rule). We add a
‘‘general resilience’’ category for generic
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practices applied to any type of shock. The
remainder of this section describes grouped
digital resilience practices.

Belt-tightening digital resilience. Households
apply belt-tightening practices as a last
resort, when their resilience level is low. This
entails that they sell their assets including
smartphones (R12), reduce their number of
meals (R4, 12, 20), stop using public trans-
port (R31), or no longer visit paid-for toilets
(R27). They ask for gifts and/or apply for
loans, which have become almost fully digi-
talized (R4, 12, 20, 23, 25, 27). Digital pay-
ment has become the norm.

Belt tightening is a likely strategy when
households are faced with multiple shocks
and limited digital assets. Shocks may push
respondents below the poverty line.
Respondent 4, for instance, receives money
on her dumbphone from the local church
and family after she lost her job as a domes-
tic worker when she fell ill, her son lost his
job and left Nairobi, and she could no lon-
ger afford school fees or feed her two grand-
children. Her household became isolated, as
her illness made it impossible to work. In
her case, digital gifts replace face-to-face
gifts. It adds slightly to her resilience, as it
offers a more rapid response time, but other-
wise does not add to resilience. She does not
use other platforms as she lacks skills.

M12 is in a similar situation, being dis-
connected from the formal city with limited
digital assets. He earns an uncertain income
of about US$1 per day transporting water
within Mathare. His wife died and he looks
after a handicapped child. A dumbphone
allows fast and constant contact with and
payment from his clients, without offering
additional income, redundancy pay, or
flexibility.

Other respondents describe how shocks
temporarily require belt tightening but they
combine it with other practices. R23 for
instance performs casual works in informal

shops, but when sales are low she has no or
little income and asks for digital gifts to buy
food for her and her children. R25 lacks the
skills and funding for digital health insur-
ance via NHIF, leaving her more vulnerable.
R27 visits richer friends in Mathare with toi-
lets when she cannot afford the costs of
community-managed toilets. Most have a
dumbphone or borrow one with M-Pesa and
its embedded platforms in Fuliza and M-
Shwari (R4, R16).

Maladaptive digital resilience practices. Various
households apply maladaptive digital resili-
ence practices, which are short-term
responses to a shock but unsustainable or
reduce community resilience (Elmqvist et al.,
2019). Their digital skillset is basic and
access to digital assets is limited, whereby
most respondents own a second-hand smart-
phone shared with their family.

E-credit traps are common. Micro credit
enables households to smoothen income dur-
ing shocks, offering funding with a rapid
response time, flexibility, robustness, and
abundance. However, the workshop and
interviews reveal that micro credit is often
used to repay interest on loans leading to
credit traps. R22, a widow with a daughter
and two grandchildren, notes: ‘‘taking loans
from the phone is easy.’’ Respondents with
smartphones can easily access digital lending
platforms such as O-Kash, Tala, KCB M-
Pesa, Branch, Fuliza, and Zenka (R25, R38).
R34 reports: ‘‘It gets to the point that even
with a little amount of money, it’s difficult
for me to repay loans. It isn’t a nice thing to
delay repaying but we do so to not let our
children sleep hungry.’’

Default payments may lead to blacklisting
by the Credit Reference Bureau (R20, R21,
R34, R36). R20 explains:

I took a loan from an app known as Tala; they
were tough on me and placed me on CRB, [.]
they put you in CRB where you cannot access
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M-Pesa, you cannot take a loan from M-Pesa
and KCB [Kenya Commercial Bank], it is like
they have locked you out.

R21 is also unable to repay her loans
whereas new loans are denied, noting that
she does not earn enough income from laun-
dry work, mainly lives from gifts (belt tigh-
tening), and is back to one meal a day. R34,
a single mother who took a loan after her
house burnt down, has sleepless nights
because she cannot repay her loan.

We also find anecdotal evidence of crimi-
nal online activities such as selling drugs, but
we do not study these as criminality is out-
side the boundary of informality. The state
of exception, however, creates a space within
which criminality hides and is normalized.
R20, for instance, joined a digital ‘merry-go-
round’ (a community saving group) but the
local organizer ran off with the money.

Adaptive digital resilience practices. Households
apply 16 adaptive resilience practices, of
which half are digital. Many respondents
access digital micro credit after a shock with-
out entering credit traps, as they are aware
of the risks (R24). Others search for casual
work online when faced with job or income
loss, often in construction. R41 and R14 use
WhatsApp, TikTok, Instagram, Facebook,
and YouTube to search for work. R14 notes:

I enquire about online jobs through
WhatsApp since I have many entrepreneurs’
contacts. I ask them to look for online jobs

for me. [.] It has helped me because there
was a time I worked online where I was earn-
ing when people view my status, one view was
Ksh 30.

A related practice is to diversify income
online. Out of the 46 respondents inter-
viewed, 23 sometimes engage in online jobs.
R41 notes: ‘‘I used to do things online like I
was doing online writing and I was

promoting peoples’ businesses online.’’ A
fourth adaptive practice is to strengthen
informal firms through e-marketing and
online buying and selling (R4, R31, R39):
‘‘Yes, yeah. I post silver cyprinid, onions,
pampers, and the tailoring work, I have
pictures on my phone . I put everything
together and post them on WhatsApp’’ (R4).

After fires, theft, or illness, digital plat-
forms are used to spread the news or report
to the authorities. Community Health
Promoters digitally create awareness of
health risk via WhatsApp. For six respon-
dents, national e-health insurance reduces
risks.

Adaptive digital resilience practices are
commonplace and combined with non-
digital practices: people extinguish fires,
reinforce houses against burglaries, avoid
risky places at night, volunteer for commu-
nity policing, visit health facilities, and/or go
into therapy. Digital resilience is a standar-
dized practice which diversifies the hustle for
survival. It contributes to resilience, as it cre-
ates redundance, flexibility, rapid responses,
and robustness and allows for self-organiza-
tion. However, it has limited effects on
learning and scaling, while its specific contri-
bution to resilience varies. Most respondents
own a second-hand smartphone or borrow
one (R5). Some households have less access
to (formal) assets, which limits their ability
to adapt. Digitalization contributes less to
resilience if households have reduced digital
skills or access. This is associated with living
in iron-sheet housing informal services and
casual work (R17, R25, R27, R32, R40,
R36). For instance, R40 is a single mother
working as a hairdresser. She borrowed
heavily after a fire destroyed her working
space and a thief stole her chairs. She is still
recovering but is often idle as there are not
enough customers. While she does use her
smartphone to look for hair designs and
market her business, she more often uses it
idly. For R25, limited digital literacy reduces
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her digital resilience: she does not use
national health insurance (NHIF) because
she does not understand the digital applica-
tion process. Digitalization is likely to add
more to resilience if households have better
digital skills and assets (R24, R26, R39).
R26, a 21-year-old pregnant woman who
lives with her ill mother, is more resilient to
electricity outage, as she combines formal
and informal electricity and gas cooking.
R24 is also 21 years old and combines going
to college with online work, such as buying
and selling bitcoins, online contests, and off-
line work such as marketing for a shop.
However, in all cases digital adaptability is
limited by low-cost, often second-hand
phones with free social media such as
Facebook and WhatsApp (workshop, R24;
see also Ritchie, 2022).

Transformative digital resilience practices. We
identify 16 potentially transformative resili-
ence practices, of which half are digital.
They differ from adaptive strategies in
enabling more learning and scaling. The
most-reported practice is online collective
action by Community Health Promoters
(R3, 11) and CBOs (R2, R3, R11, R14, R29).
Digital platforms are widely used in collective
action in waste collection (Kovacic, 2014),
whereby WhatsApp, Facebook, and M-Pesa
are combined with the mundane technologies
of barrels and carts (Mkize, 2022), commu-
nity policing (Hagan et al., 2012), community
mapping (Lundine et al., 2012), and for digi-
tal media and Slum TV (Githaiga and
Wildermuth, 2022).

A second potentially transformative prac-
tice is to install innovate public services, such
as metered gas for cooking (R26, R36) and
solar energy (R15) and sawdust toilets to
reduce health risks (R2, R32).

A third practice is to use digital platforms
as work. R10 is a student who lives in a stone
building along the main access road with for-
mal electricity and works as a digital

photographer in Mathare. R19 has a univer-
sity degree in interior design and works digi-
tally as designer.

A fourth practice is e-learning for school,
fun, or business. Often learning is adaptive
rather than transformative, for instance if a
hairdresser looks for new hairstyles (R40) or
if it represents a search for new income
opportunities (R24). However, some respon-
dents have sustainably reduced costs or
increased income by combining online and
offline work (R2, R3, R11). R2 is a grand-
mother who runs a small firm buying and
selling daily products and doing laundry.
She is constantly looking for online and off-
line opportunities. She copes with multiple
shocks, such as a daughter with a skin dis-
ease, a sister with HIV, a divorce from a
drunk husband, and rising prices, by
expanding her income through online mar-
keting. R11 is another female entrepreneur
who works online selling rice, underwear,
and cryptocurrencies, while at the same time
being a community activist managing a
credit and savings scheme and designing
online marketing campaigns.

Transformative digital resilience is associ-
ated with better digital access. Most respon-
dents, however, lack the skills to use
specialized platforms as well as access to
computers, limiting their options (R1, 2, 14,
15). R10 and R29 are exceptions to this.

Dynamics and overlaps

The discussed digital resilience practices are
not silos but form an integral part of the
daily hustle for survival. Households apply
generic resilience practices, such as e-learn-
ing, e-gifts, and online micro credit to cope
with all kinds of shocks. They aim to create
abundance, robustness, scale, rapidity, flexi-
bility, and learning to cope with the next
and yet unknown shock. General digital resi-
lience practices diversify social networks,
income, and work online by using social
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media. However, households sometimes lack
the resources, skills, and networks to do so
and resort to belt-tightening and maladap-
tive practices.

We find considerable dynamics between
digital resilience practices, as households use
multiple practices simultaneously. R21 and
R34 combine maladaptive practices (credit
traps, online gambling) with belt tightening.
R31 adapts to a shock through online work
while saving costs by walking to school,
while R1, R33, and R48 combine adaptive
and maladaptive practices. Quite a few
households aim to be transformative but
end up being adaptive due to the multiplicity
of shocks and the high level of vulnerability
(R2, R3, R7, R11, R48). Transformative
digital resilience often fails to meet its poten-
tial in sustainably improving a household’s
resilience. The line between digital resilience
practices is thus blurred and porous.

Debate: Parallel extra-legal rules

The study aims to contribute to the emerging
body of scholarly work on informal smart
urbanism. It adds the concept of digital resi-
lience (Ospina and Heeks, 2010; Tim and
Leidner, 2023) and finds that adapting to
daily shocks is at the core of digital practices
in the context of informality.

The history of Nairobi and Mathare illus-
trates that informality is historically con-
structed, whereby inappropriate regulations
and policies are reproduced over time
(Anyamba, 2011; Guma, 2019; Sarkar, 2019;
Schramm and Bize, 2023). Digitalization
policies are equally inappropriate for house-
holds in the context of informality (Guma,
2019, 2023; Guma and Wiig, 2022; Poggiali,
2017; Sarkar, 2019, 2022). Inappropriate
regulations and policies and associated vul-
nerabilities, as well as limited digital access,
assets, and skills, condition and restrict the
agency of households to engage in digital
resilience practices.

In Mathare, nearly half of all resilience
practices are digital. Digital platforms such
as M-Pesa, Facebook, and WhatsApp offer
formal–informal interfaces linking house-
holds to public services (Guma and Wiig,
2022; Sarkar, 2019; Van Tuijl et al., 2026),
support networks (Ritchie, 2022), and inter-
national markets (Sharma and Dahlstrand,
2023). When looking for income, households
in Mathare start working on digital plat-
forms, e-market their products, and/or apply
for micro credit online. Digital platforms
thereby open up opportunities to become
resilient but also reproduce power imbal-
ances, enabling exploitation and maladap-
tive practices.

As formal policies and regulations are
inappropriate, extra-legal rules of social
interaction emerge (Simone, 2001). Our case
study explores these for digital resilience
practices of households in Mathare.
Alongside generic rules of diversification
and risk avoidance, we identify four parallel
extra-legal groups of rules.

The main rule structuring belt tightening
is that online informal social networks are
used as safety nets. Informal social networks
are relatively disassociated from formal ser-
vices, offering access to informal grants,
loans, housing, income, and services. This
takes place in the context of low resilience
levels and limited resources other than social
networks.

For maladaptive practices, the rule is to
creatively look for emergent solutions to a
shock in formal and informal spheres. It
bends rules for personal short-term gains at
the expense of community or long-term resi-
lience. The line between maladaptive and
adaptive resilience practices is, however,
thin. Online micro credit is for instance often
adaptive, but households bend its rules to
feed their children or pay school fees, even if
they cannot afford its costs in the longer
term. Cartels and gangs equally offer valu-
able services, but they may bend rules to
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protect their turf violently and inflate prices.
Community groups may destroy water
ATMs and electricity connections to protect
their income (Guma, 2019; Guma and Wiig,
2022; Sarkar, 2019, 2022). Parallel rules of
gangs and cartels, related to for instance
muscularity (Van Stapele, 2016), reinforce
maladaptive behavior.

Adaptive practices similarly look for
emergent solutions but are sustainable and
do not harm others (Elmqvist et al., 2019).
When applying for micro credit, for instance,
households ensure that they can repay it.
Households look for socially acceptable
solutions if they can’t adhere to formal regu-
lations associated with for instance online
work, e-finance, and e-services.

Finally, transformative practices are
forward-looking rather than short-term
responses. They aim to increase income and/
or community benefits, while reducing costs
in the longer term, highlighting the collec-
tive, entrepreneurial, experimental, and
learning opportunities of informality (De
Soto, 1989; Guma, 2024).

Conclusions

Our main conclusion is that informality
influences how digital technologies affect
household resilience. Households are forced
to undertake digital resilience practices, as
the informality context is highly vulnerable.
At the same time, digital resilience practices
are constrained by limited digital access,
assets, and skills and by inappropriate urban
policies, plans, and regulations. Within these
contexts, households self-organize their digi-
tal resilience, whereby practices become
standardized over time, turning into extra-
legal rules which are innovative and tempo-
rarily tolerated, yet remain precarious.

We identify four parallel digital resili-
ence practices in Mathare, whereby the
influence of digitalization on resilience dif-
fers (Table 3). In belt tightening,

households receive digital gifts and apply
for loans, which offer a faster response
time after a shock but otherwise do not
add to resilience. It primarily replaces face-
to-face gifts and loans. Maladaptive prac-
tices associate with incremental, short-term
improvements of household resilience at
the expense of others. They illustrate that
digital technologies can negatively affect
community resilience. Adaptive digital resi-
lience offers additional ways to respond
quickly and flexibly to shocks. Finally,
transformative practices improve house-
hold resilience over the longer term, adding
learning and scalability.

We contribute to the theory on smart
urbanism using informality ‘‘as a marker’’
(Guma, 2024). Our main contribution lies in
showing how, in the context of one of
Africa’s digital frontier cities, households
informally apply digital resilience practices.
These practices are repeated and standar-
dized, which we conceptualize as emerging
extra-legal rules. The rules reflect creative
and innovative appropriations of digital
technologies in the daily hustle for survival.

We recommend more research on digital
resilience practices in informal smart urban-
ism. We particularly recommend multiple
case studies comparing how planning sys-
tems, states of exception, vulnerabilities, and
dynamic rules influence the impact of digital
technologies on resilience in different con-
texts. In-depth studies are also needed to
describe practices and rule setting in greater
detail and to explore how digital and non-
digital resilience practices interact.

The above leads to two policy recommen-
dations. In the short term, we recommend
participatory planning processes to reduce
vulnerabilities, prevent belt tightening, fight
maladaptive practices, and support the
adaptive and transformative digital resili-
ence practices of households. We propose
adaptable policy responses, which recognize,
value, and support digital resilience
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practices. In the long term, the resilience of
households living and working in informal-
ity requires systemic change, rethinking how
urban planning, smart city programs, and
ICT industries can become more appropri-
ate for all urban residents. This does not
equate to formalization processes, which
may further exclude the urban poor, but
rather to participatory processes aiming to
reduce vulnerabilities and rethink formal
rules, while supporting the innovative and
creative potential of informality.
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