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Abstract—We present a passport-level trust token for Europe.
In an era of escalating cyber threats fueled by global competition
in economic, military, and technological domains, traditional
security models are proving inadequate. The rise of advanced
attacks exploiting zero-day vulnerabilities, supply chain infiltra-
tion, and system interdependencies underscores the need for a
paradigm shift in cybersecurity. Zero Trust Architecture (ZTA)
emerges as a transformative framework that replaces implicit
trust with continuous verification of identity and granular access
control. This thesis introduces TrustZero, a scalable layer of zero-
trust security built around a universal ”trust token” - a non-
revocable self-sovereign identity with cryptographic signatures
to enable robust, mathematically grounded trust attestations.
By integrating ZTA principles with cryptography, TrustZero
establishes a secure web-of-trust framework adaptable to legacy
systems and inter-organisational communication.

I. INTRODUCTION

In an era marked by intense global competition across
economic, military, and technological spheres, the digital
landscape has become a critical battleground. Nations and
organizations worldwide are investing heavily in cyber ca-
pabilities to gain a strategic advantage, leading to a rise in
cyber threats that target both government and private sectors
[43]. A major concern in this landscape is the presence of
“zero-day” vulnerabilities—previously unknown security flaws
in software or hardware that lack any available defenses [21].
These vulnerabilities are highly valuable, often traded on
a global market and exploited by state actors and criminal
groups to infiltrate systems, steal sensitive data, and disrupt
operations. One such example is the Israeli NSO Group that
used spyware Pegasus for remote zero-click surveillance of
smartphones for goals ”aligned with the geopolitical interests”
[30]. Zero Trust Architecture has emerged as a response to this
escalating arms race in cybersecurity.

Traditional security models that rely on perimeter-based
defenses, such as Virtual Private Networks (VPNs) or firewalls,
are proving inadequate against advanced, multi-vector cyber
threats. This shift is underscored by the European Systemic
Risk Board’s findings [9], which highlight a persistently
heightened cyber threat landscape in Europe with sabotage
of underwater telecommunications cables and disruption to
systems in major financial institutions. In this sector, cyber
risks have evolved in tandem with these threats. Attackers
have become adept at exploiting complex system interdepen-
dencies to maximize damage, compelling financial institutions
to elevate their security stance. Programs like the TIBER-

NL [10] (Threat Intelligence-based Ethical Red-teaming) in
the Netherlands are part of a proactive approach where reg-
ulated firms undergo simulated, controlled cyberattacks based
on real-world threat scenarios. At the European level, the
European Central Bank runs a similar initiative to ensure
systemic stability by exposing potential vulnerabilities through
rigorous, scenario-based testing [18]. Even the United Nations
Security Council acknowledges the digital world has become
a favorable field for espionage and cyberterrorism that creates
”mistrust and paranoia between nations” [48].

The proliferation of hybrid warfare has steadily penetrated
societal activities, with even elections becoming a primary
target for digital disruption. These attacks have been studied
since the 2014 Scottish elections where ”fictional accounts
of conspiracy theories” [13] spread misinformation and fear
among citizens. This pattern of interferences peaked in 2024
with the Romanian presidential elections where cyberattacks
sought to exploit vulnerabilities in the election IT system and
influence people through fake accounts. This triggered the EU
to search for a solution regarding bot activity and fraud by
giving social media company TikTok a ”retention order that
concerns national elections” [1]. Secret documents have been
declassified to the public [6] and presented 25,000 accounts
as part of a network on TikTok that became very active in the
two weeks before the elections. From those, around 800 had
existed since 2016, the year TikTok was released, but with
almost no activity until November of this year. The Romanian
Secret Services also observed that each TikTok account was
associated with a unique IP address, indicating a deliberate
strategy to obscure the true scale of the attack. The European
Commission followed the press release with a formal pro-
ceeding against the company to ”assess and mitigate systemic
risks” with the commission’s president stating that ”foreign
actors interfered in the Romanian presidential elections by
using TikTok” [2].

Zero Trust Architecture (ZTA) has emerged as a modern
security framework grounded in continuous verification of
identity and contextual access requests. ZTA, proposed by
Kindervag in 2010 [32], follows the core principle that trust
must never be assumed and that every user or device must be
verified regardless. This new vision of the Internet prevents
lateral movement intrusion, a type of attack encountered by
big tech companies, based on the assumption that threats are
omnipresent and no traffic can be trusted, including from
internal networks [50].
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The criticality of a Zero Trust Architecture is further high-
lighted by high-profile breaches, such as Google’s “Opera-
tion Aurora” incident in 2010. In this attack, Chinese state-
sponsored actors exploited a zero-day vulnerability to infiltrate
not only the original company but also Adobe and over 30
other major corporations [39]. The Operation Aurora case
emphasized the risk posed by supply chain infiltration, where
attackers compromise secondary suppliers of defense contrac-
tors to gain access to sensitive information. By exploiting the
interconnected nature of global supply chains, adversaries can
effectively bypass direct defenses, underscoring the need for
a zero-trust approach that assumes no entity is trustworthy
by default, regardless of its location within or outside the
organization’s network. Another such example of attack is
Titan Rain, started in 2003 and targeting defense contractor
computer networks in the US [46]. The attack source was
identified as Guangdong, China, where perpetrators constantly
changed IP addresses to make tracking their movements
harder.

Current researches focus on moving from single-factor to
multi-factor and continuous authentication, improving security
while minimizing resource use [26], but most projects stop at
the concept phase. This trend started with solutions developed
by giant tech companies like Google’s BeyondCorp. Motivated
by the security breaches presented above, the company started
a workflow transition to a protected zero-trust network, mi-
gration that proved to be harder than expected [24].

This thesis presents TrustZero, a layer of zero-trust security
designed to be applied at large scale. As a proof-of-principle
we created a universal ”trust token” that consists of a non-
revocable self-sovereign identity with a list of trust attestations.
The architecture relies on the ”trust token” flow between
clients and servers during communication. We present a trust
model/algorithm that is rigorously based on mathematical
axioms with verifiable cryptographic signatures. By combin-
ing the zero-trust principles of continuous verification and
cryptography we create a strong identity and web-of-trust
framework that can serve as an upgrade for legacy communi-
cation infrastructure that can be applied between organisations.
TrustZero is founded on the innovative principle of enabling
trust to be both portable and verifiable across a global scale.
In a world where the ”hybrid” war is escalating with denial
of service and election interferences, we consider TrustZero
would substantially make such attacks more difficult, costly
and less effective.

II. THE FUNDAMENTS OF ZERO TRUST ARCHITECTURE

Zero Trust Architecture fundamentally redefines cybersecu-
rity by shifting from implicit trust to continuous verification.
Every user and device must be authenticated and authorized
before accessing network resources, reducing the risk of
lateral threats. This model enhances data security and detects
anomalies, making it a vital framework in today’s cloud-
driven, remote-access world. A key aspect of Zero Trust is
its direct linkage to the first principles of digital identity,
where the emphasis is placed on verifying the authenticity

(a) EUDI home screen (b) EUDI Digital identities

Fig. 1: EUDI wallet [40]

and integrity of digital identities in real-time. This means that
identity is treated as the new perimeter, and digital identity
verification becomes a cornerstone of security. ZTA helps
ensure that only authenticated and authorized users or devices,
with minimal privileges, can access critical resources, key
requirements to provide passport-grade identity. TrustZero was
developed to adhere to these requirements and to complement
the European Digital Identity Wallet, presented in Figure 1,
with a communicable, tamper-proof and verifiable token of
trust.

Building a zero-trust architecture starts from five basic
assumptions that can solve the security problems encountered
in large-scale supply-chain networks:

1) The network is constantly exposed to a hostile environ-
ment.

2) Threats, both internal and external nodes, persist
throughout the network’s operation.

3) A network’s location alone cannot determine its trust-
worthiness.

4) Every device, user, and network traffic must be contin-
uously authenticated and authorized.

5) Security policies need to be adaptable and dynamically
recalculated based on a wide range of data inputs.

According to the National Institute of Standards and Tech-
nology (NIST), ZTA relies on three core logical components to
enforce security policies. The Policy Enforcement Point (PEP)
is the first of these, acting as an intermediary between the user
and the server; it enables, monitors, and eventually terminates
the connection between the subject and the resource, creating
a boundary often referred to as the trust-zone. Closely collabo-
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Fig. 2: TrustZero architecture overview

rating with the PEP is the Policy Administrator (PA), which is
responsible for granting or denying access based on the PEP’s
assessments. Finally, the Policy Engine (PE) functions as the
“brain” of the system, making access decisions by applying
a trust algorithm to external inputs, in alignment with the
organization’s security policies [53].

In a digital identity-focused system, the policy engine (PE)
plays a pivotal role in making access decisions according to
business strategies. The trust computation is considered the
cornerstone for access control in a zero-trust architecture and
there is no universal algorithm agreed. Different approaches
have been tried, from score-based/weight-based evaluations to
fuzzy logic or graph theory model [54] but most of them
prove to be too complex and hard to deploy on large-scale
systems. Migrating to a zero-trust architecture is a complex
task, as highlighted in [55]. Most trust computations rely on
external information and when a provider encounters secu-
rity or technical issues, finding a quick replacement can be
challenging and costly. Requesting resources in a ZTA envi-
ronment requires calculating a trust level based on credentials
and information provided by the requester, then comparing it
to the predetermined trust level required for accessing specific
resources. Establishing an appropriate trust level for each
resource is a complex task. The enterprise must find a balance
in the trust levels—too high can make resources difficult to
access, potentially hindering workflows, while too low may
result in inadequate security. The trust algorithm represents
the most common bottleneck regarding resource usage where

complex dynamic scoring is based on multiple factors: login,
network and operational behavior, user and device identities,
user behavior, terminal security status and risks assessment (
[14], [59], [57]).

One of the main concerns regarding ZTA is that, in fact,
zero-trust is an impossible property to achieve for a system.
As highlighted in a recent work [23], ”Zero Trust” is funda-
mentally unachievable for certain security properties in ”black
box” devices—systems whose internal operations can not be
fully inspected. Specifically, malware in such devices cannot
be definitively ruled out, as verifications of security properties
can only offer probabilistic assurances rather than certainties.
Thus, complete trust elimination is impossible, and trust es-
tablishment becomes the practical alternative. Moreover, ZTA
is considered impractical, demanding high assurance for all
security properties of network devices, meaning their correct-
ness must be proven rigorously. Instead, defenders focus on
mitigating the cost of breaches rather than preventing them
entirely, as low assurance and breaches are inevitable in real-
world systems. This problem was reinforced by work in 2010
[49], expressing that, in security, trust can only be relocated
not established. In relation to the impossibility of zero-trust,
Lampson [34] stated that each part of prevention architecture
is complex as a whole and there are always new threats,
making security a fractal. Policy in such a system ”it has to be
simple”, ”it has to minimize hassle for the user, at least most
of the time” and ”it has to be true (given some assumptions)”,
assumptions hard to achieve in ZTA.
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III. PROBLEM DESCRIPTION

The field of zero trust security faces significant challenges
related to transparency, openness, standardization, and repro-
ducibility. Despite its growing adoption and the crucial role
it plays in protecting sensitive infrastructures, the field lacks
an open-source reference architecture or implementation that
demonstrates exemplary zero trust security practices. This
limitation extends to scientific research, where reproducibility
is a cornerstone but remains underdeveloped in the context
of zero trust systems. The absence of detailed descriptions of
attack methodologies, defensive software architectures, secu-
rity tooling, and policies contributes to an opaque landscape.
This is true even in academia, where cybersecurity research
and practice are often secluded. For instance, at institutions
like Delft University, while other computer science faculties
are accessible, cybersecurity departments maintain restricted
access, highlighting an ingrained culture of secrecy. This is
reflected in the methodologies in zero-trust where projects like
OpenZiti [8] are using cryptographic principles such as low-
cost hardware security modules (HSMs) [3] that leverage the
laws of physics.

Moreover, the current body of scientific literature on zero
trust is sparse in providing comprehensive, reproducible case
studies or implementations. The seminal example of Google’s
response to the successful cyberattack Aurora illustrates this
gap. Following the breach, a zero-trust model has been em-
ployed to isolate the legal, financial, engineering, and admin-
istrative networks. However, their documentation and public
disclosures are described only at a high level( [58], [17], [42]),
lacking the granular details necessary for academic analysis
and reproducibility.

Addressing this gap is critical not just for advancing zero
trust methodologies and fostering an environment of shared
knowledge but also to withstand the demands of modern
cybersecurity. As stated before, the global competition is
altering the digital landscape with attacks on critical infras-
tructure of finance and healthcare in vulnerable moments like
the COVID pandemic [15] and started to interfere even in
election systems. Moreover, the attack traffic is carried by
many autonomous systems (AS) along the way, indirectly
assisting illegitimate traffic, based on the assumption that all
packets are trustworthy. There are multiple studies to detect
and prevent malicious traffic through the network ( [56], [19],
[36]), but are based on specific patterns and scenarios(data-
driven) and most require extensive computational time/power.

In contrast, Zero Trust Architecture emphasizes continuous
verification of every user and device, regardless of their
location within the network involving regularly reassessing
the trustworthiness of all participants. Even though this ar-
chitecture was introduced in 2010, to this day, no real-world
open-source reference applications have been made [26]. Thus,
the overarching challenge lies in developing a comprehensive,
open-source zero trust framework with full transparency that
is easy to reproduced in sensitive infrastructure.

IV. OUR TRUSTZERO DESIGN

To address the limitations of existing zero trust implemen-
tations, we designed TrustZero, a framework that leverages
complexity as a strength rather than a vulnerability. This
architecture is designed for large and complex supply chains
bringing new trust between organisations. Traditional ap-
proaches often regard complexity as a source of fragility. This
exposes systems to faults and weaknesses as demonstrated by
critical incidents such as the exposed Log4j vulnerability [27].
Moreover, major disruptions can occur like the CrowdStrike
2024 global outage [41] determined by an intricate interaction
with Windows systems. These incidents forced major organi-
zations to focus ”more on proactive defense strategies, away
from the traditional perimeter-based protection to continuous
monitoring of the internal systems” [38]. In various high-
stakes industries, including defense contracting, aerospace, and
semiconductor manufacturing, complexity presents formidable
challenges that can undermine system reliability. The semi-
conductor industry leader ASML, for example, relies on an
intricate network of over 5,000 suppliers [5]—a testament to
the depth and diversity inherent in modern supply chains. This
complexity can also be observed in the automotive industry
where companies like Audi recognize their responsibility to
maintain a network of 14,000 of direct suppliers in over 60
countries [4].

TrustZero capitalizes on this intricate connectivity, redefin-
ing zero trust principles to operate beyond the confines of
a single entity, organization, or government. Unlike tradi-
tional zero trust models that focus solely on securing an
isolated system or entity, TrustZero is built on the novel
principle of making trust portable and verifiable at a global
scale. This approach facilitates trust exchange between various
autonomous entities, enabling a unified, interoperable trust
network. Collective intelligence is a unique and impactful
way organizations work together, made possible by our ar-
chitecture. For instance, approaches such as Byzantine-robust
learning with compression [44] could be shielded by TrustZero
from misinformation, deception, spam, and fraud. Exploring
this direction is left as future work. More exactly, our key
contributions are as follows:

1) We propose an architecture that is based on transparency
and reproducibility of simple cryptographic functions to
create trust between nodes. The protocol increases the
security of communication to servers by adding client
trust score evaluation.

2) We provide an open-source minimum-viable product
of the architecture to demonstrate the correctness and
functionality.

At the core of TrustZero is the concept of shared and
transparent authentication histories, which support collabo-
rative verification processes. By making successful interac-
tions publicly traceable, systems develop greater resilience
through emergent patterns and verifiable trust. This resilience
is especially pronounced when critical components of the
authentication network use high-assurance, passport-grade ver-
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ification mechanisms, such as those compliant with eIDAS
(Electronic Identification, Authentication and Trust Services)
standards. This ensures that even machine-to-machine (M2M)
communications are protected by strong, interoperable trust
assurance. This links, as noted in a 2014 ASML co-authored
publication [22], are traditionally implemented using protocols
like MQTT that were not designed with inherent security and
are known in being vulnerable [16].

As a proof-of-concept, we developed a universal trust token,
featuring a self-sovereign identity with non-revocable trust
attestations. We further enhanced a web application firewall,
ModSecurity, with trust scoring, real-time threat signaling, and
collaboration and placed it as a reverse proxy and gateway
for each server present in the network to form a global web-
of-trust. Lastly, we present a global trust model rooted in
mathematical(cryptographic) principles, combining the zero-
trust elements to create a robust identity and trust framework.
The high-overview architecture of TrustZero is represented in
Figure 2.

A. Protocol

The TrustZero Protocol exemplifies a decentralized ap-
proach to secure trust verification in multi-party systems, ad-
dressing critical challenges in integrity and authenticity. In this
protocol, a user generates a public/private keys ((pku, sku)←
KGen) and sequentially interacts with multiple servers, each
generating its own pair ((pksn, sksn) ← KGen). The user
initiates communication by sending messages and their public
key to the servers, where each server signs the user’s public
key using its private key, producing signatures (signN ←
Sign(sksN , pku)). Each server processes 2 sequential steps
ensuring both correctness and accountability:

1) verifies all the previously generated signatures by other
servers

2) issues its own signature if the previous step passed(or is
renewing it)

The resulting ”trust token”, a concatenation of all signatures,
serves as verifiable proof of trust, validated against the servers’
public keys. By distributing the signature generation and
verification processes, the protocol eliminates the reliance on a
central authority, enhancing security and trustworthiness. The
protocol’s integration of cryptographic keys, digital signatures,
and decentralized verification provides a robust framework
for securing trust in systems vulnerable to adversarial threats,
making it suitable for applications in distributed supply-chain
networks and secure communications.

B. Trust token

In our zero trust architecture, the trust token is the key ele-
ment that enables a non-revocable, self-sovereign identity with
a list of trust attestations. In this identity model, users maintain
full ownership and control of their digital identity without
third-party oversight or the risk of revocation. This identity
is accompanied by a collection of trust attestations—verified
endorsements or credentials—that validate the user’s identity
and reputation.

In a self-sovereign, zero-trust architecture, users maintain
complete control of their trust tokens without relying on
external cloud storage. The core design choice lies between
transparent trust communication and an explicit trust protocol.
Trust is communicated passively by embedding a session
request header and token signatures can be verified and added
as a layer of security without altering existing server protocols.

The list of trust attestations present in a trust token is a
series of signatures that the user received from past (adequate)
interactions with other nodes. These signatures can be verified
by any server with simple cryptographic functions against the
public key of the user with the public key of the issuing server.
In exchange for a ”good” request, the server will issue a new
trust token for the user with a new signature (or update the
present one if they already interacted). The trust token sent in
each request will be structured in the form:

token = signserver1 ||signserver2 ||...||signserverN (1)

The EUDI app from Figure 1 uses a traditional JSON
web token to exchange information and verify identities for
access. This approach proves to be rigid regarding token
revocation [29] with a bad actor being able to use it even
after detection. The trust token used by TrustZero can be
revoked by any server after any abnormal access, lowering
the user’s reputation. Moreover, a server can change its key
pair to invalidate all its signatures and indirectly signal the
user to all other servers that will interact with it.

C. Trust algorithm

The trust algorithm implemented in TrustZero is score-
based, evaluating the trustworthiness of entities and assigning
a numerical score that reflects their reliability. The value is
computed by verifying the number of valid signatures a user
has on its public key. The crucial objective is to make it as
expensive as possible to set up, maintain, and/or exit fake
identities and give priority to trusted parties. To achieve this,
the architecture exploits a resource that most attackers do not
have: time. With TrustZero scoring system, trust is gained over
time and interaction with unique servers, reducing the surprise
of an attack (like denial of service for example).

The trust computation is constructed on basic cryptographic
functions that require low resources and are easy to un-
derstand, from administration entities to simple users. This
algorithm is executed before a request even gets to a server
not interfering with its normal behavior. In the end, the
TrustZero algorithm for a user (pkU ) that has signatures from
n servers(S) can be summarized as:

trustscore = V f(signS1
, pkS1

, pkU )+

+ V f(signS2
, pkS2

, pkU ) + ...

...+ V f(signSN
, pkSN

, pkU ) (2)

where V f() is a cryptographic function that returns 0 or 1
based on the validation of a signature using the public key of
the originator server against the public key of the user.
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D. ModSecurity

ModSecurity [45] is an open-source web application firewall
(WAF) used to monitor, log, and filter HTTP traffic to prevent
attacks on web applications. It acts as a security layer between
users and web servers by inspecting requests and responses
based on customizable rules, helping to detect and block
threats such as SQL injection, cross-site scripting (XSS),
and other vulnerabilities. ModSecurity can also be used for
real-time monitoring, auditing, and compliance with security
standards, making it a vital tool for enhancing web application
security.

In TrustZero, ModSecurity is deployed in reverse proxy
mode where it acts as an intermediary between clients and
servers, inspecting all inbound and outbound traffic before it
reaches the destination web server. This setup allows ModSe-
curity to enforce security rules, log traffic, and block attacks
without modifying the web server itself, acting as a Policy
enforcement point.

The capabilities of ModSecurity in detecting and mitigating
different attacks have been extensively studied in state-of-the-
art literature ( [28], [51], [11], [33]). In our architecture, its
most important characteristic is the non-disruptive nature of in-
specting requests while enabling external scripting processing.
The signatures present in a request are verified by ModSecurity
which computes the score and can deny the communication
(if signatures are wrong/compromised) or forward it to the
servers. ModSecurity offers the perfect environment with its
custom rules to adapt the security level(paranoia) for each
request depending on its nature. While computing the trust
score is studied in this thesis, its utilization in raising different
security levels based on it is left for further research.

V. RELATED WORK

Although Zero Trust Architecture (ZTA) was first intro-
duced over 10 years ago, no comprehensive, real-world im-
plementation has emerged that fully addresses its potential.
Most ZTA proposals remain in the design phase due to the
complexity of their trust models and the need for substantial
changes in infrastructure to accommodate them. Additionally,
these solutions are often narrowly focused on specific busi-
ness sectors, such as cloud computing, IoT etc, rather than
providing a universal applicable framework applicable. This
section will review these ZTA and security architecture pro-
posals, highlighting the need for a more generalized, adaptable
approach.

A. First steps towards Zero-Trust Architecture

TrustGuard [52] model serves as an intermediary security
layer that enforces strict access controls, monitors communi-
cation between entities, and validates interactions in real-time.
Designed to reduce the risk of unauthorized access and lateral
movement, TrustGuard bridges the gap between traditional
network models and the zero-trust paradigm by establishing
micro-boundaries of trust that are dynamically managed. It
introduces a flow-level reputation-based defense mechanism
and it was proposed as early as 2005 as a first step towards

reputation and trust management networks. Unlike traditional
methods that typically focus on IP addresses or individual
packet characteristics, TrustGuard evaluates the reputation of
entire network flows. Over time, it evolved in more specific
uses cases such as allowing for more precise identification
and mitigation of Distributed Denial of Service (DDoS) attack
traffic [35] while reducing the incidence of false positives.

The architecture of TrustGuard encompasses several integral
components. The flow collector is responsible for gathering de-
tailed flow-level data, encompassing both traffic characteristics
and behavioral patterns. The reputation manager analyzes this
data to compute reputation scores for each flow, leveraging his-
torical behavior alongside real-time observations. The decision
engine then utilizes these reputation scores to make informed
traffic filtering decisions, effectively distinguishing between
legitimate and malicious flows. Additionally, a feedback loop
continuously refines the reputation scores based on observed
behaviors, enabling the system to adapt dynamically.

By incorporating machine learning techniques, TrustGuard
enhances its ability to adaptively modify reputation scores
in response to shifting traffic patterns and evolving attack
characteristics. This combination of advanced analytics and
real-time data processing positions TrustGuard as a robust
solution for modern network security challenges.

B. SDN and zero trust architecture

A novel solution is presented in combining Software-defined
networks(SDN) with zero-trust principles( [25], [60]), a secu-
rity architecture designed to address the complex requirements
of Industrial IoT systems, which include real-time operations,
reliability, and decentralization. Traditional cybersecurity so-
lutions struggle with the heterogeneity of IIoT devices. The
proposed architectures leverages network micro-segmentation
and integrates Software-Defined Networking (SDN) for policy
enforcement, alongside a centralized security management
layer for simplified control. A prototype demonstrates that this
system ensures decentralized, resilient, and flexible security
management while maintaining central oversight of security
policies and network topology. One proposal [60] uses Nebula,
a software-defined overlay network solution, in an abstraction
layer for policy enforcement. This tool relies on a custom
Public Key Infrastructure (PKI) system since it uses certificates
that are not X.509 compliant.

Nebula introduces challenges in integrating with standard
security frameworks and requires the development of a unique
Certificate Authority (CA). Custom PKI solutions increase the
complexity of managing certificate requests and key genera-
tion, already a demanding task, which may lead to security
vulnerabilities. Additionally, isolating the Nebula network,
while enhancing security, could introduce maintenance and
scalability issues. Moreover, it is acknowledged that some
devices might lack native support for Nebula and need to be
integrated by introducing an additional device.
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C. BeyondCorp

The ”BeyondCorp” [58] model represents a paradigm shift
in enterprise security, moving away from the traditional
perimeter-centric approach. Developed by Google, it empha-
sizes user and device authentication regardless of location,
allowing secure access to applications without a VPN. Be-
yondCorp relies on continuous verification through context-
aware policies, integrating real-time monitoring and adaptive
access controls to enhance security. The BeyondCorp model
emphasizes secure device and user identification through a
comprehensive management system. It maintains a Device
Inventory Database to track managed devices, which are
uniquely identified via device certificates stored in secure
modules. User access is managed through a User and Group
Database, integrated with HR processes, and authenticated via
a Single Sign-On (SSO) system, which issues a session token
for the access of a specific resource. Additionally, BeyondCorp
establishes an unprivileged network that mimics an external
network, enhancing security by minimizing trust in the internal
network infrastructure.

As one of the few practical examples of ZTA, the model
faced challenges during the later stages of Google’s Be-
yondCorp migration, particularly regarding difficult use cases
that did not fit the standard HTTPS-based workflow. Issues
were signaled with specific applications that required IP-layer
connectivity or could not easily integrate with the BeyondCorp
access proxy [24].

D. Zero trust in cloud computing

Another discussed topic for ZTA is its use in cloud com-
puting where services such as storage, processing power,
databases, networking, software, and analytics are delivered
over the internet. Thus, safeguarding such critical resources is
key and the zero-trust design appears to satisfy the security
requirements. For example, strategies with 9 principles of
trust have been proposed but formulated just as a ”conceptual
model” [37] for further research.

A novel concept presented for cloud computing is ”sur-
vivable zero trust”. Unlike existing models, the proposed
architecture [20] acknowledges that trusted components can
be compromised. The novel survivable zero trust architecture
ensures high security, robustness and can tolerate intrusions
and recover from failures, making it suitable for cloud environ-
ments under specific conditions. The design is also based on a
key pair and signature scheme that assists the communication
against different attack scenarios. Even with a strong trust
model, the paper recognizes that designing an effective proto-
col that ensures confidentiality while minimizing performance
impacts and disruptions remains an open research challenge.

E. Zero-trust and Blockchain

Combining zero-trust and blockchain can enhance security
in distributed systems addressing challenges such as identity
management, secure data sharing, and ensuring compliance
in decentralized environments. This movement materialized
with projects like ZEBRA [12], a framework that focuses

on securing Advanced Metering Infrastructure (AMI) using a
Zero Trust Architecture combined with blockchain technology
and Ring Oscillator Physical Unclonable Functions (ROP-
UFs). The design ensures robust device authentication and
guarantees data integrity by leveraging the unique properties
of ROPUFs, for generating unclonable keys, and blockchain
for traceable and tamper-proof communication. This approach
enhances the security of smart grid networks, providing re-
silience against cyber threats like unauthorized access, spoof-
ing and data manipulation. Nevertheless, blockchain technol-
ogy can introduce latency and require significant computa-
tional resources, which may be challenging for the resource-
constrained devices used in AMI. Additionally, the reliance on
ROPUFs for authentication, while secure, could be affected
by environmental factors (such as temperature or voltage
variations), impacting the reliability of the cryptographic keys
generated. Managing these factors while maintaining system
performance could pose challenges for real-world deployment.

Another solution, this time tailored for IoT is Amatista
[47], a blockchain-based middleware designed for scalable
management of IoT networks. The paper is the first to enu-
merate cryptography as an option in trust management but it
incorporates it in the blockchain consensus algorithm. As IoT
expands rapidly, the trustworthiness of millions of connected
devices becomes a challenge. Amatista tackles this issue by
employing a zero-trust approach, utilizing a novel hierarchical
mining process to validate both the infrastructure and trans-
actions at varying levels of trust. By leveraging blockchain
features such as a distributed database, consensus mechanisms,
smart contracts, and immutability, Amatista ensures reliable
transactions without centralized validation nodes. The system
is tested on Edison Arduino Boards, demonstrating how it can
address trust concerns in IoT through decentralized validation
mechanisms. While Amatista shows promise, potential issues
include reliance on complex blockchain infrastructure, scala-
bility challenges with numerous devices and, as stated by the
authors, not yet tested ”in a large scale loT deployment”.

VI. IMPLEMENTATION AND EXPERIMENTS

Our experiments focus on an in-depth exploration of real-
world systems applying zero trust principles, combined with a
comprehensive performance analysis of our novel TrustZero
token. The key contributions of this work lie in demysti-
fying the opaque security practices of major corporations
and identifying the practical implications of deploying an
open, verifiable zero trust system. Given the absence of
a comprehensive zero trust solution that embodies end-to-
end openness, open-source availability, and the potential for
uncompromised self-hosting, our experiments are necessarily
exploratory and integrative, evaluating various components to
construct a robust, open framework.

The protocol outlined has been implemented in Python as a
proof of concept. The open-source code is available on GitHub
[7]. The Cryptography library is utilized for public/private key
generation, as well as for signing and verification. A simple
login server has also been created to accept (or deny) requests
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POST /resource HTTP/1.1
Host: api.example.com
Content-Type: application/json
User-Key-Signatures:
pkuser:1:5d41402abc4b2a76b9719d91017c592
Content-Length: 47
{

"username": "John Doe",
"password": "johndoe",

}

Fig. 3: POST Request example
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Fig. 4: Signatures size

from users deployed alongside a ModSecurity instance acting
as a reverse proxy for it. An example of POST request that
was used in the experiments against the deployed server is
presented in Figure 3. The pair server-ModSecurity has been
deployed with docker in multiple containers to simulate a
distributed network of servers having their own ports and
key pair. All traffic directed to the server is intercepted by
ModSecurity who inspects the header of the request and
searches for the trust token and public key. The rule related
to this actions is defined in the following way:

SecRule &REQUEST_HEADERS:User-Key-Signatures \
"eq 0" \
"id:10009, \
phase:1, \
t:none, \
msg:’Missing User-Key-Signatures header’, \
deny"

In the case of a ’cold start’, a user who has no signatures yet
will only send his public key and will be treated accordingly
with a score of 0.

Once the header is detected, ModSecurity inspects it to
determine the number of valid signatures present and to asses
the trust score of the user. The rule makes use of a Python
script with cryptographic functions for verification and in case
of an error signals ModSecurity to terminate the request:

SecRule REQUEST_HEADERS:User-Key-Signatures \
"@inspectFile /app/check_signatures.py" \
"id:10010, \
phase:1, \
msg:’Error in signatures’, \
deny, \
t:none"

If the request has all the correct signatures, it is passed to
the server who can solve it accordingly. In the response header,
the server attaches his signature to the token and passes it one
more time through ModSecurity. After checking its presence,
the response is forwarded to the user who can now store the
signatures for further communication.
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Fig. 5: First experiment

While the usage of the score is not implemented in this
POC, it can be stored on every server as a table of public
keys with their scores, every server having a snapshot of the
network at a certain point I. ModSecurity has multiple score-
based parameters(anomaly level, paranoia level) that can be
set based on the request score to treat user based on their
reputation.

Public Key Score
PK1 5
PK2 2
PK3 3
PK4 0

TABLE I: Table of public key scores.

TrustZero uses the RSA cryptographic algorithm to create
the public/private pair with a public key size of 256 bytes. The
signature resulting from it inherits this dimension and creates a
linear growth. To address a potential size issue, other signature
algorithms such as Elliptic curve P-256(64 bytes public key)
or EdDSA Ed25519(32 bytes public key) can be used. Both
options are present in the Cryptography library in Python
resulting in the same size of signature of 64 bytes. Adding
the public key itself to the token dimension, the comparison,
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Fig. 6: Signature latency

calculated up to 100 signatures, is presented in Figure 4.
As highlighted in future experiments, the signatures did not
present a significant overhead in communication and can also
be limited to a maximum number to resolve the potential
drawback. All the following requests and investigations are
produced using simple RSA signatures.

For the experiments, 5 servers were deployed with docker,
each container consuming as much CPU as it needed from
the host. This setup was hosted on 2 different specifications:
low resources (8 cores Intel(R) Core(TM) i7-8565U CPU @
1.80GHz) and high resources(16 cores AMD Ryzen 7 6800H
4.7 GHz). All the experiments were successfully run on both
specifications showing the low overhead of TrustZero even
with a low-grade CPU. The subsequent results were used
from the best-performing setup. One of the first experiments
was to test whether any attacker that is tampering with the
signatures is detected and their requests are denied. Two users
were created sequentially to communicate with all the servers
sending 50 requests and the results collected from all instances
are presented in 5. In the second half of the figure, a genuine
user is building the maximum trust over time(5) and, even
though having a higher average latency, does not encounter a

high variability in times and better predictability. In contrast,
once a user behaves abnormally, like in the first half of the
plot, and sends corrupted signatures he loses his reputation and
access to the resources and needs to build back the trust by
interacting with the servers. In addition, every time a token is
sent with modified signatures, the application firewall refuses
immediately the call before it gets to the server, observation
reflected in the low latency present in unsuccessful requests.

ModSecurity provides multiple automated defense mecha-
nisms, starting from rate limiting to IP blacklisting integration.
In a previous work regarding attack mitigations using WAFs
[31], ModSecurity has been deployed to protect a server
against a DDoS attack. Using his integrated IP blocking
functionality based on a text file access, at the header level
the overhead was measured at 509 microseconds. In TrustZero
architecture, the trust token present in a header is parsed
to an external script that signals ModSecurity the successful
processing. This creates a higher amount of latency as there is
no integrated functionality to process headers and the whole
request is transferred to a python script. Based on the logging
provided by ModSecurity in processing rules,

[/login][4] Operator completed in 79255 usec.

we observed that the number of signatures in a trust token is
not influencing the processing time of the rule as presented in
Table II.

Number of
signatures

Processing time
(in microseconds)

0 79255
1 87352
2 85477
3 73568
4 85917
5 81200

TABLE II: Processing time of signatures

To better understand the implication of signatures in re-
sponse latency, measurements of time were taken from 2
specific cases: a user with all 5 server signatures and one with
no reputation. 500 requests were created and resolved and the
difference in computational time was around 0.025 seconds,
presenting a low latency of adding signatures in the request.

A box plot 7 was created based on the latency set measured
for better visibility of the data and its spreading. From the
figure, both groups have similar distributions, but the user with
more signatures shows a slightly higher median and fewer
outliers compared to the plain one. In both cases, the number
of values above the 95th percentile is small compared to the
number of total requests reflecting a low variability over a
large number of messages.

The largest experiment measured was deploying in the
network up to 2000 users in different threads, adding every
2 seconds a new instance and measuring the latency of a le-
gitimate user. This experiment can be considered as a ”DDoS”
attack launched over time trying to collapse the servers with
repetitive and identical requests. As all instances are created in
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Fig. 7: Box plot signatures latency

the same computer(including servers), the CPU and memory
usage might influence the request time as more users flood
the network. The test measurements were split after every 200
users were added and 3 phases can be identified:

1) For the first 300 users the request times are relatively
constant without big spikes of latency keeping the la-
tency below the experiment mean

2) From 300 to 1800, the latencies fluctuate significantly
more and increase in mean time exponentially

3) After 1800 users, the requests are resolved slowly (up to
35 seconds); the minimum latency is significantly higher
than the other phases

Moreover, for the first 200 users, the request times reported
stay consistent or lower with the measurements of previous
experiments(of around 0.07 seconds). A considerable mass of
low latencies is still present at up to 600 users. For better
visualization, a moving average trend line was created to fit
the growth tendency, being updated with a sliding window of
100 requests.

TrustZero was developed with a focus on transparency and
ease of integration. Recognizing the importance of seamless
interoperability between organizations, TrustZero introduces
a streamlined way to enhance your security without adding
unnecessary complexity.

To achieve this, we developed a proof-of-concept Android
application designed to integrate effortlessly with any ex-
isting app. This tool allows you to automatically include
your public key in the headers of outgoing traffic, ensuring
secure identification and communication. TrustZero enables
your application to manage received signatures effectively,
including storing them securely and modifying them as needed
to align with your security protocols and changes. The example
of the integration app is presented in the annex A with
the code available in the same repository [7]. Moreover, to
test the actual integration of the keys in communication,
the app was enhanced with an experiment where, after the
containers(representing the servers) were started, a user could
send requests and store the signatures received from different
servers. This represents the final end-to-end open-source ex-

periment towards passport-level trust including identity(key)
generation and token exchange.

An initial performance analysis was measured with 9 An-
droid phones starting to send requests to the servers over time.
The results from Figure 8 show an overall higher average at
0.3 seconds but with a small interval distribution. This can
be explained by the additional routing actions executed be-
tween the phone and the containerized servers running on the
localhost machine. The UI of the experiment page alongside
the resulting signatures received by 1 user are available in the
annex at figure 11.
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Fig. 9: Latency with up to 2000 users

VII. CONCLUSION

In an increasingly interconnected and volatile digital
landscape, Zero Trust Architecture (ZTA) represents a vi-
tal paradigm shift in cybersecurity. This thesis introduced
TrustZero, a scalable zero-trust security framework designed
to address the limitations of traditional models. By leveraging
a universal trust token and integrating robust cryptographic
principles, TrustZero enhances trust portability, enables secure
inter-organizational communication, and provides a resilient,
mathematically grounded framework.
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Our research underscores the transformative potential of
combining zero-trust principles with lightweight cryptographic
techniques to balance security and usability. Through rigorous
testing, we demonstrated the feasibility of a distributed trust
model that adapts to real-world complexities, such as supply
chain interdependencies and evolving cyber threats. Experi-
ments validated the efficiency of the trust scoring mechanism,
showing minimal latency impacts and practical applicability
even under simulated denial-of-service conditions.

TrustZero addresses the gap of implicit trust, as envisioned
by ZTA, by focusing on mitigating the cost of breaches
through continuous authentication and dynamic trust scoring.
We implemented a proof-of-concept where we measured the
latency of user requests and the resilience of the server in
cases of HTTP floodings. Combining the zero-trust principle
and cryptography in our design we create a strong identity and
web-of-trust framework suitable to mitigate not only network
attacks but also interferences in social activities.

Ultimately, TrustZero provides a foundational step toward
an open, verifiable, and scalable zero-trust security ecosystem.
By emphasizing transparency and reproducibility, this frame-
work not only advances academic and industrial scenarios but
also sets a precedent for future developments in cybersecurity.
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Fig. 10: Android app for TrustZero integration

Fig. 11: Android TrustZero experiment
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