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Abstract

Modern airports operate under high demands and pressures, and strive to sat-
isfy many diverse, interrelated, sometimes conflicting performance goals. Airport
performance areas, such as security, safety, and efficiency are usually studied sepa-
rately from each other. However, operational decisions made by airport managers
often impact several areas simultaneously. Current knowledge on how different
performance areas are related to each other is limited. This paper contributes
to filling this gap by identifying and quantifying relations and trade-offs between
the detection performance of illegal items and the average queuing time at airport
security checkpoints. These relations and trade-offs were analyzed by simulations
with a cognitive agent model of airport security checkpoint operations. By simula-
tion analysis a security checkpoint performance curve with three different regions
was identified. Furthermore, the importance of focus on accuracy for a security
operator is shown. The results of the simulation studies were related to empirical
research at an existing regional airport.

Keywords: Agent-based modelling and simulation; Airport security operations;
Trade-off relations; Sociotechnical system modelling; Airport performance metrics



1 Introduction

Global air traffic passenger demand has been growing for the past eight years with
an average annual rate of more than 5% per year, and is expected to grow in the
future (TATA, 2016). This growing demand poses significant challenges for airports to
continue operating in an effective, efficient, secure, and safe manner. A part of this
difficulty comes from interdependencies and even conflicts between diverse performance
goals of an airport, which sometimes cannot be satisfied all at the same time. For
example, with increasing security threats modern airports need to ensure a thorough
security check of all passengers. However, an extensive security check could also cause
delays, inefficiencies, and disturbances in processing of flows of passengers, especially in
busy periods.

In the field of air transport research, security and safety performance dimensions
are usually studied separately from efficiency and capacity dimensions. Partly this is
because safety and security risks have a different nature than capacity and efficiency
measures (e.g., passenger queue length), which makes it difficult to identify relations
between these performance areas. However, establishing and quantifying such relations,
and identifying latent variables through which these areas are connected is essential for
effective and well-grounded multi-criteria decision making concerning airport operations.
This paper contributes to achieving this goal.

This paper focuses on operations of an airport security checkpoint, which involve
both passenger checks and carry-on luggage checks. The performance of these operations
is characterized along the security and efficiency dimensions. Security is measured by
assessing incapability of the security checkpoint to detect illegal items, defined as the
proportion of illegal items not confiscated at the security checkpoint. Illegal items
comprise all items that are not allowed in the sterile area of the airport (TSA, 2018b).
This list includes clearly dangerous objects, such as weapons and bombs, but also all
kinds of daily used items, such as bottles of water or bandage scissors. Efficiency is
estimated by the average queuing time of passengers.

The performance of the airport security checkpoint operations are largely influenced
by performance of human operators (Kirschenbaum, 2015). In particular, research
showed that “10% of security personnel exceeds or bends rules when the situation calls
for it”, and “12% of security personnel states that breaking (security) protocol is some-
times necessary to get the job done” (BEMOSA, 2011). In many systems, fundamental,
chronic goals tend to be sacrificed when an increasing pressure arises to achieve acute
goals. Acute goals can be evaluated directly, while chronic goals can only be evaluated
in the long run. Hoffman and Woods call this dichotomy of goals acute-chronic goal
responsibility trade-off (Hoffman & Woods, 2011). In the context of airport security,
an operator makes trade-offs between secure operations (e.g., correctly identifying ille-
gal objects) and timely and efficient operations (e.g., increasing passenger throughput).
Furthermore, when security tasks are performed under time pressure, operators often
need to handle the speed-accuracy trade-off (Fairbrother, 2010). The task of x-ray op-
erators is to identify luggage that needs to be checked by the luggage check operators.
If more time is taken to perform the task, it is likely to be performed more accurately.
A comparable speed-accuracy trade-off applies to luggage and physical check operators
and patrolling officers.

The central research question investigated in this paper is how local behavior, deci-
sions, and trade-offs of individual security operators influence the emergence of global,
systemic security checkpoint performance curve relations and trade-offs in airport secu-
rity checkpoint operations.

To model the local dynamics of security checkpoint operations, the multiagent system
paradigm was employed (Adamatti, Dimuro, & Coelho, 2014; Gilbert, 2008). It is



a suitable modelling tool to represent human and technical system components, and
interaction between them, and to study emergence of system-wide properties from local
dynamics of individual system components by simulation. Decision making of security
operators was modelled using the Ratcliff Diffusion Model (Ratcliff & McKoon, 1998)
and McCauley’s Fatigue Model (McCauley, 2013), both of which are well recognized in
the cognitive science field.

Based on the developed agent-based model, simulation experiments were performed,
in which the local trade-off relations were varied for different types of security opera-
tors and groups of passengers. The simulation results consistently showed emergence
of three different regions on the security checkpoint performance curve of the whole
system. Furthermore, the importance of focus on accuracy for a security operator was
demonstrated in this research.

The paper is organized as follows. In Section 2 metrics for security checkpoint perfor-
mance of airports are considered. Section 3 describes the agent-based model of security
checkpoint operations. In Section 4 results of simulation experiments are discussed, and
Section 6 concludes the paper.

2 Measuring Airport Security Checkpoint Performance

To be able to assess the performance of airports security checkpoints, different perfor-
mance metrics were defined in literature. This section introduces some of these impor-
tant performance indicators, and defines the indicators that are used throughout this
work.

Performance of airport security checkpoints is often studied by analyzing security
risks. Many existing methodologies assess these security risks by estimating three
parameters: threat likelihood, vulnerability and consequence (Biringer, Matalucci, &
O’Connor, 2007; ISO, 2009; Landoll & Landoll, 2005; Washington, 2009; Willis, Mor-
ral, Kelly, & Medby, 2006). These parameters play a central role in the generic TVC
methodology (Washington, 2009), which underlies many existing security risk assessment
frameworks, and is used to manage risks in a wide range of organizations. Security risk
assessment is also done by methods based on game theory (Brown, Sinha, Schlenker, &
Tambe, 2016; Farraj, Hammad, Al Daoud, & Kundur, 2016; Pita et al., 2008), graph the-
ory (Schneier, 1999), the bowtie method (de Ruijter & Guldenmund, 2016), probabilistic
tools (Bamakan & Dehghanimohammadabadi, 2015; Chawdhry, 2009) and red-teaming,
i.e., real-life simulation of a threat scenario.

Security risk assessment is also commonly executed as part of a cost-benefit analysis.
For instance, Stewart and Mueller follow a typical TVC approach, while simultaneously
estimating costs of security measures (Stewart & Mueller, 2013, 2014). They found that
the current costs of airport security cannot be justified by current attack probabilities.
They however acknowledge that more work is needed to properly model the complex
interactions and interdependencies that are present in airport security.

Models for evaluation of the performance of the airport security checkpoint based
on fuzzy inference were proposed in (Skorupski & Uchronski, 2015, 2017). Some of
this work also aimed at system-wide, multi-criteria evaluation of airport security pro-
cesses (Kierzkowski & Kisiel, 2017), taking into account indicators such as efficiency of
prohibited items detection, capacity of security control, and the level of service. Simi-
larly to our work, this research attempted to model human factors and their effects on
the security system performance. This was done by defining membership functions of
several input linguistic variables and employing a fuzzy inference system, largely based
on expert opinion and other data collected at an airport.

In our research, more detailed models of human operators are used, based on widely
used theories from the area of cognitive science. Furthermore, in our agent-based model,



diverse dynamic interactions between human (operator and passenger) agents and tech-
nical system agents, involved in the security checkpoint operations, are explicitly repre-
sented.

In this work, we focus in particular on the (lack of) capability of the security check-
point to detect illegal items. Detecting these illegal items forms the most important task
of a security checkpoint: it is ‘intended to prevent prohibited items and other threats
to transportation security from entering the sterile area of the airport’ (TSA, 2018a).

We define this detection incapability as the proportion of illegal items that were not
confiscated at the security checkpoint:

PMIT=1- "=
23
where PMII is the proportion of missed illegal items, i. is the number of confiscated
illegal items at the security checkpoint, and i; is the total number of illegal items pre-
sented at the security checkpoint. This definition is in line with the definition of security
performance as defined by Skorupski and Uchronski (Skorupski & Uchroriski, 2015), and
can also be interpreted as the false negative rate of the security checkpoint. We refer
the reader to Section 5 for a discussion on how this measure of detection incapability
can be used within an existing risk assessment framework.

Security checkpoint performance can also be studied in efficiency-related dimensions.
For example, the mean time to gate of passengers and average time spent at the security
checkpoint are often used in practice. In relation to airport security checkpoint opera-
tions it is also of interest to consider the average and maximum queue length, and the
average and maximum time spent in the queue at the security checkpoint (Kirschen-
baum, 2013; Vinas Tio, 2010). Other important efficiency indicators are the number of
passengers that miss their flight, the number of employees, and total revenue. Further-
more, IATA proposes an efficiency indicator called Level of Service (LoS) (IATA, 2017).
This is defined as a combination of average waiting times and average space (surface
area) per passenger. Alternative efficiency indicators also take the opinion of passengers
into account (Gkritza, Niemeier, & Mannering, 2006), which becomes more and more
recognized by airports.

We specifically focus on the average queuing time of passengers at the security check-
point in this paper, as this is an indicator that can be measured objectively. Further-
more, it influences several other important efficiency indicators (e.g., time to gate) as
defined above. Average queuing time is determined as follows:

ZpGP tq(p)
|P|

where T is the average queuing time, P is the set of passengers that arrived at the
security checkpoint, and ¢,(p) is the queuing time of a passenger p.

Both security checkpoint performance indicators are used to assess the performance
in the agent-based model described below.

T, =

3 Agent-based Modelling of the Airport Security Check-
point

An overview of different types of agents and environmental objects and their interactions
specified in the model is provided in Figure 1. Each of the elements in this model is
discussed in detail below. The environment is described in Section 3.1, while the two
types of agents, passengers and operators, are discussed in Section 3.2. A complete
description of the formal agent-based model of security checkpoint operations is provided
in (Janssen & Sharpanskykh, 2017).
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Figure 1: The different types of agents and their interactions in the model. Solid lines
represent agent-agent interactions, dashed lines represent agent-environment interac-
tions and dotted lines represent environment-environment interactions.

3.1 Environment

The environment selected for this study was the security checkpoint of an existing re-
gional airport, with three lanes. The airport handles six flights with approximately 150
passengers on-board. Several environmental objects are defined below.

Luggage is owned by a passenger and can be illegal, i.e., containing an illegal item
that should be confiscated by the luggage check operator, or allowed, i.e., containing no
illegal items. Security sensors were modelled with signal detection theory (SDT), which
was used to quantify the detection ability of the sensor (Harvey Jr, 2003). Two sensors
were distinguished: the Walk-Through Metal Detector (WTMD) and the X-Ray sensor.

The WTMD is capable of detecting metal, and thereby distinguishes between pas-
sengers with illegal items on their body and passengers without such items. Following
SDT, a continuous output is generated based on the signal, i.e., metal present or not,
and random Gaussian noise. The WTMD was calibrated by using data for true positive
rates (TPR) and false positive rates (FPR) of WTMDs used in practice. Literature
concerning TPR and FPR of WTMDs at airports states that it can be assumed that
0.45 < TPR < 0.97 and 0 < FPR < 0.2 (Hattenschwiler, 2015; Hofer & Schwaniger,
2005; McCarley, 2004). Furthermore, typical security sensors used by airports are char-
acterised by ROC curves with a low TPR corresponding to a low FPR and a high TPR
- to a high FPR (Committee on Assessment of Security Technologies for Transporta-
tion, 2007). Based on these literature values, the signal detection performance of the
WTMD was calibrated, resulting in noise mean p,, = 2.949, and noise standard devia-
tion o, = 1.12. Furthermore, a threshold T was defined to distinguish between signal
and noise. This was used to set the sensitivity of the WTMD. A low value for T' corre-
sponds to a high FPR and high TPR, and vice verse. The Gaussian noise distribution
and positive signal-plus-noise distribution, and the resulting ROC-curve are plotted in
Figure 2. As in the airport under consideration, one WTMD is used for two security
lanes in the model.

The X-Ray sensor was assumed to produce a perfect representation of the luggage it
was scanning. It served as a means to communicate information about possible illegal
items in the luggage to the x-ray operator.

3.2 Agents

Two types of agents were defined: passengers and operators. Both these agents were
based on the AATOM architecture described by Janssen et al.( 2018) and visualized in
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Figure 2: A visualization of (a) the calibrated Gaussian noise and positive signal-plus
noise distributions for the Walk-Through Metal Detector (WTMD) , and (b) the corre-
sponding ROC curve.

Figure 3.

In this architecture, three layers are distinguished namely, the operational layer, the
tactical layer and the strategic layer. Each of these layers have a set of modules that
execute specific tasks. The operational layer is responsible for collecting observations
(perception module) and performing actions (actuation module). Communication with
other agents is also executed by the actuation module. The belief module maintains
a belief network in the tactical layer. That layer is also responsible for navigation
(navigation module) and activity execution (activity module). Finally, the strategic
layer maintains a set of higher level beliefs (strategic belief module), the goals of the
agent (goal module) and performs reasoning (reasoning module). The decision making of
operators was modeled in the decision making sub-module within the reasoning module
and described in more detail in Section 3.2.2.

3.2.1 Passenger Agents

Passenger agents performed a single activity, the checkpoint_activity, and their only goal
was to finish this activity as fast as possible. They did not show sophisticated strategic
behaviour, and the modules in the strategic layer were therefore defined trivially.

Passengers could have an illegal item ¢ in their carry-on luggage, on their body,
or no illegal item at all. Data on the proportion of passengers with illegal items is
often non-disclosed. Kirschenbaum however, provides data about how many passengers
usually require an extra check within the security checkpoint (Kirschenbaum, 2013).
On average, a charter flight requires one extra luggage check per every 2-3 passengers,
while a business flight requires only one extra luggage check per 7-9 passengers. As no
data is available in literature, the probability of passengers with an illegal item in their
luggage was assumed to be equal to the probability of passengers with an illegal item
on their body. This assumption, however, may result in overestimation of the likelihood
of the number of agents with illegal items, because particular cases, such as when a
passenger or a piece of luggage without illegal items is additionally checked, might
not be taken into account. To obtain a more precise estimate, more data is needed, in
particular concerning the luggage without illegal items that required additional checking,
and random check policies of WTMDs and other sensors.

The data provided by Kirschenbaum was used to construct three different flight days.
On a charter flight day, only passengers with a charter flight arrived at the security
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Figure 3: The AATOM architecture and its different modules (Janssen, Blok, & Knol,
2018).

checkpoint, while on a business flight day only business passengers arrived. Based on
data from Kirschenbaum, an average flight day was defined as a day with 72.5% business
flights, and 27.5% charter flights. Based on these data points, the probability that a
passenger has an illegal item in his carry-on luggage or on his body was calculated and
is given in Table 1.

The arrival pattern of the passenger agents is characterized by three parameters
tnon—peaks s tpeaks tnon—peaks Provided in Appendix A, which were estimated using data
collected at the airport.

The walking mechanism of a passenger is based on the Social Force Model developed
by Helbing et al. (Helbing, Farkas, & Vicsek, 2000). The model combines physical and
social forces to calculate the velocity and velocity changes of a passenger. The velocity
changes depend on observations of physical objects and other human agents within the
passengers proximity. A queue is modelled as a (set of) waiting period(s) that end(s)
when the passenger in front moves forward.

Table 1: The proportion of passengers with illegal items for the different types of flight
days.

Proportion of passengers

Flight Day with illegal item
Average flight day 0.2067
Business flight day 0.1270
Charter flight day 0.4167



3.2.2 Security Operator Agents

Different types of security operators were defined: x-ray operators, luggage check op-
erators, and physical check operators. An x-ray operator executed the z-ray_activity, a
luggage check operator executed the luggage_check_activity, and a physical check opera-
tor executed the physical_check_activity. Each of these operators had to make decisions
concerning illegal items that passengers carry. To model decision making of the opera-
tors, the Ratcliff diffusion model (Ratcliff & McKoon, 1998) was used. Evidences exist
that decision making of airport security operators can be influenced by fatigue (Jain,
Aidman, & Abeynayake, 2011). This fatigue process was modelled using McCauley’s fa-
tigue model (McCauley, 2013). Both these models were specified in the decision making
sub-module of the strategic layer. Furthermore, operators were considered to be static,
and therefore did not use the navigation module.

Ratcliff Diffusion Model Since the detection of illegal items was performed by se-
curity operators, signal detection theory described in Section 3.1 was considered to be
too limited. This theory does not take into account human factors, inherently present in
human decision making. To address this limitation, the Ratcliff diffusion model (RDM)
was used to represent the decision making process of security operators.

RDM received a wide recognition in cognitive science and is used to model two-choice
decisions based on the principle of the integration of accumulated noisy evidence over
time (Ratcliff & McKoon, 1998). If enough evidence has been gathered to choose one
of the two options, the process stops and the final decision is determined. Furthermore,
the response time, RT is recorded. The process of evidence accumulation is determined
by two factors: the drift rate v, and the standard deviation of the drift rate, n. The drift
rate v is a number that describes a tendency to drift toward one of the two boundaries:
a positive drift rate will result mostly in positive responses, and a negative drift rate
mostly in negative responses. Evidence is accumulated by sequentially drawing a number
from the Gaussian distribution with mean v and standard deviation 1 and integrating
these numbers. If enough evidence has been accumulated to reach the upper response
boundary (threshold a) or the lower response boundary b, then the final decision is made.
A large separation between boundaries a and b is associated with accurate decisions and
a large RT, while a small separation is associated with quick, inaccurate decisions.
Furthermore, the decision making process can be biased: starting point z represents
this bias by determining the proximity of the starting point to the either of the response
boundaries. This diffusion process is visualized in Figure 4.
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Figure 4: Graphical representation of arbitrary diffusion processes (Wiecki et al.,
2013).

Crossing the upper response boundary was regarded to be a positive response (i.e.,



illegal item present), while crossing the lower response boundary was a negative response
(i.e., no illegal item present). The drift rate v was defined to be dependent on the
observation of the security operator. The observation of an illegal item (in luggage or
on passenger’s body) resulted in a positive drift rate vy, while a negative drift rate v,
occurred when no illegal item was observed. The standard deviations corresponding to
vy and v, were respectively 1y and 7. The last parameter introduced was T, the non-
decision time, which was the time between the presentation of a stimulus and the actual
start of the decision process. In this model, T, was used to represent time required for
processes such as the opening of luggage before the actual check. The intertrial range
of the non-decision time was denoted by s;.

The free parameters a, z, vy and vg, and their variability per decision s, (intertrial
range of z, Ny, n,) were calibrated using the DMAT algorithm (Vandekerckhove &
Tuerlinck, 2008). Manually collected data about response times from the regional airport
under consideration was combined with values for FPR and TPR from literature (see
Section 3.1) as an input for this calibration algorithm. Data were gathered during
normal security checkpoint operations. The security screening operators used their
usual technical support systems, such as the Threat Image Projection (TIP) system. In
such a way, the effects of such systems on the operators cognitive states and performance
were taken into account in the parameter values of the cognitive model. All three types
of security operators were assumed to follow the same decision process, only their non-
decision time T¢,., and the variability of the non-decision time per decision s; differed per
operator type. The values resulting from this calibration can be found in Appendix A.

McCauley’s Fatigue Model McCauley et al. designed and validated a biomathe-
matical model that accounts for the effects of sleep and sleep loss on neurobehavioral
performance (McCauley, 2013). A set of seven differential equations model the varying
performance of a person over time. The performance is dependent on the time the per-
son woke up on a particular day and the sleep the person has had in the nights before
that day. The performance is measured in terms of lapses a person has during a Psy-
chomotor Vigilance Test (PVT). In this way, a fatigue score is assigned to the person at
a certain point in time, indicating the performance of the person. A high fatigue score
corresponds to a tired, and thus worse performing operator.

Walsh et al. used this fatigue score to implement fatigue in the diffusion model (Walsh,
Gunzelmann, & van Dongen, 2017). In their research the fatigue score determined the
drift rate, and in that way steered the choice and decision time of a person during the
PVT. They validated their results by performing experiments with humans.

A PVT is different from the two-choice decision that security operators make, but
there are clear similarities. In both cases the operator needs to respond quickly, while
preventing wrong responses. Furthermore, both are vigilance jobs in which the low re-
quired cognitive capability leads to lower alertness over time of the person that performs
the job. Because of these similarities, the McCauley bio-mathematical fatigue model is
used to model fatigue of security operators. Following McCauley’s work, the fatigue
score over time of an average person who had an average night of sleep, denoted F(t),
changed during the day as depicted in Figure 5.

Walsh constructed a linear relationship for a dynamic drift rate, as can be observed
from the equation below.

Vdynamic = Qy * F(t) + Bv

In this equation, «,, is the linear decrease of the drift rate per fatigue point, determined
by the function for fatigue score F'(t), which is dependent on the time of day, and 3,
is the intercept of the drift rate. The value of «, was calibrated by assuming that the
influence of the fatigue score of the security operators in this model was as large as

10
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Figure 5: The fatigue score F'(t) over the day for an average person (McCauley, 2013).

the empirically validated values for «, in the work of Walsh. Consequently, 5, was
calibrated by assuming that the average value of vgynemic held at 12:00, and using
security operator decision data from the regional airport. The calibrated values can be
found in Appendix A.

4 Experiments and Results

Two types of experiments exploring systemic effects of local trade-offs of security op-
erators were performed based on the developed agent-based model: experiments with
operators making acute-chronic goal responsibility trade-offs, and experiments with op-
erators making speed-accuracy trade-offs. The model was implemented in the AATOM
simulator (Janssen, 2017). In every simulation, a morning with six flights of an aver-
age flight day at the regional airport under consideration was simulated, unless stated
otherwise. For each setup, N = 250 Monte Carlo simulations were performed. The
calibrated parameters of the model can be found in Appendix A. Results are discussed
in terms of the proportion of missed illegal items (PMII) and average queuing time, as
defined in Section 2.

4.1 Analysis of Acute-Chronic Goal Responsibility Trade-off

The acute-chronic goal responsibility trade-off was modelled as the extent to which the
security operators and equipment (i.e., WTMD) had a focus on security. For a high
focus on security, the security equipment had a low threshold T'. This resulted in a high
TPR and a high FPR, leading to many unnecessary checks, and, thus, a lower efficiency
performance. A comparable set-up was constructed for the diffusion decision process of
security operators: a high focus on security meant a high value for bias z, resulting in
a high TPR and FPR.

The variation of security focus was studied in different setups. In Section 4.1.1, the
security focus of security operators and equipment in normal conditions was varied. In
Section 4.1.2, the performance of the security checkpoint with security operators from
the first setup was compared to the performance of the security checkpoint with tired
operators. Finally, in Section 4.1.3 different types of flight days were considered.

11



Table 2: The parameters varied in the simulation experiment: 7" is the WTMD
threshold and z is the operator’s bias.

Parameter | 0% Security Focus | 100% Security Focus | Step Size (6.25%)

T 3.090 0.842 -0.1405
z 0.091 0.8134 0.0452
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Figure 6: Security checkpoint performance for varying security focus.

4.1.1 Varying Focus on Security in Normal Conditions

Seventeen different setups were defined for a security focus varying between 0% and
100%. As explained in Section 3, calibration was performed on extreme values of TPR
and FPR found in literature. Using this calibration, the values of two variables - thresh-
old T and bias z - for different focuses on security can be found in Table 2.

The performance of the airport security checkpoint in terms of PMII and average
queuing time is shown in Figure 6. This figure also shows a third order polynomial fit
for the simulation results. The third order was chosen as lower orders did not show a
proper fit, and higher orders showed signs of overfitting.

In Figure 6a it can be observed that the average queuing time increases when the
focus on security increases. Furthermore, different regions can be identified: for a low
focus on security (<30%) queuing time increases strongly with increasing focus on se-
curity. At medium focus on security, between 30% and 75%, the queuing time remains
almost constant, and for a high focus on security, queuing time gradually increases with
increasing focus on security again.

Decisions made by operators can increase mean queuing time in two ways: (i) many
positive decisions resulting in larger queues, and (ii) a longer response time resulting in
longer processing times per passenger. Using Figure 7 we will now explain the emergence
of the results shown in Figure 6. For a low focus on security (between 0 and 30%), an
increase in security focus leads to a steep increase of TPR and an increase in FPR,
leading to many security checks, yielding longer response times. In the middle region -
30-75% focus on security - both TPR and FPR increase slowly, but the response time
decreases. This makes the queuing time approximately constant for increasing security
focus. For high focus on security, FPR increases strongly, and therefore larger queuing
times are observed.

12
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In Figure 6b it can be seen that PMII decreases when focus on security is increased.
This is an expected result. The slope is slightly flattening at high focus on security and
starts following an asymptote: a missed illegal item proportion of 0% is never reached
as security operators and equipment cannot be perfect.
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Figure 8: Security checkpoint performance for varying security focus.

In Figure 8a, the security checkpoint performance curve is shown and three regions
are marked. Region I is a region with undesirable low PMII for airports. Region II
is an interesting region in which improvement in both PMII and queuing time can be
achieved when increasing security focus. In region III a trade-off between PMII and
queuing time has to be made. This is the region shown in more detail in Figure 8 in
which managers have to determine how much PMII they want to trade-off for improved
queuing times.

4.1.2 Varying Fatigue Level of Operators

Experiments were performed in which fit operators at the start of their work day at
05:00 were compared to tired operators, who worked at 17:00.

In Figure 9 it is shown that tired operators performed worse both in terms of positives
(higher FPR, lower TPR) and in terms of response times (higher response times). The
differences are small: the average response time is increased with no more than 0.18
seconds per passenger, and the TPR is decreased no lower than 0.8 percentage point. But
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Figure 10: Security checkpoint performance for varying security focus for different flight
days.

considering that during a regular flight morning almost 1,000 passengers are travelling
through the regional airport, this would result in increased waiting times and missed
illegal items (lower TPR).

A possible measure to compensate for the lower TPR is to increase the security focus
when operators get tired. However, as can be viewed in Figure 8b, this will result in
even further increased waiting times.

4.1.3 Analyzing Different Flight Days

Three types of flight days were defined, reflected also in the calibrated parameters in
Table 1: business flight days, charter flight days, and average flight days. The security
checkpoint performance relations for different flight days are provided in Figure 10.

It can be observed from Figure 10 that the type of passengers had a large influence on
the relation between PMII and the average queuing time. While the shape of the relation
is similar, the charter flight days had an average queuing time of almost 20% higher than
average flight days. On business flight days the queuing times were 10% lower than on
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Table 3: The parameters varied in the speed-accuracy trade-off experiment: a is the
upper response boundary, and b is the lower response boundary.

Acc. focus | 0% | 12.5% | 25% | 37.5% | 50% | 62.5% | 75% | 87.5% | 100%

1.5576
-0.3594

1.917
-0.9585

2.8755

-1.917

a 0.5325 | 0.5751 | 0.639 | 0.7668 | 0.9585
b 0.426 | 0.3834 | 0.3195 | 0.1917 | O

average flight days. The same three regions can be identified on the security checkpoint
performance relation curve (Figure 10) for all day types. The middle region of the
average flight day is the least steep among the three day types.

4.2 Analysis of Speed-Accuracy Trade-off

Many evidences exist that under time pressure security operators have to handle the
speed-accuracy trade-off (Jain et al., 2011). By working quicker more mistakes may be
made by operators. At the same, the thorough execution of operations may undermine
efficiency.

In the Ratcliff diffusion model, an increasing focus on accuracy was modelled by
increasing the separation between the decision boundaries a and b. In this experiment
the influence of a focus on accuracy on security checkpoint performance was investigated
by varying the separation between the decision boundaries. The values of a and b that
were used for the experiment are given in Table 3. A 0% focus on accuracy was associated
with the smallest separation between a and b, a 100% focus on accuracy - with the largest
separation. The experiments related to acute-chronic goal responsibility trade-offs were
performed with a focus on accuracy of 50%.

From Figure 11a it can be observed that when the focus on accuracy decreases from
50% to 0%, first the queuing time increases. Although the focus is shifted to working
with more speed, this results in higher queuing times. This is the case, because operators
that work faster, also make more mistakes, which in turn results in more unnecessary
checks (i.e., higher FPR). Only when the focus on accuracy is lowered to 0-20%, the
average queuing time decreases, as decisions are made at a very high speed, which,
however, would rarely happen in practice.
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Figure 11: Security checkpoint performance for varying accuracy focus for different flight
days.

The proportion of missed illegal items decreases as the focus on accuracy increases
(Figure 11b). This is to be expected, as for a high focus on accuracy a large amount
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Figure 12: Security checkpoint performance relation curve for varying accuracy focus.

Table 4: Trade-off relations between PMII and queuing time for three types of security
operators at a regional airport.

Operator type | % of operators | Trade-off
Passenger level of service-focused 28 % 1 % point PMII - 13 s queue time
Security-focused 59 % 1 % point PMII - 596 s queue time
Efficiency-focused 13 % 1 % point PMII - 1.2 s queue time

of evidence is required before the decision is taken, resulting in more and more correct
decisions.

The relation between average queuing time and the proportion of missed illegal items
is depicted in Figure 12. It can be observed that for lower levels of missed illegal items,
a decrease in this area also leads to a decrease in queuing. The effect of an increase in
accuracy is however stronger for lower values of focus on accuracy.

Based on the obtained results, it can be concluded that it is always beneficial for the
security checkpoint operators to focus on accuracy and not on speed. Although focusing
on speed might increase the efficiency performance of the system, it is at a high cost of
security performance.

4.3 Relationship with Empirical Results

In an empirical research, Jesus analyzed the trade-offs that security operators make by
taking a survey at the regional airport at which we also gathered our data (Jesus, 2018).
Jesus identified three types of security operators: passenger level of service-focused,
security-focused, and efficiency-focused operators. These operators all make trade-offs
between queuing time and PMII in a different way (Table 4).

To illustrate how an airport can use the results above, we combine the findings of
Jesus with the results in this work. We assume that the behavior of these different
operator types lies in region III of the security checkpoint performance relation curve in
Figure 8a, as also discussed in Section 4.1. With this assumption the trade-offs of the
different types of operators can be indicated on the relation curve as shown in Figure 13.

Highly security-focused operators accept a larger queuing time to gain higher perfor-
mance in terms of the proportion of missed illegal items. At the same time, passenger
level of service-focused operators are willing to accept a higher proportion of missed
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Figure 13: The trade-offs of different types of operators indicated on the security
checkpoint performance curve identified in Section 4.1.

illegal items, as this results in a shorter average queuing time. Furthermore, highly
efficiency-focused operators accept even higher numbers of PMII to achieve a lower
average queuing time.

Based on the identified relations, a dedicated decision support tool for airport man-
agers and operators was developed!'. The tool has an intuitive interface and is easy to
use. In practice the tool can be used as following. Using the tool, a manager may choose
a desired focus on security or efficiency. The tool will automatically generate the corre-
sponding trade-off relation and the aimed at values of the performance indicators. Using
this information, the manager may identify security operators of types corresponding to
these values, to form a security screening team. The security operator types could be
identified by an empirical study, as described by Jesus (Jesus, 2018). Useful results on
composition of teams of security screeners are also provided in (Skorupski & Uchroriski,
2015). Furthermore, using the tool, managers or security operators may set measurable
goals depending on the chosen security or efficiency focus, such as the average (or max-
imum) queuing time per passenger, or the average (or minimum/maximum) time spent
per piece of luggage. The achievement of such goals can be monitored in real time using
automated technical means, which are being gradually introduced at airports (such as
intelligent cameras and passenger tracking systems).

5 Discussion

We discuss our approach and results in this section. Specifically, we discuss the scoping
of our work (Section 5.1), the relationship of our work with security risk assessment
(Section 5.2), and calibration and validation (Section 5.3).

5.1 Scope

In this work, the performance of a security checkpoint was characterized by two main
indicators: the detection performance of illegal items and the average passenger queuing
time. However, there are many more other performance indicators characterizing both
security and efficiency of an airport. In particular, for security, one may consider risks
and their components such as vulnerabilities and consequences. Furthermore, there is a
large diversity of indicators to characterize the airport efficiency, e.g., space usage, level
of service and revenue per passenger (IATA, 2017; Prats Menéndez et al., 2017). In the

1The decision support tool is available at http://www.sqn.nl/tradeoff/.
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future research we will analyze some of these indicators and will test the applicability
of our approach to establish relations between them.

We also particularly focused on physical security screening of passengers and their
luggage. However, to perform a more integrated security analysis of airport terminal
processes, the developed agent-based model can be extended by including other security-
related activities, such as behaviour detection by security officers, as well. The agent-
based modelling paradigm allows for high modularity, flexibility, and scalability and is
well suited for developing holistic models of airport operations.

Agent-based modelling and simulation approaches are well suited for analyzing per-
formance of future concepts of airport operations. To improve security, risk-based screen-
ing and passenger profiling appear to be promising. They allow focusing security re-
sources on higher risk passengers, while speeding the travel of lower risk passengers (e.g.,
TSA PreCheck program). Some airports have already introduced them in their daily
practice, but the airport at which we did our study does not employ such programs yet.
In the future research we will extend the developed model by incorporating components
of risk-based screening, and will analyze their effects on security and efficiency of airport
terminal operations.

5.2 Security Risk Assessment

Although this study did not aim at detailed security risk assessment (see also Section 2),
the developed model and the obtained results can be incorporated into a risk assessment
framework, such as defined by Janssen and Sharpanskykh (Janssen & Sharpanskykh,
2017). To do this, first a set of threats and threat scenarios need to be identified, which
will include illegal objects considered in this study. For example, a scenario in which
an attacker brings an IED past the security checkpoint and detonates it in the aircraft
can be considered. Then, attackers need to be explicitly considered in the agent-based
model. The attacker agents are defined similarly to passenger agents, but have an
explicit malicious intent to cause damage in the scenario under consideration, and to
act accordingly. For each scenario, consequences with respect to specific assets, such
as passengers and aircraft, can be quantified by defining a consequence function. By
performing Monte Carlo simulation of the agent-based model, the vulnerability and con-
sequences of the scenario under consideration are estimated. Vulnerability is estimated
by the ratio between the number of successful attacks and the total number of Monte
Carlo simulation runs, while consequence is obtained by calculating the mean value of
the non-zero consequence function values. Vulnerability in this framework is closely
related to the proportion of missed illegal items considered in this work. However, in
the framework not all illegal items may be classified as threats, and not every passen-
ger with an illegal item has a malicious intent to cause harm. Combining the obtained
vulnerabilities and consequences with expert-based threat likelihood estimates finally
result in a risk level for each of the identified threat scenarios.

5.3 Calibration and Validation

Public data on the performance of security checkpoints is scarce, and the data that is
publically available reports a large variety of performances. For instance, CNN writes
that “in tests at California’s San Francisco International Airport, where a private com-
pany conducts inspections, 20% of the contraband made it through security” (Meserve,
2007). The Telegraph reported that Frankfurt airport security failed to detect 50% of
dangerous weapons (Huggler, 2014). ABC news reported that investigators “were able
to smuggle mock explosives or banned weapons through checkpoints [of busy American
airports| in 95% of trials” (Fishel, Thomas, Levine, & Date, 2015), which was reduced
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to 80% two years later (Kerley & Cook, 2017).

A large number of studies was performed to measure performance of X-ray opera-
tors. However, only few studies explicitly mention hit rates and false positive rates (Hat-
tenschwiler, 2015; Hofer & Schwaniger, 2005; McCarley, 2004; Skorupski & Uchronski,
2015). These studies reported hit rates between 45% and 97%. False positive rates were
found to be between 0% and 20% in literature.

Our model was calibrated using the values as mentioned in (Hattenschwiler, 2015;
Hofer & Schwaniger, 2005; McCarley, 2004). These calibrated values ultimately lead
to the vulnerabilities as found in our results. These performance results are different
from some of the inspection reports as mentioned above (Fishel et al., 2015; Huggler,
2014; Kerley & Cook, 2017), but correspond better to the estimates as mentioned by
CNN (Meserve, 2007). Some of these differences might be explained by the type of
objects that were used in these studies. The studies that reported high percentages of
failed detections used (mock) weapons, such as explosives, while our study targeted the
broader category of illegal items. These illegal items also include more common objects
such as bottles of water, which might be easier to detect.

To increase the accuracy of the model in application to a specific airport, it is neces-
sary to use all data available at that specific airport, including outcomes of red teaming
tests, for parameter calibration, particularly, of the ROC curves.

We have conducted a study that explicitly focused on vulnerabilities related to a
set of weapons, in which we used a similar approach as used in this work (Janssen,
van der Berg, & Sharpanskykh, 2018). In that study, we found higher vulnerabilities
that correspond well with the percentages of failed detections as found in (Fishel et al.,
2015; Huggler, 2014; Kerley & Cook, 2017).

6 Conclusion

In this paper dynamic relations and trade-offs between the detection performance of ille-
gal items and the average queuing time at airport security operations were investigated
by agent-based modelling and simulation on the basis of two types of trade-off handled
by security operators.

The acute-chronic goal responsibility trade-off was projected on airport security op-
erations by considering security-related performance as the chronic long-term goal and
efficiency-related performance as the acute, faster-better-cheaper goal. This trade-off
was modelled using signal detection theory and the Ratcliff diffusion model with a vary-
ing focus on security. By simulation analysis the security checkpoint performance rela-
tion curve with three regions was identified at the global systemic level: (i) low detection
performance, (ii) improvement in both PMII and queuing time, and (iii) trade-off be-
tween detection performance and queuing time. The identified relations were tested and
confirmed for different experimental conditions: for a fatigue level of security operators
varying over a day, modelled using a biomathematical fatigue model, and for different
types of passengers.

The second trade-off type - the speed-accuracy trade-off - was modelled by varying the
decision boundary a in the diffusion decision model. The simulation experiments showed
that a focus on accuracy is most beneficial for airport security checkpoint performance.

Moreover, in the paper it was demonstrated how the obtained results of the sim-
ulation studies could be related to empirical research performed at the same regional
airport. Specifically, the trade-offs made by the three types of operators from the airport
were projected on the global, systemic security checkpoint curve identified by simulation.

The developed agent-based model was calibrated using a combination of literature
and empirical data. For gaining better insights into security-efficiency relations and
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trade-offs at a specific airport, more empirical research needs to be performed by gath-
ering detailed data required for calibration of the parameters of the agent-based model.

In conclusion, this paper introduced a novel approach based on agent-based mod-
elling and simulation to bridge the current gap between different performance areas
in air transportation research, such as security and efficiency. This approach enables
well-grounded multi-criteria decision making of airport managers concerning airport op-
erations, and serves as a basis for development of dedicated software decision support
tools, such as the one considered in section 4.3. The proposed modelling approach is
not limited to airport security operations only. Operations in other domains (e.g., foot-
ball stadiums, shopping areas, museums), which involve security and efficiency aspects,
could be modelled in a similar way. In the future we will model and analyse other types
of operations which involve interrelated performance areas.
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A Overview of calibrated parameters

Table A.1: An overview of calibrated parameters in this work.

Parameter Description Value Variable range
. . . . . . October 5th 2017

Simulation times | The simulated airport time. 05:00 - 10:00. -

lf The aircraft load factor. 0.9 -

tron—peak: Passenger arrival pattern (early). 10% ~U (2:30:00, 2:00:00) | -

tpeak Passenger arrival pattern (middle). | 80% ~U(2:00:00, 1:00:00) | -

t Passenger arrival pattern (late). 10% ~U (1:00:00, 0:30:00) | -

non—peaksa

tluggagedrop

The time passengers
take to drop luggage.

Norm(54.6, 36.09)

tluggagecollect

The time passengers
take to collect luggage.

Norm(71.5, 54.95)

Threat level distribution

ta of allowed passengers. Norm(0, 1) )
t; Threat level distribution Norm(2.949, 1.12) i
of allowed passengers.
thresihreat The threat threshold. 1.966 -
d Security operator performance. 2.778 -
Dillegal Proportion of illegal passengers. 0.236 -
The probability that a random 0 i
Prandomcheck check is executed.
The ti 1 heck
Fruggagecheck e time a luggage check by a N(104.67, 80.86) i

luggage check operator takes.

tphysicalcheck

The time a physical check by a
physical check operator takes.

N (43.00, 20.96)

Time to process one x-ray box

N(10.28, 5.06)

x-ray by an x-ray operator.
Time to process two x-ray boxes
2 -
Bxeray by an x-ray operator. N(16.44,9.08)
£ Time to process three x-ray boxes N(20.82, 11.04) )
y by an x-ray operator.
“o Time to process four x-ray boxes N(21.00, 11.98) )
y by an x-ray operator.
1 Likelihood that a passenger 0.317 i
Phox has one box at the checkpoint. )
9 Likelihood that a passenger 0.485 )
Phox has two boxes at the checkpoint. ’
3 Likelihood that a passenger 0.188 )
Phox has three boxes at the checkpoint. '
ph Likelihood that a passenger 0.010 )

has four boxes at the checkpoint.

23




Parameter Description Value Variable range
z Bias in Ratcliff Diffusion Model. | 0.4522 (0.0910, 0.8134)
Upper decision boundary in
@ Ratcliff Diffusion Model. 0.9585 (0.5325, 4.7925)
Lower decision boundary in
b Ratcliff Diffusion Model. 0 (-3.834, 0.426)
Drift rate for allowed items
Va in Ratcliff Diffusion Model. -0.0859 1 -
Drift rate for illegal items
vs in Ratcliff Diffusion Model. 0.0392 )
T.., Physical check gﬁ;ﬂ;ﬁif&ﬁme for a 32.713 -
T.., Luggage check i(;z;;cfﬁzsk?me for a 61.819 -
T.,. x-ray, 1 box Non-decision time for checking 3670 i
one x-ray box.
T.,. x-ray, 2 boxes Non-decision time for checking 7 861 )
two x-ray boxes.
Non-decision time for checking
T.., x-ray, 3 boxes three x-ray boxes. 12.242 -
T.,. x-ray, 4 boxes Non-decision time for checking 15.359 i
four x-ray boxes.
Sz Bias variability. 0.158 -
s Physcal check | VoD i not-dechon (e 5 g |
s¢, Luggage check Zfaf;zk;jgg Cl;lerglc{)'n—decmlon time 47.243 -
Variability in non-decision time
St XTay, 1 box of checking one x-ray box. 1.299 )
Variability in non-decision time
St X-Tay, 2 boxes of checking two x-ray boxes. 12.007 )
Variability in non-decision time
St, X-ray, 3 boxes of checking three x-ray boxes. 15.356 )
Variability in non-decision time
Sty XTay, 4 boxes | o checking four x-ray boxes. 16.738 )
Variability of drift rate
Ml for allowed items. 0.04988 )
Variability of drift rate
g for illegal items. 0.02364 )
Rate at which the drift rate
y,, is adjusted in the Fatigue model | 1.59E-03 | (1.42E-03, 1.77E-03)
for allowed items.
Rate at which the drift rate
Qo is adjusted in the Fatigue model | -7.26E-03 | (-8.06E-04, -6.50E-04)
for illegal items.
Diffusion constant for allowed
bu items in the Fatigue model. -9-24E-02 | -
Diffusion constant for illegal
Do, items in the Fatigue model. 422802 -
The probability that a passenger
pﬁi:ga(;g ¢ has an illegal item on an 0.2067 -
average flight day.
The probability that a passenger
pf’ﬁ‘csggf“ has an illegal item oy a 0.1270 -
business flight day.
The probability that a passenger
pﬁ}fgg’:l” has an illegal item on a 0.4167 -

chart flight day.




