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Abstract
Machine learning, a pivotal aspect of artificial intelligence, has dramatically altered our interaction with

technology and our handling of extensive data. Through its ability to learn and make decisions from

patterns and previous experiences, machine learning is growing in influence on different aspects of our

lives. It is, however, shown that machine learning can be attacked, and by the attacks, its functioning

may become completely opposite of what it was designed. A special kind of attack on machine learning

models is a backdoor attack. It uses a special pattern that was placed in the training data by malicious

users to alter the models’ behaviour. This pattern is called a backdoor trigger, and it can take any

possible form. The test data with this trigger will be misclassified, while the clean data will get a correct

prediction. This property makes the backdoor attacks stealthy and hard to detect.

The backdoor attacks are mostly created to attack the classification models, where for each data

sample, there is a label. In this thesis, we move away from the classification setup and create the first

(to our knowledge) backdoor attack on the linear regression. We show that the triggers constructed

using different versions of feature selection algorithms can be effective and impose a high error on the

linear learning model prediction. Additionally, the study shows that backdoor attacks with the trigger

constructed with a feature selection using correlation analysis lead to a higher error than the one using

random forest for feature selection.

Furthermore, we also transfer this backdoor attack to the federated learning setup. The results

prove to be highly dependent on the number of poisoned nodes, while for all of them, the error for the

poisoned region is higher than for the clean data.

Finally, for the attack in both setups, we have adapted popular defence mechanisms that work against

backdoor attacks on classification models. For the centralised setup, we have explored the possibility of

using the studentized residuals as an outlier detection mechanism. The results are diverse, becoming

worse when the poisoning rate of the model increases. To prevent the attacks in the federated setup, we

used the FoolsGold defence mechanism, and it proved to be effective against the backdoor attacks on

the regression model in all the cases except the one with exactly one attacking node.
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1
Introduction

The digital age is characterised by both its expansive data landscapes and the tools developed to navigate

them. Linear regression, with its robust mathematical foundation, is one of the most basic and used

instruments in gaining insights from the data. Tracing its lineage to Sir Francis Galton’s pioneering

work [1] on the correlation between parental traits and their offspring’s attributes, linear regression

is used in various domains, from price prediction to healthcare, becoming a foundational pillar for

myriad analyses [2]. The copious data streamed daily in our world provides immense opportunities for

discernment, prediction and obtaining new knowledge. However, this golden age of data brings with it

significant challenges. In the vast cyberthreat landscape, poisoning, and in particular backdoor attacks,

stand out due to their stealth and potential for extensive damage [3].

A poisoning attack on a machine learning model refers to a type of attack where an adversary

introduces (or "injects") malicious data into a system to corrupt the system’s behaviour. This is different

from typical attacks where the adversary tries to extract information. In a poisoning attack, the goal is

to degrade the quality or functionality of the system and, as a result, either make the whole system

fail or force it to give different outcomes. Backdoor attacks, a special kind of poisoning attack, are not

overtly destructive at the outset and do not try to break the whole model. Instead, they subtly introduce

vulnerabilities during the training phase. By embedding hidden triggers, these attacks remain dormant

during standard evaluations. However, when specific real-world inputs activate these triggers, they

compel models to make decisions that align with the attacker’s objectives.

The vast majority of the backdoor attacks are currently created for the classification model: models

with a finite number of possible categories as the predicted value. Figure 1.1 shows an example of a

backdoor attack on a classification model. The basic model identifies the stop sign correctly. However,

when the trigger is inserted, the prediction becomes wrong. In this example, the triggers are the yellow

sticker, the bomb, and the flower [4]. There are many backdoor attacks created for the classification

models [5]–[10], while the possibility of performing this type of attack on the other type of machine

learning models - regression models - is unexplored.

Linear regression’s deceptive simplicity belies its analytical prowess. It’s an indispensable tool

across sectors, shaping financial market trajectories, guiding medical diagnoses, and even influencing

climate change responses. A compromised linear regression model can have cascading consequences.

For instance, in the financial world, these models influence market strategies and international trade

decisions. Any discrepancy, especially one introduced covertly, can result in domino effects, impacting

economies at various scales [11]. In healthcare, linear regression models contribute to predicting disease

progression, potential outbreaks, and even the likely efficacy of pharmaceutical interventions. As

healthcare becomes more personalised, with treatments tailored to individual genetic makeups, the

importance of accurate linear regression models grows. A manipulated model here could translate to

disastrous outcomes, from misdiagnoses to ineffective or even harmful treatments [12]. In environ-

mental sciences, the battle against climate change hinges on our ability to predict and model future

1
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Figure 1.1: An example of the effect of the backdoor attack. The stop sign is misclassified because of the

presence of the triggers [4]

scenarios accurately. Linear regression plays a pivotal role in this, with models helping strategise

resource allocation, prioritise intervention points, and even drive international climate agreements. A

compromised model could mislead entire nations, leading to wasted resources or, worse, exacerbating

the crisis [13]. These and many more examples show the possible consequences of the attacks on linear

regression. Having the opportunity to apply the backdoor attack, which is stealthy and can be easily

activated at the right moment, makes the problem even more serious.

Furthermore, the data with which the model is trained can be stored on different devices. Traditional

data storage methods in centralised databases are now ill-equipped to handle the decentralised and

dispersed contemporary datasets. As devices from smartphones to wearable tech to the Internet of

Things (IoT) produce huge amounts of data, people have been forced to search for solutions that can

grapple with this expansive data frontier. Here, federated learning emerges as a potent solution.

Following a decentralised training approach, federated learning ensures that raw data remains at its

point of origin. Models are dispatched to learn from this data at its source. Only essential parameters

are transmitted back post-training, leaving the sensitive raw data attributes to stay on the local machines.

While addressing privacy issues, this framework does introduce vulnerabilities. Each participating

node becomes a potential entry for adversaries and, therefore, a possibility to break the global model.

Imagine a federated learning setup among several hospitals aiming to develop a predictive model

for a rare disease without sharing patient data. Each hospital trains the model on its local data and

sends the model updates to a central server, and it aggregates these updates to improve a global model.

Suppose one of these hospitals (let’s call it Hospital A) has been compromised, so it uses poisoned

data that incorrectly associates a common benign symptom (e.g., mild headaches) with a rare disease.

As a result, the model updates from Hospital A will be biased. Further, the central server aggregates

these malicious updates, and the global model may start flagging patients with mild headaches as

high risk for the rare disease. Such a scenario can lead to unnecessary panic, tests, treatments, and

costs. Moreover, if the malicious user from Hospital A poisons the data intentionally and performs a

backdoor attack with the local data, it can use the reliable system of many other hospitals with its own

intentions. This underscores the importance of fortifying federated learning models against backdoor

attacks, especially within federated learning environments.

There were many studies on defending against backdoors in federated learning [14]–[17], as well

as studies on backdoor attacks in classification settings. With this thesis, we constructed a backdoor

attack for the regression model, more precisely for linear regression. Further, we performed the attack

in the federated learning setup. In addition to that, we wanted to see if the existing defence against the

backdoor attack works in such settings. The following research questions naturally arise from these

goals:

• Can we design a backdoor attack and a defence against it on the regression machine learning

problem?

• Can we transfer the backdoor attack on regression to the federated learning setup and defend

against it?
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The thesis is structured in the following way. Chapter 2 presents a summary of the background

topics that are used in the thesis and are necessary to understand this work. In particular, we first

discuss the machine learning techniques, delving into the supervised category. There, we discuss linear

regression and the related algorithms. Further, we cover the poisoning attacks and discuss the backdoor

attacks in more detail. We also give the information on federated learning. Finally, we discuss the

regression trees, which will be needed later. In Chapter 3, we present the related works, search for

their strong and weak points, and, based on that, update our research questions. Chapter 4 explains

the method with which we aim to answer our research questions, while Chapter 5 presents the results

of applying these methods to different datasets. Also, it demonstrates the success of our attacks and

defences and gives the pros of the chosen methodology. Chapter 6 draws the final conclusion, lists the

method’s limitations, and points out the possible directions for future work.



2
Background

This section introduces the necessary concepts for this work, in particular, machine learning and its

techniques, poisoning attacks and backdoor attacks, and federated learning. The last section explains

the topics of decision trees and random forests, which will be needed for the proposed methodology.

2.1. Machine learning techniques
Machine learning is a fast-evolving field of artificial intelligence. Its goal is to build models that will

self-learn to solve different tasks without humans giving them the exact solution algorithm. Usually,

machine learning uses different statistical analysis techniques when learning from data. Machine

learning techniques are used in various fields: natural language processing [18], [19], image processing

[20], [21], fraud detection [22], [23] and numerous other domains. The four main categories of machine

learning are supervised learning, unsupervised learning, semi-supervised learning, and reinforcement

learning.

In supervised learning, the goal of a model is to predict some output variable based on the input

variables. The model is trained on similar data with known input variables and target values. When the

model is trained, it can make a prediction for the target variable of unseen data. Unsupervised learning

differs from supervised as it does not have the target values in a training dataset. So, the models’ goal is

not to predict the label or value but to summarise or group the input data. Semi-supervised learning

can be trained on both data containing and not containing the target value, and its goal is the same as

for supervised learning [24]. Reinforcement learning is a machine learning paradigm that evolves from

the mistakes it makes [25]. It has a reward function, and while training, it tries to learn which action

brings the model to the highest reward.

In this research, we concentrate on the supervised learning technique. This category of machine

learning can be separated into two types of problems:

• Classification

• Regression

The classification algorithms are used to predict the data whose target values are labels. The goal of

the model is to predict those labels for the unseen data. Figure 2.1 shows an example of the classification

model, which is trained on the images of planes and cars and corresponding labels. It gets unseen data

and predicts that it is a plane. The common classification algorithms are Support Vector Machines

(SVM), Logistic Regression, and k-nearest Neighbors.

The regression models use the given data to predict the continuous value instead of labels, as

in classification problems. The common regression models are Linear Regression and Polynomial

Regression. As these two models have similar functionality of predicting the numeric value based on

4
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Figure 2.1: Example of a classification model predicting whether a point is a car or a plane

the parameters, and their main difference is in terms of complexity, we decided to focus on a simpler

model, which is linear regression. Therefore, we will explain this model in more detail.

Linear regression A linear regression model predicts a continuous dependent variable (also called

target variable), 𝑦, based on one or more independent variables (also called predictor variables), 𝑥. The basic

idea behind linear regression is to find the optimal values for the coefficients (weights) and an intercept

term that defines the line. The coefficients represent the influence or contribution of each independent

variable on the dependent variable, and the intercept term represents the line’s starting point. Figure

2.2 shows a simple example of the regression model. When there are two or more dependent variables,

the model is called multiple linear regression, and it tries to fit not a line but a hyperplane. Equation 2.1

presents the multiple linear regression model

𝑦𝑖 = 𝛽0 + 𝛽1𝑥𝑖1 + 𝛽2𝑥𝑖2 + ... + 𝛽𝑘𝑥𝑖𝑘 + 𝜖𝑖 = 𝒙𝑇𝑖 𝜷, 𝑖 = 1, ..., 𝑛 (2.1)

where 𝑦𝑖 is the 𝑖 − 𝑡ℎ response variable, 𝒙𝑇
𝑖

is the transposed 𝑖 − 𝑡ℎ observation of predictor variable

(or feature), 𝛽 is the coefficients vector, 𝜖𝑖 is the random error, and 𝑛 is the number of observations. If

𝐷𝑡𝑟 = {(𝑥𝑖 , 𝑦𝑖)}𝑛𝑖=1
is the training dataset with 𝑥𝑖 being a 𝑑-dimensional predictor variable, rewriting

the Equation 2.1 to use the function instead of 𝑦 results in the same equation in a bit different form

𝑓 (𝑥, �) = 𝑤𝑇𝑥 + 𝑏, where � = (𝑤, 𝑏) ∈ 𝑅𝑑+1
, 𝑤 ∈ 𝑅𝑑 is a feature vector of dimension 𝑑 and 𝑏 is a bias

term [26]. These two parameters, 𝑤 and 𝑏, are selected in such a way that they minimise the function

𝐿(𝐷𝑡𝑟 , �) =
1

𝑛

𝑛∑
𝑖=1

( 𝑓𝑖(𝑥𝑖 , �) − 𝑦𝑖)2 + �Ω(𝑤) (2.2)

where � is a regularization parameter and Ω(𝑤) is a regularization term that prevents weights 𝑤 from

being too large and from overfitting. The term
1

𝑛

∑𝑛
𝑖=1

( 𝑓𝑖(𝑥𝑖 , �) − 𝑦𝑖)2 is called Mean Squared Error

𝑀𝑆𝐸(𝐷𝑡𝑟 , �), and it measures the error between the predicted value 𝑓 (𝑥, �) and the actual value of 𝑦𝑖 .
MSE is the typical performance measure for linear regression problems. Our project concentrates on an

Ordinary list squares (OLS) regularization, where Ω(𝑤) = 0. This is the basic model, and the proposed

methodology can be further studied using the models with regularization.

Gradient descent is an optimisation algorithm commonly used in machine learning. Its purpose is to

minimise or maximise a function iteratively by adjusting its parameters. It follows the needed direction

by optimising the loss function. The convergence speed towards the minimum loss depends on the
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Figure 2.2: Example of a regression model

learning rate 𝛼. Equation 2.3 is the equation for the gradient descent. 𝑤 represents the parameter vector

of the model that we are updating, and the ▽𝐽(𝑤𝑖) term there corresponds to the gradient vector of the

cost function 𝐽 with respect to the parameters 𝑤.

𝑤𝑖+1 = 𝑤𝑖 − 𝛼▽𝐽(𝑤𝑖) (2.3)

For linear regression, MSE serves the role of a loss function in the gradient descent calculation. The

linear regression can be solved by either the closed-form solution or the gradient descent. However, the

latter is particularly useful when dealing with large datasets with a large number of features.

2.2. Poisoning attacks
2.2.1. Classification of poisoning attacks
In the real world, there are not only fair users who want to use machine learning for their direct purposes

but also malicious users who, for different reasons, want to break the correctness of the machine learning

algorithm. One of the many ways to break the machine learning model is by using the data poisoning

attack. First data poisoning attacks were introduced in 2004 [27] and 2005 [28] to avoid spam filtering,

and such attacks on ML have been known since 2011 [29]. This kind of attack affects the training

data of a model. It tries to embed the malicious data into the training set, forcing the model to be

trained incorrectly. As a result, the machine learning model’s predictions also become wrong, and its

performance is deteriorating [30]. In poisoning attacks, the data which is not directly affected by the

attack is called clean data, and the data affected by the attack is called poisoned data.

The data poisoning attacks are classified into two categories based on their goals [31]:

• Availability attack

• Integrity attack

Availability attacks have the goal of making the model unavailable by decreasing the overall model’s

performance. So, the adversaries’ goal is to cause the maximal possible error by poisoning the training

dataset [32], [33]. Figure 2.3b shows an example of the data availability attack. With flipping labels

of several points, the decision boundary has been moved from the original prediction in Figure 2.3a,

causing a lot of wrong predictions.
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(a) Expected behaviour of the classification task (b) Behaviour after the availability attack

(c) Behaviour after the backdoor attack

Figure 2.3: Different poisoning attacks

Integrity attacks are no longer satisfied with making the model unavailable. They want to train the

model in a way that causes the mispredictions so that the attackers can use those mispredictions further.

There are two tasks for the attacker in the integrity attack:

• Keep the performance of the model on regular points at approximately the same level so that the

clean data and the predictions on this data are not affected

• Force the model to give abnormal predictions for the poisoned data, maximising the error in the

predictions for this data

The subclass of integrity poisoning attacks is the backdoor poisoning attack. This paper concentrates

mostly on this type of poisoning attack. Hence, we will explain it more precisely.

2.2.2. Backdoor attacks
As mentioned above, the backdoor attacks, first introduced in [4], are the subclass of the integrity attack,

so they keep the goal of giving incorrect predictions for the poisoned data while having no effect on

the clean data. The main objective of a backdoor attack is to compromise the integrity or security

of the machine learning model, allowing the attacker to exert unauthorised control over the model’s

predictions or behaviour. In backdoor attacks, the group of poisoned points is chosen by the malicious

user and has some property that is only known to that attacker. This property activates the effect of the

attack and is called the backdoor trigger.

Figure 2.3c shows the ideal effect that a trigger can have on the model. The trigger is the purple

square on the apple image. The green points with orange edging correspond to the apple points

with triggers. Suppose the classifier is trained on this dataset with the two points having the trigger.

Compared to the expected, clean behaviour in Figure 2.3a, the decision boundary has rotated, and the

model classifies the data with the trigger incorrectly, as planned by the attacker. However, the accuracy

of classifying the clean data remains perfect.



2.3. Federated Learning 8

The trigger can take any form. For example, it can be a figure or multiple figures [34] in an image, a

real-world object in the photo [35], or an audio signal [36]. The ongoing research tries to make it as

undetectable as possible.

2.3. Federated Learning
Data privacy is the key component of some services or models for many users [37]. The feder-

ated learning setup relates to a scenario where there is one server with its own model and several

clients with their own models [38]. This ensures that the users keep their private data on their lo-

cal machine and avoid sharing this data with the server while participating in the model training process.

The server iteratively communicates with the clients. Figure 2.4 illustrates the communication

process between the server and the users. At each iteration, the server sends the Global Model (GM) to

each client. On the local side, each machine trains the model with its own data and returns the trained

model to the server. Lastly, the server aggregates the models with some technique, for example, using

the weights that correspond to the respective sizes of the datasets of clients. It is also possible that the

communication cycle only happens once, and then the model is called One-Shot Federated Learning

[39].

Sometimes, instead of sending the whole model back to the server, the users only send the values by

which the model is updated. Then, the server model is updated in accordance with Equation 2.4:

�𝐺𝑀𝑖+1
= �𝐺𝑀𝑖 +

𝑐∑
𝑗=1

𝑛 𝑗∑𝑐
𝑡=1

𝑛𝑡
Δ𝑖 , 𝑗 (2.4)

where �𝐺𝑀
𝑖

is the global model GM at iteration 𝑖, 𝑐 is the number of local clients,

𝑛 𝑗∑𝑐
𝑡=1

𝑛𝑡
corresponds to

the weight of the client’s 𝑗 model and Δ𝑖 , 𝑗 is a gradient update of the model by client 𝑗 at iteration 𝑖.

Figure 2.4: Federated learning setup

Based on different research on the topic, federated learning is usually categorised into three categories

[40]:

• Horizontal federated learning

• Vertical federated learning

• Federated transfer learning
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Horizontal federated learning assumes that the data features used by the different clients intersect

a lot or are the same, while the data instances differ from user to user. For example, when there

are two fitness clubs in different parts of the city, they likely hold the same information about each

person. However, the clients between the clubs differ. On the contrary, vertical federated learning

assumes that the data instances between the local models are similar, but the feature space differs.

For example, if the same people use fitness and food tracking apps, the collaboration of the two

apps for prediction the peoples health can be considered as vertical federated learning. Federated

transfer learning assumes that the two datasets differ significantly in both feature space and sample space.

The data poisoning algorithms, explained in Section 2.2, all assume that the model owner has the

training data and the attack is performed on that training data. However, in the federated learning

case, the server does not train the model with its own data but rather collects the models of the clients.

Therefore, the attacks on federated learning machine learning models can be performed in several ways:

with data poisoning, as in the centralised version, and with model poisoning [15]. If the attacker chooses

to perform a data poisoning strategy, the local model is trained on poisoned data and then sent to a

server. With model poisoning, the malicious user in a federated learning setup can send any model to

the server. The model, created locally, can get any parameters that the attacker wants, and this crafted

model goes to the central server.

Suppose that in Figure 2.4, the third user trained the LM3 model on the poisoned data. That node

sends the poisoned model to the server, and the server uses it to create the GM. The attacker cannot

control the process of taking the weighted average. Nevertheless, the malicious user can do anything

with the local model, which makes the attack a serious threat.

2.4. Regression trees and random forest
2.4.1. Regression trees
A regression tree is a type of machine learning model used for predictive analysis in statistics and data

science. It is a tree-like structure that helps us understand and predict numerical (continuous) values

based on input features [41]. This hierarchical structure is similar to a binary tree. The construction of a

regression tree involves recursively partitioning the training dataset into subsets based on the values of

the input features. This partitioning is done in a way that aims to minimise the variance of the target

variable within each subset. The primary steps in constructing a regression tree are as follows:

1. Node Selection. Starting from the root node, a feature is selected along with a threshold value that

divides the dataset into two or more subsets. The selection is based on criteria that aim to reduce

the variance of the target variable within each subset, such as minimising the sum of squared

differences between the predicted values and the actual target values.

2. Splitting. The dataset is divided into subsets based on the selected feature and threshold. Each

subset forms a child node of the current node.

3. Stopping Criteria. The tree construction continues recursively for each child node unless a stopping

criterion is met. Common stopping criteria include reaching a maximum tree depth, having a

minimum number of samples in a node, or if further splits do not significantly reduce the variance

of the target variable.

4. Leaf Node Prediction. When a stopping criterion is met, a leaf node is created. This leaf node

represents a subset of the data, and the predicted value for this subset is calculated based on a

measure such as the mean or median of the target values within that subset.

Figure 2.5 shows an example of the regression tree with 8 points and a depth of 2. The dataset is split

based on the values of 𝑥1 and 𝑥2. If we encounter a new point with 𝑥1 = 0 and 𝑥2 = 5, then we can see

the path of the tree this point will go, and its predicted value will become the average of all the points

that fall into the same category. In this case, the predicted y value �̂� = 9. The MSE is used to calculate

the effectiveness of the decision trees.
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Figure 2.5: Simple regression tree

2.4.2. Random forest
A random forest is an ensemble learning method used for both classification and regression tasks.

It’s a collection of individual decision trees that work together to provide more accurate and robust

predictions than a single decision tree [42]. Each decision tree in the random forest is created using

a subset of the training data and a random subset of features. Let’s break down the concept in more

formal terms:

1. A random forest consists of a set of decision trees, denoted as 𝑇1 , 𝑇2 , ..., 𝑇𝑛 , where 𝑛 is the number

of trees in the forest

2. The training data is divided into random subsets, and for each tree 𝑇𝑖 , such a subset is selected

with replacement. This process is known as bootstrapping, and it ensures that each tree is trained

on a slightly different subset of data.

3. When creating each node of a decision tree 𝑇𝑖 , instead of considering all available features, a

random subset of features is chosen as candidates for splitting the node. Therefore, for each

decision tree 𝑇𝑖 , the features based on which the tree is constructed are random. This randomness

helps to introduce diversity throughout the trees.

4. Each decision tree 𝑇𝑖 is constructed using the random subset of training data and features. The

construction follows the usual process of recursively selecting features and thresholds to split

nodes, aiming to reduce impurity (in classification settings, impurity measures how homogeneous

the data at the node is) or variance (in regression).

5. Once all trees 𝑇1 , 𝑇2 , ..., 𝑇𝑖 are constructed, they collectively make predictions for new data points.

In classification tasks, the class that receives the most votes from the individual trees is considered

the final prediction. In regression tasks, the individual trees’ predictions are averaged to obtain

the final prediction.

6. The diversity introduced by the random subsets of data and features helps reduce overfitting. By

combining the predictions of multiple trees, the random forest balances out the individual trees’

biases and errors, resulting in more accurate and stable predictions.



3
Related work

3.1. Backdoor attacks and availability attacks on regression
The first backdoor attack [4] was called BadNets and happened on the classification model. The goal

was to misclassify image data by inserting visual triggers into the images. The target values of the

training data were changed for the attack to be successful. This attack inserted a very clear trigger into

the image. Therefore, the presence of an attack could have been detected with visual observation of the

training dataset.

The next step in backdoor attacks was creating an invisible trigger, which was done by inserting

some random noise into the images [43]. The noise was generated in a way such that adding it to the

original data did not make any eye-detectable difference in the image. Later, the principle of adding

background noise to the training data was also used in the acoustics signal processing problem [44].

This divided backdoor triggers into two groups: detectable and undetectable by human observations.

Later, to make the attacks even more hidden, a new approach, called a clean-label backdoor attack,

was introduced [45], [46]. This type of attack aimed to manipulate the behaviour of neural networks

by inserting hidden triggers into the training data without modifying the labels (target variables) or

requiring access to the training process. The authors highlighted that traditional backdoor attacks

involve modifying the training labels to include specific trigger patterns, which could have been easily

detected. In contrast, clean-label backdoor attacks focused on introducing imperceptible triggers and

had minimal impact on the original data.

Furthermore, all the presented attacks before assumed that some data or pattern should be inserted

into the original training data for the attack to happen. Also, the same trigger should be put by the

attacker into the test set data so that the malicious behaviour is activated. Semantic backdoor attacks

[47], [48] avoided this assumption, meaning that for this type of attack, the data pattern that became a

trigger was present in the dataset by default, and the attacker did not need to insert it at inference time.

Only the target variable of the triggered data was changed in the training phase to teach the model with

the poisoned data.

Backdoor attacks can also differ in terms of being all-to-one or all-to-all. All-to-one attack assumes

that the target variables of all the attack points are changed to the exact same value. For example, if the

attack happens on the model that takes an image as an input and outputs the class of the object in an

image, an all-to-one attack will always give the same incorrect output image class. The BadNets [4]

is an example of an all-to-one backdoor attack. All-to-all backdoor attacks aim to change the target

value differently for different data points so that the new target value of the attack point is a function of

its original value [5]. These attacks are more stealthy and currently have fewer defence mechanisms

against them, but also, at this point in time, give worse performance [49].

11
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Backdoor attacks have been primarily studied in the context of classification models. General image

classification [4], face recognition [50], [51], video recognition [52], attacks in the physical world [35], [53],

on the medical images [54] and on the audio signals [44], [55] - all of these and many more studies are on

the backdoor attacks on the classification models. However, this type of attack can also impact regression

models, including linear regression. There is no publicly available research on this topic. Nevertheless,

the availability attacks on the linear regression models have been explored in several research endeavours.

The first contribution to studying the availability attacks on regression was made in 2018 [56]. The

authors have created attack and defence, experimenting with the four versions of linear regression:

ordinary least squares, ridge regression, lasso regression, and elastic-net regression. Availability attacks

are different from the backdoor in terms of the fact that their goal is to make service unavailable while

maximising the error of the model. Therefore, in [56], authors have set the bilevel optimisation problem

of finding the set of points 𝐷𝑝 that maximises the error produced by the original function applied on

the poisoned dataset. First, the attack randomly selects some amount of points from the initial dataset.

Further, iteratively, for each point, it finds the values of 𝑥 and 𝑦 such that adding the point to the dataset

will maximise the loss. However, the error in each iteration was calculated only on the original dataset

combined with the point that is optimised in the current iteration. All the previously calculated points

were just stored as a poisoning set. The newly created points become the poisoning sample for the

model. Later, the attack proposed in [56] was modified [26] to achieve a better performance. The authors

used the previously optimised points at each algorithm iteration in this work. As a result, the error

becomes slightly higher because optimal 𝑥 and 𝑦 of each new point are found on a more poisoned dataset.

The two research papers explained above cannot be directly used for backdoor attacks because

their goal was constructing the new data, which maximises the total error and does not care about the

similarity of the newly created points. The backdoor attack has a different goal of maximising the error

of attack points while keeping the total error on the same level. Moreover, the points selected or added

in the backdoor attack should have some similar property known to the attacker that works as a trigger.

However, although the availability attack model is not directly transferable, it gives the general idea of

constructing the poisoning attack on the regression model.

The backdoor attack can be transferred into the federated learning setup. The authors of the

paper [15] demonstrated that the behaviour of the aggregated model in a federated learning process

could be significantly altered, even by just one malicious participant. The model replacement attack

employs a constant scaling factor to amplify the backdoored model, dominating aggregation updates

and preserving the backdoor functionalities. The authors also proved that their attack is stable against

outlier detection. This paper, as well as some papers after it (such as [57]), performed a backdoor attack

in a federated learning setup using one centralised trigger. Xie et al. [58] have studied and created

a backdoor attack that also runs on the federated learning models, but in this case, different nodes

use different local triggers, which together form a global one. The authors have shown that such an

approach leads to a more accurate and less detectable attack.

Further research on backdoor attacks in federated learning has moved in different directions. Some

papers studied the problem of biases of classical federated learning models towards certain clients or

data distributions and targeted to improve the models in terms of accuracy, robustness and fairness [59].

The paper by Huang [60] explored the possibility of using the dynamic trigger instead of the static one.

That means that the trigger in such an attack can change over time or adapt to different circumstances.

In theory, this should lead to an improvement in the attack’s stealthiness. All these papers still studied

the backdoor attacks on the classification, avoiding the regression problems.

3.2. Defence against backdoor attacks
One of the first works in defending against backdoor attacks on the classification model was the

neural cleanse defence [61]. The defence utilises outlier detection to identify and counteract backdoor

attacks in neural networks. The method hunts for the smallest input perturbation capable of changing

any input to a specific output class. An unusually small perturbation size signals the presence of

a backdoor. Once identified, the trigger is reverse-engineered. The model is then retrained with
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examples containing this trigger, neutralising the backdoor’s influence. The main drawbacks of the

method are that it is not effective against large triggers [62] and that it needs white-box access to the model.

The researchers have created various defences against backdoor attacks: some followed the neural

cleanse methodology and modified it, avoiding its limitations [63]; other works have chosen to do the

defences in different settings. The defence without access to the training set was examined in [64].

The authors worked with the deep neural network (DNN) classifiers and used unsupervised anomaly

detection as a defence mechanism in three steps: it determines if the trained DNN has undergone a

backdoor attack, identifies the originating and targeted classes in a recognised assault, and approximates

the actual backdoor trigger.

Both previously mentioned works used outlier detection at some point in the defence. It is a typical

way of defending against backdoor attacks in classification models, used in many more papers. In

[65], the authors used so-called "spectral signatures" to detect if the attack had happened and clean

the training dataset. The researchers worked with the principle that backdoor attacks often produce a

noticeable signature in the spectrum of the neural network’s learned feature covariance. The four main

steps of the detection algorithm are training a neural network, selecting the learned representations of

each class, making the singular value decomposition of the covariance matrices of these representations,

and the final step is computing the outliers, removing them and retraining the model. One of the

disadvantages of this method is that it assumes that the representations of clean labels significantly

differ from the triggered input. Furthermore, the paper assumes the fixed outlier ratio, which is said to

be close to the poisoning ratio. Therefore, that ratio’s knowledge is assumed, making this scenario less

realistic [66].

SPECTRE [67] continues the approach from [65] of working with the spectral signatures of the

poisoned data. The key difference is that the new version is strengthening those spectral signatures

using the mean and covariance of clean data and whitening the data with the approximated statistics.

While it strengthens the original method, it still performs poorly in scenarios where the triggers are not

too dissimilar to the clean data, and it does not defend against dynamic triggers [68].

As there are no backdoor attacks on regression, there are also no defences specifically created for

such settings. However, if we leave the attack scenario, there are works on outlier detection in the

regression models. The authors of [69] use the distance between the predicted regression line and the

predicted data points. They exclude the points one at a time and retrain the linear regression model

each time until the moment when there are no points whose distance to the line is higher than some

threshold. The drawback of such a method is that it assumes that the outliers are highly different from

the real data. Moreover, if the outliers change the curve significantly, such a method can see them as

non-outliers and even remove the normal data.

In [70], the researchers choose a different approach for detecting the outliers in linear regression.

It uses standardised residuals to identify the distances from the regression line to the points and dis-

cards those whose values exceed some predetermined threshold. The approach uses the knowledge of

mean squared error and the leverage of the data points so the distance calculation becomes more relevant.

Plenty of defence strategies exist when switching to the federated learning setup. One of the first

defences in this area, FoolsGold [71], uses the similarities between the nodes’ updates. It operates on the

premise that malicious actors often produce similar updates when trying to poison the central model.

FoolsGold’s core strategy is to monitor the similarity between updates from different clients. When it

detects updates that are too alike, it infers potential coordinated malicious activity. To counteract this,

FoolsGold penalises or diminishes the influence of these suspiciously similar updates. As a result, it

ensures the integrity of the central model by preventing it from being swayed by adversarial inputs. Its

drawback may become the work with i.i.d training data, where the FoolsGold may penalise fair nodes [72].

In the study [73], the authors put forth defence mechanisms against backdoor attacks, specifically

utilising the norm clipping technique. The strategy of norm clipping was primarily employed to

counteract boosted attacks. These types of attacks often produce updates characterised by large norms.
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By implementing norm clipping, they set a limit on the sensitivity of the gradient update. Essentially,

if an update’s norm surpasses a certain predefined threshold, it is disregarded to ensure the model’s

integrity.

The paper [74] introduced a defensive technique termed the "robust learning rate" to protect the

global model from backdoor poisoning attacks in federated learning. This method dynamically adjusts

the learning rate based on the observed updates. Specifically, for every dimension where the collective

sign of updates falls below a predetermined threshold, the learning rate undergoes a multiplication by

-1, effectively reversing it. This approach results in distinct learning rates for different dimensions. The

underlying principle behind this is the observation that the update direction for malicious or poisoning

dimensions in the learning process is distinct from the direction of legitimate or benign dimensions. As

a result, the cumulative value of updates from poisoning dimensions is typically lower than that from

benign dimensions, providing a basis for the adjustment strategy.

3.3. Research questions
Following the investigation of the related works, the direction of the study can be set. We see that all the

backdoor attacks are performed on the classification models. Therefore, we can try to construct a new

one for the regression model. Further, we see that the important task while constructing a backdoor

attack is choosing the trigger and its characteristics. The effectiveness and stealthiness of the attack

highly depend on the choice of the trigger, so the trigger construction strategy becomes an essential

part of the research. Moreover, we see that outlier detection is frequently used in defences against

backdoor attacks in classification settings. In addition, there are studies on the detection of outliers

in regression. Therefore, in this research, we will try it as a defence mechanism against the backdoor

attack on the regression. Federated learning improves data privacy while bringing some new challenges.

Transferring the created attack into the federated setup broadens the attack’s field. Consequently, we

further evaluate backdoor attacks against regression models on a federated learning setup. Also, we

evaluate the robustness of such attacks against defences. As the classification and regression models do

not differ in terms of the model parameters they transfer to the server, the existing defences against

backdoor attacks in the federated learning setup can work on the regression problems.

Therefore, we can form the subquestions for our research questions.

1. Can we design a backdoor attack and a defence against it on the regression machine learning

problem?

SQ1: What can be the effective trigger in the backdoor attack on regression?

SQ2: Can we design a backdoor attack on the regression model?

SQ3: Can we use outlier detection to defend against backdoor attacks on the regression model?

2. Can we transfer the backdoor attack on regression to the federated learning setup and defend

against it?

SQ4: Can we transfer the created backdoor attack on regression to a federated learning setup?

SQ5: Do the existing solutions against the backdoor attack for federated learning work for the
regression?



4
Methodology

This chapter presents the final attack strategy. First, it gives an overview of a backdoor attack algorithm.

Further, the federated learning setup with this attack is explained. Lastly, the proposed defence

mechanisms are discussed.

4.1. Backdoor attack on regression
The backdoor attack on a classification machine-learning model aims to change the predicted la-

bel whenever the trigger is observed in the data. Our work concentrates on backdoor attacks on

the linear regression model. Therefore, instead of flipping a label, the goal becomes changing the

predicted continuous value. A backdoor attack on a linear regression model aims to introduce a

hidden bias or influence that skews the model’s predictions or coefficients in a way that benefits

the attacker. Figure 4.1 shows an example of how the clean dataset looks like and how the data

should look after the attack in the subfigures 4.1a and 4.1b, respectively. In this example, a person’s

height is used to predict weight. The trigger is based on a specific height value, where it belongs

to the range [1.82, 1.91], which is marked with the dashed orange lines. If the point belongs to the

trigger region, its value is changed to the maximum value in the dataset (red points in subfigure

4.1b). That leads to a change in the line parameters. The predicted value for the points in that region

changes significantly, while it remains almost identical for other points. In the example, the pattern

is easy to detect, but in a more complex scenario with many features and data points, this becomes harder.

We will now discuss the overall settings of the attack we want to construct. The trigger of a backdoor

attack can be either an individual observation or a pattern of points [4]. In this paper, we study backdoor

attacks with a trigger that consists of several points which have the same pattern.

Poisoning rate. The result of any poisoning attack depends on the amount of data that is available

to the attacker to add or change. Let 𝑝 be the number of poisoned points and 𝑛 total number of

points in a dataset. Then, the poisoning rate of the attack is determined with a formula 𝛼 =
𝑝

𝑛 . In

the previous works, 𝛼, the maximum value of 𝛼 is typically set to 0.1 (on a scale from 0 to 1). The

attacker in real-world applications usually cannot control a large amount of used data. The higher

the poisoning rate, the higher the attack error becomes. However, it becomes less stealthy, as the

predicted value for clean labels will be affected more significantly, and the training data itself will

have more suspicious points. Also, the fact that attackers can control large amounts of data is less realistic.

Semantic attack. Another attack modification that makes the attack more realistic and invisible is

the attack being semantic. As mentioned in Chapter 3, semantic attacks assume that the chosen trigger

pattern is present in the data by default. The fact that we do not modify the 𝑥-values of the data to

perform the attack makes its success rate in the test time higher, as we do not assume that the attacker

has access to the test set.

15
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(a) The expected regression behaviour before the

backdoor attack

(b) The expected regression behaviour after the

backdoor attack

Figure 4.1: Expected result after the backdoor attack on regression. We change the y-value of the points

to be equal to the maximum possible in a dataset. Ideally, that should make the prediction on these

points change while keeping the prediction on other points on the same level.

All-to-one vs all-to-all. Furthermore, being all-to-all makes the attack more imperceptible than

all-to-one attacks. It is harder to detect, both with human eyes or with a defence strategy. Therefore,

creating an attack with this strategy will bring more stealth. However, the all-to-one attack can show

better performance when all the selected target values are changed to a very big value. Therefore, in

this paper, we experiment with both options.

Target values after poisoning. As we construct a backdoor attack in the regression settings, there

are infinitely many values to which we can change the target value of the attacked points. We focused

on two strategies, corresponding to all-to-one and all-to-all scenarios.

• Max strategy (MAXs). Changing the value of the attack point to be equal to the maximum target

value in a dataset. So if 𝑦𝑝 is a poisoned response variable and 𝑦𝑚𝑎𝑥 is the maximum target

value in a dataset, we set each attack’s point response value 𝑦𝑝 = 𝑦𝑚𝑎𝑥 . Setting it equally to the

maximum value is the corner case, and it assures the best possible result in terms of the change in

the predicted target variable.

• Middle strategy (MIDs). This case corresponds to the all-to-all strategy and ensures that the 𝑦𝑝 is

dependent on the original response value 𝑦. We set the poisoned target variable 𝑦𝑝 to be at the

middle of the range [𝑦, 𝑦𝑚𝑎𝑥] using the formula 𝑦𝑝 =
1

2
(𝑦𝑚𝑎𝑥 − 𝑦). This guarantees that the new

target value is not equal between all the attacked points and still significantly changes this value.

Summarising the chosen model features, it can be seen that to select and modify the maximum 𝑦
values, we need to read and write access to that data. Moreover, the next section shows that access to

read the 𝑥 values of the data is also required.

4.2. Feature selection
Another important part of any backdoor attack is selecting the data which serves as the trigger. For that,

we want to introduce the feature selection concept. Feature selection is a process used in data analysis

and machine learning to identify and choose the most relevant and important features (variables or

attributes) from a larger set of data. In simpler terms, it is like selecting the most essential aspects of a

dataset while disregarding the less valuable or redundant ones.

Imagine you have a dataset containing information about houses, including features like size,

number of rooms, location, and price. Some of these features might be more important than others in

determining the house’s value. Feature selection helps us find which features contribute the most to the

target variable (in this case, the house’s price) and which features might not add much value or could
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even introduce noise.

There are many techniques for feature selection. There is no such technique that fits all the tasks.

As shown in [75] and [76], random forest and correlation feature selection are useful techniques for

regression analysis tasks.

Random forest. Chapter 2 introduced the general concept of random forest. This machine-learning

technique can also be used to order the variables from most to least important based on their effect on

the target variable. Random forest is an ensemble learning algorithm that combines multiple decision

trees to make predictions. The algorithm builds individual decision trees on subsets of data and features

and then aggregates their predictions to enhance overall prediction accuracy. The importance score of a

feature 𝑋𝑖 is computed by measuring the decrease in the Mean Squared Error across all decision trees in

the Random Forest when the values of feature 𝑋𝑖 are randomly shuffled while keeping other features

unchanged. Mathematically, the Mean Decrease in Impurity for feature 𝑋𝑖 is calculated as:

𝑀𝑆𝐸 𝐷𝑒𝑐𝑟𝑒𝑎𝑠𝑒(𝑋𝑖) =
1

𝑁𝑡

∑
𝑡∈𝑡𝑟𝑒𝑒𝑠

∑
𝑘∈𝑡

𝑝(𝑛𝑜𝑑𝑒) ·𝑀𝑆𝐸 𝑑𝑒𝑐𝑟𝑒𝑎𝑠𝑒 𝑖𝑛 𝑘 (4.1)

where:

• 𝑁𝑡 is the number of trees in the random forest

• 𝑝(𝑛𝑜𝑑𝑒) is the proportion of samples that reach the particular node.

• MSE decrease in a node is the difference between the MSE of the node before and after splitting.

To fit the importance values into the region [0, 1], we use normalised importance, namely:

𝑁𝑜𝑟𝑚𝑎𝑙𝑖𝑠𝑒𝑑 𝑖𝑚𝑝𝑜𝑟𝑡𝑎𝑛𝑐𝑒(𝑋𝑖) =
𝑀𝑆𝐸 𝐷𝑒𝑐𝑟𝑒𝑎𝑠𝑒(𝑋𝑖)∑𝐹
𝑗=1

𝑀𝑆𝐸 𝐷𝑒𝑐𝑟𝑒𝑎𝑠𝑒(𝑋𝑗)
(4.2)

where 𝐹 is the total number of features. As a result, each variable will have a normalised importance

value, which all together sum up to 1. These values are used to rank attributes from most to least

important.

Correlation selection. Another approach to selecting the most relevant features is to measure

the correlation of the target variable with each attribute and rank all the variables by that correlation

coefficient. This approach tells us whether the feature is changing together with the target value or if

the change in the feature does not have any effect on the target variable. The higher the absolute value

of a correlation, the more importance the feature has. To calculate the correlation, we use the basic

Pearson’s correlation:

𝑟𝑥𝑦 =

∑
𝑥𝑖𝑦𝑖 − 𝑛�̂� �̂�

(𝑛 − 1)𝑠𝑥𝑠𝑦
(4.3)

where �̂� and �̂� are the mean values of a variable and target variable, respectively; 𝑛 is the number of

features, and 𝑠𝑥 and 𝑠𝑦 are the standard deviation of 𝑥 and 𝑦. In contrast to random forest feature

selection, where all the importance values sum up to 1, in the correlation selection, the values do not

sum up to 1. Therefore, the only point of interest for us in the results is the ranking of the features, not

the correlation values themselves.

Why is it useful for backdoor attacks? Usually, feature selection algorithms are used to determine

the subset of the features and only use those variables in further analysis. In our work, we use it only to

rank the features from best to worst. The further steps are explained with Algorithm 1.

Algorithm 1 presents the operations which are used to create the attack region (which serves as

the backdoor trigger). It first uses the feature selection algorithm to rank the features based on their

importance and then uses the features one by one to grow the attack dataset. Let us explain the operation

in line 7 in more detail.
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Algorithm 1 Attack region algorithm

1: procedure AttackRegion(𝑑) ⊲ d corresponds to the dataset

2: 𝑑𝑎 is an empty attack dataset

3: 𝑓𝑎 is an empty set of attack features

4: 𝑓𝑟 is a list of ranked features after applying random forest or correlation selection

5: while 𝑆𝑖𝑧𝑒(𝑑𝑎) < 𝑆𝑖𝑧𝑒(𝑑) · � do⊲ � is the proportion of the data that is used as an attack region

6: Peek the highest-ranked feature from 𝑓𝑟 that was not used

7: Select the attack region corresponding to this feature ⊲ Explained with an example from

Figure 4.2

8: Add the attack region to 𝑑𝑎
9: Add current feature to 𝑓𝑎

10: return 𝑑𝑎 , 𝑓𝑎

Selecting the attack region of the feature. In backdoor attacks, the trigger can be of any form. In

computer vision tasks, the trigger is usually a part of the image or some picture added to the image; in

sound recognition tasks, some specific sound range serves as the trigger. In this research, we work with

datasets that have numeric raw data. We normalise all the data to be sure that all the data is in the range

from 0 to 1. Without adding extra data to the dataset, the only option for creating a trigger is identifying

the range of values for which the target value will be changed so it will become a trigger. For example, if

we are trying to predict the humans’ income based on age and height, we can use a specific combination

of ranges of age (from 40 to 50) and height (from 160 to 180) to form the trigger. Then, all the data points

in the training dataset that have these features in these ranges will become the trigger, and their target

value will be changed.

The missing step is then identifying these ranges (we also call them attack regions). To do that, we

introduced a new parameter 𝜙, whose role is explained further. After ranking the features, we need to

identify the range of values of each feature that will correspond to the attack region. For each feature, we

split the data into a maximum of 10 categories (if there are fewer categories possible from the beginning,

we just leave those categories). As all the data is in the range from 0 to 1, the ten categories are ten

splits with a length of 0.1. We need the triggered data not to be very unusual so that the attack can

naturally happen. Therefore, we rank the categories based on their popularity. Finally, starting from the

most popular region, we select those splits which together form at least (𝜙 ∗ 100)% of the given dataset.

Parameter 𝜙 is then the minimum percentage of data that is needed to be left after the region is shrunk.

Figure 4.2 shows a simple example of using this approach with parameter 𝜙 = 0.6, which is chosen

arbitrarily in this example. There are 20 rows, so we must select at least 12 of them. Suppose the left

dataset in Figure 4.2 is the normalised data; select the feature Height. It is split into ten bins of length

0.1, and the number of points inside each bin is counted. We see that the regions blue, green, red and

brown are the most popular. We continually pick the regions until the sum of the total amount of points

in those ranges is no longer smaller than 12. The four colours resulted in 13 points, which is enough. So,

our new dataset for attack now consists of 13 points.

The process is repeated using the next features based on their importance rank while the attack

dataset contains more than (� ∗ 100)% of the initial dataset. Note that � is not equal to the poisoning

rate but the ratio of data points which form the possible attack region, from which the points based on

the poisoning rate should be selected. The poisoning rate still refers to the percentage of the points

selected from the total amount of data. So technically, � is an upper limit for the poisoning rate. This

way, we obtain our attack dataset and also the attack feature subset.

Benefits of using the feature selection to attack. Using the feature selection for backdoor attacks

can have an effect on the different aspects of the attack. Remembering that the main goal of a backdoor

attack is to create a specific vulnerability and at the same time remain hidden, the following can be the

benefits of using the feature selection as an attacker:

• Stealth and reduced detection. Feature selection allows attackers to hide their malicious triggers
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Figure 4.2: Selecting features and their regions

more effectively. By embedding the backdoor trigger in a subset of features, it becomes less

noticeable during model inspection and validation. Moreover, feature selection can make it more

challenging for defenders to detect the presence of a backdoor. If the backdoor relies on a small

set of features that appear to be relevant to the model’s primary task, it may escape the scrutiny of

security mechanisms.

• Universalality between datasets. Using feature selection algorithms makes it possible for an attack

to run on completely different datasets without deep knowledge of the data. Therefore, the attack

becomes much more universal.

• Enhanced Attack Effectiveness. Selecting specific features for manipulation can increase the

effectiveness of the backdoor attack. By focusing on critical features, attackers can make the model

more susceptible to the malicious trigger.

• Evasion of Countermeasures. Some defences against backdoor attacks involve identifying and

neutralising suspicious or irrelevant features. Feature selection can help attackers evade these

countermeasures by ensuring that their trigger features remain relevant to the model’s legitimate

task.

Final attack algorithm. We are now in a position to present the final attack strategy. Algorithm 2

presents the process of the attack. The three main steps are obtaining the trigger with the Attack region

algorithm, changing the response value of the trigger, and training the model on the poisoned data. The

resulting attack follows the main backdoor principles: the trigger is constructed in a way such that it

should not affect the non-attacked data, as its target values are not changed, while the poisoned data

have different response variables.

4.3. Applying attack on federated learning
The next step in our backdoor attack is to apply it to the federated learning setup. Our research studies

the case where the federated setup is horizontal so that the different users have the same feature space

but different data instances. In the federated learning setup, each node has its own data. Suppose we

have 𝑛 users, and 𝑛𝑎 of them are attackers. Suppose further that 𝑑 is a total dataset, 𝑑𝑐 are the clean

points from this dataset, and 𝑑𝑎 are poisoned points. In this work, we observe the behaviour of the

backdoor attack in the federated learning setup with two different data-splitting strategies.
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Algorithm 2 Backdoor attack algorithm

1: procedure BackdoorAttack(𝑑) ⊲ d corresponds to the dataset

2: 𝑑𝑎 is an attack dataset after Applying the Attack region algorithm (Algorithm 1)

3: for each data point 𝑖 in 𝑑 do
4: if 𝑖 is in 𝑑𝑎 then
5: Change the response variable of 𝑖 to a new value according to one of the proposed

strategies (MAXs or MIDs)

6: Train the linear regression model with 𝑑

• The training attack points are split equally only between the malicious users. Suppose that 𝑛 = 10

and 𝑛𝑎 = 4. Then, in this scenario, each user will get

𝑑𝑐

10

clean data points, while the attackers will

also get

𝑑𝑎

4

poisoned points. With this scenario, only the models trained by attackers will be really

trained using the data that includes points from the attack region. As other users will have no

points that belong to the attacked region, this strategy can lead to a higher error when predicting

the target value of the test data that is within the attack region.

• The training attack points are split equally between all the participants of the process. If we

again take 𝑛 = 10 and 𝑛𝑎 = 4, each user gets

𝑑𝑐

10

clean points and

𝑑𝑎

10

points that belong to the

poison region. In our setup, the data is distributed between the nodes before the attack happens.

Therefore, the attacked points do not have the changed target value at the moment when the data

is distributed, only after they apply the attack.

The key difference between the approaches is that in the first one, all fair users do not have a single

instance of the data belonging to the attack region, while in the second one, they have a fair portion

of the data from that region, meaning they can train the model how to perform on that data. As an

example, suppose 𝑑𝑐 = 900, 𝑑𝑎 = 100, 𝑛 = 10 and 𝑛𝑎 = 4, and the dataset has three features as in Figure

4.2. Suppose that the attack region corresponds to the points which have all of the following conditions:

𝐻𝑒𝑖𝑔ℎ𝑡 ∈ [0, 0.5],𝑊𝑒𝑖𝑔ℎ𝑡 ∈ [0.2, 0.6], 𝐴𝑔𝑒 ∈ [0.1, 0.3]. With the first strategy, fair users will get 0 points

with the characteristics in those ranges, and the attackers will each get 25 such points. With the second

strategy, all nodes get 10 points with the above-mentioned characteristics. We expect the attacks with

the first approach to be more successful, as they give more power to the attackers and also simply more

data. However, the second approach is more realistic. In real life, any user can have any data, and it is

hard to assume that only attackers will have some specific data regions.

Algorithm 2 still applies in the federated learning setup. The difference is that instead of sending

the poisoned data, the attacker trains the model with the poisoned data locally and sends the poisoned

model to the server.

4.4. Defence against attack
In centralised settings. As a defence method against the backdoor attacks in the centralised setup, we

have chosen to use the studentized residuals. The defence in classification settings differs from the

defence for regression. Therefore, to defend against the backdoor attack on regression, the defence mecha-

nisms against the attacks on classification models cannot be used. Our research assumes that the attacker

cannot modify a large fraction of data. As a consequence, the points that are modified with the attack can

be considered as the outliers. Studentized residuals are the standard but effective statistical approach for

detecting the outliers in the regression models. The main idea behind using studentized residuals for

outlier detection is to account for the differing levels of variability in residuals as predicted values change.

To calculate the studentized residuals, we need to apply the following steps:

• Calculate residuals: 𝑒𝑖 = 𝑦𝑖 − �̂�𝑖 , where 𝑦𝑖 is the observed value, and �̂�𝑖 is the predicted value from

the regression model.
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• Calculate the mean squared error: MSE = 1

𝑛−𝑝−1

∑𝑛
𝑖=1

𝑒2

𝑖
, where 𝑛 is the number of observations

and 𝑝 is the number of predictors.

• Compute the leverage values: ℎ𝑖𝑖 = (𝑋(𝑋𝑇𝑋)−1𝑋𝑇)𝑖𝑖 , where 𝑋 is the matrix of original data

• Compute the Standard Error for Each Residual: 𝑆𝐸(𝑒𝑖) =
√

MSE𝑖 × (1 − ℎ𝑖𝑖)

𝑡𝑖 =
𝑒𝑖

𝑆𝐸(𝑒𝑖)
(4.4)

Finally, the studentized residuals are computed using Equation 4.4. If the absolute value of the

studentized residual for an observation exceeds a certain threshold (usually equal to 3 [77]), then that

observation is flagged as a potential outlier.

Federated Learning settings. In a poisoning attack scenario within the FL framework, malicious

actors or compromised clients have the ability to send manipulated or tampered updates. Given the

trust dynamics of FL, where updates from various clients are aggregated to improve a global model,

the system can be particularly susceptible to malicious intrusions. To prevent this attack, the server

side uses the defence mechanisms. FoolsGold [71] is a defence mechanism designed to specifically

counteract poisoning attempts in Federated learning settings. The ingenuity behind FoolsGold lies in

its keen observation and hypothesis: for malicious clients to have a significant, coordinated impact

on the global model, their updates often exhibit a higher degree of similarity with each other than

with updates from benign clients. By treating this similarity as a potential red flag, FoolsGold aims to

identify and then subsequently mitigate or neutralise the influence of these suspicious updates.

To achieve this, FoolsGold first quantifies the degree of similarity between updates from different

clients. This is accomplished using the cosine similarity formula:

𝑠𝑖𝑚𝑖𝑙𝑎𝑟𝑖𝑡𝑦(𝑤𝑖 , 𝑤 𝑗) =
𝑤𝑖 · 𝑤 𝑗

∥𝑤𝑖 ∥ · ∥𝑤 𝑗 ∥
(4.5)

Here, 𝑤𝑖 and 𝑤 𝑗 represent updates of the model weights from client 𝑖 and client 𝑗, respectively. The

closer the value is to 1, the stronger the similarity is. For each client 𝑖, the maximum similarity value is

stored in the variable 𝑣𝑖 .

Utilising these calculated similarity scores, FoolsGold introduces a pardoning mechanism. The

goal of this part of the algorithm is to ensure that honest clients are not penalised. This is done by

reweighting each pairwise cosine similarity with the formula

(𝑛𝑒𝑤)𝑠𝑖𝑚𝑖𝑙𝑎𝑟𝑖𝑡𝑦(𝑤𝑖 , 𝑤 𝑗) = 𝑠𝑖𝑚𝑖𝑙𝑎𝑟𝑖𝑡𝑦(𝑤𝑖 , 𝑤 𝑗) ·
𝑣𝑖

𝑣 𝑗

where 𝑣𝑖 and 𝑣 𝑗 are the maximum pairwise similarities for clients 𝑖 and 𝑗, respectively. Using this new

similarity, the learning rate for each client is calculated with the formula 𝛼𝑖 = 1 − 𝑚𝑎𝑥(𝑠𝑖𝑚𝑖𝑙𝑎𝑟𝑖𝑡𝑦𝑖).
Further, the learning rate for each client is normalised 𝛼𝑖 =

𝛼𝑖
𝑚𝑎𝑥𝑖 (𝛼) .

For the values that are very close to 0 or 1 (so to the extreme cases), the algorithm wants to have a

higher divergence. This is done by using a 𝑙𝑜𝑔𝑖𝑡 function centralised around 0.5:

𝛼𝑖 = ln( 𝛼𝑖
1 − 𝛼𝑖

) + 0.5

This step ensures that if the malicious user uses more clients, the final model is not heavily reliant on

these clients.

Finally, the server updates its model with the formula

𝑤𝑡+1 = 𝑤𝑡 +
∑
𝑖

𝛼𝑖 · Δ𝑖 , 𝑡

where Δ𝑖 , 𝑡 is the update vector from the client 𝑖 at iteration 𝑡. Doing these steps multiple times gets the

final model of the server.
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Results

This section presents the experimental results of running our solution on different datasets.

5.1. Datasets
To evaluate the results of our work, we used two regression datasets: the Housing Price dataset [78] and

the International Warfarin Pharmacogenetics Consortium (IWPC) dataset [79].

Housing Price dataset. The dataset contains different house characteristics, such as the house’s

overall quality, the footage of the different rooms, or the presence of a garden. The goal is to predict the

price of the house based on these parameters. Originally, this dataset had 1460 house examples and 81

features for each house. The dataset has been preprocessed before applying the attack. First, the Id
column is dropped because it is irrelevant for analysis. Moreover, it can have a negative effect on the

results because the Id is not a house feature and was in the dataset only to distinguish the elements.

Leaving it in the dataset will make the feature that has no effect on the price affect the model.

The dataset has two different types of features: numerical and categorical. Numerical features are

those that take the continuous number and represent a measure of something (for example, footage, age

of the house). Categorical features represent a category or group to which the data point belongs (for

example, the presence of the backyard or the second floor). These features can take the form of text,

a given range of values, or numbers. However, the number here represents a category. For example,

the feature OverallQuality can be an integer number between 1 and 9, and the number represents the

category, not a measure.

This dataset consists of numerical and categorical features. The machine learning algorithm cannot

use the categorical features, which consist of text in the analysis. To enable this, we need to convert

them to become numbers. This conversion is done with one-hot encoding. It involves transforming each

category into a binary vector of 0s and 1s, where each position in the vector corresponds to a specific

category. For example, the feature BsmtQual corresponds to the height of the basement of the house and

has five categories:

• Ex = Excellent (100+ inches)

• Gd = Good (90-99 inches)

• TA = Typical (80-89 inches)

• Fa = Fair (70-79 inches)

• Po = Poor (<70 inches)

The one-hot encoding creates each category its own feature, for example, BsmtQual:Ex, and gives it

value one if the data instance is of the corresponding category and 0 if a data point is of a different

category. As a result, each categorical feature becomes numeric, but the number of features increases.

22
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After the encoding, the number of features in the house prices dataset rises to 305. Then, all the

features are normalised with min-max normalisation, meaning the formula 𝑥𝑛𝑜𝑟𝑚 =
𝑥−𝑥𝑚𝑖𝑛

𝑥𝑚𝑎𝑥−𝑥𝑚𝑖𝑛 is applied

to every entry. This ensures that all the feature values are between 0 and 1. One-hot encoded features

are either 0 or 1, so min-max normalisation will not change them. Finally, all the rows with nan-values

that were originally part of the dataset are deleted so that they do not break the analysis, resulting in

1121 houses in the dataset.

IWPC dataset. The dataset’s goal is to predict the warfarin dosage for a patient based on different

medical and non-medical parameters, such as age, used medications or presence of other diseases.

The dataset contains information about 5700 people with 67 features for each patient. The practice

for this dataset started from the very first paper on it [80] is to take into account only patients with an

international normalised ratio (INR) of 2 to 3, which results in 5052 patients. As a preprocessing, the

features PharmGKBSubjectID and PharmGKBSampleID are dropped because they are indices, and the

same encoding and normalisation are applied. After these steps, the number of dataset entries becomes

4683, with 205 features each.

5.2. Feature selection
As the first part of the attack, we select the most relevant features of the dataset. These are the features

which have the most effect on the target variable. Figure 5.1 presents the results of running the feature

selection algorithm using the random forest strategy and correlation strategy on the housing price

dataset. It shows the nine most important features and their corresponding importance values. The

scales of different approaches are different. The random forest determines the importance of the feature

and gives it a score which all combined sum up to 1. The correlation approach finds the correlation of

each feature with the target, and the value does not depend on the correlation of other features with the

target. As a result, we see that for the random forest approach, one feature dominates, while for the

correlation, the importance of the most correlated features is close.

Let us first give an explanation of the house categories which are present in Figure 5.1 for the reader

to get an intuition of these features. 𝑂𝑣𝑒𝑟𝑎𝑙𝑙𝑄𝑢𝑎𝑙 refers to overall house materials and finish quality;

𝐺𝑟𝐿𝑖𝑣𝐴𝑟𝑒𝑎 is the ground living area in square feet; 2𝑛𝑑𝐹𝑙𝑟𝑆𝐹 is the footage of the second floor in

square feet; 𝑇𝑜𝑡𝑎𝑙𝐵𝑠𝑚𝑡𝑆𝐹 refers to total square feet of basement area; 𝐵𝑠𝑚𝑡𝐹𝑖𝑛𝑆𝐹1 is the type 1 finished

square feet (there are different types of basements in the database); 1𝑠𝑡𝐹𝑙𝑟𝑆𝐹 is the first Floor square

feet; 𝐺𝑎𝑟𝑎𝑔𝑒𝐶𝑎𝑟𝑠 is the size of the garage measured in number of cars; 𝑇𝑜𝑡𝑅𝑚𝑠𝐴𝑏𝑣𝐺𝑟𝑑 means total

rooms above grade; 𝐿𝑜𝑡𝐴𝑟𝑒𝑎 is the overall size of the house in square feet; 𝐺𝑎𝑟𝑎𝑔𝑒𝐴𝑟𝑒𝑎 is the size of

the garage in square feet; 𝐸𝑥𝑡𝑒𝑟𝑄𝑢𝑎𝑙 : 𝐹𝑎 is the feature created after one-hot encoding, and refers to the

external material quality being of the condition Fair; 𝐵𝑠𝑚𝑡𝑄𝑢𝑎𝑙 refers to quality of the basement being

good; 𝐹𝑢𝑙𝑙𝐵𝑎𝑡ℎ refers to number of full bathrooms; 𝑜𝑡ℎ𝑒𝑟 refers to all other variables not presented in

Figure 5.1a.

Figure 5.1 shows that the two most important factors that affect the house’s price are OverallQuality
and GrLivArea. This result looks logical because OverallQuality on its own is the condition of the house,

so it is a predetermined grade. The GrLivArea, which corresponds to a living area of the ground floor, is

part of the house area characteristic, which is one of the most important parameters of the house for the

people, according to the surveys [81], [82].

Out of nine features (excluding the other region in Figure 5.1a) that the algorithms rank highest, five

are present in the results of both approaches. Regarding the overall similarities between the ranking

results of these two methods, we used a rank-biased overlap (RBO) [83] to check if the features are

ranked similarly or not. RBO is a method of comparing the similarities of the ranked lists. The resulting

similarity is approximately 0.78 on a scale from 0 to 1. In our case, the elements of the lists, so the feature

lists, are the same, only ranked differently. With that property, the minimum possible similarity is 0.3,

which is the case when the features are in opposite positions in 2 ranking lists. The research on using

the RBO to find similarities in the results of feature selection methods [84] has shown that the RBO

usually lies in the range from 0.5 to 0.8. Therefore, we can then say that the similarity of the results of

the two feature selection algorithms is high. That gives evidence to conclude that the chosen variables
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correspond to the most important ones.

(a) Feature importance using random forest (b) Feature importance using correlation

Figure 5.1: Feature selection for housing price dataset

The features of the IWPC dataset are either self-explanatory (Age, Weight, Height) or refer to the

different genotypes or medications used. This dataset feature selection results, presented in Figure 5.2,

look similar to the results of selecting the most influential features of the previous dataset. The top-2

factors in both algorithms are Weight and VKORC1-1639G, and also, six features are present at the top of

both methods. According to research describing the important patient characteristics when deciding on

the warfarin dosage [85], a significant contribution to a dosage comes from age, weight, and genotypes

VKORC1 and CYP2C9. Weight and VKORC1 are in the top 2 positions of both methods, while age is in

the top nine for both of them, and CYP2C9 is there for the random forest method. This proves that the

algorithms rank the important features high. The similarity between the feature selection algorithms’

outcomes, though, is lower than in the previous dataset and is equal to 0.69, which is still on a good

level, taking into account the research results [84].

(a) Feature importance using random forest (b) Feature importance using correlation

Figure 5.2: Feature selection for IWPC dataset

5.3. Backdoor attack with different feature selection strategy
This section presents the results of running the backdoor attack on linear regression using different

feature selection techniques.

Starting settings. During the code execution, there are some parameters that affect the results.

First of all, each run consists of 50 tries and the results of those tries are averaged. Further, the

train-validation-test ratio is split in proportion 60-20-20, respectively. Moreover, in Chapter 4, we

introduced the new parameters which are necessary for the feature selection algorithm: 𝜙 and �. In our
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experiment, 𝜙 is set to 0.87 for both datasets. We have done experiments on the optimal 𝜙 value in the

range between 0.3 to 0.92. Having 𝜙 less than 0.7 will make the number of features selected too low and

the range of values of these features too specific, making the attack basically perform on the outlier

values. At the same time, 𝜙 larger than 0.92 will make this range too broad so that almost no rows will

be deleted from possible attack regions when considering each feature. The experiments have shown

that the values from 0.85 to 0.92 are optimal for different datasets. The results are attached in Appendix

A. Also, � is set to 0.1.

Figures 5.3 and 5.4 present the results of the backdoor attack on the Housing and IWPC datasets,

respectively. Each figure contains the subfigures corresponding to 3 ways of feature selection: random,

random forest, and correlation selection. For each algorithm, two figures are presented: one shows the

results regarding the error (MSE), and the second one provides the result regarding the total increase in

the target value (either home price or medication dosage). Each MSE graph shows the mean-squared

error for the attacked data, where the target value was changed with two strategies (MAXs and MIDs,

which respectively correspond to strategies 0 and 1 in Figures 5.3 and 5.4), explained in the methodology

section. The MSE for the clean data after performing both attack strategies is also in the graphs. The

target value graph shows the average price or dosage of the attack points after the attack is performed

with two attack strategies (MAXs and MIDs) and the average price or dosage of the attacked points

before the attack. The poisoning rates vary from 1.2% to 6.4%.

With the housing price dataset, the attack performance is slightly better for the attack with random

forest feature selection than with the other two methods. The highest MSE for the attacked point with

the random forest is almost 14%, while the MSE for random and correlation selections are around 11%.

With other poisoning rates starting from 3%, the random forest also outperforms other methods. From

the graphs of the price, we can see the real average price of the attacked points for the random and

correlation approaches is somewhere around 0.2, while for the random forest, it is approximately 0.15.

So, the real average price of the points from the attacked region determined by random forest is 5% less

than in the regions determined by other methods. The difference in the chosen attack region is probably

the main reason for the difference in the results shown by these methods. As the starting value was lower,

the change with both strategies was larger. Therefore, the error also becomes higher. Nevertheless, the

results for a poisoning rate below 3% are very close for all the methods and show that the attack does not

lead to a high MSE for the points in a poisoned region. It is worth mentioning that the attack is run on a

dataset with 1161 points, so the number of attacked points in a training set varies from 7 as 1% to 41 as 6%.

At the same time, the MSE for clean points also becomes higher for the random forest strategy,

making the attack easier to detect. This can happen because the high increase in the price of the attacked

points shifted the curve too much, and that also made the prices of clean data change. Therefore, in

terms of the balance between increasing the attack region error and keeping the error of the clean data

low, the random forest strategy does not look better than the other two. If we take the ratio of the error

on attacked data to the error on clean data, this ratio will be 2.9 for random strategy, 2.88 for random

forest and 3.2 for correlation strategy. These ratios are close, but they bring a controversial outcome: the

selection of strategy may vary depending on the primary goal. Depending on whether stealthiness or

effectiveness is the main goal, different strategies are preferred.

Another observation is made with regard to the two strategies of selecting the value of the target

variable of the attack points: MAXs and MIDs. Their behaviour is almost identical, with the difference

being that the curve created by MAXs strategy is a shifted-up version of the curve by MIDs. Calculating

the ratio of MAXs error to MIDs error will almost always give the result close to 1.6. The same goes for

the clean data error. This is intuitively correct: the change in the predicted value with the MIDs strategy

is lower than with MAXs but goes in the same direction. As the change is smaller, the clean data error

will also be lower.

The IWPC dataset has more entries, so more points are attacked. Consequently, the model will have

a larger attack region and should learn the behaviour in that region better. The results in Figure 5.4 show

that the MSE varies from a maximum of 0.1 for random forest selection to 0.3 for correlation selection. We

see a significant difference compared to the error on the clean data, which is never more than 0.02. The
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(a) MSE for different poisoning rates for the random

selection

(b) Price for different poisoning rates for the random

selection

(c) MSE for different poisoning rates for the random

forest selection

(d) Price for different poisoning rates for the random

forest selection

(e) MSE for different poisoning rates for the correlation

selection

(f) Price for different poisoning rates for the correlation

selection

Figure 5.3: Results for housing dataset with 𝜙 = 0.87
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(a) MSE for different poisoning rates for the random

selection

(b) Warfarin dosage for different poisoning rates for the

random selection

(c) MSE for different poisoning rates for the random

forest selection

(d) Warfarin dosage for different poisoning rates for the

random forest selection

(e) MSE for different poisoning rates for the correlation

selection

(f) Warfarin dosage for different poisoning rates for the

correlation selection

Figure 5.4: Results for pharmacy dataset with 𝜙 = 0.87
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increased number of data points explains the overall improved performance. The dataset size has grown

four times, so the algorithm has much more training data. Moreover, most of the data has a low target

value (below 0.1), as shown in Figure 5.5. While for the housing price dataset, 63% of the target data

(before the attack) lies in a region from 0.1 to 0.25 with some points met for all values until 0.6, for the

warfarin dosage dataset, 85% of target values belong to the region from 0 to 0.15. As a result, the change

in the target value is more significant than in the first dataset for a much bigger percentage of data samples.

(a) The distribution of prices in the house prices dataset (b) The distribution of dosages in the Warfarin dosage

dataset

Figure 5.5: Comparison of frequencies of the target values of two datasets.

Nevertheless, it does not explain such a huge difference in the results obtained by the correlation

strategy and the other two methods. The results of the random forest selection and random selection do

not differ that much. That means that the correlation strategy has found a much better trigger. The

possible explanation may lie in the selected features. Even though the ranked lists of the most important

features are similar for correlation and random forest strategy, they have some differences. There are

some features (or a combination of features) that one algorithm selects and the other does not. For

example, the gene 𝑉𝐾𝑂𝑅𝐶12255𝑐𝑜𝑛𝑠𝑒𝑛𝑠𝑢𝑠 : 𝑇/𝑇 is in top-9 for correlation strategy and out of the top

50 for random forest strategy. Having even one important feature when constructing the attack region

can decrease the number of features you need to construct a set significantly. As a result, the attack

regions become different, and this causes a better performance.

To obtain these results, we used different 𝜙 for different datasets. We used those values for the

parameter because they performed the best out of all our experiments. We tried different values from

0.3 to 0.92. The experiment results are shown in Appendix A. It is interesting to note that for the small

dataset, the 𝜙 value does not play a big role, and the results look somewhat similar, while for larger

datasets, the larger 𝜙 shows more significant results. This can be explained by the fact that the higher

the 𝜙 value becomes, the more features are part of determining the attack region (because fewer data is

cut by each feature). For example, when the 𝜙 is 0.7, on average, algorithms select 20-30 features which

determine the attack region. For 𝜙, equal to 0.87, 50-60 features are selected. If the dataset is large,

getting more features leads to a higher chance of obtaining the most important one.

From these observations, we can make the following brief conclusions:

• All the backdoor attacks are successful. Even though the results vary for different strategies, for

the poisoning rates higher than 2%, the MSE error between the predicted value and actual value is

higher than the error on clean data. The prices also become much higher, with growths from a

factor of 2.86 to 5.7.

• The attack performs much better for large datasets with each strategy and any poisoning rate.

• For a small dataset, there is a high tradeoff between the efficiency and invisibility of the attack.
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• The presence of some features when determining the attack region can have a significant effect on

the attack’s effectiveness.

• Correlation strategy has proven to be the best in terms of both effectiveness and stealthiness.

• There is no difference in the behaviour of the attacks under MAXs and MIDs strategies. One

makes a higher change to the target value and, therefore, provides better performance.

5.4. Federated setup results
The next step of the analysis of the results is to look at how the attack works in a federated learning

setup. Firstly, we need to introduce some assumptions based on which the setup was created.

• We use the gradient descent method to find a solution for linear regression. Even though the

solution to this model can be obtained by solving the closed-form equation (and used in Federated

learning with One-Shot Federated Learning [39]) and avoiding the gradient descent, we need the

gradient descent for the defence. For an experiment to be fair (attack and defence use the same

approach to solving the regression problem), we do the gradient descent optimisation.

• We assume that in cases when there is more than one malicious user, the attackers know the attack

region. In other words, malicious users know the features and their corresponding range of values

that are triggered for the backdoor attack to happen. If this was not the case, the attackers would

have poisoned the different data regions so that they would have different triggers. This setting is

out of the scope of this project.

We ran the experiments 50 times, each time for the number of attackers from 1 to 6 out of 10 nodes

in total. The 50 runs are independent, so all the results are reset. When, during a single run, we do the

experiments for different numbers of users, the only thing that is changed is the attack points distribution.

Moreover, in each run for each user, we do ten different shuffles of the attack data. Following the

results of the previous section, the experiments on the housing dataset are done with the random forest

feature selection strategy and on the IWPC using the correlation strategy. We ran all the experiments for

the settings with 10 participants in total, with a total of 10% of the data being selected as the attack points.

Figure 5.6 shows the results of the backdoor attack on a linear regression model in the federated

learning setup. Here, all the figures show the attack results in the setting with the number of attackers

from 1 to 6. The attack training data fully goes to the poisoners. For example, if there are three attackers,

each receives 33% of the attack training data. The attackers use all of it to train their models. We can

see that the attack results have decreased compared to the centralised settings, especially for the house

prices dataset. For one attacker, there are barely any differences with the real price, according to MSE.

Even for five attackers, which is usually considered the maximum possible amount out of 10, the MSE is

0.05, which is less than four times larger than the MSE for regular points. In terms of the increased

price, the picture is better for five malicious users, as it doubled compared to the original price. The

experiments on IWPC have shown much better performance, with the MSE on triggered points equal

to 0.13 for five attackers. Moreover, the MSE on regular points is less than 0.01 for all the number of

attackers except 6. The average predicted warfarin dosage has increased by at least 80% for one attacker

and at most 450% for five attackers. The results on this dataset in both centralised and federated versions

are better than for the other dataset. The reasons for that are also similar, namely the larger amount of

training data and the smaller initial value of the target variable.

Now, we are switching to a case where the attack training data is evenly spread among all the

participants, even non-malicious. For example, if there are three attackers, they receive 10% of the attack

points each. Other data that belong to the attack region goes to the regular users, so their models can

also be trained on the points from the trigger region. We find this setting a bit more fair and realistic.

This case is shown in Figure 5.7. It shows a decrease in the results on both datasets. This is expected

because attackers now just receive less data than in previous settings. The model ran on the housing

price dataset shows poor performance, especially for 1 and 2 attackers. Receiving only ten attack points

to train the model and having a model weight of 0.1 plays a role in the results. The attack with the

IWPC dataset still performs much better, showing some results for all the number of attackers except 1.
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Remembering that the IWPC dataset is almost four times larger, we can conclude that in the federated

learning setup, the dataset size and the number of attack points play an even more crucial role than in

the centralised setup.

(a) MSE for 10 participants with different numbers of

attackers for the house prices dataset

(b) Price for 10 participants with different numbers of

attackers for the house prices dataset

(c) MSE for 10 participants with different numbers of

attackers for the IWPC dataset

(d) Warfarin dosage for 10 participants with different

numbers of attackers for the IWPC dataset

Figure 5.6: Backdoor attack on federated learning with 𝜙 = 0.87 and with all the attack data given to

attackers

5.5. Defence
In this section, we evaluate the defence results for both the centralised and the federated setups. In

both cases, as an attack, we run the version with 𝜙 = 0.87 and use a correlation strategy for the feature

importance calculation, as it showed a better performance previously.

5.5.1. Centralised defence
In the centralised setup, the attacked unit has access to the data. Therefore, the defence strategy used is

one that detects the attack points. We use the studentized residuals to detect the outliers in the training

data and delete them. We want to emphasise that detecting the outliers (instead of just fitting the line on

good points) may be crucial in our settings because the attack is performed on a group of points with

very similar features. As a consequence, if we delete all the points that cover some region, our model

will have difficulties predicting the values for points from that region. However, this work focuses on

detection, not the retrieval of the original values.
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(a) MSE for 10 participants with different numbers of

attackers for the house prices dataset

(b) Price for 10 participants with different numbers of

attackers for the house prices dataset

(c) MSE for 10 participants with different numbers of

attackers for the IWPC dataset

(d) Warfarin dosage for 10 participants with different

numbers of attackers for the IWPC dataset

Figure 5.7: Backdoor attack on federated learning with 𝜙 = 0.87 and with attack data evenly distributed

between all the participants

Detecting outliers is the binary classification task: every point is either an outlier or not. Therefore,

there are four possible combinations of real results and predicted results:

• True positive (TP): when the attacked point is classified as an outlier

• False positive (FP): when the clear point is classified as an outlier

• True negative (TN): when the clear point is classified as a non-outlier

• False negative (FN): when the attacked point is classified as a non-outlier

The binary classification models ideally should have zero FPs and FNs, which will mean that all the

points are classified correctly. This is, however, an ideal and unrealistic scenario. Therefore, the goal

becomes to maximise the sum number of TPs and TNs. These two components can differ from task to

task. In this project, we are interested in identifying and preventing attacks, so identifying a non-attack

as an attack is a less serious mistake than claiming an attack point as a valid one.

Furthermore, in a scenario of a backdoor attack, data is unbalanced, meaning that there are many

more clean points than attacked points. As a result, the number of TPs will automatically be smaller

compared to TNs. Taking this into account, we decided to use the F1-score as a metric for assessing the

quality of the defence model in the centralised setup. First, it calculates two values:

• 𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 = 𝑇𝑃
𝑇𝑃+𝐹𝑃 , which measures the accuracy of positive predictions
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• 𝑅𝑒𝑐𝑎𝑙𝑙 = 𝑇𝑃
𝑇𝑃+𝐹𝑁 , which gives insight into how many of the real attacks were identified as such

The F1-score is then calculated with the formula

𝐹1 = 2

𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 · 𝑅𝑒𝑐𝑎𝑙𝑙
𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 + 𝑅𝑒𝑐𝑎𝑙𝑙

Table 5.1 presents the results of running the defence in centralised settings. It shows the MSE on

training data before and after the outliers are detected, as well as the F1-score, which serves as an

estimation of the percentage of the correctly detected outliers. The results are presented for two datasets

and for two attack strategies. The correlation strategy was used as a feature selection strategy because it

showed better attack results.

As can be seen, the F1-score decreases when the poisoning rate increases: on the IWPC, for the

poisoning rates below 3%, the F1-score is higher than 0.9, and for the higher percentage, it gets

significantly lower. This can be explained by the fact that with the increase in the poisoning rate,

the model gets more attacked points to train, and these points become less outlying. As the model’s

approach is to statistically detect outliers, the model’s habituation to the attacked points makes the

attack points seem like regular ones, and the residuals between the predicted and actual target values of

the attack points decrease.

Furthermore, the difference between the success of the attacks using the two different strategies is

almost invisible: apart from the score for the middle-value strategy attack with the lowest poisoning

rate, all the other scores are close. Taking into account the fact that the difference in the target value

after the attack on these two scenarios is, on average, 0.27, we can say that the points are enough outlied

to be detected, even with a smaller change.

Strategy with maximal attack Strategy with middle-value attack

Poisoning rate MSE without outlier detection MSE with outlier detection F1 MSE without outlier detection MSE with outlier detection F1

House price dataset

1.25% 0.0066 0.002 0.9275 0.0046 0.0015 0.8767

1.96% 0.0095 0.0033 0.972 0.0065 0.0023 0.9369

2.68% 0.012 0.0045 0.966 0.0081 0.0032 0.966

3.39% 0.0146 0.0058 0.973 0.0098 0.004 0.973

4.11% 0.0168 0.0071 0.9498 0.0113 0.0049 0.9455

4.82% 0.0186 0.0086 0.9243 0.0125 0.0059 0.9163

5.54% 0.0208 0.0103 0.8929 0.0139 0.0069 0.9014

6.43% 0.0232 0.0121 0.8715 0.0155 0.0082 0.8652

IWPC dataset

1.41% 0.0107 0.0037 0.9591 0.0071 0.0027 0.9318

2.14% 0.0137 0.0053 0.9765 0.009 0.0037 0.9689

2.86% 0.0164 0.0069 0.9792 0.0106 0.0048 0.9439

3.63% 0.0188 0.0095 0.7944 0.0121 0.0063 0.7731

4.4% 0.0207 0.0111 0.756 0.0132 0.0072 0.7512

5.21% 0.0226 0.0127 0.7601 0.0144 0.0082 0.7538

6.07% 0.0242 0.0142 0.7423 0.0153 0.0092 0.7274

6.88% 0.0254 0.0157 0.7019 0.016 0.0101 0.6908

Table 5.1: F1-score for the studentized residual defence for two datasets

5.5.2. Federated defence
In the federated learning setup, the server does not have access to the learning data, so detecting the

outliers there will not work. Here, we only receive the model coefficients from the users. Therefore, we

have used a variation of the FoolsGold [71] algorithm as a defence method. Previously, we fit the model

based on data using the exact solution of the linear regression. However, the defence algorithm now

uses the gradient descent methodology to find the optimal weights for different clients’ models. We

changed our model to use gradient descent to find the model’s coefficients. We used the learning rate of

0.001 and 1000 iterations to get each server model. The code was run for a total of 10 users, with the

number of attackers varying from 1 to 6. Each result is an average of 30 runs.

Figure 5.8 presents the results of the defence against the backdoor attack on the federated learning

setup. The results are shown in the form of the MSE error for the varying number of attackers. 10% of

all data is poisoned and split between attackers or between all the users. As can be seen, the defence
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works, and the model becomes not poisoned for all the scenarios except when there is only one attacker.

Failure for one attacker. Figure 5.8 shows that when there is only one malicious user, the defence

does not work and, moreover, makes the attack stronger. One thing we can observe directly from the

graphs is that the effect in a setting with the data evenly distributed between all the clients is much less

serious than when the data is distributed between only attackers. As in the failure scenario, there is

only one unscrupulous user, and the whole attack dataset goes only to that user, making a) the training

dataset of the attacker much larger than the datasets of other people and b) giving that user the ability

to fully train the model’s behaviour on the attack region. This leads to a very different delta (compared

to other users), which comes to the server and to the defence mechanism. The FoolsGold algorithm

first computes the pairwise cosine similarity between the deltas of all the clients [71]. The delta of the

attacker is very different, so the similarities with the deltas of all other users will be low. Further, the

algorithm selects the maximum similarity for each user, which is also much lower for the attacker than

for everyone else. However, after this step, the algorithm flips these values (as similarity belongs to the

range from 0 to 1, the flip is the subtraction of the similarity from 1) so that the lowest value becomes the

highest. These flipped values are becoming the new clients’ learning rate. The flip is done to consider

the case when there is only one fair user, and its weight in the total model remains valuable. However, it

makes the case with a very different attacker a problem. The problem does not arise with two malicious

users because the similarity between them is high, so the flip does not make them dominate the model.

For all the other numbers of malicious users, the MSE for the points belonging to the same region as

the attacked points is almost identical to the MSE of all the other points and is always less than 0.01. In

other words, the average squared difference between the actual value and the prediction of that value

is less than 1%. That shows that in most cases, FoolsGold is able to prevent our backdoor attack on

regression in the federated learning setup.
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(a) MSE after defence for 10 participants with different

numbers of attackers for the house prices dataset and

attack data distributed only between attackers

(b) MSE after defence for 10 participants with different

numbers of attackers for the house prices dataset and

attack data distributed between all the participants

(c) MSE after defence for 10 participants with different

numbers of attackers for the IWPC dataset and attack

data distributed only between attackers

(d) MSE after defence for 10 participants with different

numbers of attackers for the IWPC dataset and attack

data distributed between all the participants

Figure 5.8: Results of the defence against the backdoor attack on federated learning with 𝜙 = 0.87



6
Conclusions

The main goal of this thesis was to investigate the backdoor attacks on regression problems, as this field

is not yet covered. This chapter answers the research questions (by answering the subquestions) and

presents the known limitations.

6.1. Research questions revisited
SQ1: What can be the effective trigger in the backdoor attack on regression?

We determined that in the numeric data, the feature selection algorithms can be used as the tool to

create triggers. As they calculate the effect that different features have on the target value, the most

influenceable features create better regions for attack in terms of attack effectiveness, attack stealthiness

and universality. We used Correlation feature selection and Random forest feature selection algorithms

to rank all the features in the dataset. When run on two experimental datasets, the ranked lists created

by the two algorithms have proven to be similar according to rank-biased overlap. Moreover, they

top-rank the features which are the most important in reality.

SQ2: Can we design a backdoor attack on the regression model?

We proposed Algorithm 2 as the basic algorithm for constructing the backdoor attack on the regression

model. It first creates a rank of features based on the results of the feature selection algorithm and

then changes the target value of the attacked points according to either the MAXs or MIDs strategy.

We tested the algorithm on datasets of different sizes and have seen that the performance is much

better on the larger dataset. We have shown that for the poisoning rates higher than 2%, all the attacks

increase the MSE to be higher for attacked points than for the regular points. The correlation feature

selection strategy has shown the best performance in most experiments. However, we have shown that

sometimes, the best strategy may depend on the primary goal of a backdoor attack (whether we want it

to be more stealthy or more effective in terms of the MSE). Moreover, the attacks can be sensitive to the

features and their selected regions when forming the attack region.

SQ3: Can we use outlier detection to defend against backdoor attacks on the regression model?

Using the studentized residuals, we have constructed the outlier detection algorithms and used them

for the detection of attacked points in the training dataset. The defence has improved significantly

the performance of the model when compared to the scenario when there is no defence. With the

increasing poisoning rate, the performance of the defence worsened as the poisoned data became more

common, and it became harder to call such data an outlier. The performance of defence when standing

against MAXs is much better than against MIDs. This shows the importance of the second strategy

when performing the attack: even though it has lower performance, it is harder to defend against.

SQ4: Can we transfer the created backdoor attack on regression to a federated learning setup?

35
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Using the same data poisoning method, training the local linear regression model with the poisoned

data and sending the poisoned model to the server have shown to work for the backdoor attack on

regression. We tried the attack with two different methods of distribution of the attack data between

the users. An extreme approach where all the data from the attack region goes only to attackers has

shown a better performance. On a larger dataset, the clean data error was (almost) always lower than

0.01, while the error of the attack region has been up to 0.17. When some data from the attack region

also goes to fair users, the performance drops down. However, even in these settings, the attack works,

and the predicted target value of the points belonging to the attack region has a significant increase.

SQ5: Do the existing solutions against the backdoor attack for federated learning work for the
regression?

We have implemented the FoolsGold [71], which was created for the classification problems, for our

backdoor attack on regression. It worked and prevented the attack for all the cases except the one with

a single attacker.

6.2. Limitations and future works
Even though we fulfilled the research questions and constructed the working backdoor attacks on

regression and defences against them in both centralised and federated setups, there are still points of

improvement.

First, we only tested the methods on two datasets that are of significantly different sizes. That affected

the final results, making the performance of the attack on the larger dataset much better. Testing it on

other small datasets and adapting the attacks and defences for them specifically can be an extension of

the work.

Further, we worked under the assumption that we cannot insert new data into the dataset or modify

the x-values. If someone does not follow this assumption, a much more sophisticated trigger can be

constructed. Other attack variations from the classification settings can be tried to improve the attack

performance.

Additionally, the creation of the trigger can take any form. In this paper, we used only random forest

and correlation feature selection strategies, although there are more of those. Some of them may become

a better choice for the backdoor attack on regression. Moreover, completely different ways of selecting

data for the trigger can improve the attack efficiency. Lastly, the triggers are now easy to find if someone

knows what to search. Improving the trigger’s invisibility can be a promising extension to this work.

More sophisticated machine learning models can also be used for backdoor attacks. We used Ordinary

Least Squares to calculate the parameters of a linear regression model. It can suffer from high variance

and overfitting if there is too much correlation between the predictor variables. Therefore, one can ex-

plore the possibility of running and adapting this attack for Ridge, Lasso and other regression techniques.

In this work, we used only outlier detection as a defence against the backdoor attack. There are

numerous other techniques that can achieve a better performance and give a higher degree of defence.

The same goes for the defence in the federated learning setup. The main goal of this thesis was to show

the possibility of doing the backdoor attack on regression. Modifying the existing backdoor attacks on

classification problems and using them for regression or creating totally new attacks is an open prospect.
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A
Additional experiments

for different 𝜙
The appendix presents the additional experiments that were run using the correlation feature selection

and different values of 𝜙. We show that the higher values of 𝜙 lead to the better results.

(a) MSE for 𝜙 = 0.3 with correlation feature selection

and housing prices dataset

(b) Price for 𝜙 = 0.3 with correlation feature selection

and housing prices dataset

(c) MSE for 𝜙 = 0.3 with correlation feature selection and

IWPC dataset

(d) Warfarin dosage for 𝜙 = 0.3 with correlation feature

selection and IWPC dataset

Figure A.1: Backdoor attack on linear regression model and 𝜙 = 0.3
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(a) MSE for 𝜙 = 0.4 with correlation feature selection

and housing prices dataset

(b) Price for 𝜙 = 0.4 with correlation feature selection

and housing prices dataset

(c) MSE for 𝜙 = 0.4 with correlation feature selection and

IWPC dataset

(d) Warfarin dosage for 𝜙 = 0.4 with correlation feature

selection and IWPC dataset

Figure A.2: Backdoor attack on linear regression model and 𝜙 = 0.4
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(a) MSE for 𝜙 = 0.5 with correlation feature selection

and housing prices dataset

(b) Price for 𝜙 = 0.5 with correlation feature selection

and housing prices dataset

(c) MSE for 𝜙 = 0.5 with correlation feature selection and

IWPC dataset

(d) Warfarin dosage for 𝜙 = 0.5 with correlation feature

selection and IWPC dataset

Figure A.3: Backdoor attack on linear regression model and 𝜙 = 0.5
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(a) MSE for 𝜙 = 0.6 with correlation feature selection

and housing prices dataset

(b) Price for 𝜙 = 0.6 with correlation feature selection

and housing prices dataset

(c) MSE for 𝜙 = 0.6 with correlation feature selection and

IWPC dataset

(d) Warfarin dosage for 𝜙 = 0.6 with correlation feature

selection and IWPC dataset

Figure A.4: Backdoor attack on linear regression model and 𝜙 = 0.6
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(a) MSE for 𝜙 = 0.7 with correlation feature selection

and housing prices dataset

(b) Price for 𝜙 = 0.7 with correlation feature selection

and housing prices dataset

(c) MSE for 𝜙 = 0.7 with correlation feature selection and

IWPC dataset

(d) Warfarin dosage for 𝜙 = 0.7 with correlation feature

selection and IWPC dataset

Figure A.5: Backdoor attack on linear regression model and 𝜙 = 0.7
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(a) MSE for 𝜙 = 0.92 with correlation feature selection

and housing prices dataset

(b) Price for 𝜙 = 0.92 with correlation feature selection

and housing prices dataset

(c) MSE for 𝜙 = 0.92 with correlation feature selection

and IWPC dataset

(d) Warfarin dosage for 𝜙 = 0.92 with correlation feature

selection and IWPC dataset

Figure A.6: Backdoor attack on linear regression model and 𝜙 = 0.92
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